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ABSTRACT
We present FISTS, a tool that enables security testing of configura-
tion updates in software-defined networks (SDNs). In contrast to
conventional approaches, which are model-based and coupled to
a specific SDN system, FISTS is entirely black-box thus enabling
testing of different platforms, which is necessary for most indus-
tries since they typically use proprietary SDN frameworks. FISTS
works by probing the hosts on a network before and after an SDN
reconfiguration, automatically identifying corresponding nodes,
and determining their port state change; finally, it leverages anom-
aly detection algorithms to prioritize the inspection of hosts data.
FISTS also enable engineers to minimize the number of inspected
nodes while maximizing the vulnerabilities found by avoiding the
inspection of consecutive false alarms.

We have evaluated FISTS on 300 new and unique datasets based
on distinct configuration scenarios; our results show that FISTS
leads to best results (up to 0.99 recall) with COF and HBOS, but
KNN leads to close recall and minimal execution time. Further, it
enables detecting all vulnerable hosts by inspecting less than 10%
of the monitored data.

A demo of FISTS is available online at the following URL: https:
//youtu.be/UIMwFqAvAXg. The tool is available (open source)
at: https://doi.org/10.5281/zenodo.18201382.

CCS CONCEPTS
• Software and its engineering→ Softwaremaintenance tools;
Software verification and validation; • Security and privacy
→ Network security.
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1 INTRODUCTION
Modern communication sectors, such as satellite communications
(SATCOM) and telecommunications (TELCO) are vital to modern
society; requiring constant innovation to deliver advanced services
for demanding users while managing operational costs. To address
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these challenges, a key capability is the rapid reconfiguration of net-
work components for multiple purposes. This flexibility is largely
enabled by Software-Defined Networks (SDNs) [23], which, by
replacing hardware components (e.g., routers, firewall) with pure
software ones, allow for dynamic network architecture adjustments.

However, the interaction between various applications such as
firewalls and routers can lead to inconsistencies or conflicts in con-
figurations. Such situations fall under what we refer to as SDN
misconfigurations, and we focus on misconfiguration affecting se-
curity requirements, which are particularly critical because of the
sensible applications of SDNs in communications systems.

To address these issues, we introduce Field-based Security Test-
ing of SDN Configuration Updates (FISTS), a tool designed to
perform black-box testing of SDN systems by implementing an
homonymous approach presented in a previous publication [14]. It
employs network mapping techniques using Nmap [12], an open-
source scanning utility, before and after configuration updates. It
integrates a dedicated algorithm to match hosts before and after
a reconfiguration, and then generates, for each host, a summary
of port state changes (e.g., going from closed to open). Such in-
formation is then processed through dedicated anomaly detection
algorithms which are used to prioritize the inspection of hosts,
with the objective to inspect all vulnerable hosts first. Further, it
integrates a heuristic to minimize the number of hosts being in-
spected (we call it hosts selection); specifically, it suggests stopping
the inspection of hosts when an empirically determined number of
consecutive false positives is observed.

Our previous publication includes an extensive evaluation of
FISTS with 220 datasets (network scans) collected in industrial con-
texts; our results suggest that the K-Nearest Neighbour algorithm
shall be used to obtain best results for hosts selection (up to 0.95
precision and 1.00 recall), further, it enables detecting all vulner-
able hosts by inspecting less than 10% of the monitored data [14].
Further, an additional extensive empirical assessment of several
anomaly detection algorithms, performed on 300 datasets and de-
scribed in a recent PhD thesis [13] suggests that other algorithms
(e.g., OCSVM and Isolation Forest) perform similar to KNN.

FISTS is released as open source [15]; compared to the replica-
tion packages of our previously published work, which enable the
replication of results using dataset CSV files, this paper introduces
a tool that can be used by engineers on raw NMAP results.

The remainder of this paper proceeds as follows: Section 2 de-
scribes related work, Section 3 explains the FISTS approach, Sec-
tion 4 provides an overview of the FISTS architecture, Section 5
provides an overview of our empirical assessment, Section 6 con-
cludes the paper.
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2 RELATEDWORK
Related approaches include model-based verification techniques
for SDN configurations and fuzz testing approaches.

Model-based verification involves two primary strategies: first,
employing model-checking techniques to detect potential conflicts
in the system’s configuration [17]; and second, generating inputs
such as network packets based on the configuration itself. For
instance, requesting access to a whitelisted URL can help verify if
the SDN allows the expected outcome [8]. However, one significant
limitation of these methods is the reliance on system models, which
must be either manually created by engineers or derived from
configurations provided to the SDN software. Both processes are
resource-intensive: manual modeling demands skilled personnel,
while automated derivation requires tight integration with SDN
tools, such as those using proprietary formats like Versa [22]. This
integration can be costly and complex tomaintain.Moreover, model-
based verification approaches that depend on model checking have
additional constraints. They necessitate a detailed system model,
meaning any unmodeled aspects are not tested. Additionally, they
may fail to detect issues that emerge during system execution due
to dynamic factors like transmission delays.

Given these limitations, automated testing approaches that do
not depend on SDN modeling could be more suitable for our re-
search problem. In this context, fuzz testing has been explored
as a potential solution. Tools such as DELTA [9], BEADS [5],
FragScapy [3], and AFLNET [16] are notable examples of fuzzers
used in SDN contexts. However, they primarily focus on generating
anomalous traffic or identifying failures due to malicious compo-
nents within the network (e.g., applications or controllers), which
is not our objective.

3 OVERVIEW OF THE FISTS APPROACH
FISTS can detect security vulnerabilities caused by erroneous con-
figurations resulting in unexpected port states. An example is illus-
trated in Figure 1. The original SDN configuration shows a Server
Message Block (SMB) server operating on port 445 connected to
switch 3, with a high-priority flow rule on switch 2 that forwards all
traffic for port 445 to switch 3. This ensures confidentiality by rout-
ing the SMB-related traffic only to the subnet containing the SMB
server. However, in an update, engineers relocate the SMB server to
a dedicated switch (switch 6) but fail to update the corresponding
rule on switch 2 to forward SMB traffic to the new destination
switch 6 instead of switch 3. As a result, all SMB-related traffic is
misdirected to the wrong subnet, posing significant confidentiality
risks even if packets may be redirected to reach switch 6 (not de-
picted in the figure). This highlights the importance of proactive
SDN flows, where packet routing is preconfigured, as reactive SDN
flows (where rules are created as packets arrive at a switch) cannot
prevent such mistakes due to confidentiality constraints preventing
uncontrolled packet routing. FISTS works in five steps, depicted in
Fig.1 and described in the following.

3.1 FISTS Steps 1 and 2: Traffic Generation and
Response Monitoring

The FISTS methodology relies on network reconnaissance through
two sequential processes. First, generate network traffic to gather

initial data about the network (Step 1). Second, collect and analyze
responses from network hosts to identify open ports. For both steps,
engineers are expected to leverages Nmap due to its comprehensive
scanning capabilities. Notably, Nmap’s TCP SYN and UDP scan
options are employed to ensure thorough port state identification.
Note that both Step 1 and Step 2 are performed twice, before and
after an SDN reconfiguration.

3.2 FISTS Step 3: Host Matching and
Comparison

In Step 3, the Host Matching and Comparison (HMC) module, in-
tegrated into the FISTS tool, processes the data collected before
and after reconfiguration. This step aims at two primary objectives:
first, identifying which data entries correspond to the same host
across both configurations; second, determining any changes in
port states for each host. It is crucial to recognize that SDN recon-
figurations can alter a host’s IP or MAC address without affecting
other attributes. Failing to account for such changes could lead to
misinterpretation of port state variations. For instance, if the IP or
MAC address of a server changes during reconfiguration, simply
comparing port states might not be sufficient to detect these modi-
fications accurately. To address this challenge, we have developed a
greedy algorithm designed to match hosts correctly in the updated
configuration. This algorithm compares data entries from the initial
and updated configurations systematically. Specifically, it performs
𝑛×𝑚 comparisons between the 𝑛 data entries from the original con-
figuration and the𝑚 data entries from the updated configuration.
For each pair of data entries, the algorithm computes the degree of
likelihood for their match, based on the following formula:

𝐶𝑜𝑚𝑏𝑖𝑛𝑒𝑑_𝑆𝑐𝑜𝑟𝑒 = 𝑖𝑝_𝑠𝑐𝑜𝑟𝑒 +𝑚𝑎𝑐_𝑠𝑐𝑜𝑟𝑒 + 𝑝𝑜𝑟𝑡𝑠_𝑠𝑐𝑜𝑟𝑒

Based on previous successful assessments [14], the default value of
𝑖𝑝_𝑠𝑐𝑜𝑟𝑒 is set to 0.20 when two IPs match, otherwise it is set to 0.
The value of𝑚𝑎𝑐_𝑠𝑐𝑜𝑟𝑒 is set to 0.20 when MAC addresses match,
otherwise it is set to 0. The value of 𝑝𝑜𝑟𝑡𝑠_𝑠𝑐𝑜𝑟𝑒 is calculated by
multiplying the proportion of matching port states by 0.60. All pairs
are sorted based on matching score until all hosts are considered
resulting in a Network State Change Report (NSCR). The NSCR is a
tabular report where each row provides information about the state
change for one host, it includes the IP and MAC addresses before
and after the reconfiguration, two columns indicatingwhetherMAC
and IPweremodified by the reconfiguration, and columns capturing
state change information for each port (e.g., ClosedToOpen). An
example NSCR is shown in Figure 1.

3.3 FISTS Step 4: Preprocessing
In Step 4, we preprocess the NSCR data to enable the application
of anomaly detection algorithms. Specifically, we leverage one-hot
encoding (OHE) [7] to transform each categorical variable into a
set of binary variables, where each unique category is represented
by its own column in the dataset (e.g., “1” or “0”). For our network
port state data, this results in 16 columns for each TCP and UDP
port. These columns correspond to all possible combinations of
states that can occur during network operations.
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Table 1: Prioritized NCSR report example

IP’ IP" tcp_Port 22 udp_Port 22 tcp_Port 445 udp_Port 445 tcp_Port 8080 ... udp_Port 5674 Anomaly Score
10.0.1.12 10.0.2.10 ClosedToClosed ClosedToClosed OpenToFiltered ClosedToClosed ClosedToClosed ... ClosedToClosed 1.37
10.0.1.11 10.0.1.111 ClosedToClosed ClosedToClosed ClosedToClosed ClosedToClosed OpenToOpen ... ClosedToClosed 1.33
10.0.1.18 10.0.1.18 ClosedToClosed ClosedToClosed ClosedToClosed ClosedToClosed ClosedToClosed ... OpenToOpen 1.04
10.0.1.56 10.0.1.56 ClosedToClosed ClosedToClosed ClosedToClosed ClosedToClosed ClosedToClosed ... OpenToOpen 1.00
10.0.3.10 10.0.3.10 ClosedToClosed ClosedToClosed ClosedToClosed ClosedToClosed ClosedToClosed ... ClosedToClosed 0.00

... ... ... ... ... ... ... ... ... ...
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IP’ IP’’ tcp_Port 445 tcp_Port 8080 … tcp_Port 5674

10.0.1.11 10.0.1.111 ClosedToClosed OpenToOpen … ClosedToClosed

10.0.1.56 10.0.1.56 ClosedToClosed ClosedToClosed … OpenToOpen

… … … … … …
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Figure 1: Overview of the FISTS methodology and tool. It shows the FISTS steps along with example outputs. The left side
shows a network being tested by FISTS before and after reconfiguration. The NSCR output is exemplified by the provided table.
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Figure 2: Overview of the FISTS Tool Architecture.

Additionally, Step 4 may include an optional sub-step (pruning)
aimed at optimizing the dataset by removing redundant entries.
Specifically, we prune records where no change occurs between
consecutive updates (e.g., hosts whose configuration remains un-
changed). Pruning can help reducing unnecessary data and im-
proves computational efficiency [13].

3.4 FISTS Step 5: Vulnerability Prioritization
In Step 5, FISTS sorts all entries in the NSCR according to their
likelihood of being vulnerable (i.e., they correspond to a miscon-
figured host), using the anomaly score generated by an anomaly

detection algorithm applied to the NSCR. An example of sorted
NSCR is illustrated in Table 1

Our key intuition is prioritizing hosts based on their anomaly
scores, allowing engineers to inspect the most likely vulnerable
ones first after a configuration update. Further, if engineers need
to minimize the number of inspected hosts, FISTS can be used to
perform hosts selection, specifically, they can stop inspecting hosts
when the number of observed consecutive false positives (i.e., hosts
that are not vulnerable) reaches an empirically determined stop-
ping condition (SC). In practice, engineers determine false positives
based on their expectations for the configuration update analyzed:
for each host, they look at the port state and the port state change,
if they are consistent with expectations (e.g., no unexpected open
port) it’s a false positive because the host shall not have been re-
ported among the most suspicious ones.

4 TOOL ARCHITECTURE
Step 1 and Step 2, which involve information gathering using Nmap
are not incorporated into the FISTS tool because users may leverage
different Nmap setups, based on their network and constraints (e.g.,
scanning the whole network from one node, or multiple nodes).
Therefore, the FISTS tool has three main components, which we
call HMC, preprocessing, and vulnerability prioritization; they are
illustrated in Figure 2.

The HMC component takes as input two xml files, which are the
result of the network scans performed by Nmap on the initial and
updated SDN. It then saves the NSCR in CSV format.
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The Preprocessing component further processes NCSR and per-
forms OHE and pruning (if select by the end-user) thus resulting
into a preprocessed NCSR.

The preprocessed NSCR is taken as input by the vulnerability
prioritization component, which executes the anomaly detection
algorithm selected by the end-user and generates the prioritized
NSCR. Specifically, it generates one prioritized NCSR stored as a
CSV file, for each algorithm selected by the end-user. The FISTS tool
currently supports the prioritization of hosts based on the anomaly
detection algorithms that performed best in our empirical assess-
ments [13, 14], they are: K-Nearest Neighbor (KNN) [4], Isolation
Forest (IF) [10], Histogram-based Outlier Score (HBOS) [2], One-
Class Support Vector Machines (OCSVMs) [18], Connectivity-Based
Outlier Factor (COF) [21] .

5 EMPIRICAL EVALUATION
In a first study, we assessed FISTS with six different anomaly detec-
tion algorithms to compute the anomaly score [14], which are KNN,
IF, Hierarchical Agglomerative Clustering (HAC) [19], K-means
clustering (KMC) [6], and Local Outlier Factor (LOF) [1]. Following
the first study, we assessed FISTS with seven additional algorithms,
including COF, HBOS, and OCSVM [13]. For KNN we considered
four configurations for its hyper-parameter K, which captures the
number of neighbours to consider when computing the anomaly
score. With each algorithm, we assessed different thresholds for the
stopping condition (from 1 to 20) and their use with and without
pruning. In total, we assessed 260 different FISTS pipelines.

Our assessment has been based on 300 datasets derived as fol-
lows. 100 synthetic datasets obtained by monitoring eight different
network setups (four valid reconfiguration and four invalid ones)
and duplicating their data in random combinations till reaching 405
hosts per dataset. 100 real datasets were obtained by considering
data including valid network configuration collected by Shodan and
integrating it with invalid network reconfigurations. 100 realistic
datasets were obtained by combining real and synthetic data.

Below, we report on three research questions investigated in our
work [14]. At a high level, we aim to compare the different pipelines
resulting from the configuration parameters of FISTS, which are
pruning (enabled/disabled), the stopping condition (SC) for hosts
selection, and the anomaly detection algorithm.

RQ1. Does pruning improve FISTS results? This research question
investigates whether pruning (i.e., ignoring hosts not affected by
any state change during the generation of NSCR) helps to obtain
better results. To evaluate the performance of each pipeline for
hosts selection we use precision and recall. For hosts prioritization
we compute the Debugging Cost (DC) as the number of hosts to be
inspected in order to achieve 100% recall. We assess the usefulness
of pruning by discussing the best results observed with and without
pruning, for each dataset.

For hosts selection, we observe that results vary, with clustering-
based approaches (KMC and HAC) performing better with pruning;
however, for recall and F1 score, there is no difference for the overall
best result observed with and without pruning.

For hosts prioritization pruning leads to less hosts to be inspected
(lower DC), especially in the presence of a large set of changes

(synthetic dataset) but the best overall results is achieved by HBOS
without pruning.

RQ2. What FISTS pipeline leads to the best results? This research
question aims to identify which pipeline leads to best results. We
used the same results from previous research question.

By looking at the averages across datasets, COF with SC=20 and
pruning leads to the best result for hosts prioritization (DC=29.58)
and second-best for hosts selection (recall=0.995, F1 score=0.73),
HBOS with SC=20 and no pruning leads to the best result for hosts
selection (recall=0.999, F1 score=0.73) and second-best for hosts
prioritization (DC=30.29), but differences are minimal. For hosts
selection, OCSVM with SC=20 perform similar to sCOF and HBOS
(recall=0.992, F1 score=0.73). KNN and IF present a recall that is
still high (i.e., 0.988, without pruning), with IF performing slightly
worse for F1 score but better for DC score.

RQ3. How does FISTS scale? We assessed the scalability of each
step in the pipeline. For Step 1 and 2 we report that the time taken
by Nmap to scan 1000 ports in 405 IPs ranges between 30.26 and
30.35 minutes, which is acceptable since it fits into a typical network
maintenance window. Further, the scan can be split across subnets
thus reducing the total time required. Steps 3 and 4 take only 1 to 2
seconds, which are minimal and acceptable. For Step 5, we observe
that KNN-20 with SC-20 takes approximately 0.005 to 0.025 seconds
on average, which is minimal; OCSVM, HBOS, and IF, instead, take
between 0.05 and 1.0 seconds thus being 40x more expensive than
KNN-20 and potentially less scalable for larger datasets. COF took
up to 14 seconds, thus being inappropriate for large networks.

Concluding, for medium sized networks (i.e., 400 nodes, like
ours), HBOS, COF, OCSVM, KNN, and IF are appropriate choices
leading to accurate results; for larger networks, we suggest lever-
aging either OCSVM or KNN-20 with SC=20 since they performed
sufficiently well for both hosts selection and prioritization.

6 CONCLUSION
We presented FISTS, a novel tool for security testing of network re-
configurations. It leverages a field-based testing approach to enable
black-box assessment without the need for network configuration
information. The tool leverages Nmap to collect information from
hosts before and after the configuration. It integrates a dedicated
algorithm to match hosts across the two configurations based on IP,
MAC and ports. Finally, it leverages anomaly detection algorithms
to prioritize the inspection of hosts.

In our extensive empirical evaluation, we determined that
Histogram-based Outlier Score (HBOS) and Connectivity-Based
Outlier Factor (COF) lead to best vulnerability detection results
but the K-Nearest Neighbor algorithm with 20 Neighbors leads to
minimal execution time and vulnerability detection results similar
to HBOS and COF. To minimize the number of hosts to be inspected
without affecting the recall (i.e., fault detection rate) of the approach,
engineers shall stop after observing 20 false positives.
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Figure 3: SDN reconfiguration and NMAP execution.

APPENDIX: DEMO SCRIPT
The demonstration will start with an overview of the proposed
approach.

We will then simulate two SDN configurations and monitor them
with NMAP (Figure 3). The running example will resemble what
shown in the tool demo paper:

(1) An SMB server becomes unreachable (filtered port 445) after
moving from IP 10.0.1.12 to IP 10.0.2.10 because packets
are wrongly forwarded to the old subnet (i.e., 10.0.1.*).
This is the vulnerable host.

(2) The HTTP Server with IP 10.0.1.11 has been assigned with
IP 10.0.1.111.

(3) The FTP Server (port 574) with IP 10.0.1.56 does not show
any change (i.e., FTP port remains open).

(4) The HTTP Server (port 8080) with IP 10.0.1.18 does not
present any change (i.e., HTTP port remains open).

We will then run FISTS on the xml files collected with NMAP;
by default, FISTS runs all its algorithms. We will first visualize (e.g.,
in the Visual Studio Code IDE) the results generated with FISTS
by leveraging the KNN algorithm (i.e., file PNSCR_KNN, shown in
Figure 4).

The prioritized NSCR shows the following:
• Host 10.0.1.12 → 10.0.2.10 is correctly the most anoma-
lous (i.e., most vulnerable) because it presents a set of
changes not observed in other nodes.

• Host 10.0.1.11 → 10.0.1.111 is second place because it
presents a set of characteristics not observed in others: port
8080 remains open and the IP address changes.

• Host 10.0.1.56 → 10.0.1.56, with port 574 remaining
open, is third place because although presenting a charac-
teristic common to others (i.e., port remains open), such
characteristic is unique (i.e., no other node has port 574
open.

• Host 10.0.1.18 has a characteristic not common with the
majority of hosts (i.e., port remaining open). Since port 8080
remains open also for host 10.0.2.10, it is less anomalous
than host 10.0.1.56.

• The other hosts (not all shown in Figure 4) present the same
anomaly score (i.e., 0.0) because they share the same char-
acteristics (no port open, no other changes). They are not
vulnerable.

For host selection, engineers could stop at the first false positive
and not inspect what follows host 10.0.1.11.

In this simple example, the prioritized results obtained with KNN
above are similar to the ones observed with IF, HBOS and OCSVM
(i.e., same ranking, as shown in Figures 6 and 8), the only difference
is the anomaly score. IF, instead, has a different ranking for the
non anomalous nodes, while COF ranks 10.0.1.111 first, thus
introducing a false positive (engineers would like to investigate
vulnerable nodes first).

The example shown for the demo is delivered with our tool and
can be reproduced by the interested reader. The tool also stores a
csv file containing only changes in host states (after host matching),
which could be used by other researchers to assess new anomaly
detection approaches (see Figure 9).
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Figure 4: Prioritized NSCR obtained with KNN.

Figure 5: Prioritized NSCR obtained with OCSVM.

Figure 6: Prioritized NSCR obtained with HBOS.

Figure 7: Prioritized NSCR obtained with IF.

Figure 8: Prioritized NSCR obtained with COF.

Figure 9: NSCR with only the changes in host states, based on NMAP data.
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