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Abstract. We propose a CKKS-based technique for evaluating arithmetic
over finite fields F,~ with small characteristic p under homomorphic en-
cryption. The core of our approach is a pair of complementary ciphertext
representations. In the so-called spectral encoding, ciphertext addition
and multiplication realize addition and multiplication in the field Fp,-. In
another encoding, coefficient encoding, the same operations act as slotwise
addition and multiplication in the slot algebra ;. We show that one can
switch homomorphically between these encodings at cost linear in r, and
that [Fp-linear maps, such as taking p-th powers in F,», can be folded into
these switches or applied directly in either representation. We complement
the construction with theoretical and practical correctness-management
techniques. To support unbounded computations, we integrate our frame-
work with existing CKKS bootstrapping techniques and benchmark it
against BGV-based implementations of F,--arithmetic, a natural base-
line for high-throughput finite-field computation. Across the fields we
tested, this yields speedups ranging from 1.7x to 178X in amortized
multiplication time when bootstrapping is taken into account. The gains
are parameter-dependent: roughly speaking, our advantage over BGV
increases as the characteristic p becomes smaller and the extension degree
r becomes larger.

Keywords: CKKS Scheme - Encoding Techniques - Finite-field Arith-
metic - Homomorphic Encryption - Lattices - RLWE.

1 Introduction

We first review fully homomorphic encryption and the main scheme families,
with emphasis on CKKS [16] and its recent discrete variants, and then provide a
more detailed overview of our method.

1.1 General Overview

Homomorphic Encryption. HE (homomorphic encryption) allows compu-
tations to be carried out directly on encrypted data, so that sensitive inputs
remain protected throughout processing. FHE (fully homomorphic encryption)
extends this to the evaluation of arbitrary circuits on ciphertexts, meaning that
the computation is performed homomorphically without ever decrypting interme-
diate values. Since [3I] introduced bootstrapping in 2009, a large family of FHE
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schemes has emerged, most of them relying on the hardness of lattice problems
such as RLWE (Ring Learning With Errors) [42ll49]. These schemes are often
distinguished by the message spaces they natively support. For instance, BGV,
BFV and GBFV [9/T0I2730] target arithmetic over finite field vectors, while FHEW
and TFHE [I726] are tailored to fast evaluation of binary or small-integer circuits.
By contrast, CKKS [I6] is designed for approximate arithmetic over complex
vectors.

CKKS Scheme: From Approximate to Exact. The CKKS scheme [16] is best
known for high-throughput SIMD-style (single-instruction—multiple-data, [48])
approximate arithmetic on encrypted complex numbers. It can encrypt vectors
z € C™ and supports slotwise addition and multiplication, as well as conjugation
and the application of linear maps. In its classical use, CKKS is an approximate
scheme, and an encrypted complex vector is only recovered approximately after
decryption. Accordingly, while bootstrapping [3I] in other schemes often deals
with noise reduction, bootstrapping in the context of CKKS has traditionally
been viewed as a way to enable further homomorphic multiplications, without
targeting noise reduction. This line of work has led to a rich literature; see
e.g. [LITAT5I20021136].

For a long time, the approximate viewpoint on CKKS suggested that the
scheme was poorly suited to exact computation: the approximation error was
thought to be inseparable from the message itself. Recent work [25] challenged
this intuition by showing that, for discrete message sets, the error can instead
be viewed as a small perturbation around well-separated message points and
contracted homomorphically. In particular, [25] demonstrated exact bit processing
in CKKS using low-degree noise-cleaning polynomials (e.g.,  + 322 —223), which
fix 0 and 1 and have vanishing derivative at these points, thereby reducing noise
while preserving the encrypted bits. Follow-up works extended this paradigm
beyond bits to small integers and roots of unity, and developed dedicated dis-
crete (functional) bootstrapping techniques for these settings, e.g., [2/34UT844];
extensions to larger integer message sets were also studied, e.g., [2913738|. Taken
together, these advances have positioned CKKS as a practical platform for exact
SIMD computation on discrete message sets.

Why Finite-Field Arithmetic Beyond BGV/BFV? Many cryptographic
computations are natively defined over finite fields, including symmetric primi-
tives such as AES [23/43], message authentication over Fai2s, and post-quantum
signatures such as MAYO [5]. Finite fields also appear in recent proof systems, for
instance in SNARKS over towers of binary fields [24]. There is growing interest in
evaluating such primitives under FHE, from classical transciphering applications
to more recent constructions such as thresholdized signatures [46], one-round
blind signatures [6], and blind zk-SNARK protocols [28]. These applications rely
on efficient homomorphic arithmetic over fields F,.

The natural high-throughput baselines for such computations are BGV and
BFV. However, their efficiency depends strongly on the algebraic compatibility
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between the field F,» and the chosen cyclotomic ring. For some fields, this
forces wasteful packing regimes, as is for instance the case for Foi2s. Moreover,
although BGV/BFV provide high throughput, their bootstrapping latency can be
substantial, which is problematic when only a few further operations are needed.
This motivates the search for a complementary approach: one that retains SIMD-
style throughput, is less sensitive to algebraic properties of (p, ), and achieves
lower latency.

Our Contribution. We address the above challenges by extending the emerging
discrete CKKS toolbox to arithmetic over finite fields F,» with small characteristic
p. Our starting point is a new representation of field elements as complex vectors,
which we call spectral encoding. 1t is tailored to the native SIMD semantics of
CKKS: with spectral encoding, homomorphic addition and multiplication of CKKS
ciphertexts directly implement addition and multiplication in IFj,~. This gives a
natural way to evaluate F,--circuits homomorphically in CKKS.

A standard alternative is to identify ;- with the slot algebra ), and represent
field elements by r slots in IF,,. We call this representation the coefficient encoding
(since the slots correspond to polynomial coefficients). Our construction keeps
this representation available: we provide an efficient homomorphic switch between
spectral and coeflicient encodings. This allows multiplication-heavy parts to be
evaluated in spectral encoding, while Fj,-linear maps are handled more naturally
in coefficient encoding.

Our implementation in Lattigo [50] shows that the proposed framework is
practical and insensitive to the algebraic properties of the field. Compared with
BGV-based implementations, it achieves speedups of up to 178 x in amortized
multiplication time when bootstrapping is taken into account, with the largest
gains appearing for small characteristic p and large extension degree r. It also
achieves substantially lower latency.

Related Work. As discussed above, BGV and BFV are the natural high-
throughput baselines for exact finite-field arithmetic under FHE. They support
computations over discrete plaintext rings and fields, including structures such
as Z/p"Z and Fpr; the generalized framework of GBFV [30] primarily targets
large-characteristic fields. Recent work has also shown that CKKS can support
exact computation on large discrete message sets of the form Z/p"Z, primarily
implemented for p = 2 [29/37J38]. However, arithmetic over the ring Z/p"Z is
structurally different from arithmetic over the extension field IF,». To the best of
our knowledge, this is the first work proposing arithmetic over extension fields
F,~ within CKKS.

1.2 Detailed Contribution Overview

We introduce a natural method for realizing finite-field arithmetic homomorphi-
cally through SIMD-style operations over complex slots in CKKS. Our approach
uses the ability to homomorphically evaluate in complex quotient rings C[X]/(F)
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for polynomials F' € C[X] within CKKS. Similar techniques have recently ap-
peared [21J3538], typically for polynomials F' of the form X™ + 1 or divisors
thereof. However, these works aim to prevent wrap-around modulo F' by keeping
polynomial degrees small. In contrast, we deliberately exploit reduction modulo
F as is done in [29], and turn it into the mechanism that realizes finite-field
arithmetic.

For concreteness, we illustrate our approach on the 16-element field F4; the
general case of Fj,» for small primes p and small exponents r will be treated later.
Recall that F15 = Foa can be represented as a quotient Fig = Fo[X]/(f), where
f € Fo[X] is an irreducible polynomial of degree four, say f = X*+ X + 1. Every
element a € Fi4 then has a unique representation a = ag + a1 X + ao X2 + az X3
with coefficients a; € Fy. To homomorphically compute with such elements within
CKKS, we lift f to the integer polynomial F' = X* + X + 1 € Z[X] and regard a
as an element a € Z[X|/(F) whose reduction modulo 2 equals a (for instance, by
interpreting the coefficients a; as integers 0 or 1). Since Z[X]/(F') embeds into
C[X]/(F), this perspective allows us to manipulate elements a directly within
CKKS, as we will now explain.

Spectral Encoding. We begin by explaining how elements of Fi5 can be
represented as complex vectors, a format we refer to as spectral encoding. Given
an element a € Fy, we first choose a lift a € Z[X]/(F') whose reduction modulo
2 equals a. This lift may then be viewed naturally inside the quotient ring
C[X]/(F). Prior work typically works with the coeflicient vector [@] of @, which
we call the coefficient encoding of a and denote by n(a) = [a] € Z*. This format
is convenient but not SIMD-friendly for multiplication: in general, for a,b € Fyg
we have n(ab) # n(a) © n(b), where ® denotes componentwise multiplication.
Instead, we propose to use a different encoding technique. Onto @, we apply the
isomorphism ¢ : C[X]/(F) = C* defined by evaluation at the four complex
roots of F', namely wg =~ —0.73 — 0.43i, wy ~ —0.73 +0.43i, ws =~ 0.73 — 0.93i and
w3z ~ 0.73 4+ 0.93i, where i € C (upright font) denotes the imaginary unit. This
yields a complex vector (@) = (a(wi))iefo,1,2,31 € C* as illustrated in
which we denote by €(a) and call the spectral encoding of a. Spectral encoding
thus defines a rule € : F1g — C* (though, since it depends on the choice of lift a,
it is multivalued). Note that we distinguish between € and ¢ because ¢ is applied
to field elements, while ¢ is applied to complex polynomials modulo F'.

[ a€Fis )ﬂ{ a € Z[X]/(F) )L{ e(a) = p(a) € C* ]

Fig. 1. Pipeline for spectral encoding.

As an example, for a = 1 4+ X3 € Fi4, we can consider the lift 4 =3 — 5X3 €
Z[X]/(F) (though in practice, it is preferable to choose small-coefficient lifts for
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numerical stability). In this case, the encoded vector is given by:

3 — 5wi
3 — bws
3y _ 1 4
e(1+X°) = 3 5l e Cch
3 — 5wj

Observe that 5(1 + X 3) can also be computed in terms of a matrix—vector
multiplication, where the matrix is the Vandermonde matrix generated by the
roots w;:

1wy wi wi 3
1w w? wd 0

1 X3 _ 1 1 .
E( + ) 1 we w? wi 0
1 wy w? wi -5

Note that (3,0,0,—5) = n(a) is a coefficient encoding of a. Therefore, if we
denote the above 4 x 4 Vandermonde matrix by M., € C**4, then it holds that
e(a) = M., - n(a) for every a € Fi5. Equivalently, if we set M, . = M_",,
then we have n(a) = M, -£(a). We call these two matrices the encoding switch
matrices. To retrieve a from its spectral encoding z = £(a) € C*, one can first
apply the inverse isomorphism ¢~!, then reduce the resulting element modulo
two: ¢~ !(2z) mod 2 = a.

SIMD-Friendly. The crucial advantage of the spectral encoding ¢ over the
coefficient encoding 7 is that it is SIMD-friendly. Indeed, for any a,b € Fyg, we
have:

£(a) © (b) = (@) © (B) = (- b) = i (ab) = e(ad),

and a similar computation shows that addition is also respected. As a result,
since CKKS allows componentwise addition and multiplication of encrypted
complex vectors, we can use CKKS to perform addition and multiplication in Fqg
homomorphically. Since CKKS ciphertexts can hold up to N/2 complex slots, we
can pack N/8 elements of Fi into a single ciphertext.

Frobenius Powers. Assume that we are given a spectral encoding e(a) for
some a € Fi4 and that we wish to compute 5(a8). One option is to use successive
squarings, which requires multiplicative depth 3. However, the 8-th power can
in fact be computed in a single multiplicative level, and in certain situations
at essentially no additional cost. To understand this, consider an element a =
ao + a1 X + asX? + a3 X3 € F15 with coefficient vector [a] = (ag, a1, a2, a3) € F3.
The map Pows : a — a? is Fo-linear, which means that we can get [as] from [a)
by left-multiplying it by a matrix over Fs. Explicitly, we have:

1100

[ag] = - [a].

o O O
S = O
S O =
—_ O =
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Viewing this matrix over Z and denoting it by M, ,(Pows), we therefore have
n(a®) = M, (Pows) - n(a). Using the encoding switch matrices, we also get:

6(0,8) = _1\45(_77 . Mn<_7](POW3) . Mn(_E . E(CL).

Therefore, 8-th powers can be computed directly in spectral encoding by left mul-
tiplication with the following complex matrix, at the cost of a single multiplicative
level:
M. .(Pows) = M., - M, (Pows) - M. € C**.

The same argument applies to the maps a — a? and a — a*. Furthermore,
because these power maps are realized as matrix multiplications, they can be
fused with other matrix operations (e.g., during bootstrapping), making the
computation of these powers often free in practice.

Bootstrapping. In our setting, bootstrapping serves three purposes simultane-
ously: it refreshes the ciphertext modulus, reduces the accumulated CKKS noise,
and re-centers the lifted coefficients modulo 2 (or more generally modulo p). The
last point is important because large lifted coefficients directly amplify the noise
during subsequent homomorphic multiplications.

Concretely, suppose we start from a ciphertext encrypting n(a) + e in the
slots for some a € Fyg, where e € C* is an error term. Applying a bit-oriented
bootstrapping procedure such as XBOOT [44] refreshes the modulus, reduces
the noise magnitude, and reduces the lifted coefficients modulo 2. The resulting
ciphertext therefore encrypts n(a) mod 2 + €', where ||€’||co < |/€]]co-

Starting instead from a spectral encryption (a), we first homomorphically
apply the linear map M, . to recover n(a) in the slots before bootstrapping.
Since bootstrapping procedures typically begin with the linear slot-to-coefficient
step, this transformation can be merged into the bootstrapping itself at no
additional cost, thereby saving one multiplicative level. The same approach
extends to other small characteristics: for p > 2, one may for instance use the
small-integer bootstrapping SI-BTS [4].

Experimental Results. We implemented our framework in Lattigo [50] and
compare its bootstrapping cost with the analogous BGV pipeline in HElib [53]E|
Since bootstrapping dominates the running time, we report amortized costs
per packed finite-field element and per usable multiplicative level recovered by
bootstrapping. All benchmarks were run single-threaded on a MacBook Pro with
an M4 chip (14 CPU cores and 24 GB of RAM). Full details appear in
As summarized in [Table 1] our approach achieves a lower amortized cost, yielding
clear speedups over BGV.

! The code will be made publicly available upon publication.
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Table 1. Amortized bootstrapping time in milliseconds per packed element of Fp and
per usable multiplicative level.

Amortized time in ms
(time/elem. /levels)

p" BGV Ours Speedup
28 11.9 0.317 38x
2128 2470 13.9 178 %
313 1.07 0.636 1.7%

2 Notation

Sets. We write Z, Q, R, and C for the integers, rationals, real numbers, and
complex numbers, respectively. Given a prime p and an extension degree r > 1,
we write IF), for the field with p elements and I~ for its degree-r extension. For
n > 1, we write Z/nZ for the ring of integers modulo n. For odd n > 1, we use
the centered representatives Z, = {—(n —1)/2,...,(n — 1)/2} C Z, while for
even n > 2, we use the representatives Z, = {-n/2+1,...,n/2} C Z. Given
integers a < b, we write [a,b] = {a,a + 1,...,b}, and for n > 1 we abbreviate
[n] ={0,1,...,n—1}. For a set of integers S C Z, we write S mod n = {s mod n :
s € S} C [n]. An interval modulo n means a set of the form [a,b] mod n for
some integers a < b; its length is its cardinality. Given sets S, T C C, we write
S+T={s+t:se€S,teT}

Arithmetic. We denote the imaginary unit by i € C (upright font) and for
an integer n > 1, we write (, = exp(2wi/n) for the primitive n-th root of
unity with argument 27 /n. Euler’s totient function is denoted by ¢. For integers
ng,...,Ng—1 = 1, we write lem(no, ..., ng_1) for their least common multiple. If
a and b are coprime integers, we write ord,(a) for the multiplicative order of a
modulo b, that is, the smallest positive integer k such that a* = 1 mod b. Given
a ring R, we denote by R* the group of units of R.

Vectors and Matrices. For a ring R, we write R™ for length-n vectors over R
and R™*" for m x n matrices over R. Vectors are always regarded as column
vectors, even when written in tuple notation for compactness. Vectors and
matrices are denoted in bold. For square matrices My, ..., Mj_1 over R, we
write Diag(My, ..., M}_1) for the corresponding block-diagonal matrix. We see
R"™ as a ring under componentwise addition (4) and multiplication (®). For z =
(2i)icn] € C", we denote its infinity norm by ||z|| = max;cp, |2i]. We define
the (cyclic) rotation of z by j € Z slots as Rot;(2) = (2(i+) mod n)ic[n] € C",
and the complex conjugate of z as Z = (Z;)ic[n) € C". As is standard in CKKS,
if m is a multiple of n, we embed C™ into C™ by repeating slots, z — (z,..., 2)
(with m/n copies), so expressions like z + w with z € C" and w € C™ are
unambiguous.
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Polynomials. For a ring R, we write R[X] for polynomials in X with coefficients
in R; polynomials are not bolded. For F' € R[X], we denote by R[X]/(F) the
quotient of R[X] by the ideal generated by F, and for P,Q € R[X]/(F) we write
P - Q for their product (with reduction modulo F' implicit). Given a polynomial
P = Z?;ol P, X" € R[X], we define its coefficient vector as [P] = (P;);c[] € R™
If P € R[X]/(F) with deg(F) = n, then [P] € R™ denotes the coefficient vector of
the unique representative of P of degree < n. When P € C[X] or P € C[X]/(F),
we define || P|loc = ||[P]||co. When P € F,[X], we define ||P||s = ||Q]|c0, Where
@ is the unique polynomial in Z,[X] which satisfies Q) mod p = P.

Miscellaneous. The symbols P, E, and Var are used to denote probability,
expectation, and variance, respectively. We write |-] for (componentwise and
coefficientwise) rounding to the nearest integer, with ties broken arbitrarily.

3 Background on CKKS

We recall the components of the CKKS scheme [I6] that are relevant for our
construction. The security of the scheme is based on the hardness of the Ring
Learning With Errors (RLWE) problem [42]49].

Encoding and Decoding. We fix a power of two N and define the rings
R = Z[X]/(XN +1) and S = R[X]/(X" + 1). CKKS supports approximate
arithmetic on complex vectors. Such vectors are first mapped to a polynomial
in R before encryption. This mapping is defined via the canonical embedding
DFT : S & CN/2, given by:

DFT(P) = (P( 5! )) e N2,
(P) = (P(G0)) o
where (o = exp(7i/N) is a primitive (2IV)-th root of unity. To encode a vector
z € CN/2 one applies DFT™! to obtain a polynomial in S, scales by a fixed
factor A > 0, and rounds coefficientwise:

Ecd(z) = |[A-DFT '(2)] € R.

Decoding a polynomial m € R is performed as Dcd(m) = DFT(m)/A € CN/2,

Ciphertexts. A CKKS ciphertext at modulus ¢ is a pair ct = (ctg,cty) € R?I,
where Ry, = R/qR. It encrypts a polynomial m € R under a secret key s € R with
implicit error e € R if |[m+e|loo < ¢/2 and if it satisfies ctg+cty-s = m+e mod q.
In that case, we write ct = Encg(m—+e), or simply ct ~ Encs(m). When the secret
key is clear from the context, we omit the subscript. We also use the combined
notation ct ~ Enc(m + e) to mean that the hidden encryption error is negligible
compared to the explicit error term e. Finally, we write EncEcd(z) as shorthand

for Enc(Ecd(z)). If ct = EncEcd(z), we say that ct encrypts z.
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Elementary Operations. We consider ciphertexts ct,ctg,ct; € ’Rg under
the same secret key s € R, satisfying ct ~ EncEcd(z), cty =~ EncEcd(zy), and
ct; ~ EncEcd(z;) for some vectors z, 29, 21 € CV/2. Below, ¢’ denotes a modulus
with ¢’ ~ q/A. We recall the basic homomorphic operations supported by CKKS:

e Key switching. One can switch from secret key s to another s’ € R by
computing Ctswicn = KeySwitch,,, . (ct) € RZ; it requires a key-switching
key swkg, .o generated during key generation. The output satisfies Ctsyitch =

EncEcdy (2).
o Addition and subtraction. We can add and subtract ciphertexts component-
wise: cto & ct; € R satisfy cto & ct; ~ EncEcd(zo & z1).

o Cliphertext—ciphertext multiplication. We can compute a product followed by
rescaling: ctprod = Ctg X €ty € ’Rg, satisfies Ctpod ~ EncEcd(zp ® z1). This
operation requires a key-switching key swkgz,_,,. (We use x to emphasize that
rescaling is performed, hence the modulus drop from ¢ to ¢’.)

e Plaintext—ciphertext multiplication. For a known vector w € CV/2, we can
multiply homomorphically by w: ctyoq = Ecd(w) x ct € Ri, yields ctyrod &
EncEcd(w © 2). If DFT ! (w) € R, then we can instead compute Ctpoq =
DFT *(w)-ct € R2 (without reducing the modulus) and still obtain Ctped ~
EncEcd(w © 2).

e Conjugation. We can homomorphically conjugate slots: cteonj = Conj(ct) € R2

q
satisfies Cteonj &~ EncEcd(Z). This involves key switching from s’ = s (—X N *1)

back to s and therefore requires swkg/, .

e Rotation. We can homomorphically rotate slots by ¢ € [N/2] positions:
ctt = Rot;(ct) € Rg satisfies ct,or &~ EncEcd(Rot;(z)). This operation also
uses key switching, from s’ = s(Xj) to s with j = 5, hence requires swky/, ;.

Matrix Multiplication. We recall how to left-multiply an encrypted vec-
tor ct ~ EncEcd(z) with z € C" by a plaintext matrix M = (M;;); je[n] €
C™*™ using the diagonal method [32]. For j € [n], define the j-th diagonal
of M as Diag;(M) = (M; (i4j) mod n)ic[n) € C" and its diagonal support as
DiagSupp(M) = {j € [n] : Diag;(M) # 0}. We encode M as Ecd(M) =
(Ecd(Diag;(M))) jeDiagsupp(nr)- This allows us to compute:

Ecd(M) x ct = Z Ecd(Diag;(M)) x Rot;(ct),
j€DiagSupp(M)

which satisfies Ecd(M) x ct ~ EncEcd(Mz). This requires |DiagSupp(M)|
plaintext—ciphertext multiplications and the same number of rotations (one
rotation can be saved if 0 € DiagSupp(M)). Further reductions are possible
using baby-step giant-step techniques, e.g., [14]. For instance, if DiagSupp(M) is
contained in a set of D integers forming an arithmetic progression modulo n, then
we can compute Ecd(M) x ct with O(D) plaintext—ciphertext multiplications
and (’)(\/ﬁ) rotations.
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4 Finite-Field Arithmetic from Complex Vectors

In this section, we describe our general method of encoding finite-field elements
within complex vectors, and this will later on allow finite-field arithmetic in
CKKS. From now on, p will always denote a small prime number and r > 1 a
small extension degree (for instance, we performed successful tests for p and r
up to 6 and 7 bits, respectively). We want to perform arithmetic in the finite
field Fr =TF,[X]/(f), where f € F,[X] is any monic irreducible polynomial of
degree 7.

4.1 Spectral Encoding

To encode an element a € F,» as a complex vector e(a) € C”, consider the lift
F € Z[X] of f with coefficients in Z,, and roots w; € C for i € [r]. These roots
are distinct:

Proposition 1. Let f € F,[X] be an irreducible polynomial. Then, any lift
F € Z[X] of f with the same degree as f has distinct complex roots.

A proof is provided in It follows that evaluation at the roots
w; of F defines a C-algebra isomorphism ¢ : C[X]/(F) — C", explicitly given
by ¢(P) = (P(w;))ie[r] and typically referred to as the spectral isomorphism of
C[X]/(F). In particular, ¢ is a C-linear isomorphism and can be represented as
an invertible matrix over C (with respect to the monomial basis of C[X]/(F)
and the standard basis of C"). We will return to this matrix representation in
[Section 4.21

From now on, we fix the polynomials f and F as well as the roots w; and
the isomorphism . For an element a € F,-, we denote by a € Z[X]/(F) any lift
of a, that is, any element which satisfies @ mod p = a. The spectral encoding of
a € Fpyr is a complex vector of the following form:

e(a) = p(a) = (a(wi))iepy € C"-

We refer to for an illustration of the encoding pipeline, where Fig and
C* are replaced by F,» and C", respectively. Decoding z = (a) € C" back to
a € IFpr is done by computing ¢ Y(2) mod p = a. The spectral encoding ¢ is
therefore based on the diagram of ring morphisms presented in Note
that €(a) depends on the choice of the lift d, and ¢ is thus a multivalued map.

Fig. 2. Diagram of ring morphisms underlying the spectral encoding €, where —, —
and = denote surjective, injective and bijective morphisms, respectively.
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Proposition 2. Let a,b € F,-. Then, the following properties hold:
g(a) +ed) =e(a+b), g(a) ©®e(b) = e(abd).

Proof. We have £(a) +(b) = p(a) + ¢(b) = p(a+b) = <p(a/+\b) =¢(a+b), and
a similar computation shows the multiplication property. ad

4.2 Spectral Encoding versus Coefficient Encoding

So far, for an element a € F,-, we have worked with a spectral encoding ¢(a),
obtained by evaluating a lift of the polynomial a at the complex roots w; of
the lift F' of f. We also consider an alternative representation of a, which we
call the coefficient encoding and which we define simply as n(a) = [a] € Z". Its
advantage is that the r coefficients of a appear explicitly in the slots, though this
format is only SIMD-friendly with respect to addition and not with respect to
multiplication.

Let us now explain how to move from a spectral encoding £(a) to a coefficient
encoding 7n(a), and vice versa. To do so, we consider the Vandermonde matrix
associated with the roots w; of F', which we denote by M., € C"*". Explicitly,
the entry in row i € [r] and column j € [r] of M., is set to w!. We further
denote by M, . = M_, (_1,7 its inverse. The following result, essentially following
from the commutative diagrams in shows that these two matrices allow
us to switch between the spectral and coefficient encodings, which is why we refer
to them as the encoding-switch matrices:

Lemma 1. For every a € Fy,-, it holds that:
M.y -n(a) =e(a),  Mye.-e(a) =n(a).

Proof. Let P = Zje[[r]} Pij € C[X]/(F), so that [P] = (Pj);e[;; € C". For
every i € [r], the i-th entry of Mccy, - [P]is 32,1, w!/ Pj = P(w;), and hence
M., - [P] = (P(wi))ielr] = ¢(P). Therefore, ¢ is represented by M., , with
respect to the monomial basis of C[X]/(F) and the standard basis of C". Since
( is an isomorphism, the matrix M., is invertible, and the inverse map o 1is
represented by M, . = E_(_ln. This means that [(p_l(z)] = M, . - z for every
z € C". Applying these identities to P = a gives M., - n(a) = Mcy - [a] =
(@) = €(a), and the second relation follows by applying M, . to both sides. O

Note 1. The inverse Vandermonde matrix M, . can be described through La-
grange interpolation: its ¢-th column is the coefficient vector of the Lagrange
polynomial L; = [],(X —w;)/(w; —wj) € C[X]/(F), where the product is taken
over j € [r] \ {i}. This description for the Vandermonde inverse is preferable
computationally, as it avoids explicitly forming an inverse matrix, which can be
numerically unstable.
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CIX1/(F)

/ l[]

- -
CTC

Fig. 3. Commutative diagrams for evaluating the spectral isomorphism ¢ and its inverse
gofl with M., and M, ., respectively.

4.3 Applying Fy-Linear Maps

We now describe how to apply an F,-linear map to an element a € IF,» while
working with both spectral encodings €(a) and coefficient encodings 7(a). Let
A : Fpr — Fpr be an F-linear map. We consider the basis 1, X,..., X"~ of
F,r = F,[X]/(f), with respect to which we can represent A as a matrix over I,
of size . Let M), (\) € Z"*" denote its integer lift with entries in Z,, so that
M, () -n(a) = n(A(a)) for every a € Fp-. Further, consider the following three
matrices in C"*":

%n()‘) = Msen : Mnen()‘%
A) = My y(N) - My,
<—5(/\) = Ma<—77 . Mn<—n(/\) : Mm—a-

Proposition 3. Let A : F,r — Fpr be an Fp-linear map. Then, for every a € Fpr,
we have:

M. () -n(a) = e(Ma)), M, (N - e(a) = n(Ma)),
M, (N -n(a) = n(Xa)), M, €

Proof. The bottom-left relation holds by definition of M, ., (). It remains to
prove the other three relations; we show the bottom-right one, the other two
being analogous. We need to verify that applying M., ,,- M, () 'Mm—s to e(a)
gives (A(a)). First, left-multiplying e(a) by M, gives n(a) by 1l Next,
left-multiplying n(a) by M, () yields n(A(a)) by deﬁnltlon of M, (X), and
finally, left-multiplying 7(A(a)) by M., gives £(A(a)), again by [Lemma 1] O

In particular, shows that any IF,-linear map A : Fpr — Fpr

can be applied seamlessly during an encoding switch. In other words, whenever
such a switch is already performed, the linear map can be folded into it for free.
A notable example is the Frobenius map Powg : a — a?” for B > 0, which is
Fp-linear.

Ezample 1. We will use the following as a running example. Suppose we want to
compute a coefficient encoding of the product a?b, for two elements a,b € F,-,
starting from their coefficient encodings 7(a) and 7(b). This is achieved by the

circuit shown in
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Fig. 4. Replicating the circuit (a,b) — aPb with a,b € Fpr starting and ending with
coefficient encodings.

5 Finite-Field Arithmetic in CKKS

In this section, we explain how the above encoding techniques allow us to perform
finite-field arithmetic within CKKS.

5.1 Packing and Encryption

Encrypting a single element a € I, via € requires r complex slots. Since a
CKKS ciphertext offers N/2 complex slots, we can therefore pack k < | N/(2r)]
elements of I~ into a single ciphertext. Let n € [1, N/2] be the smallest power
of two satisfying n > rk; we use n as the effective number of complex slots in our
ciphertexts. (While one could always take n = N/2, choosing a smaller n whenever
possible speeds up bootstrapping [14].) Given a vector a = (a¢)scqi] € IF’;T, we
arrange the k spectral encodings €(ay) and coefficient encodings n(ay) for £ € [k]
into vectors of length n as follows:

epack(@) = (e(ao), . ..,e(ag-1),0) € C",
Npack(@) = (n(ao), - .., n(ar-1),0) € Z",

where 0 denotes the zero vector of length n — kr. The slot layout of epack(@) is
depicted in When k = 1, we will simply write epack(a) and 7pack(a).

r slots r slots e r slots

e(a0) e(a) e(ar_1) |

n slots, with n > rk and n | N/2

Fig. 5. Slot layout for spectral encoding epack(a) € C" with a = (a¢)sepry € Fhr.

The packed vectors epaek(@) € C” and npack(a) € Z™ can then be mapped, via
the standard CKKS encoding procedure, to plaintext polynomials Ecd(epack(@)) €
R and Ecd(npack(a@)) € R. Encrypting these plaintexts yields ciphertexts of the
form ct ~ EncEcd(gpack(a)) € R2 or ct ~ EncEcd(pack(@)) € R2, which we
call a spectral encryption and a coefficient encryption, respectively. We will
typically start from a coefficient encryption, as this representation is the one
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most commonly used in prior work. In [Proposition 5| we explain how to switch
between spectral and coefficient encryptions homomorphically. Further, in [Note 2]
we explain why our setting favors the proposed consecutive packing layout over
an alternative interleaved packing layout.

5.2 Basic Homomorphic Operations

We now summarize the two main homomorphic properties of spectral encryptions.
The approximate symbol accounts for the usual CKKS approximation error, which

is analyzed later in

Proposition 4. Consider two CKKS ciphertexts ct, ~ EncEcd(gpack(a)) and
cty ~ EncEcd(epack(b)), with a = (ag)ecpr) € FEr and b= (b) ey € Fir. Then,
the following properties hold:

ctq + cty, = EncEcd(epack(a + b)), ct, X ctp ~ EncEcd(gpack(a © b)).

Proof. Both follow directly from combined with the homomorphic
properties of CKKS. For instance, we have:

cty X ctp = EncEcd(gpack(@) © €pack (b))
= EncEcd(e(ag) ® e(by), . . .,e(ar—1) © e(bg—1),0)
= EncEcd(e(ag - bo), .. .,e(ag—1 - bg—1),0)
= EncEcd(epack(a © b)),

and a similar computation shows the additive property. a

5.3 Homomorphic Multiplications by Matrices

In this section, we explain how to homomorphically switch between spectral and
coefficient encryptions and apply [Fp-linear maps. Previously, we worked with
square matrices M of size r acting on a spectral encoding €(a) or a coefficient
encoding n(a) of a single field element a € Fp-. To apply the same matrix
simultaneously to each component of a packed vector a = (a¢)seqr] € IF];,‘, we
extend M to a block-diagonal matrix. Specifically, for a complex matrix M of
size r, we define its extended version by Ext(M) = Diag(M,...,M,0) € C"*",
where M is repeated k times and O denotes the zero matrix of size n — kr.
By construction, for any vector z = (zq,...,2r-1,0) € C* with z, € C" for
every { € [k], we have Ext(M) - z = (M z¢, ..., Mz_1,0). Since we intend to
apply these extended matrices homomorphically, we write EcdExt(M) for the
extended and encoded matrix Ecd(Ext(M)). Note that DiagSupp(Ext(M)) C
[n—7r+1,n—1]JUJ0,r — 1], and hence it is contained in an interval modulo
n of length 2r — 1. Therefore, we can apply EcdExt(M ) homomorphically using
O(r) plaintext—ciphertext multiplications and O(+/r) rotations.

The subsequent result shows how to homomorphically switch between encod-
ings and apply [F)-linear maps in the meantime. Approximation errors are again

studied later in
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Proposition 5. Consider a vector a = (a¢)eepi) € IF’;T of field elements and
two ciphertexts ct, ~ EncEcd(npack(@)) and ct. ~ EncEcd(epack(a)). Let further
A:Fpr = Fpr be an Fp-linear map. Then, we have:

EcdExt(M.,) x ct, = EncEcd(epack(a)),
EcdExt(M,.) x ct. = EncEcd(npack(a)),

EcdExt(Mc (A

( )) x ¢ty = EncEcd(gpack
EcdExt(M,-(\)
)
)

)
)
Aa)).
Aa)).
s ~ EncEcd (1jack(M(@)))
(a)))

)

(epack(

) (Tpack(
) (epack(
(A)) x et ~ EncEcd(npack(
EcdExt(M,,())) x (ack(
(A)) % (epack(

EcdExt(M (A cts ~ EncEcd(epack (A (@

Proof. We prove the fourth relation; the other ones are analogous. By the homo-
morphic matrix-multiplication property, it is enough to verify the corresponding
plaintext identity. By definition of the extended matrix, we have:

Ext(Myc(A)) - Epack(@) = (Myc(A) - €(a0), . .., Myec(A) - €(ax-1), 0)
= (n(Mao)), - -, n(Aax-1)),0)
= pack(A(@)),

where the second equality follows from O

Ezample 2. Continuing we can now homomorphically evaluate the
circuit (a,b) — a? © b for vectors a,b € ]F’;T. Starting from coefficient en-
cryptions ct, =~ EncEcd(npack(@)) and cty ~ EncEcd(npack (D)), we get ctoy =~
EncEcd (mpack(@? ® b)) via ctoyr < exampleCircuit(cty, ctp) using
This consumes three multiplicative levels in CKKS. Apart from the ciphertext—
ciphertext multiplication, the circuit consists of three matrix—ciphertext multipli-
cations. Each such multiplication uses O(r) plaintext—ciphertext multiplications
and O(y/r) rotations. If the circuit is followed by bootstrapping, the final matrix—
ciphertext multiplication can be folded into the bootstrapping procedure, saving
one multiplicative level; see for details.

Algorithm 1: exampleCircuit (evaluation of (a,b) — a? ® b on coefficient
encryptions).

Input: Ciphertext ctq > ctq & EncEcd(npack(a))
Input: Ciphertext cty > ctp ~ EncEcd(1pack (b))
Output: Ciphertext ctout > Ctoyr ~ EncEcd(npack(a? © b))

1: cty, < EcdExt(M.,(Pow1)) X ctq
cty, < EcdExt(M.,) X ctp

Ctour < Ct, X ctp,

Ctout <+ EcdExt(M,c) X ctou
return cty,:




16 T. Seuré and E. Suvanto

Note 2. In we use a consecutive packing layout, where the k spectral
encodings £(ay) are concatenated. A natural alternative is an interleaved packing
layout, which first stores all first entries of the £(ay), then all second entries,
and so on. For such a layout, given a matrix M = (Mi,j)i,je[[r}] of size r, we
would need to define Ext(M) by replacing each entry M; ; by the scaled identity
block M; ; I}, followed by zero-padding to size n. When r is a power of two, this
roughly halves the number of nonzero diagonals. However, DiagSupp(Ext(M))
would no longer be contained in a short interval modulo n. Thus, when such a
multiplication is followed by bootstrapping, we can no longer fold it into the first
slot-to-coefficient layer, and hence cannot save the corresponding multiplicative

level (see [Section 7). We therefore use consecutive packing throughout.

6 Correctness-Management Techniques

The previous section shows how to realize arithmetic over F,» through homo-
morphic computations under CKKS. While this enables efficient SIMD-style
evaluation, it also introduces nontrivial correctness challenges: CKKS is approxi-
mate and operates in characteristic zero, whereas computations in I, are exact
and performed modulo p.

Our construction represents field elements a € F,r = F,[X]/(f) by lifts
4 € Z[X]/(F). Since CKKS arithmetic is approximate, homomorphic evaluation
manipulates a perturbed element G + e rather than the exact lift a, where
e € C[X]/(F) is an error polynomial. We call such an element a+e a perturbed lift
of a. Correct decoding requires this error to stay small: the condition ||el|o < 1/2
ensures that coefficientwise rounding recovers a. The coefficients of the lift a
should also remain small: multiplication will scale the error by these coefficients.

Therefore, in this section, we analyze and control coefficient growth of both lifts
and errors throughout the computation. We derive worst-case bounds, explain the
typical-case growth behavior, give high-probability correctness guarantees, and
explain how suitable choices of the polynomial f lead to slower coefficient growth.
In we describe how bootstrapping can be used to reset the ciphertext
by refreshing its modulus, lowering its noise, and symmetrically reducing lifted
coefficients modulo p.

6.1 Worst-Case Lift and Error Bounds

We now provide worst-case bounds on the coefficient growth of both lifts and
errors while replicating addition, multiplication, and application of F,-linear
maps within F,,» through operations in C[X]/(F).

The main source of growth is multiplication in the quotient ring: even if two
representatives have small coeflicients, their product may acquire large coefficients
after reduction modulo F:

Proposition 6. Let F' € C[X] be a monic polynomial of degree r. Then, for all
P,Q € C[X]/(F), we have ||PQ|loc <CrF - ||Plloo - |Q|loc, where the constant Cp
is defined as Cp =1 (1 + ||F|loo)" 1.
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We defer the proof to The constant Cr can later be replaced by

a significantly smaller constant Cl, for the modulus polynomials used in practice.

In what follows, given an IFp-linear map A : F,» — [Fp-, we denote by A
C[X]/(F) — C[X]/(F) the C-linear map whose matrix with respect to the
basis 1, X,..., X"! is the previously introduced matrix M, ,(\) € Z"<". The
procedure described in for applying A then corresponds precisely to
applying A to elements of C[X]/(F).

Proposition 7. Let a,b € F,r, and let a + e,,b+ e, € C[X]/(F) be perturbed
[bllc < B and ||eal|oo, [lep]loo < 0

lifts of a and b, respectively. Assume that ||a||eo,
for some bounds B,§ > 0. Then, we have:

@+ eq) + (b+ey) =a+b+ e
(@+eq) - (b+ep) = ab+ emu,

Ma + eq) = Aa) + ex,

where the terms on the right-hand side satisfy the bounds given in[Table 3

Table 2. Worst-case lift and error bounds.

Lift bound Error bound
lla+3]l., <2B lleatlloo < 26
[|ab]| , < CrB? llemulloo < cF(zéB + 6%)

H)\(a)”Oo < %prB lexlloo < §pr

Proof. For addition, we have (i +e,)+ (b+ep) = m—l—eadd, where a + b= a-+b
and e,qq = €4 + €. The bounds then follow from Sub additivity of the mﬁmty
norm. For multlphcatlon we have (a+ e, b+ ep) = —ab ~+ €mul, Where ab = ab and
emul = aep + eab + eqep- Applymgto each product term gives the
stated bounds. Finally, for the linear map, we have A(a + e,) = )\( ) + ex, where
/\/(\) = @) and ey = A(e,). Now recall that ) is represented by the matrix
M, ,,(N). Thus, for every P € C[X]/(F'), each coefficient of A(P) is a sum of at
most r coefficients of P multiplied by entries of M, (). These entries lie in Z,,

and hence have absolute value at most p/2. Therefore, [|A(P)|loe < (1/2)p7]|P]|co-
Applying this with P = @ and P = ¢, gives the stated bounds. O

Note that applying the encoding-switch matrices M., and M, . does
not affect the bounds from Indeed, these matrices only change
how a fixed element of C[X]/(F) is represented in the slots, by moving between
coeflicient and spectral encodings. They do not change the underlying polynomial,
and hence do not change the coefficient norm tracked in the bounds above.
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6.2 Choice of Modulus Polynomial

The multiplication bounds in are governed by the constant Cp from
This constant is exponential in r, reflecting the possible coefficient
blow-up caused by reduction modulo F. The situation improves substantially
when F' contains no high-degree terms besides its leading monomial.

Let us say that a monic polynomial F' of degree r is truncatable if F — X"
has degree at most [r/2]. In that case, reduction modulo F' can be controlled
much more tightly, leading to the following improved product bound:

Proposition 8. Let F € C[X] be a truncatable monic polynomial of degree r,
and let H be the number of nonzero non-leading coefficients of F. Then, for all
P,Q € C[X]/(F), we have |PQ|loc < Cg - ||P]loo - |Qllco, where the constant C
is defined as Cl, = r(1+ H||F||o + H?||F||%).

Proof. Consider the natural projection 7 : C[X]| — C[X]/(F), and let ¢ = C}/r.
We first prove that for every polynomial R € C[X] of degree at most 2r — 2, we
have ||7(R)||oo < ¢ ||Rl|o. This is enough: taking R = PQ for lifts P, Q € C[X]
of P and @ of degrees at most r — 1 gives | R||co < 7||P|loo||@]lco (each coefficient
of R is a sum of at most r products of one coefficient of P with one coefficient of
Q), and so [PQ|lec = [Im(R)]lec < ¢ [|Rlloc < Cp - [|Plloc - |Qll oo

Write F' = X" + 5 oy Fu X", where U C [[r/2] + 1] has cardinality H. For
w € [r,2r — 2], we have:

m(XY) == Fym(X"TT)

uelU
— E FuXquwfr + E FUF'UXu+U+w72T7
uelU u,velU
utw—r<r u+w—r>r

where we used that W(X“‘*‘“‘*‘“’_QT) = Xutvtw=2r (since u + v +w — 2r <
[r/2] 4+ [r/2] + (2r — 2) — 2r < r). Returning to R = Zi):(f R, X", we then
have:

2r—2

r—1
m(R) =Y RX'+ > Rym(X")
=0 w=r

r—1
= Z Xi (R’L - Z RiJrrquu + Z Ri+2rququ> ’
1=0 u u,v

where, for each 4, the sums over u and (u,v) are taken over suitable subsets of
U and U?, respectively. It follows that each coefficient of 7(R) is bounded by
¢ ||R||so, as required. O

We therefore choose the modulus polynomial f € F,[X] to be truncatable
whenever possible. Its lift F' then satisfies the same property, and so the constant
Cp in [Table 2| can be replaced by the significantly smaller constant Cf from
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Asymptotically, it seems that we can choose the modulus polynomial f €
F,[X] so that its lift F’ satisfies C;» = O(r). The following heuristic provides some
intuition for why such choices should be plentiful:

Heuristic 1. Let H, K > 1 be two integers with K < p/2. Then, as r — 00,
there are Q(TH_I) monic irreducible polynomials f € F,[X]| of degree r that
are truncatable, satisfy ||f|loo < K, and have at most H nonzero non-leading
coefficients.

Ezxplanation. Ignoring irreducibility first, truncatability leaves only the coefficients
of X°,..., XI"/2] to be chosen. Since H and K are fixed, there are Q(TH) ways
to choose up to H positions among these [r/2] + 1 monomials, and only O(1)
ways to assign each chosen monomial a coefficient in {£1,...,£K} C F,,. Finally,
a random monic polynomial of degree r over F,, is irreducible with probability
about 1/r. Thus, one expects @(rH ’1) irreducible choices for f. a

In particular, this heuristic suggests the existence of such polynomials f
for all sufficiently large r. We also verified existence computationally in the
small-parameter regime relevant to our implementation. For H = 4 and K = 2,
our search found such a polynomial f € F,[X] for p and r up to 6 and 7
bits, respectively. Together with the heuristic above, this suggests that one can
generally choose f so that its lift F' satisfies C,, = O(r).

6.3 Typical-Case Lift and Error Growth

The bounds from correspond to a worst-case scenario in which all
coefficient contributions add coherently. In practice, one instead expects substan-
tial cancellation. Under the standard random-cancellation heuristic, we model
these contributions as independent centered terms of comparable magnitude.
Their variances therefore add, so a sum of r such terms should typically grow like
/7 rather than r. Applying this heuristic within the proofs of and

leads to the typical-case growth estimates summarized in
where all objects are defined as in and where the lift F is assumed

to satisfy Ci» = O(r), as motivated in [Section 6.2

Table 3. Lift and error growth under random-cancellation heuristics.

Lift growth Error growth
la+73], =o®B) lleasalloc = O(5)
llabll . = ©(B>v7) lemlloo = O(8B/7)

A, = O(pBvT) llexlloe = O(8pV/F)
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6.4 High-Probability Error Bounds

The previous sections analyzed the growth of lifts and errors in C[X]/(F’) from two
complementary viewpoints. The worst-case bounds provide rigorous guarantees
that hold uniformly over all inputs and error configurations, while the typical-case
estimates explain the substantially smaller growth expected in practice under
random-cancellation heuristics. For concrete parameter selection, however, we
need a middle ground: quantitative error bounds that are less pessimistic than
worst-case estimates, but still imply correct decoding up to negligible failure
probability.

Rather than deriving closed-form error formulas for arbitrary circuits, we
describe a procedure for certifying correctness with high probability. The idea is
to model slot errors probabilistically, estimate the resulting variance amplifica-
tion, and convert this estimate into an upper bound on the decryption-failure
probability. We illustrate this procedure on a concrete example below.

The basic correctness condition is simple: when the slots contain coefficient
encodings, decoding succeeds as soon as every slot error has magnitude less
than 1/2. Thus, we aim to ensure that this condition fails only with negligible
probability, which is also the relevant requirement for IND-CPAP security [12].

For this, we adapt standard error assumptions from the CKKS literature [7122].
We model slot errors as independent centered complex Gaussians and track how
their variance propagates through the circuit. We assume that the additional
error introduced by rescaling and key switching remains negligible compared to
the error already present in the slots. Any circuit composed of homomorphic
additions, multiplications, rotations and conjugations induces a map g : C™ — C"
on the plaintext slots. Since each of these operations is polynomial in the real
and imaginary parts of the slots, the induced map g is itself such a polynomial.
The following proposition shows that, in the small-error regime relevant to CKKS,
such circuits amplify the slot variance by at most a circuit-dependent constant
factor:

Proposition 9. Let g : C™ — C™ be a multivariate polynomial in the real and
imaginary parts of the input slots. Let z € C™ be a random input vector sampled
according to some distribution D on C™ with bounded support, and let e € C™ be
an input error vector independent of z with independent slots following centered
complex Gaussian distributions of variance at most a*. Then the slots of the
output error vector g(z + €) — g(z) have variance O(0?) as o — 0, where the
hidden constant only depends on g and D.

We prove this result in It implies the existence of a constant
a = ap(g) such that, for sufficiently small o, every output slot of g(z + e) — g(2)

has variance at most a20?. We call a the noise-amplification factor. Under the
additional heuristic assumption that the output error remains approximately
Gaussian, standard tail bounds give:
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Heuristic 2. Under the assumptions of[Proposition 9, for every threshold T > 0,
we have for sufficiently small o > 0 that:

7_2
B(llg(= +€) ~ g(2)lloe > 7) < nexp<a202>.

Ezplanation. Denote the i-th output slot of g(z) by g;(z) for every i € [n], and
let 6; = gi(z + e) — gi(z). By definition of «, each §; has variance at most a?o?.
Modelling §; as a centered complex Gaussian with variance v; < o202, we have
that |§;|? is exponentially distributed with mean v;. Hence, for every i € [n], we
have:

2 2 72 2
P(|6;| > ) = P(|6;]* > 7%) :exp(—v> < eXp<_a2 2),

i g

Applying the union bound yields:

n—1 2
T
P(lg(z +€) = g(2)|oe = 7) <Y _P(6:| >7) <n- eXP<a202>- O
=0

Ezample 3. We illustrate the use of the above framework on our running example,
see |[Example 1| and [Example 21 To recall, we start with ciphertexts ct, =~
EncEcd(npack(a)) and cty, ~ EncEcd(npack(b)) for a,b € Fpr (we assume that we

encrypt only k = 1 field element per ciphertext for now). [Algorithm 1| induces a
map g : C? — C" given by:

9(z,w) = My e - (Mey(Pows) - 2) © (Meeyy - w)).

We sample the inputs (z, w) uniformly from Zgﬂ corresponding to symmetrically
reduced coefficient encodings such as those obtained after bootstrapping. We then
estimate the amplification factor o empirically by Monte-Carlo simulation. For
instance, for (p,r) = (5, 16) and truncatable modulus polynomial f = X104+ X3 1,
we obtain an estimated amplification factor o & 27. Therefore, by if
the input slots have error variance at most o2, then:

P(llg(z + e) — g(2)]|oc = 2600) < 27125,

If we more generally pack k field elements per ciphertext, induces
a map § : C?*" — C*" in which g is applied blockwise, while the amplification
factor remains unchanged (since the circuit is simply repeated independently on
each packed block). For the same parameters as above and k = 2!°, we obtain:

P([|§(z + €) — §(2)]|loo = 2700) < 27128,

Therefore, if the input ciphertexts to contain coefficient encodings
in their slots with error variance at most %, and if 2700 < 1/2, then the output
ciphertext decrypts correctly with probability at least 1 — 27128,
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7 Bootstrapping

We now explain how to refresh ciphertexts during finite-field computations within
CKKS. We start with a coefficient encryption of the form ct ~ EncEcd(npack(a) +
e) € R?I at a small modulus ¢, where a € F’;T and where the slot error satisfies
llelloo < 1/2. At this stage of the computation, both the accumulated error and
the integer entries of npack(@) € Z"™ may already be large. Since these integer
entries are only interpreted modulo p, we ultimately only care about their centered
representatives in Z,. As shown in bootstrapping addresses all the
above issues simultaneously by:

e Refreshing the ciphertext modulus from ¢ to a larger modulus ¢;

e Reducing the accumulated error from e to € with |[é]. = O(|le||%.);

e Re-centering lifted coefficients by reducing them symmetrically modulo p,
i.e., mapping Npack (@) — Mpack (@) mod p.

The output will then be a ciphertext ct ~ EncEcd(1pack(@) mod p + é) € RZ.

Npack(@) — (ﬂpack(a) mod p) Npack (@) mod p e

bootstrap \U/
[ Tpack (@) mod p é

Fig. 6. Bootstrapping a ciphertext containing 7p.ck(a) + e in the slots.

Coefficient Bootstrapping. We build on the small-integer bootstrapping
method SI-BTS [4], which fits our setting particularly well. At a high level, SI-
BTS takes as input a ciphertext encrypting approximate integers and outputs
a refreshed ciphertext at a higher modulus ¢ encrypting these integers reduced
modulo p, while also reducing the error quadratically. The procedure begins with
a slot-to-coeflicient operation, S2C [I4]. A key observation for our setting is that
the reduction modulo p is already implicit in this step: by choosing the scaling
factor incorporated into S2C appropriately, only the least significant p-digit of
each coefficient is retained after S2C. While this phenomenon is already present
in [4], it is made more explicit in subsequent works such as [39/44]. No further
adjustments to SI-BTS are needed.

Spectral Bootstrapping. The original SI-BTS algorithm directly supports
coefficient encryptions. However, it can also bootstrap spectral encryptions
ct ~ EncEcd(gpack(a)) without consuming an additional multiplicative level. The
idea is to fold the multiplication by the encoding-switch matrix Ext(M,..) (or,
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if desired, by Ext(M,.())) for some [F,-linear map X : F,,» — F),r) directly into
the initial S2C step. Since S2C is itself linear, this folding simply amounts to
composing two matrices into one. In practice, the S2C transform is decomposed
into several layers, and the folding must therefore be integrated into the first of
these layers; we defer the details to The resulting procedure outputs
a coefficient encryption, therefore containing npack(@) mod p in the slots. If a
spectral encryption is desired afterwards, one final encoding switch is required.

We emphasize that this folding technique is not specific to the encoding-
switch matrix. It applies to any matrix M € C™*™ but is most efficient when
the diagonal support of M is contained in a short interval modulo n. In that
case, folding M into the first S2C layer is as efficient as applying M immediately
before S2C, while saving one multiplicative level. In particular, this does not
require the extension degree r to be a power of two.

Complex Packing Optimization. We finally describe a throughput optimiza-
tion for bootstrapping. First, note that SI-BTS can also bootstrap ciphertexts
containing approximate integers simultaneously in the real and imaginary parts
of the slots. As a result, the expensive S2C and C2S operations within SI-BTS
can be shared by both parts, improving throughput. Some subroutines of SI-BTS
still need to be applied separately to the two parts, such as IntRootBoot [4].

In our setting, given two coefficient encryptions ct, ~ EncEcd(npack(a))
and ctp ~ EncEcd(7pack(b)), we combine them into a single ciphertext ct =~
EncEcd (npack(@) + 1 - Mpack(b)) by computing ct < ctq + XV/2 - ctp. We then
bootstrap both parts simultaneously using the above variant of SI-BTS. The
refreshed coefficient encryptions of a and b are recovered afterwards by taking
real and imaginary parts, respectively.

The same idea applies to spectral encryptions. Given ctq ~ EncEcd(epack(a))
and ctp ~ EncEcd(epack(b)), we first combine them into ct ~ EncEcd(epack(@) +1-
€pack (D)), and then apply the bootstrapping procedure with the folding technique
described above. This is valid because for a matrix M € C"*" and vectors
z,w € C" we have M (z+1i-w) = Mz+i- Mw. Hence, combining ciphertexts
and then switching encodings is equivalent to first switching encodings separately
and then combining the ciphertexts afterwards. As before, coefficient encryptions
are recovered by taking real and imaginary parts. If spectral encryptions are
desired instead, one finally applies the encoding switch to each part separately.

8 BGV over Extension Fields

In this section, we briefly discuss the BGV bootstrapping method used in our
benchmarks and explain why certain pairs (p,r) force BGV into wasteful packing
regimes for arithmetic over IF,-.

Instantiating BGV. To support arithmetic over F,- in BGV, one chooses a
cyclotomic index m > 1 such that d = ord,,(p) is a multiple of r, say d = ur.
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The resulting RLWE ring has dimension ¢(m), and each ciphertext packs ¢(m)/d
elements of F,s. Since F,r embeds into F,« (r divides d), the same packing
capacity is available for arithmetic over IF,,-. The ideal situation is therefore d = r.
If instead d = wr with u > 2, then only a fraction 1/u of the available plaintext
space is used for Fj--elements. We refer to this situation as a wasteful packing
regime, and call u the waste factor.

Bootstrapping BGV. We now briefly discuss the bootstrapping techniques
considered for our benchmarks. As explained in [33], BGV admits a faster variant
known as thin bootstrapping. However, this method only applies when the plaintext
space is a prime field IF,,, and therefore does not support arithmetic over extension
fields Fpr. Another relevant approach is [40], which leverages CKKS techniques to
improve finite-field computations in BFV. However, this method also comes with
restrictions. Since it relies on conventional CKKS, the cyclotomic index m must be
a power of two. Consequently, p must be odd, since p must be invertible modulo m.
Moreover, note that d = ord,, (p) necessarily divides |(Z/mZ)*| = ¢(m) = m/2
(by Lagrange’s theorem from group theory), which is itself a power of two. Hence,
this approach only supports extension degrees r that are powers of two. To use
a single BGV bootstrapping method that applies uniformly across all extension
fields considered, we therefore choose the thick bootstrapping method of [33]
as the BGV baseline in our benchmarks. Although HEIlib may no longer be the
most heavily optimized implementation, it remains competitive with more recent
libraries: for instance, Fheanor takes about 0.9x to 1.4x the time of HElib for
thin bootstrapping, as reported in [45].

Obstructions to Optimal Packing in BGV. In thick bootstrapping, the
dominant cost grows roughly linearly in d due to d-fold digit extraction [33],
while the number of packed field elements scales as ¢(m)/d. Consequently, if
d = ur, then a wasteful packing regime typically incurs an asymptotic slowdown
of 9(u2) compared to the ideal case d = r, and can therefore significantly
degrade performance. However, for some pairs (p, r), achieving the ideal situation
d = r already forces the ring dimension ¢(m) to become impractically large. The
following result yields one obstruction to optimal packing in BGV for some pairs

(p,7):

Proposition 10. Let p be prime and let r be a prime power. Let m > 1 be such
that ord,,(p) = r. Then:

¢(m) > min{e(q) : ¢ is a prime power and ordy(p) = r}.

Proof. Write the prime-power decomposition of m as m =[], ¢;- The factors ¢;
are pairwise coprime, so we have r = ord,,(p) = lem;ordy, (p). As r is a prime
power, one of the orders ord, (p) must already equal r; say ordg, (p) = r. Since
q; divides m, we have that ¢(g;) divides ¢(m), and therefore that ¢(m) > ¢(g;).
The claim follows. O
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For several parameter choices (p,r) relevant in practice, the lower bound
from [Proposition 10| already forces ¢(m) far beyond practical RLWE dimensions.
Table 4] gives several concrete examples. We include the case (p,r) = (3,64) to
illustrate that the obstruction is not always prohibitive. In practice, one may
still choose parameters satisfying ord,,(p) = ur for some small integer u > 2.
However, this necessarily introduces a wasteful packing regime and the associated
performance degradation.

Table 4. Lower bounds on ¢(m) for achieving ord.,(p) = r.

p r ¢(m) lower bound
2 127 1.70 - 1038

2 128 274176

2 256 5.97 - 1016

3 13 797 160

3 64 128

5 11 12207 030

11 27 5.56 - 1018

9 Practical Results

We implemented our framework in the Lattigo library [50] on a MacBook Pro
equipped with an Apple M4 processor (14 CPU cores and 24 GB of RAM),
running macOS Sequoia 15.7.3E| We now compare our approach with BGV for
bootstrapping finite-field elements and demonstrate that the proposed method is
practically competitive across several parameter regimes.

Evaluation Methodology. In both CKKS and BGV, the dominant cost of
finite-field arithmetic is the bootstrapping operation, which is required after a
certain number of multiplications. Accordingly, we benchmark the bootstrapping
procedure itself and compare the amortized cost per field element and per usable
multiplicative level. The amortized time is defined as the total bootstrapping
time divided by both the number of field elements packed into a ciphertext and
the number of ciphertext—ciphertext multiplications that can be performed before
the next bootstrap. All bootstrapping times are measured in single-threaded
mode and averaged over 25 runs. For our method, we benchmark the spectral-to-
spectral variant of the bootstrapping procedure, since spectral encryptions are
the representation supporting native finite-field multiplication.

Benchmark Setup. For CKKS, we use ring dimensions N = 2'® and N = 2'6.

The bit sizes of the primes in the RNS chain [41] are given in [Table 5| There, the

2 The implementation and scripts used to run the benchmarks and reproduce the
results of this section will be made available upon publication.
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row “Usable” denotes the modulus consumed outside of bootstrapping. The row
“SI-BTS without S2C/C2S” denotes the moduli used by the SI-BTS procedure
itself, excluding those used for the S2C and C2S transformations. Finally, P
denotes the auxiliary moduli used for key switching. Thus, key-switching keys
are provided at modulus P(Q, whose bit size is reported in the last row.

Table 5. Bit-size contributions to the CKKS modulus chain for the benchmarked
parameter sets.

Modulus contribution N =2 N =216
Base 42 52
S2C with M, 3-42 442
Usable 242 52
M. ., 42 52
SI-BTS without S2C/C2S 8-42 15 - 52
C2s 3-29 3-48
P 342 552
log, (PQ) 843 1508

The secret-key Hamming weight is chosen as h = 256 for N = 2!® and
h = 192 for N = 216 and the ephemeral secret-key Hamming weight [8] is
chosen as h = 32. These parameters provide 128-bit security according to [IJ.
The only field-specific parameter in our framework is the modulus polynomial
f € Fp[X], which we always choose to be truncatable. Among such polynomials,
we select instances yielding small noise-amplification factors a for multiplication.
The resulting choices are summarized in Using the error analysis from
these parameters ensure decryption-failure probability of at most
27128 even when evaluating as many multiplications as permitted by the available
usable levels before the next bootstrap.

Table 6. Chosen modulus polynomial f € F,[X] and resulting amplification factor a.

p" f a
28 X84+ Xt X34 X 41 6.0
2128 X128 +X63 +X38 +X + 1 23
313 X3 -X+1 29

For BGV, we used the parameter-generation tool provided by HEIibE| All
parameter sets target 128-bit security; the only exception is the BGV parameter
set for (p,r) = (2,128), which provides an estimated 126 bits of security. When

3 Specifically, we used misc/algen/algen.py and misc/paramsia.cpp from the HEIlib
repository [34].
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several parameter sets lead to a similar ¢(m) and the same value for ord,,(p),
we select the one with the highest throughput for bootstrapping.

Results and Discussion. The benchmark results are reported in We
selected parameter pairs (p,r) that arise in concrete applications. The pair (2, 8)
is relevant for AES transciphering [23], while (2, 128) is motivated by binary-field
SNARKS, which use towers up to Fai2s [24]. Finally, the field F3;s appears in
concrete parameter sets for multivariate signature schemes that are not prone to
the recent attack targeting binary-field-based UOV [47].

We observe that our CKKS-based approach substantially outperforms BGV for
the binary-field instances. One reason is that SI-BTS is particularly efficient for
small moduli such as p = 2. Another reason is that BGV is forced into wasteful
packing regimes for both binary-field parameter sets.

For (p,r) = (2,8), the condition ord,,(p) = r implies that m divides 2" — 1 =
255, which is too small to provide a secure RLWE dimension. We therefore choose
parameters with ord,,(p) = 2r, corresponding to a waste factor « = 2 and
an expected slowdown of roughly u? = 4 compared to the ideal case u = 1.
For (p,r) = (2,128), already rules out practical choices with
ord,,(p) € {r,2r}. We therefore use parameters satisfying ord,,(p) = 3r, yielding
a waste factor © = 3 and an expected slowdown of about 9x. Thick bootstrapping
in BGV then requires 3r = 384 digit-extraction steps, which is the main source of
the observed slowdown.

In contrast, the instance (p,r) = (31, 3) is comparatively favorable to BGV,
despite also having a waste factor of u = 2. Indeed, the value v = 1 would imply
ord,,(p) = r = 3, and hence that m divides p" — 1 = 313 — 1 = 29 790. Thus, ¢(m)
divides ¢(29790) = 7920, a value too small to allow for bootstrapping. However,
the waste factor is less harmful here because the total number of digit-extraction
steps is small: only ur = 2 -3 = 6 are needed, which remains relatively cheap. At
the same time, our method becomes less favorable, since SI-BTS is significantly
more expensive for larger plaintext moduli such as p = 31. This also reduces the
number of usable levels available in our CKKS setting.

All in all, the results suggest that our approach is particularly competitive
for small characteristic p and large extension degree r, whereas BGV remains
competitive for larger characteristic and smaller extension degree.

10 Conclusion

We introduced a CKKS-based framework for arithmetic over finite fields Fpr,
based on two complementary representations: a spectral encoding for native
field arithmetic and a coefficient encoding for arithmetic in the slot algebra Iy .
Homomorphic switching between these representations allows computations to
exploit both structures efficiently.

The resulting implementation in Lattigo shows that the approach is practical,
achieving substantial improvements over BGV in amortized multiplication time



28

T. Seuré and E. Suvanto

Table 7. Amortized bootstrapping time (in milliseconds) per packed field element and
usable multiplicative level.

p" 28 23 2128 24) 31° @7
Scheme BGV CKKS BGV CKKS BGV CKKS
. $(65535) 15 (49 985) 15 $(81 095) 16
RLWE dim. = 32768 2 = 36864 2 = 55440 2
Field elem. 2048 4096 96 256 9240 21844
Usable levels 6 2 19 2 18 1

Time (s) 146 2.60 4505 7.11 179 13.9
Amortized 11.9 0.317 2470 13.9 1.07 0.636
time (ms)

Speedup 1.0x 38x% 1.0x 178 x 1.0x 1.7x

with bootstrapping, especially for small characteristic p and large extension

degree 7, while also providing substantially lower latency.
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Proposition 1. Let f € F,[X] be an irreducible polynomial. Then, any lift
F € Z[X] of f with the same degree as f has distinct complex roots.

Recall that a version of Gauf’ lemma states that if D € Z[X] divides F' € Z[X]
and the coefficients of D are coprime, then the quotient F'/D is a polynomial in
Z[X] as well.

Lemma 2. If two integer polynomials share a non-constant common factor in
C[X], then they also share a non-constant common factor in Z[X].

Proof. Assume F,G € Z[X] have a non-constant common factor in C[X]. This
means that their monic greatest common divisor D € C[X] is non-constant. Note
that, in fact, D € Q[X] because it can be computed with the Euclidean algorithm
from the coefficients of F' and G using only addition, subtraction, multiplication
and division. By clearing denominators in D and removing common factors from
its coeflicients, we can assume that D is an integer polynomial whose coefficients
are coprime. By Gauf’ lemma, D also divides both F and G in Z[X]. O

Proof (of W) We argue by contradiction. Suppose that the lift F' has
a multiple complex root w. Then, w is a common root of F' and its derivative F”,
so these two polynomials share a non-trivial common factor in C[X]. Byw
they therefore share a non-trivial common factor G € Z[X]. Reducing modulo p,
we obtain a polynomial G mod p € F,[X] that divides both F mod p = f and
F’ mod p = f’. Since F' and f have the same degree, the leading coefficient of F'
is not divisible by p; hence the same holds for the divisor G, and in particular
G mod p is non-constant. Because f is irreducible and divisible by G mod p, we
must have f = a - (G mod p) for some a € F); in particular, G mod p and f
have the same degree. However, this is 1mposs1ble G mod p also divides f’ whose
degree is strictly smaller than that of f. a

B Bound on Polynomial Products

We provide a proof for the following:

Proposition 6. Let F' € C[X] be a monic polynomial of degree r. Then, for all
P,Q € C[X]/(F), we have ||PQ|loc <CrF - ||Ploo - |Q|loc, where the constant Cp
is defined as Crp =1 (1 + ||F|loo)" L.

Proof. Consider the natural projection = : C[X| — C[X]/(F') and let ¢ = Cp/r.
We first prove that for every polynomial R € C[X] of degree at most 2r — 2, we
have |7(R)||oo < ¢+ ||R]|oo- This is enough: taking R = PQ for lifts P, Q € C[X]
of P and @ of degrees at most 7 — 1 gives | R||co < 7| P|loo||@]lco (each coefficient
of R is a sum of at most r products of one coefficient of P with one coefficient
of @), and 50 [|PQlloc = [[T(R)]loc < ¢-[[Rlloc <Crp - [[Plloc - [|Qloo-

We write FF = X"+ 3" 0 F, X", so that m(X") = — >2'_t F,m(X") and thus
[7(X") ||l < || Floo- For every polynomial § = $>"~1 S, X“, we have n(XS) =
S S, XY — S, YT F,X¥, and its infinity norm satlsﬁes [7(XS)]oo <

u=1
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[|S|loc(1 + ||F||sc)- By an inductive argument, it then follows that for every
i € [r — 1], we have HW(XT“)HOO < F)loo (14 || Floo)®

For R = 3.7 ? R,X?, we have m(R) = Y1 RiX" + Y10 Rpyim (X7H).
Taking infinity norms yields [|7(R)|loc < | Rlloo + Sig [ Rlloo - [|m(X7+)

loc-

Applying the bounds on |7 (X" ||oo then gives:
r—2 )
17 (R)lloe < I Rllse + [Rllool| Fllse Y (1 + [1F o).
i=0

With the formula for the sum of a geometric sum, we get |7T(R)]|co < || R0 +
IRlloo (1 + 1 Flloo)™" =1) = ¢ || Rlloo- o

C Details on Error Bounds

In this section, we provide a proof for the following:

Proposition 9. Let g : C™ — C™ be a multivariate polynomial in the real and
imaginary parts of the input slots. Let z € C™ be a random input vector sampled
according to some distribution D on C™ with bounded support, and let e € C™ be
an input error vector independent of z with independent slots following centered
complex Gaussian distributions of variance at most a%. Then the slots of the
output error vector g(z + €) — g(z) have variance O(c?) as o — 0, where the
hidden constant only depends on g and D.

First, we prove a version of the result for real-valued maps, and then we

deduce [Proposition 9| from it:

Proposition 11. Let g : R™ — R” be a multivariate polynomial in the input
slots. Let © € R™ be a random input vector sampled according to some dis-
tribution D on R™ with bounded support, and let e € R™ be an input error
vector independent of & with independent slots following centered real Gaussian
distributions of variance at most o2. Then, the slots of the output error vector
g(x + e) — g(x) have variance O(0?) as o — 0, where the hidden constant only
depends on g and D.

Proof. Since we can prove the result for each output slot separately, we can
assume that g : R™ — R. Denote the slots of e by e; for i € [m] and the
partial derivative of g with respect to its i-th input slot by 9;g. Then, the Taylor
approximation of g around x yields g(x + e) — g(x) = L(x, e) + R(x + e), where
L(xz,e) = Z?:ol 0;g(x) - e; is the linear part in e and where the remainder term
satisfies |R(x + e)| = O(|le||3) as e — 0. We will prove that E[(R(a: + e))Q} =

O(o*) as ¢ — 0 and that E[(L(x,e))?] = O(0?) as 0 — 0. From there, the
result follows: using that Var(y) < E [yQ] for any real random variable y and that
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(a + b)? < 2a? + 2b? for any real a and b, we have as o — 0:

Var(g(x + e) — g(x)) = Var(L(z,e) + R(x + €))
E[(L(z,e) + R(z + €))’]
2E[L(x,e)?] + 2E[R(x + €)?]
—0(?) + O(o")

O(0?).

For the first part, note that (R(z + e))? = O(||e||3) as e — 0 (importantly, the
hidden constant can be chosen uniformly for any & within the bounded support
of D), and this implies that E[(R(z + €))?] = O(E[|le]|3]) = O(c*) as ¢ — 0.
For the second part, we compute:

E[(L(z,e))?] =E (Z dig(x) e) = i El0ig(x)0;9(x) - eie;].

Using independence, we get:

//\ //\

=

E((L(z. )] = Y B[@g(@)?] E[F] <o " E[(99(@)?] = 0(e?). O

=0

Proof (i of. We identify C™ and C" with R?™ and R2", respectively.
Under this identification, the map g can be viewed as a real polynomial map
g : R?™ — R?". The complex input error vector e then corresponds to a real
vector with independent, centered Gaussian slots, each of variance at most
02/2 < o?. Applying to this real representation shows that each
slot of the output error g(z + e) — g(z) has variance O(0?) when viewed as a
vector in R?". Grouping pairs of real slots back into complex slots, we conclude
that each complex slot of the output error vector has variance of twice that
amount, which is still 0(02). a

D Incorporating Matrix into Slot-To-Coeff Transformation

We show here how to incorporate a matrix multiplication into the first layer of
the S2C procedure of [13], thereby saving one multiplicative level.

Lemma 3. Let M, N € C"*" be two matrices such that DiagSupp(M) and
DiagSupp(IN) are contained in intervals modulo n of lengths Dpr,Dn > 1,
respectively. Then, DiagSupp(M N) is contained in an interval modulo n of
length at most Dps + Dn — 1.

Proof. Write M = (M;j); jen] and N = (Ny ;)i jen]- Let Ings and In be
intervals modulo n of lengths Dps and Dy which contain DiagSupp(M) and
DiagSupp(IV), respectively. Consider a nonzero entry of M N, say in position
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(2,7). Then there exists k € [n] such that M;, # 0 and Ny ; # 0. Hence,
(k—i)modn € Ipns and (j — k) modn € In. Since j —i¢ = (k—1i) + (j — k),
we obtain (j — ¢) modn € (Ins + In) mod n. Therefore, DiagSupp(M N) is
contained in (Ips + In) mod n, which is an interval modulo n of length at most
Das + D — 1. 0

The authors of [I3] propose a variant of the S2C procedure that decomposes
it into several layers via a Cooley—Tukey factorization [I9]. More precisely, the
complex matrix underlying S2C is decomposed into p € [1,log, n] matrices
Ey,...,E,_; € C"*"™. When applied homomorphically, the procedure consumes
p multiplicative levels and performs O(p -nl/ p) ring operations in R.

The first layer E has diagonal support contained in an interval modulo n
of length O(nl/"). Now let M € C™ ™ be a matrix whose diagonal support
is contained in an interval modulo n of length D. By the prod-
uct EgM has diagonal support contained in an interval modulo n of length
O(nl/ P+ D). Using the baby-step giant-step method, we can therefore homomor-
phically apply EqgM using O(nl/ P+ D) plaintext—ciphertext multiplications and
O(\/ nt/p 4 D) rotations. This matches the asymptotic complexity of first homo-
morphically multiplying by M and then applying the first S2C layer separately,
while saving one multiplicative level.
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