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Abstract

Emerging technologies, such as Blockchain and Artificial Intelligence, are increas-
ingly integrated into or interact with software systems, introducing new capabilities
while also raising critical software engineering trustworthiness concerns. While
prior research has largely assessed trustworthiness at the technology level, treating
emerging technologies as monolithic entities, such approaches fail to capture how
trust-related opportunities or issues originate from specific technological dimensions
and their interaction with software engineering processes and artifacts. This thesis
addresses this gap by adopting a dimension-aware, software engineering perspective
on trustworthiness.

This dissertation investigates the software engineering of trustworthy systems
that integrate or interact with emerging technologies, specifically Blockchain and
Artificial Intelligence (AI). While these technologies introduce novel capabilities, they
also generate complex trustworthiness challenges that cannot be fully addressed by
technology-level assessments. Trust-related opportunities and risks often arise from
specific technological dimensions and their interactions with software engineering
processes and artifacts.

To this end, we propose the Trust in Depth (TID) framework, a software en-
gineering conceptual and formal framework that characterizes trustworthiness as
a context-dependent property emerging from the interaction between specific di-
mensions of emerging technologies and software engineering artifacts. TID enables
systematic reasoning about how particular dimensions may reinforce, undermine,
or ambiguously affect trust-related software engineering activities, and guides the
identification of trust-related issues or opportunities as well as the design of ap-
propriate engineering actions to leverage positive effects or mitigate risks. The
thesis instantiates TID through a series of contributions spanning blockchain and Al
enabled software systems.

The thesis instantiates TID through five interconnected contributions: Starting
with security threats, we investigate cryptojacking in Android applications, where
financial gains from cryptocurrency mining motivate malicious developers to embed
unauthorized mining code. We expose their evasion strategies, distribution practices,
and resource consumption patterns, providing actionable insights for designing
detection mechanisms and improving security practices.

Moving to security analysis infrastructure, blockchain’s immutability dimension
creates a challenge: each new smart contract version receives a different address,
breaking the connection between versions. This limits security research that relies
on tracing contract evolution, such as studying vulnerability patterns or analyzing
how bugs are fixed over time. We develop infrastructure that reconstructs these
fragmented histories, enabling researchers to conduct version-based vulnerability



analysis and empirical studies of smart contract evolution.

Addressing comprehension barriers, the blockchain’s transparency dimension
makes all contract code publicly visible, but this visibility remains underutilized if
stakeholders cannot understand what the code does. We leverage Al’s reasoning
capabilities to automatically evaluate and improve documentation quality, advancing
contract comprehensibility to non-technical stakeholders.

Validating Al-based tools, since we rely on Al language models to evaluate docu-
mentation quality, we must first verify that these evaluators themselves are reliable.
We empirically assess their performance and establish guidelines for integrating
Al-based assessment tools into software engineering workflows.

Completing the cycle, we invert the relationship: just as Al advances trustwor-
thy software engineering for systems involving blockchain, blockchain can enhance
software engineering for systems involving Al. Poor dataset quality causes time
loss through isolated cleaning efforts, errors in model outputs, and abandonment of
low-quality datasets. Our SIEVE framework uses blockchain’s immutability to anchor
continuous, verifiable dataset quality assessments, enabling regulatory compliance
and reducing waste in Al development pipelines.

Together, these contributions demonstrate how TID enables systematic analysis
of trustworthiness across the blockchain-Al-software engineering nexus. We show
how a specific technological dimension, mining, immutability, and transparency,
generates both security vulnerabilities and research opportunities that require tar-
geted software engineering interventions. By developing infrastructure for version
reconstruction, leveraging Al reasoning for documentation evaluation, validating
AT evaluators themselves, and using blockchain to anchor Al dataset quality, we
illustrate how trustworthiness emerges from carefully engineered interactions be-
tween their dimensions and software engineering artifacts. This dimension centric
approach enables practitioners and researchers to identify trust-related challenges
early, design appropriate mitigations, and leverage technological synergies to build
more trustworthy systems.



We are called to be architects of the future, not its victims.

Richard Buckminster Fuller
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Introduction

This chapter defines the scope and approach adopted throughout the dissertation. We
begin by justifying the urgent need for trustworthiness in systems interacting with Al
and blockchain. By analyzing specific motivating examples, we demonstrate why
prevailing methods fall short of these challenges. In response, we present our
evidence-based framework, synthesize the primary contributions, and provide a
comprehensive roadmap for the chapters that follow
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Chapter 1. Introduction

1.1 Thesis scope

Trustworthiness in software systems lacks a universally agreed-upon definition,
with researchers holding different understandings of its constituent attributes [3].
Definitions vary depending on context [4], and what needs to be considered for
engineering trustworthy systems remains unclear [5]. Furthermore, existing research
lacks comprehensive trust models to support trust management across different
decision points in software systems [6]. Rather than adopting a single definition,
this thesis considers trustworthiness broadly, encompassing any attributes recognized
through empirical practice or peer-reviewed research as contributing to stakeholder
confidence in software systems including but not limited to security, reliability,
transparency, privacy, fairness, and accountability.

The convergence of artificial intelligence, blockchain, and software engineering
represents a turning point in technological development [7]. Artificial Intelligence
(AI) refers to techniques that enable machines to perform tasks requiring human-like
reasoning and decision-making. Blockchain is a decentralized ledger technology
that allows secure, transparent, and tamper-resistant record-keeping without inter-
mediaries. Software engineering (SE) provides systematic methods for designing,
developing, testing, and maintaining complex software systems[8]. This thesis fo-
cuses on this field and investigates software engineering for trustworthy systems
that integrate or interact with emerging technologies, specifically blockchain and
AL We identify how specific dimensions of these technologies (e.g., immutability,
transparency, data-driven behavior, nondeterminism) affect software engineering
activities, creating both challenges and opportunities for achieving trustworthiness.
We develop software engineering techniques and tools to address these challenges
and leverage these opportunities.

1.1.1 Engineering Trustworthiness Matter in these Systems

Characterized by radical novelty, rapid growth, coherence, prominent impact,
and inherent uncertainty [7], emerging technologies are increasingly being integrated
into or interacting with contemporary systems[9]. Technologies such as blockchain,
artificial intelligence, and the Internet of Things [10] are fundamentally transforming
software engineering practices [11], necessitating a deeper understanding of the
trustworthiness challenges they introduce [10]. While these technologies introduce
new capabilities, they also fundamentally reshape software engineering processes,
artifacts, and trustworthiness assumptions.

The emphasis on trustworthiness in this context stems from three key considera-
tions. First, according to various research studies, trust assessment is fundamentally
a decision-making problem [12, 13, 14]. Indeed, user acceptance of software systems
depends on the trust [15] and therefore on verification and certification of their
dependability properties, which form the foundation of trust [16]. Second, emerging
technologies introduce distinct trustworthiness concerns that differ from traditional
software systems [17, 18]. A tertiary research comparing trustworthy software engi-
neering studies with trustworthy Al studies has revealed that specific considerations
including Al model characteristics, attack vectors, and human-centered design ap-
proaches were found exclusively in trustworthy Al studies [19]. Third, despite ongoing
research efforts, the trustworthiness of the complete system remains an unresolved
challenge [5]. These factors collectively explain the research community’s growing
interest in the Trustworthiness of systems that Integrate or interact with Emerging
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technologies. This thesis focuses on this field by specifically examining blockchain
and Al as exemplars of emerging technologies that raise critical trustworthiness
questions.

1.1.1.1 Novel Characteristics Require Novel Engineering Practices

Both blockchain and Al exhibit characteristics that fundamentally differ from
traditional software systems, necessitating adaptations to established software engi-
neering practices.

Blockchain-based software systems. Blockchain technology has attracted signif-
icant attention due to its paradigm of decentralizing trust, redistributing reliance
from centralized intermediaries to distributed network consensus [20]. The tech-
nology’s value proposition centers on enabling trustlessness, the ability to produce
transactions without placing trust in any third party while delivering attributes such
as transparency, immutability, and fault tolerance [21]. However, this paradigm
presents a fundamental paradox: trust mechanisms must still be constructed upon
what is theoretically a trust-free technological foundation [22]. The technology’s
effectiveness ultimately hinges on end-user trust, revealing that blockchain does not
eliminate trust requirements but rather reconfigures them [23].

These unique characteristics challenge conventional software engineering practices
across the entire development lifecycle [24]. Inadequate systematic development
approaches have been identified as sources of critical failures: the MtGox attack
(2014, $600M), Bitfinex breach (2016, $65M), and DAO attack (2016, $50-60M in
Ether) [24], incidents attributed to "unruled and hurried software development' by
researchers who advocate for novel engineering practices including new professional
roles, enhanced security approaches, specialized modeling languages, and domain-
specific metrics [25].

Al-based software systems. Artificial Intelligence represents another transforma-
tive technology, propelled by advances in massively parallel computing, extensive
datasets, and sophisticated algorithms [26]. Despite its substantial benefits, Al
introduces potential risks of adverse outcomes for individuals and society at large
[27]. The unique characteristics of Al systems have generated extensive discourse
on trustworthiness dimensions including privacy, fairness, and security [19]. While
trustworthy AI shares certain quality attributes and practices with trustworthy soft-
ware particularly in privacy, security, and testing domains, the connection between
these fields remains underdeveloped [19]. Existing research identifies the need for
context-specific trustworthiness solutions as a fundamental challenge in Al develop-
ment [27], positioning trustworthy Al as an emerging research area requiring further
investigation to strengthen reliability and trustworthiness [27]. These challenges
are compounded by methodological tensions between Al and traditional software
engineering. The conventional software engineering methodology, characterized by
the Specify-Prove-Implement-Verify (SPIV) approach, assumes that problems can
be completely circumscribed and surveyed [28]. However, this assumption proves
inadequate for AI domains such as natural language processing, where problems resist
complete specification. The failure to recognize this incompatibility has produced
what some researchers characterize as a Kuhnian paradigm crisis in Al development
[28], further emphasizing the need for novel engineering practices adapted to Al’s
unique characteristics.
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1.1.1.2 Bidirectional Opportunities Between Emerging Technologies

Beyond their individual challenges, Al and blockchain exhibit bidirectional re-
lationships with software engineering and with each other[9]. Software engineering
methods must adapt to develop trustworthy Al systems (SE4AI) and blockchain sys-
tems (SE4Blockchain), as discussed in previous paragraph. Conversely, Al methods
can support blockchain development (Al4Blockchain) and general software engineer-
ing tasks (AI4SE), while blockchain properties can address Al engineering challenges
(Blockchain4AT) and enhance software engineering practices broadly (Blockchain4SE)
(17, 9].

AljBlockchain: Leveraging Al to improve blockchain software engineering. Al
capabilities can enhance software engineering practices for blockchain systems. Al-
powered natural language processing can automatically generate documentation for
smart contracts [29], transforming blockchain’s raw code transparency into compre-
hensible artifacts accessible to auditors and non-technical stakeholders. Machine
learning techniques can support vulnerability detection, behavioral analysis, and
pattern recognition in smart contracts, addressing critical challenges in blockchain
software verification and quality assurance.

Blockchain4 Al: Leveraging blockchain to improve Al software engineering. Con-
versely, blockchain properties can address longstanding software engineering chal-
lenges in Al systems through several mechanisms. Blockchain’s immutability and
transparency enable verifiable, tamper-proof records of dataset provenance, training
processes, and model versions. This addresses critical Al engineering concerns includ-
ing data quality assurance, reproducible experiments, transparent model governance,
and accountability areas where traditional software engineering approaches often fall
short [9, 30, 31].

In summary, the novel characteristics of emerging technologies such as blockchain
and Al necessitate substantial adaptations to software engineering practices. Ex-
amining how these technologies affect software engineering enables practitioners to
develop the capabilities, skills, and practices necessary to build trustworthy systems
in an evolving technological landscape [10].

Engineering Software with Emerging Technologies Matters

Emerging technologies pose distinct challenges and opportunities requiring
adaptable software engineering approaches [32].The novel characteristics of
blockchain (such as immutability, data redundancy, transparency) and Al
(data-driven behavior, probabilistic outputs, opacity) require adaptations to
software engineering practices.

1.1.2 Integration and Interaction: as mode of engagement

To comprehensively address trustworthiness, we examine trust formation in two
distinct scenarios: software that explicitly integrates emerging technologies into its
core functionality, and software that interacts with these technologies without explicit
integration.

As an example of integration, smart contracts, programs deployed on blockchain
inheriting properties such as immutability and cryptographic verifiability, can replace
classical programs to enhance trust. In the context of loot boxes i.e. monetization
mechanisms where players purchase randomized virtual rewards; smart contract

4
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integration has been proposed to provide transparency [33]. They enable players to
verify that displayed probabilities match those encoded in the contract, addressing
opacity concerns regarding dynamic odds that may vary across players or time
periods.

As an example of interaction, cryptojacking in Android applications [34] illustrates
how software can interact with blockchain networks without explicitly claiming
integration, using device resources illicitly for cryptocurrency mining. Another
interaction example involves natural language processing tools based on Al that
enhance software transparency through code summarization, enabling non-technical
users to understand code [29]. This dual mode perspective ensures comprehensive
coverage of trustworthiness dimensions related to emerging technologies.

Emerging technologies such as blockchain and Al fundamentally transform trust-
worthiness considerations in software systems. Their novel characteristics neces-
sitate adaptations to conventional software engineering methodologies while si-
multaneously creating opportunities for mutual enhancement. The bidirectional
relationships between these technologies and software engineering (AI4SE/SE4AI,
BlockchaindSE /SE4Blockchain, Al4Blockchain/BlockchaindAl) reveal synergies that
can address trustworthiness challenges through combined approaches. This thesis
investigates both integration and interaction modes to develop engineering techniques
and tools that leverage these opportunities while mitigating associated risks.

Thesis Scope

This thesis explores trustworthy software systems that integrate or inter-
act with artificial intelligence and blockchain, through collaboration between
software engineering, Al, and blockchain, with the goal of achieving system
trustworthiness through engineering.
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1.2 Motivation and Problem Statement

The illustrative examples presented below demonstrate that, for such an in-
vestigation, treating these technologies as inherently trustworthy or untrustworthy
is insufficient. Instead, a fine-grained and evidence-based approach is necessary.
Trust-building characteristics are most effective when interlinked to the underlying
features of the technology itself [23].

1.2.1 Motivating Example 1: Blockchain Transparency as a
Double-Edged Sword

Integrating blockchain technology into software systems can influence software
trustworthiness by transferring intrinsic technological properties to software behavior.
In particular, blockchain transparency enables developers, auditors, and automated
verification tools to independently assess system correctness, data integrity, and
adherence to expected workflows. From a software engineering perspective, this
transparency supports auditability, traceability, and maintainability of critical arti-
facts.

While this example illustrates the trust-enhancing potential of blockchain trans-
parency, it also provides a foundation for exploring its limitations. In certain contexts,
such as business-critical or data-sensitive applications, transparency can introduce
privacy, confidentiality, or compliance challenges that must be carefully managed
through design, process, or tooling choices. This duality underscores the need for
dimension-aware evaluation of emerging technology properties in software engineering.

1.2.1.1 Transparency as a Trust Enabler

In software engineering, transparency supports auditability, verifiability, and
correctness of critical system operations. For instance, smart contract logic deployed
on a blockchain can be independently inspected to ensure that business rules, ac-
cess controls, or transaction workflows are faithfully implemented. This property
strengthens trust in the software system by reinforcing attributes such as correctness,
reliability, and auditability, thereby enhancing confidence in system behavior from
both a development and operational perspective.

A prior study by Carvalho [33] illustrates this concept: blockchain transparency
allows independent verification of probability distributions governing system processes.
This demonstrates how transparency enables stakeholders, including developers
and auditors, to validate that system logic behaves as intended. In this context,
transparency directly reinforces trust attributes such as verifiability and fairness,
illustrating how a technological dimension can enhance trustworthiness in practice

1.2.1.2 Transparency as a Trust Threat

The trust-enabling role of transparency does not generalize to all software contexts.
Blockchain transparency results from design choices such as replicated storage and
execution across network nodes. Consequently, all data stored on-chain including
smart contract inputs and outputs, is visible to participants. While this supports
auditability, it may also expose sensitive information or create compliance risks in
business-oriented or data-sensitive applications. In such contexts, transparency can
undermine trust attributes like privacy, confidentiality, and regulatory compliance.

Mitigation strategies, such as storing data off-chain, introduce trade-offs. Smart
contracts cannot directly access off-chain data, limiting automation and reducing
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some efficiency and trust guarantees typically associated with blockchain integration
[35]. Privacy-preserving techniques such as zero-knowledge proofs (ZKPs), which
allow verification of data properties without revealing the data itself, address these
concerns [36]. These trade-offs demonstrate that transparency is not inherently
trust-enhancing and must be carefully managed within software design, testing, and
operational processes.

1.2.2 Motivating Example 2: Learning from Data as a Double-
Edged Sword in Software Engineering

One of the intrinsic properties of all modern artificial intelligence systems is their
ability to learn from data and extract complex patterns. This capability, often referred
to as learning from data is key to establish trustworthy Al [27, 37]. In the context of
software engineering, this intrinsic property directly affects software trustworthiness,
as it can both strengthen and compromise stakeholder trust depending on how the
Al is applied.

1.2.2.1 Learning as Trust Enhancement

In software engineering, Al systems can act as powerful assistants by learning
from historical software artifacts such as code repositories, bug reports, or test
suites. For example, an Al-based code recommendation tool can learn from previous
development patterns and suggest relevant code snippets or fixes[38]. By providing
accurate and contextually appropriate recommendations, the system demonstrates
reliability and efficiency, reinforcing developers’ trust in its suggestions. In this
context, the intrinsic learning capability enables stakeholders to rely on the software
system, directly enhancing trust attributes such as performance, reliability, and
adaptability.

1.2.2.2 Learning as Trust Vulnerability

However, the same intrinsic property can also introduce trust risks in software
engineering. A particularly illustrative example arises in the context of large language
models (LLMs) fine-tuned for code completion or automated refactoring. Lopez et
al. [39] highlight that inter-dataset code duplication i.e., code fragments appearing
in both pre-training and fine-tuning datasets can artificially inflate performance
and create misleading perceptions of model learning. In such cases, the model
appears to have learned new programming patterns, while in reality it is largely
reproducing memorized code. This can mislead developers into believing that the
model provides novel solutions or insights. Furthermore, these duplications can
inadvertently expose proprietary or sensitive code fragments, constituting a form
of data leakage. Lopez et al. [39] also show that open-source models such as
CODEBERT, GRAPHCODEBERT, and UNIXCODER may be particularly affected
by this phenomenon, and that the choice of fine-tuning technique can accentuate the
risk. In this scenario, the intrinsic learning capability of Al systems functions as a
trust threat, undermining attributes such as transparency, integrity, reliability, and
privacy.

1.2.3 Summary

These two contrasting examples illustrate a key insight for software engineering;:
a specific properties of emerging technologies can both strengthen and threaten
software trustworthiness.
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Blockchain transparency is considered even as a data protection/privacy factor
that fosters initial distrust formation on blockchain[40], our example 1 shows that
this technological dimension of the blockchain can either reinforce or undermine
trustworthiness depending on the context and stakeholder expectations. Similarly, a
single intrinsic Al property, learning from data, can simultaneously function as a trust
enabler and a trust threat. Its impact on trustworthiness depends on the software
context, the characteristics of the dataset, and the expectations of developers or
end-users. Recognizing this duality is essential for systematically evaluating the
trustworthiness of Al-assisted software systems

1.2.4 Problem Statement

Investigating software trustworthiness is inherently complex. There is no univer-
sally accepted definition of trust or trustworthiness in software engineering. Attributes
considered essential for trust vary across studies, assessment outputs differ in format
and granularity, and methods for evaluating trustworthiness are highly inconsistent.
While some works focus on individual trust attributes, others propose comprehen-
sive models [3]. However, systematically integrating these attributes into practical
software engineering workflows remains a major challenge [14].

This lack of standardization directly impacts software engineering pratices for
trustworthy systems. Engineers face uncertainty in selecting appropriate metrics,
validating system behaviour, and justifying trust to stakeholders, which can lead to
fragmented assessments, inconsistent practices, and potential biases.

This gap highlights a critical need for a dimension-aware, evidence-based frame-
work that links software artifacts, engineering processes, and emerging technology
properties to specific trustworthiness outcomes. The Trust in Depth (TID) method-
ology proposed in this thesis addresses this need by providing systematic guidance
for analyzing, evaluating, and improving trustworthiness in software engineering
contexts.

Takeaways: Need for a SE-oriented Approach

Blockchain and Al properties can simultaneously enhance and undermine
different trust attributes, creating complexity for software engineering practices.
A systematic, dimension-aware engineering approach is therefore essential to
design, evaluate, and maintain trustworthy software systems.
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1.3 Objectives and Proposal

This thesis pursues two interconnected objectives that address fundamental
challenges in engineering trustworthiness in software systems integrating emerging
technologies.

We aim to develop a dimension-aware analytical approach that captures the dis-
tinctive trustworthiness concerns introduced by emerging technologies. This objective
responds to three persistent challenges: (i) the lack of standardized trustworthiness
attributes, which complicates comparison and reuse across projects, (ii) the difficulty
of integrating multiple trust-related characteristics in design, testing, and evaluation
processes, leading to fragmented assessments, and (iii) the focus of prior work on
individual attributes, which fails to capture interdependencies critical for engineering
trustworthy systems.

Then, we aim to operationalize this approach within software engineering practices,
to systematically analyze, evaluate, and mitigate trustworthiness risks in systems
leveraging or interacting with blockchain and AI. By applying the approach across
diverse contexts and technology combinations, the thesis establishes its practical
utility, generalizability, and relevance to real-world software engineering workflows.

To achieve these objectives, we propose the Trust in Depth (TID) methodology,
which links technological dimensions, software artifacts, and engineering processes
to specific trustworthiness outcomes. TID is grounded in empirical evidence and
peer-reviewed research, ensuring that only validated attributes and properties are
considered. By providing a structured framework for reasoning about trustworthiness
in design, implementation, and validation activities, TID facilitates interoperabil-
ity with existing SE frameworks, supports benchmarking, and enables systematic
interventions to reinforce or recover trust in software systems.

Thesis Objectives

This thesis pursues two interconnected objectives: (i) adapting software engi-
neering practices to newly introduced trust challenges, and (ii) leveraging the
distinctive capabilities of emerging technologies to reinforce trust in software
systems.
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1.4 Contributions

In this section, we summarize the contributions of this dissertation: the Trust in
Depth approach and five empirical contributions that collectively operationalize it
within software engineering activities such as security analysis, software evolution,
documentation, and system validation. Each contribution addresses software trust-
worthiness by either exposing vulnerabilities introduced by specific dimensions of
emerging technologies or by demonstrating how these dimensions can be leveraged
to reinforce trust in concrete software artifacts and engineering workflows.

1.4.1 Mining Dimension: Cryptojacking Malware [34]

The first contribution examines how the mining dimension of blockchain technol-
ogy exhibits dual trustworthiness implications depending on context. While mining
serves a legitimate and essential purpose in maintaining blockchain network security
and consensus, the same mechanism can undermine software trustworthiness when
repurposed in unintended contexts. Through an empirical study of cryptojacking in
the Android ecosystem, this work reveals how mining code, when executed without
authorization within third-party applications, introduces stealthy resource consump-
tion that impacts system reliability. The investigation demonstrates the extent to
which such applications evade detection, operate with limited visible impact, and
spread across diverse application categories. This contribution illustrates how a single
dimension can transition from a trust-reinforcing mechanism in its native context to
a serious trustworthiness threat when embedded elsewhere, establishing the necessity
for dimension-aware analysis that accounts for contextual appropriateness. This
contribution informs security-oriented analysis and detection practices, highlighting
blind spots in existing malware detection pipelines and motivating improvements to
analysis tools used during app vetting and runtime monitoring.

1.4.2 Immutability Dimension: Preserving Data, Fragment-
ing Evolution [41]

The second contribution investigates the immutability dimension of smart con-
tracts, revealing a fundamental tension between data preservation and software
evolution. Immutability is frequently presented as a trust-enhancing property that
prevents unauthorized tampering and ensures data integrity. However, this same
dimension creates significant challenges for software maintainability when contracts
contain faults or require updates. Because evolution necessitates redeployment at
new addresses, version histories become fragmented, limiting traceability and hin-
dering systematic program repair. This contribution introduces ContractTrace, an
automated infrastructure that reconstructs coherent version lineages by leveraging
the proxy pattern, enabling fault prevention and removal without sacrificing the
immutability guarantee. The work demonstrates how careful dimension-level under-
standing enables targeted solutions that address trustworthiness challenges while
preserving beneficial properties, illustrating the importance of dimension-specific
rather than technology-wide interventions. It directly addresses software evolution
and maintenance challenges in blockchain-based systems, providing engineers with
tooling support to analyze version histories, study vulnerability propagation, and
reason about repair strategies despite immutability constraints.

10
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1.4.3 Transparency Dimension: Visible Yet Incomprehensi-
ble [2]

The third contribution addresses a critical gap between transparency as a
blockchain property and transparency as experienced by stakeholders. While
blockchain systems are commonly lauded for transparency that enables auditability,
smart contracts frequently remain opaque to non-expert stakeholders, particularly
when documentation is poor or absent. This comprehension gap undermines the
trustworthiness benefits that transparency should provide, as auditability requires
not merely visibility but understanding. This contribution introduces evalSmart, a
tool that applies Large Language Models as automated evaluators of smart contract
documentation quality. By leveraging Al’s semantic analysis capabilities to assess
and improve blockchain artifact comprehensibility, this work demonstrates how di-
mensions from different technologies can interact synergistically: Al capabilities
enhance the practical trustworthiness impact of blockchain’s transparency dimension.
This convergence scenario illustrates how cross-technology dimension interactions can
address limitations that exist within a single technology’s dimensional space. By tar-
geting documentation as a first-class software artifact, this contribution strengthens
program comprehension, auditing, and maintainability, positioning documentation
quality as a measurable and engineerable dimension of trustworthiness.

1.4.4 Reliability Dimension: Who Validates the Validators?

The fourth contribution confronts a critical meta-trustworthiness challenge that
emerges as Al-based evaluators become increasingly prevalent in software engineering.
When Large Language Models or other Al systems are employed to assess software
artifact quality, a fundamental question arises: if the evaluators themselves lack
demonstrated reliability, how can we trust the evaluations they produce? This
contribution conducts a systematic analysis of LLM-based evaluator reliability in the
context, of smart contract documentation assessment, comparing multiple model con-
figurations against expert human judgments. The investigation identifies factors that
influence evaluator reliability and establishes guidelines for trustworthy Al-assisted
evaluation. This work illustrates a dimension-level concern, the reliability dimension
of AI capabilities that must be validated before AI can credibly serve as a trust-
reinforcing mechanism for other technologies. The contribution demonstrates that
dimension-aware analysis must extend to examining the trustworthiness properties of
dimensions themselves, not merely their effects on target systems. This contribution
is particularly relevant to software validation and quality assurance, as it provides
evidence-based guidelines for safely integrating Al-based evaluators into software
engineering pipelines.

1.4.5 Verifiability Dimension: From Claims to Proofs[42]

The final contribution addresses trustworthiness challenges in Al pipelines, which
depend heavily on large datasets whose quality and compliance are often uncertain
and inadequately documented. Existing documentation practices rely primarily on
narrative descriptions that provide limited guarantees and lack verifiable evidence,
leaving stakeholders unable to justify trust in dataset quality. This contribution
proposes SIEVE, a framework that transforms dataset quality assessments into
machine-verifiable Confidence Cards anchored on blockchain infrastructure. By lever-
aging blockchain’s verifiability dimension to provide immutable, auditable records of

11
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dataset quality checks, SIEVE enables continuous and reproducible verification of
data reliability, robustness, and regulatory compliance. This work exemplifies bidirec-
tional convergence: blockchain’s verifiability dimension strengthens trustworthiness
in AI systems, just as Al’s analytical capabilities enhanced blockchain transparency
in the third contribution. Together, these convergence contributions demonstrate
how dimensions from different technologies can be strategically combined to address
trustworthiness challenges that individual technologies cannot resolve in isolation.
SIEVE supports data engineering and compliance-oriented software processes by
enabling reproducible and verifiable dataset quality assessments, turning informal
documentation into auditable software artifacts.

1.4.6 Overall Perspective

Taken together, the five contributions presented in this thesis operationalize
the Trust in Depth approach across a diverse set of analytical and engineering
scenarios. They cover isolated dimension analyses (first and second contributions),
unidirectional cross-technology enhancement (third contribution), reflexive dimension
validation (fourth contribution), and bidirectional technological convergence (fifth
contribution). At the same time, these contributions span a broad range of software
engineering contexts, including security analysis, system evolution, documentation,
validation, and data engineering.

Overall, this thesis demonstrates that justifying trust in software systems integrat-
ing or interacting with emerging technologies requires fine-grained, dimension-aware
analysis that is embedded within software engineering workflows, rather than coarse,
technology-level abstractions. By systematically examining how emerging technology
dimensions influence trustworthiness both individually and through their interac-
tions, this work advances the theoretical foundations of trustworthiness analysis
while providing practical guidance for engineering trustworthy software systems in
an era of rapid technological change.

Our approach and contributions

This thesis contributes the Trust in Depth approach a dimension-aware method-
ology for trustworthiness analysis operationalized through five empirical studies
that examine how blockchain and Al dimensions individually threaten or rein-
force software trust, and how their convergence creates novel trustworthiness
dynamics requiring systematic investigation.

12
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1.5 Roadmap

The remainder of this thesis is organized into three main parts.

Part I, Foundations and Approach, establishes the conceptual and methodological
basis of the dissertation. Chapter 2 introduces the background of the study by
clarifying core terminology and foundational concepts related to trustworthiness,
software engineering, and emerging technologies. It discusses how trustworthiness is
conceptualized in software systems involving blockchain and artificial intelligence,
examines their confluence with software engineering, and identifies key gaps that
motivate the thesis orientation. Chapter 3 presents the Trust in Depth approach. It
details its conceptualization and component modeling, illustrates dimension-aware
analysis through concrete examples, explains how the approach is operationalized
across the empirical contributions, and outlines its methodological foundations.

Part II, Contributions, comprises the empirical studies that apply the Trust in
Depth approach to concrete software engineering contexts. Chapter 4 investigates
the mining dimension of blockchain through an empirical study of cryptojacking
malware on Android, analyzing how illicit mining practices undermine user trust and
platform security. Chapter 5 addresses the immutability dimension of blockchain
and its implications for software maintenance and security analysis, introducing
ContractTrace, an infrastructure for reconstructing smart contract lineages despite
immutability constraints. Chapter 6 focuses on blockchain transparency and ex-
plores how large language models can be leveraged to improve and evaluate the
quality of smart contract documentation, thereby enhancing comprehensibility and
trust. Chapter 7 examines the convergence of blockchain and Al in the context of
dataset quality, presenting the SIEFVE framework for blockchain-anchored, verifiable
certification of Al code datasets.

Part I1I, Synthesis and Qutlook, consolidates and reflects on the contributions of
the thesis. Chapter 8 synthesizes the findings across all empirical studies, discusses
how dimension-aware analysis advances the engineering of trustworthiness, and
reflects on the broader implications of integrating Al and blockchain in software
systems. It also outlines promising directions for future research.

Through this structure, the thesis provides both theoretical contributions to the
engineering of trustworthiness in software systems involving emerging technologies
and concrete, evidence-based guidance for software engineers and organizations
seeking to design, analyze, and govern trustworthy systems that integrate or interact
with blockchain and artificial intelligence.
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Part 1

Foundations and Approach

This part establishes the conceptual and methodological foundations of the thesis.
Chapter 5 introduces essential terminology, examines trustworthiness challenges at the
intersection of software engineering, Al, and blockchain, and identifies critical gaps
motivating our research. Chapter 3 presents Trust in Depth, our dimension-aware
framework for reasoning about trust in systems integrating emerging technologies.
We introduce a component-based model, illustrate its application through blockchain

transparency, and outline its operationalization through our empirical contributions
the next part I1.
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Background

This chapter presents the foundational concepts and terminology necessary for under-
standing trustworthiness in software systems that integrate or interact with emerging
technologies, specifically artificial intelligence and blockchain. It introduces the core
properties of these technologies and examines how trustworthiness is defined, assessed,
and addressed in software engineering, Al, and blockchain contexts. The chapter
further explores bidirectional relationships between software engineering and these
technologies, illustrating how each domain can support and influence the other.
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2.1. Terminology and Foundational Concepts

2.1 Terminology and Foundational Concepts

2.1.1 Software Engineering and Software Systems

Software engineering focuses on the systematic study and management of software
systems, encompassing their specification, development, operation, and maintenance
[43, 44]. Tt provides principles, methods, and practices for constructing software that
satisfies functional requirements while ensuring non-functional quality attributes such
as reliability, security, maintainability, and performance. Software systems are the
main artifacts produced by these activities, composed of interacting components and
their execution environments, ranging from simple applications to complex distributed
systems. Their analysis extends beyond functional correctness, emphasizing the
quality and dependability essential for stakeholder confidence.

2.1.2 Trust and Trustworthiness

Trust represents a subjective judgment by a trustor regarding the expected
behavior of a trustee under uncertainty and potential risk [45], whereas trustworthiness
denotes the objective capability of a system to perform as expected [46]. In software
engineering, trust is often conflated with system properties; however, it emerges from
stakeholder assessments based on observable system behavior, process evidence, and
contextual factors [47]. Trustworthiness, in contrast, encompasses multiple quality
dimensions and is evaluated through verification, testing, and empirical evidence
[19]. Distinguishing perceived trust from actual trustworthiness is critical, especially
for intelligent systems where inappropriate reliance may result in significant harm.

2.1.3 Emerging Technologies

Emerging technologies exhibit radical novelty, rapid growth, internal coherence,
significant potential impact, and high uncertainty [7]. Blockchain and artificial intel-
ligence exemplify current emerging technologies, transforming traditional practices
and presenting novel engineering challenges. Software engineering practices evolve to
accommodate these domains, requiring adaptive methods for code generation, testing,
verification, and data management [10, 32]. Al supports multiple software engineering
stages, from requirements analysis and architecture design to coding, testing, and
maintenance, introducing both productivity gains and trustworthiness considera-
tions. Similarly, blockchain enables new software engineering practices by providing
transparency, immutability, automated verification through smart contracts, and
auditable development workflows.

2.1.4 Blockchain Technology

Blockchain is a distributed ledger technology enabling secure, tamper-resistant,
and transparent record-keeping without a central authority [20]. Its core components
include cryptographic primitives, nodes maintaining replicated ledgers, transactions,
and consensus mechanisms [48]. Key properties such as decentralization, immutabil-
ity, and transparency enhance integrity, auditability, and accountability [24], shifting
trust from intermediaries to the technology itself. Smart contracts, autonomous and
tamper-proof programs executing predefined rules on a blockchain, automate trans-
action enforcement and agreements, forming the basis for novel software paradigms
while introducing specialized challenges for secure development and verification.
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2.1.5 Artificial Intelligence

Artificial Intelligence enables machines to perform tasks requiring human-like
reasoning and decision-making [26]. Unlike traditional software, Al exhibits data-
driven and probabilistic behavior, with functionality emerging from patterns learned
from training data rather than explicit programming. This characteristic necessitates
specialized validation and monitoring to ensure reliability, fairness, and robustness.
Al encompasses a range of techniques and paradigms, including symbolic reasoning,
machine learning, and deep learning, each contributing distinct capabilities as well
as unique trustworthiness challenges. Opacity, particularly in complex models such
as deep neural networks, complicates verification, accountability, and stakeholder
confidence, motivating research into explainable AI methods. Understanding and
managing trust in Al systems requires integrating evidence from system behavior,
development artifacts, and context-specific assessments, forming the basis for reliable
and trustworthy deployment in software systems [27].

2.2 Trustworthiness in Software Systems with Emerg-
ing Technologies

Trustworthy software engineering seeks to systematically ensure that systems meet
specified quality and dependability requirements [49]. Trustworthiness emerges from
holistic system behavior and interactions with stakeholders. Dimensions including
security, reliability, availability, safety, maintainability, privacy, and fairness are
evaluated through evidence and verification [50, 16]. Assessment guides stakeholder
decisions regarding system reliance, particularly under uncertainty [12].

Blockchain systems reconfigure trust, providing transparency, immutability, and
decentralized consensus while still relying on user trust for effective operation 21, 22].
Security, integrity, and reliability remain critical, with development practices needing
adaptation to address vulnerabilities in smart contracts and distributed execution [24].
AT systems introduce additional trustworthiness dimensions such as explainability,
fairness, robustness, and accountability [51, 27]. Their probabilistic and data-driven
nature [52] necessitates specialized testing, monitoring, and human-centered oversight.

2.3 Confluence Between Software Engineering, Al,
and Blockchain

The interaction between software engineering, Al, and blockchain exhibits bidi-
rectional characteristics, formalized using the X4Y notation. In this framework, X
represents the technology providing capabilities, and Y denotes the domain being
enhanced. Al supports software engineering tasks (AI4SE), while software engineer-
ing methods facilitate Al development (SE4AI) [17]. Similarly, blockchain enables
novel software engineering practices (Blockchain4SE), while SE adapts to blockchain-
specific requirements (SE4Blockchain). Engagement occurs through integration,
where emerging technologies are embedded into system core functionality, or interac-
tion, where technologies are accessed as external services. Each mode entails distinct
trustworthiness implications that must be addressed systematically.

Blockchain-oriented software engineering (SE4Blockchain) confronts challenges
inherent to distributed ledgers and smart contracts [53]. Immutability, decentral-
ized consensus, and cryptographic security necessitate rigorous verification, formal
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methods, and specialized development tools, including domain-specific languages and
auditing procedures. Conversely, blockchain enhances traditional software engineer-
ing (BlockchaindSE) by providing transparent, tamper-proof records, smart contract
automation, and auditable development processes [54, 55]. These capabilities are
particularly valuable in distributed or outsourced development, supporting secure
transactions, verifiable reward mechanisms, and license compliance for third-party
components [56].

Software engineering for Al (SE4AI) addresses the unique characteristics of
AT systems, emphasizing data quality, model validation, continuous monitoring,
and lifecycle management [57]. Practices include version control for datasets and
models, behavioral testing beyond code correctness, and documentation capturing
assumptions, data lineage, and operational contexts. AI methods supporting software
engineering (AI4SE) include code generation, bug detection, automated testing,
requirements analysis, and maintenance assistance [58, 59]. While these approaches
can improve productivity and quality, they require careful integration, continuous
performance validation, and consideration of trust and over-reliance risks [60].

Blockchain also supports Al development (Blockchain4AlI) by providing im-
mutable records of datasets, training processes, and model deployments, enhancing
reproducibility, accountability, and federated learning while safeguarding data in-
tegrity and privacy [9, 30, 61]. In turn, AI techniques enhance blockchain engineering
(AI4Blockchain) by generating comprehensible smart contract documentation, detect-
ing vulnerabilities through machine learning, analyzing network behavior, optimizing
performance, and complementing human auditing practices [29, 62].
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2.4 Gaps and Thesis Orientation

Engineering trustworthiness in software systems is inherently complex. There is
no universally accepted definition of trust or trustworthiness, and the set of attributes
considered essential varies across studies. Assessment outputs differ in format and
granularity, and methods for evaluating trustworthiness remain highly inconsistent
[3, 14]. This heterogeneity introduces uncertainty for software engineers, who must
select appropriate metrics, validate system behavior, and justify trust to stakeholders,
often resulting in fragmented assessments and inconsistent practices.

Emerging technologies such as blockchain and Al introduce additional trust-
related considerations. Their unique properties can simultaneously enhance and
undermine different trust attributes. Blockchain offers transparency, immutability,
and auditability, which can reinforce reliability and accountability, but also introduces
challenges in security, privacy, and governance. Al systems provide automation,
predictive capabilities, and intelligent decision support, but raise concerns related
to opacity, fairness, robustness, and explainability. Consequently, software engineer-
ing practices must adapt not only to mitigate new risks but also to leverage the
opportunities these technologies offer to improve system trustworthiness.

Addressing these challenges and opportunities requires a systematic, dimension-
aware approach that links technological properties, software engineering artifacts, and
processes to specific trustworthiness outcomes. Such an approach enables engineers to
manage emerging trust concerns, integrate technology-specific advantages, and ensure
consistent, evidence-based reasoning about trust across the software lifecycle. This
thesis proposes the Trust in Depth (TID) methodology to meet this need, providing
structured guidance for analyzing, evaluating, and enhancing trustworthiness in
systems that integrate or interact with AI and blockchain.

2.5 Summary

This chapter has introduced the foundational concepts and terminology necessary
to understand trustworthiness in software systems that integrate or interact with
emerging technologies. It highlighted the multidimensional and context-dependent
nature of trust, and how software engineering practices are challenged by the evolving
properties of artificial intelligence and blockchain. These technologies both intro-
duce new trust concerns and provide opportunities to enhance software engineering
processes.

By examining bidirectional interactions between software engineering, Al, and
blockchain, and illustrating practical examples of systems and tools, this chapter
established the conceptual and technical context for addressing trustworthiness.
The identified challenges and opportunities motivate the need for a systematic,
dimension-aware engineering approach, which forms the basis for the methodological
contributions presented in subsequent chapters.
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3.1. Conceptualization and Component Modeling of Trust in Depth

Trustworthiness in software systems integrating or interacting with emerging
technologies has traditionally been addressed at the technology level, often treating
technologies such as Artificial Intelligence or Blockchain as monolithic entities. How-
ever, trustworthiness concerns do not arise uniformly across a technology; instead,
they emerge from specific technological dimensions and their interaction with software
engineering processes and artifacts within a given system. Technology-level assess-
ments fail to capture these nuanced and sometimes contradictory effects, motivating
a dimension-centric perspective.

The Trust in Depth (TID) framework adopts this perspective, analyzing trust-
worthiness through explicit relationships between emerging technology dimensions
and software engineering processes or artifacts.

3.1 Conceptualization and Component Modeling
of Trust in Depth

To formalize and operationalize this framework, we propose a Component
Model, which represents the core elements and their interactions as modular entities
suitable for engineering reasoning.

3.1.1 Core Components

The TID Component Model includes the following primary elements:

« System Context (5): Represents the specific software system under study
that integrates or interacts with an emerging technology. This component
captures operational conditions, platform constraints, stakeholder expectations,
and regulatory requirements.

« Emerging Technology (F): Refers to the evolving technology under analysis,
such as Al or Blockchain, characterized by rapid evolution, limited maturity,
and variable usage practices.

o Technology Dimension (C'): Represents one or more specific properties
or capabilities of an emerging technology (e.g., mining, immutability, trans-
parency). Formally, C' = {c;,co,...,c,}, where n > 1. Dimensions serve as
the primary analytical units influencing trustworthiness.

« Software Engineering Process or Artifact (A4;): Captures existing en-
gineering processes or artifacts affected by technology dimensions, such as
validation, documentation, or malware analysis infrastructure.

o Engineering Advancement (FA;): Represents new artifacts, tools, or
process improvements developed to mitigate threats or reinforce trustworthiness
in response to observed dimension effects.

o Trustworthiness Effect (f): Models the influence of a technology dimension
on a process or artifact. Effects can be positive (trust-reinforcing), negative
(trust-threatening), or neutral, depending on context and interaction with other
components.

3.1.2 Component Interactions

Within this model, the interactions are formalized as:

f:(S,E,C,A;) = {-1,0,+1},
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where f denotes the observed trustworthiness effect of dimension ¢; on artifact A; in
system S under technology E. Engineering advancements arise conditionally as:

EAk: {g<S7E7O’AJ)’ 1f f(S,E,C,AJ) <0

otherwise

)

Finally, the dimension-specific trustworthiness impact is aggregated through:

TWe(S) = h(f(S, E,C, A;), EA),

where h accounts for contextual factors and interactions without implying a
system-wide effect.

3.1.3 Benefits of the Component Model

Modeling Trust in Depth (TID) as a Component Model provides a modular
and systematic perspective on trustworthiness in software systems. Each element:
system context (S), emerging technology (F), technology dimensions (C'), software
engineering artifacts (A4;), and engineering advancements (EFAy), is represented
explicitly, along with their interdependencies. This clarity facilitates reasoning about
how emerging technology dimensions impact specific software engineering artifacts
and where engineering interventions may be needed.

The component-based approach naturally supports extensions to multiple tech-
nologies, dimensions, or artifacts, enabling cross-technology and reflexive analyses.
Moreover, it integrates seamlessly with formal engineering methods, design patterns,
or simulation frameworks, bridging the gap between conceptual trustworthiness and
practical software engineering applications.

3.1.4 Analytical Configurations

Building on the explicit component representation, the Trust in Depth framework
supports several analytical configurations that structure the examination of trust-
worthiness impacts. In its simplest form, the framework enables isolated dimension
analysis, where a single technology dimension is examined in relation to a specific
software engineering artifact, such as the influence of blockchain immutability on
maintenance processes.

Beyond isolated cases, the framework accommodates context-dependent analysis,
in which the same technology dimension may produce differing or even opposing
effects depending on the system context. For example, transparency may enhance
verification and accountability in one system while undermining confidentiality in
another.

The framework also supports cross-technology enhancement scenarios, where a
dimension originating from one emerging technology amplifies or mitigates the effects
of a dimension from another. An illustrative case is the use of Al-based semantic
analysis to enhance the practical exploitation of blockchain transparency.

Finally, the framework enables reflexive analysis, addressing situations in which
the software engineering artifacts under consideration are themselves evaluative
mechanisms. In such cases, the trustworthiness of these mechanisms, such as Al-
based code evaluation or analysis tools, becomes an object of assessment in its own
right.

By supporting these analytical configurations, the framework operationalizes the
component model and enables systematic reasoning about how technology dimensions
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and their interactions shape trustworthiness across diverse software engineering
contexts.

3.2 Illustrative Example: Blockchain Transparency
in Dual Contexts

To demonstrate the framework’s core mechanics, we formalize a scenario where the
same blockchain dimension produces opposite effects on software engineering artifacts
across two system contexts. Blockchain transparency, the property that all on-chain
data and transaction history remain publicly visible to network participantsserves
as our illustration. While frequently cited as a trust enabling feature, transparency
actual impact on software engineering artifacts depends critically on system context
and stakeholder requirements.

3.2.1 Context A: Verification of Probabilistic System Behav-
ior

Software systems implementing probabilistic algorithms face a fundamental ver-
ification challenge: stakeholders must confirm that documented probability dis-
tributions match actual implementation. Verification and validation constitute
fundamental software engineering processes that assess whether a system is correctly
built and meets requirements [? 7 |. However, when users cannot access source code
or observe internal state, traditional V&V processes remain opaque and rely entirely
on trust in the operating organization.

Consider a representative case: a gaming platform implementing randomized re-
ward distributions, commonly called loot boxes, where players purchase probabilistic
access to virtual items. The software engineering challenge is verifiable fairness, en-
abling stakeholders to independently confirm that displayed probabilities correspond
to deployed implementation without relying solely on operator attestations. This
represents a broader class of probabilistic systems requiring stakeholder-accessible
verification mechanisms, including lottery systems and fair allocation algorithms.

By deploying probability distribution logic within a blockchain smart contract,
we can formalize this scenario. The system context S; represents a probabilistic
system requiring stakeholder-verifiable fairness guarantees. The emerging technology
E is blockchain, specifically leveraging two dimensions: programmability ¢; (smart
contract execution capability) and transparency ¢y (public code visibility). The af-
fected artifact A; is the verification and validation process itself. The trustworthiness
effect is positive: f(A4; | S1, E,{c1,¢c2}) > 0.

The implied dimensions are programmability that makes Blockchain able to
provide a flexible script code system to create smart contracts, currency, or other
decentralization applications[63]; and blockhain transparency. These two dimension
interact synergistically to transform V&V practices in ways neither dimension could
achieve alone. Programmability enables probability logic to be encoded as executable
smart contract code with deterministic execution across all network nodes. However,
programmability alone would not enable stakeholder verification if the code remained
proprietary or access-restricted. Transparency makes deployed code and execution
history publicly visible to all network participants. However, transparency alone
such as public transaction logs without executable logic would reveal outcomes but
not the underlying algorithmic implementation.
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Together, these dimensions enable any stakeholder to independently inspect code,
execute verification procedures on their own infrastructure, and confirm correct
implementation. This architectural transformation shifts V&V from centralized,
trust-based, temporally-bounded processes conducted by developers or contracted
auditors to distributed, trustless, continuously-accessible verification performed by
stakeholders themselves. The transformation directly enhances auditability and
verifiability as software engineering quality attributes.

Because programmability and transparency naturally align with verification
requirements in probabilistic systems, no engineering intervention is needed. Thus
EA; = @, and the trustworthiness outcome TW{,, .,1(S1) reflects enhanced trust
through transformed V&V practices enabled by dimension interaction.

3.2.2 Context B: Multi-Party Systems with Confidentiality
Requirements

Multi-organizational systems face conflicting engineering requirements: transac-
tion validity must be verifiable across parties to prevent fraud and ensure coordination
correctness, yet business-sensitive data must remain confidential to protect com-
petitive advantage and comply with regulatory constraints. Data management and
access control implementation in such systems must reconcile these fundamentally
opposing demands.

Consider a representative case: a consortium blockchain coordinating supply
chain operations among competing companies, tracking pricing negotiations, supplier
identities, inventory levels, strategic partnerships, and competitive intelligence. This
exemplifies a broader class of multi-party coordination systems including inter-
organizational workflows, federated databases, and collaborative platforms where
participants require mutual verification capabilities without exposing proprietary
information. Traditional software engineering approaches to confidentiality rely on
application-layer access control mechanisms, role-based permissions, and encryption,
typically assuming a trusted central authority mediating data access.

We formalize this scenario with system context Sy representing a multi-party
coordination system with confidentiality requirements. The emerging technology E
remains blockchain, but we now examine only the transparency dimension ¢y, the
same property that proved beneficial in Context A. The affected artifact A, is the
data management and access control implementation. Crucially, the trustworthiness
effect is now negative: f(As | S2, E, cy) < 0.

The same transparency that enhanced V&V in S now fundamentally complicates
data management engineering in Sy. Blockchain’s architectural requirement for repli-
cated storage and execution across network nodes to achieve distributed consensus
conflicts directly with standard software engineering practices for confidentiality.
All transaction details stored on-chain become visible to every participating node,
rendering conventional access control mechanisms ineffective. The transparency
property forces engineers into unsatisfactory trade-offs: either store sensitive data
off-chain, sacrificing the automation, immutability, and trust guarantees that moti-
vated blockchain adoption, or accept excessive information exposure that violates
confidentiality requirements and regulatory compliance obligations such as GDPR or
trade secret protection.

This negative effect on fundamental software engineering practices necessitates
intervention. The engineering advancement E Ay = g(Ss, F, ¢o, Ag) corresponds in
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practice to the development and integration of novel cryptographic engineering
artifacts specifically designed to reconcile transparency with confidentiality. Zero-
Knowledge Proofs (ZKPs) represent such an advancement: cryptographic protocols
that enable one party to prove to another that a statement is true without revealing
any information beyond the statement’s validity [36]. In the multi-party coordination
context, ZKPs allow organizations to prove transaction validity for instance, that a
payment amount matches an invoice total without exposing the underlying sensitive
values.

This represents a fundamental shift in software engineering practice for data man-
agement. Rather than restricting access to sensitive data through traditional access
controls, the architecture restricts access to plaintext while enabling verification of en-
crypted or committed values. The engineering artifact is not merely a feature addition
but a complete redesign of how verification and confidentiality are architected in dis-
tributed systems. The trustworthiness outcome TW,,(Ss) = h(f(As | Se, E, c2), EA)
reflects this reconciliation: verification capabilities remain intact, preserving the au-
ditability benefits that motivated blockchain adoption, while confidential information
is cryptographically protected, addressing privacy and competitive concerns. This
outcome demonstrates how engineering intervention can mitigate dimension-level
threats while preserving beneficial properties.

3.2.3 Key Insights

This dual-context example demonstrates three core Trust in Depth principles
that distinguish dimension-centric from technology-level analysis.

First, trustworthiness effects originate at the dimension level, not from blockchain
as an undifferentiated whole. The impact on software engineering artifacts stems
specifically from the transparency dimension, while other blockchain dimensions
such as immutability affecting maintenance and evolution processes, or consensus
mechanisms affecting performance and scalability engineering would affect different
artifacts through entirely different mechanisms. Technology-level analysis treating
blockchain monolithically cannot capture these nuanced, dimension-specific effects
that vary independently.

Second, dimension effects exhibit context-dependent valence. The identical
transparency dimension positively transforms V&V processes in probabilistic systems
requiring open verification but negatively impacts data management practices in
multi-party systems requiring confidentiality. This valence shift is determined not
by any inherent property of transparency itself, but by the alignment between
the dimension’s architectural characteristics and the specific software engineering
requirements within each system context. The same technical feature public data
visibility serves as an enabler when verification requirements dominate and as an
impediment when confidentiality requirements dominate.

Third, engineering interventions are introduced conditionally based on dimension
effects. The framework prescribes new artifacts or process improvements only when
natural dimension effects prove counterproductive. In Sy, transparency directly
enhances existing verification objectives, requiring no compensating mechanism and
yielding FA; = &. In S, transparency conflicts with established confidentiality
practices, necessitating cryptographic innovations that reconcile verification with
privacy and producing FAs as a new engineering artifact. This conditionality ensures
that engineering effort is directed precisely where dimension-level challenges arise,
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rather than uniformly across all contexts.

These principles establish why dimension-centric analysis surpasses technology-
level assessment for trustworthiness evaluation. Different dimensions of the same
technology affect different software engineering artifacts through different mechanisms,
producing effects whose valence and magnitude vary across system contexts. Only
by analyzing at the dimension level can we capture these variations and develop
targeted, context-appropriate engineering responses.

3.3 Operationalization Through Empirical Contri-
butions

These illustrative examples provide concrete instantiation of how emerging tech-
nology dimensions affect software engineering artifacts through context-dependent
mechanisms. The framework’s utility extends beyond these pedagogical scenarios to
systematic investigation of real-world systems. Chapters 4 through 8 present five em-
pirical contributions that operationalize Trust in Depth across diverse configurations
and technologies.

Chapter 4 examines blockchain’s mining dimension through isolated analysis,
showing how this mechanism, while essential for network security in its native context,
becomes a trustworthiness threat when repurposed in unauthorized contexts such as
cryptojacking in mobile applications. The dimension affects resource management
and malware detection artifacts in ways that differ fundamentally from its security-
enhancing role in blockchain networks.

Chapter 5 investigates the immutability dimension through context-dependent
analysis, demonstrating how smart contract immutability simultaneously preserves
data integrity and complicates software maintenance and program repair processes.
The chapter introduces dimension-aware solutions that enable contract evolution
without sacrificing immutability’s trust benefits, illustrating conditional engineering
intervention responding to negative dimension effects.

Chapter 6 explores cross-technology enhancement, showing how Al’s semantic
analysis capabilities amplify blockchain transparency’s practical impact on docu-
mentation comprehension. By leveraging large language models to evaluate smart
contract documentation quality, this work demonstrates how dimensions from differ-
ent technologies can interact synergistically to address limitations that exist within
a single technology’s dimensional space.

Chapter 7 addresses reflexive dimension validation, investigating the reliability
dimension of Al-based evaluators themselves. When Al systems are employed to
assess software artifact quality, a fundamental question arises: if the evaluators
lack demonstrated reliability, how can we trust their evaluations? This contribution
establishes that trustworthiness assessment tools must themselves be evaluated for
trustworthiness before they can credibly serve as trust-reinforcing mechanisms.

Chapter 8 demonstrates bidirectional technological convergence, leveraging blockchain’s
verifiability dimension to strengthen dataset quality assurance processes in Al
pipelines. By anchoring dataset quality assessments in immutable, auditable blockchain
records, this work shows how blockchain verifiability enhances Al trustworthiness
just as Al capabilities enhanced blockchain transparency in Chapter 6.

Collectively, these contributions instantiate the framework across isolated dimen-
sion analysis, context-dependent scenarios, unidirectional cross-technology enhance-
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ment, reflexive validation, and bidirectional convergence. This diversity demonstrates
both the generality and practical applicability of the Trust in Depth approach to
engineering trustworthy software systems that integrate or interact with emerging
technologies.

3.4 Methodological Foundation

The Trust in Depth methodology operationalizes the conceptual framework
through explicit, evidence-based linkages between technology dimensions and trust-
worthiness attributes. Only dimensions and trustworthiness impacts supported by
peer-reviewed literature or empirical experimentation conducted as part of this
research are considered valid. This constraint ensures analytical rigor while enabling
interoperability with existing trustworthiness frameworks, as the evidence-based
foundation provides a stable basis for comparison and synthesis across studies.

Each contribution presented in Chapters 4 through 8 instantiates the conceptual
model under a different analytical configuration, collectively demonstrating the
framework’s capacity to address diverse trustworthiness scenarios. By conceptualizing
trustworthiness as a dimension-driven, context-sensitive phenomenon rather than
a technology-level property, Trust in Depth provides a unifying analytical lens for
understanding how emerging technologies influence software engineering practice.
The framework bridges theoretical analysis and practical engineering by explicitly
incorporating both the effects of technology dimensions on existing artifacts and the
engineering advancements developed to mitigate threats and reinforce trustworthiness
where necessary.

3.5 Related work

Trustworthiness assessment in software engineering has been extensively studied
from both perceptual and evidence-based perspectives. Prior research distinguishes
between experience-based sources, derived from direct or indirect user interactions
with software systems, and trust evidence collected from organizational artifacts,
community platforms, and technical repositories [14]. Empirical investigations further
operationalize these categories by identifying concrete information sources commonly
consulted by practitioners, including version control systems, issue tracking platforms,
question-and-answer portals, community forums, and security databases [64]. While
these studies provide valuable insights into the informational foundations of trust
assessments, existing models largely treat such sources as unstructured inputs to user
perception, without explicitly modeling their technical origin or their interaction
with software engineering processes. In particular, trustworthiness analyses at
the technology level tend to consider emerging technologies as monolithic entities,
overlooking the heterogeneous and sometimes contradictory effects induced by specific
technological properties. To address these limitations, we introduce the Trust in
Depth approach, which adopts a dimension-centric perspective and explicitly relates
emerging technology dimensions to software engineering artifacts and processes,
enabling a structured and traceable analysis of trustworthiness in complex software
systems.

[50]propose a mathematical programming approach to allocate the trustworthy
degree to each sub-attribute of some software attribute appropriately and then
to make the trustworthy degree of this attribute maximize under some constraint
conditions
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Part 11

Contributions

This part operationalizes Trust in Depth through five empirical contributions ad-
dressing trust challenges at the intersection of software engineering, blockchain, and
Al Chapter 4 examines cryptojacking malware on Android, revealing security vulner-
abilities introduced by an illicit integration of code for blockchain mining. Chapter 5
presents ContractTrace for reconstructing smart contract lineages despite immutabil-
ity; Chapter 6 introduces evalSmarT for LLM-based evaluation of generated smart
contract comments ; Chapter 7 examines the reliability of LLM-based evaluation.
Chapter 8 reverses the perspective with SIEVE, leveraging blockchain transparency to
certify Al data card and for commun ity driven data cleaning for Al-based system.
These contributions demonstrate how emerging technologies challenge and advance
software engineering practices for trustworthy systems.
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Illicit Mining : Unwrapping the Cryptojacking
Malware Ecosystem on Android

This chapter constitutes an instantiation of the Trust in Depth framework through
the study of cryptojacking malware in Android applications. Our empirical analysis
of 346 potential mining apps, collected between April 2019 and May 2022, reveals
that several applications persist on the Google Play Store despite violating developer
policies and exploiting users devices for cryptocurrency mining. These apps leverage
the mining dimension of blockchain technology, which directly affects security-oriented
software analysis processes by enabling evasion, obfuscation, and covert dissemina-
tion practices that undermine existing detection artifacts. While some mining apps
consume minimal resources, others remain operational without alerting typical users,
demonstrating how this technological dimension can have both subtle and significant
effects on malware detection. These findings motivate the development of targeted
engineering advancements and provide actionable insights for improving cryptojacking
detection in Android applications and more broadly in emerging-technology contexts.

This chapter is based on the work published in the following research paper:
« Adjibi, Boladji Vinny; MBODJI, Fatou Ndiaye; Allix, Kevin et al. 2022 In

2022 IEEE 22nd International Working Conference on Source Code Analysis
and Manipulation (SCAM), p. 153-163.
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4.1. Overview

4.1 Overview

The increased demand for cryptocurrencies following 2017’s boom drove a bur-
geoning interest in mining [65]. The induced competition strengthened the need
for miners to join mining pools to expect to make a profit. The introduction of
services such as Coinhive, which made it possible to spread mining code across
the web with minimal effort, further increased the attractiveness of the activity. It
soon led to malicious entities covertly participating in mining pools using abused
devices. This activity, known as cryptojacking, affects every type of device, from
personal computers to smaller devices such as Android-powered devices. Despite
their relatively low computing power, Android devices are an attractive target to
hackers who can target more than four billion devices at once [66, 67].

Previous research has, for instance, identified that developers produced more than
seven hundred Android mining apps between 2017 and 2019 [68]. The findings from
this investigation were confirmed by another study highlighting the active use of the
Google Play Store to distribute those apps [? ]. The results from those studies attest
that understanding the cryptojacking phenomenon on Android devices is paramount.
Unfortunately, there exist no other studies of mining apps on Android besides those
mentioned above. Moreover, the datasets used in those studies do not contain any
mining app beyond 2019. Considering that two majors events happened around
that time, namely (1) the Google Play Store’s policy to ban apps that mine using
the device’s resources starting from July 2018 [69, 70] and (2) the discontinuation
of Coinhive, which alone contributed to more than half of the mining apps in the
studied period [71], the lack of research on the subject appears to us as a counter-
intuitive outcome. In comparison, many recent studies of web-based [72, 73, 74],
and general-purpose miners [75, 76, 77] have been conducted. The prevalence of
the cryptojacking problem on Android devices and its expected damaging effects
make it essential to understand the various mechanisms currently used to mine
cryptocurrencies on Android devices [78]. More specifically, we are interested in
answering the following research questions:

« RQ1: What are the methods and techniques used by developers to insert
crypto mining code into Android apps, and how effective are existing detection
techniques against those threats?

« RQ2: What processes are put in place by developers to ensure that their
mining apps are downloaded and executed by as many users as they want?

« RQ3: To what extent does mining activity affect the behavior of an Android
device, and how likely is an average user to suspect such action on their device?

Novelty

We investigate those questions with the intent of inspiring the research community
into building a more effective defense mechanism against mining apps. Our attempt
at addressing those questions consisted of an empirical study of 10430681 Android
apps collected from various marketplaces between April 2019 and May 2022. To
the best of our knowledge, this is the first study that focuses on Android mining
apps in this timeframe. It allowed us to unveil an evasion technique based on
assigning an audio filename to a gzipped archive containing a mining binary, which
the program extracts at runtime. Those results, along with the decreased proportion
of Javascript-based miners and the appearance of new crypto coins (Veruscoin,
RPCoin, uPlexa), supplement prior findings [68] to provide a complete mapping
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of the mining phenomenon on Android. To the best of our knowledge, this is the
first study that aims to explain the marketing structure that sustains the mining
ecosystem on Android. Our investigation resembles the study by Kotzias et al. [79]
which discussed the topic of the sources from which users typically download malware.
Unlike this study, our focus is on understanding what could get users off their guard
to let apps stealthily mine coins on their devices. Earlier research works suggest the
prevalence of gaming, streaming, application download, and adult content platforms
with illicit mining [80, 81] on the web, but there is little scholarly work documenting
illegal mining on the Android platform. We intend to fill this gap through the present
study. Finally, our evaluation of the impact of mining activity, whether covert or
overt, provides an up-to-date complement to the work conducted by Clay et al. [7§]
which estimated a five-fold increase in power consumption due to the execution of
web-based miners. Besides the novelty factor, our study extends to binary-based
miners and further considers the potential concealment of the mining activity. Our
evaluation captures more diversity in the mining apps on Android.

Contributions

Overall, through our study of the suspected mining apps from a technical and
non-technical standpoint, we make the following contributions:

1. We identified and duly notified the Google Play Store of the presence of at least five
mining apps on their marketplace, which is a blatant violation of the applicable
developer policies.

2. We discuss the case of some so-called wallet apps that hide malicious code into
gzip archives renamed to have misleading extensions. We postulate that this is a
technique likely to be used by evil entities.

3. We demonstrate the prevalence of hacks and cracks of premium Android apps as
placeholders for mining code in cryptojacking apps.

4. We establish through various tests that, despite mining apps consuming more
resources than regular apps, a social media app such as Facebook is twice as
greedy as an evasive miner.

The remaining of this chapter is structured as follows. In Section 4.2, we present
our methodology used in the study. Section 4.3 then discusses the findings from the
manual analysis of the source code and static artifacts of the suspected mining apps.
Next, our results from analyzing the non-technical aspects of the mining apps are
described in Section 4.4. We then present our findings from profiling the resource
consumption of mining apps in Section 4.5 before a brief discussion on the possible
shortcomings of our study in Section 4.6.

4.2 Study Design

4.2.1 Data collection

The ban imposed by Google on mining apps on the Google Play Store in July
2018, along with the suspension of Coinhive late in March 2019 are both critical
events that previous research has noted [68]. This study that leveraged apps collected
from various companies’ security advisories is arguably the only one to be aiming at
understanding the crypto mining phenomenon on Android devices; a data collection
process used in recent Android malware research [82]. Besides this data collection
strategy, researchers have also relied on Android marketplaces such as Google Play
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Store [83, 84, 85] or a combination of both [68]. The dissemination of the compiled
apps has contributed to the availability of a wide range of Android malware data sets
usable for numerous studies. Unfortunately, those datasets are limited due to their
age or specificity to a research problem. The lack of diversity in the datasets renders
them inappropriate for our work which we wanted to represent the current state of
the ecosystem of crypto mining on Android. To this effect, we turned our focus on
AndroZoo, arguably the most extensive dataset of Android apps for research [86].
The versatility and up-to-date nature of the dataset, which contains more than 19
million (in May 2022) Android apps collected from various sources, make it a good
source of information to feed our research effort. Moreover, the apps available in
the dataset are already scanned on VT (Virus Total), providing researchers with an
initial set of information to spearhead their works.

Consequently, we rely our study on information collected from AndroZoo. More
specifically, we combined the list of hashes with VT API’s results to identify all the
apps that 1) had not been submitted to VT before April 2019 and 2) have been
assigned a label related to mining by at least two antivirus solutions. Our approach
prevented an intersection of our dataset with that of Dashevskyi et al. [68] and
enabled us to discard most of the non-relevant apps. The resultant initial dataset
that we built with this strategy contains 346 SHA-256 corresponding to one or more
versions of 92 different apps. In this work, an app refers to a unique pair of a package
name and the marketplace of origin. For each app, we only consider the latest version
in our data set for the study.

4.2.2 Manual analysis of apps

Through our manual, systematic and rigorous manual analysis of the apps in our
dataset, we want to answer the following questions to establish their connection with
the mining activity.

1. Does the app mine cryptocurrencies? To answer the question, we look
for pieces of evidence that validate that the app embeds and uses some mining
procedures. Based on the findings reported in previous research, we focus our
search on the app/src/main/assets and app/src/main/res/raw folders where
the developers usually put their mining artifacts [68]. Upon localizing the said file,
we analyze the source code to confirm that the program exploits the identified
mining procedure. This step allows us to identify some false positives, some
miners, and a few apps for which we could not confirm beyond the point of doubt
that the app is mining.

2. How is the mining implemented into the app? At this stage, we try to
explain the specific technique the developers leveraged to insert the mining logic
into the app. Besides distinguishing between web and binary-based miners, we
look at the programming languages and other relevant elements that made the
implementation possible.

3. Is the device’s user aware of the mining activity? At this stage, we look at
various information, such as the listing of the marketplace app when available, the
source code, and layouts, to verify whether the user is aware that mining activity
is occurring on their device.

4. Who benefits from the mining activity? This is to check who is the final
beneficiary of the mining. The beneficiary is either the user or the developer. It
could also be both when a donation wallet is specified. This question is answered
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by looking for wallet addresses, configuration files, and similar elements that allow
making an informed decision.

5. What triggers the mining activity? This question is to explain under which
conditions the mining activity is started. The trigger could vary from a system
event to an action from the user.

6. How is the mining activity concealed? This step is to identify strategies
that developers use to evade static and dynamic detection of the mining activity.

Considering the high reliance of our approach on having access to the apps’ source
code, we downloaded the APKs using the AndroZoo API and further decompiled
them using the JADX tool', one of the many available tool to extract the Java source
code and the static resources bundled into apps. We also leveraged the detailed VT
reports to clear up doubts when faced with uncertainty.

4.2.3 Understanding how developers distribute the mining
apps
Our objective in this regard is to understand the various processes that the

developers put in place to attract users and get them to install the mining apps.
More specifically, we are interested in answering the following questions:

1. In what type of apps do developer often insert their mining code?
Previous research has highlighted the use of piggybacked and repackaged apps to
distribute Android malware in the wild [87, 88]. Based on those insights, we try
to evaluate the prevalence of a particular type of app in our corpus of mining apps.
We leveraged the Androguard tool? to retrieve each app’s package name and label.
We searched for those names on Google to find similar words to identify links
with apps from other marketplaces.

2. Are ratings and comments of the apps manipulated to increase adoption
by the users? This question stems from the findings of Harris et al. suggesting
a strong link between an app’s popularity and its attractiveness to users [89].
To assess that, we analyzed the ratings and comments of the mining apps in
our dataset that present specific characteristics and suggest some manipulation.
We leveraged the Google Play Scraper 2 tool’s review API to collect the said
information for the apps still available in the store while doing our work. We used
the default settings of the package (i.e., country set to the USA and the language
to English)

We present the results of those investigations in Section 4.4.

4.2.4 Evaluation of the impact on users

Thus far, the literature only assumed that mining applications are greedy in
terms of resources. Even though there have been some estimates that clearly showed
that those apps consume an enormous amount of energy?, those reports are mainly
related to the period when Coinhive still existed and was used with the intent of
abusing resources. Still, the research community lacks a systematic measure of those
values in the context of Android apps. In this work, we benchmark the resource
consumption of 3 mining apps against some commonly used legitimate apps. The

lhttps://github.com/skylot/jadx
2https://github.com/androguard /androguard
3https://pypi.org/project/google-play-scraper/
‘https://www.kaspersky.com/blog/loapi-trojan/20510/
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4.3. RQ1: Understanding the implementation of the mining logic into
Android apps

results presented in Section 4.5 suggest that mining applications may not be as
greedy as is often assumed.

In the subsequent sections, we describe the findings of our investigations for
answering the outlined research questions.

4.3 RQ1: Understanding the implementation of
the mining logic into Android apps

Our manual analysis of the potential mining apps consisted in looking into the
external dependencies or Java packages used in the project, the assets directory
that often contains HTML resources used by web-based miners on Android, the
res/raw folder that is often used for binary files, and the 1ib directory where shared
libraries are put to be loaded with the System.loadLibrary() method. Our analysis
of those artifacts and how they are used allowed us to identify many apps that could
be wrongly believed to perform mining and some other mining apps about which we
provided more explanation on how they perform.

4.3.1 False positives and possibly unconfirmed miners

From our investigations, there were a number of apps for which our manual
analysis did not allow us to conclude that they were mining. We report on those
apps in the following sections.

4.3.1.1 The apps wrongly identified as miners

Upon analyzing the suspected mining apps from our data set, we identified that
most were mining apps. Those false positives amount to 76% (70/92) of the entire
data set. In this entire corpus, three main types of apps can be observed:

4.3.1.1.1 The com.kaching.kingforaday based packages Those represent
half of the entire false positives in our data set (35/70) and were all downloaded
from VirusShare into AndroZoo. The sparkling similarity in those apps starts
with their naming convention which is done by appending the string .hack to
the name of some apps with paid subscriptions (e.g., com.imangi.templerun.hack).
Furthermore, the analysis of the source code shows the presence of a package named
com.kaching.kingofaday which declares a service as seen in Listing 4.1 which
is in charge of starting the mining activity. For this, it depends on a package
named com.coinhiveminer.CoinHive which uses an HTML file that instantiates
the Coinhive miner.

public class StartAdsReceiver extends BroadcastReceiver {

@Override // android.content.BroadcastReceiver

public void onReceive(Context context, Intent intent) {
context.startService (new KingForADay(context).MinerIntent () );
}

}

Listing 4.1: Mining receiver code embedded into the com.kaching.kingforaday
package.

However, though this logic is well implemented, it appears to not be instantiated
anywhere in the code. We further ran a full string search in the folder to verify
whether it was called anywhere but we could not get evidence for this at all. Moreover,
the fact that the service was not declared in the Manifest means that it could not be
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called anyway. Thus, we hypothesize that the app had been an active miner during
the rise of Coinhive but then, since the service was later shutdown, the developers just
removed the initialization code from it. Our attempt to validate that hypothesis by
finding earlier versions of any of the concerned app was not successful unfortunately.

4.3.1.1.2 The apps with the unused mining files Very similar to the previous
apps, the apps in this category embed either directly or through a third-party service,
the mining code as a Javascript dependency or through the use of a binary. Among
the 10 such apps, half of them have the mining code in them because of the inclusion
of the Hextrix game® which is a game that clearly states its intention of mining.
Despite that, the mining code was commented out in each of the relevant files.
This is similar to the other half of the apps which used various mining services
including Coinhive and CryptoLoot. In Listing 4.2, we show how the mining code
was commented out in those apps. Here again, a full string search was performed
in the directory to find and analyze all the code loading the webview, searching for
instances where the comments might have been removed prior to loading the files
but no activity of such kind was noticed.

<!— <script src="<LINK, TO SCRIPT>"></script> —>

<!— <script> —>

<!— var miner = new CoinHive.Anonymous(<SITE_KEY>, { —>
<l— throttle:0.7 —>
<l— }); —
<!—  miner. start(); —>

<!— </script> —>
Listing 4.2: Initialization code of Coinhive mining that is commented out in
application

4.3.1.1.3 The wallets Our data set is comprised of 17 crypto wallets that were
considered as miners by at least two antivirus solutions. Our analysis of the binaries
embedded in those apps shows that they indeed contain the mining logic, as evidenced
by the parameters to set the type of algorithm, donation address, etc. Moreover,
some of those apps download entire copies of the blockchain in order to track the
transactions related to the users’ wallet. One notable case among the wallets however
is that of the app io.scalaproject.vault still available on the Play Store, which
presents a mining interface through which the user is redirected to download the
actual mining app from a Github repository®. By analyzing the source code and
various parameters used to call the suspicious binary, we confirmed that the apps
are not exploiting the mining capabilities of the software.

4.3.1.1.4 The outliers 8 apps fall into this category which from our investigation,
have no clear link to mining activity other than the appearance of strings such as
miner or mining in the assets. One special case in this category has a list of links
that it uses to serve as a firewall, preventing the user from accessing those links. And
among those links, some look like mining pools address (e.g. 0.0.0.0rpd.cryptopool.eu)
in a subfolder of the corresponding assets folder. Some of the other apps have no
suspicious binary or JavaScript file that leads to thinking about a mining activity.
The high proportion of false positives and that count up to 25 detection by
antivirus solutions can be explained by the fact that most of those tools are signature

Shttps://hextris.github.io
Shttps://github.com/scala-network/MobileMiner/releases/
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based and do not actually check whether the code is being run or not. This in itself
is not a good practice but we suggest a better attempt at finding whether the code
is being run or not.

4.3.1.2 The ambiguous cases

Besides the apps that we were able to confirm were not doing any mining activity,
for 7 of the remaining apps, we could not ascertain the presence of the mining code.
The information collected about those apps is summarized below:

1. 2 apps presented as movie downloader and viewer based on the use of torrents. In
one of those apps, there is the presence of the xmrig binary that can be used for
mining. Surprisingly, the binary is not called anywhere in the code as confirmed
by our search in all the relevant files. However, we noticed that those two apps at
a point during the bootstrap try to download and install an app from the link”.
We presume that the actual miner is installed from that link and further exploits
the binaries already embedded in the current package. Unfortunately, at the time
of running our analysis, the link was no longer available making it impossible for
us to validate our hypothesis. A third app with a different purpose redirects the
user to dynamically queried links which we could not verify because the link were
no longer accessible.

2. 3 other apps, all retrieved from the anzhi marketplace include the libjiagu
binary which serves as a packer meant to dissimulate source code and prevent
their investigation by manual analysis. Our attempt at unpacking the binaries
were unsuccessful so we could not justify whether those apps are mining or not.

3. A further duo of apps from the same developer which are presented as wallets and
expose a great similarity in the source code. The most interesting bit of those apps
is the fact that they hide a compressed archive under a file name private.mp3
and placed under the assets folder. The file which is uncompressed at runtime
contains Python files that allow to run a node of the Electrum coin. Adding to
this deceptive and misleading approach to installing the binaries on the device, we
identified from the source code the use of a config. json file that determines the
mode in which the node is ran. Unfortunately, we could not find any information
about the said file which hampered our ability to identify whether the mining
activity was occurring or not.

As a summary, our investigation have pointed out a number of apps (74/87) for
which we could not find any evidence of the execution of a mining activity. Thus, for
the remaining of this chapter, only the remaining 13 unique apps amounting to 27
different APKs will be put in focus for us to try to understand how the miners work
and explain the processes that are engaged into their creation and mass distribution
to users.

4.3.2 Inspection of the mining apps

As a logical conclusion to our investigation, the 13 remaining apps are considered
and verified as mining one or multiple crypto currencies. Among those apps, there is a
preponderance of apps originating from Google Play Store with such apps amounting
to 11 out of the 13 apps, the remainder coming from VirusShare. This impressive
ratio of mining apps downloaded from Google Play Store in our time-frame betrays
our initial intuition to have more miners from alternative markets. Our surprise

"http://b3.ge.tt/gett/9JtX8Kp2/com.opera.mini.native.pdf?index=08&pdf
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is further reinforced by the fact that 6 of such apps were still present on the store
at the time of writing. We postulate that some developers manage to bypass the
controls made to prevent those apps from being flagged during the verification process.
Understanding the process through which they successfully get those apps on the
store are out of scope of this work. Since the store’s regulations ban mining apps,
all the 13 apps in our data are considered illicit. Nonetheless, we will distinguish
between the apps according to whether the mining activity is known to the user or
not.

Above any consideration to the awareness of the user on the mining activity, a
general view to the mining apps shows a consistency with the results from previous
works that identified the web and binary-based techniques as the means of inserting
mining code in Android apps [68]. In our case only a small proportion of the apps
are web-based (4/13). This rapid change when compared to the period before April
2019 where web-based miners amounted to almost 75% of all apps can be explained
by the shutdown of the Coinhive service which was the main driver of the mobile
mining ecosystem on Android. As far as the alternatives to Coinhive are concerned,
we have identified the use of CryptoLoot and other proprietary scripts®.

Another point of variation in the implementations of the mining apps lie in
the use of various programming languages to support the code. As such, we have
identified apps using JavaScript-based hybrid mobile developments toolkit such as
Ionic, but also those developed using Kotlin and obviously the Java language which
powers most of those. This evaluation was performed by looking at the source code
of the assets for instance (presence of the <ion-app> tags in Ionic) and the included
packages which can inform on the tool used to build the app. This diversity in
techniques and procedures suggests that the development of mining apps for Android
devices is possible for virtually every programming language supported on Android.

Our analysis of the scan reports collected from VT has shown that the number
of tools that have detected a certain miner varies from 2 to 25 suggesting that the
threshold of ten used in related works is not appropriate [90]. Our findings suggest
that for categorical malware such as mining apps, a threshold of 2 seems sufficient.

In order to discriminate the between legitimate and illicit miners, we used
information such as the package name, description of the app where available
(collected from the store), the layouts in the decompiled file and also the source code.
This has allowed to identify 6 legitimate miners among which one specifically sets all
the rewards to the developers while the others get only a portion of the gains, with
the other part being left to the user’s address. The former’s screen through which the
user’s approval is granted is visible in Fig. 4.1 and declines its intention to monetize
their website visits by leveraging the users’ CPU for mining crypto currencies.

The next section describes the underlying functioning and evasion techniques
pertaining to the illicit miners in our data set.

4.3.3 Functioning and evasion techniques of the crypto jack-
ing apps

The balance in the type of implementation used in the list of crypto jack-

ing apps (3 web vs 4 binary based), the mined coins vary in nature with Mon-

ero, uPlexa and RPCoin all being represented in our data set. This describes
a diversity in the available tools to embed illicit mining activity into apps. We

Shttps://www.craftyourserv.net/mineur
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Support Us

This app mines cryptocurrency to
supplement costs. Consider
disabling your ad blocker.

Okay Disable Mining

Figure 4.1: Screenshot of the com.sunderapps.brahtopus app’s interface through
which the user grants permission to mine cryptocurrency.
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Table 4.1: Top 10 permissions requested by the cryptojacking apps.

Permission # Apps (%)

android.permission.INTERNET 7 (100.0%)
android.permission. ACCESS_ NETWORK__STATE 5 (71.43%)
android.permission. WRITE_EXTERNAL_STORAGE 5 ( )
android.permission. READ EXTERNAL STORAGE 4 ( )
android.permission. READ PHONE STATE 4 ( )
android.permission. VIBRATE 4 (57.14%)
4( )
3 ( )
3 ( )
3 ( )

android.permission. WAKE LOCK
android.permission. ACCESS  COARSE LOCATION
android.permission. ACCESS FINE LOCATION
android.permission. ACCESS__ WIFI_STATE

further analyzed the permissions requested by the mining apps which, as pre-
sented in Table 4.1, are quite similar to those identified by Dashevskyi et al
[68]. When compared with legitimate apps, three permissions appear to be pe-
culiar to the mining apps namely those related to the device’s location (AC-
CESS COARSE_LOCATION and ACCESS_ FINE LOCATION), and the one
related to the phone state (READ PHONE STATE) [91]. Those three permissions
have been identified as being used in up to 68% Android apps according to a study
of dangerous Android permissions [92]. As far as the system events are concerned,
the mining apps in our dataset subscribe to a few events that do not appear in the
list of events identified in Cao et al’s study of Android malware [82]. Those events
are related to the charging status of the device and to the presence or not of the user
by the telephone. They are used in mining apps to find the best moment to mine
without raising any suspicions from the user.

In the later sections of the chapter, we will leverage those information as a means
to talk about the triggers for the mining activity, the various sophistication put in
place and also the evasion techniques that we identified in the various apps. The
apps can therefore be declined into the following categories:

4.3.3.1 The watchers

Those apps amounting to 3 exploit the possibility of running JavaScript on the
web view interfaces of the apps. In a general sense, the script is executed immediately,
as soon as the user navigates into the page which is loaded either through a web view
or using a language such as Ionic. Then, the mining keeps running as long as the
activity is alive. We were able to confirm the malicious intent of the apps through
the presence of developer (or site keys) that are used internally by the mining service
providers to distribute the gains back to the developers. In order to avoid detection,
we have observed two main techniques: 1) the obfuscation of the JavaScript file which
is also loaded from random links, and 2) the inclusion of the mining initialization
code into larger files combined with the use of variables to dissimulate the mining
activity. An example of initialization code can be seen in Listing 4.3 two different
site keys are used in the same app based on the domain name from which the user is
visiting.
function D(){

var e="<SITE KEY 1>"
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if(—1l=location . href.indexOf("<LINK>")||—1!=1location . href.indexOf
("<LINK>"))
return void (e="<SITE KEY 2>");

var n=new CoinHive.Anonymous(e);

n.setThrottle (.5) ,n.start ()

Listing 4.3: Initialization code of a web based miner

The use of those techniques ensures that a static detection tool which is for
instance based on the length of the site key would be fooled and not able to detect
the app as doing mining.

4.3.3.2 The zombie miners

Those ones are a group of 2 apps seemingly from the same developer that use the
Monero miner file in order to launch the mining activity. After loading the system
libraries, the apps connect to a mining pool and instantiate a service that keeps
restarting each time there is a failure. This allows the mining process to continue
running even if the user is not interacting with the app thus making up for a zombie
like functioning. In order to not letting the user being aware of such activity, the
apps listen to events related to the battery and stop the mining activity as soon as a
threshold is reached. The apps download the configuration files for the mining from
a link? which was no longer available during our analysis. We were also unable to
run the app which kept crashing on the test device.

4.3.3.3 The fetchers

We denote by this, a set of apps that only download the mining binary at run
time, or receive the task through another file. For the two apps in this category,
the mining activity is started automatically when the device is powered on. Besides
this first layer of obfuscation, we have observed in one of those apps that the
SharedPreferences were used to store the commands and parameters to be executed
to run the mining. This is then later used to launch the mining. And since the two
apps in those categories offer services that are not supposed to consume too much
memory, they make sure that the mining activity is running only when the user is
away by subscribing to the USER__PRESENT system’s event. This complex scheme
has further been complicated by one of the apps that inserted the mining code under
a Google’s package name (com.google.ads) in an attempt to fool detection tools.

4.4 RQ2: How are users attracted to downloading
and installing those applications?

In the Android ecosystem of mining apps, the development of the apps is just
one part of the equation. Upon producing the software artifacts, the developer needs
to find the appropriate ways in which they can distribute those apps to as many
users as possible. In the current section, we look at two factors that we presume to
positively impact the adoption of mining apps by Android users. We refer specifically
to (1) the kind of app used and (2) its popularity. We identify the kind of app
by grouping the apps based on the features that they claim to propose. As far as
popularity is concerned, we investigate the manipulation of reviews to increase an
app’s attractiveness.

9http://flowcount.eidon.top: 10085
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Table 4.2: Top 10 system events subscribed to by the cryptojacking apps.

Event # Apps (%)

BOOT COMPLETED 3 (42.86%)
MEDIA MOUNTED 3 (42.86%)
USER_PRESENT 3 (42.86%)
net.conn. CONNECTIVITY CHANGE 3 (42.86%)
WEB_SEARCH 2 (28.57%)
ACTION POWER CONNECTED 2 (28 57%)
2 ( )
2 ( )
1( )
1( )

ACTION_POWER,_ DISCONNECTED
com.android.vending. INSTALL REFERRER
TIME_SET

service.notification.NotificationListenerService

Table 4.3: Categories of the mining apps and their source.

Package name ‘ Category ‘ Source

com.pangzlab.verus_box play.google.com
de.ludddetis.monerominer play.google.com
dev.waterhole play.google.com
free.bitcoin.mining.crypto Blockchain play.google.com
io.waterhole related apps | play.google.com
info.bitcoinunlimited.voting play.google.com
com.karameesh.app play.google.com
com.sunderapps.b.rahctopus. | Game and en- play.google.com
com.games.tecdroid.freddynightmario . play.google.com

. tertainment

com.sunderapps.recaptureorganics ADDS play.google.com
net.craftyourserv.www PP play.google.com

mikado.bizcalpro \ The cracks \ VirusShare

com.dust.clear.ola ‘ Utility apps ‘ VirusShare

4.4.1 Type of apps containing mining logic

Our analysis allowed us to group the mining apps in our dataset into the following
categories that are summarized in Table 4.3.

4.4.1.1 Blockchain-related apps

The most represented category in our dataset with six unique apps, this cat-
egory contains three apps that state their intent of mining, two wallet apps, and
one other app that leverages the blockchain to facilitate the organization of polls
(info.bitcoinunlimited.voting). In their official listing on the marketplace, all those
apps appear to be associated with the Finance category. This denotes the attractive-
ness of such apps to users who can fall prey to malicious developers who abuse their
devices for mining as for two apps in this corpus (i.e., dev.waterhole and io.waterhole),
published on Google Play Store by the same developer.
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4.4.1.2 Game and entertainment apps

Five apps in our dataset fall under this category, including games, music,
and advice content. Among all those apps, only two (com.sunderapps.brahctopus,
net.craftyourserv.www) inform the user of the mining intent on the first usage of the
app, as seen in Fig. 4.1 and Fig. 4.2a respectively. The relatively high proportion of
those apps (5/13) denotes the interest of developers in maintaining users in the app
for a long time to generate the most profit, as previously demonstrated by Tekiner
et al. [93]. Furthermore, all the miners in this category use the web-based strategy
that works better when the user is present.

4.4.1.3 The cracks

In an attempt to generate revenues from their production, developers often require
users to pay before downloading or enabling the premium features of an app. Often
unable to use the apps because of those limitations, users tend to resort to cracked
apps help them bypass the verification mechanisms put in place by the developers.
Despite posing as free software, the cracked apps have been proven to often contain
malware [88]. Our sample of mining apps contains one cracked app carrying illicit
mining codes. One of those apps posed as a free version to a paid calendar app
available in the Google Play Store!®. As soon as the user installs the app, it proceeds
with its stealthy mining activity.

We can further extend our list of cracks with the false positives that we discussed
in Section 4.3.1.1.1. The naming convention of those apps suggests that they all
pretend to help users bypass the subscription controls of dozens of games and
entertainment apps. We can therefore presume that they were indeed cracks shared
through alternative Android marketplaces with the intent of distributing illicit mining
codes.

4.4.1.4 Utility apps

Only one app (i.e. com.dust.clear.ola) falls into this category. From the search
results available in Google and translated from Chinese to English!!, the app promises
the user to clean their device’s memory but also remove water droplets. The user
willingly grants it many abusive permissions used by the app to conceal its mining
activity. We expect that many similar apps carry mining code or related malware.

4.4.1.5 Interpretation

Despite the presence of two dominant types of apps that mining apps can be
associated with the high diversity in such a small sample shows that mining apps
can be found in any category of app. The small size of our dataset does not allow us
to determine any specific category that developers prefer to distribute mining code.

4.4.2 Manipulation of comments and ratings to attract users

Our review of the ratings and comments associated with the apps still available
on the Google Play Store during our study was based on the Google’s policy for user
reviews'? that defines a helpful review as one that provides clear information to the
reader, and present both the strong and weak points of their experience with the

Yhttps://play.google.com/store/apps/details?id=mikado.bizcalpro
https://app.mi.com/details?id=com.dust.clear.ola
2https:/ /play.google.com /intl /en_ us/about/comment-posting-policy/
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Table 4.4: Summary of review information collected on Google Play Store about the
mining apps.

Package Name Average Min. Num. # of

rating  of Installs reviews
net.craftyourserv.www 3.7 1000 32
com.pangzlab.verus_box 4.3 5000 14
io.waterhole - - 13
de.ludddetis.monerominer - - 3
dev.waterhole 4.2 100 2
info.bitcoinunlimited.voting 5.0 10 1
com.games.tecdroid.freddynightmario - - 1
com.karameesh.app - - 1

app. As such, we focus our analysis on the various reviews of the apps looking for
elements that pinpoint to a manipulation.

In total, we collected 67 reviews in English and French for eight different apps
presented in Table 4.4. We performed a manual analysis of the metadata with
two authors, both fluent in English and French actively involved in the process.
The results were presented to other researchers in our group who agreed with our
conclusions.

From our analysis, we made the following observations.

4.4.2.1 Useless and uninformative comments

Around five apps in our dataset have at most three reviews from users. In those
specific cases, we hardly noticed any informative comments, with some reviews being
as simple as "I like this style and feel safe". Moreover, the comments in this style
are all submitted by users who gave five stars to the app. This goes against the fact
that a user satisfied with an app that provides clear benefits would find many things
to say to motivate others to download the app.

4.4.2.2 Untrustworthy comments

This specific case applies to the app i0.waterhole for which a five-star rating was
attributed after being available for less than five days. Even though we could not
prove this practically, we believe that five days remains a tiny amount of time to
provide objective feedback on an app without any prior bias. Moreover, the same
comment only talks about the user feeling safe with the app, which does not have
any link with the app’s features.

4.4.2.3 Interpretation

Even though we could not prove our hypothesis beyond the point of doubt, we
have observed in our case study of eight mining apps available on Google Play Store
between April 2019 and May 2022 that the comments tend to be uninformative and
intentionally submitted with high ratings to increase the popularity of the apps. We
believe that this has contributed to the popularity of some of those apps.
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4.5 RQ3: How noticeable is the execution of a
cryptojacking app to the device’s user

Due to the extensive computations needed to solve the proof-of-work algorithms,
mining apps are expected to deplete devices” battery and resources. In this section, we
quantify the values for various mining apps to estimate their impact on users. More
specifically, we are interested in those apps’ battery, CPU, and RAM consumption. .

To provide such information, we decided to run two sets of experiments on one
Android device powered with Android 11 with a 1.8 GB RAM powered with a
Mediatek MT8766B'® CPU running with four cores and sustained with a Lithium
Polymer Battery 7.7V /3500mAh. On those devices, we installed and gathered metrics
about various Android apps’ battery, CPU, and RAM usage. We more specifically
attempt to quantify those values for three main categories of apps: 1) benign apps
that perform background tasks, 2) legit mining apps that users install in complete
awareness, and 3) the apps that mine on the back of the users. Despite our initial
intention of profiling licit and illicit miners from the web and binary-based families in
our study, all the illegal web-based miners in our dataset were no longer functioning.
Similarly, we could not successfully install any binary-based miners on our devices.
Fortunately for that one, we were able to find an open-source mining app for Android
that we used for those tests. Below is a list of the apps that we used for our analysis.

1. com.facebook.katana (139¢0831...42ad3bab), the official app for the Facebook social
media users on Android was used as the benign app. We made this choice because
of 1) the popularity of the app which was downloaded at least five billion users
across the world [94]; and 2) the fact that it is pre-installed on many Android
devices with sometimes limited possibility of users to uninstall them [95, 96].
Those facts suggest that this is one of the most common apps that Android
devices owners ran on a daily basis. The ability of the app to execute background
tasks in order to keep users atop of their community news renders day-to-day
usage possible outside of the main screens of the app. Consequently, we measured
the values for this app while it was executing in the background.

2. net.craftyourserv.www (5464fa82...b531c76e) as the licit web-based miner. This
app provides an interface (Fig. 4.2a) where users can simultaneously visualize ads
and mine the RUBY cryptocurrency. Therefore, we measured the average impact
of the advertisement feature, which we subtracted from the values collected while
the mining process was on. The resultant values are considered the impact of
mining.

3. mikado.bizcalpro (b6001aa8...eceled41) as the binary-based cryptojacking app for
which we collected the values while the app was executing in the background.
This app being the only illicit miner that we studied, we consider its performance
representative of illicit mining apps.

4. com.upleza.androidminer (2b4ceelds...1f86f43c), the fully-fledged binary-based
miner. After launching the mining process, the interface presents the user with
stats about the mining activity, as seen in Fig. 4.2b. It then allows the user to
leave the app while the mining continues in the background. We collected the
various metrics during a period when the app was running in the background.

3https://www.mediatek.com/products/tablets/mt8766b
Ynttps://github.com/uPlexa/upx-android-miner/releases/download/v0.4.1/upx-and
roid-miner-v4.1.apk
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Figure 4.3: Comparison of the CPU usage of three mining apps compared to the
Facebook app.

For each of the four applications, we further ran two sets of experiments described
in the following sections.

4.5.1 Estimation of the CPU and RAM usage

For an uninterrupted duration of 1500 seconds (25 minutes), we ran each of
the apps and collected data about the CPU and RAM usage from the Snapdragon
Profiler tool'® .The tool leverages the Android Debug Bridge (ADB) interface to
provide real-time measurement of various metrics for an Android app. After col-
lecting and processing the collected values for all the apps, it appears that only the
com.uplezxa.androidminer app uses more than twice the amount of CPU used by any
other app. The Facebook app comes right behind and consumes slightly more than
any other miner in our test set. Moreover, those results summarized in Fig. 4.3 show
that the illicit miner does consume the least amount of CPU.

We observed the same pattern in the case of RAM usage. Here, the com.uplexa.androidminer
app alone uses up to 75% of the available memory, which is almost 300x the closest
value observed on Facebook (0.26%). Due to that significant disparity, we decided
not to report this app’s consumption in Fig. 4.4. Nevertheless, the graph shows that
Facebook consumes at least 2.5x more RAM than all the other mining apps, with the
web-based mining app being the less greedy. On the other side, the illicit miner does
seem to use quite a constant amount of RAM throughout the experiment. Because it
uses a proof-of-work algorithm that does not require too much information, one can
assume that the CPU is constantly needed leading to the observed irregular pattern.

5https://developer.qualcomm.com/software /snapdragon-profiler
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Figure 4.4: Comparison of the RAM usage of two mining apps and the Facebook
app.

4.5.2 Estimation of the battery usage

For the battery usage of the apps, we leverage the features of ADB to generate
and download bug reports and battery statistics summaries. Then, the files were
analyzed using the Battery Historian tool'®. The values presented in Table 4.5 are
collected based on five series of five minutes execution of each app. We have reset
the battery stats between each run to prevent data overlapping.

Table 4.5: Battery consumption of the various apps in a five-minute time frame (in
percentage).

Package Mean Est. discharge time

com.uplexa.androidminer 0.196 £ 0.028 1 day, 10 hours
net.craftyourserv.www 0.096 £ 0.009 3 days, 14 hours
com.facebook.katana 0.060 + 0.007 5 days, 18 hours
mikado.bizcalpro 0.032 £0.004 10 days, 20 hours

As evidenced in the results, the cryptojacking app surprisingly consumes less
battery than all the other apps, including Facebook. From our estimate, it would
take roughly ten days of execution for that app to deplete the battery. On the other
hand, we also notice that legit mining apps use more battery than any other app.
We explain this significant difference in resource consumption because illicit miners
attempt to go stealthy by purposefully limiting their usage of the available resources.

https://github.com/google/battery-historian
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4.6. Limitations and Discussion

Table 4.6: Summary of the detection performed by some free antivirus solutions after
scanning the device with the mining apps installed.

Antivirus # of malwares # of miners
com.sophos.smsec ) 0
com.bitdefender.antivirus 3 1
com.drweb 1 1

4.5.3 Interpretation

The results obtained from the profiling of the sample apps lead to the conclusion
that while mining apps can deplete users’ batteries daily, illicit miners seem to be
diligent with their consumption. Moreover, compared with some popular apps such
as Facebook, the impact of illegal miners seems negligible. Such a fact suggests that
the average user is likely not to observe severe deviance from normal behavior when
an app covertly mines on their device. Therefore, we can assume that many users
might be running mining apps in total ignorance.

Even though the user could not notice the malware execution on their own, it
is customary to assume that they could potentially install an antivirus that would
let them know that a mining app is running on their device. Therefore, we decided
to execute a set of free antivirus solutions alongside the mining apps to ascertain
this. We justify our decision to only test free antiviruses by the fact that there are
more accessible to users than the paid alternatives. We executed our tests using
three antiviruses identified on Google Play Store after we searched for "antivirus."
We summarized the results of those tests in Table 4.6.

From the corresponding results, it appears that only one app was simultaneously
detected by all the antivirus at once (mikado.bizcalpro), with one not associating
the actual label to it to let the user know that the app is mining. At most, five
mining apps were detecting, accounting for less than half of the ground truth. The
probability that an antivirus reports a mining app to the user remains critically low.

4.6 Limitations and Discussion

Given our reliance on AndroZoo as our only data collection point, it is evident
that we could not provide an accurate measurement of the mining ecosystem. The
first reason is that AndroZoo does not collect any apps besides those running on
smartphones leaving out many other less capable devices such as wearables, TVs, and
smart appliances. The incredible three-fold growth in the population of those devices
in 2022 [67] makes us believe that it is an attractive target to malicious developers
as much as the other IoT devices [97]. The exclusion of those devices means we are
missing out on some possibly intriguing trends related to them. Similarly, the mere
possibility of some apps not being included in AndroZoo for one reason or another
could have impacted the scope of our data. However, the lack of any mining family
in Cao et al’s dataset collected using security advisories from respected security
companies [82] suggest that a search on security blogs was unlikely to extend our
dataset any further. Consequently, we argue that our results provide the best possible
understanding of the mining phenomenon on Android.

The same applies to the use of VirusTotal on which we relied to identify the set
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of apps to manually analyze. Despite the presence of several tools in VirusTotal,
it is obvious that the tool is prone to errors which would lead to false and missed
detection. Even though our manual analysis nullifies the likelihood of false detection
in our final dataset, we are however likely to miss an important number of apps due
to our strategy. Unfortunately, we are not able to provide an estimate to the number
of miners that we potentially missed through this exercise. Nonetheless, VirusTotal
remains the best existing tool for crowd-sourced malware analysis and has been used
in research that is very similar to ours [82, 68].

Another potential threat to the validity of our work lies in the manual analysis
performed on the malware samples. Though there might be some errors, we adopted
the same technique as Dashevskyi et al. [68] to identify the mining logic. Moreover,
we searched every project file in case of doubt regarding the mining activity. Our
systematic approach to the problem has allowed us to identify some mining apps
and present those for which we could not ascertain the presence of the mining code
due to a lack of evidence. The absence of a programmable logic that can be used to
reproduce our research constitutes on its own, a valid point on which scientist can
doubt our results. However, proposing such a technique would have led to building a
new detection mechanism which is out of scope of this study. Furthermore, we used
a public dataset which can be exploited to verify the veracity of our conclusions.
We believe that our efforts could help researchers in building effective detection
mechanisms against mining apps on Android.

4.7 Summary

Our study of 346 Android apps suspected of mining cryptocurrencies on the devices
provides a first-of-its-kind review of the advances in the cryptojacking phenomenon
on Android since April 2019. Though our study confirms the results from studies
covering an earlier period, it sheds light on a few problems: (1) the high-rate of false
positives detection from many antivirus solutions, (2) the popularity of hacks and
cracks as means of carrying the illicit mining logic, (3) the relatively low-resource
consumption of cryptojacking apps on Android, and (4) the availability of mining
apps in the Google Play Store. Those findings reveal a misfit prevention and fight
system that leads to hundreds of thousands of users downloading mining apps that the
developers successfully uploaded to the Google Play Store a breach of the developers’
policy in place. The upfront notice from some developers of their intent to mine on
the device leads us to question the verification process put in place by Google to
prevent such apps from being present. The mere fact that more than 70% of users
put great trust in the store [98] explains the high number of installs for each of those
apps. We believe that Google should put in place better controls to increase the
safety of its platform from malicious apps, including mining ones.

We resort to the research community to investigate the problem of how developers
get through the verification process and further lure users into downloading malicious
and unwanted apps on their devices. It would also be interesting to understand what
happens to users who had previously installed those apps after Google removes them
from the store. The underlying results would help make the process more reliable
and would significantly increase the confidence and security of Android users against
various sorts of abuse.
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Despite Immutability Dimension: Retracing Smart
Contract Versions for Security Analyses

Due to the inherent immutability of blockchain technology, smart contract updates
require their deployment at new addresses rather than modifying existing ones, thus
fragmenting version histories and creating critical blind spots for analyses. Indeed, for
example, this fragmentation severely hinders security researchers’ ability to track vul-
nerability lifecycles across contract versions. While platforms like Etherscan provide
detailed information about Ethereum smart contracts, they lack crucial functionality
to trace predecessor-successor relationships within smart contract lineages, preventing
systematic analysis of how vulnerabilities emerge, propagate, and potentially remain
unresolved across versions. To address the challenge of tracing smart contract lineages,
we adopt a Design Science Research (DSR) approach and introduce , an automated
infrastructure that accurately identifies and links versions of smart contracts into
coherent lineages. This tool enables the construction of , an up-to-date, open-source
dataset specifically designed to support security research on vulnerability, defect or any
other property’s evolution patterns in smart contracts. Through a security-focused
case study we demonstrate how reveals previously obscured vulnerability lifecycles
within smart contract lineages, tracking whether critical security flaws persist or get
resolved across versions. This capability is essential for understanding vulnerability
propagation patterns and evaluating the effectiveness of security patches in blockchain
environments. In the evaluation phase of our DSR approach, we validated our lin-
eage detection methodology against an alternative approach using Locality-Sensitive
Hashing (LSH) to cluster contract versions, confirming the security relevance and
accuracy of our technique.

This chapter is based on the work published in the following research paper:

« MBODJI, F. N., ADJIBI, V., DIOUF, M. A., Mendy, G., LIU, K., KLEIN, J.,
BISSYANDE, T. (2025). ContractTrace: Retracing Smart Contract Versions
for Security Analyses. In Cybersecurity4D 2025. C4D.
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5.1. Overview

5.1 Overview

Smart contracts, self-executing programs deployed on blockchains, have gained
traction across industries like finance, healthcare, and real estate, where trust,
security, and reliability are paramount. However, the inherent immutability of
blockchain technology presents considerable challenges when tracking the evolution
of these contracts. Therefore, updates to smart contracts require deployment to new
addresses, effectively severing the links between different versions. This complicates
the tracing of contract lineages as a sequence of versions of the same smart contract.
In the literature, authors leveraging lineages for smart contract analyses claim to
build on similarity metrics for building such lineages [99, 100]. We postulate that, due
to the heavy reuse of code across smart contracts [101], illustrated by the high rates
of code duplication within the Ethereum ecosystem, as well as the overall similarity of
smart contract behaviors, similarity-based approaches will lead to unreliable lineages.
Unfortunately, datasets described in the literature are not shared with the community
for assessment or even reuse, hindering broad research on smart contract evolution.

To address the literature gap on smart contract lineages, we propose to build a
large-scale, extensible, and open dataset of smart contracts where lineages are tracked.
To that end, we rely on a conservative approach based on the concept of proxy in
smart contract deployment. Proxy contracts, which act as intermediaries and redirect
users to the latest contract version, offer a solution to the immutability problem
in terms of interaction with the smart contract new versions. Unfortunately, even
with proxies, establishing lineage across different contract addresses remains difficult.
Existing platforms of smart contracts corpora, like Etherscan and smart-corpus|[102]
provide detailed information about deployed contracts but do not explicitly trace
predecessor-successor relationships.

In this study, we introduce ContractTrace, an infrastructure designed to identify
and collect smart contract lineages systematically. ContractTrace leverages proxy
contracts to trace contract updates accurately and produces lineageSet, a compre-
hensive and open-source dataset of smart contract lineages. This dataset facilitates
large-scale research on contract evolution and provides new insights into how smart
contracts are maintained and updated over time. Currently, lineageSet contains 1055
smart contracts distributed across 347 lineages. It is openly available on Github:

https://anonymous.4open.science/r/sclineages—-A9A2

Community Benefits. Our infrastructure serves as a valuable resource for soft-
ware engineering and security research, offering a comprehensive dataset of linked
smart contract versions that can be leveraged for various analytical purposes. This
enables researchers to explore contract evolution, vulnerability management, and the
reliability of existing lineage construction techniques.

e Case study #: Identifying vulnerability life-cycle for smart contracts. Vul-
nerability fixes in software are often silent. Since lineageSet includes lineages
of production smart contracts, we apply vulnerability detection tools on the
different versions of the lineages to retrieve the code changes that have led to
vulnerability warning apparitions and disappearances.

o Evaluation: Revisiting the reliability of similarity-based construction of smart
contracts. Given the conservative way lineageSet was built, we can consider it
as ground truth for validating approaches for lineage construction. we assess
the reliability of similarity computation as proposed in prior literature. We
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consider the Locality-Sensitive Hashing (LSH) method implemented in the
Etherscan search engine as a similarity computation model. This evaluation is
for validating the relevance of our methodology.

Overall, the main contributions of our work are as follows:

1. ContractTrace: we propose a straightforward but novel approach for building

lineages, leveraging proxy contracts to ensure accurate lineage tracking, and
overcoming the challenges associated with blockchain immutability.

. lineageSet: we present lineageSet, a comprehensive and open-source dataset of

smart contract lineages. This rich dataset stands out in the literature due to
its:

(a) Eztensive Scope: Encompassing 1,055 smart contracts lineageSet provides
a vast landscape for research exploration.

(b) Open Accessibility: In contrast with prior work that has built lineages,
lineageSet is freely available on GitHub and will foster reproduction studies
and collaboration to advance research on smart contract analysis.

(¢) Ground-Truth Foundation: Due to its conservative construction method,
lineageSet serves as a reliable benchmark for validating future lineage
construction approaches.

(d) Security analysis: lineageSet serves to examine the vulnerability life-cycle
in smart contracts, allowing for a detailed analysis of how vulnerabilities
emerge and are resolved across contract versions.

In the following section, we define and present key concepts used throughout
the chapter. We also describe our research method, Design Science Research
(DSR), which is applied in the subsequent sections, followed by the discussion,
related works, and finally, the conclusion.

5.2 Background and Foundation

5.2.1 Ethereum Smart Contract

In 1997, Szabo envisioned smart contracts as self-executing programs that
automate agreements between parties, eliminating the need for a trusted third
party [103].

The emergence of blockchain technology in 2008, as documented in the white
paper of Nakamoto [104], provided a robust platform for the implementation
of smart contracts. Blockchain technology facilitates disintermediation by
eliminating the need for third-party intermediaries in transactions, fostering
trust among participants in a decentralized network. At its core, a blockchain
is a chronologically ordered sequence of data blocks, referred to as a distributed
ledger. This ledger is managed collaboratively by a peer-to-peer (P2P) network,
ensuring decentralization and eliminating the need for participants to trust
each other. The integrity of the data within the blockchain is cryptographically
secured, with each block linked to the preceding one using a cryptographic
hash, thus ensuring immutability and tamper-proof data storage.
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Figure 5.1: An Example of the Upgradable Contract from Chen et al. [1].

With the advent of blockchain technology, a smart contract, as formally de-
scribed by Nick Szabo [103], has been effectively and fully implemented. Smart
contracts are defined as software programs that, once deployed on a blockchain
platform, automate the execution of agreement terms between parties, thereby
eliminating the need for a third party.

Blockchain technology is currently implemented in various platforms, our study
specifically focuses on Ethereum [105], the most prominent platform known
for its extensive use of publicly-operated smart contracts. Ethereum offers
a virtual machine capable of executing smart contracts utilizing blockchain
technology.

5.2.2 Proxy pattern: A Nuance Between Immutability
and Upgradable Smart Contracts

Smart contracts inherit the key characteristics of blockchains, such as decen-
tralization and immutability. Once a smart contract is built and deployed at a
specific address, it cannot be modified. Any new version of a contract must be
redeployed at a new address.

To provide an interface for accessing updated code without the need for the new
address, a proxy pattern can be implemented. When this pattern is applied,
users interact with the proxy contract, which cannot be modified. However,
the proxy is able to point to a configurable address, allowing it to call another
contract known as the callee contract. Thus, the parts of the code that are
subject to change are located in the callee contract. When an upgrade is
needed, the developer redeploys a new version of the callee contract with a
new address, and the proxy contract reconfigures its callee contract address
accordingly. Typically, an admin user has the privilege to perform this address
configuration. Therefore, users interact with the same proxy contract even
when upgrades occur.

Fig. 5.1 illustrates this method, which is facilitated by constructs proposed
by smart contract programming languages. For instance, in Solidity, the
delegatecall allows a contract caller (or proxy) to use the code of a callee
contract while remaining in the global context of the caller.

Our work builds upon this proxy concept to track smart contract updates.

5.2.3 Smart contracts versions

Predecessor/Successor Relationships in Smart Contracts: We adopt the notion
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of predecessor/successor from prior work [99], where a predecessor is defined
as the most recent version preceding the successor.

Smart Contract Lineage: In this study, lineage refers to a set of smart contracts
where each contract can be paired with another based on a predecessor /successor
relationship.

5.2.4 Computing Smart Contract Similarity:

Several reasons contribute to code cloning in deployed smart contracts, such
as deploying new versions, the open source characteristic of many smart con-
tracts, the simplicity of copying code fragments instead of writing them from
scratch, etc. [101]. The literature contains numerous studies on Ethereum
smart contract code clone detection, including clone detection techniques such
as SmartEmbed[106], Deckard [107], Nicad[108], and LSH-based approaches
[109]. The LSH-based method is implemented in Etherscan, which fingerprints
smart contracts and computes their similarity levels, categorizing them as low,
medium, or high.

5.2.5 Dynamic and Up-to-Date Repositories for Smart
Contract Analysis in Empirical Software Engineering

Etherscan® is a widely used Ethereum block explorer that allows developers to
submit the source code of their smart contracts, making this code available
for verification and transparency. This platform provides a comprehensive
database essential for developers to verify and analyze smart contracts deployed
on the Ethereum blockchain.

Smart Corpus [102] aims to be an organized and up-to-date repository where
developers can systematically access Solidity source code and other metadata
about Ethereum smart contracts. This repository facilitates the retrieval of
detailed information on smart contracts and their software metrics, streamlining
the process for developers and researchers.

Tools like Etherscan and Smart Corpus, which provide accessible and current
information on smart contracts, are crucial for advancing empirical software
engineering research. They enable a thorough understanding of real contracts
deployed on Ethereum, supporting the development of more robust and trans-
parent smart contracts.

These repositories offer a variety of information about smart contracts but do
not provide the lineage of contracts. Our study is situated in the same context
and aims to contribute information about smart contract lineages.

Hence, our objective is to create a repository where access to versions of smart
contracts deployed on Ethereum is streamlined.

5.3 Design Science Research (DSR) as Method

We follow the Design Science Research (DSR) approach. The DSR process
includes six steps: problem identification and motivation, objectives for a solu-
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tion, design and development, demonstration, evaluation, and communication.
These are the essential activities that make up the DSR process:

(a) Problem Identification and Motivation: This phase involves defining
the research problem and justify the importance of solving it. We rec-
ognized the challenge of tracking smart contract lineages. As a specific
example, this gap hampers the ability to study how vulnerabilities emerge
and evolve over time. This step is developed in detail in (5.4.1) and
(5.4.2).

(b) Define the Objectives for a Solution: The goal of this step is to
formulate solution objectives based on the problem and feasible solutions
to define the desired outcome. In this study, we aimed to build an
infrastructure to track and link contract versions, enabling research on
their evolution and security. Further details of this step are found in

(5.4.3)

(c) Design and Development: This step is to create the artifact by defining
its desired functionality and architecture. We built ContractTrace to
track smart contract lineages using proxy contracts and created lineageSet,
a dataset for research purposes. This is covered in (5.5)

(d) Demonstration: This step is for utilizing the artifact to address real-
world instances of the problem. We applied ContractTrace in a case study
on the lifecycle of vulnerabilities in smart contracts. This is demonstrated

in (5.6).
(e) Evaluation: The evaluation tests the effectiveness of the artifact. We
validated our approach by applying Locality-Sensitive Hashing (LSH) for

clustering contract versions, confirming the approach robustness. Details
of this evaluation are in (5.7)

(f) Communication: The final step involves sharing the findings and the
artifacts design to relevant stakeholders. We consider the communication
step as the dissemination of results through publication of this study.

5.4 Problem, Motivation, and Objectives

This section presents the application of the first two phases of the Design
Science Research approach.

5.4.1 Studies Highlighting the Need for Contract Lin-
eage Information

Our literature review identified several studies that propose algorithms leverag-
ing code similarity metrics for the classification of smart contract versions.

Chen et al. [99]. The predecessor/successor concept was used in 2021 by Chen
et al. to group smart contracts into pairs of predecessor/successor. To obtain
predecessor /successor pairs for their research question, which was "Why do
smart contracts self-destruct?", they consider that the predecessor had to have
executed the self-destruct function and that the successor must be deployed
by the same creator address as its predecessor, and it must also have similar

63



Chapter 5. Despite Immutability Dimension: Retracing Smart Contract
Versions for Security Analyses

64

functionality to that of the predecessor. Hence, to determine the similarity rate
between two contracts, they employed the SmartEmbed tool [106] and chose
0.6 as the minimum value for the similarity rate between the predecessor and
successor. To filter out false pairs, they performed a manual check. Their work
presents the following limitations: (1) Reproducing their work is difficult due
to manual verification. (2) Only contract versions that executed a self-destruct
function are included in their shared dataset. (3) Another limitation of their
approach is the risk of false predecessor/successor pairs due to the manual
verification process.

Huang et al. [100]. To test their technique, which involves guiding smart
contract updates by detecting code smells, they needed lineages of smart
contracts. To construct a dataset of lineages, they used two criteria: the
submission of contracts by the same creator and a similarity degree of 0.7
or higher between the contracts. Compared to Chen et al. , their approach
requires a higher similarity rate. However, given the strong tendencies for code
copying, using similarity to determine contract lineages may include contracts
that do not actually belong to the lineage.

5.4.2 Motivation for Leveraging the Proxy Pattern for
Lineage Construction

Our study is motivated by the need to establish up-to-date repositories that
facilitate easy and rapid access to versions of smart contracts. These repositories
can serve as valuable resources for analyses in studies such as those conducted
by Chen et al. [99] and Huang et al. [100]. This dynamic approach aims to
streamline the process of accessing and analyzing smart contracts deployed on
Ethereum, thereby supporting empirical software engineering research.

To the best of our knowledge, there is no existing infrastructure that provides
a comprehensive, openly accessible, and systematically organized dataset of
smart contract lineages. Our main objective is to establish an infrastructure for
building a publicly available dataset of smart contracts meticulously grouped
and ordered within their respective lineages. To ensure the integrity of the
research process and facilitate further exploration within the smart contract
analysis community, the dataset will be both reproducible and reliable.

To address this gap, we propose an approach using the Proxy Pattern. Given
that contract calls through proxies are trackable, we plan to leverage this
feature to develop a method for constructing lineages. This approach will
enable the creation of a comprehensive and systematically organized repository,
enhancing the accessibility and utility of smart contract data for researchers
and developers alike.

5.4.3 Objectives

Our study aims to create a comprehensive and systematically organized repos-
itory of smart contracts that will be publicly available and up-to-date. By
leveraging the Proxy Pattern, we anticipate several key outcomes:

o Enhanced accessibility, allowing developers and researchers to benefit
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from easy and rapid access to a well-organized dataset of smart contracts,
which will facilitate empirical software engineering research.

o Detailed lineage information, providing meticulously grouped and ordered
smart contracts within their respective lineages, offering valuable insights
into the evolution and relationships of smart contracts.

o Reproducibility and reliability, ensuring the dataset supports the integrity
of the research process and enables further exploration within the smart
contract analysis community.

e Supporting empirical study: By providing comprehensive data on smart
contracts deployed on Ethereum, the repository will serve as a valuable
resource for conducting empirical studies.

Additionally, we will test the applicability of this repository in analysis scenario
to demonstrate its practical utility and effectiveness in real-world research
contexts.

These results will contribute significantly to the field of smart contract analysis,
supporting the development of more robust and transparent smart contracts.

5.5 ContractTrace: Design and Development

This section presents the protocol for collecting smart contract lineages, its
implementation, and the resulting infrastructure.

5.5.1 Experimental setup

Here, we present the collection of smart contracts and the rules defined to sort
them into groups according to their belonging to the same lineage.

Step 1: Data Collection

The infrastructure relies on Etherscan to collect smart contracts. We target
the contracts that are called via proxy contracts.

Targeted contracts: In our collection, we focus only on contracts updated
by using the proxy technique. This is because, unlike other upgrade methods,
proxies inherently track interactions with the contracts they govern. Hence,
this design choice is to reduce the likelihood of false positives when classifying
contracts within lineages. Unfortunately, for contracts updated without being
associated with a proxy, we have not found a common denominator to retrieve
a link between the various versions of the same contract. Prior works retrieved
versions of contracts regardless of the technique used to update them. Still,
their approaches require manual investigations that can be error-prone (e.g.,
in [99]) or rely on design choices leading to small datasets (e.g., in [100]). In
our study, we aim to propose an approach that yields a large, evolving, and
reliable set of contract versions. Consequently, automation is key. Hence, we
only target contracts called in proxy contracts.

Data sources: Etherscan and BigQuery While Etherscan offers access to
details of smart contracts, including source code and transaction information,
it only provides direct access to a limited set of the most recently verified
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contracts (500 latest verified contracts 2.). Verified contracts are contracts for
which Etherscan has checked that their provided source code matches with
their bytecode deployed on the blockchain at the given address. Since our
goal is to find lots of proxy contracts, we do not rely solely on Etherscan. To
overcome this limitation, we combine Etherscan with the publicly available
Ethereum smart contract dataset on Google BigQuery 2, which offers a broader
range of contract addresses.

Collecting proxies and their callee contracts: The proxy paradigm allows
us to see the executing contract that receives the calls throughout the lifetime
of the contract. Our approach leverages the fact that, the proxy calls the
‘upgradeProxy‘ method of the interfacing contract, with the address of the new
contract. We use Google BigQuery to identify all the contracts that called that
function. The function has a specific keccak-256 value that could be computed
to represent the signature of the function. Once the methods are identified, we
automatically collect the addresses. These addresses are then used to query
Etherscan and collect the details (in particular, the source code) of the callee
smart contracts.

Upon getting that list of contracts, we proceed to classify them into their
respective lineages based on a defined set of criteria, which will be explained in
the next step.

Step 2: Design choice for lineages formation and Contract versioning

After collecting smart contracts that were called by proxy contracts, we classified
them into lineages. In the following, we describe the classification process.

Notation Key: In terms of notations, we have:

« (' is the set of contracts accessible in the data source (i.e., available in
Etherscan);

e Y is a contract lineage, defined as ¥ = 51.9;.....5,,, where the contract
S; € C'is the ith versions of the contract code called by a unique contract
proxy P;

P isindeed unique, and prozy(X) = P; i.e., each lineage lies with a unique
proxy contract.

e Pisaproxy means P is a contract which executes a delegatecall instruction
so, instructionsE(P) = I 15.....I,, where instructions [; are the executed
instructions in P’s source code. Hence,3I, € instructionsE(P) such as
I, contains a delegatecall instructions.

o We also have address(S) which gives the address of a smart contract S

« We note by len(X) the number of contract versions in the lineage 3.

Classification Rules:
A contract S is classified within a lineage ¥ based on the following set of rules:

* Rule 1: Lineage Members are Callees of the Lineage’s Proxy

’https://etherscan.io/contractsVerified/

3https://cloud.google.com/blog/products/data-analytics/ethereum-bigquery-publi

c-dataset-smart-contract-analytics?hl=en
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(X =(515...5,) and proxy(X) = P) = VS, € 3,31, € instructionsE(P)

such as I, contains a delegatecall instructions and the callee address in an
execution of I, is address(S;). So, each lineage relies on one proxy and
in a lineage, we cannot find a contract that was not called by the proxy.
Rule 2: A lineage has at least 2 versions of contract

len(X) > 2

Rule 3: The versions are in chronological order and there is no
overlap in the activity period of the lineage versions
We have:

firstDelegateCall(P, S)

(respectively
last DelegateCall(P, S)

) gives the date of the first (respectively last) execution of a delegate-
call instruction in the proxy contract P where the callee address in the
delegatecall is address(S);

(X =0515...5, and prozy(¥) = P) = VS, € &

lastDelegateCall(P, S;) < firstDelegateCall(P, S;+1) with i <len(X)

The updated version should replace the previous version then, it starts its
activity after the previous stop its activity.

Our goal in doing this work was to end up with a dataset that is of high
confidence and can be trusted for many various tasks. The linear model
that we decided to follow and the rules that we set make sure that we can
confidently affirm that the said contracts are related. A tree-like structure
would imply a lot of dependencies that could be hard to verify that they
are related.

Predecessor/successor pairs of contracts:

These rules are applied to classify contracts in their lineage. Then, in
each lineage, we classify contracts in couples of predecessor/successor.
A predecessor (respectively a successor) of a contract is the contract
corresponding to the most (respectively the least) recent version which
precedes (respectively succeeds) the contract.

¥ =515y...5, = VS, € ¥, predecessor(S;) = S;_1 with i >1
and
successor(S;) = Siy1 with @ < len(X)
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« Predecessor/successor pairs of file.sol:
Each contract version in a lineage is identified by one address; some
contracts have more than one file with a ".sol" extension.
The ".sol" extension refers to Solidity code files. Indeed, a contract

S:flefn

where f; is a file with extension ".sol".

We also classify files from pairs of predecessor and successor contracts to
facilitate analyses based on code changes. Each file is identified by its filename,
which may change from one version to another. However, when examining
predecessor-successor contract pairs, we observed that filename changes within
the same subdirectories tend to involve only a small number of characters. For
example, we found files named "LandRegistryV2.sol" and "LandRegistryV3.sol"
accessible via the same subdirectories in two consecutive versions of smart
contracts. We account for the possibility that these minor changes can appear in
the filename, considering a similarity threshold with a two-character difference.
We implement this proposal to build our infrastructure and collect smart
contracts lineages.

5.5.2 Resulting dataset: lineageSet

Following the implementation and execution of the two-step process outlined
above, we obtain lineageSet. This dataset provides details on smart contract lineages
built based on proxy contracts and their called contracts. lineageSet aims to contribute
to the field of smart contract software engineering research. Not only will lineageSet
provide much-needed data to the community, but also it ensures that competing
approaches are benchmarked transparently on the same diverse and large-scale data.
lineageSet will keep growing because the collection is conducted regularly using
Etherscan and BigQuery to collect real-world contracts deployed on the Ethereum
platform. The implementation and results are open access*. We encourage users
of our dataset to share their analysis results with the community by adding their
links to the dedicated page in the repository. This page aims to foster collaboration
between researchers on smart contract software engineering, promote open data and
up-to-date datasets, and enable comprehensive analyses.

Figures: After our first execution, we have figures reported in 5.1

Our dataset lineageSet had 1055 smart contract addresses which were called in
347 distinct proxy addresses. Then, we identified 347 lineages having 706 predeces-
sors/successors pair. Only 48.48% of smart contracts are open source. The total
number of Solidity files in these contracts is 6049.

In figure 5.2, we classify lineages according to their size in terms of their number of
contract versions. The lineage with the most number of contract versions encompasses
14 versions of that contract. one hundred seventy (170) smart contract lineages have
only two (2) versions collected. It takes an average of 23 days to deploy a new version
of a smart contract. We have restructured the lineages and the predecessor /successor
relationships using open-source contracts. Additionally, we have paired the files
and functions within these lineages. Approximately 88.73% of the Solidity files had
at least one other version in the lineages. Additionally, we calculated the average

‘https://anonymous.4open.science/r/sclineages-A9A2
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Table 5.1: Summary of Dataset Figures

Metric Value
Lineages identified 347
Pairs of predecessor/successor contracts 706
All smart contracts 1055
Percentage of open source smart contracts | 48.48%
Solidity files in open source smart contracts 6049
Percentage of updated files 17.79%
Pairs of of predecessor/successor files 3450
Average days to deploy new version 23
Files in predecessor/successor files pairs 88.68%
Average similarity rate between files paired 98%
Files pairs with similarity rate > 90% 97%
Number of functions classified in pair 43964

3 4 5 6 7 8 9
Lineage Size

'
11

Figure 5.2: Sizes of lineages in lineageSet
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similarity rate between these files, classified as predecessor-successor in 3450 pairs,
and found an average rate of approximately 98%, whether comparing lines of code
or entire files. In this file, we have 43964 pairs of contracts in which the data for
the pie chart in Fig. 5.3 was derived from a comprehensive analysis of Solidity files,
where each file was compared to its immediate predecessor to calculate the similarity
rate. Specifically, Fig. 5.3 illustrates the distribution of similarity rates among pairs
of Solidity files. Consequently, the pie chart categorizes the pairs into two distinct
groups based on their similarity rates: those with a similarity rate of less than 90%
and those with a similarity rate of 90% or higher.
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o
(s3]
I

Files Pairs

o
i
1
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O.D T U T -__I T
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File Similarity

Figure 5.3: Distribution of Similarity Rates in Predecessor/Successor Pairs of Solidity
Files

The analysis reveals that a significant majority, 97%, of the pairs exhibit a
similarity rate of 90% or higher. On the other hand, only 3% of the pairs have a
similarity rate of less than 90%, suggesting a relatively small proportion of files with
lower similarity. This rate quantifies the degree of similarity between two consecutive
file versions, providing insight into the extent of changes made between versions.
Additionally, we could further analyze the evolution of smart contract functionalities
over time.

5.6 Demonstration: Building a dataset on Smart
contract vulnerabilities and code changes

Goal: With this case study, we aim to conduct an empirical analysis of vul-
nerability management in smart contracts, leveraging smart contract lineages of

70



5.6. Demonstration: Building a dataset on Smart contract
vulnerabilities and code changes

lineageSet. To that end, we reuly on vulnerability detection tools that we apply on
smart contract versions and track the appearance and disappearance of vulnerability
warnings.

Prior work has created a dataset by tracking GitHub smart contract projects that
have vulnerability fix commits [110]. In contrast, we aim to construct a vulnerability
lifecycle dataset based on deployed smart contracts available on Etherscan. Indeed,
Etherscan ensures the authenticity of smart contracts by allowing users to verify
the actual deployed code, while GitHub only provides access to the code without
guaranteeing that it was deployed on the blockchain. Moreover, Etherscan offers
more comprehensive access to smart contracts directly deployed on the Ethereum
blockchain, ensuring complete data on contract interactions, including all transactions
and event logs, which may not be fully captured on GitHub. Additionally, in terms
of size, the GitHub-based approach is limited (46 projects). This motivates our
study to focus on deployed contracts. We aim to adapt specific questions from the
previous study regarding vulnerability distribution and first and last occurrences to
the context of deployed smart contracts.

e ()1.1 How many vulnerabilities are reported by the vulnerability analysis tools,

and in how many Solidity files do they occur?

e Q1.2 How many vulnerabilities have disappeared, and how many new vulnera-

bilities have been introduced?

e (1.3 How many vulnerabilities have been patched?

Method: Life cycle analysis requires smart contract versions, which are not readily
available on Etherscan. We therefore rely on lineageSet. We employ analysis tools
such as Slither [111], Mythril [112], and Conkas [113] to detect vulnerabilities in
these versions. Slither and Mythril were chosen for their effective balance between
performance and execution cost [114], and Conkas was integrated subsequently.

We analyzed this dataset to answer the questions.

Results:

Vulnerabilities Distribution. The dataset includes 79,677 data points detailing
vulnerabilities across 384,676 vulnerable lines of code contained in 4,449 different files
from 470 unique smart contracts (91.41%) distributed across 165 distinct lineages in
lineageSet. This high rate of vulnerable smart contracts is obtained by combining the
tools through a union operation and significantly decreases when the tool results are
combined through the intersection. This finding is similar to the results of previous
works that analyzed smart contracts with nine vulnerability detection tools [114],
highlighting performance issues of vulnerability detection tools.

Figure 5.4 illustrates the distribution of distinct vulnerabilities, vulnerable files,
and total detected vulnerabilities across various security analysis tools. A logarithmic
scale is used to account for the significant variation in results. Each element in
the diagram is represented by a specific color: blue for distinct vulnerabilities, gray
for vulnerable files, and red for total vulnerabilities. The figure provides a visual
breakdown of how vulnerabilities and vulnerable files are identified across the different
tools.

The diagram shows the differences in the types and distribution of vulnerabilities
detected, offering valuable insights into the effectiveness and coverage of each tool.

Vulnerabilities life cycle. 49.19% of the vulnerabilities represent newly introduced
vulnerabilities, while 21.53% of them have disappeared in a successor version. 16.73%
of updated files in open source contracts of lineageSet, we have at least a vulnerability
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Figure 5.4: Q1.1: Vulnerabilities and Vulnerable Files by Tool

disappearing without a newly introduced vulnerability. These files were distributed
across 164 contract versions in 99 contract lineages. Vulnerabilities persistence We
note an average of 283 days for vulnerabilities to disappear without a new introduction

in lineage, while our previous finding underscores the need for Automated Program
Repair (APR) tools.

5.7 Evaluation: Revisiting the Reliability of Similarity-
Based Construction of Smart Contract Lin-
eages

Goal: Our objective is to evaluate the effectiveness of similarity-based lineage
construction methods used in prior research. To that end, we leverage lineageSet,
built conservatively, as a ground truth dataset. We consider the locality-sensitive
hashing (LSH) to be a measure of similarity. It is used in the Etherscan search
engine.

Methodology: LSH is integrated within Etherscan, underlying its search engine,
which allows for greater automation and flexibility in processing future Ethereum
features. We compute smart contract similarity using Etherscan-based LSHimple-
mentation. The similarity scores are expressed in three categories: Low, Medium,
and High. Because our lineages in lineageSet are Ethereum smart contracts, they
can serve as ground truth to discover false positives and false negatives based on the
applied similarity thresholds of Etherscan. The experiment answers the following
research question:

RQ2: To what extent does the LSH-based approach accurately identify lineage
relationships between Ethereum smart contracts?
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Construction of Smart Contract Lineages

The LSH-based approach of the Etherscan search engine evaluates smart contract
similarity by comparing their fingerprints. In practice, it is possible to make a request
on Etherscan to obtain smart contracts that are similar to a given contract, with
their degree of similarity categorized as low, medium, or high.

Given a smart contract S, the engine will output smart contracts that are similar.
We consider them as candidates for being in the same lineage as S. To summarize:

(1) We collect contracts that are similar to S

(2) We define a similarity threshold 7'

(3) We form a lineage with S and the collected contracts that have a similarity
level to S of at least T'

Results: Since the Etherscan LSH-based similarity computation relies on fin-
gerprints, we differentiate two types of smart contracts which may have different
level of reliable fingerprints: open-source smart contracts tend to have more artifacts
compared to non-open-source contracts, thus their fingerprints may be more accurate.

The LSH-based approach defines various scenarios to form lineages. The dif-
ferences between scenarios lie in the defined minimum similarity threshold 7' that
contracts in the same lineage must meet and whether the model targets all contracts
or just open-source contracts.

The evaluation methodology consists of three steps:

1. Ground Truth Lineages Data: lineageSet is used as the benchmark for
evaluating the performance of the LSH-based method.

2. Lineage Construction with the LSH Model: The model is used to predict
other contracts that belong to the same lineage as those in the Ground Truth
Lineages Data (lineageSet) based on the aforementioned scenarios.

3. Evaluation: We compared the lineages formed by the model with the ground-
truth lineages in lineageSet. The evaluation measured overall precision and
recall for each scenario.

Table 5.2: Evaluation of LSH-based Approach for Smart Contract Lineage Identifica-
tion

| Contract Type | Similarity threshold | Precision (%) | Recall (%) | Observations
Low 48.33 15.80 Higher precision
Open-source Medium 62.27 11.63
High 70.08 6.09
Low 44.58 8.08
All contracts Medium 56.12 6.05 Lower precision and recall
High 63.40 3.12

Table 5.2 indicates a trade-off between precision and recall across different
similarity thresholds, with open-source contracts showing better overall performance
compared to all contracts combined. Indeed, open-source contracts exhibited higher
precision across all similarity thresholds, starting at 48.33% at the low threshold and
reaching 70.08% at the high threshold, although recall decreased significantly from
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15.80% to 6.09%. In contrast, all contracts, including non-open-source ones, showed
lower precision and recall. Their precision began at 44.58% at the low threshold and
peaked at 63.40% at the high threshold, while recall declined from 8.08% to 3.12%.
These findings indicate that focusing on open-source contracts improves precision, but
recall presents a challenge as similarity thresholds increase. This trade-off underscores
the importance of balancing precision and recall based on specific use cases and the
availability of open-source data. This observation emphasizes the critical need to
balance precision and recall when utilizing similarity computed by the LSH method

for lineage formation.

Low Recall Across All Scenarios: Similarity-based approach to building
lineages for smart contracts leads to low recall. When considering all contracts
in Ethereum, the conservative proxy-based approach used to build lineageSet
has a significantly higher precision and recall. Even when the required similarity
is low, recall remains poor with LSH, including when considering open-source

contracts.

The results of this approach align with previous research on code smart contract
code reuse [101] which postulate that they have many code reuses. The findings of

this case study also reinforce our relevance to construct lineages based on proxies.

5.8 Discussion, Limitation and Related work

5.8.1 Lineage construction
Our approach shares commonalities with those of Chen et al. [99] and Huang et
al. [100].
Table 5.3: Comparison of our study with previous works
. Chen et Huang et
SCLineage al. [99] al. [100]
Targeted with
method of Proxy-based
self-destructed All
Contract upgrades .
upgrades version
Target deployed
contracts Yes Yes Yes
Automation Fully No Fully
fil
Granularity Contracts,. 1 Contract level Contract level
and functions
Slrénlarlty- No Yes Yes
ased
Corpus All contract Some An
availability addresses (self-destructed) Y
Continuously
updated Yes No No
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5.9. Threats to validity

A key advantage of our approach lies in its automation. This ensures scalability
and efficiency and reduces the risk of human error. Additionally, the implementation
details and results of our work are publicly available on GitHub. Despite the technical
differences, we believe there is potential for synergy between our approach and those
of Chen et al. and Huang et al. Their techniques could be complementary to ours,
particularly for targeting updated contracts that do not utilize a proxy pattern. We
plan to investigate the combination of these methods in future work.

5.8.2 Lineage construction Implications

lineageSet extends previous empirical software engineering works on up-to-date
repositories for smart contracts, such as Etherscan and Smart Corpus[102]. In java
program, the Megadiff[115] study which is on code diff for Java programs enabled
studies on automatic program repair (e.j [116]). lineageSet is similar to Megadiff and
can therefore enable research in field of smart contract similar to those leveraging
megadiff. In sum, lineageSet emerges as a large-scale, open-source, and reproducible
dataset specifically designed for smart contract lineage analysis. The automation
and public availability of our approach further enhance its usability and value for
the research community.

However, it is important to acknowledge the limitations of our approach, which
will be discussed in the following subsection.

5.9 Threats to validity

Our approach has inherent limitations, which we discuss and justify in the table
below, explaining our design choices.

Table 5.4: Threats to the validity of ContractTrace.

Source Risk Rationale for Design
Choice

Proxy contracts only Limited coverage Ensures reliable upgrade
tracking

Rule 3: Linear versioning | Overlapping versions pos- | Reduces complexity

assumption sible

Targeted contracts: Our approach deliberately focuses on contracts upgraded
through proxy mechanisms. This inevitably excludes lineages of contracts that were
updated without proxies. Indeed, according to a study conducted in 2021 targeting
178 developers [1]: 39.39% of the selected respondents admitted that they discarded
the old contract directly and deployed a new one, while 35.76% of them reported
developing upgradable contracts. Thus, to be conservative, our dataset excludes
many contract lineages. We did not employ similarity-based approaches, which could
have allowed us to address various types of contracts. This is motivated by the
homogeneity of Ethereum smart contracts, which is facilitated by code plagiarism,
among other factors [101].

Rule 8 Contract Version Ordering: As a design choice, we opted for a linear
versioning assumption within lineages. This implies that contract versions are
assumed to be deployed chronologically, without overlapping activity periods. This
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decision was made with the objective of constructing a high-confidence dataset
suitable for various applications. The linear model of this established rule allows
us to confidently assert the relationships between the identified contracts. A more
complex, tree-like structure would introduce intricate dependencies that could be
challenging to verify. The weakness of this design choice is that we may exclude
some versions in the lineages. In summary, our approach to collecting smart contract
lineages introduces the potential to overlook certain contract versions within lineages.
Additionally, we have excluded contracts that were not updated using the proxy
method. However, these design choices are justified by our prioritization of a
conservative approach that minimizes the inclusion of false positives and ensures the
integrity of the lineage classifications.

5.10 Summary

Due to the inherent immutability of blockchain technology, smart contract updates
require their deployment at new addresses rather than modifying existing ones, thus
fragmenting version histories and creating critical blind spots for analyses. Indeed,
for example, this fragmentation severely hinders security researchers’ ability to track
vulnerability lifecycles across contract versions. While platforms like Etherscan
provide detailed information about Ethereum smart contracts, they lack crucial
functionality to trace predecessor-successor relationships within smart contract
lineages, preventing systematic analysis of how vulnerabilities emerge, propagate,
and potentially remain unresolved across versions.

To address the challenge of tracing smart contract lineages, we adopt a Design
Science Research (DSR) approach and introduce ContractTrace, an automated
infrastructure that accurately identifies and links versions of smart contracts into
coherent lineages. This tool enables the construction of lineageSet, an up-to-date,
open-source dataset specifically designed to support security research on vulnerability,
defect or any other property’s evolution patterns in smart contracts.

Through a security-focused case study we demonstrate how ContractTrace
reveals previously obscured vulnerability lifecycles within smart contract lineages,
tracking whether critical security flaws persist or get resolved across versions. This
capability is essential for understanding vulnerability propagation patterns and
evaluating the effectiveness of security patches in blockchain environments. In
the evaluation phase of our DSR approach, we validated our lineage detection
methodology against an alternative approach using Locality-Sensitive Hashing (LSH)
to cluster contract versions, confirming the security relevance and accuracy of our
technique.

We addressed the challenge of identifying and classifying versions of smart
contracts, which is crucial for various research areas in smart contract engineering. By
applying a Design Science Research approach, we proposed ContractTrace, a novel
infrastructure for systematically collecting and classifying smart contract lineages.
It leverages the proxy pattern to minimize errors in lineage identification. Our
up-to-date open-source dataset, lineageSet produced by ContractTrace, facilitates
extensive research and analyses.

We demonstrated the utility of our approach in software engineering research,
by conducting a case study focused on vulnerability tracking across smart contract
versions, using lineageSet. Additionally, our methodology was evaluated through
Locality-Sensitive Hashing (LSH) to test the effectiveness of clustering contract
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versions, confirming its robustness and relevance.

Building on the findings from both the case study and evaluation, we propose

several directions for future research:

e ContractTrace and lineageSet provide valuable resources for advancing re-
search in software engineering and security, facilitating more effective studies
on smart contract vulnerabilities and their resolution. These tools can also be
leveraged for developing smart contract repair techniques.

o Our findings from this case study reinforce those of previous works [114, 110] and
emphasize the need for further exploration of Automated Program Repair (APR)
techniques for smart contracts, particularly those with enhanced precision
capabilities. When integrated with ContractTrace, these techniques could
facilitate the creation of an up-to-date dataset that tracks code changes made
to address vulnerabilities, similar to Big-Vul, a dataset focused on C/C++
code vulnerabilities [117].

« Investigating enhancements to the performance of LSH-based similarity metrics
could improve the construction of contract lineages, extending their applicability
to all types of contracts, irrespective of their update mechanisms. Future
models can be tested using lineageSet as a ground-truth resource for lineage
construction.
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Boosting Blockchain Transparency with LLMs :
Automated Evaluation of Generated Comments for
Smart Contracts

Smart contracts require high-quality documentation due to their financial and security-

critical nature, yet generating accurate and relevant comments remains challenging.
Ezxisting evaluation approaches for automatically generated comments lack both scal-
ability and sensitivity to blockchain-specific concerns such as access control, state
transitions, and payment logic. We present a domain-informed evaluation framework
that leverages large language models (LLMs) as scalable proxies for expert assessment
of smart contract comments. Our approach employs contract-aware prompting strate-
gies to evaluate comments across key semantic dimensions including functionality,
state changes, access control, and financial operations. We further introduce a ranking
and refinement methodology that enables selection and improvement of comments
from multiple generation techniques, allowing adaptation to diverse stakeholder re-
quirements. Fxperimental results demonstrate that our domain-aware evaluation
approach significantly improves the relevance and clarity of generated comments
compared to generic evaluation methods. Our findings show that LLMs can effectively
serve as evaluators of smart contract comment quality of more targeted, domain-
appropriate documentation. This work advances automated documentation practices
for blockchain development, providing developers with more reliable tools for creating
maintainable smart contract codebases.

This chapter is based on the work published in the following research paper:

« MBODJI, F. N., Mame Mariem Ciss SOUGOUFARA, OUEDRAOGO, W. A.
M. C., DIALLO, A., LIU, K., KLEIN, J., BISSYANDE, T. (2025). evalS-
marT: An LLM-Based Framework for Evaluating Smart Contract Generated
Comments. In The 40th IEEE/ACM International Conference on Automated
Software Engineering, ASE 2025. Seoul, South Korea: IEEE/ACM.
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6.1. Overview

6.1 Overview

Smart contracts represent a foundational technology in decentralized systems,
enabling the autonomous execution of agreements. Due to their immutable and
financial nature, they are particularly sensitive to design flaws and documentation
errors. Clear, accurate, and complete documentation is therefore essential not only
for code maintainability, but also for security audits, regulatory compliance, and
effective collaboration across teams.

Despite this need, smart contracts are often poorly documented [118]. Even when
comments are present, they frequently lack relevance or alignment with the underlying
code. This has motivated the development of automatic comment generation models
tailored to smart contracts [119, 29]. However, evaluating the quality of these
generated comments remains a significant challenge.

Traditional evaluation methods rely on surface-level metrics such as BLEU,
METEOR, and ROUGE, which fail to capture the semantic and domain-specific
aspects of smart contract behavior. Human evaluation, while more nuanced, is time-
consuming, subjective, and difficult to scale. In contrast, the emerging paradigm of
using large language models (LLMs) as evaluators referred to as LLM-as-a-Judge
offers a promising alternative. Prior work has demonstrated the effectiveness of
LLMs in evaluating requirements [120] and code summaries [121], particularly when
guided by carefully designed prompts.

We introduce evalSmarT, a modular and extensible framework for evaluating
smart contract comment generation using LLMs. Unlike general-purpose summa-
rization tasks, smart contract documentation requires domain-specific knowledge
of Solidity and the Ethereum ecosystem. evalSmarT addresses this challenge by
combining multiple LLMs with ten prompting strategies that incorporate domain
awareness, language-specific features, and evaluation framing. Our framework en-
ables scalable, reproducible, and semantically rich evaluation of generated comments,
bridging the gap between traditional metrics and expert judgment

6.2 Motivation and Problem Statement

Smart contracts are critical components of decentralized systems. Their im-
mutable and financial nature makes them particularly sensitive to design flaws and
documentation errors. While automatic comment generation models have emerged to
support smart contract comprehension, their evaluation remains limited. Traditional
metrics such as BLEU, METEOR, and ROUGE fail to capture domain-specific
concerns like security, gas optimization, or Solidity-specific constructs. Human
evaluation, though more nuanced, is costly and unscalable.

Below, we present evaluation methods used in existing studies.

Most studies rely on traditional automatic metrics such as BLEU, METEOR,
and ROUGE, with 0% employing LLM-based evaluation and 55% incor-
porating human judgment. This reveals a significant gap in methodological
diversity, particularly the absence of modern LLM-based evaluation approaches.
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Table 6.1: Existing code comment methods and their evaluation metrics

Method names Evaluation metrics

SMTranslator [122] Human judgment

STAN [123] Human judgment

MMTrans [124] BLEU, METEOR, ROUGE
SMARTDOC [125] BLEU, ROUGE, Human judgment
CCGIR [119] BLEU, METEOR, ROUGE
SolcTrans [126] BLEU, Human judgment
SCCLLM [29] BLEU, ROUGE

SCLA [127] BLEU, METEOR, ROUGE
FMCF [128] BLEU, METEOR, ROUGE
SmartBT [129] BLEU, ROUGE, Human judgment
CCGRA [130] BLEU, METEOR, ROUGE-L, Human judgment

Inference of the Diversity Lack

Although some recent works explore LLMs for the generation of smart contract
comments [129, 29|, to the best of our knowledge, none use LLMs as evalua-
tors. This contrasts with broader blockchain research, where LLMs are increasingly
adopted [131], and highlights the need to investigate their potential in comment
evaluation.

Problem and Objective

Research Problem

Problem Statement: Despite advances in smart contract comment genera-
tion, evaluation practices remain limited to surface-level metrics or manual
human judgment. This lack of semantic depth and scalability highlights a
critical gap: the potential of large language models (LLMs) as evaluators
remains unexplored.

Objective: To design a tool that uses large language models (LLMs) as
automated evaluators for smart contract comment generation, aiming to en-
hance evaluation depth and scalability, while addressing smart contract-specific
concerns.

6.3 System Overview: evalSmarT

We present evalSmarT, a modular framework for evaluating automatically gen-
erated comments for smart contracts. It leverages the LLM-as-a-Judge paradigm
to assess comment quality. The system is designed to be model-agnostic and can
integrate any large language model accessible via local deployment (e.g., through
Ollama) or remote APIs (e.g., via OpenRouter). It supports flexible prompt engineer-
ing and evaluation workflows, enabling researchers and practitioners to experiment
with diverse model-prompt configurations tailored to smart contract documentation.

evalSmarT is implemented using both local (Ollama) and remote (OpenRouter)
LLM access, and supports evaluation of comments generated by tools such as
SCCLLM, MMTrans, and CCGIR.
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6.4. Demonstration and Use Cases

6.3.1 Evaluation Metrics

The evaluators assess comment quality across four dimensions: accuracy, complete-
ness, clarity, and helpfulness. The helpfulness metric incorporates audience-specific
utility assessment, acknowledging the heterogeneous stakeholder landscape in smart
contract ecosystems.

1. Accuracy (0-100)

2. Completeness (0-100)

3. Clarity (0-100)

4. Helpfulness: Identify which audiences would find the comment useful from:
- developer maintaining contract

- developer_reusing code

- developer integrating contract

- non_ technical user

- business analyst

6.3.2 Prompting Strategies and Evaluation Protocol

We define an LLM evaluator as a tuple (M, P), where M is the model and P is
the prompt template. Prompts are designed to incorporate:

o Domain knowledge (e.g., blockchain-specific logic, permission enforcement)

« Language features (e.g., Solidity constructs, modifiers, events)

« Evaluation framing (e.g., QA-based reasoning)

Table 6.2: Prompting Strategy Design Matrix

Prompt Domain | Language | QA
P1: Baseline No No No
P2: Domain-aware Yes No No
P3: Language-aware No Yes No
P4: Baseline + QA No No Yes
P5: Domain + QA Yes No Yes
P6: Language + QA No Yes Yes
P7: Unguided Domain Min No No
P8: Unguided Language No Min No
P9: Domain + Language + QA Yes Yes Yes
P10: Domain + Language Yes Yes No

Legend: Yes = Full integration; Min = Minimal guidance; No = Not applied

Type: a modular and extensible framework for evaluating automatically gener-
ated comments for smart contracts.

Components: Multiple LLM evaluators with diverse prompt strategies;
Coverage: Around 400 evaluators: 40 LLMs with 10 prompting strategies
Metrics accuracy, completeness, clarity, and helpfulness.

6.4 Demonstration and Use Cases

We demonstrate evalSmarT through the evaluation of a smart contract comment
generation tool. The system loads a set of (code,comment) pairs produced by the
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tool, applies multiple LLM-based evaluators, and generates structured assessments
across four dimensions: accuracy, completeness, clarity, and helpfulness. This process
illustrates how evalSmarT can be used to benchmark the performance of comment
generation models in a reproducible and scalable manner.

Beyond this core demonstration, evalSmarT enables several practical and research-
oriented use cases:

6.4.1 Benchmarking for Research

Researchers can use evalSmarT to compare outputs from multiple comment
generation tools. The framework supports up to 400 evaluator configurations (based
on approximately 40 LLMs and 10 prompt strategies), allowing for fine-grained
analysis of model performance under varied evaluation conditions.

6.4.2 Best Output Selection

In practical settings, evalSmarT ranks multiple generated comments and selects
the most appropriate one. This supports developers in choosing the most informative
and accurate documentation, especially when integrating or maintaining smart
contracts.

6.4.3 Prompt and Evaluator Extension

The system is designed to be extensible. Users can add new prompts or inte-
grate additional models, enabling continuous refinement of evaluation strategies and
adaptation to emerging documentation needs in blockchain development.

Demonstration Summary

The demonstration showcases how evalSmarT evaluates the output of a smart
contract comment generation tool. A set of code-comment pairs is loaded,
and multiple LLM-based evaluators are applied to assess the quality of the
generated comments. The system outputs structured scores and justifications
across four evaluation dimensions. This demonstration highlights the tool’s
ability to benchmark models, select the most informative comment, and support
reproducible, scalable evaluation workflows.

6.5 Illustrative Evaluation and Insights

To support the demonstration of evalSmarT, we conducted a focused experiment
showcasing its evaluation capabilities on real-world smart contract summaries. Rather
than presenting an exhaustive benchmark, we aim here to illustrate how the tool
operates in practice and to highlight the rationale behind its internal evaluator
configuration.

6.5.1 Selecting the Default Evaluator

We experimented with 40 evaluator configurations (10 prompts x 4 LLMs).
Among these, the combination of GPT-4 and prompt P6 (language-aware + QA
framing) achieved the best alignment with human expert annotations across accuracy,
completeness, clarity, and helpfulness dimensions. This configuration serves as the
default evaluator in our demonstration.
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6.5.2 Example: Comparing SCCLLM and CCGIR

To illustrate the tool in use, we applied evalSmarT to evaluate comments gener-
ated by two state-of-the-art smart contract summarization systems: SCCLLM [29]
and CCGIR [119]. We collected real-world smart contract functions from Etherscan,
processed them through both tools, and used our selected evaluator (GPT-4 with
prompt P6: language-aware + QA) to assess the quality of the generated comments.

The example showcases how evalSmarT facilitates structured comparison between
models across the four evaluation dimensions, while also providing audience-specific
helpfulness annotations.

LLM Component: GPT-4

Prompt: P6-Language-aware-QA-framing

Smart Contract Source: Real-world contracts collected from Etherscan
Generated Comments: Outputs from SCCLLM and CCGIR

Expected Output: Structured evaluation across accuracy, completeness, clar-
ity, and helpfulness, including identification of relevant audiences

6.5.3 Findings

The evaluation revealed clear differences in the performance of the two systems.
SCCLLM produced more accurate and complete comments, with better alignment
to contract semantics and audience needs. In contrast, CCGIR showed notable
weaknesses, particularly when evaluated on smart contracts that differed significantly
from its training distribution.

Table 6.3: Evaluation scores for SCCLLM using the GPT-4 + P6 (Language-aware
+ QA) evaluator.

Acc. Comp. Clar. Overall Mnt. Reuse Integr. NonTech  Analyst

88.53 73.90 96.22 86.22 0.97 0.99 0.76 0.02 0.06

The results in Table 6.3 highlight the strong performance of SCCLLM when
evaluated using the GPT-4 + P6 (Language-aware + QA) configuration. The
generated comments exhibit high scores in clarity (96.22) and accuracy (88.53), with
a slightly lower but still solid score in completeness (73.90). These scores contribute
to a robust overall evaluation average of 86.22.

From an audience-specific perspective, the comments are especially helpful for
developers maintaining (0.97) or reusing (0.99) the contract, and to a lesser extent
for those integrating (0.76) it. However, the helpfulness drops significantly for
non-technical users (0.02) and business analysts (0.06). This indicates that while
SCCLLM produces highly accurate and readable comments, its utility remains
concentrated among technically proficient users. Broader accessibility would likely
require additional language simplification or audience-specific tailoring.

The evaluation scores for CCGIR (Table 6.4) reveal significantly lower performance
compared to SCCLLM. Accuracy (10.00) and completeness (6.00) are particularly
low, indicating that the generated comments often fail to correctly and fully describe
the smart contract functions. While clarity (57.00) is somewhat better, it remains
moderate, suggesting the comments are not sufficiently clear or informative.
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Table 6.4: Evaluation scores for CCGIR using the GPT-4 + P6 (Language-aware +
QA) evaluator.

Acc. Comp. Clar. Overall Mnt. Reuse Integr. NonTech Analyst
10.00 6.00 57.00 24.33 0.40 0.40 0.40 0.00 0.00

Regarding audience-specific helpfulness, CCGIR’s comments show limited utility
for developers maintaining, reusing, or integrating the contracts, with only 40

These findings highlight CCGIR’s limitations in generating high-quality and
audience-tailored comments for smart contracts, especially when compared to the
stronger performance of SCCLLM under the same evaluation conditions.

SCCLLM [29]:

Generated comments were generally accurate, complete, and clear. Helpfulness
tags showed relevance for technical audiences, especially developers reusing or
maintaining contracts.

CCGIR [119]:

Comments lacked precision and completeness, often missing key logic. Per-
formance degraded significantly when the input contracts diverged from the
types seen during training.

Conclusion:

evalSmarT revealed that SCCLLM generalizes better to unseen contracts,
while CCGIR struggles with out-of-distribution functions. This highlights
the importance of evaluation tools that account for generalization, semantic
accuracy, and audience relevance.

Tool Summary Snapshot

Users: Researchers and practitioners working on smart contract comprehen-
sion and comment generation.

Challenge: Lack of semantic, scalable, and domain-aware evaluation of smart
contract comments.

Method: LLM-based evaluators using customizable prompt-model configura-
tions for structured evaluation.

Validation: Successfully benchmarked SCCLLM and CCGIR; findings align
with human judgment and reveal evaluator sensitivity to prompt design.

6.6 Summary

Smart contract comment generation has gained traction as a means to improve
code comprehension and maintainability in blockchain systems. However, evaluating
the quality of generated comments remains a challenge. Traditional metrics such as
BLEU and ROUGE fail to capture domain-specific nuances, while human evaluation
is costly and unscalable. In this chapter, we present evalSmarT, a modular and
extensible framework that leverages large language models (LLMs) as evaluators. The
system supports over 400 evaluator configurations by combining approximately 40
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LLMs with 10 prompting strategies. We demonstrate its application in benchmarking
comment generation tools and selecting the most informative outputs. Our results
show that prompt design significantly impacts alignment with human judgment, and
that LLM-based evaluation offers a scalable and semantically rich alternative to
existing methods.

We presented evalSmarT, a modular framework leveraging the LLM-as-a-Judge
paradigm for evaluating smart contract generated comment. The tool enables
structured, scalable assessment across multiple quality dimensions by integrating a
wide range of LLMs and prompt strategies. Through a use case with SCCLLM and
CCGIR, we demonstrated evalSmarT capabilities for benchmarking, best-output
selection, and flexible evaluator configuration. The tool is open-source and readily
usable by both researchers and practitioners. Future work will include a more
comprehensive evaluation campaign and integration of fine-tuned domain-specific
evaluators.

Resources

Video Demo: https://youtu.be/HXS_Yiszoz4

Code and Data: https://anonymous.4open.science/r/SC_code_summariz
ation-4653
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Boosting Blockchain Transparency with LLMs :
Judging the judges

The evaluation of automatically generated code documentation remains a fundamen-
tal challenge in software engineering, particularly for domain-specific contexts such
as smart contract development. While Large Language Models (LLMs) have emerged
as promising automated evaluators, their reliability in specialized domains requires
systematic investigation. This chapter presents an empirical study eramining the
trustworthiness of LLM-based evaluation for smart contract code summarization. We
analyze 16,000 evaluation outputs from 40 distinct LLM evaluator configurations,
comparing their judgments against human expert annotations across multiple quality
dimensions. Our investigation focuses on four critical aspects of evaluator reliability:
alignment with human judgment, self-consistency, preference bias, and sensitivity to
prompt design. The findings provide actionable insights for researchers and prac-
titioners implementing LLM-based evaluation pipelines in domain-specific software
engineering tasks.

« MBODIJI, F. N., M. M. C, SOUGOUFARA, LIU, K., KLEIN, J., BISSYANDE,
T. (2025). Assessing the Reliability of Large Language Models as Evaluators
for Smart Contract Code Summarization.
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7.1 Overview

Code summarization, the task of generating natural language descriptions for
programming code segments, plays a crucial role in software documentation and
maintenance [132]. The quality of these automatically generated summaries directly
impacts developer productivity, code comprehension, and knowledge transfer within
software projects. As summarization techniques become increasingly sophisticated,
particularly with the advent of neural approaches, the challenge of reliably evaluating
summary quality has become more pronounced.

Traditional evaluation approaches rely primarily on automated metrics such
as BLEU [133], ROUGE [134], and METEOR [135], which measure surface-level
similarity between generated and reference summaries. While these metrics provide
rapid assessment capabilities, they often fail to capture semantic nuances and domain-
specific correctness. Conversely, human evaluation offers deeper insights into summary
quality but requires substantial time and expert resources, making it impractical for
large-scale assessment [136].

Recent advances in Large Language Models (LLMs) have introduced a promising
alternative: using LLMs themselves as evaluators, commonly referred to as the
LLM-as-a-judge paradigm [137]. Studies across diverse domains have demonstrated
that LLM-based evaluation can achieve strong correlation with human judgments
while maintaining scalability [138]. However, these evaluations exhibit sensitivity
to design choices, particularly prompt formulation and model selection [139, 140].
Furthermore, most existing work focuses on general-purpose tasks, leaving domain-
specific evaluation contexts underexplored.

Smart contract development presents a particularly challenging domain for au-
tomated evaluation. The immutable and financially critical nature of blockchain
systems demands exceptional precision in documentation. Our prior work, EvalS-
mart [2], introduced a framework for automatically evaluating and refining smart
contract comments using LLMs. However, fundamental questions regarding the
reliability of these LLM-based judgments remain unaddressed. Specifically, we lack
empirical evidence regarding how well LLM evaluators align with human exper-
tise, whether they consistently evaluate their own outputs, and how prompt design
influences evaluation quality in this specialized domain.

This study addresses these gaps through a systematic empirical investigation
of LLM evaluator reliability for smart contract code summarization. We examine
40 distinct LLM evaluator configurations, combining four different models with ten
carefully designed prompt templates. These evaluators assess both initially generated
comments and LLM-refined versions, producing 16,000 evaluation instances that we
compare against expert human annotations. Our analysis focuses on four dimensions
of evaluator trustworthiness: human alignment, self-consistency, self-preference bias,
and prompt design impact.

The contributions of this work are threefold. First, we provide the first large-scale
empirical assessment of LLM evaluator reliability specifically for smart contract
documentation, analyzing correlation patterns across multiple quality dimensions.
Second, we systematically investigate how prompt design factors including domain
knowledge integration, language specific features, and evaluation framing influence
evaluator performance. Third, we offer evidence-based recommendations for configur-
ing LLM-based evaluation systems in domain-specific software engineering contexts.
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7.2 Background and Related Work

7.2.1 Code Summarization and Evaluation

Code summarization generates high-level natural language descriptions for pro-
gramming code segments, providing developers with clear explanations of functional-
ity, logic, and purpose [141]. The effectiveness of summarization systems depends
critically on evaluation methodology. Traditional automated metrics operate by
comparing generated summaries against reference summaries using various similar-
ity measures. BLEU calculates n-gram precision between candidate and reference
texts, while ROUGE emphasizes recall-oriented matching. METEOR extends these
approaches by incorporating synonymy and paraphrase detection [135].

Despite their widespread adoption, reference-based metrics exhibit significant
limitations. They assume that good summaries must closely match reference texts,
potentially penalizing semantically equivalent but lexically different descriptions.
Human evaluation addresses these shortcomings by engaging experienced developers
to assess accuracy, fluency, and effectiveness [136]. However, such evaluation requires
months to complete and involves non-reusable human labor [133], limiting its practical
applicability.

7.2.2 LLMs as Evaluators

The emergence of powerful Large Language Models has catalyzed research into
automated evaluation systems that can approximate human judgment. LLM-as-a-
judge approaches prompt an LLM to assess Al-generated or human-authored content,
producing scores or qualitative feedback [137]. Studies across education, healthcare,
software engineering, and text summarization have explored models including GPT-
3.5, GPT-4, LLaMA variants, Mixtral, Gemini, and PaLM-2 [142, 139, 143, 144].
These investigations assess diverse criteria including coherence, logical consistency,
fluency, relevance, comprehensiveness, and factual accuracy [145, 144, 120].

Research demonstrates that LLM evaluators can outperform traditional reference-
based metrics in correlation with human quality judgments [138]. However, evaluation
quality depends heavily on prompt design. Different approaches include zero-shot
and few-shot prompting, rubric-guided evaluation, chain-of-thought reasoning, and
structured versus unstructured assessment formats [143, 145, 139]. Output formats
range from numeric scores and categorical ratings to detailed explanations and
improvement suggestions [120, 139].

Despite promising results, LLM-as-a-judge systems face important limitations.
They remain sensitive to design choices, with performance varying substantially based
on prompt formulation and underlying model selection [140]. Most existing work
concentrates on single domains or narrow task sets, requiring re-investigation and
adaptation when applied to new contexts. Furthermore, questions persist regarding
potential biases, including self-preference bias where LLMs favor their own generated
content, and consistency issues when evaluating similar inputs.

7.2.3 Smart Contract Documentation

Smart contracts execute automatically on blockchain platforms, enforcing agree-
ments through code rather than legal frameworks. Their immutable nature and
direct control over financial assets demand exceptional documentation quality. Er-
rors or ambiguities in smart contract documentation can lead to misunderstanding
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of contract behavior, integration failures, or security vulnerabilities. Traditional
code summarization approaches, when applied to smart contracts, must account
for domain-specific constructs including permission modifiers, event emissions, state
transitions, and security patterns.

Prior work on smart contract summarization has primarily focused on generation
techniques rather than evaluation methodology. EvalSmart [2] introduced a modular
framework enabling LLM-based evaluation and refinement of smart contract com-
ments. The system incorporates domain knowledge about blockchain concepts and
Solidity language features into evaluation prompts, producing both quality scores
and improved comment versions. However, the reliability of these LLM-generated
assessments, their alignment with expert developer expectations, and the influence
of specific prompt design choices remain open research questions requiring empirical
investigation.

7.3 Research Questions

This study investigates the reliability and trustworthiness of Large Language
Models (LLMs) when used as evaluators of smart contract code comments. The
analysis is structured around the following research questions.

RQ1: Human Alignment To what extent do LLM-based evaluators align with
expert human judgments when assessing the quality of smart contract comments?

RQ2: LLM Refinement Impact - Can LLM-generated refinements improve
the quality of smart contract comments? Specifically, we examine whether refined
comments demonstrate measurable improvements in accuracy, completeness, clarity,
and audience targeting compared to their original versions.

RQ3 Self-Consistency. How consistently do LLM evaluators assess comments
that they themselves have refined? When an LLM evaluator produces an improved
comment version and later re-evaluates it, consistency in scoring would indicate
reliable self-assessment. Inconsistency might suggest evaluation instability or drift in
judgment criteria

7.4 Experimental Design
7.4.1 Dataset Construction

The experimental dataset integrates smart contract code, automated summariza-
tion tools, LLM evaluators, and human expert annotations. Five smart contracts
were selected. Two comment generation tools, SCCLLM and CCGIR, produced ten
initial comments across all contracts.

The initial comments were evaluated using EvalSmart [2], a platform developed
in a previous study for automated evaluation of code comments. Forty distinct LLM
configurations, comprising four models and ten prompt templates, were configured
within EvalSmart to conduct the evaluation. For each comment, LLM evaluators
assigned numeric scores ranging from zero to one hundred for the three quantitative
quality dimensions: accuracy, completeness, and clarity, each accompanied by a
textual justification. For the helpfulness dimension, evaluators identified the relevant
audiences for whom the comment would be useful and provided a justification,
without assigning a numeric score. Each evaluator also produced a refined version of
the comment intended to address identified deficiencies. This first evaluation phase
thus generated four hundred evaluation instances, each containing dimension-specific
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scores or audience labels, justifications, and one refined comment. Human evaluators
assessed the refined comments following the same four dimensions and the same
helpfulness instructions, indicating the relevant audiences and providing justifications.
Numeric scores from zero to five were assigned for the three quantitative dimensions
to serve as a ground truth reference for alignment analysis.

The four hundred refined comments were annotated by two human evaluators, an
experienced blockchain researcher and a professional software engineer. This human
annotation provides a ground truth for assessing LLM evaluator reliability.

Finally, all forty LLM evaluators reassessed the refined comments, resulting in
sixteen thousand evaluation instances. This second phase enables analysis of self-
consistency, self-preference bias, and the impact of comment refinement on alignment
with human judgments. Table 7.1 summarizes the dataset composition.

Table 7.1: Dataset Composition Summary

Component Count
LLM evaluator configurations 40
Human evaluators 2
Evaluated comments 400
LLM evaluation instances 16,000
Quality dimensions assessed 4

7.4.2 LLM Evaluator Configurations

An LLM evaluator is defined as the tuple (M, P), where M represents the lan-
guage model and P denotes the prompt template. As shown in Table 7.3, four
models are included, comprising two open-source models (LLaMA 3.2, Mistral) and
two proprietary models (GPT-3.5 Turbo, Gemini). Ten prompt templates vary sys-
tematically along three dimensions: domain knowledge integration, language feature
emphasis, and evaluation framing (question-answering versus direct instruction).
Table 7.2 presents the complete prompt design matrix.

The first dimension, domain knowledge integration, determines how extensively
blockchain and smart contract concepts appear in evaluation instructions. Full
integration provides detailed explanations of blockchain terminology. Minimal in-
tegration mentions domain context briefly without detailed exposition. Absence of
integration treats smart contracts as generic code requiring no specialized knowledge.

The second dimension, language feature emphasis, controls attention to Solidity-
specific constructs and syntax. Full emphasis explicitly instructs evaluators to
consider modifiers, events, inheritance patterns, visibility specifiers, and other
Solidity-specific elements when assessing comment quality. Minimal emphasis briefly
acknowledges language-specific features without detailed enumeration. Absence
leaves language features unmentioned.

The third dimension, evaluation framing, determines whether assessment employs
question-answering structure or direct instruction. Question-answering framing
presents evaluation as answering specific questions about comment quality. Direct
instruction framing simply states evaluation criteria without interrogative structure.
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Table 7.2: Prompt Design Configuration Matrix [2]

Template Domain Knowledge Language Features QA Framing

P1 None None None
P2 Full None None
P3 None Full None
P4 None None Yes
P5 Full None Yes
P6 None Full Yes
P71 Minimal None None
P8 None Minimal None
P9 Full Full Yes
P10 Full Full None
Type Model Full Name

LLaMA 3.2 3B Instruct | llama3.2:3b-

Open source instruct-fp16

Mistral mistral
GPT-3.5 Turbo gpt-3.5-turbo
Closed source Gemini 2.5 Flash gemini-2.5-flash-

preview-05-20

Table 7.3: Overview of selected language models categorized by type and full identifier.

7.4.3 Human Annotation Protocol

Human annotation followed a structured procedure designed to ensure consistency
and reproducibility. Annotators had access to the original code, the initial comments,
and LLM-generated scores and reasoning. Each refined comment was scored from
zero to five for accuracy, clarity, and completeness, while helpfulness was assessed
across five stakeholder categories. This choice is motivated by a prior study that
found that human evaluators tend to reconsider their decisions when they are aware
of the model’s evaluation and its accompanying explanation [120]. This protocol
establishes a ground truth for evaluating the models.

7.4.4 Analysis Methodology

Our analysis employs multiple correlation measures to assess alignment between
LLM evaluator scores and human annotations. To ensure comparability between
scoring schemes, LLM scores originally provided on a zero-to-one-hundred scale were
linearly rescaled to a zero-to-five scale to match the human evaluation scale.

Pearson correlation captures linear relationships between numeric scores, providing
insight into whether LLM and human evaluations follow similar trends across the
score range. Spearman correlation assesses monotonic relationships using rank-based
comparison, offering robustness to non-linear scaling differences [146]. The Intraclass
Correlation Coefficient (ICC) measures absolute agreement, accounting for systematic
differences in scale usage between evaluators [147, 148, 149].
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7.5 Results and Discussion

7.5.1 RQ1l: Human Alignment

We evaluated how well LLM evaluators align with human judgments using numeric
metrics (ICC, Pearson, Spearman) and audience-based F1 scores.

The analysis shows that the choice of LLM model is the main factor affecting
alignment. OpenAl GPT-4 and Google Gemini consistently achieve higher numeric
and audience alignment scores compared to LLaMA. For instance, numeric alignment
(Pearson) reaches up to 0.62 for GPT-4, while LLaMA remains around 0.22. Audience
F1 scores also reflect this trend, with GPT-4 and Gemini around 0.48-0.49, versus
0.24 for LLaMA 3.2. ANOVA results confirm these differences are statistically
significant across all numeric and audience metrics, highlighting that model selection
is crucial for reliable automated evaluations.

Numeric Human Alignment by Prompt Audience Human Alignment by Prompt
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Figure 7.1: Human alignment metrics per prompt template (ordered by complexity).
Left: Numeric alignment (ICC, Pearson, Spearman). Right: Audience alignment (F1
score).

Regarding prompts (7.1), numeric and audience alignment vary less between tem-
plates, suggesting that prompt choice has a more limited effect than model selection.
Nevertheless, prompts with integrated domain knowledge or QA instructions, such
as P10__Domain_Lang and P5_Domain_aware_QA, slightly outperform simpler
prompts like P1_baseline or P3_Language aware. This indicates that increasing
prompt complexity or incorporating domain-specific guidance can provide incremen-
tal improvements in alignment, though the overall effect is small compared to the
impact of the model itself.

Overall, the results emphasize that high-performing LLM models are key to
achieving strong human alignment, while careful prompt design can provide additional
but modest benefits.

7.5.2 RQ2: Impact of LLM Refinement on Comment Quality

To evaluate whether LLM-generated refinements improve comment quality, we
compared human annotations of 10 original comments with 400 refined versions
produced by 40 LLM evaluator configurations (4 models x 10 prompts).

Table 7.4 summarizes the overall impact of LLM refinement across quality di-
mensions. Refinements showed positive improvements on all dimensions, with
completeness increasing the most (mean A = 0.95), followed by accuracy (A = 0.82)
and clarity (A = 0.42).
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Table 7.4: Overall impact of LLM refinement on comment quality

Dimension Mean A % Improved N

Accuracy 0.82 18.0% 400
Completeness 0.95 19.7% 400
Clarity 0.42 153% 400

7.5.2.1 Evaluator Performance

Figure 7.2 illustrates the wide variability across evaluators. The composite
improvement score (average of accuracy, completeness, and clarity deltas) ranges
from —2.40 to +2.20 on a 5-point scale.

Top 5 and Bottom 5 LLM Evaluator Performance
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Figure 7.2: Composite improvement scores across 40 LLM evaluator configurations.
Positive scores indicate overall improvement; negative scores indicate degradation.

Top performers were mostly Google Gemini configurations using domain-aware
or language-aware prompts, with the best achieving +2.4 in accuracy, +2.5 in
completeness, and +1.7 in clarity. Bottom performers were LLaMA configurations,
with some refinements degrading all dimensions by up to -2.4.

Overall, LLM refinements demonstrate three key patterns. First, model capa-
bility drives performance, with Gemini and GPT-4 outperforming LLaMA. Second,
technical audiences are favored, while non-technical audiences are frequently removed.
Third, prompt variations matter for strong models but cannot compensate for weaker
models’ limitations. The high variability and low overall improvement rates indicate
that LLM refinement is more suitable for generating candidate suggestions rather
than fully autonomous comment improvement.

7.5.3 RQ3: Self-Consistency Analysis

We analyze cases in which the same evaluator both refined a comment and later
re-evaluated it.

Self-consistency ranges from 67% to 77% across metrics. Accuracy shows the
highest stability (76.8%), followed by completeness (72.9%), clarity (69.6%), and
overall score (67.0%). Audience consistency reaches 68.0%. Approximately one third
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of cases exhibit regression, where the refined comment receives a lower score than
the original.

The score difference between evaluation rounds (A = re-evaluation—initial evaluation)
is substantial in magnitude. Improvements average between +22 and +44 points,
while regressions range from —23 to —41 points, indicating limited scoring stability
across rounds. Model choice strongly affects consistency. GPT-4 achieves 88-90%
consistency across numeric metrics. Mistral ranges between 75-85%. LLaMA shows
the lowest stability, reaching 49% on overall score and displaying high variance across
metrics. Prompt configuration affects self-consistency. P5 and P3 achieve the highest
consistency rates (up to 86%), whereas the baseline prompt show the lowest stability,
with P6 reaching 54% on clarity. GPT-4 with P5 and P8 achieves 100% consistency
across numeric metrics. Evaluators add 0.49 audience categories and remove 0.38 on
average between rounds.

Key Finding. Self-consistency varies substantially across models and prompt
configurations, with model capability exerting the strongest effect.

7.6 Perspectives

The role of prompt configuration remains a key factor, as our results suggest
domain-aware and QA-enhanced prompts improve reliability, while unguided or
purely language-aware prompts yield weaker alignment. Investigating the impact
of different prompt strategies more systematically could guide best practices for
leveraging LLMs as evaluators.

Additionally, the refinement effect warrants attention: assessing whether improve-
ments made by LLMs to comments lead to better alignment with human judgment
can inform the potential of LLMs not only as evaluators but also as quality enhancers.
Finally, a thorough model comparison between proprietary models like GPT-4 and
open-source alternatives such as Llama 3.2 highlights performance differences in relia-
bility and alignment, pointing to trade-offs between accessibility, cost, and evaluation
quality.

7.7 Summary

In this chapter, we investigated the reliability of LLMs as evaluators of smart
contract code comments. Our results show that LLMs can achieve strong alignment
with human judgments for completeness, moderate alignment for accuracy, and
weaker alignment for clarity. Prompt configuration and model choice significantly
influence this reliability, with domain-aware and QA-enhanced prompts yielding the
best performance.

These findings highlight both the potential and limitations of using LLMs for
automated evaluation: while they can serve as partial proxies for human judgment,
careful consideration of task framing, model selection, and possible biases is essential.
Future work should explore LLM self-consistency, bias tendencies, and refinement
impact to fully harness their evaluation capabilities.
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Code agents and empirical software engineering rely on public code datasets, yet these
datasets lack verifiable quality guarantees. Static “dataset cards® inform, but they are
neither auditable nor do they offer statistical guarantees, making it difficult to attest
to dataset quality. Teams build isolated, ad-hoc cleaning pipelines. This fragments
effort and raises cost. We present SIEVE, a community-driven framework. It turns
per-property checks into Confidence Cards—machine-readable, verifiable certificates
with anytime-valid statistical bounds. We outline a research plan to bring SIEVE to
maturity, replacing narrative cards with anytime-verifiable certification. This shift is
expected to lower quality-assurance costs and increase trust in code-datasets.

This chapter is based on the work published in the following research paper:
e Mbodji, F. N., Diallo, E. H., Samhi, J., Liu, K., Klein, J., Bissyande, T.

F. (2025). SIEVE: Towards Verifiable Certification for Code-datasets. arXiv
preprint arXiv:2510.02166.
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8.1. Overview

8.1 Overview

Data underpins modern science and machine learning. It powers recommendation
systems, code-generation tools, and products used at global scale. Yet dataset
trust remains fragile: once published, we often cannot tell if a dataset is complete,
clean, or legally compliant. If a dataset contains biases or compliance failures, the
flaws propagate, compromising research validity and seeding failures in deployed
systems. Other domains (e.g., chip design, infrastructure) certify quality before use.
However, for datasets, the foundation of empirical science, we still lack transparent,
machine-verifiable certification.

Early documentation efforts set the norm for human-readable records: Datasheets
for Datasets formalized a structured questionnaire covering motivation, collection,
and limitations [150]; the Data Nutrition Label proposed modular summaries to
surface issues at a glance [151]; and Data Cards emphasized user-centric, purpose-
driven documentation to aid responsible deployment [152]. To bridge prose and
pipelines, recent work standardizes machine-readable metadata: Open Datasheets
contributes a JSON schema to export structured documentation that downstream
systems can parse [153]; Croissant-RAI define a Web-native vocabulary for lifecycle,
labeling, safety/fairness, and compliance, enabling direct load and validation of RAI
(Responsible AI) metadata [154]. While these efforts standardize RAT integration,
their effectiveness depends entirely on adoption by dataset providers.

In reality, dataset documents remain scarce. An audit of 7,433 Hugging Face
dataset cards found that only 30.9% of repositories contain non-empty cards, although
those datasets account for 95% of downloads [155]. Even among the most popular
datasets, the critical section “Considerations for Using the Data” which should
describe biases, limitations, and downstream impacts averages only about 2.1% of the
content [155]. At the same time, the EU AI Act requires providers to publish training-
data summaries and maintain technical documentation for regulatory oversight [156].
The gap between regulatory expectations and current practice illustrates how far the
ecosystem is from evidence-backed dataset certification.

Beyond under-documentation, risks are already materializing: widely adopted
datasets may carry biases or violations, yet they have been used to support scientific
conclusions. [157] shows massive indirect leakage of benchmark data into closed-
source LLMs during evaluation.

Code-datasets particularly differ from other corpora: they are executable artefacts
whose auditing is both operationally and semantically demanding. In practice, audits
require reconstructing toolchains, pinning compilers and package registries, resolving
transitive dependencies, and running builds/tests whose outcomes can drift as
ecosystems evolve. Meanwhile, repositories become inaccessible, APIs deprecate, new
CVEs surface, and stale projects silently bias analyses, making “the same dataset”
hard to reproduce across time and machines.

To better understand real needs, we conducted a survey (Cf. 8.2) from which we
identified recurring properties required by code datasets. Figure 8.1 contrasts what
popular code-ataset cards currently document with these needs.

!Properties definitions: buildability = repo builds in a smoke run; test_smoke = if tests
exist, a short run passes; link_valid = entries resolve to repo+commit; dependency_health =
vulnerable dependencies; license_resolves = license present & compatible.
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1 CodeNet CSNet HumanEval APPS The Stack v2
Property

[158] [159] [160] [161] [162]
Buildability Yes No No No No
Test smoke Partial Partial Partial No No
Link valid No No N/A No No
Dependency health No No No No Partial
License resolves No Yes No No Partial

Evidence pointers:
(Yes)
e CodeNet buildability in the "status" column;
e CSNet: licenses for the source code in the _licenses.pkl
(Partial)
e CodeNet: tests provided but Only for AIZU;
¢ CSNet: human relevance judgement are given;
¢ HumanEval: function to test generated in the "test" column;
o The Stack v2 : acknowledge that the training dataset could contain malicious code and the limitation
of license attribution

¢ HumanEval: APPS card: data are handwritten.

¢ Informations not found in the dataset cards

Figure 8.1: Documentation coverage of practitioner—critical properties as advertised
in dataset cards/docs. Yes = explicitly documented as addressed; Partial =
partially /indirectly stated; No = not stated; N/A = not applicable.

Currently documented information in widely used datasets.

Gap in Datasets and Objectives

Gap. While the ecosystem is converging on standards for where information
should reside (Croissant-RAI), and regulators are demanding more (EU Al Act),
to the best of our knowledge, there is no measurable evidence on the quality of
code datasets, and even less concerning the properties demanded by researchers
and practitioners.

Objective. SIEVE: the pioneering solution toward a transparent, machine-
verifiable, per-property certificate for code datasets, reporting quality with anytime-
valid statistical bounds. These certificates provide verifiable proof of dataset
quality.

g

8.2 Understanding Dataset Challenges

This section investigates practical challenges encountered when using code
datasets.

Interview

We conducted semi-structured [163] interviews. The details are given in the table
8.1.

Key Findings:

As summarized in table 8.3, our interviews with SE researchers and practitioners
surfaced three recurring patterns: (i) dataset issues are rarely reported and projects
are often quietly abandoned, wasting effort; (ii) compliance and policy risks (e.g.,
licensing, sensitive content) are typically discovered indirectly and late in the workflow;
and (iii) even within the same group, teams in different SE subareas do not share
signals, so common risks remain invisible. In short, quality problems are discovered
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Recruitment Participants contacted with study

overview
Format online or face-to-face
Participants 18: (15 SE researchers and 3 Al
engineers)
Focus Dataset quality challenges

Table 8.1: Interview methodology summary

Interview Question

What common quality challenges have you encountered in code datasets?

How have you identified concerns or issues in datasets you worked with?

What suggestions do you have for improving dataset documentation and reporting of issues?
Can you provide examples of specific datasets where such issues were observed?

=~ w o o~ | T3k

Table 8.2: Key questions asked during the interviews.

Table 8.3: Key interview insights on code-dataset issues

Aspect Observation

Indirect discov- Compliance risks (licensing) are
ery (compliance) rarely detected directly; they sur-
face via colleagues, talks, or re-

views.
Missed or Valuable data is often not cap-
low-quality cap- tured; indiscriminate scraping
ture and weak filters yield noisy or

low-quality corpora.

Abandonment Teams frequently invest time, then

pattern abandon datasets due to quality
issues; many cannot later recall the
dataset names.

Recall shaped by Datasets criticized by reviewers or
feedback reused by peers are more salient
than those abandoned quietly.

reactively rather than proactively. These observations motivate our approach: replace
ad-hoc, one-off cleaning with a proactive, certification layer. Accordingly, we are
designing a systematic analysis of widely used code datasets to identify concrete
manifestations of these issues and to prioritize the property definitions and pinned
oracles that SIEVE will certify.

Informed by the insights from these interviews and targeting a potential solution,
below, we present our proposal: SIEVE.

8.3 Proposed Framework: SIEVE

As datasets gain value, public and private stakeholders invest heavily in clean-
ing and maintaining ever-changing corpora. They need continuous, reproducible
assurance of quality, yet current efforts are fragmented and often duplicate the same
dataset pre-process work. SIEVE empowers the stakeholder consortium to co-sponsor
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datasets and collaboratively refine their quality and properties on an ongoing ba-
sis. It also transforms checks into transparent, machine-verifiable certificates with
quantitative guarantees, thereby reducing redundant effort and enhancing trust.

8.3.1 Global View

Sponsor Contract Validator Arbiter
Sponsor submit dataset
\ loop
run oracles on item; _, x'/)
submit :>
‘ Update(ts) — [L”, U]
Contract attest{t, S. [L}.U,], decision}
/ f \ v\ opt
submissions  attest reward challenge challenge
-—
x / « / oy
Arbiters Validators resolve
OVerVieW Of SIEVE Sponsor Contract Validator Arbiter
(a)

Figure 8.2: Overview of SIEVE: (a) Global view, (b) Workflow.

Actors and roles

As depicted in Fig.8.2a, sponsors submit datasets for audit. They also bear the
cost of processing the entire audit and provide rewards as incentives for validators.
The reward is assumed to be a recognition asset, similar to academic contributions
such as reviewing papers. In scenarios involving private entities, continuous sub-
mission of their local test datasets for validation may be directly enforced by the
sponsors. Sponsorship-related business models fall outside the scope of this work.

Because reviewing datasets containing hundreds of millions of records is both
complex and expensive, sponsors may not require a full row-by-row assessment.
Therefore, we introduce two tolerance measures per property: (i) an error bound ¢,
which specifies the accepted error on a given property, and (ii) a coverage parameter
(1 =), which limits the cost derived from auditing,.

Validators are dataset users (e.g., researchers, engineers) who derive the public
samples and run lightweight property checks (oracles) on these samples. Through
sponsors, validators may also define properties aligned with their needs.

Arbiters reproduce validator evidence, aggregate results, and attest the cur-
rent confidence score. Their role can be configured differently depending on the
deployment. In an academic context, arbiters may act as reviewers who simply
aggregate and recheck validators’ claims; in other settings, AI models could serve
this role. In all cases, arbiters are auditable, and validators may challenge their
outputs. If a conflict arises, a contradiction report is issued to highlight violations of
the attestation.
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Smart Contract

SIEVE leverages a contract ? as a trust anchor that makes a dataset audit
transparent and verifiable for stakeholders. It anchors the dataset and audit rules,
fixes public randomness for unbiased sampling, escrows and settles funds under
transparent rules, and keeps an append-only log of attestations and challenges. All
checks run as off-chain evidences; the chain stores only commitments, ensuring
independence from the sponsor and reproducible audits with an on-chain footprint.

8.3.2 Confidence Card

A Confidence Card is a machine-readable record stating, for a dataset version
and a binary property P (violation/no-violation), the current evidence: sample count
t, observed violations S;, a live interval [L;, U] for the true violation rate p, and a
decision state. It is updated as more items are checked and can be replayed by any
third party. We use anytime-valid confidence sequences (CS): at every sample count
t (number of distinct items evaluated), CS provide an interval for p that remains
valid no matter when we look or stop (continuous monitoring).

Assumptions. Uniform seeded sampling. deterministic, version-pinned oracle;
tolerance € and coverage 1 — ¢ fixed.
Guarantee. We maintain [L;, U;] such that

Pr(\ﬁzlz pe[Lt,Ut]) > 194,

valid under arbitrary peeking/stopping.
Construction (Bernoulli, KL time-uniform). Let

a

d(a|lb) = alog<b> +(1—a) log(ll__(Z) ,

denote the binary Kullback—Leibler divergence between Bernoulli parameters a and
b, and define the anytime penalty

0(6) = g 21520},

as in [164, 165, 166].
At each time ¢, we invoke a standard routine that maps (¢,p; = S;/t,0) to a

confidence interval [L;, U;] using a time-uniform Bernoulli bound (we adopt the
KL-based formulation of [164]). Specifically,

v

U, = inf{ we [pul]: td(p | ) wt(a)},

Li=sup{ € € [0.5]: td( ]| ) = vu(®)}.

V

8.3.3 Workflow

This section presents the SIEVE workflow, which is structured into the following
steps and illustrated in Fig. 8.2b:

1. The sponsor submits a dataset for audit including:

https://ethereum.org/smart-contracts/; accessed on March 30, 2026
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o DatasetID = (rootHash,URLs) : exact dataset version (e.g., commit
SHA/CID) and eventual link to the dataset.

« Property set P = {(P},¢;,0;)}]_,
+ Oracles: content digests (e.g., repo+commit) of the checker for each P;.

2. The contract rejects duplicates for the same rootHash and locks a public
randomness seed. All parties derive the same uniform schedule of indices via a
pseudorandom function.

3. Repeated until a terminal decision:

(a) Validators submit the next unclaimed seeded index; arbiters enforce
membership and de-dup.

(b) For each property P;, compute X ) €{0,1} on the sampled item.

(c) Publish {indices, bits, oracles, logs} to a off-chain store (e.g., IPFS)
and its digest/URI on-chain.

(d) Arbiters reproduce the pack, update (¢, S5Y) ), and call to obtain [LU ) U ')]
for each P; (Sec. 8.3.2).

(e) Arbiters co-sign attest(t, S, [L;, U], decision);

(f) Stopping rule.

CLEAN, if Vj : Ut(j) <gj,
State(t) = ¢ DIRTY, if 35 : LEj) > €5,

PENDING, otherwise.

4. When a terminal decision is reached, the per-property card is stored by content
address and referenced on-chain next to rootHash and seed.

SIEVE Confidence Card

dataset: {rootHash, seed}

property : (P}, €;, d;, oracle_digest)

evidence : (¢, SP pN=59) sy 1LY, Ut(j)])
decision: (State(t), T2¢; if State(t) = CLEAN)

Reading rule. CLEAN iff U < ¢;; DIRTY iff L) > ¢;; otherwise
PENDING. .

Cleanliness lower bound: 1 — Ut(j ) at coverage 1 — d;.

Example. Let P; = buildability, ¢; = 0.5%, 1 — ¢; = 95%. Suppose
the card shows t = 2,500, St(j) =7= ﬁgj) = 0.28%, and [L; Ly Ut( )] —
0.13%, 0.48%]. Since UY) = 0.48% < 0.5%, the decision is CLEAN and
T2e; = 2,500. The dataset’s certified cleanliness for this property is at least
1-— Ut(]) = 99.52% (with 95% anytime coverage).

5. Validators may challenge arbiters challenge(auditId, t, evidence_uri).
The contract records the resolution (and any penalties in incentive-enabled
deployments).
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By aligning sponsors needs for clear guarantees with an efficient community
participation, SIEVE turns ad-hoc, duplicated preprocessing into a transparent,
replayable audit. Each dataset version receives a machine-readable Confidence Card
that (i) states what was checked and with what tolerance, (ii) publishes live, anytime-
valid bounds, and (iii) is tamper-resistant (pinned oracles, reproducible sampling,
content-addressed records). Thus, we bring less duplicated cleaning (shared, reusable
evidence), lower onboarding cost for downstream users (i.e., cards become portable
to CI/catalogs), and higher trust for all stakeholders (decisions are auditable and
hard to game), without full rescans of the whole dataset.

8.4 Future Plans

Our future plans focus on operationalizing SIEVE beyond the core statistics
(Sec. 8.3.2) so that (RQ1) evidence is captured with near-zero friction inside developer
tools, (RQ2) individual cleaning effort and duplication measurably decrease, and
(RQ3) the framework demonstrably delivers value in real-world settings.

8.4.1 Editor/CI integration (RQ1):

Ship a lightweight SIEVE-Client (VS Code/JetBrains) that opportunistically
captures build/test /dependency signals, packages an EvidencePack with one-click
consent, and submits it.

8.4.2 Efficiency & cost (RQ2):

Add cache/skip rules for heavy checks, artifact/layer reuse, and a dashboard that
tracks sample efficiency (T2¢), cleanliness growth (1 — U;), and cost per certified
point.

8.4.3 Deployment (RQ3):

Run multi-dataset pilots, publish public cards/artefacts (rootHash, seed, oracle,
evidences), and wire cards to data catalogs.

Following this plan we expect, reproducible pipeline where editors/CI make
evidence “nearly free”, cards certify properties with anytime-valid bounds, and pilots
show measurable reductions in duplicated cleaning effort and increased trust thus
validating the SIEVE for community-driven, per-property dataset certification.

8.5 Summary

Code agents and empirical software engineering rely on public code datasets,
yet these datasets lack verifiable quality guarantees. Static “dataset cards® inform,
but they are neither auditable nor do they offer statistical guarantees, making it
difficult to attest to dataset quality. Teams build isolated, ad-hoc cleaning pipelines.
This fragments effort and raises cost. We present SIEVE, a community-driven
framework. It turns per-property checks into Confidence Cards, machine-readable,
verifiable certificates with anytime-valid statistical bounds. We outline a research
plan to bring SIEVE to maturity, replacing narrative cards with anytime-verifiable
certification. This shift is expected to lower quality-assurance costs and increase
trust in code-datasets.

We introduced SIEVE, a community-driven framework that turns dataset-quality
claims into anytime-valid statistical certificates. without scanning entire datasets.
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Our goal is to make SIEVE a lightweight yet dependable layer: a card schema, a
library, pinned oracles for common properties, and easy editor/CI clients. Dataset
hubs and CI systems can consume cards to enforce gates or display cleanliness
lower bounds. Practitioners stop rebuilding private filters; instead, they contribute
evidence that improves a shared, anytime-verifiable certificate.
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Part 111

Synthesis and Outlook

This part synthesizes our contributions and articulates future directions. Chapter
9 demonstrates how our five empirical studies align with the dual objectives of
adapting software engineering practices to trust challenges and leveraging emerging
technologies as trust enablers. Through a dimension-aware tazonomy, we position our
contributions within the Trust in Depth framework and discuss broader implications for
trustworthiness engineering. Chapter 10 charts future research directions, identifying
opportunities to expand the framework to additional technology dimensions, develop
comprehensive toolchains for dimension-aware trust reasoning, and validate our
approach across diverse application domains.
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Discussion and Synthesis

This chapter synthesizes the thesis contributions and shows how they strengthen
software engineering in the era of blockchain and Al It identifies the key engineering
challenges these technologies introduce and presents validated technical interventions
grounded in real software engineering practice.
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9.1. Overview
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Android (chapter 4)
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Al-based (chapter 8)
N .
~ o . N
Emerain Blockchain: Mining(chapter 4), Immutability(chapter 5), Proxy (chapter 5),
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Contributions
(feveraged
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Figure 9.1: Contributions Summary

9.1 Overview

This chapter presents the thesis synthesis and discussion and shows how we apply
Trust in Depth through chapters 5-8 and how these contributions align with our
objectives. The thesis objectives are: (i) adapting software engineering practices
to newly introduced trust challenges, and (ii) leveraging the distinctive capabilities
of emerging technologies to reinforce trust in software systems. In Chapter 3,
we presented Trust in Depth, our component-based model conceptualizing our
contributions which investigate software integrating or interacting with an emerging
technology such as blockchain or Al, identify dimension(s) of the emerging technology,
and assess their impacts on software engineering processes for trustworthy systems.
These impacts can challenge or advance software engineering. Based on these
components, Fig. 9.1 presents a taxonomy of our five contributions in chapters 5-8.

9.2 Contribution Alignment with the Research
Objectives

This dissertation addresses a central challenge in trustworthy software engineering:
the difficulty of reasoning systematically about trustworthiness when software systems
integrate or interact with emerging technologies such as blockchain and artificial intel-
ligence. Existing approaches often rely on abstract trust models or technology-centric
assumptions that are difficult to operationalize in concrete engineering contexts.
In contrast, this thesis adopts a dimension-aware and software-engineering-centric
perspective, grounding trust reasoning in observable artifacts, empirical evidence,
and validated technical interventions. Indeed, in Fig. 9.1, each affected SE process
requires a software engineering adaptation that we take into account in each item
of the component contribution (or advances in our conceptualization model). All
chapters deal with an affected SE process by a given dimension of an emerging
technology and contribute with an adaptation as preconized by our objective (i). In
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chapters 5, 6, and 8, the contributions leverage emerging technology dimensions as
preconized in our objective (ii).

The contributions presented in Chapters 4 to 8 collectively demonstrate that
trustworthiness emerges from the interaction between specific technological dimen-
sions, the intentions and capabilities of involved actors, and the software engineering
practices used to design, analyze, and govern software systems. In doing so, they
directly address the two objectives stated in Chapter 1. First, they show how software
engineering practices must adapt when emerging technologies introduce new trust-
related challenges that invalidate existing assumptions. Second, they demonstrate
how the unique attributes of these technologies can be harnessed to bolster trust via
specific engineering interventions.

9.3 Adapting Software Engineering Practices to
New Trust Challenges

Several contributions reveal how emerging technologies introduce trust challenges
that are not adequately addressed by established software engineering practices.
Importantly, these challenges do not stem from the technologies themselves, but from
how their dimensions are exploited, misused, or insufficiently accounted for within
existing engineering and governance infrastructures.

Chapter 4 illustrates this point through the study of cryptojacking in Android
applications. The issue identified is not the mining capability per se, but its illicit
integration into mobile applications by malicious developers, combined with weak-
nesses in platform-level verification processes. Cryptojacking apps exploit users trust
in app marketplaces and evade detection by adopting resource-efficient strategies that
fall below traditional thresholds used in malware analysis. This contribution exposes
a misalignment between current mobile security practices and the threat models
enabled by blockchain-related economic incentives. From a software engineering per-
spective, it highlights the need to revise detection, vetting, and monitoring practices
to account for adversarial uses of otherwise legitimate computational capabilities.

Chapter 5 examines a different kind of challenge, arising from the interaction
between blockchain immutability and software engineering research practices. While
immutability is commonly associated with integrity and non-repudiation, it disrupts
the ability to reconstruct software evolution histories for smart contracts. The absence
of explicit version links undermines software repository mining and longitudinal
security analyses, which are central to many software engineering methods. The
proposed lineage reconstruction infrastructure restores these analytical capabilities,
not by altering blockchain properties, but by introducing an external engineering
mechanism that compensates for their structural constraints. This contribution
demonstrates that trust-enhancing technological properties can inadvertently hinder
established software engineering practices if they are not accompanied by suitable
supporting infrastructure.

Chapters 6 and 7 further highlight adaptation challenges related to transparency
and evaluation. Although smart contracts are publicly accessible, their transparency
is limited in practice by poor documentation and the difficulty of assessing generated
explanations. The evalSmarT framework addresses this gap by enabling scalable and
semantically informed evaluation of smart contract comments using large language
models. However, Chapter 7 shows that the adoption of such Al-based evaluation
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tools introduces its own trust challenges. Without empirical validation, LLM-based
judgments risk becoming opaque sources of authority. By systematically evaluating
the reliability of LLM-as-a-Judge approaches, this contribution establishes conditions
under which such tools can be responsibly integrated into software engineering
workflows.

Taken together, these contributions show that adapting to new trust challenges
requires more than extending existing checklists or metrics. It requires revisiting
the assumptions underlying software engineering practices and redesigning analysis,
validation, and governance mechanisms in response to the concrete effects of emerging
technological dimensions.

9.4 Leveraging Emerging Technologies as Trust
Enablers

In parallel with identifying new challenges, this dissertation demonstrates how
emerging technologies can be actively leveraged to reinforce trustworthiness when
their properties are intentionally integrated into software engineering processes.

Chapter 6 illustrates how blockchain transparency can be transformed from a
passive property into actionable trust evidence. While smart contract code is publicly
available by design, transparency alone does not guarantee comprehensibility or
auditability. By enabling domain-aware and reproducible evaluation of generated
documentation, evalSmarT operationalizes transparency in a way that supports
practical trust assessment by developers and auditors. This contribution shows how
combining Al-based reasoning with blockchain artifacts can enhance the usability of
transparency for software engineering tasks.

Chapter 8 extends this perspective to Al-centric software engineering workflows.
Dataset quality is a critical trust concern for Al systems, yet existing documentation
mechanisms rely largely on narrative descriptions that cannot be independently
verified. The SIEVE framework addresses this limitation by anchoring dataset-
quality claims in blockchain-based, anytime-valid certificates. Rather than enforcing
fixed quality definitions, SIEVE provides an infrastructure that supports incremental
evidence accumulation and shared verification. This contribution illustrates how
blockchain immutability and verifiability can be exploited as enabling mechanisms
for governance, reproducibility, and trust in software engineering artifacts.

These results demonstrate that emerging technologies do not merely impose
constraints on software engineering. When their dimensions are carefully aligned
with engineering objectives, they can provide new forms of verifiable and reusable
trust evidence that extend beyond what traditional approaches offer.

9.5 A Dimension-Aware Taxonomy of the Contri-
butions

This dissertation adopts the Trust in Depth (TID) approach to analyze how
trustworthiness concerns emerge, evolve, and can be addressed in software systems
that integrate or interact with emerging technologies. Applying TID across the
empirical investigations reported in Chapters 4 to 8 resulted in a structured and
comparable characterization of the contributions. Following the X4Y lens wich mean
using X for advancing Y, this chapter synthesizes the findings through a dimension-
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aware taxonomy that makes explicit the relationships between emerging technologies,
their technological dimensions, the software engineering areas they affect, and the
corresponding engineering interventions.

The taxonomy is constructed along four explicitly separated layers. First, emerg-
ing technologies are treated as the entry points of analysis, distinguishing blockchain
and artificial intelligence as independent but sometimes converging sources of trust-
related effects. Second, each technology is decomposed into concrete technological
dimensions (e.g., mining, immutability, programmability, opacity, or reliance on
data), in line with the core principle of TID that trust effects do not arise from
technologies as monolithic entities. Third, for each dimension, the software engi-
neering area impacted prior to intervention is identified, together with the nature
of the impact (e.g., threat, enablement, or ambiguity). Finally, each contribution
is characterized by the software engineering intervention it proposes, including its
type, content, applicability, and positioning with respect to the direction of influence
between software engineering and the emerging technology.

Applying this taxonomy to the five empirical chapters highlights several recurring
patterns. In Chapter 4, the blockchain mining dimension is shown to affect software
security practices, specifically malware analysis in mobile ecosystems [34]. The mining
capability itself is not treated as inherently harmful; rather, its illicit introduction
into application code by malicious developers creates new threat models that existing
security practices fail to capture. The intervention therefore takes the form of
actionable insights that support security analysis, positioning the contribution as an
instance of software engineering adapting to blockchain-induced challenges.

Chapter 5 illustrates a different trust dynamic associated with blockchain im-
mutability [41]. While immutability is commonly associated with integrity and
non-repudiation, its interaction with smart contract development disrupts software
repository mining practices by breaking explicit version continuity. The impacted
software engineering area is the analysis of software evolution in smart contracts.
The proposed intervention is an infrastructure that reconstructs contract lineages,
restoring the feasibility of longitudinal security analyses. In this case, the contribu-
tion again reflects a SEABL perspective, where software engineering compensates for
constraints introduced by a blockchain dimension.

The same chapter also reveals that specific blockchain design patterns, such as the
proxy pattern enabled by smart contract programmability, can mitigate immutability-
related limitations [41]. By enabling controlled evolution of deployed contracts, this
dimension supports software engineering analyses rather than threatening them.
The resulting intervention remains infrastructural, but its category reflects a more
reciprocal relationship, where blockchain capabilities are deliberately exploited to
support software engineering practices (SmartContract4SE).

Chapter 6 focuses on blockchain programmability in modern smart contract lan-
guages and its implications for system transparency. Although smart contract code is
publicly accessible, insufficient documentation limits practical comprehensibility and
thus undermines trust [2]. Here, the impacted software engineering area is documen-
tation quality. The intervention is a tool-based approach that leverages Al reasoning
capabilities [137]to automatically evaluate generated documentation. This contribu-
tion illustrates how software engineering can enforce blockchain transparency through
Al-based tooling, and is positioned as SE4BL particularly LLM4SmartContract.

Artificial intelligence dimensions are further examined in Chapters 6 and 7 [2]. The
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reasoning capability of large language models enables new forms of documentation
evaluation, directly supporting software engineering activities. However, Chapter 7
demonstrates that Al opacity introduces ambiguity regarding the reliability of such
tools. The affected area is system reliability, specifically the trustworthiness of
Al-based software engineering tools. The intervention consists of empirical validation
of LLM-as-a-Judge approaches, establishing conditions under which these tools
align with human judgment. This contribution is categorized as SE4AI (SEALLM),
as it focuses on adapting software engineering validation practices to Al-induced
uncertainty.

Finally, Chapter 8 addresses the reliance of Al-based software on data [42].
Both dataset quality and dataset documentation (e.g., data cards) are identified as
impacted software engineering areas, with ambiguous trust effects when quality claims
cannot be verified. The proposed interventions include a framework for community-
driven data cleaning and a blockchain-anchored certification mechanism for dataset
properties. These interventions position blockchain as an enabling infrastructure
for improving trust in Al pipelines, resulting in a BL4AI contribution grounded in
software engineering governance practices.

Taken together, this taxonomy demonstrates how applying Trust in Depth leads
to a systematic decomposition of trustworthiness concerns across heterogeneous
contexts. It shows that trust effects depend on how specific technological dimensions
interact with concrete software engineering areas, and that effective trust engineering
requires interventions tailored to these interactions. By making these relationships
explicit, the taxonomy provides a structured synthesis of the thesis contributions
and illustrates how TID supports both the adaptation of software engineering to new
trust challenges and the exploitation of emerging technologies as trust enablers.

9.6 Implications for Trustworthiness Engineering

The synthesis of these contributions supports a central insight of this dissertation:
trustworthiness in software systems integrating emerging technologies cannot be
reduced to intrinsic properties of blockchain or Al, nor to isolated trust attributes.
Instead, it emerges from the continuous interaction between technological dimensions,
actor behavior, and software engineering practices.

The Trust in Depth approach provides a structured way to reason about these
interactions. By focusing on dimension-specific effects and their manifestations in
concrete artifacts and processes, it enables targeted and empirically grounded inter-
ventions. Rather than replacing existing trust models, Trust in Depth complements
them by anchoring trust reasoning in observable engineering realities.

By demonstrating this approach across heterogeneous domains: mobile applica-
tions, smart contracts, Al-assisted evaluation tools, and datasets, this dissertation
contributes a pragmatic and extensible foundation for advancing trustworthy software
engineering in contexts shaped by rapidly evolving technologies.
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10

Research Agenda: Extending Trust in Depth

This chapter outlines a comprehensive research agenda that extends and deepens
the Trust in Depth (TID) framework introduced in this dissertation. While the
contributions presented in Chapters 4-8 demonstrate the relevance of dimension-
aware reasoning for engineering trustworthy software systems, they represent only an
initial exploration of a much broader research space. The agenda proposed in this
chapter aims to systematize future investigations by deepening the analysis of trust
dimensions, broadening the coverage of software engineering processes, and extending
the scope of Trust in Depth across technologies and stakeholders.
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10.1. Overview of the Research Agenda

10.1 Overview of the Research Agenda

As illustrated in Fig. 9.1, the current application of Trust in Depth addresses
a limited subset of trust-related dimensions for both blockchain and artificial in-
telligence technologies. For blockchain, we investigated mining, immutability, and
programmability as challenge dimensions requiring software engineering (SE) adap-
tation, while leveraging proxy-based programmability patterns and transparency as
SE advances. For Al, we analyzed data dependency and opacity as challenges, while
exploiting reasoning capabilities to advance documentation practices.

Although these contributions validate the usefulness of Trust in Depth as an ana-
lytical framework, they leave several questions open. In particular, both blockchain
and Al expose additional dimensions that remain unexplored, many software engi-
neering knowledge areas are not yet covered, and trust is still treated primarily as a
technical property rather than a socio-technical phenomenon.

The research agenda is therefore structured around four complementary directions:
(1) deepening the analysis of trust dimensions by moving from high-level dimensions
to internal dimensions, (2) broadening the investigation across architectural layers
and software engineering knowledge areas, (3) extending SE adaptation for Al
beyond data management and reasoning, and (4) evolving Trust in Depth from a
techno-centric framework toward a socio-technical perspective.

10.2 Deepening Trust Dimensions Through Inter-
nal Dimensions

The current work has shown that analyzing trust at the level of high-level
dimensions may hide important internal mechanisms. This was particularly evident
in the case of blockchain programmability, where the investigation of proxy-based
programmability patterns revealed that internal design choices can significantly
influence trust properties.

10.2.1 From Dimensions to Internal Dimensions

Future work should systematically extend this approach by identifying and
analyzing internal dimensions within each trust-related dimension. For instance,
within blockchain programmability, additional internal dimensions such as gas reliance
and gas optimization mechanisms warrant investigation, as they directly impact
security, performance, and developer trust. Similarly, determinism may act as both
a trust-enhancing property and a source of vulnerabilities when misused.

Beyond programmability, other blockchain dimensions such as throughput and
scalability introduce trust challenges related to system performance and reliability
[167]. Users and developers must trust that systems can handle anticipated workloads
without degradation and that scalability mechanisms do not undermine security
guarantees. Investigating the internal dimensions of scalability mechanisms would
allow Trust in Depth to capture these subtleties more precisely.

10.2.2 Extending Beyond the Contract Layer

Most blockchain-related contributions in this dissertation focus on the smart
contract layer. While Chapter 4 addressed the mining dimension at the consensus
layer, this coverage remains limited. Blockchains are structured as multi-layered
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systems, and each layer introduces distinct trust challenges that require SE adaptation
(168, 54].

Future work should therefore expand the application of Trust in Depth to addi-
tional layers, including: the network layer, where trust depends on secure and reliable
data transmission; the data layer, which raises challenges related to persistence,
consistency, and tamper resistance; and the application layer, where user-facing
components must preserve transaction integrity and prevent misuse.

Such a layer-aware analysis would enable the study of cross-layer trust depen-
dencies, including how vulnerabilities at one layer propagate to others and how SE
practices can be adapted to manage these interactions.

10.3 Broadening Software Engineering Coverage
Using SWEBOK

Beyond technological dimensions and layers, an essential extension of the research
agenda is to broaden the coverage of software engineering processes. To date, the
application of Trust in Depth has primarily focused on selected activities such as
data management, documentation, and analysis.

Future work should explicitly anchor Trust in Depth within established SE
knowledge areas as defined by the Software Engineering Body of Knowledge (SWE-
BOK). This includes, but is not limited to: requirements engineering, where trust
assumptions and guarantees can be made explicit; software architecture and design,
where trust-related dimensions influence modularity and layering decisions; software
testing and verification, where trust properties must be validated under probabilistic,
distributed, or immutable behaviors; and software maintenance and evolution, par-
ticularly in systems where immutability or continuous learning challenges traditional
lifecycle assumptions.

By grounding Trust in Depth in recognized SE knowledge areas, this agenda aims
to ensure that trust is treated as a cross-cutting concern throughout the software
lifecycle rather than as an isolated technical attribute.

10.4 Extending SE Adaptation for AI Systems

In the AI domain, this dissertation primarily addressed SE adaptation through
data management and documentation, while analyzing opacity and data dependency
as key trust challenges. However, this focus captures only part of the Al software
lifecycle.

Future work should extend SE adaptation for AI by incorporating additional
dimensions identified in prior work on machine learning engineering challenges [169].
These include: model learning, where enhancements and improvements at the model
level should be systematically captured and shared; model verification, particularly
to prevent issues such as data leakage, which can lead to overoptimistic evaluation
results [170]; and model deployment, which concerns the integration of trained models
into operational software infrastructures.

Existing artifacts developed in this dissertation, such as SIEVE, can be extended
to support these dimensions by enabling community-driven sharing, certification of
model claims, and coherent links between data, models, and deployment contexts.
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10.5 Extending Trust in Depth to Other Emerging
Technologies

Although Trust in Depth was developed and validated in the context of blockchain
and Al, its core principles are not inherently limited to these technologies. Future
work should explore the applicability of the framework to other emerging technologies,
such as quantum computing and the Internet of Things, which introduce novel trust
challenges related to uncertainty, scale, and system heterogeneity.

Such extensions would help assess the generalizability of Trust in Depth and
identify recurring trust-related dimensions across technological domains.

10.6 From Techno-Centric to Socio-Technical Trust

Finally, the current formulation of Trust in Depth is largely techno-centric. How-
ever, trust is fundamentally a human phenomenon shaped by perception, expectations,
and context.

While technical properties such as transparency, immutability, and verifiability
create conditions for trust, this focus ensures methodological rigor, it does not fully
capture how trust signals are perceived, interpreted, and acted upon by human stake-
holders. Some contributions already incorporate limited user-related perspectives,
including the analysis of user reviews in the cryptojacking study and practitioner-
informed design considerations in SIEVE. Future work could more systematically
integrate user-centered evidence, involving developers, auditors, and end users, to
study how technical trust signals influence adoption, misuse, and decision-making in
practice.

In this context, affordance theory offers a promising extension to the Trust in
Depth framework. By emphasizing that perceived opportunities and constraints
emerge from the interaction between users and technology rather than from technology
alone [171]. In complementary work outside the scope of this dissertation, an
affordance—experimentation—actualization perspective has been explored to support
the design of evolutive systems integrating Al and blockchain [172]. Future research
could operationalize this lens to analyze trust dynamics in adaptive and continuously
evolving software systems.

Incorporating socio-technical dimensions would enable Trust in Depth to capture
how trust evidence is perceived, interpreted, and acted upon by developers, auditors,
and end users, thereby aligning the framework more closely with real-world software
ecosystems.

10.7 Research Roadmap

The research roadmap presented here translates the directions outlined in the
previous sections into a structured plan of action for future work. It focuses on
extending Trust in Depth (TID) by grounding future investigations in systematic
literature evidence and by using TID as a model to structure and analyze research
gaps.

Phase 1: Systematic Literature Reviews of Emerging Technologies. The first phase
consists of conducting systematic literature reviews (SLRs) on emerging technologies.
These SLRs aim to identify trust-related dimensions, internal dimensions, layers, and
software engineering practices discussed in the literature. This phase provides an
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evidence-based understanding of how trust is currently conceptualized and addressed
across emerging technology domains.

Phase 2: Cross-Technology Mapping of Trust Dimensions. Building on the
results of the SLRs, a third study synthesizes the findings through a cross-technology
mapping. This mapping follows the same structuring principles as Fig. 9.1, while
shifting from a thesis-centered perspective to a literature-oriented one. It consolidates
dimensions, layers, and software engineering processes identified in the literature and
highlights gaps and underexplored areas that remain insufficiently addressed.

Phase 3: Addressing Research Gaps Using Trust in Depth. This phase focuses
on addressing the research gaps identified through the cross-technology mapping by
applying the Trust in Depth model. It involves adapting and extending software
engineering practices to specific dimensions, layers, and technologies, with the
objective of producing concrete empirical studies, methodological contributions, and
trust-aware software engineering approaches grounded in the TID framework.

Phase 4: FExtending and Positioning SIEVE as a Supporting Artifact. The
final phase concentrates on extending SIEVE to support additional trust-related
dimensions and software engineering processes, particularly in the context of SE for
Al These extensions provide a foundation for integrating research results produced
in earlier phases and for facilitating their adoption by practitioners. Through this
evolution, SIEVE supports the operationalization of Trust in Depth and contributes
to bridging research and practice in trustworthy software engineering.

10.8 Summary

In summary, this research agenda aims to evolve Trust in Depth by: deepening
the analysis of trust dimensions through internal dimensions, broadening coverage
across architectural layers and SE knowledge areas, extending SE adaptation for
AT beyond data management, generalizing the framework to additional emerging
technologies, and incorporating socio-technical perspectives on trust.

Together, these directions seek to transform Trust in Depth into a comprehensive,
empirically grounded framework for reasoning about trustworthiness across emerging
technologies and software engineering practices.
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Conclusion

This concluding chapter crystallizes the dissertation’s core contributions, highlight-
ing their implications for the architectural integrity and engineering of trustworthy
software within emerging technological paradigms.



Chapter 11. Conclusion

This dissertation has systematically investigated how trustworthiness can be
reasoned about, assessed, and engineered in software systems that integrate or
interact with emerging technologies such as blockchain and artificial intelligence. By
adopting a dimension-aware perspective, we demonstrated that trust is not an intrinsic
property of these technologies, but rather an emergent outcome resulting from the
interaction between technological dimensions, software artifacts, and engineering
practices. Each empirical contribution illustrates this principle by linking a specific
dimension of an emerging technology to concrete software engineering interventions
that either mitigate trust-related challenges or leverage technological properties to
enhance confidence in system behavior.

The empirical studies presented in Chapters 4 to 8 reveal two complementary
facets of trustworthy software engineering. On one hand, emerging technologies
introduce new challenges that can undermine trust if traditional software engineering
practices are applied without adaptation. Examples include the introduction of
illicit mining logic in Android applications, which circumvents standard verification
processes, or blockchain immutability, which complicates longitudinal analysis of
smart contract vulnerabilities. On the other hand, the same technological dimensions
can be intentionally harnessed to strengthen trust when integrated thoughtfully into
engineering workflows. Mechanisms such as transparency operationalization through
domain-aware evaluation of smart contract documentation and blockchain-anchored
certification of dataset quality demonstrate how technology can actively support
reliable and verifiable software engineering outcomes.

A central insight of this dissertation is that trustworthy software systems require
a systematic, dimension-aware approach that considers both the opportunities and
constraints introduced by emerging technologies. The Trust in Depth framework
provides such an approach by guiding engineers and researchers to identify dimension-
specific trust effects, evaluate their interaction with software artifacts and processes,
and design targeted interventions. This framework complements existing trust models
by grounding abstract concepts in empirically validated engineering contexts, offering
both methodological rigor and practical relevance.

While this dissertation emphasizes technical trust evidence, such as verifiable ar-
tifacts, automated analyses, and infrastructure-level guarantees, it also points toward
the need for incorporating experience-based perspectives in future work. Integrating
feedback from developers, auditors, and end users, and applying conceptual lenses
such as affordance theory, can enrich our understanding of how trust signals are
perceived, interpreted, and acted upon in real-world software ecosystems.

Finally, this work contributes to the broader goal of standardizing trust assessment
practices within software engineering. By systematically mapping technological
dimensions, trust attributes, and software artifacts to established knowledge areas,
this dissertation provides a foundation for generalizable, repeatable, and practice-
oriented interventions. Overall, the contributions demonstrate that trustworthiness is
not a static property to be measured once, but a dynamic and emergent quality that
can be shaped, maintained, and enhanced through thoughtful engineering practices
in systems shaped by rapidly evolving technologies.
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Table 12.1: Summary of TID Instances: Dimension Effects on Software and Software Engineering

TID Instance /
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Engineering Contri-

Dimension(s) | text bution
Mining Android apps - Unauthorized crypto | - Detection complexity | - Empirical study
(Blockchain) mining - Stealth operations - Detection insights
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tion
Immutability Smart contracts | - Data integrity - Hard to update - ContractTrace
(Blockchain) - Tamper-resistance - Fragmented version |- Version reconstruc-

history tion

Transparency Smart contracts | - Auditability - Poor comprehension | - evalSmart
(Blockchain) — + - Documentation avail- | - Evaluator variability |- Documentation im-
Semantic Analy- ability provement

sis (AI)

Reliability (AI)

Al evaluators

- Assessment outputs

- Unreliable evalua-
tions
- Trust in evaluation

- Systematic evalua-
tion
- Guidelines for trust-

process worthy use
Verifiability AT pipelines - Immutable audit logs | - Difficulty ensuring re- | - SIEVE
(Blockchain)  + - Verified dataset qual- | producibility - Confidence Cards

Dataset Evalua-
tion (AI)

1ty

- Documentation gaps
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