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Abstract

Deceptive designs (i. e., dark patterns) are design strategies that manipulate or force users to

make decisions against their best interests. Since their impacts caused various harms such as

privacy violations, financial loss, etc., and raise legal or ethical concerns, effective dark pattern

detection strategies are essential to mitigate the risks they pose. Nevertheless, there are several

challenges that hinder effective dark pattern detection, which can be grouped into three problem

domains. First, although the diverse nature of dark patterns has been systematically categorized

and described in various taxonomies, the assessment of their presence lacks objective criteria and

measurement instruments. Second, dataset limitations, such as limited size and diversity, as well

as labeling inconsistencies or incompatibilities, create challenges in the development and training

of robust detection tools. They also invalidate a reliable evaluation of the effectiveness of the

tools. Third, traditional detection approaches, whether rule-based or single-model AI methods,

struggle with the evolving, diverse, and multimodal nature of dark patterns. Additionally,

the role of detection tools needs to be clarified, as current solutions offer limited effectiveness,

transparency, and explainability.

This thesis addresses these challenges through several contributions, adopting an interdis-

ciplinary approach that integrates computer science, artificial intelligence, human-computer in-

teraction, law, and user experience design to ensure both technical rigor and practical usability.

To mitigate subjectivity in dark pattern detection, measurable features are proposed within

a systematic and structured framework for one of the most common dark pattern use cases,

namely cookie consent processes that allow a more objective assessment. This thesis further

examines existing dark pattern datasets and identify critical quality issues, such as limited rep-

resentativeness and noisy labeling, which have not been systematically presented and analyzed

before. In response, a benchmark dataset is built, annotated by dark pattern experts and

aligned with a recent unifying taxonomy to mitigate the aforementioned issues. To contribute

to the data scarcity problem, a multi-agent framework employing Large Language Models for

dark pattern data augmentation is developed, which is validated by showing improved perfor-

mance of fine-tuned models in the task of dark pattern detection. Finally, the work focuses



x

on Multimodal Large Language Model-based approaches and efficient detection tools are built

by leveraging recent techniques such as Retrieval Augmented Generation (RAG) and Chain-of-

Thought (CoT), while integrating the concept of measurable features, which are proposed to

address the subjectivity problem, to enhance both accuracy and explainability of the model.

The proposed detection strategies were evaluated through quantitative analyses, expert inter-

views, and empirical comparisons. Furthermore, the study extends to open-source Multimodal

Large Language Models, conducting the first empirical evaluations of their performance in the

dark pattern detection task, using various prompt engineering strategies and comparing their

effectiveness with proprietary models. The thesis concludes with a discussion of the remaining

challenges, limitations, and open problems from an interdisciplinary perspective.
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Chapter 1

Introduction

Dark patterns are manipulative digital designs that mislead, coerce, or deceive users against their

interests, often causing harm such as privacy infringement, and diminish user autonomy [1]. In

2010, user experience (UX) expert Harry Brignull launched a website, darkpatterns.org, which

gave a name to this unethical online practice.1 Researchers also began exploring dark patterns,

and three years after the website’s launch, a conceptualization of dark patterns, particularly in

game design, was published by Zagal et al. [2]. They examined non-player-centric game designs

that are potentially unethical and have dubious objectives. In the following years, scholars from

various fields, including privacy, user experience design, and media studies [3] examined distinct

aspects of this phenomenon, such as ethical concerns, the effectiveness of dark patterns in a

psychological context [4], and described its characteristics [5].

Over time, dark patterns have also attracted increasing attention from regulators [6, 7, 8],

as they may lead to illegal practices. In particular, the enactment of privacy-related regulations,

such as GDPR (2018) and CCPA (2020), has led to a significant increase in scholarly and industry

interest in the topic of dark patterns. As a result of collective efforts, dark patterns have been

through both guidance and binding legislation. For example, at the end of 2021, they were

identified as ”unfair commercial practices” in the Commission Notice on Directive 2005/29/EC,

which included examples, e.g., ”visual obscuring” or ”trick questions” to manipulate users, and

references to breached articles. The following year, the European Data Protection Board issued

guidelines [9] to prevent dark patterns that violate GDPR requirements, e.g., freely given consent

Article 7. And nearly one year from the Commission Notice, binding legislation was enacted in

the form of the Digital Services Act[10]. Efforts continued and converted into comprehensive

and evidence-based reports [11], and lastly, the Digital Fairness Act is being prepared as a recent

1Note: The term dark pattern has been replaced by ”deceptive design patterns” or ”deceptive pattern”. While
there is a tendency to use ”deceptive design”, e.g., website darkpattern.org has been changed as deceptive.design,
we used the terms interchangeably.
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Figure 1.1: Interest in the topic of ”Dark Patterns” over time based on Google Trends

complementary initiative, focusing on dark patterns and other problematic digital practices to

ensure fairness [12].

Today, interest in dark patterns remains strong and its popularity continues to grow among

the general public (see Figure 1.1), and academic scholars (see Figure 1.2). Furthermore, media

outlets have reported on dark patterns emphasizing their impact on users and business [13, 14].

Dark patterns can cause a range of negative consequences, such as loss of autonomy, erosion

of trust, financial loss, psychological (emotional) distress, and even physical harm to users, as

well as collective harm, such as loss of trust in market [15]. Beyond raising ethical concerns,

dark patterns also result in explicit legal infringements, such as privacy violation [16] and legal

requirement breach, e. g. the requirement of freely given consent under Articles 4(11) and 7(4)

of the GDPR [17]. Therefore, developing methods for the detection of dark patterns is both

crucial and necessary to mitigate their harms.

Existing taxonomies, guidelines, and definitions of dark patterns have made valuable con-

tributions, such as facilitating understanding of the phenomenon, raising awareness, supporting

early classification efforts, and informing regulatory discussions. However, they largely remain

descriptive, high-level,and non-actionable [18]. For example, Mathur et al. [19] describe asym-

metric design that is one of the characteristics of dark patterns, as imposing an ”unequal user

burden”, yet the notion of burden is ambiguous and context-dependent. To objectively deter-
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mine the presence of dark patterns, it is necessary to establish objective criteria that are

measurable and operational rather than abstract or interpretive. Such objective criteria

not only enable consistent assessment, but also play a crucial role in explaining and justifying

detection decision.

Detecting dark patterns poses significant challenges because the deceptive and manipula-

tive characteristics of their design are often difficult to detect or quantify, unlike traditional

cybersecurity threats such as phishing, where harmful content can be clearly identified.

Dark patterns can be likened to insidious and adaptive pathogens, which are harmful entities

capable of altering form and spreading across diverse environments. This analogy is grounded

in three key considerations. First, although dark patterns are recognized as harmful by reg-

ulatory authorities [8, 7] and scholars [20, 21], they reside within legitimate and mainstream

digital systems, such as e-commerce websites [19, 22, 23] or online games [2, 24, 25]. Second,

they can emerge in numerous contexts and use cases, including online video games [26], mobile

applications and e-commerce websites[19], cookie consent processes [27], healthcare, and social

media [28]. For instance, a dark pattern may camouflage advertisements within a user interface

to induce inadvertent clicks, namely Disguised Ads [29], while another may use emotionally

manipulative language to pressure users to subscribe to a newsletter, i.e., Confirmshaming [29].

Third, dark patterns manifest through different modalities, including visual, textual, or process-

Figure 1.2: Yearly number of Scopus-indexed publications containing ”Dark Patterns” in the
title
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based. The hidden advertisement example relies on visual deception and therefore requires

image-processing capabilities for detection, whereas emotionally manipulative prompts necessi-

tate semantic understanding of text. Other patterns can be embedded within interaction flows

of website, revealing themselves only through user engagement, and some even extend to alter-

native interfaces such as voice assistants of home-type robotic devises [30]. The ubiquity of dark

patterns across diverse digital environments makes their potential harms particularly concerning

and underscore the need for effective and scalable automated detection solutions.

In the context of automated detection, different paradigms can be identified, such as intru-

sion detection and phishing detection. While the first relies primarily on unsupervised anomaly

detection methods that identify deviations or outliers from a baseline [31], the second requires

supervised learning approaches with explicitly labeled datasets [32]. Automated dark pattern

detection aligns more closely with phishing detection paradigm since there is not standard or

normal design to benchmark against. Instead, the goal is to identify manipulative or deceptive

design elements within legitimate interfaces. Both of them can be formulated as classification

problems. However, they are not identical: the distinction between phishing and dark pattern

detection does not lie in the need for labeled dataset, but in the nature and complexity of the

labeling process itself. When a website or email is identified as phishing, it is typically illegiti-

mate, and even non-experts can label it accurately. In contrast, (i) dark patterns exist within

legitimate websites, mobile applications, or online video games, and (ii) while phishing aims pri-

marily to steal information or money, dark patterns serve diverse purposes, such as getting more

personal data, inducing unnecessary purchases, or manipulating user consent. Therefore, the

first essential step in dark pattern detection is to define objective and operational labeling

criteria, which can then serve as the foundation for constructing reliable datasets. Structured

and labeled datasets are crucial for both evaluating detection methods, tools, or models and

training, particularly artificial intelligence-based detection models.

Although objective and operational labeling criteria and labeled datasets are crucial for

automated dark pattern detection, existing research has not fully addressed these issues (see

Section 1.2). After presenting additional background on dark patterns with illustrative examples,

the following sections outline the research gaps, objectives, and questions and explain how this

thesis contributes to addressing the aforementioned issues.

1.1 Understanding Dark Patterns

Dark patterns have been described through multiple definitions over the years. For instance,

Brignull, who first coined the term, defined them on his website deceptive.design as ”tricks
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used in websites and apps that make you do things that you didn’t mean to, like buying or

signing up for something” [33]. In academia, the most cited publication on dark patterns defines

them as ”instances where designers use their knowledge of human behavior (e.g. psychology)

and the desires of end users to implement deception functionality that is not in the user’s

best interest” [5]. While numerous definitions of dark patterns exist, Mathur et al. compiled

19 different definitions from academic and governmental sources and examined them across

four dimensions: user interface (UI) properties, effects on users, designers’ duty, and resulting

benefits or harms [18]. From this analysis, common components emerge as subverting user intent

or preferences, tricking, deceiving, manipulating, misleading, or coercing users, and ultimately

benefiting the service provider and/or harming the user. Figure 1.3 presents examples of common

dark patterns, e.g., False Hierarchy, Disguised Ads and Sneak into Basket.2 3 4

As research on dark patterns expanded, both academic and industry efforts began developing

taxonomies to categorize them, providing a structured understanding of their diverse dimensions.

The dark pattern taxonomies created by both academic scholars and governmental associations

are chronologically listed in Table A.1, in appendix. While each taxonomy contributes to describ-

ing and conceptualizing dark patterns, differences in classification priorities and methodological

approaches create challenges for comparison and synthesis. For instance, some taxonomies de-

scribe similar patterns using different labels, while others concentrate on specific contexts and

therefore do not address all types.5 Furthermore, the dark pattern types’ level of abstraction

varies across taxonomies, i.e., granularity of dark pattern types is various, from general clas-

sifications to specific low-level types. The growing number of taxonomies has not necessarily

simplified the work of researchers; rather, it has led them to question how a given dark pattern

type in one taxonomy corresponds to those in another. Gray et al. [29] addressed this challenge

by producing a mapping table that integrates both academic and regulatory taxonomies. In this

thesis, we refer to this ontology as it is both current and comprehensive.

2False Hierarchy refers to a dark pattern where an option, which usually does not serve the user’s interest,
is made more visually prominent than the other option [29].

3Disguised Ads refer to a dark pattern in which the elements of an advertisement are not clearly marked or
styled [29].

4Sneak into Basket refers to a dark pattern that leads to unintentional purchase by adding unwanted items
without user consent or explicit action [29].

5The term of ’type’ refers to the dark pattern categories such as ’Forced Action’, ’Nagging’, ’Confirmshaming’,
etc.
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(a) False Hierarchy (b) Disguised Ads

(c) Sneak into Basket

Figure 1.3: Examples of common dark patterns: (a) False Hierarchy, (b) Disguised Ads, (c)
Sneak into Basket.
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The extensive spectrum of dark pattern types exhibits several common attributes. While

not every attribute applies to every dark pattern type, many types contain one or more of

the following attributes: ”asymmetry, restriction, disparate treatment, covert, deception, and

information hiding” [18]. These attributes, along with their descriptions, are given in Table 1.1.

Table 1.1: The attributes of dark patterns [18]

Attribute Description

Asymmetry Unequal burdens on choices available to the user.

Restriction Eliminating certain choices that should be available to users.

Covert Hiding the influence mechanism from users.

Deception Inducing false beliefs in users either through affirmative misstate-

ments, misleading statements, or omissions.

Disparate Treatment Disadvantaging and treating one group of users differently from an-

other.

Information Hiding Obscuring or delaying the presentation of necessary information to

users.

1.2 Research Gaps and Objectives

In the previous sections, it is discussed that why and how dark patterns pose threats for digital

user journey, and emphasized the importance of detecting them in an effective and robust man-

ner. At this point, the first challenge emerges due to the fact that definitions of dark pattern

types often contain vague, ambiguous expressions that allow for subjective interpretation. It

becomes difficult to conduct an objective identification or assessment. For example, one of the

most common and well-known dark patterns, Disguised Ads, is defined as being ”not clearly

marked as an advertisement” [29]. The term ”clearly marked” is not expressed in measurable

or observable terms, which means that experts may classify the same instance differently. Al-

though some Disguised Ads cases are straightforward, others present ambiguity. For example,

some experts regard adequately contrasted advertisement content as a clear indicator and thus

refrain from it as a dark pattern, whereas others expect explicit textual or visual cue identifying

it as an advertisement [34]. While such definitions are valuable for descriptive purposes and

for understanding the concept, they are insufficient for objective evaluation. Objective evalua-

tion is critical, as dark patterns frequently involve unlawful practices and relying on subjective

judgment is inadequate for providing evidence-based assessments or informing enforcement and

compliance efforts. Evaluation based on objective criteria is also important for ensuring con-
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sistency between different use cases and to minimize the variability in expert judgments. In

addition, objective metrics make decisions traceable, explainable, and transparent. To address

this gap, the first research objective of this thesis is defined as:

Research Objective 1: Defining measurable instruments for the objective assessment of dark

patterns.

While tools that enable objective evaluation are essential for accurate identification and false

positive minimization, effectively combating dark patterns also requires additional components

to build scalable, efficient, and automated solutions, given that dark patterns can manifest them-

selves in highly variable contexts within the vast and continuously growing ecosystem of digital

platforms, such as websites, mobile applications, IoT devices, and other emerging technologies.

In this context, a critical component that supports automated solutions is the availability of dark

pattern datasets. Such datasets are particularly important for primarily two reasons: first, they

enable the evaluation of the performance of dark pattern detection tools; and second, they pro-

vide training data for artificial intelligence model-based solutions. To be effective, these datasets

must be structured and labeled, serving as reference data that allow reliable benchmarking and

comparison of different detection approaches. Although there are various dark pattern data

sources, there remains a significant gap: comprehensive, structured datasets with a sufficient

number of instances and consistent, reliable annotations are still lacking. To address this gap,

the second research objective is defined as:

Research Objective 2: Creating a structured and reliable labeled dark pattern dataset.

The third research gap identified in this thesis is the lack of an automated dark pattern de-

tection tool that supports transparency, is efficient in addressing the multimodality of dark

patterns, and is validated by experts in the dark pattern domain. Several detection tools ex-

ist, but they face significant reliability and applicability issues due to quality problems in the

datasets and dark pattern identification criteria. For example, when one of the dark pattern

datasets [35] labels interfaces with small close buttons as dark patterns even though experts and

up-to-date and established ontology definitions contradict [29]. The important problem is that,

while this leads to misclassifications of interfaces and increases false positives, it is not seen

in the detection tools’ evaluations because the reference is already incorrect. Another major

limitation relates to transparency. Although some tools partially address this by spotting the
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area of dark patterns, they fail to provide clear, complete, and verifiable explanations for why

a specific instance is recognized as a dark pattern. These explanations are essential for both

validation and explainability. Considering the potential users of this tool, we position it as a

decision-support tool, so the explainability and transparency of the tool is critical. The final

decision will be made by human experts; therefore, supporting them with interpretable evidence

and explanations is important. In this direction, third and final research objective defined as:

Research Objective 3: Developing an expert-validated, automated and AI-based dark pat-

tern detection tool which supports transparency.

All of these research objectives are related to and feed each other. For example, objective

dark pattern instruments can be used while labeling the dark pattern dataset. And the dataset

can be used to train AI-based automation tool. While measurable dark pattern assessment

features can be used in the automated detection tool to enhance explainability of the tool, the

tool can help to augment the dataset.

1.3 Research Questions

The studies conducted throughout this thesis were structured around the three main research

objectives defined in Section 1.2. For each objective, the corresponding research questions were

formulated as follows:

RQ1: What are the measurable functional properties of dark patterns and the

assessment instruments to define them?

Dark patterns, while varying depending on their use cases and the environments in which

they appear, share recurring and measurable characteristics. For example, False Hierarchy,

a widespread dark pattern type can be encountered in a website’s cookie consent banner as well

as in a mobile application’s permission request pop-up screen. Although the context, purpose,

and content differ, the common feature is that the option unfavorable to the user is designed

to be far less visible or selectable compared to the alternatives. And the question (RQ1) seeks

to explore whether it is possible to formalize this feature in a measurable way that minimizes

ambiguity.

RQ2: What considerations and methods should be taken into account when

building labeled and structured dark pattern datasets?

Since the dark pattern dataset is intended to be used for training and/or testing automated

AI-based dark pattern detection tools, it must be structured, consistent, and machine-readable.
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That is the same for the tool developed under the third research question (RQ3). A collection

of website screenshots or social media posts that contain dark pattern complaining need to be

processed and transformed into a form that can be used by AI models. This research question

investigates what attributes a dark pattern should have. At the same time, the evaluation of the

developed detection tools also requires a labeled dataset. Another part of this question concerns

the context and criteria for such labeling. Furthermore, this question requires an investigation

of methods for creating datasets to contribute to the data scarcity problem.

RQ3: Which AI-based approaches can be developed for the automatic detection

of dark patterns while providing explanations supporting informed decision-making,

and what challenges and potential solutions do they involve?

Developing an automated detection tool in digital deception detection domain or in cybersecurity

involves several common challenges such as limited access to data for decision-making and the

continuous emergence of novel deceptive strategies. In this thesis, the focus is not on general

detection issues but on those specific to dark patterns and on identifying effective strategies to

address them. For example, rule-based detection systems, whether designed for identifying spam

emails, phishing websites, or dark patterns, tend to be vulnerable to new or previously unseen

cases (e.g., zero-day attacks or novel interface designs). Moreover, while verifying and labeling

a phishing website is typically straightforward even for non-experts, recognizing a dark pattern

often requires nuanced interpretation of context and intent, making annotation and validation

more complex. Additionally, unlike URL-based phishing detection, which relies only on textual

or structural data, dark pattern detection requires multimodal analysis that incorporates visual

and linguistic cues. Considering these characteristics, this thesis addresses the use of AI-based

approaches.

Table 1.2: Chapters and the corresponding research questions.

Chapter # RQ1 RQ2 RQ3

Chapter 3 ✓

Chapter 4 ✓

Chapter 5 ✓

Chapter 6 ✓

Chapter 7 ✓ ✓ ✓

Chapter 8 ✓ ✓



CHAPTER 1. INTRODUCTION 11

1.4 Thesis Overview

This thesis is structured in ten chapters. Chapter 2 presents the literature review on dark pat-

terns. Chapters 3 to 9 address the research questions given in the previous section. Finally,

Chapter 10 presents the discussions, limitations, and closing remarks with open problems for

future work that could extend the contributions of this thesis. Table ?? portrays the correspon-

dence between the chapters and the research questions they address.

Chapter 3: Towards Assessing Features of Deceptive Designs: Cookie Consent

Processes inspects a common dark pattern use case, i.e., cookie consent process, and assesses

the measurable features that help to identify dark patterns. Dark patterns are common in cookie

banners where they are used to influence users to accept being tracked for more purposes than a

data protection by default principle would dictate, thereby making them illegal. After discussing

that objective, transparent, and verifiable assessment of dark patterns’ qualities is missing, this

chapter contributes to bridging this gap by studying several cookie processes, in particular their

multi-layered information flow, and by identifying a list of observable and measurable features

that can help describing the presence of dark patterns in digital consent flow use cases. It

proposes thirty one of such properties that can be operationalised into metrics and therefore

into objective procedures for the detection of dark patterns.

Chapter 4: A Systematic Approach for A Reliable Detection of Deceptive Design

Patterns Through Measurable HCI Features extends the previous work. Detecting dark

patterns among the various existing design patterns and discerning what an illegitimate design

practice may depend on the subjective interpretation of expert users (such as regulators, civil

society organizations, and academic researchers) who may not fully agree. It proposes a system-

atic approach to describe the characteristics of deceptive design patterns that are intended to

reconcile the interpretations of expert users. In particular, the contributions are: (i) identifying

use case-specific dark pattern types using the ontology drafted by Gray et al. [29]; (ii) clarifying

the relationships between these types and the dark patterns’ attributes proposed by Mathur et

al. [18]; (iii) propose a list of observable and measurable user-interaction features of dark pat-

terns that cover visual, process, and language design aspects, and (iv) describe the attributes

based on our measurable features to lower the subjectivity of user’ interpretation. Finally, this

chapter discusses the proposal’s cross-domain applicability and the potential for future work,

including how to improve the descriptions of the attributes via semiformal languages, to generate

an objective and usable framework to assess the presence of deceptive design patterns in digital

interfaces.

Chapter 5: Dark Pattern Datasets presents an overview of the existing dark pattern



12 CHAPTER 1. INTRODUCTION

datasets. It discusses the challenges in the field regarding datasets and identifies quality issues,

empirically demonstrating how label inconsistencies and varying dark pattern descriptions can

affect the evaluation of dark pattern detection tools. After illustrating problematic data in-

stances in existing dark pattern datasets, this chapter introduces a new dataset that is curated

within the scope of this thesis. Each instance in the dataset is validated by domain experts

who have at least one peer-reviewed publication on dark patterns, using majority voting, so

every instance is annotated by three different experts. Additionally, a recent and comprehensive

ontology was used as a reference to ensure consistency with established descriptions of dark

patterns.

Chapter 6: Dark Pattern Data Augmentation and Fine-tuning discusses that the

variety and quantity of structured and labeled dark pattern datasets are limited. This chapter

focuses on leveraging Large Language Models’ (LLM) sophisticated text data generation ability

and proposes a dark pattern text data augmentation method by utilizing a state of art open-

source language model and multi-agents framework, which has generator and controller models.

Evaluation of the augmentation demonstrates that while increasing the data size, the proposal-

based augmented dark pattern data preserves the same dark pattern characteristics of the source

data and maintains its diversity. This study also demonstrates that dark pattern text data can be

generated even on the basis of a few examples via prompt engineering techniques on the LLMs.

Moreover, it shows that the augmented data can be used to fine-tune pre-trained language

models using Low-Rank Adaptation to enhance their performance in detecting dark patterns.

Chapter 7: An Approach supporting Transparency in Dark Pattern Detection

based on a Multimodal Large Language Model first discusses the need for multimodality

in dark pattern detection and argues that the capabilities of Multimodal Large Language Model

(MM-LLM) can achieve wider coverage with superior performance in the detection, while pro-

viding reasoning behind each decision. It proposes and implements an MM-LLM-based approach

(DeceptiLens) that analyzes graphical user interfaces and assesses the presence of dark patterns.

This study utilizes the Retrieval Augmented Generation (RAG) process in tasking the model

with capturing the dark patterns, classifying their category, e.g., False hierarchy, confirmsham-

ing, etc., and explaining the reasoning behind the classifications by employing recent prompt

engineering techniques, such as Chain-of-Thought (CoT). After creating a dataset by collecting

UI screenshots from the literature and web sources, the agreement between the model’s output

and a few experts’ opinions on dark pattern instances is quantified. Additionally dark pattern

experts are asked to gauge the transparency of the proposed system’s explanations for its clas-

sifications in terms of recognized metrics of clarity, correctness, completeness, and verifiability.
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The results indicate that the proposed approach is capable of capturing the deceptive patterns

in UIs with high accuracy while providing clear, correct, complete, and verifiable justifications

for its decisions. One of the outputs of this study is the release of two curated datasets, one

with expert-labeled UIs with dark patterns and one with AI-based generated explanations.

Chapter 8: Evaluating the Automated Detection of Dark Patterns in GUI

Datasets with Open-Source Multimodal Large Language Models questions the perfor-

mance of the most widely used open-source Multimodal Large Language Models (MM-LLMs)

in the task of dark pattern detection considering the call of the academic research community

for fostering open-source technologies, and the growing need for effective automated detection

of dark patterns to mitigate the risks in digital platforms and information systems. First, this

study inspects the existing dark pattern datasets with a focus on their use in model evaluation,

and identifies several quality issues, such as inconsistency, mislabeling, too broad labeling, etc.

The analysis is extended with the annotations of the DP experts and shows how they could

cause a misleading interpretation of the performance of the models. Second, a dataset, which

is evaluated by 14 dark pattern researchers and is labeled using a recent and comprehensive

taxonomy, is selected to reduce the identified issues. The dataset, which contains web/mobile

screenshots of DPs and non-DPs, is expanded by increasing the number of categories and in-

stances, and its suitability for benchmarking is maintained by ensuring consistent inter-rater

agreement. Then, this work investigates the performance of open source LLMs, i.e., LLaVA,

Janus-Pro, Mistral, in the task of dark pattern recognition using the proposed expanded bench-

mark dataset. Performance comparison is conducted between the open-source models and the

state-of-the-art proprietary model, GPT-4o. Then, common prompt engineering techniques,

such as Chain-of-Thought, and a category-specific prompting strategy, which embeds expert

generated rules, are applied to improve the DP recognition capabilities of the open-source mod-

els. This study presents the first empirical evaluation of open-source MM-LLMs in the task

of DP detection and demonstrates that prompt engineering alone is not sufficient to close the

gap between the open-source models and GPT-4o in this task, although minor performance im-

provements are observed in most models. The findings provide crucial insights for practitioners,

such as researchers, designers, and regulators, who are working on DP detection, by presenting

current limitations of open-source MM-LLMs and dataset quality issues in the context of dark

pattern detection.

Chapter 9: Discussion, Limitations, and Closing Remarks with Future Work

presents the main conclusions of this project. Through revisiting the research objectives and

questions, we discuss how this thesis addresses them and enhances the knowledge of the dark pat-
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tern research field. In addition, it discusses the limitations and open problems. After presenting

potential directions for future research, this chapter concludes the thesis with final remarks.

1.5 Scientific Contributions

The following scientific papers are produced as part of this thesis:

1. Kocyigit, E., Rossi, A., & Lenzini, G. (2022). Towards assessing features of dark

patterns in cookie consent processes. In IFIP International Summer School on Pri-

vacy and Identity Management (pp. 165-183). Cham: Springer Nature Switzerland.

• This publication forms the basis of Chapter 3. As a contribution to Research Ob-

jective 1, it examines the information flow in cookie consent processes and identifies

measurable features that can be operationalized into objective metrics to assess the

presence of dark patterns. This study also represents the first step in this thesis in

defining measurable instruments for the objective evaluation of dark patterns.

2. Kocyigit, E., Rossi, A., & Lenzini, G. (2024, September). A systematic approach

for a reliable detection of deceptive design patterns through measurable HCI

features. In Proceedings of the 2024 European Symposium on Usable Security (pp. 290-

308).

• This publication forms the basis of Chapter 4. It also contributes to Research

Objective 1 and complements the previous publication by developing a systematic

approach for reliable dark pattern detection. In particular, it establishes relationships

between the attributes of dark patterns and categories, integrates visual and textual

features, and formulates dark patterns to provide objective evaluation criteria.

3. Kocyigit, E., Liga, D., & Lenzini, G. (2024, November). Augmenting Dark Patterns

Text Data by Leveraging Large Language Models: A Multi-agent Framework

and Parameter-Efficient Fine-Tuning. In International Workshop on Causality,

Agents and Large Models (pp. 65-87). Cham: Springer Nature Switzerland.

• This publication forms the basis of Chapter 6 and contributes to Research Objec-

tive 2 by developing a framework for dark pattern text data augmentation. The study

leverages the advanced language understanding and generating capabilities of Large

Language Models within a multi-agent architecture and demonstrates the impact

of the augmented data through comparative evaluations of fine-tuned open-source

language models.
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4. Kocyigit, E., Rossi, A., Sergeeva, A., Negri Ribalta, C., Farjami, A., & Lenzini, G. (2025,

June). DeceptiLens: an Approach supporting Transparency in Deceptive Pat-

tern Detection based on a Multimodal Large Language Model. In Proceedings of

the 2025 ACM Conference on Fairness, Accountability, and Transparency (pp. 1942-1959).

• This publication contributes to Chapter 5 and forms the basis of Chapter 7.

First, it develops a Multimodal Large Language Model-based approach for dark pat-

tern detection, employing prompt engineering techniques such as Chain-of-Thought

and advanced methods for minimizing hallucinations, including Retrieval Augmented

Generation. In addition to achieving an accurate and sensitive classification, the

approach provides clear, correct, complete, and verifiable explanations that provide

transparency. Furthermore, the outputs were validated by 13 dark pattern experts,

making this work both novel and significant within the field. While this study primar-

ily contributes to Research Objective 3, one of the outputs, an expert-annotated

dataset, also contributes to Research Objective 2.

5. Kocyigit, E., Liga, D., Rossi, A., Sergeeva, A., & Lenzini, G. Evaluating the automated

detection of dark patterns in GUI datasets with open-source Multimodal Large

Language Models. (Manuscript submitted to PeerJ Computer Science).

• This work contributes toChapter 5 and serves as the basis of Chapter 9. It extends

the previously developed dataset by incorporating new dark pattern categories while

following the same expert validation methodology. In addition, it identifies quality

issues in existing dark pattern datasets, contributing to Research Objective 2.

Furthermore, the study evaluates the performance of open-source multimodal Large

Language Models on dark pattern detection and compares with a leading proprietary

model, thereby contributing to Research Objective 3.

For all of these works, I served as the primary and corresponding author, providing intel-

lectual leadership in conceptualization, methodology development, coding, data curation, ex-

perimentation, and manuscript drafting. In keeping with established academic convention, the

plural pronoun ”we” is used throughout this thesis as the narrative voice of the research. This

reflects both instances of joint action, acknowledging interdisciplinary collaboration in several

studies, and the general presentation of the methodology and findings within this single-author

document.

Other contributions conducted during the course of this thesis:
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1. Rossi, A., Arenas, M. P., Kocyigit, E., & Hani, M. (2022, June). Challenges of pro-

tecting confidentiality in social media data and their ethical import. In 2022

IEEE European symposium on security and privacy workshops (EuroS&PW) (pp. 554-

561). IEEE.

• This publication represents my first collaboration at the beginning of this thesis. My

contribution involved the development of Python-based pseudonymization solution

to protect the confidentiality in social media data containing posts related to dark

patterns. Although this work is not included in the thesis, examining real user com-

plaints through the collected data provided valuable insights into the dark pattern

phenomenon and users’ perspectives. Moreover, the ethical considerations surround-

ing the collected data informed my subsequent studies, particularly in the creation of

a datasets.

2. Maria W. Botes, Emre Kocyigit, Arianna Rossi, Lorena Sanchez-Chamorro, Anastasia

Sergeeva, Kerstin Bongard-Blanchy, Philippe Valoggia, Cristiana Santos, Rachele Carli

(2022). Feedback to the Guidelines 3/2022 on “Dark patterns in social media

platform interfaces: How to recognize and avoid them”. Available at:

https://orbilu.uni.lu/bitstream/10993/52741/1

• This collaborative work aimed to provide feedback on the European Data Protection

Board’s Guidelines 3/2022 and took place at the beginning of my PhD. Following

internal discussions, the collective public comments prepared by members of the DE-

CEPTICON (Deceptive Patterns Online) project at the University of Luxembourg

and its collaborators were published.

The following research artifacts were produced as part of this thesis and made publicly

available to contribute to the research community:

• Python code:

1. Fine-tuned Large Language Model for text-based dark pattern detection

2. Implementation for LLM and Multimodal LLM-based dark pattern detection, includ-

ing Retrieval-Augmented Generation (RAG) and Chain-of-Thought (CoT) techniques

• Dataset:

1. Augmented dark pattern text data

2. Expert-annotated dark pattern image data

https://orbilu.uni.lu/bitstream/10993/52741/1/comments_to_edpb_guidelines_on_dark_patterns_for_social_media_-_decepticon_unilu_0.pdf


CHAPTER 1. INTRODUCTION 17

3. LLM-generated annotations for dark pattern image data

All code and datasets are publicly available at the project repository.6

The work presented in this thesis was conducted within the scope of the DECEPTICON

project, which is funded by the Luxembourg National Research Fund (FNR, Grant No. IS/14717072).

The project involved researchers from diverse fields, including user experience, HCI, law, ethics,

and computer science. Its interdisciplinary nature significantly contributed to both the devel-

opment and the novel, interdisciplinary contributions of this thesis.

6https://gitlab.com/uniluxembourg/snt/irisc/irisc-software/mitigating_deceptive_design

https://gitlab.com/uniluxembourg/snt/irisc/irisc-software/mitigating_deceptive_design
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Chapter 2

Background and Related Work

Deceptive designs, i. e., dark patterns, are manipulative design techniques that aim to favor

certain purposes of digital services at the price of user’s autonomy, such as collecting as many

personal data as possible, and are very often illegal. Discussions about what exactly dark pat-

terns are have arisen from different perspectives, for instance user experience, data protection

law, interaction design. Each view has added useful insights on their determining character-

istics that can help digital ecosystem stakeholders who are working on dark patterns, such as

researchers, legislators, regulators, product developers, and designers, recognize them, avoid

their use, or mitigate their risks. In this chapter, we summarize these views and related work,

clustering the literature under four main areas: dark pattern definitions and taxonomies chrono-

logically, dark pattern attributes, application domains and use cases, and automated detection

of dark patterns. While presenting and reflecting on each aspect, we also highlight research gaps

and briefly indicate how this thesis contributes to addressing them, referring to the relevant

research objectives and chapters.

Terminology. Throughout this thesis, the following terminology is used to discuss dark pat-

terns. Type refers to a specific category of dark pattern within a classification system (e. g.

“confirmshaming”, “forced action”). Attribute refers to general characteristics of dark pat-

terns that are not type-specific (e. g. Asymmetric, Covert, Deceptive). Category and label are

used interchangeably with type, though we prefer type for low-level classifications and cate-

gory for higher-level groupings where taxonomies distinguish between multiple levels. Detailed

definitions are provided Chapter 4, Section 4.2.
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2.1 Taxonomies and Descriptions of Dark Patterns

The history of deceptive designs influencing people’s decisions dates back to the days even when

digital services did not exist. For instance, fake advertisements of store closings existed even

before the internet with the goal of attracting customers and boosting purchases [36]. If we

consider the formalized bargaining example by Ettinger and Jehiel, as described in A Theory

of Deception[37], a seller may claim that there is another potential buyer to the client to avoid

offering a discount, i.e., a scenario that favors the client. Similarly, online shopping platforms

can display that a product has been viewed by certain number of people to give the impression

of high demand [19]. In both cases, if the seller or designer is not truthful, they are misleading

the client or user. The main difference is that the latter, as a dark pattern, occurs in a digital

environment. Today’s online deceptive designs can be more complicated and hard to respond

because digital services affect thousands, even millions of people, unlike a traditional store.

Moreover, these designs are omnipresent: for example, 97% of the most common websites and

applications exploit at least one deceptive design in the European Union [38]. Within the scope of

this thesis, the literature on online deceptive designs that we may encounter in our increasingly

digital world is addressed.

After Harry Brignull proposed the term of ”dark patterns” for online deceptive designs in

a user experience design oriented blog post [39] 1, he introduced different categories in dark-

patterns.org [33]. For example, Roach Motel, refers that subscription is easy but canceling is

difficult for users, and Bait and Switch, describes the pattern in which a user assumes performing

one action but instead unintended one occurs. That attracted attention and people started to

react by sharing their own experiences about ”potential” dark patterns, which leaded to first

conceptual taxonomy of dark patterns.It has served as a foundation for subsequent academic

taxonomies.2

In 2013, Zagal et al. questioned the unethical design in games with an inspiration from the

concept of dark patterns [2]. After inspecting popular games, such as social media games and

multiplayer online video games, they presented three high-level dark pattern categories in game

designs: time-based, financial-based, and social capital-based. For example, time-based dark

patterns such as Grinding and Pay to Skip place players in situations where they must either

invest significant time or spend money to progress; otherwise, they remain stuck at a certain

level. Another well-known dark pattern type identified in their taxonomy is Social Pyramid

1Harry Brignull, Dark Patterns: Dirty Tricks Designers Use to Make People Do Stuff, 2010, web archive,
Accessed: October 24, 2025.

2The initial Dark Pattern categories introduced by ”darkpatterns.org” included: Roach Motel, Bait &
Switch, Voice Theft, Sneaky Credit Card Roll-over, Price Comparison Prevention, Disguised Ads, Price Sensitivity
Targeting, and Forced Information Disclosure [40].

https://web.archive.org/web/20100722045159/http://www.90percentofeverything.com/2010/07/08/dark-patterns-dirty-tricks-designers-use-to-make-people-do-stuff/
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Schemes, which refers to a design that encourages players to share the games with their friends

or directly invite them in exchange for in-game rewards. Although these are now well-established

dark patterns, earlier academic studies, primarily aimed to raising awareness and define dark

patterns from an academic perspective using systematic methods. We can consider this objective

achieved, as one year later, a book [41] addressing game design and player engagement dedicated

three chapters for the aforementioned three high-level dark pattern categories, and it attracted

the attention of researchers working on ethics in game designs [42].

Not every non-user friendly design or poor design solution that causes inconveniences for the

users is considered as a dark pattern. For example, practices that should be avoided to solve

continuous design problems are referred to as ”anti-patterns” [43]. In contrast to them, dark

patterns describe actions taken in the service of malicious or manipulative design. One of the

earliest academic effort on dark patterns unsurprisingly came from human computer interaction

scholars and they identified dark patterns by examining interaction between device (system)

and human (system users) [44]. Another aspect in which dark patterns negatively impact users

is privacy. In 2016, Bösch et al. systematically investigated malicious strategies against privacy

principles like ”data minimization”, ”informing data subjects”, ”being in control of personal

information processing”, ”demonstrating compliance with privacy-related legal requirements”.

They identified corresponding dark strategies like ”maximizing the collected data”, ”obscuring

personal data processing information”, ”deprivation of control over personal data”, ”fake com-

pliancy” (respectively) and finally proposed a taxonomy of seven dark pattern types [4]. For

example, Bad Default dark pattern presents a pre-selected configuration that favors sharing usu-

ally more than necessary personal data, making it difficult for users to go through all settings,

as a implementation of ”obscuring personal data processing information” strategy.

Following ethical game design and privacy-oriented dark pattern taxonomies, Gray et al. de-

veloped a user experience-driven taxonomy and proposed five high-level dark pattern strategies,

which have since been widely used by stakeholders in the dark pattern domain [5]. After collect-

ing dark pattern examples from various sources, such as user experience expert websites or social

media platforms, they conducted a gradual analysis and consequently classified motivational-

based dark pattern strategies as: Nagging, Obstruction, Sneaking, Interface Interference, Forced

Action. For example, they classified Social Pyramid [2] and Privacy Zuckering [33] under the

Forced Action strategy. Eventually, their taxonomy presented 15 low-level dark pattern types

and helped to better understand the dark pattern phenomenon.

Dark patterns appear on online shopping platforms, as well as on games and social media

platforms [23]. The first big scale study on electronic commerce-related dark patterns has been
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conducted by crawling 11 thousands online retail websites [19]. Then, they apply hierarchical

clustering-basis data analysis to the crawled data and their research team labeled the dataset

with substantial agreement. They used previously proposed dark pattern classifications [33, 5]

and presented seven high-level categories like Sneaking (as in the taxonomy of Gray et al. [5]) and

Urgency, which refers driving users toward faster decision-making and buying behavior. Under

these categories, they listed 14 different dark pattern types. For example, Countdown Timer

and Limited Time Message as a low-level types of Urgency. While these efforts significantly

contribute to the systemization of dark pattern research, they were not sufficient to capture

all possible dark pattern classes. For example, Mathur et al. considered only text-based dark

patterns.

In addition to academic taxonomy studies, significant efforts have also begun on the regula-

tory front. The enforcement of regulations such as the GDPR has prompted growing interest in

dark patterns not only among scholars in user experience design, computer science, privacy, and

gaming, but also among legal researchers and policymakers. For example, the Federal Trade

Commission (FTC) prepared a comprehensive report dedicated to dark patterns in September

2022 [6] and developed a business practices-oriented taxonomy. While most of the categories

were took from the previously developed taxonomies, such as Sneaking [5], Urgency [19], they

adapted some of the existing classifications with their own terminology. For example, they prefer

Endorsements category for Social Proof [19]. OECD published a report one month after FTC’s

report as Dark Commercial Patterns and merged the existing taxonomies under seven high-

level categories and listed both descriptions and examples of 24 dark pattern types [7]. In the

same year, another regulatory association European Data Protection Board (EDPB) published a

guidelines for identification and avoiding dark patterns [9]. Next year, they updated and released

a new version with their own taxonomy [8]. In the recent version, they presented seven high

level categories like Overloading, Skipping, Stirring. For example, the first category corresponds

to designs where users encounter large options or information leading them to share more data.

The report concentrated on data protection use cases and presented real examples or scenarios

for each category. Furthermore, each dark pattern type was mapped with the corresponding

GDPR provisions.

All of these taxonomies, specific dark pattern descriptions, and frameworks covering domains

such as privacy, data protection, e-commerce, etc., helped us to understand both existing and

potential implementations of dark patterns. They have raised awareness of these manipulative

practices and contributed to the conceptualization of this wide-spread, deceptive, and harmful

design phenomenon. However, two important limitations remain. First, while these taxonomies
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provide valuable insights,they do not eliminate the need for objective and operational cri-

teria for the detection of dark patterns. Second, the proliferation of taxonomies introduces

inconsistencies in the label nomenclature. For example, the categories Forced Action and Nag-

ging [5] correspond to Coerced Action and Continuous Prompting in the EDPB taxonomy [8].

Recent work by Gray et al. [29] has addressed the main issue of lack of a standard ontol-

ogy by consolidating multiple taxonomies and creating an ontology that integrates academic

and regulatory perspectives, providing a more structured mapping of dark pattern categories.

They presented 60 different dark pattern types organized under five high-level categories:

Nagging, Forced Action, Interface Interference, Obstruction , and Social Engineering. During

the mapping process, some dark patterns were directly adopted from prior taxonomies, while

others were inferred. For example, Hidden Information was taken directly from the FTC [6] and

Gray et al. [5], but also inferred from Bösch et al.’s Hidden Legalese Stipulations [4] and the

EDPB’s Left in the Dark [8]. In this thesis, dark pattern descriptions and classifications from

this ontology were used as a reference.

Nevertheless, the first-mentioned problem, i.e., a lack of objective and operational criteria for

dark pattern identification, is not fully solved. Many dark pattern definitions allow for subjective

interpretation, leading to variability in labeling even among experts [34]. For instance, the

definition of Disguised Ads specifies that advertisement content must be clearly marked, which

raises practical questions such as: how can ”clearly” be quantified, and what constitutes being

”marked” in a measurable way? This thesis contributes to this gap by proposing a systematic

approach and operational and measurable features associated with dark patterns (see

Research Question 1). The contributions are detailed in Chapter 3 and Chapter 4.

2.2 Attributes of Dark Patterns

The previous section discussed numerous studies on the definition and classification of dark

patterns. On the other hand, research focusing specifically on recurring characteristics that are

fully or partially shared across different dark pattern types has been more limited. In 2019,

Mathur et al. identified five fundamental dark pattern attributes in their comprehensive study

oriented to crawled e-commerce data [19]. They grounded these attributes on previous work on

online manipulation and associated each attribute with dark pattern types. The first attribute

is asymmetry, refers to a design in which users must expend unequal effort across different

choices. Although different types of asymmetries, such as ”information asymmetry” [45, 46],

can be involved when defining dark patterns, the asymmetry referred to here specifically relates

to the effort required by users for the choices they encounter in the user interface. An example
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illustration of asymmetric choice architecture, which is a common dark pattern in cookie consent

banner [47], is shown in Figure 2.1.

The second common dark pattern attribute is restriction, which refers to designs that limit

options that should be available to users [19]. A good example of restrictive pattern design is

when users are required to accept marketing notifications in order to agree the terms of use [18].

The third attribute, information hiding, refers to postponing or concealing the presentation

of information to the user [19]. It is similar to one of the deception techniques described by

Kollmer et al. [1], namely the ”omission technique”. One striking example of dark pattern

exhibiting the information hiding attribute is the case where Google was fined €50 million

for hiding privacy-related information [36].

Another dark pattern attribute is deception, which refers to a design that create false

impressions through deceptive wording [19]. Countdown Timer dark pattern type is a typical

example of deception, as it misleads users into believing that a discount is available for a limited

time in order to create a sense of urgency, whereas in reality, the timer simply refreshes itself.

At first glance, one might assume that all dark patterns displays the deception attribute, partly

because they have recently been referred to as ”deceptive designs”. However, certain dark

pattern types, such as Confirmshaming or Hard to Cancel [19], and Roach Motel or Pay to Skip

[18], were identified as not exhibiting deception at all .

Mathur et al. added disparate treatment as a new dark pattern attribute in [18], which

was not present in prior work [19]. This attribute refers to designs that place certain users at

a disadvantage by treating them differently from others. Unlike the other attributes, this one

considers the differences among users who are exposed to dark patterns. Users’ awareness of

dark patterns does not necessarily prevent them from being manipulated [48]. Moreover, factors

such as education level and age can influence their ability to recognize dark patterns. A design

that may not demonstrate dark pattern characteristics for a typical user might have a different

effect on older adults. For example, in a study focusing on interactions between elderly users and

dark patterns, it was found that the older participants reported encountering Hard to Cancel

and Forced Enrolment dark pattern types in online shopping context more frequently than other

types [49] despite the fact that these were identified less in the e-commerce oriented dark pattern

dataset created by [19].

Defining the attributes of dark patterns alongside the types of dark patterns is important;

however, there is still a lack of objective and operational criteria for evaluating dark pat-

terns. Mathur et al. outlined that specificity is required for actionable definitions [18].

This thesis addressed this problem by formalizing the aforementioned attributes with measur-



CHAPTER 2. BACKGROUND AND RELATED WORK 25

Figure 2.1: An example of cookie consent process illustrating asymmetric design with click
counts for “accept all” and “reject all.”
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able features. As detailed in Chapter 4, for example, an asymmetric pattern encountered in

a cookie consent banner is expressed in terms of measurable features such as ”the number of

clicks”. Precisely, if number of clicks for accepting all cookies differs from the number required

to reject all cookies, then the design exhibits asymmetry. This asymmetry can also be formalized

through visual and linguistic features, as illustrated in Figure 4.2, in Chapter 4.

2.3 Applications and Use Cases

Dark patterns are present in various digital applications and services such as online video

games [2], mobile applications [50], social networks [51], finance applications [52], home robots [30],

IoT devices [52], web pages of travel agency websites [53], Virtual Reality [54], and more. Al-

though the use cases in which dark patterns appear are highly diverse, their prevalence is much

more common in certain use cases than in others. For example, cookie consent banners, where

manipulative designs nudge users toward privacy-unfriendly options, frequently presents dark

patterns [55]. Studies showed that scenarios like cookie consent processes violate the require-

ments of GDPR and ePrivacy Directive [56, 57, 58, 16, 17, 59, 60, 61, 62]. These manip-

ulative practices include pre-checked options, asymmetric choices, and misleading language.

Since cookie consent banners frequently contain dark patterns and draw the attention of various

stakeholders due to their implications for privacy violations, the cookie consent process was

selected as the use case to test the approach developed in Chapters 3 and 4, which address

Research Objective 1.

When examining dark patterns in terms of their domains of application, another important

observation emerges: although the ontology study identified more than 60 dark pattern types,

many of them are highly context-dependent. Some dark patterns are prevalent in e-commerce

environments, while others commonly appear in scenarios that involve consent or choice mech-

anisms. For example, in the context of cookie consent, many of the existing dark pattern types

have been observed to be not applicable or rarely implemented [63].

Dark patterns can appear across different modalities such as web and mobile platforms.

Gunawan et al. demonstrated that while some dark patterns are present in both modalities

in a similar way, others exhibit notable differences between web and mobile environments [64].

Games are one of the primary areas where dark patterns are commonly identified in mobile

applications. Niknejad et al. crawled the website ”www.darkpattern.games” and found that

even the games that are considered as ”healthy” according to the website rules contain dark

patterns [25]. In particular, monetary dark patterns have been observed to be more prevalent

in ”dark” games. Recent studies show that dark patterns are continuously present in in-app
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purchases, and previously unreported dark pattern types have also been identified in these

contexts [65]. Dark patterns not only affect players but also game developers, which has led

to ongoing discussions about the need to increase mutual awareness and promote more ethical

design practices.[24].

Along with emerging technological developments, the environments of human-technology

interaction are expanding and continually producing potential new dark patterns. From chat-

bots, which users frequently engage with [66], to home Internet-of-Things (IoT) devices [67, 68],

dark patterns continue to deceive and manipulate users. The wide range of application con-

texts makes it difficult to develop an universal or standardized method for effectively detecting

dark patterns. As proposed in Chapters 3 and 4, the specific use case and the related context

must be considered when designing a detection approach. For example, in both chapters, we

examined cookie consent processes and indicated that only 19 dark patterns are not present

or potentially applicable in this use case, highlighting the need for use case-specific measurable

features. Dark pattern attributes, such as ”asymmetry”, can be described differently in different

use cases. For example, it is represented by the imbalance between ”number of clicks to accept

all cookies” and those required to reject all [69]. On the other hand, monetary-related features

that are often seen in mobile applications are not relevant or applicable to this use case. In the

next section, we will present dark pattern detection-focused literature.

2.4 Automated Detection of Dark Patterns

In order to detect manipulative designs, several automated detection solutions have been de-

veloped [70, 71, 35, 72, 73, 74]. These solutions employ diverse methods moslty relying on

features extracted from text on UI, HTML, CSS, images, or user interaction-based metadata.

Machine learning and deep learning-based techniques have been utilized during both input data

processing and identification decisions. Some studies combined computer vision and natural

language processing techniques to detect DP in screenshots or interfaces [72, 75], while others

integrate back-end tracking information to verify consent-related manipulations [27, 76].

Although AI-based implementations were successful in recognizing certain dark patterns,

challenges remain due to variation in implementation, multimodality, and dataset biases [77,

71]. As the number of studies focusing on automated dark pattern detection has increased, the

limitations of current systems indicate that further work is required before they can be applied

effectively in real-world scenarios. Nie et al. [78] reviewed five dark pattern detection solutions

developed up to 2024 and found that, among 64 defined dark pattern types in taxonomies, only

32 were covered. Their analysis addressed three main issues observed in existing approaches: (i)
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inconsistencies in dark pattern classifications, (ii) restrictions in the detection tools and their

capabilities, and (iii) limited access to data needed to evaluate the presence of dark patterns.

The absence of standardized dark pattern definitions in the literature is also reflected in dark

pattern detection systems, which use inconsistent labeling and terminology. For instance, the

Countdown Timer dark pattern type is categorized under the ”Aesthetic Manipulation” and

labeled as Toying with Emotion by describing it as “countdown offer/reward” in one system

[35], whereas another system [72], it is categorized under ”Urgency” with the label Countdown

Timer.To mitigate such inconsistencies, this thesis adopts the labels and definitions proposed in

the most recent and comprehensive ontology, as discussed in Section 2.1.

The second challenge identified in dark pattern detection systems, namely the restrictions

of detection tools and their capabilities, underscores the necessity for detection approaches

that are not to limited to a single modality. One motivation for employing multimodal LLMs

in the detection solutions presented in Chapters 7 and 8 was to overcome this singularity lim-

itation. MM-LLMs integrate numerous data modalities, such as text, images, and voice data,

overcoming the constraints of text-only LLMs [79, 80]. They have been applied to automated

dark pattern detection, enabling reasoning across visual and textual features, and generating

interpretable explanations [81, 82]. LLMs and MM-LLMs may generate incorrect, biased, or

infeasible outputs [83, 84, 85, 86]. Techniques like Retrieval-Augmented Generation (RAG)

improve accuracy and explainability [87, 88]. Human-in-the-loop approach and reinforcement

learning with human feedback (RLHF) further enhance the performance by adding additional

verification and alignment processes [89, 90]. Sensitivity to visual noise, dataset biases, and dif-

ferences in modalities (text vs image) are major challenges. Automated detection is not yet fully

reliable, and evaluation metrics include clarity, usefulness, and verifiability of explanations [91,

92, 93].

Another significant limitation involves the lack of transparency and interpretability of detec-

tion systems for end users. To address this issue, Chapter 7 introduces a transparency-supporting

detection model, contributing to the mitigation of this research gap. Nevertheless, there are also

several external limitations, which are independent factors of the detection systems, still influ-

ence the detection process. The most prominent among these is the limited access to data.

The issue of data accessibility for dark pattern detection can be examined from two per-

spectives: (i) the datasets required for training and testing during system development, and (ii)

the data needed at the time of detection to make an informed decision. First, regarding dataset

creation, several studies have been conducted and developed dark pattern datasets. The size,

quality, and diversity of these datasets are crucial for ensuring reliable evaluation of detection
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systems. For instance, Geronimo et al. [50] created a video dataset of 240 mobile applications

annotated with dark pattern categories. Mathur et al. [19] crawled 11K e-commerce websites,

labeling instances and providing structured datasets, later extended by Yada et al. [94]. Both UI-

Guard [75] and AidUI [72] constructed UI-based corpus for dark pattern detection. The former

utilized the Rico dataset to build a large-scale mobile UI collection, whereas AidUI included 301

instances in mobile and web applications. By this thesis, a dark pattern dataset that supports

transparency was built that contains explanations about each detection process [34]. Chapter

5 of this dissertation also provides a detailed analysis of the existing dark pattern datasets in-

cluding samples and identifies critical quality issues. We constructed a benchmark dataset by

avoiding these issues and considering Research Objective 2. Furthermore, to address the

data scarcity problem in the dark pattern domain, we develop a data augmentation framework

and demonstrate it in Chapter 6. Specifically, we propose an approach that uses advanced lan-

guage understanding and generation capabilities of LLMs. The augmented dataset successfully

preserved the characteristics of dark patterns exist in the original dataset and contributed to

the performance of detection models.

Second, from the perspective of data required at the moment of detection, it is often not

feasible to reach a definitive conclusion without accessing the service provider’s server for certain

dark patterns. For example, High Demand or Low Stock Message dark pattern types depend on

dynamic inventory information that cannot be verified from the user interface alone. Therefore,

this thesis argues that detection systems should instead issue potential dark pattern warnings,

allowing the final decision to be made by stakeholders who have access to the necessary contex-

tual and back-end data.

In situations where data collection is limited or prohibitively expensive, data augmentation

techniques can help expand dataset coverage. Data augmentation constructs synthetic data

from existing datasets to increase their quantity and diversity while maintaining representative-

ness [95]. In NLP, augmentation methods operate at different levels, such as character-level,

word-level, sentence-level, and document-level. The methods include synonym replacement,

paraphrasing, noising, sampling, and fine-tuning large language models [96, 97, 98]. More com-

putationally efficient methods like prompt tuning with LLMs are also applied [99]. In this regard,

Chapter 6 contributes by proposing a textual dark pattern data augmentation framework that

considers both semantic, and structural similarity with the original data. The results show that

the augmented dataset improves the accuracy of language models in detecting dark patterns

[63].
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Chapter 3

Towards Assessing Features of

Deceptive Designs: Cookie Consent

Processes

We first investigate the measurable and objective criteria of dark pattern properties by

examining back-end of one of the most common dark pattern use cases: cookie consent

process. In particular, we extract information flow of cookie consent process from typing

URL of website to final cookie consent-relevant action of user and identify measurable

and operational features based on interactions between user and browser, and browser

and web server to recognize dark patterns.

This chapter answers Research Question 1: ”What are the measurable func-

tional properties of dark patterns and the assessment instruments to define them?” and

its content is primarily based on the following publication:

• Kocyigit, E., Rossi, A., & Lenzini, G. (2022). Towards assessing features

of dark patterns in cookie consent processes. In IFIP International Summer

School on Privacy and Identity Management (pp. 165-183). Cham: Springer Nature

Switzerland.

3.1 Introduction

Dark patterns are manipulative design techniques that aim to favour certain purposes of digital

services at the price of user’s autonomy, such as collecting as many personal data as possible,
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and are very often illegal. Discussions about what exactly dark patterns are have arisen from

different perspectives, for instance user experience, data protection law, interaction design. Each

view has added useful insights on their determining characteristics that can help researchers,

legislators, regulators, product developers and designers alike to recognize them and avoid their

use.

Dark patterns in cookie banners have been particularly studied [56, 17, 71, 57] due to their

ubiquitous presence, which has increased dramatically since the GDPR strengthened the consent

and transparency requirements for personal data processing, therefore new ways of sidestepping

the rules and extorting consent have been experimented. Still, even within this very specific

domain, there is a lack of criteria capable of capturing the essence of dark patterns and that

can be operationalised into measurable variables. Now, even if not all the characteristics of

dark patterns can be measured, like the intentionality of the deception, this approach would

offer a framework that can be leveraged to reliably discuss, argue, verify claims on the supposed

presence of dark patterns on a digital service and, eventually, detect them.

Moreover, dark patterns are not only related with Human-Computer Interaction (HCI) lay-

ers, like the graphical user interface, but also with the back-end of applications. Even though

inspecting the user interface level can help to determine some dark pattern characteristics such

as unbalanced weight of options or hard-to-notice buttons, there are certain manipulative strate-

gies that are hidden in the back-end and are therefore invisible without inspecting the elements

of a web page such as the cookie content, the cookie size, etc. For example, some websites do

not respect the user’s consent refusal decision and continue to collect their data nevertheless,

like Matte et al. indicated in [27]. Therefore, we consider both HCI and Machine-to-Machine

Interaction (MMI) layers, like the Web Server, in this study.

Our contribution. For the purpose of providing objective descriptions on whether there are

dark patterns in cookie consent flows, we study different websites’ cookie consent processes and

extract their activity diagrams through HCI and MMI layers, i.e. User Action, User Inter-

face, Browser and Web Server. Consequently, we propose thirty-one features of cookie consent

processes that could be useful to recognize dark patterns via the objective assessment of their

characteristics. We define such features based on the information flow layers like User Interface,

Web Server etc. and label them according to their values, which can be quantitative or binary.

By leveraging these objective descriptions which can be operationalised into metrics, automated

detection and analysing tools can be developed to help different stakeholders to detect, prevent

and avoid dark patterns.
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Figure 3.1: Cookie consent flow phases

3.2 Cookie Consent Process Background

In order to obtain measurable criteria of the cookie consent process that provide an objective

description of the dark patterns presence in this process, we firstly studied the cookie consent

flow and defined its phases as shown in Fig.3.1. While the flows have different interface design

elements such as buttons, banner size, text etc. or provide various user actions such as “Decline

all”, “Refuse unnecessary cookies” etc., they show a regular/common structure, probably also

as a result of regulations like the GDPR.

When users visit a website for the first time, they get informed about the presence of cookies

and are asked to consent, following Article 7.3 of the GDPR and Article 6.3 and 6.4 of the ePri-

vacy Directive. This is why, we defined the first phase of the cookie consent flow as “Information

disclosure and consent request”. At this phase, cookie banners usually present links or buttons

that redirect users towards a complete privacy policy, if they initiate that further action. Often

there is also the possibility to customize consent options through user configuration.

After users are informed about the cookie policy, they usually have two options: leave the

website without any further action or decide whether to grant or refuse consent. For this reason,

the cookie consent process may end after the first phase or continue with the second phase,

namely “Consent decision”. At this stage, users can grant their consent for all data processing

purposes, for some (with customization of consent option), or refuse consent. After the consent

decision, user can surf the website without any further consent action. According to the user’s

decision, cookie-related requests and responses run between browser and web server. Thus,

cookies which will be loaded and saved to the user’s device are known when user revisit the

website after the consent decision.

Finally, users may change their previous consent decision (i.e., right to consent withdrawal,

Article 7 GDPR). Hence, we defined the third phase as “Consent decision change”. At this stage,

users may withdraw their consent, provide consent for previously refused processing purposes,

or give consent for all or some of the previously refused purposes. This change reshapes cookie

content which will be handled between the browser and web server for the user. Also, the third

phase triggers the first phase as shown in Fig. 3.1.
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We created a matrix to extract all possible cookie consent scenarios as shown in Figure B.1,

in appendix. Because there is a loop from the third phase to the first phase, infinite scenarios

are possible, but we ignored the last phase because it only determines if the loop is over or

not. Eventually, we listed 14 possible scenarios in the consent management flow in terms of user

actions and extracted the features by considering these scenarios.

3.2.1 Human-Computer and Machine-to-Machine Interaction Layers of the

Cookie Consent Process

Figure 3.2: User Action and User Interface layers of cookie consent flow of website 2

A web flow is performed via a harmony of different components by synchronous and asynchronous

requests and responses online. These requests and responses occur both between user and

browser interface, i.e., within front-end of websites, and between the browser engine and the web

server, i.e., within back-end. We create a Unified Modeling Language (UML) activity diagram

which has different layers such as “User Action”, “Browser - User Interface”, “Browser - Engine”

and “Server” as shown in Figure 3.4 to inspect human-computer interaction and machine-to-
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machine interaction of consent management flows. Vertical flows demonstrate possible cookie

consent scenarios within each layer, whereas horizontal flows show interactions between layers.

For example, following the ”Type URL” user action, there are three vertical arrows which

represents possible user actions: accepting cookies by clicking ”Got it!”, displaying the cookie

policy page by selecting ”Learn More”, or continuing to surf on the website while keeping the

cookie banner visible on the screen, as shown in Figure 3.2. On the other hand, a horizontal

arrow, from ”Type URL” under ”User Actions” layer to ”Display website content” in ”Browser

- User Interface” layer represents a request, i.e., an interaction, between layers.

Various consent management flows are available on websites, thus we selected 10 websites

(see Figure B.2, in appendix) that provide different consent management flows to examine and

drew a diagram for each to make a comparative study. This comparison contributed to define

measurable features in the cookie consent flow which may be descriptive for Dark Patterns. For

example, while the “User Action” layer of a website’s cookie consent flow has 4 actions as shown

in Fig. 3.2, another website’s cookie consent flow is more complex because it has more than

20 possible actions as shown in Fig. 3.3. We focused on this type of differences to obtain the

measurable features. The feature extraction steps and the methodology are detailed in the next

section.

3.3 Methodology

In this chapter, we aim to define the functional characteristics of dark patterns. As a first step

towards this goal, we choose the cookie consent process as a use case to elaborate the objective

assessment of dark patterns’ characteristics. Thereby, our first research question is: “What are

the features in cookie consent processes to objectively describe the presence of dark patterns?”.

The answer to this question will be a starting point to formulate the metrics that can be helpful

to define the functional characteristics of dark patterns. Secondly, most studies have only looked

at the most visible side of the online world, like the user interface as we mentioned in Section 3.1,

thus we have an imperfect understanding of dark patterns. Another motivation of this paper

is to find out if there are features that are visible/measurable only by examining the HCI and

MMI layers of the cookie consent flow. A holistic approach is essential to define a comprehensive

feature list. Accordingly, another question is: “Are there any dark pattern-related features of

cookie consent processes that can be identified only by inspecting multiple layers of HCI and MMI

flows?”. We believe that answers to these questions will aid to formulate the characteristics of

dark patterns and to extract suitable features for the automated detection models in future

work.
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Figure 3.3: User Action and User Interface layers of cookie consent flow of website 3
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Figure 3.4: Multi-layer interaction flow (human–computer and machine–machine) of the cookie
consent process
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As a first step, we selected cookie consent flows of 10 different websites which are listed in

Table B.1. For some even without deeper analysis, it is seen that they contain clear dark patterns

such as ”Forced Action” and ”False Hierarchy” [5]. However, a more detailed examination is also

needed because there could be more dark patterns like ”Too Many Options” [9]. In this regard,

the second step is creating UML activity diagrams for each cookie consent flow to represent

information flows in multiple layers as: User Action - User Interface - Browser - Server. By these

diagrams, we inspected horizontal and vertical flows between and within layers to understand

which patterns can be associated with dark patterns. We organized the analysis of information

flow into two subsections. First, we inspected the number of elements, the possible routes from

the starting user action to the final one, the patterns possibly related to dark pattern types, and

cookie related information such as cookie size and cookie number of each cookie consent flow

separately. Then, we compared the same layers of different cookie consent flows with each other.

For example, we extracted routes for same action from different cookie consent processes and

compared them to find their differences, such as number of actions required to the user. After

the analysis steps, we defined features according to the HCI and the MMO layers by using the

analysis outputs. Finally, we discussed the relationship between existing dark pattern attributes

and our proposed features to answer the research questions.

3.4 Features in Cookies Consent Processes Relevant for Dark

Patterns Detection

After extracting the multiple layers of the cookie consent flows of ten different websites that

are listed in Table B.2 and carrying out the extraction process that was detailed in Section 3.2,

we listed thirty one features according to different layers of cookie consent information flow –

i.e., User Action, User Interface, Browser Engine, Web Server – and types – i.e., Binary and

Quantitative – as given in Table B.2, in appendix. As a result, we categorized the features

into: Human-Computer(User Action and User Interface) Interaction-based in Section 3.4.1 and

Machine-to-Machine(Browser Engine and Web Server) Interaction-based in Section 3.4.2. While

extracting and identifying these features, the main objective was not to ensure that each one

directly represents a specific dark pattern, but rather to define measurable and operational char-

acteristics that could help detect potentially asymmetric, restrictive, or unnecessarily complex

patterns within the cookie consent context. Some features are sufficient on their own to indicate

the presence of a dark pattern, whereas others become meaningful when used in combination.

The common property of these features is that they have potential to establish objective and
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actionable criteria for dark pattern assessment.

3.4.1 Human-Computer Interaction-based Features

1. Forced decision: This feature describes if the cookie consent banner prevents website

usage without a consent decision. In the UML activity diagram, if there is no direct link

from the “Type URL” user action to the “Continue to surf on the website” user action,

it means that the website forces the user to make a consent decision. The value of the

feature would be “1” then. Some websites allow to navigate the website while keeping the

consent banner on the screen without requiring a user action (see blue line illustrated in

Figure 3.2). In this case, the value would be “0”.

2. User options at first visit: Consent banners vary in terms of the first possible actions

available. While some of them provide three options such as “Agree”, “Disagree” and

“Customise”, others can provide only one option like “Got it”, or two options “Accept

all” and “Learn more”. This feature describes the number of user actions at the first

connection.

Full consent

3. Availability: This feature describes if there is a full consent option that allows the user to

accept all processing purposes at once, like an “Accept all” button. The value 1 is assigned

when this option is available, while 0 is assigned when it is not. Generally, consent banners

provide this option.

4. Total number of routes: This feature gives the total number of possible routes from

the “Type URL” user action to the “Accept all/Agree all etc.” user action. Some websites

provide more than one way to consent to all cookies, while providing one or no way to

reach the option of refusal.

5. Minimum length of routes: This feature describes the shortest route from the “Type

URL” user action to the “Accept all” action, and can be helpful to define if a flow provides

asymmetric options.

6. Maximum length of routes: This feature describes the longest route from the “Type

URL” user action to the “Accept all” action and can be helpful to define if a flow provides

asymmetric options. If loops exist, then only the first loop will be considered for this

feature.
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Full consent refusal

7. Availability: This feature describes if there is a full consent refusal option like the “De-

cline all” button, where 1 means that that option is available. While websites generally

have a full cookie acceptance option, it is not always the case that they have a full consent

refusal option on the first layer. Since websites may use various phrases to express consent

refusal (for example, while one shows “Refuse unnecessary cookies”, another one can show

“Refuse all”), we accept all of these as full consent refusal indications.

8. Total number of routes: This feature gives the total number of all possible routes from

the “Type URL” user action to “Decline all/Disagree all” user action. Therefore, this

feature can be helpful to understand if both options are provided to user in a symmetric

way.

9. Minimum length of routes: Users perform actions to complete a consent decision flow

and this process contains a different number of steps. While some websites provide shorter

or easier ways to get to consenting, they may make the consent refusal path harder. This

feature describes the shortest route from the “Type URL” user action to the “Decline all”

action and can be helpful to define asymmetry within the website or comparatively with

other websites.

10. Maximum length of routes: This feature describes the longest route from “Type URL”

user action to “Decline all” action, and can be helpful to define if a flow provides asym-

metric options. If loops exist, then only the first loop will be considered for this feature.

Customised consent Some websites provide the customization of consent preferences to

users according to the data processing purposes. This process usually takes more time and

requires more user actions than granting full consent.

11. Availability: This feature describes if the cookie consent flow contains a configuration

or customization option concerning processing purposes and/or vendors, where 1 means

that the customization is available on the cookie banner, while 0 signifies that it is not

available.

12. Total number of routes: This feature gives the total number of all possible routes from

“Type URL” user action to “Customize/preferences/options etc.” user action. Therefore,

this feature can be helpful to understand the complexity of the flow.
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13. Minimum length of routes: This feature describes the shortest route from the “Type

URL” user action to the “Partly accept/save and exit” action after configuring the consent

settings. This feature can also be helpful to define if a flow provides asymmetric options.

14. Maximum length of routes: This feature describes the longest route from the “Type

URL” user action to “Partly accept/save and exit” action. If loops exist, then only the

first loop will be considered for this feature.

15. Total user action options: This feature describes the total number of actions on the

User Actions layer of cookie consent flow. It can be helpful to express the complexity of

consent management flow.

16. Total consent flow routes: This feature describes all possible routes from the first user

action to the end on the User Actions layer. Website designs can provide different consent

scenarios, where some of them offer “Accept all” scenarios more often than “Decline all”

scenarios. This feature can be helpful to understand asymmetry through all possible

scenarios.

17. Total hyperlinks on user interface: This feature concerns the Browser - User Interface

layer, and describes the total number of hyperlinks (e.g. buttons) on it. It can be helpful

to understand the complexity of interactions on the user interface.

18. Consent decisions management availability: This feature describes if there is a con-

sent change button, link, dashboard etc. on the website to edit a previously given consent

decision, e.g. withdrawing consent. If the value of this feature is 1, that means that the

consent decision can be updated by the user.

19. Dead end: This feature describes if there is a link or button which redirects user from the

cookie consent flow to a new web page outside of the flow without providing the possibility

to come back into the cookie consent flow. For example, a cookie banner can open a new

window when a user clicks on the ”privacy policy” link and the new page doesn’t provide

any ”back” button.

3.4.2 Machine-to-Machine Interaction-based Quality Features

In the network section of browser inspection, requests between browser and web server can be

observed. The number of requests, the size and number of cookies, and the size of transferred

files vary according to whether the visit is the first one or not and whether consent decisions are

taken or not.
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20. Number of cookies at first visit: The cookies that are installed on a device and their

details can be unveiled when the web browsers are inspected. This feature describes the

total number of cookies installed when a user visits a website for the first time.

21. Number of cookies in full consent: This feature describes the total number of cookies

installed when a user visits the website after full consent grant.

22. Number of cookies in full consent refusal: This feature describes the total number

of cookies when a user visits the website after full consent refusal.

23. Cookie size at first visit: This feature describes the total cookie size when a user visits

the website for the first time. Each cookie has its own size value, but we obtain the total

size to simplify the feature and generate a quantitative one.

24. Cookie size in full consent: The cookie size value should be associated with consent

grant decision. This feature describes the total cookie size when consent is fully granted.

25. Cookie size in full consent refusal: This feature is the opposite of cookie size in consent

grant feature, and describes the total cookie size when consent is refused. When user does

not allow all cookies, this feature should be lower from the above one in most cases.

26. Total requests at first visit: This feature describes the total number of requests between

browser and web server at the first stage, before the consent decision. Some of the requests

are not related with consent but with functionality of the website, e.g., source files of the

web page, while others are directly related with the consent management process or the

consent decision. Therefore, this feature can be helpful when it is used with the below two

to check if the consent decision is correctly implemented.

27. Total requests in full consent: This feature describes the total number of requests

between browser and web server when consent is granted.

28. Total requests in full consent refusal: This feature describes the total number of

requests between browser and web server when consent is refused.

29. Transferred file size at first visit: Transferred files between browser and web server

can vary based on consent decision. This feature describes the total transferred file size in

the first interaction between the user and the website.

30. Transferred file size in full consent: This feature describes the total transferred file

size when the user types a URL after consent is granted.
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31. Transferred file size in full consent refusal: This feature describes the total trans-

ferred file size when the user types a URL after consent is refused.

3.5 Discussions

We have listed 31 features which can be operationalizable into metrics to assess dark patterns

after analysing the cookie consent processes in the previous section. One of the purposes of this

work is to promote objective grounds to discuss qualities about online patterns and eventually

provide evidence to discuss, confirm or refute claims on whether a particular design pattern is

“Dark”. To the best of our intention, the features that we have identified are all operationaliz-

able. It is possible, in other words, to define measures for the features that can be evaluated on

the layered message sequence charts that we have provided. Some of them can be already used to

objectively capture certain qualities and characteristics that have been only informally described

in the literature. For instance, in [18], Mathur et al. defined six attributes and two of them, i.e.

asymmetric (unequal weights on the provided options to the user) and restrictive (discarding

specific options that should be available to the user) can be described with the features we pro-

posed. The asymmetric patterns can be evaluated by comparing these features: “Total number

of routes in full consent grant (#4)”, “Total number of routes in full consent refusal (#8)”,

“Total number of routes in customized consent grant (#12)”. If their values are not equal, we

can conclude that the design is asymmetric in an objective way. The restrictive attribute can be

described by the following ones: “Forced decision (#1)”, “Full consent availability (#3)”, “Full

consent refusal availability (#7)”, and “Customized consent availability (#11)”. For instance, if

the value of “Full consent refusal availability (#7)” is zero, then we can argue that users do not

have the option to reject cookies in one action, i.e., the cookie consent flow contains a restrictive

pattern.

The features can provide descriptions of dark patterns when they are used in different cookie

consent flows, not only within one cookie consent flow. We believe that our proposals are not only

providing direct description of dark patterns’ attributes such as “asymmetric” or “restrictive”,

but also indirect metrics like “complexity”. For example, the complexity of a large amount of

different flows can be measured with the help of “Total consent flow routes (#16)”, “Total user

action options (#15)”, and “Total buttons on User Interface (#17)”. In this case, reasonable

inferences can be made for individual samples after calculating the mean values. For example,

“choice complexity”, which is defined as required effort for an action or selection in [38], can

be measured with these features.

Dark patterns can also be hidden in the back-end of the cookie consent flows, and our MMI-
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Figure 3.5: Extracted machine-to-machine interaction features from the cookie consent process.

based features can evaluate their presence since the features check the interaction within/between

Browser and Web Server layers of the cookie consent flow. One of the measurable elements in

the back-end is the cookies themselves. A basic cookie has information such as name, value,

host, path, and expires [100] which are easily accessible and can serve as important cues when

analyzing dark pattern attributes such as asymmetry. For example, when “Cookie size in full

consent (#24)” and “Cookie size in full consent refusal (#25)” are assessed together, if they are

equal we can deduce that the consent refusal option is not working or that the cookie consent

flow is deceptive, as it shows to users the option of refusal but user’s choice is not correctly

registered. We measured these features of different websites when users firstly arrived to the

website before consent decision and after full consent grant or full consent refusal as shown in

the Fig.3.5. As it can be observed, in most instances the values of the features are unsurprisingly

lower, rather than equal, when a user refuses to consent comparing to the full consent grant.

As we highlighted inChapter 2, previous categorization and definition studies offer a variety

of perspectives to examine dark patterns, but the literature on the topic still lacks objective

and measurable criteria to assess the presence of dark patterns on online services. We believe

that measurable metrics are not only needed for an objective evaluation, but also to develop

automated detection tools, which require a concrete and measurable feature set and can be

helpful for developers and designers during testing processes, and to regulators and researchers

during evaluation and inspection processes. Automated detection tools like machine learning-

based systems require structured data in the training process. These metrics can be helpful to

constitute feature sets and data sets thanks to their quantifiable nature.

3.6 Limitations and Future Research Directions

We examined the cookie consent flow as a use case of dark patterns and proposed thirty one

features that can be operationalised into metrics based on our multi-layers interaction flow



CHAPTER 3. ASSESSING FEATURES OF DECEPTIVE DESIGNS 45

analyses. We provided clear descriptions for them, but we have not yet defined procedures,

quality measures, nor guidelines to interpret them for any of the features that we have described.

We have informally given a few exemplifying arguments to show that this exercise is possible,

but its full development is left for future work.

We selected ten different websites and extracted the interaction flows of their cookie consent

processes. We believe this sample is sufficiently representative for this initial analysis, but

of course additional different examples may help to explore other features. We excluded the

”legitimate interest” paths in the cookie consent flow and the flows that repeat over time, e.g.,

nagging users to consent in their later visits. Moreover, the choices we made in selecting certain

elements of the process in the message sequence chart affect what features we can define. For

instance the edges in our charts are unweighted. One could, for instance, consider the cost of

a certain choice which can provide new features. We quantify the asymmetric patterns based

on the number of clicks, without accounting for the cognitive burden associated with each click.

For instance, one option may be longer in terms of text length and contain more complex

language, while another may be short and simple. Such differences are not captured through

our information flow analysis, which limits the scope of the extracted features.

Furthermore, while studying multiple layers of interaction flows can contribute to obtain

metrics describing dark pattern characteristics, we excluded the language. Therefore these

features are not capable of describing examples like “confirmshaming” [101], which exploits

human emotions like guilt to manipulate users. We also did not include visual elements such as

button size, colour, contrast ratio etc. into this study but we intend to consider them in our

future work.

The back-end of websites would need further investigations to cover other aspects of Dark

Patterns and extend their features. For instance, we focused on the total cookie size in different

consent conditions, but we did not extract the content of the cookies, and we observed the total

number of requests between browser and web server, but we did not detect the ones that are

directly related with cookies. Hence, the features can be elaborated into their breakdowns such

as “Total cookie-based requests after full consent” or “Advertisement-based requests after full

consent refusal”. Since all cookies do not represent same mission, e.g., some can be designed

the functionality of cookie consent mechanism. Of course, it should be noted that cookie values

are often stored in encrypted form, and such detailed feature extraction is therefore subject to

certain limitations. In this context, compared to external analyses that rely on restricted data

access, internal efforts with full access to all relevant data can provide a more accurate and

comprehensive evaluation of dark patterns.
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3.7 Wrap-up and Perspectives

One of the harms associated with dark patterns is the manipulation, coercion, or misdirection

of users during cookie consent processes, leading them to disclose their personal data even if

they do not intend to do and infringes the legal requirements. Although regulations such as

the GDPR prohibit the collection and sharing of user data by third parties without explicit

consent, dark patterns are often employed to secure consent in a deceptive manner. Detecting

dark patterns is therefore essential to mitigating the associated privacy risks. However, existing

categorizations and definitions are not sufficient for objective evaluation, making systematic

assessment challenging.

In this study, we analyze the information flows in different cookie consent processes—from

the user, through the browser, to the web server—and derive measurable and operational fea-

tures that can be used for the detection of dark patterns in consent interfaces. These features do

not constitute a final or exhaustive list; however, they are significant in that they highlight an

important research gap and provide concrete proposals for the objective evaluation of designs in

order to detect dark patterns. Dark patterns cannot be captured solely through process-based

metrics. Visual and language-based metrics must also be defined. The outputs of this chap-

ter have provided an important contribution to Research Objective 1: Defining measurable

instruments for the objective assessment of dark patterns. This work will be expanded from mul-

tiple perspectives in Chapter 4 and serves as a foundation for the systematic approach proposed

in this dissertation, as well as for the transparent supporting detection framework presented in

Chapter 7.



CHAPTER 4. RELIABLE DETECTION OF DECEPTIVE DESIGN PATTERNS 47

Chapter 4

A Systematic Approach for A

Reliable Detection of Deceptive

Design Patterns Through

Measurable HCI Features
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Following the analysis and proposed process-based measurable features of dark patterns in

the previous chapter, this chapter further develops the concept of measurable features and

proposes a systematic approach for a reliable detection of dark patterns. In particular,

we first identify use case-specific dark pattern types and clarify the relationships between

these types, such as Privacy Maze, False Hierarchy, etc., and the dark pattern attributes,

such as asymmetry, restriction, etc.. Then, we describe these attributes based on our

newly proposed set of measurable human-computer interaction features to lower the

subjectivity of users’ interpretation and to reconcile the interpretations of expert users

on dark patterns.

This chapter answers Research Question 1: ”What are the measurable func-

tional properties of dark patterns and the assessment instruments to define them?” and

its content is primarily based on the following publication:

• Kocyigit, E., Rossi, A., & Lenzini, G. (2024, September). A systematic approach

for a reliable detection of deceptive design patterns through measurable

HCI features. In Proceedings of the 2024 European Symposium on Usable Security

(pp. 290-308).

4.1 Introduction

Privacy and data protection requirements of users are frequently violated in the user experience

design of websites, social media platforms, mobile applications, and video games. Online de-

ceptive designs, i. e., dark patterns, often circumvent privacy-protecting mechanisms by forcing,

misleading or manipulating users to make them take potentially harmful decisions that lower,

or even nullify, the protection of their personal data and weaken their rights. For example, a

restrictive design pattern can be implemented in cookie consent processes to coerce users to

disclose their personal data with third parties for profiling and advertisement purposes. Such

a practice is explicitly against the international privacy engineering principle standardized in

ISO/IEC 29100 [102] concerning ”consent and choice” which clearly states that users should

have the ability to control the collection, use and disclosure of their personal information. In

the EU, this also contravenes the requirements about the freedom of consent enshrined by the

General Data Protection Regulation (GDPR - Regulation 2016/679) and the ePrivacy Directive

(Directive 2002/58).

Detecting and reporting the presence of dark patterns in digital services holds significant
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importance for underpinning the scrutiny of potential violations of the law by independent

authorities or administrative courts, for supporting organizations in their data protection com-

pliance efforts, and for assisting privacy consultants in their advising activities. Nevertheless,

several challenges hinder the identification of dark patterns. First, dark patterns are present

across diverse environments, encompassing mobile applications, large online platforms, Virtual

Reality environments, and all sorts of websites and digital services. This necessitates a large

scale examination which is broader than an analysis directed at a specific environment, as well

as a comprehensive understanding of the technologies used to design deceptive interactions in

various environments. Second, dark patterns can be employed in various interfaces where users

perform a variety of tasks such as registration pages, cookie consent banners, payment screens,

content sharing on social media, as well as flight and hotel reservations. Each scenario differs

in terms of design choices: while a deceptive design pattern such as a ”bad default” [29] may

steer users’ decision toward a privacy-invasive option to obtain their personal information in a

particular scenario, in a different scenario the same pattern may sneakily add an item to their

shopping cart to increase the e-commerce vendors’ profit . This situation calls for multiple

strategies to detect all types of dark patterns, while developing a detection tool requires use

case-specific proxies which help to recognize the dark patterns. Lastly, dark patterns can adopt

distinct strategies of implementation characterized by different Human Computer Interaction

design elements, such as reducing the visibility of an option, diverting user attention, imposing

restrictions by eliminating the affordances for certain user actions, or manipulating language to

exploit users’ emotions. This emphasizes the necessity of considering multiple data types such

as images, text, etc. when devising a detection solution.

Various studies have been instrumental in defining the phenomenon of deceptive design

practices and in developing taxonomies to categorize and recognize them, such as [4, 5, 19, 29].

However, a precise and objective definition of dark patterns based on measurable elements that

directly impact the identification process, remains elusive. To address this gap with concrete

tools and quantifiable elements, we selected one of the most observed dark pattern use case

(i. e., the cookie consent process) with the intention of producing objective descriptions of dark

pattern characteristics. With our proposal, we aim to provide a process that relies on measurable

features and that can be employed by anyone to reach reliable, reproducible conclusions on the

detection of dark patterns.

While devising objective instruments to assess the presence of dark patterns, we focused on

established attributes (such as asymmetric, restrictive, and deceptive) which have been defined

by Mathur et al. [19]. We believe that the definitions of the attributes are high-level abstract
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concepts that can be implemented in various manners. For instance, the definition of asymmetry

concentrates on the unequal burdens placed on available choices [18], but what exactly is this

unequal load and how it can be measured remains uncertain. Quantifiable features that are

observable and measurable (e. g. the presence of buttons that provide the option to grant or

deny consent to all available processing purposes) are critical for describing the dark pattern

attributes. To prevent ambiguity and operationalize these abstract attributes, we investigated

measurable features of cookie consent processes that can objectively describe the attributes in

applied settings.

The deceptive design pattern types are mostly context-specific: for example, the dark pattern

type ”Hidden Costs” [40] can occur in check-out or payment web pages while it does not occur in

other use cases. Moreover, each pattern type is not characterized by all attributes: for instance,

Mathur et al. presented ”Forced Action”, i. e., a deceptive design pattern type, with the only

required attribute ”restriction” among the six existing ones [18]. This led us to identify the

deceptive design pattern types that are present in the target use case of cookie consent banners

and to propose the identification of the defining attributes of relevant types.

Research questions. We formulated the research questions below to meet the research

objective of developing a measurable and objective process for the detection of dark patterns:

1. Which deceptive design pattern types are commonly employed in cookie consent processes?

2. Which deceptive design pattern attributes define the deceptive design types that are

present in cookie consent processes?

3. What are the measurable human-computer interaction design features (i. e., visual, process-

based and linguistic features) in cookie consent processes that can be operationalized to

define the deceptive design pattern attributes?

4. How can the dark pattern attributes be objectively described through the measurable

features?

Contributions. With respect to the research questions, our contributions are listed below

in corresponding order:

• we identify the potential privacy-impacting dark pattern types in cookie consent processes.

• we elicit the relationships between the dark pattern attributes and the dark pattern types of

cookie consent processes by presenting required, optional and non-required characteristics

of each type.
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• we propose measurable features that consider three main design angles (namely, visual,

process and language) to recognize when a cookie consent process contains a dark pattern

attribute, e. g. asymmetry.

• we describe the attributes based on the measurable features that we propose aiming to

provide objective descriptions which can be utilized in the dark pattern detection.

4.2 Terminology

Before examining the methods and results of our study, it is necessary to clearly define some of

the terms that we use frequently in the article, such as type, attribute and feature (composed of

entity and metric), to avoid any confusion.

4.2.1 Type

Although dark patterns have the similar objective of influencing users’ behaviors online, they

are implemented in a variety of forms that can trick individuals, e. g. by hiding controls and

information from them, forcing them to take predefined decisions or steering their actions to-

wards desired outcomes in a predictable manner. The term “type” refers to a specific category

of dark pattern within a system of classification that considers the tactics they employ and

the scenarios where they can be found. For instance, there are 16 types in [40], such as “con-

firmshaming”, “disguised ads”, “forced action”, “hidden costs”, etc. However, there are many

regulatory reports and academic papers that list and categorize dark pattern types. For in-

stance, the European Data Protection Board’s latest guidelines on dark patterns [8] listed 6

family types, e. g. “overloading”, “skipping”, etc., and 16 subcategories such as “continuous

prompting”, “privacy maze”, “dead end”, “emotional steering”, etc. . In order to discuss the

types in our study, we used a recent comprehensive taxonomy published by Gray et al. [29] as

our main source (refer to Section 4.3.1 for the reasons behind this decision).

4.2.2 Attribute

This term refers to the characteristics of dark patterns that are not dark pattern type-specific,

but rather represent general properties that characterize online deceptive designs. One dark

pattern type can be described through one or more attributes. Mathur et. al. first specified

5 attributes [19], and then added a sixth one in a following study [18]. We based our study

on these attributes, namely Asymmetric, Restrictive, Covert, Deceptive, Information hidden

and Disparate treatment (the definitions are given in Table 4.1). In the following sections, the
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attributes will be written in italics.

Table 4.1: Dark pattern attributes with their descriptions from Mathur et al. [18]

Attribute Description

Asymmetry Unequal burdens on the choices available to the user

Restriction Eliminate certain choices that should be available to users

Information hidden Obscure or delay the presentation of necessary information to users

Covert Hiding the influence mechanism from users

Deception Induce false beliefs in users either through affirmative misstate-
ments, misleading statements, or omissions

Disparate Treatment Disadvantage and treat one group of users differently from another

4.2.3 Measurable HCI Feature

To define features, entity and metric need to be described first.

Entity: An entity refers to the specific element within the web design that is measurable.

For example, ‘full consent grant button’ indicates whether there is a button that, once clicked,

signifies user’s consent to all processing purposes. This is one of the measurable elements on

the cookie consent banner and can be detected through CSS components of a web page as was

done in [103]. Another example of an entity is ‘full consent grant process’ which identifies the

path that the user needs to follow to provide consent to all processing purposes. This entity can

be observed manually or via semi-full automated tools, crawlers, etc. as performed in the large

scale analysis of cookie notices in [104].

Metric: A metric indicates and measures a quantitative aspect of the entity. For instance,

the entity ”full consent grant button” can be evaluated via different metrics such as ‘size’, ‘color

contrast’, ‘position’ etc. The first one simply calculates the height and width of the entity in

pixels. The second one focuses on the color values, e. g. RGB, of the entity and its surrounding,

while the last one can measure the euclidean distance between the position of the entity and

the center of the cookie consent banner. In other words, a metric can be conceptualized as a

function where the entity serves as the input. The output of this function should be the same

across different evaluators, thereby providing an objective assessment of the entity.

Feature: An entity measured on a predefined metric is a feature. Features are helpful to

describe the dark pattern attributes. For example, ‘full consent grant button’ is an entity and

‘size’ is a metric. ‘The size of the full consent grant button’ is a feature which is quantifiable

and measurable (and can be used to identify the presence of an attribute, as we will show

later). Features refer to various aspects of the human-computer interaction HCI, including

visual/graphical, process-based and linguistic/text-based aspects. For example, while the ‘color

contrast of the full consent grant button’ represents a visual feature, the language used in the
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Figure 4.1: Methodology workflow exhibiting the steps and corresponding research questions.

button can be featured as ‘readability of the full consent grant language’ as a linguistic feature,

and the user’s interaction with the system can be featured as ‘number of clicks for full consent

grant process’ as a process-based feature. Methods and instruments to quantify the features

differ for each of them. An example of a feature is shown in Figure 4.2 by annotating entities

and utilized metrics.

4.3 Methodology

We follow a simple workflow composed of four steps as shown in Figure 4.1.

4.3.1 Identifying Dark Patterns in Cookie Consent Processes

Before understanding the characteristics of deceptive design patterns in the cookie consent pro-

cess, the identification of the types that are specific to that use case is crucial because (i) the

detection of deceptive design patterns requires identifying measurable elements that are related

to the specific use case and (ii) each use case is characterized by its own design elements. This is

why searching for a ”Countdown Timer” in the cookie consent processes is pointless. Therefore,

we identified the specific deceptive design pattern types that can be present in our target use

case as a first step, to answer RQ1.

Construction of a Pool of Deceptive Design Pattern Types

The dark pattern literature is rife with taxonomies and categorizations. Such an abundance

causes problems such as different labels associated with the same design pattern and varying

levels of granularity in the categorization. For instance, the pattern based on constantly inter-

rupting users’ tasks through prompts is called ”Nagging” in the European Commission’s report
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[105], while it is named ”Continuous prompting” in the European Data Protection Board’s

guidelines [8].

Recently, Gray et al., who are well-known scholars of the deceptive design research commu-

nity, published an ontology that maps deceptive design pattern types contained in the academic

literature and authoritative sources’ reports into a hierarchical table [29]. We used this study

as the main source for the construction of the deceptive design types pool because it is the most

up-to-date and comprehensive on the matter (e. g. encompassing dark patterns relevant to EU

data protection law [8] and US consumer protection law [6]), while the mapping table solves the

conflict of different naming conventions. The table has 64 patterns in total.

It is paramount to consider granularity for assessing the presence of deceptive design patterns

because the detection task requires descriptions that are as specific as possible, as opposed to

abstract ones, as Mathur et al. highlighted in their cornerstone study [18]. Moreover, the

attributes that characterize the low-level (i. e., the most granular) patterns do not necessarily

correspond to the attributes that characterize the related higher level (i. e., the less granular)

patterns. To enable the detection of specific instances, it is necessary to accurately characterize

the attributes that help recognizing why a certain design pattern is deceptive - or not. In light

of these considerations, we decided to employ the most granular available types to construct a

pool of deceptive design pattern types.

Filtering of deceptive design pattern types that are specific to the target use case

Only a selection of dark patterns among the 43 types applies to the cookie consent process.

Independently of each other, three experts, who have composite interdisciplinary backgrounds

covering computer science (software development and artificial intelligence), data protection law,

human aspects of privacy and security, and linguistics, and who have a research track on privacy-

invasive design patterns, selected the dark patterns that are relevant for cookie consent processes

and filtered out the irrelevant ones. Each expert was asked to perform a binary classification on

the 43 types, where they selected the patterns they considered fitting and excluded the others.

For each deceptive design pattern type, its definition from the main source [29], as well as an

example from reports [8, 7, 106, 6, 105] or papers [4, 30] were given to the experts, together

with criteria for exclusion and inclusion. To exclude a type, it had to be solely related to (a)

purchasing decisions, (b) ways of spending time and attention, (c) implemented in social robots

or (d) proper of the privacy domain but not applicable to a cookie consent decision. If the

expert assessed that the type under consideration did not meet any of the exclusion criteria,

the expert evaluated whether the relevant type was a plausible fit for the target use case, i. e.,
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”cookie consent process.” The voting results of the three experts were combined to compose

the final list that consists of the types that achieved full consensus. Agreement through internal

discussions was sought for the three cases where there was no full consensus.

4.3.2 Attributes of Deceptive Design Patterns in the Target Use Case

Contrary to the prosperous work concerning the establishment of types and taxonomies, there

has been a limited focus on defining overarching deceptive design pattern attributes. In this

two-round step, first, three experts independently evaluated whether each filtered dark pattern

type could be described with one or more of the 6 selected attributes, to answer RQ2.

Two of the three experts also performed the previous filtering of types (see Section 4.3.1),

with the third expert additionally providing a domain knowledge in formal methods and logic,

in addition to human aspects of privacy and security. During this assessment, the relationship

between the type and the attribute was expressed as - Attribute is CODE in TYPE -, where

CODE could take one of three values: ”required,” ”optional,” or ”not required”. Definitions of the

types and the attributes, as well as one example to validate their understanding, were shared

with the experts. A total of 112 evaluations were conducted in the first round, covering 17

types and 6 attributes by each expert. When combined, each evaluation can result in a label

representing one of four categories:

• ”Consensus”: all experts agreed on one of three CODE;

• ”Majority decision without conflict”: agreement only between two experts on

”required” or ”not required”, with the third expert indicating ”optional”;

• ”Majority decision with conflict”: agreement only between two experts on a

”not required” code, with the third indicating ”required”, or viceversa;

• ”High uncertainty” each expert provides a different evaluation (i. e., ”required,” ”not

required”, ”optional”).

The second round was aimed at solving the conflicts classified as ”High uncertainty” and

”Majority decision with conflict” and reach consensus. Three sessions for a total of

10 hours enabled the mutual sharing of ideas, the discussion of definitions, and the provision

of arguments and counterarguments, after which the three experts reviewed their votes and

made their final decisions to solve any conflict or high uncertainty cases. Given that each

evaluation is categorized into three discrete values — ”required,” ”not required”, ”optional” -

and the participation of three experts, the permutations amount to 3 over 3, resulting in 27
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possible combinations. Considering 112 evaluations, the total number of possible scenarios is

3024. Since consensus can be provided in 3 ways (i. e., ”required-required-required”, ”optional-

optional-optional”, or ”not required-not required-not required”), the probability of reaching

consensus for one evaluation is 11,11%, while the probability for full consensus is 3/27112, which

is close to zero. For this reason, experts aimed to solve conflicts during the second round.

4.3.3 Identifying Measurable Features of Cookie Consent Processes

This stage of the study answers RQ3. For doing so, we identified the measurable feature concept

by clarifying its components, i. e., entity and metric, which were explained in Section 4.2.3.

The necessity of this notation is better explained through an example. Habib et al. presented

“readability of the notice” as a design parameter that can be built by different sub-elements such

as “fonts”, “colors”, “contrast” etc. [47]. This parameter can be named “Readability of Privacy

Notice Language” and classified as a feature according to our conceptualization. The privacy

notice text, i. e., the language, is a measurable element that can be classified as an entity,

and its readability is a (linguistic) metric which reflects whether the text is in plain language.

“Readability of Privacy Notice Banner” can be classified as another feature that utilized the

banner as an entity. Moreover, the readability here is a different metric and concerns the

contrast, which is a visual design element. As explained in these examples, the notation we

propose intends to reduce potential ambiguity and help the formalization of deceptive design

patterns in the next step. As a consequence, the conceptual framework expressed by the equation

below will be employed in defining measurable features of the cookie consent processes.

Feature = Metric(Entity)

We extracted a set of features after reviewing [24, 45, 59, 54, 56, 9, 51], with specific attention

to the measurable features of cookie banners provided in [29], that we validated and enhanced

through the authors’ collaborative analysis of some examples of cookie banners. We thus decided

to group the entities (i. e., the measurable elements) into three categories: visual features (e. g.

“full consent grant button”), linguistic features (e. g. “cookie policy text”) and process-

based features (e. g. “full consent grant user path”). An example of the method for extracting

and defining the measurable elements of a cookie consent process is shown in Figure 4.2. As

stated in Section 4.2, buttons are evident measurable design elements and the ”agree and close”

button on the cookie banner in Figure 4.2 can be identified as an entity. This entity can be

measured via different metrics, e. g. “background color”, “size”, “position” etc., and this metric-

entity pairs describe visual features such as “background color of full consent grant button”.
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“Readability of cookie consent banner language” is a linguistic feature that is composed of the

text on the banner, i. e., an entity, and a metric such as “readability”. The “Learn more”

button on the first layer of the cookie banner can direct the user to the second layer as shown

in Figure 4.2, and the user path, i. e., the process, can be extracted as an entity. “Number of

clicks”, “time” etc. can be metric for this entity, and together they identify a process-based

feature. With this approach, we extracted a finite list of linguistic, visual, process-based features

in Section 4.4 that can be expanded at will as new examples and new features are analyzed.

4.3.4 Describing Deceptive Design Pattern Attributes Based on the Features

In order to define the attributes of deceptive design patterns with observable and measurable

features, they should be expressed as within a certain logic (e. g. as a rule), taking into account

the relationship between the features. For instance, the features ”size of the full consent grant

button” and ”size of the full consent refusal button” do not reveal the presence of dark patterns.

However, a logical expression can elicit the relationship between them, such as ”if the size of the

full consent grant button is not equal to the size of the full consent refusal button”, indicates

an asymmetric pattern, which is one of the attributes of dark patterns. In this regards, we

defined rules using the features determined by the methods described in the previous section to

minimize subjective interpretations. Eventually, the outputs of this step answer the last research

question, i. e., RQ 4.

4.4 Identifying, Mapping and Describing Deceptive Design Pat-

terns

Following the process described in Section 4.3.1, we identified 17 deceptive design pattern types

that can be found in cookie consent processes out of the 43 types within the pool of deceptive

design pattern types. The types and their definitions can be seen in Table 4.2, which is not a

definitive list since other, or even novel, types of dark patterns can influence consent decision-

making as new technologies and scenarios arise. While ”Privacy Zuckering” was included with

the majority voting, three experts unanimously selected the other 16 types. The ”Forced Con-

tinuity” and ”Personalization” types were selected by only one expert, and have been excluded

after discussion. The remaining 24 types were not included in the list with full consensus. The

filtering process’ inter-rater agreement score is nearly 0.926 according to Cohen’s Kappa metric.

While there are 43 types in total in the pool, more than one third (39.5%) are relevant for cookie

consent processes.
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Figure 4.2: Examples of visual, linguistic, and process-based feature extraction from a cookie
consent process.
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Table 4.2: Dark pattern types used in cookie consent processes (the definitions are given in
Table C.1, in appendix)

Dead End Privacy Maze
Nagging Wrong Language

Complex Language Confirmshaming
Information without Context Hidden Information

Positive-Negative Framing Conflicting Information
False Hierarchy Bad Defaults

Visual Prominence Feedforward Ambiguity
Trick Questions Choice Overload

Privacy Zuckering

4.4.1 Identifying the Attributes Characterizing Deceptive Design Patterns

Types

We followed the methodology detailed in Section 4.3.2 to associate the attributes with the 17

types that were selected in the previous step. The detailed results of the mapping between the

two is reported in Figure 4.3.

Our first finding was the difficulty of the process of eliciting the relationships between the

types and the attributes that we will discuss in Section 4.5. This can be seen on the results of

Round 1, which are shown in Figure C.1, in appendix. There was Consensus on 53 out of 119

evaluations (44.54%), 25 (21%) conflicts (encompassing Majority decisions with conflict

and High uncertainty), and 41 (34.45%) Majority decisions without conflicts. Expert

users pointed out that the definitions of the attributes are so broad that utilizing them for a

concrete evaluation is hard. This challenge was also observed in the executive discussions held

after the first round, as it took 10 hours of intense dialogical exchanges to eliminate all conflicts.

Eventually, we concluded the experiment with Consensus on 89 evaluations (74,79%) and 30

(25.21%) Majority decisions without conflicts.

The overall findings of this expert analysis are:

1. No single attribute is consistently present in all dark pattern types, even though Deceptive

is a frequently recurring attribute across the types.

2. No dark pattern type includes all attributes: each type has its own characteristics.

3. Disparate treatment is required only for ”Wrong Language” and optional in ”Nagging”,

i. e., it is not a common attribute in cookie consent processes.

4. Wherever there is the Covert attribute (always optional), the Deceptive attribute is also

present.

5. ”Conflicting Information” is not associated with any of the existing attributes. ”Complex
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Language” and ”Choice Overload” also lack the required attributes. We believe this indi-

cates that the current list of the attributes is not sufficient to represent the characteristics

of all dark patterns (for instance, Complexity could be added, i. e., unnecessary cognitive

load for users). We discussed this issue in detail in Section 4.5.

4.4.2 Defining Measurable Features of Dark Patterns

An attribute can appear in more than one form. For instance, asymmetric design can be based

on graphical elements (e. g. full consent grant (FCG) and full consent refusal (FCR) buttons are

not equal in terms of size), process-based elements (e. g. FCG and FCR processes are not equal

in terms of number of clicks), or linguistic elements (e. g. FCG and FCR options’ language is

not equal in terms of clarity). Following the methodology explained in Section 4.3.3, we defined

measurable features for assessing whether a design pattern is potentially dark. Some examples

of features such as ”size of the FCG button”, ”readability of the cookie consent info text”,

and ”availability of the FCG process” are given with their entities, metrics and descriptions

in Table C.1 in appendix, considering each category: graphical, linguistic and process-based,

respectively.

These features can be used alone or in combination to define dark pattern attributes. For

instance, a common dark pattern attribute in cookie consent processes, i. e., Asymmetry, which

is a required attribute in five different types and optional in seven others, can be measured

by employing the ”FCG button” and ”FCR button” entities. The comparison between two

entities can be performed with different visual metrics such as ”size”, ”color”, ”contrast”.

That is, ”size of the FCG button” and ”size of the FCR button” can be defined as features

and if their values are not equal, there is an Asymmetry on the cookie consent banner. The

Asymmetry can also be detected via linguistic or process-based features. For instance,

for the process-based entities such as ”FCG process” and ”FCR process”, the metrics can be

”number of clicks”, ”time” etc., the values of which can be compared to detect the Asymmetry.

The features can be quantitative (e. g. size, number of clicks, etc.) or binary (e. g. availability),

according to their metrics. For instance, the Restrictive attribute can be evaluated by checking

the availability of certain entities (e. g. choices). If the ”availability of FCR process” is false,

this is a clear indication of a Restrictive pattern.

4.4.3 Measurable Feature-based Descriptions of the Dark Pattern Attributes

Without intending to be exhaustive, we enumerated a set of potential descriptions for each

attribute with an easily applicable rule-based approach, as reported below. The features are
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shown in italic.

Asymmetry can be described as:

A1 If minimum number of clicks for the FCG process and minimum number of clicks for the

FCR process are not equal.

A2 If availability of the FCG process is True and availability of the FCR process is False.

A3 If number of paths for the FCG process and number of paths for the FCR process are not

equal.

A4 If size of the FCG button and size of the FCR button are not equal.

A5 If clarity of the FCG text and clarity of the FCR text are not equal.

As seen in the Algorithm 1 that shows an example for A1, these descriptions are easily

convertible to programmable rules, supporting automated detection and classification.

Algorithm 1 An Example for Asymmetry Detection with Measurable Features

Ensure: asymmetry (Boolean indicating presence of asymmetry)
1: Step 1: Detect all possible FCG and FCR processes
2: processesFCG← detectProcesses(FCG)
3: processesFCR← detectProcesses(FCR)
4: Step 2: Calculate minimum number of clicks for each process
5: minClicksFCG← min(clicks required for each path in processesFCG) ▷ Feature
6: minClicksFCR← min(clicks required for each path in processesFCR) ▷ Feature
7: Step 3: Initialize asymmetry variable
8: asymmetry ← False
9: Step 4: Check for asymmetry

10: if minClicksFCG ̸= minClicksFCR then
11: asymmetry ← True
12: end if

Restriction can be described as:

R1 After action status of the Consent Request (CR) is FCR or FCG, if availability of the CR

process is False.

R2 If availability of the FCR process is False.

R3 If language of the CC information text and language of country the website serves are not

equal.

Information Hidden can be described as:

I1 If completeness of the CC information text is False.
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I2 If semantic of the cookie policy heading and semantic of the CC information text are

similar.

Covert can be described as:

C1 If availability of the FCG icon is True and availability of the FCR icon is False.

Deception can be described as:

D1 If the action status of the CC process is Refusal and availability of unnecessary cookies

(UN) is True.

D2 After expiration date of the cookies exceeded, if availability of the CR process is False.

Disparate Treatment can be described as:

T1 After action status of CC process is FCG for user1 and FCR for user2, if availability of

the CRR process is False for user1 and availability of the CRR process is True for user2.

T2 If frequency of the CRR process for user1 and frequency of the CRR process for user2 are

not equal.

4.4.4 Applied Example of Feature-Based Dark Pattern Detection

The cookie consent process example in Figure 4.2 was assessed to check if it has dark patterns.

Firstly, Asymmetry was detected by comparing the “number of clicks for the FCG process”

and “number of clicks for the FCR process” features, i. e., A1 defined in the previous section.

Users can perform the FCG with one click on the “Agree and close” button while they need

to perform 3 clicks for the FCR through ‘Learn More’, ‘Disagree to all’ and ‘Save’ buttons.

Therefore, the two patterns are asymmetric and the second one corresponds to the dark pattern

known as “Privacy Maze”. Another assessment was performed by employing the visual features

such as ‘size of the FCG button’ and ‘size of the FCR button’. Considering only the second

layer, these features are equal, because the ‘Disagree to all’ and ‘Agree to all’ buttons’ size

is equal. Therefore the design is symmetric on the second layer. Asymmetry was also detected

through visual features related to the color of the available buttons, i.e., “background color of full

consent grant buttons” is different than the “background color of the consent setting button”.

Making a certain choice more visible than another may be labelled as “False Hierarchy”. Lastly,

the linguistic feature “readability of cookie consent banner language” was used to compute the

clarity of the text: the Flesch Reading Ease Score equals 46,52 which corresponds to the College

grade educational level needed to understand the text, a symptom of Complexity. Therefore
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it is a “Complex Language” dark pattern. The cookie consent management process in Figure

4.2 may also contain other dark patterns, but hereby, we merely aim at showing the concrete

application of our approach to a real example.

4.5 Discussion

4.5.1 Identification of Dark Pattern Types in Cookie Consent Processes

Not all dark pattern types can be found in all use cases. Different types can be combined but

they are not necessarily all present at the same moment. In the cookie consent process, we have

identified 17 different types of deceptive design patterns that can potentially be present, pre-

sumably related to the fact that there are great economic interests in luring users to accept web

tracking for profiling and advertising purposes. Almost perfect agreement was observed among

experts regarding the identified 17 types. However, since the field and regulations continuously

evolve and regulation-driven changes can occur in the cookie consent process, or new technolo-

gies may introduce new dark pattern types, the list is not definitive and should be updated in

accordance with current taxonomies.

4.5.2 Attributes Characterizing Dark Patterns

In our study, certain attributes seem to constitute the basic characteristics of certain dark

pattern types. For example, Asymmetry is required in five deceptive design types - therefore,

the assessment of those dark patterns can be carried out by solely or predominantly focusing on

the asymmetric nature of certain features. Yet, only a handful of types can be detected through

a single attribute. Most times, dark patterns can (and should!) be analyzed under various

perspectives that go beyond the superficial level offered by the graphical user interface (reflected

in the various features that can be examined) and in different contexts they may expose

different characteristics, as the need for optional attributes shows. For instance, Restrictive

and Information hiding are essential attributes of the ”Dead End”, while they are optional in

”Feedforward Ambiguity”. From this follows that certain dark pattern types may be easier

to detect through their essential attribute(s), whereas others have a multifaceted nature that

requires more complex descriptions.

Disparate treatment is only required in ”Wrong language” and occasionally found in

”Nagging” in the case under examination. This may mean that Disparate treatment is not

a frequent quality of the deceptive design patterns implemented on cookie banners, whereas

it could be in other cases (e. g. online purchases). As a methodological choice, we decided to
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interpret Disparate treatment not in terms of its outcomes (i. e., whether it has a disproportionate

outcome on certain users or group of users) but in terms of its implementation (i. e., whether

the dark pattern is implemented differently for different users or group of users). For instance,

continuous prompts (i. e., nagging) may be used to exasperate those users who did not consent

to advertising and make their navigation more cumbersome until they agree, as a recent sanction

by the Italian DPA shows [107, 108]. This is a case of disparate treatment in the implementation.

However, certain dark patterns may have more severe implications on certain users rather than

others (i. e., disparate treatment in terms of outcomes). For instance, ”Wrong language” may

disproportionately impact the people that do not master that language, while ”Privacy maze”

may more severely affect users with poorer digital skills. We decided to focus on the first

interpretation as it is more objective to establish, even though a growing body of literature

seeks to prove how certain people or groups of people may suffer from deceptive design patterns’

influence and harms more severely than others [109, 110].

Eliciting the relationships between the types and the attributes was a complex

task, one reason being that the definitions of the attributes are broad and abstract, thus using

them for a concrete evaluation is challenging. Furthermore, we reached different conclusions

than Mathur et al. [19] for certain patterns. For instance, we deliberated that ”Trick question”

is always Deceptive due to its misleading nature, while it is not labelled as such in their study.

Unlike the previous study, we also argue that it can optionally be Asymmetric, since it may

place unequal burdens on two or more options, and Hiding information, since it may obscure

necessary information, but not necessarily. This evidence suggests that defining measurable

features is a necessary work and that future discussions among experts should elaborate more

specific definitions of the attributes.

The Covert attribute needs to be discussed on its own, since we couldn’t find that there

is no case such that a pattern is Covert but not Deceptive in our analysis: since the influence

mechanism is hidden from users, covert dark patterns are always misleading (i. e., deceptive).

Therefore, it seems that Covert patterns can be categorized as a subset of Deceptive ones, even

though further work should determine whether this conclusion applies to a broader range of use

cases. The application of this attribute was lively discussed among the experts in this step as

the consensus rate was generally low, likely reflecting the low usability of such an attribute for

providing an objective criterion of detection of dark patterns. This mostly depends from the

interpretation of ”influence mechanism”: does this notion refer to the influence strategy (e. g.

for positive/negative framing: focusing on the positive consequences of a user decision, while

purposefully withholding the negative ones) or does it rather refer to the effect (e. g. the swayed
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decision)?

Complexity. Moreover, some dark pattern types cannot be characterized by any attribute

that can be found in the literature. For instance, ”Choice Overload” increases the number of

options and thus the cognitive burden placed on users to complete the process. However, none

of the attributes by [18] can account for this behavior. Therefore, we found it necessary to

add Complexity as an attribute, which describes the additional unnecessary burden for users in

terms of time, actions, cognitive effort, etc. Similarly, the European Commission proposed a

behavioural taxonomy on design practices infringing consumer protection provisions [105] that

considers complexity as the essential attribute of the dark patterns mentioned in the report.

Cognitive load has been recognized as a harm [18] since it causes individuals to waste time, energy

and attention, especially when one considers the cumulative effects of deceptive design practices.

Another example that indicates the need for adding Complexity is that even though ”Complex

Language” can include Information hiding or Deceptive attributes, there can be scenarios where

none of them are present. For example, all necessary information can be present in the cookie

banner without any omission, but the language may be too complicated for users to enable an

informed decision. Thus ”information hidden” or ”deception” are not constitutive elements of

this deceptive design type, but complexity is. This insight leads to the hypothesis that the list

of attributes may be expanded, also to account for other types of interfaces: for example, voice

interfaces may embed dark patterns that play on linearity and volume of voice [111].

Context and expertise. Moreover, we have observed that including context and domain

expertise is paramount for the assessment process. For example, a design pattern may be

Restrictive, as it forces the user to undertake a certain course of action. However, sometimes

restrictive designs are necessary, one reason being that legal obligations impose that user consent

is asked before collecting their personal data for certain purposes. A design pattern may be

Restrictive but mandated by law, thus not necessarily illegitimate, even though it is open to

discussion determining whether a lawful design choice that does not serve the user interest (e. g.

”Choice Overload” in specific consent regimes) amounts to a dark pattern. A too narrow focus

on GUI elements should also be avoided, as many dark patterns are hidden in the interaction

between user and system. All these considerations further reinforce the necessity of elaborating

interdisciplinary approaches for evaluating whether a design pattern is dark or not in a reliable

manner. A future development of this work should seek to map these attributes to legally

relevant attributes, such as the definition of abusive commercial practices or the violation of

equal treatment in specific jurisdictions. For example, it should be determined what kind of

asymmetry in the visibility of certain options is illegal, since a simple difference cannot be
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automatically labelled as dark.

4.5.3 Measurable Features

The measure of certain features can indicate whether a design pattern is potentially dark, es-

pecially when multiple features hint at the (co-)presence of one or more attributes. However,

certain attributes are not black or white properties, and rather have degrees. For example,

Complexity can be measured through the number of required clicks, but there is not necessarily

a threshold for such a number. Moreover, even though measurable features are critical com-

ponents of the dark patterns’ detection process, they vary according to the use case. The list

of process-based, visual-based and linguistic features we identified may be expanded when the

number and typology of examined websites is broadened. Furthermore, these features are use

case-specific, thus in other use cases (e. g. ”e-shopping”), the features should be updated to

detect the attributes in that use case.

Further, the metrics of the feature must be clearly defined before the feature is built to avoid

measuring in different units. For example, for ”readability of cookie consent (CC) info text”,

which is a linguistic feature, the ”readability” metrics can be defined via different instruments

such as the Flesch Reading Ease Score, the Flesch-Kincaid Grade Level, the Gunning Fog Index,

etc. Another example is the ”size” metric, which can commonly be measured in pixels with

the order of width and height. Therefore, the description, scale and units of the metrics

should be clearly defined. In addition, customized metrics can be defined for particular use

cases. For instance, ”completion status” can be a binary metric which can take the values of

”True” and ”False” for the ”cookie consent process” entity. A crucial aspect of defining and

using metrics is that they must generate consistent and objective results. This ensures that

every implementation of the metrics equates to the same conclusion. Moreover, it should be

considered that selection metric is crucial because different metrics can demonstrate varying

levels of effectiveness depending on the context. For instance, when measuring the ”clarity”

metric of the text, various readability metrics can be employed, such as the Gunning Fog Index

or the Flesch Reading Scale.

4.5.4 Relevance

While our focus has been on the cookie consent process, the method employed in this study

can serve as a blueprint for investigating dark patterns in other use cases. For example it can

be employed in any consent management UI (beyond cookies), in privacy settings of digital

services as well in service registration processes or e-commerce check-outs (where asymmetries
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and restrictions are common). It can also be applied to uncover information hidden dark patterns

in e.g., legal documents such as privacy policies and consumer contracts. Even though this work

has focused on GUIs, further work that defines the features of e.g., voice interactions could

leverage our method to determine with higher certainty if those interactions are manipulative.

The potential applications are many and go beyond these few examples.

Studies like ours will reinforce the world of bright design patterns in privacy [112], because

they ultimately aim at establishing a set of requirements to avoid dark pattern design attributes.

If, for instance, it is established that Symmetry is a required attribute for design patterns that

counter Asymmetric dark patterns, it becomes possible to establish clear, tangible requirements

for designers and developers, thereby going beyond predominant current research on dark pat-

terns that exclusively ”tell[s] a designer what not to do, when a designer is usually seeking

advice on what to do” [113, p.1]. However, it is important to lay down requirements that offer

lawful guidance but do not deviate from what empirical research demonstrates about the effect

of certain design choices on users. The two do not always coincide, as the gaps identified by

Bielova et al. [114] show.

We stress the necessity of developing an easy, reliable, (semi-)automatized detection of dark

patterns which may enable fairer interactions in digital services. Our work, i. e., both the

precise descriptions of the extracted features and the rule-based descriptions of the dark pat-

tern attributes, can be utilized in automated dark pattern detection tools such as artificial

intelligence-based and rule-based models. For instance, our feature concept can be employed in

the feature engineering step of machine learning pipelines to automatically detect dark patterns

in cookie consent processes.

Describing dark patterns in a feature-based manner can facilitate the work of various expert

users: academic researchers that study the effects of design elements on user behaviour and that

develop automated approaches to dark pattern detection; designers and developers that need

tangible ”how-to” guidance in their everyday work, rather than abstract principles and no-gos;

supervisory authorities that inspect interfaces to investigate the compliance of businesses and

provide guidance on technology design by interpreting the law; as well as civil society orga-

nizations that scrutinize and denounce problematic design practices. Observable HCI features

and objective descriptions can represent a common language for enabling strategic collaboration

across these sectors and across various domains (computer science, law, and UX/UI design).
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4.5.5 Future Improvements

Natural languages, e. g. English, are powerful in terms of expressiveness, but their complexity

and their inherent semantic ambiguity can generate unclear, ambivalent descriptions. Therefore,

while describing the dark pattern attributes or defining rules that assess the presence of dark

patterns, formal or semi-formal languages can be employed to bring precision and clarity. Con-

sidering the multidisciplinary nature of the dark pattern research field, a ”Controlled Natural

Language”, which is placed somewhere between natural languages and formal languages (e. g.

First-Order Logic) [115], could be adapted to further define the descriptions of the dark pattern

attributes, because it is close to human natural language and allows everyone to reach the same

conclusion on the presence of dark patterns by eliminating ambiguity, instead of a formal lan-

guage that is technically difficult to understand and thus requires expertise. Such languages can

be used to define requirements which instead of specifying bad practices (i. e., dark patterns),

they specify good practices what should be implemented (i. e., fair patterns or bright patterns)

and then detect the deviation from such ground truth to identify dark patterns. In both cases,

the same features that we defined in this study can be used. However, first, best practices should

be established and widely accepted by the community, which is a matter of current discussions.

4.5.6 Limitations

In this work, we identified a set of useful GUI features without striving for completeness. Beyond

the GUI related features that we defined (following [29], the ones related to human-computer

interaction), future work should include machine-to-machine interaction features (e.g., size, ty-

pology, expiration date of cookies) and maybe other features that are related to the effect of

certain designs on users (cognitive features?) that could be useful for detecting dark patterns.

As Mathur et al. stated in the ”What makes a dark pattern dark pattern” study [18], actionable

dark pattern definitions require as much specificity as possible, and actual use cases should be

taken into consideration while increasing the specificity. In this study, we carried out feature

extraction and dark pattern attribute description focusing on the ”Cookie Consent Process” use

case, which could limit the aspects of examining dark patterns. Moreover, as we have found

necessary to add “complexity” to the set of attributes, it may be that other attributes should

be identified, especially when it comes to non-GUI dark patterns, such as the linearity in voice

interactions [111].
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4.6 Wrap-up and Perspectives

In the previous chapter, we argued that objective assessment of dark patterns requires measur-

able and operational features and descriptions. As an initial step toward this goal, we introduced

process-based features, such as ”number of clicks per option 1”. In this chapter, we extend

that scope to include visual and linguistic features and propose a systematic approach that

formalizes the dark pattern attributes, i.e., recurring characteristics across various dark pattern

categories. Rather than relying on subjective judgments or non-actionable high-level descrip-

tions, we demonstrate how these proposed features can be used to specify dark pattern design

in a structured manner.

Using the cookie consent scenario as a focused use case, we illustrate the importance of user

context and how it narrows the potential dark pattern types while aiming their detection. At

the same time, our approach can be applicable to other use cases. Additionally, we elicit the

relationship between potential dark pattern types and dark pattern attributes within the cookie

consent context. This chapter addresses the lack of objective detection criteria that can be used

to explain dark pattern identification decision process, thereby supporting both transparency

and interpretability. The findings of this chapter have contributed to Research Objective 1:

Defining measurable instruments for the objective assessment of dark patterns, and provided

a comprehensive answer to the Research Question 1: What are the measurable functional

properties of dark patterns and the assessment instruments to define them?

Having established a systematic approach for the reliable assessment of dark patterns (Chap-

ters 3 and 4), this thesis pivots to address the next major challenge in achieving effective au-

tomated detection: the absence of a gold-standard dataset suitable for training and rigorously

evaluating AI-based detection models. Consequently, the next chapter provides a comprehensive

review of the current dark pattern dataset landscape, focusing on existing limitations, present

quality issues, and the necessary attributes of a benchmark dataset.
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Chapter 5

Deceptive Design Datasets

We examine the existing dark pattern datasets, which are critical for evaluating the

performance of dark pattern detection solutions, and identify issues such as labeling

inconsistencies and overly broad classification, which make it difficult to achieve a reliable

evaluation of detection solutions. We then describe the process of creating our own dark

pattern dataset, developed for benchmarking purposes, and compare it with existing ones

through expert-based and model-based assessment.

This chapter answers Research Question 2: ”What considerations and methods

should be taken into account when building labeled and structured dark pattern datasets?”

and its content is primarily based on the following papers:

• ”Kocyigit, E., Rossi, A., Sergeeva, A., Negri Ribalta, C., Farjami, A., & Lenzini, G.

(2025, June). DeceptiLens: an Approach supporting Transparency in De-

ceptive Pattern Detection based on a Multimodal Large Language Model.

In Proceedings of the 2025 ACM Conference on Fairness, Accountability, and Trans-

parency (pp. 1942-1959).”

• ”Kocyigit, E., Liga, D., Rossi, A., Sergeeva, A., & Lenzini, G (Under review).

Evaluating the automated detection of dark patterns in GUI datasets with

open-source Multimodal Large Language Models. (Manuscript submitted to

PeerJ Computer Science, October, 2025)”
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5.1 Introduction

Following the systematic approach for reliable dark pattern detection developed in the previ-

ous chapter (Chapter 4), this chapter now focuses on the dark pattern datasets because the

choice of the evaluation dataset for dark pattern detection solutions is crucial for a reliable

understanding of the capabilities of these detection methods. However, the datasets used for

the training and/or testing of these tools have significant limitations. First, there is a lack of

reliable and standardized benchmark datasets, as each tool [19, 50, 72, 75] was assessed using

different datasets. Second, each dataset uses a different labeling convention, which exacerbates

the problem of comparability across approaches. This is also due to the plethora of taxonomies

of dark patterns that have been created. For example, the presence of a small close button was

considered sufficient to classify a UI as a DP in a dataset while DP experts from various fields,

such as computer science, human computer interaction, linguistic, UX, and law, disagree. Third,

as indicated in a study that inspects existing detection tools and their datasets [78], almost half

of the DP categories are underrepresented or absent in existing datasets, which makes them

skewed towards certain types of dark patterns.

While no single dataset can fully resolve these challenges, we decided to create a dataset

constructed with transparent multi-expert validation to provide a more reliable foundation for

evaluating detection tools. To construct this dataset, we adopted the ontology of Gray et al. [29]

as a foundational taxonomy. Starting from 43 categories, we filtered and merged them into 9

labels representing 13 dark pattern types. The dataset consists of real user interface screenshots

from web and mobile sources, including true and deliberately selected false-positive examples.

The experts independently annotated the instances and the final label was determined on the

basis of majority voting (each instance was evaluated by three experts). While not exhaustive,

this expert-validated dataset offers transparent, ontology-aligned labels to support more reliable

benchmarking of detection tools.

This chapter makes the following contributions:

1. Developing an open, expert annotated benchmark dataset of graphical user interfaces for

dark pattern detection.

2. Identifying the quality problems of existing dark pattern datasets.

After providing background on dark pattern data and datasets in Section 5.2, we identify

the dataset-related research gap in Section 5.3. We then describe our methodology in Section

5.4 and present the empirical results in Sections and 5.5. Finally, we discuss the limitations

in Section 5.6 and conclude the chapter with closing remarks on the dark pattern dataset and
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future research directions in Section 5.7.

5.2 Background

The primary properties that make a design a dark pattern may stem solely from textual elements,

from visual components, or from the interplay of both. For example, a large scale dark pattern

dataset [19] constructed by crawling online shopping websites consists mainly of text data. In

this dataset, data curators specified whether an instance constitutes a dark pattern, assigned

high-level and low-level categories, and documented additional metadata such as its placement

within the interface. A set of samples from the dataset is given in Table 5.1.

ID Text Category Type Where URL
1 9 people are

viewing this.
Social Proof Activity Notification Product Page https://...

2 No thanks I def-
initely measured
correctly

Misdirection Confirmshaming Cart page https://...

3 Your cart is re-
served for 09:35
minutes.

Urgency Countdown Timer Checkout Process https://fuzz.online...

4 ONLY 7 LEFT! Scarcity Low Stock Message Product Page https://jskis...
5 No I’d rather not

hear about ex-
clusive offers..

Misdirection Visual Interference Checkout process https://www.greenf...

Table 5.1: Samples from dark pattern text dataset [19]

We analyzed this dataset and observed empty and duplicate rows in the ”Text” column,

which stores the primary dark pattern text data. After removing all entries with empty or

duplicate text, the number of instances decreased from 2356 to 1178. The final dark pattern

category distribution is shown in Figure 5.1. Another dataset [94] builds upon this corpus by

adding non-dark pattern examples from the same crawled e-commerce websites. However, since

both datasets are text-only, they rely on additional metadata to encode visual dark pattern

types. For example, instance 5 in Table 5.1 includes an annotator note stating ”negative option

.. is grayed out”. Without this metadata, the Text field alone would be insufficient to identify a

Visual Interference dark pattern. In such cases, raw image data are needed for comprehensive

assessment and quantification of the degree of gray-out.

Beyond text-only datasets, other datasets include user interface representations of dark pat-

terns in image and video formats. For example, Geronimo et al. [116] created a collection of

video recordings of mobile applications in categories family, music, news, etc. and analyzed the

presence of dark patterns while interacting and using the applications. As shown in Table 5.2,

the study documented timestamps of dark pattern appearances and include descriptive notes ex-
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plaining each classification. While this manual annotation by users provide qualitative insights,

processing long video segments is not feasible for most AI models.

More recent work aimed at automated detection of dark patterns focused on user interface-

centric approaches, collecting structured datasets of screenshots in 2023 [35, 72]. Mansur et

al. [72] created a dataset to support the automated identification of dark patterns in web and

mobile application interfaces. Their dataset comprises 501 screenshots, of which 301 instances

(55% of 544 annotated segments) were classified as dark patterns. To categorize these patterns,

they compiled three existing taxonomies [5, 33, 19] and obtained seven high-level categories.

However, the dataset includes examples across five categories, such as Nagging, Misdirection,

Forced Action etc., and it also incorporates visual cues and localization analysis, capturing the

Figure 5.1: Distribution of dark pattern categories after removing empty and duplicate entries
in [19]

Table 5.2: Example annotations from a family–category game app video. FA: Forced Action,
DA: Deceptive Advertising, NG: Nagging

Timestamp Class Notes

00:16 FORCED ACTION: Watching
ad to unlock feature

watch an add to get some weird coins

01:18 DISGUISED ADS: Icons/but-
tons are ads, but it’s not clear

a star appears as normal content instead it
brings you on the google play

09:56 NAGGING: A popup appears
and interrupts the user in their
task

when finishing a level they ask you to rate the
app, ”never” ”later” ”ok”
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Figure 5.2: Dark pattern category - type distribution of UI-based dataset by Mansur et al. [72]

graphical elements that influence dark pattern classification (see Figure 5.2 for the distribution

of dark pattern types).

In another study focusing on the user interface [35], the researchers constructed a dataset

consisting of 6,352 screenshots of mobile applications. 1,660 instances were identified as dark

patterns. The screenshots were sourced from a large mobile user interface dataset [117], and

each dark pattern instance was annotated with metadata specifying the exact interface region

in which the pattern appeared. The dataset curators synthesized three existing dark pattern

taxonomies and introduced additional labels, e.g., General Type. For example, within the Inter-
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face Interference category, interfaces containing a small close button were assigned to General

Type label.

5.3 Research Gap

Based on a review of the literature, we selected the existing available DP datasets [19, 50, 75, 72,

63, 34] and investigated whether they are usable for the reliable evaluation of the performances

of multimodal AI-based DP detection models. Given the multimodal nature of DPs, we excluded

datasets that only included text data like [19, 63]. Even though we first intended to merge the

selected image-based datasets to have a comprehensive DP dataset, we identified issues that

could lead to misleading evaluations, i.e. risks associated with dataset quality [118].

First, some datasets label screenshots as DP based solely on visual clues, without considering

the context in which they are used. For example, a mobile UI screenshot (see Figure 5.3a) that

displays notification toggles that are turned on by default is labeled as a ”Default choice” DP

(which may correspond to ”Bad default” in [29]). While it could be argued that notifications

turned on by default are detrimental to users because they compete for their attention, this

may need to be determined contextually as notifications can also be useful. Moreover, in the

literature, many examples of bad defaults refer to privacy-invasive defaults, e.g., in [8]. Similarly,

design patterns that play on scarcity and urgency should be considered deceptive only when they

mislead users into believing false information. For example, countdown timers are deceptive only

when they reset automatically after a preset period, thereby indicating that the limited offer

is not limited after all. On a similar vein, low-stock messages or high-demand messages are

deceptive only when they refer to goods that are not scarce or are not in demand. When they

refer to actual facts, these design patterns may genuinely inform consumers of limited-time offers

or goods in short supply, and they may thus help them make decisions in their best interest.

Only contextual information can disambiguate whether certain design patterns are deceptive or

not.
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Figure 5.3: Examples labeled as dark pattern in existing datasets

(a) Default Choice Example from AidUI [72] (b) False Hierarchy Example from UIGuard [35]

Second, some definitions of DPs are interpreted in a way that risks being overly comprehen-

sive and thereby include UIs that are not necessarily deceptive. For instance, UIGuard dataset

[75] applies the label ”False Hierarchy” to UIs where ”one option is more salient than other

equal options” (see Figure 5.3b). However, visual hierarchy is a fundamental principle of UI

design that helps the user to navigate various options without being overwhelmed. Making all

options appear the same is not necessarily the solution, as visual hierarchy can be used for

noteworthy goals, such as security–critical cases where it is meant to add friction to the user

journey and thereby discourage users from taking mindless decisions. In a similar deterministic

way, the label ”Hidden information” is applied to any ”grayed small text” that refers to relevant

information such as terms of service. Whereas graying out text is a common deceptive strategy

that disguises information that should be visible, sometimes it is simply a UI design strategy

that avoids cluttering (mobile) interfaces with too much information with equal visual salience,
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which would cause information overload.

5.4 Methodology

First, we choose the taxonomy of Gray et al. [29] as a starting point for the creation of our

dataset. We apply the granular specification as we demonstrated in our systematic approach

proposal presented in Chapter 4 and list 43 categories of dark patterns. We selected 28 types

among them by applying filtering criteria, which is described in Section 5.4. Afterwards, we

collected screenshots of dark patterns in web or mobile user interfaces from several sources as

given in Table D.1. We also include false positives in the dataset. We prefer both user interfaces

without dark patterns and those with dark patterns but labeled differently. For example, Figure

5.4 demonstrates an example of Countdown Timer dark pattern that was reported in [19]. On

the other hand, Figure 5.5, which has a similar design considering having timer, illustrates a

false positive example of same category. We then exclude categories for which we don not find at

least 5 UI examples reported as dark patterns. Moreover, we combine similar and overlapping

categories, such as ”High Demand and Low Stock, or Countdown Timer and Limited Time

Messages, and obtain 9 labels covering 13 dark pattern categories as given in Table D.2.

Figure 5.4: A true positive example of Countdown Timer dark pattern
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Figure 5.5: A false positive example of Countdown Timer dark pattern

We further expanded this dataset by adding new DP categories, and labeled each instance

by three different DP researchers with peer-reviewed publications specifically on DPs. The

annotation process is executed via the majority voting approach, as did in the first stage. This

level of expert agreement, which is also grounded in a recent and established ontology [29] that

merges and maps different DP taxonomies, and methodological transparency help mitigating the

aforementioned issues. Although we do not claim to entirely address the plurality of taxonomies

issue or thoroughly capture all types of DPs, our proposal offers a concrete step toward improving

label reliability, comparability, and consequently, a more accurate evaluation of the tools.

To address RQ1a, we begin by identifying existing DP datasets and exclude those that are

not publicly available or that do not include graphical UIs. We then inspect the labeling pro-

cess of each dataset, the reference taxonomy used for the labeling, the label descriptions, and

individual instances. Our analysis reveals several critical issues, such as unclear label descrip-

tions, overly broad definitions of the DPs, that could negatively affect the reliability of model

evaluation. Moreover, to better understand the limitations of the existing datasets, we perform

both human- and machine-based analyses on them. Three DP experts assess a random set of

DP instances pulled from the existing datasets in the former, and a full dataset is given to

open-source MM-LLMs to observe their behavior and performance.

To avoid the issues that are also detailed in Section 5.3, we decided to proceed with the
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DeceptiLens dataset [34], which is supposed to be less affected by them, as it used well-

established, recent and comprehensive taxonomy [29], and was assessed by 14 different DP

experts using a majority vote approach, which ensured moderate inter-annotator agreement,

i.e., their Fleiss Kappa score is 0.5743. The dataset has 74 UI screenshots that are classified

either as DP and non-DP. The instances that are tagged as DP are also categorized with specific

DP types, such as Confirmshaming, False Hierarchy. We extended this dataset for our study

by independently annotating it by three domain experts from our team, and with a 0.8672

Fleiss Kappa score. We then compared their annotations with those provided by 14 experts to

evaluate labeling consistency between the two groups, i.e. inter-group agreement, and found the

Cohen Kappa score of 0.6798, which means substantial agreement [119]. Then, we expanded

this dataset adding new DP categories, such as Positive or Negative Framing, Nagging etc.,

thereby increasing the number of labels from 9 to 16, taking class distribution into account,

with labeling conducted by the same three domain experts. The DP categories that are covered

in our dataset are listed in Table 5.3.

Table 5.3: Dark Pattern (DP) categories in our expanded dataset. The newly added DP cate-
gories are shown as bold.

False Hierarchy Disguised Ads
Bad Defaults Trick Questions
Sneak into Basket Hidden Costs
High Demand Low Stock
Confirmshaming Endorsements and Testimonials
Countdown Timer Limited Time Messages
Immortal Accounts Activity Messages
Pay-to-Play Grinding
Price Comparison Prevention Choice Overload
Ambiguous or Complex Language Nagging
Positive or Negative Framing

The workflow for creating the dataset is shown in Figure 5.6.
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Search for dark pattern datasets

Exclude if not publicly available or
no UI screenshots UIGuard, AidUI, DeceptiLens

Extend DeceptiLens dataset by
including new DP categories and

annotate it by DP experts

Release the dataset 
for benchmarks

Inspect instances from each DP
category within each dataset Detected annotation issues

Label randomly selected sample
from each DP category and

compare with the original labels
Significant label differences

Select DeceptiLens dataset, re-
label it with 3 DP experts and
assess labeling consistency

Inter-rater/group agreement
(Fleiss'/Cohen's Kappa)

7 datasets

21 DP categories
(8 newly added)

Publicly available

Figure 5.6: Overview of dataset creation process

In creating the data set, we take the descriptions of the ontology created by [29] as the

main reference, as did [34]. Then we construct criteria on top of the descriptions listed in

Table 5.4 during labeling because the descriptions are usually high-level and contain ambiguity.

For example, in the description1 of the Immortal Account, ”difficult” and ”impossible” are the

keywords. The latter refers to the website or mobile application holding some data even after

users have deleted their accounts [120]. However, the first adjective is ambiguous since it is

not possible to assess the difficulty without having information about the entire user journey.

Therefore, we decided to label the screenshots if they clearly state that they will keep the data

even if the user deletes their account. We also combine some DP types into one category, such as

Grinding or Pay-to-Play as done by [6], even though they are present separately in the ontology.

The reason for this combination is similar to the Countdown Timer or Limited Time Message

merging that was performed by [34]. Both Grinding and Pay-to-Play carry the characteristics

of the ”Forced Action” and ”Gamification” higher-level dark pattern categories. The ontology

1Immortal Account is defined as ”they create a Roach Motel and use Obstruction to make it difficult or
impossible to delete a user account once it has been created. [29]”
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descriptions and our criteria for each category are given in Table 5.4.

5.4.1 Evaluation

We assess the quality of dataset annotation process by calculating inter-rater agreement in two

ways: (i) using Fleiss’ Kappa score to measure the agreement among our DP experts, and

(ii) Cohen’s Kappa to measure agreement between our experts’ majority voted labels and the

labels of DeceptiLens experts [34], by following the inter-rater reliability framework in [119].

Moreover, we conduct an evaluation process with DP experts and open-source AI models for

empirical assessment of the consequences of the issues that we outlined in Section 5.3.

Expert-based evaluation

We randomly picked a set of samples from the largest existing dataset [75], stratified by its class

distribution, hereafter referred to as UDS, and our DP experts annotated it taking into account

the recent unifying taxonomy [5] and their own expertise on the topic. The experts annotated

the samples answering the following questions: i) Is there a DP in the given UI? ii) If yes, which

DP type?

Model-based evaluation

We choose three open-source Multimodal Large Language Models (MM-LLM) which are Janus

Pro 7B, LLaVA 1.5 B, and LLaVA-v1.6-Mistral-7B for the model-based evaluation stages be-

cause they are considered to be among the best-performing open-source multimodal models

currently available. All open-source models were executed on an NVIDIA A100 GPU using a

temperature to 0.7 and the top p value to 0.9 with a generation cap of 512 tokens (max new tokens

= 512). On the model-based evaluation side, we provided the entire UDS dataset to the open

source MM-LLMs, but in this case, we instructed the models to use the same descriptions and

labels of the dataset, not our reference taxonomy. Then we compared the results with those we

obtained by using our benchmark dataset. By this experiment, we aim to investigate how differ-

ences and the issues in the DP datasets that we elaborate in Section 5.3 affect the performance

and evaluation of the DP detection models.

5.5 Results

The dataset that we proposed as a benchmark for the evaluation of DP detection tools, see

Section 5.4, was annotated with high agreement, i.e., 0.8672 Fleiss Kappa score, in the first

round. After the first round, the three DP experts examined each case where consensus could
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DP Class Description Criteria

Immortal Ac-
counts

Create a Roach Motel and use Obstruc-
tion to make it difficult or impossible to
delete a user account once it has been cre-
ated.

Check if the screenshot indi-
cates that the account data
will be kept even after delet-
ing the account. Close is
accepted as the synonym of
Delete.

Positive or Nega-
tive Framing

Uses Emotional or Sensory Manipula-
tion and Interface Interference to visu-
ally obscure, distract, or persuade a user
from important information they need to
achieve their goal.

Check if the system provides
only one aspect, such as posi-
tive effects, to lead the user.

Grinding or Pay-
to-Play

Uses Gamification as a type of Forced Ac-
tion to require repeated, often cumber-
some and labor-intensive actions over time
in order to obtain certain relevant func-
tionality, OR to initially claim that as-
pects of a service or product are avail-
able via purchase or download, but then
later charging users to actually obtain that
functionality.

Check if there is an option to
skip repeating the same action
multiple times AND check if
the option is paying money or
upgrading.

Choice Overload Subverts the user’s expectation that the
choices they make should be understand-
able and comparable, instead providing
too many options to compare or encourag-
ing users to overlook relevant information
due to the volume of choices provided.

Count the number of choices.
If there are fewer than 4, do
NOT label it as ”Choice Over-
load”. If there are more than
4 options and no master con-
trol is present, label it as
”Choice Overload”.

Price Comparison
Prevention

Creates Barriers and uses Obstruction by
excluding relevant information, limiting
the ability of a user to copy/paste, or oth-
erwise inhibiting a user from comparing
prices across two or more vendors.

Check if user must switch
screens,tabs or views to see
other options and compare
prices and features.

Nagging Subverts the user’s expectation that they
have rational control over the interaction
they make with a system, instead distract-
ing the user from a desired task the user
is focusing on to induce an action or make
a decision the user does not want to make
by repeatedly interrupting the user during
normal interaction.

Check if the interruption is
unrelated to the main activ-
ity the user is engaged in.
OR Check if the interrup-
tion blocks progress or covers
important content AND the
topic is not essential for the
user’s main activity.

Ambiguous or
Complex Lan-
guage

Leverages Language Accessibility, using
Interface Interference to make information
difficult to understand by using obscure
word choices and/or sentence structure, or
using ambiguous and vague terms when
giving information to users.

Check if the text uses com-
plex vocabulary, legal jargon,
unclear sentence structure or
ambiguous wording allowing
multiple interpretations.

Table 5.4: Descriptions of the newly added DP categories [29] and our criteria determined for
their labeling.
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Figure 5.7: Case study: dark pattern expert opinion regarding UDS labeling.

not be reached and commonly defined a set of rules (which is available in the dataset repository)

for each DP category. The practical rules were meant to increase agreement of interpretation

since the DP definitions are high-level. These rules are also used in the ”expert-chain-of-thought”

prompting strategy, see Section 8.3.3 - Listing 1 for the implementation of the prompt. The

proposed dataset is annotated with 16 dark pattern labels, which cover the categories listed in

Table 5.3, and the raw screenshots are publicly available along with their annotations in the

following repository: [LINK]

We also examine UDS and found that the agreement between our DP experts and the actual

labels of UDS is low, particularly for the instances labeled as dark patterns, as seen in Figure 5.7.

Although our experts made similar decisions on certain classes, such as ”Not Dark Pattern”,

”Nagging” and ”Social Pyramid”, they evaluated that some screenshots labeled as DP, such as

”Privacy Zuckering”, ”Small Close Button”, are not DP at all. Another important observation is

that while there is a 93.33% agreement between our experts and the labels of UDS for the instances

labeled ”Not Dark Pattern” (i.e., the negatives), there is a dramatic decrease in agreement for

the instances labeled DP, namely 30.88% (i.e., the positives). When we assume the expert

opinion as actual labels, overall accuracy, precision and recall scores amount to 50.00%, 30.88%,

91.30% respectively: this shows that UDS tends to over-label instances as DP.

We also demonstrated the consequences of dataset-related issues that we detailed in Section

5.3 by running the open-source MM-LLMs on the full UDS dataset, 6581 instances, with its

label descriptions. The details of the agreement between the models and UDS are given in Table
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5.5. While this setup resulted in relatively high accuracy and recall scores, the performance of

the models decline dramatically when they are evaluated with our benchmark dataset as seen in

Figure 5.8. This difference shows how the label descriptions of DP datasets can lead to divergent

conclusions when analyzing the effectiveness of DP detection models.

Figure 5.8: Performance of open-source models across datasets (UDS vs our benchmark dataset)

Model Overall Agree-

ment (%)

Non-DP Agree-

ment (%)

DP Agreement

(%)

Janus Pro 7B 83.12 87.25 70.04

LLaVa v1.6 - Mistral 7B 82.07 93.43 46.14

LlaVA v1.5 7B 72.21 84.53 33.25

Table 5.5: Agreement (%) between UI Guard labeling and open-source MM-LLMs on overall,
non-dark-pattern (Non-DP), and dark-pattern (DP) samples.
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5.6 Limitations

The reliance on static screenshots constitutes the primary limitation of the proposed dataset,

as a single image can be insufficient for comprehensive assessment, particularly when evaluating

dynamic elements or specific interaction patterns. Certain dark patterns, such as Immortal

Account, require a dynamic understanding through website interaction, necessitating temporal

data beyond a static image. A second limitation is the restricted availability of data instances for

certain dark patterns, such as Intermediate Currency, since we aim the publicly reported dark

pattern instances. To increase the dataset’s comprehensiveness, dark pattern category-specific

collection methods can be developed for these underrepresented dark pattern types. Finally,

while the annotation process successfully incorporated dark pattern experts, a limitation remains

regarding the annotation count. Although each instance was evaluated by three different experts,

which inherently provides a level of confidence, increasing the number of annotators per instance

would further enhance the reliability and trustworthiness of the labels.

5.7 Closing Remarks

In dark pattern detection research, datasets that are sufficient in terms of size and quality are

required to reliably evaluate proposed solutions. However, progress in this area is challenged

by several factors, including the diversity of platforms in which dark patterns occur (e.g., web

and mobile), variation in use cases (e.g., cookie consent banners, gaming applications, and e-

commerce systems), and differences in data formats (e.g., textual, visual, or dynamic interaction

data that may require video). Furthermore, the absence of standardized taxonomies and labeling

procedures complicates cross-dataset comparison and benchmarking. In this chapter, we identify

the issues of existing datasets that hinder the reliable evaluation of dark-pattern detection

systems. We then introduce a new dataset annotated through a majority-voting process by

domain experts and structured according to a contemporary ontology, thereby addressing current

dataset gaps. We also empirically showed how the division in datasets affects dark pattern

detection models’ performance results. While not intended as a final or exhaustive resource,

this dataset contributes to the field by offering a more robust foundation for benchmarking and

further research.



CHAPTER 6. DARK PATTERN DATA AUGMENTATION 87

Chapter 6

Dark Pattern Data Augmentation

and Fine-tuning

We contribute to the research on structured and labeled dark pattern datasets by

developing a framework for dark pattern text data augmentation. The framework utilizes

state-of-the-art open-source language models within a multi-agent architecture composed

of generator and controller models, which are built to maintain semantic and structural

similarity with the original text data during the augmention process. After building the

augmented dataset, we fine-tune language models and evaluate the dataset through expert

annotations and by comparing the performance of fine-tuned models.

This chapter contributes Research Question 2: ”What considerations and meth-

ods should be taken into account when building labeled and structured dark pattern

datasets?” and its content is primarily based on the following paper:

• Kocyigit, E., Liga, D., & Lenzini, G. (2024, November). Augmenting Dark

Patterns Text Data by Leveraging Large Language Models: A Multi-

agent Framework and Parameter-Efficient Fine-Tuning. In International

Workshop on Causality, Agents and Large Models (pp. 65-87). Cham: Springer

Nature Switzerland.

6.1 Introduction

Dark patterns are online design strategies that are manipulating, deceiving, or coercing internet

users to make decisions against their interest, e. g. options, which contain emotional manipula-
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tion i. e., confirmshaming, can direct users into the expensive plan in purchasing decisions [121],

and some of them can be issued illegal [108] 1 . Even though taxonomy, categorizations, and

descriptive analysis, which are crucial to identifying dark patterns, are well studied by scholars

[29, 18, 124, 3] and associations [105, 6, 7, 8], existing structured and labeled dark pattern

datasets are limited.

Although existing data sets are useful for automatic dark pattern detection or a further

analysis in the literature, they do not fully meet the need for processed and labeled text datasets

because most of them consist of video recordings or screenshots [50, 125, 57, 35, 72] or simpler

dark patterns with string matching, not more complex dark patterns that require understanding

the semantics of the text, such as “confirmshaming” [72]. The dark pattern dataset obtained

by Mathur et al.’s landmark study after crawling of 11K e-commerce websites [19], and the

dataset obtained by Yada et al. by adding non-dark pattern text samples to the aforementioned

study, are structured and labeled text dataset that involves “confirmshaming, trick questions”

etc. However, particularly considering that artificial intelligence-based detection models’ need

for training, they need to be improved in terms of quantity and diversity [126]. Collecting more

data is one of the ways of data expansion, but it is laborious due to the fact that each example

should be assessed by experts and there is not established databases such as “phishtank” which

is an publicly available phishing database. On the other hand, data augmentation techniques

offer scalable solutions that enrich existing datasets by generating synthetic variations of existing

examples.

Language models have made significant progress, especially with the introduction of pre-

trained models, which consist of a very large number of parameters, namely Large Language

Models (LLMs) or general-purpose task solvers, after statistical or neural network-based models

[127]. There are many closed-source LLMs, e. g. GPT-4, and publicly available LLMs of dif-

ferent sizes, e. g. T5, Mistral etc. [128]. Scaling up the language models towards LLMs brings

abilities that are not present in small models, i. e., emergent abilities [129], and causes successful

performance of these models in generating text, language understanding, logical and arithmetic

reasoning skills, contextual comprehension and common natural language processing tasks, e. g.

translation, question-answering, etc. [130]. Llama-3 was introduced as the most capable openly

available LLM at 8B and 70B scale [131]. To solve the problem of scarcity of structured and

labeled dark pattern text data, we propose a multiple agent-based text data augmentation

method, which employs open-source LLMs, specifically Llama-3, and assess the augmentation

1It should be noted that while some LLMs are trained or fine-tuned specifically on legal data [122, 123], this
does not eliminate the need to create ad hoc classifiers specifically ”designed to categorize data that is (or might
be) legally relevant. Dark patterns, for instance, may fall into this category of legally relevant data.
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performance by state-of-the-art language models, e. g. GPT-4, and human evaluators. In this

regard, we formulate our research questions as below:

1. How can state-of-the-art open source2 LLM be utilized to augment dark pattern text data?

(a) How can multiple agents, LLMs, preserve the intent of original dark pattern text data

during data augmentation?

(b) Which strategy can be applied to preserve the diversity of original dark pattern text

data in LLM-augmented data?

(c) How can the augmented data increase the performance of the dark pattern detection

model?

Our contributions are listed as below:

1. proposing a LLM-based dark pattern text data augmentation method.

2. creating a new dark pattern text dataset by augmenting the original dark pattern text

data.

3. increasing the detection capability of a language model by fine-tuning it with the aug-

mented data.

6.2 Background

6.2.1 Dark Patterns

Deceptive design patterns, i. e., dark patterns, can be crafted in various forms by utilizing differ-

ent data types, e. g. visual, linguistic and process-based. For instance, cookie consent process,

which is one of the most common dark pattern use cases [69], may have an asymmetric button

design leading users to a specific choice, i. e., full consent grant, may have deceptive and confus-

ing text data on the banner, or may restrict users to force them to take a certain action, e. g.

accepting all cookies. Both industry and academia have been working on dark patterns since

2010 [40], and one of the most up-to-date ontology of dark patterns study presenting 64 cate-

gories, such as “obstruction”, “sneaking”, “interface interference”, “forced action”, and “social

engineering”, by mapping different published taxonomies [29]. Some dark pattern categories are

certain domain specific, e. g. “Pay-to-Play” in online video games, or particular data specific,

e. g. “Disguised Ad” by utilizing graphics.

2We acknowledge that many prefer to describe Meta’s models as open-weight rather than open-source, as only
the final weights are made available, not the complete training process or data. For simplicity, we will use the
terms open-source and open-weight interchangeably here.
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6.2.2 Source Dataset

In our study, we focus on text data, i. e., linguistic dark patterns such as “confirmshaming”,

“trick questions” etc., and used Mathur et al.’s dataset [19], henceforth referred to as DS1, and

Yada et al.’s non-dark pattern examples [94], henceforth referred to as DS2, as source data of

the data augmentation since they contain text data that have the characteristics of the dark

patterns and they are labelled with some of the well-known dark pattern categories, such as

“confirmshaming”, “obstruction”, “trick questions”, etc.

Table 6.1: Dark pattern categories and subcategories in DS1 [19]

Category Subcategory
Forced Action Forced Enrolment

Misdirection

Confirmshaming
Pressured Selling
Trick Questions
Visual Interference

Obstruction Hard to Cancel

Scarcity
High-demand Message
Low-stock Message

Sneaking
Hidden Costs
Hidden Subscription
Sneak into Basket

Social Proof Activity Notification
Testimonials of Uncertain Origin

Urgency Countdown Timer
Limited-time Message

Dataset characteristics

DS1 has 1818 instances labeled with 7 dark pattern categories and 15 subcategories which are

listed in Table 6.1. The distribution of the data set categories is not balanced as seen in Figure

6.1. For example, while “scarcity” is dominant with 679 instances, “forced action” involves only

6 instances. The dark pattern instances of DS2 were sourced from the DS1 ; therefore, we only

include the 1178 negative samples, i. e., non-dark pattern examples, from the DS2.

6.3 Methodology

6.3.1 Pre-processing

We perform the pre-processing steps, see Algorithm 2, to clean the dataset and to have repre-

sentative data before applying the data augmentation. This preprocessing is critical because the

success of the data augmentation is directly linked to the quality of the original data. In partic-
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Figure 6.1: Distribution of dark pattern categories of DS1 (%)

ular, DS1 contains blank text, duplicate entries, or text that does not reflect dark patterns in

the absence of visual information. Furthermore, some text instances have different dark pattern

characteristics, even though their label is the same. For example, while complexity, confusing

language and the use of double negatives are properties of the trick questions, these features

are not present in confirmshaming even though both belong to the same high-level label, mis-

direction. After applying the preprocessing, the total number of instances in the source data is

reduced from 2996 to 2287, with dark patterns and non-dark patterns comprising %48.49 and

%51.51 of the distribution, respectively.

Algorithm 2 Data Pre-processing before applying data augmentation

Require: DS1, DS2
Ensure: Cleaned and representative datasets
1: Load datasets DS1 and DS2
2: Remove missing values and duplicates from datasets
3: Remove entries where text is insufficient or additional visual data is needed
4: Check categories for necessity of using lower level categories
5: for each category in dataset do
6: if category is high level, e. g. misdirection, then
7: Utilize its subcategory, e. g. confirmshaming or trick questions,
8: end if
9: end for
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6.3.2 Augmentation

Let D be the source dataset, where each data instance di in D consists of text t and a category

c. G represent the generator model and C the controller model, and both of which are distinc-

tively instructed LLMs, specifically Llama-3. The data augmentation process is controlled by a

parameter k, which determines the maximum possible number of augmented instances for each

original text entry. The augmented dataset D′ can then be defined as:

t′i,j = G(ti) (augmentation of instance i by G) for j ∈ {1, 2, . . . , k}

t′′i,j = C(t′i,j) (validation of augmented instance by Controller)

D′ = {(t′′i,j , ci) | (ti, ci) ∈ D, j ∈ {1, 2, . . . , k}}

Here, G(t) generates a new text based on t, and C validates t′ to align with the category

c, ensuring that the augmented text preserves the same dark pattern category and its charac-

teristics. The size of D′ may vary as not all augmentations produced by the generator pass the

validation step.

Generation

We use the Llama-3 8B version as a generator model which is one of the leader open source

LLMs [132]. While the original dark pattern text, i. e., t and its category, i. e., c, are given to

the generator model, data augmentation task description, dark pattern category descriptions and

examples are also added to the prompt design. Prompting techniques, such as using clear and

precise language, providing examples, framing the prompt as task, context, query, and syntactic

indicators, are applied to increase the quality of augmented dark patterns. Moreover, we also

dictate that the generator model should take into account the length of t into consideration to

maintain not only semantic but also visual similarity. Finally, some strategies that the model

should follow within the task are specified in order to have more diversity in the generated texts

and to avoid potential dark pattern category shift. For instance, the following rule is added to

the prompt to avoid the potential scarcity to urgency shift during the augmentation: Augmented

version of ’Scarcity’ should not have time information or temporal expressions such as “hours”,

“day”, “late”, “soon” etc..
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Controlling

We also use Llama-3 8B as a controller model to validate the generated data. The controller

model is designed to validate whether the augmented data preserve its original dark pattern

category after the augmentation. If the controller model agrees that the dark pattern category

of the augmented text is the same as the source data, then it will be included in the final list of

augmented texts.

Basic Prompt

Original
Text

Dark Pattern
Category

Augmentation
Task

Examples

A Few-shot

Logical Rules and Steps

Chain-of-Thought (CoT)

Start

End

Generator 
Agent

Controller
Agent

Augmented
Text

No

Yes

Does it 
preserve the

category?

Figure 6.2: Flow of the dark pattern text data augmentation by multiple agents

Prompting

We apply the following prompting techniques during both the generation and controlling stage:

1. Zero-Shot Prompting: Crafting a prompt without any prior examples.

2. Few-Shot Prompting: Adding a small number of examples to the prompt to exhibit the

relationship between the category and the text.

3. Chain-of-Thought (CoT) Prompting: Breaking down the task into steps or reasoning about

the process in the prompt.

(a) determine the context
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(b) find the reason that the text is classified with a dark pattern category

(c) generate a new sentence keeping the same category

In addition to the aforementioned prompting techniques, we follow several strategies, such

as describing precise instructions, stating specific constraints, providing context and controlling

output verbosity [133] to increase the diversity of the augmented text, to prevent a potential

dark pattern category shift, and to restrict the frame of the augmentation. An example prompt

that employs CoT principles is shown in Figure 6.3. Finally, the CoT prompt of the controller

is reported in Figure 6.4.

Figure 6.3: The prompt to generate augmented dark pattern text data (CoT part zoomed).

6.3.3 Evaluation

The main objective of data augmentation is to increase the number of dark pattern examples

while preserving their dark pattern category. We perform two evaluation strategies, which are

language model-based and human-based.
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Figure 6.4: The CoT prompt for the controller model.

Language Model Evaluation

E represents the evaluator. It can be one LLM or multiple LLMs that decide together. We

consider accuracy, precision, recall and F-1 score, harmonic combination of precision and recall,

metrics, which are detailed below:

Accuracycategory =
|{di ∈ D′ | C(di) = E(ti)}|

|D′|
(6.1)

Precisioncategory =
|{di ∈ D′ | C(di) = c ∧ E(ti) = c}|

|{di ∈ D′ | E(ti) = c}|
(6.2)

Recallcategory =
|{di ∈ D′ | C(di) = c ∧ E(ti) = c}|

|{di ∈ D′ | C(di) = c}|
(6.3)

F1-scorecategory = 2 · Precisioncategory · Recallcategory
Precisioncategory +Recallcategory

(6.4)

Diversity

The augmented examples can be utilized to fine-tune the language models aiming to increase the

detection capability of them. In this regard, the diversity of the dark pattern samples is crucial

to prevent overfitting of the fine-tuned model into a small set of frequent phrases that may be

the output of text data augmentation. We measure lexical diversity of the augmented data in

addition to the above metrics and control if the diversity of the data significantly decreased.

Diversitylexical =
|unique words(D)|
|total words(D)|

(6.5)
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Figure 6.5: Pipeline of the PEFT approach. Model A is the model fine-tuned on the original
training set, while Model B is one of the 3 models fine-tuned on the augmented datasets.

Human Evaluation

The amount of augmented data will be too time consuming for human evaluators. Therefore, we

randomly select a sample considering the class distribution of the entire dataset. Then, human

evaluators independently assess the samples and annotate each of the dark pattern categories or

as “not dark pattern”. Then, we calculate the accuracy, precision, recall and f-1 score according

to common decision of human evaluators.

Parameter-Efficient Fine-tuning

To demonstrate the usefulness of the data augmentation, we fine-tuned an open-weight LLM,

namely Llama3.2-3B (a recent version of Llama with 3 billion parameters). We fine-tuned the

same LLM four times to validate our approach. First, we fine-tuned Llama3.2-3B on the original

training set (considered the baseline to be surpassed). Then, we fine-tuned the model on three

augmented datasets generated through the aforementioned augmentation scenarios: zero-shot,

few-shot, and CoT. For all four cases, the test set remained the original test set, consisting of

25% of the dataset we used (DS1 + DS2). The overall process is illustrated in Figure 6.5.

Regarding the fine-tuning methodology, we employed the LoRa approach [134], which allows

fine-tuning a minimal subset of trainable parameters while keeping the original weights frozen.

The LoRa hyperparameters were set as follows: the r value was fixed at 8, and the α value was

kept at the standard value of 16. In addition, a dropout rate of 0.1 was applied. The fine-tuning

process was conducted on a consumer-grade M1 GPU.
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6.4 Results

We first checked the detection performance of two LLMs, GPT-4 and Llama3, with the source

data before employing them to evaluate the performance of augmentation, which is detailed in

Section 6.4.1. Then, we carried out dark pattern text data augmentation by multiple-agents,

i. e., generator and controller LLMs. We applied three prompting techniques while augmenting

the data: zero-shot, few-shot and chain-of-thought. Their results are presented, respectively,

in Sections 6.4.2, 6.4.3, and 6.4.4. The diversity of the texts augmented with all the techniques,

i. e., the average lexical diversity score is 0.3366, is close to the diversity of the source data, i. e.,

0.3491. We also assessed the agreement among the GPT-4 and Llama-3 models and present it

in Section 6.4.5. Finally, we randomly select a sample from the augmented dataset considering

their class distribution and annotated them by human evaluators as part of the qualitative

analysis of augmentation. The human evaluation results are shown in Section 6.4.6.

6.4.1 Detection Performance of GPT-4 and Llama3 on Source Data

We first used the GPT-4 and Llama3-8B models to classify the source data, aiming to assess

their reliability for evaluating the augmented data. The corresponding classification prompts

are provided in Figure 6.6.

Figure 6.6: Classification prompts for the binary and multiclass classifications.

As shown in the classification results of GPT-4 and Llama3-8B, in Tables 6.2 and 6.3, respec-

tively, in the appendix, there is a significant difference between the models. GPT-4’s performance

is remarkably good while Llama3 is not able to detect some dark pattern categories, such as

confirmshaming, obstruction and trick questions. We also checked the models’ agreed decisions

to calculate the same metrics. This approach indicated more reliable results, as shown in Table

6.4.
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Table 6.2: Classification report of the GPT-4 for the source data

Class Precision Recall F1-Score Support

Not Dark Pattern 0.99 1.00 0.99 1153

Scarcity 1.00 0.86 0.92 418

Social Proof 1.00 0.98 0.99 312

Urgency 0.77 0.99 0.87 210

Confirmshaming 1.00 0.98 0.99 129

Obstruction 1.00 0.89 0.94 27

Trick Questions 0.88 0.78 0.82 9

Forced Action 0.80 1.00 0.89 4

Accuracy 0.97 2262

Weighted Avg 0.97 0.97 0.97 2262

Table 6.3: Classification report of the Llama-3 for the source data

Class Precision Recall F1-Score Support

Not Dark Pattern 0.76 1.00 0.86 1153

Scarcity 0.97 0.86 0.91 418

Social Proof 1.00 0.60 0.75 312

Urgency 0.87 0.62 0.72 210

Confirmshaming 0.94 0.13 0.23 129

Obstruction 1.00 0.26 0.41 27

Trick Questions 1.00 0.11 0.20 9

Forced Action 0.50 0.75 0.60 4

Accuracy 0.82 2262

Weighted Avg 0.85 0.82 0.80 2262
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Table 6.4: Classification report of agreed decisions of the both models for the source data

Class Precision Recall F1-Score Support

Not Dark Pattern 0.99 1.00 0.99 1153

Scarcity 1.00 0.95 0.97 339

Social Proof 1.00 0.99 0.99 188

Urgency 0.90 0.98 0.94 131

Confirmshaming 1.00 0.89 0.94 19

Obstruction 1.00 0.70 0.82 10

Trick Questions 1.00 0.33 0.50 3

Forced Action 0.75 1.00 0.86 3

Accuracy 0.98 1846

Weighted Avg 0.99 0.98 0.98 1846

6.4.2 Zero-shot Prompting

Classification of dark pattern and non-dark pattern examples is quite successful, as shown in

Table E.1, in Appendix. However, according to the multi-class classification of dark pattern

categories, see Table E.2 in the Appendix, even though zero-shot prompting technique-based

data augmentation presents representative examples for certain categories, e. g. social proof,

overall accuracy score is significantly lower than binary classification.

6.4.3 Few-shot Prompting

The evaluation of the generator model that employs few-shot prompting strategy indicates

slightly better performance scores as shown in Table E.3 and Table E.4, in the appendix. The

diversity of the augmented data and the original data is consistent, the lexical diversity scores

of them are 0.43 and 0.44, respectively.

6.4.4 Chain of Thought (CoT) Prompting

We also observed successful binary classification of dark patterns and non-dark patterns in CoT-

based data augmentation, as shown in Table E.5, in the Appendix. The performance of the dark

pattern category preservation is similar to the previous techniques, as shown in Table E.6 in the

Appendix, in terms of precision, recall and accuracy. However, the total number of augmented

dark pattern data, i. e., , the text data generated by validated controller model, is more than

previous ones via the CoT technique.
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6.4.5 Agreement Among GPT-4 and Llama-3 While Classifying the Aug-

mented Data

We also compare the agreement of GPT-4 and Llama-3 on the augmented data for each prompt-

ing technique. The results, as shown in Figures 6.7 and 6.8, indicate that the number of success-

fully augmented data points increases in the order of zero-shot, few-shot, and CoT. This proves

that the best version is CoT-based data augmentation considering all metrics, e. g. quantity,

diversity, and representativeness.

Figure 6.7: Number of agreed and disagreed augmented text data according to the binary
classification of the evaluator models for each prompting technique

6.4.6 Human Evaluation of Augmented Dark Pattern Data

We performed a human evaluation by two experts. 300 augmented texts were randomly sampled

from the augmented dataset, which was built by the CoT technique. Human evaluators had

the same opinion on 272 examples. We calculated the classification metrics considering these

examples, as we did in the previous sections, and we obtained %98 accuracy, precision, recall

and f-1 score. On the other hand, we observed that while some of the dark pattern categories

were successfully identified by the evaluators, incorrect classifications tended to cluster in certain

categories. For instance, social proof and obstruction samples were classified with %100 accuracy

while half of the trick questions samples were missed by the human evaluators. Moreover, as

shown in Figure 6.10, %28 of the scarcity samples were identified as urgency, which indicates
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Figure 6.8: Number of agreed and disagreed augmented text data according to the multiple
classification of the evaluator models for each prompting technique

that it is difficult to distinguish these two classes even for humans. When we inspected more,

we observed that some of the examples can have multiple labels. For instance, an augmented

text, “Fewer options left, act now!” sentence’s first three words reflect scarcity while the last

part urgency with temporal expression.

6.4.7 Parameter-Efficient Fine-Tuning Low-Rank Adaptation Over the Aug-

mented Data

The results of the fine-tuning are presented in Figure 6.9. Overall, the first column (mean F1-

score of the model fine-tuned on the original training set) is consistently outperformed by the

other three columns, which represent the models fine-tuned on the three distinct augmented

training sets. This trend is observed in both the binary and the multiclass scenarios, although

the binary classification tasks exhibit relatively smaller improvements, likely because binary

classification is inherently simpler than multiclass classification. Unexpectedly, we observed a

peak in performance with the few-shot augmentation, which outperforms the CoT-based aug-

mentation. This counterintuitive result is currently under investigation and warrants further

exploration.
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Figure 6.9: Mean F1-score results of the PEFT using the various augmentations, considering
both the binary (top) and the multiclass (bottom) scenarios.
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Figure 6.10: Confusion matrix for human evaluators’ annotations on augmented data
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6.5 Discussion

Applying traditional data augmentation techniques to dark pattern data alone is not sufficient

because the text may lose its dark pattern feature as a result of applying methods such as

replacing synonyms or deleting random words. Dark pattern data augmentation process should

consider the context of the text and characteristics of the dark patterns because while the context

is e-commerce and the category is trick questions, other one’s context can be newsletter pop-up

message and the category can be confirmshaming. Therefore, we prefer state-of-art advanced

language models which are able to understand sophisticated semantics, e. g. irony, manipulation,

etc., and the context of the text successfully. We prefer to utilize open-source model, Llama-3,

to generate dark pattern text data. However, other leading models, such as GPT-4o, Gemini,

Claude etc., can be utilized. Furthermore, other methods, such as fine-tuning, can be performed

and data augmentation performance scores can be enhanced as in [135].

“Garbage in garbage out” is popular quote in machine learning to highlight the importance

of the training data on the model performance. It can be also said for the data augmentation.

The limitations of the source data will reflect on the augmentation. The source dataset of

this study has also a few issues. Firstly, it has several dark pattern categories that require

additional information to be perceived as dark patterns. For instance, visual interference needs

to be assessed with graphical elements on the web page, i. e., text data is not sufficient to be

annotated as visual interference without considering color or form of the option. Secondly,

negative samples of the dataset, i. e., DS2 [94], involve such text with only one character as “x”

which is not representative or descriptive. Quality of the source data will affect the quality of

the data augmentation. Moreover, number of dark pattern categories are limited in the dataset.

With more categories, the prompting strategies need to be updated. For instance, we added a

specific statement to prevent possible confusion between urgency and scarcity. Other categories

may require similar strategies.

6.6 Wrap-up and Perspectives

The development and evaluation of dark pattern detection models require structured and labeled

datasets. Although this phenomenon is widely common, gained attention with the launch of

”darkpatterns.org” in 2010 and has since growing in prominence, available datasets remain

insufficient. In response to the data scarcity problem, there are two primary strategies: collecting

new data or augmenting existing data. In this chapter, we introduced an effective augmentation

method developed specifically for text-based dark pattern data. We leverage the advanced
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understanding and generation capabilities of open-source large language models to construct a

multi-agent framework composed of generator and controller models. Data quality is critical

for augmentation; as commonly expressed in machine learning, ”garbage in, garbage out” also

applies here. Moreover, when producing synthetic dark pattern text data, it is essential that the

new data preserve the deceptive characteristics of the originals while maintaining comparable

structural patterns. We evaluate the effectiveness of our approach through expert annotation

and model-based comparison, which includes fine-tuning models with the original data and the

augmented data separately. The results show that the augmented data improve the detection

accuracy of the models while maintaining the dark pattern attributes.
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Chapter 7

An Approach supporting

Transparency in Deceptive Pattern

Detection based on a Multimodal

Large Language Model

We propose and implement an Multimodal Large Language Model-based approach

(DeceptiLens) that analyzes graphical user interfaces and assesses the presence of dark

patterns. We utilize Retrieval Augmented Generation (RAG) process in our design

and task the model with capturing the dark patterns, classifying its category, e.g., False

Hierarchy, Confirmshaming, etc., and explaining the reasoning behind the classifications

by employing recent prompt engineering techniques, such as Chain-of-Thought (CoT).

We quantify the agreement between the model’s outputs and experts’ opinions. We

additionally ask experts to gauge the transparency of the system’s explanations for its

classifications in terms of recognized metrics of clarity, correctness, completeness, and

verifiability. The results indicate that our approach is capable of capturing the dark

patterns in graphical user interfaces with high accuracy while providing clear, correct,

complete, and verifiable justifications for its decisions.

This chapter answers Research Question 3: ”Which approaches should be im-

plemented to detect dark patterns automatically? How can AI-based approach be used to

detect them? What are the challenges and possible solutions for automated assessment

tools?” and contributes to Research Question 2: ”What considerations and methods
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should be taken into account when building labeled and structured dark pattern datasets?”.

The content of this chapter is primarily based on the following paper:

• Kocyigit, E., Rossi, A., Sergeeva, A., Negri Ribalta, C., Farjami, A., & Lenzini, G.

(2025, June). DeceptiLens: an Approach supporting Transparency in De-

ceptive Pattern Detection based on a Multimodal Large Language Model.

In Proceedings of the 2025 ACM Conference on Fairness, Accountability, and Trans-

parency (pp. 1942-1959).

7.1 Introduction

Deceptive (design) patterns (or Dark Patterns), which we abbreviate as DPs, are digital practices

that manipulate, trick, or coerce users in ways that may harm them but serve the interests of

the companies that implement them [18]. DPs are increasingly under scrutiny by the academic

community that, among the others, also contributes to determine their harm [111]. Most DPs

are recognized as mechanisms to circumvent the law by data protection authorities [8], consumer

protection agencies [136, 6, 137] and their use is explicitly prohibited in recent regulatory efforts

[138, 139, 140, 141]. In light of this, the use of some of these deceptive practices has been

sanctioned by relevant watchdogs [142, 108, 143].

Since 2010, when Harry Brignull first named these practices as ”dark patterns” and in-

troduced categories such as sneaking, trick questions, and nagging [40], the list of DPs have

expanded to more than 70 categories [29, 144], demonstrating that these patterns can manifest

in various ways, contexts, and use cases. The usage of this practice is widespread, with the

European Commission (EC) reporting in 2022 that 90% of the most popular apps in the EU

contain at least one DP [11]. To curb the proliferation of these practices and equip stakehold-

ers with tools that can contrast the existing automation asymmetry (where slow-paced manual

detection methods compete with large-scale implementations of DPs), efforts have led to the

development of various automated detection tools employing techniques such as machine learn-

ing (ML), natural language processing, and computer vision [72, 75, 145]. However, these tools

have limited identification coverage and robustness [78], and we claim that this is because they

lack multimodality, which makes them type-specific, i.e., they are working on specific aspects,

such as text, images.

This study focuses on pre-trained Multimodal Large Language Models (MM-LLMs), which

are built using Large Language Models (LLMs) and can simultaneously handle multiple data

types, including text and image, performing at the same levels as humans in specific contexts



CHAPTER 7. DECEPTILENS: DECEPTIVE PATTERN DETECTION 109

[146]. In principle, MM-LLMs can address the limitations and robustness issues of the existing

detection tools, outperform them while being more efficient to use, i.e. less labor intensive.

It is not hard-coded like a rule-based model, which could enhance its robustness when ad-

dressing previously unseen deceptive design examples. Instead, these advanced language models

learn from the data via the neural network components in their architecture [147]. Furthermore,

they can provide reasoning behind their decisions [148], which is particularly critical for enhanc-

ing the transparency of a model that can be used as a decision-support system. Transparency

is a prerequisite for the accountability of the decisions taken by its users. We propose our pre-

trained MM-LLM-based approach (which we call DeceptiLens) to detect deceptive designs on

the web and mobile user interface (UI), employing one of the state-of-the-art models, GPT-4o

[149], along with an advanced prompt engineering technique, the Chain-of-Thought (CoT[150],

and a framework that minimizes errors by retrieving relevant information (Retrieval Augmented

Generation - RAG) [87].

With this research study, our aim is not only to propose an implementation that identifies

a potential DP on a UI, but also to provide relevant information that can enhance user trust in

the functioning and the results of the tool. Thus, we guide our model to present explanations

of the reasoning behind each decision. Explanations should be clear and objective to prevent

misinterpretations and enable users to make informed decisions. Thus, we encourage the model

to use the concept of measurable features proposed by [63] and include the information of

the reference document that is used to reduce the uncertainty within explanations [151]. We

specifically aim to answer the following research questions:

• RQ1: Is the accuracy of the MM-LLM-based approach in tasks of automated

detection of UI-based deceptive design patterns equivalent to that of human

experts?

• RQ2: How clear, correct, complete, and verifiable is the reasoning generated

by our deceptive pattern detection tool for experts?

To address these questions, we first narrow our focus to 12 DP categories and create a

dataset by gathering labeled or reported GUIs with DPs. We then test whether an MM-LLM

(GPT-4o) empowered with the CoT technique and the RAG framework, is capable of recognizing

these patterns and providing explanations for its decisions. Later, we ask DP experts to assess

if the same GUIs contain DPs and we calculate the agreement between the experts’ opinion

and the model’s output. Beyond calculating the accuracy of the performance of the system,

we also ask the same experts to evaluate its transparency which we operationalize through
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clarity, correctness, completeness, and verifiability of the system’s explanations. In this light,

our contributions are:

• The first approach that proposes, designs and implements an automated deceptive design

detection based on Multimodal Large Language Model and RAG process.

• A thorough DP expert evaluation of the accuracy and transparency of the approach based

on recognized metrics of clarity, completeness, correctness and verifiability.

• The creation and publication of two datasets: the first one includes screenshots of UIs and

deceptive design category annotations, and the second one includes AI-based generated

explanations for each label’s reasoning.

7.2 Methods

7.2.1 Research Gaps & Research Questions

Our research aims to empirically test our proposal, which aims to support stakeholders detecting

DP in a reliable and scalable manner. Our approach can be useful for identification of problem-

atic practices in digital services [27, 4, 2]. Our tool should also be useful for regulatory bodies,

seeking to investigate deceptive practices (see sec. 7.4.4).

Modern AI models face significant challenges, such as the need for huge amounts of struc-

tured and well-labelled training datasets and data-type-specific processing techniques. They are

also restricted by their singular design, which does not accommodate the multimodal nature

(text, graphics, etc.) of DPs. This makes ML-based systems insufficient for comprehensive DP

detection. We check whether MM-LLMs can assess the presence of DP as well as human experts

(RQ1) by bypassing the limitations of the aforementioned ML models via their multi-modal

design and ”emergent abilities” [152].

On the other hand, since transparency helps the auditability of systems [153], we aim for

our MM-LLM-based DP detection system to provide meaningful explanations for each detection

reasoning to users. Thus, we investigate whether these explanations are transparent, i.e., whether

they are clear, correct, complete, and verifiable by human experts (RQ2). These concepts

are well-defined criteria in the literature. Moreover, clarity, correctness and completeness are

commonly considered fundamental pillars of transparency (e.g., the definition of transparency

in Art. 13 GDPR or Art. 13 AI Act). Verifiability of the explanations is also key, as it is linked

to their usefulness: ”explanations are only useful to the extent that they allow a human decision

maker to verify the correctness of the AI’s prediction” [154]. None of the existing approaches

have ever been evaluated by DP experts in this regard.
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Table 7.1: Target deceptive design pattern categories

1 False Hierarchy 8 Bad Defaults
2 Disguised Ads 9 Countdown Timer
3 Sneak into Basket 10 Limited Time Message
4 Hidden Costs 11 Confirmshaming
5 High Demand 12 Trick Questions
6 Low Stock 13 Activity Messages
7 Endorsement and Testimonials

7.2.2 DP Dataset

We consider the 2024 taxonomy of [29] as a starting point for the creation of our dataset. We

apply the granular specification as demonstrated in [63] (i.e., the low-level patterns that exhibit

specific, identifiable characteristics) and list 43 categories of DPs. We selected 28 DP categories

that are present in more than one taxonomy considered by [29]. Afterwards, we collected

screenshots of DPs in web or mobile UIs, from sources given in Table D.1. The authors included

false positives in the data set. We prefer both UIs without DPs and those with DPs but labeled

differently. For example, Figure 7.1 demonstrates an example of ”Countdown Timer” that was

presented in [19]. On the other hand, we included false positives, such as Figure 7.2, which has

a similar design. We then exclude categories for which we do not find at least 5 UI examples

reported as DPs. Finally, we combine similar and overlapping categories, such as ”high demand

and low stock” or ”countdown timer and limited time messages”, and obtain 9 labels covering

13 DPs categories as given in Table 7.1. We use this dataset as a test set to compare the experts’

opinion and our model’s evaluation. We present data and code1.

Figure 7.1: A true positive example of Countdown Timer dark pattern

1https://github.com/kocyigitemre/deceptilens.git
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Figure 7.3: Overview of the deceptive pattern detection and reporting approach design.

Figure 7.2: A false positive example of Countdown Timer dark pattern

7.2.3 Design

In order to answer the RQ1 and RQ2, we design a frame shown in Figure 7.3 to create a DP

detection tool that is capable of explaining the reasoning behind its decisions.
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Conceptual motivation

We choose GPT-4o (https://openai.com/index/hello-gpt-4o/) as our MM-LLM due to its

state-of-the-art performance in linguistic and vision-based tasks [155] and the ease of use due to

its API support. It is one of the leading models in the LLM landscape [156]. In addition, it is

multilingual and supports 20 languages, on top of English. Although advanced pre-trained MM-

LLMs indicate significant success in various tasks, the well-known issue of generation of factually

incorrect responses is still present. To address this problem, we employ Retrieval Augmented

Generation (RAG) and Chain-of-Thought (CoT) techniques in our design, which are presented

in Section 7.2.3. Furthermore, we force our tool to use a certain structure in its reasoning and

in the output explanation, which contains (1) ”DP measurable features” [63], (2) a step-by-step

analysis, and (3) a reference to the documents used for reaching the conclusion.

Model, Prompt Engineering, RAG

We employ prompt engineering techniques, such as instructive and contextual prompts [157],

and apply strategies, such as using clear language and dividing the tasks into subtasks. We

construct a prompt given in Figure 7.4 based on the selected DP target category and retrieve

a relevant text, such as a description or an example from a vector database that stores the full

text of the ontology of Gray et al. [29] and the seminal paper on DP attributed by Mathur et al.

[18], as part of the RAG process. These were selected because they contain DP definitions and

examples and systematize existing knowledge. Moreover, they are highly cited, peer-reviewed

publications. We did not strive to find the perfect database, but rather to create a knowledge

base that would have been familiar to the study participants who are part of the academic

community. The model uses this retrieved text while assessing the presence of DP in the given

screenshot. An example input-output pair of the model is shown in Table 7.4.

7.2.4 Expert Evaluation

We gathered a diverse set of experts composed of 14 academic researchers with multi or inter-

disciplinary expertise on DPs (i.e., HCI, UI/UX design, consumer protection, data protection,

behavioral economics). They all had at least one peer-reviewed publication on the topic of DP.

The study was organized in three stages. First, they were asked to assess the presence of a

specific DP category on given UIs, identically to the task provided to the system. Secondly,

they evaluated the explanations about the DP assessment that were generated by DeceptiLens.

Finally, we asked them to comment on their evaluations in an optional interview and asked for

their feedback to improve our approach. The details of each stage are given in the following

https://openai.com/index/hello-gpt-4o/
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Figure 7.4: A prompt for the MM-LLM and target-dp refers to the targeted DP in the UI, and
its description is stored in target-dp-description variable.

sections.

Task 1: Classification accuracy

Each UI of the dataset was assessed by three different experts who performed a binary classifi-

cation considering the presence of a specific DP category on randomly distributed instances. An

example question is given in Figure 7.5. Then, we compared our model classification with the

classification of experts by taking the majority opinion into account to understand the agree-

ment among them. We calculated the accuracy, precision, and recall scores of the model. We

conducted these evaluations for both the majority opinion and the consensus, referring to cases

where experts are in complete agreement. Furthermore, we measured the inter-rater agreement

among the experts and examined how the examples included in our dataset and reported as

DP are evaluated by the experts. We use absolute agreement scores and weighted measures of

agreement: Cohen’s Kappa [158] and Fleiss’ Kappa [159].

Task 2: Explanation Evaluation

Whereas the previous task was geared towards computing the accuracy of the model compared

to expert evaluations, the second task was mainly dedicated to assessing the transparency of

the explanations. In this task, each expert evaluated five randomly assigned explanations that

are generated by DeceptiLens for each DP assessment reasoning in terms of clarity, correctness,
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Figure 7.5: An example question for the experts that was asked in the Task 1.In this task(more
details are given in Section 7.2.4), the experts were asked to evaluate whether there is a specific
deceptive pattern in the given UI. For each question, we also provide the related definition of
the DPs that were taken from the recent ontology study [29] below the image.
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Figure 7.6: An example question for the experts that was asked in the Task 2. In this task(more
details are given in Section 7.2.4), the experts were asked to evaluate clarity, correctness, com-
pleteness and verifiability of the explanations that were generated by our system.
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completeness, and verifiability of the explanations. Questions were asked on a 1-5 Likert scale

(strongly disagree, disagree, neither agree nor disagree, agree, strongly agree). We provided

the UI and the AI explanation, asking the experts to select ”strongly agree” if they found the

explanation to be clear (i.e., the text is easily understood and unambiguous), correct (i.e., the

text accurately reflects the truth), complete (i.e., the text contains all needed information),

and verifiable (i.e., the text provides information about the process of determining correctness

through concrete and observable elements). An example question of this task is given in Figure

7.6.

Task 3: Interviews

While inviting the experts to participate in Tasks 1 and 2, we also asked them to join an op-

tional (compensated) supplementary semi-structured interview session. Five participants joined

the interviews (see demographics reported in Table 7.2) that lasted around 45-60 minutes. The

objective of these sessions was to use an in-depth qualitative approach to find the features that

contributed to the experts’ perception of the explanation quality by the parameters described in

the definition of Task 2. We applied a deductive-inductive approach to analyze the interviews

[160]. To do that, we asked experts to reflect on the ratings they provided and compare the

instances with high/low ratings to determine the main reasoning behind the ratings. We also

asked experts to provide their general opinion about the characteristics of the system expla-

nations and their perception of the system’s utility. The full interview guide can be found in

Appendix F. Based on that, Author 2 and Author 3 coded one interview of the dataset and then

compared and discussed the coding categories. After the comparison, Authors 2 and 3 coded

each 50% of the dataset; after full coding, Authors 2 and 3 discussed the final results. Similarly,

Authors 2 and 3 coded the comments to Task 2 using the same code book.

Table 7.2: Demographics of the interviewed participants

No. Professional Years of exp. Years of exp.
domain in the domain on DPs

1 UX design 20 4
5 Behav. economics 3 2
6 HCI + law 5-6 5-6
12 Online privacy 7 5
15 Design, Data Prot., AI 10 6
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7.2.5 Ethical and Legal Aspects

The participants were appropriately informed of the objectives and modalities of the research

study and have freely consented to participate. This study has been carried out in accordance

with the best practices for research with human subjects [161], the principles established in

the EU Code of conduct for research integrity [162] and the recommendations provided by the

EC’s guidelines regarding the implementation of generative AI in research [163]. The study has

received ethical approval by the Ethical Review Board of the University of Luxembourg, under

authorization 22-005 DPVADM. All participants were compensated for taking part in Task 1

and 2; those that agreed to be interviewed received an extra 15 EUR voucher. Any personal data

collection has been carried out in compliance with the GDPR provisions concerning lawfulness,

transparency and fairness, including data minimization, purpose limitation, and data protection

by design and by default. The data processing activities have been documented in the dedicated

institution’s register.

7.3 Results

7.3.1 Performance of DeceptiLens Compared to Experts

We first checked the consensus rate of the experts in the binary classification of the UIs. %

71.62 of the instances were classified in complete agreement. In other words, %28.38 of the

instances were classified by majority vote (i.e., two out of three experts agree). We also measured

the agreement between the experts by calculating the Fleiss’ Kappa, which is 0.5743. This

demonstrates that even DP experts had moderate agreement while evaluating whether there

is a DP on the UIs. Then, we separately calculated the accuracy, precision, recall and f-1

(harmonic mean of precision and recall) scores by comparing our model’s predictions with the

expert opinions. This evaluation was carried out for the consensus opinion of the experts and

including the majority votes as shown in Table 7.3. In addition to achieving promising overall

scores, our model reached a recall score of %100 based on the consensus of expert opinion. This

indicates that our model did not miss any UI classified as DP by the full consensus of the experts.

We also calculated the Cohen Kappa score as 68.26% (consensus) and 57.14% (majority) based

on the true positive, true negative, false positive, and false negative numbers for this case. It

shows that there is substantial agreement between the model and expert opinion when there

is consensus. Therefore, answering our RQ1, the accuracy of the approach can be considered

comparable to that of human experts.
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Table 7.4: Example input and output of the DeceptiLens

Input Output

• {Query}: Is there a specific DP (e.g., Bad
Default) in the given UI?

• Context

• Tasks

• Chain-of-Thought-based assessment

• {Retrieved Text}

• Screenshot:

1. Measurable Features:

• Default Settings: All options are toggled on
by default.

• Visibility: The toggles are clearly visible, but
the implications of being switched on are not
immediately clear.

• Language: The language used is neutral, but
it requires users to actively change settings
to protect their privacy.

2. Assessment:

• The default settings are privacy-invasive, as
they automatically suggest the user’s account
to various groups without explicit consent.

• Users must take action to disable these set-
tings, which can be considered a ”Bad De-
faults” dark pattern. This subverts the ex-
pectation that default settings are in the
user’s best interest.

• The interface does not provide clear, imme-
diate information about the privacy implica-
tions of these settings, which can lead to un-
intentional disclosure of information.

3. Conclusion:

• The design employs a dark pattern by using
privacy-invasive defaults that require users to
actively opt out to protect their privacy. This
aligns with the concept of ”Bad Defaults” as
described in the literature on dark patterns.

• Quote: ”Subverts the user’s expectation that
default settings are in their best interest by
requiring them to actively change settings
that could cause harm or lead to uninten-
tional disclosure of information.” (CHI ’21,
May 8–13, 2021, Yokohama, Japan, Mathur
et al.)
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Table 7.3: DeceptiLens’s performance considering expert opinions. Consensus refers to cases
where all experts share the same opinion on the evaluation of DP. Majority refers to cases where
there is contradictory opinion among experts. Overall includes both consensus and majority.

Consensus (%) Majority (%) Overall (%)

Accuracy 88.67 57.14 90.54

Precision 86.36 61.11 89.09

Recall 100.00 84.61 84.48

F 1 Score 92.68 70.97 86.72

7.3.2 Clarity, Correctness, Completeness and Verifiability of the DeceptiLens’

Explanations

Each expert evaluated five different (randomly pulled from the full set) explanations that our

model generated about the reasoning behind each DP classification decision. Median values

for each criteria, i.e., clarity, correctness, completeness, and verifiability, are given in Table

7.5. The results suggest that experts strongly agree that the overall explanations are clear and

correct, while they reflect slightly weaker agreement for the completeness and verifiability of

the explanations. Although the experts thought that the explanations were correct in general,

they expressed lower ratings for the correctness of ”Sneak into Basket or Hidden Costs” cate-

gory assessment and for the verifiability of the ”Countdown Timer or Limited Time Messages”.

However, the sample size is so small that any conclusion about the reasons for these differences

would be unreliable, thus we only discuss limitations of specific explanations as raised by the

participants. Answering our RQ2, we can conclude that while there is no baseline evaluation of

the transparency parameters from previous works, in general, all our results are at least on the

”Agree” side of the scale. In the following, we additionally provide the qualitative evaluation of

these parameters via semi-structured interviews to grasp the nuances of the experts’ perception

of the quality of the AI-based explanations.
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Table 7.5: Evaluation results of the explanations by experts on a 1-5 Scale. (1: strongly disagree,
5: strongly agree)

Category C
la
rit
y

C
or
re
ct
ne
ss

C
om
pl
et
en
es
s

Ve
rifi
ab
ili
ty

Overall 5 5 4 4

Bad Defaults 5 4 4 4

Confirmshaming 4.5 4 3.5 4

Countdown Timer or

Limited Time Messages
5 4.5 4.5 3

Disguised Ads 5 4.5 5 4

Trick Questions 5 5 5 4

Sneak into Basket or

Hidden Costs
4 3 4 4

High Demand or

Low Stock
4 5 5 4

Testimonials and

Endorsements
5 5 4.5 5

False Hierarchy 5 5 4 5

7.3.3 Qualitative Feedback on the Explanations

Perceived quality of the system

Explanations were perceived as ”short, concise and overall well-written” (P5) and useful as they

provide a simple binary answer to the presence of DPs. The structured way of providing a step-

by-step explanation was mentioned as one of the elements that supports understandability (”it’s

clearly understandable what’s the different parts are for. So the first one, it’s clearly about what

has been detected by the system. Then the second is how the system is kind of analyzing those

elements and then [there’s] the conclusion” (P12)). It also enables the comparison between the

models’ explanation and the given screenshot, which together with the granular assessment of

UI elements in turns facilitates the human checking of the correctness and completeness of the

answer. Providing the definitions from scientific publications was also positively valued, which

contributes to ”a sort of authenticity” (P6) and helps with the verifiability of the assessment,

even though looking up the actual content of the paper ”is a lot of work” (P2).
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There were also some issues in the explanations that were raised by the study participants.

Some underscored an occasional lack of coherence between the three parts of the explanations

(”conflicting information between the measured features, the assessment and the conclusion”

(P15)) or the mention of elements that are not related to the identified DP, sometimes raising

the fear that the model has ”cherrypicked” from the DP definitions (P13) or adopted ”a very

specific definition” (P15) that may not be generalizable or accurate.

Participants often lamented that the model would skip certain elements or DPs, without

providing a complete assessment of the UI. Others commented that it was difficult to gauge what

the model assesses and what it ignores . Some deplored incomplete citations of the references,

which negatively impacts the verifiability (”I am not sure if the description in the cited paper

is correct and if this paper exists” P2). Sometimes the tool is vague about which content it

considers of the mentioned publications, using expressions such as ”aligning with Mathur et al.”

or making claims of similarity without explaining the reasons.

The experts underlined a set of issues with the correctness and completeness of the as-

sessment. In a couple of cases,the participants noticed that the elements mentioned in the

assessment did not correspond to the screenshots (e.g., ”the checkbox is not preticked” P1; ).

Some definitions of DPs were not considered accurate by the participants (”The explanation

uses a definition that is not necessarily agreed upon”P2) or they used inaccurate terminology.

More importantly, participants observed that the model occasionally applied the DP definitions

in an overly comprehensive manner (””may make users feel” ... is so carefully phrased that it

might always be true” P2) and that conclusions were seldomly based on an inherent assumption

of ”darkness” (P6) (”the fact that the information is false is taken for granted” P3). Certain in-

stances contained what was perceived as mistaken assessments in the perspective of the experts

(”I don’t think that the red text is a tactic to draw attention away” P13). The dependence of

a correct interpretation on contextual elements that were not provided to the LLM, was also

raised, such as the completeness of the UI and the ”user’s expertise and interpretation” (P6).

The issue of detecting DPs on the UI

Many comments maintained that it is difficult, or even impossible, to assess the presence of

DPs on a screenshot alone. Sometimes DPs are visible as parts of processes (”I think my

problem here was really about having just this piece of the interface and not having the whole

user experience journey” P15). In other cases, the UI is insufficient (”It depends on the design’s

back-end to determine the truth” P6) and context (or a comparison of the same UI at different

times) is needed to avoid making a guess, for example when it comes to countdown timersAs a
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consequence, P1: ”the conclusion is an overstretch, the AI cannot know if the claim is false or

truthful”.

This also raised the question of the objectivity of expert detection (”I don’t think we all agree

on what is really a dark pattern [...] there is really quite a huge difference in interpretation.”

P15) and of academic scholarship (”just because you find a paper that says A, [it] doesn’t mean

it’s the holy truth” P1).

Trust in the AI model

The issue of trusting the LLM was raised by a few AI-savvy participants in terms of interpretation

of the DP publications and fabrication of content (”you cannot really trust AI to have properly

interpreted the paper and is the citation coming from it or is it made-up?” P1), even though

the doubts can be counterbalanced by the confidence in the system designers (i.e., the authors)

(”But because you and your team and you are doing this, I believe in you [...] I trust the

provenance of the researcher, not of any researcher” P12). Even though the impossibility of

research objectivity was underscored earlier, trust in research publications seems to be blind for

some participants: ”It looks verifiable, and since I know the paper I trust” P5; ”for me as a

researcher, I look at citations and I’m like, yeah, great [...] Trust the definitions!” P6).

Target users and the overall system usefulness

DeceptiLens was perceived as useful for different users, for example for researchers to support

the analysis of digital services, to build evidence for the civil rights association doing advocacy

work (including supporting the general public who wants to contribute) and to educate students

and younger generations. It was not considered helpful for regulators, though, as it uses a

research-oriented vocabulary and does not provide legal arguments about the lawfulness of the

design practices.

Suggestions for the system’s improvement

The experts proposed several recommendations to improve the quality of the system. First, for

enhancing the comprehensibility for users and filling the lacuna in the explanations, the experts

proposed to reorganise and enhance the content by (a) rearranging the order of information

by priority, for example by including a concise conclusion first instead of starting from the

measurable elements so the user first understands the system verdict and then moves towards

the explanation (which could also be given as a second layer of information on demand that

could address the informational needs of different users) or order statements according to what
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is a more dangerous influence for decision-making; (b) avoiding repetitions since ”in general the

last assessment is already a conclusion” (P5); (c) separating better the design elements from the

judgment on its potential outcomes on the user; (d)standardizing the citations of the references

and including a link to support checking the information; (e) referring to only one source , i.e.,

the ontology, to provide more consistent definitions across DP and resolve the confusions of

different interpretations; (f) adding the definition of the DP to the explanation; (g) improving

the graphical presentation by e.g., colorcoding the result of the assessment so that the results

of the assessment are clear at a glance even without reading the whole text.

In response to the question of verifiability of the AI assessment, experts proposed to show

the users a step-by-step analysis or a decision-tree interpretation of analysis, combined with

confidence rates of the element being a DPs. Finally, one of the experts proposed that the

system should be able to interfere with the proposed interface, showing how the design without

the DP could look like.

7.4 Discussions

7.4.1 Overall System Performance

The overall results about accuracy, clarity, completeness, correctness and verifiability are very

remarkable. Completeness ratings were not always very high because the participants expected

the assessment to be about all the DPs in the interface, whereas the LLM was instructed to look

for the presence of specific DPs. When asked whether any other criteria would have been useful

to assess the performance of the system, the experts found that these metrics were sufficient.

7.4.2 How Might the Presence of Dark Patterns Reliably Assessed by Human

Beings and by MM-LLMs?

We observed that even experts do not reach full consensus on detection tasks: only 71.62%

of the UI examples were classified in complete agreement. When we investigated the reasons

through the qualitative analysis, we observed two main causes. First, UI screenshots alone are

often insufficient to assess the presence of particular types of DPs: contextual information, user

journeys and code is also needed. Other types of data, such as web source files of the related

page, or a video record that shows the interactions are needed to be sure about the functionality

of the buttons. Second, the lack of objective descriptions of the DPs types causes different

interpretations. For example, a clear indication of an advertising objective must be present on

the UI, otherwise it can be considered as a ”Disguised Ad” according to the definition contained
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in [29]. However, one of the experts remarked , even when the advertising mark is not clearly

visible, contrast is sufficient to distinguish the advertisement from the main content of the web

page. As a result, two out of three experts classified an instance that was reported 2 as an

example of DP as non-DP. Moreover, some participants explicitly stated that even the expert

classification is not objective and pointed to individual characteristics of users that may also

influence such classification (e.g., ”difficult language” is not an absolute value and rather depends

on the actual user).

These results point to structural problems of the current state-of-art DP definitions and

the methods for analysis. First, in certain cases, the mechanics of DP necessitates the user-

computer interaction beyond static UI representations. Therefore, including statical examples

in the datasets of DP creates uncertainty both for humans’ and for the model’s interpretations.

Second, in many cases, the answer about DP presence can be represented as a continuum of

options rather than a binary yes/no classification. Generally speaking, there are certain patterns

that may be manipulative in one context but not in another (e.g., adding steps as a friction design

pattern may be a legitimate strategy to slow down automated behavior and bolster reflective

thinking to strengthen security [164], but it is demonstrated that it increases cookie consent

acceptance rate when it is associated with consent refusal [114]), while certain DPs (e.g., DPs

that omit relevant information) may intrinsically be more difficult to spot than others [48]. The

ease of ”visual detection” for human beings has also been pointed to as one of the reasons

why many legal proceedings against illegal deceptive design practices only address issues at the

interface level and disregard the underlying code [142].

An important measurement was that the recall score of our approach achieved 100% when

experts unanimously agreed on the presence of DPs without any objection. This indicates

that DeceptiLens did not miss any DP compared to the experts. However, when there are

contradictory opinions among the experts, it is plausible to observe this situation reflected in

the DeceptiLens’ behavior. This issue also raises another discussion point: ”Can we use the

dataset to train an AI-based DP detection model even when the experts do not agree on it?”.

One solution to this would be to only include data where the label has full consensus.

Another observation related to this was the classification of a screenshot, which was presented

as an example of DP in a well-known academic paper [19] published in 2019. The experts

labeled it as non-DP while the model identified it as an example of ”Hidden Costs” consistently

with the aforementioned paper. This situation brings up the following question: ”Should the

previously collected data still preserve its label and can it be reliably used to train or instruct

2https://darkpatterns.uxp2.com/pattern/relay-for-reddit-ads/
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the AI models?”. This should be critically considered, otherwise, no matter how reliable the

data source, as observed in this case, it may no longer be a DP and mislead the model. A

difficulty in this respect is that, at date, there are almost no curated, publicly available datasets

of DP instances that have been carefully assessed by DP experts based on the current available

knowledge produced by DP scholarship. With our dataset contribution, we seek to bridge this

gap in current research, even though we acknowledge that this is just a first step in this direction.

7.4.3 How Might We Make the Explanations More Reliable While Avoiding

Overreliance?

Experts generally agreed that the system provides clear, transparent, and verifiable explanations

about its reasoning and results. This is a crucial system design consideration that the other AI-

based approaches mentioned in Chapter 5 did not engage with. Yet, study participants still

acknowledged some limitations to verifiability. We implemented verifiability through reference

to the scientific sources and reference to the measurable elements in the interface, which could be

the basis for DP implementations. While the experts mentioned that the latter mostly worked

and helped to catch the system’s mistakes, the former occasionally became a source of confusion.

The inclusion of bibliographic citations could even be perceived as an ”anti-transparency” and

authority cue [165] that may cause automation bias - an overreliance on decision-support sys-

tems’ output without looking for or simply ignoring counterfactual information [166]. Experts

expressed doubts that DeceptiLens users would check the lengthy, complex publications them-

selves and would rather blindly trust the ”scientific sources” mentioned by the AI system. We

add RAG process by including another fully independent component of the DeceptiLens’ archi-

tecture, responsible for retrieving most relevant scientific sources from our database to minimize

risks of made-up scientific references in the explanation of the core MM-LLM.

Since adding explanations seems to increase human overreliance on the system [167], an ap-

proach that has been proposed to counter automation bias is the implementation of cognitive

interventions [168]. Namely interventions that break automatic, heuristic-based reasoning and

engage the human being in reflective thinking [169], based on the dual-process theory [170]. For

example, asking the user to make a decision before being shown the AI suggestion, delaying

the AI answer so that the user can form their own opinion first and allowing the user decide

whether they want to look at the AI recommendation, may reduce overreliance at the expense

of acceptability [169]. As noted by the authors, beyond improving the intrinsic quality of expla-

nations, efforts should be devoted to designing an interaction between AI systems and humans,

to ensure that they make meaningful use of the explanations and make informed decisions. The
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future versions of the systems should not only perform on a considerable level, but it should

also have mechanisms for facilitating user reflection. For example, the system can ask the user

about their perception of the interface and facilitate a step-by-step reasoning [171].

7.4.4 How Might We Enhance the Approach?

Enhancing the Approach for Researchers’ use

We believe there are several ways to increase the transparency of the assessment results pre-

sentation. One of them includes showing the systems’ (un)certainty about the results. Recent

studies in this area showed that acknowledging the degree of the system’s certainty can raise the

trust in the system and help users make better decisions [172, 167, 151]. Furthermore, sharing

the test dataset, limitations, and risks while publishing the evaluation results of the LLM-based

DP detection system enhances transparency. [93].

Another idea is to implement the ability to switch between different guiding methodologies

used for the system’s decisions and to show the user the spectrum of outputs proposed based

on the difference. It will help to acknowledge methodological differences in the DP scholarship

and provide a nuanced understanding of it, leaving to the user the decision.

A more thorough analysis of the various uses-case contexts should also be carried out, in order

to address the different informational needs of stakeholders. For instance, some participants

suggested to provide a clear, concise, colorcoded conclusion upfront and the details as a follow-

up that can be explored on demand. This could be useful especially when researchers intend to

inspect digital services at scale: they could first check if the AI system answer corresponds to

their expectation and only if it doesn’t examine the explanation. In the end, to quote one of

the interviewees, ”making a better explanation would really depend of the context in which the

explanation would be given” (P15).

Enhancing the Approach for Independent Authorities and the General Public

The experts mentioned that the perceived quality of the system’s output can be very context-

dependent, as the end-users can have different professional backgrounds and knowledge about

DPs. Therefore, the following iteration of the tool should be specifically tailored to the context

of use. Based on the current evaluation, we identify two additional use cases: a regulatory

authority tool for checking compliance; and an educational tool to raise awareness.

Even though we developed DeceptiLens to specifically aid researchers (a decision that is

reflected in the design of the system), since DPs often constitute unlawful practices (such as

consumer protection), we plan that future versions may be used by regulators to support their
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enforcement activities related to monitoring and detecting wrongdoing in digital products and

services (i.e., EnfTech or Enforcement Technology [173]). In order to do so, there are challenges

that need to be addressed. First, the definitions that were selected for the study [29] do not

provide legal arguments. Thus there would be a further step that needs to be made: for example,

the ”Bad default” DP should be mapped to privacy-invasive defaults that are relevant under

the GDPR and its national implementations. This information can be enriched with official

interpretation guidelines such as the EDPB’s on DPs that state that if one option among many

is highlighted, then it should be ”the most restrictive one regarding personal data” [8, p. 23].

Another database for the RAG should then be implemented, but it would not be a trivial

task. The first question would concern selecting relevant documents, spanning across regulations,

case law and official guidelines. One of the challenges may be the representativeness of this

dataset: for example, [142] show a skew in enforcement decisions towards ”visible” UI elements,

which neglects other more covert deceptive techniques. Moreover, sometimes guidance on the

same design differs across jurisdictions [114], which makes it hard to provide a uniform source

of knowledge. Thus a second key aspect would be how to integrate divergent information

sources. An idea would be to include multiple vector databases in the RAG process and to

utilize LLM-based multi-agent systems, which can provide individual specialized agents that

can collaborate effectively [174]. One of the participants with previous experience in a Data

Protection Authority (DPA) suggested focusing on specific cases, such as the assessment of the

legality of cookie consent banner design [175].

Then, it should be carefully analyzed if enforcement agencies would use such an AI-based

tool and if so, according to which safeguards (e.g., only with certain demonstrated performances

levels?). Most importantly, it would need to be carefully defined who would use the tool and

at which stage of the enforcement process and for which objective: this would also inform the

implementation of strategies that lower overreliance on the system, as mentioned earlier.

In contrast, for the general public use, it may be necessary to streamline the explanation

and present the decision, even starting from the system verdict and showing the explanations

supporting it. Additionally, it can be useful if the system also proposes several ways which

can help eliminate the DP from the interface and replace them with a ”fair” [124, 176, 177] or

”bright” design pattern [46], in line with the interventions proposed by Lu et al.[178]. However,

at date, whereas there is an increasing agreement on what a DP is, there is still no common

understanding of what a ”fair” or ”bright” design pattern is. Finally, since our experts have

already reported that the system can have an educational effect in helping users learn more

about DP, it would be useful if the system could implement more explicit educational strategies
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and leverage different types of motivation to facilitate learning about DP [179].

7.5 Compliance With the AI Act

Would our detection tool be subject to the requirements imposed by the AI Act (Regulation

2024/1689)? If this tool was intended for research purposes, it would fall under the research

exemption (Art. 2(6)), but would need to respect the key principles for developing trustworthy

AI and of research ethics (see Sec. 7.2.5). However, if the intended use was for enforcement

agencies to support their decision-making and investigative process in supervisory tasks, then

we would need to determine if the system would be considered a high-risk system under Art.

6(2) (Annex III(6)). This applies only if there is a ”significant degree of power imbalance” in

the actions of enforcement agencies that have ”adverse impacts on fundamental rights” (Rec.

59). Since consumer protection and data protection authorities only investigate administrative

offenses by organizations, our analysis suggests that our tool would not be classified as a high-risk

system.

Nevertheless, enforcement agencies that adopt the detection tool would need to ensure that

their staff reaches ”a sufficient level of AI literacy[...]” (Art. 4) based on their technical knowl-

edge, experience, education, training and the context of use. For example, the training should

encompass the limitations and the risks of overreliance on the tool’s outputs. If, instead, the

tool was made available to the public to strengthen their ability to recognize DPs and it was

not evident that it is an AI, the transparency obligations under Article 50(1) would apply.

7.6 Limitations

We inherit the cons due to using MM-LLMs, and we relied exclusively on the UIs to detect DPs.

As we discussed in Section 7.4, the evaluation of certain DPs requires additional information,

e.g., html of the web page or user journey, which we did not include. We agree that inputs should

go beyond the UI. We took the recent ontology [29] as a reference and did not consider the types

that do not exist in it. Since we created our test dataset by collecting reported DP examples, we

could not include the categories that do not have sufficient reported examples. In parallel with

this and considering the human resources, the size of the dataset is kept restricted. Another

important limitation is that we did not include all the DP experts. Although the experience and

focus area of our experts are diverse, they are researchers or have studied DP problems from

a researcher perspective. Moreover, we asked experts whether there is a specific DP instead of

asking any DP in the given UI. We are aware that the latter is valid in a real scenario. However,
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we prefer the former for the simplification of tasks for human experts and measurement of the

comparison between the model and experts.

7.7 Future Work

Beyond the recommendations for various users illustrated in 7.4.4, there are several manners in

which we believe the present approach can be enhanced. A future development concerns the

implementation of instruction fine-tuning of the core model based on the experts’ feedback that

we gathered. First, the examples annotated with the consensus of experts could be given to the

model as references. Second, rules that are directly relevant to the quality of the explanations

could be added within the prompt design. For example, the presentation of the bibliographic

citation can be easily standardized, while various layers of explanations could be presented

(e.g., a first concise informational layer about the conclusion and other layers that provide

details about the reasoning, the definitions and the sources used). Third, the dataset should be

enriched with other types of data (e.g., the user journey, metadata, HTML code), as UIs alone in

many cases are insufficient to reliably establish the presence of a DP. Fourth, the dataset should

be expanded with other types of DPs that are not currently included, in order to enhance the

ability of recognizing DPs and the usefulness of the system. Then, it would then be meaningful

to carry out a benchmark test that compares the ”enhanced” explanations with the explanations

produced in the present study with an expert assessment.

7.8 Wrap-up and Perspectives

This study that focused on achieving efficient and automated dark pattern detection ultimately

presented that several crucial considerations extend far beyond the singular goal of accurate

classification. The first critical challenge centers on the lack of objective and standardized defi-

nitions of dark patterns. This foundational problem and insufficient contextual information on

assessed data instances lead to subjective interpretation and even domain experts fail to reach a

definitive, unanimous consensus. The observed disagreements among the experts also cause the

absence of gold-standard datasets currently impeding the field. This fundamental issue must

not be disregarded in future detection tool development. A second significant empirical finding

is related to the performance of Multimodal Large Language Models (MM-LLMs). MM-LLMs

demonstrated high success (detection of dark patterns with perfect recall score) in cases where

experts were in full agreement. However, the performance rate declined (when measured against

the majority-vote reference) for several examples where expert opinions diverged. This confirms
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that the primary constraint on reliable AI-based detection is not merely an algorithmic limi-

tation, but rather the ambiguity embedded in the underlying human-defined ground truth. A

third key insight is the necessity of viewing the detection method not as a fully autonomous

system, but as a decision support tool. Consequently, the system must transparently articulate

the reasoning behind its assessment to the human decision-maker. We proved that the advanced

language generation capabilities of LLMs can be effectively harnessed for this purpose. We

moved beyond raw text generation by utilizing the ”measurable features” concept (proposed

in Chapters 3 and 4) to instruct the LLM to generate explanations in a structured format.

The experts also evaluated these explanations and rated them as clear, correct, complete, and

verifiable. We achieved this verifiable output by deliberately enhancing our framework with

the Retrieval-Augmented Generation (RAG) process. This integration was essential not only to

successfully minimize hallucination but also to address the crucial need for factual verifiability

by citing reliable sources in the explanations, which seen as a important capability. This archi-

tectural decision confers significant versatility upon the system. While our RAG implementation

used a database populated with reliable research sources, the framework is readily adaptable

to other specialized contexts. For instance, we anticipate successful application in a purely le-

gal compliance scenario through the straightforward replacement of the source documents with

relevant legal texts and minor adjustments to the prompt design. In summary, this work empha-

sizes that while MM-LLMs offer a promising and effective method for dark pattern detection,

the overall success of it is contingent upon critical factors external to the utilized technology.

These determining factors include the standardization of expert consensus, the quality of the

foundational dataset, and the specificity of the usage scenario. The core component driving the

framework presented in this study was the proprietary GPT-4o, which is selected specifically for

its state-of-the-art performance in multimodality needed tasks. Given this reliance on a closed

model, the following chapter focuses on a critical, and novel, comparative analysis: As the first

such investigation, what specific performance outcomes and resource trade-offs are realized when

utilizing open-source multimodal LLMs for the automated dark pattern detection task?
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Chapter 8

Evaluating the Automated Detection

of Dark Patterns in GUI Datasets

with Open-Source Multimodal Large

Language Models

We evaluate the performance of open-source Multimodal Large Language Models

(MM-LLM), such as LLaVA, Janus-Pro, in the task of dark pattern detection on visual

user interfaces. Moreover, we compare the open-source models’ performance with one

of the leading proprieatry model, GPT-4o. While evaluating the performance of the

models, we use different prompt engineering techniques including our own dark pattern

category-specific expert Chain of Thought (CoT).

By presenting the first empirical evaluation of open-source MM-LLM in detecting

dark patterns, this chapter contributes to Research Question 3: ”Which approaches

should be implemented to detect dark patterns automatically? How can AI-based approach

be used to detect them? What are the challenges and possible solutions for automated

assessment tools?”. The content of this chapter is primarily based on the following paper:

• Kocyigit, E., Liga, D., Rossi, A., Sergeeva, A., & Lenzini, G (2025, August). Eval-

uating the automated detection of dark patterns in GUI datasets with

open-source Multimodal Large Language Models. (Manuscript submitted to

PeerJ Computer Science).
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8.1 Introduction

Dark Patterns (DPs) are digital deceptive UI design practices that coerce, manipulate, or mislead

users to take actions that often work against their own interests [18]. For example, often users are

nudged to accept privacy-invasive marketing practices on the interface of cookie consent notices

that implement False Hierarchy1, which is a way of visually presenting an option with greater

prominence than others [29]. DPs threaten individual and social welfare by variously impacting

individual autonomy [180], and many regulatory bodies [8, 137] denounce that they circumscribe

the rules on data protection, consumer protection and competition. This is why these digital

practices are sanctioned, sometimes with hefty fines [181]. However, given the proliferation of

digital services that sometimes incorporate dark patterns by default, while watchdog resources

to identify them are finite, detecting these manipulative patterns is challenging.

User behavior may be influenced through the use of misleading language on digital inter-

faces, such as with overly Complex Language [8], or Confirmshaming [19] that plays with their

emotions. In other cases, manipulation occurs through the design of graphical elements, such as

when Visual Interference [19] or Bad Defaults [4] give prominence to certain options over others,

or by making user journeys overly complex or even meaningless, e.g., Dead End or Privacy Maze

[8]. Two widespread dark pattern examples are simulated in Figure 8.1 and Figure 8.2. The first

one uses visual elements, such as more prominent and bigger buttons, to lead users to the ”Ac-

cept All Cookies” option, while the second one exploits emotionally manipulative language on

the second option to nudge users to subscribe. Given all the different modalities through which

DPs can be implemented, a robust and efficient approach to DP detection requires multimodal

analysis abilities.

Figure 8.1: A simulated example of False Hi-
erarchy dark pattern.

Figure 8.2: A simulated example of Con-
firmshaming dark pattern.

Recently, academia has developed approaches for the automated detection of DPs, as a

1Dark Pattern categories are indicated in italics.



CHAPTER 8. EVALUATING DARK PATTERNS IN GUI 135

recent survey shows [78]. Even assuming the availability of a gold-standard reference dataset

that addresses the aforementioned issues, certain challenges persist in the automated detection

of DPs. Automated DP detection tools have the potential to be used as decision support systems

for supervisory authorities that need to streamline their auditing tasks (through Enforcement

Technologies or EnfTech [173]), companies that carry out internal compliance checks, consultants

that support them in such tasks, and scientists that variously advance the research on the

identification of manipulative design patterns. However, tools that rely on traditional rule-based

text matching may struggle to adapt to ever-evolving manipulative design patterns. Moreover,

tools that are built on top of conventional deep learning models require vast amounts of labeled

data. We hypothesize that MM-LLMs can address these issues thanks to their emerging skills,

such as customization of the model without the need to collect big data, and the capacity to

understand both visual and textual inputs, and their adaptive nature [182].

In the European view of fostering open science and thereby lowering entry barriers of devel-

opers and researchers [183], the academic research community is calling for further developing

open-source LLMs and preferring them to proprietary models. Moreover, since public funding

should benefit society at large and re-use should be ensured to foster innovation even further,

funding agencies often require the application of copyleft licenses to the release of computational

models and tools, if these have been developed or trained through financial support coming from

public sources. The reasons for encouraging open source are many: i) reproducibility of scientific

results, as the parameters and training data of proprietary models can be modified unilaterally

[184] and older models are deprecated [185]; ii) transparency and oversight, as proprietary mod-

els are not open to independent scrutiny and verification [184] also because their architectures,

pre-training corpora, dataset composition, parameter count and fine-tuning methodologies are

not publicly disclosed [186]; iii) control, as open source LLMs enable researchers to inspect why

they work as they do, customize them and improve them [183]; iv) availability, as the compa-

nies developing proprietary models could raise prices substantively or even fail [184], thereby

nullifying or destroying research endeavors that are dependent on the access to their models.

Proprietary models, in other words, do not provide the necessary assurances of trust for their

adoption in sensitive contexts, such as those supporting tasks with significant legal implications,

as described in this paper. This is why we expand the work [34] carried out with GPT-4o to the

use of open-source models in this paper.

In this regard, we evaluate the performance of open-source multimodal LLMs in the detection

of dark patterns. We carry out experiments on the models through different prompt engineering

strategies, such as Chain-of-Thought and ”expert-crafted DP category-specific rules”. Finally,
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we compare the results of open-source models with GPT-4o, one of the leading proprietary

MM-LLMs that the research community has widely used to this end. This chapter makes the

following contributions:

1. Presenting first empirical evaluation of open-source multimodal large language models in

the task of dark pattern detection, including a performance comparison with GPT-4o and

practical investigation of prompt engineering strategies.

2. Developing expert-guided and category-specific Chain-of-Thought prompting strategies to

improve the accuracy and recall of DP detection MM-LLMs.

8.2 Research Gap

Researchers have explored various approaches for effective detection of DP, including machine

learning algorithms [71], deep learning techniques [187], hybrid approaches that combine deep

learning with knowledge-based processes such as text pattern matching [72], or computer vision

and natural language processing techniques [75]. Moreover, language model-based approaches,

which employ an earlier approach such as BERT and its derivatives [94] or recent versions such

as LLama [63], have been tested on text data. Although these approaches have shown promise,

several issues hamper the effective detection of DP.

First, the traditional rule-based approach, e.g., defining hard-coded text matching conditions,

is not an efficient way of detecting DPs because deception can be implemented via a slight

modification of the text. For example, AidUI [72] defined three hard-coded textual patterns, such

as ”only + [number] + left OR available in stock”, ”limited stock OR supply OR quantity OR

availability”, ”left OR available in stock” for Low Stock DP identification. However, instances

that have alternative wording such as ”almost gone”, ”few remain”, or ”run out” would not be

recognized as Low Stock, despite sharing the same manipulative characteristic.

Second, although machine learning and deep learning detection models can deal with the

aforementioned issue of having hard-coded rules, i.e., they are more robust against zero-day

attacks [188], they have other challenges or limitations. For example, traditional machine learn-

ing algorithms, such as Random Forest or Support Vector Machine, require exhaustive feature

engineering prior to training [189] and do not perform as well as deep learning models on

image recognition problems [190]. Although deep learning models overcome these specific lim-

itations, their performance is highly dependent on the availability of large and well-annotated

representative training datasets [191], particularly for classification tasks such as dark pattern

identification. Another crucial issue is the reliance on a single modality in dark pattern detection
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tools, which narrows their dark pattern identification range. For example, a text-data-specific

dark pattern detection model such as that proposed by [63] can achieve accuracy up to 97%.

However, it remains ineffective in dark patterns that can be recognized by visual cues, e.g., False

Hierarchy. This highlights the need for multimodal approaches in dark pattern detection.

To address the issues outlined in Section 8.2, the need for flexibility, adaptiveness, and

capability of operating without large-scale labeled data and multiple modalities has led us to

explore one of the state-of-the-art advances in AI, namely multimodal LLMs. A recent study [34]

on the matter indicated that dark pattern instances, which are present in UIs and unanimously

labeled as dark patterns by experts, were identified with 100% recall. However, the performance

of open-source versions of these multimodal-LLMs on the same task has not been explored to

our knowledge, despite the fact that the research community encourages and advocates open-

source AI for the reasons outlined in introduction of this chapter. Consequently, we formulate

the following research question:

RQ1 How well do open-source multimodal Large Language Models perform in the detection of

dark patterns?

This main research question raises several sub-questions.

Recent benchmark results show that proprietary models, such as ”claude-3-5-sonnet”, ”gpt-

4o”, and their various iterations across different periods, occupy the top 6 rank [192]. Further-

more, recent findings highlighted that the existing multimodal LLMs have not yet reached their

maximum capacity [193]. Although fine-tuning is one of the common methods of improving the

performance of an LLM in specific task, it is impractical in our case because our data source for

fine-tuning is extremely limited and even low-source fine-tuning needs nearly 1K [194] instances

for only training. These lead us to ask two sub-questions related to the main research question:

RQ1b. How do open-source multimodal LLMs compare to proprietary models like GPT-4o in the

task of dark pattern detection?

RQ1c. To what extent can prompt engineering strategies bridge the performance gap between

open-source MM-LLMs and the proprietary models?

8.3 Methodology

8.3.1 The Task of Dark Pattern Detection

To address RQ1b, the primary task assigned to AI models is to determine the presence of a

specific DP in a given UI, which involves applying a binary classification. For each instance,
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the definition of a DP type from [29] is provided to the models along with the UI assessed. We

perform five runs for each model repeating the same prompting strategy to account for stochastic

variation of LLMs [195], and the mean was reported. This experimental design aims at reaching

a good balance between cost-effectiveness and evaluation robustness, and reflects established

practices in previous works [196].

8.3.2 Model Selection

For the investigation of open source MM-LLMs’s performance in the DP detection task, in

continuation of our work on RQ1b, we choose 3 models, which are Janus Pro 7B, LLaVA 1.5

B, and LLaVA-v1.6-Mistral-7B because they are well-known and are considered to be among

the best-performing open-source models currently available. We select GPT-4o as our proprietary

base model to evaluate the performance of open source models since it is listed as the leader

MM-LLM on different benchmarks [197], it is still considered flagship model and had achieved

promising results in DP detection [34].

8.3.3 Prompt Engineering Techniques

To address RQ1c, our prompt engineering strategy is to use common prompt engineering tech-

niques, such as zero-shot learning, contrastive learning, and Chain-of-Thought (CoT), individ-

ually and in combination, in addition to utilizing recommended prompting tactics, e.g., using

plain and clear language, structuring the prompt by explicitly stating the input and expected

output format, and providing context [198]. After preliminary prompting practices, we initially

formulate four prompting scenarios: (i) basic, (ii) basic + contrastive learning, (iii) basic +

Chain-of-Thought, and (iv) basic + contrastive learning + Chain-of-Thought. In Chain-of-

Thought, we instructed the models for extracting measurable features from the given image

first, then make the assessment to identify dark patterns by checking the characteristics, such

as asymmetry, restriction, etc. Finally, we develop an expert-guided prompting strategy based

on strategy (iv). This approach includes DP category-specific instructions and reasoning from

our DP experts instead of generic CoT for all categories. , and named this strategy (v) as

”expert-CoT”. A template of prompts for this strategy is shown in Listing 1. We defined the

model as a dark pattern detection assistant in all scenarios.

Listing 1. Expert Chain-of-Thought Prompt Template for Dark Pattern Detection

You are a helpful assistant trained to detect and report dark patterns—i.e., deceptive

design patterns—based on the analysis of web page screenshots.
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Your goal: Determine whether a <SPECIFIC DARK PATTERN CATEGORY> exists in the

provided image, answering Yes or No. Use the description of this type of dark pattern and

the steps provided in the assessment section.

Definition of the dark pattern: <DEFINITION OF DARK PATTERN CATEGORY IN

QUESTION>

Important Instructions:

• Provide a detailed explanation for your decision.

• Provide your answer after the explanation.

• Follow the steps strictly and only conclude after completing all.

• Avoid these common mistakes:

– Do not rely on superficial appearances.

– Do not overlook subtle asymmetries or minor restrictions.

– Do not confuse partial visibility with absence.

Analysis Steps:

1. Detect Measurable Features: Identify all relevant visual or textual elements

that can be objectively measured.

2. Assessment: Apply the following labeling steps:

<EXPERT CHAIN-OF-THOUGHT GOES HERE>

3. Output Format:

• Explanation: [...]

• Label: Yes | No

8.3.4 Evaluation

Model Evaluation

We evaluate the performance of the models by comparing their classification with the annotations

of human experts. For the comparison, we used four main performance metrics: accuracy,

precision, recall, and F-1 score since they are well-established metrics for evaluating classification

performance [199]. Since ”accuracy” is not sufficient alone in terms of informativeness and
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distinctiveness, including ”recall” and ”precision”, and ”F-1 score”, which is the harmonic mean

of these two metrics, is crucial [200]. While accurately detecting DPs is important, minimizing

false negatives is more critical in our work. False alarms are less harmful than missing the

target class or misclassifying the data (i.e., classifying a negative class as positive). Therefore,

we prioritize recall (i.e., sensitivity) over precision while keeping the balance between the two,

including the F-1 score in the evaluation.

Ethical and legal aspects

This study has been carried out in accordance with the principles established in the EU Code of

conduct for research integrity [162] and the recommendations provided by the EC’s guidelines

on the use of generative AI in research [163].

8.4 Results

We conducted the experiments in two main stages: dataset-related results and multimodal

LLM-related results. The results of the experiments are presented in the order of these stages.

8.4.1 Open Source Models

Experimental setup

For all open-source models, we run the inference on a CUDA GPU A100, setting the temperature

to 0.7 and the top p value to 0.9. At each generation, we asked the model to generate a

maximum of 512 new tokens (max new tokens = 512). For evaluation, we separately assessed

the performance of the models with the original version of the DeceptiLens dataset[34], hereafter

called Dataset 1, and our additions, hereafter called Dataset 2. We also calculated overall

scores.

Baseline Results Across Datasets

We first tested open-source models with a basic prompt design, strategy (i). The mean scores

calculated after five runs of each model are presented in Figure 8.3. While LLaVa v1.6 -

Mistral 7B slightly outperformed Janus Pro 7B, the performance of LLaVA v1.5 7B is much

lower in terms of accuracy and recall. Given that recall, i.e. sensitivity against dark patterns,

is the most critical metric alongside accuracy, we focus on these two during the analysis of the

results. Having less than 70% accuracy and recall indicates the limited reliability of the models

in the task of detecting dark patterns.
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Figure 8.3: Baseline performance scores of open-source models with prompt strategy (i)

Implementation of Prompt Engineering Techniques

First, we embedded elements of ”contrastive learning” into the prompt, as a method (ii) given

in Section 8.3.3, and obtain the results shown in Figure 8.4. While there is a slight increase in

the performance of Janus Pro 7B for both dataset 1 and dataset 2, the opposite is valid for

LLaVa v1.6 - Mistral 7B. In general, the inclusion of ”contrastive learning” elements alone

did not cause significant improvement.
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Figure 8.4: Performance scores of open-source models with prompt strategy (ii): basic + con-
trastive learning

As the prompting strategy (iii) given in Section 8.3.3, we implemented another important and

widely used prompt engineering technique that works on the principle of step-by-step reasoning,

“chain-of-thought”. The given results in Figure 8.5 show that the application of chain-of-

thought without ”contrastive learning” elements decreases the performance of the models. In

other words, expanding the prompt with chain-of-thought compliant inputs introduced more

noise than benefit to the models.
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Figure 8.5: Performance scores of open-source models with prompt strategy (iii): basic + chain-
of-thought

When we used the “contrastive learning” and “chain-of-thought” prompt engineering tech-

niques together, which were previously evaluated independently, as prompting strategy (iv) given

in Section 8.3.3, to see their combined impact on the models’ performances, we did not observe

a significant enhancement as seen in Figure 8.6. On the contrary, a negative impact can be

observed when compared to the “contrastive learning only” scenario, strategy (ii).
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Figure 8.6: Performance scores of open-source models with prompt strategy (iv): basic + con-
trastive + chain-of-thought

Since we did not observe a significant improvement in the performance of the models with

“contrastive learning” and “chain-of-thought”, separately or together, we tried another prompt-

ing strategy based on rules that our experts defined for each category, as the prompting strategy

(v) given in Section 8.3.3. During the definition of the rules, the objective is to provide more con-

crete and observable features-based step-by-step category-specific reasoning. Although Janus

Pro 7B slightly increased its performance with these expert chain-of-thought prompts, overall

performances are more or less the same as those of the others, as seen in Figure 8.7.
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Figure 8.7: Performance scores of open-source models with prompt strategy (v): category-
specific expert chain-of-thought

8.4.2 Comparison

We performed the same task with one of the best-performing proprietary LLMs, GPT-4o, for

comparison purposes. The DP detection performance of this model is clearly better than all

open-source models that we have evaluated, according to the results given in Figure 8.8. Fur-

thermore, when the details of the performance of GPT-4o are inspected, in Figure 8.9, it is seen

that prompt engineering techniques improved accurate and sensitive DP detection for GPT-4o

compared to the baseline scores, i.e., basic prompting strategy.



146 CHAPTER 8. EVALUATING DARK PATTERNS IN GUI

Figure 8.8: Comparison of the models’ best performing scenarios
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Figure 8.9: GPT-4o performance on both datasets

We also inspected the sensitivity of the best-performing model, that is, GPT-4o, for each

DP category. We observed that, although the model did not miss certain DP categories, identi-

fication of some others was difficult, as seen in Figure 8.10.

8.5 Discussion

Detecting Dark Patterns (DP) is an activity that does not enjoy any crisp set of criteria even

to verify whether a spotted potential instance is or is not part of the category. This is not only

because gold-standard datasets are not yet available, a task which has its own challenge, but

also because the decision on whether a design is a DP also depends on the context or additional

information (see Section 8.2) that is not always available, or can be available, to the decision

maker, and that can hardly be found in any dataset. This differs from other cases of deception

detection, like phishing, where any user can verify whether an instance is a false positive or a
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Figure 8.10: Dark pattern category-based sensitivity status of best performing model - GPT-4o

true positive with minimal effort and a bit of expertise.

For this reason, we believe that dark pattern detection tools should be featured as decision-

support components, rather than independent decision-making instruments. For example, they

could help researchers identify ”suspicious” design patterns in large datasets to expedite their

research tasks. These tools are also meant to aid independent authorities that perform large-

scale sweeps of vast quantities of websites and digital services [201] in search of practices that

circumvent the law. Among the so-called Enforcement Technologies that optimize such tasks,

some models are purposely developed or fine-tuned to identify deceptive design patterns in web-

sites and legal documents [173]. A few businesses are already developing solutions that audit

organizations’ interfaces in search of legal violations concerning their UI design choices2. Once

suspicious DPs are flagged, it is then the task of the human decision-maker to assess whether

the flagged UI element is an actual deceptive design pattern, usually based on additional in-

formation (e.g., by screening the same website at different points in time) and knowledge (e.g.,

by comparing the actual data practices of an organization with its declarative practices on the

UI). This is why we assume that even though the evidence is not supporting the detection deci-

sion with full confidence, raising a ”potential dark pattern” flag (i.e., obtaining lower precision

results) should be preferred to missing a positive class, which would signal an incapacity of

identifying a dark pattern. Furthermore, adopting this decision-support role for DP detection

2See e.g., https://www.fairpatterns.com/solutions/fairaudit-ai

https://www.fairpatterns.com/solutions/fairaudit-ai
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can help mitigate the risks associated with overly proactive AI-systems, which have been shown

to introduce various challenges in human-AI collaboration [202].

That said, our attention was on understanding what current LLMs, and their multimodal

versions, can offer in terms of decision support, and in particular by assessing open-source models

versus the proprietary GPT-4o. Thus, we measured the effectiveness of open-source MM-LLMs

in the task of detecting DPs from screenshots. With the prompt engineering strategies applied,

e.g., Chain-of-Thought, GPT-4o achieved 86% accuracy and 93% recall, which we identify as the

two primary metrics in DP detection (see Section 8.3.4 for details). On the other hand, none

of the open-source MM-LLMs demonstrated performance over 65% accuracy and 75% recall,

highlighting that they are not yet reliable decision-support tools in the same task.

We also noted that the same prompting strategies do not ensure the same quality of results

when applied to different models. This increases the complexity of the discussion. This emerges

clearly with the LLaVa v1.6 - Mistral 7B where our efforts to expand prompt with Chain-of-

Thought introduced more noise than benefit, in neat contrast to other open-source models and

GPT-4o. While LLaVa v1.6 - Mistral 7B uses the same MLP-based vision-language connector

as LLaVA v1.5 7B, the increase in input resolution might have introduced representational

shifts that could affect the connector’s ability to retain class-relevant features, especially in

longer context windows, possibly contributing to the observed performance difference in our

classification settings.

Our findings are consistent with previous research that indicates that (i) while MM-LLMs

achieve high accuracy in structured tasks, such as code generation, the models are still suffer-

ing in tasks requiring complex reasoning and do not even surpass 60% accuracy, (ii) a single

prompting strategy does not consistently enhance the performance of all models across all tasks

[203]. Thus, the lack of reason capacity of a model, also across modalities, cannot be overcome

by changing the prompting technique. In our experiments, we also clearly noted that detection

performance differs significantly across different DP categories (see Figure 8.10). Given this

variegated nature of DPs, some improvement can be achieved by splitting the general task into

sub-tasks, and by recombining the overall solutions that dedicated LLMs have found by working

specifically on the sub-tasks (i. e., by following a Multi-Agent System approach).

8.6 Limitations

Assessing the performance of the open source model in DP detecting task by a screenshot of a

web or mobile UI is a limitation of our approach because it is not reflecting full user journey

and does not provide some meta data, such as backend, html, css. Although the complete user
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journey is not needed for all DP types, such as Confirmshaming, certain DP types require this

information, such as Countdown Timer which necessitates a couple of page refreshes to check

if the timer resets itself each time. Another limitation of this study is the size and diversity of

the DP datasets. A dataset enriched with alternative dark pattern cases will help measure the

performance of the models more realistically. Moreover, data types other than text and images,

such as audio and video, are not included.

8.7 Wrap-up and Perspectives

Detecting dark patterns, effectively and accurately, has been investigated by researchers, regu-

lators, and UX designers. In particular, advances in technology, such as developments of LLMs,

and legal arrangements, such as GDPR, have augmented these studies. However, we identified

the need for a standardized benchmark dataset by demonstrating the issues present in previ-

ous work to enable a reliable evaluation of DP detection models. To address this need, we

expanded a dataset that was originally annotated by 14 DP researchers and used a recent and

unifying taxonomy [29] by including new dark pattern categories and published it according to

the principles of accessible and findable data. In the second stage of our study, we examined the

performance of multimodal LLMs in the task of detecting dark patterns using our benchmark

dataset. Motivated by the growing and encouraging interest in open source AI, we conducted,

to our knowledge, the first evaluation of the sensitivity of open source multimodal LLMs against

dark patterns. It is seen that open source models perform poorly compared to latest proprietary

models, such as GPT-4o, and implementation of various prompt engineering strategies, such as

Chain-of-Thought, does not contribute significantly.

Our findings clearly show the need for an increase in data set size and diversity, a cus-

tomization effort through fine-tuning the models rather than prompt engineering alone, and the

employment of stronger models with a capacity for robust reasoning and visual alignment.

In general, the remaining open problem in the field of LLMs, and in particular, in the

automatic detection of DPs, is to ensure not only the availability of open-source models but also

the reproducibility, transparency, accountability, and reliability of the results. These are crucial

interests that need to be safeguarded, especially in the European view of fostering open science,

which in turn supports technological innovation. Pursuing such goals may also help the training

of reliable and transparent DP detection tools that could be employed in various contexts,

including business contexts. Furthermore, we encourage researchers and other stakeholders in

the DP community to fine-tune the model(s) by expanding our dataset, which is accessible in
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the repository of this work3.

3We will make the link publicly available here once the anonymity requirement has been lifted.
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Chapter 9

Discussions and Closing Remarks

with Future Work

This final chapter presents the principal conclusions of the PhD research, provides comprehensive

discussions and includes a retrospective reflection on the core insights and challenges encountered

throughout the study.

9.1 Why Detecting Dark Patterns Matter?

Detecting dark patterns matters because they are not merely superficial design issues, but socio-

technical problems with legal and ethical consequences. This recognition forms the core foun-

dation of this thesis. Online deceptive and manipulative designs have gradually increased their

popularity since they were named dark patterns in 2010 [33]. While users share the prob-

lems they experience with dark patterns on social media, scholars in various domains such as

user experience design and privacy have also begun to examine these patterns [204]. The aca-

demic perspectives contributed to better understanding and defining the characteristics of these

problematic practices, which are recurring design patterns that include asymmetry, restriction,

deception, or information hiding [18]. Moreover, dark patterns have attracted the attention

of regulatory bodies [7, 8, 6] because they can lead to unlawful situations such as violations

of personal data protection provisions, e.g. the GDPR consent, due to dark patterns’ use in

privacy-oriented decision processes [20]. The heterogeneity of approaches across different fields,

domains, and stakeholders with distinct objectives has resulted in ontological confusion, i.e., not

only in terminology but also regarding the definition and classification of dark patterns. As a

result of this substantially evolving and fragmented landscape of the dark pattern field during

the course of this work, a primary objective of this thesis was to precisely define dark
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patterns and clarify their functional properties.

As our work into dark patterns deepened, we observed that the negative consequences directly

or indirectly caused by dark patterns are diverse. These harms range from privacy violations

and non-compliance with the GDPR requirements [16] to facilitating anticompetitive practices

[205]. For example, they can manipulate users to make unintended purchases, leading to finan-

cial loss. While such practices may provide short-term benefits for designers or businesses, their

long-term effects include a collective loss of trust in the market and reputational damage [206].

The complexity and multifaceted nature of these impacts is illustrated by categorizations across

two dimensions: (i) individual versus collective, and (ii) material versus non-material [15]. These

impacts are not entirely independent; rather they can interact with and reinforce one another.

For example, compromised autonomy can be tied to addiction and privacy violations. Collec-

tively, these demonstrate that dark patterns generate interconnected harms, such as individual

and collective, material and non-material. These impacts can also be indirect and may not be

immediately visible. For example, certain dark patterns can cause excessive and undesirable

consumption and, indirectly, increase ecological deterioration [207]. Given the extensive and

interconnected problems caused by dark patterns, the ultimate goal of this thesis was to

correctly detect these patterns as a way of minimization of associated harm and risk.

The pervasive nature of these harms is exacerbated by several crucial factors that warrant

careful consideration. First, dark patterns exploit a universal user vulnerability: virtually any-

one who interacts with these designs can be affected regardless of their experience or knowledge

[48]. Prior work revealed that reducing user effort, such as through single-click transactions,

significantly increases users’ susceptibility and strengthens the efficacy of the deception and

manipulation, resulting in harmful outcomes like financial losses [208]. This demonstrates that

deceptive design does not require high complexity; even simple implementations can be highly

potent. Consequently, dark patterns can be deployed widely across diverse use cases with min-

imal investment, thereby amplifying their prevalence and aggregate impact. Despite the wide

prevalence of such designs and their associated harms, these practices are often normalized due

to the persistence of the status quo, which often translates into tacit acceptance by platforms

and users [209]. Together with the extensive and interconnected harms outlined above, these fac-

tors (universal vulnerability, low deployment cost, and normalization) turns dark patterns into

a problem whose magnitude exceeds the limited sources of researchers and regulatory bodies

to manually investigate, identify, and analyze. As a result, there is a critical need for effec-
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tive, automated, and scalable dark pattern detection methods. Accordingly, the main

objective of this thesis is to develop reliable and scalable methods for this detection challenge.

Furthermore, ongoing regulatory efforts, such as the proposed Digital Fairness Act, which ex-

plicitly identifies and targets dark patterns as unfair digital practices, demonstrate that dark

patterns continue to be regarded as a significant and unresolved problem, and thus the critical

need for effective detection methods remains an active concern.

Effective dark pattern detection is a critical mechanism for harm mitigation that serves the

interests of multiple stakeholders. First, it directly aids individual users. Research shows that

users who are aware of deceptive design are less likely to be manipulated by them [121]. Thus,

one way of combating against dark patterns is to proactively alert or inform users to enhance

their protection. However, relying solely on user-level awareness is insufficient as it does not

guarantee immunity from manipulation [48] and is not scalable in the wide range of digital

environments and use cases in which dark patterns may appear. This necessitates solutions

that transcend individual vigilance and operate at a scalable, systemic level. Second, detection

offers crucial support to researchers and regulatory bodies who monitor unfair and unethical

digital practices, particularly through the use of Enforcement Technology [173, 210]. Scalable

detection methods enable systemic examination and support creating a more equitable and dark

pattern-free digital environment. For example, automated detection tools can be employed dur-

ing compliance audits of a mobile application to identify manipulative and potentially illegal

patterns, particularly those that violate legal requirements. Third, detection provides a mecha-

nism for industry self-regulation. Since not all companies implement dark patterns intentionally,

often following common, yet harmful, design practices, detection tools can assist companies that

aim to build fair and ethical user experiences and preserve long-term user trust. Emerging ser-

vices and consultancies also provide assistance to organizations transitioning from dark patterns

to fair patterns in their design. 1 Ultimately, this multi-stakeholder relevance confirms that

dark pattern detection is not just a technical endeavor but a complex socio-technical challenge

demanding solutions that are scalable, transparent, and context-aware. These requirements

fundamentally shaped the methodological and interdisciplinary approach taken in this thesis.

1For example, these companies offer fair pattern services: https://www.rsystems.com/dark-pattern-detec
tion/ and https://www.fairpatterns.com/solutions/fairaudit-ai

https://www.rsystems.com/dark-pattern-detection/
https://www.rsystems.com/dark-pattern-detection/
https://www.fairpatterns.com/solutions/fairaudit-ai
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9.2 Challenges of Detecting Dark Patterns

Developing reliable and scalable methods for dark pattern detection is nontrivial and involves

several crucial challenges. First, dark patterns are not limited to a single digital environment;

they can appear on websites, mobile applications, and platforms like voice assistants [111]. Be-

cause dark patterns can manifest in any user-system interface, their prevalence is projected to

grow with the proliferation and diversification of these interaction points. Although traditional

environments like online shopping platforms [19] and video games [2] are the most cited exam-

ples, emerging technologies, such as smart home devices, robotics, and other IoT systems [68],

also represent new and expanding venues where dark patterns can arise. This cross-platform

expansion presents a significant generalization challenge. Even a highly effective detection tool

optimized for web environments requires significant methodological adaptation to extend its

efficacy to interfaces like IoT, which posses fundamentally different interaction modalities, data

access patterns, and technical constraints.

Second, dark patterns are not confined to a single use case; they exhibit high contextual vari-

ability, appearing across diverse domains such as cookie consent processes, online shopping,

social networks, and many more. 2 To illustrate this variability, consider the dark patterns bad

default and nagging across two different scenarios: a cookie consent interface versus an in-app

purchase screen in a mobile video game. In the cookie consent setting, a pre-selected checkbox

(bad default) may violate data minimization principles by unnecessarily collecting personal data

or sharing it with third parties, resulting in privacy loss. Conversely, this same bad default pat-

tern can be combined with sneak into basket to nudge players into making small, hard-to-detect

additional purchases, leading to financial loss. Similarly, nagging may be used to push users

toward an ”accept all” option to maximize data collection in the first scenario, but it may also be

employed to repeatedly request a five-star rating in the application stores. Thus, while the form

of the pattern remains consistent, the underlying intention, semantics, and consequent harm

differ significantly across contexts. This contextual variability must be carefully considered in

detection tool development, as it dramatically increases the complexity of achieving reliable dark

pattern detection across distinct use cases.

The third challenge arises from the inherent diversity of data modalities involved in dark pattern

2Sneak into Basket refers to a dark pattern that leads to unintentional purchase by adding unwanted items
without user consent or explicit action [29].
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design. 3 4 Dark patterns can be formed through multimodal elements, such as text, visual

components, audio signals, or machine-readable code (e.g., HTML, CSS and JavaScript). For

example, the confirmshaming pattern is detectable primarily from textual elements, whereas

false hierarchy dark pattern relies on visual elements. In contrast, patterns like immortal ac-

count cannot be assessed using text or images alone; they require extraction and structured

representation (e.g., JSON) of user journey information across multiple steps. The inherently

multimodal nature of these patterns renders traditional ML and DL models inadequate since

they are typically single task and modal-specific. The effectiveness, data processing pipelines,

and overall applicability of such models are rigidly bound to the specific data modality on which

they are trained, severely limiting their capability to generalize across diverse dark pattern man-

ifestations.

The fourth and final challenge is that existing definitions of dark patterns often remain at a

conceptual level rather than providing actionable and objective criteria. Over the years, numer-

ous taxonomic studies have successfully classified these patterns and demonstrated their broad

scope and application diversity. These descriptive studies have significantly enhanced the under-

standing of this phenomenon, yet they remain insufficient for establishing the objective criteria

and operational descriptions required for automatic identification of dark patterns. Accord-

ingly, given that reliable detection of dark patterns is crucial for mitigating the risks and harms

of dark patterns, the foundational objective of this thesis was defined as the investiga-

tion and development of instruments for the objective identification of dark patterns.

Addressing the foundational objective, our initial contribution focused on cookie consent pro-

cesses, one of the most ubiquitous dark pattern use cases. Our approach involved the examina-

tion of interaction flows: Human-Computer Interaction (HCI) (user-to-browser interface) and

machine-to-machine (M2M) (interface-to-server) information flows were extracted and analyzed

from real cookie consent examples. This data extraction was crucial for the operationalization of

dark pattern attributes. For instance, the attribute of asymmetry, defined as ”unequal user bur-

den” [19], was formulated by measurable features such as ”number of clicks required to perform

an action”. Through this process-based approach, a total of 31 distinct, measurable features

were defined (see Chapter 3). While these features were limited to process-based metrics and

did not include visual or text-based modalities, this work constituted a crucial initial step toward

3False Hierarchy refers to a dark pattern where an option, which usually does not serve the user’s interest,
is made more visually prominent than the other option [29].

4Confirmshaming refers to a dark pattern that uses emotional manipulation by framing one option in a
shaming or guilt-inducing way, thereby leading users toward the option that benefits the designer [29].
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establishing the required objective and actionable criteria within the scope of the thesis. The

integration of remaining modalities was addressed in the subsequent research phase.

While some dark pattern types are widely applicable across various use cases, others emerge

only within particular scenarios. During the examination of real cookie consent processes, we

observed that certain dark pattern types, such as cuteness at home robots, were irrelevant to

this specific use case, highlighting the critical role of contextual relevance. This finding under-

scored the need for a systematic and holistic approach for developing actionable and objective

criteria for dark patterns through measurable features, as the required operational attributes

are inherently context-dependent. We developed a four-stage framework for this purpose.

In the first stage (detailed in Chapter 4), we leveraged multidisciplinary expert validation,

comprising experts from computer science, artificial intelligence, UX design, and law, to deter-

mine the subset of dark pattern types applicable to our target use case (cookie consent), finding

high agreement that 17 of the over 40 dark pattern types in Gray et al.’s unified taxonomy [29]

were relevant. Subsequent stages focused on (i) establishing expert-validated mappings between

the dark pattern types (e.g., Privacy Maze and False Hierarchy) and their attributes (e.g.,

asymmetry, restriction, and covertness); (ii) identifying corresponding measurable linguistic and

visual features (as a complementary to process-based features identified in our previous work);

and (iii) reformulating the dark pattern attributes using these features.

Collectively, these systematic efforts directly addressed the foundational objective by: (i) propos-

ing a systematic approach to extract objective criteria, i.e., functional properties, for detection;

(ii) establishing expert-validated mappings between dark pattern types and attributes; and (iii)

defining measurable features that operationalize dark pattern attributes for objective evaluation.

The culmination of the studies detailed in Chapter 3 and Chapter 4 provided the answer to

RQ 1: What are the measurable functional properties of dark patterns and the

assessment instruments to define them?. Answer: We determined that the measurable

functional properties of dark patterns are quantifiable proxy elements that may take textual,

visual, or process-based forms depending on the design of the dark pattern, its context, e.g.,

cookie consent or online shopping, and its environment, e.g., web or mobile. For example, one

common dark pattern attribute in cookie consent process scenario is asymmetric choice. This

can be defined through multiple measurable properties: unequal numbers of clicks required to

select different options (a process-based feature); unequal visual prominence of options, such as
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differences in button size or contrast (a visual feature); and unequal sentiment framing, where

the option favoring the service provider is positively framed while the privacy-protective option

is negatively framed (a textual feature).

Importantly, the context in which these properties appear plays a critical role when formu-

lating measurable features, as the same property may have different implications depending on

the specific use case and environment. Ultimately, these features are intended to eliminate sub-

jectivity and ambiguity in dark pattern definitions, thereby assessing. However, determining the

correct formulation of a dark pattern remains a research challenge in its own right. For example,

the choice overload dark pattern can be objectively represented using the measurable features,

such as the maximum number of user actions (clicks) to perform all possible scenarios which are

operational and actionable. Nevertheless, the threshold for what constitutes the dark pattern

may vary: should it be defined as more than three options, or should it follow cognitive memory

limits such as seven items? Such parameters are not fixed and may depend on contextual and

empirical considerations [211]. The principal goal is to establish objective criteria that can serve

both as assessment tools and as input to detection models, thereby supporting the explainability

of overall detecting mechanisms.

9.3 Construction and Validation of Dark Pattern Datasets

In this thesis, whose ultimate goal is the effective detection of dark patterns, a second major

challenge emerged: the absence of a gold-standard dataset suitable for training, testing and reli-

ably evaluating the developed methods or AI-based detection models. Beyond this fundamental

absence, the limited number of available datasets [78] suffer quality issues, including inconsistent

labeling and overly broad category definitions, thereby hindering reliable benchmarking of ex-

isting detection solutions. Accordingly, the second research objective of this thesis was defined

as creating a structured, reliable and expert-labeled dark pattern dataset. To miti-

gate this critical limitation, researchers typically employ two strategies: (i) the collection of new

data and (ii) the augmentation of existing datasets. In this thesis, we performed both strategies.

In Chapter 5, we initiated our work by reviewing existing datasets and identifying several

critical issues that impede their utility and reliability. These issues include taxonomy misalign-

ment and the use of disparate dark pattern terminology and descriptions, which cause labeling

inconsistencies across studies. Furthermore, we found instances of overly broad labeling, such

as one dataset [35] where a small close button was deemed sufficient for a dark pattern label,
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despite complete disagreement among dark pattern researchers who attended our experiments.

Such mislabeling and reliability issues risk misleading detection models and invalidating realistic

evaluations. Beyond reliability issues, the datasets also suffer from technical defects, including

missing values, duplicate entries, and severe imbalances in dark pattern category distribution.

This identification of flaws is particularly crucial as these datasets are still used by other re-

searchers who assume they are representative and reference resources.

To mitigate this critical limitation, and as defined by Research Objective 2, we addressed

this gap by curating a expert-validated, balanced, Graphical User Interface (GUI) dataset that

consists of screenshots of web and mobile interfaces. The annotation process involved experts

who had published a minimum of one peer-reviewed publication in the field and the majority

vote approach, resulting in a robust dataset encompassing 21 categories of dark patterns listed

in [29], including false positive examples. In parallel to the creation of the GUI dataset, we de-

veloped a text-based data augmentation framework. This framework was initiated starting with

the merged form of two existing datasets [19] and [94]. Since standard augmentation techniques

(e.g., synonym replacement or random deletion) risk altering the deceptive nuance inherent in

dark pattern language, we leveraged the advanced natural language processing capabilities of

LLMs. To mitigate the risk of losing the deceptive characteristic during augmentation, a multi-

agent architecture consists of Generator and Controller agents was developed. The Controller

agent served as a guardrail, verifying that the augmented data preserved semantic and structural

fidelity to the original text. The resulting augmented corpus was evaluated both for diversity

via expert annotation of random samples and through a comparative fine-tuning experiments.

LLMs were fine-tuned using the augmented data and evaluated against models trained solely on

the original data. The results (detailed in Chapter 6) indicated a significant improvement in

detection performance following the fine-tuning on the augmented data.

In pursuit of the second research goal, the following contributions were delivered: (i) a novel

data augmentation method for dark pattern text data; (ii) a reliable, expert-validated dark pat-

tern dataset; and (iii) an empirical demonstration of critical quality issues that are previously

under-explored in existing dark pattern datasets. These contributions collectively provided the

answer to RQ2: What considerations and methods should be taken into account when

building labeled and structured dark pattern datasets?. We conclude that labeled and

structured dark pattern datasets are essential prerequisites for the reliable evaluation of detection

tools and the training AI-based detection models. While the quality of the labeling process is
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fundamental to all supervised learning AI tasks, dark patterns introduce peculiar and acute chal-

lenges. For instance, labeling clear, visually stable concepts such as animal image classification,

or established domains like phishing emails classification, are comparatively straightforward. In

contrast, dark pattern labeling often allows ambiguity and subjective interpretation due to ab-

stract, high-level descriptions, taxonomic heterogeneity, or the lack of data availability, context

and meta data. Consequently, even researchers demonstrated 71.62% consensus on annotation,

as we showed in Chapter 7. Therefore, one important consideration in the dark pattern dataset

building process is the rigorous labeling process and the source reference descriptions used for

each dark pattern category. Label descriptions must be up-to-date and grounded in established

taxonomies to prevent inconsistencies or mislabeling.

A second aspect arises from the lack of consensus and standardized criteria in the field: the

labeling process should be conducted by domain experts. While we accept that precisely defin-

ing experts is difficult, until a set of actionable and objective criteria is available, a few hours

of training are insufficient to ensure a reliable and consistent labeling process. We defined ex-

perts as researchers with at least one peer-reviewed publication on dark patterns in Chapter

7, this definition must be adapted to the scope of the dataset. For example, if privacy-violating

dark patterns and associated legal provisions are examined, the expert definition should be

updated to include legal specialists. Finally, as we demonstrated by the findings in Chapter

7, expert annotators may have different opinions on the presence of dark patterns. Therefore,

utilizing a mechanism that leverages multiple expert evaluations for each instance, e.g., using

the majority voting approach in binary classification, throughout the labeling process is crucial

for the reliability of dataset. This approach provides a distinction between consensus ground

truth (high confidence) and majority-voted ground truth (standard confidence). This methodi-

cal differentiation between consensus ground truth and majority-voted ground truth represents

a key novelty of our work and a transferable methodology that future researchers can adopt to

improve data set reliability and guide systematic expansion. This distinction is also important

when evaluating the dark pattern detection models. Our findings showed a significant difference

in performance metrics, e.g., the recall score achieved by DeceptiLens was substantially higher

when evaluated against the consensus data than when evaluated against the majority-voted

data. This discrepancy highlights the critical need for transparency and rigor documentation in

dataset construction, as it impacts the perceived efficacy of detection solutions.
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9.4 Developing An Automated Dark Pattern Detection Tool

Finally, the third research objective focused on developing an expert-validated, automated, and

AI-based dark pattern detection tool. This required the development of multimodal AI-based

automated detection methods for effective dark pattern identification. Existing ap-

proaches include rule-based techniques, such as text matching, and AI-based methods, including

machine learning and deep learning, are limited. Specifically, the multimodal nature of dark

patterns requires detection systems to handle both textual and visual information; otherwise,

models may detect only text-based dark patterns, while failing to capture even the simplest and

most obvious visual patterns. To address these limitations, we used the advanced language un-

derstanding, generation, and multimodal capabilities of state-of-the-art LLMs. In this context,

the work presented in Chapter 8 developed DeceptiLens, a Retrieval Augmented Generation

(RAG)-based framework centered on a multimodal LLM (MM-LLM).

The RAG process was adopted primarily to mitigate hallucinations, i.e., incorrect classifica-

tions or fabricated explanations generated by LLMs. Being trained with publicly available large

data is not sufficient to deal with particularly domain-specific problems and one of the recent,

less costly, and most successful technique is RAG. To this end, we first constructed a vector

database composed of reliable sources that can be used in dark pattern evaluation, such as [18]

and [29]. Next, the evaluated user interface was converted into vector form using an embedding

model, and the most relevant pieces of text were retrieved from the trusted sources based on

similarity. These sources can be adapted depending on context and user expectations. For

example, if the focus is on dark patterns that violated the GDPR, the vector database can be

reconfigured with legal sources, allowing the proposed framework to be applied to other problem

domains as well.

The classifications of DeceptiLens were evaluated by 14 dark pattern experts who come from

various backgrounds such as computer science, HCI, UX design, privacy, and law. Each instance

was labeled by three different experts by majority voting. This process provided two important

insights. First, the varying inter-rater agreement among experts revealed that expert opinion

can differ significantly on the presence of dark patterns. If human experts cannot achieve full

alignment, expecting an AI model’s classification to align perfectly becomes unrealistic. This

empirical variation strongly reinforces this thesis’ first learning, which emphasizes the critical

need for objective criteria of dark patterns and demonstrates how our contribution (see listed

contributions given at the end of Section 9.2) of proposing operationalizable measurable features
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is important.

The majority vote allows us to see confidence of experts in each instance and the second impor-

tant finding related to this was the observed performance difference of the data annotated with

full confidence versus the ones annotated with majority voting, i.e., one expert disagree with

the majority, so less confident annotation. The proposed AI-based framework achieved 100%

sensitivity (i.e. recall score) in instances where experts were fully agreeing. Conversely, the

sensitivity dropped to 84.48% when measured against the majority-voted ground truth. This

performance distinction indicates that our AI-based solution can work perfectly in cases where

human interpretation is unanomous, but not surprisingly, their performance degrades in areas

where human disagreement is high. This confirms that one of the major limitations of AI-based

solutions is not algorithmic failure, but lack of standard in human-defined ground truth.

In addition to classifications, our proposal generated structured explanations detailing its rea-

soning, and the experts reviewed the quality of the explanations too. We demonstrated that

our approach can detect certain dark patterns with high accuracy while providing transparent,

explanatory outputs that support interpretability of the detection process. This transparency

is critical because automated detection tools are not considered as fully autonomous. The final

decision, particularly when the confidence score of AI is low, rests with a human verifier.5 The

explanations provide necessary evidence and justification to user in order to enhance decision-

making process.

The measurable features concept developed in the earlier stages of this thesis (see Chapters

3 and 4) was incorporated into the model explanations, enhancing their clarity, correctness,

completeness, and verifiability. Furthermore, we embedded the source of the information in

these explanations in order to increase verifiability and decrease uncertainty [151].

In addition to a quantitative evaluation of both classification and the quality of explanations by

experts, we conducted semi-structured interviews to gather feedback on the overall assessment,

usability of our proposed system and understand the reasoning of experts while evaluating user

interfaces to check whether they have dark patterns or not. The experts found the explanations

to be clear, complete, and mostly verifiable. They also provided specific recommendations that

are crucial, as they define the necessary next steps for advancing the state-of-the-art and in-

5”A computer can never be held accountable, therefore a computer must never make a management decision.”
IBM Training Manual, 1979
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creasing the usability of such tools from a researcher’s perspective. The interviews, specifically

focusing on the perspective of dark pattern researchers, provided insights into the demands of

the field. However, future work could explore the expectations and needs of a more diverse

set of interviewees (e.g., industry professionals, regulators), which would likely present different

priorities and potential future research directions for dark pattern detection technology. The

recommendations included the adoption of a consistent language and reference format, and the

presentation of content based on user roles. Furthermore, they explicitly stated that certain

dark pattern assessments necessitate access to back-end or meta data, such as HTML or com-

plete user journey, respectively, rather than relying solely on screenshots to render a confident

decision. This work is novel due to its rigorous evaluation by 14 dark pattern experts, making

it unique within the current literature.

We used GPT-4o, which is a proprietary pre-trained multimodal LLM, as the core model in

our DeceptiLens framework because of its state-of-the-art image-to-text, language generation

and understanding capabilities and was a leader in multimodal benchmarks [156]. The aca-

demic research community has increasingly called for the development of open-source LLMs and

often favors them over proprietary models. However, the performance of open-source multimodal

LLMs (MM-LLMs) is inferior compared to proprietary models [212, 213] and the performance

of open-source models’ in dark pattern detection had not been examined. Within the scope

of this thesis, open-source models were tested in dark pattern identification and empirically

demonstrated the current status of them. Several prompt engineering strategies, such as Chain-

of-Thought and contrastive learning, has been applied during the experiments. As detailed

in Chapter 9, the results indicate that the performance of these open-source models is sub-

stantially lower compared to proprietary models in consistent with the benchmarks in other

evaluations and highlight the need for further development in dark pattern detection.

The findings of this thesis answers RQ3: Which AI-based approaches can be developed

for the automatic detection of dark patterns while providing explanations support-

ing informed decision-making, and what challenges and potential solutions do they

involve?. Multimodal AI models, characterized by advanced language understanding and gen-

eration, can address the limitations of traditional AI approaches, such as ML and DL models,

which are typically single-task specific, lack multimodality, and possess limited capabilities for

understanding the sophisticated semantics (i.e., complex meaning and hidden implications of the

language) and nuance (i.e., subtle differences or context-dependent meaning) critical for accurate
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dark pattern detection. Multimodal LLM-assisted decision-making processes for dark pattern

assessment are capable of generating correct, complete, clear, and verifiable explanations, which

thereby reinforces decision makers via evidence-based reports. However, given that access to

complete data is a significant challenge, positioning automated AI-based detection solutions as

the final decision-maker is neither practical nor advisable. Instead, these systems should be

positioned within a human-in-the-loop concept to support human oversight.

All code and datasets developed in the scope of this thesis have been shared in accordance

with the FAIR principles. The concrete measurable feature list, the expert-labeled dataset, the

RAG-based LLM code, and the developed methodological approaches constitute significant con-

tributions to researchers in the field of dark patterns. Furthermore, we emphasize that models

developed for dark pattern detection should be positioned as decision-support tools, as humans

ultimately make the final decisions; therefore, transparent and explainable tools are crucial.

9.5 Limitations, Open Problems and Future Work

9.5.1 Moving Beyond Static Visual Analysis: Developing Agentic AI-based

Detection Systems

We demonstrate that certain dark pattern types, such as confirmshaming, high demand, and low

stock, can be readily detected by LLMs, and other categories, e.g. Immortal Account, Sneak into

Basket, require additional contextual information and difficult to identify with high confidence

by static visual analysis. For instance, accurately detecting the Sneak into Basket dark pattern

type necessitates contextual details such as information presented on previous pages and the

country in which the purchase occurs, which are not available in a screenshot alone. In our re-

search, we focused on the graphical interfaces of the mobile and web platforms, with screenshots

used as the main basis for the analysis, and this is one of the main limitations. To deal with this

limitation, an agentic AI6 approach should be explored particularly for detecting these types

of dark patterns. Unlike standard automation, agentic AI can interact with each website or

application considering its own specific conditions, enabling a more comprehensive assessment

whether dark patterns are present by surpassing the limitations of single-screenshot analysis.

In particular, domain specific agents, e.g., online shopping agent, or dark pattern type specific

6Agentic AI: represents a new paradigm in artificial intelligence, aimed at solving complex problems au-
tonomously. Its primary purpose is to make decisions with minimal human input [214]. Rather than relying on
a single LLM, each subtask can be assigned to specialized LLMs or other types of AI models, often coordinated
by a central orchestrator LLM.
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agents, e.g., Immortal Account7 controller agent, can be built under the orchestration of core AI

model capable of assessing the data provided by these agents in order to decide whether dark

patterns are present. Furthermore, the logs, recordings, and metadata gathered by these agents

can contribute to improving the transparency and explainability of the dark pattern detection

solutions.

9.5.2 Need for Objective Criteria: Towards Interdisciplinary Formalization

Although agentic AI approaches can contribute significantly to greater data collection and in-

clusion, establishing objective criteria to assess the presence of dark patterns remains essential

in the decision-making process, regardless of whether it is conducted by human experts or ad-

vanced AI-based automated systems. A set of objective criteria for each dark pattern category

is necessary, not only for detection methods but also for providing practical guidelines for de-

signers. While this thesis contributes to the need for objective criteria through our measurable

features and systematic approach (see Chapters 3 and Chapter 4), establishing comprehen-

sive and widely accepted objective criteria requires further research and broader collaboration.

For instance, a semi-structured controlled language [115] could be developed for dark pattern

definitions to eliminate ambiguity and subjective interpretations. Natural language expressions

offer richness and creativity, but they often lack the precision needed for objective assessment.

The measurable features that we identified can provide this precision and may be integrated

into a controlled language specific to dark patterns. It is critical to consider all stakeholders in

the dark pattern domain when developing such tools to ensure the new language is applicable

and usable. Pure technical languages or formal logic can achieve high precision, however, their

complexity and low readability for non-technical stakeholders can hinder usability. Given the

interdisciplinary environment of the dark pattern field, a balance between understandability

and precision is necessary. Controlled Natural Languages may provide a suitable solution, as

they combine the clarity of natural language with a level of formal precision, making them both

accessible and machine-readable.

9.5.3 Performance Enhancement Strategies for LLMs

LLM-based solutions naturally inherit the limitations of LLMs; consequently, these restrictions

must be carefully considered and proactively mitigated during the development of an AI-based

7Immortal Account: refers to designs where user account deletion is impossible or too difficult [120].
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dark pattern detection system that incorporates LLMs. A fundamental limitation of LLMs is

that they generate output based on the likelihood of textual continuation, resulting in not being

factual and the inability to represent logical connections, which requires a dedicated verification

stage [215]. The limitations and risks associated with LLMs extend beyond factual unreliabil-

ity to include biases inherited from the training data [216] and risks of privacy violation via

prompting strategies [217]. Research on developing techniques to minimize these risks has intro-

duced several methods such as advanced prompting techniques, RAG, and fine-tuning. No single

technique offers an optimal solution for all aspects, as each has distinct advantages and limita-

tions. In this thesis, we used the prompting and RAG because they do not require retraining

and updating model parameters and are therefore substantially more cost-efficient. Moreover,

given the scarcity of reliable labeled data in the dark pattern domain, prompting and RAG

implementation are particularly suitable, since they do not necessitate large training datasets.

RAG is additionally advantageous because it enables the system to store and use relevant long-

form contextual information in pipeline without being constrained by model’s context window.

However, these techniques also have limitations. Prompting is often effective when underly-

ing model already possesses sufficient domain-relevant knowledge; otherwise, its performance

deteriorates especially in niche or specialized tasks [218]. On the RAG-based solutions, more

substantial improvements can be achieved, but RAG also introduces its own limitations and

inefficiencies. These include challenges related to similarity-scoring performance, vector-store

scalability, search optimization, memory utilization etc. [219]. We believe that further research

that focuses on advanced RAG methods can enhance the performance of DeceptiLens. The

recent advanced RAG-based techniques are particularly crucial in the dark pattern detection to

guarantee factual verifiability. Fine-tuning also remains an active further research area in dark

pattern field, but it requires high-quality and sufficiently large datasets. Our expert-validated

dataset can serve as a reference set for constructing future fine-tuning corpora. Finally, given

the rapid evolution of AI, incorporating recent advancements (whether in model architectures,

fine-tuning approaches or prompt engineering techniques) is an open research area for the im-

provement of existing solutions.

9.5.4 Open versus Proprietary LLMs for Dark Pattern Detection

Regarding AI models, specifically LLMs, another important consideration is that some models

are ”open” while others are not, i.e., proprietary. In the context of LLMs, i.e., foundation mod-

els, the term of open can have two different meanings: only model weights publicly available or
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all other details such as model architecture, training data etc., are available [183]. As highlighted

in Chapter 9, there is an encouragement to utilize and develop open models due to various

reasons such as privacy [220] or research oriented concerns [221] and to support transparency,

re-usability, and extensibility [222]. Importantly, open projects can also be more easily adopted

by public administrations and regulatory bodies. Some open-source LLMs can provide results

comparable to closed models in certain tasks [223]. However, as we illustrated in Chapter 9, the

performance gap in the dark pattern detection task through graphical user interfaces remains

significant. This underscores the need for further research efforts in the development of open-

source AI models. In addition, open projects benefit from community support and contributions,

enabling faster and more effective progress in improving model capabilities, transparency, and

adaptability.

9.5.5 Dark Pattern Dataset: Establishing a Collaborative Platform for Dataset

Expansion and Expert Validation

Another limitation of the thesis is the size of the dataset. Expanding the number of categories,

as well as increasing the quantity of samples within existing categories, would enable more com-

prehensive and reliable evaluations. This limitation also points to a direction for future work.

Specifically, there is a need for a collaborative platform through which dark pattern

instances can be collected, reported, and systematically evaluated, and ultimately

supporting the development of an up-to-date, accessible, and reliable database that has more

coverage of dark pattern categories and more samples for each to increase sample diversity.

Ideally, such data could be made publicly available with an open license so that activities that

rely on high-quality datasets can advance. However, the labeling process for reported instances

should be carefully designed and carried out by verified expert user profiles. As demonstrated

in this thesis (see Chapter 8), even experts may hold different opinions on the same instance.

Certain dark pattern categories also require assessment by trained experts, particularly consid-

ering the breadth and complexity of taxonomies, terminology, and required domain expertise.

A majority voting approach could be adopted to enhance labeling reliability.

9.5.6 Where and How Dark Pattern Detection Tools Should Be Used

During the evaluation of dark patterns, high-confidence decisions cannot always be made due

to various reasons. For example, a low stock dark pattern may be accurate, but understanding
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it fully may require access to the service’s server or database. Although the available data does

not allow for 100% certain evaluation, it has been deemed appropriate for dark pattern detection

tools to operate within a human-in-the-loop decision support process, alerting users to potential

dark patterns rather than making fully autonomous decisions. At this stage, user characteristics

and expectations can also be considered to develop user-specific tools. For instance, a system

could integrate GDPR-violating dark patterns or a Digital Fairness Act compliance checker,

distributing detected violations across a report to provide actionable insights. We can envision

two scenarios in which the detection tool is utilized. In the first scenario, an official responsible

for GDPR compliance could perform more efficient operations by filtering content and enabling

scalable monitoring. Beyond simple detection, a tool that supports transparency and explain-

ability—providing a report detailing which GDPR provisions may be violated and why—would

significantly facilitate the work of decision-makers. In the second scenario, the detection tool

could serve as an internal testing resource for companies aiming to design ethically responsible

systems, maintain long-term customer satisfaction, and build trust. In this context, evaluations

would need to consider not only GDPR compliance but also user-friendliness, manageable user

load, and overall usability. For example, developers or testers would understand that a notifica-

tion related to security settings would not constitute a nagging dark pattern, whereas preselected

notifications for advertising purposes would be considered an unethical practice. While the fi-

nal decision remains with the user, the tool can highlight potential risks considering the user

expectations and the related context.. Through collaborative efforts, such tools can contribute

to creating fair digital experiences that minimize or eliminate dark patterns.

9.6 Closing Remarks

Dark patterns are socio-technical problems and their mitigation strategies require

interdisciplinary collaboration. Because of information asymmetry between system design-

ers and users, and the potential gains derived from guiding user decisions, dark patterns will

likely persist as an enduring problem within digital interfaces. This could happen through con-

scious design choices or the adoption of established common industry practices. The emergence

of new dark pattern types is also inevitable as technology evolves and interaction with digital in-

terfaces diversifies. Collective efforts (spanning academic studies, regulatory guidance, seminars)

to understand, define, and raise awareness against dark patterns have achieved notable progress,

and they are crucial for mitigating these harmful patterns. When I began my research, the num-

ber of researchers familiar with dark patterns was quite limited; yet, the count of raised hands

responding to the question (”Has anyone heard of dark patterns before?”) during my conference
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presentations has increased dramatically over just a few years. However, the first core learning

from this research is that educational and awareness-based efforts constitute only one

leg of the fight against dark patterns. It is undeniable fact that even highly educated indi-

viduals can fall into traps set by dark patterns because they exploit human vulnerabilities and

weakness. Therefore, effective mitigation requires solutions that transcend individual awareness.

The problem is fundamentally socio-technical, and it necessitates an interdisciplinary collab-

oration that integrates social and technical approaches. Given my background in computer

science and artificial intelligence, I focused on developing technically grounded and scalable so-

lutions, accepting that the whole solution landscape is much bigger. Ultimately, these technical

solutions must incorporate the perspectives of non-technical stakeholders in dark

pattern field and avoid isolation from the contextual and social aspects of digital

design in order to be effective and widely adopted.

Expertise in the dark pattern domain is critical for developing effective and robust

dark pattern-targeted technical solutions. An important insight from our work is that a

lack of domain knowledge and expert validation cause major problems that lead to unreliable

and not realistic solutions. As detailed in Chapter 5, pervasive quality issues such as overly

broad labeling, mislabeling, and inconsistent label descriptions are indicators of the absence of

rigorous interdisciplinary collaboration and nuanced understanding of deceptive designs. A no-

table example that is highlighted multiple times in this thesis, is the practice of labeling mobile

user interfaces with small close buttons as dark patterns.

A uniqueness and novelty of this thesis lie in its interdisciplinary nature. Rather than approach-

ing the problem solely from a computer science perspective, the work integrates insights from AI,

HCI, UX design and law. Instead of uncritically adopting existing datasets or relying exclusively

on LLM-based detection, which risks producing results misaligned with real world phenomena,

the thesis grounds its methods in domain expertise and systematically examines the reliability

of labels and models. Additionally, by empirically evaluating the performance of state-of-the-

art LLMs, the research provides valuable insight into the current capabilities and limitations

of open-source models for dark pattern detection. Beyond contributing to dark pattern re-

search, the methods and insights presented in this thesis are applicable to adjacent domains,

such as the forthcoming Digital Fairness Act (DFA) and similar regulatory frameworks. This

work illustrates how objective, operational criteria and explainable detection mechanisms can

be developed in those domains where ambiguity and subjective interpretation hinder evaluation.
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In this thesis, three main research goals were established with the aim of mitigating dark pat-

terns (online deceptive and manipulative designs), which cause both individual and collective

harms as detailed in Section 9.1.

• Research Objective 1: Defining measurable instruments for the objective assessment of

dark patterns.

• Research Objective 2: Creating a structured and reliable labeled dark pattern dataset.

• Research Objective 3: Developing an expert-validated, automated and AI-based dark

pattern detection tool which supports transparency.

The work has produced several contributions through an interdisciplinary approach. First, the

thesis identifies the pressing need for objective criteria for the assessment of dark patterns, and

proposes operationalizable and measurable features to address this gap. Second, it identifies

significant quality issues in existing datasets, such as labeling inconsistencies and inaccuracies

that cause unreliable evaluations, and addresses this gap by creating a new expert-labeled dataset

and developing dark pattern data augmentation method. Building on these foundations, the

third research contribution focused on the development of an automated detection tool. By

leveraging multimodal LLMs and recent techniques such as in-context learning and RAG, the

thesis demonstrates that dark patterns in graphical user interfaces can be detected at an expert-

level accuracy while generating correct, clear, complete, and verifiable explanations that informs

users about dark pattern assessment process.
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Source Year High-level Categories # Low-level Types

Brignull et al. [33] 2010
– First classification, non-academic

12

Zagal et al. [2] 2013
• Temporal
• Monetary
• Social Capital-based

7

Bösch et al. [4] 2016
• Privacy-focused patterns (defaults, immortal ac-
counts, legalese)

6

Gray et al. [5] 2018
• Nagging
• Obstruction
• Sneaking
• Interface Interference
• Forced Action

15

Mathur et al. [19] 2019
• Sneaking
• Urgency
• Misdirection
• Social Proof
• Scarcity
• Obstruction
• Forced Action

14

FTC [6] 2022
• Endorsements
• Scarcity
• Urgency
• Obstruction
• Sneaking
• Interface Interference
• Coerced Action
• Asymmetric Choice

20

OECD [7] 2022
• Forced Action
• Interface Interference
• Nagging
• Obstruction
• Sneaking
• Social Proof
• Urgency

18

EDPB [8] 2023
• Overloading
• Skipping
• Stirring
• Obstructing
• Fickle
• Left in the Dark

12

Table A.1: Chronological Overview of Foundational and Influential Dark Pattern Taxonomies,
Illustrating the Evolving and Expanding Landscape
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Appendix B

Cookie Consent Scenarios,

Measurable Features, and Source

Websites

Table B.1: Source websites that are selected to inspect cookies consent processes

No URL No URL

1 https://www.researchgate.net 6 https://twitter.com

2 https://www.kaggle.com 7 https://www.dropbox.com

3 https://www.w3schools.com 8 https://wwwfr.uni.lu

4 https://stackoverflow.com 9 https://github.com

5 https://www.linkedin.com 10 https://medium.com
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Figure B.1: Cookie consent scenarios based on user actions in the first two phases
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Table B.2: Features of cookie consent process relevant for dark pattern detection

No Feature Layer Value

1 Forced decision User Action Binary

2 User options at first visit User Action Quantitative

3 Full consent availability User Action Binary

4 Total number of routes in full consent grant User Action Quantitative

5 Minimum length of routes in full consent grant User Action Quantitative

6 Maximum length of routes in full consent grant User Action Quantitative

7 Full consent refusal availability User Action Binary

8 Total number of routes in full consent refusal User Action Quantitative

9 Minimum length of routes in full consent refusal User Action Quantitative

10 Maximum length of routes in full consent refusal User Action Quantitative

11 Customised consent availability User Action Quantitative

12 Total number of routes in customised consent User Action Quantitative

13 Minimum length of routes in customised consent User Action Quantitative

14 Maximum length of routes in customised consent User Action Quantitative

15 Total user action options User Action Quantitative

16 Total consent flow routes User Action Quantitative

17 Total hyperlinks on user interface User Interface Quantitative

18 Consent decisions management availability User Action Binary

19 Dead end User Action Binary

20 Number of cookies at first visit Web Engine Quantitative

21 Number of cookies after full consent Web Engine Quantitative

22 Number of cookies after full consent refusal Web Engine Quantitative

23 Cookie size at first visit Web Engine Quantitative

24 Cookie size after full consent Web Engine Quantitative

25 Cookie size after full consent refusal Web Engine Quantitative

26 Total requests at first visit Web Engine-Web Server Quantitative

27 Total requests after full consent Web Engine-Web Server Quantitative

28 Total requests after full consent refusal Web Engine-Web Server Quantitative

29 Transferred file size at first visit Web Engine-Web Server Quantitative

30 Transferred file size after full consent Web Engine-Web Server Quantitative

31 Transferred file size after full consent refusal Web Engine-Web Server Quantitative
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Figure C.1: Comparison of first- and second-round expert mappings of attributes to dark pattern
types, showing changes in required, optional, and not-required classifications.
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Table C.1: Description of measurable features and their design categories

ID Category Entity Metric Feature Description

1

visual

FCG button
size

size of the FCG button
Size of a button such as ”accept all”,
e.g. in pixels.

2 FCR button size of the FCR button
Size of a button such as ”reject all”,
e.g. in pixels.

3 CC banner size of the CC banner
Size of the cookie consent banner,
e.g. in pixels.

4 FCG button
background color

background color of
the FCG button

Color of a button such as ”accept all”,
e.g. in RGB codes.

5 FCR button
background color of
the FCR button

Color of a button such as ”reject all”,
e.g. in RGB codes.

6 consent setting button
background color of
the consent setting button

Color of a button such as ”preferences”,
”options” etc., e.g. in RGB codes.

7 FCG icon
availability

availability of the
FCG icon

Binary feature. True if an icon is present on
the FCG button. Otherwise, False.

8 CC image
availability of the
CC image

Binary feature. True if an image is present
on CC banner. Otherwise, False.

9 CC image relevance
relevance of the
CC image

Semantic relevance of an CC
image with the use case.

10

linguistic

CC information text readability
readability of the
CC information text

Readability score of the CC info
text, e.g. Flesch Reading Ease score.

11 CC information text comprehensibility
comprehensibility of the
CC information text

Assessment of how easily text is understood
by user, e.g. percentage of correctly
answered questions related to the CC
information text.

12 FCG text
clarity

clarity of the
FCG text

Clarity of a text such as ”accept all”, e.g.
based on a survey-based scoring from 1 to 5.

13 FCR text
clarity of the
FCR text

Clarity of a text such as ”reject all”, e.g.
based on a survey-based scoring from 1 to 5.

14 FCG text
sentiment

sentiment of the
FCG text

Sentiment of a text such as ”allow cookies”,
e.g. positive.

15 FCR text
sentiment of the
FCR text

Sentiment of a text such as ”disagree”,
”reject”, e.g. negative.

16 CC information text consistency
consistency of the
CC information text

Assessment of how consistent terminology
is used through the CC text.

17 CC information text language
language of the
CC information text

Language of the CC information
text, e.g. English, Italian, Turkish etc.

18

process

FCG process
availability

availability of the
FCG process

Binary feature. True, if user has a process
such as FCG process. Otherwise False.

19 FCR process
availability of the
FCR process

Binary feature. True, if use has a process
such as FCR process. Otherwise False.

20 FCG process
number of clicks

minimum number of clicks
for the FCG process

Shortest user path to perform FCG
process in number of clicks.

21 FCR process
minimum number of clicks
for the FCR process

Shortest user path to perform FCR
process in number of clicks.

22 FCG process
number of paths

number of paths for the
FCG process

Total number of paths are available to the
users for the FCG process.

23 FCR process
number of paths for the
FCR process

Total number of paths are available to the
users for the FCR process.

24 CC setting process

time

time for CC setting process
Duration of the CC setting
configuration in seconds.

25 FCG process
time for the
FCG process

Duration of the FCG process in seconds.

26 FCR process
time for the
FCR process

Duration of the FCR process in seconds.

27 first interaction process
time for the first
interaction process

Duration between the moment CC
is presented to the user and user’s
first action in seconds.

28 CRR process frequency
frequency of the
CRR process

Frequency of the CRR after
consent decision is given by user.
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Appendix D

Dark Pattern Categories and

Sources of the Curated Dataset

Table D.1: Sources of the curated dataset

Source URL

Web https://www.deceptive.design/types/

Web https://hallofshame.design/

Web https://darkpatterns.uxp2.com/patterns/

Web https://tuta.com/blog/outlook...

Publication https://dl.acm.org/doi/10.1145/3359183

Report https://www.edpb.europa.eu/system/files

Web https://thomasmildner.me/darkpatterns.html

Web https://givewp.com/addons/recurring-donations/

Web https://paymentsplugin.com/blog/donation-page/

Web https://uxplaybook.org/articles/ux-dark...

Report https://www.ftc.gov/system/files...

Web https://www.osano.com/articles/dark-pattern...

Web https://think.design/blog/responsible-design...

Web https://blog.crobox.com/article/dark-patterns

Web https://things.qz.com/2019/dark-patterns...

Web https://blog.mobiversal.com/dark-patterns...

https://www.deceptive.design/types/
https://hallofshame.design/
https://darkpatterns.uxp2.com/patterns/
https://tuta.com/blog/outlook-shares-passwords-with-microsoft
https://dl.acm.org/doi/10.1145/3359183
https://www.edpb.europa.eu/system/files/2022-03/edpb_03-2022_guidelines_on_dark_patterns_in_social_media_platform_interfaces_en.pdf
https://thomasmildner.me/darkpatterns.html
https://givewp.com/addons/recurring-donations/
https://paymentsplugin.com/blog/donation-page/
https://uxplaybook.org/articles/ux-dark-patterns-and-ethical-design
https://www.ftc.gov/system/files/ftc_gov/pdf/P214800%20Dark%20Patterns%20Report%209.14.2022%20-%20FINAL.pdf
https://www.osano.com/articles/dark-pattern-examples
https://think.design/blog/responsible-design-part-4-of-14-false-urgency/
https://blog.crobox.com/article/dark-patterns
https://things.qz.com/2019/dark-patterns/index.html?c=28
https://blog.mobiversal.com/dark-patterns-or-how-ux-exploits-the-user-confirmshaming.html
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Table D.2: Target deceptive design pattern categories

No. Deceptive Design Pattern Type

1 False Hierarchy
2 Disguised Ads
3 Sneak into Basket
4 Hidden Costs
5 High Demand
6 Low Stock
7 Endorsement and Testimonials
8 Bad Defaults
9 Countdown Timer
10 Limited Time Message
11 Confirmshaming
12 Trick Questions
13 Activity Messages
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Appendix E

Detailed Classification Reports:

Comparative Analysis of Prompting

Strategies

Table E.1: Binary classification report of the generator model that employs zero-shot prompt-
ing

Class Precision Recall F1-Score Support

Dark Pattern 0.96 1.00 0.98 2084
Not Dark Pattern 0.99 0.94 0.96 1354

Accuracy 0.97 3438
Weighted Avg 0.97 0.97 0.97 3438

Table E.2: Dark Pattern Category Classification Report of the generator model that employs
zero-shot prompting

Class Precision Recall F1-Score Support

Scarcity 0.97 0.63 0.76 477
Social Proof 0.96 1.00 0.98 278
Urgency 0.65 0.98 0.78 326
Confirmshaming 1.00 0.83 0.91 42
Obstruction 1.00 1.00 1.00 13
Trick Questions 0.00 0.00 0.00 1
Forced Action 1.00 1.00 1.00 6

Accuracy 0.83 1143
Weighted Avg 0.88 0.83 0.83 1143
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Table E.3: Binary classification report of the generator model that employs few-shot prompting

Class Precision Recall F1-Score Support

Dark Pattern 0.98 0.99 0.98 2021
Not Dark Pattern 0.98 0.97 0.97 1484

Accuracy 0.98 3505
Weighted Avg 0.98 0.98 0.98 3505

Table E.4: Dark pattern category classification report of the generator model that employs few-
shot prompting

Class Precision Recall F1-Score Support

Scarcity 0.99 0.73 0.84 545
Social Proof 0.99 0.99 0.99 342
Urgency 0.71 1.00 0.83 358
Confirmshaming 1.00 0.87 0.93 55
Obstruction 1.00 0.80 0.89 5
Trick Questions 0.00 0.00 0.00 1
Forced Action 1.00 1.00 1.00 5

Accuracy 0.88 1311
Weighted Avg 0.91 0.88 0.88 1311

Table E.5: Binary classification report of the generator model that employs Chain of Thought
prompting

Class Precision Recall F1-Score Support

Dark Pattern 0.98 1.00 0.99 2102
Not Dark Pattern 1.00 0.98 0.99 1616

Accuracy 0.99 3718
Weighted Avg 0.99 0.99 0.99 3718

Table E.6: Dark pattern category classification report of the generator model that employs
Chain of Thought prompting

Class Precision Recall F1-Score Support

Scarcity 1.00 0.71 0.83 592
Social Proof 0.99 1.00 1.00 360
Urgency 0.69 1.00 0.81 377
Confirmshaming 0.99 0.97 0.98 72
Obstruction 1.00 1.00 1.00 16
Trick Questions 0.00 0.00 0.00 2
Forced Action 1.00 1.00 1.00 2

Accuracy 0.88 1421
Weighted Avg 0.91 0.88 0.88 1421
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Appendix F

Semi-Structured Expert Interview

Protocol

After a short introduction by the researchers on the research goal, the interviews were organized

in three main parts.

Part 1: Demographics

1. What is your professional area of expertise and how long have you been working in the

area?

2. How long have you been working on Dark Patterns problems?

Part 2: Explanation of assessment Now I would like you to reflect on the scores you provided

to the explanations.

1. Can you tell us your opinion in general about the [clarity, completeness, correctness,

verifiability] of the explanations you assessed?

2. (if there is one with extremely bad rating): You marked one of the explanations you

received as particularly bad, comparing with the rest. Can you explain why? What was

the difference between this and others explanations?

3. (if some of the ratings are much higher, compared to the rest): You marked one of the

explanations you received as particularly good, comparing with the rest. Can you explain

why? What was the difference between this and others explanations?

4. (if there are groups of different ratings, e.g 4-5 and 1-2, or a totally diverse sample): In

your sample you marked some of the explanations as much better than others. Can you

reflect on these two groups and explain the difference between them
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5. Beyond these four criteria, would you like to add something more about your perception

of quality of explanations?

6. Is there any other criteria that you believe would be useful to evaluate the quality of

explanations?

Part 3: Usefulness of the AI-based explanations (Explanation about the tool) We have

created a detection tool based on a multi-model large language model that, based on screenshots

and prompts of the researcher, assesses the presence of dark patterns and provides explanations

for the decision it takes. To increase its accuracy and reliability, instead of relying on publicly

available data to answer the prompts, (the design contains Retrieval Augmented Generation

techniques) our tool considers a few peer-reviewed academic articles on dark patterns, which

contain definitions, attributes and examples.

1. In your domain of practice how useful a tool like this can be?

2. Can you envision possible applications?

3. Would you personally use this tool?

4. (if yes) For which purposes would it be suitable to you

5. (if no) Why? Is there any modification that it could make it useful to you?

Conclusions

1. Is there anything else that you would like to add?

2. Is there anything you would like to ask us?
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