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Abstract

Log parsing is a crucial step in log analysis facilitating program
comprehension throughout software maintenance and engineering
life cycles. Log parsing transforms unstructured log messages into
structured data required by various downstream analysis tasks. The
sheer volume of log data generated by modern software systems
motivates the development of numerous log parsing techniques in
the literature. However, existing log parsers still suffer from un-
satisfactory accuracy, which may significantly affect the follow-up
analysis such as log-based anomaly detection. We have identified
two main limitations that hinder the effectiveness of existing log
parsing methods: (1) under-segmentation: most log parsers lever-
age a fixed, predefined set of delimiters to separate a log message
into a set of tokens, which may fail to split log messages correctly
due to the heterogeneity of logging formats; (2) over-segmentation:
using too many delimiters may lead to the over-segmentation issue,
which fragments meaningful units in log messages and makes it
difficult to accurately identify templates and parameters. To ad-
dress these limitations, we propose SCLog, a novel syntax- and
contextual-aware segmentation approach for log parsing. SCLog
leverages a comprehensive set of syntax-based heuristics to seg-
ment log messages into coarse-grained tokens. To further tokenize
log messages into fine-grained tokens, SCLog mines the structural
patterns of tokens based on their surrounding contexts to identify
the optimal delimiters for each token dynamically. We evaluate
SCLog on widely-used, large-scale Loghub-2.0 datasets. The re-
sults demonstrate that SCLog significantly improves the parsing
accuracy of four representative log parsers.
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1 Introduction

Software-intensive systems generate massive amounts of log data,
which is printed by logging statements (e.g., printf(), log.info())
in the source code. Log data serves as runtime representations of
program behavior, enabling developers to reason about execution
paths, control flow, and system states that are otherwise difficult
to observe in deployed environments. Analyzing log data consti-
tutes an important form of automated program comprehension
based on runtime software artifacts. The rich information in log
data enables a wide range of software operations and maintenance
tasks, such as detecting system anomalies [13, 22, 43], predicting
failures [4, 5, 26], ensuring application security [32, 36], and di-
agnosing errors [1, 14, 24]. To facilitate these downstream tasks,
the first and foremost step is log parsing, which parses raw log
messages into structured format [12]. The structured log data from
parsing allows the adoption of various machine learning (ML), deep
learning (DL), and large language models (LLMs) techniques for
effective downstream analysis tasks.

Specifically, log parsing is the task of converting each log entry
into a specific log event/template associated with key parameters.
As shown in Figure 1, each log entry is printed by a logging state-
ment in the source code to record a specific system event. A log
entry usually contains a header that is automatically produced by
the logging framework and includes information such as compo-
nent and verbosity level. In the figure, the header consists of the
date (“2025-09-17”), time (“20:10:46”), level (“TRACE”), and com-
ponent generating the log entry (“BlockManager”); it can be easily
extracted through regular expressionmatching. The log message (or
log content) typically consists of two parts: (1) Template - constant
strings (or keywords) describing the system events; (2) Parameters -
dynamic variables, which vary during runtime and reflect system
runtime information. In the figure, the log message has a template,
“Task <*> downgrading write lock for <*>”, with five key-
words and two parameters (i.e., “25236” and “rdd_3_52_6”).

As the volume of log data grows exponentially with the in-
creasing complexity of software systems [31], there have been
tremendous efforts towards achieving the goal of automated log
parsing. Since the source code is generally inaccessible during
system operations and maintenance, existing log parsing meth-
ods propose to leverage syntactic and semantic patterns of logs to
identify and separate static text and dynamic variables. Syntax-
based log parsers [2, 6, 11, 17] utilize specific features or heuristics
(e.g., token count, frequency, and position) to extract the constant
parts of log messages as templates. In contrast, semantic-based log
parsers [15, 23, 28] leverage pre-trained language models or large
language models to recognize dynamic variables based on their
semantic differences from constant keywords. The common step
of existing log parsers is segmentation, which splits a log message
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def downgradeLock(blockId: BlockId): Unit = {
val taskAttemptId = currentTaskAttemptId
logTrace(s"Task $taskAttemptId downgrading write 
lock for $blockId")
...

}

A logging statement from spark/storage/BlockManager.scala

2025-09-17 20:10:46 TRACE storage.BlockManager 
Task 25236 downgrading write lock for rdd_3_52_6

Raw log entry

2025-09-17 20:10:46 TRACE storage.BlockManagerHeader

Task 25236 downgrading write lock for rdd_3_52_6Log message

Task <*> downgrading write lock for <*>Template

[25236, rdd_3_52_6]Variables

Structured log

Figure 1: An illustrative example of log parsing

into smaller units called “tokens”. These tokens are then analyzed
to identify the structure and components of the log message (e.g.,
keywords and parameters) based on their syntactic and semantic dif-
ferences. Despite the progress, existing log parsers still suffer from
unsatisfactory accuracy [16, 18], which may significantly affect the
follow-up analysis such as log-based anomaly detection [8, 19]. We
have identified two main limitations that hinder the effectiveness
of existing log parsing methods:
• Under-segmentation: Most log parsers leverage a fixed,
predefined set of delimiters to separate a log message into a
set of tokens. For example, Drain [11] and Logram [2] use
whitespace characters (i.e., space and tab) as the delimiter.
Such approaches are insufficient to handle the heterogeneity
of logging formats in practice, which may lead to the under-
segmentation issue where multiple parameters or keywords
are grouped together into a single token. Specializing the
set of delimiters for each dataset can alleviate the under-
segmentation issue to some extent but requires significant
manual effort and domain knowledge [7].
• Over-segmentation: On the one hand, using too many
delimiters for syntax-based log parsers may lead to the over-
segmentation issue, which fragments meaningful units in
log messages. Defining a proper set of delimiters for each
dataset is a non-trivial task due to the vast search space of
delimiter combinations. On the other hand, to relax the de-
pendency on predefined delimiters, some semantic-based
log parsers (e.g., LogPPT [23] and LLMParser [29]) lever-
age pre-trained tokenizers from large language models (e.g.,
“RoBERTa”, “LLaMA”) to tokenize logmessages. However, these
tokenizers are designed for natural language and may split
technical terms or parameters into multiple sub-tokens, re-
sulting in over-segmentation.

Achieving accurate segmentation of log messages is vital for ef-
fective log parsing, especially in online parsing scenarios where log
messages are processed in a streamingmanner. To address the above
limitations, in this paper, we propose SCLog, a novel Syntax- and

Contextual-aware segmentation approach for Log parsing. SCLog
is designed with a two-fold process to uniformly segment log mes-
sages into fine-grained tokens. In the first step, SCLog preprocesses
log messages by abstracting easily recognizable parameters using
regular expressions. Then, it leverages a predefined set of common
delimiters (e.g., whitespace characters, commas, semicolons, vertical
bars, and brackets) to segment log messages into coarse-grained to-
kens. In the second step, SCLog further refines the segmentation of
log messages by mining structural patterns of tokens based on their
surrounding contexts to either merge or split the coarse-grained
tokens dynamically. The proposed context-aware segmentation can
be easily integrated with existing log parsers to improve their pars-
ing accuracy without modifying their core algorithms. Additionally,
we propose a context-aware similarity measure to further enhance
the integration of SCLog with existing log parsers. Experimental re-
sults on widely-used, large-scale Loghub-2.0 datasets demonstrate
that SCLog significantly improves the parsing accuracy and ro-
bustness of representative log parsers across diverse datasets with
minimal runtime overhead.

The main contributions of this paper are summarized as follows:
(1) We conduct an empirical study to investigate the impact

of log message segmentation on log parsing and identify
the under-segmentation and over-segmentation issues in
existing log parsers that hinder their effectiveness.

(2) We propose SCLog, a novel universal segmentation approach
for log parsing that leverages both syntax-based heuristics
and context-aware structural patterns to achieve accurate
segmentation of log messages.

(3) We evaluate SCLog on widely-used, large-scale Loghub-2.0
datasets. The results demonstrate that SCLog significantly
outperforms state-of-the-art log parsers in terms of parsing
accuracy and robustness across diverse datasets.

2 Background

2.1 Preliminaries

We first introduce the key concepts used in the rest of the paper.
Log Message and Token. A log message 𝐿 is a sequence of tokens,

i.e., 𝐿 = [𝑡1, 𝑡2, . . . , 𝑡𝑛], where each token 𝑡𝑖 is a contiguous substring

of 𝐿 separated by delimiters.

For instance, considering the log entry in Figure 1, the log mes-
sage is “Task 25236 downgrading write lock for rdd_3_52_6”,
which can be segmented into seven tokens: “Task”, “25236”, “down-
grading”, “write”, “lock”, “for”, “rdd_3_52_6”.

Delimiter. A delimiter is a character or a sequence of characters

that separates tokens in a log message.

For example, in the log message “Task 25236 downgrading
write lock for rdd_3_52_6”, the whitespace character is used
as the delimiter to separate tokens.

Structural Pattern. A structural pattern of a token 𝑡𝑖 refers to

its structural characteristics (e.g., length, character types, position).

For example, considering the token “rdd_3_52_6” in the log
message in Figure 1, some of its structural patterns include: (1)
length: 10 characters; (2) format: “F_F_F_F”; and (3) prefix: “rdd_”.

Context of a Token. The context of a token 𝑡𝑖 in a log message 𝐿

is defined as its structural patterns along with the structural patterns

of its neighbors.
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2.2 Log Parsing

Log parsing is one of the first steps for log analysis tasks [44]. It
extracts the static log template parts and the corresponding dy-
namic parameters/variables from free-text raw log messages. The
most straightforward way of performing log parsing relies on hand-
crafted regular expressions or grok patterns to extract log tem-
plates and parameters [44]. However, manually writing regular
expressions to parse a huge volume of logs is time-consuming and
error-prone [44]. Some studies [34, 40] extract the log templates
from logging statements in the source code to compose regular
expressions for log parsing. However, it is not applicable in practice
since the source code is often unavailable, especially for third-party
libraries [44]. To achieve the goal of automated log parsing, many
data-driven approaches have been proposed in literature to parse
logs without the need for source code or predefined patterns [12],
which can be mainly categorized into two groups: syntax-based and
semantic-based log parsers. Figure 2 illustrates a typical workflow
of log parsing.

Log preprocessing

Log partitioning

Raw log messages

Template extraction

Log segmentation

Log event templates

Syntax-based

Sequence labelling

Parameter recognition

Semantic-based

Figure 2: A typical workflow of log parsing

Syntax-based log parsers [2, 11, 41] assume that log templates
inherit some common patterns which emerge constantly across
the entire log dataset. They employ (1) frequent pattern mining

to find constantly occurring patterns as log templates [2, 9], (2)
clustering to group similar logs and extract the constant parts as
templates [17, 39], or (3) heuristics to extract common templates
based on unique characteristics of log messages [6, 11]. For example,
Logram [2] finds frequent 𝑛-gram patterns that emerge constantly
across the entire log dataset as templates. Drain [11] assumes that
all log parameters within specific templates possess an identical
number of tokens and uses token count and token position as
heuristics to parse logs.

Semantic-based log parsers [15, 23, 28] leverage pre-trained lan-
guage models or large language models to capture the semantic
meanings of log messages and semantically differentiate log param-
eters from constant keywords. For example, UniParser [28] trains a
bi-directional LSTM model to learn the semantic representations
of log messages and identify parameters based on their semantic
differences from constant keywords. LogPPT [23] uses a pre-trained
RoBERTa model to predict parameter tokens based on their seman-
tic meanings via a novel prompt-tuning approach. LLMParser [29]

uses large language models (e.g., T5, LLaMA, and ChatGLM) for log
parsing via few-shot tuning.

To evaluate the effectiveness of log parsers, several metrics have
been proposed in literature [16, 18], with Group Accuracy (GA) and
Parsing Accuracy (PA) being the most widely used ones. Grouping
accuracy and its variants (e.g., F1-score of Group Accuracy - FGA)
evaluate whether log messages sharing the same template also
share the template in the ground truth [18]. The parsing accuracy
family (e.g., F1-score of Template Accuracy - FTA) estimates the
number of templates that are identical to the oracle [16]. In the rest
of the paper, we leverage four widely-used metrics, i.e., GA, PA,
FGA, and FTA, to evaluate the effectiveness of log parsers. Details
of these metrics can be found in Section 5.1.2.

2.3 Log Segmentation

Given a log message 𝐿, segmentation splits 𝐿 into a sequence
of fine-grained tokens [𝑡1, 𝑡2, . . . , 𝑡𝑛]. These tokens are then an-
alyzed to identify the structure and components of the log mes-
sage (e.g., keywords and parameters) based on their syntactic or
semantic features. For example, the log message in Figure 1, i.e.,
“Task 25236 downgrading write lock for rdd_3_52_6”, can
be segmented into seven tokens: “Task”, “25236”, “downgrading”,
“write”, “lock”, “for”, and “rdd_3_52_6”. Based on these tokens,
log parsers can identify the log template as “Task <*> downgrading
write lock for <*>” associated with the parameters as “25236”
and “rdd_3_52_6”.

3 Motivation: An Empirical Study of Log

Segmentation

The segmentation quality of log messages has a significant impact
on the effectiveness of log parsing, which has been overlooked
by existing log parsers. In this section, we empirically study this
impact and identify the challenges of log message segmentation.

3.1 Impact of Segmentation on Log Parsing

In this section, we conduct an empirical study to investigate the
impact of log message segmentation on the effectiveness of log
parsing. Specifically, we evaluate the parsing accuracy of two rep-
resentative log parsers: Drain [11] (syntax-based) and LogPPT [23]
(semantic-based) using different segmentation strategies on the
widely-used Loghub-2k benchmark [44] consisting of 16 log datasets
from various systems (e.g., distributed systems, supercomputers,
operating systems). Apart from the default segmentation strategies
used by these log parsers (i.e., whitespace characters for Drain and
pre-trained RoBERTa tokenizer [27] for LogPPT), we evaluate two
additional segmentation strategies: (1) using a fixed set of common
delimiters (i.e., whitespace characters, equal sign, comma, colon,
and semicolon) to segment log messages; (2) using dataset-specific
delimiters borrowed from previous studies [7, 41] to segment log
messages. Table 1 shows the average performance difference in the
four metrics of Drain and LogPPT using different segmentation
strategies, and presents the differences in percentage points (pp).

From the results, we can see that using a fixed set of common de-
limiters for segmentation (i.e., in the case of DrainC and LogPPTC )
can improve the parsing accuracy of both log parsers compared to
their default segmentation strategies. Specifically, DrainC achieves
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Table 1: Impact of segmentation strategies on log parsing

Average GA Average FGA Average PA Average FTA

Drain 0.841 0.763 0.395 0.341
DrainC 0.863 ↑2.2 pp 0.794 ↑3.1 pp 0.474 ↑7.9 pp 0.365 ↑2.4 pp
DrainD 0.847 ↑0.6 pp 0.798 ↑3.5 pp 0.390 ↓0.5 pp 0.345 ↑0.4 pp

LogPPT 0.759 0.825 0.749 0.641
LogPPTC 0.787 ↑2.8 pp 0.839 ↑1.4 pp 0.696 ↓5.3 pp 0.628 ↓1.3 pp
LogPPTD 0.819 ↑6.0 pp 0.833 ↑0.8 pp 0.448 ↓24.8 pp 0.492 ↓14.9 pp

C: using a fixed set of common delimiters for segmentation
D: using dataset-specific delimiters for segmentation

an average GA and PA of 0.863 and 0.474, which are 2.2 pp and
7.9 pp higher than those of Drain with whitespace segmentation.
In contrast, using dataset-specific delimiters for segmentation (i.e.,
DrainD and LogPPTD ) does not consistently improve the parsing
accuracy of both log parsers. For example, DrainD achieves an
average GA and PA of 0.847 and 0.390, which are only 0.6 pp higher
and 0.5 pp lower than those of Drain with whitespace segmentation.
These results indicate that the segmentation quality of log messages
has a significant impact on the effectiveness of log parsing. Using
more delimiters for segmentation could potentially improve the
parsing accuracy of existing log parsers.

To further evaluate the impact of segmentation on log pars-
ing, we analyze the differences in parsing accuracy of Drain using
different segmentation strategies on each individual dataset. Fig-
ures 3 and 4 show the parsing accuracy of Drain and LogPPT using
three segmentation strategies (i.e., default, common delimiters, and
dataset-specific delimiters) on each dataset.

D1 D2 D3 D4 D5 D6 D7 D8 D9 D10

0.4

0.6

0.8

1.0 GA

D1 D2 D3 D4 D5 D6 D7 D8 D9 D10

0.4

0.6

0.8

1.0 FGA

D1 D2 D3 D4 D5 D6 D7 D8 D9 D10

0.2

0.4

0.6

0.8 PA

D1 D2 D3 D4 D5 D6 D7 D8 D9 D10

0.2

0.4

0.6

0.8 FTA

Default (space) Fixed delimiters Dataset-specific delimiters

Figure 3: Impact of segmentation on log parsing with Drain

We can see that, on most datasets, using a fixed set of common
delimiters for segmentation (in the case of DrainC) can consis-
tently improve the parsing accuracy. For example, on Android (D1),
HealthApp (D5), and OpenSSH (D7), using common delimiters for
segmentation outperforms whitespace segmentation by up to 56 pp
(FGA). However, this is not the case for segmentation with dataset-
specific delimiters (i.e., DrainD ). In contrast, on some datasets (e.g.,
Hadoop (D4) and HPC (D6)), using more delimiters actually drops
the parsing accuracy compared to whitespace segmentation. The
reason is that naively using too many delimiters for segmentation

D1 D2 D3 D4 D5 D6 D7 D8 D9 D10

0.2
0.4
0.6
0.8
1.0 GA

D1 D2 D3 D4 D5 D6 D7 D8 D9 D10

0.2
0.4
0.6
0.8
1.0 FGA

D1 D2 D3 D4 D5 D6 D7 D8 D9 D10

0.2
0.4
0.6
0.8
1.0 PA

D1 D2 D3 D4 D5 D6 D7 D8 D9 D10

0.2
0.4
0.6
0.8
1.0 FTA

Default (RoBERTa) Fixed delimiters Dataset-specific delimiters

Figure 4: Impact of segmentation on log parsing with LogPPT

may fragment one meaningful unit in log messages into multiple
tokens, leading to structural changes in log messages and thus im-
pairing the parsing accuracy. In the next section, we discuss the
challenges of log message segmentation in detail.

Finding 1: The segmentation quality of log messages has a
significant impact on the accuracy of log parsing. Using more
delimiters for segmentation could potentially improve the pars-
ing accuracy of existing log parsers yet it is non-trivial to select
the optimal combination from a vast search space of delimiter
combinations.

3.2 Failure Case Analysis of Log Segmentation

In this section, we analyze the failure cases of log message segmen-
tation and identify two main challenges:

3.2.1 Under-segmentation. Under-segmentation occurs when a log
message is not segmented into sufficiently fine-grained tokens,
leading to the merging of multiple distinct components into a single
token. Figure 5 shows an example of under-segmentation from the
Linux log dataset. In this example, we present one scenario where
under-segmentation occurs and another scenario where it does not
occur for comparison.

We can see that when using the blank space as the delimiter (top
half of the figure), the two log messages are segmented into five
tokens; all of the tokens are different, suggesting a low similarity
value. This leads to the incorrect grouping of the tokens, resulting
in the two log messages being assigned to two different templates
¥T and T , shown at the very top of the figure. On the other hand,
when using more delimiters (such as blank space, equal sign, and
parentheses in this example, as shown in the bottom half of the
figure) for segmentation, the two log messages are segmented into
more fine-grained tokens and have a higher similarity value of 0.5,
i.e., five common tokens out of ten. This higher similarity value
leads to the correct grouping, resulting in the two log messages
being assigned to the same template T : “audit(<*>): item=<*>
name=<*> inode=<*> dev=<*>”. Naively using more delimiters
for segmentation can alleviate the under-segmentation issue to
some extent. However, the bottleneck is that there are many de-
limiters to choose from in practice, and it is non-trivial to select
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audit(11382.749): item=1 name=/dev/pts/0 inode=2 dev=88:00
audit(11382.486): item=0 name=/initrd inode=1021 dev=00:00

𝒯. audit(<*>): item=<*> name=<*> inode=<*> dev=<*>

audit ( 11382.749 1 name =): item = /dev/pts/0 inode = 2 dev = 88:00

audit ( 11382.486 0 name =): item = /initrd inode = 1021 dev = 00:00

audit(11382.749): name=/dev/pts/0item=1 inode=2 dev=88:00

audit(11382.486): name=/initrditem=0 inode=1021 dev=00:00

𝒯̈. audit(11382.749): item=1 name=/dev/pts/0 inode=2 dev=88:00

𝒯. audit(11382.486): item=0 name=/initrd inode=1021 dev=00:00

audit ( 𝑝! 𝑝" name =): item = 𝑝# inode = 𝑝$ dev = 𝑝%

Segmentation with [ “ ”, “(”, “)”, “=” ]

Template Identification

Template Identification

Segmentation with [ “ ” ]

Figure 5: An illustration of under-segmentation (green: cor-

rect parsing; red: incorrect parsing)

the optimal combination from a vast search space of delimiter com-
binations. Moreover, using too many delimiters may lead to the
over-segmentation issue, which we discuss next.

3.2.2 Over-segmentation. Over-segmentation occurs when a log
message is segmented into excessively fine-grained tokens, leading
to the fragmentation of meaningful components into multiple to-
kens. Figure 6 shows an example of over-segmentation, occurring
both with syntax-based and semantic-based log parsers.

Killing taskAttempt:attempt_1445094324 because it is running on unusable node:MININT-FNANLI5.corp.microsoft.com:52368

𝒯. ciod: generated <*> core files for program <*>

ciod: generated 128 programcore files for /g/g20/valone1/SPaSM-shock/SPaSM_mpi

𝒯. ciod: generated <*> core files for program <*>-shock/SPaSM_mpi

ciod: generated 128 core files for program /g/g20/valone1/SPaSM-shock/SPaSM_mpi

Segmentation

LogPPT (w/ RoBERTa Tokenization)

b) Over-segmentation with semantic-based log parsing

taskAttempt:attempt_1445094324

node:MININT-FNANLI5.corp.microsoft.com:52368

taskAttempt

52368

attempt_ 1445094324

MININT-FNANLI5.corp.microsoft.com

𝒯. Killing <*> because it is running on unusable <*>

node

𝒯. Killing taskAttempt:<*> because it is running on unusable node:<*>:<*>

Segmentation with [ “ ” ] Segmentation with [ “ ”, “:” ]

a) Over-segmentation with syntax-based log parsing

Figure 6: An illustration of over-segmentation (green: correct

parsing; red: incorrect parsing)

From Figure 6(a), we can see that, given a single log message,
the use of delimiters should be flexible based on the context of each
token. For instance, using whitespace as the delimiter fails to seg-
ment two tokens, i.e., “taskAttempt:attempt_1445094324” and
“node:MININT-FNANLI5.corp.microsoft.com:52368”. These to-
kens, in fact, contain two distinct keywords (i.e., “taskAttempt”

and “node”) that should be separated by the colon delimiter for
correct parsing. However, naively using both whitespace and colon
as delimiters for this example leads to the over-segmentation issue
of the second token, which is fragmented into three sub-tokens (i.e.,
“node”, “MININT-FNANLI5.corp.microsoft.com”, “52368”). This
over-segmentation makes log parsers fail to extract the correct
template. This scenario, which occurs frequently in real-world log
datasets (e.g., Hadoop, HPC), highlights the difficulty of defining a
proper set of delimiters for log parsers due to the context-dependent
nature of log messages.

Another scenario of over-segmentation occurs within semantic-
based log parsers, as shown in Figure 6(b). We can see that when
using the pre-trained RoBERTa tokenizer for segmentation, the
last token “/g/g20/valone1/SPaSM-shock/SPaSM_mpi” is over-
fragmented into multiple sub-tokens, resulting in an incorrect tem-
plate. Similar to the previous scenario, this over-segmentation issue
makes LogPPT fail to identify certain tokens as parameters due to
their semantic similarity to constant keywords (e.g., “shock”). On
the other hand, when we add an intermediate segmentation step us-
ing whitespace before using LogPPT (with the RoBERTa tokenizer),
the log message is correctly segmented into eight tokens, leading to
the correct template. This example highlights that solely relying on
pre-trained tokenizers from language models for segmentation may
lead to over-segmentation, which impairs the parsing accuracy of
semantic-based log parsers.

Finding 2: Segmentation issues in log parsing mainly arise from
two challenges: (1) under-segmentation, where multiple param-
eters or keywords are grouped together into a single token due
to the heterogeneity of logging formats; (2) over-segmentation,
where meaningful units in log messages are fragmented into
multiple tokens due to the use of too many delimiters.

4 Approach

In this paper, to address the limitations of existing log parsing meth-
ods in terms of log segmentation, we propose SCLog, a simple yet
effective universal segmentation approach for log parsing. We hy-
pothesize that although log messages exhibit diverse formats and
structures across different systems, they often share common syn-
tactic features and structural patterns due to the nature of recording
values of runtime variables. Therefore, by mining such patterns, we
can accurately segment log messages into fine-grained tokens that
facilitate effective log parsing. To this end, we design SCLog using a
two-fold process to segment log messages into fine-grained tokens.
First, SCLog leverages a commonly-used set of syntax-based heuris-
tics to segment log messages into coarse-grained tokens (§ 4.1).
Then, to further refine the segmentation of log messages, SCLog
mines several structural patterns of tokens based on their surround-
ing contexts to either merge or split the coarse-grained tokens
dynamically (§ 4.2). The intuitive idea is that log messages often
exhibit repetitive structural patterns to record runtime information,
and these patterns can provide valuable clues for identifying opti-
mal delimiters for each token. By analyzing the contexts of tokens
within log messages, SCLog can effectively capture these structural
patterns and use them to guide the segmentation process. Addition-
ally, we propose a context-aware similarity measure to enhance
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the integration of SCLog with existing log parsers (§ 4.3). This
measure allows SCLog to adapt its segmentation strategy based on
the specific characteristics of the log parser it is integrated with to
improve the parsing accuracy.

4.1 Coarse-grained Segmentation

The first step of SCLog is to segment a log message into coarse-
grained tokens using a set of syntax-based heuristics. This step aims
to quickly identify potential token boundaries based on common
delimiters used in log messages. The coarse-grained segmentation
serves as a foundation for the subsequent context-aware refinement
process. In this step, SCLog simply segments the input log message
using a predefined set of common delimiters, including whitespace
characters, commas, semicolons, vertical bars, and brackets. These
delimiters are frequently used in logging practices to separate differ-
ent components of log messages [7]. By applying these delimiters,
SCLog generates an initial set of coarse-grained tokens that capture
the main structure of the log message. We remark this step may
still result in under-segmentation or over-segmentation due to the
limitations of fixed delimiters. Therefore, the next step focuses on
refining the segmentation using context-aware structural patterns.

4.2 Context-aware Segmentation

After obtaining the coarse-grained tokens from the previous step,
SCLog further refines the segmentation by analyzing the structural
patterns of tokens based on their surrounding contexts. This step
aims to (1) merge tokens that are likely to belong to the same
parameter or keyword, and (2) split tokens that contain multiple
parameters or keywords. To this end, we design two operations on
each coarse-grained token, namely token folding and token splitting,
which are guided by the context-aware structural patterns.

4.2.1 Token Folding. A log message may contain repetitive vari-
ables that occur consecutively, such as IDs and IP addresses. These
variables are often separated into multiple tokens during the coarse-
grained segmentation step due to the presence of delimiters, which
can lead to over-segmentation and significant differences in log
lengths, resulting in failing to group similar logs together [7]. For
example, the following two log messages from HDFS1:
BLOCK* ask 10.250.17.177 to delete blk_857 blk_912

BLOCK* ask 10.250.10.213 to delete blk_857 blk_912 blk_194

contains consecutive “blk_<id>” variables corresponding to differ-
ent data blocks in HDFS. While the number of blocks may vary,
these log messages share the same template (i.e., “BLOCK* ask <*>
to delete <*>”). However, during the coarse-grained segmen-
tation step, these log messages may be segmented into different
numbers of tokens due to the varying number of blocks, leading to
failure in grouping them together.

To address this issue, we propose a token folding operation that
merges consecutive tokens exhibiting similar structural patterns
into a single token. In particular, this operation considers two struc-
tural patterns of tokens: (1) the set of special characters (i.e., “_” in
the above example) and (2) the position of the shared pattern (i.e.,
the prefix “blk_” in the above example). If two or more consecu-
tive tokens share such characteristics, we merge them into a single
1We shorten numbers in the log messages for better readability.

Algorithm 1: Token Folding Algorithm
Input: Coarse-grained tokens𝑇 = {𝑡1, 𝑡2, . . . , 𝑡𝑛 }; set of special

characters 𝑆
Output: Refined tokens𝑇 ′ with merged similar tokens

1 Initialize an empty list𝑇 ′ and current_group
2 foreach 𝑡 ∈ 𝑇 do

3 if current_group is empty then

4 Add 𝑡 to current_group
5 else

/* Extract patterns from 𝑡

ch𝑡 : list of special characters in 𝑡

pf 𝑡 : prefix before the first special character */

6 ch𝑡 ← { 𝑡𝑖 | 𝑖 ∈ [1, |𝑡 | ], 𝑡𝑖 ∈ 𝑆 }
7 pf 𝑡 ← SPLIT(𝑡, ch𝑡 [0] ) [0]
8 if ch𝑡 == ch𝑔 and pf 𝑡 == pf 𝑔 then

9 Add 𝑡 to current_group
10 else

11 Merge tokens in current_group and add to𝑇 ′

12 Reset current_group and add 𝑡
/* Update patterns for current_group */

13 (ch𝑔, pf 𝑔 ) ← (ch𝑡 , pf 𝑡 )
14 if current_group is not empty then

15 Merge tokens in current_group and add to𝑇 ′

16 return𝑇 ′

token. Algorithm 1 illustrates this process in detail. Specifically, we
iterate through each coarse-grained token and extract its structural
patterns (lines 2–14). If the current token shares the same patterns
as the previous token(s), we group them together (lines 6–9). Oth-
erwise, we merge the tokens in the current group and add them to
the refined token list (lines 11–14). Finally, we return the refined
tokens after processing all coarse-grained tokens (lines 15–17).

4.2.2 Token Splitting. In contrast to token folding, some coarse-
grained tokens may contain multiple individual units that should
be separated for accurate log parsing. This phenomenon occurs
particularly commonly in logging practices where developers con-
catenate keywords and parameters without using uniform, proper
delimiters. We use the following log messages from Hadoop1 to
further discuss this issue and illustrate our proposed solution:

MergerManager: memoryLimit=130652568, maxSingleShuffleLimit

↩→=32663142, mergeThreshold=86230696, ioSortFactor=10

Killing taskAttempt:attempt_1445094324 because it is running

↩→ on unusable node:MININT-FNANLI5.corp.microsoft.com:52368

In the above log messages, some coarse-grained tokens (e.g.,
“memoryLimit=130652568”) contain multiple individual units that
should be separated for accurate log parsing. However, simply using
a fixed set of delimiters may not be sufficient to handle such cases,
as even in the same dataset, different log messages may use different
separators (in this case, “=” and “:”) to concatenate keywords and
parameters. Some might argue that using more delimiters during
the coarse-grained segmentation step can alleviate this issue. How-
ever, as discussed in Section 3.2.2, different tokens in the same log
message may require different delimiters for accurate segmentation
(e.g., the colon “:” in the first log message). Therefore, we pro-
pose a token splitting operation that dynamically identifies optimal
delimiters for each token based on its surrounding contexts.
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We observe that, given a log message, commonalities and vari-
abilities often coexist among the structural patterns of its tokens.
For example, in the above log messages, the pattern “F=F” ap-
pears multiple times, where the prefix varies (e.g., “memoryLimit”,
“maxSingleShuffleLimit”), but the delimiter “=” remains consis-
tent. This reflects the nature of logging practices, where developers
often record several distinct runtime variables within a single log-
ging statement [17]. Therefore, by analyzing the contexts of tokens
within a log message, we can effectively capture these structural
patterns and use them to guide the token splitting process. To this
end, we define three structural patterns of tokens for the splitting
operation: (1) the first delimiter character and its position within the

token, (2) the prefix before the delimiter, and (3) the suffix after the

delimiter. After extracting these patterns for each token, SCLog
identifies potential delimiters that frequently appear in similar con-
texts and uses them to split the tokens accordingly. Specifically, we
first group tokens based on their delimiter character and its position.
Then, within each group that has multiple tokens, we split those
tokens that have different prefixes and non-empty suffixes using
the identified delimiter. For those groups with only one token, we
do not perform any splitting to avoid unnecessary fragmentation
as there is insufficient evidence to support the splitting operation
based on the aforementioned observations. We consider several
common delimiters (e.g., “=”, “:”, “-”) for this operation to cover a
wide range of logging practices [7].

Taking the first log message as an example, SCLog identifies four
tokens containing the delimiter “=” at the same position with differ-
ent prefixes (e.g., “memoryLimit”, “maxSingleShuffleLimit”) and
non-empty suffixes. Therefore, it splits these tokens into individual
units based on the delimiter “=”. Algorithm 2 formally illustrates this
process in detail. Specifically, we iterate through each refined token
from the previous step, §4.2.1, and extract its structural patterns
(lines 2–12). After collecting all patterns, we check if there are multi-
ple unique prefixes for the tokens sharing the same delimiter (lines
13–14). If so, we split those tokens using the identified delimiter
and return the set of fine-grained tokens (lines 16–17). Otherwise,
we return the original refined tokens without any splitting (line 15).
We invoke this algorithm for each considered delimiter to ensure
comprehensive token splitting.

4.3 Context-aware Similarity Measure

In addition to the segmentation process, we further propose a
context-aware similarity measure to enhance the integration of
SCLog with existing log parsers. The idea is to leverage the sim-
ilarities in both the tokens and mined delimiters to compute a
more accurate similarity score between log messages, which can
help improve the grouping accuracy of log parsers. Specifically,
we define the context-aware similarity between two log messages
𝑃 = {𝑝1, 𝑝2, . . . , 𝑝𝑛} and 𝑄 = {𝑞1, 𝑞2, . . . , 𝑞𝑛} as follows:

𝑆𝐼𝑀 (𝑃,𝑄) = simtoken (𝑃,𝑄) + 𝜆 × simdelim (𝑃,𝑄)

simtoken (𝑃,𝑄) =
∑𝑛

𝑖=1 score(𝑝𝑖 , 𝑞𝑖 ),∀𝑝𝑖 is token
number_of _tokens_in_P

simdelim (𝑃,𝑄) =
∑𝑛

𝑖=1 score(𝑝𝑖 , 𝑞𝑖 ),∀𝑝𝑖 is delimiter
number_of _delimiters_in_P

(1)

Algorithm 2: Token Splitting Algorithm
Input: Refined tokens from Algorithm 1,𝑇 ′; delimiter 𝑑
Output: Fine-grained tokens𝑇 with context-aware splits

1 Initialize an empty list patterns
/* Extract structural patterns from tokens */

2 foreach 𝑡𝑖 ∈ 𝑇 ′ do
3 if 𝑑 ∉ 𝑡𝑖 then

4 continue

5 st ← SPLIT(𝑡𝑖 , 𝑑 ) // Split token by 𝑑 (keep delimiter)

6 pos← index of 𝑑 in st

7 if multiple delimiters in st then

8 Merge all tokens from pos + 1 to end
9 pf ← st [pos − 1] if pos > 0 else ∅

10 sf ← st [pos + 1] if pos < |𝑠𝑡 | − 1 else ∅
11 if sf ≠ ∅ and pf ≠ ∅ then

12 Append (𝑡𝑖 , pos, pf , sf , st ) to patterns

/* Apply context-aware splitting */

13 prefixes← unique

(
{pf | (𝑡, pos, pf , sf , st ) ∈ patterns}

)
14 if |prefixes | < 2 then
15 return𝑇 ′ // All tokens have the same prefix: no split

16 Split all tokens in patterns using delimiter 𝑑 and update𝑇 ′ to get
the set of fine-grained tokens,𝑇

17 return𝑇

where score(𝑝𝑖 , 𝑞𝑖 ) = 1 if 𝑝𝑖 = 𝑞𝑖 else 0. Here, simtoken (𝑃,𝑄) mea-
sures the similarity based on the tokens of the log messages, while
simdelim (𝑃,𝑄)measures the similarity based on the delimitersmined
during the context-aware segmentation process. 𝜆 is a weighting
factor that balances the contributions of token similarity and de-
limiter similarity. By incorporating both aspects into the similarity
measure, we can capture more nuanced relationships between log
messages, leading to improved grouping ability in log parsing.

5 Evaluation

In this section, we report on the experimental evaluation of SCLog.
We aim to assess the effectiveness and efficiency of SCLog when in-
tegrated with existing log parsers. Specifically, we use the following
research questions (RQs) to guide our evaluation:

• RQ1. What is the performance of SCLog when com-

bined with log parsers? In this RQ, we evaluate the parsing
accuracy of several representative log parsers enhanced with
SCLog on widely-used log datasets. We also evaluate the
robustness of SCLog across diverse datasets and analyze its
runtime overhead.
• RQ2. What is the contribution of each component in

SCLog to the overall performance? In this RQ, we con-
duct ablation studies to analyze the impact of each compo-
nent in SCLog on the parsing performance. We also investi-
gate the performance of SCLog under different experimental
settings.

5.1 Benchmark and Settings

5.1.1 Datasets. We conduct experiments on 14 large-scale public
log datasets from the Loghub-2.0 benchmark [16]. This benchmark
consists of log data of 14 different systems, including distributed sys-
tems, supercomputers, operating systems, mobile systems, server
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applications, and standalone software. Each dataset in the bench-
mark comprises 3.6 million log messages on average. In total, the
benchmark contains approximately 3,500 unique log templates.

5.1.2 Evaluation Metrics. Following recent studies [18, 28, 35, 44],
we use four metrics in our evaluation, including:
• Group Accuracy (GA): Group Accuracy [44] is the most
commonly used metric for log parsing. Group Accuracy con-
siders template identification as a clustering process in which
log messages with different log events are clustered into dif-
ferent groups [18]. The GA metric is defined as the ratio
of “correctly parsed” log messages over the total number of
log messages, where a log message is considered “correctly
parsed” if and only if it is grouped with other log messages
consistent with the ground truth.
• F1 score of Grouping Accuracy (FGA): FGA [15] is a
template-level metric that measures the ratio of correctly
grouped templates. It is computed as the harmonic mean of
precision and recall of grouping accuracy, where the template
is considered as correct if log messages of the predicted
template have the same group of log messages as the oracle.
• Parsing Accuracy (PA): Parsing Accuracy (or Message-
Level Accuracy [28]) is defined as the ratio of “correctly
parsed” log messages over the total number of log messages,
where a log message is considered to be “correctly parsed”
if and only if every token of the log message is correctly
identified as template or variable. This metric is much stricter
than Group Accuracy since any incorrectly parsed token will
lead to the wrong parsing result for the whole log message.
• F1 score of Template Accuracy (FTA): Similar to FGA,
FTA [18] is a template-level accuracy computed as the har-
monic mean of precision and recall of Template Accuracy. A
template is regarded as correct if and only if it satisfies two
requirements: log messages of the predicted template have
the same group of log messages as the oracle, and all tokens
of the template are the same as the oracle template. Given
its definition, FTA is the most stringent and comprehensive
metric among the four metrics.

5.1.3 Parser Selection. As the main contribution of this paper is a
novel, universal segmentation approach for log parsing, we focus on
evaluating the effectiveness of SCLog in improving the parsing ac-
curacy of existing log parsers. Therefore, we select four representa-
tive log parsers as the base parsers to integrate with SCLog. Particu-
larly, we select three syntax-based log parsers, including Drain [11]
for heuristics-based parsing, AEL [17] for clustering-based pars-
ing, and LFA [33] for frequent pattern mining-based parsing. In
addition, we select one semantic-based log parser, LogPPT [23],
which leverages pre-trained language models for log parsing. This
selection covers typical log parsing techniques in the literature with
state-of-the-art performance for each category. For a fair compari-
son, we use the same hyperparameter settings and preprocessing
steps (with regular expressions from prior work [37]) for each base
parser as reported in recent benchmarks [16, 37]. For LogPPT, we
follow a recent study [25] to enhance its performance with optimal
data sampling, prompt tuning, and caching mechanisms. Besides,
as LogPPT induces randomness in its parsing process (i.e., data

sampling and model training), we ran it five times for each dataset
and reported the average performance to avoid randomness bias.

5.1.4 Environment Settings. We implement SCLog in Python 3.13.
The experiments are conducted on a server equipped with an Intel
Core Ultra 9 CPU @ 5.1GHz and 156GB of RAM, and an NVIDIA
RTX 5880 GPU with 48GB of memory (for LogPPT). We use 𝜆 = 0.1
(see Section 4.3) for the context-aware similarity measure.

5.2 RQ1: Performance of SCLog with Existing

Log Parsers

5.2.1 Methodology. To answer RQ1, we evaluate the accuracy of
the selected log parsers with and without SCLog on the Loghub-2.0
benchmark datasets. We combine SCLog with two variants of each
base parser: (1) the original version of the base parser without any
modification; (2) the improved version of the base parser that uses
regular expressions to preprocess log messages before parsing, as
suggested in recent studies [37]. As SCLog focuses on improving
the segmentation of log messages, its integration should improve
the parsing accuracy of both variants of the base parsers. We re-
port the average performance of each parser regarding the four
evaluation metrics across all datasets. In addition, we analyze the ro-
bustness of SCLog by reporting the parsing accuracy of each parser
on individual datasets. Finally, we measure the runtime overhead
introduced by SCLog when integrated with each base parser.

5.2.2 Results. We first report the average accuracy in terms of
the GA, FGA, PA, and FTA metrics of each log parser with and
without SCLog across all datasets in Table 2. We can observe that
except for a slight decrease in GA for AEL, SCLog consistently
improves the parsing accuracy of all base parsers across all met-
rics. Specifically, with Drain [11, 37] as the base parser, SCLog im-
proves the average FGA, PA, and FTA by 9.4 pp, 11.8 pp, and 7.5 pp
when no preprocessing is applied, and by 1.8 pp, 5.9 pp, and 2.6 pp
when preprocessing is applied. Of all syntax-based log parsers,
LFA [33, 37] benefits the most from SCLog with an improvement of
up to 23.6 pp in PA and 10.2 pp in FTA. For the semantic-based log
parser LogPPT [23, 25], SCLog also improves the average GA, PA,
and FTA by 1.3 pp, 4.1 pp, and 2.4 pp, respectively. The experimental
results indicate that SCLog can effectively enhance the segmenta-
tion of log messages, leading to significant improvements in parsing
accuracy across various log parsers using major techniques (i.e.,
syntax-based with heuristics, clustering, frequent pattern mining,
and semantic-based) in the literature. It is worth noting that the
improvements in PA and FTA are more significant than those in GA
and FGA, with FTA being the most stringent metric. This indicates
that SCLog is particularly effective in improving the fine-grained
parsing accuracy of log messages.

We next evaluate the performance of SCLog in terms of robust-
ness across all log datasets. Figure 7 shows the accuracy distribution
of each log parser with and without SCLog. The results demon-
strate that SCLog consistently improves the parsing robustness of
all base parsers across diverse datasets. It yields a notable increase
in terms of the median PA value for all base parsers. For instance,
with Drain as the base parser, SCLog increases the median FGA
and FTA value from 0.460 to 0.663 and from 0.170 to 0.272, respec-
tively. Similar trends are observed for other base parsers. Moreover,
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Table 2: The average performance of log parsers with and without SCLog

Average GA Average FGA Average PA Average FTA

w/o SCLog w/ SCLog w/o SCLog w/ SCLog w/o SCLog w/ SCLog w/o SCLog w/ SCLog

Drain-ori 0.810 0.840↑3.0 pp 0.490 0.584↑9.4 pp 0.409 0.527↑11.8 pp 0.225 0.300↑7.5 pp
Drain-pre 0.847 0.847= 0.815 0.833↑1.8 pp 0.645 0.704↑5.9 pp 0.590 0.616↑2.6 pp
AEL-ori 0.767 0.754↓1.3 pp 0.523 0.580↑5.7 pp 0.393 0.500↑10.7 pp 0.225 0.287↑6.2 pp
AEL-pre 0.791 0.781↓1.0 pp 0.682 0.687↑0.5 pp 0.607 0.663↑5.6 pp 0.511 0.530↑1.9 pp
LFA-ori 0.596 0.603↑0.7 pp 0.507 0.529↑2.2 pp 0.239 0.299↑6.0 pp 0.098 0.139↑4.1 pp
LFA-pre 0.593 0.723↑13.0 pp 0.633 0.728↑9.5 pp 0.238 0.474↑23.6 pp 0.158 0.260↑10.2 pp
LogPPT 0.911 0.924↑1.3 pp 0.888 0.888= 0.730 0.771↑4.1 pp 0.644 0.668↑2.4 pp

SCLog significantly reduces the variance in PA across datasets for
all base parsers, indicating that it can effectively handle the hetero-
geneity of logging formats in different systems, which is crucial for
practical applications of log parsing.
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Figure 7: Parsing accuracy distribution of log parsers with

and without SCLog
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Figure 8: Runtime overhead of log parsers with and without

SCLog

Lastly, wemeasure the efficiency of SCLog by analyzing the run-
time overhead introduced when integrated with each base parser.
Figure 8 shows the runtime of each log parser with and without
SCLog across all datasets. In this figure, we report the original run-
time of each base parser, the runtime with preprocessing, and the
runtime with SCLog. The runtime overhead introduced by SCLog
is relatively small compared to the total parsing time of each base

parser. On average, SCLog introduces an additional overhead of
5.5% to 12.3% across all base parsers. Notably, the overhead is more
pronounced for parsers with lower original runtimes, such as LFA,
where SCLog introduces an overhead of 12.3%. It is worth noting
that the overhead introduced by SCLog is less than that introduced
by preprocessing steps for all base parsers, indicating that SCLog
is an efficient solution for enhancing existing log parsers without
incurring significant computational costs.

Answer to RQ1: SCLog significantly improves the parsing ac-
curacy of all base parsers across all evaluation metrics, with
the most significant improvements observed in terms of FGA,
PA, and FTA. The improvements are consistent across diverse
datasets, demonstrating the robustness of SCLog. The runtime
overhead introduced by SCLog is minimal, making it a practical
solution for enhancing existing log parsers.

5.3 RQ2: Contribution of Each Component in

SCLog

5.3.1 Methodology. To answer RQ2, we conduct ablation studies
to analyze the contribution of each component in SCLog to the
overall performance using the following variants:
• SCLogW : In this configuration, we only use whitespace
characters as the delimiters for the initial segmentation step
in SCLog. This allows us to assess the impact of using a
predefined set of common delimiters versus only whitespace
characters on the parsing accuracy.
• SCLogC : In this configuration, we disable the context-aware
segmentation component in SCLog. This allows us to assess
the impact of context-aware segmentation on the parsing
accuracy.
• SCLogS : In this configuration, we disable the context-aware
similarity measure in SCLog. This allows us to evaluate the
contribution of the context-aware similarity measure to the
overall performance.
• SCLogD : In this configuration, we only use the predefined
set of common delimiters for segmentation without any fur-
ther refinement. This allows us to assess the effectiveness of
the two-step segmentation process in SCLog.

We integrate each configuration of SCLog with the selected base
parsers and evaluate their parsing accuracy on the Loghub-2.0
benchmark datasets. Due to space constraints, we only present
the results of SCLog integrated with Drain (original) [11] and
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LogPPT [23] in this RQ. The results for other base parsers are
consistent and can be found in the supplementary material.

5.3.2 Results. Table 3 shows the average parsing accuracy of each
configuration of SCLog when integrated with base parsers across
all datasets. We can observe that each component in SCLog con-
tributes positively to the overall performance. For example, without
the coarse-grained segmentation component (i.e., SCLogW ), the
average FTA decreases by 7.6 pp and 3.4 pp when integrated with
Drain and LogPPT, respectively. Without the context-aware seg-
mentation component (i.e., SCLogC ), the average FTA decreases by
4.0 pp with LogPPT as the base parser. Without the context-aware
similarity measure (i.e., SCLogS ), we also observe a significant drop
in parsing accuracy across all metrics for both base parsers. Finally,
when only using the predefined set of common delimiters for seg-
mentation (i.e., SCLogD ), we observe the most significant decrease
in parsing accuracy across all metrics for both base parsers.

Table 3: Performance of SCLog with different settings

Average GA Average FGA Average PA Average FTA

Drain SCLog 0.840 0.584 0.527 0.300
- SCLogW 0.804↓3.6 pp 0.486↓9.8 pp 0.407↓12.0 pp 0.224↓7.6 pp
- SCLogC 0.801↓3.9 pp 0.568↓1.6 pp 0.521↓0.6 pp 0.286↓1.4 pp
- SCLogS 0.797↓4.3 pp 0.503↓8.1 pp 0.516↓1.1 pp 0.262↓3.8 pp
- SCLogD 0.787↓5.3 pp 0.539↓4.5 pp 0.498↓2.9 pp 0.257↓4.3 pp

LogPPT SCLog 0.924 0.888 0.771 0.668
- SCLogW 0.907↓1.7 pp 0.877↓1.1 pp 0.726↓4.5 pp 0.634↓3.4 pp
- SCLogC 0.913↓1.1 pp 0.882↓0.6 pp 0.752↓1.9 pp 0.628↓4.0 pp
- SCLogS 0.889↓3.5 pp 0.855↓3.3 pp 0.759↓1.2 pp 0.641↓2.7 pp
- SCLogD 0.870↓5.4 pp 0.832↓5.6 pp 0.740↓3.1 pp 0.620↓4.8 pp

Answer to RQ2: Overall, each component in SCLog contributes
positively to the parsing accuracy. The combination of coarse-
grained segmentation, context-aware segmentation, and context-
aware similarity measure is crucial for achieving optimal perfor-
mance in log parsing.

6 Discussion

6.1 Prospects and Limitations of SCLog

6.1.1 Prospects. SCLog has demonstrated its effectiveness in en-
hancing the performance of existing log parsers through context-
aware segmentation. Its adaptability to various log parsing algo-
rithms and datasets highlights its potential as a universal segmen-
tation approach. There are several reasons that make SCLog a
promising solution for log parsing. First, SCLog’s syntax-aware
segmentation allows it to effectively handle diverse logging formats
by leveraging a comprehensive set of delimiters. This adaptability
is crucial in real-world scenarios where log formats can vary sig-
nificantly across different systems and applications. Second, the
context-aware segmentation strategy enables SCLog to dynami-
cally identify optimal delimiters based on the structural patterns of
tokens, which helps mitigate both under-segmentation and over-
segmentation issues. This dynamic approach enhances the accuracy

of log parsing by ensuring that tokens are segmented in a manner
that reflects their true semantic meaning. Third, SCLog’s modular
design allows it to be easily integrated with various existing log
parsers, making it a versatile tool that can enhance the performance
of a wide range of log analysis systems.

6.1.2 Limitations. The main limitation of SCLog lies in its reliance
on the mining of structural patterns within single log messages.
In scenarios where log messages are extremely short or lack suf-
ficient contextual information, SCLog may struggle to identify
optimal delimiters, potentially leading to suboptimal segmentation
and parsing accuracy. To address this limitation, we can consider
mining inter-message structural patterns by analyzing multiple
log messages together. Specifically, the current approach focuses
on splitting a single log message based on its own structural pat-
terns (§4.2.2) assuming that logging patterns exhibit variabilities
for recording distinct runtime variables. In contrast, by examining a
collection of log messages, we can identify common structural pat-
terns where the same variables are logged across different messages,
leading to commonalities that can inform better segmentation deci-
sions. This collective analysis can help uncover patterns that may
not be evident when considering individual log messages in isola-
tion, thereby enhancing the segmentation process. To validate this
idea, we conducted a preliminary experiment by extending SCLog
to incorporate inter-message structural pattern mining, denoted as
SCLogI . We evaluated SCLogI using the AEL log parser. Table 4
shows the results.

Table 4: Parsing accuracy with inter-message structural pat-

tern mining

Average GA Average FGA Average PA Average FTA

AELSCLogI 0.756 0.609 0.531 0.304

AEL 0.767↑1.1 pp 0.523↓8.6 pp 0.393↓11.8 pp 0.225↓7.9 pp
AELSCLog 0.754↓0.2 pp 0.580↓2.9 pp 0.500↓3.1 pp 0.287↓1.7 pp
SCLogI : SCLog with inter-message structural pattern mining

It can be observed that SCLog I achieves better parsing accuracy
than SCLog, showcasing an improvement of 7.9 pp and 1.7 pp in Av-
erage FTA compared to AEL and AELSCLog. The preliminary results
indicate the potential of inter-message structural pattern mining in
further enhancing log parsing accuracy. However, this design un-
intentionally hinders the online parsing capability of SCLog, as it
requires access to multiple log messages for effective segmentation
compared to the current streaming fashion. Hence, more research
is needed to explore efficient techniques for mining inter-message
structural patterns while preserving the online parsing capability.
In future work, we will systematically investigate this direction to
further enhance the segmentation and parsing accuracy of SCLog.

6.2 Threats to Validity

While our study demonstrates promising results, several threats to
validity should be considered as follows:

(1) Data quality: The quality of log data used in our experi-
ments may affect the generalizability of our findings. In this
paper, we used public log datasets [16] for our evaluation.
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These datasets, although in large-scale, may contain errors
in the ground truth labels. In future work, further validation
on these datasets is needed to ensure the correctness of the
ground truth labels.

(2) Parameter settings: The performance of SCLog may be
influenced by the choice of parameters used in the base log
parsers. To mitigate this threat, we used the default param-
eter settings recommended by the original authors of each
log parser for a fair comparison. However, it is possible that
different parameter settings could yield different results [3].
Future work could explore the sensitivity of SCLog to vari-
ous parameter configurations.

(3) Generalizability of SCLog: While we evaluated SCLog
with four state-of-the-art log parsers, there may be other log
parsing algorithms that could benefit from SCLog’s segmen-
tation approach. For example, some log parsers [9, 38, 39]
do not consider similarity measures in their parsing process,
which may limit the effectiveness of SCLog’s context-aware
segmentation. Future work could explore the integration of
SCLog with a broader range of log parsing algorithms to
assess its generalizability.

(4) Impact of SCLog on downstream tasks:While our study
focused on improving log parsing accuracy, it is important
to assess the impact of SCLog on downstream log analysis
tasks. While log mining is only effective when the parsing
accuracy is high enough [10], there might be no strong cor-
relation between parsing accuracy and the performance of
downstream tasks such as anomaly detection [19]. Future
work could investigate how the improved parsing accuracy
achieved by SCLog translates to enhanced performance in
various log analysis applications.

7 Related Work

Log parsing has been an active research area in the field of log
analysis, with numerous approaches proposed to improve the accu-
racy and efficiency of log parsing. Traditional log parsers leverage
data-driven techniques to analyze the syntactic structure of log
messages and extract templates and parameters [2, 6, 11, 30], while
recent advancements in language models have led to the develop-
ment of semantic-based log parsing methods [15, 23, 28]. Despite
the progress, automated log parsing remains non-trivial due to the
diverse and complex nature of log data [16, 42].

7.1 Benchmarking Log Parsers

In order to understand the strengths and weaknesses of existing log
parsers, several benchmarking studies have been conducted [3, 16].
Zhu et al. [44] evaluated 13 log parsers on Loghub-2k, which con-
tains 16 datasets with 2,000 log messages each. Khan et al. [18] stud-
ied the appropriateness of evaluation metrics for log parsing and
proposed guidelines for selecting suitable metrics. Following the
guidelines, Jiang et al. [16] conducted a large-scale benchmarking
study of 14 log parsers on Loghub-2.0, which contains 14 datasets
with 3.6 million log messages per dataset on average. Dai et al. [3]
investigated the impact of parameter settings on the performance of
log parsers. These benchmarking studies provide valuable insights
into the performance of existing log parsers and highlight the need
for more robust and accurate log parsing techniques.

7.2 Improving Log Parsing Accuracy

While numerous log parsing techniques have been proposed, only a
few target at uniformly improving the parsing accuracy of existing
log parsers. Qin et al. [37] proposed a preprocessing framework that
abstracts variable parts in log messages using a set of predefined
regular expressions before applying existing log parsers. While this
approach can improve parsing accuracy to some extent, it relies
heavily on the quality of predefined regular expressions, which
may not generalize well to diverse log formats as well as requires
significant manual effort and domain knowledge to create and main-
tain. Fu et al. [7] investigated the use of fixed and dataset-specific
delimiters for log message segmentation and their impact on log
parsing accuracy. They proposed Drain+, an enhanced version of
the Drain log parser that incorporates dataset-specific delimiters
for segmentation. While Drain+ shows improved parsing accuracy
on certain datasets, it still relies on a fixed set of delimiters seg-
mentation for all log messages within a dataset, which may not
effectively address the segmentation issues identified in our study.

In contrast to these approaches, SCLog offers a universal, more
dynamic, and context-aware segmentation strategy that combines
syntax-based heuristics with context-aware analysis to effectively
segment log messages. This allows SCLog to adaptively identify
optimal delimiters for each log message, thereby addressing the
limitations of under-segmentation and over-segmentation and sig-
nificantly improving the parsing accuracy of existing log parsers
across diverse datasets.

8 Conclusion

Log parsing is a foundation step to transform unstructured log
messages into structured data for various downstream log analy-
sis tasks. In this paper, we have empirically studied the impact of
log message segmentation on the performance of log parsers. We
identified two main limitations of existing log parsers, i.e., under-
segmentation and over-segmentation, which significantly hinder
their parsing accuracy. To address these limitations, we have pro-
posed SCLog, a universal segmentation approach that combines
syntax- and context-aware strategies to effectively segment log
messages for log parsing. SCLog combines syntax-based heuristics
and context-aware strategies to dynamically and effectively divide
log messages into smaller units (tokens), enabling a more accurate
parsing process. Extensive experiments with four state-of-the-art
log parsers on large-scale, widely-used Loghub-2.0 datasets have
demonstrated that SCLog significantly improves the parsing accu-
racy and robustness of existing log parsers across diverse datasets.
Still, SCLog has some limitations, such as its reliance on the mining
of structural patterns within single log messages, which may affect
its performance in scenarios with short log messages.

In future work, we plan to explore approaches to mine inter-
message structural patterns by considering multiple log messages
together to further enhance the segmentation and parsing accuracy.
Data Availability: The source code of SCLog is available on
Figshare [21] together with our experimental data [20].
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