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The European Health Data Space (EHDS) shapes the digital
transformation of healthcare in Europe. The EHDS regulation will also
accelerate the use of health data for research, innovation, policy-
making, and regulatory activities for secondary use of data (known as 2. Snezana Savoska, University St. Kliment
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Regulatory and HTA Acceptance (IDERHA) project builds one of the
first pan-European health data spaces in alignment with the EHDS2
requirements, addressing lung cancer as a pilot.

Methods

In this study, we conducted a comprehensive review of the EHDS
regulation, technical requirements for EHDS2, and related projects.
We also explored the results of the Joint Action Towards the European
Health Data Space (TEHDAS) to identify the framework of IDERHA's
alignment with EHDS2. We also conducted an internal webinar and an
external workshop with EHDS experts to share expertise on the EHDS
requirements and challenges.

Results

We identified the lessons learned from the existing projects and the
minimume-set of requirements for aligning IDERHA infrastructure with
EHDS2, including user journey, concepts, terminologies, and
standards. The IDERHA framework (i.e., platform architecture,
standardization approaches, documentation, etc.) is being developed
accordingly.

Discussion

The IDERHA's alignment plan with EHDS2 necessitates the
implementation of three categories of standardization for: data
discoverability: Data Catalog Vocabulary (DCAT-AP), enabling
semantics interoperability: Observational Medical Outcomes
Partnership (OMOP), and health data exchange (DICOM and FHIR).
The main challenge is that some standards are still being refined, e.g.,
the extension of the DCAT-AP (HealthDCAT-AP). Additionally,
extensions to the Observational Health Data Sciences and Informatics
(OHDSI) OMOP Common Data Model (CDM) to represent the patient-
generated health data are still needed. Finally, proper mapping
between standards (FHIR/OMOP) is a prerequisite for proper data
exchange.

Conclusions

The IDERHA's plan and our collaboration with other EHDS
initiatives/projects are critical in advancing the implementation of
EHDS2.

Keywords
Artificial Intelligence; European health data space; cancer, digital
health; healthcare standards; interoperability; secondary use of data.
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The IDERHA project

The Integration of heterogeneous Data and Evidence towards
Regulatory & HTA Acceptance (IDERHA) project aims to
develop one of the first pan-European health data spaces
(URL: https://www.iderha.org), and as such, necessitates an
adequate adoption of the European Health Data Space (EHDS)
principles'. This project has a focus on Lung Cancer (LC), to
provide an example of integration and analysis of health data
across sectors and along the continuum of care for clinical or
medical research questions. There is also an underlying aim to
accelerate  policy development by building consensus
recommendations. These recommendations would further enable
the use of heterogeneous health data for product research and

1. Access to diverse data at scale open platform

2. Further develop a scalable,

Open Research Europe 2024, 4:160 Last updated: 13 NOV 2024

development, and are focused on needs of the regulatory and
Health Technology Assessment (HTA) community’. IDERHA
has selected four use cases in LC to demonstrate the value of
health data integration through developing Artificial Intelligence
(AI) and Machine Learning (ML) tools in a federated data
environment®, and personalized remote monitoring applications
for, 1) risk profiling, 2) diagnosis, 3) prognosis, and 4) well-being
and patient engagement using device technology/ application in
an at-home environment.

We target both institutional and individual data providers.
Among the IDERHA consortium partners and within their
wider networks, we identified 26 potential institutional data
access providers (e.g., institutions, services, repositories) for LC
data.

From a technical perspective, the IDERHA data space speci-
fies a federated data infrastructure with participatory governance
that keeps decision rights distributed among federated parties®.
It thus makes health datasets from Data Providers accessible
for analysis, including via sophisticated Federated Machine
Learning (FML) algorithms®, while ensuring both organization-
ally (e.g. Data Access Committee (DACs)) and technically (e.g.,
standardized data policies) enforced access controls. Processing
operations of the FML framework are executed at the
federated endpoints of the network (i.e., directly at data
providers’ sites); subsequently, the partial results of the
computations are aggregated at a central node. Thus, the
IDERHA infrastructure will facilitate centralized discovery and
utilization of federated data resources (i.e., stored, managed,
and controlled by the data providers at their facilities) for the
evaluation of personal data with privacy-preserving and
distributed analytics (see Figure 1). To achieve that, IDERHA aims
to connect multiple public and private data sources that aggre-
gate health-related data for secondary use and that cover various
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Figure 1. IDERHA Landscape.
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aspects of: Electronic Health Records (EHR), clinical images,
Patient-Generated Health Data (PGHD), Patient Reported
Outcome Measures (PROMs), Patient-Reported Experiences
Measures (PREMs), environmental and socioeconomic data.

PROMs for symptom monitoring in cancer provide an
evidence-based method for recognizing symptoms, providing
clinicians with valuable information, and improving clinical
management®.  Furthermore, systematically capturing and
evaluating patients’ perspectives can enhance both their
healthcare experience and outcomes. PROMs record symptoms,
health-related quality of life, and functional status and
refer to standardized questionnaires that are answered directly
by the patients. PREMs, on the other hand, focus on the
human aspects of the care process’.

The IDERHA project aims to make these heterogeneous
health datasets discoverable and utilizable for secondary use in
research, innovation, public health, policymaking, regulatory
activities, and personalized medicine, by:

. Aligning with the EHDS principles of the secondary
use of data®.

. Adopting the principles of Findability, Accessibility,
Interoperability, and Reusability (FAIR)’ for both
IDERHA data and infrastructure. A metadata
catalogue based on FAIR principles'® will support
effective data discovery and matchmaking, as well as
access to algorithms used in IDERHA. The IDERHA
platform will implement a core layer of appropriate
authentication and authorization services to manage
secure data access.

. Supporting healthcare data standards and models for
interoperability'', mainly, Health Level 7 (HL7®)
Fast Healthcare Interoperability Resources (FHIR®),
Open Health Data Science and Informatics (OHDSI),
Observational ~ Medical Outcomes Partnership
(OMOP)-Common Data Model (CDM), and Digital
Imaging and Communications in Medicine (DICOM®).

. Establishing an IDERHA data quality framework, in
which specific requirements and assessment meth-
ods will be defined from the data users' perspective'?,
especially when using Real-World Data (RWD) for
decision-making and Real-World Evidence (RWE)".

. The benefits generated through the execution of use
cases on the IDERHA platform will be assessed by
a Clinical Advisory Board drawn from key stakeholders,
including clinicians and RWE/RWD experts.

This article describes our approach for aligning IDERHA with
EHDS2 requirements, highlighting the alignment framework,
landscape of existing projects and interoperability standards,
lessons learned, and next steps.
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The European Health Data Space (EHDS) regulation
On the 24th of April 2024, the European Parliament adopted
the EHDS regulation to build a health-specific ecosystem
comprised of rules, common standards and practices, infra-
structures, and a governance framework®'*. The Council will
formally adopt the EHDS regulation, which is expected to be
published in the Official Journal in autumn. It will then
become applicable in different stages according to the use case
and data type.

EHDS aims to empower individuals to access and control
their health data across the European Union (EU) for 1) the
primary use of data (EHDS1) (MyHealth@EU), for healthcare
delivery and decision making'® and 2) secondary use of
data (EHDS2) (HealthData@EU) for research, innovation,
policy-making and regulatory activities'.

In EHDSI1, the EU member states will ensure that patient
summaries, ePrescriptions, images and image reports, laboratory
results, discharge reports among others will be exchanged in
a common European format within the cross-border digital
infrastructure (MyHealth@EU)'"". To ensure that citizens’ rights
are safeguarded, all member states will appoint digital health
authorities that will participate in MyHealth@EU.

On the other hand, in EHDS2 (see Figure 2), each member
state will set up a health data access body that gives permits to
access data by researchers, companies, or institutions using a
decentralized  EU-infrastructure  (HealthData@EU),  which
will be set up to support cross-border projects'®. The European
principles for the secondary use of health data are provided
by the TEHDAS Joint Action (JA) (URL: https://tehdas.eu/)
and are being adopted by the HealthData@EU pilot project
(URL: https://ehds2pilot.eu/).

Because building trust is the main enabler for the success
of the EHDS, the EHDS regulation is built further on the General
Data Protection Regulation (GDPR), Al Act, the Data Govern-
ance Act, the Data Act, and Network and Information Systems
(NIS2) Directive'®. The EHDS legislation aims to facilitate the
sharing of data and leverage opportunities for innovation
and still acknowledge data protection and security!’. It also
requires implementation approaches like IDERHA to overcome
organizational and data silos, especially, the EHDS does not
provide technical implementation details. Therefore, aligning the
IDERHA data space with the EHDS2 principles and the
technical requirements provided by the TEHDAS JA is a
cornerstone for IDERHA’s synchronization with EHDS and
future sustainability.

The IDERHA's alignment framework with EHDS2

At first, we conducted a comprehensive review of the EHDS
regulation, technical requirements for EHDS2, and related
projects that were launched with the EHDS proposal in May
2022. The authors searched PubMed, the European Commission
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Regulation ]

O The final text of the EHDS was
adopted by the European
Parliament on 24 April 2024.

O The EHDS establishes a new
independent advisory and
regulatory body (EHDS Board)

O EHDS creates a stakeholder
forum

O Enforcement of the secondary
use of data is primarily
attributed to each Member
State's Health data access
bodies (HDAB)

O HDAB have to monitor
compliance by data holders and
data users

O Governance model

0O Data quality framework
O Interoperability standards
[ Secure data processing
O Public engagement
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Figure 2. EHDS regulation and EHDS2 foreseen architecture, user journey, and requirements.

portals, and Google using combinations of terms such as
“European Health Data Space,” “secondary use of data” “EHDS”,
“projects” “infrastructure,” “regulations,” and “standards”. We
also used the terms “AI” and “cancer” to search for the main
EU-funded projects using Al in cancer since 2020. The first
search was conducted in June 2023 and the last search was in
January 2024. During the IDERHA internal meetings in
November and December 2023, the authors identified 36 projects
and categorized them into EHDS1 and EHDS2 projects, personal
platforms, cancer projects using Al, and other EHDS supporting
projects. We also investigated the deliverables of these projects
to identify the lessons learned and the technical approaches
that can be adopted during the IDERHA implementation. As
the EHDS regulation and related projects are still evolving, we
did not apply any exclusion criteria in the planning phase.

The final list of the categorized projects was reviewed by
several experts from the IDERHA partners and networks. We
also conducted a webinar with EHDS experts in October 2023
to involve their insight and recommendations into the plan.
Furthermore, we conducted a workshop with representatives
and experts from all IDERHA work-packages in November
2023 to discuss the mapping process of IDERHA architecture
with the TEHDAS results and deliverables in terms of concepts,
standards, and user journey.

Finally, we adopted the World Health Organization (WHO)
process of planning'® to create the IDERHA’s alignment plan
with EHDS2. The process comprises seven phases (see Figure 3),
as follows:

. In the first phase, we used the results of the conducted
comprehensive review to map the current state and

Foreseen Architecture ]

O A network of nodes operated by
the Member States that actas
service providers for data users

O The nodes connect the data
holders and the data permit
authorities

O Secure processing
environments will be provided
for data analysis by the data
user

O The EC will provide core
services to support the nodes’
operations

User lourney ]

O Discovery: discovering the data

O Permit: applying for permits to
use the data

O Use: using the data effectively

O Results: publishing results

enabling environment for EHDS2 and to explore the
current projects and initiatives (see Table 1-Table 6).
We adopted the European principles for the secondary
use of health data provided by the TEHDAS JA and
the HealthData@EU pilot project in identifying the
minimum set of alignment requirements as listed

in Table 7.

In the

second phase,

we established a shared

understanding and strategic planning with internal
and external experts through conducting and attend-
ing several EHDS2 events, e.g., meetings, webinars,
workshops, etc. In October 2023, we also organ-
ized a workshop with EHDS experts and IDERHA
consortium members, where we discussed the poten-
tial impact of the EHDS on the implementation of
IDERHA. We also identified key areas of common
interest and priority topics for the upcoming workshops.

In phase 3, we explore the future state of the EHDS2

implementation

through

networking with  other

thematically aligned projects, e.g., the HealthData@
EU pilot, the European Federation for Cancer Images

(EUCAIM)
eucaim/),

(URL:
and the

EHDS2 recent

https://www.eibir.org/projects/
implementation

projects in 2024: TEHDAS2 JA and the EHDS Data
Quality and Utility Label (Quantum) project.

In phase 4 for planning enterprise architecture, we
currently map the EHDS2 specifications and user

journey to the IDERHA architecture.

To realize phase 5 for determining health content
requirements, we will validate the IDERHA architecture
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- Conduct a review on the current EHDS2 projects and initiatives

- Explore the TEHDAS project results

Completed Steps:
- Attend EHDS2 events

ESTABLISHING
A SHARED
UNDERSTANDING
AND STRATEGIC
PLANNING

Current Steps:

DEFINING THE
FUTURE STATE

Current Steps:
PLANNING THE
ENTERPRISE
ARCHITECTURE

Planned Steps:
DETERMINING
HEALTH CONTENT
REQUIREMENTS

Planned Steps:

MEE OF
DIGITAL HEALTH
MPLEMENTATIONS
AND FOSTERING
DATA USE

- Adopt new EHDS regulations

Planned Steps:

- Conductinternal and external workshops

- Follow up on the implementation of EHDS2
- Implement the recommended standards of the HealthData@EU pilot

- Map the IDERHA architecture to the EHDS2 technical requirements and specifications
- Customize the IDERHA scenarios and data flows to the EHDS2 user journey

- Validatethe IDERHA architecture with the predefined four Al/ML clinical use cases in LC
- Share lessons learned with similar synergic projects

- Monitorthe functionality of IDERHA and its alignment with the EHDS2 principles

- Support adaptive changes in IDERHA architecture
- Expand IDERHA to other medical domains

Figure 3. IDERHA's alignment plan with EHDS2 requirements, adapted from the WHO planning tool®.

Table 1. Main EHDS initiatives and projects: Primary use of data (EHDS1).

Initiative/

Scope/Goal

Project

MyHealth@EU  EC cross-border infrastructure for patient's eHealth Digital Service
Infrastructure (eHDSI)

data exchange in healthcare delivery

Standards

EEHRxF
X-eHealth Accelerating the implementation of the EEHRXF
EEHRXF
XpanDH Empower individuals and organizations to  EEHRxF
create, adapt, and explore interoperable
digital health solutions
Xt-EHR Joint Action carried out by 25 European EEHRXF
countries for laying the groundwork for
the improved primary use of electronic
health data for EHDS
with the predefined four AI clinical use cases

in LC. Moreover, we currently participate in the
HSbooster.eu (URL: https://hsbooster.en/) to get
consultation services and the OMOP and HL7/FHIR
standards for the PGHD and reported health out-
comes. Additionally, we created synergies with similar
projects for sharing lessons learned and extending

Lessons Learned

ePrescriptions and Patient Summary
(long term, medical images, lab results and
hospital discharge reports)'

Implementation and deployment of EEHRXF
services?

Successful adoption of the EEHRxF?'

The project will develop the implementation
guides, technical specifications, and a conformity
assessment framework for the adoption of the
EEHRXF at the European level

expertise in PGHD collection®, integration with
EHR? and establishing need for standardization, for
example, the Holistic Health Record approach® adopted
by the iHelp project (URL: https://ihelp-project.eu/).

After the development of the IDERHA infrastruc-
ture, we will start with phase 6 for Monitoring and
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Table 2. Main EHDS initiatives and projects: Secondary use of data (EHDS2).

Initiative/Project

HealthData@EU pilot

TEHDAS1

Genomic Data
Infrastructure (GDI)

EUCAIM

DARWIN EU

Scope/Goal

Piloting an infrastructure for the
secondary use of health data

Standards

Extension of DCAT-AP:
HealthDCAT-AP

(Expected in early 2024)

Joint Action carried out by 25
European countries to develop
the European principles for the
secondary use of health data

Enabling access to genomicand  DCAT-AP
related phenotypic and clinical

data across Europe.

A pan-European digital federated

infrastructure of FAIR cancer- AP
related, de-identified, real-world

images.

Delivering real-world evidence OMOP

from across Europe on diseases,
populations and the uses and
performance of medicines.

Examined the standards for
health data discovery, as well
as enabling semantic and
exchange interoperability

OMOP, FHIR, DICOM, DCAT-

Lessons Learned

Proof-of-concept implementation?>, and
exploration of the legal landscape?®

Identification of technical and data
governance requirements for EHDS2
alignment?’

User journey, federated data access
scenarios?, connectivity with EHDS and EOSC

Development, benchmarking, testing, and
piloting of Al-based technologies for cancer
diagnosis and treatment?® and federated data
access scenarios®

Federated data analysis network operational,
participation in HealthData@EU Pilot, and
incorporating RWE in HTA*!

Table 3. Main EHDS initiatives and projects: Personal platforms.

Initiative/Project

Gravitate Health

AIDAVA

Scope/Goal

Foster personal health management
and adherence to treatment

Standards

FHIR
HL7 Vulcan

Lessons Learned

Personal Health Data Space®

Automating curation and publishing of DCAT-AP, SNOMED, FHIR, Personal Health Knowledge

Personal Health Data through Al

LOING, IPS & EEHRxF

Graphs (PHKG)*

Table 4. Main EHDS initiatives and projects: AI/ML in Cancer.

Initiative/Project

ASCAPE

iHelp

OPTIMA

UNderstand
CANCcer (UNCAN.
eu)

INCISIVE

Scope/Goal
Creating an open Al infrastructure enabling

deployment and execution of Al algorithms
locally and results to be shared

Personalized Health Monitoring and Decision

Support Based on Al and Holistic Health Records

for early identification and mitigation of risks
associated with Pancreatic Cancer

Enable shared decision-making using dynamic

computer-interpretable guidelines (CIGs), access

to broad data sets, Al algorithms and tools

Creating the UNCAN.eu platform

A multimodal Al-based toolbox and an
interoperable health imaging repository

Standards

EN/ISO 13606,
SNOMED (T,
LOINGC, HL7 CDA
& FHIR

FHIR

OMOP, FHIR,
DICOM

FHIR, DICOM,

SNOMED, LOINC

Lessons Learned

ML techniques in cancer®, PGHD
integration with EHR*

Collection, integration, and management
of health-related data from various sources
in standardized Holistic Health Records
(HHR)®

Federated network of data providers
on cancer, computer interpretable
guidelines®’

The blueprint for UNCAN.eu proposed to
set up a European Federated Cancer®®

Tailoring the legal framework, adopting
technological solutions for privacy-
preserved data collection, integration, and
harmonization, and how federated data
storage and sharing has been achieved®
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Table 5. Main EHDS initiatives and projects: EHDS2 supporting and interlinking activities.

Initiative/Project

XShare

HSBooster.eu

FHIR for FAIR -
FHIR4FAIR

Hospitals On FHIR

Data Spaces Support

Centre (DSSQ)

GAIA-X

International Data

Spaces Association

FAIRplus

European Health Data

Evidence Network
- EHDEN

Health Outcomes

Observatory - H20

EOSC life

HealthyCloud

Personal Health Train

GO FAIR

HEALTH-X dataLOFT

InteropEHRate

Sphin-X

Scope/Goal

Enable personal health data sharing through
EHRxF.

Standardization consultancy service to EU-funded
projects

Guidance on how HL7 FHIR can be used for
supporting FAIR health data implementation

Establishing Hospitals on FHIR network in Europe

Contribute to the creation of common data spaces

Initiative to develop a digital governance that can
be applied to any existing cloud/ edge technology
stack to obtain transparency, controllability,
portability and interoperability across data and
services.

Initiative to enable secure, sovereign data sharing
across companies and industries ensuring self-
determined control of data use for data providers

Increase the discovery, accessibility and reusability
of data from selected IMI projects, as well as
internal data from pharmaceutical industry

Building a large-scale federated network of data
sources standardized to a common data model,
following the FAIR approach

Create 'health outcomes observatories' that
will amplify the patient voice both in their own
healthcare and in healthcare systems more
broadly, by establishing a data governance and
infrastructure system initially in four European
countries

Create an open, digital and collaborative space for
biological and medical research with 13 Life Science
‘ESFRI' research infrastructures

Generating several guidelines, recommendations
and specifications that will enable distributed health
research across Europe in the form of a Ready-to-
implement Roadmap.

Giving controlled access to data, while ensuring
privacy protection and optimal engagement of
individual patients and citizens.

Open ecosystem for collaboration on FAIR data and
services organized in implementation networks

Implementing legitimized, open, and federated
datalLOFT platform and made accessible to citizens

Enabling patient-centered exchange of health
records

Enabling sovereign collaboration with health data
from solution provider via healthcare provider to
patient

Standards
EHRXF

International
Organization for
Standardization
(ISO) standards

FHIR

FHIR

Endorsement of
domain-specific
standards

OMOP

OMOP, FHIR

Metadata
standards per
domain

FHIR, SNOMED-
CT, IHE, Gaia-X
interfaces

FHIR

Lessons Learned

Personal Health Data Portability,
Standard and Policy development

Synergies between standardization
projects

Leveraging FHIR in health data
FAIRfication process

Preparing Hospitals for European
Health Data Space by introducing an
interoperability capabilities maturity
model*’

Definition of common requirements
and best practices on building data
spaces*®

Framework specification covering
compliance, trust, federation and
data exchange®

Framework specification for
data exchange and dataspace
interoperability*

Assessment of FAIR datasets to
ensure community reuse, guidelines
and tools on FAIRification, e.g. FAIR
cookbook*

Metadata on data sources in a
database catalogue*

Network of observatories,
standardized core outcome sets
for diabetes, inflammatory bowel
disease and cancer®’

Tools and best practices, e.g. Clinical
Research Metadata Repository,
Ontology Lookup Service*

Strategic agenda towards the
European Health Research and
Innovation Cloud (HRIC) - proposal
for five core services**°

Implementation reference for
decentral data analysis, FML
demonstrated®'?

Operational implementation
networks, e.g. on personal health
train>

Data Space implementation®*

End-to-end data integration
methodology and open protocol
specifications®®

End-to-end community and
ecosystem building
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Table 6. Main EHDS initiatives and projects: Ongoing and upcoming EHDS implementation projects.

Initiative/Project

TEHDAS2 (May 2024- December 2026)

Scope/Goal

Supporting the successful realization of the EHDS, where data would be available securely on

demand across borders for patient care (primary use) and for secondary purposes such as
research, innovation, and policymaking.

QUANTUM (January 2024 - June 2026)

Performing a mapping of existing data quality and utility principles, initiatives, and frameworks

(i.e. EMA/ Heads of Medicines Agencies (HMA), TEHDAS, EOSC-LIFE, Health Data Research UK's
data quality and utility framework, and relevant data principles, resources and tools (FAIR, FAIR

Cookbook, etc.)

EC and WHO/Europe agreement in
December 2023 (Harnessing health
data, 4-Year project funded by the
EU4HEALTH programme)

The project aims to strengthen health information systems and boost health data governance
and interoperability in Europe.

The initiative will be driven by the EHDS framework and principles to facilitate the use and
reuse of health data within the EU®®

Table 7. IDERHA alignment with EHDS2 requirements based on the TEHDAS results.

TEHDAS deliverable Scope

Deliverable 5.4: Options for governance models Data governance

for the European Health Data Space®®

Deliverable 7.2: Options for the services and
services architecture and infrastructure for
secondary use of data in the EHDS>

User journey

Standards and
interoperability

Deliverable 6.2: Recommendations to enhance
interoperability within HealthData@EU®

Deliverable 6.3: Recommendations on a Data
Quality Framework for the European Health
Data Space for secondary use®

Data quality

Data access
applications

Deliverable 5.3: Guidelines document for
multicountry data access applications,
including mutual recognition and cross-border
applications®

Evaluation (M&E) and fostering infrastructure use. We
will monitor the functionality of the IDERHA data
space and its alignment with the EHDS2 principles.
We will also aim to ensure the adoption of the EHDS
regulation for data access and sharing.

. We aim to provide a scalable open architecture
of IDERHA to support both the clinicians’ and
researchers’ journey in alignment with the EHDS2
data governance principles. We also plan to build
synergies with other EHDS2 projects (fulfilling phase
7) to implement, maintain, and scale IDERHA to
other medical domains.

The landscape of existing projects and
interoperability standards

The conducted comprehensive review explored the current state
and enabling environment for EHDS2. The following tables

Mapping to IDERHA

Understanding the EHDS2 legal interoperability and how it
might be used, customized or reflected to the IDERHA data
lifecycle and associated data governance models.

Adopting the proposed EHDS2 user journey, concepts, and
terminologies into the IDERHA patient/researcher scenarios
and overall architecture (see Figure 4).

Considering the recommended standards for data discovery
(DCAT-AP), enabling semantic interoperability (OMOP) and
data exchange (DICOM and FHIR).

Following the provided Data Quality Framework in developing
IDERHA's data quality approach.

Guiding in developing the IDERHASs data access approaches
with the EHDS2 perspective on data access and data permit
processes in different national settings.

summarize the main projects and initiatives shaping the EHDS,
the recommended standards for health data interoperability
in these projects, and the lessons learned that are relevant
to IDERHA. Table 1 addresses the main existing projects
shaping the MyHealth@EU using the European Electronic
Health Record Exchange Format (EEHRxXF)

and
that
key
and

Table 2 mainly addresses the HealthData@EU pilot
TEHDAS1 JA. It also introduces the other projects
support the EHDS2 implementation. The current
standards for EHDS2 are OMOP, FHIR, DICOM,
DCAT-AP.

Table 3 explores the projects that build personal platforms
that empower patients to take an active role in managing
and sharing his/her health data in alignment with the EHDS2.
The main standards used in the personal health data space are
FHIR, HL7 Vulcan, DCAT-AP, and others.
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Table 4 highlights similar EU-funded projects that utilize
Al and ML in the cancer domain. Besides using the OMOP,
FHIR, and DICOM standards, the iHelp and ESCAPE projects
adopt innovative approaches for personalized healthcare
through the integration of personal data with EHR.

Table 5 lists the major projects that support the implementation
and standardization of EHDS, in terms of”

- EHDS architecture and main principles, such as GAIA-X,
Data Spaces Support Centre — DSSC, etc.

- European research infrastructure, such as, EOSC life,

HealthyCloud

- Standardization, such as XShare, HSBooster.eu, EHDEN,
Hospitals On FHIR projects, etc.

- Data FAIRfication, such as FAIRplus, GO FAIR, etc.

Finally, Table 6 highlights the recently kicked-off projects
concerning the real-world implementation of the EHDS and
related technical needs.

Q

N

Discovery Permit
Mational Core Hodﬂuluu Core
oompom services wmpolnt accessbody services
use secondary use
of health data of health data
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IDERHA's minimum set of requirements for EHDS2
alignment

The TEHDAS JA developed the FEuropean principles for
the secondary use of health data with the involvement of
25 countries. The results of TEHDAS are currently adopted
to shape the HealthData@EU pilot project, mainly the user
journey®’. Similarly, we selected the relevant TEHDAS guide-
lines and recommendations that would be considered in
IDERHA (as listed in Table 7).

Figure 4 provides an overview of the IDERHA platform,
including its potential actors/components and their roles. Two
exemplary scenarios/data flows are presented for two types
of users: Researcher (federated data analysis use case) and
Citizen (own personal health data access). These processes
are aligned with the EHDS2 user journey, covering discovery,
permit, use, and results processes.

Figure 5-Figure 9 and Table 8, Table 9 provide the detailed
results of mapping the EHDS2 requirements to IDERHA using
the TEHDAS deliverables.

il

&

Results

IDERHA

integrating health data

£ FAIR Data Access
Management
ﬁ (GA4GH)
8 ="
—=
Usar & IDERHA chart
Potential = Researcher = IDERHA portal
types o IDERHA Clizen's mabile

o HeaRhcare professional
= Crizen appacation

processing !
P :
~ o8 L] :
] ,'r
ﬁ @-a o
Qs =
IDERHA central nade ADERHA Tederated node Data provider
= Hosptal

o Research centre

= Ctzen-controlied data
{£.9.. generated through
consumer devices)

Figure 4. IDERHA infrastructure in alignment with EHDS2 user journey, adapted from 57.
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Please rank the three aspects of IDERHA

alignment with EHDS2

Mapping IDERHA
1st architecture with
EHDS2 terminologies

Implementing the
recommended
standards by TEHDAS

Adopting the TEHDAS
o - e

B
»B

Figure 5. Mentimeter results ranking the main aspects for aligning IDERHA with EHDS2.

\What can IDERHA offer to EHDS2?
11 responses

proof of concept Proof of concept

Assessing data access requests. Seems poorly
explored, at least a structured approach.

ability)
Ai tools, proof of concepto, BEST practices

SPE pilot

An example of balance between privacy
protection and usable data sharing to enable
research

Proof of concept, regulatory streamlined
implementation, additional data cohorts, Al tools
(potentially, not sure about their generalization

Maybe best practices....

Al tools, proof of concepto, BEST practices

=0
»0

Figure 6. Mentimeter results - how can IDERHA shape the EHDS2 implementation (1/2).

The IDERHA data space

IDERHA adopts the principles of the EHDS2, and it is
oriented towards the Gaia-X principles (i.e., decentralization,
data sovereignty, federation) and developments of important
European initiatives (see Table 5). Thus, the IDERHA
architecture essentially relies on two core processes: (1) Data

Access Request and (2) FML Execution. The federated
architecture of IDERHA along with the associated Secure
Processing Environments (SPEs), alongside data FAIRification
meets the currently proposed EHDS2 user journey and serv-
ice requirements. In addition, the data governance model of
IDERHA is realized through synchronization and linking
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What can IDERHA offer to EHDS2?
11 responses

Al tools, proof of concept, best practice Al tools, proof of concept, best practices

0 0
w2
Figure 7. Mentimeter results - how can IDERHA shape the EHDS2 implementation (2/2).
SITRa BITRA STUDLES 258 serTEMmER 2073
Figure 3. TEHDAS' proposal on H @EU i e for
secondary use of health data (adaption of the EHDS legislative

Pproposal)

ADVANGING DATA Graphic by Topias Deal;ﬁli;sed on Juan Gonzélez-Gamla's;g:ign
SHARINGTO
IMPROVEHEALTH
FOR ALL IN EUROPE

Main findings of joint action Towards the
European Health Data Space 2021-2023

Data Partners

Patients Central node S i @ jm
]
A & 5
Data subject Core services ool e ;%q
An identifiable natural person to Technical services managed by the The data holder may be » ok
whom personal data relates. D 0 Selihes .mmm subjocts
£ °mﬂr§ﬁ:§ﬁm¢m. oF any orm‘niu!ian entrusted with
They Inolude the EU d the storage and management of
Trusted Research T ikide s Uttty oy [hanan
Environment (TRE) b i

Portal governance
& ‘ Federated nodes

Secure processing environment Health data access bodies (HDAB] Hational contact for the
(SPE) : . socandary mﬂmdmtnml F
An organisation which facilitates @ Researchers
A technical environment where the secondary use of data and is An organisational and technical
researchers can securely analyse responsible for granting access to gateway that facilitates the Deta veer
health data in a controlled space, health data and y use of An sntity that has been granted subjects
respecting privacy while advancing safeguards for its use. electronic health data. pecess to health data for its

scientific knowledge.

secondary use such as scientific
research and innovation.

* Terms used in IDERHA

Figure 8. Mapping the EHDS2 terminologies and concepts to IDERHA%".

between the Data Management Plan (DMP), the Data Protection We plan to implement the recommended standards for
Impact Assessment (DPIA), and the Data Sharing Agreements data discovery (DCAT-AP), enabling semantic interoperability
(DSA) with data partners. (OMOP) and data exchange (DICOM and FHIR). We will
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|
D |

IDERHA/EHDS2
User Journey

IDERHA Diagram

Standards for data
discoverability
(meta-data
standards)

Standards
Beacon, BEMRI MIABIS,

B
HealthDCAT-AP

CMM, DCAT-AF, ECRIN
CRMDR, FairSharing,
INSPIRE and PHIRI-HIP

O EMER mEs =

ioimage archive, CESSDA

e
‘
Standards Standards for ‘ IDERHA/
for semantic interoperable I EHDS2
interoperability communication Interoperability
Orphanet standards, DICOM, HL7 FHIR,
OMOP CDM, CDISC IDMP-SPOR and I
SDTM, SNOMED CT 150 8000 110
and LOINC '

Figure 9. Mapping the TEHDAS user journey and recommended standards to IDERHA®.

Table 8. Mapping the EHDS2 terms to IDERHA.

also investigate the possibility of implementing the exten-
sion of the DCAT-AP for health (HealthDCAT-AP) that is being
developed by the HealthData@EU pilot project. Furthermore,

SR M?gggl‘_lgl\to we build synergy with similar projects through the HSbooster.
eu activities and the European Health Data Evidence Network
Data User Yes (EHDEN) to share expertise in healthcare standards and inter-
Data subject Ves operability, es.pec%ally proposing extensions to standards de\{el-
opment organizations for PGHD and the need for addressing
Secure processing environment Planned the mapping challenges between the different standards, for
(SPE) example, mapping OMOP and HL.7 FHIR*.
Core services Yes . .
) As the EHDS infrastructure and requirements are still
Health data access bodies (HDAB) 18D evolving®, we will continue to share the lessons learned among
Data holder Yes the related projects, e.g., EUCAIM, GDI, HealthData@EU
pilot, TEHDAS?2, the European Federated Cancer Research
National contact point for the TBD Data Hub, and others (see Table 2).

secondary use of health data (NCP2)

Recommendations to International and European

Table 9. Mapping the EHDS2 recommended standards

to IDERHA.

EHDS2 Standards

Standards in

Organizations
For efficient implementation of the EHDS2 ecosystem, the
authors recommend establishing communication channels and

foster networking between all stakeholders, for instance:
Used

The EC can promote more collaboration and build

IDERHA synergy among EHDS projects, for example the HSbooster.

Data Discoverability TBD eu pilot prf)ViQes a f.ramework for gathering forces

for standardization. This model can be also extended

Enabling semantic Interoperability for the to build the EHDS2 community in addition to the EC
secondary use of health data OMOP CDM

planned activities for capacity building.
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- The WHO/Europe can provide designated EHDS
alignment toolkits, M&E framework, and an EHDS
atlas for locating the national health data access bodies,
data registries, projects, etc. matching with the WHO/
Europe digital health roadmap action plan for the WHO
European Region 2023-2030%. This is in addition to the
EU and WHO/Europe and the EC new partnership to
strengthen health information systems and boost health

data governance and interoperability in the WHO
European Region.
- The European Federation for Medical Informatics

(EFMI) can provide expertise for modeling and build-
ing an interoperability as a service layer to facilitate the
connectivity of data holders to the EHDS infrastructure.

The way ahead

The IDERHA project aims to provide a disease and use
case-agnostic framework for federated access and process-
ing of anonymized and pseudonymized health data, ensur-
ing data protection and sovereignty through state-of-the-art
privacy-preserving technologies. This work describes our plan
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to align IDERHA with the EHDS?2 requirements, including, user
journey, services and architecture, and standards. This described
framework for aligning IDERHA with EHDS2 requirements
can be used as a template for similar and upcoming projects.

The next step is to implement this plan and monitor the
outcomes. Concurrently, we will follow up the development
of the HealthData@EU to consider the new recommendations
for proper implementation of the regulation and better health
data interoperability. In addition, we establish a dialogue with
similar projects and related organizations to share expertise in
implementing the EHDS infrastructure. In this way, IDERHA
will actively participate in shaping EHDS2 as one of the first
pan-European initiatives.
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The article titled "Getting ready for the European Health Data Space (EHDS): IDERHA's plan to align
with the latest EHDS requirements for the secondary use of health data" by Hussein et al. offers a
comprehensive examination of the IDERHA project, a pan-European initiative designed to align
with the European Health Data Space (EHDS) regulations. The article primarily focuses on the
secondary use of health data, with lung cancer as the pilot project.

The authors systematically discuss the regulatory framework established by the EHDS,
highlighting the importance of standardisation and interoperability in health data management
across Europe. The article underscores the challenges and opportunities the EHDS regulation
presents, particularly the necessity for integrating heterogeneous data sources and implementing
robust data governance frameworks.
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A notable strength of the article lies in its thorough review of existing projects and standards that
inform the development of the IDERHA platform. The authors provide a detailed overview of the
technical requirements, including adopting standards such as OMOP, FHIR, and DICOM, while
addressing the challenges related to data discoverability and semantic interoperability.

The article employs a rigorous methodological approach, incorporating a combination of
literature review, expert consultations, and workshops. This methodology enables the authors to
present a well-rounded perspective on aligning IDERHA with EHDS requirements. Furthermore,
the article offers valuable insights into lessons learned from other projects, which play a crucial
role in shaping IDERHA's strategic alignment with EHDS2.

However, the article has room for improvement, particularly in terms of detail and readability. At
times, the content can be challenging to comprehend. I believe the following corrections and
improvements could enhance the article:
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. All references and corresponding links need to be carefully checked. At least references 32

and 33 in Table 3, along with their respective links, appear incorrect and do not lead to the
intended sources. While I did not check all references, the authors should undertake this
task thoroughly.

. The necessity of Figures 5, 6, and 7 is unclear. In my view, they are redundant. These figures

are not adequately explained in the text, and I believe their content could be more
effectively conveyed through regular text rather than as figures.

. The content and explanations of Figures 1-3 are well-constructed and comprehensible, as

are the explanations for Tables 1-6.

. On page 10, towards the end, the phrase "The following tables summarize ..." is somewhat

confusing. I suggest revising it to "Tables xx - yy summarise ... ".

. The lower part of Figure 4 contains text that is too small. This figure could benefit from a

more detailed explanation, clarifying what is depicted. If there are two types of users, it
would be helpful to explain how these users interact with the data shown in the figure.

. The content of Figure 8 could be more effectively presented as a table. Additionally, it would

be beneficial to explain why there has been a shift in terminology.

. Figure 9 is mainly illegible. Furthermore, this figure needs a textual explanation, which I

either missed or overlooked.

8.1find Tables 8 and 9 to be superfluous.

10.

. It might be helpful to provide more detailed explanations regarding the organised

workshop and the profiles of the experts who participated to lend greater credibility to their
assessments. As it stands, this aspect feels somewhat underdeveloped.

I also recommend elaborating on the contribution and significance of the IDERHA project. A
robust framework could be presented, emphasising the project's objectives (as outlined on
page 4), the path to achieving these objectives (Figure 3), and in the analysis and discussion
sections, summarising why this particular approach was chosen and what it is expected to
achieve.

In conclusion, I believe this article is index-able and have provided my subjective feedback for its
improvement.
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