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Abstract. It is not straightforward to reason about specific legal
concepts such as epistemic rights and duties, which are crucial in
Al systems that have to make autonomous decisions based on who
knows what, who is entitled to know, and under what conditions in-
formation should be shared or withheld. Such issues are central to
responsible Al, data governance, and regulatory compliance. A con-
crete application arises is in the context of the GDPR, where a data
subject has a right to know whether and for what purpose her per-
sonal data is being processed, creating a duty to tell for the controller
when asked. On the other hand, if the software used for the process-
ing is proprietary, the data subject does not have the right to know
its exact mechanisms, so her asking to know them does not create a
corresponding duty for the data controller.

In this paper, a shallow semantical embedding (SSE) of the Dy-
namic Logic of the Right to Know (LRK) in Higher-Order Logic is
presented. The embedding is proven faithful, and it is encoded and
experimented with in the Isabelle/HOL proof assistant. The SSE is
then used to reason with the GDPR example encoded in LRK.

The embedding of LRK differs from existing ones in how it rep-
resents the dynamic updating of the model: instead of performing
changes on the domain of possible worlds, the provided SSE main-
tains the accessibility and neighborhood relations within the context
of a formula. Updates are then handled by updating the relations,
while the domain of possible worlds stays the same.

The work presented in this paper contributes to the LogiKEy
knowledge engineering methodology and framework, which enables
experimentation with logics and logic combinations, with general
and domain knowledge, and with concrete use cases.

1 Introduction

Epistemic rights, such as the right to know, concern an individual’s
ability to access, receive, and control information, playing a crucial
role in our information-centric society [62]. Such rights raise critical
questions about transparency, accountability, and compliance with
legal frameworks and are increasingly relevant to Al systems that
handle personal data, make autonomous decisions, or mediate access
to information [59]. For example, the General Data Protection Reg-
ulation (GDPR) [26] establishes that the data subject has a right to
(or right of) access to some specific information, such as informa-
tion about whether her personal data is being processed, and if so,
for what purpose. As Article 15 puts it, the data subject has a right to
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obtain this information by asking for it. However, we also know from
Recital 63 [26] that this right should not adversely affect the rights
or freedoms of others, including trade secrets or intellectual prop-
erty and in particular the copyright protecting the software, meaning
that the data subject is not allowed to know this information. Reason-
ing with such an epistemic right is not straightforward, as it requires
formally representing dynamic knowledge changes, contextual de-
pendencies, and the interplay between obligations, permissions, and
prohibitions.

In this example, the right to know is a power as described in the
theory of normative positions based on the work of Hohfeld [34],
where power is characterized as the potential of the agent to execute
an action resulting in a change in the counterparty’s normative po-
sitions, for instance by creating a duty [46]. The Dynamic Logic of
the Right to Know (LRK) [42] is a logic that explicitly deals with
the right to know as a power to know whether something is the case.
LRK allows to represent and reason with scenarios where agents are
entitled to access certain information under specific conditions, an
issue highly relevant to the GDPR and to Al regulation. These reg-
ulations concern hundreds of thousand of entities for the procedures
of whom automation and transparent, explainable computational so-
lutions are highly valuable, and hence subject to very active research
within the field of Al and Law.

The objective is to enable machines to reason correctly and verifi-
ably on right to know issues, and to develop practical means to sup-
port this. However, neither LRK nor any other logic with a similar
purpose has been automated or applied yet. In this paper, we provide
a Shallow Semantic Embedding (SSE) of LRK and demonstrate that,
and how, this logic can be seen and elegantly handled as a fragment
of Classical Higher-Order Logic (HOL) [21, 8]. We show that our
embedding is faithful, that is, sound and complete, and we use it to
successfully encode and reason with the above GDPR example.

This work constitutes an important addition to the LogiKEy [15]
logic-pluralistic knowledge representation and reasoning methodol-
ogy represented in Fig. 1. LogiKEy’s unifying formal framework is
based on SSEs of ‘object’ logics (and their combinations) in HOL,
enabling the provision of powerful tool support: off-the-shelf theo-
rem provers and model finders for HOL [9], as provided, e.g., in the
proof assistant system Isabelle/HOL [50], are assisting the LogiKEy
knowledge engineer to flexibly experiment with underlying logics
and their combinations, with general and domain knowledge, and
with concrete use cases—all at the same time. The approach is capable
of supporting model checking, model finding and theorem proving,
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while continuous improvements of off-the-shelf provers and model
finders boost the reasoning performance in LogiKEy without further
ado. One particular focus of the framework is on ethico-legal appli-
cations [17] and normative reasoning [52]. At layer LO of LogiKEy,
HOL is serving as the underlying metalogic to encode (combina-
tions of) the object logics of layer L1, allowing for the expression
of domain theories at layer L2, which enables experimentation with
concrete applications and examples at layer L3. While the LogiKEy
methodology has been applied successfully to automate a number of
logics over the years, in this work we correctly encode a non-trivial
logic like LRK and we automate it for the first time.

The structure of the paper is as follows: Section 2 briefly recaps
HOL, and Sect. 3 sketches LRK. In Sect. 4 a shallow semantical em-
bedding of LRK in HOL is presented and discussed, and faithfulness
of the embedding is proved. Section 5 tests the embedding and uses it
for automating the above GDPR example. Section 6 discusses related
work and concludes the paper.

2 C(Classical Higher-Order Logic

Classical Higher-Order Logic (HOL), a polymorphic version of
Church’s type theory [21, 8], is sketched below (adapted from [5]).

Syntax of HOL. The synfax of HOL is defined by the grammar

8,t = Pa | Za | (ATaSp)a=s | (Sa=pla)s

where «, 8,0 € T and with 7 being a set of simple types defined
by a, 8 := 0| (a=p). Type o denotes truth values, ¢ individuals,
and = is the function type constructor. The P, are typed constants
symbols in the signature of HOL, and the z,, are typed variable sym-
bols (distinct from F,). Complex HOL terms are constructed from
given HOL terms via A-abstraction (A« Sg)a=ps and function ap-
plication (sa=gta)s, which both involve type constraints. HOL is
thus a logic of terms defined on top of the simply typed A-calculus,
and terms of type o are called formulas. The type of each term is
given as a subscript and may be omitted if obvious in context. As
primitive logical connectives we choose —o=0, Vo=so=>0, =a=>a=o
(short: =%) and Il (4= o) (short: II%). Other logical connectives
can be introduced as abbreviations resp. shorthand notations; e.g.
VZa o = II¥(AZa ) and — o 0m0= AZoAYo (- V y).1

1 Dot-notation is used in the remainder, where the scope opened by . is reach-
ing as far to the right as consistent with the formula structure. Moreover,
types may be omitted if obvious in context; we may thus write Az y. ~zVy
instead of AzoAyo(—Zo V Yo).

Semantics of HOL. A frame D for HOL is a collection {Dq }acT
of nonempty sets Dy, such that D, = {7, F'} (for true and false).
D; is chosen freely and D, g are collections of functions mapping
D, into Dg. A model for HOL is a tuple M = (D, I), where D is
a frame, and I is a family of typed interpretation functions mapping
constant symbols P, to appropriate elements of D,, called the de-
notation of P,. The logical connectives —, V, Il and = are always
given their expected standard denotations: I(—) = not € Do=o
s.t. not(T) = F and not(F) = T; I(V) = or € Dosomo Sit.
or(a,b) = Tiff (a = Torb = T); I(=%) = id € Da=a=o
s.t. Va,b € Dy, id(a,b) = T iff a is identical to b; I(I1*) = all €
Dia=o)=o 5:t. Vs € Damo,all(s) = Tiff s(a) = T foralla € Da.

A variable assignment g maps variables z, to elements in D,.
gld/x] denotes the ¢, that is identical to g, except for variable z,
which is now mapped to d. The denotation [s]*¢ of an HOL term
Sq on a model M = (D, I) under assignment g is an element d €
D,, defined in the following way:

[P0 = 1P

[za] ™" 9(za)

[(sa=pta)s]"™ " [sa=p] ™" ([ta] ™)

[(Azass)a=p]™? the f:Da—Dg s.t. forall d € Dq

F(d) = [sp]*to1/ e
It follows: [Vzapo ]9 = Tiff [p,]*914/) = Tforalld € D,.

In a standard model a domain D, g is defined as the set of all
total functions from Dq to Dg: Da=g = {f | f : Da — Dgs}.
In a Henkin model (or general model) [33] function spaces are not
necessarily required to be the full: Do=g C {f | f : Da — Dg}.
However, it is required that every term still denotes.

Term s, is valid in M under assignment g, denoted as M, g ="°"
S0, iff [so] 9= T. s, is valid in M, denoted as M """ s, iff
M,g E"" s, for all assignments g, and s, is valid, denoted as
E"° s,, iff s, is valid in all Henkin models M.

Due to Godel [31] a sound and complete mechanization of HOL
with standard semantics cannot be achieved. For HOL with Henkin
semantics sound and complete calculi exist, cf. [9, 12] and the ref-
erences therein. Each standard model is obviously also a Henkin
model. Consequently, when a HOL formula is Henkin-valid, it is also
valid in all standard models.

3 A Dynamic Logic of the Right to Know

The Dynamic Logic of the Right to Know (LRK), introduced in [42],
can be used to represent scenarios involving communication between
two agents, where information is communicated directly from the
sender to the receiver (indicated by s and r, respectively). Announce-
ments can only be made by the sender, and the receiver may ask ques-
tions. The behavior of the sender is subject to additional restrictions,
for instance coming from information security policies. The main
objective of LRK is to characterize and reason about the receiver’s
so-called power [46] type of right to know whether ¢, which means
that the sender is obliged to announce the answer if the receiver asks
the question whether ¢ is the case—the question itself creating the
duty which did not exist before. The main notions of LRK are intro-
duced as required for the rest of the paper; for details see [42].

Syntax of LRK. The syntax of LRK is defined by the grammar
(where p € PROP are atomic propositional symbols):

o, =plople—=¢|Up|Qp| Krp|Osp| [@? | [0t

Other Boolean connectives can be defined as usual, and the following
abbreviations are introduced: Rrp := U(Qp V Q—¢p), [r:¢? :=
(=R ANP)V (Rrp A [@?]0)), and [s: @!]th := (@ — [@l]1)).
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In LRK, U is the familiar universal modality expressing that “p
is true in all worlds”, while Q¢ is a technical modality that first
appeared in [60]. The fundamental idea that “The receiver has the
power to know the answer to the question ¢?” is captured by the
formula R, := U(Qy V Q). The expression K¢ means “The
receiver knows ¢”, while Q¢ stands for “The sender is obliged to
announce ”. The technical operators [¢?]¢ and [¢!]p are used to
define more complex operators. The concept that “After the receiver
has asked the question ¢7, ¥ holds” is represented by [r: p?]¢) :=
(=Rrp A Y) V (Rrp A [¢?]1)). Finally, the notion of truthful an-
nouncements is expressed by [s: ¢!]1) := (¢ — [@!]¥), which reads
as “After the sender truthfully announces ¢, it follows that ) holds”.

Semantics of LRK. An LRK model is a tuple M = (W, ~, =,
N, V), where W is a non-empty set of possible worlds, ~ and ~ are
two equivalence relations on W, N : Wi—p(p(W)) is such that
w € X foralw € Wand X € N(w), and V : PROP—p(W)
is a valuation function that assigns a set of worlds to each atomic
proposition. Vice versa, each world can be identified with the set of
propositions that are validated in it. A pointed model is a pair M, w
such that w is a state of M. For every state w € W, ~(w) denotes
the set {v € W | w ~ v}, and analogously for ~(w). The rela-
tion ~ is the epistemic indistinguishability relation of the receiver.
In what follows, the partition generated by the equivalence classes of
~ will also be denoted by =, and this partition ~ encodes the set of
questions to which the receiver has the power to know the answers,
as prescribed for instance by some given information security poli-
cies. N is a neighborhood function and each subset X € N (w) is an
ideal epistemic state for the receiver at w, i.e., the epistemic state X
is compliant with the given policies specified at w.

Given a model M = (W,~,~,N,V), for all w € W and
© € L, the satisfaction relation M, w = ¢ is inductively defined as:

M,wEDp iffw e V(p)

MwkE-¢ iff Myw e

M,wkE ¢ — iff Myw = por M,w =

M,wEUp iff VoEW,M,v =

M,wlE Qe  iff VoeW, w =~ v implies M,v = ¢

M,wE Ky iff VOEW, w ~ v implies M,v = ¢

M,wlE Qs ffVXEN(w), X C ~(w) implies X C [o]um

M,w = (o iff Moz, w = 4

M,w E oY iff My, w 1
where [p]m = {x € W | M,z = ¢} and M7 and M, are
defined as follows:

Mgr := (W, ~, =, Ny2, V) where for all z € W, Ny2(z) =
{X eN(x)| X Ce]mor X C[-¢]ar}; and

Mg := (W, ~y1, 2, N, V) where ~gi= {(u,v) € ~ | M,u =
piff M,v = p}.

The notion of validity, written as ¢, is defined as usual (cf.
Sect. 2). In addition, if the above conditions on ~ and ~ to be equiv-
alence relations are dropped and the extra condition on the neigh-
borhood function N is removed, M = (W,~,~, N, V) is called
an LRK™ model; all other definitions apply analogously. An LRK™
model thus constitutes a basic model structure, analogous to basic
logic K in the well-known modal logic cube, which leaves the ac-
cessibility relation between worlds unrestricted with regard to further
conditions such as reflexivity, symmetry, or transitivity.

The convention adopted by the authors of [42] is that an opera-
tor without an index serves only as a technical modality, such as U
or Q. The LRK semantics of R, is non-standard but straightfor-
ward: the receiver has the power to know the answer to ¢? if and
only if the partition = “settles” the question, meaning that each cell
in & lies entirely within either the truth set of ¢ or —y. Since Qp

':LRK

behaves as a normal modality for ~, this idea is precisely captured
by U(Qp V Q). The formula [r : p?]1) expresses that “after the
receiver asks 7, ¢ holds.” If the receiver does not have the power
to know the answer, nothing changes after [r : ¢7]. Otherwise, the
sender is obliged to answer, and model updating ensures that non-
answering epistemic states cease to be ideal. The dynamic operator
[©7?]1) captures what holds after this update, leading to the formal-
ization of [r:p?]y as (mRrp AY) V (R A [¢?]1)). The semantics
of K, and [s: ¢!]9 is standard, except that in M, links are deleted
between ¢ and —p-states rather than removing —-states from the
model. Note that NV assigns, to each possible world w, a set of ideal
epistemic states N (w): for Qs ¢, the sender is obliged to announce
o if it is “known” in all ideal epistemic states achievable through
further announcements, as X C ~(w) says that the ideal epistemic
state X must be achievable from the current epistemic state ~(w).

4 Modeling LRK as a Fragment of HOL

Before providing an embedding of LRK into HOL, a few words
about the SSE approach employed here are in order. An SSE of a
target logic into HOL provides a translation between the two log-
ics in such a way that the former is identified and characterized as a
proper fragment of the latter.> Once such an SSE is obtained, all that
is needed to prove (or refute) conjectures in the target logic is to pro-
vide the SSE, encoded in an input file, to the HOL prover or model
finder in addition to the encoded conjecture. The HOL tool can then
be used as-is to solve problems in the target logic, i.e. without making
any changes to its source code.

4.1 Shallow Semantical Embedding of LRK in HOL

In this subsection an SSE for target logic LRK in HOL is pre-
sented and faithfulness of the embedding is proved. To define our
SSE, the type of LRK propositions is mapped to HOL type 7 :=
y=vy=v=>0, where the following (additional) type abbreviations
are used: v := i=i=>0, v := i=((i=-0)=0) and o := i=-0. Note
how HOL type 7 captures the dependencies of LRK formulas on two
accessibility relations (of type 7y), a neighborhood function (of type
v) and on possible worlds (of type ¢). These dependencies are visi-
ble in the definition of their semantical evaluation in Sect. 3, and in
principle we could avoid the dependency of the second type -, since
only one of the accessibility relations is updated during semantical
evaluation while the other one remains fixed. In general, this idea to
explicitly capture and maintain relevant dependencies is analogous
to previous work [6, 7, 11], but a bit more complicated here, because
more dependencies need to be maintained and dynamically updated.

For each propositional symbol p* of LRK, the corresponding HOL
signature is assumed to contain a corresponding predicate constant
symbol p¥_, ., which is (rigidly) denoting the set of all those worlds
in which p® holds. The mapping |.| translates a LRK formula ¢
into a HOL term || of type 7. As first and second arguments such
a mapped HOL term || accepts indistinguishability relation terms
t, and g, and as third argument a neighborhood function term n.,,.
Finally, it takes a current world term w; with respect to which the
evaluation is performed. These dependencies are passed recursively
through the recursive evaluation structure captured in the definitions
below, and can be modified/updated on the fly. Such updates occur
when either the current world in the evaluation changes (this hap-
pens for the modal connectives U, @, Kr, and Q;), or when either

2 The SSE technique is not be confused with higher-order abstract syntax
[54]. For differences between shallow and deep embeddings see [29, 19].
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the neighborhood function (see [?¢]v) or the indistinguishability re-
lation ~ (see [!y]t) is modified. Since only one of the two indis-
tinguishability relations is modified recursively, while the other is
always kept fixed, the captured dependencies are not minimal and
could be reduced to just one indistinguishability relation of type T,
but we decided for the sake of clarity to represent both of them ex-
plicitly. As mentioned in Sect. 3, the connective () is a technical (nor-
mal) modality that is needed to define R,.. We keep this approach for
the SSE: since the semantics for R, ¢ is highly non-standard, the em-
bedding and proof would be much harder if R, were primitive in
the language.

The mapping |.] is defined recursively as follows:

kaJ =Ao=r (p’g) with Ag—r = ADoty @y My Wi . pW

[me] = mr=r @] With =727 = Aprtygynowi. ~(plgnw)

o = ] =—rorar @] [¥] With —rorsr=

AQrYPrtygynow;. ptgnw V Ptgnw
lUp| = Ursr| @] With Ursr = Aprtygynow;. Yos. otgno

\.Q‘PJ = QTiT LSOJ with QT:>T =

Aprtygynow;. Yvi. quuv — plgnu
|Krp| = Krr=r|@]| with Krror =
Aprtygynow;. Yo;. twy — ptgnu
05| = Qs ] With Qs = Aprtygynow;. VH,.
nwH — (Yv;. Hv — twv) — (Yu;. Hu — ptsnu)
[p?h0) = Prrmsr o] |86 with 2, =
A7ty gynow;. Ptq(UPDATENotgn)w
L] = lrsrar @] ¥ with lisr s =
A@7Y 7ty gy N w;. Y (UPDATET ptqn)gnw
where UPDATENptgn = Aw; Xo. nwX A ((Vv;. Xv — ptqno)
V (Vv;. Xv — —ptgnu)) and UPDATETptgn = Au,v;. tuv A
(ptgnu +— @tgnuv).

We first prove faithfulness of the embedding for the more gen-
eral LRK™ models and then extend the result to LRK models. This
two step approach is not only technically simpler, it also shows that
faithfulness results can be obtained for a wider class of models, in-
dependent of the particular constraints assumed for ~, ~ and N.

Lemma 1 (Faithfulness: LRK™ models). Consider an LRK™ model

M = (W, ~,x,N,V) and a HOL model M = (D, I) such that

1. the set of worlds W in M is identified with the domain D; in M,

2. for each p* € PROP of LRK, there is a constant symbol p% in
HOL s.t. forallw € W = D;: I(pE)(w) = T iffw € V(p"),

3. the HOL signature contains ~., =~ and N s.t. I(~y) = ~,
I(~,) = ~and I(N,) = N; ~ and = are the mentioned LRK
equivalence relations, and N is s.t. w € X forallw € W and
X € N(w), resp. I(IN ) satisfies Vw; VXo.(NwX — Xw).

Then, for all w € W, and X; not occurring free in L@J we have:

M, w = @ iff [ @) monmen N XM/ = Tin HOL

Proof. By induction over LRK formula ¢; we only sketch it here.
In the base case, where ¢ is pk € PROP, the statement follows
from semantical evaluation and assumption 2.
The cases for - and ¢ V 9 follow from the induction hypothesis.
In the case for Uy we need to show M,w [ Uy in

LRK iff [|Up)~n a2, N, X;]M9%/X] = T in HOL. Since
[Up]| A-converts into Aty qyn,w;.Vo;.| @ |tgno, the latter is equiv-
alent to [Vu;. [@]~vnymey N v M9/ X = T respectively to

[Vi. @]~y Ry Ny ]
assumption. This is equivalent to [| ¢ |~ ~2, N, X;]M9!
T for all w € D; by the semantics of HOL, which by induction
hypothesis, and since D; = W by assumption 1, is equivalent to
M,w | ¢ forall w € W in LRK. By the semantics of LRK it

9 =T, since X; is not occuring in | ¢ | by
w/Xi]

follows M, w |= U as intended.

The cases for Qy, Krp, and Q¢ follow analogously by semantic
evaluation, induction and the application of the assumptions.

In the case for [p!]y) we need to show M, w = [p!]t) in LRK iff
[T |~y No X )™, glw/X:] = T in HOL. This is equiv-
alent to [|¢ | (UPDATET |@|~r ey N 2y N, X, M9t/ Xl
T, since |[[¢!|Y] A-converts into Atygymow;.|®](UPDATET
lp]tgn)gnw. By definition, UPDATET |p|~~=2y N, A-converts
into Auivs. ~vquv A (lp]~yyNou — o]~y Nyo),
which by the induction hypothesis on ¢ and the assumptions cor-
responds to the updated accessibility relation ~,1= {(u,v) € ~ |
M,u | ¢iff M,v = ¢}. By this, the assumptions and the in-
duction hypothesis on ¢ we have [|1](UPDATET ||~~~y INy)
~, N, X9/ Xl — T equivalent to M1, w = 1.

The case for [p?]v follows analogously. O

Theorem 2 (Faithfulness: LRK models). Suppose that the require-
ments given for Lemma I are satisfied for all considered LRK models
M and HOL models M. Furthermore, let Ax be a set of HOL axioms
postulating the relation symbols ~., and =2, (the HOL counterparts
of ~ and =) to denote equivalence relations, and N, (the HOL
counterpart of N) to satisfy the condition Yw; VUy. (nwU —
Uw). Then, we have: =EBE o iff ax =HOL | o]

Proof. Corollary of Lemma 1; the additional LRK-conditions on ~,
~ and N are enforced by the axioms Ax postulated in HOL. O

4.2 Encoding into Isabelle/HOL

The presented SSE of LRK in HOL has been encoded in the proof as-
sistant Isabelle/HOL to enable automated reasoning with LRK for the
first time.® All necessary types can be modeled in a straightforward
way. We declare type i (using typedecl in Isabelle) to denote pos-
sible worlds and then introduce type aliases (using type_synonym)
for o, v, v and 7, as mentioned in Sect.4.1. Type bool represents (the
bivalent set of) truth values. Type o is the type for formulas inde-
pendent from a context, and type 7 relates formulas to their context,
which consists of an accessibility and a neighborhood relation. -y is
the type of the functions that are used to update the accessibility and
neighborhood relations.

The relations =2, ~, and N are declared as infix constant symbols.
~ defines the set of questions the receiver is allowed to know the
answers to, whereas ~ is the usual indistinguishability relation for
the receiver. The ideal epistemic state of the receiver is captured via
the relation N.

In order for ~ and ~ to be equivalence relations, we constrain
them to be reflexive, transitive, and symmetric:

axiomatization where til_ref: "Vw. w ~ w" and til_sym: "Vw
v.w~V—v~w"and til_trans: "VWVUW~VAV~U—
w ~ u" and dtil_ref: "Vw. w~ w " and dtil_sym: "Vwv.w v
— v w"'and dtil_trans: "VWvVvu wRVAVRuU—w=u"
and Nax: "Vw.VH. (NwH — Hw)"

The axiom Nax constraints the neighborhood relation N by stating
that all sets of worlds that are in the set of sets of worlds returned by
(N w) contain w itself. This implies that none of the sets is empty.
The operator for atomic propositions “(-) of type o=>7 checks
whether an atom p holds in a given world w:

abbreviation atom::"c=>7" ("“_") where "4

p=AXtqnw.pw"

3 The full sources of our encoding can be found at http://logikey.org in sub-
folder LRK (https://github.com/cbenzmueller/LogiKEy/tree/master/LRK).
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The formulas T and L are defined represent truth and falsity (inden-
dent of the given world):
abbreviation IrkTop::7 ("T") where "T = At qn w. True"
abbreviation IrkBot::7 ("_L") where "L = A\t q n w. False"
We then define the Boolean connectives that are primitive in LRK.
To distinguish between HOL connectives (e.g., —) and the lifted LRK
connectives (e.g., =), we use boldface fonts:
abbreviation IrkNot::"r=-7" ("—_"
where "—p = Atqnw. 7(ptqnw)"
abbreviation IrkImp::"r7=7=7" ("_—_")
where "p—1 = Atqnw. (ptqnw) — (Y tqnw)"
For convenience, we also define the remaining Boolean connectives
as abbreviations.
abbreviation IrkAnd::"r=7=7" ("_A_")
where "pAY = Atqnw. (ptqnw) A(tqnw)"
abbreviation IrkOr::"r=7=7" ("_V _")
where "pVyY = Atqnw. (ptqnw) V(P tqnw)"
abbreviation IrkEquiv::"r=7=71" ("_<>_")
where "> = Atqnw. (ptqnw)— (P tqnw)"
To build formulas in LRK, embeddings of the specific connectives of
the logic are needed (see Sect. 3). Here, U is the universal modality,
Rr represents the right to know of the receiver, Kr the knowledge of
the receiver, Os the obligation of the sender to announce something
truthfully, Q is a technical modality.
abbreviation IrkU::"7=7" ("U _")
where "Up = Atqnw.Vv.potqnv"
abbreviation IrkQ::"7=7" ("Q _")
where "Q o = Atqnw.Vv.(qwVv) — (ptqnv)"
abbreviation IrkRr::"7=7" ("Rr _")
where "Rr o = Atqnw.Vva.Vv.(qvav) —
(ptqnv)V (Vv.qvav — (mptqnv))"
abbreviation IrkKr::"7=-7" ("Kr _")
where "Krp = Atqnw.Vv.(twv) — (ptqnv)"
abbreviation IrkO::"7=7" ("Os _") where
"Osp =AXtqnw.VH.(nwH) —
Vv.HVv—(twvVv) — (Vi Hi — (ptqni)"
Formulas [¢7?]p and [p!]e are defined using the dynamic updates
mentioned above, and they are then used to encode [r : p?]1) and
[s: 019
abbreviation IrkQuestion::"r=7=7" ("[_7]_")
where "[p?]1) = Atqnw. (3 tq (update_ N o ntq) w)"
abbreviation IrkExclamation::"r=7=7" ("[_!]_")
where "[p!]Yp = Atqnw. (¢ (update_t pntq)gnw)"
abbreviation IrkAfterQuestion::"r=7=7" ("[r:_?]_")
where "[1:021¢) = (M Rr ) A9) V (Rr @) A [p?)"
abbreviation IrkAfterExclamation::"r=7=7" ("[s:_!]_")
where "[s:p!]) = = [p!Y"
Update of the accessibility relation and neighborhood function is:
abbreviation update_t::"T=>v=>y=>y=>7"
where "update_tontq=Auv.tuvA(ptqnu+— ptqnv)"
abbreviation update_N::"T=v=y=y=0"
where "update N ontq=AwAX.nw X A
(Vv. (X v — (ptgn ) V (Y v. (X v — (=) tqnv))))"
Finally, the notion of validity is embedded, and the initial accessi-
bility relations ~, ~ and neighborhood function N are used for this.
Their value is then updated when the operators [¢?]¢ and [¢!]¢ are
used in the evaluated formula.
abbreviation IrkValidLocal::"7=-i=-bool" ("|_| ")
where "¢ |, = ¢ til dtil N w"
abbreviation IrkValidGlobal::"7=-bool" ("[_]")
where "|¢| =V w. @ til dtil N w"

@uestions of receivea [SSE of LRK in HO]D @ights/duties to chec9 [Scenario Conmaima
Encode LRK constraints

Encode LRK question

—»{ Encode right/duty after question }4—

Run sledgehammer to
check if right/duty holds

|

No Run nitpick to search
for counterexample

Other rights/duties
to check?

Other questions
of receiver?

Figure 2. Workflow diagram
5 Case Study: GDPR Scenario

In a first experiment, the SSE of LRK in HOL has been tested by
checking that relevant propositions, semantic results and the axioms
postulated for LRK in [42] are actually implied in the embedded
logic as expected; see the online repository mentioned in Footnote 3.

A second experiment demonstrates the use of the embedding on
the GDPR example introduced in Sect. 1. This example has been
represented in LRK and encoded in Isabelle/HOL using the shal-
lowly embedded logic. Recall that according to the GDPR, a data
subject has the right to access some specific information: for in-
stance, whether her personal data is being processed, and if so, with
what purpose [26]. However, this right should not adversely affect
the rights or freedoms of others, such as the copyright protecting the
software used to process data.

Consider the following situation: a data controller processes the
personal data of a data subject with the purpose of optimizing adver-
tisement placement. In doing so, the controller uses proprietary soft-
ware using mechanism X. When the data subject asks the controller
whether her personal data is processed and if so, whether this hap-
pens in order to optimize what advertisement she sees on the website,
the questions create the controller’s duty to answer them. However,
due to the software being proprietary, the controller has a duty to not
tell whether it applies mechanism X. Hence when the data subject
asks about it, according to the GDPR, this question does not estab-
lish the controller’s duty to tell.

The workflow is portrayed in Fig. 2: for each question of the data
subject ds to the data controller dc, we check which rights or duties
hold using the SSE of LRK in HOL on the encoded scenario. Results
of proven and disproven rights and duties after each new question are
reported in Table 1. The proposition “the data is processed by dc” is
represented by propositional variable pa; “the data is processed with
the purpose of optimizing advertisement placement” is represented
by pb; and the proposition “the software used by dc uses mechanism



Figure 3. Initial model (left) — pa? Updated Model (middle) — pa?pb? Updated Model (right)

X" is represented by pc. The situation is displayed in Fig. 3 (left):
states are identified by 3-bits sequences, corresponding to the value
of pa, pb, and pc, respectively. We are in state 111, where all three
propositions are true. The indistinguishability relation ~ is indicated
by the straight line, whereas the equivalence relation ~ (the right of
ds to know whether pa, and whether pb) is pictured by the rectangles
with the rounded corners. Finally, for every state s, neighborhood
function Vs contains every subset H such that: (1) H contains s
itself; (2) H is contained in a shaded area (corresponding to what the
dc is obligated to announce); and (3) H is not contained in one of the
dashed rectangles (ds is prohibited to know pc).

We start to encode the scenario by declaring constants of type o
for the three propositions and constants of type ¢ for the eight differ-
ent worlds, each representing one combination of values of pa, pb,
and pc. The worlds are named with letters from a to h, where a corre-
sponds to assignment {pa = 0, pb = 0, pc = 0} and h corresponds
to{pa=1, pb=1, pc=1}.

consts pa::o pb:io pciio axi bui ocii diioeni fiiiogni hei
Next, this initial model is represented in the embedded logic. This
includes ensuring the distinctness of the eight worlds, as well as
declaring the truth values of each of the propositions in each pos-
sible world (axioms aa—ah). Moreover, we define the elements that
are included in the accessibility relations ~ and = (axioms till—
til8, dtil1-dtil10) and neighborhood function (axiom Neigh). The
~ relation initially contains all possible pairs of worlds. Since ~ is
reflexive, transitive, and symmetric, not all pairs of worlds need to be
listed explicitly. To define N and =, we rely on what ds is allowed
to know, or forbidden to know.

axiomatization where

a0:"(Vx. (x=aVx=bVx=cVx=dVx=eVx=fVx=gVx=h))" and
a00:"(Vx. (x=a — —(x=bVx=cVx=dVx=eVx=fVx=gVx=h)))" and
a0l:"(Vx. (x=b — —(x=aVx=cVx=dVx=eVx=fVx=gVx=h)))" and
a02:"(Vx. (x=c — —(x=aVx=bVx=dVx=eVx=fVx=gVx=h)))" and
a03:"(Vx. (x=d — —~(x=aVx=bVx=cVx=eVx=fVx=gVx=h)))" and
a04:"(Vx. (x=e — —(x=aVx=bVx=cVx=dVx=fVx=gVx=h)))" and
a05:"(Vx. (x=f — —(x=aVx=bVx=cVx=dVx=eVx=gVx=h)))" and
a06:"(Vx. (x=g — —(x=aVx=bVx=cVx=dVx=eVx=fVx=h)))" and
a07:"(Vx. (x=h — —(x=aVx=bVx=cVx=dVx=eVx=fVx=g)))" and

aa:"—|“paj, A =[*pbJs A = “pc|." and

ab:"=|“pa)y, A =[?pb]y A [“pcs" and

ac:"—|“pal. A [“pb]c A =|*pc]." and

ad:"—|“pala A |pbla A [“pc]s" and

ae:"|“pae A —=[“pbl. A =|[“pc)." and

af:"|“pal; A —[*pb]; A [“pc] ;" and

ag:"[“palg A [?pbly A = *pc)," and

ah:"|“paln A |*pb]n A [*pc|n"and

till:"a ~ b" and til2:"b ~ c" and til3:"c ~ d" and

til4:"d ~ e" and til5:"e ~ " and til6:"f ~ g" and

til7:"g ~ h" and til8:"h ~ a" and dtill:"a = b" and

dtil2:"c =~ d" and dtil3:"e =~ f" and dtil4:"g =~ h" and

Questions Proven rights/duties Disproven rights/duties
Rrpc
_ Rrpa Ospa
Ry pb Ospb
Ospc
r:pa?| Rrpa r:pa?| Rypc
pa? r:pa?] Rypb r:pa?] QOspb
r:pa?] Ospa r:pa?] Ospc
r:pb?]|([r:pa?] Rrpa)
pa?pb? r:pb?]([r:pa?] Rypb) [r:pb?]([r:pa?] Rrpc)
L r:pb?]([r: pa?] Ospa) [r:pb?)([r:pa?] Ospc)
r:pb?|([r:pa?] Ospbd)
r:pc?|([r:pa?] Rrpa) r:pc?|([r:pa?] Rrpc)
pa?pc? r:pc?]([r:pa?] Rypb) r:pc?]([r:pa?] Ospb)
r:pc?]([r:pa?] QOspa) r:pc?]([r:pa?] Qspc)

Table 1. Proven and disproven rights/duties at each new question

dtil5:"—(a = c¢)" and dtil6: "—(a = ¢)" and dtil7:"—(a =~ g)" and

dtil8:"—(c = e)" and dtil9:"—(c =~ g)" and dtil10: "—(e =~ g)" and
Neigh: "Vw. VH. (N w) H +—

(H w A(— (check_subset H (Ax. (x=a V x=c V x=¢ V x=g)))) A

(— (check_subset H (Ax. (x=b V x=d V x=f V x=h))))))"

In the initial model (Fig. 3 (left); Table 1 (first row)), the following
LRK literals for rights hold in world h: R, pa (ds has the right to
know whether pa) and R, pb (ds has the right to know whether pb),
while R, pc does not hold (ds does not have the right to know pc).
In the encoded SSE, we prove that LRrApaJ , and LRrApr n hold
using sledgehammer, and using nitpick we find counterexam-
ples for LRrAch e LOsApaJ b LOsApr ,, and LOsAch ,, (dc has
no obligation yet to announce anything).

Next, ds asks whether pa holds and we show that the up-
dated model changes dynamically as expected; see Fig. 3 (mid-
dle) and Table 1 (second row). In the pa? updated model, ds
(still) has the right to know whether pa holds and now it is
obligatory for dc to announce it. Also, ds (still) has the right to
know whether pb holds, but not whether pc holds. In the encoded
SSE, we use sledgehammer to prove that Hr:Apa?] RrApaJh,
L[T:Apa?} RTApr ,» and Hr:Apa?] OsApaJ , hold.

Then, if now ds asks whether pb holds, the model is again updated;
see Fig. 3 (right) and Table 1 (third row). In the pb? (after pa?) up-
dated model, ds still has the right to know pa and pb, and no right to
know pc. The obligation for dc to announce pa remains, and now it
is also obligatory for dc to announce pb. We find proofs for these for-
mulas to hold in the encoded SSE: Hr:Apb?} ([T:Apa?] RrApa)J e
L[T:Apbﬂ ([T:Apa?} RrApb)Jh, L[T:Apb{.]] ([T:Apaﬂ OsApa)Jh,
Hr:Apb?} ([T:Apa?} OsApb)Jh.

However, if after asking whether pa holds, ds demands to know
also pc, no obligation for dc to announce pc arises, since ds does
not have the right to know pc. Hence, after this question the model
is still as in Fig. 3 (middle); see also Table 1 (fourth row). We
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show that asking whether pc holds does not result in an obliga-
tion for dc to announce it, while the right of ds to know pa and
pb, but not pc, as well as the obligation for dc to announce pa re-
main. As expected, the LRK formula [r : pc?]([r : pa?] Ogpc) stat-
ing that after such questions dc is obligated to announce pc is dis-
proven: in the encoded SSE nitpick provides a counterexample to
L[T:Apc?] ([T:Apa?} OsApc)Jh, where N h = {g, h}. To under-
stand this, notice that in LRK the formula unfolds to (=R, pc) A ([r:
pa?)(Qspe)) V ((Rr pe) A ([pe?]([r:pa?](Ospc)))). Since ds does
not have the right to know pc, = R,. pc holds and we consider the
first part of the disjunction (=R, pc) A ([r: pa?](Qspc)). Formula
([r:pa?](Ospc)) corresponds to ((—R, pa) A (Qspc)) V (R, pa A
[pa?]Ospc). Ry pa holds, so we only need to check that [pa?]Qspc)
is falsified by the provided counterexample with N h = {g, h}. No-
tice that Ospc would imply that since g ~ h, then pc holds for all
worlds in {g, h}. However, pc does not hold in world g, which cor-
responds to the evaluation pa = 1, pb = 1, pc = 0. Consequently,
the original LRK formula [r : pc?]([r : pa?] Ospc) does not hold in
the current world.

6 Related Work and Conclusion

The right to know is a form of legal right called an epistemic
right [62]. Implementing logics for epistemic rights is increasingly
important for Al systems, as they now frequently operate in domains
where access to information is governed by legal, ethical, or institu-
tional norms [59]: an intelligent agent must not only manage and
reason about knowledge but also respect who is entitled to know
what and when, for example when handling health data [28]. Stud-
ies on the logical analysis of legal rights include [37, 44, 45, 36],
with more recent works exploring power-type rights in [46, 58, 25].
These works focus on general rights, while a specific logic for epis-
temic rights is LRK, the Dynamic Logic of the Right to Know [42],
that we mechanized in this paper. One reason such a specific logic is
needed is that certain reasoning patterns are valid for epistemic rights
but not for general rights.* As noted by [25], there are two main ap-
proaches to formalizing legal power: the first [37, 44] defines power
in terms of obligations, permissions, and actions; while in the second
approach [45, 36] power cannot be reduced to static normative posi-
tions, aligning with Hohfeld’s original distinction (see [46]). In LRK,
the second approach is followed, as the power to know is treated as a
notion distinct from obligatory announcements.

Dynamic Epistemic Logic (DEL) is is a family of modal logics of
model change, and the type of public announcements used in LRK,
removing links and not states, originates from [27] and can be repre-
sented as arrow updates [38]. LRK is also related to logics of ques-
tions [32, 60] and inquisitive semantics [22]. Other works that use
deontic logic for epistemic actions include [4, 2, 43].

The work presented in this paper follows the LogiKEy methodol-
ogy outlined in [15, 14]. This approach has focused on using SSEs
in HOL [6] to enable knowledge engineers to explore and experi-
ment with different object logics and their combinations, integrating
both general and domain-specific knowledge. Other works based on
LogiKEy are for example [17, 53], and work in [52, 51, 16, 18, 13]
specifically focuses on SSEs of deontic logics. Work in [11] presents
an SSE of Public Announcement Logic (PAL), where the embedded
formulas depend only on evaluation domains, while additional pa-
rameters that are more complex to maintain and update are needed

4 As observed in [42], consider, e.g., Rr-p — R,r—p, which is valid in LRK,
but would be counterintuitive for operator R,p interpreted as a general
power-right.

for LRK. Another contribution of this paper has been to show that
the LogiKEy approach scales well to support the embedding of a
non-trivial logic like LRK. Of course, the automation of non-trivial
object logics such as LRK with HOL argumentation tools will even-
tually reach its limits, while specialized LRK provers may ultimately
still be responsive. However, it should be noted that developing pow-
erful native LRK provers and model finders is a very ambitious task.
And if such tools eventually exist, they can also be integrated into
our LogiKEy framework as additional external tools.

The SSE approach has been specifically employed for the automa-
tion of quantified modal logics [10]. A variety of other methods are
available for automated reasoning in modal logics. For propositional
modal logic it is possible is to use encodings to SAT [57] or to SMT
solvers [1]. Authors have provided resolution calculi for modal log-
ics [47, 49] and corresponding model construction algorithms [35]
that are implemented in the resolution-based multimodal logic prover
KSP [48]. Algorithms for unification in modal logics exist [3], as
well as syntactic abstraction methods [24] to reason about first-order
modal logics. Authors in [61] studied how DEL models can be faith-
fully represented as knowledge structures for symbolic model check-
ing with an approach based on Binary Decision Diagram reasoning.

There are also a number of tools that can be used for legal rea-
soning and compliance checking, for instance implementations of
Answer Set Programming (ASP) [40], its extension implemented in
DLV [41], implementations of defeasible deontic logic [39, 23], or
PROLEG (PROlog based LEGal reasoning support system) [56]. A
survey of automated reasoners for compliance checking can be found
in [55]. However, none of these can explicitly represent epistemic
rights such as the right to know.

Compared to other approaches for automating a logic, the SSE
approach offers several advantages: (1) it handles all conversions di-
rectly within HOL, making the encoding concise and readable; (2) it
naturally extends from propositional to first-order and higher-order
logic, enabling more expressive reasoning; (3) it supports deep and
shallow embeddings [19] and mechanized faithfulness proofs be-
tween them; and (4) it benefits from state-of-the-art theorem provers
and model finders integrated with Isabelle/HOL [20]. In general, this
approach may have a performance loss compared to domain-specific
solutions, but not always [30].

To the best of our knowledge, this work presents the first automa-
tion of a logic capable of reasoning about the right to know. The
SSE approach enables us to represent and experiment with the right
to know by effectively handling model updates, as shown in the dis-
cussed GDPR use case. Directions for future research include apply-
ing the embedded logic to represent other use cases involving epis-
temic rights, and extending the embedding to multi-agent scenarios,
with multiple sender and receiver agents, possibly with overlapping
roles. Another important direction that is often required in practical
applications is to combine LRK with other logics, such as doxastic
or temporal logics, for more expressive reasoning: the meta-logical
nature of the LogiKEy framework supports such combinations.
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