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Abstract

“Pig butchering” represents a sophisticated form of cyber-enabled social engineering that combines elements of romance
and investment scams. Although existing literature focuses on victims’ experiences, there is a lack of understanding regarding
how scammers are trained to implement these strategies. To this end, we analysed a unique data source, scam manuals (i.e.
documents guiding scam operations), to uncover the psychological and communication theories that inform their use. Our
findings reveal that scammers systematically exploit interpersonal communication, relationship, and motivational tactics to
gain victims’ trust and commitment, and to manipulate their self-growth needs. We propose a unified stage model that maps
and links psychological and communication theories across the scam stages. We discuss how our model contributes to the
broader cybersecurity literature by informing the design of more targeted prevention and intervention strategies that address
the human vulnerabilities exploited in advanced cyber-enabled crime.
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Introduction

Digital technologies and information systems have transformed
the way we connect and interact with others. However, this ad-
vancement often compromises security and attracts global cyber-
crime [1]. Among the most prevalent security threats are online
scams, which collectively resulted in staggering financial losses
of nearly $10 billion in the USA in 2023 alone [2]. Within the
growing spectrum of cybercrime, investment and romance scams
emerge as particularly pernicious, as they prey on victims’ fi-
nancial aspirations and emotional vulnerabilities with alarming
precision [3].

Building on the success of these two types of scams, a new,
more sophisticated cyberthreat is on the rise: Sha Zhu Pan (F7&
#L). This type of scam, originating from China, likens victims to
pigs that are “fattened” before being “butchered” financially [4].
In other words, Sha Zhu Pan involves scammers who build long-
term trust through online relationships before luring victims into
fraudulent (often crypto) investments [5,6].

The scale and impact of these scams are staggering. In 2024
alone, the FBI’s Internet Crime Complaint Center (IC3) reported
a 66% increase in losses, with a total of USD 9 billion lost to
cryptocurrency fraud [7], while a single fraud operation recently
accounted for “$15 billion in seized cryptocurrency [8]. On a
global scale, Sha Zhu Pan scams have netted criminal networks
an estimated $75.3 billion since January 2020 [9] and caused
individual victims to lose an average of $§155117 [10]. In some
cases, the financial impact is so severe that victims have lost
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their life savings or, in extreme cases, have even resorted to
suicide [11].

Although prior research has documented the operational
stages of these scams [12] and identified certain persuasive
techniques [13], the psychological mechanisms that make these
scams so compelling remain under-theorized. While some stud-
ies describe scammer behaviors in detail [6], they often lack
a psychological framework that explains why these tactics are
so effective at manipulating victims’ emotions, cognition, and
decision-making processes. This absence of explicit psychologi-
cal theorization—such as models of motivation, attachment, and
relationship development—limits our ability to understand how
attackers systematically exploit human vulnerabilities in digi-
tal environments. Without this theoretical grounding, efforts to
develop targeted prevention, detection, and mitigation strate-
gies within cybersecurity remain constrained. As such, a deeper,
theory-driven understanding is essential to move beyond sur-
face observations and uncover the strategic patterns that make
these scams so compelling and destructive in their impact. As
such, a deeper, theory-driven understanding is essential to move
beyond surface observations and uncover the strategic patterns
that make these scams so compelling and destructive in their
impact.

Furthermore, integrating communication theories along-
side the psychological is crucial, as they can provide unique
insights into scammers’ information-sharing patterns, trust-
building techniques, and interpersonal dynamics. While such
theories have been applied to explain scammer strategies
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in studies of romance and investment scams [14,15], they
have yet to be fully explored in the context of Sha Zhu Pan
scams, where sustained communication is central to the scam’s
success.

Adding to these limitations, previous studies [e.g. 16,17] have
primarily relied on secondary sources, such as victim narratives
and court documents, rather than first-hand data from scam-
mers, such as scam manuals that entail instructions for scam op-
erations. As alluded to by Wang and Zhou [13] and Wang [18],
these manuals are believed to offer detailed, step-by-step in-
sights into how scammers design and execute manipulation tac-
tics to exploit their victims. Despite their potential to illuminate
the scam’s underlying goals and tactics from the scammers’ per-
spective, these scam manuals have yet to be systematically uti-
lized in the literature. Consequently, the present study aims to
address the previously motivated gap in understanding the psy-
chological and communicative theories underpinning Sha Zhu
Pan scams by examining scam manuals. Building on this founda-
tion, our study seeks to answer the following research questions

(RQ):

RQ1: What psychological and communication theories under-
lie the manipulation tactics found in Sha Zhu Pan scams?

RQ2: How do scam manuals guide the application of psycho-
logical and communication theories across stages of Sha
Zhu Pan scams?

RQ3: What relationships exist between the psychological and
communication theories outlined in Sha Zhu Pan scam
manuals?

To answer our research questions, we analysed 26 scam manu-
als using qualitative content analysis [19]. In doing so, we identi-
fied scammers’ strategies and linked them to underlying psycho-
logical and communication theories. Additionally, we explored
how these theories interrelate and work together to achieve the
scammers’ broader manipulation goals across stages. As a result,
we propose a unified stage model providing a comprehensive the-
oretical understanding of Sha Zhu Pan scammers’ tactics for ex-
ploiting humans.

Our analyses reveal that these scams strategically weave seven
psychological and communication theories, such as the So-
cial Penetration Theory (SPT) [20] and Self-Determination The-
ory (SDT) [21], into their manipulative tactics at various stages
of the scam. These findings have practical implications. First,
our unified stage model helps law enforcement and cyberse-
curity practitioners anticipate and disrupt scams; second, it
guides the design of targeted educational and technical safe-
guards to mitigate harm, even as artificial intelligence (Al) en-
ables highly personalized and scalable attacks at an even larger
scale [22].

The paper proceeds as follows. We begin with Background and
related work to situate the study within existing research on Sha
Zhu Pan scams. Methdology then describes our data collection and
analytical approach. Dissecting the psychology behind scam man-
uals presents findings aligned with the scam’s sequential stages.
Finally, Discussion addresses implications, limitations, and direc-
tions for future research, and Conclusion summarizes key contri-
butions.

Background and related work

Evolution

Sha Zhu Pan scams, which originated in China in the early 2010s
[23], have grown into a global phenomenon [24]. As these scams
have expanded worldwide, has gained traction in scholarship, me-
dia, and law enforcement, though the label remains deeply prob-
lematic. As Whittaker et al. [4] point out, the phrase is a direct
translation of a vulgar Chinese metaphor, and its imagery dehu-
manizes victims by casting them as animals destined for slaugh-
ter. Such framing risks reinforcing stigma and fostering victim-
blaming attitudes, particularly in contexts where victims are al-
ready reluctant to report due to shame or fear of ridicule. Con-
cerns over the harm caused by the terminology have led a num-
ber of scholars, advocacy groups, and international organizations
to recommend abandoning the label in favor of more neutral de-
scriptors. Terms such as “cryptocurrency investment fraud” [e.g.
6,25], “romance baiting” [e.g. 5,26], “hybrid romance investment
scam” [27], and “hybrid investment fraud” [6] have been pro-
posed, though none have yet achieved consistent uptake or pre-
cise definitional scope. In this article, following Wang and Zhou
[13], Wang and Topalli [12], and Wang [28], we retain the origi-
nal Chinese term Sha Zhu Pan only to ensure clarity for readers
and alignment with the existing literature, while acknowledging
its troubling implications. Wherever possible, we employ more
neutral language to reduce the risk of stigmatization and to em-
phasize that responsibility lies with perpetrators rather than vic-
tims.

As such, Sha Zhu Pan is a sophisticated scam that combines el-
ements of romance and investment scams. In this scheme, scam-
mers initially connect with victims on social media or dating plat-
forms, transition to private messaging, and eventually entice them
into fake (crypto) investments, promising high returns [13,28].
Through simultaneously exploiting emotional vulnerabilities and
financial aspirations, these scams manage to extract substantial
sums from victims who often remain unaware of the deception
until it is too late [5,13]. Over time, the tactics for luring victims
have evolved, particularly since expanding into Western countries
after 2018, as scammers broadened their approaches to target a
broader range of victims [13]. While romantic manipulation re-
mains central to many operations, scammers now also pose as po-
tential friends, business associates, mentors, or casual acquain-
tances through various online platforms and chat groups [6]. The
adaptability of relationship building allows scammers to maintain
prolonged engagement with victims while tailoring their tactics to
different cultural contexts and demographic groups.

Furthermore, their technological advancements have fueled
their global spread. Scammers employ tools such as fake so-
cial media profiles, Al-powered face-changing software to im-
personate others in real-time video calls or prerecorded mes-
sages, translation software to overcome language barriers, vir-
tual private networks to mask locations, and encrypted messaging
apps such as WhatsApp and Telegram to maintain trusted/private
channels of communication with victims [12]. These technolo-
gies support a corporate-like operational structure where special-
ized teams collaborate across roles, including victim communica-
tion, fake customer support, IT specialists developing fake invest-
ment platforms, and money-laundering groups managing illicit
funds [12]. This combination of technological sophistication and
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psychological manipulation ensures the sustained success of Sha
Zhu Pan scams across cultural and technological landscapes.

Unfolding the stages

The process of cultivating trust in Sha Zhu Pan scams generally un-
folds through a series of carefully organized stages, each designed
to deepen the victim’s engagement and vulnerability. Previous
work has established, and our analysis of scam manuals aligns
with, the notion that the scam operates through three stages,
namely: hunting, raising (also known as grooming or nurturing),
and killing (or harvesting) [13].

The first stage begins with scammers relying on databases
of potential victims, which are independently established or ac-
quired through identity brokers [12]. Alternatively, scammers may
conduct their own information gathering and screening, primarily
using social media platforms (e.g. Facebook and Instagram), pri-
vate messaging apps (e.g. WhatsApp and WeChat), or dating apps
(e.g. Tinder) to identify and target their victims [5]. Once scammers
identify their victims, they reach out using fake but attractive per-
sonas to disguise their true identities [5,23].

Then, in the second stage, scammers work toward establish-
ing and strengthening relationships with their victims, often using
prewritten scripts from their scam manuals to express sincere in-
tentions [5]. As grooming progresses, scammers claim a financial
background for themselves or a family member and try to deter-
mine if their victim is interested in investing [5,13]. Lastly, before
transitioning into the third stage, scammers often test the waters
by making small requests, such as asking for gifts, to assess the
victim’s willingness to comply [29,30]. If the victim complies, it sig-
nals that a level of trust has been established, giving scammers the
green light to proceed to the next stage.

Once trust is established, scammers move to the third stage by
initiating fake investment schemes. Initially encouraged to make
small investments, victims are first allowed to withdraw fabri-
cated “profits” to build confidence, which then progressively es-
calates to manipulation into committing increasingly larger sums
that they ultimately cannot withdraw [13]. Scammers may even-
tually alter the platform manually [6] to complete the deception
by displaying severe losses, effectively “butchering” the victim fi-
nancially and stealing their funds.

Continuities and distinctions from other
online frauds

Online fraud encompasses a wide spectrum of strategies, from
transactional, one-off schemes to prolonged, immersive manip-
ulations. Sha Zhu Pan exemplifies the latter, but its techniques
are not entirely novel. Instead, it represents a hybrid form that in-
tegrates elements of earlier romance, investment, and advance-
fee fraud while scaling them up through organizational infrastruc-
tures.

Advance fee fraud, such as Nigerian 419 schemes, was among
the earliest to be studied in depth. They relied on formulaic ap-
peals to urgency, authority, or sudden wealth, typically executed
through mass emails with little attempt to build lasting rapport
[29,31,32]. Romance scams, by contrast, introduced sustained
psychological grooming, staged self-disclosure, and identity con-
struction to create intimacy, as Whitty [29,30] and Cross et al. [33]
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have shown. Victims came to perceive genuine emotional bonds
before financial requests emerged. Investment scams developed
in parallel, using the language of financial literacy and profes-
sional credibility to elicit trust, with research noting how scam-
mers drew on discourses of risk, opportunity, and authority to per-
suade [34]. More recent studies show how investment frauds in-
creasingly adapt to digital platforms, leveraging social media to
amplify credibility and normalize participation [15].

While Sha Zhu Pan scams draw heavily on elements from ro-
mance and investment fraud, they also mark a qualitative shift
in how these elements are fused and operationalized at scale.
As Dulisse et al. [35] observe, many contemporary cryptocur-
rency scams exemplify the reuse of old techniques through new
technologies in which offenders replicate interpersonal manipu-
lation and authority-based persuasion strategies that long pre-
date crypto markets, yet adapt them to digital infrastructures that
enable higher scalability and more immersive deception. What
distinguishes Sha Zhu Pan from traditional romance or invest-
ment fraud, however, is its sustained relational embedding. Unlike
conventional romance scams, which typically culminate in emo-
tional exploitation [36], orinvestment scams, which rely on profes-
sional impersonation and transactional urgency [15], Sha Zhu Pan
scams deliberately merge both modes. The scammer assumes a
dual identity, emotional partner and financial mentor, maintain-
ing daily contact over weeks or months while gradually transi-
tioning conversations from intimacy to investment [e.g. 5,6,13,27].
This hybridization, combined with the industrialized nature of the
scams and the use of crypto-based payment systems and fraud-
ulent trading platforms, allows offenders to simulate legitimate
market activity and obscure financial flows, making the deception
both more believable and harder to detect [6,12,35]. In this sense,
Sha Zhu Pan represents not merely an evolution of romance or in-
vestment fraud but an integration of the two, technologically en-
hanced and industrially organized to sustain long-term psycholog-
ical manipulation and large-scale financial extraction [35].

A state-of-the-art analysis

In recent years, Sha Zhu Pan scams have drawn the attention of
researchers and law enforcement (see also Supplementary Ma-
terial A). This growing focus has illuminated the scams’ modus
operandi, their unique blend of romance and investment scam
features, strategies contributing to their industrialized and scal-
able nature, as well as their success.

Central to this growing body of work on detailing the evolving
tactics used by scammers is Wang and Zhou’s model of criminal
persuasion [13], which is among the first to link specific tactics to
a staged process. Complementing this foundation, Maras and Ives
[6] discussed critical dimensions of scammer’s evolving strategies,
such as advanced impersonation, multichannel social engineer-
ing, and adaptive coercion. They also noted the structural and in-
dustrialized nature of these scams, e.g. hierarchies, quotas, and
procedural standardization.

Although such work has comprehensively mapped the what
(tactics) and the how (execution) of Sha Zhu Pan scams, it inad-
equately addresses the why behind their sustained effectiveness.
For instance, while Wang and Zhou [13] catalog tactics such as
staged self-disclosure and urgency induction, their work does not
explain how these methods exploit universal psychological needs,
such as the human drive for social connection or financial security,
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to override victims’ skepticism. Similarly, Maras and Ives’ [6] doc-
umentation of technical obfuscation (e.g. blockchain “chain hop-
ping”) fails to link these maneuvers to communicative strategies
that enhance perceived legitimacy. This lack of theoretical integra-
tion impedes both scholarly coherence and practical countermea-
sures.

In addition, scholars to date have mainly focused on examin-
ing Sha Zhu Pan scams from the perspectives of victims through
interviews [27] or articles or court documents [6]. However, first-
hand insights into the strategies and tactics of perpetrators, e.g.
through interviews with the same, remain rare, though offender-
focused studies in other fraud contexts [e.g. 37,38] illustrate the
value of such approaches. Not surprisingly, scholars such as Wang
and Topalli [14] have repeatedly called for the use of alternative
sources, such as scam manuals, to enhance our understanding of
these schemes.

Given these limitations, our study advances the field by inte-
grating psychological and communication theories into a unified
process model. Drawing on scam manuals, a novel data source
highlighting scammers’ strategies, we examine how these theo-
ries are operationalized in the structure, language, and progres-
sion of scam interactions, thereby illuminating the mechanisms
behind scam effectiveness. Consequently, this approach also re-
frames victim vulnerability as a reflection of universal human ten-
dencies rather than personal failure and provides more construc-
tive insights for prevention, early detection, and mitigation.

Methodology

Data acquisition

Following the call of various researchers to study primary docu-
ments from scammers [e.g. 14], our study relies on documents
shared on various publicly accessible Telegram channels—an ap-
proach designed to ensure that there are no concerns regarding
privacy or confidentiality [12]. These channels, which we were ini-
tially introduced to by the Global Anti-Scam Organisation (GASO)
[39], distribute scam manuals and educational materials on fraud-
ulent activities, primarily in Chinese [10]. To confirm the data’s ex-
clusivity, we conducted an in-depth open source intelligence in-
vestigation across the major search indexes Google, Bing, Brave,
Yandex, and Baidu to find any sources referencing the documents
or channels. Our efforts revealed that links to these documents
and channels are absent from the indexed web. Overall, we ac-
quired 42 scam manuals, some with a limited scope of stages (e.g.
the hunting or raising stages) and others with a broader scope cov-
ering all phases of the scam. Following Glaser and Strauss’ [40]
saturation principle, we analysed these scam manuals until we
reached informational redundancy, resulting in a final dataset of
26 scam manuals. Lastly, to prepare the content for analysis, we re-
lied on translators (e.g. Deepl) to convert the content into English.
Subsequently, a native speaker reviewed key points of interest in
the translated scam manuals to ensure precision and accuracy of
critical content.

Overview of scam manuals

The scam manuals analysed in this study are operational training
documents designed to instruct scammers on how to manipulate

victims throughout the course of the scam. This material varies
in length and scope, ranging from brief, stage-specific documents
of three to five pages to more comprehensive ones exceeding 200
pages. Their structure is typically modular and instructional, with
most following a list-based format, using directive, imperative-
style language to guide scammers through specific actions, emo-
tional triggers, conversation scripts, and behavioral expectations.
Others present step-by-step walkthroughs using narrative case ex-
amples, simulated dialogues, or even process diagrams. Several
others were formatted as PowerPoint slides, Excel sheets, or an-
notated PDFs.

Content-wise, the scam manuals span a wide array of psycho-
logical tactics, including emotional rapport-building, identity con-
struction, timed self-disclosure, and how to maintain their fake
personas’ integrity over time. Some are highly specialized, ad-
dressing only the early “hunting” phase, while others span all
stages of the scam. Certain documents also include curated lists
of romantic quotes, luxury brand references, or niche lifestyle
cues such as fine wine knowledge, classical music, and elite hob-
bies such as golf. Also, across manuals, scammers are consistently
framed as “salespeople” and victims as “clients” or “customers,”
with cryptocurrency platforms referred to as “products” and vic-
tim payments labeled as “cuts,” reflecting a pseudocommercial
mindset. Notably, this corporate-style “customer service” framing
reflects Wang and Zhou'’s [13] observation that Sha Zhu Pan syn-
dicates assign scammers distinct roles, including dedicated fake
customer service, to manage victim interactions in a coordinated
call center.

While the manuals function as practical “how-to” guides, their
depth, specialization, and professional tone suggest they were
likely created by experienced scammers or managers within or-
ganized crime groups rather than by isolated individuals. In sev-
eral cases, the manuals were written in a mentoring style, guid-
ing readers through common pitfalls and offering advice. Although
there was no verbatim overlap between texts, notable parallels
emerged in their structure, sequencing, and thematic progres-
sion. Forinstance, nearly all manuals that cover all three stages in-
struct scammers to systematically collect five key personal details,
namely age, occupation, marital status, home ownership, and ve-
hicles, while also guiding them to craft overlapping elements of
their persona, including narratives about family, education, fi-
nances, and relationship history. Further, we did not encounter ev-
idence of systematic updates or modified versions, and the precise
origin and distribution of the manuals remain unknown. These un-
certainties underscore both the sophistication of the operations
and the limitations of the dataset in which we can describe con-
tentand structure, and identify common tactics, but cannot defini-
tively trace authorship, dissemination, or evolution over time. Ta-
ble B5 in the Supplementary Material B provides a summary of the
26 scam manuals analysed in this study, including their leak date,
word counts, stage coverage, and thematic focus.

Qualitative content analysis

We conducted a qualitative content analysis [19] of the leaked
scam manuals to systematically map scammers’ tactics to estab-
lished psychological and communication theories. Specifically, we
employed conceptual content analysis, which examines textual
material to identify the concepts present [41], in the first two steps
and relational content analysis [42] in the third step to examine
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how these tactics relate to one another and to broader theoretical
frameworks, an overview of which is illustrated in Fig. 1.

In addition, this allowed us to discover how tactics are layered
and interlinked to produce distinct psychological effects. Our anal-
ysis followed a structured three-step process combining induc-
tive and deductive approaches [43]. Inductive approaches allowed
us to uncover significant themes inherent in their data without
the constraints of structured methods [44], while deductive ap-
proaches draw on existing knowledge to guide the analysis [43].

First, we used an inductive approach and open coding, inde-
pendently analysing scam manuals and highlighting segments de-
scribing manipulation tactics as they appeared. We then compiled
the tacticsin a shared document and met to reconcile differences,
discuss emerging patterns, and refine our coding approach to con-
solidate overlapping tactics (for an excerpt of the codebook; see
Table 1). After analysing a total of 26 scam manuals and observing
no emergence of new tactics, we concluded that theoretical satu-
ration [40] had been reached and moved on to the next phase.

Second, to ground the identified tactics in established theory,
we shifted to a more deductive mode. This meant that we not
only sought to identify strategies that had already been iden-
tified in previous research on online romance, investment, and
newly emerging hybrid romance-investment scams. Instead, we
expanded our scope to include theories from social psychology,
particularly motivational and interpersonal relationship theories,
and interpersonal communication. Our analysis yielded 38 rele-
vant theories and models, ranging from well-established frame-
works, such as Cialdini’s persuasion principles [45], to less com-
monly applied but contextually fitting perspectives. Rather than
filtering the list in advance, we mapped each identified tactic to
one or more of these theories based on conceptual fit and rele-
vance. As such, this order of operations was intentional: evalu-
ating how each theory related to the observed tactics helped us
assess its explanatory power in context. Through several rounds
of discussion, we refined both our mappings and our theory set,
comparing overlaps, discussing theoretical breadth, and eliminat-
ing frameworks that were too narrow, duplicative, or limited in
scope. This iterative process ultimately led to a final set of seven
core theories that best captured the psychological and commu-
nicative logic embedded in the scammers’ methods and informed
the structured mapping presented in the next step (see Supple-
mentary Material C).

Finally, in the third step, we used relational content analysis
to explore how these theories co-occurred and interacted across
different scam stages to build sustained trust and influence. For
example, during the “raising” stage, scammers used gradual self-
disclosure to simulate intimacy while simultaneously maintaining
emotional consistency to foster attachment and security. These
interwoven tactics revealed how multiple theories operate to-
gether to increase manipulation effectiveness. Through further
joint analysis, we developed a structured mapping of theories
across the key stages of the scam to capture how combinations
of tactics reinforce and support one another (see Fig. 1).

Dissecting the psychology behind
scam manuals

Our analysis of scam manuals revealed seven theories operating
within three distinct stages, which can be broadly categorized into
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communication and psychological domains. The communication
theories include Impression Management Theory (IMT; [46]) and
SPT [20], both of which explain how scammers manage disclo-
sure and presentation in order to cultivate trust. The psychological
theories encompass Attachment Theory [47,48], Sternberg’s Tri-
angular Theory of Love [49], and Interdependence Theory [50], all
of which account for how emotional bonds and relational depen-
dence are strategically fostered. In addition, two broader motiva-
tional psychology frameworks, Maslow’s Hierarchy of Needs [51]
and SDT [21], explain how scammers appeal to universal drives
forautonomy, competence, connection, and security. Table 2 sum-
marizes these theories and details their application in the scam
manuals along with their intended effects on victims. Overall,
psychological theories dominate our findings, with communica-
tion theories playing a complementary role by showing how psy-
chological tactics are enacted and reinforced in interactional ex-
changes to create a more cohesive manipulation process.

In the following sections, we elaborate on how these theories
materialize within the scam process (RQ1 and RQ2). First, we out-
line the interpersonal communication tactics, which correspond
to communication theories, identified in the scam manuals. Next,
we discuss interpersonal relationship tactics and, finally, motiva-
tional tactics, both of which are primarily grounded in psycholog-
ical theories.

Interpersonal communication tactics

Scam manuals direct scammers to initiate contact through “ac-
cidental” interactions on dating apps or social media platforms
using “packaged” personas. Packaging, repeatedly emphasized in
the manuals, refers to crafting a coherent and attractive persona
that fits the target’s demographic and psychological traits. This di-
rectly relates to IMT, which explains how individuals shape oth-
ers’ perceptions during social interactions to achieve desired out-
comes [46]. Scammers are encouraged to create personas that of-
ten reflect a loyal, humble, and altruistic character—wealthy yet
down-to-Earth, charitable, and emotionally available. To further
enhance believability, scammers are told to share geographically
and culturally contextualized photos and anecdotes. Manuals also
recommend showcasing an aspirational lifestyle to reinforce cred-
ibility: “Social circle (birds of a feather flock together; a good social
circle reflects one’s living standard). In order to demonstrate one’s
material abundance and wealth, one [should] completely utilize
socializing with friends and some details of daily life to reflect it”
(M15, p.7).

Moreover, rather than overwhelming victims with personal dis-
closures, scammers are advised to guide conversations strategi-
cally, as SPT [20] suggests. Early exchanges also serve as a struc-
tured screening process to gather basic personal and financial
data. Screening enables scammers to identify lucrative targets
based on background, financial standing, and vulnerabilities. An-
other tactic embedded early in conversations is the subtle intro-
duction of investment topics to test financial interest and literacy.
This tactic not only signals the scammer’s own interest in investing
but also tests the victim’s receptiveness to financial discussions.

IMT

IMT [46] posits that individuals actively control how they are per-
ceived by others in social interactions, using strategies such as
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Table 1 Excerpt from the codebook with example quotes from manuals.

Code

Higher-level code

Example quote

Packaging

Status signaling

Screening

Reciprocal
disclosure

(Emotional)
Availability

Romance

Romantic intimacy

Future-orienting

Dream-building

Esteem

Impression
Management Theory

Impression
Management Theory

Social Penetration
Theory

Social Penetration
Theory

Attachment Theory

Sternberg’s
Triangular Theory of
Love

Sternberg’s
Triangular Theory of
Love

Sternberg’s
Triangular Theory of
Love

Interdependence
Theory

Maslow’s Hierarchy
of Needs

“Personality packaging; 1. Sunny, cheerful, sensible, filial. Kind, loving, aware of
social ills, and the handling of each story we package. It shows that we are a
cultured, and dedicated person. We are rich but not extravagant, which reflects
our cultural culture. 2. Through the charity story packaging, we should reflect
our fine traditions and be a person that everyone hopes and likes, to create our
image perfectly. 3. Through some family stories, we tell the packaging that | am
a very filial person, the story packaging of parents, the usual chat packaging,
and the daily situation story situation.” (M4, p.2)

“You should learn to use life photos to show your high value, which will be of
great help to you. Similarly, in the process of chatting, knowing how to show
your higher value will help increase customers. A good impression of you.
However, how to show higher value? Many people make this mistake: | am a
manager in a listed company, earning tens or even hundreds of thousands of
yuan a month. This is not showing higher value, but showing off, and customers
will think I am a bit exaggerated. The correct way to open it is to tell a story and
indirectly demonstrate your higher value.” (M9, p.11)

“Screen the customer base by looking at where they are from, their name, age,
job, income, and family situation [...] The main purpose is to understand the
client’s information and then screen out the client’s investment intention and
the client’s funds.” (M10, p.1)

“Conversation Guidelines: Avoid questions like ‘Hi, what are you doing?’ Instead,
reference their social media posts or photos (e.g. ‘I saw your photo of that meal.
It looks delicious! Where was it taken?’). Avoid one-sided Q&A formats. Answer
questions and then follow up with your own, creating reciprocal engagement.
Pace the conversation [...] Keep conversations brief but engaging. End them
with promises to reconnect later, leaving the client anticipating your return.”
(M22, p.1-2)

“Early relationships are fragile and require extra care [...] they mimic the role of
a caring partner. Thoughtful Gestures: Ask about their day. Remember
important dates (e.g. birthdays, anniversaries). Offer reassurance during tough
times.” (M25, p.2)

“The most beautiful thing is that one day in the future, | will kiss you before
going to bed, hug you in the middle of the night, and wake up to you.” (M8, p.12)

“Focus on cultivating feelings, sudden stories, for example, today | was driving
to work, because the road was too congested, and then | rear-ended someone, a
shocking story, share emotional experiences with customers, how miserable it
is, be open-hearted, exchange experiences for personal investment stories, and
show the family situation of the three parties. The above stories need to be
connected with the previous preparations.” (M2, p.4)

“How many children will we have in the future? 6: | think there must be a big
yard around our house, where we can raise some flowers and plants, or pets.
When our children are playing in the yard, the atmosphere must be great. 7:
What school do you want our children to go to in the future? (Of course it should
be a high-end school, so that we can instill money values in him)” (M7, p.22)

“If you can ask the customer’s hobbies and interests when the customer’s dream
is best[...] want is the best, but this should be in the chat after the heat of the
mention, otherwise the beginning of the hobbies will certainly not tell you his
dream. If you know the customer’s dream, then customer’s dream is our dream,
customer’s interest is our interest.” (M11, p.1)

“First, affirm him: You are great. Investors in cryptocurrency are all
forward-thinking people. With such vision and judgment, they must be excellent
in life.” (M15, p.17)

“Tell the client that you have been very successful in your operation and your
progress is much faster than mine. | think you can consider arranging some
funds to start and open a real trading account of your own.” (M16, p.23)
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Code

Higher-level code

Example quote

Self-actualization

Competence
scaffolding

Maslow’s Hierarchy
of Needs

Self-Determination
Theory

“People who have succeeded in investing will recognize themselves more and
more, and will enter a state of enjoyment in life. They continue to improve their
investment system, and they can slowly and leisurely become richer and richer,
and the richer they become the more leisurely they are, so they don’t feel like
they have nothing to do.” (M13, p.1)

“Ask the client if he is interested in learning from you... then you can teach him
well and let him invest in cryptocurrencies to earn more. The money is good for

our future. Then you can start teaching the customer what to do.” (M17, p. 2)

Self-Determination
Theory

Fear of missing out

“Lay the groundwork for the next insider market, and that insider market
information is not always available. Let customers know that insider

information is very valuable and rare, and there must be a sense of urgency. In
addition, the funds cannot be too little, otherwise you will not make much
money. Take my best friend as an example. She missed the market and made a
lot less money because of the problem of deposit.” (M3, p.1)

Note. The “code” column refers to the code name assigned through inductive coding, while the “higher-level code” column represents the category established

after deductive coding.

Scam Manual

D

Tactic

|

Step 1: Inductive Coding

Step 2: Deductive Coding

Conceptual Content Analysis

Figure 1 Overview of the methodological process.
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Step 3: Relational Content Analysis

Note. This figure provides an overview of the methodological process, illustrating how the content analysis involved both conceptual and relational
approaches and conducted in the three steps: inductive coding of tactics from manuals, deductive grouping under theories, and linking and mapping

these theories into stages.

self-presentation, role performance, and situational adaptability.
Core to IMT is the idea that the presentation of self is dynamic
and context-dependent, continuously modified based on feed-
back from the audience [46,52]. Scammers apply this by construct-
ing personas that align with victims’ expectations. Manuals recom-
mend “making up stories [...] starting from entrepreneurial expe-
rience, family situation (emotional experience)” (M3, p.1). This in-
struction mirrors IMT’s concept of role performance [46,53], where
a believable narrative is crafted to project competence, trust-
worthiness, and relatability. Similarly, manuals emphasize reveal-
ing visual and contextual cues by instructing scammers to “sub-
tly reveal your appearance, daily life, and activities through pic-
tures” (M20, p.1), which corresponds to front-stage behavior in

IMT, where setting, appearance, and actions are orchestrated to
manage impression [46,54]. IMT emphasizes situational consis-
tency, whereindividuals adapt their self-presentation to align with
expectations and social norms. Manuals enact this by advising
scammers to adjust their background details depending on the
victim’s profile: “You can be unmarried, divorced, or widowed, and
have children. The specific situation depends on the actual situa-
tion and age of the client” (M15, p.5). This reflects IMT’s empha-
sis that impression management is an ongoing, flexible process
that requires continuous modification of self-presentation based
on feedback, observed in other online fraud contexts where of-
fenders calibrate messages and behavior to target responses [e.g.
55]. Finally, the use of aspirational status cues aligns with IMT’s
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Table 2 Summary of psychological and communication theories applied in Sha Zhu Pan scam manuals.

Theory

Domain

Application

Intended effect on victim

Impression
Management Theory

Social Penetration
Theory

Attachment Theory

Sternberg’s Triangular
Theory of Love

Interdependence
Theory

Maslow’s Hierarchy of
Needs

Self-Determination
Theory

Communication

Communication

Psychology

Psychology

Psychology

Psychology

Psychology

Guiding the creation of an authentic
and credible persona through careful
self-presentation

Gradual disclosure of fabricated
personal details, screening of victim’s
profile

Fostering strong emotional bonds and
reliable emotional presence through
consistent communication and
emotional availability

Simulating intimacy through personal
stories and vulnerabilities; passion
through romantic gestures; and
commitment through promises of
lifelong devotion

Creating cognitive interdependence
through shared financial goals and
mutual future planning

Targeting hierarchical needs: security
(financial safety), belonging (intimate
relationship), esteem (wealth status),
and self-actualization (life goals);
exploiting desires for complete
fulfillment

Appealing to the psychological needs
for autonomy over relationships and
financial decisions; competence
through fabricated successful
investments; and relatedness through
keeping up with trends (i.e. FOMO)

Perception of the scammer as a
responsible and altruistic individual
with strong family relationships and
investment experience

Perceived intimacy and trust

Strong emotional attachment to and
trust in the scammer

Belief in a genuine romantic
relationship

Mental and emotional investment in the

relationship

Desire for fulfillment through a
meaningful relationship and wealth

Motivation to stay in contact with the
scammer and put money in the crypto
investment opportunity

focus on managing impressions to appear desirable yet authen-
tic [46], where scammers are cautioned about what materials to
share with victims: “The materials and content must be close to
life and reality. The materials of the character design should be
put into life materials as much as possible, and the materials of
clothing, food, housing, transportation, and toys must also reflect
the truth! (Try not to use artistic photos that are too handsome,”
(M13). Together, these tactics illustrate how scammers systemati-
cally apply core principles of IMT to build credibility, maintain en-
gagement, and strategically influence their victims’ perceptions
throughout their interaction.

SPT

Relationship development, according to SPT [20], follows a grad-
ual and systematic process of self-disclosure, moving from super-
ficial information to intimate personal details. This is often de-
scribed using the “onion model,” a core metaphor within SPT
that conceptualizes relational closeness as unfolding through pro-
gressive layers of self-disclosure where the outer layers repre-
sent superficial details (e.g. occupation, leisure interests, or gen-
eral lifestyle information), and the deeper layers correspond to

more intimate, personal disclosures (e.g. family history, emotional
struggles, or long-term life goals) [20,55]. The manuals explic-
itly reference this progression and the onion metaphor, advis-
ing that “conversations that peel the onion layer by layer often
yield surprising results and foster meaningful relationships” (M21,
p.8) and emphasizing that scammers should “peel back conver-
sational layers like an onion” (M21, p.2). These instructions di-
rectly mirror SPT’s conceptualization of relational depth as a man-
aged sequence of disclosure and reciprocity [55,56,57]. By in-
structing scammers to proceed “layer by layer” (M21, p.7), the
manuals demonstrate an implicit understanding that premature
intimacy can trigger suspicion, while gradual, responsive shar-
ing maximizes perceived authenticity, a dynamic well established
in communication research on deception and trust formation
[58,59].

Moreover, SPT posits that self-disclosure is selective and
reward-driven, meaning individuals disclose information when
the perceived rewards (e.g. emotional closeness, validation, or
trust) outweigh potential risks [20,57]. In the scam context, ini-
tial conversations serve as a screening process, a term explic-
itly used in the manuals to describe how superficial exchanges
are used to gather key information about the target and gauge
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their responsiveness, emotional openness, and potential prof-
itability. As described in one manual: “Obtain potential informa-
tion from customers, screen whether the customers are our devel-
opment targets” (M3, p.1). Thus, scammers do not simply mimic
the natural progression of intimacy described by SPT, but rather
deliberately apply its principles, using staged self-disclosure
as a strategic tool to assess, select, and manipulate potential
victims.

Interpersonal relationship tactics

Following initial trust establishment during the raising phase,
scammers gradually work to intensify emotional dependency by
maintaining consistent and attentive communication, which is a
central aspect of Attachment Theory [47]. Scammers are encour-
aged to be persistent in demonstrating concern for the victim’s
daily life. Conversations are steered toward nostalgic reflections,
with scammers encouraged to slowly reveal their own fabricated
emotional stories.

Expanding on this emotional base, scammers are directed to
introduce aspirational elements into the relationship. As noted
in one manual, “After the relationship has been confirmed, we
need to create a dream for the customer” (M7, p.22). This “dream-
building” involves painting an idealized future together, thereby
reinforcing the illusion of a shared emotional and financial des-
tiny as proclaimed by Interdependence Theory [50]. To make the
emotional bond appear authentic and profound, scammers are
instructed to emphasize values such as loyalty, communication,
and commitment, framing the relationship as serious and endur-
ing. Such strategies are in line with Sternberg’s Triangular The-
ory of Love [49]. Some manuals also provide specialized strategies
for victims, who are not receptive to romantic advances. In such
cases, scammers are advised to pivot toward familial themes, par-
ticularly by discussing children and family life and showing care
and attentiveness toward the victim’s children. By tailoring the
emotional narrative to the victim’s receptiveness, whether roman-
tic or friendly, scammers strengthen the illusion of a genuine rela-
tionship.

Attachment Theory

Attachment Theory explains how emotional bonds are formed and
maintained through perceived availability, responsiveness, and
reliability of significant others [47,48]. Central to the theory is the
idea that people develop internal working models, which are men-
tal representations that shape expectations about trust, depen-
dence, and care in close relationships [60]. In the manuals, scam-
mers deliberately activate and shape these internal models by
simulating the behavior of a secure attachment figure. They es-
tablish themselves as reliably attentive and emotionally respon-
sive partners, often through regular communication and reassur-
ance: “After initial interactions, clients [victims] may rely on you
more [...] Ensure clear communication and reinforce your role as
their confidant” (M24, p.8). This strategic responsiveness meets
the victim’s needs for proximity and fosters a felt sense of security,
which research shows is essential for the development of attach-
ment bonds [48].

Once trust is established, scammers escalate intimacy by dis-
closing emotionally charged personal narratives, frequently in-
volving themes of loss, abandonment, or relational trauma. Forin-
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stance: “During the time when I lost my relationship, | could hardly
eat or sleep well [...] (Let customers [victims] know that we are
people who value relationships very much)” (M7, p.21). These dis-
closures serve dual functions: they model vulnerability, a key pre-
dictor of attachment closeness [40], and they prompt victims to
reciprocate with their own emotional material. Manuals explicitly
instruct scammers to foster such mutuality: “Let the customer [vic-
tim] take the initiative to care about you, by this time your rela-
tionship is one step closer” (M1, p.36). This dynamic echoes the
core attachment process of caregiving activation, where individ-
uals respond to perceived vulnerability in others with emotional
investment and support [48]. Thus, the scammers’ strategy is not
merely about appearing emotionally available, but about actively
gauging the victim’s attachment expectations to maintain compli-
ance and emotional dependence.

Sternberg’s Triangular Theory of Love

Sternberg’s Triangular Theory of Love [49] conceptualizes love as
comprising three core components: intimacy (feelings of close-
ness and emotional bonding), passion (physical attraction and
romantic feelings), and commitment (decision to maintain the
relationship). Later research emphasizes that perceived balance
among these elements shapes relationship authenticity and sat-
isfaction [61,62].

Scam manuals provide specific tactics for cultivating each ele-
ment. Intimacy is cultivated by encouraging scammers to express
sympathy for the victims’ past hardships, such as experiences of
betrayal or career instability, using messages such as, “During our
chat, | also felt that you are someone who deserves to be loved”
(M12, p. 160) to establish an emotional connection and shared vul-
nerability. Passion develops through romantic gestures and lan-
guage, with scammers instructed to frame their growing attrac-
tion as deepening beyond physical appearance, as in, “What at-
tracted me at first was your appearance, but what struck me was
your character and thoughts” (M5, p.1). Commitment is reinforced
by expressing a desire for a lasting partnership, exemplified by a
quote provided in the manual for use with victims: “I don’t want
short-term tenderness, | just want your lifelong companionship”
(M8, p.13). One manual even explicitly equates a “perfect relation-
ship” with the triadic combination of passion, intimacy, and com-
mitment (M13, p.1), reflecting the goal of achieving Sternberg’s
consummate love, that is, the most complete form encompass-
ing all three components [49]. Such direct references suggest that
scammers consciously aim to operationalize Sternberg’s frame-
work to guide interactions and construct a convincing illusion of
an ideal, enduring relationship.

Interdependence Theory

As relationships evolve, Interdependence Theory [50,63] explains
how relationship satisfaction and commitment depend on the per-
ceived rewards, costs, and mutual dependence between partners.
Over time, as partners intertwine their goals and outcomes, cogni-
tive interdependence develops, a mental shift where one begins to
think in collective terms (“we” instead of “I”) [64]. Scam manuals
deliberately cultivate thisillusion of shared fate. Scammers are ad-
vised to elicit victims’ aspirations and expand on them: “After the
relationship has been confirmed, we need to create a dream for
the customer [victim] [...] We can discuss with the customer [vic-
tim] here about buying a house of our own in the future” (M7, p.22).
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By positioning themselves as invested partners in these dreams,
scammers prompt victims to align financial and emotional goals
with the imagined shared future. This tactic is further emphasized
through escalation strategies such as, “If the customer’s [victim]
little dream is to buy a car, we are also going to buy a car [...] if
heis trying to buy a Honda, we have to persuade him to buy a Mer-
cedes or a Porsche together” (M11, p.1). This strategy goes beyond
simply building emotional commitment, as emphasized in Stern-
berg’s theory [49], as it specifically targets material interdepen-
dence and encourages victims to fuse financial and life goals with
the scammer’s fabricated narrative. In this context, scammers ex-
ploit the relational calculus of interdependence, where the greater
the shared emotional and financial investment, the higher the per-
ceived cost of withdrawal. Shifting the victim’s focus from inde-
pendent aspirations to ambitious shared dreams, scammers ex-
ploit the transformation of the motivation principle in Interdepen-
dence Theory [65], where sacrifices and investments increasingly
feel natural for the sake of the relationship. This synchronization
of intimacy with material aspiration creates a dependency struc-
ture that locks victims into the relationship and ultimately sets the
stage for financial exploitation, masked as a joint pursuit of a bet-
ter future.

Motivational tactics

In the early stages, i.e. during the hunting phase, scammers work
to build a sense of familiarity, warmth, and emotional connection.
As trust deepens, scammers gradually shift the focus toward per-
sonal growth and ambition as reflected in Maslow’s Hierarchy of
Needs [51]. Rather than introducing financial opportunities out-
right, they are advised to encourage victims to reflect on their lives
and pursue greater achievements. Scammers are also encouraged
to give victims a sense of control over their decisions. This kind
of staged autonomy strengthens the illusion of authenticity, pre-
senting the relationship as mutually respectful rather than ma-
nipulative, which aligns with SDT [21]. Finally, scammers frame
the investment opportunity as a rare and fortunate chance: “Let
the customer [victim] feel that he is lucky to be able to partici-
pate, and taking him to invest in cryptocurrency is you helping
him, not him cooperating with you” (M19, p.25). To deepen the vic-
tim’s emotional commitment, scammers are told to give the vic-
tim a false sense of competence and progress: “Let them experi-
ence controlled wins and losses, giving them a sense of capabil-
ity” (M22, p.2). Ultimately, these experiences increase the victim’s
trust in the scammer’s advice and create the illusion of personal
growth, just as their financial vulnerability escalates.

Maslow’s Hierarchy of Needs

Viewed through the lens of Maslow’s Hierarchy of Needs [51],
scammer strategies can be understood as progressively adapting
to the victim’s shifting psychological priorities, from basic belong-
ing to esteem and self-actualization. Maslow proposed that indi-
viduals strive to fulfill needs in a hierarchical sequence, from phys-
iological and safety needs to love/belonging, esteem, and ulti-
mately self-actualization [51].

The manuals demonstrate a clear operationalization of this pro-
gression. One even explicitly instruct scammers to ground their
tactics in this framework, noting that “[...] these [conversation]
skills are rooted in Maslow’s Hierarchy of Needs, which empha-
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sizes human needs for safety and respect. To win someone’s favor,
make them feel relaxed and valued” (M21, p.3). This instruction
mirrors the lower tiers of Maslow’s framework, where safety and
belonging are precursors to trust and openness. Early stagesin the
scam address basic needs for (emotional) safety and belonging,
replicating what Maslow identified as the conditions under which
belongingness needs are met [66].

As the interaction progresses, scammers shift toward target-
ing esteem needs, using appeals that reflect Maslow’s distinction
between self-esteem (achievement, mastery, and independence)
and the esteem given by others (recognition and respect) [51]. Ap-
peals to self-esteem are seen in explanations such as “People who
have succeeded in investing will recognize themselves more and
more, and will enter a state of enjoyment in life” (M13, p.1), which
frame investing as a courageous pursuit of personal achievement.
At the same time, they manipulate esteem from others by portray-
ing hesitation as weakness, outdated thinking, or failure to live up
to others’ expectations.

Maslow suggested that when esteem needs are met, individ-
uals are motivated toward self-actualization, the pursuit of per-
sonal growth and fulfillment [66]. Scam manuals exploit this by
linking investment success to self-development, thus turning the
victim’s intrinsic drive for improvement into a mechanism of con-
trol. The motivational arc of the scam therefore parallels the up-
ward movement in Maslow’s hierarchy where initial reassurance
satisfies safety needs, emotional engagement meets belonging-
ness needs, and the promise of financial success fulfills esteem
and self-actualization drives. In this way, the scammers’ progres-
sion mirrors and manipulates the hierarchical organization of hu-
man motivation as theorized by Maslow to push victims to believe
their financial participation will allow them to progress toward a
more fulfilled and respected version of themselves [67], and con-
veniently bind their sense of personal growth to financial invest-
ments.

SDT

SDT provides further insight into how scammers sustain victim en-
gagement by manipulating intrinsic motivational processes. Ac-
cording to Deci and Ryan [21] and Ryan and Deci [68,69] humans
have inherent tendencies toward psychological growth when
three basic psychological needs are met: autonomy (the need to
feelin control of one’s own choices and actions), competence (the
need to feel capable and effective in one’s endeavors), and related-
ness (the need to form meaningful connections with others) [21].
When these needs are met, individuals internalize behaviors and
experience them as self-endorsed rather than externally imposed.

Manuals demonstrate deliberate use of these motivational el-
ements. Relatedness is manipulated through the Fear of Missing
Out (FOMO; [70]) as scammers create a sense of urgency and ex-
clusivity, making victims feel that participating in the investment
opportunity is essential to maintaining their social and financial
standing. By framing the investment as a rare chance to join a
“high-reward” group or trend, scammers exploit victims’ desire to
belong and avoid missing out on what is perceived as a socially
affirming experience. As one manual instructs, “People who know
how to make money do not consider how to save money to accu-
mulate wealth, but know how to use the resources around them to
make money. Only by seizing opportunities can they make more
wealth” (M2, p.5).
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Table 3 Unified stage model of Sha Zhu Pan scams.

Theories/stages Hunting Raising Killing
Impression Management Theory  Full Partial  Partial
Social Penetration Theory Full Partial  Partial
Attachment Theory N/A Full N/A
Sternberg’s Triangular Theory of ~ N/A Full Partial
Love

Interdependence Theory N/A Full Partial
Maslow’s Hierarchy of Needs Partial ~ Partial  Full
Self-Determination Theory Partial  Partial  Full

Note. This model illustrates the stage-by-stage application of theories, where
“full” indicates comprehensive alignment with a theory’s core components,
and “partial” means only some elements of the theory are reflected in the
tactics, without representing the theory in its entirety at a particular stage.

Autonomy is addressed by carefully balancing guidance with
appeals to independent decision-making, emphasizing that final
choicesrest with the victim, with scam manualsinstructing the use
of phrases such as “You have to make your own decisions” (M8,
p.16) to reinforce this sense of autonomy. This strategy mirrors
SDT’s insight that perceived self-determination strengthens com-
mitment [21]. By giving victims an illusion of agency, scammers
ensure that continued investment feels self-directed even when
externally imposed.

Competence is nurtured by scammers offering to mentor vic-
tims, presenting investment as a learnable skill, and guiding vic-
tims through small, achievable goals. SDT holds that feelings of
competence emerge when individuals perceive effectiveness and
progress in meaningful pursuits [68,69]. Manuals instruct scam-
mers to simulate this through staged “wins,” such as: “Set small
profit goals, combine with sales talk to wash cash out, let him
realize that these goals are really, everything you said is achiev-
able” (M19, p.26). Such tactics manufacture evidence of efficacy,
strengthening the victim’s belief in their financial capability and
in the scammer’s credibility as a guide. In doing so, scam manuals
guide scammers to exploit victims’ need for competence, as well
as their need for autonomy through calculated decision-making.
By satisfying these psychological needs, scammers create an envi-
ronment where victims feel confident, connected, and in control,
and thus become more willing and comfortable to escalate their
financial investments.

Theoretical interrelationships
across scam stages

The following sections provide a stage-by-stage examination of
how psychological theories co-occur and interact throughout the
scam process (RQ3). To synthesize and visually represent these in-
terrelationships, we introduce a unified stage model (see Table 3)
that maps how key theories evolve and intersect across the scam’s
trajectory.

The model is unified in that it integrates multiple theories into
a single, structured representation, and it is a process model be-
cause it reflects how scams unfold over time through distinct, se-
quential stages. Further, we distinguish between full and partial
application of theories. Full application indicates the comprehen-
sive use of atheory’s principles at a given stage, while partial appli-
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cation refers to the selective use of certain principles or concepts.
The level of support for each theory’s application is based on the
depth of its appearance in the scam manuals.

Hunting: building initial trust

Although the initial stage is relatively short, it marks a critical in-
tersection of interpersonal communication and motivational dy-
namics. Here, IMT [46] and SPT [20] work together to shape how
relationships are initiated and presented, while Maslow’s hierar-
chy [51] and SDT [21] help explain why these approaches resonate
with victims. Specifically, IMT and SPT provide communicative
tools that allow scammers to simulate relational depth. These per-
formances, in turn, activate core psychological needs identified by
Maslow’s hierarchy and SDT. For instance, through SPT-guided ex-
changes, victims are led to perceive a growing sense of intimacy
and mutual openness, satisfying Maslow’s tier of belongingness
and love and SDT’s need for relatedness. Similarly, IMT’s emphasis
on crafting a consistent and emotionally attuned persona serves
Maslow’s lower-order safety needs by conveying stability and de-
pendability. In essence, the interpersonal strategies are not just
modes of interaction; they are tools for meeting the psychologi-
cal needs that make the victim more pliable and invested as the
scam progresses.

Raising: fostering commitment

This stage, the longest in the scam process, sees the full appli-
cation of interpersonal relationship theories. Attachment Theory
[47] and Sternberg’s Triangular Theory of Love [49] provide the
scaffolding for emotional security, while Interdependence Theory
[50] fosters the appearance of mutual reliance and a shared future.
What seems like deepening intimacy is strategically designed to
activate the victim’s need for love, belonging, and cognitive inter-
dependence, where their sense of self becomes increasingly tied
to the relationship. Motivationally, this phase introduces a con-
trolled sense of autonomy: victims are encouraged to feel that
they are actively choosing to stay, making decisions together, and
shaping the direction of the relationship. This perception fulfills
SDT’s autonomy need [21] and supports Maslow’s higher-order
needs for self-worth and personal meaning [51]. However, these
“choices” are subtly engineered by the scammer to serve the ma-
nipulation. Thus, the relationship appears equal on the surface,
yet it’s grounded in an asymmetrical power dynamic that bene-
fits the scammer. Together, these theoretical forces create a re-
lationship that feels genuine, balanced, and future-oriented and
makes the victim increasingly emotionally invested and less likely
to question the direction of the relationship.

Killing: growth exploitation

In this final stage, motivational theories take the center stage,
where all three of SDT’s core needs and Maslow’s higher-order
needs are fulfilled. Victims are led to feel in control of their deci-
sions (autonomy), perceive themselves as capable investors (com-
petence), and believe these shared financial goals strengthen the
emotional bond (relatedness) [21,51]. These psychological levers
align with Maslow’s higher-order needs, especially esteem and
self-actualization, as investments are framed not only as personal
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achievements but as shared accomplishments that reflect growth,
purpose, and vision [67].

Sternberg’s commitment component remains relevant here, as
the scammer frames financial collaboration as a tangible step to-
ward a shared future [49]. Interdependence Theory is also at play,
as decisions and goals are portrayed as mutual [65]. On the other
hand, Attachment Theory [47] becomes less central at this stage as
the scam no longer hinges on fostering emotional safety or depen-
dency, having already fulfilled that function during earlier bond-
ing phases. What is sustained now is not emotional security but a
sense of partnership and aligned goals.

Meanwhile, SPT and IMT continue to work together. Using
SPT, scammers maintain the illusion of relational depth and
transparency through personalized updates, and even “lessons
learned” from prior financial struggles [20]. At the same time,
IMT helps polish a morally compelling persona as scammers of-
ten present themselves as using their earnings for charity or com-
munity support [46]. Altogether, this stage represents the conver-
gence of all prior strategies, where the full interplay of motiva-
tional and interpersonal theories not only sustains the illusion of
intimacy and shared purpose but actively enables the act of finan-
cial exploitation itself.

Discussion

Advancing theoretical insights

This study examined Sha Zhu Pan scam manuals to identify the
tactics used by scammers (RQ1), map the underlying psycholog-
ical and communication theories guiding these strategies across
scam stages (RQ2), and explore how these theories co-occur and
interact within each stage to fulfill specific objectives (RQ3). We
provide three key theoretical contributions that deepen the un-
derstanding of the manipulation tactics driving the success of
these online scams.

First, our research is the first to introduce interpersonal rela-
tionship theories to explain how scammers establish and main-
tain relationships with their victims. This is particularly signifi-
cant, given that Sha Zhu Pan scams, similar to many online scams,
depend heavily on relationships to succeed [5]. While prior work
has noted emotional manipulation and grooming tactics, these in-
sights have remained largely descriptive and fragmented. For ex-
ample, Xie and Duan [16] found that scammers exploit victims’
lack of inner security by offering emotional support, while Wang
and Zhou [13] noted the strategic use of vulnerability disclosure
to lower victims’ defenses and stimulate reciprocal self-disclosure.
Our findings support and extend these observations by map-
ping such tactics onto interpersonal relationship theories, which
reveal not only what scammers do but also why those actions
work. For instance, scammers’ emotionally responsive behavior,
future-oriented planning, and mutual financial dream-building
map onto Attachment Theory [47], Sternberg’s commitment com-
ponent [49], and Interdependence Theory [50], respectively—each
helping explain how the relationship feels increasingly safe, inti-
mate, and worth investingin. Importantly, the theories applied are
not limited to romantic relationships. As Sternberg notes, love’s
components, particularly intimacy, can also characterize close
friendships [49]. Together, this theoretical framing allows us to
systematize previously disconnected observations and better un-
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derstand the processes through which emotional bonds are delib-
erately cultivated.

Second, our research demonstrates how motivational theories
can explain the strategies scammers use to maintain victims’ en-
gagement over time. In line with previous studies on Sha Zhu Pan
scams [e.g. 6,13], which highlight how cultivating an illusion of
control over victims’ funds can boost confidence in their perceived
skills, our findings suggest that this illusion extends beyond fi-
nances. We reveal that autonomy is also used to give victims a
sense of control in their relationship with the scammer, thereby
deepening their commitment to the scam. We further demon-
strate that scammers uniquely target additional core needs, such
as relatedness, while also appealing to lower-level needs, such
as love, belonging, and security. Unlike previously explained [e.g.
71,72],they play a critical role even before the victim decides to in-
vest or commit financially. Applying motivational theories, we re-
veal how scammers frame their manipulation as a pathway to per-
sonal development and effectively eliminate potential red flags
and convince victims that their investments serve not only to a
shared future but also to their own personal growth. This strategy,
which we identify as unique to Sha Zhu Pan scams, contrasts with
traditional online romance scams, where financial requests typi-
cally revolve around fabricated crises for the scammer’s sole ben-
efit [29].

Third, we developed a unified stage model to illustrate how in-
terpersonal communication, relationship, and motivational the-
ories complement one another and collectively advance and
support the scammers’ manipulation objectives across different
stages of the scam. This extends prior work that has applied the-
ories from criminology, cognitive psychology, and social psychol-
ogy in a fragmented manner, typically focusing on individual as-
pects of the scam rather than capturing its full relational and mo-
tivational architecture [15,28]. In our stage model, communica-
tion theories play a foundational role not only in initiating contact
but also in sustaining manipulation across all scam stages. Specifi-
cally, they provide scammers with interactional tools that support
impression formation, intimacy simulation, and emotional pac-
ing; functions that have previously been acknowledged but not
theorized as coherent processes. Thus, our unified stage model
builds on thisinsight by showing how these communicative strate-
gies persist beyond initial rapport-building to enable the psycho-
logical scaffolding required for emotional dependency and moti-
vational manipulation.

Implications for practice

Our findings highlight that Sha Zhu Pan scams should be under-
stood less as isolated acts of deception and more as coordinated
operations sustained by training infrastructures, organizational hi-
erarchies, and standardized communication tactics. This orienta-
tion has important implications for prevention and law enforce-
ment.

First, our model helps to make the communicative and moti-
vational levers exploited by scammers explicit, anticipating, and
allowing practitioners to develop targeted safeguards that reduce
manipulation opportunities. Such safeguards could include tech-
nical solutions such as automated alerts on social platforms (e.g.
warning users when added to a group promoting investments
or providing caution about requests to move conversations to a
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private messaging app), thereby reducing the burden on potential
victims to detect manipulation themselves.

Moreover, our findings help to anticipate how these scams may
evolve in the context of emerging technologies. INTERPOL has re-
cently warned that Al is increasingly used to generate fake job
ads that lure trafficking victims, create deepfakes for romance and
sextortion scams, and automate aspects of social engineering [73].
The scam manuals we analysed already show how offenders are
trained to adapt scripts, identities, and emotional cues to different
cultural and gender contexts. Al integration is likely to further in-
dustrialize this personalization, enabling highly tailored, convinc-
ing interactions at scale. Here, psychological and communication
theories underscore a clear risk where the same universal needs
for connection, security, and autonomy that scammers currently
exploit may be leveraged more efficiently through Al-driven profil-
ing and content generation. However, our model offers a practical
counterbalance by helping practitioners anticipate how Al could
most likely intensify harm (e.g. scaling up emotional manipulation
or automating personalized persuasion scripts).

Second, it underscores the need to invest in public education
and awarenessinitiatives that address the psychological and com-
munication strategies embedded in these scam manuals, particu-
larly in light of their devastating financial consequences. Accord-
ing to recent statistics from the GASO, victims of the Sha Zhu Pan
scam lose an average of $155 117 per case [10]. Our model offers
unique insights into how scammers are trained and operate, al-
lowing practitioners to design educational interventions that re-
flect the sophisticated nature of these scams and empower indi-
viduals with the knowledge needed to recognize and resist these
manipulative tactics. For instance, they could focus on demysti-
fying scam processes in ways that mirror offenders’ own training.
One idea might be to use simulated conversations to show how
scammers escalate from friendly rapport to financial solicitation,
how scripts recycle phrases across different contexts, and are tai-
lored to people coming from different cultural backgrounds and
genders. Similar interactive modules have been trialed in phish-
ing awareness [e.g. 74], where practicing recognition of scripted
cues improved detection. Likewise, studies on other forms of fi-
nancial fraud suggest that such interventions can reduce suscep-
tibility [75].

Lastly and importantly, awareness programs of this kind can
also play a vital social role by fostering empathy toward vic-
tims. Too often, those deceived by such scams feel stigmatized
or blamed for their misfortune [76] as though being trusting or
emotionally open were personal failings. Our model demonstrates
that scammers exploit the very traits that make us human. Rec-
ognizing this helps shift the focus away from blaming individuals
and toward collective understanding, emphasizing that preven-
tion should not require people to suppress their humanity, but
rather that society, institutions, and technology systems work to-
gether to protect humanity.

Limitations and future outlook

This study has limitations and opportunities for future research.
First, the leaked scam manuals analysed in this study were written
in Chinese, which means we had to rely on translation tools. While
we tried to minimize any loss of meaning by consulting a native
Chinese-speaking colleague, we may have lost some nuances
during the translation process. Similar challenges have been
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noted in studies relying on cross-linguistic data, where translation
tools, despite expert input, can result in subtle losses in meaning
or cultural context [77]. Future studies could address this limi-
tation by incorporating professional translators or conducting
cross-validation of translations within multilingual research
teams. Second, a limitation inherent in the data set was the lack
of information regarding the creation dates of the manuals. As
a result, we were unable to examine how scammers’ strategies
and sophistication may have evolved over time, which could have
provided additional insights into the development of their tactics.
Evolutionary shifts in scam strategies, especially during pivotal
moments such as global events, have been observed in other
scam contexts, such as COVID-19 scam cases, where scammers
adapted their tactics rapidly to exploit widespread vulnerabilities
[78]. Future research could address this by ensuring that temporal
data is included to explore how external factors influence the
evolution of scam techniques.

Additionally, our dataset was predominantly composed of
manuals tailored toward targeting Chinese victims. Expanding the
scope to include a broader range of manuals could reveal cultural
patterns and strategies that scammers use to better target vic-
tims from different cultural backgrounds. While this was not the
primary objective of our study, we consider this an intriguing av-
enue for future research, as it could deepen our understanding of
how cultural norms and values shape both scam tactics and vic-
tim susceptibility. For example, cultural perspectives might exam-
ine how scammers leverage cultural norms and values, such as
honor or communal trust, to influence scam susceptibility, build-
ingon research that shows trust levels vary across culturesin scam
contexts [79]. Further, the scam manuals analysed in this study
offer a unique opportunity to understand how scammers profile
their targets and tailor strategies to exploit specific vulnerabili-
ties. These insights could help to cluster victim groups by risk
factors, enabling the development of more targeted prevention
strategies. In addition, as scammers increasingly adopt advanced
tools such as Al and chatbots, future studies must investigate how
these technologies enhance manipulative tactics and reshape
the nature of organized cybercrime. Lastly, future research could
test and refine the theoretical model proposed here by analysing
victim-scammer chats, for example, to assess its relevance across
a broader range of online scams, including those adapted for dif-
ferent cultural, technological, and economic contexts.

Conclusion

Sha Zhu Pan scams represent a rapidly growing form of online
scam that exploits victims through romantic and financial ma-
nipulation. Though emerging studies describe their social engi-
neering tactics, little is known about the psychological and com-
municative theories that underpin their effectiveness. To this
end, we thoroughly examined 26 scam manuals to understand
how scammers integrate psychological and communication the-
ories to execute their schemes. The findings reveal that scam-
mers systematically apply and interweave different groups of
theories—namely interpersonal communication, interpersonal re-
lationship, and motivation—to inform their strategies for build-
ing trust, intimacy, commitment, and dependency. Finally, the in-
sights gained offer practical contributions for informing preven-
tion strategies, such as awareness campaigns, and guiding future
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interdisciplinary research to deepen understanding of and de-
velop effective countermeasures against Sha Zhu Pan scams.
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