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Quantum communication is a key enabler of future secure networks, but its performance is often
limited by noise, channel fading, and interference. Current systems struggle to maintain high fidelity
and key rates under realistic, dynamic channel conditions. Here, we show that continuous-variable
quantum communication systems can benefit significantly from spatial-mode diversity combined with
tailored amplification strategies, depending on the available knowledge of the channel. We model the
effects of fading as a log-normal distribution and evaluate different amplification approaches at the
transmitter and receiver. Our results demonstrate improved fidelity and robustness against noise and
fading, especially in harsh environments. We also find that, in certain conditions, spatial-mode
diversity provides higher secret key rates than conventional multiplexing strategies in continuous-
variable quantum key distribution. These findings highlight the potential of diversity techniques to
enhance the stability and scalability of quantum communication networks in practical deployments.

Continuous Variable (CV) quantum communications have emerged as a
powerful and versatile approach to secure information transfer', encom-
passing both Quantum Key Distribution (QKD) and entanglement-based
communications”. Unlike discrete variable systems, which rely on single
photons, CV quantum communications utilize the continuous properties of
light, such as amplitude and phase quadratures, offering distinct advantages
in terms of implementation and integration with existing telecommunica-
tions infrastructure™”.

In the realm of Quantum Key Distribution, CV-QKD protocols provide
a robust framework for generating and distributing cryptographic keys with
unconditional security’, rooted in the principles of quantum mechanics.
These protocols leverage Gaussian-modulated coherent states and homo-
dyne or heterodyne detection techniques’, making them compatible with
standard optical components and allowing for potentially higher key rates
compared to their discrete variable counterparts’ in practical cases con-
cerning quantum-classical coexistence. Furthermore, CV-QKD systems can
operate at room temperature and do not require the use of single-photon
detectors, which simplifies their deployment and reduces costs*".

Entanglement-based communications'’, on the other hand, exploit the
fundamental properties of quantum entanglement to enable applications
such as quantum teleportation, dense coding, and distributed quantum
computing. CV entanglement offers the advantage of generating and
manipulating entangled states with relatively high efficiency and fidelity,
facilitating the creation of long-distance quantum networks"”.

One of the key challenges in CV quantum communications is the
inherent sensitivity to noise and losses, which can significantly degrade the
performance of quantum protocols. To address these issues and enhance the
reliability and efficiency of CV quantum communication systems, two
pivotal strategies can be identified: multiplexing and diversity.

Multiplexing techniques®, including wavelength-division multi-
plexing (WDM)"”, mode-division multiplexing (MDM)"* and Spatial
multiplexing (SM)", enable the simultaneous transmission of
multiple quantum channels over multicore/multimode fibers and free
space links affected by crosstalk'’. This approach not only increases the
overall communication rates but also optimizes the utilization of
available bandwidth, thereby enhancing the scalability of quantum
networks. By integrating multiplexing methods, it is possible to achieve
higher data throughput and more efficient use of resources, which is
crucial for the practical deployment of large-scale quantum commu-
nication systems*.

Diversity, on the other hand, plays a critical role in mitigating the
effects of noise and losses, which are inevitable in real-world commu-
nication channels. Techniques such as spatial diversity, where signals are
transmitted over multiple spatially separated paths, and temporal
diversity, where information is spread over time slots, are widely used in
classical communications to combat fading and ensure robustness.
These principles have begun to be explored in quantum communications
as well”™”, particularly in continuous-variable (CV) settings where
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Gaussian states and homodyne/heterodyne detection allow for practical
implementations.

In the quantum domain, diversity can be implemented by transmitting
quantum information through multiple independent spatial paths or
modes, or by leveraging orthogonal degrees of freedom such as polarization,
time-bin, or frequency. The goal is to reduce the likelihood that all paths
suffer from simultaneous degradation — thereby enhancing the reliability
and resilience of the quantum channel. Importantly, these strategies help
mitigate not only random environmental fluctuations, such as atmospheric
turbulence or thermal noise, but also targeted disruptions, which are rele-
vant in adversarial settings like QKD.

However, a key limitation arises from the no-cloning theorem, which
prohibits copying unknown quantum states. This makes straightforward
redundancy schemes (e.g., duplication across paths) infeasible. To address
this, recent work has proposed using asymmetric quantum cloning to dis-
tribute quantum information across paths in a way that retains partial
fidelity while enabling diversity-like behavior'*.

Among various diversity strategies in quantum communication,
spatial-mode diversity—explored in this work-entails transmitting quantum
states over multiple spatially separated optical modes or physical paths, such
as distinct cores, beams, or channels, within the same link. This approach
reduces the impact of deep fading or noise on a single mode by enabling
either statistical averaging or coherent recombination at the receiver. In
contrast, site diversity, as studied in ref. 19, involves deploying multiple
geographically distributed optical ground stations (OGSs) to mitigate
channel interruptions caused by cloud cover or local atmospheric condi-
tions. The key difference lies in the physical scale: spatial-mode diversity
operates at the link level, improving the quality and stability of a single
quantum channel, whereas site diversity improves overall link availability in
satellite-based QKD systems by increasing the probability that at least one
station is available during satellite overpasses.

Both methods share the core principle of exploiting statistical inde-
pendence across parallel channels-be they spatial modes or geographic
sites—to enhance system robustness. In free-space or satellite QKD scenar-
ios, where high loss and weather-induced intermittency are major limita-
tions, spatial-mode diversity can complement site diversity by stabilizing the
quantum signal when a ground station is available. Thus, while the
mechanisms differ in scope and implementation, the two forms of diversity
are not only compatible but potentially synergistic in a global-scale quantum
communication architecture.

In this paper, diversity schemes, involving multiple transmission paths
and varying channel parameters, have been proposed to enhance the
robustness of quantum communication systems. We examine the effec-
tiveness of such schemes in CV quantum communications by considering
the impact of fading, modeled as a log-normal distribution, and crosstalk.
We quantify the performance improvements in terms of fidelity and secret
key rate, an essential metric for the evaluation of CV-QKD systems.

Results

We analyze a single diversity-based communication scheme under three
distinct amplification strategies, each corresponding to different assump-
tions about channel state information (CSI) available at the transmitter or
receiver. In the context of this work, CSI refers to knowledge of the average

(a) (b)

Fig. 1| A diversity scheme with different amplification techniques. The green and
yellow shadowed boxes refer to the operations carried by the transmitter and the
receiver, respectively. a A diversity scheme with postprocessing amplification of the

statistical behavior of the channel-specifically, the average transmittivity
(T) of the Gaussian lossy channel. This information can be obtained
through classical channel estimation techniques, such as pilot-assisted
measurements or pre-characterization of the channel in a quasi-static set-
ting. Such statistical CSI does not imply instantaneous knowledge of channel
fluctuations but rather an understanding of the long-term fading distribu-
tion parameters (e.g., log-normal mean and variance).

When the receiver possesses such CSI, it can apply one of two
amplification strategies: (1) post-amplification, where active (phase-insen-
sitive) amplification is applied to the quantum state before measurement to
compensate for expected loss, or (2) postprocessing amplification, where
amplification is applied classically to the measurement outcomes to mitigate
signal degradation without interacting with the quantum state directly. In
this scheme, postprocessing amplification refers to a purely classical
operation performed on the measurement outcomes at the receiver. It
consists of rescaling the detected quadrature values by a gain factor G, based
on the estimated channel statistics. Since this operation occurs after mea-
surement, it does not interact with the quantum state and therefore does not
affect the covariance matrix. Only the first moment (mean displacement
vector) is modified. In contrast, when CSI is available at the transmitter, a
pre-amplification scheme can be employed. Here, the transmitter boosts the
signal prior to sending it through the channel, effectively pre-compensating
for expected losses.

These three schemes are illustrated in Fig. 1. The beam splitter para-
meter # plays a key role in the system architecture:

¢ At the transmitter side, the beam splitter with parameter # is used to
split the input signal into two parts, which are then sent through two
independent and identically distributed (i.i.d.) fading channels, thus
enabling spatial-mode diversity.

* At the receiver side, a beam splitter (also parameterized by #) recom-
bines the two received signals to form a single output mode that is
subsequently measured, while the other output is discarded and treated
as loss. This recombination process is designed to exploit constructive
interference and statistical averaging between the two independently
faded channels, thereby reducing the impact of channel fluctuations.
The recombination process aims to exploit constructive interference
and averaging effects to reduce the impact of channel fluctuations.
Moreover, processing a single recombined mode aligns with typical
assumptions in CV quantum communication protocols and simplifies
both implementation and analytical treatment, while still capturing the
benefits of spatial-mode diversity.

¢ This architecture assumes that the fading across the two paths is sta-
tistically independent and leverages spatial diversity to enhance
robustness. Such a setup is especially relevant in quantum commu-
nication contexts-such as CV-QKD and entanglement-based
protocols-where reliable transmission and minimal information loss
are critical.

Postprocessing amplification

We assume that the Receiver has a CSI regarding the average behavior of the
fading channel. As such, he might apply post-processing amplification after
performing a heterodyne measurement on the quadratures of the received
signal. This is valid when transmitting classical information encoded in the

g [Ty, nen ] '
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signal upon CSI at the receiver. b A diversity scheme with postamplification of the
signal upon CSI at the receiver. ¢ A diversity scheme with preamplification of the
signal with CSI at the transmitter.
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Fig. 2 | The behavior of the average fidelity when the diversity scheme is employed
with postprocessing amplification. a The average fidelity in the 2-diversity and the
0-diversity schemes as a function of the average transmissivity <T> of the fading
channel for ny, = 0.9 for the thermal Gaussian noise. b The log scale of the ratio
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between the average fidelities in the 2-diversity and the 0-diversity schemes as a
function of the average transmissivity of the fading channels and the strength of the
thermal Gaussian noise.

quadratures of the Gaussian state. This postprocessing amplification does
not interact with the signal actively; hence, it does not introduce any
additional noise or corrections to the covariance matrix, although it does
only rescale the output state’s quadratures

d-Gd M
where G is the postprocessing amplification gain. The global evolution of the
system is given by:

Vi®V, —>Bn) [(K1 KNV, 8 V,)(K, @ Kz)T

+H(N, © N,)] B()" @)
d,&d, —G-Bn)(K, ® K,)(d, &d,)

where @ stands for the direct sum. The covariance matrix of the states
evolves after the described process as follows:

1’y
v = (2 ) v = (Vl V2> 5)
0 2 V2 V3
where
V1= (B, + (1 - nB,)I, (4)
V2 = (y/n(1 — (B, — B, (5)
Vi =B, + (1 —nB)l, (6)
with

B, =T, (% - (”th + %)) + (”th + %) ®)

The mean vectors evolve according to the described process as:

X X
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p
V2(Ty)

)
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The results for fixed thermal background noise to n,, = 0.9 are shown in
Fig. 2a. We notice that a 2-diversity scheme is performing better than single
transmission in very strong fading channels. We stress that the advantage
also depends on the thermal background noise. This dependence is
highlighted in Fig. 2b.

Post-amplification

We assume that CSI about the average behavior of the fading is available to
the receiver. Accordingly, he makes a post-amplification to overcome the
effect of losses. This postamplification mechanism is different from the
postprocessing mechanism, as this one allows the receiver to actively
interact with the signal. Therefore, an additional noise to the covariance of
the signal is unavoidable. Indeed, the strength of the fading can be different
in the two channels, hence different amplification gains should be applied
depending on the individual CSI. The global evolution of the system is given

by:
Viev,—
B(n) [(A(G)) ® A(G)) [(K, @ K)(V, & V,)(K, @ Ky)"
+HN, ® NJ(AG,) ® AG)" + Ny, @ NA(GZ)] B(y)"
d, ®d, — B(n)(A(G)) ® A(G,))(K; & Ky)(d, © d,)

(10)
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Fig. 3 | The behavior of the average fidelity when the diversity scheme is employed
with post-amplification. a The average fidelity in the 2-diversity and the 0-diversity
schemes as a function of the average transmissivity <T > of the fading channel for
ny, = 0.7 for the thermal Gaussian noise. b The log scale of the ratio between the
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average fidelities in the 2-diversity and the 0-diversity schemes as a function of the
average transmissivity of the fading channels and the strength of the thermal
Gaussian noise.

Explicitly, the covariance matrix evolves as:

w_ (30 @
Vin = I Vaut
0 3

Vi V2
V2 V3

noise. The benchmarking of the two schemes regarding both degrees of
freedom of the channel is illustrated in Fig. 3b.

Pre-amplification
We assume that CSI about the average behavior of the fading is available to
the transmitter. Accordingly, he makes a pre-amplification to overcome the

V1= B, +(1—#nB,)I, 11) effect of losses at the expense of adding additional noise to the system. The
evolution of the covariance matrix and the mean vectors in such a setup is
V2 = (/n( = (B, ~ BT, (12) Bvenby
Viev,—
Vs = (1B, + (1 = Byl (13) 1
S o B [(K, © K3)[(AG) @ A(G)NV, @ V2)(A(G) @ AG)
with +Nyi,) @ NA(GZ)] (K, ®K)"' + (N, @ Nz)] B(p)"
1 1 1 G 1 (17)
B, =G, [Tl (E_ (nth +5)) + ("th +z)} + 12 (14)
d, ®d, - B(n)(K; ® K,)(A(G)) ® A(G,))(d, & d,) (18)
1 1 1 G, —1 Explicitly,
BZ=G2[T2(E—(nth—ki))—k(nth—i—i)}—i— 22 (15)
o (%0 @ (V1 V2
where G; and G, are the amplification gains. The mean vectors evolve Vid = v = Vo= (19)
. . 0 2 V2 V3
according to the described process as: 2
x x V1= (4B, + (1 — By, (20)
dy =0 — vﬂle— (I_W)TZW
! ! V2= (,/q(1 ~ (B, — Bz)) I 1)
VT —F=—=—v(1 —nT, >:|
( x/ v2<T ) (16) Vs = (1B, + (1 = Bl (22)
d, =x+i V +v( .
) =X+ ip — [( nT, ’—2(T2 Tn) with
. p 1
+i (‘/"TZT 1-nT, m)} =(2G, — 1) Ly - 1)<nth + E) (23)
A benchmark between the average fidelity in 2-diversity and 0-diversity T, 1
schemes is highlighted in Fig. 3a. Indeed, the diversity advantage depends on B,=(2G, -1 o +(A-T)) ("th + E) (24)
the average behavior of the fading channel and on the background thermal
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Fig. 4 | The behavior of the average fidelity when the diversity scheme is employed
with pre-amplification. a The average fidelity in the 2-diversity and the 0-diversity
schemes as a function of the average transmissivity <T > of the fading channel for
ny, = 0.7 for the thermal Gaussian noise. b The log scale of the ratio between the
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average fidelities in the 2-diversity and the 0-diversity schemes as a function of the
average transmissivity of the fading channels and the strength of the thermal
Gaussian noise.
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Fig. 5| A diversity scheme with different amplification techniques in the presence
of cross talk. The green and yellow shadowed boxes refer to the operations carried by
transmitter and the receiver respectively. a A diversity scheme with postprocessing
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amplification of the signal upon CSI at the receiver. b A diversity scheme with
postamplification of the signal upon CSI at the receiver. ¢ A diversity scheme with
preamplification of the signal with CSI at the transmitter.

where G; and G, are the amplification gains. The mean vectors evolve
according to the described processs as:

d, =0 — [(\/EL—

x
1—9T,——
T (1—=nT, 2(T1)>

p p
_r A= pT,—L£
vy VT 2<T1>>}

, x x
d, =x+ip — K\/’TTz\/m+ a —W)Tl\/m>

. p p
VT, ———=+ (A =T, ———=
+1< ) /—2(T2)+ (1 =mnT, /—2<T2)>:|

A comparison between the 2-diversity and 0-diversity schemes is
illustrated in Fig. 4a for a fixed thermal noise and Fig. 4b for a varying
thermal noise. A clear reduction in the advantage of diversity is witnessed
with respect to the previous amplification methods, especially in the regime
of strong fading and thermal noise.

+i («/qu
(25)

In the presence of cross talk

We model crosstalk in CV quantum communications as a beam splitter
with a stochastic transmissivity parameter as discussed in Methods. In
the presence of crosstalk, the covariances and the mean vector of the
system undergo the global evolution given in Egs. (26)-(28). Therein,
B(#.,) denotes the crosstalk noise between the two channels, with #,,
being the crosstalk parameters reflecting the strength of the interference

between the transmitted signals. The diversity scheme with different
amplification methods employed in the presence of crosstalk is illustrated
in Fig. 5. The simulations are presented in Fig. 6a, b, and, ¢, respectively
for postprocessing amplification, postamplification, and preamplifica-
tion. We note that in the presence of cross-talk, the advantage brought by
the 2-diversity scheme is reduced for postprocessing, postamplification,
and pre-amplification, respectively, but an advantage is still observed at
strong fading and strong cross-talk for postprocessing and post-
amplification. In the contrary, no advantage is witnessed for post-
amplification in the presence of crosstalk. This reflects the fact that in
postamplification, the noise in the transmission paths, be it loss or
thermal, is amplified along with the signal, leading to a noisy state at the
output.

Secret key rate

A direct consequence of the fidelity increase brought by the diversity
scheme is the possibility to decrease the probability of error of decoding a
given state, resulting in a higher secret key rate in CV-QKD. To study
this, we consider the same prepare and measure scenario used until now,
where Alice, the transmitter, prepares coherent states modulated using a
centered bivariate Gaussian distribution in phase space, with variance
Vin. This is consistent with the standard Gaussian modulation protocol
used in CV-QKD.

V1@V, > B(B(r,)[(K, & K)(V, @ V,)(K, & Ky + (N, & N,)|B(n,)"Bm)"
d, ®d, —>G-B(nB(n K, ® K,)(d, ® d,)
(26)
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Fig. 7 | A diagram showing the evolution of the quadratures of different modes.  standing for the attacker modes quadratures. The signal modes and the attacker
The symbols g, and g, stand for the quadratures of the signal modes transmitted modes are finally combined with 50: 50 beam splitters of transmissivity 77 = 1. One of
through the Gaussian channels. The Gaussian channels are represented by beam the signal modes is discarded as well as one of the attacker modes.

splitter interactions with transmissivities T; and T, respectively, with g, and g,

V1 @V, —Bn)B(1,) [(AG) @ A(GY))[(K, ® K)(V, @ V)(K, ® K,)" given by (see Appendix. A for derivation):

HN, © N))J(AG) @ AG,)" + Nag,) Ny | Bi) B
d, ® d, —>B(n)B(n,)(K, ® K,)(A(G)) ® A(G,))d, & d,)

YD)V, ~ 1)
e e

I(A:B)= %logz 1+ (29)

(27)

with v = 1 for homodyne detection and v = 2 for heterodyne detection.
Moreover, to obtain the Holevo information, the reduced covariance
+Ny@,) @ NA(GZ)] K, ®K,) + (N, ®N 2)] B(n,)"B(n)" matrices on the environment Vj and the covariance matrix of the envir-
d, ® d, —B()B(1,)(AG,) ® AG,))(K, ® Ky)(d, @ dy) onment conditioned on the measurement outcomes of Bob Vi and their
(28) respective symplectic eigenvalues are needed. The environment covariance

matrix Vg is given by (see Appendix B for derivation):

Vi @V, = BB, [(K; @ Ky) [(AG) © AG(V, @ V,)(AG)) © A(Gy)"

At the receiver side, after the two spatially-diverse signals are recombined
using a beam splitter characterized by transmittivity #, only one of the output al, co,
ports is used for measurement (homodyne or heterodyne) and further Ve = ( b, )
processing. The second output is discarded and treated as an effective loss,
consistent with the prepare-and-measure framework commonly used in CV-  with:
QKD and CV communication systems. This approach simplifies both the
analysis and implementation, while still allowing the receiver to benefit from 0o (1 T+ TZ) (T1+4 T2) (n . 1>
- in il

(30)

co,

the interference and averaging effects introduced by the recombination 2 2 2

process. The measured output corresponds to the superposition of the two 1

received modes and captures the diversity gain provided by the spatial-mode b=ny + 3 (31)
configuration. For the security analysis, we consider an entangling attack as 2

highlighted in Fig. 7. Indeed, the scheme is equivalent to an entanglement- c= M <<n 5 1) ) -1

based scheme where Alice and Bob share a two-mode squeezed entangled V2 2

state, hence the same security”’. The mutual information I(A: B) in this case is
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Fig. 8| CV QKD secret key rate. a A benchmark between the secret key rate in the
2-diversity and the 2-multiplexing cases with heterodyne detection for perfect
reconciliation efficiency and variance V;, = 5/.b A benchmark between the secret key
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rate in the 2-diversity and the 2-multiplexing cases with homodyne detection for
perfect reconcilliation efficiency and variance V;,, = 5.

The symplectic eigenvalues of this matrix are given by:

v, :%(zi(b—a)) (32)
where:
z=1/(a+b)? -4 (33)

Differently, the conditional covariance matrix of the environment Vg
depends on the type of measurement. Due to the entropic equality:
S(E) — S(E|B) = S(AB) — S(A|B) (34)

We focus on V5 instead of Vi We distinguish two cases, heterodyne
detection and homodyne detection. For heterodyne detection, V45 is given

by™":

&
Veg= | k— I 35
EIB < ht 1> 2 (35)
with:
k=V,,
T14+ T2 1 T14 T2
(537
2 2 2 (36)
T1+ T2
=/ [——=) (V%2 -1
g ¢ < > > (Vi—=1)
with symplectic eigenvalues:
2
=k =75 (37)
For homodyne detection, V43 is given by™:
k—€ 0
VA\B = h (38)
0k

with symplectic eigenvalue:

(39)

The simulations of the average secret key rate in the presence of fading
channels are reported in Fig. 8. To see the advantage of diversity in CV-
QKD, we consider the 2-multiplexing case, where the QKD channel is bi-
multiplexed without considering any interference effects or cross-talk
between the two channels. Figure 8 compares the average secret key rates
achieved under 2-diversity and 2-multiplexing configurations for both
homodyne and heterodyne detection. In low- to moderate-loss regimes, the
multiplexing scheme offers a higher key rate than the diversity scheme. This
behavior is expected and can be attributed to the additivity of private (or
secret key) capacity under separable signal encoding and separable
measurement strategies, as assumed in our simulations. In such cases, each
transmission path in the multiplexed setup contributes independently to the
overall capacity, resulting in linear scaling of the secret key rate with the
number of parallel channels.

In contrast, the diversity scheme distributes the signal across multiple
spatial paths but ultimately recombines them into a single output, which is
used for decoding. As a result, diversity does not benefit from the same
scaling behavior. Instead, its strength lies in enhancing robustness: by sta-
tistically averaging over independently faded channels, diversity mitigates
channel fluctuations and noise, leading to a more stable and reliable key rate,
particularly in high-loss or turbulent environments. This highlights a fun-
damental trade-off: multiplexing favors throughput, while diversity prior-
itizes resilience, especially in scenarios where single-path transmission
would fail to meet security thresholds.

Figure 9 further illustrates the performance of the diversity scheme as
the number of spatially independent channels increases. A clear monotonic
improvement in secret key rate is observed under both homodyne and
heterodyne detection. This behavior aligns with theoretical expectations, as
agreater number of i.i.d. fading paths reduces the likelihood of simultaneous
deep fading, thereby improving the overall channel quality. Such diversity
gain is particularly valuable in free-space optical links and other dynamic
environments where bursty loss or atmospheric turbulence is prevalent.
These results underscore the scalability and practical relevance of spatial-
mode diversity for robust quantum communication under real-world
impairments.
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Fig. 9| CV QKD secret key rate as function of N, the number of used channels for
diversity. a The average secret key rate with heterodyne detection as a function of the
number of used channels for diversity for variance V;, = 10 and 4db loss. b The

- Secret key rate vs N-diversity

0.20 -

0.15 A ~ e

0.10 A

secret key rate (bits)
\

0.05 1

0.00

(b)

average secret key rate with homodyne detection as a function of the number of used
channels for diversity for variance V;, = 5 and 2db loss.

While diversity improves resilience to stochastic channel impairments
such as fading, turbulence, and misalignment, it also introduces new con-
siderations in terms of security. In particular, using additional spatial modes
or degrees of freedom enlarges the system’s Hilbert space, which may expose
new vulnerabilities if not properly isolated. For example, imperfect mode
separation or crosstalk could potentially be exploited by an adversary to
extract information or compromise the integrity of the transmission.
Therefore, any implementation of spatial-mode diversity must carefully
account for the physical mode isolation and incorporate these effects into
the security analysis. This balance between improved robustness and
expanded attack surface is especially important in high-dimensional CV-
QKD systems, where operational gains must not compromise composable
security guarantees.

We should highlight that in addition to spatial-mode diversity, several
alternative techniques have been proposed to mitigate noise in CV-QKD,
such as postselection™ and trusted-noise modeling”. Postselection-based
methods enhance performance by discarding low-quality measurement
outcomes, particularly those associated with deep fading or strong excess
noise. While effective in boosting the secret key rate under certain condi-
tions, postselection reduces the available data and often imposes stricter
requirements on statistical estimation and reconciliation efficiency.
Trusted-noise approaches, in contrast, assume that specific noise con-
tributions (e.g., from detectors or internal components) are under the
control of the legitimate parties and can be modeled securely. These require
careful calibration and can complicate composable security proofs.

Spatial-mode diversity provides a complementary strategy that oper-
ates at the physical layer’. Rather than discarding data or adjusting trust
assumptions, it reduces the impact of channel fluctuations by transmitting
quantum signals across multiple statistically independent spatial paths. This
reduces the probability that all modes simultaneously experience high loss
or fading, thereby improving channel stability and average performance
without reducing the data rate. Unlike postselection, all data can be retained,
and the scheme integrates naturally with standard CV-QKD postproces-
sing. Moreover, diversity-based schemes can be combined with postselec-
tion or trusted-noise models to further enhance performance in highly
dynamic or lossy environments.

Discussion

The investigation into spatial-mode diversity for CV quantum commu-
nications under realistic noise and channel conditions has yielded important
insights into the potential of diversity to enhance fidelity and robustness in

quantum information transfer. By integrating amplification strategies tai-
lored to available CSI, this study presents a novel insight into how diversity
outperforms traditional single-path or multiplexed schemes in adverse
environments.

The performance improvements observed under strong fading and
thermal noise conditions substantiate the core hypothesis that spatial-mode
diversity mitigates the effects of stochastic channel behavior. The
improvement in fidelity under 2-diversity configurations, across post-
processing, post-amplification, and pre-amplification regimes, supports
prior theoretical assertions about diversity in quantum communications'”"*.
Among these, the postprocessing amplification scheme, which avoids
introducing noise to the quantum signal, demonstrates the most pro-
nounced fidelity advantage under strong fading. This aligns with the broader
understanding in classical and quantum communication theory that pas-
sive, post-measurement mitigation techniques are often less invasive and
hence more noise-tolerant than pre- or active amplification methods.

Nevertheless, practical deployment reveals limitations to this advan-
tage. The presence of modal crosstalk introduces a significant constraint.
While spatial diversity retains performance benefits under moderate
crosstalk, the degradation in fidelity becomes apparent, particularly in post-
amplification scenarios. This is because active amplification not only
enhances the signal but also amplifies accompanying noise, an effect well
documented in quantum communication systems'®. These findings
underscore the importance of maintaining strong mode isolation or
implementing compensation strategies in real-world platforms, especially in
free-space optical systems where spatial orthogonality is not guaranteed.
These observations build upon earlier studies which emphasized caution in
mode-division multiplexing under non-ideal conditions'*"’, extending the
analysis to the CV regime where Gaussian noise models and phase-space
representations introduce unique considerations.

A particularly valuable contribution of this study lies in its comparative
analysis of diversity and multiplexing strategies in CV-QKD. While mul-
tiplexing enables throughput gains due to linear capacity scaling with
independent channels, diversity enhances transmission reliability. This
trade-off was quantified using secret key rate comparisons under fading,
revealing that diversity surpasses multiplexing performance in high-loss
regimes. Such behavior mirrors the well-known diversity-multiplexing
trade-off observed in classical MIMO systems and supports recent proposals
for Quantum MIMO architectures'®, where reliability and rate must be
carefully balanced. In CV systems, multiplexing benefits from separable
encoding and detection, yielding additive key rate improvements, while
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diversity leverages statistical averaging and constructive interference for
enhanced robustness. These results complement multicarrier CV-QKD
frameworks™*, suggesting that diversity can act as a physical-layer relia-
bility enhancer in otherwise multiplexed or multicarrier schemes. Our key
rate analysis follows the standard slow-fading model, averaging mutual and
Holevo information over the fading distribution. An alternative, more
conservative scenario would require the legitimate parties to operate under
the worst-case mutual information—-e.g., at minimum transmissivity-while
granting the eavesdropper knowledge of the exact transmittance per
channel use. This approach could yield a tighter lower bound on secure key
rates and represents a potential direction for future security analysis.

Scalability is another critical consideration. The monotonic key rate
improvement with increasing numbers of diversity channels is particularly
promising for free-space and satellite-based QKD systems, where fading and
turbulence are dominant impairments. Spatial-mode diversity offers a
mechanism to stabilize performance in such environments without sacri-
ficing throughput or resorting to complex postselection. These findings
align with current architectural proposals for the quantum internet™,
where communication must remain robust across heterogeneous and
dynamic link configurations-including fiber, free-space, and relay-based
segments. In such networks, diversity enhances robustness not only against
noise but also potentially against adversarial disruptions, assuming secure
mode isolation can be maintained. This positions spatial-mode diversity as a
candidate enabling technology for future quantum internet infrastructures,
where reliable operation of entanglement distribution, teleportation, and
distributed quantum computation is essential.

Finally, this work opens doors for broader integration of diversity into
CV quantum communications beyond standard Gaussian protocols.
Hybrid discrete-variable-continuous-variable (DV-CV) systems””*, parti-
cularly those aimed at entanglement distribution and repeater networks,
may benefit from the robustness offered by spatial-mode diversity. Future
studies could investigate how diversity interfaces with non-Gaussian
operations and quantum error correction. Altogether, this study lays both
an empirical and theoretical foundation for incorporating diversity into the
physical layer of quantum communication systems, highlighting its prac-
tical promise, potential limitations, and relevance to the design of scalable,
secure, and resilient quantum networks.

Conclusion

In this work, we have investigated the potential of spatial-mode diversity to
enhance the performance and resilience of continuous-variable quantum
communication systems operating under realistic channel impairments
such as fading, thermal noise, and crosstalk. By analyzing different ampli-
fication ~ strategies—postprocessing, — post-amplification, and pre-
amplification-we demonstrate that diversity can significantly improve the
fidelity of transmitted quantum states and stabilize performance in adverse
conditions. Our analysis reveals that in high-loss or noisy environments,
spatial-mode diversity outperforms traditional single-channel transmission
and even multiplexing schemes in terms of average secret key rate. This
advantage becomes especially relevant in continuous-variable quantum key
distribution, where robustness to environmental fluctuations is critical for
maintaining security. These results suggest that spatial-mode diversity, as a
physical-layer technique, offers a promising path toward scalable and reli-
able quantum networks. Future work may explore its integration with
trusted-noise models, postselection strategies, and its extension to hybrid or
non-Gaussian protocols within the broader context of the quantum
internet.

Methods

Here we give an overview of the main techniques used to establish our
results.

Channel Model
We consider Gaussian Lossy channels 4[T, n,,], described by a transmis-
sivity T'and thermal noise characterized by the thermal background average

number of photons ,;,. The channel acts on a Gaussian state p of covariance
matrix V and mean vector d as™:

p —Y[T,nyl(p)

VSTV 4+(1-T) <nt,, + %) I, (40)

d—>~Td

with I, being the two-dimensional identity matrix. Here, V denotes the
covariance matrix and d is the mean vector of the Gaussian state p, defined
as:

(41)

(42)

where R = (§,, Py, @y, Py, ---)" is the vector of quadrature operators and
{A, B} = AB + BA denotes the anti-commutator. The average or expectation
value of an operator O with respect to a quantum state p is defined as:

(0) = Tr(pO). (43)
Alternatively, for continuous-variable systems described by Wigner

functions, the average of an operator O can be expressed as an integral over
phase space:

(©) = / W(x) Oy (0 '

In particular, the components of the mean vector d and the covariance
matrix V are given by:

di:/XiW(X)dz"X, Vij:/XinW(X)dZ”X—didj

where W(y) is the Wigner function of the state, and y denotes a point in
phase space. For a quantum state p, the Wigner function W(y) is a quasi-
probability distribution in phase space. In the case of a Gaussian state with
mean vector d € R?" and covariance matrix V € R?*?" the Wigner
function is given by:

wh=— exp[—(x — )V (x - D), (44)

1
VdetV

where y € R®" is the real-valued phase space coordinate vector, # is the
number of modes, and det V is the determinant of the covariance matrix.
This expression fully characterizes the Gaussian state and is used to compute
the fidelity between input and output states by evaluating the overlap of their
corresponding Wigner functions. The fading of the channel transmittance is
modeled by a log-normal distribution, characterized by the probability
density function:

0T — u)
F(T) = _(nT ’”),

1
Tovzm © ( 207
where T € (0, 1) denotes the channel transmittance, y is the mean of In T,
and ois its standard deviation. The parameters y and o are chosen such that
the average transmittance (T) corresponds to the desired loss level.

In our diversity-based model, each quantum signal traverses an inde-
pendent Gaussian lossy channel with transmittance T and T5, respectively.
The action of each channel on the covariance matrix and displacement
vector can be described using affine transformations in phase space.
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Specifically, the matrices K; and K, represent the linear part of the
channel transformation and are defined as:

Ki:\/Fi'HZv

where I, is the 2 x 2 identity matrix, and i € {1, 2}. This corresponds to the
standard Gaussian lossy channel, where each quadrature is attenuated by a
factor of \/T;.

The associated noise matrices N; and N,, accounting for thermal noise
in the environment, are given by:

N;=(1- Ti)(znth + 1) I,

where ny, is the mean thermal photon number. Together, (K;, N;) define
the action of each channel on Gaussian states as part of the full diversity
system.

Gaussian amplification

The process of a physical active amplification .2/[G] of the signal with
amplification gain G is described by a Gaussian channel that transforms the
original state by””:

p — /[Gl(p) (45)
V — GV + (G — DI, (46)
d— JGd (47)

The term (G — 1)1, reflects that the active physical amplification is a noisy
process.

Crosstalk

Crosstalk in communications can arise in various scenarios and is
typically due to interference between signal paths. As the optical
signal propagates through free space, the light beam can diverge
due to diffraction. If the beams from different transmitters are not
sufficiently collimated or if they diverge too much, they can overlap at
the receiver, causing crosstalk. Moreover, variations in the refractive
index of the atmosphere caused by temperature fluctuations
and air movement can lead to beam wandering and spreading. Simi-
larly, crosstalk in multicore fibers (MCFs) primarily arises from core-to-
core coupling due to the close proximity of the cores, where overlapping
evanescent fields cause optical modes in one core to couple into
adjacent cores. This issue is exacerbated by refractive index fluctuations,
geometry non-uniformities, and mechanical stresses such as
fiber bending and external forces. Additionally, propagation effects
like differential mode delay and random perturbations can dynamically
influence crosstalk levels. Crosstalk can also vary with wavelength
and modal characteristics. Crosstalk can cause parts of the beam
to stray into the path of another receiver. The crosstalk in this paper
is modeled as a beam splitter B() with # being its transmissivity.
The B(%) representation on phase space is given by the symplectic
matrix:

Vi

B(n) = 48
(1) ( ST (48)

/1= 7712>
NG

The action of the beam splitter on the covariance matrix V and the mean
vector d of a given state is described as:
V = B(p)VB(n)" (49)

d — B(n)d (50)

Figures of Merit
Here we present the figures of merit used in Results to benchmark our
diversity scheme.

Fidelity. We benchmark the advantage of the scheme in terms of
the average fidelity in the 2-diversity and the 0-diversity scenarios,
where the latter denotes single transmission. The fidelity between the
output state and input state with Wigner functions W,,,(x) and W;,(x)
as:

F(paut7pin) = (27_[)71/ Wout(X)Win(X)dX (51)

where 7 is the number of modes of the states. For two Gaussian states, p;,
and p,,,; of phase space representation (V1, d1) and (V2, d2) respectively, the
fidelity expression simplifies to:

. (dl—dz)(V1+V2)(d1—d2))7‘>
2

Vdet(V1 + v2)

In a realistic communications scenario, the mean vectors and the covariance
matrices of the output states p,,; depend on the stochastic transmissivity
parameter. As a matter of fact, we define the average fidelity between the
output and input states by:

exp( -

F(pouﬂ Pin) =

Fug = [ SH(DFpu (D) p, (DT 53

We should highlight that we use fidelity as a physical-layer perfor-
mance metric to evaluate the robustness of quantum states under fading and
noise. Although not directly used in CV-QKD security proofs, it provides
insight into state degradation before post-processing and is very useful when
we extend the work to quantum entanglement distribution using CV
encodings™. The secret key rate remains our primary security-relevant
benchmark.

Secret key rate. The secret key rate is a crucial figure of merit in the
evaluation of diversity schemes in QKD. It quantifies the number of
secure bits that can be extracted per channel use and directly reflects
both the efficiency and the security of the quantum key distribution
system. In practical deployments—particularly in dynamically varying
environments such as free-space optical links or atmospheric
channels-secret key rate estimates must take into account statistical
fluctuations in channel transmittance, noise, and eavesdropping
vulnerability.

Diversity schemes, which leverage multiple independent transmission
paths or degrees of freedom, aim to mitigate these impairments and improve
the stability of the communication channel. When the channel exhibits
random fading-such as lognormally distributed transmittance due to
atmospheric turbulence-the average secret key rate serves as a natural
performance metric for characterizing system robustness. It allows for
comparison between different diversity strategies and provides insight into
how effectively the system can sustain secure communication under rea-
listic, non-stationary conditions.

In this work, we assume a slow fading regime, as formalized in ref. 30, in
which the channel transmittance remains constant over a block of trans-
missions, and its distribution f7(T) is either known or empirically estimated.
This assumption allows us to define the average asymptotic secret key rate
as:

K= / Fo(T[BIA : BYT) — y(E: BYT)dT,  (54)

where f3 is the reconciliation efficiency, I(A: B) is the mutual information
between Alice and Bob for a given transmittance T, and y(E: B) is the Holevo
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information between Eve and Bob, characterizing the maximum informa-
tion that an eavesdropper can extract.

The Holevo information is given by:

X(E : B) = S(E) — S(E|B), (55)

where S(E) is the von Neumann entropy of Eve’s reduced state (holding the
purification of the system), and S(E|B) is the conditional entropy after Bob’s
measurement.

For Gaussian states, the entropy is computed from the symplectic
eigenvalues v; of the corresponding covariance matrix V, and the total
entropy is expressed as:

= Zg("i)7

where the entropy function g(x) is defined by:

()_x—i—ll x+1 _x—l1 x—1
gXx) = P 08, P P 08, P :

This framework enables us to evaluate the expected long-term key
rate performance of CV-QKD systems under statistical fading and
supports the assessment of physical-layer techniques such as spatial-
mode diversity.

(57)

The mutual information /(A: B)

Assuming the modulation variance at the sender Alice being V/,,, then after
transmission of the state through a bosonic Gaussian channel the covariance
matrix undergoes the following transformation:

1
Vig = TV + (nth + z) L (58)

as specified in Eq. (40). In a diversity scheme setup, and in the presence of
two parallel channels with similar combining of Fig. 1 after discarding the
local oscillator state, the covariance matrix evolves as:

T,+T T,+T 1
v, — ‘2 Zy. + (1_%) (mﬁg)lz

for homodyne detection, and

1T, +T T,+T 1 1
Vin_>5|: 12 ZVin'f'(l_%)("zh"‘E)Iz}‘f'le (60)

for heterodyne detection. The mutual information is defined as

(59)

I(A:B) =

;logz(l + SNR) (61)

with SNR being the signal-to-noise ratio and v is a factor identical to 2 for
heterodyne detection and 1 for homodyne detection. From Egs. (59) and
(60), we can deduce the SNR for both homodyne and heterodyne detections
and it is given respectively by:

V() (Vi — 1)

SNR = 62
R o ) “
therefore the mutual information is given by:
v V(T1+T2 (V. — 1)
I(A:B)=log, |1+ v (63)
2 1+1(1-12) 20, — 1)

The covariance matrix of the environment

To understand the derivation of the covariance matrix of the environment
Vg in Eq. (30), we follow the diagram in Fig. 7 reflecting the evolution of the
quadratures in the presence of an environment which is controlled by the
attacker. The quadratures ¢, and g, stand for the signal modes that are
transmitted through two parallel Gaussian channels for the 2-diversity
scheme. The two Gaussian channels are explicitly represented by beam
splitter interactions of the signal modes with the corresponding attacker
modes, ZIE, and EIEZ with transmissivities T; and T5, respectively. The signal
modes are combined at the receiver by a 50: 50 beam splitter, and the same
for the attacker modes. At the end of the process, one of the signal modes is
discarded as well as one of the attacker modes, reflecting a cloning attack.
The quadratures of the remaining signal and environment mode are given
by:

R :‘/Tl+’/T2q +«/1—T1+ 1—T2£1 (64)
B > 1 2 E,
. I+ T, \/1— 1+ T, . (65)
qg, = 2 9, q,

By setting ( ) (pE ) = (ny +%) and <q ) = (p1> =V, the

covariances and the cross covariances of an entangled attacker are given

by:
. T, +T 1 T, +T
=(P§;n) =— 5 2 (”m +—) + (1 —%) Vi

\/—+\/_

<PE pr) = qE

\/—+\/_ (w) .

. 1
@9#@=(w+ﬂ

with g, and p;, being the quadratures of the entangling attacker mode. As a
result, the covariance matrix of the environment is:

ar,)

(G, qz) =
(66)

V. — (alz caz) 67)
F7 \eo, b,
with:
T1+ T2 (T1+ T2) 1
O R
b— 1
~n (68)
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