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Abstract
This article examines the challenges posed by algorithm-assisted decision-making in interoperable EU-wide large-scale IT systems vis-à-vis access to extrajudicial and judicial remedies. Focus is placed on automated risk assessments via profiling and automated data matching introduced in two EU large-scale IT systems, namely ETIAS and the revised VIS, both of which will employ algorithms to assist in the examination of applications for visas and travel authorisations. The article critically assesses the effectiveness of existing safeguards contained in the respective regulations under EU data protection and administrative law in light of European and international efforts to regulate artificial intelligence (AI). By doing so, it makes a threefold contribution: (1) it provides a taxonomy of extrajudicial and judicial remedies provided by EU data protection and administrative law as well as the AI Act; (2) it offers an in-depth assessment of the remedial mechanisms included in the ETIAS and revised VIS rules; and (3) it highlights important shortcomings and suggests possible regulatory solutions. It is argued that the EU’s eagerness to employ advanced technologies in the field of migration management may further undermine the protection of third-country nationals’ fundamental rights, including their right to legal remedies, the latter not being sufficiently adjusted to the new era of algorithm-assisted decision-making.

1.	Introduction

In recent years, the exponential increase in computational power coupled with the availability of large quantities of personal data has led to the widespread deployment of artificial intelligence (AI) tools in both the private and public domains.[footnoteRef:2] The aim has largely been to automate or support mundane tasks, decision-making (or parts thereof), or knowledge production, enhance efficiency, and reduce operational costs. In this context, algorithmic decision-making, broadly understood as the use of algorithms (whether machine learning or not) to replace or assist human decision-making,[footnoteRef:3] is proliferating with unprecedented speed in various fields, including migration management. Here, States have been seeking ways to employ such technological advances to expediate and standardize immigration-related decision-making, reinforce border checks, and prevent potentially dangerous travellers from entering their territory. The development of AI tools thus comes with the hope of modernizing migration management and enhancing internal security through various applications, such as automated risk assessments, automated biometric identification, or migration flows forecasting tools, among others.[footnoteRef:4] [2:  An AI system is understood as ‘a machine-based system that is designed to operate with varying levels of autonomy and that may exhibit adaptiveness after deployment, and that, for explicit or implicit objectives, infers, from the input it receives, how to generate outputs such as predictions, content, recommendations, or decisions that can influence physical or virtual environments’ [2024] OJ L 144/1 (hereinafter AI Act). For the purposes of this article, the term ‘artificial intelligence’ is used to denote machine learning systems (broadly understood).]  [3:  Frederic Gerdon and others, ‘Social Impacts of Algorithmic Decision-Making: A Research Agenda for the Social Sciences’ (2022) 9 Big Data & Society 1.]  [4:  For an overview of applications for migration management in Europe, see Costica Dumbrava, Artificial Intelligence at EU Borders – Overview of Applications and Key Issues (European Parliamentary Research Service 2021); Derya Ozkul, Automating Immigration and Asylum: The Uses of New Technologies in Migration and Asylum Governance in Europe (Refugee Studies Centre, University of Oxford 2023).] 

At European level, both the EU as a whole and individual Member States are investing significant resources into the development of such applications.[footnoteRef:5] At EU level, the deployment of AI tools primarily takes place in the framework of the EU large-scale IT systems for third-country nationals. This complex ecosystem comprises the Schengen Information System (SIS), Eurodac, and the Visa Information System (VIS), the Entry-Exit System (EES), the European Travel Information and Authorisation System (ETIAS) and the European Criminal Records Information System for Third Country Nationals (ECRIS-TCN).[footnoteRef:6] These systems are composed of various components and algorithms,[footnoteRef:7] such as databases, profiling algorithms for automated risk assessments of short-stay travellers and advanced biometric identification through facial recognition technology. Furthermore, interoperability tools are in the making to enable the interconnection of the aforementioned systems, the aggregation of data stored therein into single information sources and the production of cross-system analytics, thereby creating an information pool of an unprecedented magnitude and richness.[footnoteRef:8] Other initiatives in this field include the development of AI-assisted analytics of migration flows and cross-border crime trends by the European Border and Coast Guard Agency (EBCG Agency), the European Union Agency for Asylum (EUAA) and Europol.[footnoteRef:9] Finally, a 2020 Commission report highlights several other ‘opportunities’ for AI applications in the field, which may be developed in the coming years,[footnoteRef:10] while a 2021 study commissioned by the EBCG Agency illustrates the diversity of AI-based capabilities that could be utilized to reinforce external border surveillance.[footnoteRef:11] [5:  For a comprehensive overview see Ozkul, ibid.]  [6:  See Section 2.1.]  [7:  Algorithms can be defined as ‘encoded procedures for transforming input data into a desired output, based on specified calculations. The procedures name both a problem and the steps by which it should be solved’: Tarleton Gillespie, ‘The Relevance of Algorithms’ in Tarleton Gillespie, Pablo J Boczkowski and Kirsten A Foot (eds), Media Technologies. Essays on Communication, Materiality, and Society (MIT Press 2014).]  [8:  See Section 2; also Niovi Vavoula, ‘Artificial Intelligence (AI) at Schengen Borders: Automated Processing, Algorithmic Profiling and Facial Recognition in the Era of Techno-Solutionism’ (2021) 23 European Journal of Migration and Law 457.]  [9:  Dumbrava (n 3).]  [10:  European Commission, Opportunities and Challenges for the Use of Artificial Intelligence in Border Control, Migration and Security, Volume 1, Main Report (Publications Office of the European Union 2020).]  [11:  Luke Huxtable, Artificial Intelligence-Based Capabilities for the European Border and Coast Guard (European Border and Coast Guard Agency 2021).] 

This appetite for experimentation with AI-powered applications can be seen as part of a broader global techno-solutionist trend that overly relies on technological advancements to solve long-standing problems, such as extensive backlogs or inconsistent decision-making, and enhance efficiency. Notwithstanding the benefits that such systems can provide, if designed and implemented correctly, their deployment also raises significant legal challenges. Existing literature underscores the negative impact of IT systems on the rights to privacy and data protection,[footnoteRef:12] as well as non-discrimination,[footnoteRef:13] while significant risks have been highlighted about the human-rights compliance of machine learning tools embedded in the aforementioned IT systems.[footnoteRef:14] While there is mounting academic interest in AI developments in general, scholarship examining their human rights implications in the field of migration management remains underdeveloped, particularly on the impact on the right to effective remedies.[footnoteRef:15] This is, however, an important gap considering that the right to effective remedies is a cornerstone of the rule of law in the EU legal order and an indispensable accountability mechanism to mitigate abuses of power, as explained below. It is also one of the most heavily impacted rights in the field of migration management, given that third-country nationals already face significant difficulties in accessing legal remedies for example, due to their unfamiliarity with the host country’s legal system, linguistic barriers, difficulty in accessing legal representation and limited resources.[footnoteRef:16] The deployment of AI tools may further aggravate this situation because of their technical complexity and unintelligibility. In the context of EU immigration decision-making, there are additional elements of complexity: the multiplicity of actors at both the EU and Member State level, and the large volume of data from diverse origins coming together in a single decision-making process, leading often to untraceable and poorly-justified administrative decisions.[footnoteRef:17]  [12:  Indicatively: Niovi Vavoula, Immigration and Privacy in the Law of the European Union: The Case of Information Systems (Brill Nijhoff 2022); Niovi Vavoula, ‘The “Puzzle” of EU Large-Scale Information Systems for Third-Country Nationals: Surveillance of Movement and Its Challenges for Privacy and Personal Data Protection’ (2020) 45(3) ELR 348; Paulina Jo Pesch, Diana Dimitrova and Franziska Boehm, ‘Data Protection and Machine-Learning-Supported Decision-Making at the EU Border: ETIAS Profiling under Scrutiny’ in Agnieszka Gryszczyńska and others (eds), Privacy Technologies and Policy (Springer International 2022) 50.]  [13:  Vavoula (n 7); Evelien Brouwer, ‘Large-Scale Databases and Interoperability in Migration and Border Policies: The Non-Discriminatory Approach of Data Protection’ (2020) 26 EPL 71.]  [14:  Vavoula (n 7).]  [15:  Evelien Brouwer, Digital Borders and Real Rights: Effective Remedies for Third-Country Nationals in the Schengen Information System (Brill Nijhoff 2008); Niovi Vavoula, ‘Information Sharing in the Dublin System: Remedies for Asylum Seekers In-Between Gaps in Judicial Protection and Interstate Trust’ (2021) 22 GLJ 391; Evelien Brouwer, ‘Schengen and the Administration of Exclusion: Legal Remedies Caught in between Entry Bans, Risk Assessment and Artificial Intelligence’ (2021) 23 European Journal of Migration and Law 485.]  [16:  EU Agency for Fundamental Rights (FRA), Under Watchful Eyes: Biometrics, EU IT Systems and Fundamental Rights (Publications Office of the European Union 2018) 99–205.]  [17:  See Sections 3 and 4.] 

The interest in the remedies afforded to third-country nationals is particularly prompted by three inter-related reasons: first, the millions of short-stay travellers that will be affected by algorithm-assisted decision-making, but also because the field of migration management has been a long-standing arena of experimentation, whereby new technologies, particularly the most controversial ones, ‘have been (and are still being) “tested” on migrants and refugees’ or otherwise legitimized at the diversified border.[footnoteRef:18] This experimentation takes place in a policy field, where the imbalance of power between the EU and the third-country nationals gives very little leverage, if any, to the latter, who cannot contest which technological tools are used on them. Besides, migration management constitutes a field in which States enjoy a wide degree of discretionary power due to their sovereign prerogative to control who enters or stays in their territory,[footnoteRef:19] which in many situations has been exercised at the expense of third-country nationals’ fundamental rights, as evidenced by States’ eagerness to deploy discriminatory or otherwise unreliable automated systems with little regard to the legal and fundamental rights challenges they raise.[footnoteRef:20]  [18:  Ben Hayes, ‘NeoConOpticon: The EU Security-Industrial Complex’ (Transnational Institute/Statewatch, 2009) 35. See Katja Lindskov Jacobsen, ‘Making Design Safe for Citizens: A Hidden History of Humanitarian Experimentation’ (2010) 14(1) Citizenship Studies 89.]  [19:  Jean-Baptiste Farcy, ‘Equality in Immigration Law: An Impossible Quest?’ (2020) 20 Human Rights Law Review 725.]  [20:  See for instance the UK visa streaming tool that was used to classify visa applications in categories based on the applicants’ perceived riskiness and which was withdrawn by the government after legal action was pursued against it on the grounds of unlawful discrimination. A similar risk assessment algorithm used in New Zealand for deportation purposes was also withdrawn by the government after evidence came to light that it was targeting Indian students: Foxglove, ‘Legal Action to Challenge Home Office Use of Secret Algorithm to Assess Visa Applications’ <www.foxglove.org.uk/news/legal-challenge-home-office-secret-algorithm-visas> (all websites last accessed 23 January 2026); R (Joint Council for the Welfare of Immigrants) v Secretary of State for the Home Department Administrative Court CO/2057/2020, QBD; Gill Bonnett, ‘Immigration Dumps Controversial Deportation Analytical Tool’ (RNZ, 6 July 2018) <www.rnz.co.nz/news/national/361199/immigration-dumps-controversial-deportation-analytical-tool>.] 

Against this background, this article examines the challenges raised by the introduction of algorithmic profiling and automated data matching in interoperable EU large-scale systems vis-à-vis extrajudicial and judicial remedies. The aim is to critically assess the effectiveness of existing safeguards and the quality of the legal framework in light of ongoing (European and global) efforts to regulate AI and the relevant case law of the Court of Justice of the European Union. Focus is placed on the two large-scale systems, namely ETIAS[footnoteRef:21] and VIS, in accordance with Regulations (EU) 2021/1133 and 2021/1134,[footnoteRef:22] both of which incorporate these systems. By doing so, this article makes a threefold contribution. First, it provides a taxonomy of extrajudicial and judicial remedies provided by EU data protection and administrative law as well as the AI Act. Second, it assesses the remedial mechanisms foreseen by the ETIAS and revised VIS rules, both extrajudicial (administrative) and judicial ones. Third, the article highlights important shortcomings of the relevant rules on both extrajudicial and judicial remedies, which may appear complete on paper but on closer examination prove to be insfficient. These shortcomings are coupled by risks stemming from their common technical functionalities, which can increase the number of false outputs and thus affect a significant number of short-stay travellers. Being outside the territory of the EU, affected individuals are additionally at a disadvantegous position facing significant difficulties in accessing information, or specialized legal assistance. [21:  Regulation (EU) 2018/1240 of the European Parliament and of the Council of 12 September 2018 establishing a European Travel Information and Authorisation System (ETIAS) and amending Regulations (EU) No 1077/2011, (EU) No 515/2014, (EU) 2016/399, (EU) 2016/1624 and (EU) 2017/2226 [2018] OJ L 236/1 (the ETIAS Regulation).]  [22:  Regulation (EU) 2021/1133 of the European Parliament and of the Council of 7 July 2021 amending Regulations (EU) No 603/2013, (EU) 2016/794, (EU) 2018/1862, (EU) 2019/816 and (EU) 2019/818 as regards the establishment of the conditions for accessing other EU information systems for the purposes of the Visa Information System [2021] OJ L 248/1; Regulation (EU) 2021/1134 of the European Parliament and of the Council of 7 July 2021 amending Regulations (EC) No 767/2008, (EC) No 810/2009, (EU) 2016/399, (EU) 2017/2226, (EU) 2018/1240, (EU) 2018/1860, (EU) 2018/1861, (EU) 2019/817 and (EU) 2019/1896 of the European Parliament and of the Council and repealing Council Decisions 2004/512/EC and 2008/633/JHA, for the purpose of reforming the Visa Information System [2021] OJ L 248/11 (Revised VIS Regulation).] 

This article is structured as follows: Section 2 provides a synopsis of the complex architecture of EU IT systems to contextualize the subsequent analysis and highlights which applications may be powered by AI. Section 3 describes the case studies of ETIAS and VIS, while Section 4 analyses their common technical functionalities, data matching and data mining, focusing on profiling, the ensuing risks of false algorithmic outputs, and the relevant fundamental rights implications to highlight why access to remedies becomes crucial. The analysis of data matching and data mining is vital because each functionality raises distinct legal issues which influence the types of remedies available to affected persons and the content of the reasons that should be provided to them so that they can effectively challenge any adverse decision adopted based on their outputs. Section 5 assesses the repercussions of these two systems for access to both types of remedies, before the findings of this research are summarized in Section 6.

2.	EU’s techno-borders: From digitalization to algorithmization

2.1.	The complex ecosystem of interoperable large-scale IT systems for third-country nationals

At EU level, the use of digital technologies for migration management has been inextricably linked with the abolition of internal border controls. The establishment of the Schengen Area as a space of free movement of persons has been accompanied by common policies on the management of the external (Schengen) borders, on visas, and police cooperation.[footnoteRef:23] Their aim has been to ensure a high level of internal security, prevent irregular immigration and filter out perceived ‘risky’ migrants, given that anyone who crossed the external borders would then be able to freely circulate within the Area.[footnoteRef:24] An indispensable tool for these policies has been the development of EU/Schengen-wide databases to enable the processing of personal data collected from different groups of third-country nationals in various administrative and law enforcement settings. Technology has certainly been the ‘servant mistress of politics’,[footnoteRef:25] leading to what Besters and Brom term ‘the digitalisation of the European migration policy’.[footnoteRef:26] [23:  Schengen acquis [2000] OJ L 239.]  [24:  ibid; see also Thomas Gammeltoft-Hansen, Filtering Out the Risky Migrant: Migration Control, Risk Theory and the EU (Akademiet for Migrationsstudier i Danmark, Aalborg University 2006).]  [25:  Philippe Bonditti, ‘From Territorial Space to Networks: A Foucaldian Approach to the Implementation of Biometry’ (2004) 29 Alternatives 465.]  [26:  Michiel Besters and Frans WA Brom, ‘Greedy Information Technology: The Digitalization of the European Migration Policy’ (2010) 12 European Journal of Migration and Law 455. ] 

Since the development of these databases, an impressive technological architecture has been steadily developed to monitor and control the movement of third-country nationals. The first and probably most well-known system is SIS, which stores biographic and biometric data (fingerprints and photographs) in the form of alerts of various categories of third-country nationals, such as persons wanted for arrest or extradition, missing persons, and persons subject to discreet surveillance, entry bans or to return procedures.[footnoteRef:27] Eurodac primarily processes the fingerprints of applicants for international protection, refugees and irregular migrants to establish their entry point and determine the Member State responsible for examining their asylum application.[footnoteRef:28] VIS is designed to facilitate the exchange of visa applicants’ biographic and biometric data among consular, central immigration, and border authorities.[footnoteRef:29] In the coming year, VIS will be extended to applicants for long-term visas and residence permits, and will incorporate algorithmic profiling (only in respect of Schengen visa applications) and possibly facial recognition technology in the future (in relation to all applicants).[footnoteRef:30]  [27:  Schengen acquis (n 22) Arts 95–100; Regulation (EU) 2018/1860 of the European Parliament and of the Council of 28 November 2018 on the use of the Schengen Information System for the return of illegally staying third-country nationals [2018] OJ L 312/1 (SIS II Regulation for migration); Regulation (EU) 2018/1862 of the European Parliament and of the Council of 28 November 2018 on the establishment, operation and use of the Schengen Information System (SIS) in the field of police cooperation and judicial cooperation in criminal matters, amending and repealing Council Decision 2007/533/JHA, and repealing Regulation (EC) No 1986/2006 of the European Parliament and of the Council and Commission Decision 2010/261/EU [2018] OJ L 312/56 (SIS II Regulation for law enforcement) [? Query – these two Regulations can’t have the same abbreviated name???] regarding police and judicial cooperation in criminal matters.]  [28:  Regulation (EU) 603/2013 of the European Parliament and of the Council of 26 June 2013 on the establishment of ‧Eurodac‧ for the comparison of fingerprints for the effective application of Regulation (EU) No 604/2013 establishing the criteria and mechanisms for determining the Member State responsible for examining an application for international protection lodged in one of the Member States by a third-country national or a stateless person and on requests for the comparison with Eurodac data by Member States' law enforcement authorities and Europol for law enforcement purposes, and amending Regulation (EU) No 1077/2011 establishing a European Agency for the operational management of large-scale IT systems in the area of freedom, security and justice (recast), replaced by [2024] OJ L 1358.]  [29:  Council Decision 2004/512/EC of 8 June 2004 establishing the Visa Information System (VIS) [2004] OJ L 213/5; Regulation (EC) 767/2008 of the European Parliament and of the Council of 9 July 2008 concerning the Visa Information System (VIS) and the exchange of data between Member States on short-stay visas (VIS Regulation); Council Decision 2008/633/JHA of 23 June 2008 concerning access for consultation of the Visa Information System (VIS) by designated authorities of Member States and by Europol for the purposes of the prevention, detection and investigation of terrorist offences and of other serious criminal offences [2008] OJ L 218/129.]  [30:  Revised VIS Regulation (n 21); [2021] OJ L 248/1 (n 21).] 

Since 2015, the so-called ‘refugee crisis’, coupled with various terrorist events, has reinvigorated the techno-solutionist drive, and information gaps in the EU’s technological architecture have been equated with security gaps.[footnoteRef:31] On top of reforms to the existing IT systems, three additional ones were designed and several interoperability components were conceived. ETIAS will process a large dataset provided online by visa-exempt travellers who wish to travel to the Schengen Area, excluding their biometric data, in what could be described as a ‘light’ visa process.[footnoteRef:32] The EES has been developed to automatically register third-country nationals’ personal data (both alphanumeric and biometric), as well as the date and place of their external border crossing in both inbound and outbound travels. It will also automatically alert the competent authorities in case the maximum duration of their authorized stay has expired, if no exit data have been recorded by that point.[footnoteRef:33] Finally, ECRIS-TCN (European Criminal Records Information System for Third-country Nationals) will enable the exchange of criminal record information on third-country nationals who are convicted of a criminal offence among national authorities and European agencies.[footnoteRef:34] [31:  COM(2016)205, ‘Stronger and Smarter Information Systems for Borders and Security’.]  [32:  Vavoula, Immigration and Privacy in the Law of the European Union (n 11) [???Which one? There are two citations in n 11??] 469–473; see Section 3.1.]  [33:  Regulation (EU) 2017/2226 of the European Parliament and of the Council of 30 November 2017 establishing an Entry/Exit System (EES) to register entry and exit data and refusal of entry data of third-country nationals crossing the external borders of the Member States and determining the conditions for access to the EES for law enforcement purposes, and amending the Convention implementing the Schengen Agreement and Regulations (EC) No 767/2008 and (EU) No 1077/2011 [2017] OJ L 327/20.]  [34:  Regulation (EU) 2019/816 of the European Parliament and of the Council of 17 April 2019 establishing a centralised system for the identification of Member States holding conviction information on third-country nationals and stateless persons (ECRIS-TCN) to supplement the European Criminal Records Information System and amending Regulation (EU) 2018/1726 [2019] OJ L 135/1.] 

As for interoperability, Regulations 2019/817 and 2019/818 bring all the personal data stored in silos together[footnoteRef:35] through several tools designed to process data collected by each system and generate combined results. The European Search Portal (ESP) will provide a single search interface to query all underlying systems simultaneously based on both alphanumeric and biometric data.[footnoteRef:36] The shared Biometric Matching Service (sBMS) will store biometric templates from all biometric data registered in each underlying system to conduct biometric comparisons.[footnoteRef:37] The Common Identity Repository (CIR) will store an individual file for each person registered in any underlying system, containing both biometric and biographic data.[footnoteRef:38] The Multiple Identity Detector (MID) will enable the automated identification of third-country nationals to detect those who have used multiple identities.[footnoteRef:39] Finally, the Common Repository for Reporting and Statistics (CRRS) will provide cross-system statistical data and analytical reports for policy, operational and data quality purposes.[footnoteRef:40] One of these operational purposes is the provision of statistical data and customizable reports allowing the analysis and specification of risk profiles subsequently used for the pre-vetting of visa applicants and visa-exempt travellers, as analysed below.[footnoteRef:41] [35:  Regulation (EU) 2019/817 of the European Parliament and of the Council of 20 May 2019 on establishing a framework for interoperability between EU information systems in the field of borders and visa and amending Regulations (EC) No 767/2008, (EU) 2016/399, (EU) 2017/2226, (EU) 2018/1240, (EU) 2018/1726 and (EU) 2018/1861 of the European Parliament and of the Council and Council Decisions 2004/512/EC and 2008/633/JHA [2019] OJ L 135/27; Regulation (EU) 2019/818 of the European Parliament and of the Council of 20 May 2019 on establishing a framework for interoperability between EU information systems in the field of police and judicial cooperation, asylum and migration and amending Regulations (EU) 2018/1726, (EU) 2018/1862 and (EU) 2019/816 [2019] OJ L 135/85.]  [36:  Regulation (EU) 2019/818 (n 34) Arts 6–11.]  [37:  ibid, Arts 12–16.]  [38:  ibid, Arts 17–24.]  [39:  ibid, Arts 25–36.]  [40:  ibid, Art 39.]  [41:  See Section 2.2; C(2021)4981, ‘Commission Delegated Decision of 23 November 2021 on further defining security, illegal immigration or high epidemic risks’, para 3.] 


2.2.	Algorithmization and the search for AI

AI can bring significant added ‘value’ to the EU’s techno-solutionist eagerness: on the one hand, these vast amounts of data could not be processed effectively without AI; on the other hand, AI can leverage their vastness to provide additional insights and new potential, such as risk indicators for future risk assessments or automated identity fraud detection. The key question raised in this context is whether and where AI is embedded in the operationalization of large-scale IT systems, as it determines the applicable legal framework. In particular, the rules enshrined in the AI Act and the lack of clarity on this matter obscure foreseeability for third-country nationals, as a fundamental legality requirement.[footnoteRef:42] Admittedly, the term AI does not feature in any legal instrument governing the IT systems. This may be seen as a means of avoiding the loaded term to ward off additional complications in terms of supervision or political scrutiny or to leave this issue open for introducing AI in the future. However, the use of AI may be deduced from the combined reading of different rules in the relevant legal instruments or by EU documentation. For example, as has been argued elsewhere, the growing focus on collecting and processing facial images of different groups of third-country nationals not only to verify their identity (one-to-one searches) but also to identify them (one-to-many searches) foreshadows the introduction of facial recognition technology at EU borders and national territory.[footnoteRef:43] The sBMS, which stores templates of the biometrics collected under the legal instruments governing information systems, is instrumental in this respect and key evidence points in the direction that it will be powered by AI.[footnoteRef:44] [42:  For further analysis see Nioni Vavoula, ‘Tr-AI-nsforming Migration, Asylum and Border Management in the EU: The Roles of the AI Act, Interoperable Large-scale IT Systems and EU Migration Agencies’ (forthcoming) Computer Law & Security Review.]  [43:  Vavoula (n 7); Section 4 below.]  [44:  For further details see Alexandra Karaiskou, ‘Visa Information System’ (2025) Oxford Encyclopedia of EU Law.] 

In addition, the potential of using AI for profiling may be hidden in the CRRS. A (non-public) report by eu-LISA states that the CRRS that will collect and store (among others) statistical data from VIS, EES and ETIAS of overstayers and information regarding refusals of entry of third-country nationals can use AI tools to enhance the identification of risks for specific groups of travellers by identifying patterns or a set of common characteristics from the analysis of historical data in the CRRS related to security, irregular migration and high epidemic risks.[footnoteRef:45] Furthermore, in the Report of the Future Group on Travel Intelligence and Border Management by Europol and the EBCG Agency, it is stated that in cooperation with eu-LISA and other partner agencies, the joint analysis capability could leverage the full potential of the CRRS as a data source for analytical purposes and develop appropriate analytical tools for risk assessment with the support of AI.[footnoteRef:46]  [45:  eu-LISA, AI in CSSR in the Context of ETIAS and the Revised VIS Final Report (2022).]  [46:  Europol and EBCG Agency, Future Group on Travel Intelligence and Border Management – Final Report (2021) 65.] 


3.	Algorithm-assisted decision-making in ETIAS and VIS

The imminent implementation of ETIAS and revised VIS means that almost all third-country nationals wishing to travel to the Schengen Area will be subjected to thorough pre-vetting by various techniques, including by cross-checking their personal data against other databases, checklists and risk profiles. The process will begin with an online application, whereby applicants must provide extensive sets of personal data. In the case of VIS, this includes: (1) biographic data (for example name, nationality, address, travel document information); (2) socio-economic data, such as current occupation group; (3) travel-related information (for example purpose and duration of journey, destination etc); and finally, (4) biometric data, namely, 10 fingerprints and a facial image.[footnoteRef:47] Similarly, visa-exempt travellers must obtain a travel authorization online before travelling to the Schengen Area from mid-2026 onwards. Such applications require fewer personal data than visa applications but will reveal the applicant’s national, ethnic, and socio-economic background. Specifically, in addition to various categories of biographic data, visa-free travellers will also be required to provide: socio-economic information, namely their level of education and occupation group; information relating to any past criminal convictions, travels to war or conflict zones, or any decision for voluntary return or forced removal issued against them;[footnoteRef:48] and their IP address[footnoteRef:49] which can be used to geo-locate them at the time of application.[footnoteRef:50]  [47:  Art 9 of the VIS Regulation, as amended by the Revised VIS Regulation (n 21).]  [48:  Art 17 of the ETIAS Regulation (n 20).]  [49:  ibid, Art 17(8).]  [50:  European Commission, ‘Feasibility Study for a European Travel Information and Authorisation System (ETIAS): Final Report’ (Publications Office of the European Union 2016) 27.] 

Examination of visa and travel authorization applications will follow a multi-stage process comprising both automated and manual processing, and consisting of the following steps: (1) automated processing of application data to identify potentially ‘risky’ individuals; (2) manual examination of an application depending on the algorithmic outcome and the system at hand; and (3) issuance of a final enforceable administrative decision granting or denying the requested travel document. The following paragraphs outline this process separately for ETIAS and VIS for precision.

3.1.	The case of ETIAS

ETIAS will automatically process applications in a two-fold manner. First, it will cross-check the application data against records or alerts contained in the EU IT systems, the Europol databases, and two Interpol databases, namely the Stolen and Lost Travel Document database and the Travel Documents Associated With Notices database (TDAWN).[footnoteRef:51] In addition, cross-checks will take place against the ETIAS watchlist, which is a list of individuals suspected of having committed or being likely to commit terrorist offences or serious crimes based on information gathered and exchanged among Europol and the Member States.[footnoteRef:52] This type of automated processing corresponds to ‘data matching’ and aims to identify known persons who are already registered in these systems for a security, irregular migration or public health reason and are, therefore, considered to pose a threat to the Schengen States. Second, ETIAS will compare the application data against so-called screening rules pointing to security, irregular migration or high epidemic risks and generated via algorithmic profiling (see overview of ETIAS decision-making process below).[footnoteRef:53] [51:  Art 20 of the ETIAS Regulation (n 20).]  [52:  ibid, Art 34.]  [53:  ibid, Art 33.] 


Chart 1: ETIAS decision-making process; source: authors
<INSERT Chart 1 here>
Algorithmic profiling can be defined as ‘the process of “discovering” correlations between data in databases that can be used to identify and represent a human or nonhuman subject (individual or group) and/or the application of profiles (sets of correlated data) to individuate and represent a subject or to identify a subject as a member of a group or category’.[footnoteRef:54] Profiling essentially enables the extraction of information about a subject (individual or a group) based on the detection of patterns of relevant correlations between data in databases. These correlations are established between known characteristics of the profiled subject (such as age, gender, nationality, etc) and inferred attributes (for example, personal preferences or any type of risk) based on what similar subjects have done in the past.[footnoteRef:55] Thus, the objective of this process is usually to predict unknown traits about the profiled subjects based on historical data. In the field of migration management, profiling is most often used to predict the potential risk level of a migrant in terms of security or irregular immigration (that is, whether they are likely to disrespect the legal requirements of their immigration status, if granted) to decide whether to grant or refuse it. For example, if in the previous x years a y percentage of visa-exempt travellers of a specific demographic group (for example of a certain age, gender and nationality) were denied entry at the borders, this correlation, if projected in the future, may lead to the assumption that future applicants of the same group will be equally likely to be refused entry. In ETIAS, what constitutes a security, irregular migration or high epidemic risk is specified by the Commission in a delegated and an implementing act based on statistics derived from the EES and from ETIAS indicating abnormal rates of overstaying and of entry or travel authorisation refusals, correlations between the two systems, evidenced-based information provided by Member States indicating security, irregular immigration and high epidemic risks, as well as epidemiological information provided by the ECDC and the WHO. particularly on rates of overstaying, from ETIAS itself and information provided by Member States concerning specific security risks/threats and [???AQ: please check - are items (a)–(d) missing? Or should the letters (e) and (f) following be deleted???] e) abnormal rates of overstaying and of entry refusals; and finally, f) information provided by Member States, the European Centre for Disease Prevention and Control and World Health Organization regarding high epidemic risks.[footnoteRef:56] The known characteristics of ETIAS applicants that will be correlated with the above types of risks will consist of one or more of the following demographic and socio-economic indicators, namely: age range, sex, nationality, country and city of residence, educational level and occupation group.[footnoteRef:57] Based on the analysis of these correlations, the ETIAS Central Unit, a dedicated unit of the EBCG Agency, establishes screening rules based on which the system will automatically predict whether a visa-exempt traveller poses any of the aforementioned risks.[footnoteRef:58] The types of risks and the associated correlations with the aforementioned risk indicators must be revised at least every six months (or sooner whenever necessary).[footnoteRef:59] Overall, the use of profiling in this context aims to add an additional layer of risk assessment by predicting the potential risk level of unknown yet potentially dangerous visa-exempt travellers. [54:  Mireille Hildebrandt and Serge Gutwirth (eds), Profiling the European Citizen: Cross-Disciplinary Perspectives (Springer 2008) 19. This definition is preferred over the one provided in Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (GDPR) [2016] OJ L 119/1 Art 4(4); it encompasses types of automated processing of non-personal data as well; it covers group profiling; and it helps to schematically understand the different stages of profiling.]  [55:  Giovanni Sartor and Francesca Lagioia, The Impact of the General Data Protection Regulation (GDPR) on Artificial Intelligence (European Parliamentary Research Service 2020) 22.]  [56:  Art 33(2) and 33(3) of the ETIAS Regulation (n 20).]  [57:  ibid, Art 33(4).]  [58:  ibid, Art 33(1). For further details on this process, see Report C(2021)4981 (n 40); C(2021)4980, ‘Commission Implementing Decision of 23 November 2021 on Specifying Risks Related to Security, Illegal Immigration or High Epidemic Risk as Defined in Regulation (EU) 2018/1240 of the European Parliament and of the Council’.]  [59:  Art 33(3) of the ETIAS Regulation (n 20).] 

After the automated processing is complete, the decision-making process will be distinct depending on whether there is any match (‘hit’) between the application data and a screening rule or any file, record or alert in the aforementioned databases, or not. If there is no hit between the application data and a screening rule or any file, record or alert in the underlying databases, the travel authorization will be automatically issued.[footnoteRef:60] In turn, if the automated processing produces one or more hits, the application will follow a double manual review. First, the ETIAS Central Unit will manually verify whether the hit is correct. If so, the ETIAS Central Unit must forward the application for manual assessment to the responsible ETIAS National Unit,[footnoteRef:61] that is, the National Unit of the Member State that entered or supplied the (most recent) data that triggered the hit.[footnoteRef:62] [60:  ibid, Arts 36, 37 and 38.]  [61:  ibid, Art 22(5).]  [62:  Based on hierarchical criteria included in Art 25 of the ETIAS Regulation (n 20).] 

The manual assessment by the ETIAS National Unit is subject to a series of rules. For instance, it must reject the application if the hit corresponds to specific SIS alerts.[footnoteRef:63] In all other cases, including where the hit is triggered by a match with a screening rule, the ETIAS National Unit must manually assess the security, irregular immigration or high epidemic risk posed by the applicant and decide whether to accept or reject their application.[footnoteRef:64] It may also request additional information or documentation from the applicant to aid its decision, and in exceptional circumstances invite the applicant to an interview.[footnoteRef:65] If the travel authorization is refused, the decision will be notified to the applicant by email based on a standardized decision form.[footnoteRef:66] The decision must include a clear statement of the rejection, the ETIAS application number and the responsible ETIAS National Unit, a statement of grounds chosen from a pre-determined list, information on the right to appeal and on the procedures for exercising data protection rights, as well as the contact details of the Data Protection Officer of the EBCG Agency, of the EDPS and of the national data protection authority (DPA) of the Member State where the ETIAS National Unit is based.[footnoteRef:67] [63:  ibid, Art 26(1) and (2).]  [64:  ibid, Art 26(1), (3) and (6).]  [65:  ibid, Art 27. If the hit is triggered by a match with data provided by another Member State(s), then a consultation process is foreseen: ibid, Art 28. ]  [66:  Political and Security Committee Decision (CFSP) 2022/59 of 10 January 2022 on the appointment of the EU Force Commander for the European Union military operation in Bosnia and Herzegovina and repealing Decision (CFSP) 2021/5 (BiH/32/2022) [2022] OJ L 17/59.]  [67:  Art 38(2) of the ETIAS Regulation (n 20).] 


3.2.	The case of VIS

The automated processing of Schengen visa applications under the revised VIS rules follows a similar logic. However, all application files will be sent to national authorities for manual verification and evaluation. The algorithmic output will be taken into consideration by the competent national authorities as part of the risk assessment envisaged under Article 21 of the Visa Code.[footnoteRef:68] In cases of no hit, the competent consulate will examine aspects of the application not included in the automated processing, such as the purpose and conditions of the applicant’s travel or the adequacy of their subsistence means, to ascertain whether the entry conditions are fulfilled.[footnoteRef:69] Conversely, if the automated processing produces a hit, the Revised VIS Regulation lays down detailed rules for its manual verification and the follow-up actions that must be taken depending on the type of match that produced it (see overview of this process below). [68:  Art 21 of the Visa Code.]  [69:  ibid.] 


Chart 2: VIS decision-making process; source: authors
<INSERT Chart 2 here>

In light of the above, the common functionalities of ETIAS and the revised VIS are essentially two: data matching, enabled by the ESP that provides automated cross-system comparisons, as mentioned above, and data mining, an algorithmic process for detecting patterns of correlations between data that is crucial to the creation of machine-derived profiles, enabled by the CRRS.[footnoteRef:70] In turn, ETIAS and VIS differ in three main respects. First, the VIS rules do not foresee automated decision-making, whereas ETIAS will automatically issue travel authorizations with no hit. Second, ETIAS marks a shift towards centralization of powers in EU agencies compared to VIS, as exemplified by the pivotal role of the ETIAS Central Unit in analysing the risk profiles and establishing the ETIAS screening rules against which applications will be processed, verifying ETIAS hits, and in the exercise of individual rights under data protection law as regards ETIAS applicants, as explained below. This is not the case with VIS, where these responsibilities are in the hands of the Member States. Finally, VIS includes an additional type of automated processing, namely biometric matching, that is not foreseen for ETIAS.  [70:  See Section 2.1.] 


4.	The risk of false algorithmic outputs

The introduction of these functionalities comes in practice with several technical difficulties, such as data compatibility, increased complexity of data flows and automated processing operations, which can in turn increase the number of false outputs potentially leading to groundless adverse decisions against third-country nationals. This is mainly because of the flawed underlying assumptions accompanying their development and deployment, primarily as regards the added value of profiling and the large amounts of erroneous, outdated or otherwise unreliable data contained in these systems, as explained below. For these reasons, flawed algorithmic outputs may lead to poorly justified adverse decisions which may further undermine affected persons’ ability to challenge them.

4.1.	Data mining as the ‘heart’ of algorithmic profiling

Profiling is not a new technique. Although, in the past, the process of unearthing correlations between known and inferred characteristics of persons was conducted manually by expert profilers, nowadays it is increasingly delegated to algorithms that can ‘mine’ huge amounts of data (which humans cannot) and detect patterns of correlations that were previously unknown.[footnoteRef:71] From a technical standpoint, data mining refers to the use of certain statistical techniques on data for the purpose of pattern recognition and is usually performed today by machine learning algorithms.[footnoteRef:72] While it constitutes only one of many steps necessary for algorithmic profiling, it is certainly a crucial one as it enables the extraction of previously unknown inferences about the data and, thus, of new knowledge.[footnoteRef:73] In this sense, machine learning algorithms are employed today as ‘profiling engines’ to produce new knowledge about the person or groups of persons subject to this process.[footnoteRef:74] [71:  Mireille Hildebrandt, ‘Defining Profiling: A New Type of Knowledge?’ in Hildebrandt and Gutwirth (n 53).]  [72:  Mireille Hildebrandt, ‘Profiling and the Rule of Law’ (2008) 1 Identity in the Information Society 58–59.]  [73:  ibid.]  [74:  Bernhard Anrig, Will Browne and Mark Gasson, ‘The Role of Algorithms in Profiling’ in Hildebrandt and Gutwirth (n 53).] 

As mentioned above, in the field of migration management profiling is most often used to help authorities infer/predict the potential risk levels of incoming travellers. In ETIAS, the independent variables used as risk indicators are demographic and socio-economic characteristics of visa-exempt travellers (namely, age, sex, nationality, country and city of residence, educational level and occupation group) associated with security, irregular immigration and high epidemic risks. In the case of VIS, similar risk indicators will be employed with the following differences: (1) education level is not included; and (2) additional travel-related data are included, namely the Member State of destination, the Member State of first entry, and the purpose of travel.[footnoteRef:75] These additional risk indicators can be used to infer risk rules about suspicious travel patterns. [75:  Art 9(j)(4) of the Revised VIS Regulation (n 21).] 

[bookmark: _Hlk105620940][bookmark: _Hlk105620971][bookmark: _Hlk105620987]Correlations identified through data mining do not reveal causal relations between the data, but mere statistical relations used for predictive purposes. The value of algorithmic profiling is based, in fact, on the assumption that the past will repeat itself in the future. What it does not reveal is ‘why this should be the case’.[footnoteRef:76] To the extent that this assumption is not based on an inescapable theory of cause and effect or other scientific explanation, the correlations identified in this way stand for probabilistic predictions at best, when they are not spurious. For this reason, the use of profiling for immigration decision-making leads to a paradigm shift where certain demographic groups of third-country nationals will be predicted as high-risk based on what other people have done in the past. This, in turn, raises important legal and fundamental rights challenges. First, these groups will be clearly disadvantaged compared to other groups of travellers based on protected grounds (namely age, sex, nationality, or social origin[footnoteRef:77] and combinations thereof) and will bear the presumption of ‘guilt’, even if they have done nothing wrong. Considering that immigration decision-making is already pervaded by ethnic and social stereotypes,[footnoteRef:78] the employment of profiling in this field may further reify them in a vicious circle of self-fulfilling prophecies,[footnoteRef:79] and it is highly problematic from a non-discrimination perspective.[footnoteRef:80] Furthermore, in their effort to demonstrate that they are not a risk, persons profiled as possibly ‘risky’ may likely be asked to provide further information about their private lives, or be subjected to second-line checks, which constitute further interferences with their right to respect for private life.[footnoteRef:81] Second, the principle of individualized assessment of applications and the duty to give reasons, an essential requirement of good administration as a general principle of EU law,[footnoteRef:82] enshrined in Article 41(2c) of the EU Charter of Fundamental Rights (Charter), may be compromised to the extent that adverse decisions are adopted primarily on the basis of such profiles. Although the ETIAS and Revised VIS Regulation prohibit the automatic adoption of decisions based on risk profiles and require national authorities to assess all cases individually, they do not oblige them to include factual elements in their manual case assessment, or to refer to other standardized assessment criteria common in this field.[footnoteRef:83] This could, thus, result in superficial assessments and repetitive rejections without substantive reflection of the individual circumstances of each application. Moreover, even if the facts of each case are taken into consideration during the manual assessment, the automated ‘hits’ produced by ETIAS or the revised VIS are likely to impair independent human evaluation. As documented by recent empirical studies, human decision-makers are prone to interpret information in line with their pre-existing biases – especially if their judgement is corroborated by automated recommendations – and to disregard contravening indications, eventually leading to selective algorithmic adherence and empty cycles of manual assessments.[footnoteRef:84] It is in the context of these concerns that Annex III of the AI Act categorizes as high risk AI systems which are designed to assess a risk, including a security, irregular migration, or health risk, posed by a natural person who intends to enter or who has entered into the territory of a Member State.[footnoteRef:85] [76:  Hildebrandt and Gutwirth (n 53) 18–19.]  [77:  Nationality in combination with age range, gender, city of residence and occupation group can serve as proxies to reveal someone’s social origin.]  [78:  On ethnic stereotypes pervading immigration enforcement, see EU Agency for Fundamental Rights (FRA), Second European Union Minorities and Discrimination Survey: Main Results (Publications Office of the European Union 2017); on social stereotypes in immigration decision-making see Antje Ellermann, ‘Discrimination in Migration and Citizenship’ (2020) 46 Journal of Ethnic and Migration Studies 2463.]  [79:  Owen C King and Mayli Mertens, ‘Self-Fulfilling Prophecy in Practical and Automated Prediction’ (2023) 26 Ethical Theory and Moral Practice 127.]  [80:  For an overview of the discriminatory implications of profiling in the field of border and immigration control, see Matthias Leese, ‘The New Profiling: Algorithms, Black Boxes, and the Failure of Anti-Discriminatory Safeguards in the European Union’ (2014) 45(5) Security Dialogue 494; in relation to profiling in general see Hildebrandt and Gutwirth (n 53) 257–264; Monique Mann and Tobias Matzner, ‘Challenging Algorithmic Profiling: The Limits of Data Protection and Anti-Discrimination in Responding to Emergent Discrimination’ (2019) 6(2) Big Data & Society 1.]  [81:  In the case of ETIAS, this is foreseen in Art 27 of ETIAS Regulation (n 20).]  [82:  Case C-255/90, Jean-Louis Burban v European Parliament, EU:C:1992:153; Case T-167/94, Detlef Nölle v Council of the European Union and Commission of the European Communities, EU:T:1995:169; Case T-231/97, New Europe Consulting and Others v Commission, EU:T:1999:146.]  [83:  Art 26(6) of the ETIAS Regulation (n 20) stipulates that ‘[i]n no circumstances may the ETIAS National Unit of the Member State responsible take a decision automatically on the basis of a hit based on specific risk indicators. The ETIAS National Unit of the Member State responsible shall individually assess the security, illegal immigration and high epidemic risks in all cases’; similarly, Art 9(c)(6) of the Revised VIS Regulation (n 21) mentions that ‘[t]he competent visa authority shall in no circumstances take a decision automatically on the basis of a hit based on specific risk indicators. The competent visa authority shall individually assess the security, illegal immigration and high epidemic risks in all cases’; see Section 5.2.]  [84:  Linda J Skitka, Kathleen L Mosier and Mark Burdick, ‘Does Automation Bias Decision-Making?’ (1999) 51(5) International Journal of Human-Computer Studies 991; Kathleen L Mosier and Linda J Skitka, ‘Automation Use and Automation Bias’ (1999) 43 Proceedings of the Human Factors and Ergonomics Society Annual Meeting; Ben Green and Yiling Chen, ‘Disparate Interactions: An Algorithm-in-the-Loop Analysis of Fairness in Risk Assessments’ (2019) 19 Proceedings of the Conference on Fairness, Accountability, and Transparency 90; Saar Alon-Barkat and Madalina Busuioc, ‘Human-AI Interactions in Public Sector Decision-Making: ‘Automation Bias’ and ‘Selective Adherence’ to Algorithmic Advice’ (2022) 33 Journal of Public Administration Research and Theory 153.]  [85:  Categorizing an AI system as high-risk signifies increased requirements set out in Arts 8–49 of the AI Act.] 

Overall, the use of algorithmic profiling for risk prediction in this field shifts the assessment focus from someone’s individual behaviour to their socio-demographic identity and can result in excluding them from opportunities simply because of who they are. Precisely because such applications are based on risk indicators that have little to do with actual risky behaviour, they are often quite unreliable and may result in high numbers of false positives (bona fide persons profiled as potentially dangerous). This has, in fact, been the case with similar systems deployed or piloted in other countries, such as the UK visa streaming tool, or the New Zealand deportation tool, which were found to be discriminatory and were halted by the respective governments.[footnoteRef:86] The high margin of errors inherent in such applications has been also recognized by the Court of Justice.[footnoteRef:87] For these reasons, the ability to challenge such decisions based on profiling becomes crucial in this context. [86:  The UK Government decided to withdraw this tool, which triaged visa applications into a green, amber and red risk categories, after legal action was sought against it on the grounds of unlawful discrimination: Henry McDonald, ‘Home Office to Scrap “Racist Algorithm” for UK Visa Applicants’ The Guardian (4 August 2020) <www.theguardian.com/uk-news/2020/aug/04/home-office-to-scrap-racist-algorithm-for-uk-visa-applicants>; a similar risk assessment tool used to prioritize cases for deportation was halted by the New Zealand Government after evidence came to light that it was targeting Indian students: Gill Bonnett, ‘Immigration dumps controversial deportation analytical tool’ RNZ (6 July 2018) <www.rnz.co.nz/news/national/361199/immigration-dumps-controversial-deportation-analytical-tool>.]  [87:  Case C‑817/19, Ligue des droits humains ASBL v Conseil des ministres, EU:C:2022:491, para 124.] 


4.2.	Data matching: An old functionality with new potential

In contrast with profiling, which is only now being introduced in EU large-scale systems, data matching has been around for some time. Until now, data matching has been functioning independently in each individual system and has been used to flag persons whose data had already been registered therein on a security or irregular immigration ground, according to the rules of each.[footnoteRef:88] It has thus contributed to the identification of known persons who could be considered as posing a threat to the Schengen States. For example, in the examination of Schengen visa applications, the Visa Code has always required the cross-checking of applicants’ data against SIS by the visa officer handling the application.[footnoteRef:89] The introduction of interoperability will enable the automatic cross-checking of new applications against data stored in all European databases, Europol databases, the two Interpol databases and the ETIAS watchlist via the ESP, as noted above.[footnoteRef:90] This type of automated risk assessment may produce incorrect or unlawful matches, eventually leading to negative decisions, due to technical deficiencies in its design and operationalization or due to poor data quality. A simple example of technical deficiencies leading to potentially incorrect matches concerns Eurodac, where the registration number of an application file cannot be altered. In case of mistakes during the registration of a person, the registration must be repeated, leading to the creation of two separate Eurodac records with different registration numbers and dates.[footnoteRef:91] Data matching against these records will inevitably lead to two ‘hits’ in such cases, one of them being incorrect, which may lead to a potentially adverse decision about the applicant. Furthermore, in a hypothetical example whereby ETIAS or the upgraded VIS process personal data after their retention period has expired, at which point they should have been automatically deleted,[footnoteRef:92] data matching will inevitably lead to an unlawful result, even if correct. The problem in this case would stem from an inappropriate formalization of the relevant legal provisions into technical terms in each respective system’s code. [88:  For a detailed analysis, see Niovi Vavoula, ‘Databases for Non-EU Nationals and the Right to Private Life: Towards a System of Generalised Surveillance of Movement?’ in Francesca Bignami (ed), EU Law in Populist Times (CUP 2020); Vavoula, Immigration and Privacy in the Law of the European Union(n 11) [???Which one? There are two citations in n 11??].]  [89:  Art 21(3) of the Visa Code.]  [90:  See Section 3.2.]  [91:  EU Agency for Fundamental Rights (n 15) 84.]  [92:  Art 54(1b) and 54(3) of the ETIAS Regulation (n 20).] 

Importantly, many incorrect ‘hits’ are bound to be produced due to inaccurate or otherwise unreliable data contained in the aforementioned databases. Eurodac, for instance, constitutes again a prime example, where incorrect records have already led to several adverse decisions against third-country nationals, which were subsequently judicially overturned.[footnoteRef:93] Similarly, as indicated by a survey conducted by the EU Fundamental Rights Agency (FRA), both VIS and SIS contain a large amount of inaccurate alphanumeric data stemming from factors such as spelling errors, incorrect registration of sex or nationality, recording of birth dates when the precise date is unknown, lack of skills and training.[footnoteRef:94] Furthermore, important issues have arisen because of Member States’ varying practices regarding the registration of a specific type of alert in the SIS,[footnoteRef:95] as some Member States chose to massively input such alerts as a response to terrorist events.[footnoteRef:96] These different national practices are bound to have indirect repercussions on the reliability and lawfulness of this type of automated risk assessment, as unjustified SIS alerts may increase the number of false positives and, therefore, the functionality’s margin of error.[footnoteRef:97] Even if more or less justified, ETIAS or visa applications matching such alerts will be considered equally suspicious on security grounds although they will have been based on unequal assessment standards.[footnoteRef:98] The introduction of three additional IT systems in this mix, some of which may likely be even larger in magnitude than the operational ones, will inevitably increase the number of queries for data matching against these quite unreliable data and may, thus, equally increase the number of false matches. Moreover, the reliability of data contained in the Europol databases can be called into question, as the agency has in the past used data which, according to its own assessment methods, were considered unconfirmed.[footnoteRef:99] Finally, the use of Interpol data for this type of risk assessment also raises reasons for grave concern. Specifically, recent reports have unearthed the abuse of the notices under the framework of TDAWN by certain countries in the pursuit of political objectives, repressing the freedom of expression or persecuting members of the political opposition beyond their borders.[footnoteRef:100] The above issues are quite revealing of the range of unreliable data contained in European and international databases that will soon be used to pre-vet both visa applicants and visa-exempt travellers. They can also give a good indication of the number of possible incorrect ‘hits’ that data matching may lead to because of the fallibility of the underlying information. [93:  Vavoula (n 14).]  [94:  EU Agency for Fundamental Rights (n 15) 83–84.]  [95:  The issue relates to alerts registered for the purpose of discreet or specific checks under the SIS II Regulation (n 26) regarding police and judicial cooperation in criminal matters: Arts 36 and 37.]  [96:  ‘Misuse of the Schengen Information System by Council of Europe Member States as a Politically-Motivated Sanction’ Council of Europe Doc 15600 (6 September 2022) <assembly.coe.int/nw/xml/XRef/Xref-XML2HTML-en.asp?fileid=30221&lang=en>.]  [97:  Vavoula, Immigration and Privacy in the Law of the European Union (n 11) 522-523. [???Which one? There are two citations in n 11??].]  [98: ]  [99:  ibid. [???AQ: this url is no longer valid – please replace or delete???].]  [100:  Rasmus H Wandall, Dan Suter and Gabriella Ivan-Cucu, Misuse of Interpol’s Red Notices and Impact on Human Rights – Recent Developments (Study for the Subcommittee on Human Rights (DROI) of the European Parliament 2019).] 

The broad range of unreliable data contained in these databases also illustrates the extent of direct and indirect fundamental rights implications this type of automated risk assessment can have. Existing scholarship has highlighted the challenges data matching across various databases raises as such in respect of the rights to respect for private life, data protection[footnoteRef:101] and non-discrimination.[footnoteRef:102] Additionally, the varying practices of national authorities regarding the registration of alerts in SIS may lead to wrongful ‘hits’ based on arbitrary, discriminatory or disproportionate grounds, raising issues of unequal treatment of third-country nationals.[footnoteRef:103] Besides that, the use of Interpol data for automated risk assessments can clearly have spillover effects on several other fundamental rights, such as freedom of expression,[footnoteRef:104] freedom of association,[footnoteRef:105] or the right to asylum, in that applicants persecuted because of their political beliefs in their country of origin may be hindered from entering and applying for international protection in the EU.[footnoteRef:106] Finally, this type of automated processing curtails third-country nationals’ right to effective legal remedies,[footnoteRef:107] a problem that may be further exacerbated in the future, given the number and variety of sources of information against which travel authorization applications will be screened. [101:  For a holistic overview of the relevant issues see Vavoula, Immigration and Privacy in the Law of the European Union (n 11) [???Which one? There are two citations in n 11??].]  [102:  Brouwer (n 12).]  [103:  The right to equality before the law is enshrined in Art 20 of the Charter.]  [104:  Art 10 ECHR and Art 11 of the Charter.]  [105:  Art 11 ECHR and Art 12 of the Charter.]  [106:  The right to asylum is enshrined in Art 18 of the Charter, guaranteeing an individual fundamental right for the first time and not only State obligations.]  [107:  For the context of SIS and Eurodac see Brouwer, Digital Borders and Real Rights (n 14) [???AQ: which one? There are two Brouwer citations in that note???]; Vavoula (n 14).] 


5.	The untold story of (ineffective) remedies vis-à-vis algorithm-assisted decision-making

5.1.	Taxonomy of extrajudicial and judicial remedies under EU law

In a Union based on the rule of law, the right to effective remedies is the most fundamental of all rights, as it ensures accountability and control over public power, access to justice for individual parties and redress for individual rights’ violations. Established by the Court of Justice as a general principle of EU law,[footnoteRef:108] the right to effective remedies, which concerns judicial remedies only, has been recognized as a cornerstone of the rule of law in the EU legal order,[footnoteRef:109] and lies at the heart of its constitutional charter.[footnoteRef:110] Indeed, effective judicial protection by independent and impartial courts is not only one of foundations of the EU legal order’s ethos but ‘the normative vessel for the standards of rule-of-law protection at the EU and at the national level’.[footnoteRef:111] In this respect, the Court of Justice has clarified that the EU ‘is a union based on the rule of law in which individual parties have the right to challenge before the courts the legality of any decision or other national measure relating to the application to them of an EU act’.[footnoteRef:112] The possibility for individuals to seek effective (judicial) remedies is ‘of the essence of the rule of law in the Union’.[footnoteRef:113] [108:  Case C-222/84, Johnston v Chief Constable of the Royal Ulster Constabulary, EU:C:1986:206; Case C-222/86, Union nationale des entraîneurs et cadres techniques professionnels du football (Unectef) v Georges Heylens and Others, EU:C:1987:442; Case C-97/91, Oleificio Borelli SpA v Commission of the European Communities, EU:C:1992:491.]  [109:  Case C-72/15, PJSC Rosneft Oil Company v Her Majesty’s Treasury and Others, EU:C:2017:236, para 73.]  [110:  Case C-294/83, Parti écologiste ‘Les Verts’ v European Parliament, EU:C:1986:166, para 23.]  [111:  Rónán Kennedy, ‘The Rule of Law and Algorithmic Governance’ in Woodrow Barfield (ed), The Cambridge Handbook of the Law of Algorithms (CUP 2020); Giulia Gentile, ‘Effective Judicial Protection: Enforcement, Judicial Federalism and the Politics of EU Law’ (2022) 2(1) European Law Open 128.]  [112:  Case C-64/16, Associação Sindical dos Juízes Portugueses v Tribunal de Contas, EU:C:2018:117, para 31.]  [113:  Case C-72/15, Rosneft, para 73.] 

Codified in Article 47 of the Charter, it provides that ‘everyone whose rights and freedoms guaranteed by the law of the Union are violated has the right to an effective remedy before a tribunal’.[footnoteRef:114] It applies to all individuals regardless of their nationality (and therefore to third-country nationals as well) in so far as any right conferred to them by EU law, or in a situation governed by EU law, is adversely affected.[footnoteRef:115] This is explicitly mentioned in the ETIAS and VIS Regulations as well as the Visa Code, which provide for third-country nationals’ right to appeal against the refusal, annulment or revocation of travel authorizations or visas in the Member State that issued them according to its national law.[footnoteRef:116] At the same time, EU data protection law recognizes various individual rights to individuals (data subjects), such as the right to access, rectification of their personal data, and in fact these two rights also feature as constituent elements of the right to personal data protection, enshrined in Article 8 of the Charter. For this reason, the following analysis focuses on challenges in accessing remedies, both extra-judicial and judicial, provided at the national level, without disregarding the upgraded role of the ETIAS Central Unit in information provision and handling of ETIAS applicants’ individual requests, which can be understood as a centralized contact point for the exercise of individual rights, which are a pre-requisite for the exercise of remedies. [114:  Art 47(1) of the Charter.]  [115:  For a detailed analysis, see Pekka Aalto, Herwig C. H. Hofmann, Liisa Holopainen, Elina Paunio, Laurent Pech, Debbie Sayers, Dinah Shelton, and Angela Ward, ‘Right to an Effective Remedy and to a Fair Trial’ in  Steve Peers, Tamara Hervey, Jeff Kenner and Angela Ward (eds), The EU Charter of Fundamental Rights: A Commentary (Hart Publishing 2014) 1197–1276, and case law cited therein.]  [116:  Arts 37(3), 40(3), 41(7) and 41(8) of the ETIAS Regulation (n 20); Arts 32(3) and 34(7) of the Visa Code; Recital 23 of the Revised VIS Regulation (n 21).] 

In the context of algorithmically assisted decision-making, two main bodies of law are currently relevant for establishing legal remedies for unlawful or flawed semi-automated decisions: EU data protection law and administrative law, namely both the ETIAS Regulation and the Visa Code, as well as national administrative law. The former provides both extrajudicial and judicial remedies in case of unlawful collection, processing, or storage of personal data as part of the algorithm’s lifecycle and operation. The General Data Protection Regulation (GDPR), which is applicable to national public authorities processing personal data, establishes an extrajudicial remedy through the submission of individual complaints to national DPAs against data controllers and processors based in the same Member State as them:[footnoteRef:117] for the purposes of our analysis, data controllers are in the case of ETIAS the ETIAS National Units[footnoteRef:118] and in the case of VIS a designated centralized authority central responsibility for the processing of data by that Member State.[footnoteRef:119] Data processors are other authorities that have access to the data stored in these systems, such as immigration and law enforcement authorities. This remedial mechanism is available whenever a third-country national considers that their personal data have been collected, processed, or stored in these systems in contravention of the GDPR.[footnoteRef:120] An indispensable prerequisite for the exercise of this remedy is knowing what personal data about them have been processed. For this reason, the GDPR provides for the right to access one’s personal data and the rights to rectification and erasure as key individual rights ensuring effective access to this complaints mechanism and as important elements of the principle of transparency at the individual level.[footnoteRef:121] These individual rights, which can be exercised by contacting the entity that has collected or processed the personal data at issue, are essentially specific instantiations in the digital environment of the right to good administration as a general principle of EU law that is binding for both the Union and the Member States.[footnoteRef:122] In addition to this extrajudicial remedy, the GDPR also foresees two types of judicial remedy before national courts. The first type concerns judicial review of a legally binding decision of a national DPA in case they do not handle a complaint or do not inform the complainant about the progress of the investigation or its outcome within three months.[footnoteRef:123] The second type concerns judicial complaints against the actions or omissions of data controllers or processors in violation of the GDPR before the national courts of the Member State where they are established.[footnoteRef:124] Here again, the exercise of the rights of access, correction or deletion is in most cases either legally required or practically necessary before judicially challenging the lawfulness of the data processing operations at issue. [117:  Art 77 of the GDPR (n 53).]  [118:  Art 57 of the ETIAS Regulation (n 20).]  [119:  Art 29(4) of the Revised VIS Regulation (n 21).]  [120:  The GDPR applies to all personal data processing operations by entities based in the EU regardless of the data subjects’ location and therefore covers third-country nationals even when applying for a visa or travel authorization from their country of origin or residence: Art 3 of the GDPR (n 53).]  [121:  The principle of transparency is enshrined in Art 5(1)(a) of the GDPR (n 53) and further elaborated in Art 12.]  [122:  Vavoula (n 14).]  [123:  Art 78 of the GDPR (n 53).]  [124:  ibid, Art 79.] 

Similar extrajudicial and judicial remedies are provided by Regulation (EU) 2018/1725 (the EUDPR) which applies to personal data processing conducted by Union institutions, bodies and agencies.[footnoteRef:125] For the purposes of the analysis here, considering the pivotal role of the European Border and Coast Guard Agency in the operationalization of algorithmic profiling and its designation as a data controller, as laid down in Article 57 of the ETIAS Regulation,[footnoteRef:126] extrajudicial remedies can be exercised through individual complaints lodged before the European Data Protection Supervisor (EDPS). The EDPS shall investigate the allegation made and inform the data subject of the outcome or progress of the investigation within three months.[footnoteRef:127] Judicial remedies are foreseen before the Court of Justice both against decisions adopted by the EDPS and in all other disputes relating to personal data processing operations performed by EU institutions, bodies and agencies.[footnoteRef:128] [125:  Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and agencies and on the free movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC [2018] OJ L 295/39.]  [126:  Art 57(1) of the ETIAS Regulation (n 20).]  [127:  ibid, Art 63.]  [128:  ibid, Art 64.] 

On the other hand, administrative law remains applicable to administrative decisions adopted with the aid of technological means, such as decisions on travel authorization or visa applications. In this context, legal remedies concern defects of the administrative process as a whole that vitiate its legality (formal or substantive) that may or may not relate to the system’s operation per se, but may concern other relevant aspects, such as the integration of the algorithmic output in the process or the legality of the decision to deploy the system in question in the first place. Extrajudicial remedies, such as administrative appeals before second-instance administrative bodies or complaints before independent supervisory authorities, and judicial remedies via recourse to national courts are provided by national law in accordance with its national procedural rules. In this respect, Member States enjoy full discretion in the organization of their national remedial order under the principle of procedural autonomy, in so far as they respect fundamental principles of EU law, such as equivalence and effectiveness.[footnoteRef:129]  [129:  Diana-Uriana Galetta, ‘The Jurisprudence of the ECJ on the Procedural Autonomy of Member States: Analysis of the Fundamental Judgements’ in Diana-Uriana Galetta (ed), Procedural Autonomy of EU Member States: Paradise Lost? A Study on the ‘Functionalized Procedural Competence’ of EU Member States (Springer 2010); Hans-Wolfgang Micklitz and Bruno De Witte (eds), The European Court of Justice and the Autonomy of the Member States (Intersentia 2012); Anthony Arnull, ‘Remedies Before National Courts’ in Robert Schütze and Takis Tridimas (eds), Oxford Principles of European Union Law: The European Union Legal Order, vol 1 (OUP 2018).] 

To the extent that the AI Act is appliable in light of the findings set out in Section 2.2, its Article 85(1) is also relevant. That article states that, without prejudice to other extrajudicial and judicial remedies, individuals having grounds to consider that there has been an infringement of the AI Act may submit complaints to the relevant market surveillance authority, which will ensure that products in the market conform with the AI Act. However, Article 111(1) of the AI Act temporarily excludes from its scope until 2030 all AI systems which are components of the large-scale IT systems, which must be brought into conformity with the legislation by the end of 2030. Even after that deadline, the role of the AI Act will be complementary to the existing remedial system.
Against this backdrop, the following sections analyse potential challenges to ensure the effectiveness of both data protection and administrative remedies and highlights the intricate interactions between them.

5.2.	The effectiveness of data protection extrajudicial remedies in the case of ETIAS

Individuals whose personal data are processed in ETIAS and VIS enjoy various individual rights provided under EU data protection law, namely the right to information, right of access to the personal data processed, to seek rectification, erasure or restriction of processing. In the case of ETIAS, the right to information is envisaged in Article 71, which lays down the no less than 18 elements of information that the ETIAS Central Unit must provide to the general public in relation to applying for a travel authorization. Furthermore, according to Article 64(1) third-country nationals must be informed of the procedures to exercise their individual rights under the GDPR and Regulation (EC) 45/2001,[footnoteRef:130] replaced by the EUDPR[footnoteRef:131] and specifies that the contact details of the EBCG Agency and the EDPS should also be provided. The reference to EUDPR is based on the role of the EBCG Agency as a data controller, as laid down in Article 57 of the ETIAS Regulation.[footnoteRef:132] In practice, this means that applicants may refer requests for access, rectification or deletion to the ETIAS Central Unit, in accordance with the rules of Regulation (EU) 2018/1725, or to the ETIAS National Unit responsible, pursuant to the GDPR.[footnoteRef:133] In that sense, ETIAS marks a major paradigm shift in the exercise of individual rights; in the field of migration management and specifically in the case of large-scale IT systems, it is novel that an ETIAS applicant can refer directly to a supranational EU body. An EU agency is responsible on the one hand for the determination of crucial aspects of ETIAS, including the establishment of risk screening rules, the verification of the system’s automated outputs and the evaluation of its overall performance and compliance with fundamental rights. On the other hand, it has acquired a central role in the exercise of individual rights enjoyed by ETIAS applicants under EU data protection law. Compared to other information systems where the rights to correction and deletion of personal data can only be exercised before the relevant national authorities, the case of ETIAS is quite distinct. In particular, according to Article 64(2) of the ETIAS Regulation, any applicant has the right to address themselves to both the ETIAS Central Unit or the ETIAS National Unit responsible for their application. The unit that receives the request shall examine and reply to it as soon as possible, and at the latest within 30 days. Furthermore, where in response to a request, it is found that the data stored in ETIAS are factually inaccurate or have been recorded unlawfully, the ETIAS Central Unit or the ETIAS National Unit of the Member State responsible must rectify or erase those data without delay.[footnoteRef:134] In turn, if they do not agree with the claim that data stored in ETIAS are factually inaccurate or have been recorded unlawfully, the ETIAS Central Unit or the ETIAS National Unit of the Member State responsible must adopt without delay an administrative decision explaining in writing to the person concerned why it is not prepared to correct or delete data relating to them.[footnoteRef:135] That decision shall also provide the person concerned with information explaining the possibility to challenge the decision taken and, where relevant, information on how to bring an action or a complaint before the competent authorities or courts and any assistance available to the person, including from the competent national supervisory authorities.[footnoteRef:136] A written record of each request and how it has been addressed must be kept and made available to the national data protection authority without delay, and no later than seven days after the decision to rectify/delete or not has been made.[footnoteRef:137] [130:  Commission Decision 2001/9/EC of 29 December 2000 concerning control measures required for the implementation of Council Decision 2000/766/EC concerning certain protection measures with regard to transmissible spongiform encephalopathies and the feeding of animal protein [2001] OJ L 9/1.]  [131:  See n 123.]  [132:  Art 57(1) of the ETIAS Regulation (n 20).]  [133:  ibid, Art 64(2).]  [134:  ibid.]  [135:  ibid, Art 64(3).]  [136:  ibid, Art 64(4).]  [137:  ibid, Art 64(6).] 

Article 64 should be read in conjunction with Article 55, which stresses that the ETIAS Central Unit and the ETIAS National Units must have ‘the obligation to update the data stored in the ETIAS Central System and ensure that it is accurate’. In that respect, Article 55 lays down a series of rules mandating the ex officio involvement of the ETIAS Central Unit in checking based on evidence both the accuracy or lawful processing of ETIAS data it has recorded[footnoteRef:138] and, if necessary, amend or erase it. In addition, according to Article 55(4), in cases where it has evidence of inaccuracy or unlawful processing of ETIAS data, it must contact the ETIAS National Unit of the Member State responsible within 14 days. If a Member State different from the Member State responsible has such evidence, it must contact the ETIAS Central Unit or the ETIAS National Unit of the Member State responsible, also within 14 days. Whichever unit is contacted, it must check the accuracy of the data and the lawfulness of its processing within one month and, if necessary, amend or erase the data from the ETIAS Central System without delay.  [138:  eg according to Art 44 of the ETIAS Regulation (n 20), the ETIAS Central Unit must record in the application file information about an ETIAS applicant whose purpose of travel is based on humanitarian grounds or is linked to international obligations.] 

Entrusting the ETIAS Central Unit with tasks that have traditionally been exercised by Member States only signifies a major novelty with the establishment of a centralized contact for all ETIAS applicants. This development carries a series of advantages and third-country nationals can address their claims, irrespective of their country of destination. This may incentivize individuals to exercise their individual rights on a more rigorous basis and possibly rectify errors in the personal data provided in their applications. As is noted below in relation to VIS, the available statistics on the exercise of individual rights in respect of the currently operational databases demonstrate a low number of requests for access, rectification or deletion by third-country nationals.[footnoteRef:139] This can be attributed to lack of awareness, lack of interest due to more significant concerns, particularly in the case of asylum seekers whose personal data are stored in Eurodac [???AQ: please check? Words missing???]), and administrative barriers, such as cumbersome procedures and language barriers.[footnoteRef:140] As opposed to other IT systems where the registration of personal data in the systems is entrusted to the relevant national authorities, such as border control authorities or asylum authorities, in the case of ETIAS it is the applicants themselves who supply the information at the time of their application. As a result, for a number of reasons – such as technological illiteracy or unfamiliarity with the ETIAS application platform – a number of errors may occur which may prevent or hinder the automated issuance of a travel authorization. A centralized administrative remedy is a way forward to enable applicants to achieve a quick turnaround to their claim and potentially correct errors before the ETIAS Central Unit forwards an application for manual examination to the responsible ETIAS National Unit. [139:  As regards the VIS, see COM(2016)655, ‘Report from the Commission to the European Parliament and the Council on the implementation of Regulation (EC) No 767/2008 of the European Parliament and of the Council establishing the Visa Information System (VIS), the use of fingerprints at external borders and the use of biometrics in the visa application procedure/REFIT Evaluation’, 12.]  [140:  EU Agency for Fundamental Rights (n 15) 99–105.] 

At the same time, the ETIAS Central Unit as a centralized contact point presents a number of challenges. Precisely because ETIAS applicants may provide erroneous personal data which would require correction, a pessimistic view is that the volume of requests submitted to the ETIAS Central Unit may be high, thus potentially dissuading the ETIAS Central Unit from dealing with the requests. In such a scenario, because Article 64 designated both the ETIAS Central Unit and the responsible National Unit to deal with such claims, it is feared that the former may forward them to the latter en masse and without considering them. This could be based on Article 55(4), which, as mentioned above, requires the ETIAS Central Unit to contact the ETIAS National Unit of the Member State responsible where it has evidence that data stored in the ETIAS Central System are factually inaccurate or that data were unlawfully processed. As a result, the protective function of Article 64 may be de facto nullified by the practice of the ETIAS Central Unit. That said, this finding also demonstrates how the EBCG Agency is more than happy to acquire new powers – which essentially enable the Agency to process operational data of third-country nationals – without any interest in undertaking any corresponding obligations.
A second challenge relates to the legal nature of an administrative decision by the ETIAS Central Unit not to amend or delete any ETIAS personal data based on an applicant’s claim or to refer a request to the responsible National Unit rather than dealing with it itself. Article 64(4) prescribes that a negative decision must provide the person concerned with information explaining the possibility to challenge the decision taken in respect of the request and, where relevant, information on how to bring an action or a complaint before the competent authorities or courts and any assistance available to the person, including from the competent national supervisory authorities. In connection to a claim brought before the ETIAS National Unit, this is fairly straightforward. In relation to a claim brought before the ETIAS Central Unit, the general provisions of the EUDPR will apply, as mentioned above. Nonetheless, the reference in Article 55(4) to ‘where relevant’ is telling that a negative decision by the ETIAS Central Unit will essentially oblige the applicant to refer the case to the ETIAS National Unit, thus potentially cancelling out the convenience provided by Article 64 to refer to the ETIAS Central Unit and delaying the resolution of the matter.

5.3.	The case of VIS: Existing challenges partly addressed and partly still lurking

In the case of the revised VIS, the rules concerning individual rights were amended following the adoption of Regulation (EU) 2021/1134. The right to information, laid down in Article 37, was bolstered in three main ways: first, to update the provisions so that they match other legal instruments (for example individuals can seek completion of their data and restriction of processing) or the new numbering of the Revised VIS Regulation. Second, the revised Article 37 addressed previous ambiguities or gaps stemming from the previous wording under Regulation (EC) 767/2008, so that the information provided to visa and residence permit applicants would be more precise (for example that the data can be used for law enforcement purposes) and individuals should be informed about the potential transfers of their data to third countries.[footnoteRef:141] Third, the information must be provided in a concise, transparent, intelligible and easily accessible form, using clear and plain language in writing to the applicant and special rules apply in relation to children applicants.[footnoteRef:142] These are important additions, considering that a study conducted by the FRA had revealed that only 11 percent of approximately 570 visa applicants interviewed said they had received information about how their data would be processed via the visa application form.[footnoteRef:143] However, the option of providing information ‘where necessary, orally, in a language and manner that the data subject understands or is reasonably presumed to understand’ has been removed.[footnoteRef:144] [141:  The same applies to residence permit applicants, which are not within the scope of this article.]  [142:  Art 37(2) of the Revised VIS Regulation (n 21).]  [143:  EU Agency for Fundamental Rights (n 15) 37–38.]  [144:  Compare to document COM(2018)302, ‘Proposal for a Regulation of the European Parliament and of the Council amending Regulation (EC) No 767/2008, Regulation (EC) No 810/2009, Regulation (EU) 2017/2226, Regulation (EU) 2016/399, Regulation XX/2018 [Interoperability Regulation], and Decision 2004/512/EC and repealing Council Decision 2008/633/JHA’, Art 37(2).] 

The existence of significant data quality problems, as mentioned above, renders the rights to the access, correction, completion, deletion and restriction of processing vital. The right of access to VIS data may be granted by any Member State that receives a request, and a window of one month has been set for the request to be processed. The same deadline applies in relation to the rights of deletion and rectification of data. The imposition of such a deadline is important, as the VIS Supervision Coordination Group, which ensured cooperation between data protection authorities and has now been replaced by the Coordinated Supervision Committee,[footnoteRef:145] had reported that deadlines for replying to access requests varied among Member States. Whereas some required a reply immediately, without delay or within a reasonable interval, others used a 30-day time frame.[footnoteRef:146] Deletion requests were addressed within 30–60 days.[footnoteRef:147] In those cases, where the request is made to a Member State other than the responsible one, which is the one that entered the data into the VIS, the window for the former to contact the latter is seven days.[footnoteRef:148] If the authority handling the request does not agree with the claim that data recorded in the VIS are factually inaccurate or have been recorded unlawfully, it must without delay adopt an administrative decision explaining in writing to the person concerned why it does not intend to rectify or erase data relating to him or her.[footnoteRef:149] The administrative decision must also provide the person concerned with information explaining the possibility to challenge that decision and, where relevant, information on how to bring an action or a complaint before the competent authorities or courts and information on any assistance available to the person, including from the competent supervisory authorities.[footnoteRef:150] A derogation has been inserted not to provide information, in whole or in part, in respect of data contained in the reasoned opinions provided during the manual processing of applications.[footnoteRef:151] The Member State must, in writing and without undue delay, inform the person concerned of any refusal or restriction of access and of the reasons for it.[footnoteRef:152] However, such information may be omitted where its provision would undermine any of the reasons set out above. The factual or legal reasons must be documented and made available to the DPA, through whom the person concerned will be able to exercise their rights.[footnoteRef:153] In practice, if an applicant has been refused a visa or residence permit and they wish to bring an action against the refusal, lacking information on the basis for the visa or immigration authority’s decision will affect their position. The fact that Member States are allowed to omit information on the reasons for a refusal or restriction may affect the right to an effective remedy. [145:  See <www.edps.europa.eu/data-protection/european-it-systems/visa-information-system_en>; <www.edpb.europa.eu/csc/about-csc/legal-framework-coordinated-supervision-committee_en>.]  [146:  VIS Supervision Coordination Group, Report on Access to the VIS and the Exercise of Data Subjects’ Rights (2016) 10.]  [147:  ibid, 11.]  [148:  Art 38(2) of the Revised VIS Regulation (n 21). In the meantime, the person must be informed that their request has been forwarded to the responsible Member State.]  [149:  ibid, Art 38(3).]  [150:  ibid, Art 38(4).]  [151:  ibid, Art 38(7).]  [152:  ibid.]  [153:  ibid.] 

Existing research demonstrates that the number of requests for access, correction and deletion has been low. The evaluation of VIS showed that between September 2011 and December 2015 third-country nationals made only a few dozen requests to access their data.[footnoteRef:154] There were even fewer requests for correction or deletion.[footnoteRef:155] While the small numbers could be attributed to the fact that the system’s rollout only concluded in 2016, similar issues can also be observed in the cases of SIS and Eurodac.[footnoteRef:156] Another reason for the low number of requests may stem from the lack of understanding by visa applicants of the rights they enjoy. As the VIS Supervisory Group stressed, there is a ‘great need to raise awareness among visa applicants, in particular rejected ones, on their individual rights and how to exercise them’.[footnoteRef:157] With the expansion of the personal scope of VIS magnifying the pool of individuals who can benefit from the individual rights under the revised VIS rules and the introduction of data matching, which renders the quality of personal data pivotal, the need for such awareness and campaigns organized by data protection authorities, for example, through coordinated pan-European efforts of the Coordinated Supervision Committee, possibly assisted by the FRA, becomes even more important. The potential fear that a request may influence the outcome in a future application or the lack of resources or access to a specialized lawyer could also have led to the very low number of requests. [154:  Reported COM(2016)655 (n 137); SWD(2016)328, ‘Staff Working Document – Evaluation of the implementation of Regulation (EC) No 767/2008 of the European Parliament and Council concerning the Visa Information System (VIS) and the exchange of data between Member States on short-stay visas (VIS Regulation) / REFIT Evaluation’, Arts 36, 90 and 91.]  [155:  ibid; EU Agency for Fundamental Rights (n 15) 99.]  [156:  Vavoula, Immigration and Privacy in the Law of the European Union (n 11) 304. [???Which one? There are two citations in n 11??].]  [157:  VIS Supervision Coordination Group (n 144) 15.] 

Finally, in cases where data protection remedies have not been fruitful, Article 40 of the Revised VIS Regulation foresees that any person must have the right to bring an action or a complaint before the competent authorities or courts of the Member State which refused the right of access to, rectification, completion or erasure of data relating to them. The right to bring such an action or complaint shall also apply where requests for access to, rectification, completion or erasure were not responded to within the indicated deadlines or were never dealt with by the data controller. In all these cases, the assistance of the supervisory authorities must remain through the proceedings.
The aforementioned analysis demonstrates that the VIS-related remedies are so far partly good on paper, but in practice the lack of information renders the exercise of individual rights as a pre-requisite for the exercise of extrajudicial and judicial remedies under data protection law quite problematic.

5.4.	Access to judicial remedies: The devil lies in the details

Besides the above, serious concerns also remain about the effectiveness of access to judicial remedies. This is mainly because of the increased complexity of data flows and automated processing operations in combination with legislative gaps and insufficient concrete safeguards that could ensure the provision of meaningful information to applicants about the essence of the reasons underlying an adverse decision, thereby allowing them to effectively challenge it before the court.
Over the years, the Court of Justice has developed extensive case law about the minimum procedural requirements that can guarantee effective access to judicial protection. Among them, the duty to give reasons is an indispensable condition, as it guarantees transparency of administrative action[footnoteRef:158] and the possibility for the affected person to formulate a meaningful appeal.[footnoteRef:159] It requires the provision of reasons ‘sufficiently specific and concrete’ so that the person concerned can understand the grounds of the measure adversely affecting him.[footnoteRef:160] The statement of reasons must disclose the legal and factual reasons that led to the adoption of a decision[footnoteRef:161] in a clear and unequivocal fashion.[footnoteRef:162] In R.N.N.S and K.A, a case concerning the rejection of two visa applications on the ground of risk to public policy, internal security, or public health, the Court held that summary justifications based on pre-determined lists of grounds did not meet this threshold of specificity, as the statement of reasons must indicate not only the applicable ground but also the essence of the reasons of the refusal.[footnoteRef:163] [158:  Paul Craig, ‘Article 41 Right to Good Administration’ in Peers and others (n 113).]  [159:  Case C-222/86, Heylens, para 121.]  [160:  Case C-230/18, PI v Landespolizeidirektion Tirol, EU:C:2019:383, para 57.]  [161:  Craig (n 156).]  [162:  Case C-367/95, Commission of the European Communities v Chambre syndicale nationale des entreprises de transport de fonds et valeurs (Sytraval) and Brink’s France SARL, EU:C:1998:154, para 63.]  [163:  Joined Cases C-225 & C-226/19, R.N.N.S. and K.A. v Minister van Buitenlandse Zaken, EU:C:2020:951.] 

In Ligue des droits humains, the Court further specified these requirements in the context of using AI-powered processing of flight passengers’ Passenger Name Record data (including via profiling).[footnoteRef:164] It underlined that Member States must ensure that the affected person can understand how those criteria and those programs work, without necessarily disclosing to him/her what these are during the administrative procedure, so that he/she can ‘decide with full knowledge of the relevant facts whether or not to exercise his or her right to … judicial redress’.[footnoteRef:165] The Court of Justice also clarified that the competent national court and the person concerned, except in cases of threats to State security, must have the opportunity to examine all the grounds and evidence on the basis of which the decision was taken.[footnoteRef:166] Considering that in many cases people are unaware of the involvement of algorithmic decision-making in the examination of their case[footnoteRef:167] for various reasons,[footnoteRef:168] this interpretation necessarily imposes an obligation on the administration to inform the person concerned, along with the statement of reasons, that their personal data have been subjected to automated processing (where exceptions to the provision of such information under the Law Enforcement Directive [???AQ: please set out in full???] are not applicable).[footnoteRef:169] Read in light of the above jurisprudential standards, and particularly of the specificity criterion, the Court’s interpretation also seems to imply not only the provision of meaningful information about the logic of the algorithmic operation in general, but most importantly the explanation of the algorithmic decision in the case at hand, including the types of personal data automatically processed and the rationale of the automated decision in relation to the individual circumstances of the affected person.[footnoteRef:170] Finally, considering that an algorithmic explanation may not suffice as a legal justification,[footnoteRef:171] the duty to give reasons, as analysed above, should also necessitate the disclosure of the reasoning of the human officer manually reviewing the automated output based on both law and facts. [164:  Case C‑817/19, Ligue des droits humains.]  [165:  ibid, para 210.]  [166:  ibid, para 211.]  [167:  Francesca Palmiotto, ‘Preserving Procedural Fairness in The AI Era: The Role of Courts Before and After the AI Act’ (Verfassungsblog, 5 January 2023) <verfassungsblog.de/procedural-fairness-ai/>.]  [168:  Such as the existence of human involvement in the decision-making process, due to other applicability limitations of Arts 13(2)(f), 14(2)(g) and 22 of the GDPR (n 53), and/or additional limitations of administrative transparency for reasons of public order, public safety, or national security.]  [169:  Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data by competent authorities for the purposes of the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and on the free movement of such data, and repealing Council Framework Decision 2008/977/JHA 2016, OJ L 119/89.]  [170:  On different types of explanation, see Sandra Wachter, Brent Mittelstadt and Luciano Floridi, ‘Why a Right to Explanation of Automated Decision-Making Does Not Exist in the General Data Protection Regulation’ (2017) 7 International Data Privacy Law 76–78; on different methods of explainability, see Davide Liga, ‘The Interplay between Lawfulness and Explainability in the Automated Decision-Making of the EU Administration’ in Herwig CH Hofmann and Felix Pflücke (eds), Governance of Automated Decision-Making and EU Law (OUP 2024).]  [171:  Mireille Hildebrandt, ‘Algorithmic Regulation and the Rule of Law’ (2018) 376 Philosophical Transactions of the Royal Society A: Mathematical, Physical and Engineering Sciences.] 

Considering the above, it is important to determine to what extent the judicial remedies envisaged by the ETIAS and the Revised VIS Regulation will be effective in practice. With regard to ETIAS, the Regulation does not lay down adequate safeguards to ensure compliance with these standards. First, among the general information to be provided to the public via the dedicated website or mobile app, there is no mention of the use of automated decision-making for the assessment of travel authorization applications, nor of the involvement of profiling in this context.[footnoteRef:172] The ETIAS Regulation envisages only the provision of abstract information about the purposes of the system, mainly with a reference to its border management and law enforcement objectives and an indication of the fact that personal data submitted through the applications will be used for checks in European and international IT systems.[footnoteRef:173] Clearly, this depiction of ETIAS may create a misguided idea of how the system works and of what types of data processing may lead to the refusal of a travel authorization. Second, the standardized form for the refusal of travel authorizations may also lead to unclear and abstract justification of negative decisions, especially in case of a ‘hit’ due to a match with a risk profile. Specifically, this standardized form contains a predetermined list of grounds for refusal, some of which are rather concrete – for example, failure to attend an interview or to reply to a request for additional information within the deadline – and others extremely vague, for example, that the applicant poses a security risk, an illegal immigration risk or a high epidemic risk.[footnoteRef:174] Some improvements have been made in this form following the R.N.N.S and K.A judgment compared to the visa refusal form (below) given that two grounds are included to indicate if the rejection was based on a hit with two types of SIS alerts respectively (namely on lost, stolen, misappropriated or invalidated passports and for refusal of entry or stay); and a third one to indicate if the negative opinion of another Member State has led to the refusal, and which that State is, following a hit triggered by data provided by the latter. Furthermore, the form also includes a free-text box for the statement of facts and additional reasoning underlying the decision to be mandatorily filled in by the competent ETIAS National Unit before issuing the refusal.[footnoteRef:175] These improvements are certainly welcome as they will facilitate the provision of additional information about the underlying reasons of refusal to the person concerned so that he/she can successfully challenge it. [172:  Art 71 of the ETIAS Regulation (n 20); Vavoula, Immigration and Privacy in the Law of the European Union (n 11) 535 [???Which one? There are two citations in n 11??].]  [173:  Art 71(o) of the ETIAS Regulation (n 20).]  [174:  [2022] OJ L 17/59 (n 65) Annex I.]  [175:  ibid. ] 

However, they leave open a number of other scenarios where the ETIAS applicant might be left clueless about what actually led to the rejection of their application, especially if that decision was adopted following a match with an ETIAS screening rule. Importantly, the indication that the applicant has been considered to present a security, irregular immigration, or high epidemic risk does not reveal anything about why this conclusion was reached in the case at hand. While some additional information may be provided in the free-text box, it remains unclear whether it will offer meaningful information to the affected person to be able to disprove any assumptions made about them. Practically, the screening rules will not be publicly available, as this could facilitate the manipulation of the system, and it is still unclear if the handbook foreseen in Article 93 of the ETIAS Regulation will include any concrete guidelines in this respect.[footnoteRef:176] For these reasons, the implementation of the ETIAS screening rules may be completely opaque to the persons affected by them and, thus, incontestable. Even the fact that algorithmic profiling was involved in the assessment of their case and influenced the decision outcome will be unknown to them. This situation is highly incompatible with the right to effective judicial protection and unless additional concrete safeguards are adopted this right will be significantly impaired. The same reasoning applies, more or less, where a travel authorization is refused due to the information provided by the applicant in response to the set of three questions included in the ETIAS application, unless the competent ETIAS National Unit explicitly clarifies in the free-text box why any of these replies was deemed as indicative of a ‘risky’ person. [176:  Art 93 of the ETIAS Regulation (n 20) provides: ‘The Commission shall, in close cooperation with the Member States and the relevant Union agencies, make available a practical handbook, which shall contain guidelines, recommendations and best practices for the implementation of this Regulation. The practical handbook shall take into account relevant existing handbooks. The Commission shall adopt the practical handbook in the form of a recommendation’.] 

In the case of VIS, things are even more complicated, as the examination of a Schengen visa application involves the evaluation of information and materials beyond the requirements of VIS in accordance with the Visa Code. A potential rejection of a Schengen visa application based on the use of these new functionalities, as described above, has not been accompanied by any changes in the information to be provided to rejected applicants in the standardized refusal form. Annex VI of the Visa Code, as amended by Regulation 2019/1155,[footnoteRef:177] includes the standard form for refusal of visa applications as before, but it was not adapted to the introduction of algorithmic profiling. The form contains 17 boxes, each corresponding to one or more grounds set out in the Visa Code for refusing, annulling or revoking a visa, which the competent national authorities are to tick with a view to informing the visa applicant of the reasons for the negative decision. Four of these grounds may be used to refuse a visa application based on algorithmic profiling, namely where ‘one or more Member States consider you to be a threat to public policy or internal security’, ‘… to public health’, ‘… to their international relations’ and where ‘there are reasonable doubts as to your intention to leave the territory of the Member States before the expiry of the visa’. Without additional information on whether the decision is related to a set of specific risk indicators, the refused applicant will have significant difficulties understanding the underlying reasons behind the refusal. Though there is a section on ‘additional remarks’, this does not appear to be mandatory for visa authorities, in contrast with the equivalent field in the ETIAS standardized form. Overall, if access to judicial remedies seems difficult in the case of ETIAS, or even impossible in certain scenarios, in the framework of revised VIS it appears to be blocked by the technical, legislative and institutional complexity brought about by the latest revisions. [177:  [2019] OJ L 188/25.] 

A final danger that lies ahead and is common to both systems is the potential understanding of IT systems as security tools that may affect the extent to which rejected applicants have the opportunity to ‘examine all the grounds and evidence on the basis of which the decision was taken’, as mentioned in Ligue des droits humains.[footnoteRef:178] The Court of Justice has been mindful to exclude access to the grounds and evidence only in cases of State security, which implies that only reasons of national security may justify such exclusion. IT systems must be treated as primarily administrative law tools, as evidenced by their primary legal basis – in the case of ETIAS, Article 77(2)(b) and (d), and in the case of VIS, Article 77(2)(a), (b), (d) and (e).[footnoteRef:179] However, the inclusion of security-related objectives, as indicated in Article 4(a) of the ETIAS Regulation, may blur the distinction between administrative and security-related, creating differing approaches at national level with varying degrees of accessibility to materials and evidence. In light of the fact that the exclusion of access to grounds and evidence constitutes an exception to the right to effective remedies, its interpretation must be strict and limited. For example, State security reasons that could justify lack of access could be foreseen in cases where the algorithmic profiling involves terrorist-related activity which may fall within the scope of national security. However, broader public security concerns stemming from the algorithmic profiling would not justify such exclusion. [178:  Case C‑817/19, Ligue des droits humains, para 211.]  [179:  Recital 1 of the ETIAS Regulation (n 20); Recital 1 of the Revised VIS Regulation (n 21).] 


6.	Conclusion

The introduction of algorithmic profiling and automated data matching in an interoperable ecosystem comprised of several EU large-scale systems and Interpol databases may further undermine the protection of fundamental rights, both substantive and procedural. Importantly, the use of profiling for risk assessment of third-country nationals shifts the focus of attention from the applicant’s individual behaviour to his/her socio-demographic identity. This in turn alters the nature of decision-making in this field by marking a transition from individualized to correlational and probabilistic decision-making, raising serious challenges in light of the right to non-discrimination, the principle of individualized assessment of applications and the duty to provide reasons. Furthermore, the large amounts of unreliable data contained in the existing EU information systems and the Interpol databases may significantly reduce the accuracy of automated data matching in this context, have spillover effects on the right to freedom of expression, and in fact increase the workload of national authorities and of the ETIAS Central Unit during manual verification.
In relation to the effectiveness of extrajudicial and judicial remedies provided for by the ETIAS and Revised VIS Regulation as well as the Visa Code, the above analysis leads to the conclusion that in many situations they may remain in practice a wishful thinking devoid of actual value. More precisely, although the ETIAS Central Unit as a centralized contact point for the correction or deletion of ETIAS applicants’ personal data is highly desirable, it may be de facto nullified due to the Central Unit’s uneasiness with processing the high number of requests it is expected to receive and its overlapping competences with the ETIAS National Units. To address this issue, guidelines that could clearly divide which requests are to be handled by the ETIAS Central Unit and which by the ETIAS National Units would be desirable to streamline the process, avoid duplication of effort and unnecessary delays. Furthermore, even if the ETIAS Central Unit processes such requests but refuses to correct or delete the relevant personal data, there is complexity as to how extrajudicial and judicial remedies against that decision can be exercised. Similarly, despite the improvements in the revised VIS rules regarding the information to be provided to visa applicants concerning the processing of their personal data, it remains to be seen if they will suffice to ensure an increase in the exercise of the other individual data protection rights (access, rectification, deletion, etc). 
With regard to applicants’ access to judicial remedies, compounded challenges were identified mainly due to the abstract and open-ended wording of the relevant ETIAS provisions, the lack of specific standards to guarantee the provision of adequate and meaningful information to the affected persons and the technical complexities raised by both types of automated risk assessments. In particular, several of the pre-determined grounds in the ETIAS refusal form are vague and cannot provide sufficiently concrete reasons to the applicant to ensure the contestability of the decision. This is most notably the case with the grounds referring to a security, irregular immigration, or high epidemic risk, as mentioned above. In such cases, it is suggested that the justification of the refusal should differ depending on whether it is the outcome of a match with data stored in another system or with a risk profile. In the former scenario, in line with the EDPS recommendation, it is proposed that the refusal should specify at least which is the other system containing the data that triggered the hit in the case at hand. Furthermore, the information included in the free-text box should also specify the Member State responsible for registering these data in the system, to the extent that this is not prohibited by the information provision rules and restrictions of that system, in order to facilitate the applicant to exercise his/her individual data protection rights. In the latter scenario of a hit due to a risk profile, the refusal should include meaningful information about the logic of the algorithmic operation at issue; an explanation of the ‘hit’ in question in clear and easily accessible language, even without disclosing the risk indicators that led to it, in line with the Court of Justice pronouncement in Ligue des Droits Humains; and the legal and factual elements taken into consideration by the responsible ETIAS National Unit during the manual evaluation of the application. 
In the case of VIS, the situation appears to be even more alarming, given that the technical upgrades were not accompanied by equivalent increased safeguards for visa applicants’ rights. As noted above, at least four refusal grounds could be concealing an unfavourable algorithmic output without the applicant being aware that this is the underlying reason of the decision. To address this issue, the ‘additional remarks’ field of the form should clearly indicate whether automated data processing has been involved in the evaluation of the application in a simple and easily accessible language; and if it has, additional specifications should be included mutatis mutandis as in the case of ETIAS. 
Overall, what shines through the above analysis is a considerable mismatch between the EU’s eagerness to employ advanced technologies, including algorithmic profiling, for immigration control, their serious repercussions for fundamental rights and the limited added value that the envisaged remedies offer to guarantee their protection. As the legal framework currently stands, the implementation of the risk screening rules under both systems may in practice remain judicially inscrutable due to their invisibility and opacity vis-à-vis the persons affected by them. It remains to be seen whether additional safeguards or guidelines will be adopted to facilitate the contestability of decisions based on them. For the time being, however, the deployment of profiling in this context seems to be highly incompatible with the right to effective legal remedies and the rule of law.
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