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Abstract: In recent years, the importance of computer security has increased due to the rapid advance-
ment of digital technology, widespread Internet use, and increased sophistication of cyberattacks.
Machine learning has gained great interest in securing data systems because it offers the capabil-
ity of automatically detecting and responding to security threats in real time, which is crucial for
maintaining the security of computer systems and protecting data from malicious attacks. This study
concentrates on phishing attack detection systems, a prevalent cyber-threat. These systems assess the
features of the incoming requests to identify whether they are malicious or not. Although the number
of features is increasing in these systems, feature selection has become an essential pre-processing
phase that identifies the most important features of a set of available features to prevent overfitting
problems, improve model performance, reduce computational cost, and decrease training and execu-
tion time. Leveraging genetic algorithms, known for simulating natural selection to identify optimal
solutions, we propose a novel feature selection method, based on genetic algorithms and locally
optimized, that is applied to a URL-based phishing detection system with machine learning models.
Our research demonstrates that the proposed technique offers a promising strategy for improving the
performance of machine learning models.

Keywords: feature selection; genetic algorithm; phishing detection

1. Introduction

In recent years, computer security issues, such as cyberattacks, data intrusions,
and other forms of malicious activities, have increased significantly. This trend is influenced
by a number of factors, including a growing dependence on technology, an evolving threat
landscape, human error, an absence of cybersecurity awareness, increased connectivity,
etc. [1]. Phishing is a type of cyber attack in which attackers attempt to trick users into
disclosing sensitive information, such as usernames, passwords, and credit card details,
by posing as a trustworthy entity [2]. Numerous methods, including email, social media,
instant messaging, and SMS, can be used to carry out phishing attacks. These attacks are
designed to deceive users into revealing sensitive information, such as login credentials,
credit card information, or other personal data, which can then be used for fraudulent
purposes. A successful phishing attack can have severe consequences, including financial
losses, identity theft, and reputation damage. In addition to all this, phishing attacks can
be carried out to deliver malware or ransomware attacks.

The Anti-Phishing Working Group (APWG) conducted research for the 2nd Quarter
2023 Phishing Activity Trends Report, focusing on the increasing rate of phishing attacks [3].
The findings indicate a notable increase over the past four years, with a growth rate
exceeding 150% annually, as illustrated in Figure 1. According to Proofpoint’s 2023 State
of the Phish Report—Phishing Stats and Trends, 84% of the organizations experienced at
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least one successful phishing attack. These successful attacks mainly target the private
information of companies, leading to increasing financial losses [4].

Figure 1. Number of phishing attacks, January 2019 to April 2023 [3].

As seen from this, phishing is still one of the most prevalent and difficult-to-prevent
attack types, as attackers constantly change their methods and find ways to circumnavigate
security measures. However, there are methods to reduce the risk of phishing attacks, such
as educating users and implementing technical controls such as spam filters, URL-based
phishing detection [5], content-based phishing detection [6], two-factor authentication [7],
etc. The URL-based phishing detection system, which analyzes features derived from URLs
such as URL length, use of HTTPS, and domain age, are highly effective in identifying
and preventing phishing attacks [8]. This system quickly analyzes and recognizes patterns,
making it a popular choice for detecting deceptive URLs that appear legitimate but direct
users to fraudulent websites. In recent years, Machine Learning (ML)-based algorithms
have gained popularity as a means of protecting computer systems against phishing attacks
by automatically identifying malicious traffic. Phishing attacks are difficult to detect and
prevent due to the use of sophisticated deception techniques by attackers and the variety
of communication channels [9].

Large datasets containing legitimate and phishing can be analyzed using ML algo-
rithms to identify distinguishing patterns and characteristics. These algorithms can use
related patterns to identify potential phishing attacks, even if they have never been seen
before. Over time, ML can also improve the accuracy and efficiency of phishing detection
systems. As new phishing attacks are identified, ML algorithms can update their models to
detect future attacks of similar nature.

Big data lead to longer training times in ML algorithms due to the increased computa-
tional costs associated with processing larger datasets. Not only the number of samples
in the dataset but also its dimensionality affects the time. The high dimensionality of the
dataset extends the inference time of ML systems, particularly because of the increased
cost of feature extraction. The inference time is vital in real-time phishing detection models
because it directly influences users and impairs the run-time performance of the deployed
ML models. To deal with this problem, feature reduction, also known as feature selection,
is preferred to decrease the computational cost of the ML inference by utilizing a subset
of all features. By employing the feature selection methods, it is expected to improve the
model’s performance metrics, such as accuracy, while reducing the model’s complexity
and computational cost. Therefore, feature selections are generally preferred to increase the
efficiency of ML-based systems.

There are several commonly used feature selection algorithms in the literature, such
as Recursive Feature Elimination (RFE) [10], Principal Component Analysis (PCA) [11],
selectKBest [12], lasso [13], tree-based methods [14], Evolutionary Algorithms (EAs), etc.
EAs [15] are a family of optimization techniques that draw inspiration from the principles
of natural evolution. These algorithms use a population of possible solutions that change
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over time through a process of selection, mutation, and recombination to find an optimal
or near-optimal solution to a problem. They are preferred in many optimization problems,
just as they were in feature selection problems, because they are robust, flexible, can handle
non-linear and non-differentiable problems, can work in parallel, or can optimize for more
than one goal.

Genetic Algorithms (GAs) are evolutionary optimization techniques that try to find
the best solution to a problem by imitating how natural selection works. GAs have been
used to solve a wide range of optimization problems, such as feature selection, with great
success. In this concept, our main challenge fits in a multi-objective optimization problem
by increasing the detection accuracy and recall value of the trained system, while decreasing
the processing time by minimizing the number of features to use.

The use of GAs for feature selection involves encoding the features into chromosomes
and then applying genetic operators such as selection, crossover, and mutation to evolve a
population of candidate solutions. Each solution is judged on how well it works with a
given objective function, and the process is repeated until a good solution is found.

This paper aims to provide a comprehensive understanding of GA-based feature
selection and its potential to improve the performance of ML models by selecting the
optimal subset of features and reducing the dimensions of the data. By presenting the latest
research in this area, we hope to inspire future work and encourage researchers to explore
this promising approach in their applications.

In order to conduct a thorough and efficient systematic study, it is imperative to
establish well-defined research questions. The research questions formulated for the
present investigation are outlined below:

RQ 1: How can an evolutionary approach(genetic algorithm) be used during the
feature selection of machine learning models in the URL-based phishing detection system?

RQ 2: What are the effects of a genetic-algorithm-based feature selection strategy on
machine learning models?

RQ 3: What are the strengths and weaknesses of the genetic-algorithm-based feature
selection strategy compared to greedy-based feature selection algorithms?

The rest of the paper is organized as follows: In Section 2, related works such as
phishing detection, ML, and GA-based systems are detailed by showing the related works
in the literature. Section 3 explains the design details and algorithms of the proposed
solution for a genetic-algorithm-based feature selection algorithm in a phishing detection
system. The empirical results of the proposed system are analyzed by comparison with
other feature selection models and are also illustrated in Section 5 after explaining the
experimental setup in Section 4. Finally, after discussing the crucial aspects of the genetic-
algorithm-based feature selection method in Section 6, the paper is concluded in Section 7
including future work that can be conducted in related areas.

2. Related Work
2.1. Phishing Detection

Phishing detection studies remain important as attacks become more widespread and
diversified, and detection studies are also updated and improved with new developments.
For example, as ML and Deep Learning (DL) techniques proved themselves with their
successful results in various problem fields, researchers in the field of phishing detection
began to use these techniques [16]. Most studies focus on phishing websites and emails
while employing ML and DL algorithms. In the study by Opara et al. [17], a novel approach
is introduced to detect phishing attacks using raw URL and HTML content. The method
involves training a dense neural network with corresponding characters, merging embed-
ded matrices of URL and HTML layers, and creating a model of semantic dependencies
with convolutional layers. Extensive tests on actual phishing data yielded an accuracy
of 98.1%. Another study focusing on phishing websites with recent technology by Ade-
bowale et al. [18] utilized CNN and LSTM network architectures of DL to detect phishing
attacks based on the content of the website, such as text and images. ML algorithms,
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e.g., K-nearest neighbor, decision Tree, random forest, Ada-boost, XGBoost and Artificial
Neural Networks (ANN), are frequently used in phishing detection studies and the overall
detection scores are quite high [19].

2.2. Feature Selection

Feature selection, which is the selection of the optimal subset of existing features to
improve performance and increase computational efficiency, in ML is a challenging issue
due to the complexity of the data. Reducing the dimensions of the data is necessary to
reduce this complexity and improve the accuracy of classification. There are different strate-
gies to find the optimal features such as sequential, i.e., greedy hill climbing, exponential,
that is, exhaustive, random, and heuristic search among feature selection methods [20].
For example, El-Hasnony et al. propose a new binary variant of the wrapper feature
selection algorithm that combines grey wolf optimization and particle swarm optimization
in [21]. Heuristic-based feature selection algorithms can be classified as evolution-based,
swarm intelligence-based, physics-based, or human-behavior-related, and GA indicated
significant performance as discussed in the comprehensive survey of Agrawal et al. [22].

2.3. Genetic-Algorithm-Based Feature Selection

GA was widely used in the feature selection stage of ML pipelines that were imple-
mented to solve various problems such as phishing, spam, malicious domain detection,
or disease diagnosis such as cancer detection. Saibene et al. [23] tackled the challenge
of heterogeneity and high dimensionality in EEG signals for data interpretation. They
proposed a GA for feature selection, modifying stopping criteria and fitness functions to
accommodate supervised and unsupervised approaches. The proposed GAFS outperforms
benchmarks in overall performance and feature reduction, with consistent features aligned
with neuroscientific literature, and the proposal is effective for heterogeneous data. Ad-
dressing the high-dimensionality of document representation in text classification tasks,
Catak suggests a GA-based meta-heuristic optimization for feature selection [24]. He had
developed a new objective function based on the F1score model and the size of the subset
of features to improve the F1 score of the classifier hypothesis. In this study, it is shown that
the proposed approach can improve the generalization ability of a classifier by reducing
redundant and irrelevant features.

Dominguez presents a model with which to recognize and classify children’s activities
with audio data from embedded sensors in clothing [25]. Due to limited mobile device
resources, a GA is used to reduce the size of the dataset, achieving an accuracy of 0.92
with a random forest classifier. In the work of Muhammad Taseer Suleman et al. [26],
a model is introduced to detect phishing websites using ML approaches is introduced. They
demonstrate improved detection accuracy through feature selection using GA, with the
combination of ID3 and YAGGA achieving up to 95% accuracy. The authors proposed
a model for the detection of anomalies in breast thermograms using a combination of a
transfer-learning-based Deep Learning (DL) model and feature selection approaches [27].
The DL model generates a large number of features and requires a significant amount
of memory and computational time to process these features. The number of features is
reduced using a hybrid of optimization algorithms GA and graywolf. In tests on an open
source dataset, 100% accuracy was achieved using only 3% of the extracted features. In their
study, Sekhar and Sujatha [28] used GA for feature selection to improve the classifier’s
performance and proposed a model called “Subset Generation using Genetic Algorithm
for Improved Classification” (ISG-GA-IC). Furthermore, the paper presents the results of
studies on the use of EAs for feature extraction and selection in high-dimensional datasets.

Similarly to these, Rostami introduces a GA based on community detection for fea-
ture selection, which operates in three steps [29]. First, they calculate feature similarities.
Second, community detection algorithms are used to classify features into clusters. Lastly,
a GA with a community-based repair operation is used to select features. The performance
of the proposed approach is evaluated on nine benchmark classification problems. Fur-
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thermore, the performance is compared with three new feature selection methods based
on PSO, ACO, and ABC algorithms in three classifiers. The results indicate that the pro-
posed method achieves higher accuracy compared to the PSO, ACO, and ABC algorithms,
with average improvements of 0.52%, 1.20%, and 1.57%, respectively. Syed et al. [30]
present a wrapper approach for feature selection in multi-target regression. The method
utilizes the MTR-SAFER algorithm, a safe semi-supervised regression algorithm designed
for multi-target regression with a single target technique. To determine the optimal feature
subset, the paper incorporates a GA as the chosen feature selection method. The GA is
employed to search for the most suitable set of features that maximize the performance of
the MTR-SAFER algorithm.

Microarray datasets are currently being used in the early diagnosis of some chronic
diseases, such as cancer. Due to their high dimensionality, reducing dimensions is nec-
essary to increase the accuracy of cancer classification. Ali and Saeed [31] proposed a
solution to this problem by first selecting the most significant features of cancer microarray
datasets using filter feature selection methods such as information gain, information gain
ratio, and Chi-squared. Then, GA was used to further optimize the selected features to
improve the accuracy of cancer classification. The early diagnosis of cognitive impairment
in Alzheimer’s disease is crucial to effective treatment and maintaining independence.
Divya and Kumari [32] focus on the classification of Alzheimer’s disease, mild cognitive
impairment, and normal control based on MRI images from the ADNI dataset. Various
feature selection techniques are applied to different classifiers to improve classification
performance. They used RFE and GA for feature selection and obtained better results with
the latter.

One of the topics that has been recently studied is detecting spam on Twitter proposes
a method that simultaneously performs dimensionality reduction and hyperparameter
optimization to create a spam prediction model [33]. They have used a modified GA to
achieve better performance than Chi2 and PCA feature selection methods, using less than
10% of the total feature space. Detecting spam effectively requires identifying important
features that can accurately represent the behavior of spammers. In this regard, Elakkiya
and Selvakumar [34] proposed a method that uses GA to combine the selection of feature
subsets with multiple evaluation metrics. This approach not only considers the features
with the highest weight, but also pays attention to the features with the lowest weight.
By comprehensively evaluating all the different evaluation metrics, this method generates
an appropriate feature subset that has improved the efficiency of spam detection.

Darwish et al. [35] proposed a model with which to detect malicious domains by
passively analyzing DNS data and used a GA to select numerous features of DNS data. They
then developed a real-time, accurate, and fast classifier by combining a two-step quantum
ant colony optimization (QABC) algorithm with the selected features. In text processing,
feature selection is an approach used to reduce dimensions because high dimensionality is
a significant problem. Belkarkor et al. [36] used a GA to reduce dimensions in their study
and compared it with other filtering methods.

Hybrid and ensemble GAFS approaches are also proposed by researchers. For exam-
ple, Ali and Ahmed [37] proposed a hybrid intelligent approach for predicting phishing
websites using feature selection and weighting methods based on EAs and Deep Neural
Networks (DNN). To improve the accuracy of phishing website prediction, they heuris-
tically determined the most effective features and optimal weights of website features
with GA. The website features selected and weighted by the GA were then used to train
DNN to accurately predict the phishing website. The proposed approach achieved higher
accuracy, sensitivity, and specificity in the prediction of phishing websites than other stud-
ies. Shreem et al. [38] propose a model that is a hybridization of three algorithms: Binary
Genetic Algorithm (BGA), Electromagnetism-like Mechanism (EM), and k-means for edu-
cational data analysis. The BGA selection mechanism has been modified on the basis of EM
and k-means algorithms. Enhanced BGA has been employed as a wrapper feature selection
algorithm to reduce the dimensionality of the data and remove irrelevant or redundant
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features, improving the performance of ML classifiers. Wang et al. [39] present the EFS-BGA
algorithm, which is an approach to the selection of ensemble characteristics based on a GA.
Following the generation of a feature subset by each base feature selector, the EFS-BGA
technique employs a GA in order to acquire weights that are optimal for each feature subset.
This is in contrast to the conventional GAs, which process individual characteristics in a
conventional manner. An integration between GA and ANN is carried out in the work
of Mohammed et al. [40] as a pre-processing step. This integration aims to significantly
eliminate irrelevant features from the datasets before applying ML techniques. The authors
evaluate the performance of the proposed algorithms on five datasets and demonstrate
their effectiveness in improving the classification performance compared to other feature
selection methods.

Multi-objective problems can be solved using GA-based approaches. For example,
in the article by Jasuja, the author presents the use of the diploid genetic algorithm (DGA)
for the purpose of multi-objective optimization in the feature selection process [41]. When
performing a classification task, the objective is to achieve better performance by removing
features that are not relevant. In contrast to conventional feature selection algorithms, which
concentrate on either enhancing accuracy or reducing the number of features, the approach
described seeks to accomplish both of these goals simultaneously.

3. Methodology

In this paper, we aim to develop a phishing detection system by selecting most
significant URL-based features with the help of a genetic algorithm, as mentioned in the
flow depicted in Figure 2. Feature selection is a critical step in the ML pipeline for both the
model’s accuracy and run-time measures such as inference time, i.e., prediction duration of
the model. Useless features negatively affect the accuracy of the model and add unnecessary
complexity into the model. Moreover, fewer features mean less total feature extraction time,
which is critical during prediction in the production environment. Taking into account
these aspects, we propose a GAFS strategy which aims to improve the performance scores
of phishing detection while reducing the total number of selected features.

Figure 2. Flowchart of the proposed model.
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3.1. Genetic-Algorithm-Based Flow

Finding the best URL-based feature subset among existing features in terms of ML
performance measures and minimizing the model’s prediction time are objectives of an
optimization problem, and searching for all possible solutions is an NP-hard problem. GA
is one of the most successful ways of dealing with this type of problem. We decided to
use it and adapt our problem into a GA skeleton. Furthermore, we improved it by adding
a local optimization step to achieve optimal results in earlier stages of the evolutionary
process carried out by the GA. The general flow of the proposed method and GA steps are
given in Algorithm 1.

Algorithm 1 Genetic-Algorithm-based Flow

1: c represents individual chromosome
2: fv represents fitness value
3: parameters: pop_size, generation, mutation_rate
4: Create initial population using pop_size (avoiding duplicates)
5: Calculate fv for each c and store them in local/global tables
6: Transfer best c to the next generation (elitism)
7: for i← 1 to generation do
8: Select two parent c (tournament k = 4)
9: Crossover the parents and generate a child c (uniform crossover)

10: Mutate the child c based on the mutation_rate (bit flip)
11: Append the child c to the next generation
12: Apply local optimization to randomly selected newly generated c
13: Calculate fv and update the tables
14: end for
15: return the best c of the last generation

3.2. Chromosome

A chromosome serves as a representation of a solution in optimization problems,
drawing inspiration from the sequence of genes. In this study, each gene corresponds to
a URL-based feature, and its order remains fixed throughout the evolutionary process.
The chromosome structure of the proposed model is represented as a binary array with
a length of 73, corresponding to the number of URL-based features in our dataset. Each
value in the chromosome can be either 1 or 0. A value of 1 indicates the inclusion of
the corresponding feature in the training of machine learning models, while a value of 0
indicates its exclusion. For instance, if 10 genes are marked as 1, only these 10 features will
be used to train ML-based phishing detection systems, the other features being reduced
or extracted.

3.3. Initialization

Initialization in a GA is the process of creating an initial population of potential solu-
tions (individuals or chromosomes) for the optimization problem at hand. The quality and
diversity of the initial population can significantly affect the performance and convergence
of GA. In some cases, more sophisticated initialization methods, such as using domain-
specific knowledge or heuristics, may be employed to improve the performance of GA.
In our algorithm, each chromosome is randomly generated while preventing duplicates.
This randomness helps us to explore a diverse range of solutions from the beginning.
A chromosome must contain at least one “1” to be a valid solution; i.e., it must have at least
one feature to train the ML model.
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3.4. Fitness Function

The fitness function is a crucial concept that plays a central role in the optimization
process. A GA is an optimization algorithm inspired by the process of natural selection and
is used to find solutions to complex problems. The fitness function is a key component that
evaluates the quality of potential solutions, guiding the algorithm towards better solutions
over successive generations.

The fitness function essentially serves as a guide for the algorithm by quantifying how
well each potential solution aligns with the desired outcome. The design of an effective
fitness function is crucial for the success of a GA. It should accurately reflect the problem’s
objectives and constraints, providing a clear measure of solution quality. Adjusting the
fitness function allows the algorithm to adapt to different domains of problems and opti-
mization goals. The choice of performance metrics depends on the nature of the problem
and the goals of the model. While accuracy is a commonly used metric, there are situations
where “recall” may be preferred, especially in scenarios where certain types of errors are
more critical than others. Detection of positive classes, i.e., phishing attacks, is more critical
than overall accuracy, and the accuracy even can be misleading in imbalanced datasets.
In this direction, we ovtain the “Recall” performance metric as the fitness value of the
model in the proposed algorithm. All related calculations were conducted accordingly.

Chromosomes are evaluated according to their fitness values, which indicate how good
they are for phishing detection. Fitness values correspond to recall scores that are calculated
after training the ML models with selected features based on the chromosomes. In other
words, an ML model needs to be trained and evaluated once for each chromosome to obtain
the fitness value. The training processes differ due to the ML classifiers. For instance, while
logistic regression’s training time is approximately 1 s with 87 thousand URLs, random
forest’s training time is over 80 s in the same test machine based on our observations. The
total run-time of the evolutionary progress can be too long since the fitness values of all
chromosomes of the population need to be calculated for each generation. To reduce this
time, we stored the fitness values of each chromosome in a hash table with their keys,
which are produced using binary arrays. Then, before calculating the fitness value of a
chromosome, we checked the key of the chromosome in the fitness values table so that we
prevented repeated calculations of the fitness value.

3.5. Selection Operator

Selection is a crucial step in GA that determines the parent chromosomes, which will
be used to produce the offspring chromosome. We prefer the tournament selection, which
is a flexible and effective model for parent selection in GA and it includes a high level of
randomness during selection.

Random chromosomes are selected according to the tournament size parameter (which
is selected as 4) in the proposed model parameter, and after competing them, the best one
with respect to their fitness values is selected as the parent chromosome. The same process
is repeated for the second parent chromosome. For each offspring generation process, two
different chromosomes are selected from the existing population.

3.6. Crossover Operator

The crossover operator generates an offspring solution based on the selected chromo-
somes from the previous generation. Different crossover techniques are available in the
literature, such as “one-point crossover”, “two-point crossover”, and “uniform crossover”.
We decided to use “uniform crossover” since each gene, i.e., each feature, is independent,
and there are no sequential relationships between the genes. A mask with the same size
of the parent chromosome is randomly generated for each crossover operation, and “1”
means that the related gene of the first parent will be transferred to the offspring, while “0”
points out the second parent, as shown in Figure 3.
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Figure 3. Creating new solution via uniform crossover.

3.7. Mutation Operator

Mutation operators are inspired by the mutation of genes in nature during evolutionary
progress, and they increase solution diversity by adding randomness, which helps to pass
the local optima. We used “Bit flip mutation” to reach global optimal solutions in which
the efficiency depends on the mutation rate.

For example, “0.1” means approximately 10% of each generation will be mutated.
Another parameter is flip bit mutation rate, determining the number of genes that will be
mutated. “0.1” means 10% of a chromosome, e.g., 8, since the total number of genes in our
study is 73, will be flipped. An example is shown in Figure 4.

Figure 4. Flip Bit Mutation operator.

3.8. Local Optimization

To quickly achieve better solutions and improve the quality of the solutions, local
optimization can be embedded into a GA flow. It also enhances the exploration process
by fine-tuning search space and improving individual solutions. We design a local op-
timization that checks the contributions of genes one by one and updates the existing
chromosome in such a way as to increase the performance of ML models.

First, the selected chromosome’s fitness value is obtained. Second, random genes of
the chromosome are selected according to a rate, i.e., a parameter. Then, each selected
gene is flipped one by one. After each modification, a new fitness value of the modified
chromosome is calculated. If the change positively affects performance, we save the
modified chromosome. Otherwise, we roll back the modification and cancel the flip
operation for that specific gene. Complete steps of the local optimization process for one
chromosome are given in Algorithm 2. Since this process increases the cost of overall flow,
we did not apply it to all chromosomes but to randomly selected chromosomes based on
a parameter.
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Algorithm 2 Local Optimization

1: c represents a chromosome
2: fc represents the fitness value of the c
3: for gene in c do
4: Flip the gene
5: Calculate fc of the updated c
6: if gene == 0 then
7: if new fc < old fc then
8: gene = 1
9: end if

10: else ▷ gene == 1
11: if new fc ≤ old fc then
12: gene = 0
13: end if
14: end if
15: end for
16: return the updated c

3.9. Elitism

In the context of the GA, elitism refers to a strategy in which the best individuals of the
current generation are directly passed on to the next generation without undergoing typical
genetic operators, such as crossover and mutation. The goal of elitism is to preserve the most
fit solutions in the population, ensuring that the best solutions found so far are not lost in
the evolution process. Elitism helps maintain a certain level of diversity in the population
while ensuring that the best solutions discovered so far continue to contribute to the
evolving population. This can be particularly useful in preventing premature convergence
to suboptimal solutions and speeding up the convergence towards a high-quality solution.

3.10. Termination Criteria

Termination refers to the conditions that determine when the algorithm should stop
its search and return a solution. GA is a type of optimization algorithm inspired by the
process of natural selection and genetics. They are used to find approximate solutions
to optimization and search problems. Termination criteria are essential to prevent the
algorithm from running indefinitely and to define when the algorithm has achieved a
satisfactory solution. The choice of termination criteria depends on the specific problem to
be solved and the available resources. Common termination criteria for GA are maximum
number of generations, convergence, fitness threshold, sufficient solution, computational time limit,
user-defined criteria, etc.

It is common to use a combination of these criteria to ensure the termination of the
algorithm under various circumstances. Determining appropriate termination criteria is
crucial to balance the trade-off between finding a sufficiently good solution and avoid-
ing unnecessary computational costs. In the proposed model, we use maximum number
of generations.

4. Experimental Setup

Phishing attacks are a major cybersecurity concern due to their widespread use (simi-
lar to the DoS, DDos and man-in-the-middle attacks) and high success rate in obtaining
sensitive information through social engineering techniques. These attacks exploit hu-
man behavior, making them effective despite advanced security measures. Phishing often
serves as an entry point for further malicious activities, such as data breaches and ran-
somware. The financial impact of phishing includes direct theft, fraudulent transactions,
and significant mitigation costs. Organizations that fall victim to phishing can suffer se-
vere reputational damage and face regulatory compliance issues, including legal penalties.
In addition, attackers frequently exploit current events to make phishing attempts more
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convincing, increasing their likelihood of success. Therefore, to detect these attacks, we set
a machine-learning-based detection system by using a pre-collected URL dataset, which is
defined as high-risk URL dataset, and the performance metrics of the proposed models are
detailed in this section.

Seven ML algorithms were selected and experiments were carried out within the
scope of the study. Among the most traditional ML algorithms, Logistic Regression (LR),
K-Nearest Neighborhood (KNN), Naive Bayes (NB), and Decision Tree (DT) were selected
for the experiments. In addition, XGBoost (XGB) and Random Forest (RF) algorithms,
which perform ensemble learning, and Artificial Neural Network (ANN) algorithm as a
neural network were also used in the experiments.

4.1. Dataset

As of December 2023, there are 1.11 billion websites worldwide, of which 201 million
are active [42]. New ones are added to this number every day, some of which are used for
phishing attacks. The process of labeling these phishing websites requires a lot of work.
There are specific organizations that work on this process, such as https://phishtank.com/
accessed on 20 May 2024.

The PhishTank.com website, which works to detect and list phishing attacks, works on
the basis of tagging URLs by users. Internet users access the PhishTank.com website
to query suspicious websites, which members then analyze and tag as “Phishing” or
“Legitimate”. The final result of the classification is based on the number of tags. Those
websites labeled as “Phishing” or “Legitimate” are added to the list under the respective
label. In this way, the black and white lists continue to grow with each passing day
of labeling.

This PhishTank.com blacklist is one of the most widely used sources for this and
other datasets in the literature, which is classified as phishing on Phishtank.com, can also
be found in the datasets in the literature. However, unlike the datasets in the literature,
the legitimate websites in this dataset are not obtained from reliable whitelists on the
Internet. These websites are also taken from Phishtank.com. For example, in the legitimate
class of the dataset, instead of a trusted website such as “www.youtube.com” accessed on
20 May 2024 , there are websites with more complex URLs.

The dataset used in the hybrid phishing detection model, proposed by Korkmaz et al. [43],
consists of 51,316 legitimate websites and 36,173 phishing websites listed between 2006 and
2021. The highlights of this dataset are shown in Figure 5. This dataset has two main
characteristics. First, the data belonging to the legitimate class are websites that members
think they are phishing but are legitimate. Therefore, websites belonging to the legitimate
class are labeled as risky by us. We have utilized this “High-Risk URL and Content Dataset”
in our system because it does not include exact phishing or clean URLs, nor can the URLs
be found in white lists such as “www.oracle.com” or “www.nytimes.com” accessed on 20
May 2024. All web pages have a suspicious (unknown) status on the PhishTank website.
Although relatively lower scores are expected, the performance metrics are considered more
realistic in real-world scenarios.

https://phishtank.com/
www.youtube.com
www.oracle.com
www.nytimes.com
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Figure 5. High-risk URL and content dataset details.

4.2. Genetic Algorithm Setting

The impact of predetermined parameters on the performance of the genetic algorithm
is of paramount importance as these parameters significantly influence both the resultant
outcome and the corresponding computational time required for its attainment. As a result
of our preliminary experiments, we decided to use the setting specified in Table 1.

Table 1. Genetic algorithm parameter setting.

Parameter Setting

Population size 50
Fitness function Recall of 5-fold cross-validation
Selection method Tournament
Tournament size 4
Crossover method Uniform
Mutation method Flip Bit
Flip Bit rate of selected chromosome’s genes 0.07
Mutation rate of each generation 0.1
Local optimization rate 0.01
Termination criterion 50 generations

4.3. Performance Assessment Methods and Testing Parameters

ML models necessitate evaluation through a range of criteria as reliance on a singular
metric is inadequate to ensure reliable outcomes. Conventional metrics encompass accu-
racy, recall, precision, and F-1 score, while in scenarios featuring an imbalanced dataset,
the average precision score assumes significance as an indicator of model performance
concerning minority dataset. Therefore, we include these metrics in our testing parameters.

The present study aims to identify the optimal set of features through the utilization
of a GA-driven optimization technique complemented by local optimization. This selection
process not only enhances performance metrics, including accuracy and recall, but also
mitigates inference time by significantly reducing the number of features employed. Since
each feature extraction operation incurs a computational cost, a reduction in feature usage
entails a corresponding reduction in cost. The experimental phase incorporates a carefully
monitor of cost fluctuations in relation to the chosen feature list, thereby integrating these
changes into the evaluation of performance results.

4.4. Greedy Search Feature Selection Methods

Choosing the right features is essential in ML for constructing effective predictive
models. Several greedy search approaches exist, in which features are selected iteratively
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based on individual performance, without considering the global optimal subset. There
are feature selection approaches, such as filter methods, that rely solely on statistical in-
formation of features. Examples of such approaches include RFE [44], Sequential Feature
Selection (SFS) [45], Select From Model Feature Selection (SFMFS), which is a technique
that selects features according to their importance from a meta-transformer model’s per-
spective [46], and Removing Features with Low Variance (RFLV) with the common filtering
method [47], among others.

We applied these feature selection methods and compared their results with our
proposed approach. Each method was run on seven selected ML algorithms, and the
best results were compared with the results obtained with our proposed feature selection
approach. The results are given in Section 5.

5. Results

To evaluate the performance of our proposal method, we first applied popular fea-
ture selection methods, which are listed in the previous section, and their recall scores
and accuracies are depicted. The results were then compared with the proposed model.
Subsequently, the performance scores of the proposed models using the selected features
are presented. Given that the proposed evolutionary approach is iteration-based, the evo-
lutionary progress of the method with ML models is demonstrated. The best solutions
from the feature selection models select different features; these features are displayed in a
comparative analysis.

5.1. Performance Scores of the Greedy Methods

As a popular feature selection model, Removing Features with Low Variance (RFLV)
is especially valuable when working with numerical features. At first, it calculates the
variance of each numerical feature in the dataset. Variance quantifies the dispersion or
spread of data points around the mean. Features with low variance exhibit minimal or
insignificant changes in their values, thereby providing less informative input for prediction.
Next, we establish a threshold value to determine the minimum acceptable variance below
which a feature is deemed to have a low variance. The selection of this threshold can
be based on domain knowledge or through experimentation. Within the scope of the
experiment, experiments were carried out by selecting four different threshold values as
default, 0.16, 0.21, 0.24. We eliminated the features that have a lower variance than the
specified thresholds. The results of this technique are shown in Table 2.

Table 2. Scores of feature selection with Removing Features With Low Variance.

Versions V1 V2 V3 V4

Threshold 0 0.16 0.21 0.24

# of Features 72 50 44 37

Logistic
Regression

Recall 71.53 72.93 70.27 58.27
Accuracy 80.11 80.34 79.71 75.56

Random
Forest

Recall 87.83 87.59 87.3 86.24
Accuracy 91.78 91.67 91.47 90.5

XGBoost Recall 77.50 77.59 77.4 76.07
Accuracy 85.87 85.66 85.49 83.73

Decision
Tree

Recall 85.11 85.43 84.62 83.32
Accuracy 87.45 87.97 87.52 86.5

Naive
Bayes

Recall 74.18 74.29 73.55 62.97
Accuracy 75.77 76.09 76.30 69.72

KNN Recall 80.45 80.33 80.19 79.76
Accuracy 87.11 87.01 86.94 86.45

ANN Recall 83.58 83.8 84.21 82.81
Accuracy 88.83 88.82 89.13 88.51
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On the other hand, RFE iteratively selects features by recursively considering smaller
and smaller feature subsets and selecting the desired number of features of top rank
according to their importance. The number of features to be selected for RFE was first
tested by determining a wide range. Then, the number of features in the appropriate range
was tested by changing the number of features in small steps. When considering the results
in Table 3, the highest rates were obtained in the experiments carried out in groups with
45 or 55 features. However, with these results, it can be said that the results obtained in
the experiments where random forest and XGBoost algorithms were used are very close to
each other.

Table 3. Scores of feature selection with Recursive Feature Elimination.

Versions V1 V2 V3 V4

# of Features 25 35 45 55

Logistic
Regression

Recall 71.75 72.97 74.63 74.33
Accuracy 80.78 81.6 82.64 82.36

Random
Forest

Recall 85.95 87.2 87.71 87.73
Accuracy 90.65 91.42 91.75 91.72

XGBoost Recall 84.91 86.32 86.68 87.03
Accuracy 89.76 90.88 91.06 91.30

Decision
Tree

Recall 84.53 84.63 84.79 85.20
Accuracy 87.14 87.23 87.29 87.60

Naive
Bayes

Recall 70.64 72.18 72.5 73.16
Accuracy 77.25 79.35 78.27 75.85

KNN Recall 79.01 79.96 80.52 80.34
Accuracy 86.25 86.78 87.09 86.99

ANN Recall 81.44 83.39 82.96 83.94
Accuracy 87.7 88.83 88.56 88.89

Another common feature selection method is SFS, which is a technique that involves
systematically adding or removing features from a feature subset to find the optimal set of
features for a given ML task. It is a greedy search algorithm that evaluates different feature
subsets based on their performance using a specified ML model and a chosen evaluation
metric. Within the scope of the study, SFS experiments were performed by selecting 25, 35,
45, and 55 features. In the light of the data shared in Table 4, experiments where random
forest and XGBoost algorithms were used are very close to each other in the SFS category.
However, it did not give as good results as RFE.

Tree-based classifiers are often used in conjunction with the SFMFS. This is because
tree-based models have a built-in mechanism for measuring the importance of each feature
in the dataset, which can be used by SFMFS to select the most relevant features. In addi-
tion, features are also selected using importance or coefficient attributes according to the
threshold value with SFMFS. In this context, experiments were conducted on four different
models. Features selected with four different algorithms (decision Tree, logistic regression,
random forest and XGBoost) were used in the experiments. With these features, tests were
carried out on the previously mentioned selected ML algorithms. As seen in Table 5, the test
results performed with the random forest algorithm with 23 features selected using the
decision tree algorithm gave the best recall and accuracy rates. These rates are very close to
the rates obtained with other feature selection models. What makes it different from other
models and thus beneficial is that it uses far fewer features. In experiments with different
numbers of feature sets obtained from different feature selection approaches, the SFMFS
approach can be preferred when the priority is to reduce the cost through feature selection.
However, when considered in terms of recall value, the values obtained with these feature
sets need to be improved.
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Table 4. Scores of feature selection with Sequential Feature Selection.

Versions V1 V2 V3 V4

# of Features 25 35 45 55

Logistic
Regression

Recall 52.29 51.2 49.95 52.41
Accuracy 73.12 72.95 73.05 73.84

Random
Forest

Recall 79.48 79.33 81.65 87.86
Accuracy 86.97 86.39 87.85 91.76

XGBoost Recall 80.66 85.65 85.81 86.36
Accuracy 87.44 90.48 90.63 90.91

Decision
Tree

Recall 75.93 77.79 80.17 83.08
Accuracy 84.81 85.91 86.62 87.39

Naive
Bayes

Recall 70.43 70.61 75.16 75.18
Accuracy 78.24 78.26 76.63 77.09

KNN Recall 78.05 79.72 79.37 83.15
Accuracy 83.23 83.33 84.97 88.18

ANN Recall 75.71 77.07 77.19 84.79
Accuracy 84.16 84.98 84.62 89.39

Table 5. Scores of feature selection with SelectFromModel.

Versions DT-V1 LG-V2 RF-V3 XGB-V4

# of Features 23 22 28 16

Logistic
Regression

Recall 71.65 72.16 71.89 72.08
Accuracy 79.82 81.29 80.06 81.24

Random
Forest

Recall 87.04 84.77 86.87 84.86
Accuracy 91.29 88.85 91.11 88.76

XGBoost Recall 76.98 74.61 85.28 82.32
Accuracy 85.34 83.44 90.26 87.73

Decision
Tree

Recall 84.18 82.15 83.99 82.42
Accuracy 86.81 86.71 86.68 86.99

Naive
Bayes

Recall 69.92 69.33 69.55 72.08
Accuracy 75.9 78.33 76.86 79.16

KNN Recall 79.92 82.27 80.15 82.07
Accuracy 86.61 86.48 86.76 86.34

ANN Recall 81.12 79.72 83.36 79.18
Accuracy 87.5 86.11 88.58 85.69

5.2. Performance Scores of the Proposed Method

We performed our feature selection method with different ML classifiers and obtained
the best set of features for each of them. We compared their recall value with the proposed
model in Figure 6, and it is clear that the model has a considerable advantage over them.
Furthermore, evolutionary progress of each model is shown in Figure 7, which shows
the iteration-based enhancement of the proposed model. The best, average, and worst
performance scores, i.e.,the recall score, of each generation is plotted. Since we utilize elitism
in the proposed algorithm, best-score trends always indicate improvement. However, based
on average scores, it can be seen that the average success of new generations is sometimes
lower than that of previous generations, but general improvement continues. This situation
is the natural result of the GA, which includes the randomness and the natural selection
principle. We used the same GA parameters to setup the heuristic-based feature selection
algorithm, e.g., number of generations, population size, crossover type, mutation type,
and local optimization ratio. Then, for each best feature list, we obtained their accuracy,
precision, and recall scores, which are shown in Table 6. Although the most important
measure for the phishing detection success is the recall score of the positive class, we also
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measured fundamental classification metrics such as accuracy and precision in order to
better evaluate the overall success of the model. We observed that while maximizing the
recall score, the other metrics were also at a reasonable level. Another important result
is that our feature selection method improved the performance scores of each classifier
compared to the case where all features were used.

Figure 6. Comparison of feature selection methods with ML models.

Logistic Regression

Generations

Fi
tn

es
s 

Va
lu

es
Ite

ra
tio

ns
Ite

ra
tio

ns

Generations

Generations

Generations

Ite
ra

tio
ns

Ite
ra

tio
ns

Ite
ra

tio
ns

Random Forest

XGBoost

KNNNaive Bayes

Fi
tn

es
s 

Va
lu

es
Fi

tn
es

s 
Va

lu
es

Fi
tn

es
s 

Va
lu

es

XGBoost Decision Tree

Fi
tn

es
s 

Va
lu

es
Fi

tn
es

s 
Va

lu
es

Fi
tn

es
s 

Va
lu

es

KNN

Generations

Figure 7. Evolutionary progress of the proposed method with ML models.



Appl. Sci. 2024, 14, 6081 17 of 21

Finally, run-time efficiency is also an important performance metric for real-time phish-
ing detection systems. In the proposed model, there are 73 features that can be used for
training. Each feature needs to be derived from the URL addresses, making processing time
a crucial factor in measuring the system’s runtime efficiency. The features in the dataset
have extraction times ranging from 0.93 milliseconds (with feature “Does it contain the
‘@’ character?”) to 381.08 milliseconds (with feature “Is a well-known brand name used in
the URL?”-depending on the number of brand names), with an average of approximately
13.79 milliseconds. This indicates a significant variation in processing time and runtime effi-
ciency. When using the GA, these times can be incorporated into the fitness function calcu-
lation. This approach highlights a distinctive aspect of GA-based feature selection models.

Table 6. Performance scores of different models with selected features.

Method Accuracy Precision Recall

Random Forest 92.93 ± 0.71 93.45 ± 0.69 89.05 ± 1.22
XGBoost 91.53 ± 0.36 91.96 ± 0.58 87.24 ± 0.34
Log. Reg. 81.29 ± 0.72 78.17 ± 0.62 76.95 ± 0.53
KNN 89.77 ± 0.60 90.01 ± 0.39 84.65 ± 0.47
Naive Bayes 85.40 ± 0.48 84.12 ± 0.49 80.90 ± 1.06
Decision Tree 88.83 ± 0.59 86.31 ± 0.52 86.64 ± 0.37
ANN 90.07 ± 0.36 89.07 ± 0.61 86.56 ± 0.28

In executing machine learning models with a GA, certain values are determined as
constants, as shown in Table 1 based on previous tests. First, the population size, a critical
parameter, is set at 50. Although increasing this number could lead to earlier convergence to
the optimal value, our goal is to achieve evolutionary improvement based on the iteration
count. Second, for iterative enhancement, the iteration count is fixed at 50. As illustrated in
Figure 7, the fitness values converge, indicating that there is no need to increase the number
of iterations.

5.3. Comparison of Our Proposal and Other Methods

For each ML classifier, we compared the performance of our proposal with other
feature selection methods, i.e., RFLV, RFE, SFS, and SFMFS, respectively, which are detailed
in Section 5.1. We also checked the performance of the models without any feature selection
method, which means that we used all features in training. The results, which are described
in Figure 6, prove that our method provides better scores than all others. Due to the fact that
all feature selection methods reduced the features, they increased the efficiency in terms of
training time and total inference time. For instance, the total inference time with 73 features,
that is, all features, is 1.0066 s, and our feature selection method selected 44 features and
reduced the feature extraction time to 0.6380 s while increasing performance metrics such
as the recall score. These scores are obtained in the Google Colab environment, which has a
Tesla T4 GPU-NVIDIA-SMI. This decrease in cost, 36.62%, is critical because it will affect
the total prediction time of the model.

Additionally, we compared the best features obtained with each method and our
method to understand the relationships between them. The first observation is that 10 of
the 73 features are selected by all. Second, our method selected 12 features that were not
selected by others while having the best phishing detection scores. The number of features
selected by only one method is 1, 1, 2, and 0 for RFLV, RFE, SFS, and SFMFS, respectively.
This shows that our method finds 12 different features that could not be discovered by
other methods and increases the classification success.

Finally, as illustrated in Figure 8, there is a notable convergence among five different
feature selection algorithms, as evidenced by the selection of 10 common features. These
features include criteria such as “Is domain name IP address?”, “Number of hyphens in
domain name”, and “Number of digits in the host name field”. Such a convergence is
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expected as algorithms typically exhibit some degree of similarity in feature identification.
However, our GAFS approach diverges from this pattern, identifying 12 additional unique
features not highlighted by the other algorithms. These include features like “Is ‘username’
used in the URL?”, “Is there a ‘query’ field in the URL?”, and “Is a well-known brand name
used in the URL?”. This distinction underscores the ability of feature selection algorithms to
identify the unique characteristics of individual features. Although some features, like “Is a
well-known brand name used in the URL?”, cannot be used in real time due to processing
costs, the proposed models demonstrate that the GA can select different features compared
to other feature selection models. Furthermore, the results suggest that the proposed GAFS
approach we used has the ability to discern the collective distinctiveness of these features
as a group, rather than just individually. This indicates that the GA approach is adept
at capturing a broader and more nuanced spectrum of features, which may be critical
in applications where understanding the interplay and collective significance of various
features is crucial.

Figure 8. Comparison of selected features by different feature selection methods.

6. Discussion

Feature engineering techniques are crucial in the ML pipeline due to their impact on
model’s performance, and one of the most common techniques is feature selection that aims
to find an optimal subset from the original feature set. Although model-agnostic techniques
such as the “Low Variance” method are less expensive in terms of computational cost
than modeling-dependent methods, our experiments indicated that the proposed GAFS
produced better results.

In the context of the ML pipeline, training the model is the most time-consuming phase
after data acquisition and structuring. Specifically, in a GA-based feature selection model,
this phase is a dominant part of the training process. The use of GA on the Nvidia-CUDA
platform is particularly suitable for master–slave parallelism. This approach involves
a master process that manages the population and several slave processes that handle
the evaluation of individuals. The master process distributes individuals to the slaves,
collects the results, and performs genetic operations. The proposed method is well-suited
for parallel computing, unlike other methods such as sequential feature selection. In our
approach, each solution within a population and its associated model training can be
generated concurrently, presenting a significant advantage of the GA. In an environment
with parallel computing infrastructure, the classification performance scores achieved
by our method can be enhanced by expanding the search space, such as by increasing
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parameters like population size and the number of generations while reducing the total
processing time.

Other feature selection methods typically consider the correlation of the features with
the target variable. In contrast, the proposed model has adaptability and flexibility to shape
the fitness function to meet new requirements or constraints that may emerge such as multi-
objective optimization based on fitness values. For example, since the focus of this problem
is on phishing detection, the recall value for the positive class is of the utmost importance.
However, in the post-deployment phase, if a need arises to limit the total feature extraction
time for an input to reduce the application decision time, the same method can be used
simply by adjusting the structure of the fitness function. Although other methods may
have functions such as specifying a minimum number of features, they do not account for
the execution or processing time of the features as a flexible customization capability.

As mentioned previously, the timing of feature calculation is not currently considered
in this work. However, the structure of GA is suitable for making selections and taking
timing into account. For this calculation, two main metrics are considered: recall value and
the calculation time of the feature subset. In our current work, we focus on the recall value
as our main fitness value, as depicted in Equation (1). To incorporate feature calculation
time, we can modify this fitness function as shown in Equation (2), where a and b are
constants that represent the weights of these metrics in the fitness value calculation.

FitnessValue = Recall (1)

FitnessValue = a ∗ Recall + b ∗ FeatureCalculationTime (2)

This study shows that a powerful optimization algorithm such as a GA has potential in
many respects, such as improving ML applications and increasing cost efficiency. Especially
with multicore GPUs, the parallel-computing-friendly structure of the GA can be useful
not only for feature selection but also for many other problems, such as hyperparameter
optimization in the ML and DL models.

7. Conclusions and Future Work

This research introduced a feature selection approach founded upon GA principles,
augmented by localized optimization techniques, with the specific objective of classifying
phishing websites instead of exhaustively using the entire set of 73 URL-based features.
The application of our proposed methodology led to significant improvements in classical
performance indicators for ML models, encompassing accuracy, recall, and precision.
Furthermore, it is noteworthy that our approach consistently yielded feature subsets
comprising fewer than 45 elements across all models, resulting in a substantial reduction in
inference-related computational costs.

Although the current study utilized URL-based features, our future work aims to
enhance the feature set’s versatility by incorporating content-based features such as HTML
and CSS attributes. This expansion is intended to improve the effectiveness of phishing
attack detection. Additionally, we plan to transform our research into a multi-objective
optimization problem, taking into account the phishing detection scores of the model
(e.g., accuracy and recall) alongside feature extraction time, which directly impacts costs,
especially considering that content-based features are more computationally intensive
than URL-based features. As part of our forthcoming efforts, we intend to develop a
multi-objective feature selection methodology that adequately addresses these time-related
complexities. Additionally, an extension of this research could involve applying the same
algorithm to other related optimization problems, such as hyperparameter tuning for
ML/DL models using GA. The process of finding the best hyperparameter combinations
presents computational challenges similar to the feature selection task, making the proposed
algorithm potentially valuable in this context as well.
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