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Today, terms such as Sustainable Production, In-
dustrial Cyber-Physical Systems, Cyber-Physical Pro-
duction Systems (CPPS), Software-Defined Manufac-
turing, Smart Manufacturing, Industry 4.0, Industry
5.0, System of Systems, Internet of Things, Human-in-
the-Loop, and Digital Twins are widely used. These con-
cepts emphasize key characteristics of modern and fu-
ture production systems, including heterogeneity, struc-
tural and behavioral complexity, intelligence, autonomy,
reconfigurability, and human centrism. They also high-
light the growing importance of reliable and up-to-date
risk assessment, safety, and reliability measures, given
the significant environmental, economic, and social de-
mands. However, current industrial risk analysis meth-
ods lag behind the rising technical sophistication of such
systems. It remains unclear whether existing methods
can capture complex failure scenarios of dynamic, Al-
driven systems with advanced software architectures.

This paper discusses the main challenges facing
safety engineers in industrial automation. We provide
a classification and overview of available risk and reli-
ability analysis methods and metrics, supported by a
systematic review of 92 papers. The review addresses
questions such as: which CPPS aspects must be consid-
ered, which methods are applicable, what are their ad-
vantages and limitations, and how can methods be com-
bined? The findings reveal the need to extend classical
approaches toward dynamic risk assessment, probabilis-
tic model checking, Al-based techniques, digital twins,
and intelligent fault injection. The study provides both
a comprehensive overview of current risk and reliabil-
ity assessment methods for CPPS and a roadmap for
advancing their future development.
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1 Introduction

Risk is commonly defined as the combination of the
likelihood of a hazardous event and the potential con-
sequences of that event on the system’s functionality,
performance, and overall safety E New concepts such as
Cyber-Physical Production Systems (CPPS), Software-
Defined Manufacturing, and Smart Factories have intro-
duced innovative technologies in industrial automation.
These concepts emphasize aspects like high autonomy,
intelligence, heterogeneity, spatial and logical distribu-
tion, high structural and behavioral complexity, recon-
figurability, and human-in-the-loop integration. They
pose serious new challenges for risk assessment. Cur-
rently available risk assessment and hazard identifica-
tion methods, such as FMEA, FTA, and STPA, vary
in their applicability and effectiveness when addressing
the unique challenges posed by modern CPPS. It is im-
portant to evaluate the applicability of these methods
to ensure they can adequately assess and manage the
risks associated with advanced production systems. In
this paper, we conduct a comprehensive Systematic Lit-
erature Review (SLR) to identify the limitations and
gaps in existing risk assessment methods for CPPS. We
evaluate how these methods cope with the challenges of
CPPS.

Key contributions of this paper:

Identification of thirteen CPPS aspects that chal-
lenge risk assessment.

Evaluation of existing risk methods and their appli-
cability to CPPS.

IThe definition of risk used in this paper follows the work of
Kaplan and Garrick |1]. However, other definitions exist, e.g.,
highlighting the importance of uncertainty quantification. For
more details, refer to the works of Terje Aven |2}/3].

Highlighting gaps in current risk assessment
methodologies.
Suggesting promising directions for future research

and development.

The remainder of this paper is organized as follows:
Section [2] provides the necessary background informa-
tion about risk, risk assessment, and how the evolution
of industrial automation systems challenges risk assess-
ment. Section [3|provides an overview of modern risk as-
sessment methods. Section[ldiscusses the structure and
procedure of the conducted SLR. Section [f] presents the
results and their interpretation, identifies gaps, and sug-
gests future research directions. Section [f] compares the
SLR with other similar meta-reviews, explaining the ne-
cessity of the new SLR and distinguishing it from other
works. Finally, Section [7] concludes the paper.

2 Risk assessment and its challenges
2.1 What is risk?

We define risk by answering three questions |1
"What can go wrong?", "How likely is it that that will
happen?", "What are the consequences?". Similar con-
cepts appear in numerous other papers, including sem-
inal works of Terje Aven [4,/3]. The answer to the first
question helps to define possible system failure scenar-
ios. The answer to the second question provides the
qualitative or quantitative estimation of likelihoods of
these scenarios to happen. The answer to the third
question gives the understanding of the potential haz-
ard level of each scenario. Therefore, formally, risk can
be defined as the set of triplets: R = {(s;, pi,x;)}. Where
s; is a scenario identification or description, p; is the
likelihood, e.g., frequency or probability, of that sce-
nario, and x; is the consequence of that scenario, i.e.,
the measure of damage. Figure [I] sketches eight sys-
tem execution scenarios. Scenarios ss, Sg, and s7 are
failure scenarios. Some experts said that "risk is proba-
bility times consequence", reporting the risk as a single
value, the product of the probability and measure of
hazard [3]. However, in most cases, it is required to
communicate the likelihood and potential consequence
for each scenario separately to distinguish between high-
probably low-damage and low-probability high-damage
scenarios [1].

The risk analysis is closely related to the depend-
ability theory |5] that defines crucial terminology and
taxonomy for risk analysis and risk reduction. De-
pendability addresses three groups of definitions: (i)
attributes (availability, reliability, safety, confidentiality,
integrity, and maintainability), (ii) means (fault preven-
tion, fault tolerance, fault removal, and fault forecast-
ing), and (iii) threats (faults, errors, and failures). The
last group, threats, is the most relevant for us. A fault
is a defect in the system that can be activated and cause
an error. An error is an incorrect internal state of the
system, or a discrepancy between the intended behavior
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Fig. 1: System execution scenarios represented as se-
quences of system states. The states are classified into
three categories: nominal states, erroneous states, and
failure states. Each scenario is represented as a triplet
(si,Pi,Xi). Where s; is a scenario description, p; is the
likelihood, and x; is the measure of hazard.

of a system and its actual behavior. A failure is an incor-
rect external state of the system, when the system dis-
plays behavior that is contrary to its specification. The
circles in Figure [I] describe system states that are clas-
sified into three categories: (i) Normal state, in which
every single component of the system operates in the
specified nominal mode; (ii) Erroneous State, in which
there are errors in a part of the system and some of the
system components might be failed, but the system op-
erates correctly at a potentially lower performance level;
(iii) Failure State, in which the system cannot perform
its function (e.g., because of a failure of a critical set of
components).

Each scenario starts in the initial system state,
which is nominal. System components might have
faults. However, most of them stay dormant and do
not manifest as errors or failures during the system ex-
ecution. Correct system execution scenario s; models
this nominal case. Scenario s, is also a "correct" sce-
nario, but the system was stopped earlier. The other
scenarios contain faults activations and errors occur-
rences. An error is an incorrect internal state of the
system. However, the system can operate according to
its specification. Errors tend to propagate through the
system, causing other errors or failures (i.e. the fault-
error-failure chain [5]). Scenario s4 represents the situa-
tion when the system accomplishes the task being in an
erroneous state. In scenario s3, an error is detected and
mitigated, bringing the system back to nominal opera-
tion. In contrast, in scenarios ss, s¢, and s7 errors cause
system failures.

The tasks of various risk analysis methods discussed
in this paper are to identify scenarios (s;), estimate the
likelihoods (p;), and potential damages (x;). The failure
prevention can be implemented either by fault-tolerance
mechanisms that prevent the system from jumping to
an erroneous state after the fault activation or by error
detection and recovery mechanism like in s3. Some sys-
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Fig. 2: Iterative process for risk assessment and risk
reduction according to the international standard ISO
12100:2010.

tems can be even restored after a failure. This situation
is shown in scenario sg. Obviously, the identification of
all failure scenarios is impossible [1]. The goal is to con-
centrate on the most hazardous and the most probable
ones. The challenges to the risk analysis are discussed
in Section 241

2.2 Risk assessment

Risk assessment is often mandatory and the con-
cepts discussed above are integrated into industry stan-
dards. In Europe, the Machinery Directive plays an im-
portant role in the field of industrial automation. The
Machinery Directive 2006/42/EC was replaced in 2023
by a new Machinery Regulation 2023/1230. This new
regulation will apply from 20 January 2027. The cur-
rently valid Machinery Directive and the new Machin-
ery Regulation both define safety objectives for various
types of machines. It explicitly demands a risk assess-
ment to be performed by the manufacturer before the
machine is placed on the European market. The risk as-
sessment aims at providing decision support on whether
there is a need for additional safety measures and how
the safety system needs to be designed.

The standard ISO 12100:2010 |§|| elaborates require-
ments of the Machinery Directive with respect to the
general risk assessment procedure and the risk reduc-
tion. It specifies risk assessment and risk reduction pro-
cedures for machinery as an iterative process (see Fig-
ure . The risk assessment begins by determining the
machine’s limits, which include the intended use and
reasonably foreseeable misapplications, the time bound-
aries such as lifespan and maintenance intervals, the
spatial limits like interactions between humans and the
machine, and other limits such as environmental con-
straints. In a next step the hazards are identified. For
this step several techniques exist, ranging from check-
lists to fault and event trees. In the risk estimation
step the severity and the probability of the hazardous
event are combined and estimated. Quantitative and
qualitative methods can be applied for this step. Fi-
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Fig. 3: A production system consisting of multiple het-
erogeneous physical and virtual (cyber) assets.

nally, the risk evaluation step compares the estimated
risks with risk acceptance criteria which are detailed,
e.g., in standards or can be derived from the current
state of technology (see Figure [4]). Similar procedures
are defined in the other risk standards, e.g. in the more
generic standard ISO 31000 [7].

2.3 Trends in productions systems

In recent decades, numerous terms describing new
as well as established concepts and trends have emerged.
These concepts partially overlap, have many controver-
sial definitions in different sources and communities, and
sometimes primarily serve marketing and political pur-
poses. However, they do highlight particular technical
aspects of modern and future production systems and
are essential to be mentioned in this paper.

Cyber-Physical Systems: The widely adopted Cyber-
Physical Systems (CPS) [8] concept has been
reflected in production as Industrial CPS, Cy-
ber Manufacturing, and Cyber-Physical Production
Systems (CPPS). These concepts describe the het-
erogeneous system components, such as software,
hardware, and mechanical parts, emphasizing the
intensive interaction of networked computational
nodes (i.e., cyber) with the surrounding processes
(i.e., physical). Also, CPS usually refers to the
System of Systems concept, a collection of dedi-
cated systems that pool their resources and capa-
bilities together to offer more functionality and per-
formance than simply the sum of the constituent
systems.

Industry 4.0: Industry 4.0 [9] is another popular con-
cept focused on creating Smart Factories exploit-
ing CPPS, the Internet of Things (IoT), and several
particular IT technologies such as Edge Computing,
which brings computation closer to data sources;
Fog Computing, which extends cloud capabilities to
the edge of the network; Cloud Computing, offering
scalable resources and services; and Cognitive Com-
puting, which enhances decision-making through Al
and machine learning.

Sustainable and human-centric production: The rela-
tively recent Industry 5.0 concept provides a fresh
vision of an industry that aims beyond efficiency
and productivity as the sole goals and reinforces
the role and the contribution of industry to society.
The Industry 5.0 concept is created around Sustain-
able and resource-efficient production, the Human-
in-the-Loop [10], and even the Human-centric ap-
proach to digital technologies, including regulating
the application of Al

Digital Twin: The widely-used Digital Twin (DT) |11]
concept is closely connected to CPPS and Indus-
try 4.0. A DT in production refers to an advanced
virtual representation that serves as the real-time
digital counterpart of physical assets. Like most of
the above-mentioned concepts, the DT doesn’t have
a precise definition. However, it is common to dis-
tinguish between a digital model, a digital shadow,
and a digital twin depending on how tight the digi-
tal and physical processes are coupled.

Flexible production: Smart and Advanced Manufac-
turing highlight high adaptability, rapid design
changes of production lines, and digitalization. Sim-
ilarly, the Software-Defined Manufacturing (SDM)
[12] concept stresses that the software is solely deci-
sive for system configuration, and frequent software
updates enable high flexibility and adjustable pro-
duction.

Artificial Intelligence: Separately, we must mention the
enormous growth of Machine and Deep Learning as
well as other Artificial Intelligence (AI) [13] tech-
nologies and their influence on production systems
evolution. Al is primarily used as an assisting tech-
nology for non-safety critical tasks. However, there
is a clear trend to exploit AI technologies in safety
critical application. These applications are regu-
lated since 2024 in the European AI Act |14]. This
regulation is a risk based approach and demands a
life-cycle based risk management process. However,
the regulation defines safety and health objectives,
but how they are to be operationalized, e.g. by
standards, is still an open question.

2.4 New risk assessment challenges

The concepts mentioned in Section [2:3] emphasize
the necessity of an accurate and up-to-date risk assess-
ment process including the implementation of respective
safety measures. Leaving aside the marketing purposes
of the aforementioned trends, we identify several tech-
nical aspects and the challenges each aspect poses for
the risk assessment of a future production system like
the one shown in Figure The aspects were identi-
fied based on background knowledge described in stud-
ies such as [15,|16]. For the remainder of this paper,
we will refer to systems with these technical aspects as
CPPSs.
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Heterogeneity: CPPS and Industry 4.0 imply that pro-

duction systems consist of multiple interconnected
types of sub-systems and components, including
various mechanical parts (joints, grippers, wheels,
belts, transmissions, etc.), hardware parts (smart
sensors, sensor arrays, actuators, controllers, net-
work devices, computing hardware, etc.), and soft-
ware parts including the classical deterministic algo-
rithms as well as AT components (control software,
network protocols, HMIs, digital twins, edge and
cloud services, MES and ERP systems, etc.). From
the risk perspective, heterogeneity means that the
system can be affected by very different types of
faults: mechanical failures of actuators and other
physical parts, heat, vibration, sensor noise, drift,
or freeze, network delays and package drops, bit-
flips in CPU, RAM, or network, logical faults, soft-
ware bugs, as well as flaws in the data for utilized
AT algorithms. It is essential to consider all these
fault classes and, what is more challenging, their
combinations and interference.

Complexity: CPPSs are becoming increasingly com-

plex both from structural and behavioral points
of view. Structural complexity increases as more
components and sub-systems are integrated using
multiple and usually non-unified interfaces. Behav-
ioral complexity implies multiple use cases, modes
of operation, system states, and operational profiles.
Complexity inherently challenges safety; as system
complexity increases, reliability tends to decrease.
This is reflected in the never-aging K.I.S.S. princi-
ple: Keep It Simple, Stupid [17]. A growing struc-
tural complexity usually leads to a disproportionate
increase in behavioral complexity: The number of
system execution scenarios can grow exponentially
with the number and complexity of system com-
ponents. Thus, it becomes challenging to evaluate
this vast number of system execution scenarios and
identify the safety-critical ones. More details how
complexity affects risk assessment of sociotechnical
systems can be found in [18].

Intelligence: The concepts discussed above emphasize

that software becomes the central part of the sys-
tem. This affects the risk assessment in three ways.
First, the software makes the system more intelli-
gent and autonomous, which increases the behav-
ioral complexity discussed above. A system con-
sisting of distributed agents controlled by complex
algorithms will have a huge number of hardly pre-
dictable execution scenarios that should be identi-
fied and analyzed. Second, the analysis of software
reliability, which directly influences system safety, is
a complex task by itself. Thorough reliability analy-
sis requires the application of cutting-edge methods,
usually based on a combination of efficient fault in-
jection techniques and formal methods. Practically,
the engineers apply strict design, implementation,
testing, and deployment guidelines during the devel-

Reconfigurability:

opment of the safety-critical software. These soft-
ware components are then assumed to be fault-free
during risk assessment. This assumption may not
hold for the complex software of modern and fu-
ture production systems. In addition to errors that
originate in the software, the software also acts as
a medium for the propagation of data and timing
errors from other system components. Third, the
reliability analysis of Al is an entirely open question
at the moment [19]. Despite several methodologies
published in recent years |2021L[22}|23] and the first
attempts to define Al safety standards, this area is
still largely uncharted territory from a risk assess-
ment point of view. It is very challenging to iden-
tify safety-related requirements for different ma-
chine learning tasks, model architectures and their
hyper parameters, and most importantly, the test-
ing and training data sets. Moreover, Al systems
need to be evaluated in terms of various aspects [24],
such as their robustness to random [25\26] or adver-
sarial |27}28| errors in the input data and to faults
in the hardware on which they are deployed [29].
The importance of safe AT is highlighted in [30] and
the a holistic view of the literature related to ML
and DL applications in the context of safety, risk,
and reliability is given in [31] and [32].
Reconfigurability, re-purpose-
ability, and flexible adaptation of the production
systems to changing environments, goals, and
requirements are emphasised by Smart, Advanced,
and Software-Defined Manufacturing (SDM) con-
cepts.  These concepts imply that the system
consists of universal and easily configurable robotic
components that could accomplish diverse tasks.
Thus, the software defines the production process
by combining and controlling these generic robotic
stations. From a risk assessment point of view, this
brings us back to the need for detailed software
reliability analysis, as the software now controls not
only particular hardware but the entire production
process. However, the main challenge lies precisely
in the fact that the system can be changed during
its operation. This shifts the paradigm of risk
assessment towards automated and continuous
system analysis. Traditional production systems
have rare software updates. Each machine is
designed and programmed to perform a specific
task. Therefore, the risk assessment is conducted
once before the operation, mostly manually or in a
semi-automated fashion. With SDM, each update
can significantly change the system behavior.
Therefore, the risk analysis must be performed
continuously before each software update. Ad-
vanced hybrid and highly flexible risk models and
automated risk model generation algorithms are
the key enabling technologies.

Human-centrism: Industry 5.0, human-centric, sus-

tainable, and resource-efficient production bring ad-
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ditional challenges to the risk assessment. Humans
are an inevitable part of the production process.
Current trends show that complete autonomy is not
possible, not only because of imperfect technology,
but also for various social and ethical reasons. The
Human-in-the-loop concept treats the human as an
integral part of the system. Industry 5.0 puts hu-
mans at the center, shifting the focus from produc-
tion efficiency to human needs. From a risk anal-
ysis point of view, a human is very complex and,
at the same time, a very fragile part of the system.
As stated above, complexity is the main enemy of
safety, and indeed humans are the source of most
system failures. At the same time, humans are the
most valuable part of the system, and they have
to be protected. Thus, the risk assessment should
also be human-centric, taking into account not only
physical hazards but also various ethical, social,
and cognitive aspects. The sustainability also im-
plies the reduction of environmental damage, such
as global carbon dioxide emissions. Therefore, the
risk assessment should take into account not only
the classical direct risk to human operators but also
long-term environmental safety goals.

3 Risk assessment methods

Multiple risk assessment methods help engineers to
identify failure scenarios, quantify their likelihoods, and
estimate hazards. There are many methods, each with
its own unique flexibility, and even more extensions and
combinations of them. In this chapter, we provide only
a brief overview of these methods. For more details,
please refer to the papers cited in this section as well as
the result tables in Section [p} Figure 4] shows our pro-
posed classification based on the background knowledge
on risk methods. Other classifications are of course pos-
sible, e.g., division on linear and non-linear models as
suggested in the recent paper "The future of safety sci-
ence" |78|. In our classification, first, we distinguish be-
tween qualitative and quantitative methods. The quan-
titative methods are further classified into static and
dynamic methods. A separate group consists of quan-
titative metrics that help to describe failure likelihoods
for systems and their components. These methods, met-
rics, and their application vary a lot from industry to
industry and heavily depend on guidelines, standards,
and tools applied.

3.1 Qualitative methods

Qualitative methods usually provide guidelines and
define steps that need to be taken to identify and pos-
sibly rank potential failure scenarios in a systematic
way. They typically include classical Failure Mode and
Effect Analysis (FMEA) [40] and HAZard and OP-
erability (HAZOP) study [41], as well as more mod-
ern System-Theoretic Process Analysis (STPA) [43] and

Functional Resonance Analysis Method (FRAM) [42].
The other qualitative techniques are various What-if
methods, Checklists, and multiple Probabilistic Haz-
ard Analysis methods [45] such as Preliminary Hazard
Analysis (PrHA) [79], Major and Direct Hazard Anal-
ysis (MHA /DHA) [80|, Process Hazard Review (PHR)
[81], Cause-Consequence Analysis (CCA) [82], Bow-Tie
Analysis (BTA) [83],84], to name a few.

The hazard levels and the likelihoods of the scenar-
ios are estimated using qualitative scales, e.g., severity
rank from 1 (no damage) to 5 (serious damage) or likeli-
hood that takes values such as negligible, low, medium,
high, and very high. These methods give no numerical
estimations of risk but rather provide means for iden-
tification, classification, and sometimes prioritization of
the failure scenarios, e.g., according to the Risk Priority
Number in FMEA. The qualitative methods are based
on expert opinion and qualification.

The completeness of the failure scenario identifica-
tion strongly depends on how thoroughly and deeply the
analysis is performed. FMEA and HAZOP are straight-
forward step-by-step procedures that are highly depen-
dent on expert knowledge, STPA and FRAM are more
complex and take into account system architecture and
behavior aspects. FMEA is still the most commonly
used qualitative method with many extensions and spec-
ifications such as Failure mode, Effects, and Criticality
Analysis (FMECA) [85], Design FMEA [86], Process
FMEA [87], and Software FMEA [88]. A brief search on
the IEEE Xplore yields around 1000 papers with tittle
containing FMEA, whereas HAZOP yildes around 300
papers. However, STPA is becoming more and more
popular in technical systems domains, including manu-
facturing and industrial automation. Different combina-
tions of the methods are possible, e.g., HAZOP can be
used as a part of FMEA, or FMEA as a part of STPA.
Table[I]summarizes the features of FMEA, HAZOP, and
STPA methods.

Formal Verification (FV) is a subset of formal meth-
ods focused on proving or disproving the correctness
of systems with respect to certain formal specifications
or properties, using mathematical and logical reasoning
to ensure that a system behaves as intended. Classi-
cally [89] , FV includes: (i) Theorem Proving (TP) -
logical inference to prove that a system satisfies its speci-
fications, (ii) Model Checking (MC) - automatically ver-
ifying whether a finite-state model of a system meets
a given specification, typically expressed in temporal
logic, and (iii) Static Analysis (SA) - analyzing software
code to verify properties without executing the program.
MC [44] is the most commonly used FV method for risk
and reliability analysis since it helps to automatically
identify potential failure scenarios given a formal sys-
tem model, e.g. a sate machine, and a model checking
tool, e.g. SPIN [90], NuSMV [91], or UPPAAL [92]. FV
methods are added to the qualitative group. Note that
Probabilistic Model Checking (PMC), which not only
checks system correctness but also provides a probabilis-
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Fig. 4: Classes of risk assessment methods.

tic assessment, is part of quantitative dynamic methods.

3.2 Likelihood metrics

Whereas the primary goal of the qualitative meth-
ods is to identify failure scenarios and estimate their
hazard levels, the quantitative methods are focused on
the numerical evaluation of the likelihood for each sce-
nario. The quantification is usually done using one of
the metrics shown in Figure These metrics are also
called reliability metrics since they are commonly used
for the estimation of system or component reliability,
the probability that the system or component will con-
tinue performing its functions during the defined period
and under the specified operational conditions [5]. Re-
liability metrics are common for risk assessment since
the particular failure of the system or its components
usually plays a keyrole in the likelihood of a failure sce-
nario.

In this study, we focus on likelihood metrics, which
help evaluate the probability of various failure scenar-
ios. Additionally, several well-established risk metrics

incorporate the hazard or consequence aspect of failure
scenarios, such as Individual Risk Per Annum (IRPA),
Localized Individual Risk (LIRA), and Potential Loss
of Life (PLL), among others. For more information on
these metrics, refer to the seminal work by Johansen
and Rausand [93]. The application of these metrics
varies across industries, and even within CPPS, they dif-
fer significantly depending on the specific type of plant
or system. For instance, a review of consequence-based
metrics in the chemical process industry is presented
in [94].

The metrics are classified into simple, renewal, and
continuous. Simple metrics are single numbers, also
called point estimates. Pr(Failure) is the probability of
a particular failure scenario. The failure rate is the es-
timated number of times a component or a system fails
in a specified period. Mean Time to Failure (MTTF) is
the average time until a specific failure. Renewal metrics
are used under the assumption that a system or com-
ponent can be restored after a failure. The most com-
mon renewal metrics are Mean Time Between Failures
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Table 1: Comparison of qualitative risk methods

HAZOP

STPA

Identify and assess (pro-
cess) hazards and devia-
tions from nominal scenar-
ios

Identify and analyze conse-
quences of hazardous con-
trol actions

FMEA
Purpose Identify and prioritize fail-
ure modes and effects of
system components
Features Analytical, proactive, fo-

cus on failure modes, pri-
oritization is based on like-
lihood, detectability, and
severity

Systematic, focus on devia-
tions of system parameters
using guide words such as
less, more, too early, etc

Systematic, causal, focus
on unsafe control actions,
takes into account system
control structure

Application complexity Easy to moderate

Moderate

Moderate

Expert knowledge Moderate to high in fail-

High in process industry,

High in system theory and

required ure modes of system com- hazards, and safeguards control engineering
ponents
Ranking Risk Priority Number Risk matrix Primarily qualitative anal-
ysis
Inputs System description, sys- Process description, sys- System control structure,

tem decomposition, failure
mode information, failure
effects

tem decomposition, guide
words, deviation scenarios

unsafe control actions, haz-
ardous states

(MTBF), number of Failures in Time (FIT), and Mean
Downtime (MDT'). Renewal metrics are less suitable for
risk assessment because they do not directly define the
likelihood of a particular failure scenario. However, they
are commonly required to estimate the hazards of a spe-
cific event. Finally, continuous metrics help to represent
the likelihood of an unwanted event in the form of a
probability distribution. They help to model such as-
pects as component wear out or so-called "infant mor-
tality" or any other time-related changes in the failure
probabilities. Weibull, Exponential, Normal, Lognor-
mal, and mixed distributions are commonly used. The
exponential distribution is used because of its simplic-
ity, and Weibull is used because of flexibility, e.g., it can
model increasing, decreasing, and constant failure rates.

The metrics are used for two reasons: (1), as dis-
cussed above, to estimate the likelihood of a particular
failure scenario, and (2) as reliability figures of system
components that are commonly used as inputs for static
and dynamic quantitative risk models. This informa-
tion is either provided by the component producers or
can be found in commonly used component reliability
prediction guidelines like FIDES [95], NRPD [96], or
MIL-HDBK-217F [97]. MTBFs and FITs are the most
common metrics. Reliability data depends on multiple
factors, and finding a trustworthy number for a particu-
lar system and its operational conditions is challenging.
Also, these metrics are usually generic. They define the

probability of a component failure but do not specify the
type of failure. It is almost impossible to find metrics for
specific failure modes of a component which commonly
restricts the application of advanced quantitative meth-
ods.

3.3 Static quantitative methods

Quantitative risk assessment methods help not only
to discover but also to numerically estimate the like-
lihood of failure scenarios. The component reliability
data, discussed in the previous section, and the known
likelihoods of other undesired events are inputs for the
quantitative system-level methods. The methods such
as Event Tree Analysis (ETA) [46], static Fault Tree
Analysis (FTA) [47], Reliability Block Diagrams (RBD)
[48], Bayesian Networks (BN) [49], and their extensions
and combinations such as Cause-Consequence Diagram
(CCD) method [50] or Hybrid Causal Logic (HCL) [51]
are static quantitative risk methods. These methods
are called static in contrast to the dynamic techniques
discussed in the next section. Table P summarizes the
features of these methods.

Event Trees (ET) explore system success and fail-
ure scenarios as a tree starting from an initiation event
through other events to arrive at the success or failure
completion of system operation. Usually, each event has
two stochastically defined outcomes: success and failure.
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Table 2: Comparison of static quantitative risk methods

ETA FTA BN
Purpose Analyze the sequence of Analyze system components Analyze probabilistic
events leading to a partic- failures, other undesired events, relationships between
ular hazardous outcome and their logical combinations undesired events
leading to a hazardous outcome
Features Intuitive representation of Hierarchical representation of Modeling of proba-

failure scenarios, modeling

failure causes, logical depen-

bilistic dependencies

of sequential failures dencies, modeling of redun- and common cause
dancy failures.
Application complexity Easy to moderate Moderate Moderate to difficult

Expert knowledge Moderate in event model-

Moderate in fault modeling and

High in probabilistic

required ing and probability assess- logical analysis modeling and infer-
ment ence

Quantification Calculation of the probabil-  Calculation of top event prob- Calculation of poste-
ities of failure scenarios as abilities (e.g. system failure) rior probabilities, cal-
a product of event outcome as logical combination of basic culation of interested
probabilities, prioritization events (e.g. single component probabilities given ev-
of failure scenarios faults), identification of mini- idences

mal cut-sets

Inputs Initial event, event se- Failure modes logic (gate struc- Events, prior and
quences, branching proba- ture), probabilities of basic conditional probabili-
bilities events ties

Event trees provide a transparent and intuitive repre-
sentation of failure scenarios. The probability of each
failure scenario is computed as the product of the prob-
abilities of the events over the path. Rarely, the events
are defined with continuous metrics. In this case, a bit
more complex quantification is required. A Fault Trees
(FT) describes how failures of system components and
other undesired events (basic events) can combine to
cause a particular failure scenario (top event). FTs uti-
lize logical gates such as AND, OR, and K-out-of-N. For
example, the system will fail if both primary and spare
components fail. F'T analysis is traditionally focused on
the identification of so-called cut sets, unique combina-
tions of basic events leading to the top event. The quan-
titative analysis yields various likelihood metrics such as
the probability of system failure, the mean number of
failures for discrete-time, the mean downtime (unavail-
ability), MTTF, as well as MTBF for continuous-time
FTs that can model failure rates. These metrics can
be computed either directly using top-down or bottom-
up methods or using underlying Binary Decision Dia-
grams (BDDs) models [98]. BDD-based methods are
used in most cases since they allow the computation
of the system unreliability and the probabilities of the
cut sets at the same time. RBDs and FTs share the
same underlying concept. An RBD models a system

as a series of blocks connected in parallel or series con-
figuration. Each block represents a component of the
system with a failure rate. Parallel blocks indicate re-
dundant subsystems or components, like the AND-gate
in FTs. By contrast, any failure along a series path
causes the entire path to fail, like the OR~gate in FTs.
The underlying RBD computation methods are similar
to the FTs. However, an RBD models a system suc-
cess, while an F'T models a system failure. RBDs and
FTs are usually used interchangeably, but F'Ts are more
popular for risk assessment because they help focus on
failure scenarios rather than on system successful exe-
cution. BN are employed in the presence of statistical
dependencies between the events when the fact of the
occurrence of one undesired event changes the proba-
bility of another event, e.g., common cause failures. A
BN represents a set of random variables, e.g., compo-
nent failures and their probabilistic relationships, allow-
ing analysts to quantify the uncertainty associated with
each variable and evaluate the overall risk. BN can es-
timate the probability of specific risk events and their
potential consequences.

The risk models mentioned above can be combined.
For example, the CCD method models the failure logic
(like an FT) but has the extra capability to analyze
systems subject to sequential failures (like an ET). Sim-
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ilarly, the logic of Bow-Tie Analysis (BTA) [83] can be
represented as a combination of fault and event trees,
enabling its use for quantitative analysis. HCL inte-
grates hierarchical ETs, FTs, and BNs models. HCL is
proven to be an effective combination that leverages the
advantages of all static risk methods, such as sequential
failures (ETs), structural failure logic (FTSs), and depen-
dent events (BNs). HCL models are quantified via the
transformation into a BDD.

3.4 Dynamic quantitative methods

Static risk assessment methods cannot model dy-
namic aspects such as component repairs, transient
faults, complex control flow structures, multi-rate com-
ponents, built-in fault tolerance mechanisms, and the
propagation of data and timing errors, which are com-
mon in distributed systems with complex software. Es-
sentially, static methods cannot adapt to critical sys-
tem changes. Dynamic risk assessment methods, on the
other hand, can address these aspects but come with in-
creased modeling and computational complexities. Ta-
bleBlsummarizes the features of three methods from this
category. The following section briefly presents the most
widely used dynamic risk assessment methods. Each
method is designed to tackle specific challenges inherent
to CPPS. For a more thorough and detailed exploration,
refer to the sources in Figure [4

Dynamic methods as a rule employ underlying
Markov chain models. These models utilize probabilis-
tic transitions to describe the evolution of a system over
time from one system state to another, taking into ac-
count reliability factors such as fault activation, error
propagation, error detection and correction, component
and system failures, and repairs. Discrete and Continu-
ous Time Markov Chains (DTMC, CTMC) [52] are the
most commonly used models. Markov Decision Pro-
cess (MDP) [53] extends DTMCs by incorporating both
stochastic and deterministic transitions. Interactive [54]
and Input/Output Markov chains [55] enhance the mod-
els by considering reactions to external events. Quan-
tification of Markov models is achieved through various
methods, including exact linear algebra methods, Monte
Carlo simulations, and heuristic methods. Discrete-time
models use transition probabilities, while continuous-
time models employ continuous metrics, often limited
to exponential distributions.

Stochastic Petri Nets (SPNs) [56L/57] are employed
for modeling parallel processes in complex systems or
systems of distributed agents. Generalized Stochastic
Petri Nets (GSPNs) [58,/59] is an extension of SPNs,
comprising immediate transitions that fire instanta-
neously and timed transitions with exponentially dis-
tributed random firing delays. SPNs and GSPNs fol-
low the assumption of exponential firing delays. Ex-
tended Stochastic Petri Nets (ESPNs) [60] allow for
generally distributed firing times. Deterministic and
Stochastic Petri Nets (DSPNs) [61] enable deterministic

and exponentially distributed firing delays with transi-
tions. Markov Regenerative Stochastic Petri Nets (MR-
SPNs) [62] encompass immediate transitions, exponen-
tially distributed transitions, and generally distributed
timed transitions.

Dynamic Fault Trees (DFTs) |36] and their vari-
ous extensions, including Fault Trees with Dependent
Events (FTDE) [63], Repairable Fault Trees (RFT) [65],
State-Event Fault Trees (SEFT) |64], Component Fault
Trees (CFT) [66], and Boolean logic-Driven Markov
Processes (BDMP) [67] form the broad class of dy-
namic risk assessment methods. DFTs extend intu-
itive, logical failure representation of static fault trees
with additional dynamic gates such as PAND, FDEP,
and SPARE, allowing for the modeling of complex be-
haviors, interactions, and failure sequences of system
components [99]. For example, a SPARE gate activates
spare units when primary units fail, continuing until no
more spares are available. Basic events in a DFT can
be dormant, active, or failed, with the failure probabil-
ity of dormant components reduced by the dormancy
factor. Quantitative analysis of DFTs typically involves
applying standard methods to their operational seman-
tics in terms of CTMCs, Interactive and Input-Output
Markov Chains, or dynamic BNs. Other dynamic meth-
ods include the Dynamic extension for Reliability Block
Diagrams (DRBD) [68], which shares similarities with
DFTs, Dynamic Bayesian Networks (DBNs) [69], a dy-
namic extension of BNs, and Dynamic Event Trees
(DET) |71] and Event Sequence Diagrams (ESD) [72],
which are dynamic extensions of event trees. Dynamic
methods are computationally more complex than static
methods and often suffer from the problem of state space
explosion, where the state space of an underlying system
model grows exponentially with system complexity.

Probabilistic Model Checking (PMC) [37] is a dis-
tinct group of methods that offers a generalized ap-
proach to other dynamic risk assessment techniques.
PMC methods are designed to analyze system behav-
ior and verify properties using formal verification tech-
niques. These methods rely on formal modeling, proba-
bilistic specifications, and model-checking algorithms to
assess probabilities of failures. Typically, PMC meth-
ods utilize various Markov or Petri models, including
DTMC, CTMC, MDP, or GSPN. However, the system
is often described using high-level languages such as
PRISM [73|, Altarica [75], or Dual-graph Error Prop-
agation Model (DEPM) |77] formalism. DFTs can also
serve as input for PMC tools like STORM. The key as-
pect of PMC lies in the analysis process, which is based
on temporal logic queries, such as Probabilistic Com-
putation Tree Logic (PCTL). These techniques enable
the analysis of highly customizable risk metrics, such as
"the probability of system recovery after a specified sys-
tem failure during the defined time interval," in addition
to traditional reliability metrics. Nevertheless, applying
PMC techniques can be challenging and requires a high
level of expertise in probability theory, formal methods,
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Table 3: Comparison of dynamic quantitative risk methods

Markov Petri PMC

Purpose Quantify system failure sce- Efficiently analyze Quantify the probability of
narios using state mod- concurrent and multi- user-defined temporal logic
els with probabilistic transi- agent systems properties in stochastic sys-
tions tems

Features Stochastic state transient Parallel processes, syn- Flexible analysis with prob-

analysis, Markov property
limitation, state space ex-
plosion

chronizations,
rency analysis

concur-

abilistic temporal logic prop-
erties and formal methods

Application complexity

Moderate to difficult

Moderate to difficult

Difficult

Expert knowledge
required

High in stochastic processes

High in concurrent pro-
cesses

High in probability theory
and formal methods

Quantification Probabilistic estimation of Probabilistic estima- Numerical evaluation of
state reachability, steady- tion of reachability, PCTL properties
states, safety and liveness boundedness, liveness,
properties reversibility

Inputs States, transition probabil- Places and transitions, Stochastic model (DTMC,

ities, initial state distribu-
tion, states of interest

transition  activation CTMC, MDP, SPN, etc),
probabilities, synchro- probabilistic temporal logic
nisation, places of property specifications
interest

and model checking. Two widely used PMC tools are
PRISM [100] and STORM |[74], although there are other
available tools that employ various algorithms and nu-
merical methods.

4 Systematic Literature Review: Procedure

The risk assessment challenges discussed in Section
24 and the methods outlined in Section [ establish the
foundation for our Systematic Literature Review (SLR).
The primary question we aim to address is, "Can the
existing methods adequately address the identified chal-
lenges?" If they cannot, we must consider whether it is
necessary to combine, adapt, and extend these meth-
ods or if entirely new approaches are required. With
this consideration in mind, we conducted the SLR. The
SLR procedures, including the search strategy, research
questions, sources, and statistical methods, are detailed
in this section. The procedure follows the guidelines
presented in [101]. The study selection was partially
carried out in the online tool Parsif.al [102].

4.1 Search strategy
1. Planning:

(a) Elaboration and formalization of SLR objec-
tives and definition of Research Questions
(RQs), see Table

(b) Identification of literature sources, see Section
4.2

(c) Development of search strings based on the de-
fined RQs, see Section [£.2]

(d) Quality Assessment (QA) criteria identifica-
tion, involving the formulation of inclusion and
exclusion criteria presented as a checklist, tai-
lored to the RQs.

2. Conducting:

(a) Initial study Selection: Evaluation of how well
the acquired studies address the defined RQs,
based on abstracts, paper contribution para-
graphs, results overviews, and conclusions.
Kappa cross-validation: A critical step to ver-
ify reviewer agreement and ensure the absence
of bias, further detailed in Section 4.3
Detailed paper screening: Detailed filtering of
studies prior quality assessment, assessing the
credibility of the publication source, and the
extent to which the research addressed the spe-
cific research question.

Quality Assessment: Refinement and filtering
of studies prior to data extraction, assessing
the quality of writing and soundness of results
across relevant papers.

(e) Snowballing: After the quality assessment

(b)

()

(d)
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Table 4: Eight research questions in the SLR and corresponding literature sources addressing each question.

?Q 1 Which aspects of CPPS must be covered by the risk methods?

We aim to identify relevant technical aspects, such as intelligence, heterogeneity, and complexity, that
must be encompassed by risk methods. We explore existing literature to discuss these critical aspects
and their inco

123}[124}125][126,[127,[128,129,[130,[131}[132}133}134} 135, [136,[77,[137}[138}[139}[140}[141}[T42[T43, [144,[145),
T 47 13515051152 153154 5515157

RQ 2  Which risk methods can be applied for the CPPS analysis?
After identifying the pivotal aspects of CPPS, we employ the SLR to assess the suitability of existing

Airessed i 10 dﬁiﬁiﬁiﬂﬂumnmumnuuu

BIRIIBIGIT
ST T35 7 TSR3,
llllllllllllll-

RQ 3 What are the advantages and drawbacks of the existing risk methods?
Our analysis focuses on the advantages and drawbacks of various risk methods, considering factors such
as industrial maturity, availability of tools and benchmarks, data requirements, uncertainty sensitivity,
and computational complexity. This evaluation helps us ascertain the practical applicability of each
method.

Addsessed in {10410, 1620163 111167117 6ol 70 23 n25) 27 20l 7 7 50 7ol s
BRI I3 LS4 LS T LIS LA AT LA IO 4510

RQ 4 How can different risk methods be combined for a more effective analysis?
Beyond evaluating 1nd1v1dual methods, we explore the integration of multiple risk methods tailored to

specific tasks, which-cquld more reliable_re
Addressed in [110 163 123 127174 , 130,132 @,@,MM@,

RQ 5 Where can the input data for the risk methods be found?
Although various sources and guidelines are available, the input data for risk methods often remains

generic and incomplete. We explore the challenges of obtaining suitable input data and strategies to
enhance the qualityand re ce of data used in CPPS risk assessments
@

Addressed in [108}|159.{160,{166,/113}/189L/190L(122}123 191,(77,/154L/155].

RQ 6  In which phase of CPPS development can risk methods be applied?
Different risk assessment methods are suitable for different life cycle phases of CPPS development.
Stimulative methodologies like model-based Fault Injection or Software/Hardware-in-the-Loop may
address specific failure modes but are applicable only after some prototypical system implementation.
Conversely, analytical methods such as fault trees or Markov chains could be implemented during the

earlier design -
Addressed in \ 0 1 24 HHH'

RQ 7 Are there any major gaps in the available risk assessment methods that should be covered?
We investigate whether the defined CPPS aspects might not be fully covered by existing methods and
require an extension. Our goal is to determine if there are significant gaps in risk methods that need

future coverage
Addressed in \ , .

RQ 8 What are the challenges for risk assessment of CPPS that contain AI components?
This dedicated RQ addresses the unique challenges of assessing risks in CPPS with AI components. We
aim to understand the key differences between AI and non-Al components in risk assessment and what
risk assessment-sglutions-are currently considered in industrial standards and research communities.
Addressed in 21123 H 1381139).

! Please note that Sections [2.4and [3|also describe key CPPS aspects that challenge risk analysis and available risk
assessment methods. These sections are essential for untiérstanding the issues addressedGopghigl$l. I Dlyeh S8
initially written based on our background knowledge and were partially updated during the course of the SLR.



stage we circulated the preliminary results and
added 19 papers based on expert recommenda-
tions.

3. Analysis:

(a) Data Extraction: Gathering necessary infor-
mation from selected papers using a data ex-
traction form. This information is crucial for
addressing the RQs in the subsequent data
analysis phase.

Data Analysis: Analysis of raw data from ex-
traction forms, structured and presented in the
format of a report paper.

Systematic Mapping: Mapping the SLR find-
ings to the originally defined RQs and formu-
lating the conclusions of the paper.

4.2 Search sources and criteria

We selected the ACM Digital Library, IEEE Xplore,
Web of Science, and Scopus as our primary literature
sources. The search string was formulated based on the
research questions and the background information re-
garding risk methods and challenges discussed earlier.
We considered only papers published from 1995 to 2023.
The selection of papers was conducted in two stages. In
the first stage, we assessed papers identified by the ini-
tial search based on their titles, abstracts, contributions,
and conclusions. Through this preliminary review, we
quickly discarded papers that were clearly irrelevant.
In the second stage, we thoroughly read and evaluated
the selected papers against our inclusion and exclusion
criteria. The primary criteria were the applicability of
the method presented for risk assessment of CPPS and
the overall quality of the paper. To qualify for inclu-
sion, a paper had to address at least one of the first
four research questions. The detailed list of criteria is
presented in the following section. The complete search
string used for this process is detailed in Listing [T]

("Document Title":
Title": Risk OR "Document
"Document Title": Dependability OR "

Title": Resilience OR "Document

robustness) AND ("Document Title":

Reliability OR "Document
Title": Safety OR

Document
Title":

Method* OR "Document Title": Model* OR "
Document Title": Evaluation OR "Document
Title": Estimation OR "Document Title":
Prediction OR "Document Title": Assessment
OR "Document Title": Forecasting OR '
Document Title": Analysis)

AND ("Abstract": Method* OR "Abstract": Model*

OR "Abstract":
Estimation OR "Abstract':

Evaluation OR "Abstract':
Prediction OR "

Abstract": Assessment OR "Abstract':
Forecasting OR "Abstract": Analysis) AND ("
Abstract": Cyber-Physical Production System
OR "Abstract": Cyber-Physical Production

Systems OR "Abstract”:
cpps OR "Abstract":

CPPS OR "Abstract":
Cyber-Physical System

OR "Abstract": Cyber-Physical Systems OR "
Abstract": CPS OR "Abstract": cps OR "
Abstract": Industrial OR "Abstract":

Automation OR "Abstract": Production OR "

Abstract": Manufacturing OR "Abstract'":
Industrial Robotics OR Robot OR "Abstract':
Smart Factories OR "Abstract": Smart

Factory OR "Abstract": Industry 4.0 OR "
Abstract": Industry 5.0 OR "Abstract':
Industrie 4.0 OR "Abstract": Industrie 5.0
OR "Abstract": Networked Automation Systems
OR "Abstract": Digital Twin OR "Abstract":
Advanced Engineering OR "Abstract':
Advanced Systems OR "Abstract": Advanced
Systems Engineering OR "Abstract”:
Intelligent OR "Abstract": Intelligence OR
"Abstract": Artificial OR "Abstract':
Autonomous OR "Abstract": adaptive)
NOT("Abstract": Cyber-security OR "Abstract":
Attack OR "Abstract": Security OR "Abstract
": Threat OR "Abstract": Optimization OR "

\bstract”": Economic OR "Abstract":
deployment OR "Abstract": Energy OR '
\bstract": Grid OR "Abstract": Electric OR
"Abstract": Medi* OR "Abstract": Health OR
"Abstract": Rule OR "Abstract": Semiconduct
OR "Abstract": Market OR "Abstract":

Business OR "Abstract"
": Chain OR "Abstract":
\bstract": Logistics OR "Abstract":
"Abstract": Mine OR "Abstract":
Development OR "Abstract": Real Estate OR "
Abstract": Investment OR "Abstract':
Financing OR "Abstract": Structure OR "

Supply OR "Abstract
Electronic OR "
Coal OR

Abstract": Dam OR "Abstract": wear OR "
\bstract": Fatigue OR "Abstract": Power OR
"Abstract": plants OR "Abstract": Hydraulic
OR "Abstract": agricultural OR "Abstract":
Oil OR "Abstract": Gas OR "Abstract':
Pipeline OR "Abstract": Bank OR "Abstract":
Ecological OR "Abstract": Soci*)

Listing 1: Search string used for the literature search.

Note that by using the "NOT" operator in the
search string, we excluded other application areas to
focus specifically on industrial CPPS. Although there
is considerable overlap, we treat cybersecurity as a sep-
arate domain. Our risk method analysis primarily fo-
cuses on risks stemming from accidental faults rather
than intentional attacks. We cover many probabilistic
methods, which are less commonly applied to cyber at-
tacks. However, numerous studies connect security and
safety, such as [193].

4.3 Statistics

The initial literature search identified 2,199 unique
papers out of 2,366 papers found in total. After an
initial screening (step 2.a), 730 articles were selected
for further detailed analysis before the quality assess-
ment. In total, 1,634 studies were rejected during the
screening and selection process. The most common rea-
son for exclusion was that the papers were outside the
project’s scope, leading to the removal of 352 papers.
Additionally, 140 papers were excluded due to their fo-
cus on unrelated topics such as attack trees, security,
or sectors like finance and insurance, which did not
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Snowballing and experts' recommendations

IEEE
1,020

Study selection
Scopus 2,366
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WoS

357
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103

24
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- 9zéssed Q
Accepted for QA
565
Didn’t pass QA
497
Rejected
1,634
Duplicates
167

Fig. 5: Number of papers at each literature review stage.

align with the project’s primary focus areas of com-
puter science or electrical engineering. A further 161
papers were excluded because they addressed specific
aspects of reliability rather than the broader, system-
level term. Examples of these papers discussed frame-
works for risk evaluation in maintenance, analyses of
reliability and degradation mechanisms in battery per-
formance, circuit modeling for ISO 10605 electrostatic
discharge tests, and methodologies for risk indices in
humanoid robots navigating on uneven terrain. In a
subsequent selection round (step 2.c), an additional 165
papers were excluded based on factors such as language,
source credibility, and relevance to the research ques-
tions. A Sankey diagram was constructed to visualize
these processes (see Figure . All criteria for inclusion
and exclusion were combined for clarity.

To ensure the trustworthiness of paper inclusions,
we conducted a cross-validation study (step 2.b). The
experts involved had complete autonomy in deciding
which papers to include or exclude, without any pre-
set quotas or targets. This approach follows the free-
marginal distribution principle [194], which necessitates
the use of an appropriate measure for inter-rater agree-
ment to counteract the effects of prevalence and bias
[195]. Consequently, we calculated the inter-rater agree-
ment using Randolph’s free-marginal multirater kappa
statistic, which is influenced solely by the number of
rating categories and is unaffected by the symmetry of
marginal distributions [196]. The calculated k = 0.55
indicates a moderate level of agreement among raters.
Based on this, the inclusion of 565 papers for further

analysis is justified.

After a detailed screening of the papers, we con-
ducted a quality assessment of the accepted papers (step
2.d) using a weighted scoring system to evaluate each
study, see Table 5] The primary research question was
assigned 10 points, underscoring its critical importance
to our research objectives. Research questions 2 to 4,
important for refining the study’s relevance and quality,
were allocated up to 1.5 points each. Lesser but still sig-
nificant questions, 5 to 7, were capped at 1 point each.
Papers needed a minimum score of 15 points to advance
to the data extraction phase, a threshold set to ensure
that only high-quality and highly relevant papers were
included. Following this criterion, 68 papers met the
threshold and were selected for detailed data extraction,
while 479 papers did not meet the score requirement
and were excluded. Subsequent to the initial quality as-
sessment, we engaged in a snowballing step to ensure
comprehensive coverage of relevant literature (step 2.e).
This involved sharing initial findings with a panel of
subject matter experts, who identified an additional 24
papers that were initially overlooked for various reasons.
Following screening and quality assessment, 92 papers
were included for data extraction.

5 Systematic Literature Review: Results

Each of the 92 papers was evaluated based on how
comprehensively it addressed the defined RQs. Not all
papers were fully effective in covering each RQ. The cov-
erage of each RQ by the papers is shown in Table[4] with
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Table 5: Quality assessment checklist for final paper acceptance decisions.

No. Description Points

1 Coverage of at least one of the first four RQs: Evaluation of the depth and comprehensiveness 10
of the answers provided.

2 Maturity of the method: Presence of an implemented tool, description of an algorithm or math- 1.5
ematical model, or presentation of the idea as a concept.

3 Rigor of method evaluation: Representativeness of the case study, quality of experiments, and 1.5
benchmarks used.

4 Comparison with other methods: Analysis based on state-of-the-art and experimental outcomes. 1.5

5 Clarity of writing: Quality of explanation regarding the problem of study and research context. 1

6 Clarity of contribution: Transparency in presenting the contributions and limitations of the 1
study.

7 Validity of the research: Assessed by the number of citations received. 1

RQs 1 to 4 receiving the best coverage. It was not pos-
sible to completely address RQs 5 to 8 using only the
selected papers; thus, we supplemented these questions
with additional background knowledge and conclusions
drawn from the information in the papers. The results
of the SLR are presented in this section, organized by
the corresponding RQs.

5.1 Which aspects of CPPS must be covered by the
risk methods? (RQ1)

Table [ summarizes the answer to the first research
question. It identifies specific aspects of Cyber-Physical
Production Systems (CPPS) that should be consid-
ered by risk assessment methods. We outline thirteen
distinct characteristics that influence the risk profile
of CPPS, ranging from AI components and autonomy
to the complexity of system behaviors and structures.
These thirteen aspects align with and provide detailed
context for the challenges discussed in Section [2:4] The
right column of the table highlights how each aspect
presents unique challenges to risk assessment.

5.2 Which risk methods can be applied for the CPPS
analysis? (RQ2)

The answer to RQ2 is structured in connection with
the identified thirteen aspects. Our objective was to de-
termine which aspects could be addressed by each group
of risk methods. FEach paper evaluated discusses the
application of one or several risk methods to a CPPS-
related system, as outlined in Section [} We cate-
gorized the risk methods into the same categories as
shown in the tree diagram in Figure We put Ma-
chine Learning (ML) and Deep Learning (DL) methods
that play the role of risk estimators into a separate cat-
egory (ML/DL). We also separately treated Fault In-
jection (FI) methods, which utilize executable system
models, prototypes, or the CPPS themselves to inject

faults and analyze the consequences. FI methods are
mostly based on the Monte Carlo method; more ad-
vanced methods enhance FI with Reinforcement Learn-
ing (RL) for guided FI that help find either the most
common or the most dangerous failure scenarios. In
general, we can distinguish two classes of risk methods
described in the papers. The first class includes methods
targeting specialized aspects. For instance, BinFI [191]
is a FI tool specifically for ML applications. Another
example is the research by [113] that presents a method-
ology for modeling the reliability of intelligent mecha-
tronic systems that naturally covers the autonomy as-
pect of CPPS. To the second class belong the risk meth-
ods that can evaluate several CPPS aspects. Notably,
ML-based approaches are versatile |108| [189], enabling
the evaluation of dynamic and complex CPS based on
time series data from different system levels and compo-
nents. The three tables below provide an overview of the
risk models covering the identified CPPS aspects: (1)
qualitative methods in Table [8] (2) quantitative static
methods in Table[] and (3) quantitative dynamic meth-
ods in Table These tables follow the structure of
the tree in Figure 4 FI and ML/DL methods are in-
cluded under dynamic methods since they consider the
system changes over time. Additionally, several papers
propose specific types of metrics that measure risk based
on physical or other system properties, rather than sug-
gesting system-level risk methods. These papers were
classified under the Metrics category, added to the static
methods in Table [9l

Based on the results of our SLR, we estimated how
effectively each risk method (RM) addresses each CPPS
aspect. Our findings are summarized in Table [6] Each
cell of the table indicates whether a particular method
provides any advantages for a specific aspect. We con-
sidered not only the number of papers suggesting the
use of each method but also the context and manner in
which they are recommended. For example, although
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many papers suggest using F'Ts, their application to fu-
ture CPPS is questionable. Conversely, while only one
paper suggests using FRAM [152], the method itself ap-
pears very promising for considering human and sys-
tem adjustments. Additionally, we incorporated back-
ground knowledge in our analysis. For instance, Petri
nets are known to be very helpful for distributed systems
as they model parallel processes, and timed Petri nets
focus specifically on timing analysis. Similarly, formal
verification methods, such as model checking and PMC,
are effective in optimization to combat state space ex-
plosion, thereby aiding in the analysis of systems with
complex software components.

Table [6] reveals that among the classical qualita-
tive methods, STPA is very promising. However, STPA
focuses on the identification of failure scenarios rather
than quantitative analysis. Additionally, STPA is not
particularly helpful for software or Al components, as
it primarily targets control architecture. Other classical
qualitative methods such as FMEA and HAZOP are still
useful for preliminary analysis but are generic and usu-
ally conducted by experts. For complex CPPS systems,
automated approaches are needed. Classical quantita-
tive static methods such as FTA and ETA struggle to
address CPPS aspects effectively. Dynamic methods are
clearly necessary. BNs are promising within this group,
as they provide advantages in modeling probabilistic
dependencies between undesired events. From the dy-
namic methods, PNs are helpful for parallel systems and
timing analysis, especially when combined with PMC
using tools like STORM. While DFTs are useful, it may
be more effective to directly analyze underlying Markov
models for complex systems. In some cases, Markov-
and Petri Nets-based methods can leverage reconfigura-
bility and repurposeability. But this requires exten-
sion of the methods with model-to-model transforma-
tion [197]. PMC is promising, provided that sufficiently
detailed system models can be created for analysis. FI
is very promising because it does not require building a
formal model. However, FI can only reveal some failure
scenarios and cannot guarantee comprehensive coverage.
Nonetheless, smart FI is potentially the only option to
address Al components, which are often black boxes and
difficult to analyze analytically. It also important to
mention that research groups are actively working on
the formal verification of AI [198]. Finally, as expected,
ML/DL methods are very promising. This group is di-
verse, with ML /DL being used directly as risk estima-
tors or predictors. Additionally, ML /DL methods can
be effectively combined with other methods, such as RL
to guide FI or DL for solving and optimizing other risk
models.

5.3 What are the advantages and drawbacks of the ex-
isting risk methods? (RQ3)

It is important to note that each of the mentioned

methods is actually a group of methods with numer-

ous extensions and combinations. Table [[I] addresses
the advantages and drawbacks of the canonical versions
of these methods. Some of the facts in Table [I1] are
well-known and were confirmed by the SLR. Also, note
that some advantages and disadvantages were already
addressed in Section [3] and summarized in Tables
and [3] and the SLR yielded similar results.

5.4 How can different risk methods be combined for a
more effective analysis? (RQ4)

As shown above, each risk method has its strengths
and weaknesses. They address certain aspects of a sys-
tem but not all. Intuitively, it is logical to combine
methods to enhance their modeling power. In the SLR,
we explored how authors combine different methods.
Table [12| provides an overview of how various RMs can
be combined. The table was also extended with three
well known combinations that were not a part of SLR:
(i) HCL, which combines ESDs with FTs and BNs; (ii)
CCD, which combine ETs and FTs; (iii) State Event
Fault Trees (SEFT), which incorporate features of FTs
and Markov Chains. Also, because the scope of our
study is constrained, see Listing|l} we have omitted sev-
eral combinations. For example, we are aware of vari-
ous combinations of STPA with other methods such as
STRIDE, FTA, FMEA, BBN, ESD, and many more.

Although combined methods offer broader coverage
of CPPS aspects, we did not identify a single univer-
sally effective approach. This partially answers RQ7,
being one of the major gap of the risk models land-
scape. We identified several noteworthy approaches that
could be candidates for further expansion or combina-
tion to bridge the gap in risk assessment. For example,
the author in [123] proposed an approach that combines
FI with STPA. Another paper, [133], presents a FI ap-
proach combined with Formal Verification. For auto-
mated risk modeling for system-wide safety analysis, the
authors presented the tool SafeATAC [173], which com-
bines different risk models for evaluating various system
levels. These methods are good examples of close, but
not complete, coverage of the identified risk-challenging
CPPS aspects.
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Table 6: CPPS aspects and risk methods.

Qualitative methods

Quantitative static methods

Quantitative dynamic methods

CPPS aspect FMEA | HAZOP | FRAM | STPA | FV | ETA | FTA | RBD | BN | Markov | Petri | DFT | PMC FI ML/DL
Al components - - = = 4L . - - - - - - + 4+ 4+
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Loop
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Failure Scenarios
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4F Applicable
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Table 7: CPPS aspects that should be covered by risk methods and respective challenges in risk assessment.

No. CPPS Aspect Risk assessment challenge

1 AT components: The system is controlled by Challenges include the reliability analysis of AI compo-
learning algorithms (ML or DL) or contains nents, their "black box" nature, and susceptibility to er-
Al-driven components. rors in training data and adversarial attacks.

2 Autonomy: The quality of being self- Increases behavioral complexity with unpredictable exe-
governing, capable of making autonomous de- cution scenarios and uncertainties.
cisions.

3 Intelligence: Ability to maximize goal sat- Also increases behavioral complexity and the difficulty of
isfaction through adaptive behavior in dy- thorough risk analysis.
namic, uncertain environments.

4 Heterogeneity: The system comprises diverse Diverse fault types and their interactions make increases
components such as software, hardware, and the number and complexity of failure scenarios.
physical elements.

5 Distributed and networked: The system in- Network faults and synchronisation mechanisms increase
cludes spatially dispersed, networked, and the number and complexity of failure scenarios.
task-dedicated components.

6 High structural complexity: A high number The increased number of components, their hierarchy
of components and subsystems, with complex and interactions of subsystems leads to a potential ex-
compositions and interfaces. ponential growth in failure modes.

7 High behavioral complexity: Characterized Identifying potential failure scenarios becomes challeng-
by higher-dimensional state spaces (e.g., mul- ing due to huge number of execution possibilities.
tiple use cases, operating modes, system
states) resulting in numerous potential exe-
cution scenarios.

8 Reconfigurability: Capability to add new Continuous risk assessment is needed due to potential
components or modules easily, either during significant changes in behavior after each update.
operation or between operations.

9 Repurposeability: Ability to adapt the sys- Each new configuration introduces new risks, requiring
tem for different purposes, such as reconfig- adaptive and dynamic risk models.
uring for new products or tasks.

10 Software intensity: Marked by extensive and Complex software layers and interactions complicate the
complex software components, interfaces, and detection and mitigation of software failures. Advanced
cloud services utilization. method for SW reliability and error propagation are re-

quired.

11 Time dependencies: Characterized by time- Failures can be originated because of the timing errors.
critical processes, potentially requiring real- Risk methods that consider time and temporal depen-
time responses. dencies are required.

12 Human-in-the-Loop: Integrates human in- Humans introduce variability and unpredictability, com-
teractions within its operational framework, plicating risk assessments. Higher safety requirements
treating humans as essential components of because of the human in close proximity to potentially
the system. dangerous mechanical parts.

13 Sophisticated failure scenarios: Subject to Non-standard failures require innovative and possibly

failures inadequately addressed by standard
risk analysis methods like FTA or Markov
models.

customized risk assessment techniques.
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Table 8: CPPS aspects addressed by qualitative methods.

No. CPPS Aspect FMEA HAZOP  FRAM STPA FV
1 AT components
2 Autonomy
3 Intelligence
4 Heterogeneity (1041134  |104] 1152
5 Distributed and networked [104)134]  [104] [153]
. . 167,183
6 High structural complexity ) 183 [152]
. . )
Reconfigurability 4
Repurposeability [117]
10 Software intensity
11 Time dependencies [153)] [1351[137,136]
. 165,112
12 Human-in-the Loop O T D
161
13 Sophisticated failurescenarios [167), [174] 1112 [149] [150] 13
Table 9: CPPS aspects addressed by static methods.
No. CPPS Aspect ETA FTA RBD BN Metrics
1 AT components [142)]
2 Autonomy 1162 175
3 Intelligence [113] [192]
. 1064107,163,111
4 Heterogencity
5 Distributed and networked ..- 188
6 High structural complexity [162] ..-..- -’-’
7 High behavioral complexity [142] .-,.-
8 Reconfigurability 1131] [128]
9 Repurposeability [183]
10 Software intensity 134 [190]
11 Time dependencies
12 Human-in-the-Loop 137 157
13 Sophisticated failurescenarios . .
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Table 10: CPPS aspects addressed by dynamic methods.

No. CPPS Aspect Markov Petri DFT PMC FI ML/DL Other
Al compo-
1 Hents [138] 138
2 Autonomy
3 Intelligence [192]
(103]15
4 Heterogencity [IIL 16, [I58ITT
1371[138]  [1301/149]
Distributed
5 and net- \ 1
worked
o b st gyl T oo i
waL oM ) 168,130] [1SIL[187] [146) ’
plexity DBN
High (0116
7 behavioral  [I70, 183, [[10,168, [132)i81 51 138 1, 32, DBN
complexity 143|
8 Reconfigurability [183] 1 1171[120] 126,180] DBN
9 Repurposeability 117 DBN
Software
10 intensity 187
Time [110,
1 dependencies 137 111 1304132 ‘ 189192)
Human-in- 105
12 [137]
the-Loop
Sophisticated .
: [166//116 168, [125/[132 [123][124
13 iigﬁ;‘;los 137 149 181 T7Af7[ia6]  [i3a)ias) L0089 FOM
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Table 11: Advantages and drawbacks of the risk methods.

Method

Advantages

Drawbacks

FMEA

Well-known; rich tool and guidelines support; helps
analyze failure modes of different nature; can be com-
bined with other methods

Too generic; usually manual, however can be
also semi-automated with MBSE tools; relies
on expert knowledge; not scalable

HAZOP

Systematic and thorough; identifies potential hazards
of different types

Not automated; relies on expert knowledge;
usually manual, however can be also semi-
automated with MBSE tools; qualitative only

FRAM

Considers variability and imperfection of systems; de-
signed for socio-technical systems

Relatively limited tool support; qualitative
only; manual; relies on expert knowledge

STPA

Effective for identifying failure scenarios of control
systems; systematic and well-structured; large com-
munity; rich tools and guidelines support

Partially automated; focuses on qualitative
analysisEl; requires relatively high expert
knowledge

FV

Ensures correctness through formal methods such as
model checking; guarantees all failure scenarios are
considered within the provided system model; rich
tool support; automated; many optimization algo-
rithms to combat issues like state space explosion

Requires detailed system models; results de-
pend on the quality of the system model pro-
vided; subject to state space explosion for
complex systems; high expert knowledge re-
quired

ETA

Effective for event sequence analysis; simple; well-
known and widely accepted; rich tool and guideline
support; useful for high-level analysis of safeguarding
systems; visual representation of failure sequences

Not scalable; the same knowledge can be rep-
resented with other methods more compactly;
suitable only for high-level analysis; static,
does not consider dynamic changes in the sys-
tem over time

FTA

Logical and visual representation of system failure as
combination of component failures or other undesired
events; well-known and widely accepted; rich tool and
guideline support; methods for automated FT gener-
ation from various system models are available; effi-
cient BDD-based solvers

Static, limited in handling dynamic aspects;
cannot handle dependencies between basic
events; cannot model complex failure scenar-
ios beyond the boolean logic of component
failures and undesired events

RBD

Visual representation of systems with redundant com-
ponents; good for modeling networks; shares the
same underlying concept with FT'; same computation
methods can be used

Same as for FTA; more suitable for reliabil-
ity analysis rather than risk assessment where
the probability of failure is in focus rather
than system successful execution; limited tool
support compared to FTA

BN

Can model probabilistic dependencies of undesired
events and dependent component failures; useful for
uncertainty analysis; allows providing observations
and evidence for more precise analysis; relatively rich
tool support; methods for automated BN generation
from various system models are available

Computationally intensive; static, limited in
handling dynamic aspects; requires lots of
quantitative input data (conditional proba-
bilities) for each node; high expert knowledge
required

Markov

Can model dynamic changes of system and compo-
nents as a state transition system; can be used for
PMC; relatively rich tool support; methods for au-
tomated generation from various behavioral system
models are available; can be used as a "back end" for
other dynamic risk methods such as DFT; can model
more complex failure scenarios than static methods

Computationally intensive; state space explo-
sion issues for complex systems; reaches its
full potential only in combination with PMC
and advanced solvers; only simple Markov
chains are human readable; manual appli-
cation is complicated; memoryless (Markov)
property, transition probabilities/rates are
independent; high expert knowledge required

2The STPA community tends to criticize quantitative risk assessment, arguing that the resulting numbers depend on multiple

factors, can be highly erroneous, and may be misinterpreted by safety engineers, potentially leading to high risks.

Instead, they

suggest using STPA to identify and handle all potential risk scenarios without relying on probabilistic quantification. Therefore, the
absence of quantification is not interpreted as a drawback by the STPA community.
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Petri

Same as for Markov; effective for modeling parallel
and concurrent processes; powerful method for mod-
eling timing requirements (timed-PNs); rich tool sup-
port; many optimization and analysis methods; can
analyze specific properties such as boundedness, live-
ness, and reversibility; can model more complex fail-
ure scenarios

Complex to construct manually; computa-
tionally intensive; supports only exponen-
tially distributed events (in case of classical
SPNs); high expert knowledge required

DFT

Same as for FTA; set of useful dynamic gates that
allow modeling dynamic changes of system and com-
ponents; intuitive FTA interface; easier to manually
model compared to Markov or Petri; relatively good
tool support; methods for automated generation of
DFTs from various system models are available; PMC
is possible but limited compared to Markov or Petri

Supports only limited (but useful) dynamic
features; can model a limited set of dynamic
failure scenarios; not suitable for modeling
parallel processes; requires transformation to
a Markov model for quantification

PMC

Same as for Markov, Petri, or DFT, since PMC can be
done on these types of formal stochastic models; same
as for deterministic model checking but extended with
quantification; relatively rich tool support; can model
and quantify any failure scenario allowed by the pro-
vided model using PCTL temporal logic requests

Requires detailed and probabilistic system
models; high expert knowledge required in
stochastic models and PCTL; complex and
computationally intensive underlying meth-
ods; despite many optimization methods and
advanced algorithms, still prone to state
space explosion

FI

Does not require transformation/abstraction to any
formal model; reveals realistic heterogeneous fail-
ure scenarios; usually easy and fast to implement;
promising combination with reinforcement learning
for guided and efficient FI; promising for analysis of
AT components and complex intelligent systems when
the adequate abstraction to formal models is impos-
sible or impractical

Cannot guarantee comprehensive coverage of
failure scenarios; requires a vast amount of
system runs to cover as many fault types, pa-
rameters, times, and places of injections; usu-
ally used for verification purposes, not for risk
assessment

ML/DL

Promising for analysis of AI components; promis-
ing for systems with high autonomy, heterogeneity,
and reconfigurability /repurposeability because of the
learning capabilities; very diverse application poten-
tial from generation and quantification of risk mod-
els to online system monitoring and anomaly detec-
tion; many advanced neural network architectures for
different tasks; effective application as risk estima-
tors/predictors; vast potential of combination with
other methods such as FI or PMC

Requires huge datasets; complex to get large
failure data sets since failures are rare events;
limited access to the accidents and incidents
data; black box methods (require methods for
explainability); the correctness of the analysis
cannot be guaranteed (research groups work
on verification of neural networks); train-
ing and tuning are computationally intensive;
limited interpretability of the analysis results

Table 12: Combinations of risk methods.

Risk Methods

How the combination was achieved

FMEA + STPA [141]

FMEA is complemented by insights from STPA.

SafeSysE = FMEA + FTA

[134]

FMEA + BN [167]

from SysML models.

method.

MBSA approach for automated generation of complementary FMEA and FTA

FMEA is enhanced with a fuzzy Bayesian Network and the fuzzy best-worst

pFMEA = FMEA + PMC

[174]

Probabilistic FMEA (pFMEA) integrates stochastic model checking (PRISM)

techniques into the FMEA process.

FMEA -+ Markov + DBN

[183)

Object-Oriented BNs.

FMEA and Markov chains of independent components are unified by Dynamic
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STPA + Petri \\ Scenarios are identified with STPA and probabilities are quantified with SPNs.

STPA -+ FT [123]

Fault injection is guided by STPA.

FRAM + FV \ Model checking is used to aid FRAM.
FTA + BN \\ Extended FTA for failure propagation is transformed into Bayesian Networks.

PRM = BN + FTA

Probabilistic Relational Models (PRM) combine the probabilistic reasoning ca-
pabilities of BNs with the logical structuring of FTAs.

A Hybrid Stochastic Petri Net (HSPN) models logical relationships between

Petri + Markov failures, which are transformed into an isomorphic Markov chain to solve system

reliability.

SafeATAC = DET

+ FTA + Combines four functional layers exploiting dynamic event trees, fault trees,

RBD + Markov m RBDs, and Markov models.

DFT + Petri [130]

DFTs are translated to GSPNs, and fuzzy set theory combined with expert
judgments is used to estimate failure data for basic events.

Invariants generated with property-directed reachability model checking are
FL+FV “ used to speed up Monte Carlo fault injection.

DFTs are transformed into a Dynamic Evidential Network, which is a dynamic
DFT + BN “ version of the combination of BNs and evidence theory.

COMPASS = FV + FI +
Markov + FTA + FMEA

[136]

An integrated MBSE approach based on FV techniques that includes fault in-
jection, Markov analysis, and generates fault trees and FMEA tables.

HCL = ESD + FTA + BN

[51]

A well-known risk method that combines: (i) ESDs at the top level to model
scenarios, (ii) FTA for computing branching probabilities, and (iii) BN at the
lower level to model common cause failures.

CCD = ETA + FTA

A graphical and analytical model that combines event trees and fault tree logical
gates.

SEFT = FTA + Markov Fault trees extended with probabilistic state models.

STPA | FV

STPA as first step for FV to identify the safety constraints.

Table 13: Risk method and corresponding phases of system development life cycle.

Life cycle phase

Risk methods

Requirements

Formal Verification \\ PMC \\

Design

FMEA [104,[161}[167,[174,[134], HAZOP [104 1165 112}[154/[156], STPA [155][141 150
[151,[123], FRAM [152}|153|, Markov chains | 164
130

158 130144,
(173,175,176, 186,134, 137, 127], DFT (125,129,130 73,15 , DET [173], RBD
BN I63 16718170, 153 1183157, PAIC (1307 17415315915, 140). Fo
veieation [135115 177121153135, 135, 37130, L4116, 17, DL (160,152,172 135,

P (125 134153175, PCM (179, Metvis (90 1171192129

=
B
D
[
\]
(98]
—
w
U
=
(o8]
Q0
J
@D
=+
—
=.

]
@D
=+
9]
i
£
=
ﬁ
(=)
[\~
—
—
!
r-q
:t>
—
[aw)
[«
[
o
\]
[
(=)
w
—
—
=
—
D
Ne)
=
\]
(e

w
o0
[ury

Implementation

ML/DL [108}[143], Markov chains [41,[183], FMEA [183], DBN [183], FI [143]

Testing

DL |160 .-, Metrics |118; -7 Fromal verification |133, , PMC [120] -7 FTA , DFT
, Markov chains , Petri nets , FCM , FMEA , DBN , FI

Operation

ML/DL -..-.- FI - Markov chains [41] ...-,- Petri
nets - Metrics [189,[118,/192}[148], Formal verification [119,[147], PMC .-
ETA |142|, DFT --- FTA | -,- RBD |[188,[177], FCM [178], DBN
FMEA --, HAZOP [140)
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Total error

Error

Optimum model complexity

Data error

Model error

Model complexity

Fig. 6: Risk assessment error combines model error,
which reflects how accurately the model represents the
system, and input data error, which indicates the accu-
racy of model parameters, such as probabilities of failure
of system components.

5.5 Where can the input data for the risk methods be
found? (RQ5)

While addressing the research question concerning
the search for input data for risk assessment methods
in CPPS, we encountered significant gaps in the avail-
able literature. Although numerous sources and guide-
lines exist, the input data for these methods frequently
remains generic and incomplete. This issue is com-
pounded by the fact that not all methods have been
rigorously tested on real systems, and comprehensive
benchmarks that could provide a more detailed evalua-
tion are scarce. Our investigation highlights the press-
ing challenges in acquiring suitable input data and de-
lineates potential strategies to improve the quality and
relevance of data used in CPPS risk assessments. The
scarcity of empirical testing and the lack of detailed
benchmarks limit our ability to definitively answer this
research question, emphasising the need for more tar-
geted research in this area.

In Section we mentioned that the probabili-
ties of system component failures, which are essential
input data for system-level reliability and risk models,
can either be provided by the component producers or
found in commonly used component reliability predic-
tion guidelines such as FIDES [95], NRPD [96], or MIL-
HDBK-217F [97]. This data has two main issues. First,
the provided data is averaged, meaning that specific fail-
ure probabilities for a particular component under par-
ticular operational conditions and environmental factors
are not available. Second, the data is typically given as
FIT or MTBF for generic component failures. For ex-
ample, the data might indicate a sensor failure without
specifying the nature of the failure, such as what is the
probability of a delayed message, or what is the prob-
ability of a stuck-at-value conditions. This limitation
restricts the application of complex methods needed to
model specific failure conditions or nontrivial error prop-
agation scenarios.

Figure [6] illustrates these issues using the
bias-variance problem analogy. The error in risk
assessment can be influenced by two factors: model er-
ror and data error. Model error reflects how accurately
the selected model represents the system. For instance,
FMEA does not consider system structure at all and
relies solely on expert opinion. In contrast, methods
like STPA and FTA are based on system architecture,
while Markov models represent more complex system
dynamics. In Figure [6] the risk models are roughly
sorted according to their complexity. However, this is
a very broad assumption that heavily depends on the
level of detail in which the analysis is conducted with
each model. Generally, more detailed models yield
more precise results. Data error, on the other hand,
reflects the accuracy of the input data fed into the
model. For example, FTA requires the probabilities of
system component failures, or Markov models require
the probabilities of state transitions. The more accurate
these estimations, the better the results. In general,
as models become more complex and advanced, they
require more input data and become increasingly sensi-
tive to the quality of this data. Consequently, as model
complexity grows, model error decreases, but data error
increases. Thus, the choice of models depends on the
available data. With the progression towards future
CPPS, which present the aforementioned aspects, more
advanced models are required. However, these models
demand a large amount of high-quality input data,
which is difficult to obtain. This poses a significant
open question in the field - how to shift the Optimal
Model Complexity point in Figure [f] to the right.

5.6 In which phase of CPPS development can risk
methods be applied? (RQ6)

To identify gaps in risk assessment for CPPS, one
of the main questions to address is the limitations of
method applicability. Specifically, these limitations can
pertain to different phases of a system’s life cycle. Some
methods are applicable only during the design phase,
while others are suitable for the operational phase. Ta-
ble provides an overview of which phases the risk
analysis methods from the SLR can be applied. Specific
papers are cited as references within the correspond-
ing life cycle phases. The results are rather straightfor-
ward and align with our expectations. Formal methods
can be applied as early as the requirements definition
phase. Methods like FTA, RBD, or BN require a pre-
liminary high-level system design, such as component
diagrams, while Markov chains require state machines.
More advanced methods necessitate system prototypes
or already implemented systems to gain sufficient in-
sight into system behavior. FI methods, obviously, re-
quire at least a detailed executable model of the system.
Similarly, ML/DL methods are applied in later phases
because they require data for training and tuning. An-
other observation is that the later the phase, the more
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information is available about the system, leading to
better risk assessment results.

5.7 Are there any major gaps in the available risk as-
sessment methods that should be covered? (RQT)
Answering RQ1, we have identified thirteen CPPS
aspects that challenge the risk assessment of future
CPPS. In addressing RQs 2-4, we determined how avail-
able risk methods can address these challenges. Based
on this information, we can define the following six gaps
that must be addressed. We do not aim to close these
gaps but will try to suggest some ideas.

1. How to combine risk methods? Effective combina-
tions of methods and hybrid risk models are cru-
cial, as no single risk model can cover all aspects, as
shown in Table[f] It is important to define interfaces
between different risk models for easier integration.
Developing a single model to cover all aspects is in-
efficient; instead, a theory that unites these models
may be helpful. Practically, it is essential to de-
velop hybrid risk models, solvers, and exchange for-
mats. Several attempts include OpenPSA [199,200],
OpenPRA [201}[202], SCRAM, etc. Additionally,
following RQG6, it is important to combine methods
with the system development process, ensuring that
risk models are improved and synchronized through-
out system development.

. Where to get failure data to feed risk models? This

question, raised in RQ5, highlights the need for data

for complex risk models. This topic is closely re-
lated to the accident investigation which is a sepa-
rate research field. Potential solutions include using

AT methods for system monitoring, anomaly detec-

tion, and storing anomalous data to create larger

datasets. Methods for adapting failure data from
one system to another should also be developed.

How to assess risk facing continuous changes? Ta-

ble |§| identifies the gap for reconfigurability /repur-

poseability. Software-defined systems will require
continuous adaptation of risk models and assess-
ments before each software update. Therefore, syn-
chronization mechanisms between the system and
the hybrid risk model are essential. This could be
based on model-to-model transformation methods,

or the digital twin paradigm, which can serve as a

playground for FI and risk model adaptation, inte-

grating risk assessment into the system lifecycle.

. How to model complex failure scenarios? Systems
are becoming prone to complex failure scenarios
that only advanced risk models based on PMC can
describe. However, PMC methods in risk assess-
ment need further development, as they require high
expertise in formal methods. Interfaces for risk
and safety engineers must be simplified, and specific
PMC tools for risk assessment should be developed,
offering advantages like automated generation and
synchronisation with system models.

5. How to identify critical failure scenarios? Even with
detailed digital twins, and topnotch risk models,
identifying failure scenarios among billions of exe-
cution possibilities remains challenging. Intelligent
FI methods, extended with AI such as RL, might be
helpful. However, injected faults must be realistic,
and finding fault samples is difficult. One idea could
be using generative adversarial networks (GAN) to
create realistic faults. Additionally, large language
models (LLM) could help guide and propose po-
tential failure models at a high-level supporting ex-
perts.

How to assess the risk of AI components? Lastly,
assessing the risk of safety-critical Al components
will be discussed in the next subsection as a dedi-
cated RQS.

5.8 What are the challenges for risk assessment of

CPPS that contain AI components? (RQS8)

Non-Al, traditional software is deterministic, pre-
dictable, and explainable. This allows the application
of formal analytical methods from FV and PMC. In con-
trast, Al software operates as a black box, where weights
and hyper-parameters of a neural network lack explicit
meaning. Traditional formal methods and conventional
software testing techniques are in general ineffective for
Al software. Simply identifying corner cases and extrap-
olating them to the entire state space as it usually done
with software testing is also insufficient since AI soft-
ware cannot guarantee continuity. Therefore, FI meth-
ods provide a promising solution. This is highlighted
in the first row of Table [f] FI tools like the already
mentions BinFT [191] or several other methods such as
TensorFI [203], InjectTF [204], or Ares [205] automate
this task. Too achieve better performance FI can be ex-
tended with RL techniques that could help to identify
fault parameters for the most critical failures. From the
SLR papers we could highlight three papers that address
risk assessment of Al components.

However, we should mention the several research
groups who are actively working on the formal verifica-
tion of AT [198]|. From the SLR papers we could high-
light the following three works. The authors in [192]
propose a safe learning framework for complex dynam-
ical systems. It defines a safe region and uses a su-
pervisory control strategy to switch actions between
the learning-based controller and a predefined correc-
tive controller. The method presented in [138] addresses
the challenges of dependability in Deep Reinforcement
Learning (DRL) for Robotics and Autonomous Systems
(RAS) by defining dependability properties in tempo-
ral logic and modeling them using a DTMC. It em-
ploys PMC to provide a holistic risk assessment, uncov-
ering the need for customized optimization objectives
and offering sensitivity analysis to environmental dis-
turbances. The method presented in [139] introduces
a risk modeling approach tailored to Collaborative Al

25 Copyright © by ASME



systems, which aim to work with humans in a shared
space to achieve common goals. This risk model in-
cludes goals, risk events, and domain-specific indicators
that potentially expose humans to hazards, and it drives
assurance methods through insights extracted from run-
time evidence, demonstrated via an Industry 4.0 exam-
ple involving a ML-equipped robotic arm collaborating
with a human operator.

The field of Al is vast, and different methods are
necessary for the risk assessment of various safety-
critical Al components. Examples provided indicate
that no single methodology is universally applicable.
Additionally, the authors address Al explainability and
trustworthiness in relation to system safety. Explaining
how a component works is crucial for trust. Safety engi-
neers struggle to formally verify large, complex systems
due to the state space explosion problem, yet they trust
deterministic and explainable software, allowing for ef-
fective safeguards. Thus, Al explainability is essential
for risk assessment and safety assurance

6 Comparison with other meta-reviews

This section answers the question why this SLR
was required and provides a comparative analysis with
six identified meta-reviews that align with our research
questions. We highlight difference in contributions,
identify common challenges, and propose areas for fur-
ther investigation.

Bolbot et al. [15] presents a paper review that
closely aligns with the scope of our work. This paper is
the most close and also provided the biggest influence
into our SLR. While Bolbot et al. provide a compre-
hensive overview of safety assurance methods for generic
CPS from 2006 to 2019, our review is extending to the
end of 2023, and focuses exclusively on CPPS in the
industrial and automation context. Out of the 68 pa-
pers reviewed by Bolbot et al., approximately 22 specif-
ically address Industrial CPS, whereas our review en-
compasses 92 papers in this sector alone. Notably, the
reviewed paper does not include the application of Al
methods for risk assessment, which is a significant com-
ponent of our analysis. We cover the integration and
combination of the risk methods and specifically inves-
tigate the application of ML/DL techniques and their
implications for CPPS.

Leimeister et al. [206], present a similar SLR encom-
passing 67 papers and employing comparable methods.
This review excludes Petri nets, MML/DL, and model
checking techniques that are important method groups
with distinct advatages. The reviewed risk methods
in [206] are considered without possibility for combina-
tions. Also, their focus is on the offshore wind industry,
our research is centered on industrial automation.

Hairing et al. [207] addresses various risk models ex-
tensively discussed in our SLR. This paper categorizes
risk models into three groups: risk identification primar-
ily aligned with the qualitative methods in our SLR, risk

quantification and risk mitigation, which falls outside
the scope of our SLR. Additionally, this study evalu-
ates the applicability of these models across different
system types, including physical, technical hardware,
cyber, operational, organizational, and socio-economic
systems. Our findings for CPPS are consistent with
those reported in this paper.

Kabir et al. [208] presented a meta-review focus-
ing on BNs, PNs; and DFTs, including their model-to-
model transformations. The authors provided an in-
depth analysis of the applicability of BN and PN for
technical systems, which aligns well with the focus of
our SLR. They conclude that both BN and PN are suit-
able for such applications, though they have certain lim-
itations. Our SLR also examines BN, PN, and other
models, and the conclusions of this study align with our
finding.

Another notable meta-review is the paper by Villani
et al. [209]. This paper offers an in-depth examination of
safety standards and intuitive interfaces specifically for
collaborative robotics within industrial contexts, with
a focus on safety issues, user interfaces, and applica-
tions from 2017 to 2018. While Villani et al. provide a
detailed overview of safety standards and human-robot
collaboration in industrial settings, it does not include
dynamic methods, focusing instead on traditional safety
and interface issues.

Huck et al. [210] conducted a literature review on
risk assessment methods for industrial human-robot col-
laboration (HRC) and evaluated interviews with HRC
professionals to understand industry needs. They found
that awareness of available methods is limited within
the industry, with familiarity mainly restricted to HA-
ZOP, while methods like STPA, FTA, formal verifica-
tion (SAFER-HRC), expert systems, and simulation-
based approaches are more commonly discussed in aca-
demic literature. This review examined 183 papers, se-
lecting 53 for detailed analysis. In contrast, our review
provides a broader perspective on risk assessment for in-
dustrial cyber-physical production systems, rather than
focusing solely on human-robot systems. Another re-
view [211] also addresses HRC safety but from an occu-
pational health perspective, focusing on open challenges
rather than specific risk methods, although it highlights
hazard analysis and risk assessment as central concerns.
Similarly, a survey on safety boundaries in human-robot
interaction 212 aims to categorize recent literature by
describing safety requirements during human-robot col-
laboration, emphasizing collaborative robot functions in
specific processes. This survey explores methods for
psychological safety in HRC and its influence on robot
behavior, addressing the psychological factors of robot
integration in industrial and social contexts. A search of
safety analysis methods in [212] shows that most studies
employ cognitive and task-analytic models along with
traditional hazard analysis methods such as the Human
Factors Analysis and Classification System (HFACS),
FMEA, FTA, STPA, HAZOP, and SAFER-HRC. The
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findings are consistent with those of Huck et al. [210],
though the number of papers evaluated is smaller due
to the different focus of the study.

In conclusion, the need for our SLR is justified by
its focus on CPPS within the industrial automation con-
text, extending the review period to the end of 2023 and
incorporating the latest advancements in Al for risk as-
sessment. Our review surpasses previous meta-reviews
by encompassing a broader range of methods and high-
lighting the integration and combination of risk meth-
ods, particularly emphasizing the application of ML /DL
techniques and their implications for CPPS.

7 Conclusion

In this paper, we have conducted a Systematic Lit-
erature Review to evaluate the applicability and limi-
tations of existing risk assessment methods for Cyber-
Physical Production Systems. Through this review, we
identified several aspects of CPPS that challenge tradi-
tional risk assessment methodologies, including high au-
tonomy, intelligence, heterogeneity, spatial and logical
distribution, high structural and behavioral complex-
ity, reconfigurability, and human-in-the-loop integra-
tion. Our findings indicate that while there are numer-
ous risk assessment methods available, none can fully
address all the challenges posed by modern CPPS on
their own. We highlighted key gaps in current method-
ologies, including the need for hybrid risk models, ef-
fective integration of various risk assessment methods,
and the necessity of continuous risk assessment in recon-
figurable systems. Additionally, there is a critical need
for high-quality failure data to feed into these models
and for innovative approaches to model complex failure
scenarios, particularly those involving AI components.
In conclusion, addressing the risk assessment challenges
of CPPS requires a multifaceted approach, combining
traditional and advanced methods, continuous data col-
lection, and the integration of AI technologies.
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