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ABSTRACT
To this day, phishing remains one of the most critical and elusive threats in cybersecurity. Although detection
technologies have evolved and improved, they have not kept pace with novel phishing strategies. Thus, when
software cannot definitively identify phishing, the last line of defense rests with the user when they are
asked to ‘‘think before you click’’. The appeal is commonly accompanied by warning messages, supposedly
providing the user with enough information and incentive to make an informed, secure decision. However,
warning messages must be carefully crafted because their elements can considerably affect the user’s agency,
trust, and decision-making. We selected four of the key design elements in warning messages: content,
placement, level of friction, and timing. We conducted a qualitative study using think-aloud sessions with
18 participants. Each participant was presented with phishing scenarios, accompanied by warning messages
that differ in regard to those four elements of design, followed by a post-session interview. Thematic analysis
revealed 13 themes across the four elements and from the analysis, novel insights emerged. For instance,
timing changes the context in which users frame their concern: rather than being concerned about the
potential consequences of clicking—as the warning intends— they become suspicious of the app displaying
the message, fearing it may invade their privacy and violate their security. Our findings form a basis for future
research about how to design and implement mechanisms, such as warning apps, that are more adaptable,
targeted, and potentially more effective in protecting users from phishing attacks.

INDEX TERMS Phishing, phishing warning, security warning, social engineering, user-centric interaction
design, user study.

I. INTRODUCTION

PHISHING is a well-known threat used to perpetrate
multi-stage cybercrime against organizations [1]. It is the

root cause of financial losses, identity theft, ransomware and
malware infections, and reputational damage.

Despite years of research on how to mitigate it, it re-
mains one of the top cyber threats: In 2023, ‘‘the worst year
for phishing on record’’, there have been almost 5 million
phishing attacks, as reported by the Anti-Phishing Working
Group (APWG) [2]. This trend has only apparently stopped
in 2024, where instead the number of unique email campaigns
(i.e., classes of phishing emails with different subjects) was
up 64%, proving that ‘‘phishers are diversifying their email
subject lines in order to bypass email filtering’’ [3].

Since phishing is a semantic attack that combines technical

subterfuge with deception (see Schneier [4]), various preven-
tion mechanisms exist to mitigate risks, including approaches
like awareness campaigns, as well as technical solutions,
such as automatic detection systems. However, no algorithm
can provide a categorization with one hundred percent con-
fidence, as shown with PhiUSIIL [5]. There will always be
messages that might be suspicious but cannot be confirmed to
be fraudulent. In those cases, Johnny, our archetypal end user
in security research, is the last line of defense. Ideally, it is
Johnny that assesses the legitimacy of the suspiciousmessage,
and it is Johnny that decides how to act.
User-based warnings are intended for these edge cases,

where automatic detection cannot provide a definitive deci-
sion. They are not meant to appear regularly, but to comple-
ment automated detection in situations of uncertainty. Thus,
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FIGURE 1: We explore four key elements in warning design and implementation: timing, placement, level of friction, and
message content. We identify 13 themes emerging across the four factors based on a qualitative study with 18 participants.
These help to improve phishing warning design in the future.

automatic detection and user-based warnings should be un-
derstood as complementary approaches rather than compet-
ing ones.

So firstly, Johnny must be made aware that something
‘‘fishy’’ may be happening: in such cases, a commonly
adopted solution by browsers, email clients, and similar
message-delivering apps is to alert Johnny with a live security
warning. The fact is, security warnings are not all the same
and do not always trigger the response in Johnny that the
warning designer had in mind. Security warnings can irritate
Johnny by obstructing his path to the primary goal. Badly
designed security mechanisms cannot only fail to engage, but
may reinforce Johnny’s habit of ‘‘clicking without thinking’’
[6].

The difficulty of designing engaging, user-friendly, and
effective phishing warnings is a well-known problem. Re-
searchers have proposed a plethora of anti-phishing solutions
and evaluated their effectiveness in end-user studies [7]–[9].
Researchers have also measured how effective warnings are
at helping against phishing [10], [11], and compared their
effectiveness with other solutions [12]–[14].

These types of studies are often quantitative and fail to
investigate how the user perceives the warnings (e.g., are they
helpful or useless?), how they react in response to them (e.g.,
do they consider them, do they consider them first but then
ignore them, or do they ignore them right away?), and why
they react that way (e.g., do they believe they are a waste of

time or do they take them seriously?).
Das et al. [15] criticize that only 14% of recently published

papers about phishing include user studies and that the major-
ity of those studies are on tools developed by the researchers
in support of novel ways to cope with the threat, but without
a qualitative validation. Studies that aim to understand how
specific design factors impact the user’s perception and re-
sponse to these warnings are rarer, and it is in this particular
research field that this paper contributes to. We think that this
understanding is essential in order to be able to design more
effective warning-based anti-phishing solutions.
We focus our research on four specific elements that can

impact a person’s perception of and reaction to a warning
(see, Section 1, and Section II) (i) the warning content and
adaptability [16], [17]; (ii) the placement of the warning [18];
(iii) the level of friction induced by the warning [19]; and
(iv) the timing at which the warning appears [20].
The influence of these four elements has not been studied

in the context of phishing so far, so when contextualizing
our contribution over the four factors impacting phishing
warnings, a major research question arises: How do message
content, placement, level of friction, and timing impact the
user’s perception of the risk and the user experience of a
warning, and how do they influence the following actions?
This work contributes to answering these questions.
There are previous considerations to take into account.

Message content does not seem to improve user self-
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protection [16], but also because of lack of adaptability, which
is indeed praised as noteworthy [17]. Thus, we study adapt-
ability with message content in phishing. Placing a warning
closer to where the threat may materialize seems to improve
the effectiveness of the message [18]. We study how Johnny’s
perception changes depending on where the warning will ap-
pear: close to where he is going to click or type, or somewhere
else, e.g., on the taskbar. Friction has been introduced as a
concept by Distler et al. [19]. We will study the effect of
different friction levels, specifically in phishing warnings.
Timing is defined bywhen awarningwill be shown.Warnings
that appear closer to a dangerous link are more effective [18]
and this effect has been studied mainly for online gaming
security, see Qu et al. [20]. To our knowledge, we are the first
to study its effect on phishing warnings. Moreover, we look
into the perception of privacy with timing, because a better
timing may suggest that more information about the user has
been processed.

Studying the four mentioned elements by using a method-
ology explained in Section III, we contribute to advance the
state of the art, as follows: (Section IV):
(i) we propose a first analysis of the influence of the vari-

ables of timing, placement, level of friction, andmessage
content on phishing warnings;

(ii) we identify 13 themes across the four variables based on
qualitative think-aloud sessions and a thematic analysis;

(iii) we discuss valuable insights for phishing warning de-
signs: the variables of timing and context can lead to
security concerns, however, no universal solution to
phishing warning design is possible.

Although this work is a scientific contribution to the field
of usable security, it provides practical information for de-
signing real-world phishing prevention mechanisms. Thus,
by extension, this work contributes to better protecting users
from phishing attacks (Section V, and Section VI).

II. BACKGROUND AND RELATED WORK
We discuss in more detail related research on mitigation
strategies for phishing and the four elements of design that
this paper studies: timing, placement, level of friction, and
message content (including its adaptability).

A. MITIGATING PHISHING THREATS
Among the multiple approach and strategies to mitigate
phishing threats that exist (see Naqvi et al. [21]) two main
categories of strategies stand out: non-technical and technical.

A widespread non-technical strategy, largely adopted
within organizations, is education. Employees are trained to
respond to phishing campaigns by taking part in simulated
phishing exercises (see Siadati et al. [22] and Kumaraguru et
al. [23]) where their resilience is put to a test. Educational
modules are offered to those who fail the test, that is, that fall
for the phishing, usually by clicking on a link.1

1To wait until they edit a password on a form would be controversial, even
illegal if performed without consent, according to the GDPR.

Whether training is an effective solution is still unclear,
the subject is quite heated, but the quest for effective training
sparked research on different training methods (see Jampen
et al. [24]), or on innovative strategies, such as gamification
(see [25]–[28]).
The second cornerstone of phishing prevention is technical.

Stand-alone or offered as browser extensions, modern phish-
ing detection algorithms utilize a combination of different
strategies, including (without the ambition to be complete)
the following.

• List-based : A classical strategy that keeps a list of
known phishing websites (blocklists) alongside a list of
legitimate websites (allowlists). Examples of systems
list-based are ‘‘Google Safe Browsing’’ and ‘‘Phish-
Tank’’ [29].

• Feature-based : It analyzes specific attributes of a web-
site or email to identify phishing. Quite accurate in gen-
eral, but not very flexible, an example of a system using
this strategy is to search for abnormalities by comparing
the address of resource elements on a web page with the
URL, as shown by Moghimi and Varjani [10].

• Machine learning-based : Here, machine learning mod-
els are trained on phishing attack data to be able to pre-
dict whether a website (see Srinivaso Rao and Pais [30])
or email (see Bountakas et al. [31]) is fraudulent. Unlike
feature-based systems that work with predefined condi-
tions, machine learning systems are more adaptable, and
can learn.

Although anti-phishing technologies are getting better (i.e.,
have higher detection capabilities and lower false positive
rate), there will always be some phishing message that es-
capes, that is the true positive rate remains below 100%
(Gmail’s spam filter has 99.9% accuracy according to Dada
et al. [32]). This is why warnings are still elementary in
phishing: in that gap where humans have the responsibility
to detect a phishing attack, warnings can pass along valuable
information and can act as a catalyzer in raising a user’s
defenses. The modality in which this indicator is designed is
as important as the presence of the warning itself.

B. SECURITY WARNINGS DESIGN
The design of warnings that are effective is a complex task.
We recall the most relevant research on the subject, within the
scope of our work.
Security warnings, like those that browsers show some-

times, can be effective, but only if users have some prior
security experience [33]. Johnny’s experience (e.g., being
a novice or an expert), and thus his mental model of the
situation, determine his behavior in response to a warning [6];
but there are no current warning designs that blatantly violate
accepted good design practices [34].
Researchers can tell us indirectly about the effectiveness of

a warning design when they validate an anti-phishing solution
they propose. Volkamer et al.’s ‘‘TORPEDO’’ [8], plays with
proximity and frictions to offer warnings (‘‘tool-tips’’) that
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are hard to ignore, while observing that users improve their
detection rate. ‘‘MailTrout’’ [7], a browser extension, also
reaches high accuracy and user acceptance rates with AI-
based warnings whose content explains the threat, describes
cues, and recommends actions. Describing what cues justify
the warning seems to increase a user’s detection and speed of
detection rate. In fact, similar improvements are reported by
Cooper et al. [9], where the authors study the effectiveness of
audio and visual cues in their tool ‘‘PAWS’’ (Phishing Alert
and Warning). Instead of working with content, Aggarwal et
al. [35] work on placement. In their ‘‘PhishAri’’, designed
to be integrated on X (formerly Twitter), warnings work by
displaying a green (resp., a red) circle next to any safe (resp.,
potentially phishing) link.

C. ROLE OF TIMING, PLACEMENT, FRICTION, AND
CONTENT IN SECURITY WARNINGS
Several researchers have studied how the four warning design
variables of timing, placement, friction and content influence
user perception of security risks and behavior.

a: Timing
Qu et al. [20] demonstrate the importance of timing for
the effectiveness of security warnings. The purpose of their
warnings was to encourage users to make secure decisions
when deciding on a password in an online game. According to
their findings, displaying security warnings later in the user’s
journey is more effective than displaying them earlier. Greco
et al. [36] show that the warnings should be displayed after
seeing the email content, while Bender et al. [37] emphasize
on just-in-time warnings. With a focus on URL restriction,
Petelka et al. [38] used time delay as one variable.

b: Placement
Petelka et al. [18] showed the benefits of placing phishing
warnings close to the link rather than in a banner at the top
of the phishing email. This placement can improve the effec-
tiveness of the warnings by associating the warning message
with the actual hazard (i.e., link) within the email.

c: Level of Friction
Cox et al. [39] argument for friction in the form of micro-
boundaries, as they intentionally create pauses in the interac-
tion flow that may create more mindful behavior. Slifkin and
Neider [40] conclude that interrupts help to classify phishing
emails. Distler et al. [19] present a framework for under-
standing security-enhancing frictions. Bravo-Lillo et al. [41],
[42] discuss the concept of pop-up fatigue that describes the
diminishing attention of users when repeatedly encountering
pop-up notifications. The authors also investigate whether
integrating elements that capture attention into the design
of dialogues can increase user attention. They found that
the attractors that forced user interaction were resilient to
habituation. Dennis and Minas [43] explore cognition-related
aspects of security decisions, referring to non-conscious au-
tomatic cognition (System 1) and deliberate, logical, and

conscious thoughts (System 2; Kahneman [44]). The authors
challenge the assumption in traditional security research that
users are making deliberate decisions by arguing that warning
messages require System 2 thinking to process what auditory
cues could trigger. This would constitute an extreme form of
friction, surpassing the friction levels suggested by Bravo-
Lillo et al. [41], [42].

d: Message Content
Harbach et al. [45] investigated the readability of real browser
warning messages. The authors identified issues in the com-
prehensibility of the messages due to technical terminology
and overly long or complex messages. The authors underline
the importance of clear, short messages, that do not rely on a
technical vocabulary. Zaaba andBoon [46], studying usability
issues of security warning dialogues, found that the content
of warnings, to be effective, must clearly instruct the user
on the next safe step. However, as Lain et al. [16] proved
by conducting a large-scale, long-term phishing experiment
involving more than 14,000 study participants, conciseness
also matter because detailed warnings do not significantly
improve effectiveness. They study does not provide an expla-
nation for this conclusion. Greco et al. [36] summarize that
explanation messages in the warnings should be a included.
Sarker et al. [47] propose that ineffectiveness of a message
content is affected by explanations that are (a) insufficient
and unsatisfactory; (b) lengthy; (c) incomprehensible; and (d)
inconsistent. High quality message contents should satisfy the
same qualities as good pieces of writing do.

D. DISCUSSION OF THE RELATED WORK
We conclude our review of the state of the art with a brief
discussion. The literature reveals that crafting effective warn-
ings is challenging, and suggests that various more nuanced
questions must be addressed if we wish to design warnings
that are more effective in guiding users into decisions that
protect them from phishing. Much of the existing work is
quantitative, leaving a notable gap in the qualitative under-
standing of those questions (see also Sarker et al. [47]).
Prior studies have explored elements that could affect the

design of security warnings. We are interested in particular in
timing, placement, friction, and message content. However,
these aspects have partly not been investigated in the context
of phishing, as summarized in Table 1. For example, the
three studies that investigated timing in the design of phishing
warning show that warnings should be shown later, either
after seeing the content of the email or just-in-time. The study
of friction in security warning is at its beginning, and there
remains a need for a more comprehensive understanding of
how friction impacts user experience. On the topic of message
content, research suggests that explanations are useful, while
more detailed warnings do not increase effectiveness without
giving reasons for this observation.
This paper’s research is novel because it studies these par-

ticular design factors in the context of phishing warnings with
an in-depth, qualitative analysis of user experiences. This
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TABLE 1: Comparison of relatedwork related to the variables
of timing, placement, level of friction, and message content.

Study Variable

Timing Placement Level of friction Content

[20], [37], [38] x

[36] x x

[18] x

[19], [39]–[44] x

[16], [45]–[47] x

Our study x x x x

user-centric approach could significantly aid the development
of effective and user-friendly phishing warnings.

III. METHODS
We recall our research design, study materials, participant
recruitment, data collection and analysis methods.

A. RESEARCH DESIGN AND PROCEDURE
We opted for a qualitative study on how timing, placement,
level of friction, and message content influence user experi-
ence with phishing warnings. The goal is to gather insights
into the feelings and reactions of the participants when the
four selected design variables are altered. We conducted a se-
ries of in-depth, one-on-one interviews, and we analyzed the
data using thematic analysis guided byBraun andClarke [48].
This guide led to the following steps.

1) Familiarize with the data through reading and note-
taking.

2) Develop codes that capture ideas from the data relevant
to the research questions.

3) Group the codes into potential themes that capture
broader patterns in the data.

4) Review and refine (e.g., combine, separate, or discard)
those themes to represent coherent patterns in the data.

5) Give them names and definitions, as well as in-depth
explanations.

6) Contextualize all the themes in a narrative that analyses
the data and is supported by data extracts (quotes). This
narrative reflects on the research questions.

1) Research Protocol
Phishing-related studies frequently use deception because it
makes it possible to observe genuine reactions. However, we
opted for a non-deceptive approach: under the same scenario,
it allows us to have a transparent and open discussion with
our participants on all aspects of our research. In fact, the
research protocol was developed to encourage the participants
to verbalize their thought processes. We also prompted spe-
cific open-ended questions to the participants to invite them
to share their thoughts and reflections related to the research
questions.

FIGURE 2: The continuous cycle of Thematic Analysis [49].

FIGURE 3: Baseline warning, in its full graphical display.

The research protocols began with welcoming the partici-
pant to the lab. After we explained the goal of the research, we
clarified the definition of phishing, to give the participants a
common background in the research context. The participants
were then guided to take note of the information sheet, fill out
a consent form, and answer a demographic questionnaire.

Then, we allocated time to discuss the topic of phishing.
As a warm-up phase, the participants were invited to sit in
front of a laptop, telling them that this scenario was meant
to reproduce them being at work. Then, they were presented
with a series of mock-ups displaying web pages with phishing
attempts. The first web page included no warning, followed
by a page including a baseline warning (see Fig. 3). Then the
participant was presented with several mock-up web pages,
each modifying the baseline warning’s variables of timing,
placement, level of friction, and message content. The mock-
ups after the baseline warning were shuffled for each par-
ticipant to avoid order bias. The procedure concluded with
explicit questions about the studied variables.

To prevent participant fatigue, we limited each session with
the six mock-ups to last at most 45 minutes.
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2) Pre-tests
Five pre-tests were conducted that revealed some issues
with the comprehensibility of some questions, which were
rephrased for the main study.

Stark differences were observed in reactions to message
content between tech-savvy and non-tech-savvy participants.
This observation led to the introduction of the concept of
adaptability to make the warning mechanism suitable for
different levels of tech knowledge.

3) Scenario
Some basic context was given to the participants and a
simple setup with a classic phishing attack was presented.
The purpose of the setup was to allow for the discussion of
the warning design factors. An office scenario was selected,
which is unrelated to personal online behavior, allowing for
more comparability. Participants provided informed consent
and were aware that the study examined phishing warnings,
the study design was not deceptive.

4) Warnings
The warnings are designed as if they originate from a pre-
installed browser extension. They are meant to be displayed
when the phishing detection technology behind the extension
is not able to decide whether a link and the website behind
it are safe or unsafe with certainty (see Krol et al. [50]). The
decision-making agency is then relayed to the user.

Mock-ups of a website and browser extensions were de-
signed using the interface design tool [51] as study material.
Each variable was visualized in an example scenario. These
example pages were used to discuss how the participants
experienced changes in these variables. The website chosen
for the scenario was LinkedIn [52] as it was the most common
social media network to be used in phishing attacks, accord-
ing to the Check Point Research Team [53]. The mocked
phishing pages were designed to be believable but contained
minor errors, including spelling mistakes.

The first mock-up (see Fig. 4a) displays a phishing page
without any warning. This mock-up was used to establish
an understanding of the user’s reaction to a fraudulent login
page and interpretation of the situation and cues without any
assistance.

Fig. 4b shows the same website with a warning from a
browser extension used as the baseline. The classic design
follows the guidelines by Black et al. [54]. The headline
‘‘Warning: Potentially deceptive login’’ uses the phrasing
‘‘deceptive’’ instead of ‘‘phishing’’, modeled after the mes-
sageMozilla Firefox showswhen blocking a phishingwebsite
[55]. The word ‘‘potential’’ was added to indicate the uncer-
tainty. The warning highlighted some information to aid the
user in making an informed decision. The URL was shown
in bold (see [56]–[58]). Similar to the ZecOps Research
Team [57], the following line informed the viewer about the
number of times they have visited the website. A ‘‘Learn
more’’ button expands the warning to include concrete rea-

sons why the website is suspected to be phishing by the tool
(see [57], [59]).
The mock-up in Fig. 5a was designed to investigate the

impact of timing. The warning occurred a step earlier in
the phishing attack lifecycle, namely in stage 2 (Phishing)
instead of stage 3 (Infiltration) in the baseline warning. The
user sees an email inbox with a phishing email that includes
a fraudulent link and is presented with a warning. Fig. 5b
presents a phishing page with the modified placement of the
warning. The message window is located in the top right
corner of the browser, where phishing warnings from browser
extensions are commonly placed, e.g., by Netcraft [56].
Themock-up in Fig. 6a depicts a warning with an increased

level of friction. A micro boundary was introduced, the login
was disabled, and an additional step of interaction with the
warning (click a button) was needed to proceed.
The mock-up in Fig. 6b features a warning with a mod-

ified, shorter message. Compared to the baseline message,
this warning does not inform the user how many times they
have visited the current website. Furthermore, the shortened
message provides a concise warning without detailed expla-
nations. This shorter warning assumes the user is already
knowledgeable and only requires a reminder. Additionally,
the warningmessage is adaptable, for example, based on their
level of technical knowledge.
The mock-ups do not present suggested warning imple-

mentations; they have been created to illustrate design factors
for discussion with the participants.

B. PARTICIPANTS

The in-person study was conducted at the University of Lux-
embourg’s campus in Belval. The participants were recruited
through flyers distributed through university platforms to
students and staff and a local sports club. They were required
to be over 18 years of age, fluent in English, and have an oc-
cupation that includes reading emails. As compensation, they
received vouchers for online shopping. From the interested
applicants, a group with diversity regarding employment sta-
tus, gender, and technological background was selected. Due
to the described recruitment method, the sample may have
been prone to self-selection bias.
Our sample size of 18 is consistent with recommendations

in the literature, which indicate that thematic saturation in
qualitative interviews can often be achieved with 9–17 par-
ticipants [60].
Pseudonymized demographic data of the selected 18 par-

ticipants is provided in Table 2. The gender distribution was
slightly skewed towards males (seven females (39%), eleven
males (61%), and no other participants). The ages of the
participants ranged from 22 to 55 years, with a median age of
30 years. The sample was slightly skewed towards individuals
who reported having technology-related backgrounds (61%),
with one participant in the cybersecurity-related field.
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(a) No warning. (b) Baseline warning.

FIGURE 4: Detail (no desktop view) of the no warnings and baseline design prototypes.

(a) Prototype warning with modified timing. (b) Prototype warning with modified placement.

FIGURE 5: Prototype warnings with different variables.

(a) Prototype warning with modified level of friction. (b) Prototype warning with modified message content.

FIGURE 6: Prototype warnings with different variables.
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TABLE 2: Interview participant demographic data.

No. Gen. Age Job Title Field Education Tech field Security field

P1 F 22 Working student Psychology Highschool No No
P2 M 23 PhD candidate Computer science Master’s Yes No
P3 F 22 Working student History Highschool No No
P4 M 27 Working student Engineering Bachelor’s Yes No
P5 M 24 Working student Computer science Bachelor’s Yes No
P6 F 29 PhD candidate Biology Master’s No No
P7 F 27 Working student Computer science Highschool Yes No
P8 M 29 PhD candidate Computer science Master’s Yes No
P9 F 30 Attorney Law Master’s No No
P10 F 31 PhD candidate Cryptography Master’s Yes Yes
P11 M 30 Software engineer IT Master’s Yes No
P12 M 42 E-learning specialist Education Master’s Yes No
P13 M 29 Web developer IT Bachelor’s Yes No
P14 M 38 Tech transfer officer Intellectual property Master’s Yes No
P15 M 30 Project manager IT Master’s Yes No
P16 M 33 Project communications officer Advocacy Master’s Yes No
P17 F 38 Team assistant Administration Bachelor’s No No
P18 M 55 Safety manager Aviation Master’s No No

C. DATA COLLECTION AND ANALYSIS
After having collected the participants’ written consent and
informed them about the nature of the research, we pro-
ceeded with the interviews of the 18 participants in January
2023. Each interview lasted approximately 45 minutes. The
interviews were audio and screen recorded, transcribed, and
manually refined. Data were pseudonymized in accordance
with the GDPR recommendations.

We analyzed the data by following a thematic analysis [48].
This is a common choice whenever the goal is to find out
from qualitative data people’s opinions and experiences. To
evaluate the interviews, thematic analysis was applied to the
data with the help of MaxQDA. The transcripts were first
segmented according to the four design variables (timing,
placement, level of friction, and message content) and impact
factor. The initial impact factors are the user’s understanding
of the warning and the perceived risk, their following action,
and their user experience. The additional category of emo-
tional response emerged in the coding process. Following the
segmentation, themes were developed from patterns across
the codes and segments to capture considerable patterns. The
codes and themes were reevaluated based on their thematic
relevance and frequency across the data.

D. LIMITATIONS
The qualitative study used interviews and mock-ups to sim-
ulate an office environment. The responses might be differ-
ent in an actual work environment. The participants were
recruited on the campus in Luxembourg using flyers, which
might include a self-selection bias. Also, the number of par-
ticipants with technical backgrounds is higher. Lastly, the
responses might differ from those in other countries.

IV. RESULTS
Here, we showcase our findings, discussing the themes
emerged from the thematic analysis of the collected inter-
views. The results are structured by factor, with three themes

having emerged in connection with the factors timing, place-
ment, and message content, and four in connection with the
factor level of friction.

A. TIMING
1) Risk Understanding (T1)

Description: Users have a more concrete mental model of the
threat at a later stage in the phishing attack, which leads to
more compliance with late-stage warnings.
The interviews suggest that presenting the warning later in

the user’s interaction process with the phishing attack may
lead to more concrete comprehension of potential conse-
quences and an elevated perception of risk. Certain partici-
pants who dismissed the warning in their email inbox were
heeding it at the login web page. Their mental model of the
threat appeared to be more concise at a later stage than at
an earlier stage. When presented with the warning earlier,
in the mailbox, some participants did not perceive the action
of following the link as risky enough to be deterred, despite
the warning. One participant illustrated this indifference by
stating, ‘‘It’s not really important. If I will get - okay, maybe
you will lose your credentials. Maybe you install something.
I will follow, I will just click on it and I will check if it’s
LinkedIn or if it’s something else’’ (Participant 4). Participant
1 describes her comprehension of the situation with more un-
certainty: ‘‘Um, the warning tells me that there’s a deceptive
link. But if this is the email, then I don’t really see the link
that would be deceptive. Okay. Um, but I guess, I mean, if you
press... but it doesn’t seem that obvious to me how this could
be a scam’’. When the interviewer asked her to assess the
potential consequences of following the link, she confirmed
that she did not associate any risk with the link itself, stating
‘‘Um, I don’t know. I think if you would now click on the
link, I wouldn’t know what would happen or what they would
have access to just by doing that because they already have
your email...’’ She followed up with a vague description of
potential consequences and a behavioral remark, ‘‘I feel like
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Obtrusiveness (F1)
Diligence and Behavioral Changes (F2)

Awareness of User Agency (F3) 
Emotional Responses (F4)

Level of Friction

Obtrusiveness (M1) 
Effectiveness and Clarity (M2) 

Adaptability (M3)

Message Content

Risk Understanding (T1)
Perceived Safety (T2)
Security Concerns (T3)

Timing

Visibility (P1)
Obtrusiveness (P2)
Uncertainty about the Source of 
the Warning (P3)

Placement

⚠WARNING
Suspected Phishing

FIGURE 7: Overview of the themes.

maybe I would just click ‘close’ on that warning’’.
Conversely, when the warning was shown at the login

stage in the baseline warningmock-up, both participants were
aware that logging in on the website was unsafe and that
they would not proceed to enter their credentials. When asked
about their comprehension of the login stage warning, they
commented ‘‘It makes me think that something is wrong... and
I will not sign in here’’ (Participant 4) and ‘‘It’s trying to tell
me that ... it could be a fake scam web page trying to get me
to enter my email address and password for an account I’ve
already created on a different website’’ (Participant 1).

2) Perceived Safety (T2)
Description: Early-stage warnings improve user experience
for users who already perceive following malicious links as
unsafe because the early warning makes them feel safer.

Similarly to the previous theme, this one also stems from
the understanding that the security risks are higher at a later
stage in the phishing attack. However, contrary to the previous
theme, this theme deals with participants analyzing the risk
and coming to the conclusion that earlier warnings feel safer
to them and therefore improve their user experience when
compared to later-stage warnings. The concrete hazards of
following a phishing link without entering your credentials
are elaborated upon in Section V-A.

Participants described feeling like they were at a lower
risk when presented with the warning in their email inbox
rather than at the login page. The degree to which they were
aware of concrete risks from just following the link varied.
This perception seemed to stem from a desire to be shielded
from potential threats before interacting with a potentially
malicious website. Participant 6 was not entirely certain about
the possible consequences, but expressed that she preferred
to not even interact with a malicious website: ‘‘For me, [the
warning] is preferable in the email itself because I don’t want

to accidentally open up something. I’m not sure if they can
obtain information ... just based on that.’’ This highlights
an underlying uncertainty about the threat which, for this
interviewee, led to caution.
Other participants described concrete consequences asso-

ciated with interacting with phishing emails, even before
providing credentials. Participant 2 pointed out his concern
with information other than his credentials being stolen, stat-
ing, ‘‘...Even if somebody clicks on it, and he may close the
browser, still some of his information gets stolen from the -
from his network, like his IP address and stuff.’’ Similarly,
Participant 15 feared that he might be tracked: ‘‘Because I
know if I click, then they’re going to track me. They know I
have come from the email.’’ Consequently, Participant 2 also
preferred to be warned at an earlier stage, like Participant
6. Participant 15 preferred not to be warned at all, stating
he would be able to detect the phishing attempt without
assistance and exit the situation at an early stage as well.

3) Security Concerns (T3)

Description: Displaying a warning in an email environ-
ment triggers security and privacy concerns associated with
browser extensions.
When thewarning appeared in themail client rather than on

the login page, participants started expressing security-related
concerns about the browser extension. Presenting the warning
in the email inbox seemed to draw attention to permission
issues because emails are perceived as more private. With the
warning appearing in the inbox, participants began pointing
out the fact that the extension had access to their emails.
Participant 15 articulated this concern, mentioning, ‘‘My first
thought is it’s cool. But my second thought is, now that it
can read my emails, ... is this thing reading something else?
Which would encourage me to delete it.’’ This sentiment was
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echoed by Participant 16, who was uncomfortable with the
extension’s access to personal emails but raised an additional
concern beyond the extension itself. His fear was that even if
the extension was not invading his privacy, it may introduce a
vulnerability into his system: ‘‘If you have an add-on installed
on your browser that is not updated on a regular basis, it may
lead to backdoors that other people can exploit and then gain
access once again to my personal information.’’

There were also participants who, after pointing out their
security concerns with the extension’s permissions, seemed
to accept them. Participant 3 reflects, ‘‘I don’t know how I
feel about the browser being able to access my emails in real
time ... but if it’s not done to steal my data and sell it to a
third party company, I think I’m fine with it ... I don’t know if I
would care that much since we disclose already a lot on social
medias and whatnot.’’When presented with the timing mock-
up, Participant 15 also expressed his desire to have control
over what extensions or add-ons were installed on his devices.
He remarked: ‘‘If it’s pre-installed, then I would expect to
knowwhat this is... I would like to knowwhat’s installed onmy
computer and who is an admin of my device, who can install
things, who can see things onmy computer and stuff like that.’’

B. PLACEMENT
1) Visibility (P1)
Description: The warning’s placement determines its visibil-
ity and the perception of its relevance. It is more noticeable
when placed closer to the login field. In the upper right corner
of the browser, it can be dismissed not only because it is less
noticeable visually, but also because the position is associated
with other content.

The warning’s placement influences the visibility and trig-
gers associations with other content in the participants. Mul-
tiple participants pointed out the decreased and increased vis-
ibility of warnings placed in the top right corner and near the
login field, respectively. They described the latter placement
as ‘‘more visually striking’’ (Participant 17) and that ‘‘your
eyes are primarily focused on the email address and password
fields’’ (Participant 18). Participant 6 expressed a personal
preference for this placement for that reason: ‘‘For something
like this, I would actually prefer it probably to be closer to
where I’m anyway focusing my attention. So otherwise, I’m
more likely to miss it.’’ Participant 17 added to that perspective
that she might disregard the warning in the corner, especially
in stressful situations or when she is in a hurry.

Some statements about the disregard of the corner warn-
ing were not directly related to the lack of visibility, but
rather to their experience of content in that position in their
browser. They explained that they might mistake the warning
for another type of notification, such as an advertisement or a
browser update reminder (Participants 13 and 17). Participant
8 associates this placement with browser extension notifica-
tions, saying: ‘‘This has become like a white noise zone, so I
would ignore it.’’

2) Obtrusiveness (P2)
Description: The warning’s placement can negatively affect
the user’s experience if it clutters the screen; it can also dis-
tract from crucial information when it is placed prominently.
Some participants perceived a warning placed close to the

dangerous elements of the phishing page as more disruptive
and distracting, and a more subtly positioned warning as less
disruptive. One explained, ‘‘It feels ... less intrusive ... and
it looks more standard. What I mean is, it’s more common
to have ... these kind of warnings off the main action you’re
trying to perform. So it feels less annoying for some reason.
Maybe it’s because I’m used to it’’ (Participant 12). The famil-
iar placement appeared to be more comfortable. In contrast,
the warning placed close to the login field was perceived as
cluttering by some users. ‘‘I think it’s a good way to be in-
formed, but there’s a lot of information on the screen ... I don’t
know if having a big pop-up on your screen is an effective way
to be informed’’ (Participant 17). Another participant did not
share this sentiment and preferred the placement because the
warning ‘‘basically didn’t cover any real information, but still
intruded on the main window’’ (Participant 18). On the login
page where it appeared, the warning did not cover anything
other than white space due to the design of the web page.
A new consequence of the warning’s placement emerged

when Participant 15 was presented with the warning in the
email inbox, which was positioned close to the phishing link
in the mocked deceptive email. The prominent positioning of
the warning appeared to have distracted him from noticing
the sender address, which was a notable phishing cue in the
example email. It occurred to him later in the discussion:
‘‘Something I haven’t actually picked up on is the fact that the
mail is - in the first place, the mail is wrong. And what is this,
’gmail.com’? ’noreply.linkedin@gmail.com’? What is this?
Okay, why are we even talking about this? Yeah, I missed that
somehow because I was looking at other places. I was looking
at the link. I haven’t paid attention to this, even though this is
where I should have looked at...’’ This realization caused an
emotional response, indicating distress over overlooking this
critical detail.

3) Uncertainty about the Source of the Warning (P3)
Description: The warning’s placement on a web page can give
users clarity about its source, or arouse suspicion if it does not.
Users utilize the warning’s placement to distinguish be-

tween browser extension warnings and website-generated
content. They are able to identify the warnings as an anti-
phishing browser extension when the warning is placed in
the top right corner, overlaying the browser UI, but have
misconceptions or raise doubts about the warning’s origin
when it is placed on the web page close to the login field or
the link.
One participant had the misconception that the warning

was coming from the website itself, replying to a question
about his understanding of the warning with ‘‘to be very
honest, I don’t know. But I think it shows that LinkedIn is
taking care more about security to their users [sic] ... So

10 VOLUME 11, 2023

This article has been accepted for publication in IEEE Access. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/ACCESS.2025.3642897

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License.

 For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/



Pham et al.: A Qualitative Study Investigating the Impact of Design Decisions on the User

if LinkedIn provides this type of warning, I will say I feel
safe’’ (Participant 4). He assumed he was on the legitimate
LinkedIn website as he had not detected the phishing cues,
and gathered the warning originated from LinkedIn itself.
Other participants actively questioned the warning’s source.
The thought occurred to Participant 15 after being presented
with a warning close to the login field: ‘‘The more I look
at this, the more we talk about this, the more think about
this, I would think maybe there’s something weird going on.’’
He then became suspicious of the warning, assuming it to
be fraudulent itself, explaining, ‘‘That’s a meta-inception-
phishing kind of thing, because ... this is the window of the
page ... If it has something to do with the browser itself, it
would pop up as a notification from the toolbar.’’

Another participant echoed this sentiment immediately
when confronted with a warning close to the login field. He
voiced his concern: ‘‘Yeah, it’s very visible... But my question
is, where does it come from? If this is just an extension over
the browser? If I’m seeing it for the first time, I would be
like, okay, that’s another, that’s a part of the scam for me’’
(Participant 14). He immediately reached the conclusion that
the warning itself was fraudulent.

When presented with a warning in the top right corner of
the web page, overlapping the browser UI, Participant 6 stated
his preference for this design: ‘‘Yeah. So the position of the
warning definitely, it seems not to be coming from the web
page because it covers the part ... of the browser UI. I’m very
happy with that.’’ All participants who raised this concern
confirmed that this placement would ease their suspicions in
that regard.

C. LEVEL OF FRICTION
1) Obtrusiveness (F1)
Description: The level of friction of the warning influences
how obtrusive it feels to the user. Introducing a microbound-
ary can be perceived as overbearing or unnecessary, particu-
larly if they are shown on platforms that are not considered
sensitive.

The increased friction was sometimes perceived as too
obtrusive or unnecessary. Some participants expressed that
the microboundary felt like a disturbance and that it was an
unwelcome addition for their user experience. Participant 16
stated, ‘‘If I had the ability to turn that specific part of the
...extension off, I would. If I couldn’t turn it off, and it was
there by default, it would be slightly annoying.’’ He went
on to explain that the microboundary was not necessary for
him to make safe decisions, ‘‘I feel that I am not too likely
to ignore the popup itself. I would still check, for example,
the URL. So I don’t feel that there is added value for me
as a user.’’ For Participant 4, the necessity of friction was
dependent on the platform’s significance: ‘‘It should not be
on every website. It should be on some sensitive websites ...
developers always think that they are providing a more user-
friendly, safer service. But if it’s not very important data,
the user can sometimes get irritated by this warning.’’ He
elaborates on how he evaluates the relevance of the threatened

data for the scenario example: ‘‘If you are a well-established
professional, it might not be very important for you... But
if you’re newer in your career, like me, with one to three
years of experience, it’s really important.’’ His classification
was solely based on the immediate access to his account.
This illustrates how a low sense of perceived risk lowers the
acceptance of obtrusiveness.

2) Diligence and Behavioral Changes (F2)
Description: The level of friction influences the user’s dili-
gence and their considerations for their next action. Increased
friction triggers users to double-check warnings.
The change in the warning’s level of friction led to users

engaging with the warning more consciously. Participant 8
describes this heightened awareness after clicking the ‘En-
able Login’ button: ‘‘Now I’m physically doing something
to acknowledge the risks ... this will stay more in my mind
as opposed to just making a mental note.’’ The extra step in
the process made the warning harder to dismiss or ignore
on autopilot-behavior. The increased friction might lead to a
switch from System 1 to System 2 thinking and compel users
to actually read the warning, with Participant 7 saying, ‘‘I
mean, if this one actually stops me from entering information,
there is a higher chance that I will actually read what’s
written there.’’ Participant 2 articulates how the friction would
lead him to evaluate his next step more carefully: ‘‘People will
at least think twice about doing this ... because at first there
was only - you can just write and continue and just ignore
this, but now ... they will definitely check again before doing
’Enable Login’, like a two-step verification type of thing.’’
With their heightened diligence, some participants were now
considering double-checking their decision externally: ‘‘My
instinct would be to contact the IT department’’ (Participant
17).

3) Awareness of User Agency (F3)
Description: Introducing a microboundary increases the
user’s awareness of their own agency in the phishing scenario.
It makes users more aware of the fact that they have the choice
to proceed or to go back to the web page.
The introduction of a microboundary raised the partici-

pants’ awareness of their own decision on how to proceed.
With the increased friction, people started addressing the user
choice between going back or interacting with the warning
to proceed. This was despite the fact that all mocked warn-
ings offered the user a choice, this one simply required an
additional action to choose to proceed. The increased friction
seemed to draw focus to the fact that users had agency in the
scenario, and made some doubt that they should. Participant
8 articulated, ‘‘So yeah, it gives me a little bit more options
... so I would prefer to have other options other than ‘Go
Back’, like ‘Enable Login’. So I understand [the warning],
and now please allow me to just do my stuff if I want to
trust and go ahead.’’ When asked, the participant confirmed
he understood the mechanisms of both options with different
levels of friction, and continued: ‘‘Yeah, this is now putting
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the options forth explicitly. Before it was a little bit of an
ambiguous implicit decision... I have clear options. Either I
enable the login or go back.’’ At first, Participant 10 stated
she preferred the design with the increased level of friction,
naming the user agency as a reason: ‘‘So it gives you the
warning, and then it’s your duty to make sure that this is the
right website or this is the wrong website. So it’s your choice
... so I think in general it’s good to have this option so that it’s
your choice what you want to do.’’

However, when discussing the scenario more, she started
raising concerns about the user agency in the context of the
scenario: ‘‘So I think in general it’s good to have this option so
that it’s your choice what you want to do. But in this scenario
for LinkedIn, I think it’s better not to have the choice to sign
it. I don’t know, as I said, because of the address, because
I know that this is not the LinkedIn address. So I expect the
warning to somehow don’t give me the choice.’’ Participant
17 shares this opinion, circling back to the professional en-
vironment the scenario took place in. She underlines why
leaving security decisions to individual employees is risky: ‘‘I
think this could be beneficial, but in a professional context,
it would be crucial for the employer to provide adequate
training and awareness to employees about such threats. If
someone working in a company that doesn’t prioritize cyber-
security clicks on ’Enable Login’ carelessly, they could put
the entire company at risk. If I were an employer, I wouldn’t
include an ’Enable Login’ option.’’ This statement indicates a
comprehensive understanding of how individual actions can
affect an organization.

4) Emotional Responses (F4)
Description: Increasing the level of friction leads to intense
emotional responses in the users. The emotions range from
responsibility, uncertainty, and fear, to feeling patronized.

When presented with increased friction in the phishing
warning, users displayed more emotional responses. This
theme connects closely to the previous theme, withmost emo-
tions arising from being more aware of a conscious choice.

When encountering the increased friction, participants ex-
pressed an increased sense of responsibility. Participant 14
explained, ‘‘I can become liable. So ... I’m taking my own
risk, too. I’m exposing myself to the threat consciously. And
for that [there] might be different consequences.’’ Participant
17 extended this sentiment to factor in the actual liability in a
workplace scenario: ‘‘It’s challenging. If you’re an employee
and fall victim to fraud after clicking ’Enable Login’, it’s your
responsibility, not the company’s. This is a complicated situ-
ation for an employee... I wouldn’t feel comfortable clicking
’Enable Login’ because it puts the responsibility solely on
me.’’

This feeling of responsibility led to uncertainty and fear.
She continues: ‘‘I don’t have 100% confidence in the IT world
... So, I might be doing something wrong by clicking this
[’Enable Login’] button and maybe putting my company and
its financial status at risk. There are different aspects of my
company at risk - reputational, financial, and many others.

I don’t feel very comfortable clicking on this button if I’m
not 100% sure I can do that.’’ Introducing the microboundary
triggered a thorough evaluation of the risks and her potential
liability.
One participant, who had a very mindful stance on secu-

rity and privacy throughout the interview, felt that the mi-
croboundary came across as patronizing. This sentiment over-
laps with theme M1 when interpreted as being too obtrusive.
He expressed his dismay, saying, ‘‘This would be in the whole
patronizing thing, kind of ... removing even further agency
from myself ... [The warning is] even more patronizing as
compared to the thing before’’ (Participant 15).

D. MESSAGE CONTENT
1) Obtrusiveness (M1)
Description: The level of detail of the message influences
how obtrusive users perceive the warning to be. Lengthy
warnings may be seen as annoying disruptions. Users who
consider themselves to be internet-savvy may find detailed
explanations patronizing.
Participants generally found short and concise reminders

to be more user-friendly. Some participants expressed an-
noyance with long warning messages, especially if it was
shown frequently. They were familiar with the threat and
felt the warning was too extensive considering they already
knew how to detect phishing without assistance. Participant
14 reflected: ‘‘It depends how many situations I would [see
this warning in before] this whole thing gets annoying. It’s
too much, you know.’’
One participant felt more than annoyed at the longer warn-

ing, perceiving the detailed explanation in the warning mes-
sage to be patronizing. He considered himself to be knowl-
edgeable about online risks, and the warnings were designed
for less experienced users. He described his sentiment with
the analogy of language proficiency levels, feeling that the
warnings were designed for a lower proficiency level than his
own: ‘‘I feel like I’m C2 in this, and this is for B2 people.’’
When presented with the shorter, less detailed warning, his
negative emotions subsided: ‘‘It’s better since it’s less patron-
izing. So it’s just kind of nudging me and like reminding me
and poking me... It’s cleaner, it’s simpler.’’

2) Effectiveness and Clarity (M2)
Description: The level of detail in the warning message has
different implications for its clarity and subsequent effective-
ness, depending on the user. Varying levels of information
are necessary to make an informed decision in a phishing
scenario, at the same time users will gloss over long warning
texts.
The data revealed varying preferences among users regard-

ing the level of detail in warning messages. Some responses
show that the user’s familiarity with phishing and technology
impacts their preference for warning message details. Partici-
pants with a good grasp of the concept of phishing appreciated
the concise, short warning. For them, the cue ‘‘phishing’’
is clear and impactful, and further details do not add value.
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One participant stated, ‘‘When you say ‘Suspected Phishing’,
people will definitely close it ... it’s better than the others’’
(Participant 2). Participant 6 phrased their preference very
clearly as well, saying, ‘‘because I am familiar with phishing,
I don’t need all of this other information ... Just show me the
URL and warn me.’’

In contrast, other participants recognized the short warn-
ings as alerts, but felt they did not provide enough information
to understand the exact threat and potential consequences.
Participant 17 describes this vague sense of caution with an
analogy: ‘‘The computer is saying to me there’s a risk. Be
careful. Double-check your website ... It’s kind of like when
you are on the motorway, and you see [an unknown street
sign] and you’re saying, ‘I don’t know what it is, but I will be
careful.’ I will maybe slow down and look around me.’’

An interesting admission by some of the participants was
that theywould skip over lengthywarningmessages. This was
attributed to a lack of patience and interest in reading through
the entire message. As one participant summarized: ‘‘I don’t
have time to read things’’ (Participant 15).

3) Adaptability (M3)
Description: Users attribute different levels of usefulness
to an adaptable warning message based on their technical
knowledge and experience. Impressions range from ‘unnec-
essary’ for technically skilled users to ‘very useful’ for users
who consider their peers.

The adaptability of the warning message was received
differently among participants. While some appreciated the
option to customize the experience for themselves or different
users, others felt it introduced unnecessary complexity.

Participant 18 voiced doubts regarding the perceived com-
plexity introduced by having two modes available: ‘‘Is it
worth it? In introducing that complication, I’m not so sure... Is
that worth the additional complication to have presented the
user with expert mode and non-expert mode?’’ He elaborated
that if the only difference between themodes was themessage
content, it might be overcomplicating the extension.

On the other hand, Participant 17 felt that adaptability
would increase usability for a diverse audience. She explained
that while she herself would prefer the short reminder mes-
sage, she would value if the more elaborate message was
available for colleagues ‘‘if [they are] 60 years old and don’t
know how to work with a computer, and [they are] on such
a website’’ This underlines that some users are aware that
their fellow workers have different levels of technical under-
standings and that they might benefit from warnings that are
adaptable to their level. This participant pointed out through-
out the interview how individuals could affect each other and
the entire company, viewing the security mechanism from her
own as well as her colleagues’ perspectives.

Several participants indicated that they would begin with
the elaborate message mode until they were familiarized
with the extension, and then potentially switch to the short
reminder. Participant 18 described: ‘‘Yeah, I would for sure
start with the normal mode and then maybe if I’m getting

used to the app... maybe you ... switch over.’’ Participant
14 elaborated on this, making his decision to switch modes
based on how often he would encounter the warning: ‘‘I think
it’s the frequency of this alert being displayed that makes a
difference. And I would opt then to just go to an expert mode
... if this is really like a daily thing.’’
One participant related his assessment of the adaptability to

the example label it had been given in the mock-up, namely
‘‘Expert Mode’’. He argued that experts do not require a
warning at all: ‘‘But then if I’m an expert, then I already know
this because I looked at the link... I’m very sorry, but this
is redundant because if you are an expert, then you do not
need this...’’ (Participant 15). This participant would prefer
an option to turn the warning mechanism off completely.

V. DISCUSSION
A. TIMING
The timing of warnings was a relevant factor in how users
reacted to them. Presenting warnings too early in the phishing
attack pipeline may not be effective due to a lack of a sense
of threat. When displaying a warning at the last possible mo-
ment, users had a better understanding of the risks associated
with disregarding the warning. Furthermore, decisions on the
timing of warnings can arouse privacy and security concerns
among users.
The importance of timing in regard to online security

warnings was investigated by Qu et al. [20]. In their sce-
nario, later-stage warnings were more effective at nudging
users toward more secure decisions. The results from this
research give insights into the effect of timing in the context
of active threat phishing warnings. The themes T1 and T2
can be aligned with the findings by Qu et al. [20], and give
possible explanations for why later-stage warnings might be
more effective at making users more compliant. The themes
deal with different levels of perceived security, but they also
approach it from different angles. T1 addresses knowledge-
based lack of awareness of safety risks at an early stage,
whereas T2 describes emotion-centric responses of feeling
more safe with early-stagewarnings, featuring different levels
of concrete understanding of the risks. Users wanted to be
shielded from any potential harm as soon as possible, and
their discomfort increased with a later warning.
Theme T1 (‘‘Risk Understanding’’) illustrates how partic-

ipants with limited knowledge of phishing were unable to
assess the risk associated with following a phishing link, but
were more confident about the risks associated with entering
your credentials on a phishing page. This suggests that users
can have an inadequatemental model of the threat at an earlier
stage, which underestimates the potential risks involved. The
mental model of the threat is more concise at a later stage.
It is crucial to know that there may already be harmful con-
sequences when following the link. Visiting the page may
already allow for a malware infection. The phishing pagemay
prompt a download to install malware, or, in combinationwith
a browser vulnerability, trigger a drive-by download, which
is an automatic download of malicious software without the
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user’s knowledge or consent. Furthermore, scripts on the page
might attempt to steal browser cookies and saved passwords,
which could lead to access to the victim’s online accounts.
Even in scenarios where no exploit is taking place on the web-
site, clicking the link can inform the attackers that your email
address is actively used and potentially receptive to these
attacks, which could lead to being targeted in future attacks.
Regardless of concrete harm done, ignoring the warning may
increase the chances of ultimately becoming a victim of the
phishing attack if this early-stage warning is the only warning
in the phishing pipeline, and there is no more protection at the
later stages. Exposing the users to warnings at all stages of the
phishing attack may induce warning fatigue (see Bravo-Lillo
et al. [41]), and the user may no longer heed the later stage
warnings after having ignored the early stage one.

However, other participants expressed that they would feel
safer with an early-stage warning (Theme T2 ‘‘Perceived
Safety’’). They preferred to avoid coming in contact with a
maliciouswebsite in the first place. For knowledgeable partic-
ipants, this sentiment came from being aware of the concrete
dangers. For participants who were not concretely aware of
the potential risks of following a link, a notable factor in that
feeling was uncertainty. Being unsure about the nature of the
threat and the consequences made these participants more
cautious, despite being uncertain about concrete risks.

Findings T1 and T2 highlight a warning design challenge:
Presenting warnings too early in the phishing attack pipeline
might not sufficiently highlight the risks, whereas waiting
until the user is about to perform a risky action can trigger
a more robust risk awareness response. However, presenting
the warning right before the credential theft already puts users
at risk and can additionally increase discomfort and fear.

A strategy to reconcile between these two findings could be
to modify the early-stage warning to be tailored toward those
who have a low perception of risk at that stage. The warning
at the link attempted to educate the user about the hazard, the
potential consequences, and how to avoid the hazard. Theme
T2 suggests that a vague sense of danger may already suffice
to deter users from proceeding on a potentially dangerous
website. An early-stage warning could be combined with a
concise message about an exemplary potential risk to invoke
a feeling of uncertainty and therefore encourage those users
to heed the warning.

Another approach to reconcile these two opposing argu-
ments would be to accommodate the different types of partic-
ipants. An adaptable warning could present the warning at a
suitable timing for the individual user. To implement such an
adaptable warning system, it would be essential to identify
the factors that would determine the timing of the warning.
Possible factors could be the user’s technical knowledge or
past interactions with warnings.

A striking observation when presenting the participants
with a warning in the email inbox was how security-related
concerns with the extension were raised. Participants were
expressing suspicions about the extension being able to read
their emails. Some added additional security concerns were

about the extension itself being potentially malicious or in-
troducing a vulnerability. An extension like this would likely
always be able to read anything on the user’s screen. The
baseline warning showed a warning on the phishing website.
In order to be able to detect phishing pages, the extension
would require permission to scan the content of all websites
that are visited. This would include an email client in the
browser. However, these concerns were only brought up in the
mailbox: The presence of private messages seemed to draw
attention to potential privacy issues that could be related to
the extension. Emails are regarded as more private than the
login website. Concerns about privacy-invading browser ex-
tensions are not unfounded. As shown by Carlsson et al. [61],
extensions that are given certain permissions canmisuse them
for malicious purposes.
This observation underscores the importance of designing

warning extensions with user privacy in mind. As demon-
strated by the participants’ reactions, placing warnings in a
sensitive context can provoke distrust in the tool. This is par-
ticularly concerning for security-enhancing software, which
should inspire trust. This implies that designers need to be
mindful about the context in which they place warnings, po-
tentially opting for a different timing to display the warning.
Overall, it is important to be transparent about the permission
the software has, the data it accesses, and how it is used. This
could help ease privacy concerns.

B. PLACEMENT
The placement of warnings played a role in the users’ expe-
riences with them. The results showed that warnings placed
in immediate proximity to the user’s current focus were de-
scribed as more noticeable, but also as more intrusive. Fur-
thermore, the placement was found to be used as an indicator
of the source of the message.
The investigation of warning placement was based on the

findings of Petelka et al. [18]. They found that placing a
warning closer to the phishing link as opposed to placing it
in a banner at the top of the email client decreased the click-
through rate on phishing links. In our study, the concept of
placing the warning close to the threat is applied to a later
stage of the attack, namely at the credential theft attempt.
Theme P1 (‘‘Visibility’’) supports Petelka et al.’s findings,
with participants describing the warning next to the login field
as more noticeable, leading to greater attention being given
to the warning. However, Petelka et al. explain their finding
with: ‘‘Our interpretation is that with a banner warning, users
search for the suspicious link by hovering over multiple links,
hover for a longer time over a phish link, yet might still
click the phishing link’’ [18, p.12]. In our study, a different
perspective for the increased attention surfaced: Participants
experience the generalization effect when presented with the
warning in the top right corner of the browser. They associate
the top right corner of the browser with notifications of low
relevance to them, such as browser updates. Compared to
regular habituation, which occurs when a person is frequently
exposed to the same stimulus, generalization describes the
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effect of habituation to one stimulus carrying over to another
one [62]. This explains how a habituation-like effect was
observed despite the participants seeing the warnings for the
first time during the study. Vance et al. [63] investigated
how non-essential notifications blurred with security warn-
ings due to generalization. They found that generalization led
to decreased attention as well as decreased compliance with
warnings. In their paper, they urge developers and designers
to design visually unusual security warnings that are resistant
to generalization.

The findings from our study suggest that the placement
of the warning close to the login field is a way to create
such a generalization-resistant warning. However, Themes P2
(‘‘Obtrusiveness’’) and P3 (‘‘Uncertainty about the Source of
the Warning’’) illustrate downsides to this placement.

Theme P2 sheds light on how the login placement of the
warning can feel obtrusive and cluttering to the users. This
obtrusiveness may even be more pronounced on different
login pages than the example presented in the study, which
had an empty space next to the login field. In the example,
the warning did not cover any information, but that could
differ on a website that contains additional elements next to
the login section. Another placement-related insight emerged
from a key incident when the timing mock-up was presented
to Participant 15. The warning location drew his attention to
the link and thereby distracted him from the sender address,
which surprised the online-security-savvy participant. This
introduces a new perspective on the guideline by Petelka
et al. [18] of putting the phishing warning where the link
is. To address this shortcoming of the warning placement,
the sender address could be included and highlighted in the
message, similar to how URLs are commonly highlighted as
important phishing cues in warnings [56]–[58].

The case of Participant 15 may also have been a product
of the artificial environment in which the interview took
place. This study’s method was not designed for behavioral
analysis, and he may not have paid attention to the phishing
cue because of the interview taking place. In a natural context,
his experience may have been different.

Themes P1 and P2 create tension between visibility and
obtrusiveness. While a prominently placed warning may be
more effective, it may also be perceived as more annoying.
Warning designs need to strike a balance between being vis-
ible enough to be effective but not so obtrusive to negatively
impact user experience.

Theme P3 raises intriguing points regarding the trust in the
warning mechanism. Placing the warning within the website
created confusion about the origin of the warning. While
some participants unknowingly attributed the warning to the
incorrect source (namely the website itself), other participants
consciously drew attention to the fact that the source of the
warning was not verifiable. A possible explanation for these
concerns being raised during the study was that they were
primed by the study setup to expect fraud, and were therefore
exhibiting increased suspicion. The way the concerns were
raised suggests this heightened vigilance, for example, Par-

ticipant 15 introduced the thought with ‘‘The more I look at
this, the more we talk about this, the more I think about this...
if the notification is here, then I might think that this is a part
of the pop-up.’’ This level of caution may not reflect typical
user interaction.

C. LEVEL OF FRICTION
Exploring the level of friction within phishing warnings pro-
vided interesting insights into user perceptions and behaviors.
While an increased level of friction successfully heightened
user awareness, users with higher proficiency occasionally
viewed increased friction as overbearing or unnecessary. Fric-
tion also triggered a wide range of emotional responses, from
fostering a sense of responsibility to eliciting feelings of
patronization.
Two levels of friction were presented: a simple warning re-

minding users of security risks, and onewith amicroboundary
that interrupted the user’s workflow. The concept of security-
enhancing friction is inherently based on temporarily creating
a negative user experience, as explained by Distler et al. [19].
This has been shown to have a positive effect by disrupting
mindless, automatic interaction in crucial situations [39]. The
findings in Theme F1 (‘‘Obtrusiveness’’) offer insights into
how users perceive and accept this mechanism.
A notable aspect of this finding is that obtrusiveness is seen

as more acceptable when the data under potential threat is
perceived to be significant. For Participant 4, the acceptance
of friction was dependent on the perceived sensitivity of the
credentials. He did not consider the social media website
sensitive enough to warrant the presence of the increased
friction. In terms of risk assessment, this participant focused
on the immediate risks associated with access to his account’s
information, but did not mention broader security concerns.
Thesemight include extended access to additional accounts in
case of password reuse, or the phishing being part of a multi-
stage attack, which could endanger not only him but also other
users. This has an implication for practical security strate-
gies: In order to increase user acceptance of friction-based
warnings, the level of friction may not need to be lowered if
the users’ risk awareness is enhanced instead. One potential
approach would be to incorporate educational information
about extended risks into the warning messages. However,
the findings from this study suggest that users are not taking
warning software seriously in the crucial scenario in which
they lack risk awareness. Alternative strategies would include
employee training programs or awareness campaigns to edu-
cate users about all potential risks.
A key challenge of using security-enhancing friction is

user acceptance. If a user finds the mechanism too obtrusive,
they may look for ways to circumvent it by uninstalling the
software or switching the browser. The friction needs to be
adjusted to a level that effectively protects the user but does
not alienate them.
Theme F2 (‘‘Diligence and Behavioral Changes’’) under-

lines how friction can influence user behavior. It shows that
the microboundary can lead to more diligence and careful
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behavior. This aligns with the findings by Cox et al. [39] that
a microboundary can disrupt ‘‘autopilot’’ behavior and push
users into the more deliberate System 2 mode of thinking.

Theme F3 (‘‘Awareness of User Agency’’) highlights the
increased awareness of user agency when additional friction
is introduced. The friction appeared to draw attention to the
fact there was a decision to be made, namely to proceed
with the login or to go back. The participants’ responses
reveal a tension between appreciating this agency and feeling
overwhelmed by the responsibility it entails. The decision
on whether to proceed was the same in all examples pre-
sented during the interview. However, with the increased
friction, they were reluctant to perform the additional action.
It prompted participants to point out that there should not be
a user choice at all and that the website should be blocked
completely, however, the premise of the warning scenario
is that the software cannot accurately discern whether the
website is fraudulent or not. This increased awareness of
user choice could be leveraged to encourage secure decisions.
Theme F2 shows that the microboundary can disrupt the
‘‘autopilot’’ behavior, so the user may now be in a System
2 state. Theme F3 provides the additional insight that at that
stage, the participants are acutely aware of their agency to
make a decision on how to proceed. Depending on how the
individual reacts to their agency, the warning could offer more
explicit choices to users who value agency, but provide more
implicit guidance to those who prefer to avoid such decisions.

Theme F4 (‘‘Emotional Responses’’) gives valuable quali-
tative insights into the emotional reactions of users when con-
fronted with increased friction. The participants’ emotional
responses ranged from heightened responsibility over fear to
feelings of patronization, indicating that the emotional impact
of friction can be vastly different for individuals. Heightened
emotional responses such as fear can be beneficial for user
attention in the context of security warnings. Especially, the
feeling of increased responsibility created a basis for safe
decision-making. However, increased negative emotions such
as fear can create negative user experiences. A particularly
intriguing sentiment is the recorded key incident of feeling
patronized. Security design revolves around keeping users as
safe as possible, which often focuses on novice users as they
are the most vulnerable. This is shown by the many Usable
Security research publications featuring Johnny, a persona
of a novice to average user struggling with cybersecurity
[64]–[66]. However, the incident in this study provides a
perspective from the other side, exposing a nuanced sentiment
of more advanced users. The warnings need to be designed to
be effective without making users feel like their autonomy is
being undermined. The trade-off between enhancing security
and decreasing user experience needs to be appropriate for
users of any level of expertise. This predicament makes a
strong case for adaptability that adjusts the warning’s level of
friction depending on the individual user’s level of expertise,
and possibly other factors (see Section V-E). This would
ensure all users are kept safe, while making sure advanced
users do not feel patronized.

D. MESSAGE CONTENT
The results regarding the message content highlight how the
length and detail of phishingwarningmessages influence user
perception. The reactions were diverse, with some requiring
details to understand the threat, and some considering lengthy
warnings as disruptions and glossing over them.
Theme M1 (‘‘Obtrusiveness’’) mirrors Theme F1 on the

topic of Friction (see Section V-C): Increased friction and
lengthy warnings had a similar effect in regard to obtrusive-
ness. M1 also features the key case of feeling patronized
by the detailed explanations, paralleling the reaction to the
microboundary.
ThemeM2 deals with the aspect of effectiveness and clarity

of warnings. The effectiveness of warnings is dependent on
the message’s clarity. Zaaba et al. [6] found that a majority of
users dismiss warnings due to the use of technical words and
a lack of information provided. In contrast, a study by Lain
et al. [16] revealed that more detailed warning messages did
not increase the effectiveness of phishing warnings. Our study
offers a qualitative perspective on this topic. In the mock-
ups, the detailed version of the warning refrained from using
technical words and provided further information, whereas
the short reminder version used the technical term ‘‘phishing’’
and gave no further explanations. Some users prefer short
warnings because they are less intrusive (see Theme M1),
and because they are perceived as more clear. Users that
are already knowledgeable about phishing only require a
reminder that this may be a phishing page, and are then able
to take appropriate actions without any guidance. But most
notably, users are more willing to actually read the message
if it is short. This may be the strongest factor supporting and
extending Lain et al.’s findings, as the clarity of the content
does not matter if the users do not read it. On the other side,
some users with less familiarity with phishing did not have
a clear understanding of the threat when presented with the
shorter warning. Their explanations were in line with Zaaba
et al.’s findings regarding the ineffectiveness of warnings
with too little information. These findings indicate that both
approaches are valid, depending on the concrete audience.
While the short reminder may work for some, it may be
insufficient for less informed users.
Given the diverse reactions to warning message content,

and to the other factors discussed, adaptability emerges as
a possible solution for these disparities. Due to the factor-
overarching relevance, a subsequent section will be dedicated
to adaptability and the discussion of Theme M3 (‘‘Adaptabil-
ity’’).

E. ADAPTABILITY
The concept of adaptability was presented to the partici-
pants with a settings section for the browser extension that
allowed them to toggle between two modes. Depending on
the selected mode, the warning messages would appear with
different content.
Lennartsson et al. [17] found in a literature review that

adaptability was considered a moderately important part of
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Usable Security within the research community. It emerged
as the seventh most frequently discussed factor in Usable
Security research. The findings in ThemeM3 reveal that users
perceive adaptability differently, depending on their techni-
cal expertise and their consideration of others. While some
technically skilled users may deem adaptability unnecessary,
others view it as a valuable feature when considering the
varied needs of other users.

The insights from M3 suggest that adaptability helps cater
to varied user needs, although user acceptance of the feature
can vary. Some participants appreciated the option to modify
their experience as they grew more accustomed to the tool.
While others did not require customization for themselves,
they saw value in customization for their colleagues. This
underlines that some users are aware that their fellow workers
have different levels of technical understanding and that they
might benefit from warnings tailored to that level. In a key
incident with Participant 17, she described how the security
decisions made by individual employees could affect others
and even the entire company, displaying a broad understand-
ing of how security goes beyond her own actions. To increase
acceptance, it may help to educate users about how adaptable
security can increase overall security within a company.

In our findings, a pronounced negative reaction to the
detailed message content was recorded. In a key case, Par-
ticipant 15 felt patronized by detailed warnings (Theme M1),
and he felt that no warning was necessary at all for expert
users (Theme M3). These findings call attention to the need
to consider how to address users with self-perceived high
security proficiency. Firstly, self-perceived expertise may not
always align with actual security practices [67]. Secondly,
despite high expertise, external factors can still make these
users vulnerable to threats. Research shows that phishing
susceptibility increases with factors like high email load [68],
poor sleep quality [69], or being targeted with carefully de-
signed, personalized phishing attacks [70]. A potential so-
lution for this conundrum would be to offer low-intrusion
security mechanisms, which are perceived as acceptable to
this user group. These securitymechanisms could be designed
with granular adaptability, allowing for an ‘‘expert mode’’
that displays less intrusive reminders than what was presented
in the study. This could be text-free, subtle visual cues such
as a red backdrop to highlight suspicious URLs, which may
be perceived as non-patronizing but still contribute to safe
decision-making.

Some participants saw value in the customization option
for their own usage. They described their preferred behavior
as starting with a detailed message and later switching to
a shorter message once they were more familiar with the
software or the attacks. This description frames their intended
usage as a progression from an ‘‘education mode’’ to a
‘‘reminder mode’’. This perspective on warning adaptability
could be worth exploring. Not only could the framing of a
mode as ‘‘educational’’ over ‘‘non-expert’’ be beneficial to
user acceptance and engagement, but educational design best
practices could be applied to the warning to deliver a training

effect through the warning messages. The tool would then
switch to a reminder mode after the user has been educated.
These modes would not have to be limited to different mes-
sage content.
In this study, the factor ‘‘adaptability’’ was researched in

the context of message content as an example. However,
the reactions may have been different if the adaptability had
been applied to other factors. Depending on the user and the
scenario, different combinations of the configurations could
be suitable. This could include configurations outside the
range of what was shown to the participants in this study, such
as a higher level of friction that requires the user to type in
the word ‘‘login’’ to proceed. This could also include factors
not investigated in this study, as well as some more nuanced
differentiation, such as offering more explicit choices to users
who value agency, while providing more directive guidance
to those who prefer to avoid such decisions (F3).
On the topic of adaptable warnings, it is important to

discuss according to which factors the mechanism will adapt.
Petelka et al. [18] suggest a context-related approach in which
the warning adapts to the nature of the attack, for example
depending on whether a phishing message contains a suspi-
cious link or an attachment. In a different approach, the design
would be dependent on the user instead of, or in addition to,
the threat type. The results of our research have shown that not
all users experience the factors of timing, placement, level of
friction, and message content in the same way, and an optimal
setting has not emerged for any of the factors. In certain cases,
like with the discussed usage of an educationmode, users may
adapt the software themselves. With the configuration left in
the hands of the users, however, most users leave settings in
their default state [71]. Within an organization, it might make
sense for the responsible administrator to decide in which
configurations security mechanisms, such as phishing warn-
ings, are displayed. An alternative approach to self- or admin-
guided configuration would be automatic adaptiveness. The
system could adapt implicitly to individual user characteris-
tics. Derived from our results, these could include technical
skill level, online behavior, prior interactions with warnings,
past security incidents, and the sensitivity of the threatened
data. In a workplace context, this could offer protection to a
diverse group of employees.

F. MISUSE POTENTIAL OF FINDINGS
Misuse potential in the findings of this study was only iden-
tified on the topic of placement. Despite the increased sus-
picion observed in participants, potentially influenced by the
study’s setup, the underlying concern regarding the origin of
the warning (P3) is not unfounded. As discussed in Section
V-B, the placement of warnings on the website itself rather
than as part of the browser’s UI, raises legitimate concerns
about trust and authenticity. P3 reveals a security issue with
the placement. The extension could theoretically be mim-
icked by adding the element to the website itself. A possible
misuse strategy could be to display a green, verifying version
of the warning in an attempt to appear more trustworthy. No-

VOLUME 11, 2023 17

This article has been accepted for publication in IEEE Access. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/ACCESS.2025.3642897

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License.

 For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/



Pham et al.: A Qualitative Study Investigating the Impact of Design Decisions on the User

tably for this study, several participants raised these concerns,
showing how the placement of the warning not only generates
misuse potential, but also mistrust in the software. This issue
presents a strong case for a placement that overlaps with the
browser UI to allow security-aware users to verify authen-
ticity. The users’ trust in security mechanisms is essential for
them to heed the warnings. Therefore, the issue of trust should
be strongly considered when making design decisions about
the placement of warnings.

There is a potential conflict between this conclusion drawn
from P3 and the finding that placing warnings in more promi-
nent locations enhances visibility (P1). With legitimate secu-
rity warnings in more trustworthy but less visible locations,
attackers could draw users’ attention away from those warn-
ings or real phishing cues and toward fraudulent messages
in a high visibility location. This highlights the "dual-use"
nature of these findings: while they can be used to enhance
the effectiveness of legitimate warnings, they may also create
opportunities for attackers to improve deceptive warning.
Therefore, a warning design strategy must carefully consider
visibility, misuse potential, and user trust.

G. STUDY DESIGN
Participants provided informed consent and were aware that
the study examined phishing warnings; the design did not in-
volve deception. The study design replicates an office setting.
While being practical and controlled to evaluate the variables
of timing, placement, level of friction, and message content
(see Table 1 for a comparisonwith relatedwork), participants’
responses may not accurately reflect behaviors and decisions
made in a real-world work environment where contextual
pressures, task complexity, social dynamics, and the office
setting could alter perceptions and interactions. For example,
P3 could be non-existent with controlled client software. A
long-term study could help to understand the differences.
Participants were recruited via flyers on a university campus
in Luxembourg, introducing a potential self-selection bias.
Moreover, the sample was disproportionately composed of
individuals with technical backgrounds. Technical partici-
pants might demonstrate different expectations, familiarity,
and tolerance for new systems compared to users from non-
technical domains. However, if technical participants do not
tolerate a new system like phishing warnings, then the system
will not succeed. Lastly, the study’s geographic limitation to
Luxembourg may introduce a cultural bias. Responses col-
lected in this setting may not be representative of behaviors or
attitudes in other countries. Following this, a new study could
be conducted in geographical different places. Nonetheless,
to our knowledge, it is the first study to analyze the four
variables of timing, placement, level of friction, and message
content. With the qualitative approach, insights were gained
that can be used in future studies.

VI. CONCLUSION
The rise in phishing attacks, especially variants such as AI-
reinforced and spear phishing, highlights an urgent need for

effective countermeasures. When detection software cannot
determine with full certainty whether a message is phishing
or not, the agency over the assessment has to be placed in
the hands of the user. It is crucial that the user is presented
with information about the potential threat in a way that
will lead to safe decision making. Designing effective and
usable phishing warnings is a challenge that requires nuanced
understanding of how users experience them. In this study, it
was investigated how the factors timing, placement, level of
friction, and message content influence user experience with
browser phishing warnings.

The qualitative investigation reveals that there is no one-
size-fits-all approach to phishing warning design, as there
are advantages and disadvantages to modifying each design
factor. Additionally, the effect of different warning designs is
not the same for all users.

This study contributes several key findings. Timing modi-
fies the context in which the warning appears, which can in-
advertently raise security and privacy concerns by appearing
in a more sensitive environment, highlighting the importance
of transparency and trust in regard to permissions. Placement
affects attention and trust. Warnings in locations associated
with other notifications may be dismissed due to habituation.
Prominent placement can distract users from phishing cues,
and ill-considered placement can cause confusion about the
warning’s source which can even lead to distrust in the secu-
rity mechanism. Friction can increase the user’s awareness
of their agency and lead to safer decisions. However, high
friction can feel patronizing to users with high self-perceived
security proficiency, suggesting the need for differentiated
approaches. Message content must find a balance between
clarity and brevity. Long messages are often skipped or per-
ceived as patronizing, while short messages may not fully
inform the user. The concept of adaptability emerged as a
promising solution to the differing individual experiences
with warnings. Future research could provide insights on the
potential of automatic adaptiveness based on user behavior or
contextual factors.

These nuanced findings contribute to the field of Usable
Security by expanding the understanding of the individual
user perspective on phishingwarnings. They can guide further
research on user-centric warning design and provide action-
able insights for the design of security tools. The themes
identified in this research could serve as a foundation for gen-
erating questions and options in a survey-type study to allow
researchers to generalize and quantify findings. A deceptive
lab study or field experiment could investigate the real-life
effects of warning design factors. Future studies could also
include variables such as color and sound cues, conduct the
study on a smartphone, and compare the results with machine
learning approaches. Users are the last line of defense against
these threats, and designing effective, user-friendly, and in-
dividualized defense mechanisms is a crucial step to protect
against phishing.
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