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Abstract. In the area of white-box cryptography implementations, many
existing protections are susceptible to attacks derived from physical crypt-
analysis, which can be applied with minimal human effort and no prior

design knowledge. The absence of a clear and comprehensive security

model hinders the development of effective countermeasures against these

attacks.

We introduce the Haystack ciphers, a formal model for the secu-
rity of white-box countermeasures against such attacks. In this model,
the countermeasures are represented simply as symmetric-key encryp-
tion schemes. We show that their chosen-plaintext (IND-CPA) security is
closely related to the resistance of the countermeasures against computa-
tional trace-based attacks. Similarly, their chosen-ciphertext (IND-CCA)
security is closely associated with the resistance against fault injection
attacks in the white-box model. Secure Haystack ciphers constitute the
next formal milestone for advancing white-box designs and countermea-
sures, the minimal requirement that is not currently clearly achieved but
is plausibly feasible with available tools.

We review the white-box literature with respect to our model and
bridge the gap between white-box and fault attacks, which are very pow-
erful but were only partially considered in the white-box literature so far.
We study known fault protections from the physical cryptography litera-
ture and present new fault attacks in the white-box setting, which raises
the need and shapes the requirements for future secure countermeasures
against fault attacks.

Keywords: White-box cryptography - Haystack ciphers - Security
model - Symmetric cryptography - Fault injection - CPA - CCA

1 Introduction

In | ], Kocher demonstrated that state-of-the-art asymmetric ciphers can
be efficiently broken with access to side-channel information on the crypto-
graphic hardware. Later, this approach was extended to symmetric cryptog-
raphy | ]. A few years later, Chow, Eisen, Johnson, and van Oorshot
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[ , ] expanded the question by proposing a software implemen-
tation resistant to an attacker having direct access to the computation process,
calling this model white-box cryptography. Studies mainly focused on protecting
the DES and the AES block ciphers | , ].

The initial white-box designs were based on protecting internal information
with small nonlinear encodings and performing computations using a network of
lookup tables. Various countermeasures were proposed based on this encoding
principle, but all were broken [ , , . In 2015-2016, two
works | , | showed that basic physical cryptanalysis methods can
easily break white-box encoding-based countermeasures. These attacks, based
on on Differential Fault Analysis (DFA) | ] and Differential Power Analysis
(DPA) | ] respectively, require observing values of internal computations
or injecting errors during computations and analyzing the faulty outputs.

Different families of countermeasures were introduced, some trying to hide
the structure of the cipher itself using obfuscation techniques to prevent the
attacker from studying only the part of interest of the implementation, others
trying to protect each bit variable locally using masking schemes [ , ]
or shuffling methods [ ]. A good example of a complex white-box attack
is [ ], in which the authors show how to reverse-engineer the obfusca-
tion layer and then uncover key information locally from the white-box winning
countermeasure of the 2017 WhibOx contest. Another example demonstrating
a structural analysis and the utilization of fault attacks against the winning
challenges of the 2019 WhibOx contest can be found in | ].

The attacker’s possibilities in white-box are deep and broad, resulting in un-
clear adversary definitions and countermeasure security statements. In | ,
the authors tried to classify the attacks and countermeasures in two categories:
structure hiding and value hiding. The former encapsulates preventing an at-
tacker from understanding the cryptographic implementation’s code and struc-
ture. The latter represents the inability of an attacker to extract the sensitive
intermediate information from the implementation. However, no precise defini-
tions for these concepts were given.

To clarify the attacker possibilities and to simplify countermeasure studies, in
this work, we propose the first mathematical model for the value hiding concept
and consider white-box attacks that work without any knowledge of the ob-
fuscated implementation structure and their associated countermeasures, which
can also be called trace-based or automated attacks. Such attacks are often tried
first, as they do not require human effort, so any white-box countermeasure must
thwart them. We also emphasize that our work is not limited to cryptographic
primitives, but to all stateless software implementations.

Our contribution (Haystack ciphers) Our key contribution is the first
security model for white-box countermeasures based on symmetric-key cryptog-
raphy security notions. For a given countermeasure, we define a corresponding
symmetric encryption scheme denoted by a haystack cipher. The key observation
is that classic security notions for such schemes closely encompass the automated
white-box attacks that we aim to formalize. More precisely, indistinguishability



under chosen-plaintext attacks (IND-CPA) of the haystack cipher establishes se-
curity against trace-based attacks; indistinguishability under chosen-ciphertext
attacks (IND-CCA) establishes security against a wide range of fault-injection
attacks. While this model is simplistic, it encapsulates state-of-the-art trace-
based attacks and their countermeasures and provides a minimal requirement
for white-box designs.

(Trace-based attacks in the CPA model) We define the Haystack ciphers of
the countermeasures from the literature that aim to protect against the trace-
based attacks, e.g. attacks that do not rely on the analysis of the structure of the
implementation but solely on the information present in traces in an automated
manner. To illustrate our model in a practical context, we begin by examining
the linear decoding attack [ ] against the ISW masking scheme | ]
and the code-based countermeasures | ]

(Fault attacks in the CCA model) We propose a first formal study of the fault
attacks in the white-box model, assessing physical cryptanalysis fault attacks
and countermeasures, and presenting new white-box fault attacks. Extending
the work of | ], we show that an attacker can eliminate pseudorandom
computations in an implementation in a complexity that depends on the counter-
measure employed. We also demonstrate that forgery attacks in the CCA model
represent undetected faults, such as ineffective fault attacks, as seen in SIFA
[ ]. We propose new white-box fault attacks to remove the redundancy
of correcting schemes using Multi-Persistent Fault Attack (MPFA), and to break
any code-based countermeasure using linear fault recoding (LFR) by injecting
faults depending on the observed linear structure of the encoded output.

Limitations While our model gives a great understanding of adversary
abilities and exposes necessary conditions for a countermeasure to be secure in
the white-box setting, it does not prove the total security of an implementation in
the white-box model. Firstly, our model does not assess implementation structure
analysis tools and countermeasures. Furthermore, a Haystack cipher is defined
only on the decoding function, while the corresponding gadgets are also essential
to secure | , ].

A supporting code implementing white-box countermeasures as Haystack ci-
phers and main attacks against them in SageMath | | is available at | 3.

2 Preliminaries and state-of-the-art

We will use the following notation throughout the paper. The letter Z denotes
the set of integers, Z>o the set of nonnegative integers, Z the set of positive
integers. The matrix multiplication constant is denoted by w (w = log, 7 =~ 2.8
is achieved by Strassen’s method | ]). The finite field of order ¢ is denoted
by Fy, and the n-dimensional vector space over I, is denoted Fy. The vectors
are written in bold, e.g. € Fy. Addition element-wise in F3 is called XOR

8 See also https://github.com/cryptolu/HaystackCiphers.
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and is denoted by “@®” or simply “+”, and multiplication element-wise is called
AND and is denoted by “ - 7. The symbol “1L” denotes a decryption failure (in
the IND-CCA games, see Subsection 2.4) or a fault detection by a white-box
countermeasure.

By Shuffle,, we denote a function that takes as input a finite list of arbitrary
size and shuffles the elements pseudorandomly based on the seed k and the length
of the list, and returns the shuffled list. It is a deterministic algorithm when k
and the input length are fixed. We assume uniform distribution of the shuffling
permutations across different seeds k. By Shuﬁie,:1 we denote the inverse of this
function: Shufﬂe,;1 o Shuffle, = Shuffleg o Shuﬂﬁle,;1 is the identity mapping.

2.1 Generic automated traced-based and fault injection attacks

We now briefly review the state of the art of generic automated white-box at-
tacks, a topic that originated in [ , ] and is now an active re-
search trend in the field. In practice, many attacks from this section can and
often are performed on software implementations, using specialized debugging
tools | |. However, for analysis purposes, it is common to consider imple-
mentations in terms of Boolean circuits. We emphasize that many concepts pre-
sented here are agnostic of the computational model, and keeping the circuit
model in mind mainly simplifies the presentation.

Definition 1. A Boolean circuit is a directed acyclic graph where each mon-
initial node is called a gate and has an assigned Boolean operation to it (such
as AND, XOR, NOT).

Computational traces An adversary in possession of a white-box imple-
mentation may freely execute it on arbitrary inputs (plaintexts) and record all
intermediate computations, such as memory accesses (reads/writes) in a program
or values of all gates in a circuit. We will assume that intermediate computations
can be linked across different executions (which is trivial in circuits); synchro-
nization of computations is a different topic. As a result, one execution record
can be represented by a bitstring called a trace. Naturally, each trace has an
associated plaintext and ciphertext. We will denote by T" the number of traces
recorded by an adversary for further attacks. Each position in the trace is called
a node and we may consider the sequence of all values recorded in a node across
T different executions, which is a bit-vector of length T, called a node vector.

Selection function Once an attacker has generated traces of a protected
white-box implementation, they aim to extract information about the key. Since
the base algorithm and the plaintext are known, the attacker can, by enumer-
ating possible values of a part of the key, predict a value that the white-box
implementation will process (in some way) for the correct key part guess. Such
a function is called a selection function. A classic example of a selection function
is the output byte (or one of its bits) of the first-round Sbox of the AES block
cipher [ , ]. Indeed, each of the 16 plaintext bytes is known to the at-
tacker, it is being XORed with the unknown key byte, and is processed by the



AES Sbox. For each of the 16 bytes, brute-forcing every 256 key byte possibility
gives the attacker the proper AES Sbox output only for the correct key byte
guess.

Non-invasive attacks For each trace, the attacker can compute the se-
lection function for each candidate of the key part, which is again a bit-vector
of size T, called a selection vector. The set of all the selection vectors required
to launch an attack is denoted by . Now, the attacker needs to create a dis-
tinguisher that takes the node vectors and the selection vectors as input and
determines which of the selection vectors is related to the computations in some
way (statistical, algebraic, etc.).

Such a distinguisher has a time complexity that depends on the number of
node vectors considered and the parameters of the target countermeasure. For
different flavors of attacks, the complexity can range from linear to polynomial
or even exponential (c.f. | ], Table 1). Many attacks are impractical when
run on full implementations (i.e., with all node vectors as the input) and are only
run on small subsets of the trace vectors at a time (a so-called sliding window).
Due to this constraint, we refer to them as local attacks.

Invasive attacks One can also inject one or more errors (called faults)
into the implementation’s computations to recover key parts, for instance by
modifying some gates of a copy of the base program. As opposed to the physical
cryptanalysis setting, faults in the white-box model are bit-precise and guar-
anteed to succeed; an attacker can perform multiple faults at the same time,
and is not limited to the knowledge of the output of the implementation, but
also has access to the node values and can observe the impact of the fault on
all the nodes. Fault attacks are less studied in the white-box model, while they
can bypass most countermeasures due to their effectiveness and simplicity of
mounting.

A needle in the haystack To identify the key parts or locate the cor-
rect fault locations, the attacker must find node vectors related to the selection
function, which are typically hidden within surrounding unrelated computations
that serve as a source of randomness. By studying the cipher structure man-
ually [ | or automatically [ ], an attacker can potentially find
small subsets of node vectors for the local attack to succeed. This technique
is broadly called data-dependency analysis. Alternatively, an attacker may use
a sliding window approach, assuming that the nodes related to each other are
close to each other in the traces | ]. This is a typical assumption in generic
automated white-box attacks, as it does not impose any requirements on the im-
plementation. Resisting such attacks is already a challenging open problem, and
in our work, we aim to gain a deeper understanding of it, particularly through
its formal modeling.

2.2 Countermeasures and trace-based attacks

DCA and ISW Masking scheme The first non-invasive local attack, dif-
ferential computational analysis (DCA), was introduced by | ] and is



derived from the classic differential power analysis (DPA) [ ]. The idea is
to compute the correlation between the node vectors and the selection vector
candidates. Encoding-based countermeasures are biased [ ], resulting in a
successful attack. To thwart this attack, the node vectors need to be uncorrelated
to the selection vectors, which can be achieved using the ISW masking scheme
[ J-

A masking scheme encodes every bit variable in the base implementation
by n shares and replaces every bitwise operation by a gadget. Gadgets take as
input the shares of the original inputs and output shares of the original outputs,
possibly using additional randomness in the process. The decoding function of
a masking scheme takes all of the shares of a variable and recovers the origi-
nal variable. The ISW masking scheme encodes a bit variable = into ¢ shares
(x1,-+ ,xp), with & = 21 & - - - ® xy, such that £ — 1 shares are chosen randomly.
Therefore, given two encoded variables « shared over (z1,--- ,x¢) and y shared
over (y1, - ,ye), a gadget, for instance, the gadget AND, will take as input these
2¢ shares and will return (21, -, 2¢), such that z =2 -y =21 @ --- @ 2. Since
£ — 1 shares of ISW are chosen randomly, the correlation of each share with the
original encoded variable is zero; therefore, schemes allow thwarting the DPA
attack.

LDA and BU Masking Scheme Unlike in the side-channel field, a white-
box cryptography attacker has access to noiseless traces. Therefore, for T traces,
the node vectors can be considered as vectors in FZ allowing us to apply linear
algebra.

In | ], the authors proposed the Linear Decoding Analysis (LDA)
local attack. By denoting a the node vector of a node a, if ISW with ¢ shares
has been employed, we know that there exist ¢ node vectors (xy,--- ,a,) such
that, for the correct selection vector v, we have 1 & --- & &y = v. So, given a
subset of node vectors in a matrix M, and the selection vectors (vi,---,v|x|),
the LDA attack solves the linear system M -« = v;, for an unknown x and for
i€ (1,---,|K]). The attack succeeds for the correct selection vector if all of the
node vectors corresponding to the shares of the selection vector are contained in
the matrix M, even if M contains unrelated node vectors.

This attack has low complexity, so it was a threat to existing white-box
countermeasures. In | |, the authors introduced a new masking scheme with
the decoding function z = x1 @ s - 3. Since the decoding function is non-linear,
it thwarts the LDA attack. One can observe that x is correlated with z;, making
it susceptible to the DCA attack. This is why the authors suggested combining
their scheme with ISW by applying one on top of the other.

Higher-Order Attacks and Dummy-Shuffling Countermeasure Al-
though the combination of ISW and BU masking schemes resists the DCA and
LDA attacks [ |, it is possible to enhance the DCA attack to compro-
mise the ISW masking scheme. This leads to the so-called Higher-Order DCA
(HODCA), which needs to have an order greater than or equal to the number
of ISW shares while maintaining exponential time complexity in that order.



Increasing the number of shares of the ISW masking scheme is relatively
cheap, making HODCA impractical due to its exponential time complexity. How-
ever, in | |, the author proposed a similar generalization of the LDA
attack, called Higher Degree Decoding Analysis (HDDA). Although HDDA is
exponential with its degree, the decoding function of BU is only a polynomial
of degree 2, and HDDA of degree two can break it relatively efficiently.

As opposed to the ISW masking schemes, [ ] did not propose any solu-
tions to increase the degree of thwarting HDDA. Therefore, three years later, the
same authors proposed in | | a new countermeasure called Dummy Shuffling,
creating s copies of the implementation and randomly choosing one of them to
obtain the real input, while the others are fed random data. The authors showed
that to break this countermeasure, HDDA should be of degree s, which, with
enough slots, makes this countermeasure efficient against it. Once combined with
ISW, the resulting countermeasure was conjectured to be resistant to state-of-
the-art local attacks.

FLDA and SEL masking scheme The same year, in | ], a new
masking scheme was proposed, merging ISW with BU masking schemes. It
encodes a bit variable x into ¢ + d shares (z1,---, x4, &1, -+ ,&q), such that
x = @le z; ® H?:o Z;. HODCA must be of order £ and HDDA of degree d
to break it. However, in | ], only gadgets up to degree 3 are provided,
meaning that the security is limited by a polynomial-time attack of degree less
than 9. Moreover, the authors showed in | ] that high-degree instances of
the SEL masking schemes were susceptible to an attack based on the Learning
Parity with Noise problem. The following year, we introduced a new class of
local attacks that broke the SEL masking scheme in polynomial time, regardless
of which parameters £ and d are chosen | ].

2.3 Fault attacks and countermeasures

Physical cryptanalysis fault attacks In [ ], the authors proposed in-
jecting a fault in a hardware device to observe its impact on the output, a
Differential Fault Attack (DFA). If the fault was injected at the correct position,
some key parts could be retrieved depending on the difference observed. Later,
fault techniques affecting the output of a cryptographic primitive were referred
to as effective attacks. Multiple other effective fault attacks were later introduced
[ ’ ’ ’ ]

Moreover, it was shown that successfully injecting a fault that results in a
zero output difference also gives information on the key | ]; such attacks are
referred to as ineffective fault attacks. The idea to use statistical analysis was
generalized in | ], expanding the potential of ineffective fault attacks.

Physical cryptography countermeasures Countermeasures against
fault attacks can take multiple forms on the hardware setup | |. However,
we will focus on countermeasures based on computational redundancy to fit the



white-box context. To thwart an injected fault, a countermeasure needs to de-

tect it. For instance, code-based masking | | replaces bit variables with
codewords of a error detection code and verifies if a fault has been detected. Sim-
ilarly, time redundancy with comparison | | performs computation twice

to observe if their results match.

Once a fault is detected, a countermeasure can perform a correction or an
infection /rejection approach. The former consists of correcting the fault, so the
output of the cipher remains unchanged. In contrast, the latter consists of ex-
panding the fault so the output does not carry any useful information. In our
analysis, if a fault is detected, the implementation’s output is denoted by L.

White-box fault attacks In the white-box model, few studies explored the
fault attack methodology besides seminal works | ], while it remaining a
threat to white-box countermeasures. Indeed, similar to the trace-based attacks,
faults can be performed without human resources or design knowledge. In the
WhibOx capture the flag challenges of the CHES conference of 2017 and 2019,
the JeanGrey tool*, implementing the DFA attack using multi-faulting, showed
to be very efficient against some of the submitted algorithms [ |. Similarly,
the authors of | ] showed that it is possible to remove pseudorandomness
from a white-box implementation using faults. It was also revealed that faulting
enables the identification of the main slot of the Dummy Shuffling countermea-
sure [ ]. Finally, in | , Chapter 2], a double fault was proposed
to retrieve the locations of the linear shares of ISW. In this work, thanks to our
Haystack model, we will define these fault attacks more precisely and show new
ones against physical cryptography countermeasures in the white-box model.

2.4 Symmetric-key Security

Our new white-box model is based on the classic indistinguishability security
notions and games, which we recall now.

Definition 2 (] D). A symmetric encryption scheme is a tuple of stateless
algorithms (K, E, D). The randomized key generation algorithm K takes no in-
put and returns a key k. The randomized encryption algorithm E takes as input
a key k and a plaintext p to return a ciphertext c. The deterministic decryp-
tion algorithm D takes as input the key k and a string c to return either the
corresponding plaintext p or the symbol L. We require that Dy (Ex(p)) = p with
probability one for all p, where the probability is over the choice of k and the
randomness of E.

We will need the following security notions: indistinguishability under chosen-
plaintext attack (IND-CPA), indistinguishability under chosen-ciphertext attack
[ ) ] (non-adaptive - IND-CCA1, adaptive - IND-CCA2), and au-
thenticated encryption (IND-CCA3, as in | ]). Informally, in the correspond-
ing games exposed in Section A, an adversary has access to encryption oracle

4 https://github.com/SideChannelMarvels/JeanGrey
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and has the goal of winning the indistinguishability challenge: the adversary can
submit two messages, obtain the encryption of one of them and guess which one
it was. In the chosen ciphertext games, the adversary has additional access to
the decryption oracle. In IND-CCA1, the decryption was only accessible before
the challenge was started. In IND-CCA2, the decryption can also be called af-
terward, except that the challenge ciphertexts cannot be queried. In IND-CCA3
(also known as authenticated encryption), producing any new valid ciphertext
not created by the oracle also qualifies as a win.

Definition 3. Let S = (K,&,D) be an encryption scheme as above. For G €
(IND-CPA,IND-CCAL1,IND-CCA2,IND-CCA3) and the corresponding proce-
dures given in Section A, for an adversary A, define Expg 4 as a probabilistic
experiment where the Initialize procedure is executed once and then the adver-
sary is evecuted while having oracle access to all other procedures. Calling the
Finalize procedure finishes the experiment. Set Expg 4 = 1 if "Win” was re-
turned during the experiment (either from the Forge (IND-CCA3) or from the
Finalize procedures), and Expg a4 = 0 otherwise. The advantage of the adversary
is defined as

Adv§(A)=2- Pr[Expg 4 = 1] - 1.

We say that S achieves G-security if the advantage is negligible for all efficient
adversaries.

We remark that the described security notions are developed to formalize
and quantify the ability of an adversary to extract confidential information from
encryption/decryption oracles or to compromise integrity. The games themselves
are formal constructs that do not directly correspond to attack scenarios.

Note that the CCA1 model itself does not prohibit any forgeries, although
often a successful forgery leaks information about the scheme. Indeed, the de-
cryption oracle is useless if forgeries are complex to create. It is well known that
authenticated encryption (IND-CCA3) follows from IND-CPA security and secu-
rity against forgeries (integrity). We will explore these ideas further in Section 5.

In the CCA2 model, it is sufficient to create a forgery related to one of the
challenge plaintexts, allowing the two challenge ciphertexts to be distinguished.
An instantiation of this idea is formalized below. An example would be a forgery
that only changes a part of the corresponding plaintext (e.g., one or a few bits).

Proposition 1. Let P C F} be a set of messages, pg € P and p; € P. If,
given an encryption ¢ = Ex(py),b € (0,1), an adversary can produce a valid
ciphertext ¢ decrypting to Dy (c') = pj,, where p, and p; are either both in P or
both outside, then the target encryption scheme is not IND-CCAZ2-secure.

In the CCA3 model, it is sufficient to create any forgery (called ezistential
forgery) to win the game, by design. In most cases, this is the main attack
direction against a scheme claiming IND-CCAZ3 security. Otherwise, as outlined
above, the attacker must deal with the IND-CPA security scheme.



Definition 4. Let E : Fy — F3, D : F3* — Fy U (L) be encryption/decryption
functions (note that E implicitly takes randomness as an extra input). For each
possible key k, define the randomness of Ey by Nyana.(Ex), and the redundancy
of Dy by Nyea.(Dg), such that :

Nrand.<Ek) - 10g2 | Im(Ek))| -n
Nyeq.(Dg) = m —log, |(c € FY' | D(c) # L)].

For simplicity, we will assume that both measures are independent of the
chosen key, that each message has exactly 2Vrana-(Ex) pogsible encryptions, and
that each valid ciphertext can be produced by the encryption function with the
same key. In this case, the general inequality m > n + Niand.(Ek) + Nrea.(Dk)
becomes an equality Nyand.(Fk) + Nied. (Dk) = m — n.

The main goal of these measures is to show that ciphertext expansion is
necessary and that reducing the ciphertext size is a valid attack.

Proposition 2. An encryption scheme Ey can be attacked in the IND-CPA
model in O(V2Nmna (Ek)) queries and operations.

Proof. The attacker creates a pool of O(v/2Nrand.(Ex)) encryptions of py and an
analogous pool for the challenge p,. If b = 0, with overwhelming probability,
there will be a collision due to the birthday paradox, and no collisions if b = 1.

By definition of redundancy, the probability of a randomly sampled cipher-
text being valid is 2~ Nred. (Dx)

Proposition 3. A decryption scheme Dy can be attacked in the IND-CCAS3
model in O(2Nw(Pr)) queries and operations.

In particular, it follows that IND-CCA3 security of A bits requires at least
an expansion of m —n > 3\ bits (Mand. > 2X and Meq. > A).

3 Local attacks and Haystack ciphers

In this section, we aim to establish a generic formal attack model encompassing
a wide variety of attacks, based both on trace analysis and fault injections. The
key feature of the covered attacks is locality: the attacks focus on a specific part of
the white-box implementation, essentially treating the remaining parts as black
boxes (oracles). Although our model hides many implementation details from an
adversary, control over certain intermediate variables is extremely powerful, as
evidenced by numerous attacks that can be mounted in this model. Therefore,
securing implementations even in such a restricted model is still a very ambitious
goal. The new generic model of local attacks motivates the modeling of concrete
countermeasures as symmetric-key encryption schemes (the haystack ciphers),
one of the key concepts in this paper.
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3.1 Motivation

Consider the goal of formalizing the generic automated trace-based attacks
from the literature (e.g., DCA [ ], LDA | , ], LPN | 1,
Filtering [ ], etc.). These attacks analyze sliding windows over computa-
tional traces across multiple executions of the implementation (e.g., multiple
plaintext encryptions). An obvious approach to model trace-based attacks is
to give the adversary access to the computational traces without providing
any structural/data-dependency information. Unfortunately, for typical fan-in-2
arithmetic circuits, this approach degenerates to the complete white-box setting.
Indeed, an adversary may simply reconstruct the full circuit by a combinatorial
attack of a small order. This can be done, for example, by guessing the positions
of the two inputs and the output of a gate in the computational traces and test-
ing the gate relation. The recovery can be further generalized and optimized by
various techniques, but we leave this out of the scope of this work.

The discussion above leads us to the key idea of giving the adversary un-
restricted access but only to a small region of the computational traces (the
window in typical trace-based attacks). In order to stay in the restricted model,
the region should not be too large as to include any essential data-dependency
information. For example, observing both the inputs and the output of a gate
reveals a potential link between these nodes, which can lead to improved at-
tacks. At the same time, the region should contain sufficient information about
its internal state so that the model can fairly evaluate countermeasures.

The general scenario can be formalized as follows. The region (or window)
of computational traces observed by an adversary can be viewed as an oracle
available to the adversary. The adversary may choose arbitrary inputs/plaintexts
for the implementation and observe the intermediate computations falling in the
region. Although many trace-based attacks are usually mounted in the known
plaintext setting (e.g., DCA, LDA, etc.), there is no meaningful reason to re-
strict adversaries from choosing plaintexts arbitrarily and adaptively. In par-
ticular, some works showed how to exploit the CPA capability to improve the
attacks | , , ]; countermeasures such as linear /nonlinear mask-
ing or shuffling provide their intended security even in the CPA setup.

3.2 Local attack models

Formally, consider a white-box implementation of a function C' : Fy — F5" : ¢ —
y. We consider a vector of intermediate variables s € F5* which can be expressed
as a function S of the input « (since in the white-box context all intermediate
values are functions of the input). We will call S the leakage function. The vector
s = S(x) can be arbitrarily augmented by additional intermediate values r =
R(z) € F5" so that a pair (r, s) encompasses a full intermediate computational
state of the implementation. In other words, there exist functions R : F§y — F5",
S :Fy —»TFoe, Y : Fo" x Fy* — F5* such that C =Y o (R||S) (see Figure 1).
Here, R is only needed to complete the decomposition of the implementa-
tion formally and is not relevant for the attacks; the (r, s)-decomposition of an
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internal state also suggests that we are looking into intermediate variables of
some implementation and not an arbitrary, unrelated leakage function. In this
formalization of local trace-based attacks, the adversary is given oracle access
to the function S and to the full function C (this allows us to consider selec-
tion functions built from the ciphertext). We emphasize that the underlying
implementations of S/C' are unavailable to the adversary. However, we do not
restrict the adversary’s actions when attacking the implementation using the
given oracles.

Fig. 1. Formal representation of a local Fig.2. Formal representation of a lo-
trace-based attack without faults (Local cal trace-based attack with faults (Local
Trace Model). Fault Model).

This viewpoint also allows us to incorporate many families of fault injection
attacks in the model. For this purpose, we endow the adversary with the ability
to modify the intermediate value vector s during computations and obtain the
corresponding “faulty” output of the implementation. Equivalently, we provide
the adversary with an oracle F' mapping an input pair (x, s) to Y (R(x), s). This
oracle allows one to inject any modification s’ (a fault) into the intermediate vec-
tor s, which is already available to the adversary, and obtain the corresponding
faulty ciphertext Y (R(x), s’) (see Figure 2). As we will show later, this model
encompasses various powerful fault attacks, including DFA, SIFA, and dummy
computation elimination, among others.

Definition 5 (Local Trace/Fault Model). Consider an implementation of a
function C : ¥y — F5*. Let R:F} — F)7, S:Fy — xF*, Y : Fym x Fy* — FJ
be such that C =Y o (R||S).

In the local trace model, the adversary aims to attack the implementation
given only oracle (black-box) access to functions S and C.

In the local fault model, the adversary is given, in addition, access to the
oracle F : Fy x Fo* — Fh @ (2, 8) — Y (R(x), s).

On the choice of S The choice of the leakage function S is a parameter
of the above definition. Some choices of S may lead to attacks, while others may
not. For example, S can be set to include full implementation, and in this case,
our model deteriorates to a pure white-box model (since it is no longer local).
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Choices of smaller S but which include data dependencies may potentially leak
relations between variables, which would then be too specific to implementation
details.

Since our goal is to evaluate various countermeasures, we will primarily fo-
cus on leakage functions that contain protected (encoded) representations of a
sensitive internal state. We will not consider internal wires of gadgets since most
existing generic attacks apply directly to the encoded states. Similarly, we will
not consider leakage of supporting components such as PRNG or fault detection;
the primary focus is on secure intermediate computations.

3.3 Countermeasure model: Haystack cipher

In the following, we consider a countermeasure that represents an internal sen-
sitive state in some protected manner. This protection may include protection
against trace-based attacks, as well as fault injections, in the form of redundancy.

We start by defining countermeasures, which mainly need to specify their
interface. It is the same as for the encryption schemes; the only difference would
be in the security definitions.

Definition 6 (Countermeasure). A countermeasure is a pair of algorithms
(Encode, Decode) such that, for any key k,

1. Encode is randomized and may depend on k, and maps an n-bit input to an
s-bit output;

2. Decode s deterministic and may depend on k, and maps an s-bit output to
an n-bit output or a symbol L;

3. for all x € Fy, Pr[Decode(Encode(x)) = x] = 1.

For an integer b > 1, by (Encode®b,Decode®b) we denote the new countermea-
sure consisting of parallel b applications of the initial countermeasure (Encode,
Decode). We refer to such countermeasures as parallel.

Ezample 1. Common masking schemes (ISW, SEL, etc.) define parallel coun-
termeasures since every bit of the sensitive values is encoded/decoded indepen-
dently. Code-based masking, however, encodes multiple bits at once; yet, it can
still be applied to multiple blocks in parallel.

Usual attacks on countermeasures rely on the following assumptions, which
we further strengthen to abstract away from details of a white-box implemen-
tation and the underlying cipher. The strengthening gives the adversary more
power (than may be available in a concrete cipher’s case).

Full encoding leakage (shuffled) From the designer’s viewpoint, it is
desirable to maintain security even if full encoded information is present in the
analyzed window (which corresponds to the leakage vector s). For example, for
masking schemes, it is common to assume that all the shares of the correct selec-
tion function are contained in the window. Let P denote the selection function
being tested. Then, it is assumed that S(x) contains in some positions (unknown
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to the adversary) a full countermeasure-encoding of P(x), that is, Encode(P(x)).
This assumption is necessary, since for many countermeasures, missing a linear
share can lead to an information-theoretically unrecoverable selection function.
The usual source of cryptographic hardness here is the precise positions of shares
inside the window, which are placed among other, not directly related intermedi-
ate variables. These variables can be interpreted as noise-providing or amplifying
IND-CPA security.

Control over the selection function values The adversary aims to
distinguish a correct selection function (e.g., corresponding to the correct guess
of a part of a cipher’s key) from an incorrect one. In most cases, the selection
function consists of one bit (or, e.g., the Hamming weight of one byte), so they
can effectively control the value of the (guessed) selection function by sampling
random plaintexts and filtering out those having a wrong value. We simplify this
assumption by allowing the adversary to directly control the selection function
values being encoded, both in the correct and incorrect cases. Essentially, this
means that we set the function P(x) from the above discussion to the identity:
P(x) = «. This simplification essentially leads us to the IND-CPA security no-
tion, where an adversary has to distinguish encryptions of two chosen messages.

Fault injections as decryption queries Similarly to the previous idea,
we will also assume that the output of the white-box implementation (as well
as the fault oracle (z,s) — (Y(R(x),s)) from the local fault model) contains
the unencoded internal values, i.e., the selection function. At first glance, this
ruins the IND-CPA security: the adversary may trivially distinguish the two
encryptions S(mq), S(ms) by observing the decrypted value my, in the output
of the implementation. However, we adhere to the idea of the IND-CCA oracle,
which does not permit requesting decryption of the challenge ciphertexts. We
emphasize that this restriction is simply a design element of the IND-CCA game;
it does not constitute any additional assumption on the adversary’s capabilities.
This is similar to the challenge oracle in the IND-CPA game, which is just a part
of the game and is not available to the adversary during an actual white-box
attack. In other words, these standard security games are designed to test an
adversary’s ability to extract information from the encryption scheme, in the
presence of encryption and decryption oracles.

Randomization of encodings Most known countermeasures rely on
(pseudo)randomness during the encoding phase and the computations. It is mod-
eled as true randomness in security proofs (for example, of masking schemes),
whereas in the white-box setting, it must be derived pseudorandomly from the
input. The secure implementation of such pseudorandomness generation is a
challenging open problem that falls outside the scope of this work. Here, we will
allow randomized queries for two reasons. First, this capability aligns well with
typical attacks, where selection functions depend only on a portion of the input
(for example, a single AES plaintext byte). The adversary may thus vary the
remaining part of the input to obtain randomized encodings of the same values
as the target part. Second, this capability aligns well with standard security no-
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tions, both from the physical cryptanalysis world / masking schemes, as well as
from symmetric-key encryption.

These discussions motivate the key concept of the paper - the haystack ci-
phers.

Definition 7 (Haystack cipher). Let (Encode, Decode) be a countermeasure.
Define the corresponding Haystack cipher as the encryption scheme (Ey ., Dg.r)
parametrized by a nonnegative integer v as follows:

- e||-) « Shuffle; ! (e),
B, (p) = Shuffen (Bncode(p)[[8");  Di.r(e) = | (€] ¢ Ftice [

The key concept here is the Hay randomness $" being statically shuffled with
the output bits of the base encoding.

We recall that Shuffleg, denotes a fixed permutation of its input bits, which
is chosen uniformly at random per each secret key k. We emphasize that this
shuffling is static, i.e., the permutation is independent of the input and is fixed
once the secret key is fixed. This is different from dynamic shuffling (e.g., dummy
shuffling), where a new permutation is generated per each input.

Remark 1. As we will show, the parameter r only makes sense in the CPA game.
In the CCA games (when the decryption oracle is available to the adversary),
the Hay randomness can be removed, thus r can be set to 0 without loss of
security. This precisely corresponds to the pseudorandomness removal technique
from Proposition 8 of Section 5.

Correspondence between white-box implementations and haystack
ciphers Following the indistinguishability games of Subsection 2.4 and Sec-
tion A, the symmetric cryptography concepts of a Haystack cipher have corre-
sponding representations in white-box cryptography, as depicted in Table 1.

Table 1. Correspondence between symmetric and white-box cryptography terms in
the haystack model.

Security Symmetric-key cryptography =~ White-box cryptography

CPA Plaintext Selection function
Ciphertext Trace window

CCA1 Decryption query Fault injection
Decryption failure (L) Fault detection (L)

CCA2 Relative forgery (Malleability) Targeted fault injection
CCA3 Existential forgery attack Undetected fault

A haystack cipher corresponds to the combination of the countermeasure en-
coding of the selection function and the difficulty of locating the encoding shares
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among other computational nodes. Thus, the resulting haystack ciphertext rep-
resents a local observation in the traces. Similarly, access to the implementation’s
plaintext or ciphertext represents access to the selection function.

When attacking the haystack cipher in the CPA model, an attacker can query
encryptions of chosen plaintexts, which represent the ability of an attacker to
generate multiple traces in white-box cryptography.

In the CCA models, the attacker can ask for decryption queries, correspond-
ing to retrieving the encoded value information from a fault injection. Assuming
that an attacker can retrieve the underlying value being encoded from a fault
injection is a strong assumption; thus, a scheme that resists a CCA attacker en-
sures security even if its encoded values are leaked. This assumption models the
ability of a white-box adversary to infer information about the sensitive variables
from faulty ciphertexts.

In the CCA2 model, the concept of a relative forgery represents the ability
of an attacker to transform a ciphertext from the encryption oracle into a new
one that is valid and whose corresponding plaintext is related to the original
message predictably (this security requirement is also called non-malleability).
In the white-box, this would correspond to performing faults on the ciphertext
to end up with two different selection function values that have some desired
relations. For instance, the DFA attack [ | requires faulting a precise part of
the implementation and is inefficient otherwise: the goal is to introduce a fault
that modifies only one particular sensitive bit.

Lastly, in the CCA3 model, it is possible to win the game if an attacker can
perform an existential forgery attack, that is, create a new ciphertext that the
decryption method will consider valid. In the white-box model, this exactly cor-
responds to the ability of an attacker to perform a fault that will be undetected
by the cipher. Clearly, this does not guarantee that any useful information can
be recovered from such a fault. Thus, CCA3 security of the haystack cipher is
not strictly necessary. However, such forgeries can often leak information about
the ciphertext’s structure (equally, the countermeasure’s encoding positions),
and a countermeasure designer may wish to achieve this notion. In addition,
classically, CCA3 is conceptually more straightforward to reach by combining
an IND-CPA-secure scheme with an integrity protection (such as MACs).

Limitations This model is insufficient to prove the full security of an im-
plementation. By design, it encompasses only local attacks and does not consider
circuit analysis attacks or obfuscation countermeasures. Furthermore, we only
consider the decoding function for the reasons mentioned above, while gadgets
are essential for security.

Respectively, in | , ], the authors introduced Non-Interference and
Algebraic Security, claiming that if a gadget respects these notions, it will be
secure against DPA (and, therefore, DCA) and LDA attacks. In our model, a
gadget could be CPA secure while not respecting these notions, as only the de-
coding function is studied. Similarly, including the whole gadget as a Haystack
cipher would not be enough to assess its security. Indeed, while one can prove
that a gadget is Non-Interferent and establish its CCA security, it does not nec-
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essarily result in a Non-Interferent and secure CCA implementation | 1,
as opposed to the Strong Non-Interference notion | .

4 Haystack ciphers in CPA model

In this section, we study basic properties of general Haystack ciphers, as well
as define and analyze Haystack ciphers for white-box countermeasures from the
literature.

4.1 On the plaintext size

We start with a proposition relating security of Haystack ciphers with different
block sizes. Our main goal here is to motivate the analysis of 1-bit block schemes.

Proposition 4. Let (Encode, Decode) be a countermeasure with Encode inde-
pendent of the key. For any r € Z>q, b € Zsg, let (Egrp, Drrp) be the Haystack
cipher corresponding to the countermeasure (Encode®b,Decode®b) and r ran-
dom bits (as in Definition 7). Then, for any b > 1, any IND-CPA adversary Ay
against By, can be converted to an IND-CPA adversary A1 against Ey 1 with
the same IND-CPA advantage.

Proof. We must construct the adversary for the 1-block Haystack cipher Ef , 1.
We will simulate the adversary Aj, and respond to its b-block queries by querying
the target 1-block oracle with the first message block, extending the ciphertexts
by concatenating encodings of the remaining message blocks, and reshuffling
the full extended ciphertexts in a randomly chosen fixed order. Such simulated
encryption is indistinguishable from a b-block encryption. More precisely, it is
easy to see that the following two functions have equal distributions:

Shuffle (Shufﬂek(Encode(ml)HW) || Encode(ms) || ... || Encode(mn)>
Shuffleg (Encode(m; )||[Encode(ms)]| . . . ||[Encode(m,)||$7),

where the three involved permutations are chosen uniformly at random. It follows
that the IND-CPA game with b = 1 blocks can be solved with the same advantage
as the given adversary for b > 1 blocks.

One could expect a reduction in the other direction. The idea would be to
pad a 1-block query into a b-block query (arbitrarily). The irrelevant ciphertext
blocks could be treated as noise. The problem is that this noise may have a differ-
ent distribution than the bits of $" expected by the 1-block adversary, potentially
preventing them from performing their attack. In practice, non-uniformly dis-
tributed randomness would not significantly affect any attacks and may even
help to classify and group ciphertext bits, reducing randomness and improving
the attacks. Due to this argument, we will mainly focus on 1-block countermea-
sures (with block size n = 1 bit in most cases). In addition, we can also formally
prove the converse for encodings whose output distribution is uniform.
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Proposition 5. If Encode(x) has a uniform distribution in F5 for uniformly
distributed x € Fy, then any adversary against Ey 1, 7 > b-s can be converted
into an adversary against Eg ,_p.sp.

Proof. Given a 1-block query of the adversary, we will pad it with blocks chosen
uniformly at random, and query the b-block oracle, passing the result to the
adversary. It is easy to see that the following two distributions are equal (due to
the uniformity assumption):

Shuffleg (Encode(m)||$")
Shuffleg (Encode(m)||Encode(ts)]] . . . |[Encode(t,)||$7 %),

where each block ¢; € F is chosen uniformly at random.

4.2 Haystack-ISW

In this section, we illustrate Haystack ciphers by using linear countermeasures for
instantiation. All such ciphers are insecure due to being susceptible to a linear
algebraic attack, essentially a direct reinterpretation of the trace-based LDA
attack in the IND-CPA Haystack model. These examples serve the purpose of
showing how Haystack ciphers work and how closely connected the attacks on
them and the corresponding white-box countermeasures are.

Definition 8 (Haystack-ISW). For a positive integer £ > 1, define
Encodel" :Fy 5 FS:p— (p@ta® ... 0 ...ty to,ls,... 1),

where all t; are sampled independently and uniformly at random from Fs. Fur-
thermore, define the corresponding Haystack cipher with r random bits and
m =L +r ciphertext bits by Haystack-ISW, . = (Ek.¢,r, Dr.o.r)-

An unpacked definition of the Haystack-ISW encryption is given by:
Ek,Z,r(p) = Shufﬂek(p Dilo®...Dty, ta,ts, ..., Ly, $1, e $r)

It is essential to distinguish the encoding randomness (to, ..., t;) from the Hay
randomness $” = ($1,...,8$,): the former carries the information about the mes-
sage p. At the same time, the latter is just noise aiming to hide the positions of
shares after shuffling.

We will now illustrate the reinterpretation of the white-box LDA attack as an
IND-CPA attack on the symmetric-key cipher Haystack-ISW. As mentioned in
Subsection 2.4, it is sufficient to recover (an equivalent of) a decryption function;
therefore, winning the CPA game is then trivial. The proof follows the idea of
the LDA attack in the white-box model.

Proposition 6. There exists an IND-CPA adversary against Haystack-ISW ci-
pher (Eg g, ) with time and query complexity O(m*) and negligible failure prob-
ability (note m =€+ r).
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Proof. Let € € Z~o be a parameter and set T = ¢ + r + e. Perform T queries
with random inputs, obtaining ciphertexts ¢; = Eg ¢, (p;) € Fg‘”, 1<i<T.
Let C be an (£ + 7 + €) x (£ + r) matrix with rows (¢;);. Observe that the
matrix C' is uniformly random over Fo (over the choices of p; and the encryption
randomness). Thus, it has a nontrivial right kernel with negligible probability
(exponentially small in €). It follows that C has full rank ¢+ with overwhelming
probability. It follows that the weight-¢ vector z, which describes the position
of the ¢ shares after shuffling, is the unique solution to the equation C' x z = p,
which can be recovered using any linear algebra method. This vector enables
efficient decryption and a straightforward victory in the IND-CPA game.

The definition and the attack extend straightforwardly to any linear encod-
ing function over any finite field, including inner-product masking, polynomial
masking, and code-based masking | ], which covers all previous exam-
ples. We show in Section B that a CPA attack can be mounted on Code-Based
countermeasures similarly to the attack on ISW.

The SEL masking scheme | | leads to another example of a Haystack
cipher. Due to several attacks [ ] its practical relevance is significantly di-
minished. For completeness, we provide a detailed study of the attacks and their
interpretation within the Haystack framework in Section C, as well as variations
of the SEL masking scheme combined with ISW sharing.

4.3 Haystack-DS (Dummy Shuffling)

We now move on to white-box countermeasures based on dummy shuffling
[ ] and proceed to define and analyze the corresponding haystack ciphers.

Haystack ciphers from pure Dummy Shuffling Although shuffling is al-
ready at the heart of the haystack ciphers, it is only used statically: the resulting
permutation of the elements only depends on the secret key k, and is fixed dur-
ing the security games. Dummy shuffling, on the other hand, is dynamic: the
shuffling permutation is randomly generated for each execution (this applies to
the algebraic security and probing models, as well as to the haystack ciphers;
in the real white-box setting, the order has to be derived pseudorandomly from
the input). Its purpose is to introduce nonlinearity and prevent (higher-degree)
algebraic attacks (HDDA in the white-box terminology | D-

Definition 9 (Haystack-DS). For integers d € Z~q, define
Encodel®: T3 — Fyete: ps f || Shuffles(p, to,. . ., ta),
where each t; € F3 is sampled uniformly at random, f € TF§ is the shuf-

fling seed sampled uniformly at random. Furthermore, define Haystack-DS, , =
(Ek,d,r, Di.,ar) as the corresponding Haystack cipher with r random bits.
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Note that Shuffley shuffles whole n-bit blocks with a permutation of d ele-
ments, while Shuffleg, of the haystack cipher ciphers elements bitwise yet stati-
cally. This means that, for each dummy shuffling key f, there exist d fixed lists
of positions of ciphertext bits, each of length n, such that, for each ciphertext,
one of the lists describes positions of the bits of p.

Of course, the pure dummy shuffling countermeasure and the corresponding
haystack cipher are insecure against correlation attacks. Each encoding bit has a
correlation of ﬁ with the input, and this property is preserved after Haystack’s
static shuffling. The adversary has to test each ciphertext bit for the correla-
tion. Therefore, it is suggested to use dummy shuffling together with the ISW
countermeasure.

Shuffling information We include f in the output so that the encoding is
in fact invertible. Since f contains sensitive information about the countermea-
sure, it has to be protected in some way, for example, encrypted (note that it
does not take part in the computations, so that it only needs to be accessed at
the encoding and decoding stages). However, this interesting question is outside
the scope of our work, and we will ignore the presence of f in the ciphertext
from now on.

5 Haystack ciphers in CCA model

While trace-based attacks are well-studied in the white-box setting, fault attacks,
despite being very powerful, are less analyzed in the literature. In this section,
building on the Haystack cipher CCA model presented in Subsection 3.3, we
revisit existing fault attacks and propose new ones.

5.1 Haystack randomness removal

In | ], it was shown that pseudorandomness could be easily removed by
using fault attacks. Indeed, faulting a node corresponding to the pseudorandom-
ness of the cipher does not impact its output (unless it is protected, which should
be reflected in the definition of the Haystack cipher). With enough traces, one
can identify and then remove all random nodes from the cipher, in turn signifi-
cantly weakening CPA countermeasures. We will now demonstrate that a CCA
attacker can similarly remove the Hay randomness, and the complexity of doing
so depends on the countermeasure employed.

Ezample 2. Let us consider the SEL; 4 masking scheme with d = 5 non-linear
shares and ¢ = 2 linear shares, which will replace every bit variable of the cipher
by x =21 ® x2 B x3- x4 x5 - T6 - ©7. Now, faulting the bit variable x3 may not
modify the original value z: it will modify it only if 23 was equal to 0 before the
fault, and if x4 = x5 = 26 = 27 = 1, which happens with probability p = 1/25.
So, on average, 2° couple of traces and faulty traces are needed to distinguish a
pseudorandom bit of the cipher from a nonlinear share of SEL 5.
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We therefore introduce the burning value § of a Haystack cipher, which allows
an attacker to burn the hay of a haystack to recover the needle. However, it does
not guarantee the overall success of the attack.

Definition 10. In the CCA models, we denote the average number of decryption
queries required to distinguish any bit of a Haystack cipher H (in the worst-case)
from Hay randomness by 3, the burning value of H.

Proposition 7. Consider a countermeasure given by Enc : Fy — F5 and Dec :
F5 - Fy U{Ll}. Let H = (Eg,, Di,) be the corresponding Haystack cipher.
For a ciphertext c, let us denote by c** its copy with the it bit flipped, and the
function § : FY x FY — Fo, (a,b) — 1 if a,b, L are all distinct, and 0 otherwise.
The burning value 3 of the above-defined haystack cipher H is upper bounded by:

25
minie .5} (Loer; S(Dec(e), Dec(e)))
Remark 2. If there exist shares for which faulting has no impact on the Haystack

decryption, then ZceF? §(Dec(c), Dec(c*?)) = 0 and the formula is not defined.
These shares need to be considered as Hay randomness.

p <

Proof. For any index i representing the Hay randomness and for all ciphertexts
c € F3', we have §(Dg,-(c), Di(c*)) = 0, as faulting them does not impact
the underlying decoding process Dec. For the shares that are not the Hay ran-
domness, we can compute p = 2_3(2(;@7; §(Dec(c), Dec(c*?))) for a given share
of index 4, which gives us the probability of observing a difference in the plain-
text by faulting this share once. The expected number of queries to observe a
difference is therefore 1/p. Now, since we are searching for the highest of these
numbers amongst the shares, we can search for the minimum probability p over
the shares of H, giving us the formula.

The burning parameter of ISWy | | is 1, since flipping one of its shares
flips the output, while the burning parameter of BU | ] is 22 = 4, since it
has two non-linear shares. Similarly, the burning parameter of SELy 4 | ]
is 2¢, with d indicating its degree, as explained in the previous Example 2.
Additionally, the burning parameter of Dummy Shuffling| | is d, where d
represents the number of slots, as each slot has a 1/d chance of being the main
one. Finally, the combination of dummy shuffling and ISW has the same burning
parameter as Dummy Shuffling, and the combination of ISW and SEL has the
same burning parameter as SEL, independently of the order of combination.

It is interesting to note that some attacks can still be effective even when
some of the shares are removed. For instance, WBLPN | ] only needs to be
performed on linear shares; thus, by using fault attacks, we could also remove the
non-linear shares of SEL by faulting over a single query to perform the attack
thereafter.

We will now prove that we can remove the bits of Hay randomness from a
Haystack cipher, even against a CCA-secure scheme.
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Proposition 8. For a positive integer s € Z~q, define Haystack‘CCA F3 — F5:

p — Shuffley,(EncodeC*(p))), such that Haystack®S? constitutes a CCA-secure
scheme with no Hay randomness, with burning parameter f3.

Define Haystackgf£+$ Fy — F5" 2 p — Shuffley,(EncodeS“ (p), $1,- - $,.).
In the CCA1 model, an attacker can remove the r bits of Hay randomness and
perform forgery attacks in the CCA2 and CCAS3 models with O(B(s+r)) queries

and time complexity.

Proof. First, one can observe that HaystackggA and Hauystackscf,‘,‘;""$ share the
same burning parameter 5, as adding more Hay randomness does not change
the computation of 5. Let € € Z~( be a parameter. Perform T = 3 4 € queries
with random inputs, obtaining 7' plaintext/ciphertext pairs. For each of the
Haystackfﬁ‘,t*‘$ output bits, perform a bit-flip fault and generate T queries for
the same plaintexts, and observe whether the ciphertexts match. If so, the faulted
bit is one of the Hay randomness, which results in a forgery attack on the CCA2
and CCA3 games, and can be ignored. After going through all the s+ r output

bits of Haystack??£+$ all the » Hay random bits are removed, leaving only the

s output bits of HaystackCCA.

Remark 3. Proposition 13 in Section D completes this proof by showing that
corrective schemes do not prevent the removal of Hay randomness.

While removing the Hay randomness of any scheme can be done in O(3(s +
1)), an attacker can adapt it to the countermeasure. Suppose we want to remove
the Hay randomness of SEL; 5 from Example 2. Instead of trying to find faults
in B = 2¢ traces, one can run the attack on one trace to remove all the linear
shares first, and then run it over g traces.

If B is high, another trick would be to fault multiple nodes simultaneously
over fewer than [ traces, as each faulted node has a probability 1/8 to create
an error individually. Then, a divide-and-conquer approach can be used to find
the shares if a difference is observed in the output.

Therefore, in the CCA model, since we can remove Hay randomness in
O(B(s + r)) query and time complexity, and since a countermeasure needs to
resist other attacks, we will not further study the burning value of Haystack
ciphers. We will consider that the Hay randomness removal has been applied
and will study Haystack without the presence of Hay randomness.

5.2 Multi-persistent fault attack against corrective schemes

Most fault attacks in the physical cryptanalysis literature consist of faulting a
part of the state of the encryption algorithm to recover information about the se-
cret key. It is the case of the differential fault attack (DFA) | |, where the au-
thor proposed to fault bits of the DES to observe its output to uncover key infor-
mation, but also on more recent families of attacks | , ].
For instance, to perform a DFA, an attacker needs to introduce a fault at a
precise moment in the ciphering process, specifically before the last round in the
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case of the AES | ]. The attacker then observes the difference between its
faulty and non-faulty output, giving them an oracle as to whether or not they
succeeded in performing the fault: if the fault occurs too early in the ciphering
process, the fault will impact the difference too much; and if too late, not enough.

These attacks are even easier to mount in the white-box model as the attacker
has direct access to the software implementation and can choose with perfect
precision where to apply a fault, and is not limited to the number of simulta-
neous faults. The white-box cryptanalysis tool JeanGrey® performs clusters of
simultaneous faults in the implementation, discarding the whole cluster if the
output is changed not enough, or performing sub-clusters of faults recursively if
the output difference is too high®. This tool was alone sufficient to break some
of the countermeasures proposed in the 2017 WhiBox contest | ]

Following Definition 4, an encoding function from F% to I has s — n bits of
redundancy, which ensures a pool of 2°~™ different encoded values on average
for each input. Therefore, there exist 2™ undetected encoded values amongst the
2% available ones, so an attacker trying to find a valid one by brute force needs
to exhaust 2°7"! encoded values on average.

Having and preserving high redundancy against fault attacks is crucial to
prevent an attacker from successfully finding another faulty encoded value that
can’t be detected by the scheme, thereby allowing effective fault attacks. Indeed,
if an attacker removes completely the redundancy (makes s equal to n), the
decoding function becomes a bijection, and all the encoded values are considered
correct, removing entirely the detecting property of the scheme, weakening its
security, and exposing it to free forgery attacks.

Once a fault is detected, the countermeasure outputs L. This symbol can
either represent the corrective or the infective approach to prevent the fault
attacker from recovering information from the faulty output. In the infective
approach, the goal is to propagate the fault everywhere to create a seemingly
random output. In contrast, in the corrective approach, the goal is to correct the
fault so that the output appears unchanged. We will now show in Proposition 9
that an attacker in the CCA model can remove the bits of redundancy if a
corrective approach is used.

Definition 11 (Haystack-CSy). Let n, s > n, and f < s —n be positive
integers, and let Encode, y : Fy — F3, p — x, and Decode, s : F5 — F5 U
{1},  — p be encoding and decoding functions of a detecting scheme, such
that for any combination of f faults or less represented by a vector e € 5 of
Hamming Weight at most f, for all p € F2, we have:

n’

Decode, r(Encodes r(p)) = Decodes, f(Encodes ¢(p) + €) = p.

Define Haystack-CSy; = (Ey, Dy) the corresponding Haystack cipher of this
Correcting Scheme with no Hay randomness, with burning parameter 3.

® https://github.com/SideChannelMarvels/JeanGrey
5 https://blog.quarkslab.com /differential-fault-analysis-on-white-box-aes
-implementations.html
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Proposition 9 (Multi Persistent Fault Analysis (MPFA)). In the CCA-1
model, it is possible to remove f bits of redundancy of Haystack-CSy in query
and time complezity O(Bs).

Proof. Let € € Z~y be a parameter. Perform T = 8 4 € queries with random
inputs, obtaining T plaintext/ciphertext pairs (p;,¢;),1 < ¢ < T. Let j = 1.
For every ciphertext ¢;,1 < i < T perform a bit-flip fault on every index lesser
than or equal to j, name the result ¢}, and verify that D(c;) = p; for each 1.
If so, increment j by one and redo the previous step; if not, stop the algorithm.
We can now choose randomly the t first ciphertext bits without impacting its
decoded value, so we reduced the redundancy by ¢ bits. Since we sampled T
different random ciphertexts, the probability of finding T valid ones such that
their first ¢ > f bits are flipped is negligible (exponentially small in T'), as there
exist 25~ different valid ciphertexts that are corrected to the same plaintext,
out of 2°. Thus, we have t = f, and reduced the redundancy by f bits.

Remark 4. In practice, an attacker can perform persistent faults throughout the
implementation nodes, realizing [+ € verifications per node to ensure if the fault
succeeded or not. If not, perform a persistent fault on the next node; if so, undo
the previous persistent fault and continue.

While MPFA alleviates the redundancy of correcting schemes, it does not ad-
dress infective schemes. Indeed, while it is possible to distinguish a corrected out-
put for the circuit from a faulted one, it is impossible to distinguish an infected
output L from a faulted one, which prevents determining whether a persistent
must be performed or not. However, it is interesting to note that a corrective
scheme could be employed if an infective approach is performed on top of it.

5.3 Ineffective Fault Attacks: Haystack forgery attack

The Ineffective Fault Attacks (IFA), firstly introduced in | ] exploit infor-
mation on the faults that do not impact the output. For instance, giving two
bit variables a and b such that a - b is computed, faulting a to stuck it at 0 will
generate a fault only when b is equal to 1 and when a is supposed to be equal
to 1, which gives information. SIFA attack | ] expanded the attack by
assessing the probability of success of a fault.

In white-box cryptography, the model guarantees fault success with bit pre-
cision, which allows for broader attacks. For instance, in | ], the authors
demonstrated that it is possible to recover the locations of the ISW masking
scheme shares by performing groups of two simultaneous faults: if the double
fault does not impact the output of the implementation, then either the two
bits are pseudorandom data or the two elements are shares of the same encoded
value. Similarly, in [ |, the authors showed that faults allow the retrieval
of the main slot of a dummy shuffling countermeasure: if the fault of a share im-
pacts the output, then, for this trace, the share is one of the main slots; if not,
it is one of the dummy slots. Similarly, faulting a share of Haystack-SEL, 4 from
Definition 14 without Hay randomness yields two different outcomes: either the
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fault is effective all the time and the share is linear, or the fault is ineffective
with a probability of 1 — 1/2¢ and the share is non-linear.

These ineffective faults create another state value, leading to a valid cipher-
text. In the Haystack CCA model, this corresponds to a forgery attack: creating a
new Haystack ciphertext that the decryption function will consider valid. There-
fore, a CCA countermeasure must resist forgery attacks, which include STFA.

Linear Fault Recoding (LFR): We show that there exists an attack
on countermeasures based on linear codes. This attack, Linear Fault Recoding
(LFR), as for LDA previously explained in the proof of Proposition 6, exploits the
fact that an attacker can observe linear relations between the output elements of
a haystack cipher. An attacker is not limited to bit-flip faults, and here we show
that faulting the elements of the ciphertext following the found linear equations
allows constructing valid codewords of the linear code countermeasure, removing
its redundancy, even if it is combined with other schemes.

Definition 12 (Haystack-CCA-CB). Let Haystack-CCA(Ecca, Dcca), with
Ecca : Fy — IF‘;”/, and Dcca - IFZ]"/ — Fyu {L} be a secure Haystack cipher
against any CCA attacker, such that sampling m + € ciphertexts spans the ci-
phertext space.

Furthermore, let Haystack-CBy ¢ = (Ege,c, Drec) with B : IF;”, —
Fy, and Dy : Fy' — IF;”/ U{L} be a Code-Based haystack cipher following
Definition 13, with no random bits and encoding function for a given matriz
G e IF(ml*Z)X”’, and with the corresponding decoding function Dy ¢ returning
the vector p € an’ if there exists a vector v € Ffl such that ¢ = (p||lv)G, L
otherwise.

Let Haystack-CCA-CBkyg,G = (Ek,l,G(EC’CA),Dk,é,G(DCCA)) be the com-
posed Haystack cipher with:

Ecca [ N Ne] Dcea 4 Do,
F? Fr F7 and FP U (L) 94 Ty (1) b9 g

Proposition 10. In the CCA1 model, it is possible to remove the m—m' bits of
redundancy of Haystack-CB, ; from Haystack-CCA-CBy g in query complezity
O(m) and time complezity O(m=*1).

Proof. Let € € Z~¢ be a parameter and set T = m + €. As for the proof of
Proposition 6, perform T queries with random inputs, obtaining ciphertexts
c;, = Ek,i,G(ECCA(Ci)) € F;n, 1<i<T.Let C be the (m+e) X (T) matrix with
rows (¢;);. Observe that the matrix C' is uniformly random over F,. Thus, it has
a non-trivial right kernel with negligible probability (exponentially small in €). It
follows that C has full rank m with overwhelming probability. Since the rows are
made of vectors constructed with the linear expression (Ecca(p;)||$°)G, given
an index i € (1,---,m), if C;, the i*" column of C is not linearly independent
from the others, we can find the set of indices S,i ¢ S of columns C;,j € S,
such that C; = .5 C;. Let v be a vector in F and let it satisfy v = 3, g v;.
The vector v follows the sets of conditions to be a valid codeword of Haystack-
CBy,¢. Therefore, once we have determined the linear relations of the code-
based countermeasure, to fault a share of index 7, we replace it with the sum of
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the shares of indexes in S, creating a valid codeword and an undetected fault.
Similarly, we can find the family of m’ vectors that spans the matrix C, which
allows us to reduce the space of possible valid ciphertexts of Haystack-CCA-CB
from ¢™ to qm/.

Remark 5. Suppose only a linear code-based countermeasure has been employed.
In that case, it is possible to mount a CCA1 forgery attack by taking one of the
ciphertexts and faulting it until finding a ciphertext not previously queried. This
attack is implemented in SageMath | ] for exposition | ]

While we effectively reduced the redundancy of the combined countermeasure
by removing the redundancy brought by the Haystack-CB cipher, we did not
break it totally, as the retrieved valid elements in ]F;", are still mixed linearly.
One can observe that the LFR attack does not require any knowledge of the
underlying matrix G of the linear code-based countermeasure, so hiding it from
an attacker does not prevent the attack. The assumption that the Haystack-
CCA cipher spans the ciphertext space after m + € queries ensures that the set
of ciphertexts in IFZ"‘, creates a matrix that achieves full rank; otherwise, the
LFR attack could make incorrect linear assumptions, as Haystack-CCA could
induce some linear equations. We emphasize that the LFR attack is not limited
to code-based countermeasures. For instance, it can break the time redundancy
with the comparison proposed in [ ], even if more than two duplicates of
the scheme are made, since the decoding function is linear.

6 Conclusion

While the white-box community has thoroughly studied trace-based attacks and
countermeasures (represented by the CPA attacks in our Haystack model), the
formal study of fault attacks seems to lag behind (represented by CCA attacks),
leaving no viable countermeasure in the white-box setting that would prevent an
attacker from performing attacks that require no human effort. We therefore raise
the need for further studies in fault attacks, specifically in fault countermeasure
designs in the white-box model.
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> (IND-CPA)
proc Initialize()

k& K(); bE(0,1)
proc Enc(p)

& Ey(p); return ¢
proc LR(po,p1)
& Ey(py); return ¢

proc Finalize(V)
If (b' = b) return Win
else return Loose

> (IND-CCA1 / non-adaptive)

proc Initialize()

k< KO b (0,1); f 0

proc Enc(p)

c & B, (p); return c

proc Dec(c)

If f =0 then return Dj(c)

else return L

proc LR(po,p1)

& Er(py); f <+ 1; return ¢

proc Finalize(b)

If (t/ = b) return Win

else return Loose

> (IND-CCA2 / adaptive)
proc Initialize()

k< KQ; b (0,1); S« 0

proc Enc(p)

& Ey(p); return ¢

proc LR(po,p1)
& Ex(ps); S+ SU(c); return ¢

proc Dec(c)
If ¢ ¢ S then return Dy/(c)
else return |

proc Finalize(b)
If (' = b) return Win
else return Loose

> (IND-CCA3 / authenticated)

proc Initialize()

k< K(); b (0,1); S« 0

proc Enc(p)

& Ei(p); S < SU(c); return ¢

proc LR(po,p1)

& Ek(py); S <+ SU(c); return ¢

proc Forge(c)

If ¢ ¢ S and Di(c) # L return Win

proc Finalize(b)

If (t/ = b) return Win

else return Loose




B CPA attack on Code-Based countermeasure

Following Subsection 4.3, we demonstrate here that a CPA attacker can break
a code-based Haystack cipher using an attack derived from LDA.

Definition 13 (Haystack-CB). Let F be a finite field, ¢ € Z~o and G €
F( 0% be g right-invertible matriz (in particular, s > n+£). Define an encoding
function

Encodegg (F" 5 F*:p— (p||$Y) x G,

where $¢ is sampled uniformly at random from F*.
Furthermore, define Haystack-CB, ¢ = (Ek,G,r, Dr.e,c,r) as the correspond-
ing Haystack cipher with r random bits.

Remark 6. In principle, the Hay randomness $" can be incorporated into the
definition of G by increasing ¢ and passing the added random bits to the output
without mixing them into the generator matrix G.

Proposition 11. There exists an IND-CPA adversary against Haystack-CB
(Ek.0,c.r) with time and query complexity O(m¥) and a negligible failure proba-
bility (note that m = s+r).

Proof. The proof is similar to the Proposition 6. Although the corresponding
matrix C' is not entirely random and not full rank due to possible redundancies
introduced by G, it is easy to show that any solution to the equation C' x z = p¥)
yields a decryption function with overwhelming probability. Here, p%) is a vector
corresponding to the j-th coordinate of the messages.

C CPA attack on SEL masking scheme

We give here a thorough study of the SEL Haytsack cipher and its combinations
with ISW, as discussed in ?77.

Haystack ciphers from pure SEL scheme We now proceed to the

case of nonlinear masking, focusing on the scheme presented in | ], which
includes [ | as a special case. Its decoding function consists of one nonlinear
monomial of degree d summed with ¢ linear shares. We note that | ] only

proposed gadgets for degrees 2 and 3, indicating that the instantiation of the
scheme for higher degrees remains an open problem. Nonetheless, we analyze the
scheme in full generality since our current study does not involve gadgets.

Definition 14 (Haystack-SEL). For integers ¢,d € Z~q, define
EncodeggL :Fy — F5TE
p—(p®%$%... 8,08 d...a8, %5, ....8, $1,%,...,%4), (1)

where all $i,$;- are sampled independently and uniformly at random from F.
Furthermore, define Haystack-SEL&dW = (Ek0,d,r> D t,a,r) as the corresponding
Haystack cipher with r random bits.
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Proposition 12. There exists an IND-CPA adversary against Haystack-SEL
(Ek.0.a.r) with time and query complezity O((€+d+7)“*1) and negligible failure
probability.

Proof. We will reapply the filtered LDA attack [ | in the Haystack cipher
model. Let € € Z~o be a parameter and set N = 3({ 4+ d + r + €). Perform N
queries with random inputs, obtaining ciphertexts ¢; = Ej ¢,(m;) € IFngd”,
1 < i < N. For each output bit position j, 1 < j < ¢+ d + r, perform the
following attack. Let S denote the subset of ciphertexts for which the j-th bit
equals 0. Let C be an (£+74¢€) x (/4r) matrix with rows being ciphertexts from
S , and let m be the vector of plaintexts corresponding to the chosen ciphertexts.
Then, apply the linear algebraic attack from Proposition 6 and Proposition 11,
by solving the equation C x z = 1. In the case that ¢; corresponds to one of
the nonlinear shares $1,...,$4, the nonlinear monomial will be equal to 0, and
we will essentially have an ISW-sharing of the message among unrelated random
bits. The chances of having less than ¢ 4 d + r + € selected ciphertexts for each
position j are exponentially small in €; the same can be shown for the chances
of having a non-unique solution. Therefore, with overwhelming probability, the
attack succeeds and recovers the positions of linear shares and the positions of
nonlinear shares. This allows the decryption of ciphertexts in 1/2 of the cases
(when ¢; = 0), which is sufficient for breaking CPA security.

Haystack ciphers from SEL-then-ISW combination First, we study
the composed countermeasure where a SEL-encoded input is further encoded
with ISW. For simplicity, we set the number of linear shares in SEL to 1, since it
is already expanded to more linear shares by ISW, and there is no clear benefit
of having a larger number of them. This means that we have no $’ shares in
Definition 14.

Definition 15 (Haystack-SEL-ISW). For positive integers {,d € Z~g, define
Encodesz'wW :Fy — Fédﬂ)e, Dp [Encodeésw]‘@(d“)(Encodef’gL(p)),

Furthermore, define Haystack-SEL-ISW, 4, = (Ek¢.d.zr> Drear) as the corre-
sponding Haystack cipher with r random bits.

The decoding function of SEL-ISW has the shape of the SEL decoding func-
tion, but with each variable independently replaced by ¢’ linear shares:

p = Decode} ;"W (2) = 2} + ... + )+
(1'1,1 + ... +£C1,g) . (:17271 + ... +£C27@) C (JEdJ + ...+ :Zidj). (2)

We now survey the main known attacks against this countermeasure from
[ , ]. We recall that, in the corresponding Haystack cipher, the posi-
tions of the shares are unknown to the adversary. Two basic attacks against this
cipher are based on guessing the locations of some shares. First, by guessing ¢
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shares (1, ..,%;¢) of one of the nonlinear factors (z; 1+...+x;¢), one can run
the filtering attack. This is essentially a variant of the “higher-order filtering at-
tack”. A similar option is to guess the positions of the £ linear shares (1, ..., z}),
compute their sum, and correlate with the input. This is the “higher-order dif-
ferential computation analysis” attack [ ]. Both attacks have complexity
dominated by guessing the locations of shares and a small factor of extra work.
This requires time §2((})) = £2(m*) for m > (. Another general attack is the
“higher-degree decoding attack”, a generalization of LDA, which is based on
linearization and runs in time O(m*?).

A more powerful attack is the LPN method, which exploits the key algebraic
weakness of the scheme: the monomial has a strong tendency to be equal to
zero (probability 1 —279), so that the scheme degenerates to a linear masking
on most inputs. The tendency becomes stronger for higher d. However, the at-
tack is exponential in the size of the ciphertext m. Using complexity estimate

w—1

) ((127_(,),”) from | | with w = 2.8, one needs m > 600 to achieve 128-bit

security for d = 3, and the number roughly doubles with each increment of d.
Due to the absence of known gadgets and strong attacks on the scheme/cipher,

we do not explore the possibilities of trade-offs in parameters and focus on more

relevant schemes.

Haystack ciphers from ISW-then-SEL combination Now, we will first
apply the ISW encoding and then split each linear share into a SEL-sharing.

Definition 16 (Haystack-ISW-SEL). For positive integers {,d, ¢’ € Z~¢, de-
fine

A SEL}@[( ISW

Encodeéil%’SEL :Fy — ]FédH : p+ [Encodey Encodey” " (p)),
Furthermore, define Haystack-ISW-SELy 4y, = (Eyede v, Drgae.r) as the
corresponding Haystack cipher with r random bits.

The decoding function of ISW-SEL has the shape of a sum of ¢ instances of
the SEL decoding function:

ISW-SEL
p = Decode, ™ (x) = @11 ... cx1a + T+ T

+ Tgr1--.- Ty d =+ 3;‘2,,1 +...+ 1‘2,’[.

This cipher seems to be much more resistant to various attacks. First, one
needs to find all ¢'¢ linear shares to perform a correlation attack (HODCA).
Filtered LDA requires filtering at least one variable for each nonlinear monomial,
that is, positions of ¢ variables need to be guessed (with some slack given by
the fact that we can use any of the d variables for each monomial). HDDA
still takes the same amount of time: O(m®?). The LPN noise of the construction
increases linearly in ¢ from 27% to 1(1—(1 —2l=d)'y — o= L O((¢)?) (] ,
Prop.4]), making LPN less performant. In particular, setting ¢ = 2¢ maintains
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the noise nearly constant (lower bounded by 0.43), although it is costly for
large values of d. In this setup, for A-bit security against HDDA, one could set
d= Va0 =22 m = 22 5o that O(m“?) = O(2*) and the LPN noise is
constant. Again, the ciphertext size m is superpolynomial in A, rendering the
scheme not asymptotically efficient, and we do not even consider the complexity
of the gadgets.

We conclude that SEL and its combinations with ISW do not yield efficient
masking schemes or haystack ciphers.

D Haystack randomness removal in the presence of a
correcting scheme

In Proposition 8 of Section 5, we showed that an attacker could remove the
Haystack random bits of a Haystack cipher, as he knows if a fault he injected is
successful by observing a non-null difference in the faulty / non-faulty Haystack
ciphertexts. However, if a countermeasure detects and corrects the fault, the
attacker cannot observe such a difference. In the following, we will show that
an attacker can still succeed in removing the Hay randomness by performing
an attack similar to the Multi-Persistent Fault Attack presented as a proof of
Proposition 9.

Definition 17 (Haystack-CS$). Consider the error correcting Haystack-CSy
cipher defined in Definition 11 which can correct up to f faults. Define Efék -

and D?km as the previous decoding and encoding functions in the presence of
Haystack random bits, such that:

E}sé’,w = Shuffle,(E¢,$1,---,8,) and D?,k,r = Unshuffle,(Dy),

and define Haystack—C’Sﬁkm = (E?é b D;sé o)

Proposition 13. In the CCA-1 model, an attacker can remove the Hay random
bits even against a correcting scheme in O(B(s+71)) queries and time complexity.

Proof. Let € € Z~o be a parameter. Perform T = 4 € queries with random
inputs, obtaining e plaintext/ciphertext pairs (p;,¢;),1 < ¢ < T. As for the
previous proof, using MPFA, perform persistent faults and ask for queries using
the same plaintexts p; until the ciphertext does not match. Let us denote the
number of persistent faults necessary to fault the ciphertext consistently by n.
Since there are r Hay random bits, the persistent fault might also be on Hay
bits, so n > f. Keep n — 1 of the previous persistent faults, and, using the proof
of Proposition 8, for each of the remaining s+ r — n output bits of the Haystack
cipher, we fault it and generate 8 + € queries using the same plaintexts p; to
observe if the ciphertexts are matching ¢;. If the ciphertexts match, the faulted
bit is a Hay randomness and can be ignored; otherwise, it is one of the shares
of Haystack-CSy. We can now perform persistent faults on these m < n newly
found shares, and remove a set of m persistent faults of those of the first step,
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to fault them individually to uncover new shares or remove more Hay random
bits. Repeat until removing all the Hay randomness of Haystack-CS f e
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