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Abstract—With the rapid advancement of physical-layer secu-
rity technology, the covert and secure communication has become
crucial in safeguarding wireless communication systems. In this
article, we propose a joint covert and secure transmission
scheme for simultaneous wireless information and power transfer
(SWIPT) assisted cooperative nonorthogonal multiple access
(CNOMA) systems. In the CNOMA system, a greedy relay
transmits the confidential information to the far user (Carol),
with the assistance of the near user (Bob). Meanwhile, as
a SWIPT node, Bob is self-sustained by harvesting energy
from relay. What is more, a warden (Alice) and noncolluding
eavesdroppers (Eves) always attempt to detect and capture
the confidential information, respectively. To counteract the
attacks from Alice and Eves, a jamming-assisted scheme is
employed. For the proposed system model, we derive closed-form
expressions for the detection error probability (DEP) and the
average minimum detection error probability (AMDEP) of Alice.
Additionally, closed-form expressions for the outage probability
(OP) of users and the intercept probability (IP) of Eves are
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obtained. Furthermore, to maximize the effective covert rate
(ECR) of Carol, an optimization problem is formulated, subject
to covertness and security constraints. Numerical results are
provided to demonstrate the impact of the system parameters on
covert and secure performance, with the results showing perfect
agreement with the theoretical analysis.

Index Terms—Cooperative nonorthogonal multiple access
(CNOMA), covert communication, modify and forward (MF),
physical-layer security (PLS), simultaneous wireless information
and power transfer (SWIPT).

I. INTRODUCTION

W ITH the rapid development of wireless communication
technologies, communication security has garnered

significant attention. Physical-layer security (PLS), one of the
most popular technologies in secure wireless communication,
has been extensively investigated in recent years [1]. PLS
leverages wireless channel characteristics to prevent private
information from being decoded by eavesdroppers (Eve), and
the concept of PLS was first introduced in [2], where it was
demonstrated that nearly perfect secrecy could be achieved by
exploiting the differences between the main channel and the
wiretap channel. To improve the performance of PLS, various
schemes have been proposed [3], [4], [5], [6], [7]. In [3], it
considered a practical scenario where the transmitter does not
have the channel state information (CSI) of eavesdroppers and
showed that transmit antenna selection can positively affect
PLS. A secure beamforming scheme for two-tier downlink
heterogeneous networks was proposed in [4], and its effec-
tiveness in improving secure performance was demonstrated
through simulations. Additionally, in [5], it explored the
benefits of artificial noise schemes in combating eavesdrop-
ping. In [6] and [7], uncoordinated cooperative jamming
schemes were investigated to enhance security performance.
Furthermore, a few studies have primarily focus on the security
of NOMA systems, as exemplified by [8], [9], [10], [11], [12],
and [13].

Beyond PLS, another secure communication technology,
named covert communication, was introduced in [14]. Unlike
PLS, covert communication aims to hide the existence of
the confidential signal from the warden. To enhance covert
communication, numerous efforts have been made in recent
years [15], [16], [17], [18], [19], [20], [21], [22], [23],
[24]. For instance, several studies improved covertness by
exploiting various uncertainties, such as transmission time [15],
CSI [16], [17], [18], [19], and artificial jamming [20], [21].
Additionally, technologies like simultaneously transmitting and
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reflecting reconfigurable intelligent surfaces (STAR-RIS) have
been applied to assist covert communication [22], [23], [24].
In [22], a STAR-RIS covert communication system was
investigated, showing that the effective covert rate (ECR)
improves with an increased number of STAR-RIS elements.
Covert communication systems have also been explored in
diverse scenarios, such as device-to-device (D2D) underlaid
cellular networks [23] and covert backscatter communication
systems with powerful wardens [24]. These studies highlighted
howantenna reflectionsandGaussiansignalvariancesnegatively
impact the warden’s detection capabilities.

Most prior research focuses on scenarios with either
warden(s) or eavesdropper(s). However, in certain contexts,
particularly military operations, the coexistence of both war-
den(s) and eavesdropper(s) is likely. More recently, research
has increasingly explored the joint covert and secure transmis-
sion, as summarized in [25], [26], [27], [28], [29], [30], [31],
[32], [33], and [34]. Within this context, scenarios involving
warden(s) and an untrusted relay were investigated in [25],
[26], [27], and [28]. For instance, a two-phase covert and
secure transmission strategy was proposed in [25], in which
the jamming signal is sent to resist attacks from both a warden
and an untrusted relay, and the instantaneous secrecy rate,
subject to the covertness requirements, was maximized by
using the proposed power allocation strategy. Building on this,
in [26], it was extended the scenario to multiple wardens and
untrusted relays. In [27], a covert and secure D2D network was
proposed where a full-duplex base station emitted the jamming
signal to assist communication. This study considered both
underlay and overlay spectrum resource sharing modes, with
corresponding optimization schemes proposed to maximize
the average covert rate. In [28], to prevent the covert user’s
information from being detected by the warden and the secure
user’s information from being decoded by the untrusted user,
the source transmitted the covert user’s information in selected
time slots, and the average rate, subject to both covertness
and security requirements, was maximized. In contrast, studies
in [29], [30], [31], [32], [33], and [34] investigated scenarios
involving a warden and eavesdropper(s). In [29], a covert
and secure communication system with artificial noise was
studied, and low-complexity and analytical approaches were
applied to maximize the secrecy rate, subject to covertness
requirements. To resist attacks from both the warden and the
eavesdropper, in [30], a communication scheme was proposed
where the source sends the confidential signal in selected
time slots, while a multiantenna cooperative jammer sends the
jamming signal in all time slots. It was demonstrated that this
system can achieve a certain level of covertness and security.
Additionally, the use of reconfigurable intelligent surfaces
(RIS) or STAR-RIS to enhance covertness and security has
been explored in [31], [32], [33], and [34]. In [31], the source
attempted to transmit covert information to one user and
deliver secure information to another, with both a warden and
an eavesdropper present. The optimization problem, aimed at
maximizing the covert rate, was solved using a successive
convex approximation method. In contrast to [31], in [32],
a node that served as both a warden and an eavesdropper
was considered, with RIS and rate-splitting (RS) technology

applied to improve performance. This study showed that RS,
NOMA, and RIS positively impact covertness. Furthermore,
active RIS was explored in [33], where the system achieved
a lower outage probability (OP) and a higher covert rate
compared to passive RIS-based systems. In [34], a STAR-
RIS-assisted multiantenna millimeter-wave joint covert and
secure communication system was investigated. The sim-
ulation results reveal that STAR-RIS outperforms RIS in
implementing both covert communication and physical-layer
security (PLS) simultaneously.

While previous studies on joint covert and secure trans-
mission focus on security, the issue of energy scarcity has
been largely overlooked. Simultaneous wireless information
and power transfer (SWIPT), a technology capable of decoding
information and harvesting energy from the received sig-
nal, has the potential to significantly improve the energy
efficiency of communication systems. Introduced in [35],
SWIPT operates via two protocols: 1) time switching (TS) and
2) power splitting (PS). In TS, part of the time slot is used for
energy harvesting (EH) and the rest for information transfer
(IT). In PS, a portion of the received signal’s power is used
for EH, while the remainder is used for IT. On the other hand,
NOMA technology has been widely investigated as a promis-
ing solution due to its ability to enhance user fairness and
improve power efficiency [36], [37]. To further improve com-
munication performance for weaker users in NOMA systems,
Cooperative NOMA (CNOMA) was proposed in [38]. In
CNOMA, stronger users acted as relays to assist communica-
tion between the source and weaker users which significantly
improves the system’s reliability and capacity [39], [40].
Inspired by this technology, SWIPT-assisted CNOMA systems
have garnered significant interest in recent studies [41], [42],
[43], [44], [45], [46]. In [41], a half-duplex hybrid SWIPT-
assisted CNOMA system with transmit antenna selection
scheme was explored, revealing that the block time for EH
has a more substantial impact on the far user’s communication
performance than the PS ratio. In contrast, in [42], a SWIPT-
assisted CNOMA system with a full-duplex multiple-antenna
near user was considered, and a path-following algorithm,
superior to conventional iterative methods, was proposed to
maximize energy efficiency. In [43], a hybrid half-duplex
(HD)/full-duplex (FD) SWIPT-assisted CNOMA system was
studied, demonstrating superior performance compared to
nonhybrid schemes. In [44], a multiple-user SWIPT-assisted
CNOMA system was proposed, where near users with strong
channels acted as relays for far users. In [45], a SWIPT-
assisted CNOMA system with multiple base stations and near
users assisting a far user was investigated. The simulation
results showed significant performance improvements for the
far user compared to conventional CNOMA and coordinated
multipoint CNOMA schemes with opportunistic scheduling.
In [46], a Poisson point process-distributed multitier SWIPT-
assisted CNOMA system was proposed, where OP and
throughput expressions were derived. It can be found that the
recent studies on SWIPT-assisted CNOMA systems primarily
focus on PLS. Furthermore, SWIPT-assisted CNOMA system
has proven to be crucial in practical application scenarios,
such as large-scale Internet of Things (IoT) systems [47], [48]
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TABLE I
COMPARISON OF THE PREVIOUS WORKS AND OUR WORK (�: CONSIDERED; ×: NOT CONSIDERED)

and autonomous aerial vehicle based disaster relief operations
[49], [50].

A. Motivation and Contributions

Existing studies on joint covert and secure transmission
often overlook the critical issue of energy scarcity. While
some research has explored SWIPT-assisted CNOMA systems,
these research typically employ simplistic and foundational
models with limited emphasis on security performance. They
all fall short of addressing the increasingly covertness and
security requirements of modern communication systems. To
bridge this gap, we propose a novel joint covert and secure
transmission scheme for SWIPT-assisted CNOMA systems.
Unlike the straightforward node cooperation strategies com-
monly adopted in previous research, our approach introduces
a more complex cooperation model. Specifically, the source
node transmits public signals, while the relay node performs
multiple functions: forwarding public signals, transmitting
confidential signal, and generating interference signal with
random power to enhance both covertness and security. Our
scheme considers a more challenging scenario in which
obstacles prevent the relay node from directly transmitting
the confidential signal to the far user. To overcome this
limitation, the near user leverages EH technology to forward
the confidential signal to the far user. Within this framework,
each node is assigned a specific role and collaborates closely
to mitigate threats from a monitoring source node and multiple
noncolluding Eves. Building on this deep collaboration among
multiple nodes, our work represents the first realization of joint
covert and secure transmission in SWIPT-assisted CNOMA
systems. This innovative approach holds significant theoretical
value and practical application potential. To highlight the
contributions of our work, Table I presents a comparative
analysis of our proposed scheme and related studies. The
contributions of this article can be summarized as follows.

1) To the best of our knowledge, this work is the first
to investigate joint covert and secure transmission in a
SWIPT-assisted CNOMA system. The proposed scheme
has potential applications in large-scale IoT networks
and autonomous aerial vehicle based disaster relief
scenarios. In this work, we consider a communication
scenario in a SWIPT-assisted CNOMA system involving
a source (acting as a warden), a greedy relay, a far
user, a near user, and multiple eavesdroppers. Given
energy constraints, the near user serves as a SWIPT node
to forward the confidential signal to the far user. The
relay transmits a jamming signal with uncertain power
to resist attacks from the warden and the eavesdroppers,
enhancing both covertness and security.

2) The derived metrics provide a solid mathematical foun-
dation for the theoretical analysis, allowing us to
systematically examine the tradeoff between covertness
and security. The optimization approach is beneficial to
adjust the variables to satisfy different communication
requirements, offering valuable insights for improving
communication efficiency, particularly in resource-
constrained systems. We derive closed-form expressions
for the outage probabilities (OPs) of CNOMA users
and the intercept probability (IP) of eavesdroppers.
Furthermore, closed-form expressions for the detection
error probability (DEP) and the average minimum detec-
tion error probability (AMDEP) are derived. Finally, an
optimization scheme is proposed to maximize the ECR,
subject to covertness and security constraints.

3) This research not only provides novel insights into
the future advancement of joint covert and secure
transmission technologies but also establishes a foun-
dational basis for further developments in this field.
To validate the proposed scheme, simulations are con-
ducted to evaluate the covertness and security metrics.
Monte Carlo simulations are also performed to compare
the theoretical analysis results, demonstrating a high
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Fig. 1. System model for SWIPT-assisted CNOMA assisted joint covert and
secure communication.

degree of consistency between them and further validat-
ing the accuracy of the proposed model. The simulation
results demonstrate that the maximum ECR, constrained
by covertness and security requirements, can be achieved
by optimizing the relay’s power and power allocation
factor.

B. Organization and Notations

The remainder of this article is organized as follows. In
Section II, the model of the system and the relate assumptions
are described, followed by a discussion on the transmission
scheme and the information transmission process. Section III
analyzes the performance metrics of the CNOMA users, the
warden, and the eavesdroppers. Section IV formulates the
optimization scheme to maximize the ECR under covertness
and security constraints. Section V presents and discusses the
simulation results. Finally, Section VI concludes this article.

Notations: CN(μ, σ 2) represents a complex Gaussian vari-
able with the mean μ and variance σ 2. Pr(·) and E(·) represent
the probability and the expectation for the random variables,
respectively. | · | denotes the absolute value of the scalar. fx(·)
and Fx(·) represent the expressions of the probability den-
sity function (PDF) and the cumulative distribution function
(CDF), respectively.

II. SYSTEM MODEL

In this section, the joint covert and secure communication
transmission scheme in a SWIPT-assisted CNOMA system
is first introduced. Then, we discuss several system-related
assumptions, and a list of key system parameters along
with their corresponding definitions is provided in Table II.
Next, we describe the jamming-assisted and noncolluding
eavesdroppers’ transmission schemes, and provide a detailed
explanation of the information transmission process across
different time slots.

A. Model Introduction and Assumptions

We propose a two-hop wireless communication network,
as illustrated in Fig. 1. The network consists of a single-
antenna transmitter (Alice), a single-antenna greedy relay, a

Fig. 2. Process for information transmission and EH.

near legitimate user (Bob) equipped with two antennas, a
single-antenna far legitimate user (Carol), and multiple single-
antenna noncolluding eavesdroppers (Eves).

In the first phase, Alice transmits public NOMA signals
to the relay. In the second phase, the relay broadcasts both
the public NOMA signals and the confidential signal. During
this phase, the decode-and-forward (DF) relay also sends a
jamming signal with random transmit power to increase the
DEP at Alice and decrease the IP at the Eves. Bob, operating in
FD mode, uses the energy harvested from the received signals
to modify-and-forward (MF) the confidential information to
Carol. Meanwhile, Alice continuously monitors whether the
relay transmits the confidential signal to Carol or not. Due to
the considerable distance between Alice and Eves, significant
path loss results in the signals received by Eves from Alice
being exceedingly weak and difficult to decode effectively.
Additionally, channel fading further complicates Eves’ ability
to intercept Alice’s transmitted information. As a result,
Eves only focus on intercepting the confidential information
transmitted by the relay and Bob, who are located much closer.
Eves could be aware that the confidential signal forwarded by
Bob has been modified, the lack of information about the exact
difference between the modified and the original confidential
signal forces them to discard Bob’s modified signal and rely
solely on the signal forwarded by the relay to decode the
confidential signal. Therefore, the modified signals do not
affect with the desired eavesdropping signals at Eves. The
corresponding time-division for information transmission and
EH is shown in Fig. 2.

Meanwhile, we make the following assumptions for the
system model.

1) We adopt an independent quasi-static Rayleigh fading
channel model in this article. The channel coefficient
between Alice and relay, relay and Alice are denoted
as har and hra, respectively. These channel coefficients,
follow the distributions of CN(0, λar) and CN(0, λra).
Due to channel reciprocity, har = hra. The channel
coefficients from relay to Bob, Bob to Carol, relay to
the mth eavesdropper (Eve), and Bob to the mth Eve
are denoted as hrb, hbc, hrEm , and hbEm , respectively,
and these channel coefficients, follow the distributions of
CN(0, λrb), CN(0, λbc), CN(0, λrEm), and CN(0, λbEm),
where m ∈ [1, M], and M is the number of Eves. The
self-interference channel coefficient of Bob is denoted
as hbb, which follows the distribution of CN(0, λbb). We
assume that the variances of the channel coefficients are
distance-dependent, specifically: λar, λra, λrb, λbc, λrEm ,
and λbEm satisfy λar = d−α

ar , λra = d−α
ra , λrb = d−α

rb ,
Authorized licensed use limited to: University of Luxembourg. Downloaded on December 07,2025 at 03:54:24 UTC from IEEE Xplore.  Restrictions apply. 
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TABLE II
SUMMARY OF SYMBOLS

λbc = d−α
bc , λrEm = d−α

rEm
, and λbEm = d−α

bEm
, where

dar, dra, drb, dbc, drEm , and dbEm represent the distances
from Alice to relay, relay to Alice, relay to Bob, Bob
to Carol, relay to the mth Eve, and Bob to the mth Eve,
respectively, and α is the path loss exponent.

2) It is assumed that Alice knows the instantaneous CSI
for the Alice-to-relay link, while relay knows the instan-
taneous CSI for the relay-to-Alice and relay-to-Bob
links, as well as the statistical CSI for the relay-to-Eves
links. Bob is aware of the instantaneous CSI for the
Bob-to-Carol link and the statistical CSI for the Bob-
to-Eves links. Meanwhile, Eves have knowledge of the
instantaneous CSI for the relay-to-Eves and Bob-to-Eves
links.

B. Transmission Schemes

1) Jamming-Assisted Transmission: In the proposed system
model, to confuse both Alice and the Eves, a random power
transmit scheme is applied. The jamming power Pj of the relay
follows a continuous uniform distribution over the interval
[0, Pmax

j ], where Pmax
j is the maximum jamming power of the

relay. The PDF of the jamming power is given by

fPj(x) =
{

1
Pmax

j
, 0 ≤ x ≤ Pmax

j

0, otherwise.
(1)

2) Noncolluding Eavesdroppers: We assume that all the
Eves are noncolluding [13], meaning each Eve independently
attempts to decode the confidential information without shar-
ing information or their decoding results with other Eves. The
channel gain of the noncolluding Eves is represented by the

maximum channel gain among them. According to [51], the
PDF of the channel gain for the Eves is expressed as

f∣∣∣hkEg

∣∣∣2(x) = M

λkEg

M−1∑
m=0

(
M − 1

m

)
(−1)me

− (m+1)x
λkEg (2)

where k denoting the node from which the Eves are attempting
to intercept information, which could be either the relay or
Bob, i.e., k ∈ {r, b}. g being the index of the Eve with the
maximum channel gain among the M noncolluding Eves.

C. Information Transmission Process

1) First Phase: In the first phase, Alice transmits super-
imposed public signals of Bob and Carol to the relay. The
received signal at the relay at time t1 can be expressed as

yr(t1) = √
Pahar

(√
ρsb(t1) + √

1 − ρsc(t1)
)

+ nr (3)

where Pa representing the transmission power of Alice, sb and
sc being the public signals for Bob and Carol, respectively,
satisfying E(|sb|2) = E(|sc|2) = 1, nr denoting the additive
white Gaussian noise (AWGN) at the relay, distributed as
nr ∼ CN(0, σ 2), and ρ being the power allocation factor.
Noted that more power is allocated to Carol (the weaker user)
in the NOMA system, i.e., ρ ∈ (0, 0.5).

The DF relay first decodes Carol’s signal and then decodes
Bob’s signal using successive interference cancellation (SIC)
technology. The signal-to-noise ratios (SNRs) at the relay for
decoding sc and sb can be expressed as

γr→c = (1 − ρ)Pa|har|2
ρPa|har|2 + σ 2

(4)
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and

γr→b = ρPa|har|2
σ 2

(5)

respectively.
2) Second Phase:

a) Received signal at Bob: In the second phase, the
relay broadcasts the superimposed public signals for Bob
and Carol, along with the confidential signal and the jam-
ming signal, to Bob. Since Bob operates in FD mode, it
simultaneously receives and transmits signal, which introduces
self-interference. The received signal at Bob at time t2 can be
expressed as

yb1(t2) = √
Prhrb

(√
ρ1sb(t2) + √

ρ2sc(t2) + √
ρ3s(t2)

)
+ √

φPbhbb

(√
1 − ρ3ŝc(t2 − δ) + √

ρ3ŝ(t2 − δ)
)

+ √
Pjhrbsj(t2) + nb1 (6)

where Pr and Pb denoting the transmission power of relay
and Bob, respectively, Pj being the jamming power of relay.
ρ1, ρ2, and ρ3 are the power allocation factors for Bob’s
public signal, Carol’s public signal, and the confidential signal,
respectively. To ensure covertness and security, more power
is allocated to the confidential signal, i.e., ρ3 > ρ2 > ρ1,
ρ3 ∈ (0.5, 1), and ρ1 + ρ2 + ρ3 = 1. s is the confidential
signal, satisfying E(|s|2) = 1. ŝc and ŝ are the modified
and forwarded signals of Bob corresponding to sc and s,
respectively, satisfying E(|ŝc|2) = E(|ŝ|2) = 1. sj is the
jamming signal with random power, satisfying E(|sj|2) = 1.
nb1 is the AWGN at Bob, distributed as CN(0, σ 2

b1), and φ is
self-interference cancellation factor of Bob with φ ∈ (0, 1).
δ represents the processing delay, which arises because Bob
requires time to harvest energy from relay as well as to decode
and reencode the received signals. Furthermore, it is important
to note that this processing delay does not impact the system
performance.

We assume that the legitimate users can remove the jam-
ming signal by sharing the seeds of the jamming signal [52].
After jamming removal, the signal received at Bob can be
reexpressed as

yb2(t2) = √
Prhrb

(√
ρ1sb(t2) + √

ρ2sc(t2) + √
ρ3s(t2)

)
+ √

φPbhbb

(√
1 − ρ3ŝc(t2 − δ) + √

ρ3ŝ(t2 − δ)
)

+ nb1. (7)

In the EH process, Bob adopts the PS protocol. Specifically,
the power of the received signal at Bob is split into two parts:
a fraction

√
β of the power is used to harvest energy and

the remaining fraction
√

1 − β is used to decode information.
Here, β ∈ [0, 1] is the power split factor.

According to existing EH schemes, the contribution of self-
energy recovery is considered negligible [53], and the AWGN
is ignored [54]. Therefore, the harvested energy at Bob over
a duration of ωT can be expressed as

E = ηβωTPr|hrb|2 (8)

where η is the energy conversion efficiency of Bob, and η ∈
[0, 1].

It is assumed that the energy harvested at Bob is used solely
for decoding and forwarding information, while the power
consumption of the circuit is supplied by Bob’s own battery.
Thus, the transmit power at Bob can be expressed as

Pb = ηβPr|hrb|2. (9)

The signal used by Bob to decode the information can be
expressed as

yb(t2) = √
(1 − β)Prhrb

(√
ρ1sb(t2) + √

ρ2sc(t2) + √
ρ3s(t2)

)
+ √

(1 − β)φPbhbb

(√
1 − ρ3ŝc(t2 − δ) + √

ρ3ŝ(t2 − δ)
)

+ nb (10)

where nb is the overall additive noise, which is the sum
of

√
1 − βnb1 and nb2, and follows the distribution nb ∼

CN(0, σ 2). nb2 denotes the AWGN introduced during the
conversion of the RF-band signal to the baseband signal, and
follows the distribution nb2 ∼ CN(0, σ 2

b2). Compared to the
AWGN nb1, the processing noise nb2 is more dominant [55].
Therefore, we can approximate σ 2 ≈ σ 2

b2.
According to the SIC strategy, the decoding order is

expressed as follows: first the confidential signal s, then the
public signal sc, and finally the public signal sb. The signal to
interference plus noise ratios (SINRs) at Bob for decoding s,
sc, and sb can be denoted as

γb→r = (1 − β)ρ3Pr|hrb|2
(1 − β)

(
(ρ1 + ρ2)Pr|hrb|2 + φPb|hbb|2

) + σ 2
(11)

γb→c = (1 − β)ρ2Pr|hrb|2
(1 − β)

(
ρ1Pr|hrb|2 + φPb|hbb|2

) + σ 2
(12)

and

γb→b = (1 − β)ρ1Pr|hrb|2
(1 − β)φPb|hbb|2 + σ 2

(13)

respectively.
b) Received signal at Carol: Due to the presence of an

obstacle between the relay and Carol, the signal received at
Carol is only transmitted by Bob. Then, the signal received at
Carol at time t2 can be formulated as

yc(t2) = √
Pbhbc

(√
1 − ρ3ŝc(t2 − δ) + √

ρ3ŝ(t2 − δ)
)

+ nc

(14)

where nc is the AWGN at Carol, distributed as nc ∼
CN(0, σ 2).

The SNRs at Carol for decoding ŝ and ŝc are given by

γc→r = ρ3Pb|hbc|2
(1 − ρ3)Pb|hbc|2 + σ 2

(15)

and

γc→c = (1 − ρ3)Pb|hbc|2
σ 2

(16)

respectively.
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c) Received signal at Alice: For Alice, it is crucial to
determine whether the relay secretly transmits the confiden-
tial signal while forwarding the public signals. To achieve
this, Alice performs binary hypothesis testing based on its
observations: the null hypothesis H0 indicates that the relay
does not transmit the confidential signal, while the alternative
hypothesis H1 suggests that the relay is transmitting the
confidential signal.

The corresponding signal received at Alice can be
expressed as

ya(t2) =

⎧⎪⎪⎨
⎪⎪⎩

√
Prhra

(√
ρ1sb(t2) + √

ρ2sc(t2)
)

+√
Pjhrasj(t2) + na, H0√

Prhra
(√

ρ1sb(t2) + √
ρ2sc(t2) + √

ρ3s(t2)
)

+√
Pjhrasj(t2) + na, H1

(17)

where na represents the AWGN at Alice, distributed as na ∼
CN(0, σ 2).

The average signal power at Alice is defined as Ta =∑T
t2=1 |ya(t2)|2/T . When the total time is assumed to be

infinite, i.e., T → ∞. Then, the average signal power at Alice
can be calculated as

Ta =
{

(ρ1 + ρ2)Pr|hra|2 + Pj|hra|2 + σ 2, H0

Pr|hra|2 + Pj|hra|2 + σ 2, H1.
(18)

For Alice, it employs a radiometer to detect the presence of
the confidential signal. The Neyman-Pearson criterion is used
to decide whether covert communication has taken place. The
decision rule can be expressed as

Ta

D1
><
D0

τ (19)

where τ is a predetermined detection threshold for the
radiometer adopted by Alice. D0 and D1 represent Alice’s
decisions in favor of the null hypothesis H0 and the alternative
hypothesis H1, respectively.

d) Received signal at Eves: For Eves, decoding the mod-
ified signal transmitted by Bob is not feasible [56]. Eves can
only intercept the broadcast signal from the relay. The received
signal at the mth Eve is given by

yEm = √
PrhrEm

(√
ρ1sb[t2] + √

ρ2sc[t2] + √
ρ3s[t2]

)
+ √

PjhrEm sj[t2] + nEm (20)

where nEm represents the AWGN at the mth Eve, which follows
the distribution nEm ∼ CN(0, σ 2).

The signal to interference plus noise ratio (SINR) of the
mth Eve is obtained as

γEm = ρ3Pr
∣∣hrEm

∣∣2
(ρ1 + ρ2)Pr

∣∣hrEm

∣∣2 + Pj
∣∣hrEm

∣∣2 + σ 2
. (21)

Furthermore, since the noncolluding scheme is adopted by
the Eves, the SINR for the Eves can be formulated as

γE = max
m∈{1,...,M}

(
γEm

)
. (22)

III. PERFORMANCE ANALYSIS

In this section, we analyze the performance of the proposed
system from both security and covertness perspectives. First,
we investigate the OPs for Bob and Carol, followed by the
derivation of the IP for Eves. We then explore the DEP and
AMDEP for Alice.

A. Secure Performance Analysis

1) Outage Probability at Bob: For Bob to successfully
decode the received signal, two conditions must be satisfied.
First the public signals transmitted by Alice must be success-
fully decoded at the relay. Second, the signal forwarded by
the relay must also be successfully decoded at Bob. If either
of these conditions is not met, an outage event occurs. The
OP for Bob can be expressed as

δb = (1 − Er) + Er(1 − Eb) (23)

where Er and Eb represent the probabilities of successful
decoding of the signals at relay and Bob, respectively. The
expressions for Er and Eb are given by

Er = Pr
(
γr→c > γ th

c , γr→b > γ th
b

)
(24)

and

Eb = Pr
(
γb→r > γ th

r , γb→c > γ th
c , γb→b > γ th

b

)
(25)

respectively, where γrth, γbth, and γcth are the predetermined
target SNRs at relay, Bob, and Carol, respectively.

Theorem 1: The probability that relay successfully decodes
the public signals transmitted by Alice is given by

Er = e− ϑ1σ2

λarPa (26)

where ϑ1 = max([γ th
b /ρ], [γ th

c /(1 − ρ) − ργ th
c ]).

Proof: By substituting (4) and (5) into (24), the prob-
ability that relay successfully decodes the information is
written as

Er =
∫ ∞

ϑ1σ2

Pa

f|har|2(x)dx. (27)

Theorem 2: The probability that Bob successfully decodes
the information received from relay is expressed as

Eb ≈ e
− σ2

λrbϑ2(1−β)Pr − πS1

2λrbN1
e
− ϑ2

λbbφηβ

·
N1∑

n1=0

e
2σ2

λbb(1−β)φηβPrS1(δn1+1) e
− S1(δn1+1)

2λrb

√
1 − δ2

n1 (28)

where ϑ2 = min([ρ1/γ
th
b ], [ρ2/γ

th
c ] − ρ1, [ρ3/γ

th
r ]

−(ρ1 + ρ2)), S1 = Q1 − [σ 2/ϑ2(1 − β)Pr], δn1 =
cos [(2n1 − 1)π/2N1], and N1 is a complexity–accuracy
tradeoff parameter.

Proof: By substituting (11)–(13) into (25), the probability
that Bob successfully decodes the information is written as
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Eb =
∫ ∞

σ2
ϑ2(1−β)Pr

∫ ϑ2(1−β)Pry−σ2

(1−β)φηβPry

0
f|hbb|2(x)f|hrb|2(y)dxdy. (29)

Corollary 1: The asymptotic expression of OP for Bob at
high SNR can be expressed as

δ∞
b ≈ 1 + R1

N1∑
n1=0

(
1 + (δn1 + 1)

2λrbϑ2(1 − β)γ

)
e
− Q1(δn1+1)

2λrb

√
1 − δ2

n1

+ R1

N1∑
n1=0

2
(

1 + (δn1+1)
2λrbϑ2(1−β)γ

)
λbb(1 − β)φηβ

(
γ Q1 − 1

ϑ2(1−β)

)
(δn1 + 1)

e
− Q1(δn1+1)

2λrb

√
1 − δ2

n1 −
(

1 − ϑ1

λarγ

)(
1 − 1

λrbϑ2(1 − β)γ

)
(30)

where R1 = [πQ1/2λrbN1](1 − [ϑ1/λarγ ])e−[ϑ2/λbbφηβ].
Proof: We define the transmit SNR as γ = P/σ 2, where

the transmit power P includes Pa and Pr. By applying the
approximation e−x ≈ 1 − x when x → 0, the proof can be
completed.

2) Outage Probability at Carol: Since the transmission of
the confidential signal does not depend on the relay’s decoding
of the public signal, the success or failure of this decoding
has no impact on the confidential signal’s transmission. As a
result, the failure of the relay to decode the public signal is
excluded from the analysis of Carol’s OP. For the confidential
information to be successfully decoded at Carol, the following
two conditions must be met: first, the confidential signal
transmitted by the relay must be successfully decoded at Bob.
Second, the confidential signal forwarded by Bob must be
successfully decoded at Carol. If either of these conditions is
not met, an outage event will occur. Therefore, the OP for
Carol can be denoted as

δc = 1 − Pr
(
γb→r > γ th

r , γc→r > γ th
r

)
. (31)

Theorem 3: The OP at Carol can be expressed as

δc ≈ 1 −
⎛
⎝ πS2

2λbbN2

N2∑
n2=0

k3e
− γ th

r σ2

(1−β)Prλrb

(
v−γ th

r φηβk1

)
e
− k1

λbb

⎞
⎠

·
⎛
⎝ πQ2

2λbcN3

N3∑
n3=0

k4e
− γ th

r σ2

λrb

(
ρ3−γ th

r (1−ρ3)
)
ηβPrk2 e

− k2
λbc

⎞
⎠ (32)

where S2 = [ρ3 − γ th
r (ρ1 + ρ2)/γ

th
r φηβ], δn2 =

cos [(2n2 − 1)π/2N2], δn3 = cos [(2n3 − 1)π/2N3], k1 =
[S2(δn2 + 1)/2], k2 = [Q2(δn3 + 1)/2], k3 =

√
1 − δ2

n2, k4 =√
1 − δ2

n3
, v = ρ3 − γ th

r (ρ1 + ρ2). Here, N2 and N3 are
complexity–accuracy tradeoff parameters.

Proof: See Appendix A.
Corollary 2: The asymptotic expression of OP for Carol at

high SNR can be expressed as

δ∞
c ≈ 1 − πQ2

2λbcN3

N3∑
n3=0

(
1 − 2γ th

r

λrb(ρ3 − γ th
r (1 − ρ3))ηβγ Q2(δn3 + 1)

)
· Rn2

· πS2

2λbbN2

N2∑
n2=0

⎛
⎝1 − γ th

r

(1 − β)γ λrb(ρ3 − γ th
r (ρ1 + ρ2) − γ th

r φηβS2(δn2+1)

2 )

⎞
⎠ · Rn3

(33)

where Rn2 = e−[S2(δn2+1)/2λbb]
√

1 − δ2
n2, Rn3 =

e−[Q2(δn3+1)/2λbc]
√

1 − δ2
n3

.

Proof: By applying the approximation e−x ≈ 1 − x when
x → 0, the proof can be completed.

With the purpose of deeper exploring the performance of
the proposed system, the diversity orders of Bob and Carol
are discussed. The diversity order is expressed as

d = − lim
γ→∞

log(δ∞)

log γ
. (34)

Corollary 3: The diversity orders of Bob and Carol can be
expressed as

db = dc = 0. (35)

Remark 1: From Theorems 1–3 and Corollaries 1–3, it is
observed that an increase in SNR leads to a decrease in
OPs, thereby improving the system’s reliability. Furthermore,
the asymptotic OPs exhibit error floors in high-SNR regions,
which results in zero diversity order.

3) Intercept Probability at Eavesdroppers: In the presence
of noncolluding eavesdroppers, the IP refers to the prob-
ability that the Eves successfully intercept the confidential
information. For Eves, if their SINRs exceed the predeter-
mined target SNR, the desired information will be successfully
intercepted. The IP for the Eves can be expressed as

δe = Pr
{
γE > γ th

e

}
(36)

where γeth is the predetermined target SNR at the Eves.
Theorem 4: The IP at Eves can be given by

δe ≈ πS3

2N4

N4∑
n4=0

e
− σ2

λrEg (S3−k5)
M−1∑
k=0

k6(M − 1)!

k!λrEg
k−M

[
σ 2

S3 − k5

]k

(37)

where S3 = ([ρ3Pr − γ th
e (ρ1 + ρ2)Pr]/γ th

e ), δn4 =
cos [(2n4 − 1)π/2N4], k5 = [S3(δn4 + 1)/2], k6 =

√
1 − δ2

n4
.

Here, N4 is a complexity-accuaracy tradeoff parameter.
Proof: By substituting (22) into (36), the expression for

the IP at Eves can be written as

δe =
∫ k7

γ th
e

0

∫ ∞
γ th

e σ2

k7−γ th
e y

f∣∣∣hrEg

∣∣∣2(x)fPj(y)dxdy (38)

where k7 = ρ3Pr − γ th
e (ρ1 + ρ2)Pr.

B. Covert Performance Analysis

The DEP is used to assess the detection performance at
Alice. When the prior probability for covert transmission is
set to 1/2, the DEP can be expressed as

ξ = PFA + PMD (39)

where PFA = Pr(D1|H0) represents the false alarm probability
(FAP), and PMD = Pr(D0|H1) is the missed detection proba-
bility (MDP).
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The detailed expression for the FAP can be expressed as

PFA = Pr{Ta > τ |H0}
= Pr

{
|hra|2 >

τ − σ 2

(ρ1 + ρ2)Pr + Pj

}

=
⎧⎨
⎩

1, τ < σ 2

e
− τ−σ2

λra((ρ1+ρ2)Pr+Pj) , τ ≥ σ 2.
(40)

Similarly, the expression for MDP can also be derived as

PMD = Pr
{

Pr|hra|2 + Pj|hra|2 + σ 2 < τ
}

= Pr

{
|hra|2 <

τ − σ 2

Pr + Pj

}

=
⎧⎨
⎩

0, τ < σ 2

1 − e
− τ−σ2

λra(Pr+Pj) , τ ≥ σ 2.
(41)

Substituting (40) and (41) into (39), the DEP at Alice can
be given as

ξ =
⎧⎨
⎩

1, τ < σ 2

1 − e
− τ−σ2

λra(Pr+Pj) + e
− τ−σ2

λra((ρ1+ρ2)Pr+Pj) , τ ≥ σ 2.
(42)

Theorem 5: The optimal detection threshold for Alice,
aimed at minimizing the DEP, can be expressed as

τ ∗ = λra
(
Pr + Pj

)(
(ρ1 + ρ2)Pr + Pj

)
(ρ1 + ρ2 − 1)Pr

· ln
(ρ1 + ρ2)Pr + Pj

Pr + Pj
+ σ 2 (43)

and the MDEP corresponding to the above optimal detection
threshold is given by

ξ∗ = 1 − e
− ((ρ1+ρ2)Pr+Pj)

(ρ1+ρ2−1)Pr
ln

(ρ1+ρ2)Pr+Pj
Pr+Pj

+ e
− Pr+Pj

(ρ1+ρ2−1)Pr
ln

(ρ1+ρ2)Pr+Pj
Pr+Pj . (44)

Proof: See Appendix B.
The instantaneous jammer power of the relay is unknown

to Alice. Therefore, the expected value of the MDEP, which
evaluates the covert performance between the relay and Carol,
is derived over all possible realizations of Pj. The AMDEP
for Alice is expressed in the following lemma.

Theorem 6: The AMDEP of Alice is denoted as

ξ̄∗ ≈ π

2N5

N5∑
n5=0

√
1 − δ2

n5

(
1 − e

− ((ρ1+ρ2)Pr+S4)
(ρ1+ρ2−1)Pr

ln (ρ1+ρ2)Pr+S4
Pr+S4

+ e
− Pr+S4

(ρ1+ρ2−1)Pr
ln (ρ1+ρ2)Pr+S4

Pr+S4

)
(45)

where S4 = [Pmax
j (δn5 + 1)/2], δn5 = cos [(2n5 − 1)π/2N5].

Here, N5 is a complexity-accuaracy tradeoff parameter.
Proof: From the MDEP, the AMDEP of Alice can be

expressed as

ξ̄∗ = E
[
ξ∗]

= 1

Pmax
j

∫ Pmax
j

0

(
1 − e

− ((ρ1+ρ2)Pr+x)
(ρ1+ρ2−1)Pr

ln (ρ1+ρ2)Pr+x
Pr+x

)
dx

+ 1

Pmax
j

∫ Pmax
j

0
e
− Pr+x

(ρ1+ρ2−1)Pr
ln (ρ1+ρ2)Pr+x

Pr+x dx. (46)

By solving this expression, we derive the result presented
in (45).

IV. OPTIMIZATION OF COVERT AND SECURE

PERFORMANCE

The goal of the optimization is to determine the confidential
signal’s optimal power allocation factor ρ∗

3 and relay’s optimal
transmit power P∗

r to maximize the ECR for Carol, while
ensuring that the system satisfies several constraints: the
covertness constraint at Alice, the noninterruption constraint
at Bob, the security constraint at Eves, the power allocation
constraint for the confidential information. The optimization
objective can thus be formulated as

max
ρ3,Pr

ϒ = R(1 − δc) (47a)

s.t. ξ̄∗ ≥ 1 − ε (47b)

δb ≤ δth
b (47c)

δe ≤ δth
e (47d)

ρ3 > ρ1 + ρ2 (47e)

where R represents the predetermined target rate for signal ŝ, ε

representing the covertness constraint, and δbth and δeth denote
the maximum OP and IP values allowed at Bob and Eves,
respectively. Furthermore, it is deduced that ρ1+ρ2 ∈ (0, 0.5).
This constraint on ρ1 + ρ2 inherently restricts the range of ρ1
within the overall power allocation.

During the first iteration, Pr is treated as an arbitrary
constant and substituted into the optimization objective and
constraints to obtain the power allocation factor ρ1

3 . The detail
optimization process for the problem can be given as follows.

a) Optimization process for ρ1
3 : The optimization of the

power allocation factor ρ1
3 follows three steps.

Step 1—Satisfying the Covertness Constraint: Since ξ̄∗
decreases monotonically with the increase of ρ1

3 . When the
covertness constraint (47b) is satisfied, the range of the power
allocation factor can be obtained, and ρ1

3 ≤ ρ3
′, where ρ3

′
denotes the solution for ξ̄∗ = 1 − ε.

Step 2—Satisfying the Reliability Constraint: It is observed
that δb decreases initially and then increases with the increase
of ρ1

3 . Therefore, when the reliability constraint (47c) is
satisfied, the range of the power allocation factor can be
obtained, and ρ3

′′ ≤ ρ1
3 ≤ ρ3

′′′, where ρ3
′′ and ρ3

′′′ are the
solutions for δb = δbth.

Step 3—Satisfying the Security Constraint: Since δe is an
increasing function with respect to ρ1

3 . When the security
constraint (47d) is satisfied, the range of the power allocation
factor can be obtained, and ρ1

3 ≤ ρ
†
3 , where ρ

†
3 is the solution

for δe = δeth.
Since ϒ is considered to be an increasing function of ρ1

3 .
Based on the analysis of these constraints, we know that there
exists a power allocation factor ρ1

3 = min(ρ3
′, ρ3

′′′, ρ†
3) that

maximizes the ECR while satisfying the covertness, reliability,
security, and power allocation constraints.
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Fig. 3. PFA, PMD, and ξ versus τ for different values of Pr .

b) Optimization process for Pr: Once ρ1
3 is obtained, it is

substituted back into the optimization formulations to derive
the corresponding relay’s transmit power P1

r . The optimization
process for P1

r follows three steps.
Step 1—Satisfying the Covertness Constraint: Since ξ̄∗

decreases monotonically with the increase of P1
r . When the

covertness constraint (47b) is satisfied, the range of the relay’s
transmit power can be obtained, and P1

r ≤ Pr
′, where Pr

′
denotes the solution for ξ̄∗ = 1 − ε.

Step 2—Satisfying the Reliability Constraint: Since δb

decreases with the increase of P1
r . When the reliability con-

straint (47c) is satisfied, the range of the relay’s transmit power
can be obtained, and P1

r ≥ Pr
′′, where Pr

′′ denotes the solution
for δb = δbth.

Step 3—Satisfying the Security Constraint: It is observed
that δe increases as P1

r increases, When the security constraint
(47d) is satisfied, the range of the relay’s transmit power can
be obtained, and P1

r ≤ Pr
′′′, where Pr

′′′ denotes the solution
for δe = δeth.

Considering that ϒ increases with the increase of P1
r . Thus,

the value of the transmit power of the relay can be expressed
as P1

r = min(Pr
′, Pr

′′′).
In the tth iteration, Pt−1

r is substituted into the optimization
formulations to compute ρt

3, and then ρt
3 is used to compute Pt

r.
This iterative procedure continues until the convergence cri-
teria are satisfied. Through this process, the optimal values
ρ∗

3 and P∗
r are ultimately obtained. Although this process

cannot fully guarantee a global optimal solution due to the
interdependence of ρ3 and Pr, it still provides valuable insights
and meaningful results for the current analysis.

V. NUMERICAL RESULTS AND DISCUSSION

In this section, we analyze and investigate the covert
and secure performance of the system through numerical
simulations. The results validate the analytical findings and
provide insights into optimization strategies for maximizing
the ECR under various constraints. The simulation parameters
are set as follows: dar = dra = 12 m, drb = 5 m, drEm = 15 m,
dbc = 3 m, dbEm = 8 m, λbb = −9 dB, α = 2.1, M = 4,
Pa = 20 dB, σ 2 = −20 dB, γ th

r = γ th
b = γ th

c = γ th
e = 1, and

R = 1 bps/Hz.

Fig. 4. ξ̄∗ versus Pr for different values of ρ3 and Pj.

In Fig. 3, we present the trends of the PFA FAP, PMD

MDP, and ξ (DEP) versus the detection threshold τ for
different values of relay’s transmit power Pr. It can be
observed that the FAP decreases monotonically from 1 to 0
as the detection threshold τ increases. Conversely, the MDP
increases monotonically from 0 to 1 as τ increases. The DEP
decreases initially and then increases with the increase of
τ , implying that there exists an optimal detection threshold
τ ∗ that minimizes the DEP. Meanwhile, it can be observed
that the effect of the relay’s power Pr is significant. As
Pr decreases, Alice’s ability to detect covert communication
diminishes, and the optimal detection threshold τ ∗ becomes
smaller. This result is consistent with the analytical findings
in (43). The theoretical and simulation curves are in close
agreement, validating the accuracy of the derived expressions.

Fig. 4 illustrates the relationship between the AMDEP ξ̄∗
and relay’s transmit power Pr for different values of the power
allocation factor ρ3 and the maximum jamming power Pmax

j .
It can be observed that AMDEP decreases as Pr increases.
This reflects that higher transmission power increases the
likelihood of detection by Alice, and as the increase of ρ3,
AMDEP decreases, indicating that more power allocated to the
confidential signal increases the chance of detection by Alice.
Meanwhile, it can be observed that AMDEP increases with the
increase of maximum jamming power values, suggesting that
larger jamming power makes it harder for Alice to distinguish
between the confidential signal and the jamming signal, thus
disturbing Alice’s detection capability.

Fig. 5 shows the variation of Bob’s OP versus the relay’s
transmit power Pr for different values of the power split
factor β and the distance drb between the relay and Bob.
It can be observed that as Pr increases, the OP of Bob
decreases monotonically, indicating that higher transmission
power improves Bob’s ability to decode the signal, and the OP
increases with an increase in β, as a higher β allocates less
power to information decoding, resulting in higher chances of
outage. Meanwhile, the OP also increases with the distance
drb, suggesting that as the distance between the relay and
Bob increases, the quality of the signal received by Bob
deteriorates, leading to a higher OP.

In Fig. 6, we present the variation of Bob’s OP versus the
energy conversion efficiency η for different values of the self-
interference cancellation factor φ and the variance of Bob’s
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Fig. 5. δb versus Pr for different values of β and drb.

Fig. 6. δb versus Pr for different values of ρ3 and Pj.

Fig. 7. δc versus Pr for different values of ρ3, η, and β.

self-interference channel coefficient λbb. It can be observed
that Bob’s OP increases with the increase of η. Higher energy
conversion efficiency enables Bob to harvest more energy,
but this also introduces more self-interference during the
decoding process, and as φ increases, Bob’s OP increases,
due to the additional interference caused by incomplete self-
interference cancellation. Meanwhile, it can be observed that
an increase in λbb also leads to higher OP, as it reflects worse
self-interference channel conditions, further hindering Bob’s
decoding ability.

Fig. 8. δe versus Pr for different values of ρ3 and Pj.

Fig. 7 depicts the trends of Carol’s OP δc versus the relay’s
transmit power Pr for different values of the power allocation
factor ρ3, energy conversion efficiency η, and power split
factor β. It is evident that OP at Carol decreases monotonically
as Pr increases. This decrease is attributed to the correspond-
ing increase in Bob’s transmission power, which is positively
correlated with Pr. The enhancement in pb leads to a higher
probability of successful reception and decoding of the confi-
dential signal by Carol, thereby reducing its OP. Meanwhile,
we observe that OP at Carol gradually decreases with an
increase in the power allocation factor ρ3, signifying that a
greater proportion of power is allocated to the confidential
signal rather than the public signals. This allocation strategy
helps reduce the OP at Carol. Furthermore, it can be observed
that increasing η or β also leads to a reduction in Carol’s
OP. Higher η indicates more efficient energy utilization, while
higher β reflects more power directed toward confidential
signal transmission, both improving Carol’s performance.

In Fig. 8, we show the relationship between the δe (IP) of
Eves and the relay’s transmit power Pr for different values of
the power allocation factor ρ3 and maximum jamming power
Pmax

j . It can be observed that the IP of Eves increases as Pr

increases, suggesting that higher transmission power raises the
chances of successful eavesdropping, and increasing ρ3 further
increases the IP, as more power is allocated to the confidential
signal, making it easier for Eves to intercept. Thus, it is
crucial to determine the optimal values of ρ3 and Pr to ensure
that covert communication between relay and Carol remains
secure from Alice’s detection and the potential eavesdropping
by Eves. Additionally, the IP decreases with increasing Pmax

j ,
indicating that the jamming signal transmitted by the relay
effectively reduces the risk of eavesdropping by confusing the
Eves.

Fig. 9 demonstrates the variation of the maximum ECR
for Carol versus the relay’s transmit power Pr for different
values of the covertness constraint ε and the energy conversion
efficiency η. It can be observed that the maximum ECR
increases as Pr increases, showing that higher transmission
power enhances the covert communication rate for Carol, and
as ε increases, the maximum ECR increases significantly,
indicating that a relaxed covertness constraint allows more
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Fig. 9. Maximum ϒ versus Pr for different values of ε and η.

confidential information to be transmitted. Meanwhile, it can
be observed that the maximum ECR also increases with η.
It can be concluded that higher energy conversion efficiency
enables more energy to be harvested and used for information
transmission, thus improving the ECR. For different values
of ε and η, the optimal power P∗

r also changes, resulting in
variations in the range of achievable power values.

VI. CONCLUSION

In this article, we investigated the problem of joint covert
and secure communication within a SWIPT-assisted CNOMA
system. We derived closed-form expressions for various covert
performance metrics, including the DEP, MDEP, and AMDEP.
To assess security, we derived closed-form expressions for
the OP and IP. Specifically, we jointly designed the power
allocation factor for the confidential signal and the transmit
power of the relay to maximize the ECR. This optimization
was done while ensuring that both covertness and security
constraints were satisfied. The results demonstrated that the
system’s reliability for Carol is significantly enhanced by
adopting CNOMA and SWIPT technologies. It has been
found that the random power jamming scheme was helpful to
assist in covert and secure communication, as jamming signal
effectively disrupted the detection and interception efforts of
the warden and eavesdroppers. Additionally, the simulation
results confirmed that the optimal power allocation factor and
the optimal transmission power can maximize the ECR. The
proposed system presents a promising solution for enhancing
communication covertness and security in energy-constrained
situations.

APPENDIX A

According to (31), the OP at Carol can be written as

δc = 1 − Pr
(
γb→r > γ th

r

)
︸ ︷︷ ︸

I1

Pr
(
γc→r > γ th

r

)
︸ ︷︷ ︸

I2

. (48)

where I1 and I2 can be expressed as

I1 =
∫ ρ3−γ th

r (ρ1+ρ2)

γ th
r φηβ

0

∫ ∞
γ th

r σ2

(1−β)Pr
(

v−γ th
r φηβy

) f|hrb|2(x)f|hbb|2(y)dxdy

≈ πS2

2λbbN2

N2∑
n2=0

k3e
− γ th

r σ2

(1−β)Prλrb

(
v−γ th

r φηβk1

)
e
− k1

λbb (49)

and

I2 =
∫ ∞

0

∫ ∞
γ th

r σ2(
ρ3−γ th

r (1−ρ3)
)
ηβPry

f|hrb|2(x)f|hbc|2(y)dxdy

≈ πQ2

2λbcN3

N3∑
n3=0

k4e
− γ th

r σ2

λrb

(
ρ3−γ th

r (1−ρ3)
)
ηβPrk2 e

− k2
λbc (50)

respectively.
Substituting (49) and (50) into (48), we can derive the result

(32), thereby completing the proof of the theorem.

APPENDIX B

According to the expression for the DEP in (42), the optimal
detection threshold corresponding to different ranges of the
threshold can be determined as follows.

1) When τ < σ 2, ξ remains a constant. This implies that no
optimal detection threshold exists in this range because
the DEP does not change with respect to τ .

2) When τ ≥ σ 2, the monotonicity of the DEP is not imme-
diately obvious through direct observation. To determine
the behavior of the DEP in this case, we compute the
derivative of the DEP with respect to τ . The derivative
can be expressed as

∂ξ

∂τ
= 1

λra
(
Pr + Pj

) e
− τ−σ2

λra
(

Pr+Pj

)

− 1

λra
(
(ρ1 + ρ2)Pr + Pj

) e
− τ−σ2

λra
(
(ρ1+ρ2)Pr+Pj

)
. (51)

Let (∂ξ/∂τ) = 0, we can obtain τ † = [λra(Pr + Pj)

((ρ1 + ρ2)Pr + Pj)/(ρ1 + ρ2 − 1)Pr] ln [(ρ1 + ρ2) Pr +
Pj/(Pr + Pj)] + σ 2. When we select a random threshold
τ that satisfies τ < τ †, the value of the derivative is less
than 0, i.e., (∂ξ/∂τ) < 0. Conversely, when we select a
random threshold τ that satisfies τ > τ †, the value of the
derivative is greater than 0, i.e., (∂ξ/∂τ) > 0. Therefore,
this indicates that the value of DEP decreases first and
then increases as τ increases. This means that the value
of DEP can be minimize when τ = τ †. Therefore, we
conclude that the optimal detection threshold satisfies τ ∗ =
[λra(Pr + Pj)((ρ1 + ρ2)Pr + Pj)/(ρ1 + ρ2 − 1)Pr] ln [(ρ1 +
ρ2) Pr + Pj/(Pr + Pj)] + σ 2.

By substituting this optimal detection threshold τ ∗ into (42),
the corresponding MDEP can be obtained.
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