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Abstract—With the advent of powerful quantum computers,
an emerging quantum-resilient security mechanism within ex-
isting networks is crucial. Thus, Quantum Key Distribution
(QKD), which generates symmetric secret keys with Information-
Theoretical Security (ITS) for secure point-to-point communi-
cation, is present as a solution. Despite QKD’s potential, its
deployment is challenging due to significant investment and
infrastructure requirements. Using state-of-the-art technology,
the maximum distance between nodes is limited to hundreds of
kilometers, necessitating multiple nodes to relay keys. For now,
QKD Network (QKDN) relies on software-defined networking
(SDN) and a central orchestrator, but this centralized approach
has limitations. Hence, the main challenge is to select an efficient
path between key relays to avoid communication failure.

To address these challenges, a more distributed approach could
be envisioned. In this paper, we propose to leverage one of the
distributed routing protocols, OSPF, to redefine and improve the
current architecture. We propose a novel QKDN-based OSPF
(Open Shortest Path First) architecture for efficient key relay
routing, offering a completely different dimension to the overall
network management: we modify QKDN architecture to exploit
the OSPF networks and present a QKD-enabled OSPF version
capable of computing the best path for key relay, offering a cost-
effective and scalable solution for widespread QKD adoption.

Index Terms—Quantum-Key Distribution, Key Relay, OSPF

I. INTRODUCTION

With more potent than ever quantum computers and fast-
growing capabilities, there is a better time to deploy quan-
tum resilient security mechanisms within existing networks.
Two candidates are under heavy investigation: Post-Quantum
Cryptography (PQC), providing quantum-resistant asymmetric
encryption, and Quantum Key Distribution (QKD), enabling
Information-Theoretical Security (ITS) symmetric encryption
[1]. Both technologies can also be used complementarily, as
it is achieved today with asymmetric/symmetric encryption.
However, deploying QKD technologies is a big challenge for
operators, requiring tremendous investments and considerable
upgrades to the current infrastructure, thus limiting and making
it a significant limitation for large-scale deployment.

QKD is essential for the security of upcoming networks, as
the cryptographic community is moving towards technologies
merging PQC, QKD, and classical encryption as the basis of
symmetric encryption. Therefore, deploying QKD and PQC
incrementally within current networks is essential, gradually
becoming the cornerstone of security technologies. QKD hard-
ware is already available in the market, and a few actors
have already built the first QKD commercial appliances to
be deployed in networks and built QKD Networks (QKDN)
on top of existing networks.

Considering that Standardization Organizations (SDOs)
such as ITU [2] and ETSI [3] are working on standard solu-
tions to deploy QKD. They defined QKD Networks (QKDN5s)
as standalone networks independent from existing ones in
terms of their architecture, components, and protocols. QKDN
orchestration primarily relies on SDN and a central orchestra-
tor to relay keys between nodes across the network [4]. Indeed,
given the current technology constraints and limitations, relay-
ing keys between nodes is a sensitive task requiring careful
planning, as all the QKDN depends on global key availability.
The centralized approach has a few limitations: first, it requires
quantum-safe communications between the SDN controller
and each QKD node, which entails additional QKD links,
thus increasing costs. Second, the non-standard SDN solution
does not guarantee interoperability between different QKDN
domains. Finally, it creates a single physical point of failure
in the network for key relaying procedures, as replicating
the controller implies replicating all its QKD links, which is
not feasible in practice. These limitations could be mitigated
by studying and adopting either a fully distributed or hybrid
approach.

In this article, we take a network-centric approach and
leverage the existing network infrastructure to deploy QKDN.
Various Interior Gateway Protocols (IGPs) can constitute the
basic brick of distributed QKDNs such as Intermediate System
to Intermediate System (IS-IS), and Open Shortest Path First
(OSPF). By extending this approach, other protocols could
also be studied to interconnect various QKDNs and extend the
capabilities of the QKD infrastructure. In this paper, we focus
on the integration of IGPs within a single QKD domain, by
leveraging OSPF [5] as the reference protocol for the QKDN
integration. The work presented within this paper could then
be refined and adapted to other IGPs, which, could also be
used by QKDNS.

Our contribution is organized as follows. In the first part
of the article, we describe in detail the cryptographic-oriented
QKDN architecture and evaluate the various key relay methods
to exchange keys on distant nodes. This step is critical to
understanding the impact of the relay mechanisms on the
network metrics. In the second part of the article, we fo-
cus on the integration of QKD in OSPF; we describe the
modifications to bring to the QKDN architecture to exploit
the OSPF networks and define a QKD-enabled OSPF version
capable of computing the best path to relay keys between
network nodes. QKD key relaying is a Quality of Service
(QoS) routing problem with dynamic link costs. As such, we
carefully modify the path calculation and internal OSPF tables
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Fig. 1. QKD Networks Layer Split and Architecture [2], [3]

to solve the key relay problem within the QKDN domain.
From our literature review, only Dianati et al. [6] took a similar
approach, which proposed a full-stack QKDN with OSPF as
a basis for routing keys in a “best-effort” mode. Significant
modifications are brought to the OSPF protocol to compute
multiple paths for load-balancing between links. Compared
to their approach, where a single routing table is maintained
for each router’s interfaces, ours only requires maintaining a
single routing table with the most suitable path for key routing
at the router level, making it less complex and more memory
efficient.

II. QUANTUM-KEY DISTRIBUTION NETWORKS
A. QKD Technology

The main goal of QKD is to exchange symmetric data
and ensure communication safety while exchanging these
keys by relying on quantum physics. If someone eavesdrops
on the communication, it introduces measurable anomalies
that will be used to compute a security threshold for that
communication by peers. Peers are connected point-to-point
using dedicated optical fibers and execute QKD protocols [7]
to exchange symmetric keys. The protocols require two dis-
tinct channels: the quantum channel to execute photon-related
operations and a classical channel to exchange traditional data
and compute the security threshold. The quantum channel
requires optical connectivity, without any active component

between peers, to avoid altering the photon states and increas-
ing the Quantum Bit Error Rate (QBER) security threshold
measurement. Unlike the quantum channel, the classical one
does not require specific technology; thus, it can use any
existing network if end-peers authenticate messages to syn-
chronize their exchanges and compute the threshold to agree
on keys (e.g., CHAP). This communication model needs to
be replicated at a large scale to build a QKD network. Each
node willing to exchange QKD keys should implement the
protocols and deploy the associated infrastructure.

B. How to build QKD Networks?

Numerous QKD nodes connected using direct fibers must
be deployed to extend the QKD approach and build large-
scale QKD networks. Indeed, the current commercial QKD
technologies are at most 200 km using single-modal fibers
between two QKD nodes. Due to this strong constraint, various
nodes within the network will have to act as Trusted Nodes
(TNs) to relay quantum keys between distant nodes and
create virtual QKD links between them. As stated previously,
quantum communications are peer-to-peer based, exchanging
local keys only accessible to direct peers. This results in the
impossibility of TNs directly relaying quantum information
between nodes. This task is then handled by another layer
containing all the necessary tools to relay keys securely. The
key relay procedure should retain the same level of security
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as the one achieved for the original keys. Each key pair in
the overall network should, at the end, be uniquely identified.
Each key pair will then be extracted and used for end-to-
end encryption by applications on traditional IP networks.
To achieve ITS within the network, the key’s length must
equal the size of the data to be sent. In practice, the XOR
primitive can be used for highly sensitive and small amounts of
data encryption. Still, for more significant data streams, QKD
keys are often used directly as seeds for symmetric encryption
algorithms (e.g., AES-GCM or ChaCha20) or as inputs for Key
Derivation Functions (KDFs) to generate subsidiary keys for
encryption algorithms. When used for encryption other than
XOR, keys must be frequently rotated to retain the security
properties of each encryption algorithm, which induces a
constant Secure Key Consumption Rate (SKCR).

Multiple SDOs, such as ITU and ETSI, have worked on
defining QKD network architecture and specifications; the
global resulting architecture is depicted in Fig. 1. Overall,
QKDN can be decomposed into four distinct layers: the
quantum layer, the key management layer, the control layer,
and the service layer.

o Quantum Layer: embeds QKD devices that implement
the QKD protocols and physically connect QKD nodes
using optical fibers for key exchange.

+ Key Management Layer: embeds Key Managers (KM)
responsible for secure key storage, key lifecycle man-
agement, executing key relay, and key-exposing service
to applications. Virtual QKD links can be established
using key relays, with distant nodes sharing and storing
locally symmetric keys (e.g., link B-D). The KM should
be physically co-located with the QKD device to com-
municate securely and safely. The underlying network
infrastructure might differ from the one at the quantum
layer. KM should be securely connected to form the
network’s Key Management System (KMS).

o Control Layer: embeds the network controller responsi-
ble for end-to-end network management and orchestration
of the QKDN; it is connected to each QKD node and
manages the overall network key distribution procedure.

« Service Layer: embeds the applications that request keys
and encrypt user traffic end-to-end.

Although the QKDN architecture described above makes
sense and is wholly aligned with their cryptographic goal,
it requires significant investments, is complex to deploy,
and is hard to maintain side-by-side with existing networks.
Relying on Software-Defined Networks (SDN) and Networks
Functions Virtualization (NFV) can lighten QKDN operational
costs, but deploying and maintaining them remains a signif-
icant hurdle. In that sense, the existing network architecture
and, more precisely, OSPF can accelerate QKDN deployment,
solve the fundamental QKD relay problem, and reduce invest-
ment costs, which can remove the barriers to entry.

C. QKD Key Relay

The key relay procedure is fundamental to avoid key de-
pletion on QKD links, maintain healthy behavior of QKDN:ss,
and ensure secure communications between all nodes within

the network. Without proper relaying, a QKDN can deplete
its keys in minutes and become entirely off the grid until it
regenerates after sufficient key exchanges and relays. Relaying
key implies that at least one path in the quantum layer must
exist between the distant peers and that each link on the path
has stored sufficient keys for a secure relay. One distant node
initiates the relay process and generates a random key using
a True Random Number Generator (TRNG) (a TRNG retains
ITS). It should securely send this key to the destination one.
In that sense, multiple key relay methods [8] can be deployed
within a QKDN, as shown in Fig 2. to relay keys between
distant peers 1 and 2:

o Hop-by-hop relay: the key is relayed through nodes from
the source to the destination peer and travels through
all the nodes on the path (i.e., KM 1,2, and 3). Using
successive XOR, the final node can retrieve the final key.
This relay method can apply to any network topology,
but every node in the path can retrieve the final key to
be relayed. If one TN is compromised, the end-to-end
communication will be compromised;

o Central relay: one node in the network is responsible
for first collecting all the keys on the path (KM 4),
XORing all the keys together, and sending the result to
the destination node (KM 3), which can retrieve the final
key. In that case, the destination node will be the only
node capable of retrieving the final key. The topology
is the drawback, which requires a full-mesh connectivity
between nodes;

o Direct relay: the direct method is identical to the central
one except that the final node receives all the keys and can
retrieve the final key. It should be faster than the central
one but requires full-mesh connectivity and additional
links.

In addition to these methods, multi-path relaying can en-
hance the final key’s security. Instead of relaying a single key,
each path should relay a different key, and the final key will
be the XOR combination of all the keys. This is extremely
useful to mitigate the security risk of the hop-by-hop relay. If
TRNGs are unavailable, it is also possible to use one of the
keys already exchanged by the source node with its neighbor
instead of generating a random key.

We conducted a detailed simulation of various key re-
lay methods to evaluate their performance within a large-
scale Quantum Key Distribution Network (QKDN) comprising
5,000 nodes and a central controller responsible for orches-
trating the relay process. The key metrics assessed in this
simulation—namely, the relay time (r) and the number of keys
consumed to relay a single key (n)—are presented in Fig. 3.

As we foreseen, the direct and central relays have constant
relay times compared to hop-by-hop, which depends on the
path length. Direct and central relays are preferred to relay
keys but require a secure full-mesh topology. The hop-by-hop
method could be used in various cases, such as interconnection
with external QKDNs. This also shows the delay in relaying
a single key through the network for all three methods.
Optimization could be applied, and multiple keys could be
relayed in a single communication, which will still delay
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Fig. 2. Hop-by-hop, central and direct QKD Key Relay

the end-to-end encryption. It highlights the importance of
proactively relaying and caching keys between nodes to serve
distant users’ requests quickly.

The first and most important step of these relay methods
is to find a path between distant nodes with sufficient keys
to execute the relay procedures. This is where OSPF can be
efficiently integrated: it can provide the network topology and
the best relay path and handle the key relay procedure.

III. How cAN QKD LEVERAGE OSPF?

Current routing inside Autonomous Systems (ASs) is han-
dled by IGP such as IS-IS and OSPE. These protocols are
designed to discover the network and find an efficient path
between all network routers. OSPF is a link-state protocol
in which each router sends updates regarding its links to
other network routers. Every router in the network will re-
ceive these updates and will be able to build the complete
network topology and compute the best path between itself
and all routers. Multiple mechanisms are in place to ensure
reliable exchanges between routers. The OSPF architecture
is widespread and constitutes the cornerstone technology for
the worldwide internet. It is reliable, efficient, secure, and,
most importantly, scalable, suitable for large-scale networks. It
also provides mechanisms to re-distribute routes from external
networks towards the OSPF domains, which form the internet.

A. How is OSPF working?

The OSPF protocol is a distributed and link-state-based
routing protocol where all routers flood the network with the
state of their links to help other routers compute the best
path with them and build routing tables. Any change in router
links will trigger an update that will reach all other routers
in the network. Routers exchange updates using Link-State
Advertisements (LSAs) and are grouped by areas, as depicted
in Fig. 4. LSA can be of different types depending on the
update sent by routers. Some of the interesting LSA for QKD
are listed below:

o Type-1 LSA (Router) and Type-2 LSA (Network) are
used between routers of the same area to exchange link
updates. Type-1 is used between peer-to-peer routers,
while Type-2 is used for routers interconnected using
multi-access networks.

o Type-3 LSA (Summary) is used by Area Border Router
(ABR) to summarize all the routes within a single area
and flood them into the next one (e.g., area 10 to area
20). This mechanism reduces the size of areas and enables
more efficient routing.

o Type-4 LSA (Summary ASBR) and Type-5 LSA
(Autonomous System External) are used to redistribute
routes from external networks towards the OSPF network
and enable global interconnection.

o Type-9 LSA (OSPF Link Scope Opaque), Type-10
LSA (OSPF Area Scope Opaque), and Type-11 LSA
(OSPF AS) [9] are used to exchange non-standard propri-
etary information within the OSPF domain with different
scopes. Type-9 exchanges proprietary information at the
link level, Type-10 between all routers within an area, and
Type-11 between all routers within the OSPF domain.

Each router stores LSAs in its own Link-State Database
(LSDB) and uses this database to build the complete network
topology and compute the best path between the router and all
others. Each LSA update related to a link includes a cost used
by the router Dijkstra algorithm to calculate the end-to-end
shortest route. The cost is configured as the ratio between the
reference bandwidth (default to 100 Mbits) and the interface
bandwidth, which favors the links with higher bandwidth.

In summary, OSPF is a routing protocol widely used in to-
day’s network, which efficiently builds network topologies and
enables end-to-end communications between routers. OSPF
also presents other benefits, but we only presented the features
that we feel are related and can be leveraged by QKDNS.

B. QKD-based OSPF Architecture

As we discussed in Section 2. QKD key depletion must be
avoided at all costs, making the key relay a fundamental aspect
of QKDN. Key relay is a routing problem where each QKD
node must reach all TNs to relay keys. In that sense, OSPF
can be used to build the QKDN topology, help discover all
nodes, and provide the key relay feature. To integrate OSPF
in the QKD Architecture, it is necessary to define the network
layer, as shown in Fig. 4. We propose then to integrate OSPF
within QKDN and leverage all the OSPF capabilities.
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In QKD-based OSPF architecture, the OSPF network layer
embeds all the quantum layer-related infrastructure with
quantum and classical channels interconnecting QKD-enabled
OSPF routers. These routers are then able to exchange QKD
keys. The key management layer can then leverage the func-
tionalities offered by this new network layer to delegate the key
relay procedure and proactively relay keys. The key managers
then can retrieve the keys, store them securely, and manage
their lifecycle. At the same time, using OSPF also removes the
need for a QKDN controller, which centralizes the network’s
control plane, thus offering a completely different dimension
to the overall network management. The key management
layer can directly offer services to the user in the service
layer, which can request keys to implement quantum-resilient
cryptographic communications.

1) Secure Key Rate Flooding: As mentioned in 3.A., OSPF
instances exchange LSAs for advertising any modification on
network links, and these updates could also propagate the
number of keys stored on each link regularly. This information
could be flooded through QKD-link State Advertisements (Q-
LSAs), which are Type 9/10/11 LSAs while leaving Type
1/2/3 LSAs flooding only topology changes. Indeed, not all
links within an OSPF domain can be “QKD-enabled.” Only
specific routers would perhaps implement this technology
(e.g., cost limitations, use cases), which would leave the
OSPF behavior unchanged. The QKD topology to build should
also be carefully planned, as the LSA propagation will be
affected by network topology and area types, which may result
in discontinuities between QKD nodes (e.g., Non-Broadcast
Multi-Access with no QKD link, point-to-point link with no
QKD support, ABR without QKD links). All routers within the
area/domain will receive these QKD-link State Advertisements
(Q-LSA), update their neighbor table to indicate the OSPF
router support QKD exchanges, and they will keep the related
QKD-link states in memory next to the cost of each physical
link. The rate at which these Q-LSAs will be flooded could
be negotiated between routers when exchanging Hello packets.
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The rate could be a QKD-interval timer similar to the dead-
interval, which should be the same to establish the full
neighbor relationship. The timer value should be set according
to the SKR, with lower timer values required for high SKRs.

2) Key Relay Routing: After receiving all initial LSAs from
other routers, each node of the OSPF network can compute
the best route to other nodes using the Dijkstra algorithm
and populate its routing table accordingly. A similar process
must occur to calculate the best path for QKD key relays. To
successfully execute this process, we must take into account:

o The updated SKR of the link: The SKR depends on the
quantum and classical channels, which vary greatly in an
unstable network. This affects the total number of QKD
keys stored on the link. The SKCR also varies depending
on the applications requesting keys and will impact the
final number of keys stored.

o Not all OSPF routers might have QKD-enabled links,
which will impact the topology for path calculation (it
will most likely reduce the number of nodes in the
topology).

Given these constraints, each router must derive the QKD
topology from the current OSPF topology, compute the best
relay path, and update its tables with new QKD paths. Given
the nature of information exchanged between routers, deter-
mining the QKD topology is immediate. However, calculating
the path is more complex than for the “basic” routing of OSPF.
The shortest path algorithm used by default could also be used
in the QKD context as long as the “QKD-convergence” time
reflects the actual changes in the network and the cost is well-
defined. The cost must be minimized to favor a link, which
could result in the ratio between a reference value and the
number of keys stored on each link. However, it will not reflect
the link’s actual usage and depletion speed, which is a crucial
metric in the network. It is imperative to reflect the depletion
rate in the path calculation procedure; we, therefore, propose
to include a three-color scheme complement to the decision
process as depicted in Fig. 5:
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Fig. 4. QKD-enabled OSPF Network Layer

o Green: if the number of keys stored is above the “green”
threshold K, the link is kept in the topology and could
be used for the path calculation. In the example depicted
in Fig 5., at ¢g, po and p; are the shortest paths with the
most available number of keys to relay keys from node
1 to node 7;

Orange: if the number of keys stored goes below the
threshold K, and the depletion rate increases, the link
switches to the “orange” state. A backup path is computed
to bypass the link. The link might still be used for path
calculation if no backup path is available. The link will
go back to the “green” state when the number of keys
stored will go higher than K. This corresponds to the t;
state where the number of stored K34 keys dropped below
K4 = 50 making pg the most favorable path available;
Red: If the number of keys stored goes below the critical
threshold K., the link switches to the “red” state; the

link is removed from the QKD topology and cannot be
used for path calculation until it recovers sufficient keys
stored to go beyond K. If there are no alternative paths,
the QKD relay procedure will be blocked until the “red”
link regenerates. In Fig. 5, this corresponds to the ¢ state
where pg and p; switch to the red state, leaving only po
available for key relay.

This color scheme and path computation brings various
benefits in the network:

o The traffic will be load-balanced between available links

to minimize the risk that one link becomes unavailable.

By tweaking the K, and K. values, it is possible to adjust
the behavior of the network depending on the number of
keys stored over time.

The color scheme could be derived, and an intermediate
color state can be added to support QoS. Another thresh-
old K, will be the value under which only traffic with

Authorized licensed use limited to: University of Luxembourg. Downloaded on December 02,2025 at 14:48:44 UTC from |IEEE Xplore. Restrictions apply.
© 2025 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Communications Standards Magazine. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/MCOMSTD.2025.3572642

DISTRIBUTED KEY RELAY: OSPF FOR EFFECTIVE QKD

Stored Key| 100 [100 [ 100 |100 | 100 100 | 100 [100 | 100
Kg 50 [50 | 50 [50 |50 [50 | 50 [50 [ 50
Kr 10 (10 [ 10 |10 [ 10 |10 [10 |10 | 10

Stored Key|100 |100 | 100 |40 100 |40 100 |100 | 100
Kg 50 [50 | 50 [50 | 50 [50 | 50 [50 | 50
Kr 10 (10 [10 |10 [10 |10 [10 |10 | 10

Fig. 5. Color Scheme Key Relay Routing with OSPF

reserve SKR can consume keys before reaching K.

o Although the computation is integrated into OSPF, it can
also be deployed on a centralized version of the network
with SDN if the controller is able to monitor the network,
retrieve the status of each link, and program each switch.

The color scheme implementation also requires additional
memory on routers to store the state of the network links at
(t — 1), as it is done with the incremental SPF (iSPF) [10]
optimization. Following path computation, routing tables could
be updated with additional information related to QKD routes
for the key relay procedure. It is worth noting that in the central
relay method, all OSPF routers (classical or QKD-enabled)
could be used as central nodes even if they don’t have QKD
links, which might be helpful for resource optimization.

C. Mutual Benefits

Integrating QKD and OSPF can provide additional advan-
tages. Indeed, they can benefit from each other’s features:

o Failover mechanisms: To ensure more reliable com-
munication, fast rerouting could be deployed for OSPF,
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such as Loop-Free Alternative (LFA) or Remote-LFA,
to reroute traffic in case of a node failure without re-
computing the path. QKD-enabled nodes can benefit from
this feature in case of complete QKD link failure, as they
can “re-route” keys without re-computing the path.
Peer security: OSPF embeds security mechanisms to
secure peer-to-peer connectivity using simple password
authentication or encryption (IPSec [11]). QKD keys can
also be fed to the OSPF process to ensure all OSPF
exchanges.

Network stability and convergence: OSPF optimiza-
tions such as Fast Hello, LSA-throttling, LSA arrival, SPF
throttling, and iSPF, when used together, ensure better
network stability and considerably improve the network
convergence time. All these optimizations can also be
used in the context of QKD, where the SKR could vary
considerably and create instabilities for QKD relaying.
Inter-domain routing: external routes could be ex-
changed between other routing protocols that constitute
the global internet, such as BGP [12] and OSPF. Assum-
ing the feasibility studies and adaption of these protocols
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to support QKD exchanges, QKD inter-domain routing
will be enabled worldwide with very limited changes to
bring to the current infrastructure.

IV. CONCLUSION

QKD networks are still under definition, and SDOs such as
ETSI and ITU-T are actively working on their specification.
Dedicated architecture has been defined as having numer-
ous functional elements responsible for the overall QKDN
functioning. These architectures come to solve the numerous
QKDN challenges and, thus, are cryptographic-oriented. As
QKD requires specific hardware, its large-scale deployment
already requires a significant investment at the infrastructure
level to enable QKD peer-to-peer exchanges. The existing net-
work infrastructure and routing protocols can help implement
the first version of QKDNs.

In this work, we have evaluated the impact of the relay pro-
cedure in the network, highlighting the critical need to reliably
and efficiently implement these procedures. We propose to
leverage the OSPF protocol, adapting it and the infrastructure
with minimal modifications to act as a delegate for QKDN
and provide the infrastructure with key relay service. We
solve the routing problem for QKD keys, allowing the upper
cryptographic layers to be supported by a robust infrastructure,
ensuring minimal cost for operators to deploy QKD, which
can provide QKD services and considerably enhances the
security of their internal network. With the according level
of implication, our work could also be replicated using other
IGPs such as IS-IS, as the behavior of the protocol is similar
to OSPF with differences in path calculation and control
messages.

Yet, this approach still has its limitations. First, the relay
path computations rely on the traditional Dijkstra algorithm
coupled with the three-color scheme topology. While this com-
putation is straightforward, it could be significantly improved
(e.g., ML algorithm) at the cost of increased complexity on
each router. Second, the regular flooding of Q-LSAs might
conflict with LSAs and impact the performance of the tra-
ditional OSPF routing process. Dedicated timers could be
defined to reduce the overlap between these LSAs as much
as possible. Finally, it does not reduce the investment cost of
deploying QKD hardware within each router or the cost of
securely storing exchanged keys.

As part of our future research directions, we are inves-
tigating the performance of SDN compared to the OSPF
approach within the context of QKDN. We have started to
explore this by benchmarking both methods, subjecting them
to various cyberattacks to assess their robustness in ensuring
service continuity, data security, and integrity. Our QKD-OSPF
implementation builds on the FRRouting project, while our
SDN implementation leverages Ryu and Open vSwitch.
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