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ARTICLE INFO ABSTRACT
Keywords: As voice-enabled technologies are becoming increasingly more prevalent, voice-enabled permission requests
Auditory feedback become a crucial topic of investigation. It is yet unclear how to appropriately inform users in voice user

Synthetic speech

interfaces (VUIs) about data processing practices. To understand how modality (text vs. voice) and the
Design ethics

speech rate of the voice can influence users’ perceptions and decisions to grant permission, we conducted
two preregistered studies (N = 343 and N = 594) and one pre-study, including two listening tasks to
design potentially deceptive voice patterns. We found that users can distinguish between different levels of
intrusiveness in the voice modality. However, they are less likely to accept voice-based permissions, pointing to
cognitive problems associated with them. Moreover, we found that speech rate manipulations of action verbs
“Accept” and “Decline” shifted users’ decisions towards acceptance, making the effect less controllable than
predicted. This work highlights implications and design considerations for future voice-enabled permission
requests.

1. Introduction 2016 (Alexa Developer, 2023; Edu et al., 2021). Once published, users

can enable voice applications either by using an invocation command

Voice-enabled conversational assistants, such as Amazon Alexa,
Apple Siri, or Google Home are becoming increasingly more popular.
According to the Voice Consumer Index 2023, voice assistant usage
ranges from 49% in Germany to over 60% in the US and UK and
up to 66% in Mexico (Vixen Labs, 2023). While voice assistants are
still predominantly used for simple tasks such as searching the web,
checking the weather, playing music, or setting alarms (Ammari et al.,
2019; Vixen Labs, 2023), there is a growing trend towards using these
devices routinely for purchasing products and services online (National
Public Media, 2022).

To expand the range of services offered by voice assistants, plat-
forms such as Amazon Alexa or Google Assistant allow third-party
developers to create and publish voice applications. As of today, over
130.000 Alexa Skills are available, compared to just 135 in early
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or through the platform’s application store. Just like traditional mobile
apps, voice applications must comply with legal regulations by provid-
ing privacy policies and disclosing data practices. To ensure compliance
and protect users, platforms have implemented policy requirements
and skill certification processes.”> However, despite these measures,
previous research has shown that voice applications can circumvent
certification processes and violate privacy policies (Liao et al., 2020;
Cheng et al., 2020; Liao et al., 2023). Despite their importance, privacy
policies are not accessible within the conversational interface, leaving
it to the users to read them (Liao et al., 2020). However, if personal
information is collected, a permission request is sent to the voice
assistants’ companion app for user approval. To improve the usability
of these requests, platform providers have started integrating them
directly into the voice interface.>

https://developer.amazon.com/en-US/docs/alexa/custom-skills/certification-requirements-for-custom-skills.html.
https://developer.amazon.com/en-US/docs/alexa/custom-skills/use-voice-forward-consent.html.
https://developer.amazon.com/en-US/docs/alexa/custom-skills/configure-permissions-for-customer-information-in-your-skill. html.
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To collect user data, developers can request information directly
through the platform’s API. For instance, Alexa Skills can request
access to customer names, email addresses, as well as location da-
ta.* Similarly, Google provides a more structured permission system by
categorizing requests by type and sensitivity with certain permissions
being labeled “dangerous” and requiring explicit consent.”> Restricted
permission requests can access personal and sensitive user data such
as location, photos or all files. While platforms emphasize the impor-
tance of data minimization, control and transparency, previous research
has highlighted unjustified data collection in voice applications (Edu
et al.,, 2021). Edu et al. (2022) assessed Alexa Skill privacy practices
over three years and found that while the majority of voice appli-
cations did not request any permissions, the number of permission
requests increased over time. Additionally, voice applications asking
for sensitive information directly through the conversational interface,
bypassing the formal API permission process, continue to raise privacy
concerns (Lentzsch et al., 2021; Edu et al., 2022).

Although permission requests play a critical role in protecting
user privacy, they open up ways for implementing so-called “decep-
tive/dark® design patterns” — instances of the interface designs that
can potentially affect users’ decisions towards their disadvantage (Gray
et al., 2018). The European Union has acknowledged the manip-
ulative potential of deceptive patterns and has addressed them in
various guidelines and regulations such as the EDPB Guidelines on
Dark patterns in social media platform interfaces, the Digital Service
and Markets Act and the AI Act (European Data Protection Board
(EDPB), 2023; European Parliament and Council of the European
Union, 2022a,b, 2024). Notably, Article 5 of the AI Act prohibits Al
systems that “deploy purposefully manipulative or deceptive techniques
with the objective, or the effect of materially distorting the behavior of
a person [...] thereby causing them to take a decision that they would
not have otherwise taken [...]”. However, while these regulations focus
on deceptive patterns in general or on visual interfaces in particular,
the issue of deceptive patterns in voice-based applications remains
largely overlooked in legal frameworks (De Conca, 2023). While the
potential of dark patterns to influence users’ interactions with voice-
based systems has been recently highlighted (Owens et al., 2022), this
area of research remains understudied. As permission requests shift
from the screen to the conversational interface, it becomes crucial to
understand users’ perceptions of voice-based permission requests and
to identify potential deceptive practices. In this work, we investigate
how users perceive voice-based permission requests in comparison to
text-based requests and to what extent they may be susceptible to
manipulation.

In sum, through this work:

» We provide quantitative and qualitative insights into users’ per-
ception of voice-based permission requests compared to text-
based requests under controlled conditions.

+ We contribute to the methodology for investigating modality-
specific features in the manipulation of user choice, using speech
rate manipulation as an example.

2. Background and related work

Below, we summarize four bodies of work relevant to our studies
by reviewing the literature on user privacy and consent in voice user
interfaces (VUIs), research on deceptive patterns in VUIs, the effect of
modality on perception and interaction with information and relevant
prosodic parameters that may affect the perception of speech and user
behavior.

6 We acknowledge the current shift in the community from the term
“dark patterns” to “deceptive patterns”. In this paper, we will use the terms
interchangeably and refer to the names of existing regulations as they were
originally established.
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2.1. Privacy, consent and permission requests in voice-based technology

With the growing adoption of voice-based technology, concerns
around privacy and security are rising in parallel (Fruchter and Lic-
cardi, 2018; Lau et al., 2018; Seymour et al., 2020). Although privacy
lacks a universally accepted definition, it is often conceptualized in
terms of control (Altman, 1975; Westin, 1967; Smith et al., 2011). In
the context of conversational Al, privacy as control is usually under-
stood as users’ ability to control existing personal information as well
as personal data generated in the future, either related to personal data
disclosure or data access and retention (Leschanowsky et al., 2024;
Kang and Oh, 2023; Pal et al., 2020; Lin and Parkin, 2020). The aspect
of control is also emphasized by legal regulations around the world,
such as the General Data Protection Regulation (GDPR), which provides
clear guidelines on consent and user rights when processing personal
data (European Commission, 2016). Moreover, offering users control
options within voice-based interfaces can strengthen user trust and
empowerment (Ahmad et al., 2022).

Privacy information and privacy controls can take various forms,
including consent mechanisms, privacy notices, labels and settings.
Previous research explored strategies to appropriately inform users in
a VUI (Harkous et al., 2016) and developed conversational privacy
strategies to enhance user control (Briiggemeier and Lalone, 2022;
Leschanowsky et al., 2023). However, consent and permission requests
in VUIs are still frequently carried out on screen-based technologies.
For instance, previous research investigated runtime permission re-
quests in proactive assistants using a screen accompanied by an audible
bell (Malkin et al., 2022). Yet, requiring users to switch modalities can
be a barrier to meaningful consent, as it can increase cognitive load
and can lead to user errors (Sandhu and Dyson, 2012).

To improve the usability of consent requests in voice-based tech-
nologies, platform providers have integrated consent and permission
requests directly into the VUI For instance, Alexa’s “Voice Forward
Consent” feature (VFC)’ allows developers to integrate verbal permis-
sion requests that enable users to approve or deny requests via voice.
In the European Union, consent mechanisms are an essential part of
regulation when placing or reading information from users’ devices
under the ePrivacy Directive or when processing personal data under
the GDPR (Data Protection Working Party, 2013). Thus, verbal consent
mechanisms are essential for both legal compliance and safeguarding
user privacy in voice-based interfaces. However, they also introduce
significant challenges, such as pressure (i.e., perceived urgency to act)
and the limited amount of information that can be delivered through
VUIs (Seymour et al., 2022). Recent research has begun to develop
recommendations for regulators, voice assistant developers and plat-
forms to improve the design of verbal consent mechanisms (Seymour
et al., 2023, 2024). While research on verbal consent and permission
request mechanisms is still limited, privacy notice research in GUIs is an
active field, and its design recommendations can inform research and
implementation in the voice domain (Schaub et al., 2015; Utz et al.,
2019).

2.2. Deceptive design patterns in VUI

In the domain of voice-based technology, even beyond the con-
sent and permission problem, there are significant concerns about the
ethics of VUI interaction designs. For example, an expert-based study
conducted by Mildner et al. (2024) identified areas of unethical and
privacy-invasive designs which can easily be implemented in the voice
interaction domain. These areas include the lack of privacy protection
mechanisms and the potential for deceptive interactions. While uneth-
ical design solutions may sometimes arise from short-sighted design

7 https://developer.amazon.com/en-US/docs/alexa/custom-skills/use-
voice-forward-consent.html.
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choices (Gray et al., 2020) or difficulties in translating visual-based
interaction parameters into the voice domain, previous work discusses
the possibility of deliberately distorting user choices in the interests of
voice application providers (Owens et al., 2022; Mildner et al., 2024).
Here, nudges and deceptive design patterns, already well explored in
visual and text-based applications (e.g., Bongard-Blanchy et al. (2021),
Tuncer et al. (2023) and Gray et al. (2021)), can also increase the
manipulative potential of VUIs.

Deceptive design patterns are usually described as user interface
elements, which can push users’ decisions in specific directions, such as
choosing a more profitable subscription option for the company or shar-
ing extensive personal data (Mathur et al., 2021). They are purposely
designed to confuse users, hinder them from expressing their true pref-
erences, or coerce them into specific actions (Gray et al., 2018). Studies
on dark patterns in the visual domain have shown that users more easily
recognize some practices (e.g., fake urgency) than others (e.g., forced
consent) (Bongard-Blanchy et al., 2021), and that more covert, subtle
manipulations often yield better results for companies (Luguri and
Strahilevitz, 2021). While multiple studies were conducted in the field
of visual interfaces, the area of voice-based interaction is still under-
explored. Owens et al. (2022) sought expert opinions on potential
dark patterns in VUIs, focusing on a range of theoretical scenarios,
including both interaction parameters of voice assistant technology and
speech properties such as volume, pitch, rate, fluency, pronunciation,
and articulation to emphasize certain options and, consequently, in-
crease their prominence to the user. Dula et al. (2023) discussed the
parameters of the voice as part of “dishonest anthropomorphism” a
deceptive design feature whereby the human-likeness of the agent is
used to influence users.

While deceptive practices can affect users’ choices in many ways,
particular attention is paid to the link between deceptive patterns and
the infringement of users’ privacy (Bosch et al., 2016; Gunawan et al.,
2022; Valoggia et al., 2024). Several studies addressed the problem
of cookie banners (Krisam et al.,, 2021; Gray et al., 2021) and the
ways companies can use the asymmetric choice presentation to make
privacy-unfriendly options more salient, thereby pushing users to select
them without consciously processing the options.

In the area of VUIs, similar ways of presenting the asymmetric
choice were explored (Dubiel et al., 2024b). The results revealed a
significant impact of synthetic voice fidelity (i.e., the degree of re-
semblance of natural speech) on people’s decision-making and that
these effects often go unnoticed by users. However, the findings are
primarily relevant to multi-agent interaction scenarios and focused on
general decision-making rather than privacy-related choices (Dubiel
et al., 2024b).

2.3. Effect of the modality to the perception of the information

Various studies discussed the difference between text and speech
modalities in the process of information acquisition. In an educa-
tional assessment setting, the information presented via voice is per-
ceived as having a higher quality compared to text (Wambsganss et al.,
2022). In the information search task, the interaction with a speech-
based agent showed higher perceived efficiency, lower cognitive effort,
higher enjoyment, and higher service satisfaction than a text-based
agent (Rzepka et al.,, 2022). At the same time, in the domain of
customer service, voice interaction was perceived as having higher cog-
nitive demands compared to text-based ones and, therefore, activated
critical thinking and diminished persuasive effects (Ischen et al., 2022).
However, compared to text messages, voice messages are perceived as
more credible, even if they have problems with accuracy and infor-
mation attribution (Gaiser and Utz, 2023). In the presentation of the
information about new technology, voice modality had a significant
positive effect on the attitude towards the described technology (Geipel
et al., 2023).
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2.4. Speech prosody and speech perception

Social impressions of others are significantly shaped by their voices,
particularly through non-verbal cues like intonation, emphasis, and
rhythm (Belin et al., 2011). These cues influence both how we per-
ceive a speaker (Varghese and Nilsen, 2020) and process informa-
tion (Rodero, 2016). Among the various prosodic aspects of the human
voice, mean fundamental frequency (FO0), judged as voice pitch (Titze
and Martin, 1998) and speech rate (Dowding et al., 2024) are central
for making social judgments (Schild et al., 2020).

Speech rate is broadly defined in the phonetics literature as the
number of spoken units per unit time (e.g., Tsao et al. (2006)). Speech
rate provides a global measure of the pace at which a speaker constructs
and produces speech, and includes broader characteristics, such as a
tendency to hesitate while contemplating the next utterance (Dowding
et al.,, 2024). Faster speakers tend to be rated as more convincing,
reliable, empathic, serious, active, and competent (Apple et al., 1979).
Younger speakers are generally perceived as more trustworthy (Ernst
and Herm-Stapelberg, 2020; Pias et al., 2024), and a higher pitch can
enhance credibility, while faster speech is more persuasive than slower
speech (Schirmer et al., 2020). However, it should be noted that prefer-
ences may depend on the application domain (Goodman and Mayhorn,
2023) and differ across cultures and user demographics (Bem, 1981).
Additionally, a moderate speech pace of around 180 words per minute
is considered optimal for information recall and recognition (Rodero,
2016). Overall, speech should be fast enough to engage listeners but
not so fast as to hinder comprehension (Rodero et al., 2022).

While research consistently links fast-to-moderate speech and lower
pitch to higher perceived attractiveness and dominance in men (Puts
et al., 2016; Oleszkiewicz et al., 2017; Vukovic et al., 2011), the impact
of voice perception on user behavior in decision-making tasks remains
understudied (Dubiel et al., 2020). In this work, we focus on the
exploration of the impact of systematic speech rate manipulations on
the perception of privacy permissions and users’ likelihood to accept
them.

Kochanski et al. (2005) found that loudness and duration patterns
are primarily used by speakers to mark prominence in stress-timed
languages such as English, German or Russian. This goes against text-
books (e.g., Roca and Johnson (1999) and Clark and Yallop (1996))
and common assumptions that highlight the main role of the funda-
mental frequency (f0) in distinguishing prominent syllables from the
rest of the utterance. Previous studies also indicate that, in contrast
to pitch accenting, speech rate can function as a prosodic prime, the
same way as other primers (Tooley et al., 2018). Priming generally
refers to the facilitative effect of an event or action on subsequent
associated responses (Molden, 2014). For example, people often prefer
the stimulus that was associated with a prime presented earlier in a
choice task. Studies showed that the speech rate of the primer affected
the speech rate of the post-priming production (Jungers and Hupp,
2009; Tooley et al., 2018). While no prior studies address specifically
auditory primes in decision-making, previous research in other areas
(e.g. priming via visual stimuli) has shown that presenting primes
beyond focused attention can influence choices in free-choice scenarios,
particularly under uncertainty (Payne et al., 2016; Kiesel et al., 2006).

In speech synthesis systems, modifications of pitch, volume, and
speech rate can be utilized to create models that allow for control-
lable emphasis (i.e., the option to deliberately change the emphasis of
selected words during synthesis). This can be achieved by adjusting
e.g., the pitch contour or phoneme durations (Raitio et al., 2022;
Shechtman et al., 2021). Another approach is to predict features such as
pitch variance, phoneme duration variance, or wavelet based features,
which serve as latent emphasis scores and steer the pitch, energy,
and duration of the synthesized speech (Seshadri et al., 2022). Joly
et al. (2023) show that increasing phoneme durations, thereby slowing
down the speech rate for a certain word, can be sufficient to produce
emphasized words.
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Few user interfaces allow users to control the system’s speech rate
directly. For example, Siri’s accessibility settings include a “speak-
ing rate” slider, visually represented by a slow-moving turtle and a
fast-moving hare (Dowding et al., 2024).

3. Research gaps and the summary of the research

Based on the relevant literature discussed in Section 2, we have
identified the following gaps:

1. Previous studies have highlighted the importance of presenting
privacy information in various formats and modalities (Morel
and Pardo, 2020; Harkous et al., 2016), which supports the
rationale for presenting consent and permission requests in the
voice modality. However, to the best of our knowledge, no
studies have investigated how a change in modality affects users’
perception of consent and their willingness to accept permission
requests.

2. Although some Deceptive Design patterns may be similar across
both voice and screen-based modalities, since they operate at the
information level (e.g., “Nagging” Gray et al., 2018), there are
also manipulations that work at the modality level (e.g., ‘“Pre-
selection” for visual-based interfaces). While the potential use
of modality-based patterns has been mentioned in the litera-
ture (Owens et al., 2022), only a few studies have examined
this effect (Dubiel et al., 2024b). Specifically, no studies have
focused on the influence of modality in a single-agent choice
representation.

To fill these gaps we conducted two preregistered experimental
studies (referred to as Study 1 and Study 2 in the following sections).

The research sections are organized as follows:

Study 1 (presented in Section 4) focuses on understanding the
differences between perceptions of voice- and text-based permission
requests, particularly in the context of varying levels of request intru-
siveness. To do so, we generated a set of permission requests based
on previous literature and tested them across two modalities (text and
voice-based) and different levels of intrusiveness.

Study 2 (presented in Section 5) is based on the qualitative and
quantitative results of Study 1 , highlighting differences in perception
and acceptance of voice-based requests. We test whether manipulating
voice-specific features affects users’ willingness to accept the permis-
sion request. To do so, we investigate the effect of speech rate in the
performative clause of the request (proposing either “Accepting” or
“Declining” the permission) on user behavior. We select speech rate as
the feature to manipulate, as previous literature has shown its priming
and persuasive effects in a wide range of scenarios (Schirmer et al.,
2020; Chattopadhyay et al., 2003). The pre-study (Section 5.1) outlines
the considerations and strategies for creating the voice samples for
Study 2, while Study 2 (Section 5) presents the experimental procedure
and results of applying this manipulation strategy in the experiment.
The full procedure is illustrated in Fig. 1.

4. Study 1: Effects of text- and voice-based permission requests on
user perception and decision-making

In Study 1, we explore how shifting from screen-based to voice-
based permission requests affects users’ decision-making and percep-
tions. While screen-based requests can disrupt user experience due
to modality switching, the impact of voice-based permission requests
on user perception remains unclear. Consequently, Study 1 investi-
gates the users’ perception of permission requests. Specifically, we
investigate how the modality of permission requests influences the like-
lihood of users accepting them and how varying levels of intrusiveness
may influence this. Additionally, we assess how factors like clarity
and comprehension, which are considered crucial for users’ privacy
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decision-making (Masotina and Spagnolli, 2022), are affected by the
modality of the permission request. By understanding the implications
of modalities, we aim to assess benefits and challenges of voice-based
permission requests.

We formulated the following research questions:

Research Question 1 (RQ1): How do users perceive differences
in app permission intrusiveness, and how does their willingness to
accept the permission vary when requests are presented via voice
versus text across varying levels of intrusiveness? More specifically, we
hypothesized that acceptance rates for app permissions will decrease
as the level of data intrusiveness increases for both voice and text
modalities (H1) and that participants will rate the intrusiveness of app
permissions higher in scenarios where the actual intrusiveness of the
app permissions is higher (H2).

Research Question 2 (RQ2): Are there significant differences in
users’ acceptance of app permissions with varying levels of intrusive-
ness when delivered through voice compared to text modalities? The
results of previous studies showed that the effect could lie in both
directions (Ischen et al., 2022; Rzepka et al., 2022). Depending on
the tasks, people can prefer voice-based interactions because of ease
of use and lower cognitive effort (Rzepka et al., 2022), or find it more
difficult to understand than text-only, influencing persuasiveness (Berry
et al., 2005; Ischen et al., 2022). Therefore, we hypothesize that the
acceptance rate of voice-based permissions could be higher (H3a) or
lower (H3b) compared to the text-based permission requests. In the
same way, we hypothesized that the voice-based permissions could be
rated as less intrusive (H4a) or more intrusive (H4b) compared to
text-based permissions.

Research Question 3 (RQ3): Does the modality of a permission
request (voice vs. text) affect the person’s impression of the clar-
ity and understandability of the request? Again, as previous studies
pointed to the bi-directional effect of the modality on the clarity
and understandability of information, we formulate the hypothesis as
follows: The perception of clarity and comprehensibility will be higher
(H5a) or lower (H5b) in the text-based permission request than in the
voice-based request.

4.1. Test materials

4.1.1. Permission requests

We designed permission requests for three distinct voice applica-
tions: a ride-hailing application “Ride Hailer” inspired by an Alexa
skill,® a fitness application “Fit Buddy” and a recipe application
“Kitchen Wizard”. We did not aim to create legally valid verbal consent
requests under the GDPR, as previous studies are inconclusive on
what information should be included (Seymour et al., 2023), and
we intentionally increased intrusiveness to assess its impact on user
decision-making. Moreover, we did not address a potential conflation
between permission requests and legal consent, particularly since some
of our applications might access personal data under legal bases of
legitimate interest or contract rather than consent. Instead, we aimed
to create verbal permission requests that include information that could
potentially be found in verbal consent, such as the personal data
requested, the purpose of data collection, data sharing practices and
data retention periods (Seymour et al., 2023). We did not include all
potentially required information, such as user rights or instructions on
how to withdraw consent. Nevertheless, our permission requests are
the first attempt to create voice-based permission requests, including
information beyond requested data types, while keeping it short and
specific (Seymour et al., 2022; Schaub et al., 2017).

We designed three levels of intrusiveness, i.e., low, medium, and
high intrusion (illustrated in Table 1) by varying the information that

8 https://developer.amazon.com/en-US/docs/alexa/custom-skills/use-
voice-forward-consent.html.
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STUDY 1: Perceived Intrusiveness of Text vs. Voice Permissions

/ Stage 1: Stimuli Preparation

/'

~

Text

9 Information Permission Requests
(3 Scenarios at 3 Intrusion Levels)

<

9 Information Permission Requests
(3 Scenarios at 3 Intrusion Levels)

’ request between text and voice modalities.

-
-

Stage 2: Perception and Behaviour\

4 N

Comparing participants' acceptance and
perceived intrusiveness of app permission

Comparing comprehensibility and clarity of
app permissions for both modalities.

o

STUDY 2: Designing a Potential Dark Pattern

-

/ 1. Participants assess the
naturalness of samples with
modified speech rate.

Stage 1: Listening Tests

\

2. Participants need to
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unmodified and modified
samples

Goal: determining the threshold of

modifications that can be perceived by
K the participants. /

\_

Stage 2: Decision-making \

4 )

Checking if manipulations
of speech rate affect participants'
likelihood of accepting privacy
requests.

N /

y

Fig. 1. An overview of experimental structure illustrating the relationship between Study 1 and Study 2.

Table 1

Overview of the systematic construction of permission requests across three different scenarios and intrusiveness level. While the
requested information varies by scenario, the purpose of data collection, data sharing, and data retention periods remain the same

across scenarios.

Data practice Low intrusion

Medium intrusion

High intrusion

Information request

Scenario 1 - Ride
Hailer

Pick-up address, First name

Pick-up address, Phone number

Pick-up address, Credit card
information

Scenario 2 - Fitness
Buddy

Fitness goals, Gender

Fitness goals, Weight

Fitness goals, Medical history

Scenario 3 - Kitchen
Wizard

Dietary restrictions, First name

Dietary restrictions, Social media
profile

Dietary restrictions, Credit
card information

Purpose of data
collection

Provide service (e.g., find a ride,
provide training recommendation,
provide recipe suggestions), Use for
current service only

Provide service, Communicate special
offers

Provide service, Any other use
deemed helpful

Shared With... Nobody

European third-parties

Third-parties worldwide

Data retention Deleted after the interaction

period

Deleted after 6 months

Deleted after 10 years

is presented in the permission request. The impact of intrusiveness on
user acceptance has been explored in the context of mobile application
permission requests, where it was found that app value often outweighs
the influence of intrusiveness and privacy concerns (Wottrich et al.,
2018). To investigate the role of intrusiveness on users’ likelihood to
accept permission requests in voice-based and text-based scenarios, we
varied not only the information requested but also the purpose of data
collection, data sharing practices, and data retention periods.

We chose the type of information requested for each level of
intrusiveness based on previous research on information sensitivity

(Schomakers et al., 2019). Moreover, a pan-European survey found that
user preference for Internet Service Providers decreased with longer
data retention periods, ranging from one month to five years (Po-
toglou et al., 2017). Consequently, we increased retention periods with
increasing intrusiveness from no retention to retention of up to ten
years. Furthermore, previous research indicates that risk perception
increases when data is being shared with or sold to third parties and
as the geographical scale of sharing expands (Emami-Naeini et al.,
2021; Potoglou et al., 2017). Thus, we followed a similar principle
and increased the geographical scale of data sharing with each level of
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Hi, ’m Ride Hailer.

I need access to your pick-up address and

/

T~

first name.

phone number.

credit card information.

This information is used to find a ride for you and

is not used for
any other purposes.

to communicate with you
about special offers.

for any other use
deemed helpful.

We do not share
your information
with any third-parties and

We share your information
with European
third-parties and

We share your information
with third-parties
worldwide and

delete it after the interaction.

delete it after 6 months.

delete it after 10 years.

Fig. 2. Permission Requests for Ride Hailer for the three intrusiveness levels — low intrusion in green, medium intrusion in yellow and high intrusion in red.

intrusiveness. Finally, we adjusted the purpose of the data collection
for each level of intrusiveness based on previous research. Bhatia
and Breaux (2017) distinguish between six categories of data purpose
based on an analysis of privacy policies from the shopping domain
(i.e., service, legal, communication, protection, merger, and vague
purpose). Moreover, studies suggest that users are more likely to accept
purposes that benefit themselves or the greater good, rather than
service providers or third-party vendors (Kyi et al., 2023; Shih et al.,
2015). Finally, a study on privacy preferences in smartphone apps
found that providing no purpose increases users’ willingness to disclose
data, whereas providing a vague purpose raises privacy awareness
and reduces disclosure intention (Shih et al., 2015). Following these
insights, we moved from service purpose for the least intrusive permis-
sion request, to communication purpose for medium intrusive requests
and to vague purpose for the most intrusive permission request. Table
1 provides an overview of our systematic construction of permission
requests. The final permission requests for the three intrusion levels
for the “Ride Hailer” application are shown in Fig. 2.

4.1.2. Audio generation

The generation of speech from text is central to both Study 1 and
Study 2. We generate the speech using a Text-to-Speech (TTS) synthesis
system that enables controlled manipulation of speech characteristics,
such as speech rate, which was essential for implementing voice-
based deceptive patterns in Study 2. The same TTS system was used
consistently across both studies and is described in detail below.

Text-to-Speech synthesis produces a speech output from a given
text input (Taylor, 2009). The goal is to synthesize speech that is
both intelligible and sounds natural to human listeners. Due to the
application of deep learning and neural networks, recent TTS systems
are able to synthesize highly natural speech (Ren et al., 2021; Elias
et al., 2021; Huang et al., 2022; Nguyen et al., 2023; Tan et al., 2024;
Ju et al., 2024; Eskimez et al., 2024; Shibuya et al., 2024).

The neural-network-based TTS used for our experiments consists of
three parts: text analysis, acoustic model, and neural vocoder. During
text analysis, the input text is processed and converted into a phoneme
transcription, which serves as a representation of the speech sounds

corresponding to the text. Phonemes are the smallest unit of sound in
language that help to distinguish one word from another in a given lan-
guage, e.g., d and t in the English words bad (/bad/) and bat (/beet/).
The acoustic model is realized as a neural network which uses phoneme
transcriptions to create an intermediate representation of speech fea-
tures. Mel spectrograms are used as intermediate representations since
they capture the intensity of frequencies over time and are scaled to
match human perception of sounds. These mel spectrograms are finally
converted by the neural vocoder model into a speech waveform.

For our experiments, we synthesized text prompts using an inter-
nal TTS system. The architecture of our acoustic model is based on
ForwardTacotron (Schéfer et al., 2020), with extensions similar to the
model by Zalkow et al. (2023). Our acoustic model is trained using
speech recordings (resampled to a sampling frequency of 22,050 Hz)
and mel spectrograms (80 bands, hop size of 256 samples, block size
of 1024 samples). One challenge in TTS is that the dimension of the
input features (textual information) is much lower than the dimension
of the intermediate features (mel spectrogram) and the output features
(speech waveform). Therefore, an approach for mapping between these
feature dimensions is required. Our model belongs to the family of
parallel models which utilize a duration prediction module for this
purpose. The duration prediction module estimates the number of mel
spectrogram frames corresponding to each phoneme to ensure that each
sound in the generated speech has the appropriate length, e.g., for the
phoneme transcription /bet/, the duration predictor could estimate
that two mel spectrogram frames should be used for the /b/, four
frames should correspond to /z/ (vowels often have a longer duration)
and the /t/ receives one mel spectrogram frame. These predicted
phoneme durations are fed into a length regulator, which maps features
from a low-dimensional text space to a higher-dimensional mel spectro-
gram space. This is done by repeating the features on the phoneme level
in a non-equidistant way based on the predicted phoneme durations.

When synthesizing speech with this model, the predicted phoneme
durations can be deliberately modified. By scaling the phoneme du-
rations, we can change the duration of specific phonemes in the syn-
thesized speech. Specifically, by increasing the predicted durations of
all phonemes belonging to a word, we increase the number of mel
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spectrogram frames for this word, which leads to a higher duration of
this word in the synthesized speech. This feature allowed us to control
the duration of specific words in our permission requests. As neural
vocoder, we use StyleMelGAN (Mustafa et al., 2021).

We trained the acoustic model on a multi-speaker dataset. For the
following experiments, we select the voice from the Hi-Fi dataset (Bakh-
turina et al., 2021) for synthesis. This voice belongs to a female British
English speaker. The recordings of this speaker have an average pitch
of 210 Hz (SD = 30 Hz), which approximates an average female voice
(~205 Hz) (Holmberg et al., 1988; Simpson, 2009; Puts et al., 2006).
The speech rate in the dataset is approximately 4.8 syllables per second
(199 words per minute). Examples of these samples can be found in the
supplementary material.

4.2. Methodology

4.2.1. Experimental setup

The study implemented a 2 x 3 factorial design, with the first factor
including text or voice-presentation of the permission request, and the
second factor including three levels of intrusiveness. As described in
Section 4.1.1, the permission requests and intrusiveness levels were in-
formed by previous research. In total, this resulted in six conditions. To
mitigate the effect of specific app descriptions on the results, we present
three different app descriptions, i.e., “Ride Hailer”, “Fitness Buddy”
and “Kitchen Wizard”, in random order on all levels of modality and
intrusiveness. In our analysis, we add the type of app as a control
variable. The study was preregistered.’

For the study, we implemented the online setup on the LimeSurvey
platform,'® Following the study protocol, participants were invited to
read a description of the imaginary voice-based app. Afterwards, we
asked participants to read or listen to the app permission request
presented by the system in text or voice. They were allowed to reread
and replay the audio as often as needed. Each participant interacted
with only one of the six conditions. Participants were asked to rate how
much they would accept/not accept the request, i.e., How likely are you
to accept this permission request? followed by questions on intrusiveness,
clarity, comprehension and privacy concerns. We also added two open-
ended questions to explore if the information provided was sufficient
and if any information was missing. The detailed questionnaire and
study protocol can be found in the supplementary material.

4.2.2. Measurements

Acceptance of Permission Requests. To measure the likelihood of
accepting the permission request, we adapted (Wottrich et al., 2018)
permission acceptance scale, which is based on Bernritter et al. (2016)
liking intention scale. Acceptance was measured from 0 (“Not at all”)
to 100 (“Surely accept”) with the slider set to the middle position by
default.

Intrusiveness. For measuring the intrusiveness, we followed Wottrich
et al. (2018) and adapted the version of Nowak and Phelps (1992)
privacy questionnaire. It includes four items, measured on a 7-point
Likert scale (from “strongly disagree” to “strongly agree”).

Clarity and Comprehension. We assessed clarity and comprehension
by adapting five items proposed by Masotina and Spagnolli (2022) in
the context of text-based privacy notices. Instead of the original 5-point
Likert scale version, we applied a 7-point Likert scale (from “strongly
disagree” to “strongly agree”) to maintain consistency between scales
and because of the better psycho-diagnostic properties of the 7-point
scale (Finstad, 2010).

Control Variables. Lastly, we included a measure of privacy concerns
as a control variable using the validated version of the Internet Users’
Information Privacy Concern scale (IUIPC-8) (Grof3, 2023), measured

9 https://aspredicted.org/6SK_ ZW1.
10 https://www.limesurvey.org/.
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on a 7-point Likert scale (from “strongly disagree” to “strongly agree”).
We also used the gender and age of the participants as control variables,
as previous studies showed that these factors can affect synthetic voice
perception (Levitan et al., 2018; Baumann, 2017; Mazanec and Mccall,
1976; Hall, 1978; Hall et al., 2000).

Open-Ended Questions In addition to the quantitative questions, we
included two open-ended questions regarding the information provided
in the permission request. We asked participants if they found the
provided information sufficient and whether they felt that anything was
missing from the permission request.

4.2.3. Participant recruitment

We recruited participants from Prolific using the following criteria:
(1) they were based in the United Kingdom, (2) spoke English as their
first language, and (3) had an approval rate above 99% on Prolific and
had been registered on the platform for at least one year. We selected
UK-based participants due to their familiarity with the Standard British
accent, as we used a female British English speaker to synthesize
permission requests (as explained in Section 4.1.2). Additionally, we
preregistered the exclusion criteria for participants who completed the
study significantly faster than the average. Specifically, participants
were excluded if their completion time exceeded two standard devi-
ations below the study’s mean completion time. These constraints were
introduced to minimize the risk of including the results of individuals
who might not have completed the study up to the required standard.
As the study implemented the experimental design (comparing between
conditions), we did not apply any additional criteria before data col-
lection. However, we settled on the gender balance option, as previous
studies in the voice domain showed the effect of the listener’s gender on
speech perception (Mazanec and Mccall, 1976; Hall, 1978; Hall et al.,
2000). We used the G*Power software tool,!* to calculate our study’s
power. To analyze the study’s main hypothesis (power of 0.8, medium
effect size), we conducted an ANOVA incorporating interaction effects
which yielded a required sample size of 269 participants. To ensure that
we would have sufficient statistical power even in the event of possible
outlier removal, we decided to collect responses from 360 participants
(60 per condition).

4.2.4. Ethical considerations

The design and data collection were approved by the Ethical Review
Panel of University of Luxembourg. We followed the Prolific Guidelines
in compensation rate,'? therefore, participants were paid at the rate
of £9 per hour and the consent form and contact information of the
researchers were provided.

4.3. Results

4.3.1. Data cleaning and descriptive statistics

During the procedure, we collected the results from 360 partici-
pants. After checking the results’ integrity, we calculated the median
completion time (211 s) and deducted two standard deviations(113 s).
All the results below 113 s were deleted, resulting in 343 answers
retained for the main analysis. The sample had the following charac-
teristics: the mean age of participants was 41.53 years (SD 12.4), 172
participants identified as female, 168 as male, and 3 participants did
not provide the information. The mean for the privacy concerns scale
was 47.73 (SD 5.99, min = 30, max = 56), which can be considered as
a rather privacy-concerned sample'® Preliminary analysis of the data
distribution showed a significant violation of the normality assumption
(Shapiro-Wilks test on all the scales was significant with p < .001) for
all the tested scales, therefore, we used a non-parametric approach for
our analysis.

11 https://www.psychologie.hhu.de/arbeitsgruppen/allgemeine-
psychologie-und-arbeitspsychologie/gpower.

12 https://researcher-help.prolific.com/en/article/2273bd.

13 Comparing to Abrokwa et al. (2021), where the population with a similar
mean (47.7) were described as being on the “concerned side”.
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Quade nonparametric analysis of variance (ANCOVA) with post-hoc pairwise comparison of groups in request acceptance and perceived intrusiveness.

Acceptance: Voice-based Request

Perceived intrusiveness: Voice-based Request

F = 61.55 DFH = 2 DFE = 175 p < .001 Bonf-corr p < .001 F = 58.075 DFH = 2 DFE = 175 p < .001 Bonf-corr p < .001
Pairwise comparison of groups

Comparison t DF P Bonf-corr.p Comparison t DF P Bonf-corr.p

Low vs. Medium 6.579 175 <.001 <.001 Low vs. Medium -5.810 175 <.001 <.001

Low vs. High 11.046 175 <.001 <.001 Low vs. High -10.773 175 <.001 <.001

Medium vs. High 4.571 175 <.001 <.001 Medium vs. High -5.072 175 <.001 <.001

Acceptance: Text-based request Perceived intrusiveness: Text-based Request

F = 71.863 DFH = 2 DFE = 159 p < .001 Bonf-corr p < .001 F = 113.098 DFH = 2 DFE = 159 p < .001 Bonf-corr p < .001
Pairwise comparison of groups

Comparison t DF P Bonf-corr.p Comparison t DF P Bonf-corr.p

Low vs. Medium 7.918 159 <.001 <.001 Low vs. Medium -9.374 159 <.001 <.001

Low vs. High 11.612 159 <.001 <.001 Low vs. High -14.731 159 <.001 <.001

Medium vs. High 3.581 159 <.001 <.001 Medium vs. High -5.183 159 <.001 <.001

4.3.2. Acceptance and perceived intrusiveness across intrusiveness levels

We implemented two of Quade’s non-parametric ANCOVA models
for text and voice-based modalities of permission requests, using age,
gender, type of app, and level of privacy concerns as covariates. The
results (see Table 2 for details) showed significant differences between
the three different requests ranked by the level of their intrusiveness,
in both voice and text modality by parameters of acceptance and
perceived intrusiveness of the requests, even after family-wise Bonfer-
roni correction. The pair-wise post hoc analysis revealed significant
differences between each level of intrusiveness in both modalities.
The low level of intrusiveness was perceived as both more acceptable
and less intrusive compared to the middle level, and the middle level
compared to the high level of intrusiveness. The results support H1 and
H2.

4.3.3. Acceptance and perceived intrusiveness across modalities and intru-
siveness levels

Following our preregistered analysis plan, we made pair-wise com-
parisons between acceptance and perceived intrusiveness at each level
of intrusiveness of the requests using three U-Mann-Whitney tests
(family-wise, Bonferroni corrected for three comparisons). The results
(see Table 3) showed significant differences in acceptance between the
modalities at the medium levels of privacy intrusiveness.

In such cases, the voice-based request was perceived as less ac-
ceptable.'* However, we did not find significant differences between
the modalities at different levels of perceived intrusiveness. The results
partly confirmed H3b, but provided no evidence to support H4a or H4b.

To understand the potential impact of different application scenar-
ios on the variables Likelihood to Accept and Perceived Intrusiveness
and to assess the robustness of the main analysis, we conducted an
additional analysis that included these variables as variables of interest.

Kruskal-Wallis tests revealed no significant differences between
scenarios in terms of Likelihood to Accept (H = 0.776, df = 2, p = .678)
or Perceived Intrusiveness (H = 0.482, df = 2, p = .786).

Additionally, we performed linear regression analyses including
Application and Level of Intrusiveness of Request as predictors in both
models. For predicting Likelihood to Accept, the overall model was
significant (F(2, 340) = 32.869, p < .001), but Application was not a
significant predictor (B = 2.805, p = .244). Similarly, for Perceived In-
trusiveness, the model was also significant overall (F(2, 340) = 28.568,
p < .001), yet Application again did not significantly predict the
outcome (B = -0.128, p = .794). In both models, Level of Intrusiveness
of Request emerged as a significant predictor (p < .001).

These results suggest that the specific content of the scenarios likely
did not have a significant effect on the study outcomes.

14 Ppre-corrected data showed that we have the same tendency in the
low-level intrusiveness case, however, the result did not stand against the
correction procedure.

4.3.4. Clarity and comprehension across modalities and intrusiveness levels

We ran three U-Mann-Whitney tests (family-wise, Bonferroni cor-
rected for three comparisons) to measure the differences in clarity
and comprehension between modalities at each level of intrusiveness.
The results showed no significant differences at any level for both
parameters, except for clarity at the higher level of intrusiveness. At
this level, the text-based request was perceived as significantly clearer
than the voice-based request (U = 1.923, p = .03). However, this result
does not hold up to correction for multiple comparisons. Therefore, we
conclude that we did not find evidence to support H5.

4.3.5. Qualitative analysis and results

To analyze the responses to the open-ended questions, we em-
ployed affinity mapping (Beyer and Holtzblatt, 1997; Kawakita, 1982).
Thereby, we extracted participants’ responses to the two questions and
within each condition, e.g., text-based and low intrusiveness, together
with the application that they interacted with. Adding information
about the specific application allowed us to identify potential dif-
ferences in responses due to the characteristics of the application’s
permission request. The first author clustered responses within each
condition to identify common themes and patterns, while the second
author reviewed and confirmed the grouping. The emerging themes,
including “Understandability”, “Third-Party Requests”, “Opt-Out and
User Control”, “Text-based Permission Preference”, were discussed by
the two authors and compared among conditions to ensure that unique
insights were captured.

The first open-ended question asked users to assess whether the
provided information was sufficient (“Do you think that the informa-
tion provided in the permission request is sufficient? Please explain your
answer””). The qualitative responses confirm the trend observed in
the quantitative results. In both voice and text-based conditions, the
number of participants who found the information to be sufficient
decreased as the level of intrusiveness increased. In text-based condi-
tions, participants who perceived the permission request as sufficient
decreased from 75% in low intrusiveness levels to 44% in medium
intrusiveness levels to 30% in high intrusiveness levels. In voice-based
conditions, participants who perceived the permission request as suffi-
cient decreased from 80% in low intrusiveness levels to 40% in medium
intrusiveness levels to 28% in high intrusiveness levels. At medium and
high levels of intrusiveness, participants’ main concerns were related
to third-party sharing and credit card information. For instance, P42
noted “it should tell exactly what companies the data will be shared
with and include a link where you can find more information on those
companies and their reputation”. In the high intrusiveness condition, five
participants noted that the information was perceived as sufficient yet
too intrusive. For instance, P3 noted “I feel that the information provided
in the permission request was sufficient for me personally to not wish to
use the app”. Moreover, two outliers indicated trust issues related to
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Results of U Mann-Whitney test for Acceptance, Perceived intrusiveness, Comprehension and clarity between modalities across

different levels of intrusiveness.

Comparison N Mann- P Bonf-corr p Comparison (Text N Mann- P Bonf-corr p
(Text vs. Voice) Whitney U (3 comp.) vs. Voice) Whitney U (3 comp.)
Acceptance Comprehension

Low 118 1363 .039 117 Low 118 1655 .638 1

Middle 113 1161 .014 .042 Middle 113 1680 .586 1

High 112 1423 424 1 High 112 1258 .079 237
Perceived intrusiveness Clarity

Low 118 1799 .33 1 Low 118 1406 .068 .204
Middle 113 1907 .063 .189 Middle 113 1836 147 441

High 112 1771 .205 .615 High 112 1923 .03 .09

permission requests, with P10 stating, “It depends on if the information
covered everything it needed to if so yes it’s sufficient otherwise it’s not [...]".
In both voice and text-based conditions, people provided varied reasons
for why they found the information to be sufficient. The two key factors
encompassed clarity and understandability and the explanation of data
practices such as data collection purpose or data retention period. For
instance, in the text-based condition and low intrusiveness level, 16%
mention understandability and clear language while 25% found the
information provided sufficient due to the explanation of data practices.
In the corresponding voice-based condition, 33% discuss data principles
in their reasoning and only 9% clarity and understandability aspects.
Overall, we identified a tendency for clarity and understandability to be
more frequently mentioned in the text-based conditions as compared to
the voice-based conditions. For instance, P20 noted for a text-based per-
mission request of medium intrusiveness “Yes, it was explained clearly
and I understood how my data was to be used”, whereas P17 highlighted
for a voice-based permission request of medium intrusiveness “Yes, it
was long enough that you got told what it was for and when it would
be deleted but it didn’t drone on so people would get bored and possibly
misunderstand. Also, the language was plain no ‘big words’”.

When analyzing responses to the second open-ended question
(“What specific information would you like to find in the permission
request that is currently missing?”’), we found that in both voice- and
text-based conditions participants frequently noted missing details re-
garding data usage, data retention, and data storage. They expected
detailed information regarding data storage, security guarantees, opt-
out mechanisms and user controls. For instance, P55 asked for “in-
formation about security and protection” and P47 noted, “I'd like to
understand how to opt out of data sharing”. This highlights the need
for future studies regarding the information that needs to be included
in short and specific consent and permission requests more broadly,
as these concerns were raised for both voice- and text-based condi-
tions. Moreover, participants frequently asked for reassurance that data
would not be sold to third parties and requested further clarification
on data deletion, even at low intrusiveness levels, despite clear data
deletion statements. For instance, P84 noted in voice-based and low
intrusiveness condition “It would be helpful to have more information on
the amount of time they would withhold the data” while P5 remarked
in text-based and low intrusiveness condition “they could tell you how
long they hold your data for”. These responses raise questions regarding
comprehension of permission requests in general, as we identified these
misunderstandings across modalities.

In response to both questions, participants in voice-based conditions
with medium or high intrusiveness levels preferred written text or an
additional link for more information. One participant (P23) expressed
discomfort with Al-generated voices by stating “using an AI voice did
not fill me with confidence at all”.. P40 expressed concern about how one
could learn more by reading a privacy policy when the information is
provided through an audio recording. This suggests that while voice-
based permission requests can convey straightforward information,
they may be less suitable for more intrusive requests that might require
additional clarification. Finally, differences between applications were

minimal with respect to the sufficiency of information provided or
missing information. Yet, in the high intrusiveness condition, partici-
pants raised more questions about their credit card information than
about medical information, e.g., “The permission request made me feel
uncomfortable by asking for my credit card details — it did not explain
what it is do with these which did not make me feel secure”. (P38) This
finding is similar to the recent (Desai et al., 2024) study, where some
participants were cautious regarding providing financial information
to a voice interface and found it unnerving and unwise. However, it
should be noted that different people or event the same person may
have different sensitivity levels towards the same subject depending on
their current personal circumstances such as their health or financial
situation (Schuetzler et al., 2018).

4.4. Discussion

The results showed that people can clearly distinguish between
different levels of app intrusiveness in both modalities, aligned with
decreased acceptance rates for higher levels of intrusiveness. This
suggests that short and understandable permission requests can be
translated into the voice domain. Nevertheless, through our qualita-
tive analysis, we identified misunderstandings related to data deletion
and third-party sharing in both modalities, raising questions about
comprehension of permission requests in general. Thereby, qualitative
analysis can be beneficial in capturing nuances that are not reflected
by quantitative scales.

We did not find evidence that people perceive intrusiveness differ-
ently for text or voice-based requests. However, there is evidence that
people tend to accept voice-based permission requests less than text-
based requests, at least at the medium level of app intrusiveness. We
hypothesize that at the highest level of intrusiveness, the content of
the request may become so dominant that it overrides the influence
of how information is presented. However, further research is needed
to determine whether differences in modality emerge in larger-scale
evaluation. Generally, our finding raises questions regarding users’
more critical attitude towards voice. This might be due to the general
novelty of voice-based permission requests, as well as a perceived lower
level of control of voice communication.

In line with this, our qualitative analysis highlights that users prefer
written permission requests in medium and high intrusiveness levels
and that synthetically generated voice can make them feel uncomfort-
able.

5. Study 2: Effects of voice deceptive patterns on user perception
and decision-making

The results from Study 1 (presented in Section 4.3) indicate that
voice-based permission requests are perceived differently compared to
screen-based requests. As discussed in Section 2.2, akin to deceptive
patterns in the visual domain, voice deceptive patterns could nudge
users into disclosing personal information through manipulations of
prosodic attributes, such as speech rate or pitch range (Owens et al.,
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2022). To explore this further, we designed experiments to investigate
how variations in speech rate affect users’ decisions to accept or decline
permission requests. Specifically, we synthesized the phrase, “Please
choose Decline or Accept” while manipulating the speech rate of ei-
ther the word “Decline” or “Accept”. As previous studies showed the
potential of speech rate to channel priming effect response (Jungers
and Hupp, 2009; Tooley et al., 2018), we decided to test the possibility
of affecting user choice by this manipulation by making one of the
options more audibly salient (slower) to the participants. Therefore,
we expected an increase in acceptance rates in the condition of the
shortened “Decline” option and a decrease in acceptance rates in the
condition of the shortened “Accept” option. Response order effects
can influence decisions differently in text and voice formats (Krosnick
and Alwin, 1987). Primacy effects, i.e., earlier options are chosen
more often, are typically observed in written surveys, while recency
effects, i.e., options are selected more often when presented later, are
more common in oral formats (Krosnick and Alwin, 1987). However,
such recency effects in orally presented dichotomous questions appear
relatively infrequently, occurring in only 19.2% of cases (Holbrook
et al.,, 2007). Given this and our main focus on investigating voice-
deceptive patterns, we used a fixed order (“Please choose Decline or
Accept”) for Study 2.

In Study 2, we seek to answer the following research questions:

Research Question 4 (RQ4): Do changes in the speech rate of
“Accept” or “Decline” affect the acceptance or declining rate of the app
permission request? More specifically, we hypothesized that increas-
ing the speech rate of either “Accept” or “Decline” would make the
opposite option more salient, prime participants to choose it, and, in
turn affect the acceptance rate. Consequently, a faster speech rate for
“Accept* would lead to more “Decline” choices and vice versa (H6).

Research Question 5 (RQ5): Do changes in speech rate of “Accept”
or “Decline” affect the emotional response in the post hoc users’
evaluation of the request; we hypothesized that if users will perceive
the manipulation attempts in the phrases, they will have more negative
feelings to the requests (H7).

Research Question 6 (RQ6): Will users recognize the difference in
speech rate of “Accept” or “Decline” as an important factor, affecting
their decision-making? We hypothesized that in this case, the level of
importance of the assistant’s speech rate would be significantly lower
in the control condition compared to the manipulated conditions (H8).

5.1. Pre-study: Designing potential voice deceptive patterns

Before investigating the effect of our deceptive patterns on users’
perceptions and decision-making, we conducted a series of listening
tests to identify suitable changes in speech rate that preserve the
naturalness of the signal while remaining noticeable to users when
listening to the isolated signals. The purpose of this pre-study was
to select appropriate speech rate manipulations for Study 2. Our aim
was to ensure that the manipulated versions sounded natural while
remaining perceptible when listened to in isolation. By first evaluating
user perception of these manipulations in a controlled setting, we
were able to ground the design choices of Study 2 in experimentally
validated parameters and provide insights into how potential deceptive
patterns can be constructed and detected in voice user interfaces.

In this pre-study, we seek to answer the following research ques-
tions:

Research Question 7 (RQ7): How do users perceive the naturalness of
audio samples that have been prosodically manipulated? More specif-
ically, we hypothesized that perceived naturalness of audio samples
will decrease as the level of prosodic change increases compared to the
reference signal (H9).

Research Question 8 (RQ8): How well can users discriminate au-
dio samples that have been prosodically manipulated from a non-
prosodically manipulated reference signal? We hypothesized that ac-
curacy in discriminating audio samples will increase as the level of
prosodic change increases (H10).

10
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5.1.1. Experimental setup

Based on the decision-making sentence “Please choose ‘Decline’
or ‘Accept’”, we manipulated the speech rate of the words “Accept”
or “Decline”. We selected a range of speech rates with step rates
between 5% and 20% around a standard rate of 100%, i.e., 80%, 85%,
110%, 120%. In addition, we included one signal with an extreme
decrease, i.e., 60% speech rate, to serve as a lower anchor for our
listening test on naturalness. Lower anchors are common practice in
listening tests to identify outliers in participants’ ratings (International
Telecommunication Union, 2015).

First, we aimed to investigate the naturalness of prosodically manip-
ulated speech signals. We asked participants to rate the naturalness of
speech signals where speech rates of the words “Accept” or “Decline”
had been manipulated. All stimuli with the same modified word were
shown on the same test page together alongside a non-manipulated
reference signal. Naturalness was rated on a scale from 0 to 100 with
distinct labels to ensure consistent use of the scale, i.e., Bad (0-19),
Poor (20-39), Fair (40-59), Good (60-79), and Excellent (80-100).
Participants were allowed to switch between samples during the rating
process.

Second, we aimed to determine whether participants could reliably
discriminate between prosodically manipulated signals and the refer-
ence signal. A discriminatory test design was used in which participants
were presented with two audio samples, i.e. one “non-prosodically
manipulated” and one ‘“prosodically manipulated” audio and asked
to choose which sounded more like a given reference. The reference
audio remained the same across trials and always represented the non-
manipulated version to reduce the number of tested combinations. They
also had the option to choose “I don’t know” in cases of uncertainty.
This option was included to reduce the likelihood of random guessing
and to assess which samples participants could confidently distinguish.
Playback of each sample was limited to three times to balance the
possibility of missing differences on the first trial while restricting
infinite trials.

Participants for both tests were internally recruited from one of the
authors’ institutions while ensuring that they had a proficient level
of English. The tests were released two weeks apart with a break in
between to minimize the chances of participants recalling the audio
samples and their associated ratings. Both tests were implemented
using the webMUSHRA framework (Schoeffler et al., 2018). The test
layouts are shown in Fig. 3.

5.1.2. Results
Descriptive statistics. For the first listening test, we collected data from
20 participants balanced by gender (10 female and 10 male) with a
mean age of 28.30 years (95% CI 26.32, 30.28). We did not find any
outliers based on two standard deviations for completion time and kept
all 20 results for the analysis. A Shapiro-Wilk test (p < .001) indicated
a significant deviation from normality, such that non-parametric tests
were used for further analysis.

For the second listening test, we collected data from 26 participants
(8 female, 17 male, and 1 other) with a mean age of 33.50 years (95%
CI 29.99, 37.01). Again, we did not find any outliers based on two
standard deviations for completion time and kept all results.

Differences in naturalness. Fig. 4 shows results for the listening test on
naturalness of our modified samples. We conducted Friedman tests to
identify differences in naturalness across speech rate manipulations (as
shown in Table 4). The results showed significant differences between
the reference condition and the speech rate manipulations applied to
“Accept” and “Decline”, respectively. We further conducted Wilcoxon
Signed-Rank tests for pairwise post-hoc analysis between samples with
prosodic manipulation and the reference signal. The test revealed sig-
nificant differences between our chosen lower anchor and the reference
signal even after family-wise correction (W = 6.0, corr-p = .0027 for
“Accept” and W = 7.5, corr-p = .0034 for “Decline”). Naturalness
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Please rate the test conditions based on the naturalness of the audio. - "Please choose Decline or Accept.”
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(a) Web interface for the listening test on naturalness.
This is a paired comparison listening test, please choose the audio file that sounds more like the reference audio.
Al the audio files can be played no more than 3 times only. Only one audio sample can be played at a time.
‘Please choose Decline or Accept'.
i
Stop !
Reference A B
Which item is the reference?
A B | don't know
Previous
(b) Web interface of the discriminatory listening test.
Fig. 3. Web interfaces of the two listening tests: naturalness (a), and discriminatory (b).
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Fig. 4. Rating Scores of users in the naturalness test for speech rate changes of “Accept” and “Decline”. Horizontal lines indicate statistically significant differences
between conditions and the reference signal as determined by pairwise comparison with p < .05 (*) and p < .01 (**). A score of 100 indicates ‘“excellent”
naturalness, while 0 indicates “bad”.

ratings for high and low decreases in speech rate also significantly Differences in discriminatory accuracy. For each condition, we computed
differed from the reference for “Accept” (W = 16.5, corr-p = .0078 for discriminatory accuracy depending on whether participants’ ratings
high decrease and W = 24.0, corr-p = .0370 for low decrease) but not were correct, incorrect or undecided. Fig. 5 provides an overview
for “Decline”. of the rating distribution across conditions. We found that only the
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Table 4
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Friedman test and pairwise comparison of naturalness ratings between conditions and reference.

Prosodic manipulation: Accept

Prosodic manipulation: Decline

Q = 34.21 DF =5 p < .0001 Bonf-corr p < .0001 Q = 30.86 DF =5 p < .0001 Bonf-corr p < .0001
Pairwise comparison of groups

Comparison w P Bonf-corr.p Comparison w P Bonf-corr.p

Lower anchor vs. Reference 6.0 .0005 .0027 Lower anchor vs. Reference 7.5 .0007 .0034

High decrease vs. Reference 16.5 .0016 .0078 High decrease vs. Reference 73.0 .5859 1.0

Low decrease vs. Reference 24.0 .0074 .0370 Low decrease vs. Reference 46.5 .0892 4460

Low increase vs. Reference 49.5 .3383 1.0 Low increase vs. Reference 66.5 .9381 1.0

High increase vs. Reference 50.0 .5699 1.0 High increase vs. Reference 60.0 1.0 1.0

Prosodic Manipulation - Accept

Prosodic Manipulation - Decline
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Fig. 5. Percentage of participants who correctly and incorrectly identified the reference speech signal or chose “I don’t know” for speech rate changes of “Accept”
and “Decline”. Horizontal lines indicate statistically significant differences between conditions and the reference signal as determined by pairwise comparison

with p < .05 (*) and p < .01 (**).

Table 5

Fisher’s exact test for pairwise comparison of discriminatory accuracy between conditions and lower anchor. As the anchor group
showed no incorrect responses, the odds ratios result in 0.0 for all comparisons.

Prosodic manipulation: Accept

Prosodic manipulation: Decline

7> = 19.77 DF =8 p=.01 Bonfcorr x> = 23.68 DF =8 p =.003 Bonf-corr
p =.02 p = .005

Pairwise comparison of groups

Comparison Odds p Bonf- Comparison Odds p Bonf-
ratio corr.p ratio corr.p

High decrease vs. Lower anchor 0.0 11 44 High decrease vs. Lower anchor 0.0 1.0 1.0

Low decrease vs. Lower anchor 0.0 .05 .20 Low decrease vs. Lower anchor 0.0 .002 .006

Low increase vs. Lower anchor 0.0 .0002 .001 Low increase vs. Lower anchor 0.0 .0006 .003

High increase vs. Lower anchor 0.0 .05 .20 High Increase vs. Lower Anchor 0.0 0.004 0.02

lower anchor was correctly discriminated from the non-manipulated
audio by all participants, while most people were undecided in both
manipulated conditions when there was only a slight increase in speech
rate. Further, Chi-Square tests were performed to identify differences
between conditions. As significant differences were found for both
prosodic manipulations, i.e., “Accept” and “Decline”., we conducted
Fisher’s Exact tests to explore pairwise differences. Detailed results are
shown in Table 5. As we aimed to determine speech rate variations that
can be confidently recognized by humans, we used the lower anchor
as a reference distribution for pairwise testing. This choice was moti-
vated by the fact that the lower anchor was consistently and correctly
recognized by all participants. We then compared the distribution of
every other condition to that of the lower anchor. Due to the usage of

Fisher’s Exact test, we combined the incorrect and undecided ratings to
construct a 2 X 2 matrix. The results suggest that only a slight increase
in speech rate for “Accept” showed significant differences from the
lower anchor distribution after the Bonferroni correction. In contrast,
slight decrease, slight increase, and high increase showed significant
differences compared to the low anchor for “Decline”.

5.1.3. Discussion

Overall, the analysis showed that all manipulations except the
chosen lower anchor were rated as at least “Good” with respect to
naturalness with median values above 84 (SD = 20). Nevertheless,
significant differences were found between the reference signal and
decreased speech rates of “Accept”. This suggests that decreases in
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speech rate are problematic for preserving the naturalness of the speech
signal. In contrast, increases in speech rate did not lead to significantly
different ratings from the reference signal. Moreover, significant dif-
ferences for decreases in speech rate of “Accept” but not “Decline”
suggest that additional factors such as word placement, word structure
and inherent capabilities of the TTS system, such as default speech rate,
might also impact the perception of naturalness. Our investigations on
noticeable differences in speech rate changes unsurprisingly showed
that bigger changes are easier to discriminate than subtle ones. Yet, the
discriminatory test suggests that changes to “Decline” were less likely
to be correctly identified. These findings align with the naturalness test
results, where changes to “Decline” were considered less problematic
than changes to “Accept”. Future research could investigate which
additional factors might impact naturalness and noticeable differences,
and what role they play in the construction of potential voice deceptive
patterns.

The results of the pre-study were further used to inform the design
of Study 2, ensuring that changes in speech rate are perceived as
both natural and noticeably different from the reference signal. The
naturalness test suggested that both low and high increases in speech
rate were suitable candidates. However, the discriminatory test showed
higher error rates or undecided responses for the low increase condition
for both “Accept” (44% undecided) and “Decline” (40% undecided or
incorrect). Therefore, we chose the high increase in speech rate (20%
faster) for Study 2.

5.2. Main study: Methodology

As discussed in the previous section and based on the pre-study,
we chose the high increase in speech rate to evaluate its impact on
people’s decision-making and perception. To evaluate the effect of
voice deceptive patterns on user perception and decision-making, we
combined the permission requests discussed in Section 4.1.1 with the
speech rate manipulated sentence on accepting or declining. We will
describe our experimental setup in more detail in the following section.

5.2.1. Experimental setup

The study implemented a 3 x 3 factorial design, with the first factor
including the permission request’s acceptance sentence with increased
“Accept”, increased ‘“Decline” or control, i.e., original speech rate
for both words, and the second factor including the three levels of
intrusiveness. We selected only one application for this study, namely
“Fitness Buddy”, and its corresponding permission requests (as de-
scribed in Section 4.1.1 and shown in Table 1). This decision was based
on the qualitative results, which indicated that differences between
applications were minimal, yet the fewest concerns were raised in the
second scenario for the highest intrusiveness level. Thus, we identified
the “Fitness Buddy” application as most appropriate for evaluating
effects across all intrusiveness levels. The study was preregistered.'®

Similarly to Study 1, we implemented the setup on the LimeSurvey
platform. Following the study protocol, participants were invited to
read a brief description of the imaginary voice application. After that,
we asked participants to listen to the app permission request presented
by the system and choose either “Accept” or “Decline” according
to their preferences by pushing the corresponding button. To avoid
learning and transfer across conditions, each participant interacted with
only one of the nine conditions. Following that, we asked questions
about participants’ regrets and satisfaction with their decisions, as well
as questions about their privacy concerns, their decision-making style,
and general demographic information. We also asked them about the
importance of speech rate in the “Accept” and “Decline” words to their
decision.

15 https://aspredicted.org/N2X_44Q.
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5.2.2. Measurements
Acceptance of privacy permissions. To measure the acceptance of
permissions, we used binary options “Accept” and “Decline” presented
in random order to control for order effect.
Too Much Choice Scale (TMC). To measure possible regrets as well
as satisfaction after executing the choice, we used the TMC scale based
on Korff and Bohme (2014). The scale measures the post-choice emo-
tional reaction in the context of privacy settings (7 questions, measured
on a 7-point Likert Scale with anchors on both sides).
Privacy Concerns. To control for participants’ privacy concerns, we
again used the validated Internet Users’ Information Privacy Concern
scale (IUIPC-8), described in Section 4.2.2.
Rational and Intuitive Decision-Making Styles Scales. Further, we
controlled for the intensity and preferences of decision-making styles
by applying the Rational and Intuitive Decision Styles Scale, developed
by Hamilton et al. (2016). The scales measure the extent to which
participants have rational or intuitive approaches to making decisions.
The scale consists of two subscales, i.e., rational and intuitive decision-
making style, with each of them including five questions, measured on
a 5-point Likert scale (from “Strongly Disagree” to “Strongly Agree”).
Technological Savviness scale. Finally, we used the overall techno-
logical savviness scale proposed by Renz et al. (2023) to control for
perceived savviness of technologies. The scale consists of one question,
i.e., “I like testing the functions of new technical systems”, measured on a
6-point Likert scale (from “Strongly Disagree” to “Strongly Agree”).
Perceived importance of speech rate manipulation We used a set of
7-point Likert scales (from 1 - “not at all contributed to the decision”
to 7 “extremely contributed to the decision”) to assess the perceived
importance of different factors for making the decision about accepting
or declining permission. In the presented study, we only analysed the
results of the question about perceived importance of speech rate in
“Accept” and “Decline”.

In addition to this, we collected data about the gender, age, and
educational level of the participants.

5.2.3. Participant recruitment
We ran Study 2 on Prolific, using the same selection criteria as in
Study 1 (see Section 4.2.3). We collected 629 full answers.

5.2.4. Ethical considerations

The design and data collection were approved by the Ethical Review
Panel of University of Luxembourg. We applied the fair compensation
principle of the Prolific studies (participants were paid at the rate of
£9 per hour) and provided the consent form and contact information of
the researchers. To ensure transparency, we created a debriefing page
in our questionnaire specifying the main purpose of the study (effects
of speech rate on decision-making).

5.3. Main study: Results

5.3.1. Data cleaning and descriptive statistics

We preregistered exclusion criteria, which included failing one of
the two attention checks implemented in the questionnaire: the ques-
tions asked to choose a specific option, e.g. “somewhat disagree” as the
answer to the question. However, when we began the data analysis,
we also checked the time spent on the page where participants were
required to evaluate a voice sample. Since each audio sample was
nearly 18 s long, we excluded submissions where the time spent on
this page was less than 18 s. This exclusion policy was based on the
assumption that participants did not listen to the full sample and,
therefore, could not provide reliable data. The final sample after the
data cleaning consisted of 594 submissions.

The sample had the following characteristics: the mean age of
participants was 44.46 years (SD = 13.52), 296 participants identi-
fied as female, 295 as male, and 3 participants did not provide the
information. The mean for the privacy concerns scale was 47.60 (SD
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Table 6
Permission acceptance rate across different levels of intrusiveness and speech
rate manipulations.

Condition Acceptance rate

Control condition

Low intrusiveness 87,30%
Medium intrusiveness 39,70%
High intrusiveness 25%
Faster speech rate in “Decline”

Low intrusiveness 89,20%
Medium intrusiveness 44,30%
High intrusiveness 31,80%
Faster speech rate in “Accept”

Low intrusiveness 93,80%
Medium intrusiveness 55,80%
High intrusiveness 23,30%

Table 7
The y?- evaluations of differences between “Accept” and “Decline” distribu-
tions across the conditions of severity.

Intrusion level N df 7 P Bonferroni-corrected p
Low 224 2 1.936 .380 1

Medium 191 2 3.291 .193 .579

High 179 2 1.041 .594 1

= 6.17), the median level of technological savviness was 4 out of 6,
and the median level of education was a Bachelor’s degree. Since the
preliminary analysis of the TMC scale showed a significant violation
of the normality assumption (Shapiro-Wilks test was significant with p
< .001), we decided to proceed with a non-parametric analysis model.
The permission acceptance rate is presented in Table 6.

5.3.2. Effect of speech rate manipulation on acceptance rate

We ran three separate CHI-square analyses on each level of intru-
siveness of app permissions, Bonferroni corrected by three comparisons.
We did not find significant differences between conditions on any level
of intrusiveness. The results are presented in Table 7.

To measure the presence of the effect on the level of the full
dataset, we proceed to a binary logistic regression model using the
parameters of intrusiveness levels and manipulation levels as variables.
We run two regression models, one using the theoretically expected
order of levels (from shortened “Accept” to shortened “Decline” with
the control category in the middle) and one using the the group with
most observations (Control group) as a reference category.

Comparing the models, we found that the model with the control
category as a reference point performs slightly better than the theoret-
ically expected model (Nagelkerke R Square = .356 vs. .350). Taken
together, it was suggested that both manipulation levels lead to an ac-
cept decision significantly more often than the control level. Therefore,
we decided to follow the approach used in previous research (Dubiel
et al.,, 2024b) and test the general hypothesis of whether there are
differences in acceptance between manipulated and non-manipulated
levels. To do so, we merged the manipulated categories into one and
ran the regression model using the new binary category and level of
intrusiveness. The model provided significant results for both predict-
ing variables of manipulativeness and intrusion levels (y> = 182.663,
p < .001; Nagelkerke R Square = .355, Intrusiveness f = —1.560, p
< .001, Control vs. Manipulation g = .401, p = .047).

Following the preregistration, we then investigated whether any
other control variable (age, gender, rational and intuitive decision-
making style score, technological savviness) affected the number of
accepts or declines. To check for multicollinearity, we run Spearman
Rho correlation analysis. We found that the privacy concerns scale
is significantly correlated with five out of the seven other predic-
tors, so we decided to exclude it from the regression model. We
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also found a significant correlation between rational and intuitive
decision-making style (rho = —.247), so we decided to exclude intuitive
decision-making style from the model as well. Following the step-
wise approach to remove non-significant predictors from the models,
we ended up with the model presented in Table 8. The model ex-
plains 42% of the variance and has a non-significant result in the
Hosmer-Lemeshow test, indicating a considerable goodness-of-fit. The
final model suggested that technological savviness, rational decision-
making, and experimental conditions, i.e., levels of intrusiveness and
manipulated vs. non-manipulated speech rate conditions, are important
predictors of acceptance of permissions. Moreover, while the more
rational decision-making style decreases the chance of accepting per-
missions, technological savviness increases it. The correlation table
and alternative regression models are presented in the supplementary
material.

In summary, we did not find significant evidence supporting the
original H6 hypothesis, i.e., increasing the speech rate of either “Ac-
cept” or “Decline” makes the opposite option more salient, acts as a
prime and consequently affects acceptance rate. However, we found
some evidence that adding speech rate imbalance within the privacy
permission clause can sway the choice of accepting and declining
permission towards acceptance.

5.3.3. Effect of speech rate manipulation on choice regrets

The mean of results of TMC scale showed M = 18.05 (SD = 5.136)
(scale maximum value of dissatisfaction is 42) which demonstrate
rather satisfied opinion about possibility to make a privacy choice
across conditions.

We ran a Quade non-parametric ANCOVA model to determine the
differences between the control and manipulated groups for emotional
responses on the TMC scale and using the intrusiveness of the condition
as a covariate. We did not find significant differences between any of
the conditions (F = 0.042, DFH = 2, DFE = 591, p = .959). Therefore,
we did not find evidence supporting H7 that manipulation attempts
affect participants’ emotional response.

5.3.4. Differences in perceived importance of speech rate manipulation

The mean of the answers to the question about perceived im-
portance of the speech rate in “Accept” and ‘“Decline” was 3.16
(SD = 1.815), which indicated a rather moderate level of perceived
contribution of this factor to decision making (less than middle point
of the scale). It can indicate that users are taking this presentational
parameter into account, but did not perceive it as a main factor for
their decision-making.

To determine if there are any differences perceived importance of
speech rate in “Accept” and “Decline” clause, we ran Quade non-
parametric ANCOVA with intrusion level as a covariate. We did not
find significant differences between any of the conditions (F = 1.427,
DFH = 2, DFE = 591, p = .241). Therefore, we did not find evidence
supporting H8 that people in manipulated condition perceived the
manipulated speech rate in “Accept” and “Decline” clauses as affecting
their decision.

5.4. Main study: Discussion

The results of Study 2 demonstrated that while we did not find
evidence for a direct link between speech rate manipulation and change
in accepting or declining app permissions, there is evidence that both
of them can shift the decision pool towards acceptance. A possible
explanation could be that in the setting where “Accept” and “De-
cline” are present in equal speech rates, more reflection is triggered
as both options have relatively the same prominence. However, in
case of shortening the duration of one of the words, the presentation
of the choices becomes less balanced, so users rely on their existing
heuristics in accepting or not accepting a certain set of permissions.
The habituation component can also explain the significant positive
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Table 8
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Binary regression model (combined manipulation group, minimized number of significant predictors).

Model summary

Omnibus test of model coefficients: p < .001
Nagelkerke R square = .421

Hosmer and Lemeshow test:  chi-square = 13.837 df = 8 p = .086"
Variables in the equation

B S.E. Wald df Sig. Exp(B) size-effect
Level of intrusiveness -1.614 0.140 132.078 1 <.001 0.199
Technological savviness 0.428 0.086 25.038 1 <.001 1.535
Rational decision-making -0.159 0.038 17.459 1 <.001 0.853
Manipulation groups —0.446 0.213 4.374 1 .036 0.640
(Combined manipulation vs. Control)
Constant 5.522 0.929 35.320 1 <.001 250.179

2 Non-significant test represent goodness-of-fit.

role of technological savviness in accepting permission. As experience
with different technological systems and applications grows, the act
of accepting permissions becomes more automatic and less reflective.
However, as the results did not match what was theoretically expected,
we suggest interpreting our findings with caution. Similarly to the
recent study of Dubiel et al. (2024b), we did not find evidence showing
users’ awareness of manipulative attempts in voice-based systems. We
also did not find evidence that the manipulative attempts affected
choice regrets afterwards.

6. General discussion and design implications

Our series of studies makes valuable contributions to the field of
voice-based permission requests and deceptive patterns in this domain.
First, by comparing text-based and voice-based permission requests
both quantitatively and qualitatively, we showed that users were less
likely to accept voice-based permission requests compared to text-
based permission requests for medium levels of app intrusiveness.
Moreover, in their qualitative responses, users expressed scepticism
and discomfort with Al-generated voices and voice-based permission
requests more generally. Through a pre-study, we attempted to design
voice deceptive patterns by varying the speech rate of only one word
while maintaining naturalness and ensuring noticeable differences to
the original speech signal. During this design process, we highlighted
that naturalness and noticeable differences are not only due to changes
in speech rate but might also be influenced by word structure, such
as syllable structure or word-internal phonetic structure, particularly
differences in final consonants, like the plosive /t/ in “accept” versus
the nasal /n/ in “decline”, and TTS capabilities. This urges the need
to investigate variations of voice deceptive patterns, both linguistically
as well as prosodically, and to identify generalizable patterns to enable
detection. Finally, we analyzed the effect of these patterns on users’
perception and decision-making. While we did not observe effects as
expected, our results indicate that changes in speech rate can affect
users’ choices, i.e., users were more likely to accept permission requests
in both manipulated conditions than in the control condition.

Voice-based permission requests offer a unique way to convey infor-
mation to users while avoiding the negative consequences of modality
switching. However, this modality also presents several potential pit-
falls. To address these, we now discuss design recommendations for
clear, concise, and responsible implementation.

6.1. Content of voice-based permission requests

One of the primary challenges with voice-based permission requests
is the transient nature of speech. Unlike written text, which can be
easily reviewed and referenced, spoken information is fleeting. Cur-
rent approaches to voice-forward consent will time out after eight
seconds asking the user to switch modalities and consent through
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the mobile application.'® Our qualitative results in Study 1 (discussed
in Section 4.3.5) revealed that users were missing certain informa-
tion independent of the modality. However, clearly communicating
more complex requests in the voice domain, such as those including
third-party data sharing, may be difficult to convey in a single ver-
bal message. It may be hard for users to process large amounts of
information presented verbally, especially when the content is com-
plex or unfamiliar (Baddeley, 1992; Seymour et al.,, 2022). Future
research is needed to identify what information needs to be presented
in voice-based permission requests to ensure both legal compliance and
usability.

Further, participants expressed concerns about how one could learn
more by reading the policy when information is provided verbally.
Thus, we postulate that new interactive techniques are needed that
allow users to ask questions and seek clarifications about voice-based
permission requests. First approaches, such as privacy bots (Harkous
et al.,, 2016) that allow users to ask privacy-related questions, exist
but need to be further explored in the context of Large Language
Models (Leschanowsky et al., 2025; Freiberger et al., 2025). Such
tools could enhance interactivity and improve accessibility of complex
permission requests in VUIs. While our study used three distinct intru-
siveness levels, small variations in factors such as data type, purpose
or third-party sharing, can influence user perceptions. To better under-
stand the impact of each factor on peoples’ perceptions, future work
should explore more fine-grained permission requests, for instance via
the use of vignette studies (Abdi et al., 2021).

Finally, the linguistic structure of the decision prompts in voice
permission requests is not standardized. While Amazon uses “You
can say ‘I approve’ or ‘no’”’, we opted for the “Please choose De-
cline or Accept” to ensure consistency in word length and order. Yet,
prior work shows that linguistic variations can impact users’ privacy
decision-making (Leschanowsky et al., 2023). Moreover, response order
effects can influence decision-making differently in text and voice
formats (Krosnick and Alwin, 1987), but such subtle variations in
word choice and order remain underexplored in the context of VUIs.
Future work should explore these factors to support the development
of standardized, user-friendly and non-deceptive voice prompts.

6.2. Habituation effects and voice-based permission requests salience

While we showed that participants were less likely to accept voice-
based permission requests (see Table 2), habituation with the VUI may
make users accustomed to such requests. In the long term, users may
be less likely to critically evaluate their content as the novelty of these
requests may fade over time. Initially, users may be intrigued by this
new way of receiving information. However, as the novelty wears off,

16 https://developer.amazon.com/en-US/docs/alexa/custom-skills/use-
voice-forward-consent.html.
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habituation effects can set in that can decrease user attention and
increase acceptance (Karegar et al., 2020; Bohme and Kopsell, 2010;
Vance et al., 2019). Moreover, the social aspect of voice interaction
can also create a false impression of trustworthiness, as users may be
more inclined to trust a voice that sounds friendly or familiar (Guerreiro
and Loureiro, 2023). To counteract these effects, cues that increase the
salience of voice-based permission requests could be deployed.

One possible way of increasing message salience is through the use
of so-called “auditory interventions” such as error pings or earcons.
Such non-speech warnings have shown better user task performance
and were preferred over speech-based ones for longer audio content,
since the latter can interfere with concurrent speech communica-
tion (Ming et al., 2008). Such an approach has been proposed to alert
podcast listeners about potential misinformation or inaccuracies in the
presented material (Pathiyan Cherumanal et al., 2024). In the context
of VUIs, explicit beep notifications have been explored to inform users
when private data is stored or the user has granted permission to store
private data and were found helpful and noticeable (Yeasmin et al.,
2020). In the context of permission requests, suitable auditory alerts
could be played before users are prompted to grant their permission
to indicate the importance and privacy-related implications of granting
consent.

Another way of emphasizing particular parts of permission requests
is through different prosodic modifications, such as the introduction of
pauses, decreases in speech rate, and increases in pitch. Such modifi-
cations can be used to highlight the key elements and increase their
prominence. For instance, in the utterance, “Please choose Decline
or Accept”, introducing a pause after ‘Decline’ and increasing the
pitch of ‘or’ can emphasize that the user has a choice and underline
the decision-making process rather than any of the available options.
Previous work indicates that sentence stress can ease comprehension
of stressed words and can lower reaction time independent of a word’s
syntactic function (Cutler and Foss, 1977). Moreover, humans allocate
most attention to word onsets that they are less likely to predict (As-
theimer and Sanders, 2011), and high activation levels allow extra
cognitive resources to be allocated for processing these words by the
listeners (Cole et al., 2010). In addition, studies have shown that
adding filler words, pauses, or even artificial tones can help people
understand spoken words better (Corley and Hartsuiker, 2011). These
elements are common in natural conversations but are often left out of
computer-generated speech.

6.3. Increasing friction

Another approach to improve permission request processes in VUIs,
is the use of performative clauses that can introduce friction. For
instance, to slow down the decision-making process, the user may be
required to utter a specific phrase to officially grant their permission
(e.g., “I accept the presented terms”) instead of simply saying “agree”
or “yes”. On the system side, an agent may reiterate what the user is
consenting to and then ask the user again if they would like to confirm.
Recent work indicates that such interventions may be effective in
fostering reflection and ultimately making the decision-making process
more informed (Dubiel et al., 2024a). While these design strategies
have the potential to enhance reflective thinking, they may also align
with legal requirements. For example, under GDPR, “explicit consent”
is required in certain situations, asking for an expressed statement of
consent (European Data Protection Board (EDPB), 2020). However, the
design of these strategies must be carefully considered, since slow-down
nudges that have been effective in the context of social media platforms
may not directly translate to conversational systems (Wang et al.,
2013; Leschanowsky et al., 2023). In VUIs, slow-down interventions
that increase friction could be counterproductive if they lead to user
frustration or disengagement.
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6.4. Implications of voice deceptive patterns

In Study 2, we showed that while subtle changes in speech rate can
affect users’ decision-making, the direction of the effect was not as ex-
pected. This raises questions about the applicability of voice deceptive
patterns and their limitations. Further research is needed to understand
the potential of deceptive patterns on prosodic attributes such as speech
rate and pitch. As discussed in Section 2, these features can impact
perception and appearance. It is therefore crucial to understand the
impact of these features in the context of privacy permission requests
and to investigate trade-offs between the likeability of voices and the
interests of VUI providers and users’ autonomy in making privacy
decisions.

7. Limitations

We acknowledge that our study is subject to several limitations.
Firstly, we only experimented with female voices. This decision was
motivated by the fact that the majority of conversational agents use
female voices by default, and thus could be more familiar to the users.
Secondly, in our experiments, we asked users to provide their input
via text rather than speaking aloud. This decision was taken to avoid
privacy considerations relating to providing voice input. Thirdly, our
findings are only valid for our specifically designed manipulations of
speech rate. While we have discussed our design process in detail
to ensure both naturalness and perceptibility of the changes, future
research should explore a broader range of speech rate adjustments
and investigate additional prosodic features, such as pitch variance and
speech rhythm, which may also affect user decision-making. Moreover,
our survey was designed to playback the voice-based permission re-
quest but asked users to make decisions via button clicks (“Accept” and
“Decline”). Participants could replay the audio without restriction and
were not subjected to time constraints different to real-world imple-
mentations of voice-forward consent. As these design choices may have
influenced user perceptions and decision-making, future work should
simulate fully voice-based interactions and potentially time pressure
to better reflect real-life scenarios. Finally, the experiment was based
on a one-off, hypothetical scenario where participants did not have
to install a voice application or experience the implications of their
consent decisions. Future work could investigate such patterns in more
realistic settings and explore if interaction effects can persist over time.

8. Conclusion

With voice-enabled technologies being integrated into everyday
lives, voice-based permission requests become an essential part of users’
privacy controls in these interfaces. We conducted two pre-registered
studies and one pre-study with two listening tasks to investigate the
impact on users’ decision-making and perception of voice-based per-
mission requests and potential voice deceptive patterns. Specifically,
we designed voice deceptive patterns based on changes in speech rate
that are both perceived as natural and noticeably different by the users.
We found that (1) users are more restrictive in accepting voice-based
permission requests compared to text-based permission requests, and
(2) voice deceptive patterns, i.e., changes in speech rate, can influence
users’ choices, however, not as originally predicted.
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