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Abstract—Unmanned aerial vehicles (UAVs) have emerged as a state-of-the-art solution for establishing communication in remote and
obstructed areas. However, before UAVs can be integrated into existing communication infrastructure, it is essential to address the
energy constraints and security concerns arising from their line-of-sight links. This paper focuses on a UAV-enabled communication
system in which a UAV relay facilitates information transfer from the source to the destination nodes when the direct link is heavily
shadowed or obstructed. A nearby terrestrial passive eavesdropper can intercept information transmitted through the source-to-
UAV and UAV-to-destination links. To address this, we utilize destination-aided cooperative jamming. Additionally, we consider
simultaneous wireless information and power transfer (SWIPT) at the UAV to provide the energy required for data transmission.
In particular, the UAV utilizes a hybrid-SWIPT technique to harvest energy from the radio-frequency signals. For this setup,
we derive accurate expressions of secrecy outage probability and system secrecy throughput (SST) over Beaulieu-Xie distributed
channels. Using the SST expression, we formulated an SST maximization problem by jointly optimizing the transmit powers, power
allocation, SWIPT coefficients, and UAV’s three-dimensional position. The formulated problem is solved using the hybrid heuristic
framework, combining continuous genetic and particle swarm optimization algorithms. Numerical results demonstrate the significant
enhancement in information secrecy of the system with the proposed hybrid scheme and also provide valuable insights into the
system’s behavior.
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I. INTRODUCTION

Non-terrestrial networks (NTNs), which comprise satel-
lites, high altitude platforms (HAPs), and unmanned aerial
vehicles (UAVs), are conventionally employed for civilian
applications such as search operations, emergency rescue,
agronomic preservation, environmental-based predictions, and
traffic surveillance [1]. Moreover, with the evolving beyond
fifth-generation (B5G) standards, NTNs are expected to be-
come the future hot spot, especially with the adoption of
UAVs, which will be crucial in providing ubiquitous access
owing to their flexible mobility and high line-of-sight (LoS)
connectivity [2]. In one of the possible application scenarios,
UAVs can act as cooperative aerial relays to assist data
transmission and provide coverage to ground terminals. While
working as aerial relays or base stations, UAVs require consid-
erable energy to perform communication operations. However,
size, weight, and power constrain the UAVs from carrying
large-sized batteries. Thus, onboard energy limitations affect
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their flight duration, restraining their operational time [3].
Energy harvesting (EH) methods can be a viable solution to
provide the energy needed for data transmission operations
and support the onboard batteries. To this end, harvesting the
energy from radio-frequency (RF) signals possibly addresses
the UAV’s power constraints to some extent [4]. They can
employ simultaneous wireless information and power transfer
(SWIPT) techniques with any of receiver architectures, i.e.,
time switching (TS) and power-splitting (PS) [5]. Several
research works [6]-[8] have employed the RF-EH techniques
for energy-constrained UAVs and utilized them for relaying
operations in different application scenarios. Specifically, the
authors in [6] considered a one-way relaying scheme and
employed EH at the relay node. Similarly, the authors in [7]
employed an energy-constrained UAV relay to forward the
data from the base station to two users by using the non-
orthogonal multiple access (NOMA) technique. Additionally,
the authors in [8] explored a cognitive network supported by
energy-constrained UAVs to enhance offloading efficiency.

In another direction, the aerial links, i.e., air-to-ground
(A2G) and ground-to-air (G2A), can become susceptible to
security threats because the UAV’s dominant LoS can pro-
vide better channel conditions to not only the legitimate
nodes but also to the eavesdroppers [9]. From the physical
layer (PHY) security perspective, the attacks on the UAV-
integrated wireless networks can be classified into two sce-
narios [10]. In particular, the terrestrial malicious nodes can
launch eavesdropping/jamming attacks that are more severe
to the UAV’s A2G link than terrestrial links [11]. In another



scenario, the attackers can exploit the malicious UAV to
launch eavesdropping/jamming attacks. In recent years, several
PHY security methods, like cooperative jamming, artificial
noise (AN) injection, etc., have been introduced to improve
the network’s security [12]. Many studies have considered
the PHY security techniques for UAV-assisted networks with
different system configurations [13]-[19]. For example, the au-
thors in [13] adopted NOMA-based UAV-aided model, where
aerial jamming and optimal power allocation were utilized for
securing the communication. In another work [14], the authors
employed dual UAVs to facilitate data transfer and enhance
data security via cooperative jamming against a terrestrial
eavesdropper. Similarly, the authors in [15] utilized a friendly
secondary UAV jammer to transmit the jamming signals to the
eavesdropper.

In [16] and [17], the authors maximized the secure com-
putation capacity and secrecy capacity, respectively, using the
convex approximation techniques. The authors in [18] lever-
aged analytical secrecy outage probability (SOP) expressions
to ascertain optimal UAV positioning and resource allocation
using a hybrid algorithm integrating particle swarm optimiza-
tion (PSO) with genetic local search features. However, the
jamming signals transmitted by the UAVs may interfere with
the information signal, making it difficult for legitimate nodes
to distinguish between the information and the jamming signal
or AN [20]. With this regard, authors in [19], [21], [22]
employed destination nodes to transmit jamming signals or AN
to confuse the eavesdropper and enhance secrecy performance
in UAV communications. In particular, the authors in [19]
combined cooperative destination and external UAV jamming
schemes.

Recent studies have integrated RF-EH techniques with PHY
security in UAV communications to enhance both network
longevity and security [21]-[26]. Specifically, the authors
in [21] adopted a destination-assisted cooperative jamming
scheme and PS-based SWIPT at the amplify-and-forward
(AF)-based UAV relay. In another work [22], a full-duplex
destination node has been considered that receives the in-
formation from UAV and transmits AN to the eavesdroppers
simultaneously. Similarly, the authors in [23] utilized WPT and
UAV trajectory planning for their considered system model.
Whereas, the authors in [24] analyzed the impact of secondary
user interference on security in decode-and-forward (DF)-
employing multiple UAV-assisted NOMA-based cognitive ra-
dio networks. Likewise, the authors in [25] addressed security
issues for offloading tasks and control signal transmission in
mobile edge computing-assisted UAV communications. Fur-
ther, the work in [26] focused on the joint minimization of
outage probability (OP) and intercept probability (IP) in both
links by utilizing their closed-form expressions. The following
research gaps exist in the literature mentioned above:

o Many existing studies [13]-[19] have focused on security
aspects without providing an integrated framework that
improves security and energy efficiency in UAV-based
networks.

o Several research works on RF-EH and PHY-security,
including [21]-[26], considered either TS or PS-based
SWIPT architectures for accomplishing the energy and

information transfer via a UAV relay. However, using a
hybrid TS-PS SWIPT technique remains unexplored in
these studies despite its potential to enhance harvested
energy and secrecy performance [27]-[29].

o The works in [21]-[25] primarily focused on addressing
security issues in either A2G or G2A links. However, it
is essential to secure both A2G and G2A links in UAV
communications.

e Most of the recent works like [6]-[8], [13]-[19], [21]-
[26] have analyzed the system performance or formulated
the optimization problems over free-space path-loss (PL),
Rician, Nakagami-m, or Rayleigh fading channels. How-
ever, these fading models do not fully capture the diverse
propagation characteristics of UAV links, particularly the
interplay of LoS and multipath components in A2G and
G2A transmissions.

Motivated by the above discussion and existing literature
gaps, we utilize RF-EH and cooperative jamming methods for
secure and reliable UAV-enabled communications. We present
Table I to give an overview of the contributions of this work
and compare them with other relevant studies. Specifically,
we consider a UAV ! that harvests the energy from the signal
transmitted from source and destination nodes for performing
AF-based relaying® operations. We adopt a hybrid TS-PS-
based SWIPT technique® for executing secure information
transfer from source to destination node [22]. Moreover, we
emphasize the importance of securing communication net-
works for A2G and G2A links. Thus, we employ destination-
based cooperative jamming to distract the eavesdropper in both
transmission links. Furthermore, we utilize Beaulieu-Xie (Be-
Xi) fading distribution to model the channels between the com-
municating nodes [31]. Utilizing this, we derive accurate SOP
and system secrecy throughput (SST) expressions over the Be-
Xi distributed channels to analyze security performance with
various system and channel parameters. We also obtain the
asymptotic SOP in a high signal-to-noise ratio (SNR) regime
to get key insights into the system’s performance. Next, we
utilize the SST expression to formulate the SST maximization
problem by jointly optimizing transmit powers, power alloca-
tion, SWIPT parameters, and UAV locations. The non-convex
nature and tightly coupled variables make the optimization
problem intractable. Therefore, we employ a hybrid heuristic
algorithm, i.e., PSO and continuous genetic algorithms (CGA)
to handle the complex multi-variable problems efficiently. To

'The propulsion energy consumption of Ug is significantly higher than
the energy utilized for data transmission. Based on the commonly adopted
assumption in the literature [21], [22], [24], [25], the onboard battery of Ur
powers the propulsion mechanism, whereas the harvested energy at Ug is
utilized for information transmission [24], [25].

2 Although both AF and DF are widely used relaying techniques in coop-
erative networks, we utilize AF relaying because it offers lower complexity
than DF relaying. Moreover, we employ AF-based UAV relaying so that Ur
can amplify the jamming noise received in the first IT phase and broadcast it
in the second IT phase to degrade the SINR at the eavesdropper.

3The hybrid TS-PS-based SWIPT technique employs both TS and PS
protocols, which leads to increased complexity in the receiver architecture
[27]-[30]. However, this technique allows for a significant increase in the
harvested power at Ur during the first two phases, which improves the
system’s security performance, as depicted in Section V. Thus, the increased
complexity can be compensated by the enhanced performance of the hybrid
TS-PS model compared to separate TS and PS-based receiver architectures.



TABLE I
COMPARISON OF PROPOSED WORK WITH RELEVANT LITERATURE

Works PHY Security Fading Model | Cioctl Asssemen R
Aerial Links Technique Y |RF-EH|EH Node System Parameters|UAV Attributes
[8] A2G, G2A X UAV Free-space PL TS X ®
L. . Probabilistic model,
[13] A2G Aerial jamming X X Nakagami-m X SOP, COP X ©)
[15] A2G Aerial jamming X X Free-space PL X X v v
[16] G2A Ground jamming X X Free-space PL X X v v
[17] A2G X X X Free-space PL X X v v
[18] A2G X v X Probabilistic model X X X v
] . . OP, leakage
[24] A2G X v UAVs Rayleigh fading TS probability © ©
[25] G2A Ground jamming v UAV Rayleigh fading TS X v v
.. Rician fading,
[26] A2G AN injection v UAV Rayleigh fading TS OP, IP © ©
Elevation angle- .
Our work| A2G, G2A |Destination jamming| v* UAV dependent PL, Hybrid, | SOP, S.ST’ v v
. . . TS-PS |asymptotic SOP
Beaulieu-Xie fading
| v Covered @ Partially covered x Not covered |

the best of the authors’ knowledge, no work has yet analyzed
the security performance and optimized the security metrics in
UAV-enabled communications with destination jamming and
hybrid TS-PS-based SWIPT considering such a scenario. A
brief overview of the paper’s significant contributions is as
follows:

o We propose a secure and energy-efficient UAV-enabled
communication framework incorporating hybrid TS-PS-
based SWIPT and destination-based cooperative jam-
ming.

e We model the A2G and G2A communication links be-
tween the communicating nodes using the Be-Xi fading
distribution and elevation angle-dependent PL.

o By using the described channel model, we derive closed-
form expressions for the SOP and SST and provide
asymptotic SOP analysis in a high SNR regime.

o We formulate an SST maximization problem by optimiz-
ing transmit powers, power allocation, SWIPT parame-
ters, and UAV placement while considering the security
and practical constraints.

o Then, we offer a hybrid optimization framework, com-
bining CGA and PSO algorithms, to efficiently solve the
non-convex optimization problem.

o Lastly, we assess the effectiveness of our proposed
scheme by comparing it with established benchmark
schemes and provide valuable insights for efficient system
design.

A. Organization

The rest of the paper is organized as follows: Section
I describes the proposed system and channel models, then
discusses the considered transmission scheme and obtains
the expressions of end-to-end SNRs. Section III examines
the system performance in terms of exact and asymptotic
expressions of SOP and SST. In Section IV, we utilize the AO
algorithm to evaluate the optimum values for power allocation,
SWIPT parameters, and UAV locations. Then, the numerical
and simulation results are presented in Section V. Finally,
Section VI concludes the paper.
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Fig. 1. UAV-enabled communication with hybrid SWIPT and cooperative
destination jamming.
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Fig. 2. Transmission block of the considered system.

Notations: The probability, probability density function
(PDF), and cumulative distribution function (CDF) of a ran-
dom variable X are denoted by Pr[], fx(-), and Fx(-),
respectively. Z,,(-) and K, (-) are the modified Bessel function
of the first kind and second kind of vth order, respectively
and the Marcum-Q function is denoted by @Q,(a,b). The
expectation operator is represented as E[-] and T'(-) denotes
the complete gamma function.

II. SYSTEM MODEL AND CHANNEL MODEL
A. System Model

We consider a UAV-assisted relaying scheme with destina-
tion jamming to provide a secure and reliable communication



between two terrestrial nodes as illustrated in Fig. 1. Here,
the source (.5) cannot directly transmit the information signals
to the destination (D) due to obstacles or heavy shadowing.
Therefore, an energy-constrained UAV relay (Ug) provides
assistance for transmitting confidential information of S to D
in the presence of a terrestrial eavesdropper (E). For the sake
of analytical treatment in performing the secrecy analysis, we
consider a linear EH model at Ug [13], [14], [19], [22], [32].
The nodes S, D, and E are fixed on the ground, whereas
the Ur hovers at H height to provide relay assistance to
terrestrial nodes. All nodes are assumed to be equipped with a
single antenna, aligning with practical considerations in UAV
communications and consistent with prior research [8], [11],
[13], [17], [22], [26].

Both operations, i.e., EH and confidential information trans-
mission (IT) from S to D, are performed in three phases, as
depicted in Fig. 2. Specifically, the first phase refers to the
EH phase of o' duration in which the energy-constrained Ug
employs TS protocol to harvest the energy from the signal
received from .S and D. Whereas, in the second phase, which
refers to the first IT phase of (1 — «)7/2 duration, the Ug
utilizes a fraction of the received signal power for the EH using
PS protocol. Then Ug, uses the remaining fraction of the signal
power for information processing and broadcasting in the next
phase. Considering a more severe eavesdropping threat, we
assume that the F is present in the vicinity of both S and D so
that it can wiretap the information in both IT phases. Thus, we
adopt a destination jamming scheme to ensure security in the
first IT phase, wherein the D broadcasts the jamming signal
to £ and Ug. In the third phase, which refers to the second
IT phase, Ur adopts AF relaying protocol for forwarding the
scaled version of the signal received in the first IT phase.

B. Channel Model

We assume a block fading scenario, where the channel
coefficients between two involved nodes, denoted by h;; V
(ij)e{(SU),(DU),(SE),(DE), (UE)}, remain constant for
the entire block duration of 7' (comprising of one EH phase
and two IT phases). Accurate channel modeling plays a crucial
role in characterizing more specific practical scenarios that
account for different wireless fading channels. Nakagami-m
distribution with fading severity parameter of m and average
power () can be used to model various fading scenarios by
varying m value [33]. On the other side, Rician distribution
with the shape parameter, K = %, and scale parameter,
Q=V24202, can be exploited to model scenarios with LoS
components. Likewise, Be-Xi fading distribution can be used
to model LoS and non-line-of-sight (NLoS) scenarios, i.e.,
both specular and diffused scattering components [31], [34].
Motivated by this, we consider that the channels between two
communicating nodes follow Be-Xi distribution, whose PDF
and CDF are given as

2me— & (V' +2%) 2mA
fx(@;m, A, Q) = Q)\m_lxmzm—l(ﬂx), (1)

where \? represents the power of LoS components, m is the
shape parameter and the power of the NLoS component is
given by €, where Q = E[X?] [31]. Z, (x) and Q,(a,b) are
expressed as [35]

22 q
Z,(z) = (;)U;JM, 3)
o 2\ i 2\
Qu(a,b)—;e‘f(;? p:_ole%g(;!) SNCY

Additionally, we focus on considering more practical sce-
narios where surrounding obstacles like buildings or trees
may block the LoS link between Upr and terrestrial nodes.
Thus, we adopt the elevation angle-dependent PL. model that
considers the PL between the communicating nodes as a
function of 6,;, where 6,; = arctan(H/r;;), V (ij) €
{(SU),(DU), (SE),(DE),(UE)} is the angle and 7;; =

(xi —x;)? + (y;—y;)? is the horizontal distance between

the communicating nodes. In the same line, the distance
between Upg and terrestrial nodes are given as dyp =

VX030 (v —3,)? +H2, where gy, = (x0 vy, H) and
Wi =(Xg,¥:,0), V k€{S, D, E} are Cartesian coordinates of
Ur’s and terrestrial nodes’ location. The distances between the
terrestrial nodes are given as dgg=rsg and dpp=rpg. The
adopted PL model is generic and efficiently captures the aerial
and terrestrial propagation by considering elevation angle and
distance between the nodes. It is important to note that the
signals transmitted in the terrestrial links, i.e., S—E and D—F
can undergo complete non-line of sight (NLoS) propagation
due to g = Opp = 0 (since, H = 0), corresponding to
heavily shadowed fading scenarios. However, the PL in the
aerial links is the function of 6;; € {0,90} (in degrees). The
large scale attenuation between the nodes ¢ and j is given as
L;; = |d;;|~“, where «;; denotes the PL exponent, obtained
as Qj = QNLos T+ (%), where ap.s and anies
are the PL exponents for complete LoS and NLoS links,
respectively and wq, ws are scenario-specific constants [21].

C. Energy Harvested at the UAV

Several studies [6]-[8], [24], [25] have investigated energy-
constrained UAVs that utilize RF-EH technique to harvest en-
ergy and subsequently use it for data transmission operations.
Similar to these works, Ur harvests the energy from the RF
signals received from S as well as from the jamming signal
transmitted from the D by using the TS approach in the EH
phase. The energy harvested at Ug in this phase is given as

& =maT (PsLsulhsul> + PpLpulhpul®), ()

where 7; denotes the energy conversion efficiency of the
linear EH circuit at Ug, where 0 < 1; < 1. The TS ratio
(TSR), denoted as 0 < a < 1, decides the time allocated for
EH and IT. Unlike other related works, a more generalized
scenario is considered in which the terrestrial E can exploit
the broadcasted information in both the IT phases and pose a
more detrimental threat. Thus, in the first IT phase, .S transmits



the confidential information to Ug, and simultaneously, D
employs cooperative jamming and broadcasts the jamming
signal in order to degrade the SINR of the E. The signal
received by Up is given as

ysu = V PsLsuhsurs + v PpLpuhpuxp +nu, (6)

where zg and xp are the unit-energy symbols and Pg and Pp
are the transmit power of S and D, respectively. The noise
component ny is modeled as additive white Gaussian noise
(AWGN), i.e., ny € CN(0, Ny). Additionally, Ps = e¢Pr and
Pp = (1 — €)Pr, where Ps and Pp satisfy the condition,
ie., Ps+ Pp = Pr. Here, € is the power allocation factor
(PAF), satisfying 0 <e < 1. Next, Ur employs PS protocol to
harvest energy from the received signal. The received signal
power is split into two parts, i.e., (v/Bysu)? is used for EH
and (1/(1—f)ysu)? is utilized for information transmission,
where 0 < 8 < 1 represents the power splitting ratio (PSR).
Thus, the energy harvested at Up, is given as

M (PsLsulhsul|® + PoLpulhpul?), (7)
where 0 < o <1 denotes the time switching ratio (TSR) that
controls the time allocated for the EH and IT, 72 denotes the
energy conversion efficiency. We assume that the total energy
harvested in the first two phases is utilized for relaying the
information signal to D. The total power available at Ug for
relaying the signal can be expressed as

SPS —_

PT‘”:(?TS —H?zﬁ) (PsLsulhsu|*+PpLpulhpul?). (8)
We assume that the total energy that Ug, harvests by employing
both TS and PS-based SWIPT protocols is fully utilized to
relay the information to D.

Remark 1: It is important to note that:

o A system model with TS-based SWIPT architecture can
be obtained from the hybrid TS-PS-based model by sub-
stituting =0 in (8).

o A system model with PS-based SWIPT architecture can be
acquired from the hybrid TS-PS-based model by setting
a=0in 8) [21]

o A system model with TS-PS-based SWIPT architecture
without cooperative jamming can be obtained by substi-
tuting € = 1, i.e., all the power is allocated for IT and
the jamming power at the destination node, Pp = 0.

o These three techniques are employed as baseline meth-
ods in Section V, which compares the system’s security
performance with the proposed scheme.

D. Instantaneous Signal-to-Interference-plus-Noise Ratios

In the first IT phase, after applying PS-based SWIPT, the
remaining information signal received at Up is expressed as

yoom = \/(1-B)PsLsvhsurs++/(1—B)PoLpuhpuap
+ /(1 = B)nu + new, )

where ncn represents RF to baseband conversion noise and is
modeled as AWGN, i.e., ncny € CA(0, Np). At the same time,
the signal received at E is given as ysg =+/PsLsphspxs+

VPpLpehperp +ng, where ng € CN(0, Np) is the noise
component, which is modeled as AWGN. Therefore, the
instantaneous signal-to-interference-plus-noise ratio (SINR) at
E in the first phase is expressed as

_ PsLsg|hse|?
PpLpglhpel?+ Ny’

In the second IT phase, U, applies an AF relaying to broadcast
the signal by scaling the remaining information signal, as
obtained in (9), with the amplification factor G. Thus, the
information received at D and E are denoted as

ygcz =G\/(1 — B)PsLsy Luihsuhuirs
Information signal from 5—1
+Gv/(1 = B)PpLpuLuihprhuizp
Jamming signal from D

+ G(v (1 = B)nu + nen) v Luthor + na,
AWGN

for I € {D, E}, where n; € CN (0, Ny) represents the AWGN
at D and F. The amplification factor G is approximated as

fpﬁot
(1-B)PsLsv|hsv|*+PpLpu|hpo*+No)+No

Since the destination receives the scaled version of its prior
known jamming signal transmitted in the first IT phase, it can
neutralize its signal by conducting complete self-interference
cancellation. Hence, the interference from the jamming signal
will be removed from (11) for D. However, this interference
term will be present in (11) for E. The SINR at D and E can
be obtained by substituting the values of G and performing
some mathematical simplifications. The SINR at D and E can
be expressed as in (13) and (14), respectively. Additionally,
considering the high/moderate SNRs, we assume ¢ ~ 0 in

(13) and (14) for simplicity of the results, where @ = (3222 +
N2
772ﬂ)’ Y= (PSLSUthU|2+(}:)DLUD|hUD|2).

VSE (10)

(1)

G>=

. (12)

III. PERFORMANCE ANALYSIS

In this section, we obtain the accurate expressions of SOP
and SST to analyze the secrecy performance of the proposed
system model.

A. Secrecy Outage Probability (SOP) Analysis

We adopt a precise secrecy outage formulation for the
proposed system model that efficiently acquires the probability
that the transmitted information fails to achieve perfect se-
crecy [36]. We use a well-known Wyner’s encoding technique
wherein an encoder selects the codeword transmission rate,
Ry and the confidential data transmission rate R. for the
information transmission from S to D through the relaying
Upr [37]. The rate difference, i.e., Rqg = Ry — R, accounts
for the cost of secured information transmission against F
[38], [39]. Further, E can perform the selection combining
(SC) scheme over the signal copies received in two phases,
thereby launching a more severe security threat [19], [21].
Thus, for any transmitted information, the secrecy of the
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o = @w(1 — B)PsLsyLug|hsu|*|huel? (14)
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. . .. . . . _ (6aPpLpuv) _ (94 No) _
information is in outage if the instantaneous capacity at the £/, where a; = Pslso) 2 = (mPslsuLon) and az =

i.e., Cg is higher than R4. Here, Cgp = (15’1) log, (1 +75°),
where 'y%c is the resultant SINR at the E after SC operation.
Mathematically, the SOP can be formulated as

Paop = Pr[Cr > Ry = Priyic > d4), (15)

where §; = (22R¢/(1=2) —1). Now, we expand the SC
condition for E, and reform Py, as

Psop = Prlmax(yse, vy E) > 4]

=1- PI‘[’}/SE < 5d] X PI‘[’}/UE < (Sd] . (16)

2P, £p,

In the following Lemmas, we obtain the expressions of P; and
P, given in (16), by substituting different SNR expressions
and utilizing the CDFs and PDFs of Be-Xi distribution given
in (1) and (2).
Lemma 1: The expression of P; in (16) can be given as
o l+mgsp—1 C k

neey 8 () ()

= c=0 s=0 QSE
B N T(C +) ()1
NE'T(c+1) T(C —c+1) T(c+mpE)

m +2
5) o~ (B2 (gt B)) <mDE>mDE ‘
DE

MDE 2

X 6_(QDE D

I'(mpe +c+s)

x m Am mppetcts | ° a7
DE SE
(QDE + QSE)
where A = LDE‘;(’ and B = N“‘sd

Proof 1: Please see Appendlx A for the proof.
Lemma 2: The expression of Py in (16) can be given as
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(64(2=B)No)
(1=p)PsLsy)" .
Proof 2: Please see Appendix B for the proof.

Finally, the overall SOP expression can be obtained by
substituting the expressions of P; and Py given in (17) and
(18) into (16).

Remark 2: From the SOP analysis, we can have the follow-
ing observations.

o The proposed model provides a generalized model for
the presence of E, considering that they can intercept
the signal from A2G and G2A links. However, in specific
scenarios, as deemed in [21]-[25], where E can be
present only in one of the links, the generalized condition
can be simplified by considering either ysg or Yug in
(16), depending on the framework.

o From (17), we see that B consists of SNR term, i.e., B =

52 , where pr = —P L s the transmit SNR. This im-
pPTELSE No s
. _sp k— msE d
plies that BFs¢ s ” = ( dq ) Se” 9sp rrelsm
prelse

and 1 € {0, oo} decreases rapidly because of the
dominance of ( ) for the given range of k €
{0,1 + mgp — 1} s € {0,k}. Consequently, the SOP
increases quickly and approaches to 1 for sufficiently
large pr, irrespective of the other involved system and
channel parameters, as also verified in Section V.

o It is also observed from (17) that the terms A and B
are proportional to 64 that consists gf time-switching

A B x 6 = 27« — 1. Accord-

A*BFse T

Qsp C N
(mDE+ mSE)mDE+C+S =

QsE

parameter, o, ie.,

ingly, SOP is proportional to

5k R
4€ SE .
(MDE . meE)TDET for the given range of s,c,k.
QpE Qsp X . .
From this, we can infer that the above term is dominated

by 55 which increases with increase in «, and conse-
quently SOP decreases. The impact of « on the SOP
performance is also shown numerically in Section V.

o Likewise, we can also analytically demonstrate the impact
of various other involved parameters on (17). We can also
make similar observations about (18).

o Importantly, (17) and (18) consist of infinite series terms
which converge quickly to achieve a fair accuracy in
obtaining the final value.

B. Asymptotic SOP Analysis

In this section, we perform the asymptotic SOP analysis
in the high SNR regime to study the impact of channel and
system parameters on the system’s secrecy diversity behavior.
By following the similar steps as adopted in Appendix A and



Appendix B to obtain P; and Pa, the expressions of asymp-
totic SOP can be easily obtained. Therefore, by substituting
% — oo into (30) and (38) with Pg/Pp being held constant,
the asymptotic expressions can be obtained, which are denoted
as P and P3¥™ and given by

pom _ g i””’f li(mw) (mDE)mDE“C
— — \Qsp QpE
XG-(S,?;ADM;;A?) Dlmpe +)
(mDE +AmSE) pE
Qpe QsE
ARNZL N2 T(C +¢) (O)'2¢ (19)
k! r(c+1) [(C —c+1) D(c+mpg)
oo Z r+mgsy-—1 22 mpuy+2z
)\ /\ mpu
R ) DD Sl ()
l |
r=0 z=0 q=0 rg QDU
(Bt sBgbe)_ Dlmpy +2+a)
(?}LSU +&1mDU> Py 1
sU Qpu

x (mSU> T afl(Z+2)(2)
Qsv ) TE+OIN(Z—24+1)T(mpy+2)

On invoking (19) and (20) in (16), we can obtain the asymp-
totic SOP expression.

Remark 3: It can be observed from (19) and (20) that the
asymptotic SOP expression is independent of Pr. As a result,
the asymptotic SOP curves may exhibit the saturation floor
with varying SNR values, as highlighted in Figs. 4 and 5 in
Section V.

(20)

C. System Secrecy Throughput (SST)

For the considered delay limited secured information trans-
mission via Upg relaying network, SST can be obtained in
terms of SOP and the confidential data transmission rate
R. [40]. Thus, for the proposed transmission scheme, the
expression of SST is given as

l-«a
where R. is in bps/Hz. Invoking (17) and (18) into (21),
one can get the final expression of SST. Our primary goal
is to maximize the SST of the network while adhering to
security constraints. The following section will formulate the
SST maximization problem using the final SST expressions
derived in equation (21).

(]- - Psop)Rca (21)

IV. SST MAXIMIZATION PROBLEM AND PROPOSED
HYBRID FRAMEWORK

In this section, we focus on joint resource allocation and
Ur’s optimal placement to maximize the SST for our consid-
ered system. Specifically, the SST maximization problem is
formulated by optimizing various system parameters such as
TSR, PSR, and PAF (a, §3, €), transmit powers of S and D
(Ps, Pp), and Ugr’s 3D location (q;).

A. Problem Formulation

We formulate the SST maximization problem (P1), utilizing
the final expression of SST in (21), as

(PD: max T (22a)
Ps, Pp,qy

Sit. Poop < s, (22b)

0 < Pg < P§™, (22¢)

0< Pp < PB™, (22d)

0<a<l1l,0<p<1, 0<e<], (22e)

@ < av < @20

min

where qp'™ and qpi®* are the minimum and maximum
flying limits of Upg, given by (x@H", y@in H™in) and
(X7, yir*, H™ax), respectively. Moreover, P3* and Pp*
represent the maximum transmit powers of .S and D, respec-
tively. The constraints of the formulated problem (P1) are
described as: (22b) ensures the confidentiality of information
by keeping the Py, below a threshold value, given by -,.
Furthermore, (22¢) and (22d) set constraints on the transmit
powers of both S and D. The constraints on the system
parameters €, «, and (3 are defined in equation (22e). Whereas
the constraint defined in (22f) corresponds to restrictions
on the positions of Ug. For convenience, we denote the
optimization variables set as V, which includes «, 3, €, Ps,
Pp, and the tuples (q;). It can be observed that the formu-
lated optimization problem (P1) exhibits non-convex behavior
characterized by multiple local maxima. Moreover, the high-
dimensional continuous search space with tightly coupled
optimizing variables makes it difficult to tackle. Consequently,
we utilize a hybrid heuristic algorithm, combining PSO and
CGA to solve (P1) in the following subsection.

B. Evolutionary and Swarm Intelligence-based Algorithm

In this section, we utilize a hybrid algorithm that efficiently
solves (P1) by combining the PSO’s fast convergence with
the strong exploratory capabilities of CGA. Now, we provide
a detailed description of the proposed hybrid framework,
including the formation of search space, penalty function,
convergence, and computational complexity analysis.

1) Outline of Hybrid CGA-PSO-based Secure Framework:
The CGA algorithm is an improved version of GA, which can
effectively manage a large number of continuous variables.
Wherein, the chromosome is represented as a real valued
vector, therefore the Wth chromosome in the Gth generation
is given by

V(g)‘l’ = [aaﬁaea [qU]IX?nPSaPD] 5

where the dimension of q;; is (1x3).

Remark 4: The considered model can be extended by
considering N number of UAVs, which have the dimension
of qu,,Yn € N as (N x 3). This indicates that when a new
solution candidate utilizes more UAVs than the previous one,
an additional UAV position can be incorporated into the chro-
mosome and optimized accordingly. To facilitate an efficient
heuristic search, the candidate chromosome V(G)y can be

(23)



modified by setting the dimension N of the matrix [qy]nx3 10
its upper limit, denoted as N™*. Consequently, (23) can be
transformed as V(G)y = [N, «, B, €, [qy ] Nmex3, Ps, Pp.

The algorithm initializes by randomly generating chro-
mosomes with the population V(0)y. Each chromosome is
evaluated using the objective function described in (22a).
Promising chromosomes are chosen for reproduction during
the selection phase to maintain the population size (. In the
crossover stage, the majority of chromosomes undergo pairing
and recombination at a predefined crossover rate (R.,) to
produce offspring. Specifically, when the hybrid CGA-PSO
algorithm selects a pair of chromosomes, V(G),, and V(G) s,
two new candidate chromosomes are generated by using the
uniformly distributed random values 1, by satisfying p, > 0
and Zizl wr = 1. These are computed as

V(G + D = V(G + 12V(G) f + 13V (G), (24
V(G +1) 5= p2V(G)m +m1V(G) j + usV(G)y.  (25)

The fundamental concept of the proposed approach lies in its
crossover mechanism, which incorporates three components,
i.e., two selected parents and the best-performing individual
from previous generations, denoted by V(G);, unlike conven-
tional GA methods that rely on two parents. This structure sup-
ports a dual search strategy, i.e., local exploration around the
parents and a directed greedy search toward the globally op-
timal candidate. Integrating this hybrid mechanism effectively
merges CGA’s population diversity with PSO’s rapid conver-
gence, ensuring offspring are steered toward optimal solutions.
The hybrid CGA-PSO algorithm is as computationally effi-
cient* as CGA, while also improving performance, especially
in escaping local optima and rapid convergence. The mutation
phase further enhances diversity by modifying chromosomes at
a low mutation rate (R,,). This step is essential to prevent the
population from becoming overly homogeneous across suc-
cessive generations. It involves inserting Gaussian-distributed
random variables with 0 mean and 0.05 standard deviation rel-
ative to the upper-bound entry length. The algorithm iteratively
refines the population through successive selection, crossover,
and mutation loops. Upon completion of the iterations, the
optimized chromosome corresponding to the best solution is
obtained as V* = [a*, 8%, €*, [q};]1x3, P§, Ppl.

Next, we focus on addressing the constraints given in the
optimization problem. Consequently, we modify the objective
function by introducing penalty terms for constraint violations,
as described in (22b)-(22f). The fitness value of an individual
solution candidate is computed as

Fitness(Vy) = 75y — Q1 max(0, Pp — Pp™)

sys

— Qo max(0, Py — Pg™) — Q3 max(0, Psop — 7Vs)

— Qymax(0,a — 1) — Q5 max(0,5 — 1)
— Qemax(0,e — 1) — Q7 max(0, q;; — q7™)
—qy), (26)

where Q; > 0Vi € {1,2,...,8} ensure that penalty terms are
properly enforced. The overall layout of the hybrid CGA-PSO

min

— Qg max(0, qf

4Despite the additional complexity introduced by incorporating V(G); in
the crossover process, the computational burden remains minimal, requiring
only a few extra multiplications [26].

algorithm-based secure framework is presented in Algorithm
1, providing an insightful overview for a glance at its key steps
and operations.

Algorithm 1: Hybrid CGA-PSO Algorithm for SST
Maximization
1) Initialize: Set population size (, crossover rate R,
mutation rate R,,,, maximum iterations 7", and
initialize 7 = 0.
2) Generate Initial Population: Randomly generate
chromosomes within the population
V(0)y, Y =1,...,C.
3) Evaluate Fitness: Compute the fitness of each
chromosome VE;) using (26).
4) for 7 =1 to 7™, do:

a) Selection: Perform roulette-wheel selection
based on fitness values to choose parents for
reproduction.

b) Crossover: Apply the hybrid CGA-PSO
crossover mechanism:

i) Select two parent chromosomes V(G),
and V(G);.
ii) Incorporate best-performing individual
from previous generations V(G);.
iii) Generate offspring using (24) and (25).
¢) Mutation: Introduce diversity by mutating
offspring with probability R,,, using
Gaussian-distributed noise with mean 0 and
standard deviation 0.05 relative to the
upper-bound entry length.
d) Constraint Handling: Apply penalty functions
for constraint violations as per (26).
e) Update Population: Form the new population
for the next generation.
5) End for
6) Output: Optimized solution
V* = [a*, 3%, €, [aflixa, P, Pl

2) Convergence Analysis: Now, we analyze the conver-
gence behavior of the proposed hybrid algorithm by exam-
ining its key stages, i.e., selection, crossover, and mutation.
According to the roulette selection, the probability of selecting
an individual V,;, for reproduction in (G -+ 1)th generation is
proportional to its fitness F.,; in G, given as

— ‘F’V
XiFi
Since an individual solution V,; may not be unique and can

have duplicates in the population, Prig;1)(V,,) depends on
the number of its occurrences, denoted as K, g, is given by

Pr(ngl)(V'rh) (27)

Fn Fn
Prigy1)(Fm) = King—=—> = Prg)(Fm) =, (28)

( ) Zf ‘Ff @ ‘/.'.771,
where F,;, = % This ensures that the probability of

selecting a candidate solution in the next generation is propor-
tional to its fitness and occurrences in the current generation.



This mechanism favors individuals with higher fitness, causing
their probabilities to grow exponentially over generations
while the likelihood of selecting low-fitness individuals di-
minishes. Assuming a uniform initial fitness distribution and
a maximum fitness M, the average fitness in generation G,
denoted by Fg, is given as

M
— G+1

Fo= bg FIT1dF = 2—— M, 29

g /O g G2 (29)

where bg is a normalization factor, given as bg = I+

[24]. This indicates that the average fitness approaches M at
a rate of M/(G + 2), demonstrating the convergence trend.
In the crossover stage, variability is introduced by combin-
ing genetic material from selected parents. The offspring,
computed in (24) and (25), includes 1, po, 3 > 0 with
w1 + pe + pg = 1. This triangular combination allows
exploration within the convex hull formed by the three parents,
enhancing the local search capability and promoting diversity.
Lastly, the mutation stage introduces variability by adding
Gaussian noise to selected individuals, ensuring exploration
beyond the current search space. This step helps maintain
genetic diversity and prevents premature convergence. Overall,
the hybrid approach leverages the greedy and uphill nature of
incorporating Vg for local searches, improving the likelihood
of generating high-fitness offspring. The mean fitness curve
exhibits progressive improvement and occasional fluctuations
due to mutation effects, leading to faster and more robust
convergence.

3) Computational Complexity: The computational com-
plexity of Algorithm 1 is primarily determined by the nested
loops governing fitness evaluation, crossover and mutation
operations, and selection. The fitness evaluation step incurs
a complexity of O(() per generation due to its dependence
on a feed-forward loop. The crossover and mutation opera-
tions contribute an additional complexity of O(FPyo( + P()
per iteration, where F., and P, represent the probabilities
of crossover and mutation, respectively. The roulette-wheel
selection mechanism requires O(() operations for forming
the selection array and O(In() operations for selecting in-
dividuals, leading to an overall complexity of O(¢In() per
generation. Summing these components over the maximum
number of iterations G™, the total complexity is expressed
as O(CG™) 4+ O((PeoC + Pn€) G™) + O((¢In¢) G™). Since
P,, and P, are constants, they do not affect the asymptotic
growth rate, making the dominant term O(¢In¢)G™). This
final complexity expression encapsulates the scalability of the
algorithm with respect to population size ¢ and the number of
iterations G™.

V. NUMERICAL RESULTS

In this section, we provide numerical and simulation results
for SOP and SST and verify the accuracy of the analytical
formulations. Unless specified in the particular figures, various
parameters used for the simulations are listed as follows.
We consider the transmit SNR as Pr /Ny, the codeword and
confidential data transmission rates are set to Ry, = 2 bps/Hz
and R. = 1 bps/Hz, respectively and 7, = 12 = 0.7. The EH

parameters are set as & = 0.4, and $ = 0.3, and PAF for infor-
mation and jamming signal is taken as € = 0.5 [22]. The fading
severity parameter m;; = 2, and the LoS component power for
Uk to terrestrial links is Ayx = 1.5, and that for the terrestrial
links is A\sg = Apg = 1.2 [35]. The 3D coordinates of S, D,
and E are given by wg = (0,50,0), wp = (200,50, 0), and
wg = (100, 50, 0), respectively. We set the Ug’s coordinates
as q; = (100,50,100), Whereas, for optimizing the Ug’s
position, ¢/ = (0,0,0) q®* = (200, 100,120). The PL
exponents for the LoS and NLoS links between the nodes, i.e.,
aros = 2 and anies = 3.5. The expressions of SOP, derived in
(17) and (18), have infinite series that are truncated by taking
20 summation terms to achieve a fair accuracy in obtaining
the final value. In addition, we use the non-central chi-squared
distribution to obtain the Be-Xi distributed random variable
[31]. The Monte-Carlo simulation is performed by averaging
the channel coefficients for 107 iterations.

First, we demonstrate the effectiveness of the considered
system, which employs a hybrid TS-PS-based SWIPT model
and a destination-assisted cooperative jamming (TS-PS-DJ)
technique for a UAV-assisted secure network. To evaluate the
security performance of the proposed scheme, the following
baseline techniques are used for comparison:

o TS-based SWIPT architecture with destination-assisted
jamming technique (TS-DJ).

o PS-based SWIPT architecture with destination-assisted
jamming technique (PS-DJ) [21].

o TS-PS-based SWIPT architecture without destination
jamming technique (TS-PS-WDJ).

e TS-PS-based SWIPT architecture with source-assisted
jamming technique (TS-PS-SJ). In this case, S simul-
taneously transmits the information and jamming signals
with a PAF. This model can be obtained by replacing
the PDLDU‘hDUF term with PANLS’U|hSU|2 in (5)-(14)
and following similar steps to obtain the security metrics.

o PS-based SWIPT architecture with source-assisted jam-
ming technique (PS-SJ). This model can be obtained by
putting o = 0 in (8) and replacing the PpLpy|hpy|?
term with PanLsy|hsy|? in (5)-(14) and following
similar steps to obtain the security metrics.

A. Secrecy Outage Probability (SOP)

Figs. 3, 4, 5, 6, 7, 8, and 9 illustrate good agreement
between the simulated and analytical results obtained for the
SOP values with respect to the system and channel parameters.
Specifically, Fig. 3 compares the SOP performance of the
considered system with that of baseline methods. Overall,
the proposed TS-PS-DJ scheme demonstrates the lowest SOP
across all SNR values. This indicates that the hybrid SWIPT
model with destination-assisted jamming provides better se-
crecy performance than existing architectures. The comparison
curves demonstrate the proposed model’s superior perfor-
mance, showing its effectiveness in surpassing the individual
TS and PS-based architectures. A notable observation is that
the cooperative destination jamming technique significantly
improves SOP performance compared to systems without jam-
ming. This is because cooperative jamming degrades the SINR
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at the eavesdropper, thereby reducing SOP and enhancing se-
curity. However, the PS-SJ and PS-DJ schemes exhibit similar
SOP behavior, indicating that source-assisted and destination-
assisted jamming provide comparable secrecy improvements.
This confirms that jamming significantly enhances security,
whether interfered from S or D. On the other hand, the TS-
PS-WDJ scheme exhibits higher SOP than the jamming-based
schemes since it lacks cooperative jamming, making it more
vulnerable to eavesdropping. The individual TS-DJ and PS-DJ
schemes perform better than TS-PS-WDJ but remain inferior
to the proposed hybrid TS-PS-DJ scheme.

Figs. 4 and 5 show that both asymptotic and exact SOP
curves perfectly match in the high SNR regime. It can be
observed from these curves that after a specific SNR value,
the SOP curves exhibit a saturated floor, beyond which a
constant secrecy outage performance can be obtained even
with the improvement of the eavesdropper’s SINR. It can
also be concluded that the SOP performance is improved
with the increase in the values of m;; € {1,2,3}. This is
due to the fact that the higher values of m;; account for the
lesser severe fading scenarios. In particular, Fig. 4 depicts the
variation of the SOP with varying SNR for different values
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Fig. 5. SOP versus transmit SNR for different e.
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of R. and m;;. It is observed from the analysis that SOP
increases with an increase in both transmit SNR and R.. This
increment of SOP is due to a decrease in the rate difference,
ie., Rg = Ry — R¢, which accounts for the cost of securing
the information transmission against the £. However, the SOP
curves become constant after 15 dB, which suggests that after
this value, the instantaneous rate difference, R, becomes equal
to the instantaneous capacity at the E. The SOP value at which
the saturation floor is obtained increases with the decrease in
the R because of the fact that the lower R, value corresponds
to higher R4. Further, Fig. 5 shows the impact of ¢ on the
SOP performance with the variation in transmit SNR. It can
be observed from Fig. 5 that without destination jamming, the
SOP value becomes very high and almost reaches 1 at 5 dB,
which means the system’s security is in the outage. It is noted
that the system shows better SOP performance for the lower ¢
values, which is because Pp increases with the decrease in the
€ value. Similar to Fig. 4, the SOP value attains the saturation
even after decreasing e and increasing transmit SNR. However,
a further decrease in e would affect the network’s reliability
as the allocated power for IT from S will be reduced.

The variation of SOP with respect to a for different e
values is depicted in Fig. 6. From the plot, we can infer
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that the SOP is minimum for the lower values of «, which
slightly increases with the increasing e values from 0.4 — 1
and drastically increases for o« > 0.2. It is evident from the
plot that lower « values correspond to less time allocated to
EH and more time allocated to IT, which results in better SOP
performance. Moreover, Fig. 6 shows that the SOP approaches
unity at lower « values for larger values of €. The curves depict
an optimal value of « for the e values that can be obtained
for minimizing the SOP values. An interesting trend can be
observed from Fig. 7, which is plotted between the SOP and
£ at different € values where SOP decreases initially as the
value of ( increases, and after a particular value of 3, it starts
increasing. With € = 0.4, it can be marked that the system
shows the best SOP performance. On the other hand, when
the € is set to 1, the system shows the worst performance.
From these trends, we can infer that the system provides better
SOP performance with higher /3 values for higher values of
€, whereas when € is comparatively smaller, 5 needs to be
reduced. Followed by, Fig. 8 depicts the variation of SOP
with respect to R, for different values of e. From here, it
can be observed that the SOP, corresponding to higher R,
approaches unity slowly. This is attributed to the fact that,
with the fixed Ry, as R, varies from 0.6 to 2, the difference
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Fig. 9. SOP performance with respect to various UAV’s height.

between Ry and R, will be reduced to 0 and thus the secrecy
of the information is compromised. It is also evident that with
€ = 1 (no cooperative jamming), the system reflects poor SOP
performance compared to the lower € values.

The variation of SOP with the UAV’s height for different
R. values is shown in Fig. 9. We can observe that the
curves exhibit unimodal convex behavior with respect to H.
Specifically, as H increases, the SOP decreases rapidly to
the minimum value and then rises again. This behavior can
be attributed to better LOS conditions being obtained as H
increases, which improves the A2G channels between Ug and
terrestrial nodes. However, the PL of A2G links becomes more
significant and affects the SOP performance with the further
increase in H values, resulting in the SOP values increasing
after attaining the minimum value. Fig. 9 also highlights that
the minimum SOP values occur at different UAV’s optimal
height. The results obtained using Algorithm 1 closely align
with the analytical results.

B. System Secrecy Throughput (SST)

Figs. 10, 11, and 12 show the SST (bps/Hz) versus the
transmit SNR. Specifically, Fig. 10 highlights the impact of
the confidential information transmission rate variations on the
SST. It can also be observed that the SST value at which
the saturation is attained reduces with the increase in R.
value. This is attributed to the fact that as the confidential
information rate increases, this results in decreasing the R4
(i.e., Rqg = Ry — R.), thus increasing the saturation value
of SOP and decreasing the system throughput. A similar trend
can be observed in Fig. 11 that illustrates the impact of € on the
SST at different transmit SNR values. As explained in Section
V-A, with the decrease in ¢, the power corresponding to the
information transmission reduces while the jamming power
increases, thus improving the SOP performance. Since the
SST depends on SOP, the throughput corresponding to lower
e shows improved performance compared to higher e values
in the low SNR region. Whereas the SST decreases up to the
mid-SNR regime, it saturates to a fixed value corresponding
to different e.
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By observing the trends in Fig. 11, an important conclusion
can be given that the secrecy throughput at e = 1 degrades
at a higher rate. This is because the jamming power at € = 1
is 0, demonstrating the worst case for the system having no
cooperative jamming. The variation of SST with the UAV’s
height for different R values is shown in Fig. 12. Specifically,
as H increases, the SST increases to a maximum value before
declining rapidly. This behavior can be clearly understood
from the perspectives of the SOP curves in Fig. 9. The curves
in Fig. 12 illustrate that there is an optimal Up height, denoted
as H*, that maximizes the SST. The results obtained using
Algorithm 1 closely align with the analytical results, and it is
noticed that the H* lies between 112 m and 120 m.

C. Results With Optimized System Parameters

This section presents a comparative analysis of the proposed
algorithm against baseline methods and existing algorithms
from the literature. Herein, we compare the performance of
the proposed TS-PS-DJ scheme, which is solved using the
hybrid PSO-CGA method, to the baseline methods discussed
in Section V. The convergence of the proposed and baseline
algorithms over 50 generations is shown in Fig. 13, with
performance summarized in Table II. The comparison high-

021

-%-TS-PS-WDJ scheme, (e = 1)
-9-TS-DJ scheme, (3 = 0)

01 72 -8-PS-DJ scheme, (o = 0)
’ - o-Proposed TS-PS-DJ scheme

0 10 20 30 40 50
Number of generations

Fig. 13. Convergence curves for the proposed and baseline algorithms.

lights the superiority of the TS-PS-DJ scheme using the PSO-
CGA hybrid algorithm, considering factors like generations
to achieve 95% convergence, real runtime, and optimal SST
values. The convergence curves in Fig. 13 illustrate that
the proposed scheme, optimized using the PSO algorithm,
achieves the fastest convergence, requiring only 11 generations
to reach 95% convergence. However, this rapid convergence
comes at the cost of suboptimal results, yielding an optimal
SST of 0.868. In contrast, the proposed scheme utilizing the
PSO-CGA-based hybrid algorithm attains a superior SST value
of 0.98 despite requiring 17 generations for convergence.
Among the baseline methods, the TS-PS-WDJ scheme con-
verges in 14 generations, achieving an SST of 0.728. At the
same time, the TS-DJ and PS-DJ schemes also require 14
generations but attain lower SST values of 0.676 and 0.52,
respectively. These results highlight the effectiveness of the
proposed PSO-CGA-based hybrid algorithm in achieving a
better trade-off between convergence speed and optimal SST
performance.

While the number of generations provides insight into con-
vergence speed, actual runtime is equally significant due to the
varying computational demands of different methods. The PSO



TABLE II
COMPARISON OF PROPOSED AND BASELINE ALGORITHMS

Baseline schemes Number of Generations| Run time Optimal SST
(95% convergence) (sec)

TS-DJ scheme 14 1.6921 0.676
PS-DJ scheme 14 1.4928 0.520
TS-PS-WDJ scheme 14 1.7854 0.728
PSO algorithm 11 1.1834 0.868
Proposed scheme 17 1.7818 0.980

X;; =125.08 m, yj; = 50 m

H' = 1156 m,

o = 0.2673, UAV’s

5% =0.4130, €' = 0.3987
Optimal SST = 0.98

Optimal
position

Optimal SST

Fig. 14. UAV’s 2D position with optimal SST.

algorithm achieves the lowest runtime of 1.183 seconds but at
the cost of suboptimal SST performance, making it less com-
petitive. Among the baseline schemes, PS-DJ exhibits better
efficiency with a runtime of 1.492 seconds, outperforming TS-
DIJ, which requires 1.692 seconds. However, both schemes fall
short in final SST performance compared to the proposed TS-
PS-DJ scheme, highlighting the benefits of integrating time-
switching and power-splitting with destination jamming. It can
be observed that the proposed TS-PS-DJ scheme outperforms
all baseline methods, achieving the highest optimal SST. With
a runtime of 1.7958 seconds, it remains competitive while
ensuring superior convergence characteristics and enhanced
security performance, confirming its effectiveness in balancing
optimization efficiency and computational cost.

The 3D surface plot in Fig. 14 illustrates the optimization
results obtained using the proposed Algorithm 1. It presents
the optimal positioning of the UAV relay (Ug) in terms of Xy
and y;; coordinates to achieve the optimal SST value. Since
S and D are fixed on the ground, the UAV relay’s ability
to position itself strategically ensures efficient communication
between S and D while enhancing security. By utilizing the
proposed Algorithm 1, the optimal UAV position is determined
as x;; = 125.08 m, y;; = 50m, H* = 115.6 m, yielding an op-
timal SST of 0.98, as indicated by the red-highlighted point in
Fig. 14. These values validate the efficiency of the optimization
approach in selecting an optimal UAV position that maximizes
security performance. Furthermore, the improvement in SST
performance is achieved by optimizing key system parameters,

namely, a* = 0.2673, 8* = 0.4130, and ¢* = 0.3987, which
are obtained through the proposed optimization framework.

VI. CONCLUSION

This paper has considered an energy-constrained UAV-
mounted AF-based relay that assists information transmission
between the source and destination where the LoS path is
heavily obstructed. In this scenario, there is a terrestrial
eavesdropper in the vicinity of the source and destination
who can wiretap the information by exploiting A2G channels.
Thus, we have employed a hybrid TS-PS-based SWIPT tech-
nique at the UAV relay to enhance the network lifetime and
destination-aided cooperative jamming to strengthen security.
For this setup, we have derived closed-form expressions for
the SOP and SST over Be-Xi distributed channels to assess
performance with various channel parameters. Moreover, we
have performed the asymptotic SOP in a high SNR regime
to obtain critical insights into the system’s performance. The
accurate expression of SST is utilized as an objective function
for formulating the SST maximization problem by jointly
optimizing the system parameters such as transmit powers of .S
and D, power allocation factor, SWIPT parameters, and UAV
3D location. The formulated problem has complex and non-
convex objective functions with tightly coupled optimizing
variables. Therefore, we employed a hybrid CGA-PSO algo-
rithm to solve the complex multi-variable problem efficiently.
Lastly, we have demonstrated that our proposed TS-PS-based
SWIPT scheme solved using the hybrid CGA-PSO algorithm
significantly improved the system’s throughput as compared
to the baseline methods.

APPENDIX A
PROOF OF LEMMA 1

To obtain the expression of P;, we substitute the value of
vsg obtained in (10) into (16) as

PsLsg|hsg|? <5
5 < dq
PpLpg|hpel? + No
=Pr |:|hSE|2 < A|hDE|2 + B} .

P = Pr[VSE < 6d] =Pr

(30)
Let A = % and B = P];[‘)LésdE, X 2 |hgg|? and
Y £ |hpg|?, where X and Y are Be-Xi distributed random
variables. Using the expectation property of bi-variate random
variables, (30) can be expressed in an integral form as

Py — / Fx(Ay + B) fy (y)dy. 31)
0

The CDFs and PDFs of Be-Xi distributed random variables

X and Y can be obtained by using the transformation of RV
which are given as

Fx(z) =1-=Qn (\/?A, @) ;

1(2me- 802\ () 2mA
fx(z)=5 <> % Iy <Qﬁ> . (33)

(32)

2 QI m—1



By using (32), we can get the CDF term required for (31)

R ()

y Askasys/\SE -
P! k!
For deriving the closed form expression and for the accurate

truncation of the results, we accurately employ the approxi-
mated Bessel function as [41]

= S Flg.ro] (2/2)" 7

r=0

Fx(Ay+B)

(L (\p+ay+B))

(34)

(35)

T'(g+ (1—2r) .
where Flg, r,v] = F(r+1)F(E]q—?il)r(vwdrl)' It is observed that

as the ¢ ~ 0o, (35) results in terms of the infinite series [35].

By using (33) and (35), the PDF expression can be given as
Z (C"‘C) (0)1726
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. (m) P e (28
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Substituting the (34) and (36) into (31) and after rearranging
them, we obtain
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(37

Finally, we apply [42, eq. 3.381.4], the obtained closed form
expression of P; can be given in (17).

APPENDIX B
PROOF OF LEMMA 2

To obtain the expression of P,, we substitute the value of
Yu g in (16), so P is obtained as

8aPpLpulhpul?

Py =Pr [yur < d4] = Pr ||hsv|* <

PsLsy
daNo da(2 — B)No (38)
wPsLsyLuplhvel* (1 —B)PsLsy
Let U = |hsu|? V = |hpy|? and W = |hyg|?, where U,

V and W are Be-Xi distributed random variables with the

CDF and PDF given in (32) and (33), respectively. O(n as)sum—
34PpL _ 34N _ 6a(2—PB)N

ing a; = dPS.DLsDU a2 = }WPsEs;LUE and ag N (1i6)PSLS?U’

and substituting these variables in (38) and using the expec-

tation operator, we obtain

/0 / ( v E a3)fV (U)f\// (w)a’udw,
0

Now, expanding Fi;(a;v+52-+a3) by using (32) and separating
the integrals, we have

Pzzl_/oo/oon /2;;7’)\7\/?(@11]4-?5"’_@3)
o Jo
X fy (v)dv fw (w)dw

First, we substitute the value of @Q-function followed by
substituting the PDF of random variable V' that follows Be-Xi
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On rearranging (41) and applying the mathematical formula-
tions [42, eq. 3.471.9], we obtain the final expression of Ps
as shown in (18).
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