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Abstract

In the ubiquitous computing society, parenting “digital natives”
presents unprecedented challenges. Parents often rely on online
resources to support and guide their children in security and privacy
(S&P) related topics. However, the abundance of online resources
makes it challenging for parents to find high-quality and relevant
resources that align with their S&P needs. Further, the longitudinal
development of parental competence and coping strategies in S&P
topics remains largely unexplored.

We conducted a formative study with 210 U.S. parents of children
(Mgge = 11.73 years, SD = 3.15) to investigate the challenges parents
face in educating children about online S&P topics and to inform
the design of a remote intervention program (six short videos). In
the main study, we evaluated this intervention’s efficacy using a
14-week longitudinal randomized controlled trial, which consisted
of 201 U.S. parents, with 113 assigned to the control group and 88
to the intervention group.

We found that short videos significantly enhanced parents’ secu-
rity awareness and their conversation strategies. Notably, parents
who initially exhibited lower levels of these measurements bene-
fited the most from the intervention. Moreover, short videos were
effective in enhancing parents’ self-efficacy in protecting their chil-
dren from online risks. This study provides valuable insights into
various challenges parents face and respective coping strategies
that could be implemented to address S&P concerns in family set-
tings. The design and evaluation of the intervention program serve
as a foundation for future S&P researchers and educational stake-
holders.
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1 Introduction

Internet usage among children! has dramatically increased, with
one in three Internet users worldwide being a child, and more than
175,000 children going online for the first time every day [1, 98]. Al-
though the cyber world offers abundant opportunities for learning
and creativity, it also presents various security and privacy (S&P)
risks for children, such as harvesting of sensitive personal data and
exposure to cyberbullying and harmful content [54]. For instance,
about 55% of high school students in the United States have ex-
perienced online bullying or harassment [71]. Another German
survey revealed that malware, account compromises, online shop-
ping fraud, and data abuse are prevalent security threats among
teenagers [41]. These S&P incidents can severely disrupt children’s
academic and socioemotional development and contribute to men-
tal health issues.

We refer to online security for children as the practices, tools, and
measures implemented to protect children from threats such as
unauthorized access, cyberattacks, or other abnormal activities in
digital spaces. Relevant topics include safeguarding children’s digi-
tal devices, accounts, and communications to ensure confidentiality,
integrity, and availability [1, 92]. Online privacy for children can be

Definition of a child: any individual under the age of 18 [99].
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conceptualized as controlling the collection, use, and sharing of chil-
dren’s personal information in digital spaces, focusing on protecting
sensitive data (e.g., identity, browsing habits, and communications)
from unauthorized access or misuse without consent [58, 91]. Fi-
nally, online safety for children refers to protecting children from
online threats that could harm their physical and mental health [93].
When a child’s online security or privacy is compromised, it may
lead to safety issues. For example, when smart security cameras
installed in children’s bedrooms are compromised [93], predators
may exploit them to harass children remotely.

For children, including those considered “digital natives” [73], ac-
quiring online S&P skills is a developmental learning process. Teach-
ing these skills requires a shared responsibility between schools and
families [4, 56]. Even for young educators, they do not adequately
possess S&P knowledge and are not prepared to educate students
on these topics [74]. Many educators rely on search engines to
find relevant resources, whereas more experienced educators have
accumulated trusted resources (e.g., slides, curricula, and videos) or
seek recommendations from their colleagues [62]. Teachers might
intentionally refrain from teaching certain topics they perceive
as sensitive or uncomfortable [62], such as sexting. These points
underline the critical role of family members in shaping children’s
S&P practices [41].

Many parents might themselves have limited S&P literacy, thereby
influencing the extent to which they expose children to digital de-
vices and informs their mitigation strategies [56, 93]. Prior studies
[6, 32] have examined a number of off-the-shelf tools that enable
parents to manage security and privacy in family settings. Parental
control apps can enable parents to monitor children’s unhealthy
behaviors and keep them safe; however, these tools have also been
criticized as overly restrictive and, in some cases, an invasion of
children’s privacy [32]. Further, researchers have indicated that vul-
nerabilities in parental control tools could be exploited and lead to
security issues [6], such as device compromise and account takeover.
Parents need to scrutinize the data such apps collect and evaluate
the trustworthiness of their makers [7]. Consequently, the devel-
opment of parents’ S&P literacy is essential for the oversight of
children’s digital devices and management of off-the-shelf tools.

While considerable efforts have been made to address S&P issues
in schools [17, 50], how to support parents in developing aware-
ness and coping strategies to address S&P risks in a family
setting remains largely underexplored [54, 55]—despite the fact
that many S&P threats occur with children’s digital devices outside
of school premises and hours. The present study aimed to fill this
research gap with a mixed-methods approach. We conducted a for-
mative study to inform the design of a remote intervention program
and a main study to evaluate the efficacy of the intervention. This
work makes the following contributions:

o The creation of our intervention program provides a scal-
able solution that can be widely implemented to support
parents in managing children’s S&P in a family setting. We
provide the interventions as supplemental materials for other
researchers to adapt and use.

o The empirical validation of meaningful metrics for evaluat-
ing interventions offers a rigorous approach for future S&P
studies, enabling reliable and consistent evaluation of similar
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interventions. We provide these metrics in the appendix for
future use.

e The evaluation offers novel empirical insights into the ef-
fectiveness of parental support programs and we provide
recommendations on how they can be tailored to address
real-world concerns.

In the sections that follow, we review existing work on S&P edu-
cation in family settings, explore these issues from a developmental
psychology perspective, and present our research questions and
hypotheses.

2 Related Work

2.1 Mitigation Strategies for S&P Risks and
Available Educational Resources for Parents

Children encounter various online threats, such as cyberbullying,
predators, invasion of privacy, inappropriate content, financial
scams, hacking, and viruses [66]. Therefore, it is important for
parents to have open communication with children about their on-
line activities [31]. Another approach to mitigating these risks is to
use parental monitoring applications to limit screen time, access to
certain websites, and downloads. However, prior work found that
parents had doubts about the feasibility and functionality of mon-
itoring teenagers [76]. Researchers have suggested that parental
monitoring may foster a perceived sense of parental control over
children’s internet use, which could lead to negative outcomes,
such as lowering their guard to potential risks [31]. Researchers
suggested that parents should support children in managing S&P
issues rather than managing them on behalf of children [51].

Schoolteachers, parents, and governmental bodies are primary
stakeholders for children’s cyber security education [84]. Children
commonly gain cybersecurity knowledge from family, friends, and
other trusted individuals [41, 66]. Family conversations about S&P
serve as an important mean for shaping children’s S&P literacy [4].
Alghythee et al. [4] identified the following five conversation ap-
proaches: (a) rule-based, (b) example-based, (c) decision-making
process-focused, (d) consequence-based, and (e) contextual conver-
sations. While rule-based conversations were the most commonly
reported approach by parents [4], tailoring S&P discussions to spe-
cific applications and combining multiple conversational strategies
in parent-child interactions may be more effective than relying on
a single approach. This requires parents to be knowledgeable about
S&P topics and possess effective communication skills [82], which
is not always the case. Enhancing parents’ technical skills and self-
efficacy is essential to overcoming these barriers [54]. Unfortunately,
many resources designed to educate S&P topics appear to focus
primarily on the school environment/children’s needs [54, 106]
and are inadequate for use in family settings. One potential so-
lution is the development of literacy programs that specifically
support parents in their role as guardians [54], equipping them
with communication strategies for S&P conversations. To structure
the skills parents needed to oversee digital natives, Romero [82]
proposed a Parental Digital Literacy Framework. The framework
highlights four sub-sets of skills [82]: (a) basic skills to manage
privacy, content and technology, (b) communication skills, (c) cre-
ativity, problem-solving, attention and self-regulation skills, and
(d) life-long learning.
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Interventions aimed at developing parents’ S&P literacy are
scarce [55]. Prior media literacy interventions, including those
targeting parents, have demonstrated effectiveness in enhancing
parents’ awareness of media influence, critical evaluation of media
content, and domain-specific knowledge [47]. Informal sources,
including interpersonal stories, news articles, and online content
offering security advice [77], play an important role in shaping in-
dividuals’ security practices. Other approaches to develop parents’
S&P literacy include in-person workshops [40], parent-teacher con-
ferences (hosted by school, municipality, or church), peer-to-peer
learning, and community-based learning [55]. Additionally, parents
can learn about S&P topics through video platforms, online commu-
nities, and educational content created by NGOs and governmental
bodies [2, 82]. For example, NGOs like Common Sense Media and
Family Online Safety Institute (both US-based) deliver curricula and
strategies to promote safe and secure digital engagement within
families. However, research has identified several unresolved chal-
lenges in using these online materials to effectively develop digital
literacy, including difficulties in finding the relevant content, insuffi-
cient tailoring to varying literacy levels, and inadequate adaptation
to the needs of the target audience [5].

2.2 Family Security and Privacy from a
Developmental Psychology Perspective

Building on the definition used in parenting research [36], we define
family S&P education as parental practices aimed at developing chil-
dren’s S&P awareness in online activities and safeguarding them
from S&P risks. Decades of parenting research suggest that par-
ents’ support for their children’s development in specific domains
has a positive impact on overall child development [48]. Specifi-
cally, in the context of S&P, emerging studies highlight the pivotal
role of family education in equipping children with the necessary
skills to navigate digital challenges [37, 54, 75]. We focused on
parents with children (in Grade 6-9), a group classified as “early
adolescence” [64]. This developmental stage marked by significant
biological, cognitive, social, and emotional changes that influence
parent-child relationships [64]. During this period, children increas-
ingly seek independence and become more involved in activities
outside the family, often accompanied by reduced parental supervi-
sion. Parents navigate a renegotiation of authority and relationship
boundaries with early adolescents, which can lead to conflicts [13]
and pose challenges for parents in providing effective support dur-
ing this critical stage [83]. On one hand, parents must demonstrate
perseverance and consistency to achieve their parenting goals de-
spite setbacks and difficulties. On the other hand, they must adapt
to their children’s evolving needs while maintaining these goals
[34].

Previous quantitative studies have attempted to investigate how
parenting behaviors impact their children through the lens of the
four classical parenting styles: authoritative, authoritarian, neglect-
ing, and permissive [9, 60]. These styles are defined by the combi-
nation of two key parenting dimensions: responsiveness (warmth)
and demandingness (behavioral control). Authoritative parenting
is characterized by high responsiveness and high demandingness,
while permissive is characterized by high responsiveness and low
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demandingness. Since the 2000s, researchers [35] have acknowl-
edged the critical role of autonomy—the sense of psychological
liberty and the perception of self-directed choice, reflecting an indi-
vidual’s ability to act upon their own values and internal will [23].
Parental monitoring as a form of behavioral control may not be
appropriate to guide early adolescents who seek for independence
and autonomy; thus, parents should adapt their digital parenting
strategies and styles according to their children’s developmental
stages.

The dynamic management of boundaries between teenage tech-
nology users, the outside world, and their parents has long been a
complex issue. In the human-centered security and privacy commu-
nity, researchers have investigated children’s privacy and security,
investigating topics such as connected toys [63], password behav-
iors [97], misinformation [88], reactions to phishing [53]. Cranor
et al. [22] investigated parents’ and teenagers’ views of privacy
in semi-structured interviews, comparing their differing views on
boundaries. The authors found that parents struggled to conceptu-
alize their teenagers’ privacy boundaries, for instance, the extent
to which text messages and apps were considered private by their
kids. Children considered their phones more private than comput-
ers. Thus, intervention programs that target parenting strategies in
the domain of online S&P in children need to respect their privacy.
This aligns with research highlighting the importance of parents
having conversations about decision-making thought processes
with their children [4]. Parental approaches that balance guidance
with autonomy—such as providing rationales rather than enforcing
strict rules—help children develop critical thinking and skills in
managing online risks.

In summary, it is important for parents to be aware of the
various risks their children are exposed to when in their online
endeavors. An effective intervention program to support parenting
should align with their children’s developmental stages. Such a
program should not only provide parents with actionable toolkits
but also remind parents to respect early adolescents’ privacy and
support them in developing their S&P competence.

3 Research Objectives

The overarching goal of our study was to develop a first version
of a S&P intervention aimed at parents and to evaluate its efficacy.
In the long run, we hope that this effort supports the research
community and practitioners in working towards an evidence-based
S&P intervention program for the family environment. To achieve
this, we conducted a formative study and a main study. Through the
formative study and post-intervention questionnaire, we sought to
address the first research question (open and descriptive):

RQ1: What considerations should be taken into account when
designing intervention programs to support parents in educating
their children about online security and privacy?

The main study aimed to evaluate the effectiveness of the inter-
vention program using a randomized controlled trial. According
to the Protection Motivation Theory [57, 80], two key cognitive
processes contribute to individuals’ behavior change: (a) threat ap-
praisal, which involves parents’ awareness of the severity of online
risks and children’s vulnerability to such risks, and (b) coping ap-
praisal, which refers to parents’ belief in the efficacy of protective
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actions and their ability to perform them. Specifically, within the
human-centered security community, Sasse et al. [85] emphasized
the indispensable role of self-efficacy in individuals’ adoption of
new security behaviors. If parents have higher self-efficacy in guid-
ing and protecting their children on S&P topics, they are more
likely to implement related S&P practices. Thus, to empower par-
ents in supporting their children’s S&P, it is essential to enhance
both parental awareness and parenting self-efficacy. This led to the
second research question:

RQ2: How does a remote intervention influence parents’ aware-
ness, self-efficacy, and coping practices (e.g., parental mediation
strategies and conversation approaches) in educating their children
about security and privacy?

To test the intervention’s effectiveness, we hypothesized the
following:

H1: Parents in the intervention group will demonstrate a greater
awareness of their children’s online risks than those in the control
group.

H2: Parents in the intervention group will report higher self-
efficacy in supporting their children with online challenges than
those in the control group.

H3: Parents in the intervention group will employ a broader
range of mediation strategies and conversation approaches (or use
them more frequently) compared to those in the control group.

H4 (exploratory): Levels of parental concerns about their chil-
dren’s online S&P may not differ between groups, as parents in the
intervention group, while becoming more aware of potential risks,
may also develop self-efficacy in managing them.

4 Methods
4.1 Formative Study

The formative study utilized a questionnaire comprising both
open-ended questions and scale items, and it served two key pur-
poses. First, it aimed to identify parents’ difficulties and needs in
supporting their children’s online S&P. This was achieved through
qualitative thematic analysis, with the findings directly inform-
ing the design of the intervention program to ensure its relevance
and practicality. Second, the formative study assessed the measure-
ments intended for use in the main study to evaluate the program’s
effectiveness. This step was critical, as some of these measurements
had not undergone rigorous psychometric validation in prior re-
search (e.g., [24]). Consequently, items on some scales were adapted
or removed based on their theoretical alignment and psychome-
tric properties, assessed through internal consistency estimates
(Cronbach’s alpha and McDonald’s omega) and confirmatory factor
analysis (CFA).

4.1.1 Participants. Parents residing in the United States with at
least one child in Grades 6-9 were eligible to participate in this study.
In September 2024, a total of 210 U.S. parents (53.33% mothers, n
= 112) participated in the formative study via the online platform
Prolific, with a mean age of 42.46 years (SD = 8.65). Approximately
62% held at least a bachelor’s degree, and 80% reported being in
a committed relationship. When answering questions about their
children, parents were instructed to refer to their youngest child in
grades 6 to 9. Among the referred children, 103 (49%) were girls and
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107 (51%) were boys, with a mean age of 11.73 years (SD = 3.15). The
socioeconomic status, assessed using the highest parental socio-
economic index (HISEL [69]), was notably higher than the U.S.
average (M = 65.32 vs. 55.7; [79]).

4.1.2  Challenges Parents Face. To address RQ1, we asked study
participants, Could you please elaborate on the difficulties you en-
countered when teaching your child about online security and privacy
topics (e.g., online risks and privacy settings of apps)? After removing
ten empty answers, we recorded 200 valid answers. Three authors
each familiarized themselves with 50 unique answers and then
jointly created a first bottom-up categorization of meaningful codes
[14]. Following this, the first author created an integrated coding
scheme and coded all answers with MAXQDA [100], no new codes
generated in this process. 65% of the answers were double-coded
by another two authors; inter-rater reliability was analyzed using
Cohen’s k, demonstrating substantial agreement (x = 0.79). We
include the coding scheme in Appendix A. 38 parents (19%) re-
ported they had not encountered any challenges. In the following
paragraphs, we present the four main categories of challenges that
we identified:

Parental concerns about online risks (n = 67): Parents ex-
pressed concerns associated with their children’s online activities.
Many children were perceived to be overly trusting and did not
always heed warnings (P2, P56), believing that strangers they meet
online are who they claim to be and will be kind to them (P27,
P32, P37). This over-trust might lead to dangerous situations, as
children may share personal information or engage with strangers
(P9, P21, P32). Additionally, parents worried that children often did
not understand the potential dangers of the internet, feeling invin-
cible due to a lack of negative experiences (P8, P68, P151). Parents
also struggled with their children’s overconfidence and resistance
to their advice and stated that children believed they were more
tech-savvy than their parents (P35, P96, P162).

Complexity of S&P topics from parents’ perspective (n =
49): Many parents did not consider themselves knowledgeable in
S&P topics (P64, P79, P200) or lacked confidence in explaining these
topics (P13, P112, P135). Some indicated that they were not tech-
savvy enough to teach their children, while others found it hard
to keep up with new applications their children use and different
privacy settings (P35, P85). Many parents also felt overwhelmed
by the constantly evolving digital landscape, making it challenging
to stay up-to-date on emerging threats (P1, P15, P75, P186). P163
expressed the need for “a reputable resource that stayed on top of
things and offer digestible information”

Parenting challenges (n = 62): Many parents struggled to at-
tract their children’s attention and interest when having S&P con-
versations with them (P12, P54, P97). While parents acknowledged
the need for parental monitoring, they expressed technical con-
straints, ethical concerns, and reluctance from their children (P22,
P28, P109). Lastly, a few parents found S&P conversations awkward
(P114), or they did not feel close enough to their child to discuss
such topics (P146); as P44 described “(My child) doesn’t want to
talk to me about stuff like this. If I push it, she gets irritated and
leaves the room.”

Parents’ critical reflections (n = 11): A few parents found it
challenging to balance trusting and monitoring (P76), “teaching
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Table 1: Summary of topics parents wanted to learn about.

Categories Occurrence | Exemplary Topics

Online privacy-related top- | 95 Privacy protection, privacy settings, keep personal information safe, sharing personal

ics content/info/nudes online, digital footprints, keeping accounts private, and secure
personal data

Online security-related top- | 90 General security concerns, and specific threats (including hacking, phishing, scams,

ics email/website account security, false identities, police involvement, passwords, virus,
and ransomware)

Parental monitoring and | 84 Setting parental controls, track kid’s online behavior, location tracking, technology

parenting strategies to protect children, websites that kids can access, good online habits, mental mindset,
general tips; and how to teach children recognizing/avoiding online threats, securing
their accounts, resources for teens to communicate with other youth, online safety
for teenagers

Online protective actions 78 Websites should avoid, examples of dealing with specific websites; mental health
and peer relationship issues, including smartphone addiction, cyberbullying; and
safe social media usage, grooming, catfishing, and identity thief

Online harmful content 63 Pornography, racism, fake news, internet danger, drugs, bots on social media, hoax
news, harmful websites, and misinformation

Current trends and emerg- | 12 Al-generated content, deepfake, sexting, latest applications and technologies

ing risks

them and them tuning you out” (P77), and “fostering independence
while ensuring security” (P153). Furthermore, in some cases, the
social environment seemed to cause parents difficulties in pursuing
S&P in the family; for example, P206 was frustrated by the insecure
password policy suggested by their child’s school, and the parents
of their child’s friends were extremely permissive when it came to
digital devices, causing serious strain and power struggles between
P130 and their child. Lastly, a couple of parents reflected on the
challenges posed by tech companies and the lack of proper legis-
lation (e.g., luring the attention of children, P36; lack of privacy
protection for teenagers in the US, P29).

4.1.3 Intervention Design. Research indicates that short videos can
be an effective training approach to engage trainees with S&P top-
ics [10, 62]. Short videos can deliver a lot of content in a short time,
catch viewers’ attention, and have both short- and long-term train-
ing effects [10]. Short videos are an effective format for explaining
complex S&P concepts [49, 90]. Furthermore, short videos are more
cost-effective for large-scale deployment than in-person training or
games [90, 106], which require more resources and logistics. Lastly,
short videos can be accessed via different digital devices and have
the potential to seamlessly integrate into parents’ daily media con-
sumption. Given these advantages, we selected educational short
videos as the intervention approach in this study.

In the formative study, we surveyed the parents: We’re developing
a program to help parents protect their children’s online security and
privacy. If you were to join this program, which three topics would
you most like to learn about? We received valid answers from 208
participants. After removing the irrelevant answers and merging
similar topics, we summarize topics that parents want to learn in
Table 1. Informed by the topics and challenges reported by par-
ents, we developed six themes to address in our video series. It was
not feasible to address every topic indicated by parents; therefore,
we focused on categories-level and highlighted relevant S&P risks
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alongside respective coping strategies. Notably, our study partic-
ipants often mixed online safety with security, prompting us to
include certain online safety topics—such as avoiding online preda-
tors and harmful content—in our video episodes. Besides parents’
expectations, we carefully estimated the potential impact that our
intervention might have on their children (primarily “early adoles-
cents”). We verified all the examples prior to including them in the
videos with reputable media outlets. When we provided sugges-
tions in the videos, they were based on peer-reviewed publications
or relevant institutions (e.g., the Family Online Safety Institute).
Considering early adolescence is a stage of seeking increasing lev-
els of autonomy [83], we emphasize open communication in the
family environment and parents’ role in supporting children to de-
velop their ability to manage their digital devices and accounts. We
avoided emphasizing restrictive or authoritarian parenting styles
and intentionally presented early adolescents’ perspectives (e.g., us-
ing sarcasm, criticism, and yelling in serious conversations reduces
effective communication [12]).

The production of each episode followed a structured process:
defining the goal of each episode (see Appendix B), gathering
relevant scientific papers and news stories, outlining the structure,
drafting the script, recording audios, and completing visual editing.
We used stock image/video/audio from Envato and Pexels, with
Final Cut Pro as our editing tool. Two researchers with a background
in educational psychology and media production and one media
producer collaboratively created the following six short videos (in
total 29 minutes):

Episode 1: Protecting kids’ online security and privacy (3:51). In the
introduction episode, we provide easy-to-understand definitions
for online security [1] and online privacy [58] and examples rele-
vant to children’s online activities, including social media profile
settings, meeting new friends online, online password protection,
and downloading free games from unknown websites.
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Episode 2: Seven steps to good digital parenting (5:00). We use
educational videos created by Family Online Safety Institute (FOSI)
as learning material in this episode?. The video emphasizes the
following key steps to good digital parenting: a) talk with your
child about what they are doing online, b) educate yourself to stay
updated with technology, c) use parental controls to manage your
child’s online experience, d) set ground rules and enforce them,
e) friend and follow, but don’t stalk them, f) explore, share, and
celebrate with your child, and g) be a good digital role model.

Episode 3: Dos and don’ts of parental monitoring (4:51). The episode
starts with an overview of different ways of monitoring children’s
online activities, i.e., parental control applications (benefits and
risks of using such apps [3]), setting rules and boundaries, and hav-
ing weekly conversations with their child on their online activities.
We introduce the key features of default parental control apps on
i0S, Android, macOS, and Windows systems. The video ends with a
call for direct communication within the family to support children
in navigating the digital world safely.

Episode 4: Popular applications and associated risks (5:23). The
episode first lists the 11 most popular apps among American teenagers,
as reported by the Pew Research Center [8]. Then, we describe some
potential risks associated with using these applications, such as ac-
count security threats, cyberbullying, online privacy issues, harmful
content, online safety, and digital well-being, referring to various
news articles.

Episode 5: Communication strategies on privacy and security (4:55).
This episode highlights three strategies that parents can use to talk
to their teenagers about online privacy and security (presented in
[4]): sharing your own experiences to teach your child about the
decision-making thought process, discussing the consequences of
online actions, and tailoring advice to what your child actually uses
(contextual conversations).

Episode 6: Emerging risks and parental support (5:12). We intro-
duce emerging risks associated with children’s usage of generative
Al (identified by Yu et al. [105]), the improper use of deepfake tech-
nology, and sextortion targeting teenagers. We suggest parents
have open and non-judgmental conversations, develop digital lit-
eracy alongside their child, and provide reassurance and support
to mitigate emerging risks. The video ends with a recap of the key
topics we introduced in the past five episodes.

4.1.4 Measurement Validation. Table 2 gives an overview of the
measurements evaluated in the formative study, including a brief
description of each construct, the number of facets and items, and
goodness-of-fit. These measurements were informed by prior em-
pirical studies [2, 4, 33] and grounded in established theoretical
frameworks [57, 80]. All adapted measurements are included in
Appendix D.

Parental security awareness (parental awareness). Parental cyber-
security situational awareness was assessed using a scale developed
by Ahmad et al. [2], comprising six items (e.g., “I am aware of what
my child is accessing”). Participants responded on a five-point Lik-
ert scale ranging from 1 (strongly disagree) to 5 (strongly agree).

2We received authorization from FOSI to use their videos for research purpose. Link
to the video series: https://www.fosi.org/how-to-be-good-digital-parent
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During analysis, the fourth item (‘I realize how difficult it is to
control my child’s internet usage”) displayed negative correlations
with all other items and a negative factor loading in the CFA. After
removing this item, the scale demonstrated a one-factor structure.

Parental concerns about security and privacy of their children
(parental concerns). Parental concerns about children’s online secu-
rity and privacy were assessed using a 13-item scale informed by
findings from the Australian Government’s eSafety program [24].
The items addressed a range of potential online risks for children,
such as “being called insulting names.” Responses were recorded
on a five-point Likert scale (1 = not at all, 5 = very much). A confir-
matory factor analysis indicated an acceptable fit for a one-factor
model.

Internet-specific parenting self-efficacy (parenting self-efficacy).
We measured parents’ confidence in managing their children’s ex-
posure to online risks with a scale developed by Glatz et al. [33].
Participants rated their confidence on eight five-point Likert items
(e.g., “How confident are you in your ability to prevent your child
from coming into contact with dangerous individuals?”, 1 = ex-
tremely unconfident to 5 = extremely confident). The results of a CFA
indicated a good fit for a one-factor model.

Internet-specific parental mediation (parental mediation). The
items were adapted from the parental internet-specific mediation
scale [33] to measure the frequency with which parents employ
different mediation strategies to manage their children’s online
activities. The scale encompassed four dimensions. The first dimen-
sion, restrictive mediation, referred to parental rules about online
activities and the use of monitoring software programs, including
items such as, “How often do you use filtering software installed
on your child’s devices?” The second dimension, demands child
disclosure, assessed how often parents require their children to
provide information about their online activities, with items like,
“How often do you demand to know which websites your child has
visited?” The third dimension, active mediation, measured the fre-
quency of discussions with the child about internet use, as captured
by items such as, “How often do you talk to your child about what
they are doing on the internet?” Finally, proximity refers to being
physically present while the child uses the internet without actively
interfering, with items such as, “How often do you sit with your
child while they are online?” Answers were rated on a five-point
Likert scale (1 = never, 5 = always). We performed a four-factor CFA
model, which showed close fit.

Parental conversation approaches on security and privacy (con-
versation approaches). To evaluate the various approaches parents
use when discussing S&P topics with their children, we developed
a scale comprising five dimensions, based on a qualitative study
[4]. The first dimension, rule-based conversations, involved parents
discussing rules for digital privacy and security with their child
(e.g., “I regularly discuss online safety rules with my child”). The
second dimension, example-based conversations, focused on us-
ing illustrative examples to explain privacy and security concepts
(e.g., “I show my child phishing emails I receive to help them recog-
nize online scams”). The third dimension, decision-making thought
processes, measured how parents guided their child in making ra-
tional decisions about digital privacy (e.g., “I explain to my child
how I make choices about keeping our online information safe”).
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Table 2: Overview of the measurements evaluated in the formative study.

Construct Description Factors | Response| a/w CFA Goodness-of-fit
(Items)
Parental It evaluates the level of a parent’s awareness | 1 (5) 1-5 82/.83 | x*(4) = 8.96, p = .06; CFI = .99; RM-
awareness [2] | to protect their children from online risks. SEA = .08, 90% CI [.00, .15]; SRMR
=.03
Parental con- | It measures parent’s concerns about negative | 1 (13) 1-5 82/.83. | x*(4) = 8.96, p = .06, CFI = .99, RM-
cerns [24] online experiences that might happen to their SEA = .08, 90% CI for RMSEA [.00,
child online. .15], SRMR = .03
Parenting self- | It measures the extent to which a parent be- | 1 (8) 1-5 93/.93 | ¥%(19) = 48.04, p < .001; CFI = .95;
efficacy [33] lieves they can influence children’s online be- RMSEA = .09, 90% CI [.06, .11];
haviors and prevent them from online risks. SRMR = .04
Parental me- | It measures the frequency with which a par- | 4 (8) 1-5 95/.95 | x*(19) = 48.04, y%(48) = 97.177, p <
diation [33] ent uses different mediation strategies to man- .001; CFI = .97; RMSEA = .07, 90%
age their children’s online activities. CI [.05,.09]; SRMR = .04
Conversation | It assesses the extent to which a parent ap- | 5 (20) 1-5 96/.96 | x*(160) = 384.38, p < .001; CFI =
approaches plies five conversation approaches when dis- .90; RMSEA = .08, 90% CI [.07, .09];
[4] cussing S&P topics with their children. SRMR = .07

The fourth dimension, consequence-based conversations, empha-
sized highlighting the outcomes of privacy-related actions to raise
the child’s awareness (e.g., “I actively discuss with my child the
potential risks and consequences of their online actions”). Lastly,
contextual conversations involved discussing privacy and security
issues specific to particular apps or platforms used by the child (e.g.,
“I discuss privacy issues with specific apps and platforms my child
uses”). Items were evaluated on a five-point Likert (1 = strongly dis-
agree, 5 = strongly agree). The five-factor CFA model demonstrated
an acceptable fit.

Covariates: security attitudes and online privacy concerns Par-
ticipants’ general security attitudes were assessed using a scale
developed by Faklaris et al. [27], consisting of six items. An ex-
ample item is “I seek out opportunities to learn about security
measures that are relevant to me.” A unidimensional CFA model
fit the data well. For online privacy attitudes, we adapted a scale
validated by Buchanan et al. [15]. We selected six items related to
online activities from the original scale (e.g., “Are you concerned
about online organizations not being who they claim they are?”).
The fifth item was removed as suggested by both scale analysis and
CFA. Thus, the scale showed a one-factor structure with excellent
goodness-of-fit.

4.2 Main Study

The main study was a randomized controlled trial (RCT) with a 2
(Treatment Condition: Intervention or Control) X 2 (Time: pre and
post) design conducted over a 14-week period. Thus, it consisted of
three phases: a pre-questionnaire, a 12-week remote intervention,
a post-questionnaire. During the 12-week interval, participants
in the intervention group received a short video and a feedback
questionnaire every two weeks via Prolific. The intervention was
evaluated both during the program (via a short questionnaire after
each episode) and afterward (through pre- and post-intervention
test comparisons). Refer to Figure 1 for an illustration of our exper-
iment design.
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4.2.1 Data Collection and Participants. Before data collection, we
estimated the optimal sample size using a prior power analysis with
the program G*power [28]. With the expectation of a medium effect
size of n? = .06 as a more conservative estimate, a total sample size
of 128 (i.e., 64 in each group; using the F-test) should be sufficient
to detect main and interaction effects (1-f = 80). Taking possible
attrition into account ([25] shows an attrition rate up to 30% in an
in-person intervention program) and recognizing that online inter-
ventions assume even higher attrition rates (e.g., due to reduced
personal engagement or technical barriers), an oversampling of N
= 320 was reasonable.

In September 2024, 320 U.S. parents with at least one child in
Grades 6-9 were invited to participate in the study via the online
platform Prolific. Of these, 135 parents were randomly assigned
to the control group, and 185 to the intervention group. All par-
ticipants completed a pre-questionnaire upon enrollment. Subse-
quently, parents in the intervention group received a Qualtrics
survey every two weeks via their Prolific accounts. Each contact
point included informed consent, one video episode, a multiple-
choice question to review the key points of the episode, feedback
questions, and a playlist link to all previous videos. We did not pro-
vide specific instructions to parents after videos, as family contexts
varied (e.g., device use and family rules). The videos were hosted on
YouTube for its wide accessibility and lack of account restrictions
for viewing. In comparison with the alternative approach of asking
parents to subscribe to a channel on their preferred video platforms,
this controlled setting enabled us to isolate, to a certain extent, con-
textual variability across platforms, which facilitated evaluations
that were less confounded by differences in media platforms.

In Episode 1 of the intervention, 160 out of 185 parents partici-
pated; however, the responses of eight parents were excluded due to
a completion duration shorter than the length of the video (n = 152).
In Episode 2, seven parents dropped out, and the responses of eleven
parents were removed for short durations (n = 134). In Episode 3, 16
more participants dropped out, and 17 participants’ responses were
excluded due to rapid completion times (n = 114). Episode 4 saw
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Figure 1: Flowchart of our experiment design: 14-week interval between timepoint 1 (T;) and timepoint 2 (T3).

eight additional dropouts, along with five responses removed for
short completion durations (n = 101). Finally, in Episode 5, five par-
ents dropped out, and the responses of three parents were excluded
for the same reason (n = 93). We invited participants who watched
all of the first five episodes and all participants assigned to the
control group to complete the post-questionnaire. This time, five
participants from the intervention group and 21 from the control
group dropped out. Refer to Appendix E to see the dropout rate
table.

Thus, the sample for the quantitative evaluation of the inter-
vention’s efficacy consisted of a total of 201 parents (111 mothers),
with 88 in the intervention group and 113 in the control group. On
average, participants were 44.89 years old (SD = 8.71) and had 2.19
children (SD = 0.96) in their household. The average HISEI score
was 64.95 (SD = 17.53), which exceeded the U.S. average level. No
statistically significant differences were found between the inter-
vention group and control group in terms of sociodemographics,
including age, gender distribution, number of children, and socioe-
conomic status. For the qualitative feedback analysis, we included
participants who took part in each episode. Although some of them
dropped out in later episodes, their suggestions remained construc-
tive for improving our intervention.

4.2.2  Measurements. To evaluate the efficacy of the intervention,
we assessed the following measurements in both pre- and post-
questionnaires with Likert scales:

« Parental security awareness

« Parental concerns about S&P of their children

« Internet-specific parenting self-efficacy

« Internet-specific parental mediation

« Parental conversation approaches on S&P

« Covariates: general security attitude and privacy concerns

Single question feedback: Participants’ subjective evaluation of
each episode was assessed using the following indicators: (1) the
perceived usefulness and clarity of the video (e.g., “Please rate the
usefulness/clarity of the video”), rated on a five-point Likert scale
ranging from 1 (Poor) to 5 (Excellent); and (2) the likelihood of
recommending the video to others (e.g., “How likely are you to
recommend this video to another parent?”), rated on a five-point
Likert scale ranging from 1 (Very unlikely) to 5 (Very likely).

Open-ended questions: Participants were invited to provide sug-
gestions for improving each episode by responding to an open-
ended question: “Do you have any suggestions for improving the
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video?” Additionally, we asked participants after Episode 6, “Are
there any other topics you would like us to include in future Par-
enting Digital Natives series?” Lastly, in the post-questionnaire, we
asked the participants, “Have you tried any of the recommended
strategies? If so, could you briefly share your experience with us?”

4.3 Ethics Considerations

The research project received approval from the Ethics Review
Panel of [anonymized for review] prior to implementation. Partici-
pation was entirely voluntary, and informed consent was obtained
from each participant. Detailed information about the study’s pur-
pose was provided to participants, and they were reminded of their
right to withdraw at any time without needing to give an expla-
nation. For the main study, on average, participants spent 10.88
minutes in the questionnaire at pre-questionnaire; for the ques-
tionnaire at post-questionnaire, participants spent 9.40 minutes.
We provided $10 to each participant who completed the pre- and
post-questionnaires. The intervention group participants further
received $2 for attending each session (5-6 min per session). Addi-
tionally, a bonus of $5 was awarded to those who attended all of the
first five sessions. Participants could also request their data be with-
drawn at any stage without facing any negative consequences. All
data sets were identifiable only through a pseudo-anonymous iden-
tifier, accessible exclusively by Prolific. This identifier was deleted
after data matching.

4.4 Data Analysis

In the preregistration, we initially planned to use analysis of vari-
ance (ANOVA) with repeated measures. Instead, we decided to
use generalized linear regressions to investigate the effect of the
intervention. This method is flexible in handling missing values
and random effects, accommodates unbalanced groups, and enables
the inclusion of covariates and additional predictors. Compared
to ANOVA (including non-parametric forms of ANOVA, like ART-
ANOVA), it provides richer insights into the effect size of predictors
[95]. We used MAXQDA to analyze qualitative data [100]. We fol-
lowed an inductive thematic analysis approach [14] to familiarize
ourselves with the data, generate meaningful codes, categorize
coded segments, and summarize descriptively the key findings. The
coding and theme development were driven by the data content,
which ensured that the participants’ voices remained central in the
data analysis.
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Table 3: Mean (SD) of measurements and t-tests of between-group difference. Note: CG for control group; IG for intervention

group. * p<.05; ** p<.01; *** p <.001.

Variable Pre-questionnaire Post-questionnaire
CG IG t CG IG t

Parental awareness 4.16 (0.61) 4.31 (0.5) -1.86 | 4.14 (0.54) 4.3 (0.42) -2.35*
Parental concerns 3.12 (1.04) 3.01 (1.12) 0.73 3.3(1) 3.13 (1.13) 1.09
Parenting self-efficacy 3.31 (0.81) 3.5(0.72) -1.82 | 3.27 (0.85) 3.59 (0.73) -2.83**
Parental mediation 3.13 (0.8) 3.16 (0.91) -0.21 | 3.14 (0.81) 3.25 (0.78) -0.98
Conversation approaches 3.82(0.74) 3.87 (0.7) -0.52 | 3.85(0.71) 3.97 (0.61) -1.27
Consequence-based conversations  4.03 (0.86) 4.13 (0.74) -0.92 | 4.06 (0.76) 4.21 (0.58) -1.57
Decision-making thought process  3.82 (0.87) 3.9 (0.86) -0.63 | 3.83(0.81) 4.06 (0.66) -2.16*
Security attitude 3.8 (0.68) 3.88 (0.78) -0.81 | 3.81(0.69) 3.98 (0.69) -1.74
Privacy concerns 3.52 (0.96) 3.43 (1.02) 0.64 | 3.65(0.96) 3.58 (1.01) 0.55

5 Results
5.1 Intervention Efficacy

In both pre- and post-questionnaires, we examined parental aware-
ness, parental concerns, parenting self-efficacy in preventing chil-
dren from online risks, parental mediation, and parental conversa-
tion approaches. Furthermore, we measured two covariates: general
security attitude and privacy concerns. Table 3 presents the descrip-
tive statistics for all measurements. The Shapiro-Wilk tests revealed
that, except for parental mediation, all other measurements were
not normally distributed. For between-group comparisons, we used
t-tests. Notably, the measurements at pre-questionnaire showed
no statistically significant differences between the control group
and the intervention group. At post-questionnaire, the intervention
group demonstrated significantly higher levels of parental aware-
ness, parenting self-efficacy, and decision-making thought pro-
cesses (a key dimension of parental S&P conversation approaches)
compared to the control group. For within-group comparisons, we
conducted Wilcoxon signed-rank tests. Among our target outcomes,
while the increase of parental awareness, parental concerns, and
parenting self-efficacy in the intervention group did not reach statis-
tical significance, decision-making thought processes demonstrated
significance (V = 637.5, p = .03). In terms of covariates, we observed
a significant increase in privacy concerns from pre-questionnaire
to post-questionnaire for both the control group (V = 1671.5, p =
.02) and the intervention group (V = 798, p < .05).

We used generalized linear regressions to investigate the
effect of the intervention. In all regressions, each target out-
come at the post-questionnaire was predicted by its (a) respective
value at pre-questionnaire, (b) general privacy concerns at pre-
questionnaire, (c) security attitude at pre-questionnaire, (d) con-
dition/group assignment (i.e., 0 = CG, 1 = IG), (e) the interaction
a*d, and (f) whether any strategies learned in the intervention
were applied (1 = applied, 0 = not applied; 63 indicated applied).
Furthermore, we controlled for sex and age.

The results showed that the main effect of condition was not
significant for parental concerns, overall parental mediation, or
general conversation approaches, indicating that being in the inter-
vention group did not influence these factors. However, significant
main effects of the intervention were observed for parental aware-
ness, parenting self-efficacy, and consequence-based conversations
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and decision-making thought processes—two specific aspects of
conversation approaches. Regarding the main effects, the interven-
tion increased parental awareness (B = 1.38, SE = 0.42, t = 3.26, p
< .01), parenting self-efficacy (B = 1.18, SE = 0.46, t = 2.53, p < .05),
consequence-based conversations (B = 0.82, SE = 0.37, t = 2.22, p
< .05) and decision-making thought processes (B = 0.87, SE = 0.35,
t = 2.53, p < .05). In terms of time X condition interaction effects,
a significant negative effect was found between pre-questionnaire
parental awareness and intervention (B = -0.31, SE = 0.10, t = -
3.11, p < .01); also between pre-questionnaire consequence-based
conversations and intervention (B = -0.20, SE = 0.09, t = -2.22, p
< .05). Additionally, a significant negative interaction was identi-
fied between pre-questionnaire decision-making thought processes
and the intervention (B = -0.20, SE = 0.08, t = -2.41, p < .05). See
Appendix F for regression tables. These findings indicate that
the intervention had a diminishing effect on gains in awareness,
consequence-based conversations, and decision-making thought
processes as baseline levels increased, suggesting a stronger impact
on parents with lower initial scores and a leveling effect at higher
initial scores.

Key results. The video series effectively increased parental
awareness and parenting self-efficacy. While it did not
significantly impact overall parental mediation or conver-
sation approaches, a closer examination of specific facets
revealed that the intervention increased the frequency of
consequence-based conversations and sharing decision-
making thought processes.

5.2 Intervention Feedback

The mean value of clarity/usefulness for all episodes reached a score
above 4, indicating “very good” in delivering the planned topics of
the episode. With a mean of 4.46, participants of Episode 5 generally
found the video to be between “Very good” and “Excellent” in
terms of clarity in explaining the different communication strategies
for privacy and security. Regarding the likelihood to recommend,
except for Episode 2, all other episodes achieved a score of 4 or
above, indicating they would “likely” recommend the respective
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Table 4: Mean (SD) of feedback questions of each episode. Note: “-” indicates the metric was not measured for the episode.

Episode 1 Episode 2 Episode3 Episode4 Episode5 Episode 6
Clarity - 439 (0.72) R 438(0.68) 4.46(0.65) 4.39 (0.70)
Usefulness 4.01 (0.84) - 4.12 (0.78) - - -
Likelihood to recommend ~ 4.05 (0.98) 3.95 (1.10) 4.00 (1.04) 4.17 (0.93) 4.17 (0.97) 4.25 (0.93)

episode to other parents. We include the mean (SD) of feedback
questions of each episode in Table 4.

The high scores in clarity, usefulness, and likelihood to rec-
ommend align with the predominantly positive feedback we re-
ceived in response to the open-ended question, “Do you have any
suggestions for improving the video?” Of the 544 responses, 352
(65%) indicated that they had no suggestions for improvement. The
most frequently mentioned keywords in the positive responses
were: “great” (45 times), “informative” (29 times), “high quality”
(27 times), “excellent” (17 times), “useful/helpful” (16 times), “con-
cise/clear/straightforward” (14 times), and “easy to understand” (14
times). Additionally, in 76 instances, participants provided sugges-
tions for improving the video series, focusing on the following
aspects:

More engaging narrative: Most participants praised the au-
dio for being clear and understandable. In all episodes, we had a
native American male from [anonymized for review] as the narra-
tor. However, some participants suggested that the pacing could
be faster (E4P16, E4P85, E5P923). A few participants criticized the
monotone narrative style as lacking engagement (E1P63, E2P9).
E4P64 specifically recommended a female voice to better engage
the audience. Surprisingly, E1P93 misperceived the narrator as an
Al voice, noting that “the pronunciation came off weird quite a few
times, as well as the inflection” These suggestions highlight the
important role of the narrator in engaging the audience.

Better visual presentation: Several participants suggested im-
proving the visual presentation with animations (E1P110) or high-
quality images (E1P144). We used stock videos/photos from Envato
and Pexels for the visual elements, but some scene compositions
were less polished than others in the video (E4P77). E1P111 sug-
gested using a more casual and personable presentation manner
to make the video more relatable and engaging. Further, regarding
content accessibility and retention, E3P72 recommended providing
a text summary of key points at the end of the video for easier
reference. E2P84 suggested adding descriptive words during the
narrative to emphasize key points could guide viewers’ attention
to important aspects of the video.

Further in-depth content: Several participants recommended
creating videos with more actionable advice, particularly in areas
like addressing children’s antagonistic or hostile attitude when
establishing rules on internet use (E2P81), as well as easier-to-follow
tutorials (e.g., “digital parenting for dummies”, E4P91). Participants
also preferred videos that address specific concerns, such as the
dangers of online predators (E2P69), how to respond when “seeing
something bad” (E2P99), and children’s interaction with specific
apps (E1P91), in dedicated videos. Overall, they called for videos that
not only offer general advice but also provide in-depth, actionable,
and application-specific guidance.

3E5P92: Participant 92 of Episode 5
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Broader target audience: The intervention program aimed
to support parents in having security and privacy conversations
within a family setting. Many participants perceived the program as
successful, with E2P103 noting that “it did a great job of showing it
can be easy and fun to get involved with my kids and what they are
doing online” Some participants reported that they were already
applying what they had learned from the videos and sharing these
educative materials (E5P68). However, some parents suggested the
creation of videos specifically designed for children (E1P100), as
well as videos that parents and children could watch together. Such
resources could help bridge the knowledge gap between parents
and children (E5P83).

When it comes to topics for future episodes, most participants
considered the six episodes covered well the topics that they were
interested in (E6P26, E6P46, E6P61). Meanwhile, participants ex-
pressed that the videos should be an evolving program, as “online
landscape is always changing” (E6P36) and “threats keep emerging
time to time” (E6P48). Participants, especially, expected more GAI-
related content (E6P66, E6P30) and videos about the consequences
of neglecting security and privacy (E6P67). Further, participants
wanted to receive suggestions on where to find relevant resources
(E6P65). Lastly, participants called for tutorial videos, showing them
the parental controls available on a phone (E6P29), how to adjust
settings on various digital devices (E6P68), and how to break screen
time habits for both parents and children (E6P17).

Key results. Parents found the short videos“great,” “infor-
mative,” and of “high quality,” and expressed their high
likelihood of recommending the video series to other par-
ents. Meanwhile, they suggested a more engaging narra-
tive, better visual presentation, further in-depth content,
and a broader target audience for future series. The video
intervention should be an evolving program tailored to
parents’ specific needs.

6 Discussion

6.1 Anticipating User Needs to Inform
Intervention Design

The formative inquiry laid a solid foundation for designing our
intervention. A key challenge in designing the intervention was
to ensure the content remained relevant to target users. Informed
by User Experience (UX) scholars [52, 101], we used open-ended
questions to collect parents’ needs (difficulties in teaching S&P
topics) and their anticipation of the intervention program (topics
that they want to learn). This step informed the thematic topics that
guided our intervention goals for each episode. Although most of
these topics have already been highlighted as important in recent
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S&P literature [4, 41, 105], without empirical inquiry, we cannot
match them to our target parents (of children in Grades 6-9). It is
important to note that one limitation of this formative inquiry is
that parents could not anticipate the S&P risks they were unaware
of or not engaging with (e.g., in the Character.ai case [72], parents
could not predict the harm of conversational agents they were not
familiar with). In addition to the qualitative survey, other methods
(e.g., in-depth interviews [44] and focus groups [19]) can also serve
as formative inquiry methods.

Although the video series received positive feedback from par-
ents, practitioners can apply various strategies to further engage
the audience. We primarily used the following strategies to cre-
ate our videos: translating scientific knowledge into relatable lan-
guage, explaining S&P topics with news stories, matching image
cues with narratives, and presenting key points in a structured
way (similar to academic presentations). The video series was pro-
duced with a singular narrative, aligning speech with online stock
visuals. Additional visual design and communication techniques
could be adopted in future video interventions to enhance audi-
ence engagement (see section 5.2). Additionally, when combined
with storytelling techniques [46, 104], short videos can serve as an
effective format for teaching S&P topics.

6.2 Short Video as a Scalable and Flexible
Intervention Approach

Short videos can serve as an effective intervention approach for
addressing S&P topics within the family environment. Both quan-
titative and qualitative data from the current study supported the
effectiveness of the video format, with participants rating all inter-
vention videos as “very good” in terms of clarity and usefulness.
Further, the videos increased parental awareness, parenting self-
efficacy and two of the targeted conversation approaches in relation
to security and privacy issues. There are several reasons why short
videos may work as an effective intervention for parents. People
learn best when complementary information is presented simulta-
neously to both the auditory and visual systems [59, 81]. Another
key advantage of videos is their asynchronous nature, which pro-
vides greater control over their learning process [68]. Parents can
pause videos to take notes, skip less relevant sections, or revisit in-
formation as needed. These features may be particularly beneficial
for parents with limited time, as they help reduce cognitive load
and facilitate information retention. Additionally, short videos are
a relatively low-cost intervention, as they can be easily and widely
distributed once produced, and recent work [42] suggest to explore
it as an innovative format to educate the public of emerging scams.

Some of our targeted outcomes did not achieve statistical signifi-
cance through the intervention program, including parental media-
tion strategies (the frequency with which parents employ specific
mediation strategies to manage their children’s online activities)
and contextualizing S&P conversations. The following three factors
might cause this. First, our intervention might not have delivered
the various mediation strategies as effectively as it did for other
planned topics (see section 4.1.3). As suggested by participants, in-
depth or step-by-step videos on specific mediation strategies might
address this flaw. Second, we postulate a group difference between
measurements. Significant results related to attitudes and beliefs
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(parental awareness/self-efficacy), while non-significant measure-
ments captured the frequency of mediation. Third, although 63
participants reported applying strategies, the extent varied, and the
behavioral impact might take an extended time to reach statistical
significance. This highlights the value of longitudinal designs and
triangulating scale measurements with other data sources.

6.3 Adding a Control Group and Evaluating
Over Time Makes a Difference

Even without intervention, the control group showed a statisti-
cally significant increase in general privacy concerns from pre- to
post-questionnaires. This unexpected finding has several impor-
tant implications. First, the act of responding to items related to
privacy concerns may have prompted parents to reflect on their
attitudes and behaviors and heightened their awareness of privacy-
related issues. This phenomenon, known as the mere measurement
effect [65], suggests that simply engaging with privacy topics can
influence cognitive processes and inspire self-reflection. Second, the
rise in privacy concerns suggests that these concerns may evolve
with time, for instance, influenced by exposure to news reports on
the topic or experiences in the personal environment of the partici-
pant. Without a control group, it may be difficult to discern whether
observed changes result from the intervention itself or other ex-
ternal factors, such as natural development, stimuli from external
events, or participant expectations. By isolating the treatment ef-
fect, the control group provides a clearer, more reliable measure
of the intervention’s true impact [89]. Together, these implications
highlight the critical importance of including a control group to
differentiate the effects of the intervention from potential influ-
ences of self-reflection triggered by measurement and the passage
of time.

Lessons learned from a 14-week experiment: dropout rate, appli-
cation, and those who stayed. Evaluating S&P interventions presents
significant challenges for the research and practitioner commu-
nity [43]. Lack of longitudinal and in-the-field evaluations limits
the ecological validity and generalizability of findings [18, 20]. Fur-
ther, the design and implementation of longitudinal experiments
necessitate careful consideration during interpretation [16]. 16%
of the participants from the control group dropped out over the
period of 14 weeks, and 5-15% of the participants from the interven-
tion group dropped out at each contact point (excluding the ones
declined our study invitation). Future researchers may consider our
dropout rate as a point of reference when designing longitudinal
experiments. Further, the longitudinal design allows parents to di-
gest and apply what we delivered in the video series, as evidenced
by 63 of them indicating they had applied the learned strategies
in the post-questionnaire. Additionally, we postulate that the con-
tact points can serve as biweekly reminders of learning, similar to
“triggers” in Fogg’s behavior change model [29], which prompted
them to pay more attention to S&P topics in their daily life. It is
noteworthy that, although our intervention received relatively high
ratings in the feedback questions (Table 4), the rising positive rat-
ings between Episodes 2 and 6 require scrutiny, considering that
parents who did not like our interventions might have dropped out.
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6.4 Collaborative Approaches to Developing
S&P Literacy in Families

Mitigating online S&P risks in families requires a collaborative
approach involving both parents and their children. Our study not
only validates the importance of this collaborative approach [3, 70]
but also contributes insights into how we can form this collabo-
rative approach in practice. Research on mitigating S&P risks in
smart homes [93] emphasizes that transparency between parents
and children can facilitate knowledge sharing and open communi-
cation, thus supporting joint learning and shared oversight. When
parents adopt a more open yet constructive attitude toward their
children’s online behaviors, they can foster a positive emotional cli-
mate at home and have a positive impact on their children’s digital
habits and decision-making. Further, Alghythee et al. [4] suggested
designing privacy literacy interfaces that support the interaction
between parents and children in the learning process. This aligns
with the suggestion from our study participants to create video
series suitable for parents and children to learn together, creating
occasions that they can exchange on various S&P topics.

In our study, some parents described tension with their children
when addressing S&P topics and found it difficult to initiate conver-
sations. Indeed, a study investigating the experiences of “security
adepts” (referring to adults) [30] found that challenges included a
lack of interest, a feeling of judging others’ behaviors, and fear of
being perceived as paranoid. The authors recommended the use of
conversation starters (e.g., media coverage, action days, movies; see
also [78]) to break the ice. When parents frequently use rule-based
conversations, they may encounter resistance from their children
[4]. However, diversifying S&P conversation approaches requires
parents to update their digital literacy, actively collect materials,
and learn about the applications their children are using. 81% of
parents in the formative study expressed varying degrees of dif-
ficulty in addressing S&P topics. As most security interventions
predominantly focus on student demographics [94], parents would
appreciate more structured intervention programs to support the
development of their S&P literacy. Our intervention program only
dived into three conversation strategies and provided overviews for
S&P concepts, and good digital parenting. Many other topics that
parents wanted to learn (see Table 1) can be included to develop
future intervention programs to empower parents.

6.5 Creating Hassle-free Interventions for
Families

Addressing the security and privacy challenges faced by the gen-
eral public requires an interdisciplinary approach. Whenever a new
technology is deployed in society, malicious players find ways to
exploit these technologies and put people’s security and privacy at
risk [39]. As technologies have assimilated into families, organiza-
tions, and government bodies, S&P literacy has become necessary
for the general public. We combined expertise in digital literacy,
security and privacy intervention design, and developmental psy-
chology to address this challenge. So far, cybersecurity is still an
emerging theme for the media literacy community [26]. This work
can draw the attention of the media literacy community to inte-
grate family S&P topics into their research scope. Furthermore, the
developmental needs of children require further consideration in
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prioritizing safety and privacy by design from technology mak-
ers [38]. For instance, platforms should take more responsibility
for protecting children from harmful content and online predators
(see Table 1), reducing the burdens parents experience in their ev-
eryday lives. Lastly, the development of S&P literacy among the
public, in tandem with technological deployment, is imperative
for mitigating various risks posed by adversarial players. How to
design relevant and hassle-free interventions for everyday tech-
nology users remains an important area for further exploration.
Our positive feedback highlights that interventions which adopt
formats already embedded in individuals’ daily lives, are tailored to
relevant topics, and impose minimal costs on target users are likely
to be accepted by them.

When an intervention is embedded into the existing workflows
and routines of target users, it creates less friction. In contrast,
some intervention formats, e.g., in-person workshops [20] or on-
line courses [106], require dedicated time slots, pulling users away
from their daily routines. A widely adopted, though controversial,
example of workplace embedded training is the simulated phishing
campaign. However, such an approach is not easily transferable to
non-work environments. Moreover, researchers have criticized it
for being less effective than assumed [45] and for inducing negative
emotions in recipients [19, 87]. In light of this, low cost refers not
only to individual time investment but also to emotional costs [103].
Furthermore, individuals present varying levels of security and pri-
vacy literacy; when an intervention does not align with users’ skill
levels, they may perceive it as having low task value and disengage
from it [21]. Another promising direction to make interventions
more relevant is to personalize them based on users’ differing levels
of proficiency [86]. In addition to tailored short videos, researchers
can further explore how to utilize existing household devices to
create low-effort and emotionally positive interventions [102]. Op-
portunities such as “learning interfaces” [4, 67] may also act as
stimuli to raise S&P awareness in families.

6.6 Limitations and Future Directions

The present study has some limitations. First, while it is one of
few longitudinal study designs in human-centered security, our
dependent variables were measured at two points of time, two
weeks before and after the intervention. This does not allow us to
investigate the sustainability of the intervention, which could be
addressed in future research, for example, by incorporating follow-
up assessments after five months [11]. Second, our collected data
relied on self-reports, which could be triangulated with teenager
self-reported data, or even observational insights in the future.
Conversely, we were interested in parents’ concerns, beliefs, and
attitudes, which are intrapsychic constructs and can be ideally mea-
sured through self-reports [61]. We did not investigate teenagers’
views in the present study due to the limitation of data collection
through a crowdsourcing platform. While parents might feel more
aware and self-efficacious after the intervention, we did not inves-
tigate how these changes were perceived by their children. Third,
the sample in the main study consisted of parents of schoolchildren
in grades 6-9 and had a higher socio-economic status compared to
the U.S. average, limiting the generalizability of the results to the
broader population of U.S. parents or parents from other regions[42].
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Furthermore, we did not include a knowledge quiz or attempt to as-
sess parents’ new knowledge. Future work might set more specific
learning objectives and assess whether these were reached. Parents
in the intervention group may have developed increased curiosity
about S&P topics and sought additional resources. Future studies
might include it as a possible confounding variable, as some ob-
served outcomes may be attributable to participants’ independent
learning rather than the intervention content alone.

Last but not least, although the video format offers several ad-
vantages for parenting interventions, a potential limitation is its
reliance on internet availability and a certain level of digital com-
petency. Short videos have become a popular medium consumed
by the general public, offering opportunities to deploy educational
content across different platforms. By aligning with individuals’ ex-
isting media consumption habits, short videos can reduce cognitive
barriers to engagement and potentially foster S&P awareness in a
more contextually relevant and accessible manner. However, par-
ents with lower digital skills may be less likely to access or engage
with video interventions, even though they may have a greater
need for such resources due to a wider gap between their own and
their child’s digital competencies. Future research could explore
which parent groups may be underserved by video interventions
and investigate alternative formats (e.g., community-based learning
[55]) to ensure these groups are also supported effectively.

7 Conclusion

In this study, we aimed to bridge the gap between research and
practice by developing an evidence-based intervention program to
support parenting in the context of protecting children from online
S&P risks. Through a 14-week randomized controlled trial, the
evaluation revealed that short videos can be an effective approach
to enhance parental awareness, develop parenting self-efficacy, and
diversify conversation approaches.

The feedback from our intervention points to promising direc-
tions for future research in the family environment to protect chil-
dren from security and privacy risks. Some key implications include:
(a) anticipating target users’ needs to inform intervention design,
and suggesting various strategies researchers can apply to further
engage the audience with short video format interventions; (b)
short videos can be a scalable and flexible intervention approach in
families, and future in-depth or tutorial videos on specific topics
can further support parents; (c) it is important to include a control
group to differentiate the effects of the intervention from potential
influences of self-reflection and the passage of time, and to interpret
longitudinal results with scrutiny; and (d) short videos can be a
suitable medium for learning and exchange on S&P topics between
parents and children; practitioners and researchers could explore
topics not covered in our study in future intervention programs
to support parents. As an additional resource associated with this
paper, we provide the video series and the validated measurement
scales for future research and application.
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