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Abstract. Multi-Agent Systems (MAS) have emerged as a fundamental
approach for solving dynamic and distributed problems across domains
such as robotics, communication networks, and intelligent decision-making.
MAS agents are characterized by autonomy, sociality, and flexibility. Re-
cent advances such as deep reinforcement learning (DRL), large language
model (LLM)-based agents, and context awareness have broadened MAS
capabilities, but existing surveys are often limited to specific subdo-
mains or focus on outdated platforms, ignoring the convergence between
learning-based and language-based systems. This review provides a com-
prehensive, technically rigorous view that connects classical MAS theory
with emerging paradigms. We analyze cross-cutting system challenges,
including scalability, cybersecurity, and privacy, and synthesize recent
model families across five functional research areas: (1) MAS for Com-
plex Problem Solving and Planning; (2) Embodied MAS for Physical
Environments; (3) MAS for Emergent Communication and Decentral-
ized Coordination; (4) MAS for Human-AI Teaming and Social Intelli-
gence; (5) Toward Generalist and Multi-tasking MAS. This work aims to
consolidate the fragmented literature, highlight common challenges, and
outline future research opportunities for developing scalable, general, and
interoperable MAS systems.
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1 Introduction

The complexity of real-world environments, including coordinating robot forma-
tions (unmanned aerial vehicle (UAV) swarms) in autonomous vehicles managing
traffic [55], disaster relief [42], decentralized smart grid management [58], self-
energized communication systems [41], and integrated space-are-ground com-
munications [40], require artifical intelligence (AI) to progress beyond isolated
decision-making, enable real-time adaptation, decentralized control, and collab-
oration across diverse agents. Multi-agent systems (MAS) have become a key
paradigm to address this, enabling autonomous agents to sense, act, and learn
in complex environments in pursuit of shared or competing goals [49]. MAS are
now widely used in engineering fields to enhance efficiency and fault tolerance,
such as modeling distributed producers and consumers in smart grids and im-
proving resilience in future wireless networks [15,17,45].

Originating from the field of distributed artificial intelligence (DAI), tra-
ditional MAS research has explored key architectures such as reactive, delib-
erative, hybrid, and learning agents, as well as coordination mechanisms such
as contract nets, auctions, and negotiation protocols. Recent breakthroughs in
deep reinforcement learning (DRL), large language models (LLMs), and multi-
modal perception have significantly expanded the capabilities of MAS. These
breakthroughs in DRL have accelerated the growth of multi-agent reinforcement
learning (MARL), which offers promising approaches for distributed coordinated
control (DCC) under communication constraints. Furthermore, the integration
of agents based on LLM and context awareness has significantly expanded the
scope of MAS. These advances have led to a strong convergence between learning-
based and language-based systems in modern MAS research.

Several recent surveys have explored aspects of the MAS landscape, but their
scopes remain fragmented, overlooking the convergence between learning-based
and language-based systems [12, 15,19, 22, 56]. To address the limitations and
gaps of the existing surveys, this paper provides a unified and technically rig-
orous overview of MAS, bridging classical architectures with emerging learning-
based paradigms. We aim to deliver a comprehensive perspective from theory to
practice, helping researchers gain a deeper understanding of MAS and fostering
future breakthroughs. More specifically, our main contributions in this article
are listed as follows:

— Extension of the MAS Taxonomy (Section 2): connecting classical
categories with modern paradigms, such as LLM-powered agents, DRL-based
coordination, and communication-centric learning.
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— Survey of Emerging MAS Paradigms (Section 3): reviewing five func-
tional research areas and identifying their limitations across diverse applica-
tion domains.

— Derivation of cross-cutting challenges (Section 4): distilling the most

prominent challenges, including scalability, security, privacy, and fault-tolerance,

from the limitations observed in recent paradigms, providing a foundation
for future research directions.

Together, these contributions establish a unified perspective that consolidates
fragmented literature, highlights common limitations, and sets the stage for ad-
vancing scalable and trustworthy MAS.

2 Foundation and taxonomy of MAS
2.1 Definition and Properties

MAS are defined as systems comprising autonomous agents interacting in a
shared environment, where each perceives and acts independently to achieve
individual or common goals [49]. Agents, the basic components of MAS, can
be software-based (e.g., in digital environments, networks, or simulations) or
embodied (hardware entities such as robots or internet of things (IoT) devices).
The agents are characterized several key properties [48]:

— Autonomy: Agents operate independently, controlling their internal states
and actions without external intervention.

— Social ability: An agent interacts with other agents (and possibly humans)
via some kind of agent-communication language.

— Reactivity: Agents promptly perceive dynamic changes in the environment
and respond in a timely manner.

— Pro-activeness: Agents pursue goal-directed behaviors by taking the ini-
tiative beyond simple reactivity.

MAS deployment offers advantages such as parallelism, distribution, openness,
and high fault tolerance.

2.2 Agent Types

Agents in MAS are classified by their decision-making abilities and behavior,
as shown in Table 1 and illustrated in Fig. 1. Traditional architectures in-
clude reactive, deliberative, hybrid, and learning agents. Modern MAS paradigms
have extended this taxonomy by integrating advanced Al models, notably DRL-
based agents and LLM-powered agents, which enable advanced coordination and
language-mediated planning.

2.3 System architectures in MAS

The architectural design of MAS fundamentally affects their operational capa-
bilities, scalability, and robustness. Architectures dictate how agents coordinate,
share information, and achieve goals.
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Table 1: Grouped taxonomy of agent types in MAS

Agent Type | Description ‘ Ref.

Traditional Architectures

Reactive Operate on simple stimulus-response rules without rea- | [49]
soning.

Deliberative Maintain explicit models of environment & goals, use | [11]
symbolic reasoning & planning.

Hybrid Combine reactive behaviors with high-level planning. [49]
Learning- Adapt functional behavior based on environmental feed- | [33]
based back.

Modern Architectures
DRL-based Use DRL; extend to MARL (centralized, decentralized, | [25]
Agents distributed).

LLM-powered | Augmented with LLMs for language-mediated reasoning, | [19]
Agents planning, and coordination.

Agent Architectures

I
[ !

Classical Architectures Modern Paradigms

Classical
Hybrid (LLM+DRL)
Deliveractive
Learning-based | - —

Fig. 1: Taxonomy of MAS Agent Architectures illustrating the relationship be-
tween classical and modern paradigms, including DRL-based, LLM-based, and
Hybrid approaches.

DRL-based
Modern Hybrid

LLM-based

Control Structure As shown in Fig. 2, architectures can be centralized, rely-
ing on a single control center, which suffers from poor scalability and a single
point of failure [20]. Decentralized/distributed architectures improve fault tol-
erance and flexibility by distributing decision-making [10]. Hybrid architectures
seek to balance these benefits, often exemplified by Centralized Training with
Decentralized Execution (CTDE) in MARL [57].

Communication Topology The network of agents is often modeled by a
weighted directed graph (digraph) [52]. Topologies can be static or dynamic
(also known as switching topology) [22].
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Fig. 2: Comparison of MAS control structures. (a) Centralized: agents depend

on a central coordinator. (b) Decentralized: agents interact directly. (¢) Hybrid:
agents coordinate both with a central entity and among themselves.

&

Agent Composition MAS can be homogeneous (identical agents) or hetero-
geneous (HMAS), where agents possess diverse dynamics and functionalities [7].

2.4 Evolution of MAS

Over the past decades, MAS have evolved through a series of architectural and
algorithmic transformations, as illustrated in Fig. 3. Originating from DAI in
the 1970s—80s, the focus was on distributed problem solving. The 1990s shifted
toward standardization with communication frameworks like the Contract Net
Protocol and belief-desire-intention (BDI) model [30,39], standardized by Foun-
dation for Intelligent Physical Agents (FIPA) [18]. The 2000s introduced norm-
governed systems (e.g., MOISE+ (model of organization for multi-agent sys-
tems)) to manage social structures [14].

A significant turning point occurred in the 2010s with the rise of MARL,
leveraging Deep Q-Networks (DQNs) [23] and value-function factorization (e.g.,
QMIX (Monotonic Value Function Factorisation for Deep MARL) [31]) for
complex, learning-based coordination. Concurrently, Context-Aware MAS (CA-
MAS) began integrating semantic reasoning [24, 34]. Most recently, the 2020s
have seen the integration of LLMs (e.g., AutoGen [51]) and LLM-mediated
MARL (DyLAN |[21]), converging learning-based and language-based systems.

3 Survey of Emerging MAS Paradigms

The advancement of MAS has birthed diverse paradigms to tackle complex chal-
lenges across multiple domains, drawing from impactful models in peer-reviewed
IEEE and AAMAS publications (2024-2025). A central issue is the assumption
of full observability, often unfeasible as agents perceive only partial, local data
in dynamic settings. This section examines five key areas, exploring their limita-
tions and applicability. A comparison of the core mechanisms discussed in these
paradigms is presented in Table 2.
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1970s-80s
DAI <
Distributed problem solving

1990s

Communication & Stan-
dardization

Contract Net, BDI, KQML,
FIPA

2000s
Norm-Governed MAS <
MOISE+, Social Roles

2010s
MARL
DQN, QMIX, CTDE

Late 2010s—20s
CA-MAS <
Context modeling

2020s—Now

LLM-MAS &
LLM-mediated MARL
MetaGPT, AutoGen, FAMA,
DyLAN

Fig. 3: Timeline of MAS evolution highlighting key paradigms and representa-
tive frameworks.

3.1 MAS for Complex Problem Solving and Planning

This direction focuses on optimizing outcomes in high-dimensional cooperative
or competitive problems. The DRL domain utilizes algorithms like QMIX (part
of the CTDE framework) [31]. As summarized in Table 2, while these meth-
ods effectively coordinate actions, MARL faces significant limitations with non-
stationarity (environment altered by simultaneous learners) and the exponential
complexity of joint state-action spaces. For continuous systems, Neurodynamics
(e.g., zeroing neural network (ZNN)) provides an alternative [43], though robust
protocols for Prioritized Multi-Objective Optimization (MOO) remain an open
challenge [38].

3.2 Embodied MAS for Physical Environments

This paradigm addresses applying MAS to physical agents (robots, UAVs). It
relies on distributed cooperative control (DCC) mechanisms, such as Adaptive
Event-Triggered Consensus (ETC), to manage tasks like formation control while
optimizing communication [13]. Safe RL with QMIX also helps bridge sim-to-real
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Table 2: Comparison of Core Mechanisms in Emerging MAS Paradigms

Paradigm | Core Strengths Limitations / Chal-
/ Section | Mecha- lenges
nism
3.1. Prob- | QMIX Factorizes  joint Q- | Non-stationarity; expo-
lem Solv- | (MARL function, ensuring | nential complexity of
ing /CTDE) decentralized greedy | joint state-action spaces.
actions align with cen-
tralized optimum.
3.1. Prob- | Neuro- Alternative mathemati- | Developing protocols
lem Solv- | dynamics | cal framework for op- | for Prioritized Multi-
ing (ZNN) timizing continuous dy- | Objective Optimization
namical systems. (MOO).
3.2.  Em- | Event- Reduces communication | Scalability to thousands
bodied Triggered | overhead by triggering | of agents; robustness to
MAS Consensus | updates only when errors | intermittent communica-
(ETC) exceed a threshold. tion.
3.3. Com- | Security Anomaly observers and | Defending against
munication | Observers | elastic control structures | Denial-of-Service (DoS)
to maintain consensus. attacks; trade-off be-
tween safety and utility.
3.4. AutoGen | Uses LLM-based agents | Latency and computa-
Human-AI | (LLM- with advanced reasoning | tional cost of LLMs; bar-
Teaming Agents) to emulate social intelli- | rier to real-time interac-
gence and collaboration. | tion.
3.4. Differential | Adds controlled noise | The accuracy-privacy
Human-AI | Privacy (Laplace/Gaussian) to | trade-off; balancing util-
Teaming (DP) shared data to protect | ity with data protection.
individual contributions.

gaps [29]. While effective in HMAS (e.g., UAV-UGV (unmanned ground vehi-
cle) coordination [54]) and platooning [53], major challenges persist. As noted
in Table 2, scalability to thousands of agents and robustness to intermittent
communication remain unresolved [13,31].

3.3 MAS for Emergent Communication and Coordination

This area focuses on designing robust communication protocols for open net-
worked systems (e.g., smart cities). It employs mechanisms like Event-Triggered
Control (ETC) to reduce communication overhead [16,28] and security defenses
(e.g., anomaly observers) to handle cyberattacks like Denial-of-Service (DoS) [3,
5. However, open MAS are highly vulnerable, creating a trade-off between al-
gorithm safety and utility. Despite advances, achieving scalability remains the
ultimate barrier, as computational complexity grows exponentially [27,37].
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3.4 MAS for Human-AI Teaming and Social Intelligence

This paradigm explores MAS collaboration with humans in complex social do-
mains (e.g., healthcare). It uses LLM-based agents (e.g., AutoGen for social
intelligence [50] and Differential Privacy (DP) to protect data in decentralized
networks [47], as detailed in Table 2. Critical challenges include the accuracy-
privacy trade-off, resolving norm conflicts, and the significant latency and com-
putational cost of LLMs, which barrier real-time interaction [1].

3.5 Toward Generalist and Multi-tasking MAS

This final direction represents the aspirational goal of Multi-Agent Systems
(MAS) research: creating versatile, adaptive, and efficient systems across multi-
ple tasks and domains with minimal retraining. The search for Generalist MAS,
such as models based on unified Transformer architectures (e.g., MetaGPT, RT-
2, UniP1i), faces two persistent limitations. First, scalability is the most severe
constraint for learning-based MAS. Developing and evaluating large-scale Par-
allel Distributed MAS (PDMAS) platforms is complex, as the joint state-action
space increases exponentially, making simulation and reliable deployment highly
challenging [4,9]. Second, generalist models often exhibit worse performance
compared to specialized models in individual tasks due to lower task-specific
precision [44]. Additionally, LLM-orchestrated systems show potential for multi-
tasking but are prone to hallucinations and control inconsistency in long-horizon
scenarios [6,19].

Future work must focus on developing distributed learning algorithms, such
as federated learning, that rely only on local communication to enhance scal-
ability [8]. A unified framework is needed to assess interoperability across dif-
ferent application domains [32]. Furthermore, hybridizing LLM-driven reasoning
with advanced learning algorithms, such as reinforcement learning (e.g., LEHR
(LLM-driven evolutionary hybrid rewards for MARL)), can combine high-level
planning with robust low-level control [19,46].

4 Cross-cutting System Challenges

The examination of emerging MAS paradigms in Section 3 highlighted notable
advancements, including QMIX for cooperative planning and AutoGen for fa-
cilitating human-AT interactions. However, this review also uncovered persistent
constraints such as scalability issues, resilience deficiencies, elevated computa-
tional demands, and inherent trade-offs between security and privacy. These
limitations manifest across diverse application domains, encompassing robotics,
healthcare, and energy management systems. Importantly, such deficiencies tran-
scend individual models, representing fundamental, cross-cutting challenges that
compromise the overall reliability and practical deployment of MAS architec-
tures. To systematically address these, this section delineates the challenges
into three interrelated categories: (A) Robustness and Efficiency in Distributed
Control, (B) Cybersecurity and Privacy Safeguards, and (C) Diagnosis, Fault-
Tolerance, and Recovery Mechanisms. For each, we analyze underlying causes,
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empirical implications, and potential avenues for mitigation, drawing on recent
literature to underscore their interdisciplinary nature.

4.1 Robustness and Efficiency in Distributed Control

Distributed Cooperative Control (DCC) in MAS is frequently impeded by factors
such as intermittent network connectivity and heterogeneous agent dynamics,
which can degrade stability and coordination. Event-Triggered Control (ETC)
remains a promising strategy to alleviate communication burdens by initiating
data exchanges only when required. Yet empirical evaluations indicate persistent
efficiency gaps. For example, Acha and Yi (2025) [2] reported a 29% improvement
in control robustness for a four-drone MAS, with individual agents achieving up
to 97.4% accuracy under noisy communication conditions and requiring thresh-
olds of 5 Hz for stability and 50% trust for reliability. While these results validate
ETC under small-scale robotics, scalability to larger fleets remains uncertain.
Similarly, simulations in large-scale IoT-based MAS [26] demonstrated reliabil-
ity ranging from 1.00x to 4.73x baseline across 1000 iterations, but only under
controlled conditions, raising concerns about generalization to real-world de-
ployments. These findings highlight that, although ETC and neurodynamic ap-
proaches improve efficiency, robustness degrades when scaling to heterogeneous
or resource-limited environments. Future work could explore machine learning
(ML)-augmented DCC that dynamically tunes thresholds to sustain coordina-
tion beyond current experimental limits.

4.2 Cybersecurity and Privacy Protection

The integration of MAS into open and interconnected networks amplifies vul-
nerabilities to adversarial threats and data misuse. Denial-of-Service (DoS) and
communication overload remain key risks. Saxena and Lal (2025) [36] highlighted
that LLM-enhanced MAS deployments exhibited 500-800 ms latency in health-
care and autonomous systems, with 34% simulation bias and significant energy
wastage in edge-based deployments. These results underscore the difficulty of
preserving responsiveness under high-load or adversarial conditions. Comple-
mentary experimental evidence from Acha and Yi (2025) [2] indicated that trust-
based communication thresholds (e.g., 50% trust level) can improve security and
reduce noise sensitivity, but at the cost of limiting flexibility. Privacy concerns
add another layer: while differential privacy remains central, available studies
reveal utility compromises, though quantitative evidence here is sparse. Overall,
the evidence suggests that MAS security frameworks must balance lightweight,
latency-aware defenses with adaptive privacy safeguards. Hybrid solutions com-
bining anomaly detection, trust calibration, and cryptographic protections are
emerging as viable directions but require rigorous validation at scale.

4.3 Diagnosis, Fault-Tolerance, and Recovery

Effective diagnosis and recovery remain central to MAS resilience, particularly
in heterogeneous and safety-critical settings. Centralized diagnostic approaches
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scale poorly, making decentralized verification mechanisms essential. Experimen-
tal evidence from O’Neill and Soh (2022) [26] demonstrated that intelligent
transfer mechanisms improved fault tolerance by 1.27x to 6.34x across loT-
based MAS, with repeated testing over 1000 iterations confirming moderate
reliability gains. Similarly, Acha and Yi (2025) [2] reported notable improve-
ments in drone-based MAS, where decentralized control increased accuracy to
97.4% and improved resilience under noisy conditions. These results underscore
the potential of hybrid trust-based and adaptive recovery strategies, though the
small scale of current studies limits generalizability. Furthermore, norm-governed
MAS (NorMAS) continue to encounter conflicts, such as balancing efficiency with
safety, which, without effective arbitration, risk propagating systemic errors [35].
Emerging proposals for priority-based resolution and reflective learning provide
conceptual foundations, but empirical evidence remains limited. Advancing this
area will require integrating sensor-level diagnostics, explainable decision traces,
and norm conflict arbitration into hybrid recovery frameworks validated across
diverse domains.

In summary, these cross-cutting challenges demand concerted interdisciplinary
interventions, fusing advancements in control theory, cybersecurity, and Al to
fortify MAS. By addressing robustness through adaptive algorithms, bolster-
ing security via balanced privacy techniques, and enhancing fault-tolerance with
distributed mechanisms, MAS can achieve greater reliability across fields. Ta-
ble 3 below summarizes key challenges, implications, and mitigation strategies,
providing a comparative overview derived from the discussed literature.

Table 3: Overview of Cross-Cutting Challenges in MAS

Challenge Implications Mitigation Strate- | Refs.
Category gies
Robustness, Stability degraded by | Adaptive ETC, ML- | [2,26]
Efficiency connectivity /dynamics. | augmented DCC.

Scalability drops.
Cybersecurity, | DoS/misuse cause | Lightweight defenses, | [2,36]
Privacy latency/bias. Privacy- | anomaly  detection,

utility trade-off. crypto.
Diagnosis, Centralized scales | Decentralized di- | [2, 26,
Fault- poorly. Norm conflicts | agnostics, norm | 35|
Tolerance persist. arbitration.

5 Conclusion and Future Directions

This survey has explored the evolution of MAS, highlighting significant progress
alongside persistent challenges in robustness, security, and fault-tolerance. While
advancements demonstrate potential, limitations in scalability, generalizability,
and performance trade-offs remain evident, particularly in large-scale and safety-
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critical applications. These findings underscore the need for further development
to ensure reliability.

To advance MAS toward robust, deployable systems, future research should
focus on three key directions:

— Scalability: Develop adaptive communication protocols to ensure reliable
coordination among thousands of agents in heterogeneous fleets, addressing
dynamic thresholds and evaluating impacts on societal safety.

— Security and Privacy: Design lightweight mechanisms, such as adaptive
privacy models and zero-trust architectures, to mitigate adversarial attacks
and latency overheads while preserving utility, especially in healthcare and
smart grid contexts.

— Human—MAS Teaming: Enhance fault recovery and trust through ex-
plainable decision traces and norm arbitration, fostering effective collabora-
tion in high-stakes domains like disaster response and medical robotics with
a focus on ethical alignment.

These efforts should integrate hybrid architectures combining reinforcement learn-
ing, language-based reasoning, and adaptive security frameworks. By addressing

these challenges, MAS can transition from small-scale demonstrations to reli-

able, real-world deployments, delivering benefits such as improved public safety,

equitable healthcare access, and sustainable urban development.

Acknowledgements: This research is funded by National Economics Univer-
sity, Vietnam.
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