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Abstract

The revision of the European electronic Identification, Authentication and
Trust Services (eIDAS) Regulation (EU) 910/2014 has sparked consider-
able debate, particularly regarding the mandatory recognition and display
of Qualified Website Authentication Certificates (QWACs) by browsers un-
der Article 45. Open letters from security researchers and browser vendors,
among others, have highlighted potentially harmful implications for trust, au-
thority, and interoperability, while other stakeholders have labeled the corre-
sponding arguments as disinformation and emphasized anticipated benefits.
This study examines the origins, governance context, and arguments sur-
rounding this “QWAC controversy” using a mixed-methods approach. Our
data collection relies on a multivocal literature review that encompasses aca-
demic publications, position papers, and additional non-academic web docu-
ments, as well as semi-structured stakeholder interviews with supporters and
critics of the revised Article 45. We map 20 core arguments that emerged
from coding of our data into their Toulmin components across three analyti-
cal themes — Security & Trust, Governance & Authority, and Compliance &
Interoperability — and also derive a corresponding threat model including mit-
igation levers. The analysis reveals divergent viewpoints, advocacy strategies,
and the dissemination of conflicting information amid uncertainty. Indeed,
our evaluation demonstrates that many arguments exchanged still hinge on
future implementation choices. We clarify the socio-technical trade-offs in
EU digital trust policy that collide with the established WebPKI and offer
evidence-informed considerations for balancing public and private interests
in future discourse and legislative efforts.
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1. Introduction

The European Union’s (EU) digital single market (DSM) has been
undergoing significant transformation in recent years (Barbereau et al.,
2024; Heidebrecht, 2024). The introduction of the electronic Identifica-
tion, Authentication and Trust Services (eIDAS) Regulation (EU 910/2014)
marked an important development, as it aimed to enhance identification and
authentication-related processes in digital transactions through a set of trust
services within the EU (European Commission, 2020b). It affects EU citi-
zens and businesses, as well as non-EU residents, such as guest workers and
visitors engaging with services operating in the EU (Weigl et al., 2022).

Qualified Website Authentication Certificates (QWACs) were introduced
under Article 45 of eIDAS as a means to establish website authentication as
one of these trust services, mandating that users must be able to verify the
identity of the organization associated with the website they are interacting
with. As such, QWACs not only implement the General Data Protection Reg-
ulation’s (GDPR) (EU 2015/2366) mandate to unambiguously identify data
processors but also promise to improve accountability in digital interactions,
with cross-border recognition across all EU member states (Entschew et al.,
2022). QWACs are issued by regulated organizations called qualified trust
service providers (QTSPs) and implemented as a type of Transport Layer
Security (TLS) certificates (Boeyen et al., 2008), following the baseline re-
quirements (BR) of the CA/Browser Forum (CA/B), which is a consortium
mainly consisting of browser vendors and Certification Authorities (CAs)
(CA/B Forum, 2025). Although these stakeholders operate outside a spe-
cific regulatory framework, they lead the governance of the WebPKI, which
represents one of the key foundations of web security (Grindal et al., 2025).

Despite their promises, QWACs have seen sparse adoption since the ad-
vent of elDAS in 2014 (European Commission, 2023b; Entschew et al., 2022).
The subsequent discussion to promote QWACs by means of mandatory
browser recognition during the revision of elDAS — known as eIDAS 2.0 Regu-
lation (EU 1183/2024) — has sparked intense controversy among stakeholders,
including browser vendors and cybersecurity researchers, who warned of sig-
nificant risks for the Internet as we know it (Mozilla, 2021, 2023b; Mozilla
et al., 2023; Scientists and NGOs, 2023b) on the one side and governmental
agencies and QTSPs on the other (ESD, 2022a). However, related scien-
tific work on QWAC:s is limited and has primarily focused on Article 45 of
eIDAS and its legal foundations (Martius et al., 2024; Wazan et al., 2024),



with little attention to the socio-technical controversy across all stakehold-
ers. Our systematic literature review retained only four peer-reviewed studies
with a substantial focus on QWAC, and none provides a complete and nu-
anced view on their integration into existing structures. Several academic
and non-academic contributions take a supportive stance, recognizing imple-
mentation challenges but emphasizing the potential of QWACs to enhance
accountability and trust (Entschew et al., 2022; Schwalm, 2023). However,
the interaction between legal provisions, delegated acts, and evolving techni-
cal standards with these stakeholder positions remains underexplored. Ad-
dressing this gap is essential for a more comprehensive assessment of the
opportunities and challenges of QWACs.

We hence examine the QWAC controversy by focusing on the interplay
among key stakeholders and the implications of the mandates imposed by
Article 45 as modified by eI[DAS 2.0. In doing so, we sought to understand
the motivations and concerns of each stakeholder group. To offer a balanced
analysis, we integrate the potential benefits and drawbacks of QWACs, as
expressed by both supporters and critics. Therefore, this study aims to pro-
vide a neutral perspective on the controversy following the revision of eIDAS
Article 45. We ask: How does the QWAC controversy surrounding eIDAS
Article 45 reshape the relationship between legal mandates and established
technical trust infrastructures?

To answer this research question, we employ a mixed-methods research
design. We begin with a systematic literature review to assess the state of
peer-reviewed research on QWACs. Given the scarcity of academic stud-
ies, we extend the evidence base through a systematic multivocal review of
gray literature, covering both normative and prescriptive sources (e.g., reg-
ulations, standards, and governance artefacts) and non-academic web docu-
ments that capture stakeholder discourse (e.g., position papers, expert essays,
professional forum discussions, and news reporting). We analyze all sources
through a single, transparent argumentation procedure, while distinguish-
ing discourse capture from normative and technical backing. We then ap-
ply Toulmin’s argumentation model (Toulmin, 2003) as a relational coding
framework to decompose statements into claims, grounds, warrants, back-
ings, qualifiers, and rebuttals, and iteratively abstract them into a consoli-
dated argument map. Finally, we conduct 15 semi-structured interviews with
experts selected using purposive sampling to refine or qualify Toulmin com-
ponents where the documentary record is weak, ambiguous, or contested, as
well as to triangulate how key stakeholders interpret the collected arguments.



Since our analysis particularly yields that many asserted risks and benefits
depend on future implementation and enforcement choices, the study quali-
tatively evaluates security reasoning in the pre-deployment discourse rather
than investigating post-deployment outcome metrics.

As such, this study makes four key contributions aligned with Gregor’s
contribution types (Gregor, 2006). First, we provide an evidence-grounded
reconstruction of the Article 45 controversy in the form of a consolidated
stakeholder argument map and a Toulmin-structured argument catalogue
(Appendix A.2), organized along three themes: Security & Trust, Gover-
nance & Authority, and Compliance & Interoperability. Second, we con-
tribute a transparent, reusable Toulmin-based argument-abstraction proce-
dure for comparing heterogeneous technical, legal, and governance claims by
making their underlying assumptions and scope conditions explicit. Third,
we offer an explanatory account and governance-impact perspective, argu-
ing that the core tension is governance-of-security, i.e., how legal mandates
act as security mechanisms and interact with browser-led WebPKI gover-
nance (trust anchors, revocation authority, accountability, and interoperabil-
ity), rather than the cryptographic soundness of TLS certificates. Fourth,
we translate recurring controversy claims into an argument-linked threat
model with non-prescriptive mitigation levers (Appendix C), mapping as-
serted risks to concrete failure modes, affected layers, and key implemen-
tation choices (including 1-QWAC vs. 2-QWAC variants) to support pre-
deployment trade-off reasoning for implementing eIDAS Article 45.

The remainder of this paper is organized as follows. Section 2 outlines
the context of the QWAC controversy, including its regulatory and tech-
nical foundations. Section 3 details our qualitative mixed-methods design,
including the multivocal literature review, argument coding and abstraction,
as well as expert interviews. Section 4 presents the analytical framework,
including the stakeholder typology, analytical themes, and shared premises.
Section 5 outlines the consolidated stakeholder argument map and synthesis
across the three argument classes. Section 6 derives theoretical and prac-
tical implications, provides actionable recommendations, and develops an
argument-linked threat model. Finally, Section 7 discusses limitations and
future work and concludes the paper.



2. Background

This section discusses the three fundamental components of the QWAC
controversy: (1) the technical foundation provided by the WebPKI and TLS;
(2) the governance framework established by the eIDAS regulation; and
(3) the new European Telecommunications Standards Institute (ETSI) tech-
nical specification for QWAC certificate profiles, synthesizing the European
Commission’s (EC) and CA/Browser Forum’s (CA/B) requirements.

2.1. WebPKI

The public key infrastructure (PKI) of the Web (hereafter WebPKI) rep-
resents the backbone of the TLS protocol, securing wvirtually all web traffic
(Google, 2025) by providing data confidentiality and endpoint authentica-
tion (Rescorla, 2018). In the WebPKI, a root or intermediate CA binds a
cryptographic key pair to an entity by issuing an X.509 certificate (Rescorla
and Dierks, 2008), establishing a hierarchical trust model. At the top of
the hierarchy is a small number of root CAs whose self-signed certificates
(“root keys”) are pre-installed in the trust stores of browsers and operating
systems, forming a trust anchor. Any leaf certificate derives its trustwor-
thiness directly or indirectly (via intermediary certificates) from these root
keys (Grindal et al., 2025). Hence, the compromise or invalidation of a root
key results in loss of trust in all the certificates derived from it (Chuat et al.,
2020). Additionally, the browser clients check the X.509 path-validation rules
(Boeyen et al., 2008) and revocation status (Koschuch and Wagner, 2015)
to ensure a secure connection. Since 2018, major browsers, such as Google
Chrome, have additionally required all TLS certificates to be recorded in
public append-only Certificate Transparency (CT) logs, enabling the detec-
tion of mis-issuance and supporting root store operators in governing the
CAs within their trust stores (Laurie et al., 2021).

Root CAs must comply with the CA/B Forum’s baseline requirements’s
(BR) (CA/B Forum, 2025) and undergo regular audits before their root cer-
tificates are included in trust stores (Grindal et al., 2025). Certificates can be
issued at three validation levels, each with distinct requirements for binding
endpoints and authenticating entities (CA /B Forum, 2025): (1) Domain Val-
idated (DV) ensures control over the Fully Qualified Domain Name (FQDN)
only (e.g., google.com); (2) Organization Validated (OV) adds basic cor-
porate vetting (e.g., Google LLC); (3) Extended Validation (EV) further



involves rigorous legal-entity checks. The non-profit Let’s Encrypt has be-
come the dominant CA for DV issuance via the ACME protocol (Aas et al.,
2019), whereas commercial CAs remain the primary issuers of OV and EV
certificates (SSLInsights, 2025). For some time period, Browsers had inte-
grated visual indicators for EV certificates, like a green URL bar. However,
following (contested) studies according to which the benefits of EV indicators
from an end-user perspective compared to mere DV were limited (Felt et al.,
2016; Jackson et al., 2007), all major Browsers had removed these indicators
by 2020.

2.2. eIDAS Trust Framework

The eIDAS Regulation (EU 910/2014) specifies a set of qualified trust
services — eDelivery, eTimestamping, eSeal, eSignature, and website authen-
tication — to foster “secure electronic interactions” across the DSM (European
Commission, 2023b). In contrast to the WebPKI’s industry-led governance
model, eIDAS establishes an extended public-law ecosystem. Figure 1 il-
lustrates the layered structure of the WebPKI and the part of the eIDAS
ecosystem relevant to QWACs. While both TLS certificates and QWACs are
built on the same BR, the eIDAS ecosystem extends the WebPKI by adding
regulatory and institutional layers that govern trust services (e.g., QTSPs)
and registries (e.g., member state (MS)-trust lists (TLs)). Each MS desig-
nates a National Supervisory Body (NSB) maintaining a TL that enumerates
accredited QTSPs. The list of trust lists (LoTL)! then provides an EU-wide
pointer to those MS-NSBs and their TLs.

Driven by concerns over the limited uptake of existing trust services, frag-
mentation of national electronic identification (eID) schemes, and broader
goals of digital sovereignty (Weigl et al., 2022), the EC proposed a far-
reaching revision of eIDAS on 3 June 2021 (European Commission, 2021a).
The final amendment, Regulation (EU) 2024/1183, was published on
11 April 2024 (European Commission, 2024). The amendment in Article 45
obliges browser vendors to (a) recognize qualified certificates for website au-
thentication, and (b) ensure that the identity data attested in the certificate
and additional attested attributes are displayed in a user-friendly manner. In
turn, Annex IV sets the formal requirements for the structure and informa-
tion content of the corresponding QWACs.

!See https://eidas.ec.europa.eu/efda/trust-services/browse/eidas/tls.
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Figure 1: QWAC ecosystem connecting EU regulation, trust service provision, global trust
infrastructure, application, and usage.

2.3. Qualified Website Authentication Certificates

According to Article 3(38) of the eIDAS Regulation (European Union,
2014), “certificate for website authentication means an electronic attestation
that makes it possible to authenticate a website and links the website to the
natural or legal person to whom the certificate is i1ssued”. Formally, the reg-
ulation is technology-agnostic, yet virtually all current deployments encode
the statement as an X.509 object exchanged during the TLS handshake.

QWACs are issued by CAs accredited as QTSPs where each QTSP
should satisfy the identity-verification rules in ETSI EN 319 411-1 and
undergo a conformity assessment at least every 24 months according to
ETSI EN 319 401 and related standards (ETSI, 2024a). This conformity as-
sessment is performed by accredited conformity assessment bodies (CABs),
which are in turn assigned by the NSB. QWACs can be deployed and veri-
fied in two forms, as defined by ETSI in TS 119 411-5 (v2.1.1) (ETSI, 2025):
(a) a 1-QWAC, where the QWAC is used directly as the TLS server certifi-
cate (thereby mandating that the issuing CA resides in both Browser trust
store and a MS’ TL); and (b) a 2-QWAC binding option, where a conven-
tional WebPKI TLS certificate secures the connection while the website’s
identity is bound to a separate qualified certificate issued by a QTSP via the
subscriber’s (web server’s) public key. The technical specification defines the
required identity data, validation procedures, and — albeit quite vaguely —



browser-facing indicators, establishing a technical baseline (ETSI, 2025).

Cryptographically, both types of QWAC offer the same transport security
guarantees as an ordinary TLS certificate. Their distinctiveness lies only in
the vetting of organizational identity of the subscriber and the governance
framework CAs need to abide by. It is important to note that QWACs poli-
cies provide heterogeneous profiles for the subscriber’s identity vetting (ETSI,
2025), ranging from QEVCP (similar to EV TLS certificates) to QNCP-w-gen,
whose vetting process can be considered weaker than OV (Adriano Santoni,
2025). Moreover, at the time of writing, we are not aware of official implemen-
tation guidelines for visual indicators for QWACs, let alone differentiations
according to the identity vetting profiles.

2.4. The QWAC Controversy

The controversy surrounding QWACs is rooted in their dual traits. Tech-
nically, they represent a form of TLS certificates, providing encryption and
server-authentication. Their distinctiveness lies in their legal qualification as
issuance by a QTSP under EU supervision conveys statutory guarantees of
vetting and liability (Entschew and van Brouwershaven, 2024). This legal
framing shifts the debate from technical efficacy to questions of governance,
accountability, and the extent to which regulatory mandates should override
browser-driven trust decisions.

Although QWACs have existed since 2014, their adoption has been mainly
limited to financial services and outside Web services, following mandates
by the revised PSD2 Directive (EU 2015/2366) (Kudra et al., 2022) and a
few eIDAS 1.0 nodes. The scope of browser obligations hence changed sig-
nificantly with the Commission’s 2021 proposal: Article 45 would require
browsers to recognize QWACs and display the attested identity, shifting
the debate from optional support to mandated handling (European Com-
mission, 2021a). The controversy intensified in 2023, when a leaked tri-
logue draft law was interpreted as broadening obligations and narrowing
safeguards, prompting coordinated responses from browser vendors and civil
society, including an open letter signed by more than 500 scientists and sev-
eral Non-Governmental Organizations (NGOs) (Mozilla, 2021; Scientists and
NGOs, 2023a). This mobilization was led, in particular, by Mozilla under
the “SecurityRiskAhead” campaign, which published headlines such as “Last
Chance to fiz eIDAS: Secret EU law threatens Internet security” (Mozilla,
2023b). The adoption of Regulation (EU) 2024/1183 then established a le-
gal baseline without technical implementation details, thus leaving room for
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uncertainty and speculation. ETSI TS 119 411-5 (v2.1.1), published in early
2025, subsequently provided some clarity by providing technical profiles for
consumption models.

The controversy accordingly evolved through successive milestones (pro-
posal, leak-driven escalation, and post-adoption implementation). This tem-
poral context is described in Section Appendix A.1, which provides a time-
line of relevant events. The timeline aims to help understand that several
prominent arguments were formulated in response to the draft text and cor-
responding interpretations and ambiguities that differed from the adopted
Regulation (EU) 2024/1183.

3. Methodology

This study employs a qualitative mixed-method approach to investigate
the technical, human, and institutional dimensions (Orlikowski, 1992) of
QWACs within the socio-technical context of eIDAS. Our research design
combines a multivocal literature review (Garousi et al., 2016), i.e., a sys-
tematic collection and analysis of academic and gray literature, with stake-
holder interviews to collect data in the form of (components of) arguments
exchanged during the controversy. In doing so, we follow a sequential de-
sign: we first assess peer-reviewed evidence through a systematic literature

Records identified Records identified Identification (with implicit de-duplication) across
from databases from other libraries unique search indexes (Google, Brave, Bing, Yandex)
(s =7;n=39) (s =3;n=224) (s =4, n = 400)

. _ Y S .

(" Total records identified
after searches

Total records identified
after searches

Backwards-/Forward-
Search (Snowballing)

L (n = 263) (n = 48) (n = 132) n =46
. A Y A : ‘ ,
Total records after Records excluded after ! | Included Normative and Included Discursive and
removing duplicates title/abstract screening ! Prescriptive sources opinion-based sources
L (n = 215) (n = 190) ! (n = 60) (n=72)
- . . T/ [T oS-t EmTmmEmEEmEEsSmEssss=s A ~ ~
Records with screened Records excluded after ! Legal and regulatory Stakeholder
for eIDAS relevance full-text eligibility check ! instruments position papers
(n = 25) (n = 22) ! (n = 30) (n =14, m = 26)
Included records with Backwards- /Forward- Technical standards and Media reports and
substantial QWAC focus Search (Snowballing) implementation guidance expert commentary
(n=4) n=1 (n = 30) (n = 32)
(a) Academic white literature review flowchart (b) Gray literature review flowchart

Figure 2: Overview of the multivocal literature review process
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review (SLR) (Section 3.1), followed by an extension of the corpus with gray
literature to capture stakeholder discourse and documentary evidence (Sec-
tion 3.2). For all identified records, we conduct a structured analysis of
arguments criticizing and supporting QWAC using qualitative coding tech-
niques (Saldana, 2021) — more specifically, we used a codebook aligned with
Toulmin’s model (Toulmin, 2003). We conclude the data collection by con-
ducting interviews (Section 3.4) to triangulate and refine the argument map
derived from the multivocal corpus, particularly where documentary evidence
is weak or ambiguous. Throughout the analysis, we distinguish a source-level
orientation (supportive, critical, or neutral reporting) from the stance of an
argument, which can only be supportive or critical. A “neutral argument”
would correspond to descriptive and balanced coverage without explicit advo-
cacy, which can hardly apply for single arguments (or components thereof).
“Neutral” is therefore not treated as a third argument stance.

The majority of claims put forward in the QWAC controversy are forward-
looking: They assert risks and benefits that depend on future implementa-
tion choices, institutional enforcement, and legal interpretation, and therefore
cannot yet be verified through outcome-level empirical evaluation alone. For
instance, at the time of the open letter (Scientists and NGOs, 2023a), the
revision of Article 45 was still in progress, and there was also no implement-
ing act that would detail the technical specifications of QWACs relevant to
Browser recognition. We hence use Toulmin’s model as an established argu-
mentation framework to make the underlying assumptions and justifications
explicit and to compare stakeholder positions using a consistent structure
across sources. This approach ensures a comprehensive exploration of the
QWAC controversy, addressing gaps in existing research and narratives as
well as providing balanced insights into policy and practice.

3.1. Academic Literature Review

The first stage of data collection was conducted using a SLR (Levy and
Ellis, 2006), following the PRISMA guidelines of Moher et al. (2009). We
conducted searches in Q4 2024 across 7 academic databases (ACM Digi-
tal Library, AIS eLibrary, arXiv.org, Elsevier ScienceDirect, Emerald Pub-
lishing, IEEE Xplore, and Springer) and 3 additional libraries (Elicit, Di-
mensions, and Google Scholar) for maximum coverage. The SLR employs
a precise search string: "QWAC" OR "Qualified Website Authentication
Certificate" OR ("qualified" AND "website" AND "authentication" AND
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"certificate" AND "eIDAS"). This process encompassed identification, ti-
tle/abstract screening, and full-text eligibility assessment. Because our goal
was to assess the extent of academic coverage of a niche concept, we inten-
tionally applied a low inclusion threshold: a record passed screening if it was
related to eIDAS (as opposed to, e.g., physical quantities Qwac) and passed
eligibility if it contained a substantive discussion of QWACs beyond a passing
mention.

As illustrated in Figure 2a, we identified an initial set of 263 records.
After de-duplication, 215 unique records remained. During title/abstract
screening, 190 records were excluded as not substantively related to eIDAS,
leaving 25 records for full-text assessment. Of these, 22 were excluded at
eligibility (typically because QWACs were mentioned only in passing), re-
sulting in 3 included academic records. One additional eligible academic
record was identified via backward/forward search (snowballing). In sum,
our SLR yielded 4 included studies (Entschew et al., 2022; Martius et al.,
2024; Entschew and van Brouwershaven, 2024; Wazan et al., 2024). In our
mixed-method sequence, the SLR establishes the baseline for coverage of the
phenomena in the academic discourse and thereby highlights, notwithstand-
ing the presence of open letters signed by many researchers, evidence gaps
that motivate the subsequent systematic inclusion of gray literature.

3.2. Gray Literature Review

Due to the limited availability of academic white literature and the ex-
tensive coverage of the QWAC controversy in the public discourse and press,
gray literature constitutes an essential source of this study. Following the
Luxembourg definition (Luzi, 2000), we treat gray literature as documents
produced by academia, businesses, governmental bodies, and industry associ-
ations that are not commercially published. In our context, this also includes
position papers and other documents published by NGOs that have shaped
the QWAC controversy.

We conducted keyword searches using web search engines with dis-
tinct indexes (Google, Brave, Bing, and Yandex) and screened the top-
ranked results to identify entry points. We then expanded coverage through
backward /forward snowballing (embedded hyperlinks, back-links, and cross-
document references). In addition, we performed targeted searches on
LinkedIn Pulse. Across all types of gray literature, we only included con-
tent when it constituted a long-form opinion piece or a discussion thread
with substantive argumentation. We did not include social media posts or
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short-form content that does not provide a reasonable amount of relevance ac-
cording to the AACODS (Authority, Accuracy, Coverage, Objectivity, Date,
Significance) checklist (Tyndall, 2010).

The identified gray-literature corpus covers normative, prescriptive docu-
ments, including legal and regulatory instruments, technical standards, and
implementation guidance (e.g., by ETSI and European Union Agency for
Cybersecurity (ENISA)), and root-program and browser-vendor documents
(e.g., extracted from the Common CA Database (CCADB) and Mozilla), as
well as non-normative, opinion-based documents, such as stakeholder posi-
tion papers and other web-based sources, including news (journalistic report-
ing), opinion pieces (blogs, editorials, advocacy texts), and expert discussions
(professional networks and fora) (Kuzman et al., 2023). The final set com-
prises 132 gray-literature records, as summarized in Figure 2b. Together
with the white literature, these sources form the multivocal corpus that is
coded into Toulmin components to derive the initial argument map (Section
3.3) and to identify publicly engaged stakeholders for interview recruitment
(Section 3.4).

Unpacking the QWAC controversy relies on the temporal positioning of
arguments relative to the exact wording of the legal and technical specifi-
cations available at that time.For instance, during the legislative process, a
leaked draft revision of the eIDAS regulation played a key role in the contro-
versy. It is critical to be aware of the evolution of eIDAS and the relationship
between Recital 65, Article 45, and Annex IV. Recitals provide the context
and reasoning behind the regulation and hence serve as interpretative guides,
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Figure 4: Pipeline to derive the Stakeholder Arguments Map from multivocal discourse

whereas articles constitute the actionable, legally binding parts of the leg-
islation (Klimas and Vaiciukaite, 2008; European Commission, 2015). Be-
cause many statements in the corpus respond to different legislative drafts
and standardisation milestones, we summarize the key events and successive
milestones in Appendix A.1. Unless stated otherwise, we interpret argu-
ments against the final version of the eIDAS Regulation (European Union,
2024) and ETSI technical specification TS 119 411-5 (v2.1.1).

3.8. Argument Abstraction

Our argument abstraction proceeds in three stages, as visualized in Fig-
ure 4. Here, the term argument abstraction denotes the systematic reduction
of many concrete statements into a smaller set of structured arguments.

Stage 1 (corpus assembly) comprises the multivocal literature corpus de-
rived from the academic and gray literature reviews described in Sections 3.1
and 3.2. Much of the QWAC controversy consists of forward-looking, con-
tested claims about security, governance, and compliance whose validity de-
pends on future implementation choices, institutional enforcement, and legal
interpretation. Therefore, outcome-level evidence was and is largely unavail-
able. We hence treat argumentation as the primary unit of analysis and use
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Toulmin’s model (Toulmin, 2003) to represent each position as a claim with
immediate justification and potential rebuttal Liu and Xiong (2024).

Stage 2 (component coding) applies a Toulmin-based codebook to decom-
pose corpus statements into argumentative components and to assign stake-
holder stances. In this stage, we operationalise Toulmin as a relational and
inductive coding framework (Toulmin, 2003; Saldana, 2021; Liu and Xiong,
2024): extracted text segments are coded as Toulmin components (Figure 3)
and linked to capture how stakeholders justify, qualify, and contest claims.
For each record, we additionally coded the source stance as supportive, crit-
ical, or neutral; neutral sources either present competing positions without
endorsing one or report positions without taking a stance. Note that neutral
is a source-level label (non-advocacy), not a third argument stance; com-
ponents extracted from neutral sources are attributed to the corresponding
supportive or critical arguments in Stage 3. This source-level representation
makes implicit technical assumptions, regulatory mandates, and governance
expectations explicit, enabling structured comparison across heterogeneous
sources without requiring outcome-level evidence (e.g., observed usage or
post-deployment attacks).

Finally, Stage 3 (iterative arqgument abstraction) consolidates these coded
components into arguments by reducing conceptual overlap and stabilizing
a set that comprehensively represents the QWAC controversy. Expert inter-
views are not considered as a separate stage but are embedded in this final
stage as a validation and refinement input to qualify and extend corpus-
derived arguments. In this stage, we abstract the coded components into
consolidated arguments through three refinement iterations to reduce over-
lap and stabilize a set with broad discourse coverage. Iterations 1-2 used the
literature corpus to progressively consolidate related components into provi-
sional argument classes (40 positions grouped into 5 classes). Iteration 3 in-
tegrated the 15 semi-structured interviews by mapping interview statements
onto the provisional classes to validate relevance, clarify implicit warrants
and qualifiers, and add missing justifications where the documentary record
was weak or contested. Throughout, component definitions and emerging ar-
gument themes were refined via multi-researcher discussions on consolidation
decisions (merging/splitting, naming, and setting boundaries for arguments)
to stabilize boundaries with broad coverage and minimal overlap.

The process yielded 20 consolidated arguments emerging from 1237 coded
components (334 claims, 306 grounds, 176 warrants, 173 backings, 81 qual-
ifiers, and 167 rebuttals), summarized in Figure 4. The resulting stake-
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holder argument map traces where claims are supported, qualified, or rebut-
ted across sources; component counts indicate emphasis within our corpus
rather than empirical prevalence. Section 3.4 details the interview protocol
and the analysis that provides the validation input used in Iteration 3.
Appendix B is the primary empirical artifact of this study: a Toulmin-
structured argument catalogue for all 20 consolidated arguments, with an
evaluation template that readers may apply for self-assessment. We do not
report author-assigned quantitative strength ratings because they depend on
subjective value judgments. In Section 6, we additionally translate the con-
solidated argument map into an argument-linked threat model that connects
stakeholder claims to concrete threats and non-prescriptive design levers.

3.4. Stakeholder Interviews

The last stage of our research design incorporates a set of qualitative,
semi-structured interviews (Kallio et al., 2016). This is intended to further
extend our evidence base and validate our derived arguments. We identified
an initial set of potential participants during the literature review, consider-
ing individuals who have been publicly engaged with the QWAC topic, e.g.,
who signed open letters and have an academic profile in security research,
who are involved with governmental bodies, or who are involved in policy-
making processes. This group hence comprised high-profile individuals with
diverse roles, including regulators, industry experts, and researchers, thus
offering a broad spectrum of perspectives. Our attempts to recruit interview
partners from browser vendors and the European Commission were unsuc-
cessful, most likely because of the active negotiations in the context of the
legislative process. Using purposive expert sampling (Campbell et al. (2020)),
we successfully recruited 15 participants (see Figure 5). The study design
was reviewed and approved by the Ethics Review Panel (ERP) of our insti-
tution, and the interviews were treated confidentially and pseudonymized in
compliance with the GDPR (European Union, 2016).

The interviews were conducted predominantly virtually and were sub-
sequently transcribed. On average, interviews lasted 62 minutes, with the
shortest lasting 49 minutes and the longest lasting 88 minutes. We used a
semi-structured interview guide to ensure consistency while allowing flexi-
bility in addressing emergent themes (Schultze and Avital, 2011; Degen and
Teubner, 2024). We thematically analyzed the transcribed responses to iden-
tify patterns, contrasts, and novel insights. We used abductive coding (Vila-
Henninger et al., 2024) to refine the codes obtained from the initial induc-
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tive coding of the academic and gray literature. These findings enrich our
argumentation analysis by highlighting aspects that have not been publicly
discussed previously. We employ two code systems to capture both the inter-
view structure and the argumentative coverage. First, we applied a topic code
system based on the semi-structured interview guide (e.g., problem framing,
perceived risks, governance capacity, deployment pathways) (see Figure A.2),
which allowed us to trace how often and in what depth each interviewee ad-
dressed the key questions. Second, we applied the stage 3 arguments as a
code system to validate coverage. The analysis addressed several major and
minor themes, the frequencies of which are visualized in Figure A.3, which
also serves as an outline of topics and questions asked during the interviews.
For the argument code system the figure depicts how often each of the 20
arguments appeared in the interview corpus. While illustrating the concen-
tration of discussion points across interviews, the participants are grouped by
their stance, which helped us identify which arguments are primarily driven
by supportive policy actors, which ones by browser-aligned critics, and which
ones are shared across groups.

Interviews were conducted specifically to triangulate how stakeholders
interpret different aspects concerning QWACs, what arguments they bring
forward, and to refine and extend Toulmin components (e.g., grounds, war-
rants, qualifiers) where the documentary record was weak or ambiguous. We
then mapped interview insights back onto the argument map to indicate
whether they confirm, contradict, or qualify the corpus-derived evaluation.

4. Analytical Framework

In this section, we present a preliminary descriptive analysis of the con-
troversy based on the multivocal literature review and interview data. Based
on the axial coding of 20 core arguments, as depicted in Figure 6, we aggre-
gated the argumentative material into three heuristic and partially overlap-
ping categories: Security & Trust (ST), Governance €& Authority (GA), and
Compliance & Interoperability (CI), describing recurrent arguments using
Toulmin’s model.

4.1. Stakeholder Typology

We classify stakeholders into three categories (supporter, critic, neutral)
based on their positions throughout the analysis (see Figure 5): (a) support-
ers argue in favor of QWACs or the amended Article 45; (b) critics argue
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ID Stance Domain Experience Engagement
EO01  Supporter  Industry 18 years High

E02  Neutral Academia 30 years Low

E03  Critic Academia 8 years Moderate
E04  Critic Academia 30 years High

E05  Neutral Governmental Agency 30 years Moderate
E06  Critic Academia 15 years Low

E07  Critic Academia 35 years High

E08  Supporter  Regulatory Body 13 years High

E09  Supporter  Service Provider 25 years High

E10  Supporter  Service Provider 20 years High

E11  Neutral Service Provider 25 years High

E12  Neutral Service Provider 33 years High

E13  Critic Academia 8 years Low

E14  Supporter  Governmental Agency 42 years High

E15  Supporter  Standards Organization 26 years High

Figure 5: Interviewee engagement in the discourse by stance and domain (random order)

against it; and (c) neutrals present observations or comparisons rather than
explicit advocacy. Stances are inferred from each stakeholder’s authored or
endorsed source materials and, where applicable, interview statements. The
label captures an overall orientation for aggregation, not uniformity across
communications, and actors may endorse isolated arguments while overall fa-
voring one stance. We apply the neutral stance only at the source level, not
argument-level. Arguments always have a stance (i.e., supporting or criticiz-
ing), whereas a truly neutral argument can be understood as one entirely free
from values, perspective, and framing, which is not suitable for this study.

Section 3.3 reports the consolidated argument set and coded-component
totals. Here, we focus on stakeholder affiliation and visibility to contextualize
which actor types most prominently advance or contest the main positions.
Three iterations of classification refinement led to 9 core arguments for and
11 arguments against QWACs, as presented in Figure 6.

The stakeholder analysis revealed a diverse set of actors. Supporters in-
cluded influential organizations such as the European Signature Dialog (ESD)
(an NGO representing QTSPs), prominent CAs, ETSI, and Bundesdruckerei
Gruppe GmbH — the German Federal Printer, all of whom played a key role
in shaping the narrative in favor of QWACs. The ESD, in particular, strongly
supported the mandatory browser trust for QWACs, emphasizing its poten-
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tial to bolster EU digital sovereignty and enhance consumer trust. European
institutions (e.g., the EC) also played a central role in the pro-QWAC ar-
gument, advocating for revisions to Article 45 as a necessary step toward
regulatory alignment and enhanced web security in the EU. Moreover, CAs,
such as D-Trust (which belongs to the German Federal Printer) and Entrust,
voiced for regulatory harmonization, emphasizing interoperability, usability,
and trust in digital identity systems, as well as the lack of lawfulness in
browsers’ root store decision-making. While both D-Trust are QTSPs enti-
tled to issue QWACs, only D-Trust has roots included in major trust stores,
as Entrust roots were removed from most trust stores in late 2024.

In contrast, Mozilla has been the most visible critic of QWACSs, warn-
ing of the privacy risks inherent in a state-controlled certificate system and
even staging a public protest in Brussels (Mozilla, 2023a). The Electronic
Frontier Foundation (EFF), along with scientists and NGOs, echoed these
concerns, highlighting the risks of government surveillance through the in-
terception of encrypted traffic and the loss of independent oversight. Their
position was formalized in an open letter signed by more than 500 scientists
worldwide (Scientists and NGOs, 2023a).

4.2. Analytical Themes

Drawing on the socio-technical theory of the duality of technology (Or-
likowski, 1992), we treat QWACs as a socio-technical intervention whose
implications are enacted by stakeholders under institutional rules (eIDAS)
and infrastructure governance (WebPKI). Rather than separating technical
design from social impact, as a result of the argument abstraction and anal-
ysis (Section 3.3), we organize the controversy into three themes — Security
& Trust, Governance & Authority, and Compliance & Interoperability. This
reflects how stakeholders argue from a disputed mechanism to an invoked
consequence. In each theme, the first term represents the dominant techni-
cal mechanism under legal mandate (security, governance, compliance), while
the second term infers the socio-institutional stake that the argument claims
this mechanism affects (trust, authority, interoperability). The themes are
used as a means to better organize, present, and compare the final set of argu-
ments, but do not imply that arguments are confined to a single theme. The
Toulmin decomposition for each consolidated argument is provided in Ap-
pendix B.

ST Security and Trust. Supporters argue that QWACs strengthens web-
site identity assurance by binding TLS protection to legally accountable
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GA

CI

identities (ETSI, 2025). They emphasize that qualified status and con-
formity audits provide standardized and transparent trust indicators
in browsers, designed to make organizational identity visible and au-
ditable (ESD, 2023c¢; Entrust Corporation, 2021) that can help mitigate
phishing and fraud (Drury and Meyer, 2019).

Critics counter that QWACs do not meaningfully enhance user risk
awareness, since prior studies show that identity indicators fail to
change behavior (Jackson et al., 2007; Thompson et al., 2019). They
add that mandatory trust signals may not deliver effective guarantees
of trustworthiness, as legal assurances cannot compensate for technical
flaws in issuance (Mozilla, 2020; Electronic Frontier Foundation (EFF),
2022). Concerns extend to degraded data protection (Claburn, 2023;
Mozilla, 2023a) and the introduction of new attack vectors if compro-
mised government-endorsed CAs are included (Keizer, 2011; Raman
et al., 2020).

Governance and Authority. Supporters assert that QWACs promote
fair competition in digital markets by curbing the dominance of foreign
browser vendors in setting trust policies (Bitkom, 2022; ESD, 2022b).
They argue that embedding trust in MS-TLs strengthens EU digital
sovereignty, shifting governance from private corporations to statutory
supervision (Entschew and van Brouwershaven, 2024; Entschew et al.,
2022). In this perspective, QWACs also advance the EU DSM by ex-
tending the European trust space across borders and harmonizing iden-
tity assurance (European Parliament, 2024).

Critics respond that Article 45 could facilitate government surveillance
through the state-controlled certificate issuance (Mozilla, 2023b; Elec-
tronic Frontier Foundation, 2023). They argue that mandatory recog-
nition undermines the global trust models coordinated by the CA/B
(Grindal et al., 2025; Braun et al., 2014). Moreover, critics highlight
that statutory requirements may conflict with existing root store stan-
dards and practices, potentially constraining browser mandates for CT,
incident response, and revocation policies (Helme, 2023; Mozilla et al.,
2023; Rescorla, 2022).

Compliance and Interoperability.

Supporters stress that QWACs integrate website authentication into
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the broader EU trust framework, aligning it with other qualified ser-
vices (ETSI, 2023c; European Commission, 2021a). They argue that
this integration supports cybersecurity directives (e.g., the Revised Net-
work and Information Systems (NIS2) directive) and harmonized super-
vision (Wazan et al., 2024). By binding legal identity to web services,
QWAC s are said to strengthen accountability and transparency across
financial services and e-government contexts (LuxTrust S.A., 2024).

Critics counter that mandatory QWAC recognition risks fragmenting
the global WebPKI by creating parallel trust ecosystems with divergent
handling of validity and revocation (CCADB, 2020a; Scheitle et al.,
2018). They caution that enforcing EU-specific standards undermines
the technological neutrality principles central to the evolution of the
WebPKI (Mozilla, 2021; Delignat-Lavaud et al., 2014). Others point
to the increased complexity and operational costs for website operators,
who must manage multiple profiles and audit regimes (Tehrani et al.,
2024; Martius et al., 2024), particulary when considering the many
connections maintained when interacting with a modern web service
(CCADB, 2020a). Finally, critics stress that QWACs underperform
compared to existing measures such as automated monitoring, which
already improves accountability without statutory compulsion (Laurie,
2014; Certificate Transparency, 2020).

4.8. Shared Premises

To ensure consistency in our evaluation, we distinguished between two lay-
ers of components. First, shared components are field-invariant: they define
the stable reference frame within which all claims are assessed, and second,
argument-level components are field-dependent: they vary with the substance
of each claim and specify what counts as acceptable grounds, warrants, or
backing within the argument’s context (Toulmin, 2003). This means that all
arguments, regardless of class or stance, operate within this structural frame.

Identifying the shared components explicitly allows us to avoid redun-
dancy and ensures that all claims are tested against the same underlying
criteria. This makes the comparative evaluation consistent because the ba-
sis for the judgment is declared in advance rather than inferred for each
argument. The list below outlines the shared premises (referenced as Px),
whereas the field-dependent components are detailed in Appendix B.

P1 The Legal Foundation defines the binding legal framework provided
by eIDAS 2.0 (EU/2024/1183), primarily Articles 45 and Annex IV.
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All claims are interpreted against the final legislative text, rather than
(leaked or published) regulation drafts.

P2 The Technical Specifications define the operative certificate and con-
sumption models as codified in ETSI TS 119 411-5 (ETSI, 2025) and
EN 319 401/412 (ETSI, 2024a). This implies that all evaluations of
feasibility, interoperability, or attack surface are judged relative to the
defined 1-QWAC and 2-QWAC profiles (ETSI, 2025).

P3 The Institutional Governance defines the EU trust-service framework,
including MS-TL/LoTL, NSB, and CAB-related processes. This means
that claims about recognition, supervision, or conformity are assessed
in terms of how authority is exercised within the eIDAS institutional
framework (Entschew and van Brouwershaven, 2024; Martius et al.,
2024; Wazan et al., 2024).

P4 The Operational Enforcement defines how recognition and distrust de-
cisions are executed through the BR governed by the CA /B, root-store
policies, including CA admission, compliance monitoring, and incident
handling. This means that claims are assessed in terms of how these
root programs implement and enforce trust anchors in practice (CA/B
Forum, 2025; Mozilla, 2023c; CCADB, 2018, 2020a).

5. Argument Map

This section summarizes the consolidated arguments by classes. The
arguments along the previously introduced classes are outlined in Figure 6,
for which the primary empirical artifact is provided in Appendix B.

5.1. Security and Trust

ST-S1 QWACs strengthen Website Identity Assurance by binding a super-
vised legal-entity identity to a TLS endpoint through harmonized seman-
tics in EN 319 412 and the consumption models in ETSI TS 119 411-5
(ETSI, 2025, 2023b, 2024a). This uplift is governance- and process-
based rather than cryptographic, but it is consistently supported across
regulation, standards, and supervisory practice (ENISA, 2016).

ST-S2 QWACs display a Transparent Trust Indicator by mandating that
browsers provide verified identity fields in a user-friendly manner, as re-
quired by Article 45 and ETSI EN 319 412-4 (ETSI, 2025). Harmonized
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semantics exist, yet empirical studies are missing that confirm advan-
tages over deprecated EV indicators (Felt et al., 2016).

ST-S3 QWACs protect Users from Fraudulent Websites by exposing vet-
ted legal names and jurisdictions that can be compared to brand claims
at connection time (ETSI, 2025; ENISA, 2017). Standards ensure at-
tributes are retrievable, yet phishing research shows users often ignore
or misinterpret identity signals (Jackson et al., 2007; Drury and Meyer,
2019).

ST-C1 QWACs do Not Enhance User Risk Awareness because most hu-

Security & Trust

ST-S1  Strengthen Website Identity Assurance
ST-S2 Display Transparent Trust Indicator
ST-S3  Protect Users from Fraudulent Websites

ST-C1 Do Not Enhance User Risk Awareness
ST-C2 Do Not Deliver Effective Trust Signals
ST-C3 Degrade User Data Protection
ST-C4 Introduce New Attack Vectors

Governance & Authority

GA-S1  Promote Fair Competition in Digital Markets
GA-S2 Strengthen EU Digital Sovereignty
GA-S3  Advance the EU Digital Single Market

GA-C1 Facilitate Government Surveillance
"GA-C2 Undermine Neutral Global Trust Models
"GA-C3 Conflict with Existing Root Store Standards

Compliance & Interoperability

CI-S1  Integrate Website AuthN into EU Trust Schemes
CI-S2  Integrate with EU Cybersecurity Directives
CI-S3  Strengthen Accountability and Transparency

CI-C1 Create Fragmented Trust Ecosystems

CI-C2  Undermine Technological Neutrality Principles

CI-C3 Increase Complexity and Costs for Website Operators
CI-C3 Underperform Compared to Existing Measures

- J

Figure 6: QWAC arguments grouped by class and stance. Argument IDs follow CLASS-
STANCE+N (e.g., ST-S3). Stance colors: blue = Support (S), red = Critic (C).
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mans do not adapt their behavior when shown certificate cues, and re-
moving EV indicators did not reduce overall security (Felt et al., 2016;
Hunt, 2019; Mozilla, 2020). Given the aged, limited evidence on EV,
based on existing studies of user behavior, harmonized QWACs could
still prove useful for automation and training.

ST-C2 QWACs do Not Deliver Effective Trust Signals because certificate
identity cues themselves are too weak to influence reliable decisions by
untrained users (Biddle et al., 2009; Rescorla, 2022). Some evidence
suggests that standardizing the visualization of identity cues, thereby
mitigating their current ineffectiveness, may lead to little learning (Felt
et al., 2016; Thompson et al., 2019).

ST-C3 QWACs degrade User Data Protection by introducing additional on-
line discovery or revocation/status checks that may expose user brows-
ing metadata to QTSPs or related registries, especially in the 2-QWAC
binding model (CCADB, 2020a; Mozilla, 2022). However, neither the
regulation nor the standards mandates per-visit phone-home validation,
and stapled or otherwise offline status mechanisms can avoid such meta-
data leakage (Berbecaru and Lioy, 2023).

ST-C4 QWACs introduce New Attack Vectors by introducing additional
verification logic and mandated Ul elements, increasing complexity and
the risk of user over-trust (Rescorla, 2022; Felt et al., 2016). These risks
remain theoretical, with no incident evidence to date mitigating their
weight (CA/B Forum, 2025; Helme, 2023).

5.2. Governance and Authority

GA-S1 QWACGs promote Fair Competition in Digital Markets by creating
a statutory path for QTSPs to be recognized in browsers via MS-TL
and LoTL listings (Bitkom, 2022). Position papers argue strongly for
competition, but empirical evidence of changed market shares is absent
(Bundesdruckerei, 2022; Bundeskartellamt, 2022), and neither form of
QWACs as ultimately specified by ETSI TS 119 411-5 supports this
proposition.

GA-S2 QWACs strengthen EU Digital Sovereignty by embedding organi-
zational authentication into EU-supervised trust frameworks (European
Commission, 2021¢; Entschew and van Brouwershaven, 2024). The Reg-
ulation and ETSI baselines explicitly shift governance to statutory su-
pervision, even if browsers retain technical power (Mozilla, 2023c).
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GA-S3 QWACs advance the EU Digital Single Market by harmonizing
recognition and display of identity across borders (Weigl et al., 2022;
European Parliament, 2024). Standards provide mechanisms, but mea-
surable DSM efficiency gains remain unproven (ETSI, 2023d,b).

GA-C1 QWACs facilitate Government Surveillance because state-
controlled QTSP could issue interceptionQWACs that must be accepted
until detected (Mozilla, 2023a; Raman et al., 2020; Amann et al., 2017).
The mechanism is plausible and historically evidenced, but mitigations
like CT logging mitigate the risk by making such attempts publicly ob-
servable (Laurie et al., 2021; Claburn, 2023). While stakeholders broadly
expressed their support for mandatory CT logging in the interviews, the
formulation in Article 45 could be understood in a way that would re-
strict CT logging (Helme, 2023; Scientists and NGOs, 2023a), and to
date, the technical specification of QWACs remains silent on this issue.

GA-C2 QWACGCs undermine Neutral Global Trust Models because manda-
tory legal recognition constrains browser discretion and may conflict with
CA/B Forum norms (CCADB, 2020b; CA /B Forum, 2020; Grindal et al.,

2025). Alignment work exists, but friction remains foreseeable (ETSI,
2025).

GA-C3 QWACs conflict with Existing Root Store Standards by shifting
trust anchor criteria from browser policy to statutory listings (Mozilla,
2021; Internet Society et al., 2023). Politicized inclusion remains a risk
primarily of the 1-QWAC approach, whereas the 2-QWAC model would
continue to rely primarily on existing trust roots (Entschew and van
Brouwershaven, 2024).

5.3. Compliance and Interoperability

CI-S1 QWACs integrate Website Authentication into EU Trust Schemes
by standardizing identity validation under ETSI supervision and MS-
TL/LoTL governance (ETSI, 2024a; Wazan et al., 2024). The standards
pathway is coherent, but deployment evidence is limited.

CI-S2 QWAGQ s integrate with EU Cybersecurity Directives by aligning with
ENISA recommendations and NIS2-related governance (ENISA, 2017;
European Commission, 2020b). This situates QWACs within a coherent
policy framework, although the distinct benefits of such integration be-

yond existing standards remain debated (European Commission, 2021b;
Mozilla et al., 2023).
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CI-S3 QWACs strengthen Accountability and Transparency by surfacing
legally verified identities at the point of interaction, consistent with
GDPR principles (Bundesdruckerei, 2022; Bailey, 2022). Accountability
is mandated in law, yet transparency at the interface remains question-
able (Martius et al., 2024; Bailey, 2022).

CI-C1 QWACs create Fragmented Trust FEcosystems because 2-QWAC
bindings require extra discovery and status checks not covered by ex-
isting automation (CCADB, 2020a; Mozilla, 2021). Standards aim for
alignment, but vendor adoption patterns remain uncertain.

CI-C2 QWACs undermine Technological Neutrality Principles by privileg-
ing one artifact and narrowing space for alternative solutions (Internet
Society et al., 2023; Mozilla et al., 2023). The Regulation is formally
agnostic, but critical analyses foresee constraints on innovation (ETSI,
2025).

CI-C3 QWACs increase Complexity and Costs for Website Operators by re-
quiring dual audits and new verification tooling for operators (CCADB,
2020a; Rescorla, 2022). An expert commentary notes potentially high
fixed costs, though economies of scale may mitigate them (Helme, 2021).

CI-C4 QWACs underperform Compared to Ezisting Measures because DV,
CT logging, and short lifetimes already provide efficient safeguards (Lau-
rie, 2014; Aas et al., 2019). Critics see QWACs as added complexity,
absent outcome gains, while supporters stress the value of legal account-
ability (Rescorla, 2022; ETSI, 2025).

6. Synthesis and Discussion

In this Section we synthesize the argument map (Figure 6) with interview
triangulation (Section 6.2) to derive theoretical and practical implications
(Section 6.3). Appendix B provides the complete argument catalogue and
evaluation framework.

6.1. Synthesis

Most claims across the three argument classes were logically sound but
conditional. Supporters ground their case in the binding of legal-entity iden-
tity required under eIDAS 2.0 and ETSI TS 119 411-5, while critics empha-
size the history of browser trust store governance, the absence of novel secu-
rity mechanisms, and a lack of evidence that visual indicators have a positive
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security impact on end-user behavior (ETSI, 2025; Felt et al., 2016; Thomp-
son et al., 2019).

Positive outcomes appear more plausible when deployments favor the 2-
QWAC model to preserve existing WebPKI chains, mandate CT logging for
qualified artifacts, adopt privacy-preserving revocation mechanisms such as
stapling or CRLite, and provide consistent, machine-readable identity se-
mantics through vendor User Experience (UX) hooks (ETSI, 2025; Laurie
et al., 2021; Berbecaru and Lioy, 2023; CCADB, 2020a). Negative outcomes
become likely if 1-QWAC certificates displace current chains or if supervisory
and browser processes diverge, creating fragmentation, governance frictions,
and potential for governmental interception of web traffic without demon-
strable security gains (CCADB, 2020b; Mozilla, 2021; Grindal et al., 2025).
While a mandate to recognize QTSP-issued QWACs as an alternative form
of TLS certificates with a mandate for Browser-side recognition was initially
marketed to provide a strong form of “European digital sovereignty”, the
result of the negotiations led to 1-QWACs requiring also inclusion in existing
trust stores, which leads to limited benefits while causing major discomfort
among Browsers and security researchers. As such, considering the political
capital invested in the controversy as sunk costs and the technical specifica-
tion of QWACs as given, as well as ongoing discomfort expressed by Browsers
and ambiguity as to the implementation of “user-friendly visual indicators”,
the friction to implement 2-QWACs may be lower while providing most of
the anticipated benefits, contingent on the decisions made.

Because rigorous field evidence remains scarce, effectiveness should ulti-
mately be assessed through pre-registered studies using metrics such as phish-
ing click-through and credential submission rates, mis-issuance detection la-
tency, distrust times via CT, and cross-border onboarding performance. Un-
til such data exist, QWACs are best understood as a governance intervention
whose value depends less on cryptographic innovation than on supervision
quality and cross-ecosystem coordination (Laurie, 2014; Scheitle et al., 2018;
Laurie et al., 2021).

6.2. Interview Triangulation

We use interviews to triangulate and validate the argument map as they
clarify stakeholder intent, make implicit qualifiers explicit, and highlight
where the documentary record is weak or ambiguous. We added further
insights in Appendix A.2. The code matrix analysis of the 15 expert in-
terviews in Figure A.3 reveals a strongly structured debate around QWAC,
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with clear differences in argumentative emphasis across supporters, critics,
and neutral stakeholders. Critics predominantly mobilized security and gov-
ernance risk frames, most notably, that QWAC do not deliver effective user
trust signals and may facilitate government surveillance, both of which ap-
pear with high coding density across multiple critic interviews, indicating
sustained and shared concern rather than isolated objections. In contrast,
supporters consistently emphasized benefits related to strengthening web-
site identity assurance and protecting users from fraudulent websites, with
these codes appearing frequently and across nearly all supporter interviews,
suggesting a coherent pro-QWAC narrative focused on institutional trust
and assurance. Neutral experts occupied an intermediate position, engaging
with both benefit and risk-related codes but with lower overall intensity, of-
ten framing concerns in terms of implementation complexity and integration
with existing cybersecurity frameworks rather than principled opposition.

The interviews converged on four practical questions: what problem
QWACs are meant to solve, what risks they could create, what governance
capacity is needed to balance both, and how deployment could proceed without
overburdening relying parties (RPs). In the following, we synthesize the most
actionable insights from the corresponding discussions, illustrating them with
evidence from interview participants.

Experts largely view QWACs as a means to provide a reliable, machine-
readable organizational identity rather than a visual cue for everyday users.
The primary audience, they argued, is trained operators who can interpret
harmonized identity attributes and integrate them into audits or automated
security workflows. Participants emphasized that identity data must be mea-
surable and consistently presented across vendors to be valuable, cautioning
that past attempts at eye-catching indicators for EV TLS certificates misled
users and should not be repeated (E9, E10, and E12). E10 stated: “I would
have considered it more sensible to continue to visualize this organizational af-
filiation, but in clearer language and in such a way that [. .. ] it is made clear
to them that transport encryption exists and that you are communicating with
the next party.” Building on this perspective, interviewees proposed a prac-
tical rollout to deploy QWACs, facilitating accountable, machine-readable
identity verification where it is currently missing, maintaining existing TLS
transport while bindings and status mechanisms mature, and reinforcing the
system with CT logging and a robust escalation channel. Success, they ad-
vised, should be gauged with operator-centric metrics — not end-user interface
sentiment — while debates over EU sovereignty and QTSPs-only recognition
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continue among stakeholders willing to accept higher integration costs (E5,
E8, E11-E13, and E15). In this context, interviewees also highlighted situa-
tions where QWACs could add value outside the traditional browser bar. As
E11 noted, “/a] major potential issue is that when I photograph a QR code,
I do not really know at that point where the data is going, and there is a
link in there that gets evaluated. If I were to secure it with a QWAC and the
software displayed it as trustworthy, similar to a browser, then we would also
gain security here.” QR codes exemplify low-visibility contexts where sur-
facing qualified identity information could make a difference, as users today
have limited visibility into where the link directs their data to.

A related concern that was frequently raised by critics of QWACs points
to frictions with the design of modern web apps, which often rely on dozens of
background calls to third-party servers, raising the question whether only the
origin or all services need to carry a QWAC (CCADB, 2020a) to make a visual
indicator applicable. In such cases, a QWAC signal could indeed introduce
major complexities and costs or provide a misleading sense of assurance if
the supporting infrastructure is opaque or uncontrolled. Several interviewees,
therefore, suggested that any deployment must clarify how qualified identity
applies not just to the entry point but to the broader service composition. E8
compared this to car manufacturing by stating “It’s that when I buy a car,
I don’t care who manufactured the wheel, the tyre and the windshield, there
1s one entity which is responsible for the parts that they are providing to me.
Therefore, it is their responsibility to ensure that everything is secure, and
if I have an issue, I go to them. I don’t need to identify this sub-service or
this component. ” Accordingly, even when acknowledging that modern web
services integrate connections to third parties CCADB (2020a), the ultimate
responsibility for safety and compliance rests with the provider of the origin,
so the supply of a QWAC for the origin should be sufficient. Although
three (E9, E10, and E11) out of five experts supported this argument, E7
considered it a very technical matter that required further investigation with
the vendors. Interestingly, E15 questioned this analogy for a critical case of
an attack, “I think the difficulty comes into play when it’s not like someone
could plant a component within the car without the manufacturer knowing it.
And then the question is who’s responsible, like your car is parked and I put
something in your car and that breaks it. And that’s where, if anyone within
the ecosystem were compromised. Like you trust all or nothing.”

Multiple experts have described a real gap between statutory recognition
and existing root-store governance. They warned that if recognition is read
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as indirect pressure on browser inclusion or if Member State listings become
de facto trust anchors for identity signaling, incident response could be politi-
cized or slowed (E2, E3, and E6). The same group argued that the legal duty
to “recognize and display” only yields legitimacy if coupled with operational
power. One concrete recommendation was to establish a single point of con-
tact with a European authority (e.g., ENISA) to coordinate precautionary
measures across borders and vendors so that mis-issuance or abuse triggers
the same fast path regardless of which QTSP is involved (E11). Practitioners
were also frank about their capacity and lead times. Audit and integration
steps sit on top of what large enterprises already operate, so even support-
ive teams forecast multi-quarter programs before benefits materialize (E15).
Smaller providers and QTSPs face entry barriers from additional audits to
be allowed to issue QWACs, automation work for discovery and status, and
the need to support RP tooling that does not yet exist off the shelf (E5).
These notes explain why some interviewees prefer minimal-friction consump-
tion paths that reuse existing WebPKI plumbing while still surfacing qualified
identities (E13).

However, any design choice that lowers integration cost can also weaken
the political message some stakeholders want, as one of the key motivations
for the development of QWACs in eIDAS 1 originated from the DigiNotar
incident, where the Dutch government relied on the goodwill of Microsoft to
delay distrust to maintain the availability of key government services (van der
Meulen) (E14). E1 supported the claim as follows: “Diginotar was the rea-
son eIDAS was implemented... Supervisory and conformity assessment bod-
ies now ensure such incidents don’t happen.” One expert argued that side
binding, as implemented in the 2-QWAC approach, keeps browsers in con-
trol and therefore does little for a sovereignty narrative; another countered
that pushing identity through existing rails is precisely what makes deploy-
ment feasible in the near term (E8, E13). This disagreement is less about
technology than about which incentives the scheme should prioritize.

Despite differing views on broader policy questions, participants con-
verged on two safeguards as essential for trustworthy QWACs deployment.
First, issuance transparency, where several experts advocated mandatory CT
logging to deter mis-issuance and strengthen public oversight, with E7 noting
that, “I think Europe could actually make CT mandatory”. Others, however,
cautioned that any CT requirement must remain compatible with the EU
principle of technological neutrality (E5). Second, for privacy-preserving
validation, interviewees stressed that status checks should rely on stapled
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or otherwise offline mechanisms, avoiding per-visit lookups that could leak
user-browsing metadata, particularly when QWACs are consumed in mobile
or embedded WebView contexts (E11 and E12).

6.3. Theoretical and Practical Implications

The synthesis of the three themes described in our results as Secu-
rity & Trust, Governance & Authority, and Compliance & Interoperability,
together with the identified stakeholder stances and the consolidated argu-
ment map, builds a foundation for the broader theoretical and actionable
implications. We derive implications by contrasting supportive and critical
arguments within each theme and by integrating interview insights that con-
firm, contradict, or qualify the arguments derived from the literature corpus.

6.3.1. Theoretical Implications

The QWAC' controversy is primarily a governance-of-security conflict
rather than a cryptographic dispute. Supporters and critics highlight con-
cerns on authority, recognition obligations, and supervisory control ([GA-
S2], [GA-C2]), but barely point out TLS-related cryptographic properties.
This finding reinforces a socio-technical perspective, highlighting that secu-
rity outcomes depend as much on institutional arrangements as on technical
designs. This implication is also backed by our interviewees, as such E8, who
noted that “QWAC is not special at the technical level, it’s just a normal
TLS certificate issued by a CA very normally. The main differences are that
QWAC adds some more security, which is not again technical, but which is
more at the organizational level.”

Visual display of QWACs may not enhance user-facing security. The
claims about user-facing security benefits ([ST-S2], [ST-S3]) lack empirical
evidence. This demonstrates that security debates in regulatory transitions
often rely on incomplete evidence, where governance mechanisms can be
well-defined in legislation or standards, whereas their actual security effects
remain speculative. The contested research on EV indicators even suggests
that there may be a chicken-and-egg-problem, where security benefits only
have a chance to emerge once they are broadly and consistently adopted,
in combination with digital literacy efforts. This insight extends theoretical
discussions on the limitations of evidence-based security policymaking.

Legal mandates act as security backings and shift what counts as evidence
in security governance. In the QWAC discourse, supportive positions are
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frequently grounded in statutory supervision, liability, and harmonized com-
pliance mechanisms, while critical positions emphasize empirically uncertain
behavioral effects and global interoperability constraints. This suggests that
when law is deployed as a security mechanism, the controversy pivots from
protocol-level properties to institutional legitimacy, operational enforceabil-
ity, and the evidentiary gap between policy intent and measured security
outcomes.

6.3.2. Practical Implications

Identity consumption matters more than identity minting. Arguments
highlight that QWACs challenges pertain less to how identity is created and
more to how it is consumed, interpreted, and displayed in end-user contexts.
Supportive arguments such as [ST-S1], [ST-S2|, and [CI-S3] emphasise the
added value of legally supervised identity and harmonised identity seman-
tics for consumption and display, whereas critics stress that identity cues
can be ignored or misinterpreted in practice [ST-C1], [ST-C2]. A distinct
critical concern is that some consumption patterns — especially 2-QWAC
variants requiring additional discovery or status lookups — could introduce
browsing-metadata leakage if not implemented with privacy-preserving, of-
fline validation [ST-C3]. The 2024 settlement and the latest ETSI guidance
enable the use of QWAC identity data without altering browser security de-
cisions. This shifts practical focus toward establishing a minimal, stable,
and machine-readable set of qualified attributes, ensuring cross-browser and
cross-application consistency in identity display, and supporting automated
extraction and interpretation of identity fields based on globally recognised
organizational identifiers.

Security and trust arise from operational controls rather than labels alone.
Arguments in favour of QWACs adoption emphasise accountability and for-
mal supervision [GA-S1, CI-S3|, whereas critics stress that user-visible iden-
tity labels alone do not provide meaningful security guarantees [ST-C1], [ST-
C2] and that additional verification logic can expand attack surface and the
risk of over-trust [ST-C4]. Across discussions, stakeholders recognise that
the backbone of WebPKI trust today consists of CTs logging, timely and
privacy-preserving revocation, and clear incident-response workflows. There-
fore, QWACs must integrate with CT — or with European logging services
if sovereignty is taken seriously (Fiedler and Thiel, 2014) — and revocation
handling must be both robust and privacy-preserving, avoiding per-visit sta-
tus lookups that could leak browsing metadata [ST-C3]. Moreover, opera-
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tional policies should prioritise rapid detection, disclosure, and mitigation of
mis-issuance events. This shifts emphasis from symbolic identity signals to
verifiable operational trustworthiness.

Institutional roles of requlators and browsers must remain clearly sepa-
rated. Arguments around governance and authority repeatedly emphasize
the importance of maintaining a separation between legal identity qualifica-
tion and technical governance of trust anchors [GA-C2, GA-C3, CI-C1]|. This
separation concern is repeatedly framed as a precondition for avoiding par-
allel trust paths and inconsistent validation and incident-response behavior
across user agents. The 2024 compromise avoids imposing new trust an-
chors and allows browsers to continue applying their own security controls.
Practically, this implies that qualified identity information may be displayed,
without influencing connection security or path-validation decisions. Addi-
tionally, future regulatory updates must preserve this separation to avoid
fragmentation and maintain global interoperability.

6.3.3. Actionable Recommendations

Based on the consolidated argument map, interviews, and the threat-
model levers (Table C.1), we recommend the following minimum actions per
stakeholder group. Browsers and other user agents should expose a min-
imal, interoperable qualified-identity interface (Ul and/or API) that is ex-
plicitly decoupled from transport-security indicators and validation decisions,
and evaluate effects with privacy-preserving telemetry and controlled tests.
Providers (QTSPs/CAs and status infrastructure) should ensure issuance
transparency (e.g., CT logging where feasible), implement privacy-preserving
revocation/status (prefer stapled/offline mechanisms over per-visit lookups),
and maintain rapid incident-response procedures. Regulators and standardis-
ers should preserve the separation between legal qualification and root-store
governance and fund reference tooling, conformance suites, and cross-border
escalation coordination. Relying parties should pilot QWACs consumption in
regulated contexts (e.g., revised Payment Services Directive (PSD2) services
(EU 2015/2366)), integrate qualified attributes into audit and fraud detec-
tion workflows, and report measured outcomes and integration costs back
into standards and governance.

6.3.4. Argument-linked threat model
To connect the controversy to implementation decisions, we derive an
argument-linked threat model from the consolidated argument map. Ap-
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pendix Appendix C lists the resulting threats and links each entry to one or
more argument IDs; the full Toulmin decompositions of these arguments are
provided in Appendix B. For each threat, we record the affected layer (e.g.,
WebPKI/TLS, qualified identity plane, trust-list governance, user-agent UT),
the main preconditions/assumptions, the plausible impact, and mitigation or
design levels (descriptive, not prescriptive). This threat model represents a
synthesis of risks and failure modes discussed by stakeholders and reflected
in the standards and regulatory setting. It is not presented as the discov-
ery of new attacks, nor as an estimate of likelihood. Its purpose is to make
explicit which security outcomes depend on governance and implementation
choices (e.g., I-QWAC vs. 2-QWAC consumption, trust-list update and dis-
trust procedures, revocation/status handling, and how qualified identity is
displayed).

6.4. Limitations and Future Work

This study analyzes the QWAC controversy as a socio-technical dispute
in which many claims are conditional on implementation and enforcement
choices that are still evolving. Consequently, our results should be inter-
preted as a structured representation of stakeholder argumentation (claims,
grounds, warrants, qualifiers, rebuttals) rather than as outcome-level evi-
dence about security effectiveness. As such, we face several limitations: (1)
The evidence base is documentary and qualitative: we do not observe large-
scale deployment outcomes, controlled experiments, or longitudinal behav-
ioral effects, which constrains external validity for user- and incident-rate
claims. (2) The controversy is temporally sensitive: some prominent ar-
guments were shaped by draft text, and both delegated acts and technical
specifications continue to evolve. We aimed to mitigate these limitation — to
the best of our ability — by (1) grounding claims in a vast multivocal corpus
that includes normative texts (law/standards) and operational governance
artifacts (root program and interoperability documents), (2) interpreting ar-
guments against the adopted Regulation (EU) 2024/1183 and ETSI TS 119
411-5 (v2.1.1) unless stated otherwise, and (3) using Toulmin-structured cod-
ing to make assumptions and conditions explicit so that readers can assess
where arguments depend on unsettled premises. To further operationalize
the security-related parts of the controversy without implying outcome val-
idation, we include an appendix threat model that consolidates recurring
cross-layer failure modes and associated design levers.
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Correspondingly, future empirical work is still needed to evaluate how
qualified-identity presentation impacts user behavior and fraud outcomes in
realistic settings, to measure issuance, adoption, and incident dynamics as
implementations mature (including revocation/distrust latency across gov-
ernance layers). Moreover, the interviews suggested a strong need to com-
pare supervisory practice across Member States and model heterogeneity
in compliance and enforcement, as well as develop reproducible conformance
suites and reference implementations for interoperability-critical components
(trust-list processing, qualified identity parsing, and 2-QWAC binding and
status behaviors).

7. Conclusion

Our evaluation revealed three main takeaways. First, arguments concern-
ing security and trust focus on whether mandatory recognition and extended
identity disclosure provide measurable security benefits for end users or intro-
duce additional attack vectors. Second, governance and authority arguments
revolve around the balance between public accountability and reduced in-
fluence from large technology companies against the risks of scope creep,
politicization, and unclear legal remedies within the EU. Finally, concerns
about compliance and interoperability are conditional, with coexistence be-
tween QWACs and the WebPKI appearing feasible only if display, validation,
and revocation behaviors are consistently defined and implemented.

The controversy surrounding QWACs highlights the challenge of aligning
EU regulatory ambitions with global WebPKI practices. Most arguments
proved to be dependent on specific conditions, underscoring that the effec-
tiveness of QWACs relies not only on their formal definition but also largely
on their practical implementation. This includes whether browsers adopt
truly user-friendly and transparent indicators, whether supervisory bodies
ensure timely escalation and oversight, and whether mechanisms such as CT
are fully integrated. In this sense, QWACs serve as a proxy for broader
struggles over who governs trust on the web.

From our point of view, the QWAC controversy also suggests that the
increasing entanglement of legal and technical dimensions of security war-
rants closer attention within academic discourse. Our structured examina-
tion of the arguments articulated in the context of the QWAC debate in-
dicates that not only industry contributions — whether from supporters or
critics of eIDAS Article 45 — but also the associated open letters tended to
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reflect a limited degree of nuance. Particularly our interviews with signato-
ries of one or both open letters revealed that some were not familiar with
important regulatory context that may have led to more differentiated as-
sessments, and participants generally acknowledged the relevance of several
considerations advanced by proponents. Moreover, discussions held during
interviews and at industry conferences suggested that the tone of the open
letters was perceived as less balanced than stakeholders would typically ex-
pect from scholarly engagement. Against this background, we propose that
future debates situated at the interface of legal and technical security mech-
anisms would benefit from greater epistemic caution. Even when motivated
by well-intentioned objectives, researchers with limited exposure to the le-
gal context might consider adopting weaker formulations to mitigate the
risk that categorical statements are instrumentalised by interested parties,
thereby helping to preserve the credibility of academic contributions in both
public and private arenas. Without sustaining such legitimacy, there is a
pronounced risk that diminished credibility spills over into policy discussions
that appear considerably less contested within the scientific community —
such as those concerning bans of or backdoors on end-to-end encryption —
thereby making policy-makers less inclined to rely on academic expertise
precisely in situations where critical guidance is most needed.

In summary, our study contributes a consolidated stakeholder argument
map and catalogue (Appendix A.2) that disentangles the QWAC contro-
versy by integrating systematic evidence, stakeholder interviews, and the
temporal development of the debate, and translates these results into an
argument-linked threat model (Table C.1) for implementation-oriented rea-
soning. The results clarify where the controversy is driven by governance
assumptions, where it is driven by usability /consumption assumptions, and
where it is driven by interoperability and enforcement assumptions. Because
many claims remain conditional on implementation and supervision, this pa-
per should be read as mapping the dispute and its dependencies rather than
resolving it through outcome-level measurements. Accordingly, QWACs are
neither a comprehensive solution to website authentication nor an intrinsic
source of risk; they are regulatory instruments whose practical effects de-
pend on the interaction between legal mandates, technical standards, and
operational enforcement.
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Appendix A. Additional Resources

Appendiz A.1. Unfolding timeline of events

The controversy surrounding QWACs has unfolded through successive
stages, each marked by shifts in how stakeholders framed their arguments.
Broadly, this development can be described in three phases.

Phase 1: Before the 2021 amendment proposal. QWACs have existed in
law since 2014, but their enforcement remained with private root programs.
During this period, transport controls matured, and QWAC uptake was only
marginal relative to DV, OV, and EV practices (Rescorla, 2018; Laurie et al.,
2021; Amann et al., 2017). The CA/B BR continued to be the de facto
reference for certificate issuance and RP behavior (CA/B Forum, 2025).

Phase 2: Proposal and talks (2021 to pre-leak). The eIDAS amendment
proposal (Article 45) divided stakeholders. Browsers and civil society raised
security and independence concerns, whereas QTSPs and governments em-
phasized verified identity visibility (Mozilla, 2021; Internet Society et al.,
2023; ESD, 2022b). ETSI profiles outlined consumption paths in TLS cer-
tificates, parallel display, or out-of-band assertions for shifting debate toward
governance, usability, and privacy-preserving identity checks (ETSI, 2025).

Phase 3: Leak and escalation (late 2023). A leaked draft intensified dis-
putes. Critics warned of government pressure on trust stores, whereas sup-
porters framed obligations as consumer protection (Muffett, 2023b; Mozilla
et al., 2023). eIDAS 2.0 (2024/1183) now requires displaying attested iden-
tity without adding trust anchors or compromising TLS. Stakeholders view
this as a pragmatic convergence, preserving transport security while enabling
auditable, reliable, qualified identity (ETSI, 2023b).

Settlement and implementation (2024 onward). The eIDAS 2.0 Regula-
tion (2024/1183) requires that, where a QWAC is available, user agents make
attested identity visible to end users while avoiding interference with secu-
rity protections and without mandating new trust anchors. ETSI guidance
now documents decoupled consumption paths consistent with this direction,
reducing friction with CAB Forum requirements (ETSI, 2025, 2023d; CA/B
Forum, 2025). Browser statements characterized the outcome as averting
earlier security risks, while supporters stressed that qualified identity gained
a standardized presentation path (Mozilla, 2024; ESD, 2023c). Interviewees
largely interpreted this as a pragmatic convergence that preserves transport
security while testing whether a qualified identity can be made reliably re-
trievable and auditable in operator workflows.
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eIDAS Regulation (EU) No 910/2014 adopted, repealing Directive 1999/93/EC and in-
troducing QWACSs in Art. 45. (European Parliament and European Council, 2014)
ENISA issues recommendations on QWACs (strategies and actions for deployment and
supervision). (ENISA, 2016)

ENISA publishes security guidelines on the appropriate use of QWACs. (ENISA, 2017)
Chrome enforces Certificate Transparency for new publicly trusted TLS certs, institution-
alising SCT-based accountability. (Laurie, 2014)

Browsers remove or demote EV identity indicators after studies show limited security
benefit in Ul-based identity cues. (Tehrani et al., 2024)

Commission opens consultation on revising eIDAS (drivers, barriers, and website authen-
tication). (European Commission, 2021e)

Bitkom calls for independence of EU trust services from private platform governance and
recognition of EU audits. (Bitkom, 2020)

Mozilla signals early opposition to a mandatory QWAC approach in the eIDAS revision,
citing security and interoperability risks. (Mozilla, 2021)

Commission proposes eIDAS revision, incl. Art. 45 obligations for browser recognition
and user-friendly QWAC identity display. (European Commission, 2021c)

CA Day (Berlin) debates QWACSs vs. browser governance; nt-QWAC binding concept
later informs 2-QWAC consumption models. (Entschew et al., 2022)

Mozilla reiterates concerns about EV-style identity and QWAC security claims in the
eIDAS context. (Mozilla, 2021)

European Signature Dialog urges MEPs to back Art. 45 to ensure identity display and
recognition via QWACs in the EU Trust Space. (ESD, 2022c)

Cybersecurity community open letter warns Art. 45.2 could weaken web security by by-
passing browser root program safeguards. (Cybersecurity Experts, 2022)

Mozilla launches SecurityRiskAhead campaign against Art. 45 obligations, amplifying
browser and civil-society critiques. (ESD, 2022a)

ENISA Trust Services Forum / CA Day presents nt-QWAC binding concept, later aligned
with 2-QWAC consumption guidance. (Entschew et al., 2022)

Council adopts its general approach on eIDAS revision with limited changes to the Com-
mission QWAC proposal. (ESD, 2022b)

Industry Joint Statement (browsers and infrastructure) warns Art. 45/45a could mandate
insecure CA recognition and restrict browser security policies. (Mozilla et al., 2023)
Commission welcomes provisional political agreement on the EU Digital Identity Wallet
package (incl. Art. 45). (European Commission, 2023c)

Civil society experts caution that mandated QWACs risk user confusion and state-level
interception; urge functional separation from TLS security. (Internet Society et al., 2023)
Final mobilisation: 500+ scientists and NGOs urge reconsideration of Art. 45 due to
surveillance and security risks; industry reiterates concerns. (Scientists and NGOs, 2023a;
Mozilla et al., 2023)

Near-final Art. 45 text surfaces publicly, intensifying scrutiny of governance, liability, and
root program autonomy. (Internet Society et al., 2023)

Commission welcomes final political agreement on the EU Digital Identity Wallet package,
moving Art. 45 towards adoption. (European Commission, 2023c)

ETSI TR 119 411-4 provides guidance for audits and implementation under EN 319 411,
incl. coexistence with browser trust controls. (ETSI, 2024b)

Parliament adopts eIDAS revision with a Commission statement clarifying that QWAC
recognition does not restrict browsers’ security policies or UI methods. (Mozilla, 2024)
Regulation (EU) 2024/1183 amending eIDAS published with Recital 65 and Art. 45/45a
on QWAC recognition and identity display obligations.

Regulation (EU) 2024/1183 enters into force; implementation shifts to ETSI standards
and supervisory practice.

CA /Browser Forum Baseline Requirements v2.0.5 published, reinforcing DV controls and
expectations relevant to any QWAC alignment. (CA/B Forum, 2025)

ETSI TS 119 411-5 V2.1.1 defines 1-QWAC (server-cert) and 2-QWAC (binding) con-
sumption models and associated identity display outcomes to operationalise Art. 45.
(ETSI, 2025)

Figure A.1: Timeline of QWAC related milestones and controversies.
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Appendiz A.2. Insights from interviews
[ST-S1] Strengthens Website Identity Assurance

e E10- "I would like to know that I'm actually speaking to the Authentic
Source, and the Authentic Source should also know that a QTSP is
currently making the request. I have 27 member states, and I don’t
really want to do archaeological detective work to figure out whether
the Authentic Source in Lithuania is one I can trust or whether I have
some kind of problem here, because as a QTSP, I'm naturally gathering
this information. I basically aggregate information and compile it into
a certificate. However, you have to be accountable for each individual
piece of information and know that it truly comes from a trustworthy
source. That’s the added value I provide, from my perspective, and
we’d like to continue using QWACs in this area.”

[ST-S2] Display Transparent Trust Indicator

e E8 - "T've not seen a study where I can say it’s really a large scale,
unbiased study of what people understand from the current indicators.
And as I said, when I’'m in current indicators, we need to be precise
because Chrome has changed three or four times within two years. If
you set and you let people understand with it, understand what you
put you give a bit of time, then you do a study. Then we can see if it’s
well understood or not. And then we can actually try to improve it.
But I'm not sure this effort has been done by browser trying to improve
the visual indicators.”

[ST-S3] Protect Users from Fraudulent Websites

e E15 -7 We're already seeing the increase in fraud and victims, trapping
into Al tricks because it’s so easy to set up a fake website. Now I can
go online and save a copy of a website and within seconds I have a copy
that is perfect where there are no spelling mistakes where everything
makes sense. And the only thing is needed domain name that looks
like the other domain. Well, it’s probably easy as well. So what we
probably also want is we have these two significant approach. One is
on TLS which is still under the browser rules and things like that. But
you need to adhere to programs for compliance and things like that.
It’s QWAC.”
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[ST-C1] Do Not Enhance User Risk Awareness

e E5 - "Does it really work? And I think even if they succeed in doing
this, will users really check these kind of signals? ... I think there was
an honest effort to try it and it kind of failed. And then Europe just
said, okay, we're going to make it mandatory. It has to do with what is
the mental model of the user and how much effort does the users do?”

[ST-C2] Do Not Deliver Effective Trust Signals

e E8 - 7All the CAs that were issuing QWAC were both QTSPs under
EIDAS and both CAs recognised by the browsers. The only issue was
that the source of trust for a qualified certificate by law is the European
trusted list and the browsers say no source of the trust anchor for TLS
has to be our own trust store. So there was a fundamental disagreement
about who decides what can be trusted or not trusted.”

[ST-C3] Degrade User Data Protection

e E6 - "whether it’s surveillance or whether we call it privacy, there’s
a only a small difference for the user, right? Because in either case
my private data, my private communication is exposed to some third
party that I don’t want it to be exposed to, whether that’s a company
or whether that’s a state. ”

[ST-C4| Introduce New Attack Vectors

e E15 - "We still need to see if that will get any adoption because it’s
way too complex for the average user to get that configured. The
automation isn’t prepared for that. We don’t see that probably moving
forward or anyone really using it.”

e E13 - "I don’t know from a user interface perspective if this is clear
and clean enough because it feels to me that it’s more complicated for
the user to understand than the easy green bar.”

[GA-S1] Promote Fair Competition in Digital Markets

e E15-"you can automatically issue that certificate which means you will
get competition because now the certificates can be issued at a much
lower fee because there’s no human work involved anymore. You can
get it almost completely automated and you still need to go through
that process, but that should be peanuts to walk through.”
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[GA-S2] Strengthen EU Digital Sovereignty

e E8 - "the digital sovereignty will not be much better if we go for the
2-QWAC approach.”

e E1 - "We are Europe and it’s not the intention that authorities or
companies from outside Europe determine our legislative and technical
framework. It’s a kind of data sovereignty.”

[GA-S3] Advance the EU Digital Single Market

e E9 - "They would say that of course they prefer there be a uniform
level so that we do not have to build different things in seven regions.”

e 3 - "To deploy apps like these widely, you must go through
Google/Apple’s tightly controlled App Store approval. While I'm glad
they allowed certain contact tracing apps, it’s unsettling how much
power they hold over what gets deployed. This is partly why the EU’s
DMA now requires alternative app stores on EU devices.”

[GA-C1] Facilitate Government Surveillance

e E1 - "To be honest, why QTSP is an independent third party. If the
QTSP cheats, they are completely liable. So, there is no interest for the
QTSP because the QTSP would question Its own existence, if they do
surveillance us, because it will be checked. The QTSP is independent.
This is a difference to Google. Google has an interest, a market interest.
So surveil the people to analyse the behaviour of the people, just to
sell them more product just to give them more advertisement, etcetera.
So, there is a commercial interest of Google in doing this.”

e E13 - "when [ access my Gmail accounts. I probably do not expect
that government agency certifies that I'm really talking to Google and
not someone else. And even though, as I said, I'm generally believer
that the governments in our Union are quite solid and democratic and
are here in on our best interests, I think as a matter of principle, it’s a
good idea not to extend that trust to other areas.”

[GA-C2] Undermine Neutral Global Trust Models
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e E7 - 7if you then create regulation that undermines the openness, the
Google’s and Meta’s and so on, they used to deal with governments
that come with special requests. I think it’s more costly because they
don’t have all this legal infrastructure to deal with all these kind of
things.”

[GA-C3] Conflict with Existing Root Store Standards

e E1 - "One of the first versions of the thing in eIDAS was that the
browsers were forced to accept the QWACs to put them in their root

stores and without any possibility to control, to maintain, to avoid
QWACs.”

[CI-S1] Integrate Website AuthN into EU Trust Schemes

e E1 - "This is mainly what also did the QWAC solve, because we have
independent legislator, we have an independent Certification of super-
visory of the issue of qualified website authentication certificates and if
you have an issue you can go to an independent court. So, we change
the trust model from complete dependency on one team To a provable

trust with the QWAC.”
[CI-S2] Integrate with EU Cybersecurity Directives

e E10 - "I thought it made sense if it was organized at a European level
in the sense that there would then be a decision made by ENISA or
other responsible authorities and not by a private company. And when
in doubt, the private company will do what someone tells it to any-
way, which I think is an important point, especially in light of today’s
geopolitical developments”

[CI-S3] Strengthen Accountability and Transparency

e E13 - "When we establish a TLS communication, we don’t usually re-
ceive multiple certificates. So the accountability is always with respect
to the certificate authority that issues the certificate that we are using
to make an encrypted change.”

e E10 - 7Accountability, exactly. And that doesn’t exist, and now I
have the alternative of going for the EV certificates. It’s great that
encryption is now taking place here, brilliant. It’s brilliant, period.
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But at the same time, we have the situation that all criminal websites
are now computer-encrypted. So what have I achieved? It’s simply
that the transaction cannot be viewed by third parties. And I ask
myself, how can we better protect the user? And I would say that the
QWAC certificate is certainly a good alternative. From our point of
view, QWACs can also be used in other areas, i.e., when it comes to
communication between services, for example.”

[CI-C1] Create Fragmented Trust Ecosystems

e K12 - 7If you are a TLS only CA doing in the browsers, you have
a web trust for CAs audit that is specifically for the TLS baseline
requirements. Very specific criteria. And that is the entirety of that
audit. If you're an ETSI CA, getting your qualified Audit. The regime
incorporates how many different ETSI standards. 411-1, 411-2, 412-1
through 5-319-401. I mean, it just goes on and on and on. And so the
number. And the audits are complicated, honestly. And if 'm a CA
who is issued 2,000,000 qualified electronic signatures in a certificate
and 100 QWACs, where’s the audit emphasis go?”

[CI-C2] Undermine Technological Neutrality Principles

e E12 - "There’s also some real difficulties involved in it, because we can
invent this new idea. But the technology to make it work does not exist
today.”

[CI-C3] Increase Complexity and Costs for Website Operators

e E1 - "Yeah, there could be additional costs, but this is a question
of the business model From The suppliers providing the software for
those websites because if you have a one-person shop, typically You
use templates, you use a provider providing templates for this website
where you create a new website. You get your URL, and you publish.
And in this case, it would be in some additional costs You may have to
pay to this provider in this case, but to achieve European sovereignty
and security, that should be done.”

[CI-C4] Underperform Compared to Existing Measures

e 8 - I mean certificate transparency In itself, I think it’s not enough.
You also need a mechanism to register to watch what is happening.
Otherwise it’s just a big website with a lot of information, if nobody’s
looking at it, you will not find the issue.”
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Code System SE1  SE8 SE9  SE10 | SE14  SEI5  CE3 CE4 CE6 CE7  CE13  NE2 NES NEN  NE2 SUM
Gg Interviewee Introduction, Profession and Experience [] [ ] [ " " " " [ [ ] [ [ 21
G General Understanding 0

(g Brief Explanation of QWACs/eIDAS and Their Primary Objectives [ [ ] ] [ n 9
(g Gaps in Web Security Addressed by QWACs [ ] - . ] . L] m 19
(@g Gaps in current WebPKI and related Services L) [ ] [ ] [ ] [ | [ ] " " " " [] 27
@ Technical Drawbacks and Limitations in the Current Solutions ] . [ ] 4
&g Motivations and Involvement 0
(@9 Motivations and Involvement in the QWAC Process [ ] [ ] | | | | | | [ ] [ ] [ ] [] 17
(@ Awareness and Engagement in the Article 45 Controversy [ ] | | [ ] . . . ] ] . . [ | ] " ] 34
&g Concerns and Motivations 0
(@4 Concemns or Motivations from the Opposing Side L ] | | [ ] [ ] 12
(g Stakeholder Motivations for Supporting or Criticizing QWACs/elD L] ] [ L] ] [ ] 13
&' Do you have any concemslexpectations about QWACs/elDAS? ] ] ] ] . ] ] ] L] [ ] 2
@1 Key Topics to Raise 0
& Integration of QWACs with Modern Web Security Automation ] 1
&1 Overcoming User Trust Challenges in QWAC Adoption L] L ] ] 4
@) Lessons from EV Certificates on User Trust Failures n L] L] L ] L ] | | - L] L] | | 21
& Market Power Implications of QWACs for Browser Vendors and CAs u [ ] [ ] 6
& Surveillance and QTSP Reliance Risks | | ] L] u L] ] 12
& Impact of QWACs/eIDAS on EU Sovereignty - - [ ] . n - - . - 18
&g Balancing Concern 0
&g Drivers Behind TSP Support for QWACs ] ] n 4
&' Browser Motivations for Opposing QWACs - ] L] - . . - 14
(g Potential Solutions 0
&g Proposed Variants (n-QWAC, tis-QWAC, ac-QWAC (1-QWAC,2-QWAC)) . ] [ . ] ] . ] ] 2
@ Role of Certificate Transparency in Complementing or Replacing u ] ] u ] [ ] [ ] [ ] [ ] [ ] ] 1
&g Understanding of Certificate Transparency N 3
(g Benefits of an EU-Specific CT Log L] L] L] [ ] ] 8
'@ Single-Source vs Multi-Source Certificate Validation | | [ ] | | | ] | ] | | | | [ ] | ] | | | ] 19
(@ Need for Amendments to Article 45/QWAC Mitigations | ] ] 5
&g Future Directions 0
g Recommended Improvements to Article 45/eIDAS QWAC Provisions 1 ] L] ] [] ] 1
(g QWAC Roles in EU Sovereignty and Global Interoperability n [ ] ] ] 6
@' Role of QWACs in the EU Digital Identity Framework ] 1
&g Final Reflections 0
(&g Unaddressed Concerns and Opportunities for QWACS L] L] ] n u 7
@ Key Policy Considerations for QWACs ] [ ] ] . 5
Gg Other Topics 0
(@q Awareness of the DigiNotar Incident | | | ] | ] | | | ] | ] | ] | ] [ ] [ ] 14
(¢ Impact of the DigiNotar Incident on eIDAS/QWAC u ] L] [ L] " " " 9
&g Rogue Cerificate Detection in CT Logs ] 2
G Browser Framework Technical Limitations ] ] 2
(¢ WebPKI Transparency in Browser Infrastructure ] [ ] ] 4
(¢ Certificate Validity Period and Lifecycle Management L] L] m L] [ ] 12
(@g Impact of Certificates on Businesses [ ] [ ] L] 9
G Certificate Revocation Practices ] 2
¢ Opinions on the Open Letter . n . ] ] N n 1
(g Perspective on ETSI, ENISA, FESA - . ] 9
> sum 37 31 3 a7 27 35 2 19 23 2 22 20 18 31 57 449

Figure A.2: Code Matrix Browser based on interview guide code system showing which
topics were discussed by each expert with respective stance (S/C/N); symbol sizes were
normalized per row in order to compare the relative prominence of arguments within
individual expert interviews while controlling for differences in interview length
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Code System SE1 SE8 SE9 SE10  SE14 SEI5 CE3 | CE4 CE6 CE7 CE3 NE2  NE5 NEN | NE12 | SUM
v Gq ST 0
@) C4- Introduce New Attack Vectors L ] | | L ] | | | | u | | L ] L ] L ] 16
@ C3- Degrade User Data Protection » - - | | u L - " 14
@1 C2- Do Not Deliver Effective Trust Signals n n n n u n ] ] ] | | u 24
@] C1- Do Not Enhance User Risk Awareness L L L u u L] L u u 16
@) S3- Protect Users from Fraudulent Websites | | | | | | | | | | | | L ] L ] | | | | L] 22
(@] S2- Display Transparent Trust Indicator L ] L] " [ ] L] L) [ ] [] [ ] 27
@] S1- Strengthens Website Identity Assurance n n u ] n ] . . ] ] 28
v @g GA 0
(@1 C3- Conflict with Existing Root Store Standards | | | ] | | | | L ] | | ] | | ] [ ] 17
@) C2- Undermine Neutral Global Trust Models | | L | L n n [ | | | L 21
@1 C1- Facilitate Government Surveillance = ] ] = u = ] = [ ] ] ] 2
@] S3- Advance the EU Digital Single Market = 1
@] S2- Strengthen EU Digital Sovereignty [ ] n [ ] u u ] - - - n - 30
@) $1- Promote Fair Competition in Digital Markets L ] L | | | | | | | | | | | | | | 18
v GgCl 0
@1 C4- Underperform Compared to Existing Measures [ ] n [ ] ] n ] 14
(@ C3- Increase Complexity and Costs for Website Operators L ] L ] n n n [ ] n L ] [ ] 18
@1 C2- Undermine Technological Neutrality Principles. . . . . . . . 12
(@ C1- Create Fragmented Trust Ecosystems L ] L ] L ] L ] | ] n L ] 12
@] $3- Strengthen Accountability and Transparency = [ ] ] | | n L] ] L] L] u n ] 29
@] S2- Integrate with EU Cybersecurity Directives ] [ m n n u [ 10
(@] S1- Integrate Website AuthN into EU Trust Schemes [ ] [ | | | [ ] | | | [ | | | | | 21
> sum 18 21 37 37 30 27 23 29 22 18 6 28 35 30 374

Figure A.3: Interview Code Matrix of each interviewee for the argument-based code system
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Appendix B. Argument Catalogue

This appendix provides the consolidated QWAC arguments derived from
the multivocal corpus and expert interviews described in Section 3.3. For
each argument, we document the Toulmin structure (Toulmin, 2003) by
summarizing the claim and compiling the associated grounds (evidence refer-
enced in sources), warrants (reasoning linking grounds to the claim), backing
(supporting authority or contextual justification), qualifiers (scope condi-
tions), and rebuttals (counter-considerations) as they appear across sources
and stakeholder positions.

We organize the arguments into three heuristic and partially overlapping
classes — Security €& Trust [ST], Governance & Authority [GA], and Com-
pliance € Interoperability [CI]. Each argument is assigned an identifier that
encodes its class, stance (Supporters [S] or Critics [C]), and an incrementing
number (e.g., [GA-C2]). To ensure coherence across arguments, all claims
are interpreted relative to the shared premises defined in Section 4: Legal
Foundation [P1], Technical Specification [P2], Institutional Governance [P3],
and Operational Enforcement [P4].

Readers can use the Toulmin components documented for each argument
to form their own judgement about how strongly a claim is supported in
the corpus and how strongly it is contested. Concretely, assess whether
the grounds are specific and sufficient, whether the warrant plausibly links
those grounds to the claim, whether the backing is independent and relevant,
whether qualifiers make scope and conditions explicit, and whether rebuttals
materially weaken the core mechanism. If a quantitative evaluation is useful,
apply a three-level rating: Weak if support is speculative or strongly con-
tested, relies mainly on partisan backing, or is substantially undermined by
rebuttals; Substantial if the mechanism is well articulated and supported but
remains conditional on unsettled implementation/governance/enforcement
choices and/or lacks outcome-level evidence; and Strong if grounds, war-
rants, and backing are mutually consistent and independently corroborated
across stances, with explicit qualifiers and rebuttals that do not negate the
core claim. We do not report author-assigned ratings.

For consistency, each argument summary follows the same Toulmin-
oriented sentence structure: Claim / Conclusion has Data / Evidence since
Warrant / Ezplanation on account of Backing / Authority presumably Qual-
ifier / Relativisation unless Rebuttal / Counter, as illustrated in Figure 3.
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[ST-S1] QWACSs strengthen Website Identity Assurance

Claim/Conclusion: QWACs enhance website identity assurance by binding
a vetted legal entity to the TLS server certificate used for website au-
thentication, under public-law supervision and conformity assessment,
which improves attribution and ex post accountability [P3], while leav-
ing the underlying cryptography that ensures TLS unchanged [P2].

Data/Evidence: Only QTSPs listed in the EU LoTL may issue QWACs.
QTSPs are subject to supervised policy and periodic conformity assess-
ment against EN 319 401, EN 319 411-1 and-2, with additional controls
for auditing bodies in TS 119 403-2. EN 319 412-4 defines the certifi-
cate profile for website certificates and, together with EN 319 412-3 and
EN 319 412-1, harmonizes legal-entity identity semantics encoded in
certificates. ETSI TS 119 411-5 (v2.1.1) specifies qualified issuance and
two consumption patterns, 1-QWAC (in-chain) and 2-QWAC (bind-
ing), which keep the attested legal-entity data bound to the HTTPS
endpoint. The Commission frames qualified status as adding super-
vised, enforceable organizational assurance beyond DV practice [P3]
(European Commission, 2021d), and ENISA provides usage guidance
and benefits caveats for QWACs (ENISA, 2016, 2017).

Warrant/FEzplanation: If organisational identity is verified by a supervised
provider and cryptographically tied to the endpoint, relying parties can
attribute interactions to a specific legal person and pursue remedies for
mis-issuance or misuse [P3] (European Commission, 2021d; ENISA,
2017). Because QWACs do not modify the TLS protocol, any uplift
is attributional and governance-based rather than cryptographic [P2]
(ETSI, 2025; Rescorla, 2018).

Backing/Authority: Regulation (EU) 2024/1183, read with the eIDAS frame-
work, establishes recognition, supervision, and display obligations rele-
vant to qualified website authentication. EN 319 401 and EN 319 411-
1/-2 set baseline assurance and policy requirements for QTSPs (ETSI,
2024a, 2023e). EN 319 412-4/-3/-1 standardise website certificate and
legal-entity identity profiles (ETSI, 2023b,a,c). TS 119 411-5 v2.1.1
defines validation steps and relying-party consumption outcomes for
1-QWAC and 2-QWAC (ETSI, 2025). ENISA reports characterize the
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qualified status as adding supervised organizational assurance and pro-
vide guidance on appropriate use (ENISA, 2016, 2017).

Qualifier/Relativisation: The assurance gain depends on audit quality and
supervisory coordination, robust status and revocation handling, and
faithful implementation of the specified profiles and consumption pat-
terns [P1] (ETSI, 2024a, 2023g, 2025). The corpus documents these
preconditions but does not include outcome studies that quantify
mis-issuance reduction or phishing prevention specifically attributable
to Article 45 QWAC implementations [P3] (European Commission,
2021d).

Rebuttals/Counter: Critics argue that QWACs do not strengthen TLS confi-
dentiality or integrity and that 2-QWAC side-bindings add verification
complexity relative to DV plus CT and short lifetimes [P4] (Rescorla,
2022; CCADB, 2020b; Mozilla, 2021, 2022; Certificate Transparency,
2020; Laurie et al., 2021). They further noted that prior EV-style iden-
tity indicators showed limited behavioral security benefits, motivating
their demotion in browsers (Felt et al., 2016; Mozilla, 2021).

[ST-S2] QWACs display Transparent Trust Indicator

Claim/Conclusion: QWACs enable browsers to present a legally verified
website-operator identity in a user-friendly manner [P1, P2, P3|, be-
cause Article 45 of Regulation (EU) 2024/1183 mandates recognition
and display of qualified identities [P1], and the underlying ETSI profiles
(EN 319 412-4 and T'S 119 411-5 v2.1.1) define standardized legal-entity
attributes and consumption models that make such identity informa-
tion interpretable and auditable across Member States [P2, P3].

Data/Evidence: Regulation (EU) 2024/1183 Art. 45 obliges user agents to
recognize QWACs and to display the attested identity in a user-friendly
manner [P1]. EN 319 412-4 and EN 319 412-3 define uniform iden-
tity attributes for website certificates and legal entities, including legal
name, jurisdiction, and registration identifiers [P2]. TS 119 411-5v2.1.1
specifies the 1-QWAC and 2-QWAC consumption outcomes and which
identity semantics clients can retrieve for presentation [P2]. Root-store
policies describe the operational context in which such identity signals
are enforced in browsers [P4]. (Mozilla, 2023c)
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Warrant/Ezplanation: When a binding legal duty to surface identity exists
[P1] and the identity semantics and consumption models are standard-
ized [P2], user agents can implement consistent and auditable identity
signals across vendors and MS, supporting human comprehension and
machine checks. However, prior usable-security research shows limited
direct behavioral effect from positive identity indicators, so any trans-
parency gains are likeliest in trained or policy-driven contexts [P3].
(Thompson et al., 2019; Felt et al., 2016)

Backing/Authority: The binding legal text and ETSI standards provide the
authoritative basis for recognition, display duties, and uniform identity
semantics [P1, P2]. ENISA guidance frames qualified identity disclo-
sure as improving accountability and transparency [P3]. (ENISA, 2017)
Supporter and academic analyses argue that harmonized semantics and
program obligations can enable clearer four-corner trust and feasible Ul
treatments [P3, P4]. (Wazan et al., 2024; Entrust Corporation, 2021)

Qualifier/Relativisation: Neither the Regulation nor T'S 119 411-5 prescribes
a specific icon, placement, or wording; UX is left to implementers
and program policies, so cross-vendor convergence depends on ven-
dor choices and governance [P2, P3, P4]. (ETSI, 2025; Mozilla, 2023c)
There are no controlled field studies in the corpus demonstrating im-
proved recognition error rates from mandated QWAC identity display;
prior EV results indicate low salience and limited behavioral change in
general audiences [P3]. (Thompson et al., 2019; Felt et al., 2016)

Rebuttals/Counter: Critics argue that indicator-centric designs have yielded
little user benefit, that additional verification paths such as 2-QWAC
add complexity, and that UX divergence across browsers could blunt
standardization benefits [P4]. (Mozilla, 2020; CCADB, 2020b; Helme,
2023; Thompson et al., 2019) Supporters counter that a mandated, har-
monized signal plus machine-readable identity can still improve attri-
bution, enterprise policy checks, and regulator oversight even if general-
purpose positive indicators remain low salience [P1, P2]. (ENISA, 2017;
Wazan et al., 2024; Entrust Corporation, 2021)

[ST-S3] QWAC:s protect Users from Fraudulent Websites

Claim/Conclusion: QWACs can reduce impersonation risk by providing vet-
ted, machine-readable operator legal-entity identity at connection time,
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which enables detection of brand-entity mismatches and supports at-
tribution and redress [P1, P2].

Data/Evidence: Under the amended eIDAS framework, QWACs are rec-
ognized as qualified trust services and must be accepted in the EU
[P1]. ETSI-conform issuance and auditing provide structured identity
semantics and regular oversight for trust service providers [P2, P3|
(ETSI, 2023g). Independent guidance describes QWAC identity at-
tributes as inputs to user and tool decisions, including the organization
name and registration data [P2] (ENISA, 2017, 2016). Two consump-
tion patterns for QWACs are documented and widely discussed by root
programs and implementers, enabling the retrieval of legal-entity data
either in-chain or out-of-band so that relying parties and automated
defenses can compare asserted brands with vetted operators [P2, P4]
(CCADB, 2020b; Mozilla, 2023¢). Empirical work shows that phishing
sites typically do not replicate issuer and subject details, which creates
detectable mismatches when a reliable identity is present [P2] (Drury
and Meyer, 2019).

Warrant/FEzplanation: Because common phishing relies on look-alike do-
mains with DV-only issuance, exposing QTSP-vetted legal-entity data
at the moment of connection allows policy engines, security controls, or
trained users to flag mismatches between claimed brands and verified
operators, and to route incidents for accountability [P2, P3| (ENISA,
2017; Drury and Meyer, 2019). This identity signal complements,
rather than replaces, the DV4+CT baseline by adding an attribution
layer that can be consumed by enterprise tooling and reputation sys-
tems [P4] (Certificate Transparency, 2020; Mozilla, 2023c).

Backing/Authority: The legal basis and obligations come from Regulation
(EU) 2024/1183 and the original eIDAS 2014 text [P1]. Technical and
conformity requirements are set by ETSI and related supervisory pro-
cesses, while root-store programs define operational enforcement and
incident handling [P2, P3, P4] (ETSI, 2023g; Mozilla, 2023c). ENISA
documents the intended use of the QWAC identity in anti-fraud work-
flows and user guidance [P2] (ENISA, 2017, 2016).

Qualifier/Relativisation: The magnitude of phishing reduction depends on
accurate brand-to-entity mapping, automation for discovery and re-
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vocation, and trained consumption by relying parties; the corpus lacks
controlled, outcome-level studies attributing incident reductions specif-
ically to QWAC-based checks [P2, P4]| (Tehrani et al., 2024; Felt et al.,
2016; Thompson et al., 2019).

Rebuttals/Counter: Critics note that QWACs do not change TLS cryptogra-
phy and that identity indicators have shown limited behavioral effect,
arguing that DV4+CT with short lifetimes is a simpler and already effec-
tive baseline [P4] (Rescorla, 2022; Certificate Transparency, 2020; Felt
et al., 2016; Thompson et al., 2019; Mozilla, 2021). Interoperability
notes also highlight the additional plumbing and operational complex-
ity for 1-QWAC and 2-QWAC compared with domain-bound issuance
semantics [P2, P4] (CCADB, 2020b).

[ST-C1] QWACSs do not enhance User Risk Awareness

Claim/Conclusion: EV/QWAC-style identity indicators have little effect on
user security behaviour and therefore provide limited incremental pro-
tection against phishing relative to a DV+CT baseline. [P2, P3, P4]

Data/Evidence: Users rarely notice or correctly interpret certificate-borne
identity cues in realistic tasks, limiting behavioural leverage (Felt et al.,
2016; Biddle et al., 2009). [P4] A large field experiment found that re-
moving the EV indicator did not significantly change user behaviors
tied to security outcomes, indicating the minimal influence of positive
identity UI (Thompson et al., 2019). [P4] Major browser programs
de-emphasized and then removed EV address-bar indicators without
documented security regressions in program or practitioner materials
(Feisty Duck, 2019; Hunt, 2019). [P3, P4] QWACs do not modify
TLS transport guarantees; ETSI specifications define 1-QWAC and
2-QWAC models that add identity presentation or out-of-chain bind-
ings rather than stronger channel security (ETSI, 2025; Rescorla, 2022).
[P2] Empirical analyses report that certificate contents alone cannot re-
liably distinguish phishing from benign sites, while look-alike domains
and social engineering dominate phishing success (Drury and Meyer,
2019). [P4] At Internet scale, the most effective programmatic controls
against mis-issuance and impersonation are DV under BR, comprehen-
sive CT logging and monitoring, and short lifetimes with automated
renewal (Laurie, 2014; Laurie et al., 2021; Aas et al., 2019; Mozilla,
2023c; Certificate Transparency, 2020). [P3]

70



Warrant/Ezplanation: If end users and many relying parties do not reli-
ably perceive or use legal-entity signals at decision time, then strength-
ening organisational vetting or mandating display will not materially
change click-through, form-submission, or trust behaviours that deter-
mine phishing exposure; under those conditions, EV/QWAC indicators
add little beyond domain control and existing browser protections (Felt
et al., 2016; Thompson et al., 2019; Mozilla, 2021). [P3, P4]

Backing/Authority: Program decisions and practitioner analyses document
EV Ul deprecation and the rationale for deprioritising positive identity
indicators (Feisty Duck, 2019; Hunt, 2019) [P3]. Technical analyses ex-
plain that QWACs leave TLS semantics unchanged and primarily intro-
duce additional identity-display or binding logic (Rescorla, 2022). The
ETSI EN and TS profiles specify identity semantics and 1-QWAC/2-
QWAC consumption models but do not strengthen channel cryptog-
raphy [P2]. WebPKI controls, such as CT and short lifetimes, are
widely deployed and enforced by root store policy, providing transpar-
ent issuance oversight and reducing key-compromise dwell time (Laurie
et al., 2021; Certificate Transparency, 2020; Aas et al., 2019; Mozilla,
2023c) [P3].

Qualifier/Relativisation: Behavioral impact may be larger in managed or
high-assurance contexts where users are trained to verify legal-entity
attributes, where enterprise policy engines consume identity fields, or
where Ul patterns converge; however, we found no controlled studies
demonstrating population-scale phishing-rate reductions specifically at-
tributable to mandated QWAC display (Mozilla, 2021; Rescorla, 2022).
[P1, P2, P4]

Rebuttals/Counter: Supporters argue that Article 45 recognizes QWACs and
requires a user-friendly display, and that harmonized ETSI profiles
could enable training, automated checks, and clearer accountability
that deter impersonation (ETSI, 2023d, 2025; Entrust Corporation,
2021; Entschew et al., 2022). [P1, P2]

[ST-C2] QWACs do not deliver Effective Trust Signals

Claim/Conclusion: EV/QWAC-style positive identity indicators are rarely
noticed and are poorly understood by end users; controlled and field
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measurements have not shown these indicators to improve real user se-
curity decisions; after major browsers demoted or removed EV address-
bar Ul, studies observed no measurable degradation in user outcomes.
Therefore, indicator-centric protections add little beyond DV plus ex-
isting CT-based accountability and browser safeguards [P2, P4].

Data/Fvidence: In 2019, Chrome and Firefox announced and shipped re-
moval of prominent EV UI in the address bar (Feisty Duck, 2019;
Hunt, 2019). A large-scale field experiment found that removing EV
indicators produced minimal changes in user behavior and did not re-
duce security (Thompson et al., 2019). Multiple user-studies show that
positive identity cues are seldom noticed and are often misinterpreted
(Felt et al., 2016; Stojmenovic and Biddle, 2018; Biddle et al., 2009).
QWACs do not alter TLS cryptographic semantics, so any benefit must
stem from consumption and presentation of identity data rather than
stronger transport guarantees (Rescorla, 2022) [P2]. Meanwhile, Cer-
tificate Transparency and short certificate lifetimes have already im-
proved detection, accountability, and incident response without relying
on the user interpretation of positive indicators (Laurie et al., 2021;
Certificate Transparency, 2020) [P4].

Warrant/Ezplanation: If users and relying parties neither reliably notice
nor correctly act on certificate-borne identity signals at the decision
point, then mandating or enhancing such signals (EV or QWAC) will
not meaningfully change the click-through or submission behaviors
that drive phishing success (Felt et al., 2016; Thompson et al., 2019).
Because QWAC does not change the TLS security properties of the
connection, its potential benefit depends on consistent Ul consump-
tion and reliable relying-party logic rather than stronger cryptography
(Rescorla, 2022) [P2]. Under these conditions, the marginal protection
over DV plus CT and existing browser mitigations is limited (Laurie
et al., 2021; Certificate Transparency, 2020) [P4].

Backing/Authority: Program communications and practitioner reports docu-
ment EV UI de-emphasis and removal (Hunt, 2019; Feisty Duck, 2019).
Usable-security research consistently finds weak notice and comprehen-
sion for positive identity indicators (Felt et al., 2016; Stojmenovic and
Biddle, 2018; Biddle et al., 2009). Empirical analyses show widespread
phishing over HT'TPS, undermining naive identity-salience heuristics
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(Drury and Meyer, 2019). Technical analyses argue that QWAC leaves
TLS semantics unchanged and shifts any gains to identity consumption
logic and UI (Rescorla, 2022). Standard baselines and operational con-

trols already strengthen accountability via CT and related mechanisms
(Laurie et al., 2021; Certificate Transparency, 2020) [P2, P4].

Qualifier/Relativisation: FEffectiveness is context-dependent. In managed

environments with training, policy engines, and automation that con-
sume harmonized identity attributes, salience and utility could increase
(ETSI, 2023d,f) [P2, P3]. Article 45 obligations to recognize a qual-
ified identity and present it in a user-friendly manner may enable a
more consistent UI and education in the EU context (ESD, 2023a) [P1,
P2]. However, we found no peer-reviewed, population-scale evidence
that mandated QWAC display reduces phishing relative to the current
DV+CT baselines [P4].

Rebuttals/Counter: Supporters contend that, unlike voluntary EV, Article

45 creates a legal duty for recognition and user-friendly surfacing of
harmonised identity attributes, which can support consistent presenta-
tion, user education, and automated checks (ESD, 2023a) [P1]. They
further point to ETSI profiles that standardize identity semantics and
guidance for coexistence with browser controls, arguing that this en-
ables reliable consumption pathways across UAs and enterprises (ETSI,

2023d.f) [P2, P3].

[ST-C3] QWACs degrade User Data Protection

Claim/Conclusion: QWAC validation and display workflows can increase

exposure of user browsing metadata by introducing additional parties
(for example, QTSPs and supervisory infrastructure) into validation
and status-checking paths, potentially revealing which sites a user visits
and when [P1, P3]. Relative to DV4CT, baseline auditing relies on CT
logs and verifiers that do not require per-visit online lookups.

Data/Fvidence: ETSI TS 119 411-5 specifies consumption models, including

a side-binding in which a QWAC is validated alongside a conventional
WebPKI cert, a pattern that can require additional binding discov-
ery and processing steps. (ETSI, 2025) CCADB documents note extra
verification, plumbing, and interoperability concerns when identity is
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bound outside the normal chain, implying additional discovery or sta-
tus interactions. (CCADB, 2020a) Mozilla risk analyses describe flows
that fetch side-bindings or consult issuer and registry endpoints, in-
creasing the set of entities that can observe visit metadata [P1, P3].
(Mozilla, 2022, 2023a) Empirical work shows that legacy online status
mechanisms (OCSP, CRL) leak per-site queries unless mitigated by sta-
pling, demonstrating the privacy cost of live status checks. (Berbecaru
and Lioy, 2023; Eastlake 3rd, 2011) Public briefings and practitioner
analyses warn that state-aligned QTSPs could correlate issuance logs
with access telemetry if per-visit queries occur [P3]. (Scientists and
NGOs, 2023a; Helme, 2023; Muffett, 2023a) By contrast, CT is log-
based and can be validated without per-visit lookups. (Laurie et al.,
2021; Certificate Transparency, 2020)

Warrant/FEzplanation: If browsers perform extra online discovery or revoca-
tion checks for qualified-identity artifacts at page load, those requests
reveal timing and destination context to contacted QTSPs or registries,
enabling inference and cross-site correlation even under TLS [P1, P3].
(Eastlake 3rd, 2011; Berbecaru and Lioy, 2023) Since CT auditing
can be validated without per-visit traffic, introducing qualified-identity
plumbing plausibly enlarges the metadata surface relative to DV+CT.
(Laurie et al., 2021; Certificate Transparency, 2020)

Backing/Authority: ETSI TS 119 411-5 defines the relevant consumption
and validation models, including side-binding. (ETSI, 2025) CCADB
highlights the added plumbing and binding challenges beyond standard
chain validation. (CCADB, 2020a) Mozilla and NGO materials artic-
ulate the privacy and interception risks of mandated recognition and
display under Article 45, explaining how added checks create new ob-
servation points [P1, P3]. (Mozilla, 2022, 2023a; Scientists and NGOs,
2023a) Practitioner commentary details operational patterns consistent
with remote checks. (Helme, 2023)

Qualifier/Relativisation: The magnitude of exposure depends on the imple-
mentation: neither eIDAS 2.0 nor ETSI TS 119 411-5 mandates per-
visit online validation, and offline validation is permissible [P1, P2].
Privacy-preserving status models such as OCSP stapling can reduce
leakage relative to live OCSP queries, and local verification of qualified
bindings can avoid network contact with QTSPs [P4]. (Eastlake 3rd,
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2011; Berbecaru and Lioy, 2023) CT remains a log-based mechanism
that can be validated without per-visit lookups. (Laurie et al., 2021)

Rebuttals/Counter: Supporters emphasize that Article 45 requires recogni-
tion and user-friendly display, not phone-home lookups, and that ETSI
profiles support offline validation so that well-engineered implementa-
tions need not increase the DV+CT network footprint [P4]. Proponents
further argue that broad privacy-exposure claims conflate optional im-
plementations with required behavior. (ESD, 2022a,b, 2023c)

[ST-C4] QWACs introduce new Attack Vectors

Claim/Conclusion: QWACs risk degrading web security by adding validation
paths and identity-UI dependencies that do not change TLS semantics,
which can introduce new failure modes and a false sense of assurance
relative to DV4+CT baselines [P2, P4].

Data/Evidence: (i) TLS transport guarantees remain unchanged under
QWACs, so any purported benefit must arise from identity presenta-
tion rather than cryptographic hardening (ETSI, 2025; Rescorla, 2022)
[P2]. (ii) Both 1-QWAC and 2-QWAC require additional verification
plumbing (for example, side-bindings, attribute extraction, discovery,
and revocation or status checks), expanding the attack surface and op-
erational complexity (ETSI, 2025; CCADB, 2020a) [P2, P4]. (iii) Prior
reliance on positive identity Ul (EV indicators) was demoted or re-
moved by major browsers without observed safety improvements, and
empirical work found limited user protection from such cues (Feisty
Duck, 2019; Drury and Meyer, 2019; Felt et al., 2016) [P4]. (iv) Legal
recognition and display duties can constrain fast incident responses or
impose fragile Ul obligations during active failures, creating inconsis-
tent or exploitable states (Mozilla, 2021; Mozilla et al., 2023; Mozilla,
2023c; CA/B Forum, 2020) [P1, P3, P4].

Warrant/Ezplanation: If transport security is unchanged, added verification
and presentation logic raises complexity and with it the probability of
implementation bugs, misconfigurations, or downgrade paths; mean-
while, salient-but-misunderstood identity UI can induce over-trust, so
indicators under failure can worsen effective security (Rescorla, 2022;
CCADB, 2020a; Felt et al., 2016) [P2, P4].
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Backing/Authority:  Standards and program materials document that
QWACs define consumption outcomes without altering TLS (ETSI,
2025; Rescorla, 2022) [P2]; CCADB discusses extra plumbing and in-
teroperability risks for non-chain bindings (CCADB, 2020a) [P4]; EV
UI was deliberately removed with rationale and without measured se-
curity benefit (Feisty Duck, 2019; Hunt, 2019; Drury and Meyer, 2019)
[P4]; CT already provides transparent issuance oversight as a mature
baseline (Certificate Transparency, 2020) [P4].

Qualifier/Relativisation: Risk magnitude is implementation-dependent: the
final Regulation and ETSI profiles mandate recognition and define out-
comes but do not require per-visit online lookups or prescribe brittle
UT; careful engineering (offline validation, stapled status, CRLite-style
revocation, consistent UX) can limit new failure modes (ETSI, 2025;
Mozilla, 2023c) [P1, P2, P4].

Rebuttals/Counter: Supporters argue QWACs align with established base-
lines and supervisory controls, define controlled 1-QWAC and 2-QWAC
consumption, and leave transport security unchanged; they claim
that audits, harmonised semantics, and properly engineered flows can
avoid brittle dependencies and Ul hazards (ETSI, 2025, 2024a, 2023b;
Entschew et al., 2022; Wazan et al., 2024; ENISA, 2017) [P1, P2, P3].

[GA-S1] QWACs promote Fair Competition in Digital Markets

Claim/Conclusion: Mandated browser recognition and user-friendly display
of QWACs can promote fairer competition in digital trust markets by
reducing reliance on non-EU browser root-store gatekeepers and en-
abling EU-supervised QTSPs to have their verified identities consis-
tently consumed across the single market [P1, P3].

Data/Evidence: Article 45 of Regulation (EU) 2024/1183 requires user agents
to recognise QWACs issued by QTSPs listed on Member State trusted
lists aggregated in the EU List of Trusted Lists and to display the at-
tested identity in a user-friendly manner [P2]. The Commission’s im-
pact assessment and supporting study articulate competitiveness and
internal market objectives for the revision [P3] (European Commis-
sion, 2021b,e). Supporter materials argue that mandatory recognition
reduces the discretionary power of global root-store operators and levels
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access to relying parties [P1, P3| (Bitkom, 2020; Bundesdruckerei, 2022;
ESD, 2022b, 2023c¢; Schwalm, 2023; Identyum, 2022). Harmonised con-
formity and supervision frameworks apply to EU QTSPs (general pol-
icy EN 319 401; CA requirements EN 319 411-1; identity semantics
EN 319 412-4 and -5) [P2] (ETSI, 2024a, 2023d,e). Evidence of active
EU QTSPs issuance and market offerings for QWACs exists (e.g., cert-
SIGN repository; vendor product pages) [P3] (certSIGN, 2024; Sectigo
Limited, 2024; TRUSTZONE A/S, 2024).

Warrant/Ezplanation: If access to browser consumption of organisational

identity is guaranteed by law for entities audited under a common
EU regime and if identity surfacing by user agents is mandatory, then
competitive access shifts away from discretionary inclusion by private
browser root programs toward compliance with transparent, public-law
criteria, which can reduce entry barriers and mitigate dependence on
non-EU gatekeepers [P1, P2| (Mozilla, 2023c; CCADB, 2020b).

Backing/Authority:  The legal basis defines recognition, display, and

TL/LoTL governance [P2]. The Commission’s impact assessment pro-
vides a competitiveness rationale [P3] (European Commission, 2021b).
The ETSI standards specify uniform provider requirements and identity
data models that make the outputs substitutable for relying parties [P2]
(ETSI, 2024a, 2023b,e). Supporter analyses describe expected level-
playing-field effects [P3] (Bitkom, 2020; ESD, 2023c; Bundesdruckerei,
2022).

Qualifier/Relativisation: The competition effect is contingent on implemen-

tation and uptake: statutory recognition does not itself create demand
for qualified identity, many sites may remain on DV /OV issuance, and
the behavioural effect of identity Ul has been limited in experiments
[P4] (Thompson et al., 2019; Biddle et al., 2009; Helme, 2021). Inter-
operability with existing WebPKI practices and consistent supervisory
application across Member States are prerequisites for any levelling
effect [P2, P3] (Rescorla, 2022; CCADB, 2020b; Mozilla, 2021).

Rebuttals/Counter: Critics warn that statutory recognition can politicise in-

clusion and weaken independent browser security governance, or create
a parallel path with extra costs that burden smaller providers, without
materially changing browser market power [P1] (Mozilla, 2021, 2023b;
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Mozilla et al., 2023; Rescorla, 2022; Internet Society et al., 2023). They
further argued that certificate identity content is a weak anti-phishing
signal and that past identity indicators had little measurable user effect
[P4] (Drury and Meyer, 2019; Thompson et al., 2019).

[GA-S2] QWAC:s strengthen EU Digital Sovereignty

Claim/Conclusion: QWACs strengthen EU digital sovereignty by shifting
recognition and presentation of website identity from private, extra-EU
root-stores toward EU-supervised trust services, embedding organisa-
tional authentication within a public-law framework. [P1, P3, P4]

Data/Evidence: Regulation (EU) 2024/1183 obliges user agents to recognise
QWAC:s issued by QTSPs on Member-State Trusted Lists aggregated
in the EU List of Trusted Lists and to display the attested identity ”in
a user-friendly manner”. [P1] The trusted list architecture originates
in the eIDAS 2014 framework and remains the registry basis for the
recognition of qualified trust services. [P1, P3| Continuous supervision
and periodic conformity assessment are anchored in ETSI EN 319 401
and related audit schemes for CABs (ETSI, 2024a, 2023g). [P2, P3]
ETSI TR 119 411-5 provides guidance for coexistence with browser
trust stores and consumption outcomes aligned to Article 45 (ETSI,
2023f). [P2] Browser root programs illustrate the baseline of private,
extra-EU discretion over recognition, distrust and incident handling
(Mozilla, 2023c; Wilson, 2015). [P4] Supporter materials explicitly
frame QWACs as an EU-centred trust layer that advances sovereignty
(Bitkom, 2020, 2022; Bundesdruckerei, 2022; ESD, 2023c). [P3]

Warrant/Ezplanation: If law binds user agents to recognise and surface iden-
tities attested by EU-supervised QTSPs, then decision rights over what
organisational identity is accepted and how it is presented move from
private root-store owners to criteria defined and enforced under EU
public law (ETSI, 2024a). [P1, P3] Because root programs have his-
torically set and enforced recognition and distrust policies unilaterally
(Mozilla, 2023c; Wilson, 2015), statutory recognition plus supervised is-
suance and audit reduce dependency on non-EU gatekeepers for policy
change, incident criteria, and identity semantics (ETSI, 2023f). [P1,
P2, P4] Analytical work on Article 45 situates this shift within a 4-
cornered trust model that relocates validation authority into an EU-
governed layer (Wazan et al., 2024). [P3]
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Backing/Authority: Binding authority is provided by Regulation (EU)
2024/1183 for recognition and display obligations. [P1] Supervision,
certificate content, and assurance baselines are specified in the ETSI
EN 319 401 and EN 319 412 parts (ETSI, 2024a, 2023c). [P2] Coex-
istence and consumption guidance are documented in ETSI TR 119
411-5 (ETSI, 2023f). [P2] Governance analyses and stakeholder posi-
tions further substantiate the sovereignty framing (Entschew and van
Brouwershaven, 2024; Wazan et al., 2024; Bitkom, 2020; ESD, 2023b).
[P3]

Qualifier/Relativisation: The sovereignty gain is contingent on effective
cross-border supervision and audit quality, interoperable implementa-
tion with global WebPKI operations, and consistent, secure Ul be-
haviour (ETSI, 2024a, 2023f; ENISA, 2017). [P2, P3] Mandated recog-
nition does not alter browser control over software delivery, update
channels, and UI conventions, which can limit the magnitude of the
practical shift (Mozilla, 2023c; Feisty Duck, 2019). [P4] Robust trans-
parency and monitoring in the existing WebPKI remain relevant com-
plements (Certificate Transparency, 2020). [P4]

Rebuttals/Counter: Critics warn that statutory recognition can politicise
inclusion or expand surveillance leverage and that creating a parallel
path may slow incident response, while root programs still retain deci-
sive enforcement powers (Electronic Frontier Foundation (EFF), 2022;
Mozilla, 2021; Claburn, 2023; Mozilla, 2023a,c). [P4]

[GA-S3] QWACs advance the EU Digital Single Market

Claim/Conclusion: QWACs provide a harmonised, cross-border framework
for organisational website identity that Union law requires to be recog-
nised by user agents and presented in a user-friendly manner, establish-
ing a single pathway for identity display across Member States (ETSI,
2023b) [P1, P2, P3]. By reducing informational frictions in cross-border
onboarding and discovery, this measure supports Digital Single Market
integration and EU competitiveness [P1, P3].

Data/Evidence: Regulation (EU) 2024/1183 obliges application providers to
recognise QWACs issued by QTSPs on Member-State Trusted Lists ag-
gregated via the EU List of Trusted Lists, and to display the attested
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identity in a user-friendly manner [P1, P3]. ETSI EN 319 401 sets su-
pervised TSP requirements and lifecycle controls, while EN 319 412-4
harmonises website-certificate identity attributes (for example, organ-
isationName, jurisdiction, and registration identifiers) that map to a
legal entity (ETSI, 2024a, 2023b) [P2, P3]. TS 119 411-5 V2.1.1 spec-
ifies consumption outcomes for both 1-QWAC and 2-QWAC bindings,
so relying parties can consistently retrieve and present identity data
(ETSI, 2025) [P2, P3]. The Commission’s Impact Assessment frames
the Article 45 revisions as instruments for internal market integration
and international competitiveness (European Commission, 2021b) [P1].
Supporter materials explicitly link statutory recognition and a harmo-
nized identity display to lower cross-border onboarding costs and im-
proved discoverability of trustworthy EU services (Bitkom, 2020, 2022;
Bundesdruckerei, 2022; ESD, 2023c) [P3]. The ENISA guidance de-
scribes the appropriate use of QWACs to promote consumer trust by
verifying controllers (ENISA, 2017) [P2, P3].

Warrant/FEzplanation: If organisational website identity is verified under
common EU criteria, surfaced consistently in browsers, and backed by
continuous supervision, then cross-border provision faces fewer infor-
mational and trust asymmetries (who is the controller; under which
legal identity), lowering search and compliance costs and facilitating
DSM-wide provision and uptake of online services (European Commis-
sion, 2021b; ETSI, 2024a, 2025) [P1, P2, P3]. Harmonized identity
semantics in EN 319 412-4 and supervised issuance under EN 319 401
mean that relying parties and regulators can attribute processing to
a specific legal person uniformly across Member States (ETSI, 2023d,
2024a) [P2, P3|.

Backing/Authority: The amended Regulation codifies recognition and dis-
play obligations and the MS-TL/LoTL governance model [P1, P3].
ETSI EN 319 401 and EN 319 412-4 provide technical and assur-
ance controls, with deployment and consumption outcomes defined in
TS 119 411-5 V2.1.1 (ETSI, 2024a, 2023b, 2025) [P2, P3]. The Commis-
sion’s Impact Assessment and policy communications articulate DSM
and competitiveness objectives (European Commission, 2021b, 2022)
[P1]. Advocacy materials from industry and practitioner groups pro-
vide additional rationales linking harmonised identity attestation to
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internal-market benefits (Bitkom, 2020, 2022; Bundesdruckerei, 2022;
ESD, 2023c) [P3].

Qualifier/Relativisation: Realising single-market benefits depends on uni-
form supervisory practice and interoperable implementations, espe-
cially for 2-QWAC bindings and associated retrieval pathways (ETSI,
2025) [P2, P3]. Practical convergence also requires a stable and com-
prehensible UI across browsers; however, root programs retain control
over client security posture and user-interface decisions (Mozilla, 2023c;
Feisty Duck, 2019) [P4]. Adoption by service providers is necessary, and
the Regulation itself does not induce demand outside the EU (Euro-
pean Commission, 2022) [P1].

Rebuttals/Counter: Critics argue a parallel, mandated trust path could frag-
ment the global WebPKI, conflict with root-store policies, and add com-
pliance costs that offset DSM efficiency gains (Mozilla, 2023c; CCADB,
2020a; Feisty Duck, 2022; Helme, 2023) [P4]. They also warn that
politicized inclusion or heterogeneous Ul could undermine the pre-
dictability and identity salience that single-market integration seeks
to achieve (Mozilla, 2023c; Feisty Duck, 2019) [P4].

[GA-C1] QWAC:s facilitate Government Surveillance

Claim/Conclusion: Mandatory recognition and display of QWACs can en-
able government-influenced trust anchors to facilitate targeted inter-
ception or broader interference with web traffic. [P1, P3, P4]

Data/Evidence: Article 45 of Regulation (EU) 2024 /1183 obliges user agents
to recognise QWACs and to display the attested identity in a user-
friendly manner. [P1] QWACs are issued by QTSPs listed on Member-
State Trusted Lists that are aggregated via the Union List of Trusted
Lists, establishing a legally curated set of trust anchors. [P3] Article
45a sets a supervisory precautionary-measures process that can con-
strain immediate unilateral distrust by user agents while coordination
with competent authorities occurs. [P1, P4] Browser and civil-society
analyses describe a scenario in which a state-aligned or state-compelled
QTSP could issue a certificate for a target domain that user agents ini-
tially accept until countermeasures are coordinated. (Mozilla, 2023a;
Internet Society et al., 2023) [P1, P3, P4] Press reports and expert
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commentary reiterate this risk and its implications for interception.
(Claburn, 2023; Rescorla, 2022) [P4]

Warrant/Ezplanation: If inclusion on MS-TLs and the LoTL yields a recog-
nised trust anchor that user agents must accept, and immediate unilat-
eral distrust is procedurally mediated via Article 45a, then a mis-issued
or compelled certificate can enable man-in-the-middle interception until
revocation or distrust is effected. [P1, P3, P4] Certificate Transparency
provides post-issuance detection and auditing but does not itself pre-
vent the first successful acceptance of a presented certificate. (Laurie
et al., 2021; Certificate Transparency, 2020) [P2, P4]

Backing/Authority: Legal obligations for recognition, display, and supervi-
sory procedures are set by Regulation (EU) 2024/1183. [P1] The insti-
tutional trust-list framework and LoTL aggregation come from Regu-
lation (EU) No 910/2014. [P3] General policy and qualified-certificate
requirements for TSPs are specified by ETSI EN 319 401 and EN
319 411-1/-2. (ETSI, 2024a, 2023b,e) [P2] Browser coexistence guid-
ance and consumption models are described in ETSI TR 119 411-5
and ETSI TS 119 411-5 v2.1.1. (ETSI, 2023f, 2025) [P2] Root-store
governance and emergency distrust capabilities are governed by the
Mozilla Root Store Policy. (Mozilla, 2023c) [P4] Independent critiques
and reportage articulate the specific interception scenario under Article
45/45a. (Mozilla, 2023a; Internet Society et al., 2023; Rescorla, 2022;
Claburn, 2023) [P4]

Qualifier/Relativisation: The risk is conditional: Article 45 does not autho-
rise decryption or mandate changes to TLS, and browsers can continue
to enforce CT logging, revocation, and emergency distrust policies.
(Laurie et al., 2021; Mozilla, 2023c) [P1, P4] ETSI TS 119 411-5 de-
scribes a 2-QWAC binding model that preserves WebPKI transport
semantics rather than introducing an alternative cryptographic chan-
nel. (ETSI, 2025) [P2] Real-world exploitation therefore depends on
state capabilities, QTSP governance, and the latency of detection and
coordinated distrust. [P1, P2, P4]

Rebuttals/Counter: Supporters argue that QWACs do not bypass TLS or
browser security policy and that emergency distrust remains available;
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they further claim that qualified status raises accountability under su-
pervision and that ETSI profiles align with CA/B Forum Baseline Re-
quirements. (Entschew et al., 2022; Martius et al., 2024; ETSI, 2023b,e;
CA/B Forum, 2025) [P1, P2, P4]

[GA-C2] QWACSs undermine Neutral Global Trust Models

Claim/Conclusion: QWAC obligations risk conflicting with established
browser root-store policies and CA /Browser Forum baselines by legally
mandating recognition and identity display under MS-TL/LoTL gov-
ernance and by conditioning distrust on supervisory procedures rather
than program discretion [P1, P3, P4].

Data/Evidence: Regulation (EU) 2024/1183 amends Article 45 to require
user agents to recognise QWACs and display the attested identity in
a user-friendly manner, and adds Article 45a on precautionary mea-
sures for distrust [P1]. Stakeholder analyses interpret Article 45(1b)
as constraining additional mandatory requirements beyond Annex IV
for user agents [P1, P3] (Mozilla, 2023b; Mozilla et al., 2023). Browser
root programs state they enforce their own inclusion, incident-response,
and policy criteria at their discretion, including BR compliance and
CT expectations [P3, P4] (Mozilla, 2023c; CA/B Forum, 2025; Cer-
tificate Transparency, 2020). ETSI TS 119 411-5 v2.1.1 defines two
consumption patterns for QWACs, including a 2-QWAC model that
binds identity in a separate qualified artifact alongside a conventional
TLS server certificate [P2] (ETSI, 2025). The CCADB and CA/B Fo-
rum memoranda document interoperability and verification gaps when
organizational identity is bound out-of-chain relative to existing root-
store hooks [P2, P4] (CCADB, 2020a; CA/B Forum, 2020).

Warrant/Ezplanation: When recognition and display are mandated and dis-
trust is mediated through public-law trust lists and supervisory pro-
cesses, while browser programs rely on private program policies, CT
logging, and rapid unilateral enforcement tied to TLS-chain artefacts,
mismatched authorities and artefacts predictably create governance
friction and veto points that can conflict with root-store standards and
incident-response practice [P1, P3, P4] (Mozilla, 2023c; Laurie et al.,
2021; Certificate Transparency, 2020).
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Backing/Authority: Mozilla policy papers and a joint civil-society research
letter warn that Article 45 narrows user-agent discretion relative to
established WebPKI governance [P1, P3] (Mozilla, 2021; Scientists and
NGOs, 2023b). The Regulation itself encodes recognition, display, and
supervisory roles that are distinct from root program practice [P1].
The CCADB and CA/B Forum notes substantiate the technical and
policy divergence introduced by out-of-chain identity bindings under
2-QWAC [P2, P4] (CCADB, 2020a; CA/B Forum, 2020).

Qualifier/Relativisation: The degree of conflict is contingent: ETSI
TS 119 411-5 aims to align qualified profiles with BR practice and pre-
serves TLS semantics in the 2-QWAC model, so transport security and
CT mechanisms remain unchanged [P2, P4] (ETSI, 2025; Laurie et al.,
2021; Certificate Transparency, 2020). Article 45 is technology-neutral,
and Article 45a does not categorically preclude urgent mitigations by
user agents [P1].

Rebuttals/Counter: Proponents argue there is no material conflict because
TS 119 411-5 defines browser-facing outcomes compatible with BR and
leaves WebPKI transport semantics intact [P2, P4] (ETSI, 2025). Ad-
vocacy and industry statements claim that QWACs strengthen Euro-
pean sovereignty and consumer protection and can coexist with browser
controls [P2, P3] (Bitkom, 2020; ESD, 2023c).

|[GA-C3] QWACSs conflict with Existing Root Store Standards

Claim/Conclusion: Mandatory recognition and display of QWACs risks shift-
ing trust-anchor governance from browser root programs to statutory
MS-TL/LoTL listings, enabling politicised inclusion that undermines
browser independence [P1, P3, P4].

Data/Evidence: Article 45 of Regulation (EU) 2024 /1183 obliges user agents
to recognise QWACs and to display the attested identity in a user-
friendly manner; Article 45a establishes supervisory procedures around
distrust [P1]. Recognition is attached to QTSPs listed on Member-
State Trusted Lists and aggregated via the Union List of Trusted Lists,
that is, statutory listings distinct from browser root programs (Eu-
ropean Commission, 2021a; ETSI, 2024a) [P3]. ETSI TS 119 411-5
defines two consumption models for qualified website authentication: 1-

QWAC (server-cert path) and 2-QWAC (binding alongside a WebPKI
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chain) (ETSI, 2025) [P2]. Browser and civil-society sources warn that
statutory listing plus mandatory UX treatment can displace private
root-store policy with political inclusion decisions (Mozilla, 2021; Sci-
entists and NGOs, 2023a; Information Security Media Group, 2023;
Recorded Future News, 2023; Mozilla, 2023a; Electronic Frontier Foun-
dation, 2023) [P3, P4].

Warrant/FEzplanation: When acceptance and identity display are legally tied
to MS-TL/LoTL listing rather than to vendor-defined root-store base-
lines, Member-State processes gain leverage over which QTSPs function
as effective trust anchors for identity signalling and, under 1-QWAC,
potentially for TLS termination (ETSI, 2025) [P1, P2, P3]. This re-
duces autonomy and rapid incident response discretion in browser root
programs, which articulate independent inclusion, audit, and emer-
gency distrust criteria (Mozilla, 2023c) [P4]. Consequently, statutory
governance can pressure or preempt root-program judgment, shifting
trust-anchor governance toward MS-TL/LoTL control (Mozilla, 2021;
Scientists and NGOs, 2023a) [P3, P4].

Backing/Authority: Legal obligations for recognition, display, and supervi-
sion are set by Articles 45 and 45a [P1]. The accreditation and listing
mechanics for QTSPs are defined in ETSI EN 319 401 (ETSI, 2024a)
[P2, P3]. Consumption models that determine how qualified identity
interacts with WebPKI transport are specified in ETSI TS 119 411-5
(ETSI, 2025) [P2]. Independent browser-governed baselines and emer-
gency distrust powers are codified in the Mozilla Root Store Policy
(Mozilla, 2023c) [P4]. Civil-society and industry reporting warn of
politicisation risks and policy conflicts if statutory listings effectively
override root-store policy (Scientists and NGOs, 2023a; Information
Security Media Group, 2023; Recorded Future News, 2023; Electronic
Frontier Foundation, 2023) [P3].

Qualifier/Relativisation: Displacement of root-store policy is not inevitable:
the Regulation does not mandate modifying browser root-store con-
tents or prescribe 1-QWAC over 2-QWAC [P1]. TS 119 411-5 provides
a 2-QWAC binding that preserves WebPKI transport anchoring while
surfacing the qualified identity, limiting the direct pressure on root pro-
grams [P2, P4]. Therefore, the risk magnitude depends on deployment
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choices (1-QWAC vs. 2-QWAC), supervisory practice, and vendor im-
plementation decisions (Mozilla, 2023c) [P2, P3, P4].

Rebuttals/Counter: Supporters argue that Article 45 recognises qualified
identity without dictating root-store content [P1]; that browsers retain
independent security baselines and emergency distrust powers (Mozilla,
2023c) [P4]; and that ETSI profiles aim to align with CA/B Forum
practices so that qualified identity can coexist with WebPKI norms
(ETSI, 2024a, 2025) [P2, P3|. Industry position papers further claim
that implementing 2-QWAC avoids the need to add QTSP roots to
TLS stores (Bitkom, 2020) [P3].

[CI-S1] QWACSs integrate Website AuthIN into EU Trust Schemes

Claim/Conclusion: QWACs standardise organisational-identity validation
and support cross-border interoperability in the EU by anchoring is-

suance, profiles, and supervision in E'TSI standards and by relying on
the MS-TL/LoTL mutual-recognition regime. [P1, P2, P3, P4]

Data/Fvidence: The amended Article 45 obliges user agents to recognise
QWAC s and display qualified identity. [P1] QTSPs operate under gen-
eral policy requirements and supervisory controls defined by EN 319
401. (ETSI, 2024a) [P1, P3] Identity semantics for website certifi-
cates are harmonised in EN 319 412-4, including organisational names,
jurisdictional data, and registration identifiers. (ETSI, 2023b) [P2]
TS 119 411-5 v2.1.1 specifies browser-facing consumption outcomes for
1-QWAC and 2-QWAC, enabling consistent retrieval and verification
of qualified identity by relying parties. (ETSI, 2025) [P2] The MS
Trusted Lists and the EU List of the Trusted Lists provide the registry
infrastructure that operationalises mutual recognition across MSs. [P4]

Warrant/FEzplanation: When identity fields, validation steps, and supervi-
sory criteria are uniform and tied to a common legal registry, rely-
ing parties can process certificates predictably across jurisdictions, re-
ducing cross-border friction relative to heterogeneous CA practices or
vendor-specific policies. (ETSI, 2023b, 2024a) [P2, P3, P4] Browser-
facing outcomes in TS 119 411-5 align certificate semantics with client
behavior for both in-chain and side-binding models, supporting inter-
operable presentation and verification. (ETSI, 2025) [P2]
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Backing/Authority: The standardisation-to-interoperability link is grounded
in primary EU law that mandates recognition and sets the supervisory
framework. [P1, P4] It is further supported by ETSI specifications that
define provider policy requirements, identity profiles, and consumption
outcomes. (ETSI, 2024a, 2023b, 2025) [P2, P3] Supporter analyses
argue that an EU-wide trust-service framework yields more consistent
cross-border handling and a clearer four-corner trust model. (Bitkom,
2020; Wazan et al., 2024) [P1, P2, P4]

Qualifier/Relativisation: Interoperability gains depend on close alignment
with CA/B Forum and root-program practices to avoid divergence in
acceptance and incident response. (Mozilla, 2023c) [P2] They also re-
quire unambiguous mapping from qualified identity data to browser
UX and robust automation for discovery and status of qualified iden-
tity artefacts, especially for 2-QWAC. (ETSI, 2025) [P2] Consistent and
effective supervisory practice across Member States remains essential.
(ETSI, 2024a) [P3] The corpus provides limited independent, at-scale
deployment evidence for seamless EU-wide operation under Article 45.
(European Commission, 2021d) [P1]

Rebuttals/Counter: Critics contend that QWACs can fragment rather than
unify practice by introducing optional out-of-chain identity bindings
and governance anchored in MS-TL/LoTL, creating conflicts with
browser root-store policies and incident-response baselines. (CCADB,
2020a; Mozilla, 2021, 2023c; Rescorla, 2022) [P2, P4] Program mem-
oranda highlight additional discovery, verification, and revocation

plumbing not covered by existing relying-party automation for the
WebPKI. (CCADB, 2020a) [P2]

[CI-S2] QWAC:s integrate with EU Cybersecurity Directives

Claim/Conclusion: QWACs align with EU cybersecurity policy by provid-
ing a supervised, standardised organisational-identity control inside the
eIDAS trust-services framework that user agents are required to recog-
nise and surface, enabling cross-border, auditable attribution consistent
with EU governance aims. [P1, P2]

Data/Evidence: Regulation (EU) 2024/1183 amends Article 45 to obligate
user agents to recognise QWACs and to display the attested identity in
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a user-friendly manner (ESD, 2023a). eIDAS supervision embeds or-
ganizational assurance through QTSP listing and periodic conformity
assessment grounded in EN 319 401 and EN 319 411-1 (ETSI, 2024a,
2023b). EN 319 412-4 specifies organisational identity content, and
TS 119 411-5 V2.1.1 defines validation and the two consumption pat-
terns (1-QWAC and 2-QWAC) for relying parties (ETSI, 2023d, 2025).
ENISA frames QWACs as instruments to promote trust, accountability,
and transparency in the website authentication market (ENISA, 2016,
2017). Commission evaluations and policy materials present the ratio-
nale that harmonized, qualified identity assurance complements EU-
level cybersecurity and market integrity objectives (European Com-

mission, 2021d,b; Bitkom, 2020). [P1, P2]

Warrant/FEzplanation: If EU cybersecurity governance seeks verifiable at-
tribution, supervised assurance, and interoperable enforcement across
Member States, then a legally anchored identity artefact with har-
monised semantics and supervisory audits can reduce ambiguity about
controller identity for compliance and relying-party processes, while
TS 119 411-5 ensures that transport-layer cryptography remains un-
affected under the 2-QWAC model (European Commission, 2021b;
ENISA, 2017; ETSI, 2025). [P1, P2, P3]

Backing/Authority: The legal duty and governance hooks are provided by
Regulation (EU) 2024/1183 (Arts. 45 and 45a); operational baselines
for QTSPs and identity semantics are specified in EN 319 401 and EN
319 411-1/412-4 (ETSI, 2024a, 2023b); consumption and interoperabil-
ity guidance for QWACs are defined in TS 119 411-5 (ETSI, 2025);
strategic positioning and intended policy fit are articulated in ENISA
guidance and supportive industry and policy papers (ENISA, 2016,
2017; European Commission, 2021d; Bitkom, 2020). [P1, P2]

Qualifier/Relativisation: The contribution to cybersecurity integration is
conditional: the Regulation is technology-neutral about encodings and
does not mandate linkage to incident-response or CT ecosystems; bene-
fits depend on uniform implementation and adoption, stable user-agent
UI, and effective discovery and revocation plumbing under 2-QWAC
(ETSI, 2025). The corpus provides policy rationales but little outcome-
level evidence that QWACs measurably improve NIS-related compli-
ance or incident rates relative to existing controls (Laurie et al., 2021;
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Certificate Transparency, 2020). [P1, P2, P4]

Rebuttals/Counter: Browser and civil-society critiques argue that manda-
tory recognition and identity display may conflict with root-store gov-
ernance, add integration and audit costs, and provide limited practical
uplift given the historical weakness of identity-salience UI; they con-
tend that modern DV+CT practices and agile browser policy already
deliver accountability without statutory Ul mandates (Mozilla, 2021;
Moxzilla et al., 2023; Internet Society et al., 2023; CCADB, 2020a; Felt
et al., 2016; Laurie et al., 2021). [P3, P4]

[CI-S3] QWACSs strengthen Accountability and Transparency

Claim/Conclusion: QWACs can advance GDPR-aligned transparency and
accountability by making the legally responsible website operator un-
ambiguously identifiable at the point of interaction and by obliging user
agents to surface that identity in a user-friendly manner. [P1, P2]

Data/Evidence: Article 45 as amended requires user agents to recognise
QWACs and display the attested identity [P1]. ETSI EN 319 412-4
harmonises identity attribute mapping to a legal entity (e.g., organi-
sationName, registered jurisdiction, registration number) [P2] (ETSI,
2023d). EN 319 401 sets general policy requirements for trust service
providers that underpin identity assurance [P2] (ETSI, 2024a). ETSI
TS 119 411-5 v2.1.1 specifies relying-party consumption outcomes for
1-QWAC and 2-QWAC so that identity can be consistently retrieved
and presented [P2] (ETSI, 2025). ENISA guidance and the EC CEF
ntQWAC pilot describe QWACs as instruments to promote consumer
trust and accountability by verifying controllers [P1, P2] (ENISA, 2016,
2017; European Commission, 2020a). Practitioner-advocacy materials
explicitly connect qualified identity disclosure to GDPR transparency
and accountability [P1] (Bundesdruckerei, 2022; Bailey, 2022).

Warrant/Ezplanation: When controllers are clearly and verifiably identified
at the moment of collection or interaction, information duties and ac-
countability chains can be attributed to a specific legal person, enabling
cross-border enforcement and redress [P1] (ENISA, 2017). Harmonized
identity semantics and profiles reduce ambiguity across Member States

and support automated due diligence by enterprises and intermediaries
[P2] (ETSI, 2023b, 2025).
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Backing/Authority: The obligation to recognise and display qualified identity
is in Regulation (EU) 2024/1183 [P1]. Identity content and assurance
controls are standardized in EN 319 412-4 and EN 319 401, with deploy-
ment and consumption outcomes in TS 119 411-5 [P2] (ETSI, 2023b,
2024a, 2025). ENISA and EC materials frame QWACs as mechanisms
for transparency about who operates a site [P1] (ENISA, 2016, 2017;
European Commission, 2020a).

Qualifier/Relativisation: The GDPR link is indirect: qualified identity dis-
play alone does not ensure lawfulness, fairness, or purpose limitation,
and its effect depends on correct binding, comprehensible UI, broad
adoption, and reliable discovery and status handling, especially for
2-QWAC [P3, P4] (ETSI, 2025; Mozilla, 2023a). Empirical usable-
security work shows limited behavioral impact from identity indicators,
and we found no controlled studies demonstrating improved GDPR out-
comes attributable to QWAC display at the population scale [P3] (Felt
et al., 2016; Thompson et al., 2019; Feisty Duck, 2019).

Rebuttals/Counter: Critics argue that Ul identity salience historically failed
to change user behavior (EV de-emphasis) and that DV+CT+short
lifetimes already provide effective, lower-complexity safeguards with-
out mandating identity display [P3] (Felt et al., 2016; Thompson
et al., 2019; Feisty Duck, 2019; Certificate Transparency, 2020; Mozilla,
2023c). They further note 2-QWAC introduces new verification plumb-
ing and potential privacy or UX risks, and raises interoperability issues
relative to existing relying-party automation [P4] (Mozilla, 2022, 2023a;
CCADB, 2020a; Rescorla, 2022; Muffett, 2023a).

[CI-C1] QWACs create Fragmented Trust Ecosystems

Claim/Conclusion: QWAC adoption risks fragmenting the WebPKI by intro-
ducing parallel recognition and verification paths tied to MS-TL/LoTL
governance and optional identity bindings outside the TLS certificate
chain, leading to inconsistent validation, display, and incident-response
behavior across user agents and jurisdictions. [P1, P2, P3, P4]

Data/Evidence: Regulation (EU) 2024/1183 obliges user agents to recog-
nize QWACs and to surface attested identity in a user-friendly man-
ner. [P1] ETSI TS 119 411-5 v2.1.1 defines two consumption models
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(I-QWAC, 2-QWAC), with 2-QWAC leaving TLS transport seman-
tics unchanged while adding implementation choices for discovery and
binding (ETSI, 2025). [P2, P4] The eIDAS trust framework relies on
Member State Trusted Lists aggregated via the List of Trusted Lists
and supervision of QTSPs, a governance track distinct from browser
root programs (European Commission, 2021a; ETSI, 2023e). [P3] The
CCADB documents interoperability challenges when identity data are
conveyed outside the TLS chain and must be discovered, verified, and
status-checked through new client plumbing (CCADB, 2020b,a). [P2,
P4] Browser program analyses and root store policy note misalignment
risks between statutory recognition paths and root-store governance,
which can yield divergent acceptance, Ul, and incident-response out-
comes (Mozilla, 2021, 2023c). [P3, P4] Technical analyses emphasize
that QWACs do not change TLS protocol semantics; therefore, any
benefit depends on correct and consistent client consumption logic that
varies across implementations (Rescorla, 2022; Helme, 2023). [P2, P4]
Early vendor materials exploring eIDAS 2 Ul options illustrate multi-
ple possible display patterns, increasing variability unless standardized
(Entrust Corporation, 2021). [P4]

Warrant/FEzplanation: If identity assurance is verified and governed under
statutory trust lists and may be conveyed via a qualified artifact outside
the certificate chain relied on by root-store policy and CT-centric over-
sight, then relying parties must implement additional, non-standard
discovery, verification, status, and Ul code paths; under heterogeneous
implementations and supervisory practices, this predictably produces
inconsistent user experience, policy enforcement, and incident handling
across the ecosystem (CCADB, 2020b; Mozilla, 2021). [P2, P3, P4|

Backing/Authority: CCADB interoperability notes and program discus-
sions document technical and governance deltas for out-of-chain iden-
tity bindings (CCADB, 2020b,a); Mozilla policy and root-store ma-
terials analyze misalignment risks between statutory recognition and
browser-governed trust stores (Mozilla, 2021, 2023c¢); research on non-
governmental governance of the WebPKI explains how duplicative trust
paths can fragment operational practice (Grindal et al., 2025). [P3, P4]

Qualifier/Relativisation: The fragmentation risk is mitigable: the legal text
is technology-agnostic and does not prescribe a specific UI; ETSI 119
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411-5 v2.1.1 aims for compatibility with existing practice and preserves
TLS semantics via the 2-QWAC model, and vendors could standardize
discovery, status, and display to reduce variance (ETSI, 2025). Our cor-
pus contains no post-adoption outcome studies that empirically demon-
strate pervasive fragmentation under the amended regulation. [P1, P2]

Rebuttals/Counter: Supporters argue that qualified profiles are designed
for compatibility with the WebPKI, that 2-QWAC intentionally leaves
TLS unchanged, and that harmonized identity semantics reduce UX
variance; these claims draw mainly on standards-body and proponent
materials (ENISA, 2017; Entschew et al., 2022; Bitkom, 2020; Bundes-
druckerei, 2022). [P2, P3|

[CI-C2] QWACs undermine Technological Neutrality Principles

Claim/Conclusion: A mandatory QWAC pathway risks violating the EU
principle of technological neutrality by prescribing recognition and
identity display of a specific legal-entity artefact in user agents, which
can crowd out vendor-led alternatives such as DV4+CT with short life-
times.

Data/Evidence: Regulation (EU) 2024/1183 amends Article 45 to oblige user
agents to recognise QWACs and to ensure that the attested identity is
shown in a user-friendly manner, and it sets supervisory procedures rel-
evant to distrust decisions [P2]. ETSI TS 119 411-5 v2.1.1 specifies the
implementation and consumption outcomes for qualified website cer-
tificates but does not dictate a particular user interface [P3] (ETSI,
2025). Industry and civil society statements specifically warn that
Article 45 privileges QWAC-based legal-entity signalling over browser-
security practices and narrows design discretion [P1, P2] (Mozilla et al.,
2023; Internet Society et al., 2023; Mozilla, 2021). In contrast, the
prevailing browser security baseline emphasizes DV plus Certificate
Transparency auditing and increasingly short certificate lifetimes as
evidence-driven mitigations [P1, P4] (Laurie et al., 2021; Certificate
Transparency, 2020).

Warrant/FEzplanation: When law compels user agents to recognise and sur-
face a particular identity artefact and gates distrust through supervi-
sory processes, user-interface and enforcement choices become legally

92



coupled to that artefact, reducing the scope for evidence-driven alter-
natives such as DV4+CT-only flows, tight lifetimes, or different identity
presentations [P1, P2, P4] (Mozilla, 2021; Internet Society et al., 2023;
Mozilla et al., 2023).

Backing/Authority: The binding legal obligation to recognise and display
QWAC identities is codified at EU level [P2]. The ETSI documents
delineate the qualified-certificate family and its implementation pro-
file without prescribing Ul specifics, reinforcing that the artifact is
certificate-class specific rather than Ul-agnostic policy [P3] (ETSI,
2025, 2024a, 2023e). Independent critiques by browser vendors and
civil society groups articulate neutrality and discretion concerns in de-
tail [P2] (Mozilla, 2021; Mozilla et al., 2023; Internet Society et al.,
2023).

Qualifier/Relativisation: The Regulation is technology-agnostic in form and
does not mandate a particular encoding or Ul; ETSI TS 119 411-5
can be implemented with offline validation, and nothing in Article 45
forbids CT policies or short certificate lifetimes [P3, P4] (ETSI, 2025;
Laurie et al., 2021).

Rebuttals/Counter: Supporters argue neutrality is preserved because the law
recognizes a class of qualified certificates rather than a specific tech-
nology component, ETSI profiles aim for compatibility with existing
WebPKI requirements, and Ul choices remain with implementers [P3]
(ETSI, 2025, 2023e, 2024a; Entschew et al., 2022; Martius et al., 2024).
Proponents also contend that clear legal-entity signaling can enhance
user trust when surfaced well, without defining how [P3] (Entschew
et al., 2022; European Commission, 2021a).

[CI-C3] QWAC:s increase Complexity/Costs for Website Operators

Claim/Conclusion: QWAC qualification entails additional complexity and
non-trivial costs, especially for SMEs, because issuers must satisfy ETSI
qualification alongside existing WebPKI BR and root-program obliga-
tions, and relying parties may need new verification and display paths
beyond BR-only WebPKI, notably for 2-QWAC [P1, P2, P3].

Data/Fvidence: Only QTSPs may issue QWACs; QTSPs are supervised and
listed on MS-TLs aggregated by the LoTL (European Commission,
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2021a, 2023a) [P1]. QTSP qualification requires periodic conformity
assessment against EN 319 401 and EN 319 411-1/-2. TS 119 411-5
v2.1.1 defines 1-QWAC and 2-QWAC consumption outcomes and pro-
files, with 2-QWAC using an identity binding outside the TLS chain
that introduces issuer and client implementation work (Rescorla, 2022)
[P2]. CCADB documents extra discovery, verification, and revocation
plumbing for non-chain bindings beyond existing TLS chain automa-
tion (CCADB, 2020b). Mozilla program and policy materials describe
mandatory recognition and identity-surfacing duties and the associ-
ated engineering and UI efforts (Mozilla, 2021, 2022, 2023b). Public
WebPXKI controls continue in parallel (CA /B Forum BR, root-store pol-
icy); therefore, ETSI qualification is additive rather than a replacement
(CA/B Forum, 2025; Mozilla, 2023c) [P3].

Warrant/FEzplanation: If issuers must maintain partially overlapping assur-
ance regimes (ETSI/CCAB) and clients must implement additional
verification, status, and display paths for qualified identity (especially
for 2-QWAC), then fixed and variable costs rise relative to BR-only is-
suance and consumption; those costs weigh more on smaller providers
that cannot easily amortize new tooling (CCADB, 2020b; Rescorla,
2022; Mozilla, 2021) [P2, P3].

Backing/Authority: Binding legal texts encode obligations and supervision;
ETSI EN 319 401/411 and TS 119 411-5 define qualification require-
ments, identity content, and consumption outcomes [P1, P2]; CA/B
Forum BR and root policies define parallel WebPKI governance (CA/B
Forum, 2025; Morzilla, 2023c); CCADB memoranda identify interoper-
ability and automation gaps for non-chain bindings (CCADB, 2020b);
browser-program materials describe engineering and Ul obligations in
practice (Mozilla, 2021, 2023b) [P3].

Qualifier/Relativisation: Burden is context-dependent and may be miti-
gated: TS 119 411-5 aligns qualified profiles with BR practice and
preserves TLS semantics via 2-QWAC (ETSI, 2025); ETSI TR 119
411-5 provides coexistence guidance that can reduce integration fric-
tion (ETSI, 2023f); established QTSPs may realize economies of scale;
automation for binding discovery, verification, and status could lower
client costs; Article 45 obliges user-agent recognition and identity dis-
play but does not mandate site-side adoption of QWACs. The corpus
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contains no quantitative, neutral total cost of ownership (TCO) or
SME-specific impact studies on QWAC deployment. [P1, P2, P3, P4]

Rebuttals/Counter: Supporters argue that qualification largely reuses exist-
ing controls, that 2-QWAC avoids perturbing TLS, and that standards
harmonisation plus supervision yield efficiency and accountability over
time (Entschew and van Brouwershaven, 2024; Bitkom, 2020); these
claims are mainly advanced in standards and pro-QWAC sources and
are not accompanied by independent cost data. [P2, P4]

[CI-C4] QWACSs underperform Compared to Existing Measures

Claim/Conclusion: Within the shared premises that QWACs do not change
TLS cryptography and that the WebPKI already operates under ma-
ture, programmatic controls [P2, P3|, the combination of DV under
the BR, comprehensive CT logging and monitoring, short certificate
lifetimes with ACME-based automation, and agile browser incident
response provides security benefits comparable to those sought via
QWACs at materially lower technical and governance complexity.

Data/Fvidence: Empirical sources report that: (i) EV identity indicators
were removed or demoted with no measurable improvement in user
protection, weakening claims that additional positive identity salience
reduces phishing (Thompson et al., 2019; Felt et al., 2016; Feisty Duck,
2019; Biddle et al., 2009) [P3]; (ii) CT is the de facto mechanism for
transparent issuance oversight and rapid mis-issuance detection at scale
(Certificate Transparency, 2020; Laurie et al., 2021) [P3]; (iii) short va-
lidity periods together with automated reissuance reduce exposure from
key compromise and mitigate reliance on brittle user-facing revocation
paths (Aas et al., 2019; Mozilla, 2023c) [P3]; (iv) root-store programs
demonstrate fast, unilateral incident response that limits blast radius
from CA failures (Wilson, 2015) [P3]; and (v) proposed out-of-chain
bindings for 2-QWAC introduce extra discovery, verification, and sta-
tus plumbing that existing RP automation does not cover, whereas
DV+CT+short-lifetimes reuse deployed hooks (CCADB, 2020a; CA/B
Forum, 2020; Mozilla, 2021; Helme, 2023) [P2, P3].

Warrant/FEzplanation: If dominant risks for website authentication are oper-
ational rather than cryptographic (mis-issuance, stale status, long life-
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times, social engineering), then controls that maximize issuance trans-
parency via CT, compress exposure windows (short lifetimes with au-
tomated renewal), and enable swift program enforcement (root-store
actions) more efficiently reduce successful impersonation and limit CA
failure impact than adding a separate, legally governed identity arti-
fact that creates new verification paths and potential failure modes
(Rescorla, 2022; Certificate Transparency, 2020; Mozilla, 2023c; Drury
and Meyer, 2019; Amann et al., 2017) [P3].

Backing/Authority: Technical analysis holds that QWACs do not strengthen
TLS semantics and add verification surfaces (Rescorla, 2022) [P2]; CT
design and deployment materials establish transparency as the pre-
ferred issuance oversight control (Certificate Transparency, 2020; Lau-
rie et al., 2021) [P3]; Ul studies and field-scale evidence show limited or
no protective effect from positive identity indicators (Thompson et al.,
2019; Felt et al., 2016; Biddle et al., 2009) [P3]; incident-response prac-
tice in root programs demonstrates effective containment of authority
failures (Wilson, 2015) [P3]; and CCADB and CA/B Forum memo-
randa document interoperability and automation gaps for non-chain
QWAC bindings (CCADB, 2020a; CA/B Forum, 2020) [P2].

Qualifier/Relativisation: DV+CT+short-lifetimes do not provide public-law
accountability or harmonized legal-entity semantics, which are central
QWAC objectives (ENISA, 2016, 2017) [P1, P2]; their effectiveness de-
pends on vigilant monitoring, CT log ecosystem health, and strict root-
program enforcement (Certificate Transparency, 2020; Mozilla, 2023c)
[P3]; and the corpus contains no controlled, post-amendment field stud-
ies that directly compare user-harm outcomes between DV+CT+short-
lifetimes and QWAC-mediated identity presentation (Tehrani et al.,
2024; Mozilla, 2021) [P4].

Rebuttals/Counter: Supporters argue that QWACs add supervised, enforce-
able organizational attribution and a legal duty to surface identity, with
ETSI profiles specifying identity semantics and consumption models
that preserve TLS while enabling consistent presentation in regulated
or cross-border contexts (ETSI, 2023b, 2025; ENISA, 2017; Bitkom,
2020) [P1, P2]. They further contend that offline validation and careful
engineering can bound privacy and latency, avoiding per-visit network
leakage beyond modern DV practices (ETSI, 2025; ENISA, 2017) [P2].
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L6

Appendix C. Argument-linked Threat Model

Table C.1: QWAC threat model (WebPKI/TLS lens) under eIDAS 2.0 and ETSI TS 119 411-5 v2.1.1.

ID Threat Preconditions Impact (Stakeholder) Design levers

T1 Operator identity am- Look-alike domains and branding; Phishing and fraud; slower incident Minimal, stable, machine-readable
biguity enables fraud weak domain-to-entity mapping; iden- triage and investigation; weaker ac- identity set; include a unique registry
and weak attribution tity attributes non-unique, unstable, countability and recourse. (End Users; identifier (e.g., BRN or LEI); integrate
[ST-S1, ST-S3, CI-S3] or not machine-readable; relying par- Website Operators; Browsers; Browser into enterprise anti-phishing and pol-

ties map free-text names into al- Vendors; QTSP; ETSI; NSB; MS; EC) icy engines; avoid Ul semantics imply-
lowlists/policy ing “safe”

T2 Qualified UI becomes UI uses positive security cues; users in- Amplified social engineering; false Strict separation of identity vs con-
trust laundering and fer “safe” from “identified”; attacker confidence; reputational harm when nection security; identity shown in
over-trust [ST-S2, ST- obtains QWAC for a misleading-but- “qualified” sites abuse trust. (End a neutral panel (not a lock/badge);
C1, ST-C2] legal entity; name/brand similarity ex- Users; Website Operators; Browsers; mismatch- or policy-based warnings;

ploited Browser Vendors; QTSP; ETSI; EC; usability testing before any prominent
MS) indicator; avoid “safe site” language

T3 Mis-issuance and Weak vetting and cross-checking; in- Wrong legal identity displayed with Vetting controls and registry cross-
identity-proofing fail- consistent registries across MS; fraud- qualified authority; fraud enablement; checks; require  stable  unique
ure, incl. shell entities ulent documents or shell entities; audit loss of trust in scheme and over- identifiers; mandatory incident
[ST-S1, ST-C4, CI-S3] gaps; supervision and escalation gaps sight. (End Users; Website Operators; escalation and revocation SLAs;

Browsers; Browser Vendors; QTSP; short(er) lifetimes; issuance trans-
CAB; Auditors; NAB; NSB; MS; EC) parency/monitoring (CT Logs or
equivalent where applicable)

T4 Issuer key compromise Issuer signing key compromise, co- 1-QWAC enables TLS MITM; 2- HSMs and strict key ceremonies; sep-
or rogue/compelled is- ercion, or insider abuse; clients ac- QWAC enables false qualified identity; aration of duties; continuous monitor-

suance enables inter-
ception capability [GS-
C1, ST-C4]

cept QTSP trust anchors for TLS
(1-QWAC) and/or identity UI (2-
QWAQ); slow detection/distrust

systemic trust failure and emergency
distrust events. (End Users; Website
Operators; Browsers; Browser Ven-
dors; Root Store Operators; QTSP;
NSB; MS-TL; LoTL; EC; MS)

ing; short lifetimes; fast revocation and
emergency distrust; prefer 2-QWAC
for general web to keep TLS anchored
in existing WebPKI controls

Continued on next page
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ID Threat Preconditions Impact (Stakeholder) Design levers

T5 Trust-list poisoning or MS-TL/LoTL signing compromise; Malicious issuers remain trusted; de- Harden trust-list signing keys; trans-
stale trust-list state malicious or erroneous QTSP entry; layed containment; inconsistent trust parent trust-list diffs and update feeds;
[GS-C2, CI-C1] delayed removal propagation; client state causes outages and fragmenta- independent monitoring; freshness and

caching or rollback to stale lists tion.  (Browsers; Browser Vendors; rollback protections; operational SLAs
Root Store Operators; QTSP; MS-TL; for urgent removals
LoTL; NSB; MS; EC)

T6 Governance mismatch High-severity incident spanning statu- Slow containment and larger blast Single escalation channel (one PoC);
and distrust latency tory supervision and root-store policy; radius, or fragmentation and ser- codify an operational “security over-
(statutory process vs unclear authority boundaries; cross- vice disruption under unilateral action. ride” for active exploitation; align op-
root-store incident border process friction; no single esca- (EC; MS; NSB; Root Store Operators; erational criteria with root-store prac-
response) [GS-S1-S3, lation channel Browser Vendors; Browsers; QTSP; tice where possible; keep baseline
GS-C2, GS-C3] Website Operators; End Users; ETSI) TLS policy unchanged before QWAC-

specific logic

T7 Expanded TLS trust 1-QWAC deployed as TLS server cer- Larger blast radius from issuer fail- Constrain 1-QWAC scope (if used);
surface under 1-QWAC tificate; broad acceptance of additional ure; inconsistent reachability; in- prefer 2-QWAC for general web; re-
[CI-C1, GS-C3] QTSP trust anchors for TLS termina- creased systemic WebPKI risk. (End quire baseline browser TLS require-

tion; heterogeneous clients and uneven Users; Website Operators; Browsers; ments (e.g., CT Logs and revocation
baseline requirements Browser Vendors; Root Store Opera- policy) before any added trust an-
tors; QTSP; EC; MS; CA/B; CT Logs) chors; treat QWAC as additive identity

check, not a TLS replacement

T8 2-QWAC TLS certifi- On-path attacker blocks binding re- Qualified identity missing when in- Fail-closed for showing any “qualified”
cate binding suppres- trieval; binding resource unavailable; tended or wrong identity shown; en- indicator; explicit “identity unavail-
sion, downgrade, or caching/expiry mistakes; TLS certifi- terprise policy bypass. (End Users; able” state; strict binding validation
staleness [ST-C2, CI- cate rotation; fail-open qualified UI Website Operators; Browsers; Browser (signature plus match to current TLS
C1] Vendors; QTSP; ETSI) certificate); robust caching and fresh-

ness rules; conformance tests and vec-
tors

T9 Revocation and status- OCSP/CRL/trust-list outages; soft- Extended exposure after compromise Short-lived certs; stapled or offline sta-

check gaps across both
planes [CI-C1, ST-C4]

fail behavior; inconsistent semantics;
2-QWAC introduces additional arti-
facts to check and cache; delayed dis-
trust propagation

or mis-issuance; inconsistent client
behavior and UI state. (End
Users; Website Operators; Browsers;
Browser Vendors; Root Store Oper-
ators; QTSP; Revocation Registries
(CRL, OCSP); MS-TL; LoTL; NSB)

tus where feasible; consistent seman-
tics for qualified-identity wvalidity vs
TLS validity; rapid distrust playbooks;
monitoring for status failures

Continued on next page
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ID Threat Preconditions Impact (Stakeholder) Design levers

T10 Privacy leakage from Per-visit online lookups (bind- Browsing metadata leakage and cor- Avoid per-visit “phone home”; caching
discovery, validation, ing/status); third-party endpoints; relation; tracking; compliance and and batching; stapled proofs where
and identity disclosure mobile/WebView contexts; identity trust concerns. (End Users; Browsers; possible; minimize default identity dis-
[ST-C3] fields reveal more operator data than Browser Vendors; Website Operators; closure; privacy review gates for any

needed by default QTSP; Revocation Registries (CRL, required network fetches
OCSP); ETSI; EC)

T11 New exploit surface New/immature validation code (ETSI Validation bypass; spoofed identity Reuse hardened libraries; fuzzing and
from QWAC parsing profiles, trust-list parsing, binding UI; memory-safety vulnerabilities. differential testing; minimize accepted
and binding verifica- verification); insufficient fuzzing and (Browsers; Browser Vendors; QTSP; profile surface; publish interoperabil-
tion code [ST-C4] differential testing; ambiguous edge ETSI; Root Store Operators; MS-TL; ity suites and test vectors for trust-list

cases; divergent implementations LoTL) parsing, QWAC validation, and bind-
ing verification

T12 Operational complex- Limited automation; partial client sup- Outages and misconfigs; inconsistent Automation and deployment play-

ity, cost, and miscon-
figuration risk [CI-C3,
CI-C4]

port; multiple artifacts/profiles; SME
capacity constraints; monitoring and
incident workflows not integrated

identity display; low adoption; oppor-
tunity cost vs simpler TLS hygiene
(DV, CT Logs, short lifetimes). (Web-
site Operators; Browsers; Browser
Vendors; QTSP; End Users; ETSI; EC;
MS)

books; staged pilots in high-value con-
texts; success metrics (fraud outcomes,
response latency, adoption); ensure
identity failures degrade identity only
and not TLS security
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