Constraint-based Network Topology Generation
for Evaluating Federated Intrusion Detection
Systems

1,2,3[0000—0002—0379—7946] Fabien Autre12,3[(]00070002784037515X]
)
Yann BuSHelSA[000070001769087719X]

Léo Lavaur , and

! Interdisciplinary Centre for Security, Reliability and Trust (SnT), University of
Luxembourg, Luxembourg
2 IMT Atlantique, Rennes, France
3 TRISA (SOTERN Team), Rennes, France
4 Institut Mines-Télécom, Palaiseau, France

Abstract. Federated Intrusion Detection Systems (FIDSs) emerged as
a promising approach to collaborative cybersecurity, enabling organiza-
tions to train intrusion detection models without sharing sensitive data.
However, evaluating such systems faces significant challenges due to the
lack of available datasets that capture the heterogeneity of real-world dis-
tributed networks. Existing datasets are typically generated using single
network topologies, forcing researchers to rely on artificial partitioning
strategies that cannot replicate heterogeneous data distributions that ex-
ist in practice. To address this limitation, we propose a novel approach
for generating heterogeneous network topologies specifically designed to
evaluate distributed and federated intrusion detection systems. Because
creating realistic topologies from scratch is particularly complex, we con-
struct complex topologies from a library of predefined sub-topologies us-
ing constraint programming, and compose them into larger, realistic net-
work structures. We implement a prototype and evaluate its performance
across multiple parameters including library size, maximum number of
nodes, tree depth, and service constraints. The results highlight that,
while the derivation time scales rapidly with most parameters due to
the combinatorial nature of the problem, the tool successfully generates
large numbers of diverse topologies while maintaining control over their
heterogeneity characteristics.

Keywords: Federated Learning - Intrusion Detection Systems - Net-
work Topology Generation - Constraint Programming - Cybersecurity -
Dataset Generation

1 Introduction

The advent of Federated Learning (FL) and analogous approaches has rekindled
interest in collaboratively developing intrusion detection models [1]; whether it
is to learn data representation from distributed endpoints, or to allow knowl-
edge sharing between organizations operating different I'T networks. However,
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evaluating such systems has proven difficult, notably due to distribution biases
when partitioning intrusion detection datasets. In reality, public datasets avail-
able in the Intrusion Detection System (IDS) literature are typically developed
using a single network topology with a single collection point, thereby offering
researchers focused on distributed methods two possible choices: (a) use an ex-
isting dataset and rely on partitioning strategies to simulate the heterogeneity of
real-world data distributions; or (b) homogenize the features of multiple existing
datasets to act as independent data silos.

Unfortunately, both approaches have limitations. In the first case, partition-
ing strategies cannot fully replicate the heterogeneity of real-world data distri-
butions, as the data will remain correlated to some extent. Moreover, it requires
a deep understanding of the way each dataset has been generated to approach
realistic data shards. While it might suffice for distributed endpoints in one
network, this makes such approaches inapplicable to simulate the data distri-
bution of federated IT networks. In the second case, the number of clients is
limited by the number of public datasets available, narrowing down experiments
to extremely small-scale federations. Furthermore, because all datasets are in-
dependent, characterizing the heterogeneity of the data distributions is difficult,
leaving little control over the experimental conditions. In the literature, both
strategies have been used to simulate NIID (not Independent and Identically
Distributed) settings |2} 3], but the results remained limited in realism by the
lack of control over the data distributions.

To bridge the gap towards more realistic evaluations of cross-silo Federated
Intrusion Detection Systems (FIDSs), we propose a novel approach to generate
heterogeneous network topologies that can be deployed in virtualized environ-
ments. Independently generated datasets, which are comparable with the state
of the art while allowing finer control over data heterogeneity, are essential for
robust evaluation. Such datasets would provide the experimental conditions nec-
essary for addressing several open challenges in the literature, such as effective
knowledge transfer between clients to recognize patterns absent from local train-
ing data, adaptability of local models to evolve and accommodate new devices
(data- and concept-drift), and improved generalization capability to similar but
distinct services. Because creating a functional topology from scratch is particu-
larly complex |4], we compose topologies from a set of predefined building blocks
that satisfy user-defined constraints. Thus, we are able to dynamically create a
wide variety of topologies that can be used to assess the performance of FIDSs in
a heterogeneous but controlled and reproducible environment. Our contributions
can be summarized as follows.

1. A novel approach to building realistic network topologies for dataset gener-
ation through constraint-based topology composition.

2. An implementation of a prototype with an extended performance evaluation
of the topology generation process.

3. Foundations for the first truly distributed synthetic dataset in intrusion de-
tection, enabling the evaluation of FIDSs under controlled conditions.
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The remainder of this article is organized as follows. We start by reviewing
FIDSs and the difficulties in generating appropriate datasets in Section [2] fol-
lowed by a review of existing related works in Section [3] We then present our
approach to generate topologies in Section [ and evaluate the performance of
our tool in Section [5| Finally, we discuss the perspectives of our work before
concluding in Section [0}

2 Preliminaries

2.1 Federated Learning

FL is a distributed machine learning paradigm that trains a single model across
multiple data sources, without sharing the raw data [5]. The algorithm is struc-
tured in rounds, where a server will select a subset of n clients p; to train a model
w] on their local data. At the end of each round r, the server collects and aggre-
gates local models to produce a global model W, which will be distributed to a
new subset of clients in the next round. Depending on the use case, the fraction
C of selected clients can vary, notably based on the number and availability of
clients: cross-device vs. cross-silo federations [6]. Most importantly, each client
p; has a local dataset d; that is not shared with the server or with other clients.

In general, clients minimize a loss function £(w},d;). They do so by com-
puting the gradient ¢ = VL(w],d;), which can then be used to update the
local model as w; = wg’fl — ng; , where 1 is the learning rate. The server then
aggregates the uploaded parameters as a function F(-) of the uploaded updates
{w; | i € [1,n]}, typically using a weighted average. Alternatively, gradients
can be collected and aggregated on the server, which will update the global
model directly as W” = W’ — nF((g})ie[1,n])- In essence, FL is therefore a
two-level Stochastic Gradient Descent (SGD), where the sampled clients com-
pute local updates using sampled data. Because of it, FL is particularly sensitive
to the data distribution among clients: Heterogeneous settings will locally pro-
duce biased estimates of the global distribution, impeding the convergence of the
federation |7]. Various degrees of similarity exist between clients, from purely In-
dependent and Identically Distributed (IID) partitioning to pathological non-11D
(NIID) settings, where all clients have unique data distributions without class
overlap [7].

2.2 Federated Intrusion Detection Systems

FIDSs [1] are a specific application of FL to the field of intrusion detection, where
the goal is to collaboratively train a model that can detect malicious activities in
a network. Intrusion detection datasets are typically made up of network traffic
data, often represented as sequences of packets or flows, and possibly enriched
with a label y; indicating the nature of the traffic (e.g., benign or malicious,
attack type). In this case (i.e., supervised learning), the problem can be reduced
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to a classification task, the loss function being expressed as L(wy, €, Y;);e[1,|d;]]»
with «; and y; being the j-th feature vector and its label, respectively

In this context, the distribution of data among clients can vary significantly
depending on the types of devices, the behavior of users, the nature of the
network traffic or the network topology. However, the original pathological-NIID
settings used by McMahan et al. [5] are not really encountered in practice: a
typical organization is likely to have multiple devices and services that generate
different types of traffic on the same network.

FExisting Datasets Representative and high-quality datasets are essential in in-
trusion detection, as they provide the ground truth for training and evaluating
models. This is particularly true in the context of Machine Learning (ML) and
Deep Learning (DL), as the performance of these models is highly dependent on
the quality and representativeness of the training data. Until mid 2010s, most
evaluations were performed on the KDD Cup 1999 dataset 8], which is now con-
sidered outdated and not representative of modern networks. Even NSL-KDD 9],
one of the most widely used datasets of all time, uses the same data from the
1998 DARPA dataset. In the last decade, several new datasets have been pro-
posed, such as UNSW-NB15 [10] or CICIDS2017 [11]. However, all these datasets
are generated using a single network topology, which limits their applicability to
FIDSs. Moreover, they are now known to suffer from significant statistical issues,
some even having labeling and implementation errors |12} |13|. More recently, IDS
datasets mentioning FL have been proposed, such as Edge-IToTset [14], but they
still suffer from the same limitations as the previous datasets, as they are gener-
ated using a single network topology. Table [1| summarizes the most widely used
datasets in the IDS literature for reference.

Table 1: Most common feature-based datasets for Network-based Intrusion De-
tection Systems (NIDSs).

Dataset Year Use case Feature extraction Features Records (train/'testEAttack classes Reference
KDD Cup 99 1999 Military IT Network Bro-IDS 41 4,898,431/311,029 4 18]
NSL-KDD 2009 Military IT Network See KDD’99 41 125,973/22,544 4 19]
UNSW-NB15 2015 Company IT Network Bro, Argus, & Custom 49 2,540,044 10 |10|
CIDDS-001 2017 Small Business NetFlow v9 10 31,959,175 5 |15
CIDDS-002 2017 Small Business NetFlow v9 10 16,161,183 5 |16|
CICIDS2017 2017 Company IT Network CICFlowMeter 80 2,830,743 9 |11
CICIDS2018 2018 Large-scale IT Network CICFlowMeter 80 8,284,254 7 |11
Bot-IoT 2019 Botnets and IoT Argus & Custom 14 72,000,000+ 4 |17}
ToN_IoT 2021 Cross-layer Infrastructure Zeek & Custom 44 461,043 9 |18
Edge-IToTset 2022 Cross-layer Infrastructure Zeek & TShark 61 181,156/30,440 15 |14]

¢ Some datasets do not have a recommended train/test split. In such cases, only the
total number of records is provided.

5 Other types of learning are also possible, but we focus on supervised learning here
for sake of simplicity.
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Heterogeneity Because there are not enough public datasets that are representa-
tive of the heterogeneity of distributed networks in the real world (see Section,
the literature often relies on partitioning strategies to simulate the heterogeneity
of data distributions. The way in which the data are partitioned is dictated by
the use case considered. In Cross-Device Federated Learning (CD-FL), where
the goal is to train a model across a large-scale fleet of devices (such as end-
user devices or dedicated IDS appliances), the data distribution is likely to be
heterogeneous, but significant overlap may exist if clients physically share the
same network. This setting is frequently simulated by partitioning the data by
IP address, although most available datasets were not produced with this con-
sideration.

In a Cross-Silo Federated Learning (CS-FL) setting, where multiple organi-
zations collaborate to train a model, such an overlap is unlikely to exist. The
data distribution is expected to be highly heterogeneous, as each organization
will have its own network topology, devices, and users. Therefore, most of the
existing work in that category uses one of the following three approaches [19]
20|:

(a) class agnostic: the dataset is partitioned using a given distribution (often a
Dirichlet one) without further consideration;

(b) class drop: the dataset is randomly partitioned into m shards before ran-
domly dropping classes from each partition; or

(c) class split: the benign traffic is split into m shards, with each shard being
assigned instances from a subset of attack classes, with or without overlap.

All three approaches have limitations, as they inherently result in correlated
data distributions. Consequently, we argue that existing datasets are insufficient
to properly evaluate cross-silo FIDSs and propose to address these challenges by
generating independent network topologies, which will serve as a fundation for
a new generation of distributed intrusion detection datasets.

3 Related Work

The motivation behind topology generation originates from the need to eval-
uate network protocols in simulations. In fact, while network topology should
not influence the behavior of a protocol, it can significantly impact its perfor-
mance |21]. At that time, several tools had been developed to generate network
topologies, such as GT-ITM |22|, Tiers [23], or BRITE [24]. Tangmunarunkit et al.
[21] distinguish two main categories of topology generators: structural, which aim
at reproducing the structural properties of the internet and particularly its hier-
archical organization, and degree-based, which focus on the statistical properties
of the network, particularly the power law distribution of the node degrees |25].
Most of these works are more than 20 years old and have been developed to gen-
erate topologies for Internet-scale networks, which are not directly applicable to
the generation of FIDSs datasets, particularly in our siloed IT networks.
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Recent works on topology generation are rarer and focus on specific use cases.
For instance, Laurito et al. [26] developed TopoGen, a tool to generate network
topologies using Software-Defined Networkings (SDNs). Their approach allows
users to programmatically define the network topology using the Ruby pro-
gramming language, and extract existing topologies from real-world networks.
However, their approach is limited to SDNs and does not allow automating data
generation. Alrumaih and Alenazi [27] developed GENIND, a tool to generate in-
dustrial networks. Similarly to us, the authors identified that most existing tools
are too focused on Internet-inspired and Internet-scale topologies and do not
allow generating topologies for specific use cases. Their tool focuses on generat-
ing topologies for industrial networks, and therefore generates topologies layer
by layer, with specific constraints, before connecting the different sub-topologies
together in a multigraph. To the best of our knowledge, no existing tool allows
generating network topologies for IT networks, that can be randomized to obtain
variations with common characteristics.

Another aspect of this work is the building of topologies that satisfy the
requirements of specified attack scenarios and their deployment in a controlled
environment. Recent works have focused on cyber mngesEI for the latter. Both
Venkatesan et al. 28] and Yamin and Katt [29] translate a scenario and a topol-
ogy description into a deployable environment, but do not focus on the generation
of the topologies themselves. More recently, Besson et al. [30] developed URSID, a
tool to generate vulnerable network architectures that implement user-provided
attack scenarios. Compared to previous work, URSID introduces variability in the
scenarios and service deployments, but does not provide heterogeneous topol-
ogy constructions. Similarly to us, Kaveh, Rohner, and Johnsson [31] study the
impact of network topology on the generalization capabilities of introduction de-
tection models Although their tests are limited to three variations and focused
on depth, the results indicate significant difficulties in knowledge transfer, en-
couraging further studies on the topic. To our knowledge, however, no existing
work provides a complete solution to generate heterogeneous FIDS datasets.

4 Topology Generator for Federated IT Networks

To solve the limitations of existing datasets in the literature, we introduce
FedITN_Gen, a topology generator for federated IT networks. This contribution
will serve as a foundational building block for creating a reliable, robust, and re-
alistic dataset generator. In this section, we present the design and architecture
of FedITN_Gen, before detailing its implementation using Airbus’ CyberRange
platforrrﬂ The code is available on request and will be released in open source
in the future.

5 A cyber range is a controlled environment simulating a real-world network, where
users can deploy their own topologies and scenarios, offering a wide range of appli-
cations, from cybersecurity training to dataset generation [32].

7 https://www.cyber.airbus.com/products/cyberrange/
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Fig.1: Examples of topologies as instantiated on Airbus’ CyberRange. Each
node represents a machine, and the edges represent the connections between
them. Nodes labeled quagga* are gateways connecting each sub-topology to the
rest of the network.

4.1 Approach Overview

The core idea behind FedITN_Gen is to compose network topologies by selecting
and connecting a set of predefined sub-topologies that satisfy user-supplied con-
straints. A sub-topology is a small network composed of a subnet, a set of nodes
(clients or servers), and a gateway that connects the subnet to the rest of the
network. We build a library of sub-topologies that represent common network
configurations. While creating this library remains human-operated, the compo-
sition of the topologies is fully automated, allowing the generation of different
topologies with common characteristics.
FedITN_Gen is thus a two-step algorithm:

1. Topology selection: Use constraint programming to find all sets of sub-topologies

that satisfy the user-defined constraints, based on a library of predefined sub-
topologies.

2. Topology composition: For each set, connect the sub-topologies in a random
tree-like structure starting from the Master sub-topology.
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Topology selection The topology selection is the most important part of the
algorithm, as it requires finding all sets of sub-topologies that satisfy the user-
defined constraints. A sub-topology 71 is composed of a subnet, a set of nodes
Ni. (clients or servers), and a gateway that connects the subnet to the rest of
the network. Figure [La] shows an example of a sub-topology with 4 nodes. The
gateway hy is a particular node (not belonging to N) that connects the subnet
to the rest of the network. Therefore, a sub-topology can be represented as a
tuple 7, = (N, hg). Selecting sub-topologies from the library is a Constraint
Satisfaction Problem (CSP), which aims at finding all sets of sub-topologies
that satisfy the user-defined constraints. Definition [1| defines the notion of CSP.

Definition 1 (Constraint Satisfaction Problem [33|). A Constraint Satis-
faction Problem (CSP) is a tuple P = (X, D,C) where:

- X =(X1,Xs,...,X,) is a collection of variables.

— D = (D1,Ds,...,D,) is a collection of nonempty domains, one for each
variable.

- C = (C1,Cy,...,Cy) is a collection of constraints that specify allowable
combinations of values in their domains.

FEach constraint C; € C is a tuple C; = (i, Ri) where R; is a relation between
the variables in x; € X. Thus, solving a CSP is finding an assignment of values
from X in D that satisfies all constraints in C.

While dimensioning the output topologies can easily be translated using nu-
meric boundaries, the constraints on the availability of services and attack sce-
narios in the sub-topologies are slightly more challenging. We first define the
service domain Dgepvice as the set of all services available in the library of sub-
topologies, and tag each service node with its corresponding name, such as ftp,
postfix (for email), or ldap for instance. An attack scenario is defined as another
tuple (srcs = {Nj,N5,...}, targets = {Nf, Ni,...}) where srcs and targets
are sets of nodes available in the library that are compatible with the attack
scenario. For instance, a Man-in-the-Middle (MitM) attack could be represented
as ayitm = (srcs = {Nattaker }, targets = {N7, Na}). Based on the aforemen-
tioned definitions, we can define our Sub-topology Selection Problem (STSP) in
Problem [l

Problem 1 (Sub-topology Selection Problem). Let T = {71, 7a,...,7,} be a set
of sub-topologies, Dservice & set of services, A = {ay,as,...,an} a set of attack
scenarios, kmin and kmax the bounds of the number of subtopologies, and £y
and (.5 the bounds for the total number of nodes. The Sub-topology Selection
Problem (STSP) consists of finding all sets of sub-topologies T' C T that satisfy
the following:

1. kmin S |T‘ S kmax-

gmin S ZTkET |Nk‘ S Emax-

Vs € Dgervice, 3Tk € T, s.t. s € Np.

Va € A,Vs € asrcs), 3Tk € T, s.t. s compatible with 7.
Va € AVt € aftargets), 3Tk € T, s.t. t compatible with 7.

G N
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Topology composition Once the sub-topologies are selected, the next step is to
connect them to form a complete IT network. The composition of the topologies
is done in a tree-like structure, starting from the Master sub-topology. The Mas-
ter sub-topology is a special sub-topology that acts as the root of the tree and
contains the necessary services to route traffic between the sub-topologies. Fig-
ure shows an example of a complete topology composed of 3 sub-topologies.
At this point of the algorithm, the sub-topologies are already selected, and the
composition is a simple matter of connecting the gateways while respecting the
last constraint of tree depth. However, many structural arrangements of the
same set of nodes can be created, as illustrated by the trees in Figure [2| The
composition process is further detailed in Algorithm

Fig.2: Possible unlabeled tree structures for a topology composed of 3 sub-
topologies. The root node represents the Master sub-topology.

4.2 Implementation

In this section, we present parts of the implementation of FedITN_Gen using the
Airbus CyberRange platform. Most importantly, such platforms come with a
set of templates that can be used to create sub-topologies, compatible attack
scenarios, and user traffic generation tools to generate realistic traffic. Although
FedITN_Gen currenlty only supports the latter, its extensible architecture would
make it easy to implement any other interface. We implement our topology gen-
erator as a Python script that interacts with the CyberRange platform through
its API to query the available sub-topologies, services, and attack scenarios. The
topology selection algorithm is implemented using Google’s CP-SAT solvelﬂ and
we develop a simple recursive algorithm to compose the topologies. The con-
straints on the availability of services and attack scenarios are implemented as
a simple filtering algorithm that removes sub-topologies that do not contain the
required services or are not compatible with the attack scenarios. We seed all
random operations to ensure the reproducibility of the results.

The Master sub-topology. The latter serves as the basis for the composition. It
consists of a gateway connecting to the Internet, a DHCP server to distribute IP

8 https://developers.google.com/optimization/cp/cp_solver
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Algorithm 1 Recursive Tree Generation for Sub-topology Composition

Require: Set of sub-topologies S C 7, maximum depth dmax € N, current depth
d €N, tree T = (V, E), current node v € V
Ensure: Collection G updated with all valid tree compositions

1: > Base Cases:

2: if S =0 then

3: L G+ GU{copy(M}if T¢ G
4: return true

5: if 6 + 1 > Omax then
6:
7:
8

| return false > Depth limit exceeded
if |S| =1 then
: s < sole element of S
9: Create leaf: T <+~ TU{v — s} > Add edge v — s
10: G+ GU{copy(T)}if T¢ g
11: Remove leaf: T < T\ {v — s} > Backtrack
12: return true

13: > Recursive Case:

14: for k=1 to |S| do > Try all possible numbers of children
15: for each C € (‘:) do > Try all k-subsets as children
16: S+« S\ C > Remaining sub-topologies
17: > FExpand tree

18: for each s € C' do

19: | T+ Tu{v—s} > Add child s to v
20: > Recurse on each new child

21: for each s € C' do

22: | RECURSIVETREEGENERATION(S', Smax,d + 1, T, s,G)

23: > Backtrack

24: for each s € C' do

25: | T+ T\{v—s} > Remowve child s from v

26: return false
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addresses, and a DNS server to resolve domain names in all topologies. This is
the only topology that receives manual configuration. We set up the DNS server
to associate domain names to the IPs of the services hosted in the sub-topologies:
e.g., web server (webserver.local), mail server (mailserver.local), file sharing
(fileserver.local). This approach makes it possible to define unique domain
names for each service, and make them accessible from any sub-topology.

Handling connectivity. Now that all services are available using their domain
names, the next step is to ensure that the services are reachable from any sub-
topology. To do so, each gateway gp hosts a DHCP server with a dedicated
range to allocate IP addresses for its child sub-topologies. The DNS configuration
of the Master topology is propagated to the DHCP server of each gateway,
so that the domain names are resolved correctly. To route traffic between the
sub-topologies, the gateways also run an OSPF daemon to exchange routing
information, announcing their own subnet to the rest of the network. This setup
allows to dynamically configure the routing tables of the sub-topologies upon
deployment and ensures that all machines are reachable.

Constraint satisfaction. As noted in Section [4.] the topology selection is a CSP
that can be solved using a constraint solver. In particular, we implement our
cardinality-related constraints (i.e., the number of sub-topologies and nodes)
using Google’s CP-SAT solver. This generates all possible combinations of sub-
topologies that satisfy the numeric constraints. We then prune the sets that do
not contain the required services or are not compatible with the attack scenarios.
For each set, we compose the complete topology using a simple recursive algo-
rithm that connects the gateways of the sub-topologies in a tree-like structure,
starting from the Master sub-topology. The algorithm includes a backtracking
mechanism to roll back the composition when the tree-depth constraint is not
satisfied, and tries again from another branch.

5 Performance Benchmark

In this section, we present some preliminary results on the performance of
FedITN_Gen, as well as the influence of some constraints on the latter. Note
that these results are obtained from a prototype implementation and are more
indicative of what the approach could achieve rather than its current perfor-
mance. To evaluate our prototype, we build a synthetic library L of 253 unique
sub-topologies with various characteristics, and perform a series of experiments
to evaluate the performance of FedITN_Gen in various conditions.

We review the influence of library size (i.e., |T|,7 C L), maximum number
of nodes, tree depth, and number of service constraints on the performance of
FedITN_Gen. To this end, we measure the total generation time (i.e., selection
and composition), the number of generated sub-topology sets, and the number of
generated topology instances (i.e., tree compositions of the sub-topology sets).
The fixed parameters used in each of the experiments are available as appendices

(Tables [2a to [2d)).
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5.1 Influence of the library size
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Fig. 3: Influence of the library size on the performance of FedITN_Gen.

The size of the library of sub-topologies has a direct impact on the number
of combinations to explore. To evaluate the influence of library size on the per-
formance of FedITN_Gen, we vary the library size [ from 1 to 29, with the other
parameters fixed (cf., Table . For each run, we build a smaller library T such
that T C L, and |T| = s. We randomly select s sub-topologies from the full
library to constitute the library set. To smooth the results and avoid artifacts,
we conduct ten experiments for each value of library size, thereby increasing the
robustness of the results.

Figure [3| displays the different metrics using a symmetric logarithmic scaleﬂ
We notably observe that the execution time increases dramatically with the li-
brary size. This is expected due to the nature of the constraint solver and the tree
composition algorithm. The number of sub-topology sets and tree compositions
also increase with the library size, but with a lower slope. Note that even with
a tree depth of 2, the number of tree compositions is superior to the number of
sub-topology sets by a factor of 10. In fact, there is a combinatorial explosion in
the number of possible compositions.

5.2 Influence of the maximum number of nodes

We then evaluate the influence of the maximum number of nodes on the per-
formance of FedITN_Gen. We vary the maximum number of nodes from 1 to 20,
with the other parameters fixed (¢f. Table . For each value of the maximum
number of nodes, we likewise perform ten experiments.

9 As per its definition, a logarithmic scale is strictly positive. To accommodate values
at y = 0, we use a symmetric logarithmic scale, which applies logarithmic scaling to
positive and negative values while using linear scaling in the interval [—0.1,0.1] to
provide a smooth transition through zero.
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Fig.4: Influence of the maximum number of nodes on the performance of
FedITN_Gen.

Figure [4] displays the different metrics. Again, all metrics increase exponen-
tially with the maximum number of nodes. Indeed, this parameter indirectly
influences the cardinality of the sub-topology sets generated, and thus the num-
ber of tree compositions. Since we kept a tree depth of 2, the number of tree
compositions is still significantly higher than the number of sub-topology sets.
Note that for a number of nodes lower than 4, there do not exist any solutions,
as the topologies in our test library host at least 4 nodes.

5.3 Influence of the tree depth
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Fig. 5: Influence of the tree depth on the performance of FedITN_Gen.

The next experiment evaluates the influence of the tree depth on FedITN_Gen’s
performance. This parameter has no impact on the number of sub-topology sets,
so we only measure the number of tree compositions and the generation time. We
vary the tree depth from 1 to 7, with the other parameters fixed (c¢f. Table .
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Figure [f displays the execution time and the number of tree compositions
using a log scale. Both increase rapidly with tree depth, as expected, before
reaching a plateau with a tree depth of 4. This is due to the fact that the number
of tree compositions is limited by the number of sub-topology sets, which in turn
depends on the other constraints. Consequently, the high variations in the results
are due to the random sampling of the sub-topologies in the library.

5.4 Influence of the number of service constraints

This last experiment evaluates the influence of the number of service constraints
on performance. The library of sub-topologies is generated with a fixed number
of available services, namely: 1dap, dbms, cms, dns, mail, syslog_server, web, ftp,
proxy, and cloud_storage. We vary the number of service constraints from 1 to
9, with the other parameters fixed (¢f. Table .

Figures [6a] and [6D] display the generation time and the number of sets and
tree generations, respectively. Unlike the other experiments, the execution time
remains nearly constant in this scenario due to the handling of these constraints.
While the other constraints are implemented as exploration problems, the service
and attack constraints are applied by pruning incompatible sub-topology sets.
Therefore, the number of sets and trees is progressively decreasing as the num-
ber of service constraints increases. By the 6" constraint, the resolution becomes
infeasible, as there are no sub-topologies that satisfy all the constraints. Increas-
ing the maximum number of nodes and sub-topologies would allow for more
solutions, but would also increase the execution time (c¢f. previous sections).

6 Conclusion and Takeaways

In this paper, we presented FedITN_Gen, a tool for generating heterogeneous net-
work topologies to construct FIDSs datasets. Because generating such topologies
from scratch is impractical, we propose to build a library of predefined sub-
topologies that can be combined to form larger topologies according to a set of
constraints. We implement a first prototype of FedITN_Gen to validate the feasi-
bility of the approach and to evaluate its performance. Due to the combinatorial
nature of the problem, we rely on a constraint solver to retrieve valid combi-
nations of sub-topologies. Yet, the derivation time of our tool currently scales
exponentially with most of the parameters. Meanwhile, the number of generated
topologies is also exponential, making FedITN_Gen a powerful tool to generate a
large number of topologies while controlling their heterogeneity.

Perspectives The current implementation of FedITN_Gen is a first step towards
a more complete tool that would support data generation. However, this task
requires solving multiple open challenges, such as characterizing the impact of
collection points’ placement on data distribution, or ensuring the statistical prop-
erties of the generated topologies match those of real-world networks. Likewise,
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data labelling can quickly become complex in distributed environments, espe-
cially when various environments for the same attack scenario are considered.
Existing frameworks can help with classification, such as MITRE ATT&CK |[34],
but they remain high-level and labelling might still require extensive manual la-
bor.

Future Works Apart from the aforementioned challenges, FedITN_Gen remains
currently a preliminary prototype that we plan to improve in several ways. The
first and obvious improvement is to pursue the implementation of the tool to
support the automated execution of scenarios (both attacks and legitimate traffic
generation) to generate datasets, relaying on existing traffic generators of the
literature. Another lead for improvement lies in the optimization of the constraint
solver, which is currently the bottleneck of the tool. Multiple strategies can be
considered, such as using a more efficient modeling of the problem, or using other
solving techniques such as column generation [35]. This is critical to introduce
finer constraints and allow for more complex topologies, without falling in the
curse of dimensionality.
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Appendices

Table 2: Fixed experiment parameters for the different benchmarks.

(a) Library size. (5.1)

(b) Maximum number of nodes. (5.2)

Parameter Value Parameter Value
Min. number of nodes 10 Min. number of nodes 1
Max. number of nodes 25 Min. number of sub-topologies 1

Min. number of sub-topologies 2
Max. number of sub-topologies 6

Services list empty
Attacks list empty
Tree depth 2

Max. number of sub-topologies 6

Services list empty
Attacks list empty
Tree depth 2
Library size 40

(¢) Maximum tree depth. (5.3)

(d) Number of service constraints. (5.4

Parameter Value Parameter Value
Min. number of nodes 10 Min. number of nodes 5
Max. number of nodes 30 Max. number of nodes 15

Min. number of sub-topologies 2
Max. number of sub-topologies 10

Services list empty
Attacks list empty
Library size 20

Min. number of sub-topologies 2
Max. number of sub-topologies 6
Attacks list empty
Tree depth 2
Library size 40
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