This article has been accepted for publication in IEEE Transactions on Mobile Computing. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TMC.2025.3607599

Reliable Intelligent Reflecting Surface-Assisted
Mobile Edge Computing Systems: A Physical Layer
Security and Encryption Design
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Abstract—Mobile edge computing (MEC) has emerged as a
promising technology to extend the functionality of end-users’
wireless devices while prolonging their battery life by offloading
computationally intensive tasks to remote edge servers. However,
the inherent broadcast nature of wireless transmission during
offloading introduces notable security challenges. To address this
issue, we propose leveraging intelligent reflecting surface (IRS)
technology to enhance physical layer security (PLS). Nevertheless,
attaining high PLS for all users in dense networks with multiple
malicious terminals is challenging. In this paper, we investigate
the physical layer encryption (PLE) to complement the PLS in
enabling secure wireless transmission. Since such encryption and
decryption processes require computation resources, we aim to
optimize the encryption decision, offloading decision, as well as
wireless and computing resource allocations. Our objective is
to minimize the maximum weighted energy consumption while
satisfying practical constraints, including limited computing and
wireless resources, fulfilling minimum user rate requirements,
and complying with IRS conditions. To tackle the non-convex
objective and constraints, we explore the utilization of bisection
search and successive convex approximation (SCA) methods. Our
numerical results confirm the efficiency of the proposed design
in terms of energy consumption and network capacity within a
secure MEC network.

Index Terms—Intelligent reflecting surface, physical layer
encryption, physical layer security, MIMO, MEC, computation
offloading.

I. INTRODUCTION

ECENTLY, the rapid evolution of artificial intelligence-

driven services and high-speed communications have
motivated a variety of computation-intensive and delay-
sensitive mobile applications, such as object recognition, real-
time social interactions, e-health, natural language process-
ing, and augmented/virtual reality (AR/VR) [1l]. However,
executing these resource-hungry desktop-level applications on
personal mobile platform poses challenges due to the energy
limitations and constrained computational capacity on mobile
devices. Mobile edge computing (MEC) technology has re-
cently been emerged as a viable design paradigm aimed at
enhancing the mobile usability and extending the mobile bat-
tery life by offloading intensive computational tasks to remote
edge servers [2-5]. This paradigm empowers mobile devices
to efficiently handle computation-intensive and energy-hungry
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applications within MEC systems [6]. Recently, the massive
multiple-input multiple-output (MIMO) has become a key
component of the MEC system to improve the offloading
efficiency [6H9]. In [9], the zero-forcing (ZF) beamforming
method is applied to support the transmission of offloading
data. On the other approach, the MIMO design is optimized
according to the CSI, objective, and resource constraints in
MEC systems [[6H8]. Additionally, PLS has been extensively
studied in the literature; see recent surveys [10, [11] and the
references therein.

Despite the benefits brought by MEC, the wireless task
offloading introduces severe security concerns. The inherent
broadcast nature of wireless transmission necessitates robust
security measures to safeguard sensitive information from po-
tential eavesdropping attacks. A promising approach to achiev-
ing confidentiality and integrity in wireless communication
systems is the physical layer security (PLS) paradigm, which
exploits the characteristics of wireless channels to deteriorate
the signal quality attained by eavesdroppers [12-17]. In [15],
the ergodic secrecy rate is employed to determine the number
of tasks offloaded to the edge in intelligently connected
vehicle networks. In [16], friendly jamming from both the
BS and nearby mobile users is introduced to enhance data
confidentiality during uploading in MEC systems. Focusing on
a single-antenna, multi-user orthogonal transmission scenario,
the study in [17]] aims to minimize total energy consumption
while considering constraints on secrecy outage and latency.
Besides, PLS has been studied extensively in the literature,
see recent surveys [10, [11] and the references therein.

To increase the interference at eavesdroppers while im-
proving the signal quality at legitimate users, the intelligent
reflecting surface (IRS) technology has attracted significant
attention [18, [19]]. By leveraging a numerous low-cost passive
elements capable of manipulating signal reflections through
adjustable phase shifts and/or amplitudes, with the aid of IRSs,
the signals from different communication links can be added
coherently at the desired receiver to enhance the received
signal strength or can be added destructively at undesired
receivers to avoid the information leakage [20]. Recently, the
integration of IRS into MEC systems to improve the PLS level
has gained significant attention [21H26]. In [21} 22], IRSs are
employed to enhance the security of the UAV-MEC network,
assuming that the offloading rate is less than or equal to the
secrecy rate. The study in [24] compares the performance
in terms of computation energy efficiency in MEC systems
with and without IRS. It shows that energy can be saved
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TABLE I: A Brief Comparison of Recent Works

Ref. PLS | PLE | IRS-PLS | IRS-PLS-PLE
[12H17) v
[18H26] v v
[27H32] v
Our paper v v v v

more than two times if both IRS and PLS techniques are
utilized to avoid the information leakage to the malicious node.
In [23], the IRS is adopted to prevent information leakage
and improve legitimate reception quality in the aerial secure
offloading system. Considering the partial offloading strategy,
Wang et al. in [23] propose to maximize the secrecy energy
efficiency by optimizing the CPU frequency, offloading ratio,
transmit power, phase shifts, and UAV locations. In [25]], Li et
al. consider the integration of MEC, IRS, and wireless power
transfer (WPT).

These aforementioned works [13H16 [18, 20426] have pri-
marily focused on enhancing the secrecy rate as a criterion
for designing PLS in wireless systems. However, it should be
noted that achieving the same secrecy rate does not necessarily
ensure equal levels of information leakage, as the signal-to-
interference-plus-noise ratio (SINR) can vary among users
and eavesdroppers. Therefore, in this paper, we propose a
practical secure criterion based on the bit error probability,
which directly determines eavesdroppers’ successful rate of
data decoding.

Furthermore, with the escalating reliance on wireless net-
works and the exponential surge in the number of connected
devices, ensuring high PLS for all users poses a considerable
challenge. It is particularly critical in scenarios involving
multiple isotropic transmissions from single-antenna users,
such as wireless offloading. In such scenarios, employing
PLE paradigm becomes essential to protect users from poten-
tial eavesdroppers, especially when wireless resources cannot
guarantee a bit error probability below an acceptable thresh-
old [27, 28]. In [29} [30], a selective encryption problem is
investigated to satisfy the desired multiple confidentiality and
data integrity levels. Recent studies, such as [27, 31} [32]], have
explored the hybrid crypto-PLS protocol to provide secure
solutions. In [27]], Sadig et al. consider the joint design of
encryption and PLS schemes for 4-node Gaussian wiretap
channels. The secrecy rate is adopted to model the PLS. In
[32], the encrypted data are securely transmitted and satisfy
the secrecy rate requirement. Although PLE entails additional
computations needed for the execution of the corresponding
encryption and decryption algorithms, none of the aforemen-
tioned works [27H32] delved deeply into the computational
energy associated with the encryption process. Additionally,
their proposed solution fails to account for situations where
certain users in the MEC system achieve low PLS levels.

Motivated by these gaps in research, we propose a joint
PLS and PLE framework for enhancing the security in MEC
systems. A brief comparison of our work to recent research is
shown in Table [l Our contribution is summarized as follows:

« We introduce a practical secure criterion that relies on

the bit error probability (BEP). This criterion directly
determines the successful rate of data decoding by eaves-

droppers.

« We present a novel joint mechanism of PLE and PLS to
enable secure computation offloading in MEC systems.
Our approach ensures the protection of user data through
two conditions: either the data is encrypted, or the error
probability experienced by potential eavesdroppers sur-
passes an acceptable threshold.

« We formulate the binary computation offloading problem
to minimize the maximum weighted consumed energy of
all users subject to constraints on the joint PLE and PLS,
limited computing resource, limited energy at the edge
server, limited transmit power, and reflecting condition.

e We design a bisection search algorithm to tackle the
min-max objective. This enables us to transform the
optimization problem into a feasibility verification of two
subsets. The first subset comprises users who perform
their task locally, while the second subset consists of
users who offload their tasks to the edge.

e We propose to employ an alternative method to address
the feasibility verification of offloaded users, which is
a mixed-integer non-linear programming (MINLP) prob-
lem. In particular, we decompose this problem into the
subproblems of determining the reflecting coefficients and
encryption decision, the detection matrix, the transmit
power and computing resource, and the resource associa-
tion at the edge server. We then iteratively solve these
subproblems until the feasibility condition is satisfied.
The successive convex approximation (SCA) is applied
to convexify the underlying non-convex subproblems.

« Extensive experiments have been carried out to evaluate
the proposed designs’ performance gains compared with
the conventional strategies. The results confirm the high
performance of the proposed algorithm.

The remainder of this paper is organized as follows. Section
presents the system model, the joint PLE and PLS mech-
anism, and the computation offloading problem formulation.
Section introduces the proposed algorithm to address the
min-max objective. Section [[V]| presents the proposed feasibil-
ity verification algorithm. Section[V]evaluates the performance
of the proposed algorithm. Finally, Section concludes the
paper and presents future directions. In Table[lI, we summarize
important notations in this paper, particularly those related to
system configurations, offloading and resource allocation, and
security.

II. SYSTEM MODEL

Considering an IRS-assisted multi-user MEC system in-
cluding L edge servers co-located with a base station (BS)
assisted by I IRSs to serve K single-antenna legitimate
users and manage the eavesdropping from E single-antenna
eavesdroppers, as shown in Fig. |1} In this system, one assumes
the BS is equipped with M, antennas, and IRS ¢ has M;
reflecting elements. For convenience, we denote the sets of
users, eavesdroppers, IRSs, and edge servers as IC, &£, Z, and
L, respectively. Reflecting practical frameworks, one further
assumes eavesdroppers operate independently without pre-
arranged cooperative strategies.
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Fig. 1: A Intelligent Reflecting Surface-Assisted Mobile Edge Computing System Architecture.

We assume that user £k € K needs to execute a compu-
tational task from his/her application, and this task can be
executed locally at its mobile device or offloaded and executed
in an edge server for energy saving with the maximum
allowable delay 7;**. Moreover, the task of user k requires a
number of CPU cycles ¢; and a number of data bits by (e.g.,
to transmit the involved programming states to the BS) [2].
We now introduce a binary offloading decision variable s for
the task of user k as,

1, if user k’s is executed locally, 0
ok 0, if user k’s is offloaded to an edge server.
Once users decide to offload their tasks to edge servers, their
data are transmitted over air to the BS. In addition to the
direct user-to-BS links, reflected links from multiple IRSs
enhance signal transmission and forwarding efficiency. Lever-
aging this over-air transmission, eavesdroppers can intercept
multiple versions of the signals through both direct and RIS-
related reflecting links between themselves and the users. The
following section will describe the achievable and leakage
information rates.

A. Wireless Communication Model

1) Achievable Information Rate: To ease the notation, we
denote hi> € CMox1 R € CMix1, and QF?® € CMoxM:
as the channel vectors between the BS and user k, between
IRS ¢ and user k, and between IRS ¢ and BS, respectively.
Let 8; € CMi*1 be the coefficient vector of IRS i, 6; ,,, be
the m*" element of vector 8;, and ®; = diag(@;) € CM:* M,
The overall channel between user k& and the BS consists of
the direct channel h,?s and the reflected channels from user k&
to the BS via IRSs (i.e.. QF?°@;hf} via IRS i Thus, the
overall channel between user & and the BS is expressed as

Z° =) QFPOhTY + hi®. )
i€L

I'As in [33] [34]], multiple reflections between IRSs are neglected.

At the BS, a MIMO detection vector, w; € CMoxl jg
designed to efficiently extract the signal from user k. Hence,
the instantaneous SINR of user k’s signal received at the BS,
denoted as 'y}ﬂnf", can be then given by
H jinfo|2
info pk‘wk zll:O|

it = - ®
> jexc. ik Pilwil 2712 + of jwi|?

where py, is the transmit power of user k and o7 is the received
noise power at user k. Regarding the signal of user %k at
other receiving terminals, its achievable rate at the BS can
be described based on Shannon formula as

it = log, (149;) . @)

2) Information Leakage Rate: Denote heD’,Leak the direct
channel coefficient between user k and eavesdropper e. Let
?,lezk = diag(h{})hY>. The overall channel between user
k and eavesdropper e, including the direct channel 2, and

the reflected channels Of{ h?’,lezk,w € T, is expressed as
leak H 1 R,leak D,leak
Zk,e = E :02 h’i,k,e +he,k : (5)
=,

The SINR of the leakage information of user k at eaves-
dropper e € &, denoted as /¥, can be described given by
Pl ?

D jerc, ik PilZT |2 + o2
Then, the rate at the eavesdropper e (i.e., information leakage
rate) can be given as

leak __

er,k: -

(6)

res =log, (14753 . (7)

B. Security Model

1) Information Leakage Ratio Definition: Assuming that
the data of user k is transmitted at a rate based on Shannon
formula r'k"f°, and the maximum number of bits that eaves-

dropper e € £ can successfully decode, corresponding to the
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TABLE II: Important Notations

Notations Description
Mo /M; Number of antennas at BS/IRS 7
hgs Direct channels between the BS and user k
hE',f Channel between IRS ¢ and user k
Q?zB Channel between IRS ¢ and the BS
heD”,I:ak Direct channel between user k£ and eavesdropper e
W /wy, MIMO detection matrix/vector for user k
0im/0; Coefficient element/vector of IRS 4
zik"f" Overall channel between the BS and user k&
z'kef‘ek Overall channel between user k and eavesdropper e
'y}:f" / r}C"f" SINR/ rate per Hz of user k
leak /leak  SINR/rate per Hz received at eavesdropper e when
Tek/Tek eavesdrops the signal from user k
Information leakage ratio when eavesdropper e decodes
Co.k the signal from user &
eth Threshold for security criteria
X Maximum delay of executing the task of user k
[ Number of CPU cycles of the task of user k&
Jr/ e CPU clock speed of user k and its maximum
s/ c‘,ie Number of CPU cycles to encrypt and decrypt the data
cEd Number of required CPU cycles of user k at edge server
Ed Allocated CPU clock speed to user k at the edge server
§,';° / t',;o Local computational energy and time of user k&
t-,';x Transmission time of user k
tEd Execution time of user k at the edge server
§;ch Transmission energy of user k
Binary variable where o, ; = 1 if the task of user k
%l is executed by edge server |
Binary encryption decision variable where xj, = 1 if
Tk the data of user k is encrypted
Binary offloading decision variable where s;, = 1 if
Sk the task is executed locally
Pk Transmit power of user k
K/K Number/set of users
E/E Number/set of eavesdroppers
L/C Number/set of edge servers
1/T Number/set of IRSs

transmit powers p;,Vj € K, is rie3* bits per second per Hz
[35}136]. It means that in one second and per Hz of bandwidth,
the number of error bits once eavesdropper e € & tries to
decode the captured data from user k£ can be represented as
[t — ri3]*, where [z]T denotes max{0,z}. Therefore,
we define the information leakage ratio of user k’s data at
eavesdropper e as follows,

Iea;ck

e

ek ) 8)
f (

€e,; = min | 1,

We further determine that transmission is considered secure by
the PLS criteria if and only if €. is less than an acceptable
threshold et" (where 0 < et < 1). It means that with a
sufficiently small SINR ’y'efa,‘ck, the eavesdropper e € £ cannot
successfully decode the transmit message of user k, even if

> Local execution (s = 1) ‘

Apply PLE for security (zj = 1)

IRS optimization and resource allocation to

satisfy only energy and delay requirements

Ignore PLE (z), = 0)

IRS optimization and resource allocation to

satisfy PLS, energy, and delay requirements

Fig. 2: Flowchart of the proposed joint PLE and PLS in IRS-assised
MEC systems.

user k£ does not employ any data encryption method [37]]. In
addition, we define 1 — €. ;, as the BEP at the eavesdropper e.

2) Data Encryption: In an uplink communication system,
where single-antenna users isotropically transmit their data
to the BS, €., might be greater than an acceptable thresh-
old; thereby, information leakage cannot be avoided [38].
According to [39], a message can be reconstructed even
from partial information of the original message. To prevent
smart eavesdroppers from reconstructing the message [40],
we consider communication systems supporting both PLS and
PLE. Specifically, user k£ does not encrypt its data when there
is a potential threat from eavesdroppers if the information
leakage ratio at eavesdropper e is less than a threshold €.
Otherwise, user k must encrypt its dateﬂ

Let xj, be a binary encryption decision variable where x;, =
1 if the data of user k is encrypted; otherwise xj = 0. Then,
the joint PLS and PLE constraint can be expressed as follows,

(1 —zp)ecr < (1 —xp)eth, VE € K. ©)

The relation between the encryption decision and offloading
decision is then expressed as follows,

T <1—s;,Vk € K. (10)

The joint PLE, PLS, and resource allocation process is
summarized in Fig. [2| Specifically, when a user offloads its
task to the edge server and the PLS protection is sufficient to
meet the security requirements, PLE is not needed. Otherwise,
PLE is applied to ensure the security requirement is satisfied.

C. Energy and Latency Estimation

Let " and ¢ be the number of CPU cycles to encrypt and
decrypt the data of user k, respectively. Then, the local com-
putational energy and timeE] due to user k can be expressed,
respectively, as follows [1I],

1= kifi (skek + zrcd)

o _ SgCr + TRCy,
b Tk ’

where kj denotes the energy coefficient specified in the CPU
model and fj denotes the CPU clock speed of user k£ (CPU

(1)

2 Assume that users and the BS have prior knowledge of key management,
with all necessary coordination for encryption, decryption, and security
parameters.

3Since cryptographic key renewal periods far exceed computation task
delays, key management energy and time are neglected [41} |42].
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cycles/second or Hz), which is assumed to be smaller than the
UE’s maximum clock speed Fj#*.

We assume that the task of a specific user can not run in
parallel. Let oy, ; be a binary variable where ay,; = 1 if the
task of user k is executed by edge server [ € L. Then, we
have

> g <1,VkeK.
lec

(12)

The number of required CPU cycles of user k£ at the edge
server is then given by

= (1= sp)ep + zpcde (13)

Let fF¢ be the allocated CPU clock speed to user k at the
edge server. The computational time required by user k at
the edge server is computed as tE¢ = cE4(fE4) ™", The total
computational energy at co-located edge servers is calculated
as follows,

2
€Ed = Zﬁfd Zakylkad Zak’lcgd. (14)
k k

el

where xE¢ denotes the energy coefficient due to the CPU
equipped at edge sever [. The transmission time of user k
is given by

(]. — S k)bk

=
- inffo
Bry

5)
where B is the bandwidth. The transmission energy is then
given by I = pyt]*.

The total latency experienced by an offloaded task has
different components, namely the time required for sending
transmission bits to the edge server, the computation time in
the edge server, and the time required for downloading the
results to the UE from the edge server. For many practical
applications, the amount of data required to report the compu-
tation outcome is typically much smaller than the amount of
offloading data [1]]. Therefore, we omit the time for sending
back the computation outcome from the edge server to mobile
users in our design. Consequently, user k£ needs to either
execute the task locally or offload b bits to the BS within

the maximum delay 7;**, which is expressed as follows,

et 5 < e vk € K. (16)

D. Problem Formulation

In addition to energy efficiency, fairness among users has
gained increasing attention, especially in heterogeneous net-
works where devices may have significantly different capa-
bilities [43l [44]. While minimizing total energy consumption
may favor devices with better channel conditions or more
computation resources, it can lead to unfair resource alloca-
tion and potentially exclude weaker devices from effectively
offloading their tasks. In this paper, we focus on addressing
the fairness issue by minimizing energy consumption from
the users’ perspective in a secure MEC network. The primary
objective is to maximize the service lifetime of users while
ensuring fairness among them. To this end, we propose a
design that involves optimizing multiple aspects, including

encryption decisions, offloading decisions, computation, and
radio resource allocation. The design aims to minimize the
maximum weighted energy consumption at mobile users con-
sidering latency, joint PLE and PLS constraint, and limited
computation-radio resource conditions. This problem can be
formulated as follows,
(P) min

Lo Tx
max [ +
P,.O.W sz.a,f,fH k B (fk S )

s.t. fEd < fEd,max, (173.)
Pr < PR, (17b)
0 < fr < FM, (17¢)
0< f&f, (17d)
S apifft < FMVieL, (17¢)
k
> g >1- sy, (176)
leL
|0i.m| =1, (17g)

©. @@, ), (16),

where p = {py,Vk € K}, ® = {©;,Vi € T}, W =
[wi,VE € K], s = {s,Vk € K}, ¢ = {x},Vk € K},
f = {fi,Vk € K}, f = {fH vk € K}, and o =
{ar1,Vk € K,Vl € L}. In problem (P), 0 is the energy
weight of user k, £E9™2% is the maximum consumed energy
at the edge server, p;'®* is the maximum transmit power of
user k, F;"** is the maximum clock speed of user k, F™** is
the edge server’s maximum clock speed.

In this problem, constraint represents the energy
consumption requirement at the edge server, while limited
computing and wireless resources at the mobile users are cap-
tured in constraints and (T7c)), respectively. Constraint
represents the sharing of computing resources at the edge
server. Specifically, it allows a particular edge server to execute
multiple tasks in the considered interval. Constraint states
that if a user k offloads its task to the edge server, at least one
assigned edge server should be available to process that task.
Meanwhile, constraint illustrates the reflective condition
of the IRS’s elements.

III. ALGORITHM DEVELOPMENT

In this paper, we assume a central controller is responsible
for globally managing the MEC network. The controller col-
lects data from all users and network components, determines
encryption decisions, offloading strategies, computation, and
radio resource allocation, and then communicates these deci-
sions back to the users and network elements through secure
control channels. The following sections detail our proposed
algorithm for obtaining these decisions.

A. Bisection Search Algorithm

To gain insight into its non-smooth min-max objective
function, we recast (P) into the following problem,

(Po) g}iuréf
s.t. B (€6° +&0°) < &k,
77@])’@7@7@’

(18a)
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Algorithm 1 Joint Offloading, PLE and PLS, IRS coefficient
control, and Resource Allocation algorithm

1: Initialize: Compute 51'50, Vk € K as in , choose ¢, assign £€™* = Q,
gmax — m]?x(fllf), and set BOOL = Fulse.

2: while (£max — ¢min > ) & (BOOL = False) do

3: Assign € = (Emax + &min)/2, and then define sets A = {k|£k° < ¢}
and B =K/ A.

4:  Check feasibility of (P) as in Section

5: if (Pg) is feasible then £M2* = ¢, BOOL = True, else £™" = ¢,
BOOL = False, end if

6: end while

where €2 is the set of variables in problem (P) and ¢ is an
auxiliary variable. We also denote €2, j, is the set of variables
corresponding to user k in €. (Py) is a MINLP problem
which is difficult to solve due to the complex fractional of the
transmission time and energy consumption, the logarithmic
transmission rate function, and the mix of binary and contin-
uous variables.

To tackle the problem, we adapt the method proposed in [2],
where bisection search is employed to exploit the monotonicity
of the objective function &, and SCA is used to iteratively
solve a sequence of convex subproblems that approximate the
original non-convex problem. In particular, we first categorize
the users into two distinct sets: the “locally executing user
set” consists of users who execute their applications locally,
while the “offloading user set” comprises users who offload
their applications for processing at the edge server. The
proposed algorithm is developed based on the bisection search
approach where in each search iteration, we perform: 1) user
classification based on the current value of £ using the results
in Theorem T| below; 2) feasibility verification for sub-problem
(Pg) of (Py) corresponding to the offloading user set B5;
and 3) updates of lower and upper bounds on ¢ according
to the feasibility verification outcome. The detailed design is
presented in the following.

B. User Classification

Let A and B be the locally executing and the offloading user
sets, respectively. We further define any pair of sets (A, B)
satisfying B = K\.A as a user classification. By denoting
QO = UkepQik, then for a given classification (A,B),
problem (Py) can be addressed by solving two sub-problems
(P4) and (Pg) for the users in sets .4 and B, respectively, as
follows,

P min

(Pa) {fk}ke.A:fg

s.t (CAO0): ﬁk/ﬁk(fk)QCk <EVE e A,
(CAL) : cx/ul™ < fu < F'™ Vk € A,

min &

(Ps) min
s.t ’7a@7@b7@a@7Vk667

To attain more insight into the user classification, we now
study the relationship between (P 4) and (Pg) in the following
proposition and theorem.

Proposition 1. The optimal objective value of (P4) can be
expressed as £ = maXyeA §,';°, where 5,';" is defined as

2
L . Ck a
gko = Bkﬁk (mln (T}ma}“ F]g"m)) Ch.
k

Proof. Because the optimization variables associated with the
locally executing users are independent from the optimization
variables of the other users and By (fx)?cr is a monoton-
ically increasing function with respect to fx, the consumed
energy is smallest if fj is smallest. O

(19)

Theorem 1. If £* is the optimum objective value of problem
(P2), then an optimal classification, (A*,B*), can be deter-
mined as A* = {k|¢t° < &%}, and B* = K\ A*.

Proof: The proof is given in Appendix A in [2].

C. General Optimal Algorithm Design

To solve the problem (P), we utilize the results from
Theorem [I] to develop an optimal algorithm. The algorithm
iteratively solves the sub-problems (P4) and (Pg) while
updating the sets (A, B) until the optimal sets (A*,B*)
are obtained. The general optimal algorithm is outlined in
Algorithm [T} In this algorithm, we employ the bisection
search to find the optimum &* where upper bound £™#* and
lower bound €™ are iteratively updated until the difference
between them becomes sufficiently small, and the sets A and B
no longer change. At convergence, the optimal classification
solution can be obtained by merging the solutions of (P4)
and (Pg). The optimal solution of (P4) can be determined
using Proposition [T] and the verification of the feasibility of
(Pg) is addressed in the following. The relationship among
the (sub)problems involved in solving (P) is illustrated in
Fig. 3] Specifically, an alternating optimization approach is
applied to the proposed subproblems (P;) — (P7) to verify
the feasibility of the MINLP problem (Pj). In this framework,
subproblems (P;) — (P3) determine the IRS’s coefficients and
encryption decision, (Ps) — (Ps) handle the transmit power
and computing resource allocation, and (P;) addresses the
computing resource association at the edge server.

IV. FEASIBILITY VERIFICATION OF (Pg)

For a given ¢, to address the challenge of feasibility
verification for (Pz), which is hindered by the non-convex
nature of the constraints, we adopt an alternating optimization
approach. This approach involves iteratively optimizing each
set of variables while keeping the values of other variables
fixed in the corresponding sub-problems. We describe how to
solve different subproblems in the following.

A. Determining the IRS’s Coefficients and Encryption Deci-
sion

For given &,s,p, W, f, f84, if 2, =
imply the following condition:

1, (T€) and

T > 1, (20)
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’ Find beamforming matrix W
Update & 13 ‘ d beamf o ‘
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of (Pg)
(P7) >(P7,eq)
Find f% o

until convergence]

Fig. 3: Relationship between the (sub)problems when solving (P).

b

Bluin{iﬁ g ,kal%(cin),,ninax,;jf"'kt_:?ce }
where 51 = kP P oS - L
Meanwhile, if 2, = 0, (9), (I6), and (I8a) imply the following

condition:

7}cnfo > Vk,25
infoy et (21)
’ykr,e >~ (1 + Vi ) -1
by

where vy 2 = ZBmm{ B H féd} —1.In and (21), it
is observed that 7y ;1 is larger than ~yy o.

If constraints (20) and are satisfied when z, = 1,Vk €
B, problem (Pg) is feasible. However, if the constraints are
not satisfied when z;, = 1 for all £ € B, we can determine
the level of violation when solving the problem with the
assumption z; = 1. By examining the violated constraints, we
can propose an effective method to determine the encryption
decision and the IRSs’ coefficients through the degree of
constraint violation. In particular, we first identify the set
of encrypted users and non-encrypted users in set B as KCe
and IC,, respectively. Mathematically, they are expressed as
Ke = {k € Blzy = 1} and K, = {k € B|zi = 0}. At the
beginning, assuming z; = 1,Vk € B. It means K. = 5 and

u = 0. The feasibility verification is equivalently transformed
as follows

(Py) n@li?c s.t. ([7g),

pr|wl 2012 > Wy — ¢, VE € Ke, (22a)

where

Uy = Z p]|wlc z'“f°|2 + o2 |wi 2. (23)
JEK j#k
Noted that if ¢ < 0, the problem is feasible. However, if
¢ > 0, it is not possible to satisfy all constraints of (Pg)
with zp = 1 for all & € K. In such cases, when { > 0
and (Pp) is feasible, the encryption decision for some users
must be changed to x; = 0. We define the violation level as
v = 1=, 1/7'”f° A negative value of vy, indicates a violation
of the corresponding constraint for user k. As vy, increases,
the violation level reduces. The additional resource required
to satisfy (22a) is lower when vy, is getting larger. Therefore,

we will change the decision from x; = 1 to xx = 0 for the
user with the largest v; value to optimize resource usage.

To implement this, we sort the list of users in K in
ascending order of vy. Then, we will change and assign z;, = 0
where £ is the first element of K. This process is represented
as follows: IC, = K, Uk and K¢ = K¢\ k. We assume the PLE
constraint is satisfied when z; = 0 and re-verify this later.
The problem is now rewritten as follows,

(P2) mlnC s.t. (17g),
pkl'wk 2012 > Wy 1 — ¢, VE € K, (24a)
pr|wi 22 > U0 — ¢V € Ky, (24b)

The process is repeated until ( < 0 or K¢ = . It can be
verified that if ( > 0, the problem is infeasible. Otherwise,
we continue to solve the problem with the PLE constraint as
follows,

(Ps) rg}gc
17g), 24a), (240),
Dk |zIeak <+ Ve ((1 + ’y'"f°) ,VEk, e,
(25a)

where Uy, . = Zjelcﬁﬁkp]\z'eakPJrJ
Constraint in problem (P3) is challenging to address
th

due to the non-integer power (1 + 7'“f°) . To overcome this,
we employ the iterative method, where in iteration n, we define

th

s = (14a)" — 1, (26a)
info(n) _ prlwy! (Zilgfo)(n_l) 2
ZjGIC,jqék pilwy! (Zijnfo)(n_l) 2 + offwf! |2
(26b)
Based on that, constraint (25a]) can be rewritten as
Prlzp2? < Wy 0™ + (VK € Ky, (27a)

Then, we will determine 6 to satisfy (I7g), [24a), (24b),

(273). Specifically, non-convex constraint (27a)) can be rewrit-
ten as follows,

Z Z OF Fi j 1o (00)0; + Fo ko (00)

i€T jET

(28)
+ D 2R (O Fipea(0™)) <0Ve € E R EK,
€L
where
‘Fi,jyk,e(x) h?llezkh] k.e -z Zk’;ﬁk pk’hi,k’,ehfk’,ea
Fiked(T) = h?;le:k (hD leak) xz prrhigr e (hegr d)”,

k' £k

Non-convex constraint (24a) or (24b) is rewritten as follows,

Ziel ZjeI 0;'Gi .k (76.0)0; + Go.x(Vr.0)

(29)
+ ZieI 2R (‘95[@',1@,‘1(%,0)) <0,
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where
Gi k() = xk( > pk’éi,k,k’Gj,k’> — PGk kG
k' #k
Goao) = -l + (3 pulhl o + oFufl ).
k' #k
Gikd(®) = —prGikrhi g+ Tk Z PGk iy g,
k' #k
where G, = QEQB diag(hﬁlks), éi,k,k/ = Gfk,wkwkH,

Vio,0 = fy,(cnl) if (24a) is considered, and vy, = fy,(C”Q) if (24b) is
considered.

In @28) and 29), terms >, 7> i s OF Fi i 1o (000,
and 30, 7> 7 07 G, j1(7k0)0; are non-convex. However,
according to [45]], for given Hermitian matrices L and S such
that L = S and for an arbitrarily given 6g), we have

)0(0) }+0{5) (L—5)0(0)-
(30)

It can be verified that L = A,.I, where Apax is the
maximum eigenvalue of S, we will have L > S. Then, we

apply (30) to approximate (28) and (29), which are given by

6" 56<6" LO—2R{6" (L—

(1) and (32), respectively, where 8 = [07] ,...,07]T,
Frered(O8™) = [Fed(00™) 7, ooy Froea(05™)]7,
f1,1,k,p(5mm) F1,1 ke (610)
Fre(0p™) = : : )
_f1,1,k,e(5;r€nin) Fr,1k,e(670) (33)
Grd(Vr,0) = [G1,kd(V,0)T 5 s G kend (Vh,0)] T
[G11.k(Vk,0) G1,1.6(7k,0)
Gr(k,0) = : : ;
1G1,1,k(Vk0) Gr.1,k(7k,0)

and A}'2* and A\’ are the maximum eigenvalue of F (1)
and Gy(t), respectively. Because 6 0;, = 1, thus
0" A0 = AP > cr M. Then, the subproblem Ps in
1terat10n n is appr0x1mated as a feasibility verification of
constraints (I7g), (1), and (32). The Lagrangian function
considering these constraints is given by

Lipyes = —2R(07x) + Y (1= 21) 0k eOke0+ Y 0kko,
(ke€) ke

(34)
where . and g, are Lagrangian multipliers, and
X = Dpexeee(d Tk)0k,eOke + Donei OkOk
Sre = ()\ma"I Fie(05n0)) 00) — Frea (),
Ok = (AT — Ge(1,0)) €0)  —  Grd(Vk,0)s
Ok,e,0 = ApaxS ier My 4+ Fox 6(5“”“) +

0(0) (/\maxf er(ém‘“)) 0 Oko =

Go.k(k,0) + 9(0) (N ™I = Gi(r.,0)) 6/0)-
For given gy, . and oy, Vk € K, e € £, the problem becomes

kmax ZieI M; +

(P3)™) maxe 2R (07 x) s.t. (T79).

We denote the element (i,m) (i.e., the (m + >, , M )
element of vector x) by X;m. Then, it is trivial to obtain the

_jéX'i m
(n+1)

9(n+1

optimal solution to the problem, which is 0, ,,

The Lagrangian multlphers are updated as follows, o,

n n +
o) +1p (e 5,2““)] Loyt = o )+¢(’7k,0_’)’;€nf°)] ,
where P is the step size. Noted that this approach is also

utilized to solve (P;) and (P2).

B. Determining the Detection Matrix W

According to [46], the optimal MIMO detection vector wy
is given by
wy, = argmax i
W

info (zilgfo)H wy,

argma; i
= X

H info info\ 2
W wy (delc,];ékpj z; (Zj ) +UkI>w

= max eigenvector (U k) )
(36)

where Uy, = CE)CZ#?] ro (z;nfo)H+a,31> przif (zinfo) !
5]

C. Determining the Transmit Power and the Computing Re-
sources

For given &,0, W, s, and «, constraints (9), (18a), (17a),
(I70), (7). (17d), (17€), (178, (2). and (I6) need to be

verified. However, because oy is an integer variable, the
feasibility verification becomes more challenging. However,

there are constraints (12), (I7d), (I7€), and (I71) related to

ag. In order to address this issue, we first ignore oy

and constraints (12), (T7a), (T7¢), and (I7T) . The feasibility

verification becomes

(P4) min
p.f FELC
st B (&6° + &) < €+ ¢V, (37a)
R+t A+ R < M 4 C, VE, (37b)

©, @70, (79, (7).
Problem (P4) is non-convex due to (@), (37a) and (370).

In order to address this issue, we consider tlx as an auxiliary
variable. Then, the problem is rewritten as follows

P .
P5) s i
s.t. ER° + prtp* < ﬂ, (38a)
Bk
Blog, (1 1 Aoy > 0k vk, 38b
OgZ( +7 ) tTX ( )

©, (@7B), (7). ((7d), BT,

info

By substituting v} and 7y . in (@) and (6), respectively,
the problem is rewritten as follows,
min

P
(P5.ea) oS FELETC

s.t. (I70), (17¢), (17d), (B7H), (33a), (0D, @)

Problem (Ps eq) is non-convex due to the objective and con-
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6/ A0 -2R {0 (AT —Fio(1)) O(0) | +6]

(AmaxI Fr e( )) 0(0)+2R (OH.Fk,e,d(t)> +-/—"0,k:,e(t) < 07

€1y

6" 210 — 2R {61 (NI — G (1)) 0(0) | + 05 V™I = G (1)) B0y + 2R (6" Ga()) + Gox(t) <0, (32)

Blogz(z pjlwi! sz°|2 + of|w

log Zp]|z'eak\2+a + ¢t log(ij\wkH
iZh

zij”f°|2+a,3 lwi |

log <ij|'wk zlnf0|2 +0,2|,w

ik ik

log<z pJ|Z|eak|2+o_ > <log(z pj —1) Ieak|2+a ) + J J

by,
vl )—;>Blog2<§j¢

) < log ij|z'eak|2+a ) + €M log ij|'w

) < log (Zpg"‘”m? 20 4 o2l ?

pilwf 20 + ofwil?). (40)

2o o wfl )

J#k J
(1) 41
>+ S ian(py — )" w22
n—1 in '
S 2yl 22 4 o2l |2
(42)
(nfl))| Ieak|2
43)
Z pgn 1)|:/:|eak 2—|—O'2

straints (38a)), (@0), and (@I)). In order to convexify these non-
convex functions, the iterative method is applied. In particular,
in iteration n, we convexify these non-convex functions as
follows,

prte < 0.5(02 /) + 80Y),), (44)

where l/,ivt) = p{" 7 ),

In addition, constraints (40) and @I) have the difference
of convex (DC) form. As such, we apply the DC technique
to convexify these constraints, which are given by (@2) and
(@3). By substituting @2)), @3), and @4) into the (38a), @0),
and @[), the problem becomes convex, which can be solved
effectively by the CVX solver. Then, problem (Py) is feasible
if ¢ is non-positive.

On the other hand, in the alternating method applying to
the feasibility verification problem, if (Py) is feasible, besides
satisfying constraints, the assignment of variables in this
particular subproblem needs to yield a broader feasible region
for the remaining subproblems. It means we will determine py,
fr» and fE4, for all k such that (T2), (T7a), (T7€)), and (T71) are
satisfied if there exists a feasible solution of {«ay ;, Vk,Vn}.

It can be observed that the biggest challenge of determining
{ag,, ¥k, ¥n} is to assign computing resources at the edge
server to satisfy the energy consumption constraint, which is
reflected in constraint (T7a). As shown in (T4), the energy con-
sumption is a quadratic function of the computing frequency.
Therefore, when determining py, fx, and f£¢, for all k to
satisfy (I6), (I7b), (I7c), (I7d), and (I8a), we also minimize
the total computing resource at the edge server if (Py) is
feasible. The optimization problem is given by

(P¢) min kad

p,f,fEd,th
s.t. @), [@6), (T76), (T7c), (T7d), (18a),
d < pmax yp, (45a)

The process to convexify non-convex constraint is similar
to solving (Py).

D. Determining the Computing Resource Association at the
Edge Server

In this section, we determine «y,Vk,n satisfying (12),

(T7d), (I7€), and (I71). In addition, to improve the objective
in the alternative optimization method, if feasible points exist,

we also minimize the energy consumption £59.
1) Optimization-based algorithm: The feasibility verifica-

tion in this section is given by
(P7) min &5
[e 2
s.t. (I7¢), (I70).

2 .
The term (Y, cu fE9)” >, akcE? in the consumed en-
ergy ¢E4 is non-convex even with continuous oy ;. The fol-
lowing proposition is presented to address this issue.

Proposition 2. Problem (P7) is equivalently transformed as
follows,

(P7.eq) mln Zn (F™a) Zak nekd
(o3 a, ZG,C,
5.t 0< gy < mln{fEd, OLkJ}, (47a)
Apn > [0+ ks — 1, (47b)

(Fma)? f24 > (Zaklfk> NGO
7<), (7D

Proof. From and (T7e), it can be verified that 0 < fEd <
1. From and [@7b), we have ¢, = fEay .
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Let o ; and {&* be the optimal solution and the objective
of (Ps), respectively. We have

2
Ed Ed Ed Ed
<= Z“z (Z 1 [ ) Zak,zck
leL
< Z HEd Fmax fEd Zak lck (48)
lec
= kpd (Fm) Zak €k, Va1, o, £
lec

Let aj, is the optimal solution of (P7). If we set
~ 2 2 . ~
o = (DpanfE)?/ (F ad ap, = fer
{ag 1, @5 s £} is also a feasible solution of (P7,eq).
we have:

min
ozozfd

KEd (Fmax)? Eaknck
el

3 (P

lel k

2

_ Ed * Ed e

—Z"ﬂz (Zak,lfk> Za lck =&
k k

leL
From and (@9), it completes the proof. O

It can be verified that (P7eq) is an MINLP problem where
all constraints and the objective are either linear or convex,
which can be solved by the CVX solver. When the network
size increases, solving this MINLP problem may be highly
complex. In order to obtain a low-complexity solution, we
consider the many-to-one matching game with externalities as
follows.

2) Matching-based algorithm: Let S = {fF9, ..., f£¢} and
D ={1,..., L} be the set of computing frequency clock speeds
and edge servers, respectively.

(49)

Definition 1. A many-to-one matching is a subset y € S X D
such that |p(f)| =1 and |p(l)| < K, where p(f) ={l € D:

(f,1) € p}y and p(l) = {f € S: (1) € p}.
The reference value for the computing re-
source fE4 executed by edge server [ € L s

2
RE (4 Tt ) (594 S ek
According to [47], the proposed matching game has
externalities, where the preference value for the computing
resource kEd not only depends on the edge server that it is
matched with but also on the ka,d, k' # k matched to the
same edge server.

To find the solution of the matching game with externalities,
we define the preference value of edge server [ € £ on the set
of computing resource S, under the matching state p as the

energy consumption in edge server [ € L, i.e.,

2
U(Sy, 1) = ki (Zkesﬂ ;Ed> (Zkes c%") )

To define the exchange stability, we first consider the
concept of swap matching as follows,

i = N O, (P ()Y UL (), (F s 1(F))}-

(50)

Algorithm 2 Task-edge server association using matching
theory (TCAM) algorithm

1: Initialize:

e Variable oy ;,Vk,l are randomly assigned subject to constraints
(. @) and (7.
: repeat
: For each fE9, search for another fk, or an open spot O to form a swap-
blocking pair.
s if {fEd, fE,d} or {fE4, O} forms a swap-blocking pair then
Ed

W N

Update pu = u;’gg or = /”’?Ed’ respectively.
: end if * "
: until matching p is two-sided exchange-stable.

In other words, a swap matching enables switching from
(f;u(f)) to (f,u(f7)) and from (f', u(f")) to (f',u(f))
while keeps all other matchings. Further, the computing re-
source involved in the swap can be a hole ‘O’ representing an
open spot, thus allowing a single computing resource moving
to available vacancies.

Definition 2. Fori={f,f'},f €S, f € SUQO, let define

Ui() = U(S,u(pys 1) + U(Spuisry 1) (51)

Let fpa,r be the set of { f, f'} such that constraints (12), -
and (') are satisfied under either matching state p or u X

Then the {f,f'} € Fpair is a swap-blocking pair if and
only if

Us(ph ) < Us(p). (52)

According to [47], a matching p is a two-sided exchange-
stable if no swap-blocking pairs exists. Therefore, we propose
the algorithm to determine the binary decision «y; that attains
the two-sided exchange-stable matching as in Algorithm. [2]
Indeed, if the converged matching p* is not the two-sided
exchange-stable matching, a swap-blocking pair exists after
the final matching p*. However, as shown in Algorithm. [2}
the algorithm does not terminate until all swap-blocking pairs
are eliminated. Therefore, the converged p* must be a two-
sided exchange-stable matching.

Furthermore, the decrease of consumed energy at the edge
server after each swap operation shows the convergence of
Algorithm. 2] Indeed, the energy consumption under matching
p is given by &7 Bd = 3 c2 U(Sy, ). After the swap operation
of i = {f,f} € Fpair, We deﬁne oot Bd, — §Ed =

U; (uf ) — U;(1) < 0. In this case, 9! is the difference
of energy consumption at the edge server under the matching
state u and that under the matching state .

Flnally, the feasibility verification of problem (Pg) is
presented in Algorithm [3] Note that, in each iteration to
perform feasibility verification of (Pg), we will alternativel
determine {©®,x}, W, {p,f,fEd}, o as in Sections
[[V-B] [[V-C] and [[V-D] respectively. The convergence proof of
our proposed alternating optimization-based algorithm follows
a similar approach to that in [48]]. It is worth noting that,
in addition to verifying feasibility, problems (P;) — (P7)
are also designed to optimize control variables such that,
when multiple feasible solutions exist, the algorithm avoids
selecting boundary feasible points whenever possible. As a
result, in the next iteration of the bisection search, when the
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Algorithm 3 Algorithm for the feasibility verification of
problem (Pg) corresponding to the value &

1: Initialize: Apply zero-forcing-based method to get the initial W and
block-diagonalization-based method to get the initial @ [50]. Assign
pr = piRax, f, = Fmax, fEd — pmaxp/|B| C. = B, and Ky = 0.

2: Repeat

3: Solve (P7) with set Ke to determine (.

4: if ¢ < 0 then Go to line 12.

5: else

6:  while ¢ > 0 OR K # 0 do

7 Sort users in K in ascending order of vy =1 — ’ykyl/'y}:b.

8 Select k is the first element of /e, and assign Ky, = Ky, Uk
and e = K\ k.

9: Solve (P2) to get ¢.

10: end while

11: if ¢ <0 then

12: Solve (Ps3) by iteratively solve (P3)(™) until convergence.
13: end if
14: end if

15: Determining W as in Section [IV-B

16: Determining ¢ by solving (P5,eq) as presented in Section m
17: if ¢ < 0 then

18: Solve (Pg) to get p, f, FEY as presented in Section m
19:  Solve (P7) to get « as presented in Section

20: if (P3), (Ps), (P7) are feasible and £5¢ < €FTMax then

21: Return (Pg) is feasible.
22: end if
23: end if

24: Until convergence or (Pg) is feasible.

bisection value is decreased, the updated problem is more
likely to remain feasible, thereby accelerating convergence of
the overall procedure.

Remark 1. The formulated problem accounts for practical
constraints in modern MEC systems, including energy effi-
ciency, latency requirements, security, and limited wireless
and computing resources. The proposed Algorithm 1, which
integrates Algorithm 2 for feasibility checking in Step 5 and
Algorithm 3 for task—edge server association in Step 19 of
Algorithm 2, is specifically designed to address this realistic
setting. Furthermore, its implementation is practically feasible
within current MEC system architectures. Specifically, we
assume a central controller [49] located at a coordinating
edge server, with access to global network information such
as channel state and user task parameters. This controller
executes the proposed optimization algorithms and then send
control decisions (i.e., offloading assignments, IRS config-
urations, encryption decisions, and resource allocation) to
users and other system components. To reduce communication
overhead, Algorithm 1 can be implemented as follows: 1) The
controller sends a bisection search value to users. Each user
then determines whether it belongs to set A or B. It only
transmits its CSI and task parameters to the controller if it
belongs to set B. The controller run Algorithm 2 and updates
the bisection search value accordingly. Once Algorithm 1
converges, the the controller sends the final control decisions
to the users in set B. To reduce computational burden and
latency, key algorithmic components such as the bisection
search and successive convex approximation (SCA) are chosen
for their scalability and convergence guarantees. Additionally,
we evaluate the overall algorithmic complexity in Section IV-
E, providing insight into the required number of operations
and their dependency on system parameters.

E. Complexity Analysis

We analyze the computational complexity of the proposed
Algorithm 1 in terms of the required number of arithmetic
operations. The while-loop for the bisection search of

max _gmin

& requires log, (%) The worst-case
complexity of solving (P4) is O(K). In the feasibility
verification of problem (P), when determining the
IRS’s coefficients and the encryption decision, the key
complexity lies in computing G; j k., Vi, 5, k; Fi j ke, Vi, J, k, €;
and x, where each is respectively characterized by
@ (IQKQM[? max (MZ-)), @) (12K2E max (Mi)), and
@ ((ZieI Mi)QKE). Let N; be the number of
iterations when solving (P); where ¢ ranges from 1
to 6. Consequently, the complexity for determining the
IRS’s coefficients and encryption decisions is expressed as
O1 = O(N2I2K3MZmax (M;) + No (Y,0; Mi) K +
N3I2 K2 max (M;) (M2 + E) + N3 (X, M;)”? KE). The
determination of the detection matrix W incurs a complexity
of O(Mg). The complexity associated with solving (P eq),
featuring 4K +1 variables and (6+E) K constraints, is denoted

iterations.

as O5 = O(N5+/(6 + E)K((10 + E)K + 1)(4K + 1)?) =
O(NsE3/2K5/?).  Correspondingly, ~ the  complexity
of solving (Pg) is O(NgE3/?K°?). The worst-

case complexity of the matching algorithm to solve
(P7) is O(LK). Thus, the overall complexity of the
proposed Algorithm 3 for the feasibility verification is
Ng (01 4+ O(Mg) + (N5 + Ng)O(E*?K5/?) + O(LK)),

where Ng is the number of iteration of Algorithm 3.
Consequently, the overall complexity of Algorithm
ois logy (S5 ) Ne(Or + O(ME) + (N5 +

Ng)O(E32K5/?) + O(LK)).

V. NUMERICAL RESULTS

In this section, we numerically evaluate the performance of
the proposed framework. Consider K users, F eavesdroppers,
and I IRSs uniformly distributed at random within a cell
coverage area with radius of 800 meters. The BS is at the
centered point of this area. The channel between user k
jDleak ur \/?90(17_@

e,k ;€ k,e
where o = 2.6 if ¢, < D, otherwise o = 3.1, where
Yo = 10732421og1o(fwe) | fo . = 5 GHz, ug,. ~ CN(0,1),
and gy . is the distance between user k and eavesdropper e.
We also set D" = 150 meters. The channel between BS/IRS
i (i, BS if i = 0) and UE/ED Fk is A = uMMO, /9oq; 0,
where u?{',LMO ~ CN(0,1,), qix is the distance between
UE/ED k and the BS/IRS ¢, and o; = 28 if ¢+ = 0
(i.e., between the BS and users), otherwise o; = 2 (i.e.,
between the IRS i and users). Note that hy 4 = hg . The
channel between BS and IRS 7 is expressed as szB

ﬂoq{a'RSa(pE’i, pﬁé)a(p{}, piTé)H, where ¢; is the distance

between IRS i and the BS, and (pf%, o) and (p3, p3)
are the (azimuth, elevation) angles of arrival and departure
corresponding, respectively.

In all experiments, we set the default value of the number
of users K = 10, the number of eavesdroppers £ = 2,

and eavesdropper e is modeled as
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Fig. 4: The impact of the amount of data on the max-min weighted
energy consumption.

the number of IRSs I = 3, threshold ¢th = 0.1, objective
weight (3 0.8 4+ 0.214/(0,1) where U(0,1) is a random
value following the uniform distribution, bandwidth B = 1
MHz, and the number of edge servers L = 6. The data size
b, = band width x 3.5 bits, ¢ = (300 + 300L4(0, 1))by. The
Advanced Encryption Standard (AES) algorithm is considered
for data encryption. The encryption and decryption CPU cycles
are set the same as cf' = c%e = 50b; [1l 41]. The user
maximum transmit power p;'®* = 0.24, and maximum delay
N = 1 second for all k € K. The default BS antennas are
My = 10 x 10 and IRSs’ antennas are M; = 10 x 10,Vz € 7.
The noise power is set as noise power = B x 3.1812 x 1020

Fig. [ shows the system performance versus different
amount of transmission data in Mbits. The violated penalty
is computed as

1 é-Ed gEd ,max Zk; ag, lf _ fmax +
Pen:? |: fEd max +Z Jfrmax +U ’
lel

(53
where U = 3, [mp%%} + 2k [fk;l;axax . In Fig. .

we compare the performance of three different strategies:
‘Local_Only, where all users’ tasks are executed locally
on their mobile devices; ‘Edge_Only, where all tasks are
offloaded and executed on the edge server; ‘Proposed,” which
corresponds to the suggested strategy discussed in Sections
IIT and IV. We also include ‘GA’ where a genetic algo-
rithm is employed to solve problem (P) [51l [52]], ‘Scheme
I’ where the transmit power is fixed at pi'**, ‘Scheme 2’
where encryption is not applied, and ‘Scheme 3’ where the
user-server association is selected randomly. It is noted that
in ‘Local_only’, ‘Edge_only’, ‘Scheme 1°, ‘Scheme 2’, and
‘Scheme 3’, the remaining variables are optimized following
the methods described in Sections III and IV. As depicted
in Fig. ] our proposed strategy outperforms both the ‘Lo-
cal_Only’ and ‘Edge_Only’ approaches significantly. In Fig.[3]
we examine the performance of ‘Local_only’ and ‘Egde_only’
scheme where the proposed performance gain is computed as

(€ + Pen)localledge - (§ + Pen)Proposed

54
(§ + Pen)Proposed ( )

Gain =

BS antennas: 8 x 8

8 T T T T

—H— Compare w. Local_Only
—— Compare w. Edge_Only | |

Proposed performance gain

0 I I I I I
3 3.5 4 4.5 5 55

Transmission data (Mbits)

Fig. 5: The performance gain of the proposed algorithm compared to
the ‘Local_Only’ and ‘Edge_Only’ strategies.

As the transmission data increases, resulting in more exten-
sive computational tasks, the computing resources available
on the mobile devices become insufficient to meet the re-
quired delay, leading to an increase in violated penalties.
The ‘Edge_Only’ strategy faces limitations due to the lack of
wireless resources and favorable transmission conditions for
all connections between the users and the BS. Therefore, an
optimal offloading decision can yield remarkably high benefits
in wireless communications scenarios with limited resources,
as observed in Fig. [5] Moreover, compared to the ‘GA’
strategy for addressing this complex MINLP problem, our
proposed algorithm achieves significantly better performance,
further demonstrating its effectiveness. When compared to
‘Scheme 1°, the optimization of transmit power contributes to
improved system performance. Similarly, comparing ‘Scheme
2’ with the proposed algorithm highlights the advantages of
incorporating PLE to complement PLS in meeting the security
requirements. Lastly, compared to ‘Scheme 3°, the use of
appropriate user-server association further enhances overall
system performance. Additionally, a performance gain of up
to 7.5 times can be obtained by applying the proposed strategy
compared to the ‘Edge_Only’ strategy.

Remark 2. It is worth noting that the lowest-complexity
scheme is ‘Local_only’, where the local computing resource
is determined directly using a closed-form solution, and no
further optimization of the remaining variables is required.
However, when the latency-sensitive task becomes heavier
and local computing resources are insufficient to meet the
latency requirements, more advanced schemes are needed.
The complexities of ‘Edge_only’, ‘Scheme 1’°, ‘Scheme 2°, and
‘Scheme 3’ are provided in Section where the complexity
associated with determining the offloading decision, trans-
mit power, encryption decision, and user-server association,
respectively, is excluded. The complexity analysis of genetic
algorithm can be found in [52] 53]]. The GA parameter settings
used in Fig. d|are as follows: the population size is set to 200,
the number of generations is 100, the mutation rate is 0.1, and
the crossover rate is 0.6.

In Fig. [6l we present the violated penalty for strategies
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Fig. 7: The impact of the energy coefficient on the max-min weighted
energy consumption.

employing various transmission data values and numbers
of antennas (Mj). Our proposed algorithm ensures that all
constraints are met by utilizing the available resources, re-
sulting in a violated penalty of 0. However, the violated
penalty of the ‘Local_Only’ strategy remains unaffected by
the number of antennas in the BS. When the computational
task is not intensive, it can be executed locally without
violating the latency constraint. Nevertheless, as depicted in
Fig. [} this approach consumes more energy compared to a
suitable offloading strategy. Conversely, the performance of
the ‘Edge_Only’ strategy relies heavily on the transmission
capacity to successfully offload all users’ tasks to the edge
servers. An increased number of antennas leads to higher
channel gain, resulting in a smaller violated penalty.

Fig. [7] demonstrates the impact of the energy coefficient on
the min-max energy consumption. The figure considers three
different tasks with computation-to-transmission data ratios
of the encryption and decryption algorithm at values of 50,
75, and 100 (i.e., /by, = /by = {50,75,100}). It is
observed that the energy consumption is susceptible to both
the computation-to-transmission data ratios and the energy
coefficients.

Fig. [§] presents the minimum BEP experienced by eaves-

BS antennas: 12 x 12

Min error probability at EDs

0.65 [| —g— max, (1-s,) max 1 - ¢ 7

ek
= max, (1-s,)(1-x,) max, 1'€e,k
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0 50 100 150

Time-slot

Fig. 8: The impact of the encryption decision on the error probability
at eavesdroppers.
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Fig. 9: The energy saving versus number of users.

droppers for the data transmitted by all users across different
time slots. Users without PLE exhibit a minimum BEP at
eavesdroppers that exceeds the defined threshold of 0.9. In
contrast, users benefiting from PLE protection demonstrate a
significantly lower minimum error probability at eavesdrop-
pers, highly below the threshold. If PLE protection is not
applied to these users, the wireless resources must ensure
an increase in the minimum BEP at eavesdroppers to reach
the threshold for all users. However, this task may become
impossible if certain users’ channel cannot be improved or
if the channel between these users and eavesdroppers are
inherently favorable to eavesdropping.

Fig. 0] illustrates the energy savings achieved with varying
configurations of users and IRSs. It can be observed from the
figure that the optimal number of users for maximizing energy
savings depends on the system parameter (i.e., the number
of IRS) as well as the evaluation criteria (i.e., mean, max).
Without using IRS, the transmission relies solely on direct
communication, which typically suffers from higher path loss
and interference, thus the energy saving is also limited. When
the number of users is high, the allocation of wireless and
computing resources at the edge server for supporting and ex-
ecuting users’ offloaded tasks becomes limited. Consequently,
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the percentage of energy savings decreases correspondingly.

In Fig. [I0] we compare the maximum SINR attained by
eavesdroppers for signals from non-encrypted users with the
minimum SINR achieved by eavesdroppers for signals from
encrypted users. As the amount of transmission data increases,
users protected by the PLS criterion continue to experience
secure transmission thanks to the small SINR observed by
eavesdroppers. Conversely, the PLE mechanism safeguards
users whose signals, when intercepted by eavesdroppers,
are of substantial strength. The escalation in SINR attained
by eavesdroppers with the increase in required transmission
data renders more users unprotected by the PLS criterion.
Consequently, the encryption energy increases to ensure the
protection of these users.

Fig. [T1] illustrates the impact of energy weights and the
security threshold (i.e., 1 — ¢") on the min-max weighted
energy consumption, where the data size by, = 5 Mbits. To
examine the effect of energy weights, we assume that the
weights for all users j # k are set to 1 (i.e., B, = 1), where
k denotes the user with the highest energy consumption when
executing tasks locally (i.e., the worst-case user). As shown
in Fig. [T1] when S is sufficiently small (e.g., 85 = 0.25 or
Bk = 0.5) and Bk( re +§,IX) < (§;° +§JTX), the min-max

weighted energy consumption tends to prioritize minimizing
the energy consumption of user j. Therefore, the energy con-
sumption values for the curves labeled ‘B;, = 0.25, B4, = 1
and ‘B, = 0.5,83;«; = 1’ are almost identical. However,
when B, = 1, the optimization problem seeks to minimize
the energy consumption of user k. Since user k represents the
worst-case scenario, this leads to an increase in the overall
min-max weighted energy consumption. In Fig. [T1] the curve
labeled ‘B = 1, Bjxr = 1, Scenario A’ shows the min-max
weighted energy consumption when the control variables are
optimized with 8, = 1,82, = 1. In contrast, the curve
labeled By = 1, Bjxr = 1, Scenario B’ shows the result when
the control variables are optimized using 3y = 0.5, Bjx2r = 1,
but evaluated under f = 1,84, = 1. Overall, in Fig. [T1]
the weighted energy consumption approach helps reduce the
energy usage of the worst-case user by approximately 10 %.
Furthermore, as the security threshold increases, more users
require PLE protection to meet the security requirements. Con-
sequently, the overall energy consumption increases due to the
additional computational overhead introduced by encryption
algorithms.

VI. CONCLUSIONS

In this paper, we have proposed a novel criterion for
the joint PLS and PLE based on the bit error probability
attained by eavesdroppers. We have formulated and solved
the joint offloading decision, encryption decision, IRS’s coef-
ficient, MIMO detection matrix, and computing and wireless
resource allocation to minimize the maximum weighted energy
consumption in a MEC system. Numerical results confirm
that our proposed solution can meet the security requirement
while minimizing the energy consumption from the users’
perspective in a secure MEC network. Notably, the framework
demonstrates high performance across scenarios, especially
for data rates around 3.5 Mbits per second, typical of real-
world applications like high-definition video streaming and
augmented reality, and real-time sensor data processing in
IoT systems, achieving up to 69% energy savings without
compromising latency. In future work, we will investigate
robust optimization techniques that explicitly account for CSI
uncertainty to enhance the resilience of the proposed frame-
work under more realistic conditions, particularly when perfect
CSI is unavailable.
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