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Figure 1: Overview of the deceptive pattern detection and reporting approach design.

Abstract

To detect deceptive design patterns on Uls, traditional artificial intel-
ligence models, such as machine learning, have limited coverage and
alack of multimodality. In contrast, the capabilities of Multimodal
Large Language Model (MM-LLM) can achieve wider coverage with
superior performance in the detection, while providing reasoning be-
hind each decision. We propose and implement an MM-LLM-based
approach (DeceptiLens) that analyzes Uls and assesses the presence
of deceptive design patterns. We utilize Retrieval Augmented Gener-
ation (RAG) process in our design and task the model with capturing
the deceptive patterns, classifying its category, e.g., false hierarchy,
confirmshaming, etc., and explaining the reasoning behind the classi-
fications by employing recent prompt engineering techniques, such
as Chain-of-Thought (CoT). We first create a dataset by collecting
Ul screenshots from the literature and web sources and quantify the
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agreement between the model’s outputs and a few experts’ opin-
ions. We additionally ask experts to gauge the transparency of the
system’s explanations for its classifications in terms of recognized
metrics of clarity, correctness, completeness, and verifiability. The
results indicate that our approach is capable of capturing the de-
ceptive patterns in Uls with high accuracy while providing clear,
correct, complete, and verifiable justifications for its decisions. We
additionally release two curated datasets, one with expert-labeled
Uls with deceptive design patterns, and one with Al-based gener-
ated explanations. Lastly, we propose recommendations for future
improvement of the approach in various contexts of use.

CCS Concepts

« Security and privacy — Social aspects of security and pri-
vacy; Social engineering attacks; - General and reference —
Evaluation; - Human-centered computing — Natural language
interfaces; HCI design and evaluation methods.
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1 Introduction

Deceptive (design) patterns (or Dark Patterns), which we abbreviate
as DPs, are digital practices that manipulate, trick, or coerce users in
ways that may harm them but serve the interests of the companies
that implement them [61]. DPs are increasingly under scrutiny by
the academic community that, among the others, also contributes to
determine their harm [37]. Most DPs are recognized as mechanisms
to circumvent the law by data protection authorities [7], consumer
protection agencies [5, 31, 66] and their use is explicitly prohibited
in recent regulatory efforts [19, 24-26]. In light of this, the use of
some of these deceptive practices has been sanctioned by relevant
watchdogs [13, 51, 76].

Since 2010, when Harry Brignull first named these practices as
"dark patterns" and introduced categories such as sneaking, trick
questions, and nagging [12], the list of DPs have expanded to more
than 70 categories [35, 63], demonstrating that these patterns can
manifest in various ways, contexts, and use cases. The usage of this
practice is widespread, with the European Commission (EC) report-
ing in 2022 that 90% of the most popular apps in the EU contain at least
one DP [29]. To curb the proliferation of these practices and equip
stakeholders with tools that can contrast the existing automation
asymmetry (where slow-paced manual detection methods compete
with large-scale implementations of DPs), efforts have led to the
development of various automated detection tools employing tech-
niques such as machine learning (ML), natural language processing,
and computer vision [16, 59, 65]. However, these tools have limited
identification coverage and robustness [67], and we claim that this
is because they lack multimodality, which makes them type-specific,
i.e., they are working on specific aspects, such as text, images.

This study focuses on pre-trained Multimodal Large Language
Models (MM-LLMs), which are built using Large Language Models
(LLMs) and can simultaneously handle multiple data types, including
text and image, performing at the same levels as humans in specific
contexts [85]. In principle, MM-LLMs can address the limitations and
robustness issues of the existing detection tools, outperform them
while being more efficient to use, i.e. less labor intensive. It is not
hard-coded like a rule-based model, which could enhance its robust-
ness when addressing previously unseen deceptive design examples.
Instead, these advanced language models learn from the data via the
neural network components in their architecture [81]. Furthermore,
they can provide reasoning behind their decisions [49], which is
particularly critical for enhancing the transparency of a model that
can be used as a decision-support system. Transparency is a prereq-
uisite for the accountability of the decisions taken by its users. We
propose our pre-trained MM-LLM-based approach (which we call
DeceptiLens) to detect deceptive designs on the web and mobile user
interface (UI), employing one of the state-of-the-art models, GPT-40
[40], along with an advanced prompt engineering technique, the
Chain-of-Thought (CoT[84], and a framework that minimizes errors
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by retrieving relevant information (Retrieval Augmented Generation
-RAG) [52].

With this research study, our aim is not only to propose an imple-
mentation that identifies a potential DP on a UL but also to provide
relevant information that can enhance user trust in the functioning
and the results of the tool. Thus, we guide our model to present expla-
nations of the reasoning behind each decision. Explanations should
be clear and objective to prevent misinterpretations and enable users
to make informed decisions. Thus, we encourage the model to use
the concept of measurable features proposed by [47] and include the
information of the reference document that is used to reduce the
uncertainty within explanations [43]. We specifically aim to answer
the following research questions:

e RQ1:Is the accuracy of the MM-LLM-based approach
in tasks of automated detection of UI-based deceptive
design patterns equivalent to that of human experts?

e RQ2: How clear, correct, complete, and verifiable is the
reasoning generated by our deceptive pattern detection
tool for experts?

To address these questions, we first narrow our focus to 12 DP
categories and create a dataset by gathering labeled or reported GUIs
with DPs. We then test whether an MM-LLM (GPT-40) empowered
with the CoT technique and the RAG framework, is capable of rec-
ognizing these patterns and providing explanations for its decisions.
Later, we ask DP experts to assess if the same GUIs contain DPs
and we calculate the agreement between the experts’ opinion and
the model’s output. Beyond calculating the accuracy of the perfor-
mance of the system, we also ask the same experts to evaluate its
transparency which we operationalize through clarity, correctness,
completeness, and verifiability of the system’s explanations. In this
light, our contributions are:

o The first approach that proposes, designs and implements an
automated deceptive design detection based on Multimodal
Large Language Model and RAG process.

o A thorough DP expert evaluation of the accuracy and trans-
parency of the approach based onrecognized metrics of clarity,
completeness, correctness and verifiability.

e The creation and publication of two datasets: the first one
includes screenshots of Uls and deceptive design category
annotations, and the second one includes Al-based generated
explanations for each label’s reasoning.

2 Related Work

2.1 Deceptive Patterns Taxonomies

From the beginning of the DPs scholarship, attempts have been made
to classify these various designs into a logical structure that could
cover the internal similarities between different groups of patterns.
The first classifications were empirical primarily by nature, includ-
ing Brignull’s initial classification, where he described several types
of DPs’ [12]. Subsequent works were dedicated to specifying the set
of DPs’ for specific domains, e.g., gaming [88] or e-commerce[60], to
specific types of interface, or to proposing higher-level types accord-
ing to type of harm they can create[45]. As DP’s came into the light
of public and legislative attention, several bodies presented their
own short or extended classifications of DPs’ in connection with the
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type of protection (e.g., data or customer protection) (e.g., [5, 7, 31])
they aimed to establish, creating even additional classifications.
Inrecent years, more and more efforts have been made to produce
a taxonomy that is not just descriptive but also consolidates them
into a hierarchical structure. This provides an opportunity to the-
oretically predict the emergence of new types of low-level patterns
(the particular instances of Ul-executions) based on higher-level
categories. The works of [34, 35] moved towards a standardized set
of categories for the DPs, which can be operationalized in terms of
logical descriptions to provide a way for algorithmic analysis of DPs
[35]. In addition to these studies on DP taxonomies, there are efforts
[46, 47] to provide objective descriptions of specific DP types (e.g.,
through measurable features of the human-computer interaction)
to provide actionable definitions while investigating their presence.

2.2 Automated Detection of Deceptive Patterns

Asthe efforts to recognize and classify instances of DPs with a shared
vocabulary progress, advancements in machine learning have en-
abled researchers to develop Al-based models for automatically
detecting DPs. Mathur et al. [60] were the first to experiment with
a crawler and a large-scale approach for DP’s found on e-commerce
websites. Mansur et al.[59] developed a machine learning pipeline
that combines computer vision with NLP for text analysis, with color
brightness and spatial analysis to examine Ul screenshots of mobile
and web apps.

Chen et al.[16] proposed UlGuard, a knowledge-driven system
using computer vision and NLP matching to automatically detect
DPs in mobile Uls. The authors claim that this can be a helpful tool for
designers and regulators to check for the presence of DPs in artifacts.
Kirkman et al.[44] focused on the automated recognition of DPs in
the specific context of cookie consent dialogs. Other approaches
have privileged an assessment of the compliance with legal provi-
sions even going beyond user interfaces, such as [11]. The authors
developed an automated large-scale analysis of cookie notice com-
pliance with the GDPR by comparing the available consent options
and the declared processing purposes with the actual installation
of cookies on the user device. Such tools could be categorized as
SupTech (Supervisory Technology), assisting human beings in reg-
ulatory tasks [74]. Other tools have been developed, however the
evaluation performed by [67] highlights that none of them can detect
the totality of DPs, collectively achieving a 50% coverage. To the
best of our knowledge, to date, there is only one other attempt based
on LLMs for the detection of DPs, where [77] leveraged in-context
learning capabilities of GPT-3 to perform a new task using inference
by conditioning on a few examples.

2.3 Multimodal
Large Language Models (MM-LLMs)

MM-LLMs overcome the restrictions of conversational LLMs that
are capable of processing only text data by integrating multiple data
types [86]. They also have the properties of LLMs,such as language
generation, due to their design being based on the LLMs [54].

2.3.1 Reasoning capabilities. MM-LLMs have advanced in inter-
preting visual elements, transitioning from basic text prompts to
more sophisticated methods for analyzing visual contexts [73]. In
the context of detecting DPs in Uls, MM-LLMs leverage strategies
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such as encoding textual coordinates, extracting visual features, and
employing visual markers to capture specific design elements [60].
These methods are complemented by reasoning frameworks like
Chain-of-Thought (CoT) [84] prompting. This decomposition ap-
proach has shown improved performance in arithmetic and symbolic
reasoning tasks, making it highly applicable to identifying and ex-
plaining deceptive design practices. Building on this, [90] introduced
Multimodal CoT reasoning, which integrates language and vision
inputs to produce intermediate reasoning steps for multimodal tasks.
Their approach demonstrated superior performance on benchmarks
like ScienceQA Leveraging these reasoning techniques alongside
MM-LLM-specific prompting strategies, such as zero-shot and few-
shot learning, offers a unified framework for addressing the chal-
lenges of DP detection. This integration enables the model to provide
clearer andinterpretable justifications, while enhancing its capacity
to identify subtle deceptive elements in both static and dynamic Uls.

2.3.2  Risks and errors. The LLMs’ risks of generating incorrect or
biased content [69] are also present in MM-LLMs due to the architec-
ture. There are others risks, such as sensitivity to visual noise, which
affects the reasoning and overall output of the model [72]. MM-LLMs
may fail for different reasons, such as CLIP missing important details
[82]. The implementation domain and use cases also affect the perfor-
mance of MM-LLMs. For example, MM-LLMs can produce infeasible
solutions to tasks that require physical reasoning [32]. In light of
these previously mentioned risks, MM-LLMs may wrongly reason
about the presence of DPs and generate incorrect explanations.

2.3.3  Retrieval Augmented Generation. Retrieval Augmented Gen-
eration (RAG) is a technique that combines generative capabilities
with a retrieval mechanism to enhance the factual accuracy and
relevance of model outputs [52]. By integrating retrieved data into
the generation process, RAG reduces hallucinations and improves
explainability by providing outputs linked to specific references [41].
This is particularly beneficial in tasks requiring multimodal reason-
ing, where visual and textual data must be combined for accurate
interpretation [90]. While RAG enhances performance by dynam-
ically incorporating up-to-date and context-specific information, its
effectiveness depends on the quality of the retrieval system and the
relevance of the external data. Despite these challenges, RAG is a
preferred approach in scenarios like regulatory compliance, where
accuracy, transparency, and adaptability are critical [64].

2.3.4 Quality of Explanation Metrics. The ability to present clear
and understandable explanations is the core of explainable Al sys-
tems [80], which enhances users’ trust [38]. Providing understand-
able and useful explanation helps transparency in Al models, in-
cluding LLMs [55]. Assessing transparency of Al models, can be
measured with metrics such as clarity, i.e., the explanation is clearly
understood, and informativeness, i.e., the explanation is correct and
relevant [18]. [39] discusses the assessment methods for the good-
ness and satisfaction of the AI system explanation through clarity
and precision, completeness, usefulness, accuracy, and trustworthi-
ness metrics. [91] addressed the attributes of Al explanations in
high-level categories of interpretability and fidelity through clarity,
completeness, and correctness metrics. [28] have studied the effects of
explanations in Al-advised decision-making processes, concluding
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that explanations allowing verification are considered useful and al-
low complementary performance; implying that a human performs
better via collaboration with the Al system. In this regard, we can
include the term of verifiability, i.e., ability of determining the cor-
rectness of the explanation [28], into the set of metrics. They also
highlighted the strong relationship between verifiability and useful-
ness, which is an important criteria for transparent Al systems [55].

2.3.5 Human-in-the-Loop Systems. Our approach is connected to
the concept of human-in-the-loop (HITL) systems, emphasizing the
role of human expertise in guiding Al decision-making processes, to
ensure accountability and interpretability [23]. By involving experts
in evaluating the detection and classification of DPs in user inter-
faces (Uls), it helps the accuracy and relevance of the model’s outputs.
The iterative feedback loop in our approach allows human users to
provide insights on the model’s performance, enabling adjustments
to its reasoning and classification mechanisms [2]. Integrating Re-
inforcement Learning with Human Feedback (RLHF) [17] would
further strengthen the connection between the Al model and human
evaluators. RLHF provides a framework for leveraging human input
to fine-tune the model dynamically, optimizing its performance.

3 Methods
3.1 Research gaps & Research Questions

Our research aims to empirically test our proposal, which aims to
support stakeholders detecting DP in a reliable and scalable manner.
Our approach can be useful for identification of problematic practices
in digital services [10, 62, 88]. Our tool should also be useful for regu-
latory bodies, seeking to investigate deceptive practices (see sec. 5.4).

Modern Al models face significant challenges, such as the need for
huge amounts of structured and well-labelled training datasets and
data-type-specific processing techniques. They are also restricted by
their singular design, which does not accommodate the multimodal
nature (text, graphics, etc.) of DPs. This makes ML-based systems
insufficient for comprehensive DP detection. We check whether MM-
LLMs can assess the presence of DP as well as human experts (RQ1)
by bypassing the limitations of the aforementioned ML models via
their multi-modal design and "emergent abilities" [87].

On the other hand, since transparency helps the auditability of
systems [68], we aim for our MM-LLM-based DP detection system
to provide meaningful explanations for each detection reasoning to
users. Thus, we investigate whether these explanations are transpar-
ent, i.e., whether they are clear, correct, complete, and verifiable by
human experts (RQ2). These concepts are well-defined criteria in the
literature, as discussed in section 2.3.4. Moreover, clarity, correctness
and completeness are commonly considered fundamental pillars of
transparency (e.g., the definition of transparency in Art. 13 GDPR
or Art. 13 Al Act). Verifiability of the explanations is also key, as it is
linked to their usefulness: "explanations are only useful to the extent
that they allow a human decision maker to verify the correctness of
the AI's prediction” [28]. None of the existing approaches have ever
been evaluated by DP experts in this regard.

1945

Kocyigit et al.

Table 1: Target Deceptive Design Pattern Categories

1  False Hierarchy 8  Bad Defaults

2 Disguised Ads 9  Countdown Timer

3 Sneak into Basket 10  Limited Time Message
4 Hidden Costs 11 Confirmshaming

5 HighDemand 12 Trick Questions

6 Low Stock 13 Activity Messages

7  Endorsement and Testimonials

3.2 DP Dataset

We consider the 2024 taxonomy of [35] as a starting point for the
creation of our dataset. We apply the granular specification as demon-
strated in [47] (i.e., the low-level patterns that exhibit specific, iden-
tifiable characteristics) and list 43 categories of DPs. We selected 28
DP categories that are present in more than one taxonomy consid-
ered by [35]. Afterwards, we collected screenshots of DPs in web or
mobile Uls, from sources given in Table 6. The authors included false
positives in the data set. We prefer both UIs without DPs and those
with DPs but labeled differently. For example, Figure 2 demonstrates
an example of "Countdown Timer" that was presented in [60]. On
the other hand, we included false positives, such as Figure 3, which
has a similar design. We then exclude categories for which we do
not find at least 5 UI examples reported as DPs. Finally, we combine
similar and overlapping categories, such as "high demand and low
stock" or "countdown timer and limited time messages", and obtain
9 labels covering 13 DPs categories as given in Table 1. We use this
dataset as a test set to compare the experts’ opinion and our model’s
evaluation. We present data and code’.

3.3 Design

In order to answer the RQ1 and RQ2, we design a frame shown in
Figure 1 to create a DP detection tool that is capable of explaining
the reasoning behind its decisions.

3.3.1 Conceptual motivation. We choose GPT-4o (https://openai.
com/index/hello-gpt-40/) as our MM-LLM due to its state-of-the-art
performance in linguistic and vision-based tasks [15] and the ease of
use due to its API support. It is one of the leading models in the LLM
landscape [57]. In addition, it is multilingual and supports 20 lan-
guages, on top of English. Although advanced pre-trained MM-LLMs
indicate significant success in various tasks, the well-known issue of
generation of factually incorrect responses is still present. To address
this problem, we employ Retrieval Augmented Generation (RAG)
and Chain-of-Thought (CoT) techniques in our design, which are pre-
sented in Section 3.3.2. Furthermore, we force our tool to use a certain
structure in its reasoning and in the output explanation, which con-
tains (1) "DP measurable features" [47], (2) a step-by-step analysis,
and (3) areference to the documents used for reaching the conclusion.

3.3.2  Model, Prompt Engineering, RAG. We employ prompt engi-
neering techniques, such as instructive and contextual prompts [33],
and apply strategies, such as using clear language and dividing the
tasks into subtasks. We construct a prompt given in Appendix C
based on the selected DP target category and retrieve a relevant

!https://github.com/kocyigitemre/deceptilens.git
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text, such as a description or an example from a vector database that
stores the full text of the ontology of Gray et al. [35] and the seminal
paper on DP attributed by Mathur et al. [61], as part of the RAG
process. These were selected because they contain DP definitions
and examples and systematize existing knowledge. Moreover, they
are highly cited, peer-reviewed publications. We did not strive to
find the perfect database, but rather to create a knowledge base that
would have been familiar to the study participants who are part of
the academic community. The model uses this retrieved text while
assessing the presence of DP in the given screenshot. An example
input-output pair of the model is shown in Table 3.

3.4 ExpertEvaluation

We gathered a diverse set of experts composed of 14 academic re-
searchers with multi or interdisciplinary expertise on DPs (i.e., HCI,
UI/UX design, consumer protection, data protection, behavioral eco-
nomics). They all had at least one peer-reviewed publication on the
topic of DP. The study was organized in three stages. First, they
were asked to assess the presence of a specific DP category on given
Uls, identically to the task provided to the system. Secondly, they
evaluated the explanations about the DP assessment that were gen-
erated by DeceptiLens. Finally, we asked them to comment on their
evaluations in an optional interview and asked for their feedback
to improve our approach. The details of each stage are given in the
following sections.

3.4.1 Task 1: Classification accuracy. Each Ul of the dataset was
assessed by three different experts who performed a binary classifica-
tion considering the presence of a specific DP category on randomly
distributed instances. An example question is given in the appendix
D. Then, we compared our model classification with the classification
of experts by taking the majority opinion into account to understand
the agreement among them. We calculated the accuracy, precision,
and recall scores of the model. We conducted these evaluations for
both the majority opinion and the consensus, referring to cases where
experts are in complete agreement. Furthermore, we measured the
inter-rater agreement among the experts and examined how the
examples included in our dataset and reported as DP are evaluated
by the experts. We use absolute agreement scores and weighted
measures of agreement: Cohen’s Kappa [83] and Fleiss’ Kappa [27]

3.4.2 Task 2: Explanation Evaluation. Whereas the previous task
was geared towards computing the accuracy of the model compared
to expert evaluations, the second task was mainly dedicated to as-
sessing the transparency of the explanations. In this task, each expert
evaluated five randomly assigned explanations that are generated
by DeceptiLens for each DP assessment reasoning in terms of clarity,
correctness, completeness, and verifiability of the explanations. Ques-
tions were asked on a 1-5 Likert scale (strongly disagree, disagree,
neither agree nor disagree, agree, strongly agree). We provided the Ul
and the Al explanation, asking the experts to select "strongly agree"
if they found the explanation to be clear (i.e., the text is easily under-
stood and unambiguous), correct (i.e., the text accurately reflects the
truth), complete (i.e., the text contains all needed information), and
verifiable (i.e., the text provides information about the process of
determining correctness through concrete and observable elements).
An example question of this task is given in Appendix D.
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Table 2: Demographics of the interviewed participants

No. Professional Years of exp.  Years of exp.

domain in the domain on DPs
UX design 20 4
5 Behav. economics 3 2
6 HCI+law 5-6 5-6
12 Online privacy 7 5
15 Design, Data Prot., Al 10 6

3.4.3 Task 3: Interviews. While inviting the experts to participate in
Tasks 1 and 2, we also asked them to join an optional (compensated)
supplementary semi-structured interview session. Five participants
joined the interviews (see demographics reported in Table 2) that
lasted around 45-60 minutes. The objective of these sessions was
to use an in-depth qualitative approach to find the features that
contributed to the experts’ perception of the explanation quality by
the parameters described in the definition of Task 2. We applied a
deductive-inductive approach to analyze the interviews [48]. To do
that, we asked experts to reflect on the ratings they provided and
compare the instances with high/low ratings to determine the main
reasoning behind the ratings. We also asked experts to provide their
general opinion about the characteristics of the system explanations
and their perception of the system’s utility. The full interview guide
can be found in Appendix E. Based on that, Author 2 and Author 3
coded one interview of the dataset and then compared and discussed
the coding categories. After the comparison, Authors 2 and 3 coded
each 50% of the dataset; after full coding, Authors 2 and 3 discussed
the final results. Similarly, Authors 2 and 3 coded the comments to
Task 2 using the same code book.

3.5 Ethical and Legal Aspects

The participants were appropriately informed of the objectives and
modalities of the research study and have freely consented to par-
ticipate. This study has been carried out in accordance with the best
practices for research with human subjects [79], the principles estab-
lished in the EU Code of conduct for research integrity [1] and the
recommendations provided by the EC’s guidelines on the use of gen-
erative Alin research [30]. The study has received ethical approval
by the Ethical Review Board of the University of Luxembourg, under
authorization 22-005 DPVADM. All participants were compensated
for taking part in Task 1 and 2; those that agreed to be interviewed
received an extra 15 EUR voucher. Any personal data collection has
been carried out in accordance with the GDPR provisions concerning
lawfulness, transparency and fairness, including data minimization,
purpose limitation, and data protection by design and by default. The
data processing activities have been documented in the dedicated
institution’s register.

4 Results

4.1 Performance
of DeceptiLens compared to Experts

We first checked the consensus rate of the experts in the binary classi-
fication of the Uls. % 71.62 of the instances were classified in complete
agreement. In other words, %28.38 of the instances were classified by
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Table 3: Example Input and Output of the DeceptiLens

Output

o {Query}: Is there a specific DP (e.g., Bad Default) in the given UI?
e Context

o Tasks

e Chain-of-Thought-based assessment

o {Retrieved Text}

e Screenshot:

&« Suggest your account to others @

Contacts

Add a phone number

Facebook friends

Connecta

Facebook account

Users with mutual connections

pen or send shared links

1. Measurable Features:

o Default Settings: All options are toggled on by default.
o Visibility: The toggles are clearly visible, but the implications of being
switched on are not immediately clear.
o Language: The language used is neutral, but it requires users to actively
change settings to protect their privacy.
2. Assessment:

o The default settings are privacy-invasive, as they automatically suggest
the user’s account to various groups without explicit consent.

e Users must take action to disable these settings, which can be
considered a "Bad Defaults" dark pattern. This subverts the expectation
that default settings are in the user’s best interest.

o The interface does not provide clear, immediate information about the
privacy implications of these settings, which can lead to unintentional
disclosure of information.

3. Conclusion:

o The design employs a dark pattern by using privacy-invasive defaults
that require users to actively opt out to protect their privacy. This
aligns with the concept of "Bad Defaults" as described in the literature
on dark patterns.

o Quote: "Subverts the user’s expectation that default settings are in their
best interest by requiring them to actively change settings that could
cause harm or lead to unintentional disclosure of information." (CHI
’21, May 8-13, 2021, Yokohama, Japan, Mathur et al.)

majority vote (i.e., two out of three experts agree). We also measured
the agreement between the experts by calculating the Fleiss’ Kappa,
which is 0.5743. This demonstrates that even DP experts had mod-
erate agreement while evaluating whether there is a DP on the Uls.
Then, we separately calculated the accuracy, precision, recall and
f-1 (harmonic mean of precision and recall) scores by comparing our
model’s predictions with the expert opinions. This evaluation was
carried out for the consensus opinion of the experts and including the
majority votes as shown in Table 4. In addition to achieving promis-
ing overall scores, our model reached a recall score of %100 based on
the consensus of expert opinion. This indicates that our model did
not miss any Ul classified as DP by the full consensus of the experts.
We also calculated the Cohen Kappa score as 68.26% (consensus) and
57.14% (majority) based on the true positive, true negative, false pos-
itive, and false negative numbers for this case. It shows that there is
substantial agreement between the model and expert opinion when
there is consensus. Therefore, answering our RQ1, the accuracy of
the approach can be considered comparable to that of human experts.

4.2 Clarity, Correctness, Completeness and
Verifiability of the DeceptiLens’ Explanations

Each expert evaluated five different (randomly pulled from the full
set) explanations that our model generated about the reasoning be-
hind each DP classification decision. Median values for each criteria,
i.e., clarity, correctness, completeness, and verifiability, are given in
Table 5. The results suggest that experts strongly agree that the
overall explanations are clear and correct, while they reflect slightly
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Table 4: DeceptiLens’s Performance Considering Expert
Opinions. Consensus refers to cases where all experts share
the same opinion on the evaluation of DP. Majority refers
to cases where there is contradictory opinion among experts.
Overall includes both consensus and majority.

Consensus (%) Majority (%) Overall (%)
Accuracy 88.67 57.14 90.54
Precision 86.36 61.11 89.09
Recall 100.00 84.61 84.48
F_1Score 92.68 70.97 86.72

weaker agreement for the completeness and verifiability of the ex-
planations. Although the experts thought that the explanations were
correct in general, they expressed lower ratings for the correctness of
"Sneak into Basket or Hidden Costs" category assessment and for the
verifiability of the "Countdown Timer or Limited Time Messages".
However, the sample size is so small that any conclusion about the
reasons for these differences would be unreliable, thus we only dis-
cuss limitations of specific explanations as raised by the participants.
Answering our RQ2, we can conclude that while there is no baseline
evaluation of the transparency parameters from previous works, in
general, all our results are at least on the "Agree" side of the scale. In
the following, we additionally provide the qualitative evaluation of
these parameters via semi-structured interviews to grasp the nuances
of the experts’ perception of the quality of the Al-based explanations.
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Table 5: Evaluation Results of the Explanations by Experts
on a 1-5 Scale. (1: Strongly Disagree, 5: Strongly Agree)

) & &
S .
& é‘& \@@o r‘z;é&
.& < ,@Q :
AP > N R

Category < o
Overall 5 5 4 4
Bad Defaults 5 4 4 4
Confirmshaming 4.5 4 3.5 4
Countdown Timer or 5 45 45 3
Limited Time Messages
Disguised Ads 5 45 5 4
Trick Questions 5 5 5 4
Sneak into Basket or 4 3 4 4
Hidden Costs
High Demand or 4 5 5 4
Low Stock
Testimonials and

5 5 4.5 5
Endorsements
False Hierarchy 5 5 4 5

4.3 Qualitative feedback on the explanations

4.3.1 Perceived quality of the system. Explanations were perceived
as "short, concise and overall well-written" (P5) and useful as they
provide a simple binary answer to the presence of DPs. The struc-
tured way of providing a step-by-step explanation was mentioned
as one of the elements that supports understandability ("it’s clearly
understandable what’s the different parts are for. So the first one, it’s
clearly about what has been detected by the system. Then the second is
how the system is kind of analyzing those elements and then [there’s]
the conclusion" (P12)). It also enables the comparison between the
models’ explanation and the given screenshot, which together with
the granular assessment of Ul elements in turns facilitates the human
checking of the correctness and completeness of the answer. Provid-
ing the definitions from scientific publications was also positively
valued, which contributes to "a sort of authenticity" (P6) and helps
with the verifiability of the assessment, even though looking up the
actual content of the paper "is a lot of work" (P2).

There were also some issues in the explanations that were raised
by the study participants. Some underscored an occasional lack of
coherence between the three parts of the explanations ("conflicting
information between the measured features, the assessment and the
conclusion" (P15)) or the mention of elements that are not related to
the identified DP, sometimes raising the fear that the model has " cher-
rypicked" from the DP definitions (P13) or adopted "a very specific
definition" (P15) that may not be generalizable or accurate.

Participants often lamented that the model would skip certain
elements or DPs, without providing a complete assessment of the
UL Others commented that it was difficult to gauge what the model
assesses and what it ignores . Some deplored incomplete citations
of the references, which negatively impacts the verifiability ("I am
not sure if the description in the cited paper is correct and if this pa-
per exists" P2). Sometimes the tool is vague about which content it
considers of the mentioned publications, using expressions such as
"aligning with Mathur et al." or making claims of similarity without
explaining the reasons.
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The experts underlined a set of issues with the correctness and
completeness of the assessment. In a couple of cases,the participants
noticed that the elements mentioned in the assessment did not cor-
respond to the screenshots (e.g., "the checkbox is not preticked" P1;
)- Some definitions of DPs were not considered accurate by the par-
ticipants ("The explanation uses a definition that is not necessarily
agreed upon"P2) or they used inaccurate terminology. More impor-
tantly, participants observed that the model occasionally applied
the DP definitions in an overly comprehensive manner (""may make
users feel" ... is so carefully phrased that it might always be true" P2)
and that conclusions were seldomly based on an inherent assump-
tion of "darkness" (P6) ("the fact that the information is false is taken
for granted" P3). Certain instances contained what was perceived as
mistaken assessments in the perspective of the experts ("I don’t think
that the red text is a tactic to draw attention away" P13). The depen-
dence of a correct interpretation on contextual elements that were
not provided to the LLM, was also raised, such as the completeness
of the Ul and the "user’s expertise and interpretation” (P6).

4.3.2 The issue of detecting DPs on the Ul. Many comments main-
tained that it is difficult, or even impossible, to assess the presence
of DPs on a screenshot alone. Sometimes DPs are visible as parts of
processes ("I think my problem here was really about having just this
piece of the interface and not having the whole user experience journey"
P15). In other cases, the Ul is insufficient ("It depends on the design’s
back-end to determine the truth" P6) and context (or a comparison
of the same Ul at different times) is needed to avoid making a guess,
for example when it comes to countdown timersAs a consequence,
P1: "the conclusion is an overstretch, the Al cannot know if the claim
is false or truthful".

This also raised the question of the objectivity of expert detection
("I don’t think we all agree on what is really a dark pattern [...] there is
really quite a huge difference in interpretation." P15) and of academic
scholarship ("just because you find a paper that says A, [it] doesn’t
mean it’s the holy truth" P1).

4.3.3 Trustinthe Almodel. Theissue of trusting the LLM was raised
by a few Al-savvy participants in terms of interpretation of the DP
publications and fabrication of content ("you cannot really trust Al to
have properly interpreted the paper and is the citation coming from it or
is it made-up?" P1), even though the doubts can be counterbalanced
by the confidence in the system designers (i.e., the authors) ("But
because you and your team and you are doing this, I believe in you [...] I
trust the provenance of the researcher, not of any researcher" P12). Even
though the impossibility of research objectivity was underscored
earlier, trust in research publications seems to be blind for some
participants: "It looks verifiable, and since I know the paper I trust" P5;
"for me as a researcher, I look at citations and I'm like, yeah, great |[...]
Trust the definitions!" P6).

4.3.4 Target users and the overall system usefulness. DeceptiLens
was perceived as useful for different users, for example for researchers
to support the analysis of digital services, to build evidence for the
civil rights association doing advocacy work (including supporting
the general public who wants to contribute) and to educate students
and younger generations. It was not considered helpful for regula-
tors, though, as it uses a research-oriented vocabulary and does not
provide legal arguments about the lawfulness of the design practices.
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4.3.5 Suggestions for the system’s improvement. The experts pro-
posed several recommendations to improve the quality of the system.
First, for enhancing the comprehensibility for users and filling the
lacuna in the explanations, the experts proposed to reorganise and
enhance the content by (a) rearranging the order of information by
priority, for example by including a concise conclusion first instead
of starting from the measurable elements so the user first under-
stands the system verdict and then moves towards the explanation
(which could also be given as a second layer of information on de-
mand that could address the informational needs of different users)
or order statements according to what is a more dangerous influence
for decision-making; (b) avoiding repetitions since "in general the
last assessment is already a conclusion” (P5); (c) separating better the
design elements from the judgment on its potential outcomes on the
user; (d)standardizing the citations of the references and including
alink to support checking the information; (e) referring to only one
source , i.e., the ontology, to provide more consistent definitions
across DP and resolve the confusions of different interpretations; (f)
adding the definition of the DP to the explanation; (g) improving the
graphical presentation by e.g., colorcoding the result of the assess-
ment so that the results of the assessment are clear at a glance even
without reading the whole text.

In response to the question of verifiability of the Al assessment,
experts proposed to show the users a step-by-step analysis or a
decision-tree interpretation of analysis, combined with confidence
rates of the element being a DPs. Finally, one of the experts pro-
posed that the system should be able to interfere with the proposed
interface, showing how the design without the DP could look like.

5 Discussion

5.1 General performance of the system

The overall results about accuracy, clarity, completeness, correctness
and verifiability are very remarkable. Completeness ratings were not
always very high because the participants expected the assessment to
be about all the DPs in the interface, whereas the LLM was instructed
to look for the presence of specific DPs. When asked whether any
other criteria would have been useful to assess the performance of
the system, the experts found that these metrics were sufficient.

5.2 How might the presence of DPs reliably
assessed by human beings and by MM-LLMs?

We observed that even experts do not reach full consensus on detec-
tion tasks: only 71.62% of the Ul examples were classified in complete
agreement. When we investigated the reasons through the qualita-
tive analysis, we observed two main causes. First, Ul screenshots
alone are often insufficient to assess the presence of particular types
of DPs: contextual information, user journeys and code is also needed.
Other types of data, such as web source files of the related page, or a
video record that shows the interactions are needed to be sure about
the functionality of the buttons. Second, the lack of objective descrip-
tions of the DPs types causes different interpretations. For example, a
clear indication of an advertising objective must be present on the Ul,
otherwise it can be considered as a "Disguised Ad" according to the
definition contained in [35]. However, one of the experts remarked ,
even when the advertising mark is not clearly visible, contrast is suf-
ficient to distinguish the advertisement from the main content of the
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web page. As a result, two out of three experts classified an instance
that was reported ? as an example of DP as non-DP. Moreover, some
participants explicitly stated that even the expert classification is
not objective and pointed to individual characteristics of users that
may also influence such classification (e.g., "difficult language" is not
an absolute value and rather depends on the actual user).

These results point to structural problems of the current state-
of-art DP definitions and the methods for analysis. First, in certain
cases, the mechanics of DP necessitates the user-computer interac-
tion beyond static Ul representations. Therefore, including statical
examples in the datasets of DP creates uncertainty both for humans’
and for the model’s interpretations. Second, in many cases, the an-
swer about DP presence can be represented as a continuum of options
rather than a binary yes/no classification. Generally speaking, there
are certain patterns that may be manipulative in one context but not
in another (e.g., adding steps as a friction design pattern may be a
legitimate strategy to slow down automated behavior and bolster
reflective thinking to strengthen security [22], but it is demonstrated
that it increases cookie consent acceptance rate when it is associated
with consent refusal [6]), while certain DPs (e.g., DPs that omit rel-
evant information) may intrinsically be more difficult to spot than
others [9]. The ease of "visual detection" for human beings has also
been pointed to as one of the reasons why many legal proceedings
against illegal deceptive design practices only address issues at the
interface level and disregard the underlying code [51].

An important measurement was that the recall score of our ap-
proach achieved 100% when experts unanimously agreed on the
presence of DPs without any objection. This indicates that Decep-
tiLens did not miss any DP compared to the experts. However, when
there are contradictory opinions among the experts, it is plausible
to observe this situation reflected in the DeceptiLens’ behavior. This
issue also raises another discussion point: "Can we use the dataset
to train an Al-based DP detection model even when the experts do
not agree on it?". One solution to this would be to only include data
where the label has full consensus. Another observation related to
this was the classification of a screenshot, which was presented as
an example of DP in a well-known academic paper [60] published in
2019. The expertslabeled it as non-DP while the model identified it as
an example of "Hidden Costs" consistently with the aforementioned
paper. This situation brings up the following question: "Should the
previously collected data still preserve its label and can it be reliably
used to train or instruct the Al models?". This should be critically
considered, otherwise, no matter how reliable the data source, as
observed in this case, it may no longer be a DP and mislead the model.
A difficulty in this respect is that, at date, there are almost no curated,
publicly available datasets of DP instances that have been carefully
assessed by DP experts based on the current available knowledge
produced by DP scholarship. With our dataset contribution, we seek
to bridge this gap in current research, even though we acknowledge
that this is just a first step in this direction.

5.3 How might we make the explanations
more reliable while avoiding overreliance?
Experts generally agreed that the system provides clear, transparent,

and verifiable explanations about its reasoning and results. This is

Zhttps://darkpatterns.uxp2.com/pattern/relay-for-reddit-ads/
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a crucial system design consideration that the other Al-based ap-
proaches mentioned in Section 2.2 did not engage with. Yet, study
participants still acknowledged some limitations to verifiability. We
implemented verifiability through reference to the scientific sources
and reference to the measurable elements in the interface, which
could be the basis for DP implementations. While the experts men-
tioned that the latter mostly worked and helped to catch the system’s
mistakes, the former occasionally became a source of confusion. The
inclusion of bibliographic citations could even be perceived as an
"anti-transparency" and authority cue [56] that may cause automa-
tion bias - an overreliance on decision-support systems’ output with-
out looking for or simply ignoring counterfactual information [20].
Experts expressed doubts that DeceptiLens users would check the
lengthy, complex publications themselves and would rather blindly
trust the "scientific sources" mentioned by the Al system. We add
RAG process by including another fully independent component of
the DeceptiLens’ architecture, responsible for retrieving most rele-
vant scientific sources from our database to minimize risks of made-
up scientific references in the explanation of the core MM-LLM.

Since adding explanations seems to increase human overreliance
on the system [4], an approach that has been proposed to counter
automation bias is the implementation of cognitive forcing functions
[50]. Namely interventions that disrupt automatic, heuristic-based
reasoning and engage the human being in reflective thinking [14],
based on the dual-process theory [42]. For example, asking the user
to make a decision before being shown the Al suggestion, delaying
the Al answer so that the user can form their own opinion first and
allowing the user decide whether they want to look at the Al recom-
mendation, may reduce overreliance at the expense of acceptability
[14]. As noted by the authors, beyond improving the intrinsic quality
of explanations, efforts should be devoted to designing an interaction
between Al systems and humans, to ensure that they make meaning-
ful use of the explanations and make informed decisions. The future
versions of the systems should not only perform on a considerable
level, but it should also have mechanisms for facilitating user reflec-
tion. For example, the system can ask the user about their perception
of the interface and facilitate a step-by-step reasoning [21].

5.4 How might we enhance the approach?

5.4.1 Enhancing the Approach for Researchers’ use. We believe there
are several ways to increase the transparency of the assessment
results presentation. One of them includes showing the systems’
(un)certainty about the results. Recent studies in this area showed
that acknowledging the degree of the system’s certainty can raise the
trust in the system and help users make better decisions [4, 71, 89].
Furthermore, sharing the test dataset, limitations, and risks while
publishing the evaluation results of the LLM-based DP detection
system enhances transparency. [55].

Another idea is to implement the ability to switch between dif-
ferent guiding methodologies used for the system’s decisions and
to show the user the spectrum of outputs proposed based on the
difference. It will help to acknowledge methodological differences
in the DP scholarship and provide a nuanced understanding of it,
leaving to the user the decision.

A more thorough analysis of the various uses-case contexts should
also be carried out, in order to address the different informational
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needs of stakeholders. For instance, some participants suggested
to provide a clear, concise, colorcoded conclusion upfront and the
details as a follow-up that can be explored on demand. This could be
useful especially when researchers intend to inspect digital services
at scale: they could first check if the Al system answer corresponds
to their expectation and only if it doesn’t examine the explanation.
In the end, to quote one of the interviewees, "making a better expla-
nation would really depend of the context in which the explanation
would be given" (P15).

5.4.2  Enhancing the Approach for Independent Authorities and the
General Public. The experts mentioned that the perceived quality of
the system’s output can be very context-dependent, as the end-users
can have different professional backgrounds and knowledge about
DPs. Therefore, the following iteration of the tool should be specif-
ically tailored to the context of use. Based on the current evaluation,
we identify two additional use cases: a regulatory authority tool for
checking compliance; and an educational tool to raise awareness.
Even though we developed DeceptiLens to specifically aid re-
searchers (a decision that is reflected in the design of the system),
since DPs often constitute unlawful practices (such as consumer
protection), we plan that future versions may be used by regulators
to support their enforcement activities related to monitoring and de-
tecting wrongdoing in digital products and services (i.e., EnfTech or
Enforcement Technology [74]). In order to do so, there are challenges
that need to be addressed. First, the definitions that were selected for
the study [35] do not provide legal arguments. Thus there would be a
further step that needs to be made: for example, the "Bad default” DP
should be mapped to privacy-invasive defaults that are relevant un-
der the GDPR and its national implementations. This information can
be enriched with official interpretation guidelines such as the EDPB’s
on DPs that state that if one option among many is highlighted, then it
should be "the most restrictive one regarding personal data" [7, p. 23].
Another database for the RAG should then be implemented, but it
would not be a trivial task. The first question would concern select-
ing relevant documents, spanning across regulations, case law and
official guidelines. One of the challenges may be the representative-
ness of this dataset: for example, [51] show a skew in enforcement
decisions towards "visible" UI elements, which neglects other more
covert deceptive techniques. Moreover, sometimes guidance on the
same design differs across jurisdictions [6], which makes it hard to
provide a uniform source of knowledge. Thus a second key aspect
would be how to integrate divergent information sources. An idea
would be to include multiple vector databases in the RAG process
and to utilize LLM-based multi-agent systems, which can provide
individual specialized agents that can collaborate effectively [53].
One of the participants with previous experience in a Data Protection
Authority (DPA) suggested focusing on specific cases, such as the
assessment of the legality of cookie consent banner design [8].
Then, it should be carefully analyzed if enforcement agencies
would use such an Al-based tool and if so, according to which safe-
guards (e.g., only with certain demonstrated performances levels?).
Most importantly, it would need to be carefully defined who would
use the tool and at which stage of the enforcement process and for
which objective: this would also inform the implementation of strate-
gies that lower overreliance on the system, as mentioned earlier.
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In contrast, for the general public use, it may be necessary to
streamline the explanation and present the decision, even starting
from the system verdict and showing the explanations supporting
it. Additionally, it can be useful if the system also proposes several
ways which can help eliminate the DP from the interface and re-
place them with a "fair" [70, 75, 78] or "bright" design pattern [36],
in line with the interventions proposed by Lu et al.[58]. However,
at date, whereas there is an increasing agreement on what a DP is,
there is still no common understanding of what a "fair" or "bright"
design pattern is. Finally, since our experts have already reported
that the system can have an educational effect in helping users learn
more about DP, it would be useful if the system could implement
more explicit educational strategies and leverage different types of
motivation to facilitate learning about DP [3].

6 Compliance with the AI Act

Would our detection tool be subject to the requirements imposed
by the AI Act (Regulation 2024/1689)? If this tool was intended for
research purposes, it would fall under the research exemption (Art.
2(6)), but would need to respect the key principles for developing
trustworthy Al and of research ethics (see Sec. 3.5). However, if the
intended use was for enforcement agencies to support their decision-
making and investigative process in supervisory tasks, then we
would need to determine if the system would be considered a high-
risk system under Art. 6(2) (Annex III(6)). This applies only if thereis a
"significant degree of power imbalance” in the actions of enforcement
agencies that have "adverse impacts on fundamental rights" (Rec.
59). Since consumer protection and data protection authorities only
investigate administrative offenses by organizations, our analysis
suggests that our tool would not be classified as a high-risk system.

Nevertheless, enforcement agencies that adopt the detection tool
would need to ensure that their staff reaches "a sufficient level of Al
literacy[...]” (Art. 4) based on their technical knowledge, experience,
education, training and the context of use. For example, the training
should encompass the limitations and the risks of overreliance on
the tool’s outputs. If, instead, the tool was made available to the
public to strengthen their ability to recognize DPs and it was not
evident that it is an Al, the transparency obligations under Article
50(1) would apply.

7 Limitations

We inherit the cons due to using MM-LLMs, and we relied exclu-
sively on the Uls to detect DPs. As we discussed in Section 8, the
evaluation of certain DPs requires additional information, e.g., html
of the web page or user journey, which we did not include. We agree
that inputs should go beyond the UL We took the recent ontology
[35] as a reference and did not consider the types that do not exist
in it. Since we created our test dataset by collecting reported DP
examples, we could not include the categories that do not have suf-
ficient reported examples. In parallel with this and considering the
human resources, the size of the dataset is kept restricted. Another
important limitation is that we did not include all the DP experts.
Although the experience and focus area of our experts are diverse,
they are researchers or have studied DP problems from a researcher
perspective. Moreover, we asked experts whether there is a specific
DP instead of asking any DP in the given UL We are aware that the
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latter is valid in a real scenario. However, we prefer the former for
the simplification of tasks for human experts and measurement of
the comparison between the model and experts.

8 Future work

Beyond the recommendations for various users illustrated in 5.4,
there are several manners in which we believe the present approach
can be enhanced. A future development concerns the implemen-
tation of instruction fine-tuning of the core model based on the
experts’ feedback that we gathered. First, the examples annotated
with the consensus of experts could be given to the model as refer-
ences. Second, rules that are directly relevant to the quality of the
explanations could be added within the prompt design. For example,
the presentation of the bibliographic citation can be easily standard-
ized, while various layers of explanations could be presented (e.g.,
a first concise informational layer about the conclusion and other
layers that provide details about the reasoning, the definitions and
the sources used). Third, the dataset should be enriched with other
types of data (e.g., the user journey, metadata, HTML code), as Uls
alone in many cases are insufficient to reliably establish the presence
of a DP. Fourth, the dataset should be expanded with other types of
DPs that are not currently included, in order to enhance the ability
of recognizing DPs and the usefulness of the system. Then, it would
then be meaningful to carry out a benchmark test that compares
the "enhanced" explanations with the explanations produced in the
present study with an expert assessment.

9 Conclusion

In this study, we propose an MM-LLM-based DP detection approach,
which we call "DeceptiLens". We include recent techniques, such as
RAG and CoT, to increase the DP recognition skills on the Uls and
quality of the explanations that are generated by the DeceptiLens
for explaining the reasoning behind DP assessment. To test our ap-
proach, we collected screenshots of Uls, which are reported as DP in
the literature and online sources, added false positive examples, and
created a dataset that contains 12 types of DPs. We used the Decep-
tiLens to assess the presence of specific DP types on the instances
of our dataset and asked to generate explanations for each of its de-
cisions. The same instances were then evaluated by the DP experts,
and we measured an accuracy of 90.54% of our approach compared
to the majority opinion of the experts. We achieved the recall score of
100% when there is a consensus of expert opinion. This indicates that
our model did not miss any Ul classified as DP by the full consensus
of the experts. The experts also agreed that, in general, the explana-
tions of the DeceptiLens are clear, correct, complete, and verifiable.
We also discussed important observations, such as instances that
experts classified as non-DP even though they were reported as DP
in the literature and how to enhance the accuracy and reliability of
results. In addition, we provided recommendations aimed at enhanc-
ing the usefulness of this approach for various users, i.e., researchers,
independent authorities and the general public. Finally, we curated
a dataset that contains DP examples that were classified in full agree-
ment of the experts and the DeceptiLens-generated explanations.
We present the code and dataset as open.
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A Data sources

Table 6: Sources of the Dataset

Source URL
Web https://www.deceptive.design/types/
Web https://hallofshame.design/
Web https://darkpatterns.uxp2.com/patterns/
Web https://tuta.com/blog/outlook...
Publication https://dl.acm.org/doi/10.1145/3359183
Report https://www.edpb.europa.eu/system/files
Web https://thomasmildner.me/darkpatterns.html
Web https://givewp.com/addons/recurring-donations/
Web https://paymentsplugin.com/blog/donation-page/
Web https://uxplaybook.org/articles/ux-dark...
Report https://www.ftc.gov/system/files...
Web https://www.osano.com/articles/dark-pattern...
Web https://think.design/blog/responsible-design...
Web https://blog.crobox.com/article/dark-patterns
Web https://things.qz.com/2019/dark-patterns...
Web https://blog.mobiversal.com/dark-patterns...

True and false positives

Hurry up! Sale ending in:

MO E D

Days Hrs Mins

Sale Ends Once The Timer Hits Zero!

Figure 2: A True Positive Example of Countdown Timer DP
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OTP Verification

Enter the code sent to your mobile phone
(********5425)

Figure 3: A False Positive Example of Countdown Timer DP


https://www.deceptive.design/types/
https://hallofshame.design/
https://darkpatterns.uxp2.com/patterns/
https://tuta.com/blog/outlook-shares-passwords-with-microsoft
https://dl.acm.org/doi/10.1145/3359183
https://www.edpb.europa.eu/system/files/2022-03/edpb_03-2022_guidelines_on_dark_patterns_in_social_media_platform_interfaces_en.pdf
https://thomasmildner.me/darkpatterns.html
https://givewp.com/addons/recurring-donations/
https://paymentsplugin.com/blog/donation-page/
https://uxplaybook.org/articles/ux-dark-patterns-and-ethical-design
https://www.ftc.gov/system/files/ftc_gov/pdf/P214800%20Dark%20Patterns%20Report%209.14.2022%20-%20FINAL.pdf
https://www.osano.com/articles/dark-pattern-examples
https://think.design/blog/responsible-design-part-4-of-14-false-urgency/
https://blog.crobox.com/article/dark-patterns
https://things.qz.com/2019/dark-patterns/index.html?c=28
https://blog.mobiversal.com/dark-patterns-or-how-ux-exploits-the-user-confirmshaming.html
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C Entire prompt

prompt = (
# context
You are a helpful assistant that detects and reports dark patterns, i.e., deceptive design patterns
by giving the reasoning behind the decision! Inputs are screenshots of web pages.
# task description
f""Decide if there is a {target_dp} which is described as: {target_dp_description},
# chain-of-thought
First of all, analyse the input and don't decide until the analysis is completed.
Analysis should follow these steps:
1 - Detect measurable features which are observable, quantifiable elements.
For instance, \"accept all\" button is a visual entity while \"accept all\" text is a linguistic entity.
Metrics are the functions take the entity as an input and perform measuring.
For instance, 'size' is a metric which calculates weight and height in pixels.
Therefore, 'size of the accept all button' is a visual and measurable feature.
Another example is 'clarity of the accept all text'. In this case, 'clarity' is the metric.
Very important issue is that the metric's formula should be clear.
If you list clarity, clarity formula should be clear and objective.
Now, list all measurable features that can be relevant with dark patterns.
"2 - Analysis should be step by step. After determining the measurable features, check if there is {target_dp}.
3 - At the end provide your decision with an explanation of the reasoning behind the previous output.
# output format
The output should have two components and be formed as below:
Output 1: Label. It can be True or False.
Output 2: Explanation. It should contain the steps of your reasoning behind the previous output.
Use the following example structure for the explanation.
1. Measurable Features:
2. Assessment:
3. Conclusion:
# include quote from cited document
f"Add quote from: {retrieved_document} and give the title and year info if available in the Qutput 2 by quoting.

Figure 4: A prompt for the MM-LLM and target-dp refers to the targeted DP in the Ul, and its description is stored in
target-dp-description variable.
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D Overview of the tasks

Question 7

By clicking "Accept all cookies”, you agree Stack Exchange
can store cookies on your device and disclose information in
accordance with our Cookie Policy.

Accept all cookies Mecessary cookies anly

Trick Questions subvert the user's expectation that prompts will be written in a straightforward and intelligible manner, instead

Definition
using confusing wording, double negatives, or otherwise leading language or interface cues to manipulate a user’s choice.

i Is there a "Trick Questions" dark pattern on the above UI?

O YES O NO

Figure 5: An example question for the experts that was asked in the Task 1.In this task(more details are given in Section 3.4.1),
the experts were asked to evaluate whether there is a specific deceptive pattern in the given UL For each question, we also provide
the related definition of the DPs that were taken from the recent ontology study [35] below the image.
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Hurry up! Sale ending in:
DEED

e Ends Once The Timer Hits Zero!

Se

(A
o

Read carefully this Al-based automatically generated explanation(text in blue frame ) about the abowe LI
Note: The term “measurable features” refers to observable Ul characteristics that can be helpful to |dent|ﬁrthe dark patterns.

‘L. Measurable Features:
=Visual Entity; Countdown timer displaying "00 Days 11 Hrs 59 Mins 46 Sec”,

- Linguistic Entity: Text stating "Hurry up! Sale endingin:” and “Sale Ends Once The Timer Hits Zerol®,

2. Asspesment:

-The presence of a countdown timer suggests urgency, pressuring users to make a purchase decision quickly.

-The text reinforces this urgency by implying that the sale will end when the timer reaches zera.

- This can be classified as a "Countdown Timer" dark pattern, which uses urgency as a type of social engineering to indicate that a deal or
discount will expire, patentially leading to uninformed purchases.

3. Conclusion:

- The use of a countdown timer and urgent language creates a sense of urgency, which is a characteristic of dark patterns. This aligns with
the description from CHI“24, May 11-16, 2024, Honolulu, HI, USA: "Countdown Timers use Urgency as a type of Social Engineering to
indicate that a deal or discount will expire by displaying a countdown clock or timer... As a result, the user may feel undue urgency and
purchasing pressure, leading to their uninformed purchase of a product or service.

How strongly do you agree or disagree with the following statements? Please choose one for each statement.

Stran . Mekther Stran Reasoning
Di:qg Disagree n:::r::r Agree .ﬂgm‘s:r (Optional)
1 The explanation is clear [i.e., the text is easily 0] 0 ] 0] 0]
understood and unambiguous).
The explanation is correct (i.e., theexplanation 0O O 0 0O 0O
2 accurately reflects the truth).
The explanation iscomplete [i.e., the 0O O 0 0O 0O
3 explaination contains the entire needed
information).
The explanation isverifiable (i.e., the O O 0 O O
explanation provides information about the
4 process of determining correctness through
concrete and observable elements).

Figure 6: An example question for the experts that was asked in the Task 2. In this task(more details are given in Section 3.4.2),
the experts were asked to evaluate clarity, correctness, completeness and verifiability of the explanations that were generated
by our system.
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E Interview questions

After a short introduction by the researchers on the research goal,
the interviews were organized in three main parts.

E.1 Part 1: Demographics

(1) Whatis your professional area of expertise and how long have
you been working in the area?
(2) How longhave youbeen working on Dark Patterns problems?

E.2 Part2: Explanation of assessment

Now I would like you to reflect on the scores you provided to the
explanations.

(1) Can you tell us your opinion in general about the [clarity,
completeness, correctness, verifiability] of the explanations
you assessed?

(2) (if there is one with extremely bad rating): You marked one of
the explanations you received as particularly bad, comparing
with the rest. Can you explain why? What was the difference
between this and others explanations?

(3) (if some of the ratings are much higher, compared to the rest):
You marked one of the explanations you received as partic-
ularly good, comparing with the rest. Can you explain why?
What was the difference between this and others explana-
tions?

(4) (if there are groups of different ratings, e.g 4-5 and 1-2, or a
totally diverse sample): In your sample you marked some of
the explanations as much better than others. Can you reflect
on these two groups and explain the difference between them
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(5) Beyond these four criteria, would you like to add something
more about your perception of quality of explanations?

(6) Is there any other criteria that you believe would be useful to
evaluate the quality of explanations?

E.3 Part
3: Usefulness of the Al-based explanations

(Explanation about the tool) We have created a detection tool based
on a multi-model large language model that, based on screenshots
and prompts of the researcher, assesses the presence of dark patterns
and provides explanations for the decision it takes. To increase its
accuracy and reliability, instead of relying on publicly available data
to answer the prompts, (the design contains Retrieval Augmented
Generation techniques) our tool considers a few peer-reviewed aca-
demic articles on dark patterns, which contain definitions, attributes
and examples.
(1) Inyour domain of practice how useful a tool like this can be?
(2) Can you envision possible applications?
(3) Would you personally use this tool?
(4) (if yes) For which purposes would it be suitable to you
(5) (if no) Why? Is there any modification that it could make it
useful to you?

E.4 Conclusions

(1) Is there anything else that you would like to add?
(2) Is there anything you would like to ask us?
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