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Abstract

Satellite communication (SATCOM) plays a critical role in everyday life, enabling vital services
ranging from fast internet and disaster recovery to IoT connectivity. Rapid and cost-effective re-
configuration of existing infrastructure, particularly in satellite systems where new deployments are
expensive and long, is essential to meet dynamic operational demands. A solution to achieve such
an objective is the use of edge technologies with Software Defined Networks (SDNs), since the for-
mer enhance responsiveness and efficiency by processing data closer to end users, while the latter
decouple network control from data forwarding, thus enabling swift adaptation to evolving scenarios.
These solutions make SATCOM systems highly reconfigurable, but make their field configuration
hardly foreseeable before deployment, with the risk of having vulnerable field configurations that may
compromise dependability and system security, which is our focus in this work. To address these chal-
lenges, this dissertation presents three main contributions. The first contribution is an empirical study
of 147 vulnerabilities in four widely used edge computing frameworks to understand why security
issues persist. The study reveals that the complexity of edge environments makes exhaustive in-house
testing impractical, and that many vulnerabilities affect confidentiality and are observed with config-
urations partially tested before deployment. These findings motivate the development of in-the-field
testing approaches. The second contribution is the definition of FISTS, a field-based security testing
approach for software-defined network (SDN) configuration updates. FISTS probes the network be-
fore and after updates and integrates a data analysis pipeline with unsupervised machine learning to
detect anomalies. Evaluated with real and simulated SATCOM data, FISTS achieves high precision
and recall, demonstrating its effectiveness and scalability. The third contribution is the extension of
FISTS by incorporating human-in-the-loop feedback and weakly supervised learning. We evaluated
814 pipelines integrating 37 anomaly detection algorithms using 300 datasets. Our results show that
combining expert feedback with algorithms like HBOS and OCSVM yields the best performance in
terms of both recall and efficiency. These findings are an empirically well-founded practical solution

to address a key problem for SATCOM systems.
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Chapter 1

Introduction

1.1 Context and Motivation

ommunication sectors, including satellite communication (SATCOM [1]), are critical for our
C daily life and thus need to evolve to enable new services for demanding customers while
containing costs. Example SATCOM services include fast internet for aviation [2], navy [3], and
land [4], disaster recovery [5], connection of remote communities [6], DTH broadcasting [7], IoT
connectivity [8].

What enables the delivery of high-quality (e.g., high speed, low delay) services over an infras-
tructure that is costly to grow (e.g., due to significant expenses related to satellite deployment) is the
quick and efficient reconfiguration of existing infrastructure components. Satellites play a crucial
role in global connectivity, providing wide-area coverage and enabling communication in remote
and hard-to-reach regions. However, deploying new satellite infrastructure is capital-intensive and
has prolonged development cycles. Therefore, efficiently managing and optimizing the utilization of
satellite resources is essential.

Edge computing [9] complements satellite systems by processing data closer to the end users,
significantly reducing latency, bandwidth usage, and enhancing service responsiveness. Usage of
edge infrastructure includes but is not limited to smart agriculture applications for optimizing farm-
ing practices, autonomous vehicle operations requiring immediate real-time data analysis, disaster
management and emergency response through rapid processing of sensor and drone data, remote
telemedicine enabling immediate healthcare support, maritime and offshore operational optimization,
and industrial automation facilitating predictive maintenance and operational efficiency.

Software-Defined Networking (SDN) [10] is an innovative approach that transforms how networks
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are designed and managed by separating the intelligence that directs traffic from the physical devices
that forward it. This separation allows network administrators to control the entire infrastructure
through a single, centralized interface rather than configuring each device individually. With SDN,
policies and adjustments can be applied instantly and consistently across the network, improving
responsiveness to changing demands. By turning network management into a software-driven process,
SDN promotes flexibility, simplifies maintenance, and paves the way for more agile, automated
operations.

SATCOM relies on both Edge stack and SDN to deliver its services, nevertheless; both present
issues. In SDN, re-configurations are frequent; they may concern both the control and the application
plane [11], [12]. Unfortunately, the presence of multiple applications (e.g., firewall, router) interacting
with the data packets flowing through the SDN may lead to inconsistent or conflicting configurations,
as reported in empirical studies[13], [14]. We refer to such situations with the generic term of SDN
misconfigurations.

This PhD thesis aims to study and address the configuration problems introduced by Edge and
SDN solutions through three contributions. As the first contribution of this thesis, we conducted a
detailed empirical study that focuses on the reasons for vulnerabilities in open-source edge systems.
The study focus on the nature of failure, pre-conditions, components involved, probable cause of
earlier identification, severity, steps for reproducibility, affected security properties. The study reveals
that the complexity of edge environments makes exhaustive in-house testing impractical, and that
many vulnerabilities affect confidentiality and are observed with configurations partially tested before
deployment.

As second contribution of this thesis, we propose Fleld-based Security Testing of SDN Config-
urations Updates (FISTS); a field-based testing approach that works in four steps. In the first step,
probe the network before and after the reconfiguration. In the second step, we automatically match
the hosts identified with the two network scans. In the third step, we prioritize the inspection of the
scanned hosts by leveraging the results of anomaly detection algorithms. In the fourth step, engineers
inspect the prioritized list of hosts and stops when the list does not present any more vulnerabilities.
An engineer inspects the prioritized list of hosts and stops when the list does not present any more
vulnerabilities. FISTS underlying idea can also be leveraged by engineers to monitor other issues in
edge systems (i.e., Identifying affected nodes).

We conducted an empirical assessment with different datasets of network updates to determine

the best configuration for FISTS by comparing results achieved with and without pruning, along with
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different anomaly detection algorithms. Further, we demonstrate the accuracy of our host matching
component. Last, we report on the scalability of our network scanning method, and the selected
anomaly detection algorithms, by reporting on the time required to monitor and process 400 network
nodes.

As third contribution of this thesis, we extended FISTS to incorporate Human-in-the-loop (HITL)
and Weakly Supervised (WS) approach in FISTS, which utilize feedback from cybersecurity analyst
in the learning process. The original implementation of FISTS leverages a subset of state-of-the-
art anomaly detection algorithms. We conducted an empirical evaluation with different datasets of
network updates to determine the best configuration for FISTS. Specifically, we compared the results
achieved using 37 different anomaly detection algorithms combined with multiple configuration
options (i.e., pruning and stopping conditions).

Beyond assessing FISTS, our empirical evaluation acts as a benchmark for a large set of anomaly
detection algorithms, thus being of scientific interest for the broader academic community. Further,
our findings could be helpful for sectors that may face similar challenges in the near future because
they just started transitioning to software-defined systems (e.g., software-defined vehicles [15]).

This PhD work has been conducted in the context of the project INSTRUCT (INtegrated Satellite
— TeRrestrial Systems for Ubiquitous Beyond 5G CommunicaTions)!, funded by Luxembourg’s
Fonds National de la Recherche (FNR), Grant IPBG19/14016225/INSTRUCT. INSTRUCT is an
industry-led research partnership between SES [16], leader in global content connectivity solutions,
and the Interdisciplinary Center for Security, Reliability and Trust (SnT), University of Luxembourg.
INSTRUCT envisions to create a ubiquitous, intelligent, self-organized and secured satellite—terrestrial
integrated system exploiting ground—breaking SATCOM technologies. Leveraging the INSTRUCT
project, during the PhD journey, SES engineers were met periodically. In our meetings, SES engineers
provided additional context for our research problem, and validated the assumptions and feasibility
of the solutions proposed in this PhD thesis. Further, they provided guidance and feedback for the

benchmark datasets considered in our work.

1.2 Research Contributions

Building on the limitations of model based testing solution and challenges posed by evolving SATCOM

networks, this thesis aims to identify what are the reasons for failures in complex systems including

Thtt ps://instruct-ipbg.uni.lu/
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edge components and aims to address the testing of reconfigurations, which we found to be a critical
cause, with a focus on SDNs; which are common in SATCOM. Further, a large portion of this thesis
focuses on the development of an automated testing method to verify security properties of SDN based
SATCOM systems.

This work investigates the following research questions.

QUESTION 1: What are the reasons for field failures in modern SATCOM systems including
edge components?
To address this research question we conducted an empirical study based on 8 research question
which help identify nature of vulnerabilities that affect such systems. What components are
involved, what are the trigger conditions, and number of steps required to reproduce vulnerabil-

ity?

QUESTION 2: Is Field-based testing solution capable of detecting vulnerabilities in the recon-
figuration of SDN network?
To address this research question, we focus on the development of an automated approach called
FISTS: Field based security testing for software defined networks. We capture the state of the
network before and after the configuration of the system to create a representative dataset, that
include information about devices on the network and their port states. Further, we used unsu-
pervised learning algorithms and an automated sorting procedure to automate the inspection of

devices to identify vulnerabilities.

QUESTION 3: What are the best anomaly detection solutions to detect vulnerabilities in field-
based security testing of SDNs?
A number of anomaly detection algorithms are available and each may perform differently. To
assess how state-of-the-art anomaly detection algorithms perform to detect such vulnerabilities;
we extend FISTS to implement 7 new anomaly detection algorithms and a total of 37 new
procedures. We also implement a feedback loop which incorporates expert feedback during the
inspection of the network to iteratively learn anomalies in an incremental way. The two new

techniques developed are Human-in-the-Loop (HITL) and Weakly Supervised (WS).
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1.3 Dissemination

Below is the list of articles as an outcome of PhD thesis, presented alongside venues where work has
been published.

» Malik, J., Pastore, F. An empirical study of vulnerabilities in edge frameworks to support security
testing improvement. Empir Software Eng 28, 99 (2023). https://doi.org/10.1007/s10664-023-
10330-x

* J. Malik and F. Pastore, “’Field-Based Security Testing of SDN Configuration Updates” in IEEE
Transactions on Reliability, doi: 10.1109/TR.2025.3531654

 J. Malik and F. Pastore, "Anomaly Detection Algorithms for Field-based Security Testing of

Updated SDN Configurations” submitted to IEEE Transactions on Reliability

1.4 Dissertation Outline

Chapter 2 presents background information related to edge computing, testing of edge systems, field
failure, Software Defined Networks (SDN), Network Scanning with NMAP, data clustering, and
anomaly detection.

Chapter 3 presents the results of our empirical study which focuses on the identification of
vulnerabilities that affect edge platforms. The focus is mainly on the identification of vulnerabilities
that affect edge system therefore addressing Research Question 1. To identify vulnerabilities we
selected 4 edge frameworks (K30S, Zetta, Mainflux, and KubeEdge) from among the total of 14
frameworks, based on criteria (most active community and open-source). CVE database and GitHub
bug reports are inspected in order to identify appropriate answers to the research questions. 147
vulnerabilities belonging to 4 selected frameworks are inspected in the study. A total of 8 research
questions (few with multiple sub-questions) are use to identify the cause, affect, nature, and severity
of each vulnerability. We address 8 research questions: (1) Why are Edge vulnerabilities not detected
during testing? (2) What are the types of components involved in a security failure? (3) What
kind of failures are observed when an Edge vulnerability is exploited? (4) What is the nature of the
precondition enabling the attacker to exploit Edge vulnerabilities? (5) What Inputs Enable Exploiting
Edge Vulnerabilities? (6) What Security Properties are Violated by Edge Vulnerabilities? (7) What
Faults Cause Edge Vulnerabilities? (8) How Severe are Edge Vulnerabilities?

Chapter 4 describes our work on the development of FISTS: Fleld-based Security Testing of SDN

Configurations Updates, directly addressing Research Question 2. We focus on the reconfigurations
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of network services in the satellite communication sector, and target security requirements, which are
often hard to verify; for example, although connectivity may function properly, confidentiality may be
broken by packets forwarded to a wrong destination. We analyze FISTS based on 4 research questions:
(1) Does pruning improve FISTS results? (2) What FISTS pipeline leads to the best results? (3) How
does the host matching component impact on FISTS results? (4) How does FISTS scale?

In Chapter 5, we perform an extension of FISTS to leverage multiple anomaly detection algorithms
i.e., HBOS, OCSVM, CBLOF, COF, LUNAR, PCA, and KPCA; implemented in weakly supervised
and human-in-the-loop, directly addressing Research Question 3. Specifically, we perform an
extensive assessment with a large set of anomaly detection algorithms integrated into FISTS, for
a total of 37 sorting procedures, combined with options controlling pruning and stopping conditions,
led to a total of 814 FISTS configurations being assessed. We evaluate results based on 3 research
questions: (1) Does pruning improve the results obtained by the new sorting procedures integrated

into FISTS? (2) What FISTS pipeline leads to the best results? (3) How do FISTS pipeline scale?



Chapter 2

Background and Related Work

In this chapter we provide a brief overview of Edge technology, Field Failures, Glossary of terminolo-
gies, related work on SDN configurations, NMAP tool, Data Clustering, Anomaly Detection, Machine

Learning with Human-in-the-loop and Weakly and Semi Supervised Anomaly Detection.

2.1 Edge Computing

The Edge computing paradigm has been introduced to enable data transfer with extremely low latency
for real-time services, bandwidth optimization, scalability, improved reliability, and lower operational
cost. Well known services relying on Edge computing include, for example, E-sports [17], live streams
broadcasts [18], [19], package tracking [20], and internet connectivity services for cruise lines [21]
and aviation [22].

The development of services leveraging the Edge paradigm is supported by Edge frameworks; well
known examples are KubeEdge [23], Yomo [24], K30s [25], and Mainflux [26]. In this paper, we rely
on the term Edge framework to indicate a set of software components, including Web services and APIs,
that are extended to provide a service relying on the Edge paradigm. Our definition is consistent with the
definition of framework provided by IEEE: partially completed software subsystem that can be extended
by appropriately instantiating some specific plug-ins [27]. Further, our definition of Edge framework
recalls the definition provided by Fayad and Schmidt for middleware integration frameworks, which
are used to integrate distributed applications and components; middleware integration frameworks are
designed to enhance the ability of software developers to modularize, reuse, and extend their software
infrastructure to work seamlessly in a distributed environment [28]. An Edge framework integrates a

broad range of technologies including Cloud services and virtualization environments; therefore, an
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Edge framework is often implemented as an integration of multiple frameworks developed by third
parties. In this paper, we treat all the technologies cooperating with an Edge framework as one single
framework. We call Edge application the software that implements the logic to provide a service
to the end-user. We call Edge system what results from the integration of an Edge framework, one
or more Edge applications, and external services that the Edge framework and applications may be

configured to interact with.

2.1.1 Architecture of Edge Systems

Figure 2.1 provides a generic architecture of an Edge system. In Figure 2.1, the software components
that constitute the Edge framework are annotated with the UML stereotype SUT (i.e., software under
test). We use the term SUT to identify Edge frameworks’ components because they are the target
of our investigation. The main architectural components in an Edge system are Cloud servers, Edge
servers, and Nodes. Cloud servers provide centralized services (e.g., end-user authentication for a
video streaming). FEdge servers are deployed close to the end-user to minimize latency [29]; for
example, they include caching mechanisms for the data provided by the Cloud server thus reducing
latency. Nodes, instead, are deployed at the end-user’s side; depending on the service provided through
the Edge system, Nodes might be desktop computers, sensors, or IP camera. In Figure 2.1, Nodes
are annotated with the stereotype Node. The Edge system may interact with external components
providing specific services, for example a network file system. In Figure 2.1, we annotated external
services with the stereotype Service.

The Cloud server executes a Cloud server controller component that interacts with the Edge
server controller through the Edge server API. The Cloud server controller manages the Edge server
instances (e.g., to provide monitoring and policy enforcement). Also, it provides and collect service
data. Examples of provided data are on-demand video streaming and file streaming. Examples of
collected data include information about devices (e.g., offline status of a surveillance camera) or
end-user data (e.g., movies’ rating or list of videos watched in a video streaming service).

The Edge server executes the Edge server controller, which has the responsibility of controlling
access to resources, instantiate drivers, access plugins, manage resources, and control nodes. We
use the term resource to indicate any medium used to store data, for example, configuration files or
databases (see the Resource stereotype in Figure 2.1).

The Edge server controller includes a container manager, which is responsible for managing

containers and Nodes. The Edge server controller usually integrates an MQTT broker [30] to
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communicate with devices.

Nodes execute the Edge client, which integrates the client of the MQTT component. The Edge
client sends the data gathered from the physical environment (e.g., temperature) to the Edge server.
Desktop Nodes usually execute Virtual Machine (VM) Nodes, which may execute multiple Pods. Pods
are the smallest deployable units of computing that can be managed by Container Managers [31].

In the rest of the paper, we use the term software environment to refer to the operating system or

any software component not belonging to the categories SUT and (SUT’s) APL

2.1.2 Testing of Edge Systems

Edge frameworks are tested according to standard software engineering practices [32]. Information
about the development process in place for proprietary frameworks is limited; however, we note that
large companies embrace a testing culture and provide test automation support for the developers of
Edge applications (e.g., for Azure [33]). The open-source frameworks considered in our study (i.e.,
KubeEdge, MainFlux [26], K30S [25], and Zetta) are supported by private companies. KubeEdge
is supported by the Cloud Native Computing Foundation and 27 additional private companies (e.g.,
ARM [34], Huawei [35], cidrail [36]); Mainflux is developed and maintained by Mainflux Labs,
which is a for-profit technology company; K30S is part of Rancher, a framework developed by the
open source software development company Suse [37]. However, since industry participation in open
source projects does not provide any guarantee about software security [38], we investigated the testing
procedures in place for the subjects of our study and describe them in the following paragraphs.

All the open-source frameworks considered in our study include automated test suites. KubeEdge
includes automated unit [39], integration [40] and system test cases [41]. Also, KubeEdge’s develop-
ment process includes on code review activities (e.g., contributions are revised by senior members')
and two security teams [42], [43] that audit the system and respond to reports of security issues.
Finally, KubeEdge is based on Kubernetes, whose development team includes a group of security
experts [44]. Mainflux includes automated test cases and a dedicated benchmark [45]; further, Main-
Flux Labs perform security audits [46]. Finally, both K30S [47] and Zetta [48] include automated test
suites. To conclude, automated test execution is a state-of-the-practice approach for Edge frameworks;
however, security seems to be better targeted by KubeEdge and, partly, by Mainflux.

The literature on Edge security highlights that security assurance of Edge systems should account

for multiple attack surfaces (from physical layer to data security) and holistic, dedicated analyses are

Isee https://kubeedge.io/en/docs/community/membership/
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missing [49]. A recent survey of attack strategies and defense mechanisms for Edge systems points
out that one of the causes of security vulnerabilities in Edge systems is the non-migratability of most
security frameworks to the Edge context [50]; further, the provided attack descriptions show that,
in general, the identification of security vulnerabilities is often delegated to manual activities (e.g.,
side-channel attacks or specification-based testing [51]) and automated tools concern vulnerabilities
that might affect related systems (e.g., code injection or dictionary attacks for authentication). The lack
of automated security testing solutions for Edge can be noticed from other surveys on the topic [52],
[53], that suggest manual testing as a key solution to determine if the system appropriately respond
to attack scenarios, thus further motivating our work. Finally, these surveys on attack methods do
not provide details about the underlying vulnerabilities, thus, contrary to our work, not supporting the

development of automated vulnerability testing solutions dedicated to the Edge.

2.2 Field Failures

Field failures are caused by faults that escape from the in-house testing process. For their characteri-
zation we refer to the work of Gazzola et al. [54], who performed a comprehensive study about causes
and nature of field failures (i.e., failures affecting software deployed in the production environment or
at end-user premises).
The study of Gazzola et al. is based on bug reports of open-source software (i.e., OpenOffice,
Eclipse, and Nuxeo). The analysis in the study is based on four research questions:
* Why are faults not detected at testing time?
Authors classified faults that are not detected at testing time into five categories (i.e., Irrepro-
ducible execution condition, Unknown application condition, Unknown environment condition,
Combinatorial explosion, and Bad testing).
* Which elements of the field are involved in field failures?
Authors identified five possible elements (i.e., Resources, Plugins, OS, Driver, Network) to be
involved in field failures; sometimes none of them is involved.
» What kinds of field failures can be observed?
Following the literature on the topic [55]-[59], authors classified failures according to failure
types and detectability. They report three failure types: value, timing and system failures. As
for detectability, they focus on three categories, which are signaled, unhandled, and silent.

* How many steps are needed to reproduce a field failure?
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Authors report on the number of user actions (called steps) required to reproduce a failure.

In this thesis, we do not target faults affecting the functional properties (as done by Gazzola et
al. [54]) of the software but faults affecting its security properties. Also, we have extended and refined
the set of research questions considered in our study. Precisely, our refined research questions aim to
facilitate the identification of security testing solutions to address the limitations of current security

testing tools and practices. We address eight research questions instead of four.

2.3 Security Testing Glossary

Below, we provide definitions for security terminology appearing in the thesis; we do not sort terms

in alphabetical order but provide term definitions before their use in following descriptions.
Security failure. A security failure is a violation of the security requirements of the system.

Vulnerability. A vulnerability is a “weakness in an information system, system security procedures,
internal controls, or implementation that could be exploited or triggered by a threat source” [60].
In our work we focus on vulnerabilities affecting Edge frameworks, in other words, mistakes in the
implementation, design, or configuration of the Edge framework that prevent either the framework or
the software running on it from fulfilling its security requirements.

A vulnerability is said to be exploited by a malicious user U through an input sequence I, when
(a) the malicious user provides the input sequence I to the software under test, (b) the input sequence
exercises the vulnerability (i.e., the software executes the functionality affected by the weakness), and
(c) a security failure is observed (i.e., there is a violation of security requirements). In a software
testing context, it is the software tester who aims to identify input sequences that may reveal the

presence of vulnerabilities.

Test oracle. A test oracle (or, simply, an oracle) is a procedure to determine if the software behaves
according to its specifications [61], otherwise a test failure should be reported. In the context of
security testing, test oracles should report security failures. Test oracles may either be automated or
manual; in this paper, we focus on automated test oracles because we look for testing solutions that

can be automatically executed.
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CVE. Common Vulnerability Enumeration (CVE) [62] is a database managed by the Mitre corpo-
ration [63]. It lists publicly disclosed vulnerabilities. The CVE list is enumerated and managed by
the CVE Numbering Authorities (CNA) [64]. All the registered vulnerabilities are characterized with
a univocal identifier, a textual description, and additional details including severity, registration date,

vulnerable product.

CWE. Common Weaknesses Enumeration (CWE) is a public database managed by the Mitre cor-
poration [63]. It lists the weaknesses that may lead to a vulnerability; a weakness can be an invalid
action taken by the software or a developer mistake performed when implementing or designing the
software. For each weakness, the CWE database reports the CWE 1D, its description, the creation
date, a link to the NVD database, and references to external links (e.g., GitHub) to further explain the
details about the vulnerability.

The CWE weaknesses constitute a catalog of vulnerability types organized according to different
views (i.e, taxonomies) that group them in a hierarchical structure. The top level entries of such
structures are called pillars. The views considered in our study are research concepts and software
development. We excluded views that concern hardware design, are mappings to other taxonomies,
or concern problems related to specific systems. The research concepts view focuses on the software
behaviour and includes the following categories: Improper Access Control, Improper Interaction Be-
tween Multiple Entities, Improper Control of a Resource Through its Lifetime, Incorrect Calculation,
Insufficient Control Flow Management, Protection Mechanism Failure, Incorrect Comparison, Im-
proper Handling of Exceptional Conditions, Improper Neutralization, Improper Adherence to Coding
Standards. The software development concepts view focuses on the development (e.g., design and
programming) mistakes that lead to the vulnerability; it consists of 40 pillars including, among the

others, API / Function Errors, File Handling Issues, Data Validation Issues, and Memory Errors.

Security properties. In our work we consider three security properties of software (i.e., Confi-
dentiality, Integrity, Availability — CIA) that we define according to the NIST Information Security
report NIST-800-137 [60]:
* Confidentiality concerns “preserving authorized restrictions on information access and disclo-
sure, including means for protecting personal privacy and proprietary information” [60].
* Integrity concerns “guarding against improper information modification or destruction, and

includes ensuring information non-repudiation and authenticity” [60].
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* Availability concerns “ensuring timely and reliable access to and use of information” [60].

NVD. The National Vulnerability Database (NVD)is the U.S. government repository of vulnerability
data [65]. Vulnerabilities are reported using the Security Content Automation Protocol (SCAP), which
consists of information including, among others, the CVE data and the Common Vulnerability Scoring

System (CVSS). All the CVE vulnerabilities appears also on the NVD repository.

CVSS. The Common Vulnerability Scoring System (CVSS) is a framework for communicating the
characteristics and severity of software vulnerabilities [66]. According to CVSS, each vulnerability
is associated to a set of attributes: Attack Vector, which captures the context of the attack (Network,
Adjacent, Local, Physical), Attack Complexity (Low, High), Privileges Required (None, Low, High),
User Interaction, which indicates if the attacker needs to interact with another user (None, Required),
Scope, which indicates whether a vulnerability in one vulnerable component impacts resources in
components beyond its security scope (Unchanged, Changed), and Impact Metrics. Impact Metrics
report how much the software security properties (i.e., Confidentiality, Integrity, and Availability)
might be impacted (High, Low, None) by an exploit for the vulnerability. The CVSS attributes are
represented through a string that reports the initials of each attribute along with its value. For example,

for CVSS version 3.1, the string

AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H

indicates a Local (L) Attack Vector (AV), Low (L) Attack Complexity (AC), Low (L) Privileges
Required (PR) to exploit the vulnerability, No interaction with an additional user being required (User
Interaction, UI), Unchanged (U) Scope (S), and High impact (H) on Confidentiality (C), Integrity (1),
and Awvailability (A).

The CVSS attribute values are used to derive a score between 0 and 10 that captures the severity of
a vulnerability; score ranges are interpreted as follows: None (0.0), Low (0.1-3.9), Medium (4.0-6.9),
High (7.0-8.9), Critical (9.0-10.0).

By identifying anomalies in network data, we aim at detecting configuration updates that are
faulty and, consequently, introduce vulnerabilities. In this section, we present related (verification of
SDN configuration) and background approaches (network scanning with NMAP, data clustering, and

anomaly detection).
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2.4 Related work on Empirical Studies on Software Vulnerabilities

To the best of our knowledge, our work is the first to report on vulnerabilities affecting Edge frame-
works. Related work concerns empirical studies of software vulnerabilities, which we summarize
below.

A recent survey of empirical studies on software failures indicates that their typical workflow
includes six steps, which match our workflow: Define problem scope (see section 3.1), Collect defect
reports and supplementary data (see sections 3.2.1 and 3.2.2), Analyze bug characteristics (see RQ
to RQg and RQg), Perform root cause analysis (see RQ7 4 to RQ7 ), Report results (see section 3.3),
Discuss impact and recommendations for industry (see section 3.5). The survey is based on 52 papers;
however, only five of them focus on software vulnerabilities [67]-[71]. Further, none of the selected
papers aim to discuss the feasibility of performing field-based testing, which was instead the aim of
Gazzola et al. [54].

Bavota et al. analyzed the vulnerabilities affecting the Android OS [68], [69]. Their study
investigates type and evolution of vulnerabilities, the most common CVSS vectors, the Android
subsystems mostly affected by vulnerabilities, and the time required to fix them. Similar to our
results, Bavota’s study show that vulnerabilities affecting access control and privileges (i.e., CWE
pillars CWE-664 and CWE-284 in our case, see RQ;g) are the most frequent ones. However, in
their analysis, memory errors take the second place, which is not the case for us, likely because of
the different nature of these two types of software. Indeed, Android includes an OS layer that takes
care of handling also the memory at kernel level, which is not the case for Edge systems where a third
party OS layer (excluded from vulnerability reports) takes care of handling the memory. The layers
mainly affected by Android vulnerabilities are the kernel, the native libraries, and the application layer,
which is in line with our findings where the SUT, Plugins, and APIs are among the mostly affected
components in Edge systems. Somehow, these results show that the core components (i.e., SUT for
our analysis and kernel for Bavota’s) are the ones affected by most of the vulnerabilities, possibly
because they implement most of the core software features. Their take-out lessons mostly concern the
improvement of coding practices while we focus on a complementary aspect, i.e., the development of
testing automation tools.

Blessing et al. [71] analyzed the vulnerabilities affecting eight cryptographic libraries (i.e.,
OpenSSL, GnuTLS, Mozilla NSS, WolfSSL, Botan, Libgcrypt, LibreSSL, and BoringSSL). They
collected data from multiple sources (i.e., NVD, CVE and OpenCVE).
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Their findings suggest that vulnerabilities in cryptographic libraries are mainly due to the follow-
ing CWE weaknesses: exposure of sensitive information, improper input validation, numeric errors,
memory buffer issues, resource management errors, and cryptographic issues. Expectedly, the dis-
tribution of these weaknesses differ from the ones reported in our paper (e.g., memory buffer issues
count for 20% of the cryptographic cases while in our paper they are less than 1%); indeed, Edge
frameworks and cryptographic libraries present a very different nature.

Zaman et al., compared faults affecting two types of non-functional properties for the Firefox
Web-browser, which are security and performance [67]. Different from our work, they do not aim to
study the reasons why faults are not detected at testing time but they focus on the fault-fixing process
and report about the time required to fix these faults, the number of developers involved in the fix, and
the complexity of the fix (number of lines and files modified). Similarly, Catolino et al. discuss the
distribution of different types of faults, the time before assignment/response/change, the duration of the
bug fixing process, and the topics related to different fault types [72]; such information does not help
designing automated testing tools, which is our purpose. Tan et al. report on the faults affecting three
popular open-source systems in 2014: the Mozilla Web-browser [73], the Apache HTTP Server [74],
and the Linux operating system’s kernel [75]. Their discussion of security vulnerabilities is limited;
indeed, they report that semantic bugs are the main cause of security vulnerabilities but they do not
report any finer grained characterization. Further, they report that availability is violated slightly
more than confidentiality and integrity; however, the data set is older than ours and their systems are
different in nature.

Cottrell et al. report on the frequency, type, and severity of vulnerabilities affecting hardware
and software robotic components [70]. They report that vulnerabilities are more frequent in software
(92.6%) than in hardware (7.4%) components, which is in line with our findings. They do not explicitly
rely on CWE vulnerability types; however, they report that software vulnerabilities mainly concern
Memory management (32.4%), Input sanitization (24.1%), Authorization/Authentication (22.5%),
Denial of Service (19.6%), Cryptography (7.3%), Insecure default settings (7.3%), Dependency
management (6%), Directory traversal (2.5%), Hard-coded secrets (2.4%). Such distribution of
vulnerability types are different from ours; we believe that the difference is mainly due to the nature
and maturity of the software considered. For example, memory management issues have a limited
impact in Edge frameworks (see CWE-789, CWE-1050, CWE-416, CWE-401 in Table 3.4, which
count for 3.4% of the total), likely because Edge frameworks delegate memory management to widely

adopted open-source OS’s. Input sanitization issues affect both robotics and Edge systems; however,
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they are less frequent in Edge systems (see CWE-707, 9.20% in Figure 3.12, Page 66). Authorization
and authentication issues are more frequent in Edge frameworks because it is a key feature of Web-
based distributed systems (see 38% for CWE-284 in Figure 3.12). The frequency of denial of service
(i.e., availability) issues is in line with our findings (see Figure 3.9). Finally, in robotics systems,
severity is considered either high or critical for more than 50% of the software vulnerabilities, a result
that is similar to ours (see section 3.3.8), which indicates that improved security testing solutions are
necessary across fields, not only Edge systems.

Austin et al. empirically evaluated the effectiveness of different security testing approaches in
detecting vulnerabilities of Web-based content management systems (CMS) [76]. They compared
four approaches: exploratory manual penetration testing, systematic manual penetration testing, static
analysis, and automated penetration testing (i.e., dynamic program analysis). Their results show
that different approaches detect different vulnerabilities; precisely, static analysis detects mainly code
injection vulnerabilities, systematic manual penetration testing detects audit and input validation
vulnerabilities, automated penetration testing detects information leaks but leads to a high false
positive rate for other types of vulnerabilities. Finally, static analysis accurately detects unsafe code
and lack of null checks but leads to a high false positive rate for other types of vulnerabilities. CMS
share a subset of the features of Edge systems (e.g., Web interfaces, interaction with databases);
therefore, the results of Austin et al. confirm that testing these systems is complex (i.e., different
approaches are required). Also, it shows that existing test automation tools are affected by a high false
positive rate which may limit their adoption.

Zahid etal. recently conducted a survey on risk management approaches for cyber-physical systems
(CPS), including IoT systems [77]. Their findings show that availability and integrity are of major
concern for CPS, in contrast to Cloud systems where access control, integrity, and auditability are the
most-studied quality attributes. Unsurprisingly, since Edge frameworks inherit several characteristics
of Cloud computing frameworks, we observe a higher impact of access control and integrity issues
rather than availability ones.

Tabrizchi et al., in a recent survey on security challenges in Cloud computing [ 78], list the architec-
tural solutions that might be adopted to ensure security properties; further, they list the security threats
affecting Cloud systems, according to literature. The provided list of threats includes path traversal
attacks, code injections, authentication issues, abuse of functionalities, resource manipulation, denial
of service, and data breaches. All the threats identified by Tabrizchi et al. match the vulnerabilities

reported in our study; such result is not surprising since Cloud systems share many commonalities with
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Edge systems. However, Tabrizchi et al. do not provide any solution for software testing automation
neither provide suggestions for prioritizing the testing of vulnerabilities based on their frequency or
criticality, which we do, instead. Similar to the work of Tabrizchi et al., the work of Ardagna et al. [79]
provides another taxonomy of Cloud security solutions but is more dated. Their work shows that the
number of automated testing solutions was limited; however, they do not provide any direction for

future work.

2.5 Related work on SDN configurations

Approaches for the verification of SDN configurations rely on either model analysis or testing [80],
as explained below.

Model-based approaches can be used to verify that SDN systems implement the provided con-
figuration by relying on model-checking strategies to identify conflicts [80]. For example, Saied et
al. automatically detect and correct misconfigurations in SDN switches [81]. Initially, they collect
configuration data to construct formal models representing both intended and actual network behaviors
using network switch flows. Then, they rely on model checking to identify discrepancies between
these models, assess their impact, and align actual operations with intended configurations. Sadauoi
et al., detect misconfiguration in OpenFlow flow rules utilizing a flow table decision diagram (FtDD)
created from the flow rules of all the switches on the network [82]. They parse all possible paths that
a packet could take in the given network topology to detect conflicting rules. Another approach relies
on flow rules to create a binary decision diagram (BDD) that is processed by relying on Computational
Tree Logic (CTL) queries to detect intra-rule misconfigurations [83]. Pan et al., instead, present a
dedicated algorithm that relies on intervals derived from flow rules to check for redundant rules and
minimize the total number of rules [84]. Le Brun et al., instead, automatically derive inputs (e.g.,
network packets) from the configuration itself (e.g., to request a whitelisted URL) to test if the SDN
leads to the expected outcomes (e.g., URL can be accessed) [85].

The main limitation of the approaches above is that they rely on a model of the system, which
should be either manually produced by the engineer or derived from the configurations provided to the
SDN software. Both cases are expensive, indeed, the former directly requires engineers to produce a
model, the latter requires the tool to be tightly integrated with the SDN software (e.g., it should process
the proprietary format of commercial tools such as Versa [86]); such integration might be expensive to

maintain. In addition to that, a problem that may affect model-based verification approaches relying
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on model checking is that they require detailed modelling of the system (what is not modelled is
not tested) and furthermore, may not detect problems visible only when the system is executed (e.g.,
because of delays during transmission).

Because of the above, automated testing approaches not relying on SDN modelling might be more
adequate to address our problem. In the context of SDN testing, researchers have explored the use
of fuzz testing [87], which led to the development of DELTA [88], BEADS [89], FragScapy [90],
and AFLNET [91]. Although such fuzzers do not directly address the problem of testing SDN
misconfigurations, they might be leveraged to generate traffic in place of NMAP. DELTA generates
anomalous traffic by altering valid data packets. Most of the vulnerabilities detected by DELTA result
from the modification of control flow messages, which is out of scope for our project; however, DELTA
includes a Host agent that is useful for launching some attacks initiated by hosts (it generates network
flows by creating new TCP connections or by using existing utilities, such as Tcpreplay). BEADS
aims at discovering failures that may be triggered by the presence of malicious SDN components
(applications or controllers) and therefore its applicability is out of scope since, as mentioned in the
Introduction section, SATCOM providers assume that all the components installed on a SATCOM
SDNs can be trusted and they are not interested in testing them. For the same reason, approaches for
the identification of adversarial data planes are out of scope as well [92]. FragScapy is a command-line
tool that can be used to generate ’fragroute-like’ tests using Scapy [93]. FragScapy is useful to collect
network data that can’t be collected by NMAP in the presence of firewalls, but, alone, does not enable
detecting misconfigurations. AFLNet targets implementations of network protocols thus targeting a
problem different than ours.

In addition to FragScapy, other tools can generate test traffic and might be considered in the future
to complement NMAP in FISTS; we describe them in the following. ATPG [94] generates packets to
test network availability and verify packet latency along with the consistency of the data plane with
respect to configuration specifications; BUZZ [95] focuses on policy implementations; Monocle [96]
checks inconsistencies in the data plane; sPing [97] relies on packet injection to discover network
loops, black holes, and link layer information; RuleScope [98] inspects SDN forwarding; SDN
traceroute [99] is a packet-tracing tool for measuring paths in SDN networks; sTrace [100] is a
packet-tracing tool for large, multi-domain SDN networks; FLOWGUARD [101] detects firewall
policy violations; Libra [ 102] detects loops, black holes, and other reachability failures; HSA (Header
Space Analysis) [103] is a protocol-agnostic framework to identify reachability failures, forwarding

loops, and traffic isolation; FlowTest and GraphPlan [104] tackle stateful and dynamic data plane
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Table 2.1: Port states determined by Nmap.

Port State Scan Type  Description

Open All An application is actively accepting TCP
connections, UDP datagrams, or SCTP
associations on this port.

Closed All The port is accessible (it receives and re-
sponds to Nmap), but there is no applica-
tion listening on it.

Filtered All NMAP cannot determine whether the
port is open because packet filtering (e.g.,
firewall) prevents responses to reach

NMAP.

Unfiltered ACK The port is accessible, but Nmap is un-
able to determine whether it is open or
closed

Open|Filtered UDP, NMAP is unable to determine whether a

IP, FIN, port is open or filtered because the se-
NULL, lected scan type does not enable getting
Xmas any response from the port.

Closed|Filtered IP ID idle NMAP is unable to determine whether
the port is closed or filtered.

functions (DPFs), and policy requirements. To conclude, testing approaches aim to detect problems
that are complementary to our (e.g., high latency, network loops); however, some of them might be
leveraged to collect additional data to extend FISTS in the future. Feasible options include FragScapy
to complement NMAP limitations, and collect latency data for anomaly detection; however, NMAP

remains the best choice for monitoring available ports.

2.6 Network Scanning with NMAP

In this thesis, we rely on Network Mapper (NMAP) which is an open-source network scanning utility.
NMAP is the industry-wide standard for exploring computer networks. NMAP offers various network
scanning techniques and strategies which enable professionals to discover network hosts and identify
running services. For every scanned host, NMAP reports the state of the probed ports; the possible
cases are shown in Table 2.1.

Since service providers (e.g., SATCOM companies) may rely on proprietary SDN protocols that
may change over time, we test the SDN in a black-box manner. Specifically, we do not rely on the
NMAP options for OpenFlow (e.g., openflow-info script). The goal is not to test the SDN itself but to

test the running configuration, and identifying the possibility of it being in a vulnerable state.
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2.7 Data Clustering

Data clustering involves the partitioning of a dataset into groups, or clusters, based on the simi-
larity among the data points within each group [105]-[107]. Clustering algorithms differ for the
strategy adopted to partition the dataset; their performance depends on the characteristics of the
dataset [106]. Among traditional clustering algorithms [108], hierarchical algorithms (e.g., HAC [109]
and BIRCH [110]) perform well when clusters have a tree-shaped form, partition-based algorithms
(e.g., K-means [111] and PAM [112]) assume that clusters have the form of hyper-spheres, density-
based algorithms (e.g., DBSCAN [113], OPTICS [114], and Mean Shift [115]) do not make assump-
tions on the clustering shape but assume that points belonging to a same dense region belong to the
same cluster. Below, we detail the approaches considered in this paper (i.e., HAC and K-means).
Hierarchical agglomerative clustering (HAC) is a bottom up approach in which each data point starts
in its own cluster; it iteratively merges pairs of clusters thus producing a dendrogram. The input of
HAC is a matrix capturing the distance between every pair of data point. Grouping aims at minimizing
one objective function; in our work we rely on the ward linkage method, which minimizes the variance
of the clusters being merged [116]. K-means is the most popular clustering algorithm; it works by
iteratively assigning data points to the nearest cluster centroid and recalculating the centroids until
convergence. The objective is to minimize the within-cluster sum of squares, making data points
within the same cluster as similar as possible while maximizing dissimilarity between clusters.

Both HAC and K-means do not automatically determine how many clusters should be generated.
To determine the number of clusters that best separate our dataset we rely on Silhouette analysis [117],
which is a state-of-the-practice solution for this purpose. Precisely, we execute our clustering algo-
rithms multiple times, with a number of clusters ranging from 2 to N (in our experiments we set N
to 50). According to Silhouette analysis we select the clustering output having the largest number of
clusters with a max Silhouette coefficient above the Silhouette score. The Silhouette coeflicient is
computed for every data point in a cluster as the difference between the average distance from the data
points within a cluster and the data points in the closest cluster normalized by the largest of the two.

The Silhouette score is the average Silhouette index across all the datapoints in a cluster.

2.8 Anomaly Detection

Anomaly detection refers to the process of identifying and flagging data points that significantly

differ from the expected or normal behavior within a given dataset [118], [119]. Specifically, we
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aim to identify outliers within tabular data. A recent survey classifies fundamental outlier detection
approaches into nearest-neighbor-based, projection-based, and clustering-based [119]. In this paper,
we consider one representative for each category, which are Local Outlier Factor (LOF) [120] and
Isolation Forest (IF) [121], for the first two categories. We selected these two algorithms because
they are accurate (as reported in the survey) and largely adopted by data analysts (e.g., included in
well-known libraries). Clustering-based methods, instead, rely on popular clustering algorithms (e.g.,
k-means, see Section 2.7) but differ for their rationales, which are: (a) anomalies do not belong to
any cluster, (b) anomalies are away from the cluster centroids, (c) anomalies belong to small or sparse
clusters [118], [119]. In Section 4.2.4, we introduce two approaches (SKM and SHAC) that rely on
(c). Below, we describe the state-of-the-art anomaly detection approaches that we selected for FISTS.

Isolation Forest (IF) [121] is a powerful method for anomaly detection in high-dimensional
datasets. It is based on the intuition that anomalies are often isolated from the majority of data points
and can, therefore, be identified quicker. The IF algorithm constructs a binary tree-like structure
known as an Isolation Tree by randomly selecting features and splitting the data at random values
within those features. This partitioning process is repeated recursively until each data point is isolated
within a leaf or all the data points in a leaf have the same values. Anomalies are then identified as those
data points that require fewer splits to isolate, making IF particularly effective at detecting outliers
or anomalies within complex and high-dimensional datasets. This algorithm has gained popularity
for its speed and accuracy in anomaly detection tasks, making it a valuable tool in various domains,
including fraud detection, network security, and quality control.

K-Nearest Neighbor (KNN) is a machine learning algorithm used for both classification and
anomaly detection. In KNN, the K represents the number of nearest neighbors considered when
making a prediction for a new data point. The KNN intuition that data points are likely similar to those
in their proximity led to multiple anomaly detection approaches. One approach flags as anomalous
those data points with a K-th neighbor having a distance above a threshold d [122]; another approach
flags as anomalous the N points with the longest distance from the K-th neighbor[123]. However,
both approaches require identifying a threshold, which can be challenging; further, the latter does not
consider the local density of the neighborhood (e.g., the K-th neighbor might be far away, but the
others are not) and did not lead to successful result in our experiments in Section 4.

Local Outlier Factor (LOF) [120] takes a density-based approach, considering the local neigh-
borhood density of each data point. It computes the average distance of a point from its K nearest

neighbors, which quantifies how isolated a point is within its immediate surroundings and is used
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as an anomaly measure. High LOF values suggest that a point is in a less dense neighborhood and
is likely an outlier. LOF identifies as anomalous those data points with an anomaly score above a
threshold (default is 1.5). Building on LOF, in our FISTS paper, we introduced Sorted KNN (sKNN),
which sorts dataset entries based on the anomaly score computed by LOF.

Histogram-based Outlier Score (HBOS) [124] uses histograms to estimate the density of data
points in each feature. For each feature (in our context, the state of a specific port), it constructs a
histogram (either with static or dynamic bin widths) and calculates outlier scores based on the portion

of data points are in these histograms, as follows

d
1
HBOS(p) = > log (hlst(m> 2.1
i=0 t

with p being the data point to assess, d the number of features, hist;(p) the number of items in the
histogram that contains p.

One-Class Support Vector Machines (OCSVMs) [125] consider anomalies as rare deviations
from the distribution of datapoints in space. OCSVM establishes this boundary by maximizing the
margin around the normal instances, thereby creating a normalcy region. OCSVM first constructs an
hyperplane by solving an optimization problem that maximizes the margin between the data points
and the origin while allowing some flexibility for outliers. This hyperplane then serves as the decision
boundary for classifying new data points as normal or anomalous.

Cluster-Based Local Outlier Factor (CBLOF) [126] determines outlier scores by leveraging clus-
ters obtained from a clustering algorithm (usually k-means). It categorizes clusters into small and
large based on a specified threshold (8, in our experiments). For large clusters, the anomaly score is
calculated by multiplying the distance of the data point from the cluster’s centroid by the total number
of data points in that cluster. For small clusters, the anomaly score is determined by multiplying the
distance to the centroid of the nearest large cluster by the number of data points in the small cluster to
which the data point belongs. In Section 4, instead, we proposed leveraging hierarchical agglomera-
tive clustering (HAC) [109] and k-means [11 1] to group data points, and then, for anomaly detection,
prioritize the inspection of data points belonging to smaller clusters; we called our approaches sorted
HAC (SHAC) and sorted k-means (SKM).

Connectivity-Based Outlier Factor (COF) [127] computes an anomaly (i.e., outlier) score by
comparing the distance of each data point from its nearest neighbors with the distances of those

neighbors to their own nearest neighbors. First, COF calculates the sum of the distances between a
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data point and its £ nearest neighbors. Then, it divides the obtained distance by the average distance
sum for its k neighbors. A high score indicates that the data point is relatively isolated compared to
its neighbors, suggesting it is an outlier.

LUNAR [128] is a state-of-the-art graph-based anomaly detection approach. It uses a one-layer
graph neural network (GNN) by constructing a graph where each data sample is represented as a
node. Directed edges connect each node to its k£ nearest neighbors in the dataset. For each target
node, LUNAR learns its anomaly score by aggregating information from these neighboring nodes.
Unlike other GNN approaches, LUNAR builds its own graph from feature-based tabular data rather
than using pre-existing graph datasets. It also inputs the distances between nodes and their nearest
neighbors, rather than using raw feature vectors, making it more adaptable. Additionally, LUNAR
employs a learnable message aggregation function to combine neighbor information, providing more
flexibility compared to fixed aggregation methods used in many other GNNs.

Principal Component Analysis (PCA) [129] performs linear dimensionality reduction by projecting
data onto a lower-dimensional subspace defined by the directions (principal components) that capture
the most variance in the data. Outliers can be detected by examining how far points are from the
expected structure in this lower-dimensional space, especially on the axes associated with smaller
variance. The farther a point is from the central cluster in this reduced space, the more likely it is an
outlier.

Kernel Principal Component Analysis (KPCA) [130] is an extension of Principal Component
Analysis (PCA) that uses kernel methods to capture nonlinear relationships in the data. Instead of
applying PCA directly to the original data, KPCA first maps the data into a higher-dimensional space

using a kernel function, such as the Gaussian kernel.

2.9 Machine Learning with Human-in-the-Loop

Human-in-the-Loop (HITL) approaches for machine learning leverage feedback from the end user
to improve the results of a machine learning model [131]-[133]. The most notable approach is
active learning, which consists of improving the learning process by selectively choosing the most
important data points to label thus reducing labeling costs [134]. For example, active learning has
been applied to perform intrusion detection by leveraging Transductive Confidence Machines for
K-Nearest Neighbors (TCM-KNN) [135]. TCM-KNN leverages the Kolmogorov-Smirnov test to

determine uncertain datapoints, which are then presented to engineers for labeling. Results show that
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99.7% accuracy can be achieved by labeling 40 out of 500 data points; however, based on our results,
other anomaly detection methods may enable engineers to inspect less data points [136]. Other work
integrates active learning with built-in attack graphs [137], which are not available in our context.

Other applications of HITL to anomaly detection aim at incorporating analyst feedback during
the anomaly investigation process to adjust the ranking of the anomaly detector and reduce the
number of false positives. This is the case for Active Anomaly Discovery (AAD), which presents an
interactive data exploration loop where, within each iteration, the algorithm selects a data instance to
present to the expert as a potential anomaly, and the expert labels it as anomalous or nominal [138].
AAD incorporates such feedback by adjusting the parameters of the anomaly detection algorithm
to prioritize confirmed anomalies. Implementations include updating a set of weights applied to
an ensemble of histogram density estimators [138] or isolation forest trees[139]. Experiments with
real-world data confirm that AAD enables detecting 80% more anomalies that traditional anomaly
detection algorithms. Other AAD approaches tune the OCSVM learned parameters [140] or improve
OCSVM variants by presenting to engineers both likely anomalous data points and data points that
are uncertain [141].

Some works leverage the availability of historical data. In the context of wireless IoT network
anomaly detection, successful applications include leveraging an existing dataset KDD1999 to train
XGBoost, which is then used to label the data under analysis, and collect expert feedback until reaching
99% precision and recall [142]. Other authors leverage historical data to improve the performance of

OCSVM in cellular network anomaly detection [143].

2.10 Weakly- and Semi- Supervised Anomaly Detection

Weakly Supervised Anomaly Detection (WSAD) leverages existing labeled data to learn unlabeled
data [144]. WSAD approaches address incomplete supervision, inexact supervision, and inaccurate
supervision; in our context, we can leverage labels provided by human experts when inspecting a
subset of data points, which matches the case of incomplete supervision. Several weakly supervised
approaches addressing incomplete supervision leverage human-in-the-loop, and they correspond to
the AAD approaches described in Section 2.9.

Besides WSAD approaches that leverage HITL, the literature reports on generic weakly supervised
machine learning approaches that do not take advantage of expert inputs to address generic machine

learning problems, not only anomaly detection. They are known as semi-supervised approaches [ 145].
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In the following paragraphs, we discuss the feasibility of leveraging such approaches to perform
anomaly detection in our context, using a small subset of labeled data points. In our discussion, we
follow the classification provided in a recent survey [145]: wrapper methods, intrinsic methods, and
transductive methods.

Wrapper methods leverage supervised classifiers to learn from unlabeled data; for example, the
self-training method [146], which we leverage in this paper. The self-training method, first, trains
a classifier on the available labeled data, then, uses the classifier to predict unlabeled data points,
last, it adds the most confident predictions to the labeled data set. The process is iterated till all the
data is labeled. Other wrapper methods work on multiclass problems (out of context in our work),
or leverage ensemble classifiers, which require a large number of labeled data points that are not
available in our context (e.g., it is too expensive to ask developers to label 10% of the data points, as
suggested in related studies [147]). Unsupervised preprocessing methods include feature extraction
from unlabeled data (i.e., what achieved by PCA and KPCA in Section 2.8 and included in our study),
cluster-then-label approaches, which relate to the clustering approaches in Section 2.8 and included
in our study, and pre-training methods, which consist of pre-training the internal layer of DNN-based
approaches, but DNNs tend to perform poorly with tabular data [148] and we therefore excluded them
from our investigation.

Intrinsic methods consist of variants of supervised-learning methods whose objective function
takes into account unlabeled samples, they can be classified as maximum-margin methods, perturbation
methods, and manifold methods. Maximum-margin methods (e.g., SVM-based or Gaussian-based)
attempt to maximize the distance between the labeled data point and a decision boundary but their
application to our context would require a costly, sufficiently large labeled subset of data points (e.g.,
10% [149]). Perturbation methods alter labeled inputs during training, and they typically leverage
DNNss thus being unlikely successful in our context for the reasons provided in the previous paragraph.
Manifold methods aim to regularize or approximate the manifold so that data points with the same
labels are close on a manifold; although not largely used in anomaly detection yet, the manifold
regularization extension of OCSVM represents an interesting application for future work [150].

Transductive methods are also called graph-based methods; they either identify cuts to separate
differently labeled data points or propagate their labels based on proximity concepts. The state of the

art approach for graph-based anomaly detection (i.e., LUNAR) was described in Section 2.



26 Chapter 2

Cloud Server

Cloud Server Controller E
«SUT»

Cloud Server API {l
<<API>>

<
Edge Server Y
9 Edge Server AP| E —
Ne—
<<API>>
Configurations
EdgeServerController <<R >
«SUT» '
Plugins E ~_ External Server
ContainerManager = | TN
Network Firewall g i
«SUT» ook Firow: E — Newizlge?/lii eiy)stemE
2 | v oo B ||| <.
<<SUT>>
~_
\iL & \.lJ
Desktop Sensor |\essegingClient IP Camera|EdgeClient
«Node» EdgeClient E «Node»|. g, E «Node» | sUT» E
«SUT»
VM loT Thermostat
Pod «Node» Pod «Node»
«Node»| «Node»

Figure 2.1: UML deployment diagram capturing the architecture of Edge systems. Ball and socket
notation is used to distinguish between the component providing a service (ball) and the component
relying on the service (socket).



Chapter 3

Empirical Evaluation of Vulnerabilities

in Edge Frameworks for SATCOM

3.1 Introduction

Business and private individuals are increasingly relying on data-intensive services provided by remote
systems; examples include music streaming, video conferencing, E-gaming, cloud storage, and remote
surveillance. Because of the real-time transmission of large amounts of data, latency is one of the main
issues affecting the above-mentioned services. To minimize latency, the Edge Computing paradigm
has been introduced [151]. It consists of distributed storage and computing resources close to the
end-users with the objective of minimizing latency and ensuring real-time services.

When data is the main asset of a service, security is a major concern. Unfortunately, by moving
data and computation closer to the end-user (e.g., TV boxes), service providers have less control on
the infrastructure, which is often physically accessible, might be difficult to update (e.g., because
updates take place overnight when the system is turned off), and might be installed on a large number
of diverse hardware and OS layers whose configurations might be difficult to be tested extensively.
Consequently, compared to services executed on traditional infrastructures (e.g., Cloud), services
executed on Edge computing infrastructures may expose a wider set of attack surfaces (e.g., because
physically accessible) and be more likely affected by vulnerabilities (e.g., because it is not possible to
test all the configurations of the software, or because it is not possible to ensure that the underlying
environment is up to date).

Because of the reasons above, infrastructure providers are looking for solutions to assess that Edge

frameworks and applications are free from vulnerabilities. In this paper, we focus on software security

27
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testing, which, differently from other approaches (e.g., security analysis), provides evidence of the
presence of vulnerabilities; for example, test failures show how an attacker can exploit a vulnerability.

As a starting point towards the definition of Edge security testing solutions we conduct an empirical
study of the vulnerabilities affecting Edge frameworks. Our study partially relies on a recent study by
Gazzola et al. [54].

The work of Gazzola et al., although focused on functional failures and not security aspects, has
guided us towards the characterization of the vulnerable components (e.g., plugins), the type of failures
being observed (e.g., signalled or silent), the complexity of the required testing procedures (i.e., how
many actions should be performed to detect a vulnerability), and the reasons why vulnerabilities
slip through the development process (e.g., because of the combinatorial explosion of the inputs
to be tested). In addition, different from Gazzola et al., we characterized the preconditions (e.g.,
sub-nets should be set-up) and the inputs (e.g., sending crafted messages) required to exploit Edge
vulnerabilities. Finally, similar to other vulnerability studies [69], we analyzed the distribution of
CWE [152] identifiers (i.e., types of weaknesses leading to

Edge vulnerabilities reported in the Common Vulnerabilities and Exposures (CVE) database [62].
Also, we studied their severity, based on the CVSS entries of the National Vulnerability Database
(NVD) [65].

In total, we defined eight research questions. We surveyed 263 bug reports concerning four
Edge frameworks (Mainflux [26], K30S [25], KubeEdge [153], and Zetta [154]). Among them, we
identified 147 vulnerability reports.

Our results show that the large number of combinations of configurations and inputs (i.e., combi-
natorial explosion) is the main reasons for security vulnerabilities not being detected at testing time
(RQy). Vulnerabilities mostly affect the main Edge framework components (i.e., controllers), a minor
presence is observed in network components and plugins, while other components (i.e., APIs, drivers,
services, and resources) are less affected (RQ,). Generally, vulnerabilities can be observed when
the software under test (SUT) is in a specific state or configuration (RQ4, RQ,), which clarifies why
vulnerabilities are not detected at testing time because of combinatorial explosion. Security failures
(RQ3) are silent (i.e., not detected by the SUT) and concern value failures (e.g., illegal data being
returned), network (e.g., data erroneously routed), or actions (e.g., the software performs illegal oper-
ations on the environment). Once the SUT is in the vulnerable state, vulnerabilities can be exploited
with a single action (RQj5 4) that usually consists of providing specific data (RQ5z) to the SUT. The

security property that is likely violated by Edge vulnerabilities is confidentiality (RQg). Confidential-
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ity issues are mainly due to developer mistakes concerning authentication mechanisms or information
management errors (RQ-). Further, failures are observed because the SUT performs improper access
control or improper control of resources over lifetime (RQ;). NVD data indicates that more than 50%
of Edge vulnerabilities have a high severity and are easy to exploit, thus highlighting their criticality
and the need for improved testing solutions (RQyg).

Based on the characteristics summarized above, to ensure timely discovery of vulnerabilities
(e.g., before attackers), we suggest to automatically execute test cases directly in the field (e.g., on
the deployed Edge system); such practice is known as field-based testing [155]. Indeed, automated
testing might be executed, in the field, when configurations not tested in-house are observed; also,
the detection of vulnerabilities might be simplified by the fact that only a single action is sufficient to
exploit them. Further, testing might focus on confidentiality thus not requiring the identification of
mechanisms to compensate for integrity problems caused by the testing process itself. All the data

collected to perform our study are available online [156].

3.2 Study Design

The goal of our study is to investigate security vulnerabilities affecting Edge computing frameworks.
The purpose is to identify the characteristics of Edge vulnerabilities with the aim of driving improve-
ments in the security testing process and supporting the identification of appropriate solutions for
the development of security testing tools. The context consists of 147 vulnerabilities reported be-
tween January 2019 and December 2021. They concern four Edge frameworks, which are KubeEdge,
Mainflux, K30s and Zetta.

This study addresses eleven research questions (including sub-quesitons), which we defined by
focusing on those aspects that may drive the definition of an automated security testing technique.
We focus on aspects that help identifying the testing opportunity (i.e, determine in which scenarios
existing methods are insufficient), evaluating the feasibility of security testing automation (e.g., to
avoid severe consequences on the integrity of the system), and defining the technical solution (i.e.,
design an input selection strategy, an automated test oracle, test harnesses and, in general, supporting
procedures).

Figure 3.1 provides an overview of the relations between our research questions (RQs) and the final
objective of this work (i.e., support the development of effective testing approaches for Edge systems);

precisely, in Figure 3.1, we organize our RQs according to their objectives (i.e., identifying the
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Figure 3.1: Research Questions: Objectives, Data analyzed, and Information derived.

testing opportunity, evaluating the feasibility of security testing automation, and defining the technical
solution) and indicate which information is acquired by addressing each RQ. In this manuscript, our
RQs are sorted according to the data used to address them: first we present the RQs addressed through
the manual inspection of vulnerability reports (RQ; to RQg, with the four RQs inspired by Gazzola
et al.’s work first), then we present research questions addressed using data available on the CVE and
NVD databases (RQ~ 4 to RQg). A detailed description of our research questions follows:
RQ;: Why are Edge vulnerabilities not detected during testing?

Like any other software system, an Edge system shall undergo a security testing phase in which
engineers verify that it meets its security requirements [157], [158]. The presence of vulnerabilities
not being detected during testing but discovered later (e.g., once the system has been already released
and deployed in the field), indicates pitfalls in the testing process.

This research question aims

to determine the reasons that prevented the detection of vulnerabilities during testing and whether
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further research is needed to prevent security failures in the field or, alternatively, if field failures can be
avoided simply through the improvement of the testing process in place (i.e., testing was insufficiently
conducted).

RQ,: What are the types of components involved in a security failure?

Similarly to the study of Gazzola et al., we aim to determine which components are involved in
a security failure. However, to better support the definition of automated security testing techniques,
we aim to distinguish between (A) the failing components, which indicate what should be the targets
of test oracles, (B) the components that should be in a specific state to exploit the vulnerability,
which may indicate the conditions under which the software should be tested (e.g., with an overloaded
network), (C) the components receiving the input, which influence the type of input interfaces that
should be managed by the testing technique (e.g., a Web interface or an input file), and (D) the
vulnerable components, which indicate what to test. The analysis of the types of components involved
in a security failure should support the identification of appropriate testing strategies. Therefore, we
refine our research question into four:

* RQ,4: What are the components manifesting an Edge security failure?

* RQ,p: What are the components that are in the state required to exploit an Edge vulnerability?

* RQ,: What are the components that receive the inputs that trigger an Edge vulnerability?

* RQ,p: What are the faulty (i.e., vulnerable) Edge components?

RQ3: What kind of failures are observed when an Edge vulnerability is exploited?
To automatically test a software system, it is necessary to specify test oracles (see Section 2.3). The
implementation of an automated test oracle depends on the nature of the failures to be detected;
for instance, the program logic required to automatically detect a crash might be based on response
timeout, which is likely different than the logic required to detect unauthorized access to a resource,
which might consist of verifying the data returned to the caller.

RQ,: What is the nature of the precondition enabling the attacker to exploit Edge vulnerabilities?
A vulnerability may be exploited only if a certain precondition holds (e.g., a subnet has been set-up).
Since it might be difficult for an automated approach to meet certain preconditions (e.g., automatically
set-up a network), to evaluate the potential benefits of test automation (e.g., the proportion of vulner-
abilities it might detect), we investigate the nature of such preconditions for different vulnerabilities.

RQgs: What inputs enable exploiting Edge vulnerabilities?

The effectiveness of a test automation approach depends on the degree of complexity of the input to
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be generated, which we may characterize in terms of the number of required interactions with the
SUT and the structure and type of input actions to perform (e.g., providing data, changing software
configurations, or simulating network disruptions). For instance, a vulnerability that requires a long
input sequence to be exploited may be more difficult to detect than one can be detected with single
input. We therefore refine RQj5 into two separate questions:

* RQ54: How many steps are required to exploit an Edge vulnerability?

* RQsp: What is the nature of the input action enabling the attacker to exploit a vulnerability?

RQg: What security properties are violated by Edge vulnerabilities?
The type of security properties being violated by Edge security failures impact on the definition of
automated oracles. Also, they may affect the test harness solutions' to put in place. For example,
vulnerabilities that affect availability can be detected by oracles that look for the lack of responses
from the system; instead, to detect authorization vulnerabilities it is necessary an oracle that is aware
of the system’s access policies. Concerning test harness, after discovering availability issues, it may be
necessary to restart the system (e.g., to prevent blocking other testing processes), which is not required
after discovering confidentiality problems (confidentiality issues do not alter the state of the system).
Instead, the discovery of an integrity issue may imply restoring the configuration of the system after
discovery.

RQ;: What faults cause Edge vulnerabilities?
The input selection strategy implemented by a test automation approach depends on the types of faults
being targeted. In the case of security testing, for example, the inputs to be selected to identify an SQL
injection attack are different than the ones used to detect a path traversal vulnerability (e.g., they rely
on different grammars). To categorize faults, we can rely on the CWE vulnerability types, which is
well-known and largely adopted taxonomy. Additional aspects to take into account are the erroneous
software behaviors caused by the vulnerability (e.g., improper access control) and by the developer
mistakes leading to the vulnerability (e.g., memory buffer errors). Erroneous software behaviors are
captured by the CWE pillars for the CWE view Research concepts; developer mistakes are captured
by the CWE pillars for the CWE view Developer concepts. We therefore refine RQ into three RQs
that reflect the information collected in our process:

* RQ74: What is the CWE vulnerability type?

* RQ,p:What are the erroneous software behaviors leading to Edge security failures?

"We use rest harness to indicate the technical solutions supporting test automation.
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* RQ;c: What are the developer mistakes leading to Edge vulnerabilities?

RQg: How severe are Edge vulnerabilities?
To evaluate the importance of improving Edge security testing approaches, RQg discusses severity
based on NVD CVSS scores (see Section 2.3); severity analysis provides an indication about the

urgency for automated security testing approaches.

RQ;, RQ,, RQ3, and RQ; 4 are inspired by the work of Gazzola et al.; however, we have extended
the analysis method to better fit the context of this study. Precisely, the taxonomies used to address
RQ; and RQj5 4 match the one used by Gazzola et al.; the taxonomies used for RQ, and RQ; are an
extension of the one proposed by Gazzola et al. Further, we address RQ, and RQj5 5 using a taxonomy
that we introduce in this article. For RQg we rely on the CIA security properties (but we distinguish
between data and system integrity). For RQ~, 4, RQ- g, RQ-;~ we rely on CWE categories. Finally,
for RQg, we rely on NVD CVSS attributes.

3.2.1 Data collection

Figure 3.2 provides an overview of the process adopted to collect data and answer our research
questions.

For our study, we selected Edge frameworks that fulfill the following criteria: (C1) being open-
source and publicly available, which enables the investigation of software patches for a better under-
standing of the vulnerability, (C2) having active user base (i.e., users reporting bugs and vulnerabilities
online) and support (i.e., responses are provided to 90% of the end-user issues), which ensures that
the software provides features that are helpful for the development of Edge systems, (C3) having at
least five vulnerabilities reported by end-users either on the CVE databases or GitHub (not all the
vulnerabilities are necessarily reported on the CVE database).

We focus on Edge frameworks rather than services or applications developed to run on Edge
frameworks since the latter delegate security management to the underlying frameworks [159].

First, we have identified 15 open-source Edge frameworks by executing a Web search with the
Google search engine; we searched for the keywords ‘edge framework’ and ‘ToT framework’.
The identified frameworks are shown in Table 3.1, whereas columns C1, C2, and C3 indicate which
of the above-mentioned criteria had been satisfied.

Based on our criteria, we selected as subjects of our study KubeEdge, Mainflux, Zetta, and K3os.

KubeEdge [23] is the framework with the largest number of users providing comments in the issue
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Figure 3.2: Activity diagram for our approach in the manuscript

tracker, probably because it is the most widely adopted one. It is developed as an open-source project
by Cloud Native Computing Foundation (CNCF) [160]. It is an open-source product built upon Kuber-
netes [161], which is a system for automating deployment, scaling, and management of containerized
applications. KubeEdge extends containerization capabilities to Edge devices. KubeEdge’s bug
reports and vulnerabilities are available on its GitHub page [ 1 53] and CVE database [62], respectively.

Mainflux [26] is an open-source framework designed by Mainflux Labs to support smart devices
in the Internet of Things (IoT') ecosystem. It has a simpler architecture than KubeEdge (i.e., less com-
ponents) and serves as a middleware between Edge devices and cloud-based orchestration platforms;
it targets systems that largely rely on the Edge paradigm (i.e., IoT). Its bug reports can be accessed on
GitHub [162].

Zetta [154] is an open-source, Web-based Edge framework which provides connectivity to different
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Table 3.1: List of all the opensource Edge frameworks identified in our search (selected ones in bold).
Labels C1, C2, and C3 refer to our selection criteria (see Section 3.2.1).

Framework Selected Organization License C1 C2 C3
KubeEdge v Kubernetes apache-20 v v
Wasm3 X Volunteers MIT v v oox
Baetyl X Linux Foundation Edge  apache-2.0 v x by
Mainflux v MAINFLUX LABS apache-20 v v V
Superedge X Volunteers other v X b
Yomo by Volunteers apache-20 v Vv x
Fog-flow X FIWARE bsd-3-clause v' Vv X
Cloudsimsdn X Volunteers gpl-2.0 v oox X
Deviceplane X Volunteers apache-2.0 v «x X
Distributed Storm X Volunteers apache-2.0 x v x
ENORM X Volunteers apache-20 v x x
K3os v Volunteers apache-20 v v
Oci by Volunteers BSD-2 x v ox
Zetta v Volunteers MIT v v oV

types of smart devices. The Zetta’s centralized device controller (Zetta hub) is designed to work on
low-powered devices capable of running an OS such as BeagleBone Black, Intel Edison, or Raspberry
Pi. Zetta’s bug reports and vulnerabilities are available on the GitHub and CWE database [163].

K3o0s [25] is an open-source Edge framework designed to work in low resource environments
with the capability of being managed through a light-weight Kubernetes dashboard called k3s. For
example, it is used by Rancher, a multi-Cloud container management platform [164].

For each Edge framework, we analyzed the vulnerabilities reported in its bug repository (GitHub)
and the ones appearing in the CVE database. To identify vulnerabilities in the GitHub repository,
we used the GitHub built-in search functions to search for bug reports containing security-related
keywords (i.e., security, vulnerability, crash, and privacy) either in their title or in the description of
the vulnerability.

To select vulnerabilities in the CVE database, we used the built-in search function to identify
CVE records including the name of the framework. Also, we searched for vulnerabilities referring to
components implementing the containerization and communication features used by our frameworks,
which are MQTT brokers (e.g., Mosgqitto [165] and VerneMQ [166]), Raspberry pi (configured as
end-device or client manager for pods), and container managers (i.e., Kubernetes, Docker, and Cri-o).
Precisely, KubeEdge components include Kubernetes, Cri-o, Raspberry Pi, Mosquitto or verneMQ,
whereas Mainflux components include only Docker. K3os components include Kubernetes; Zetta’s

components include Raspberry Pi. However, to avoid duplicates in our study, the Edge vulnerabilities
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Table 3.2: Vulnerabilities selected for each case study subject

Framework Reports
GitHub CVE Total Vulnerabilities Edge vulnerabilities
KubeEdge! 39 76 115 80 71
Mainflux? 7 118 125 119 74
K3os 18 - 18 1 13
Zetta 5 - 5 1 14
Total 69 194 263 201 147

Notes: ! KubeEdge vulnerability count includes also vulnerabilities affecting Kubernetes, Cri-o, Raspberry-Pi, and MQTT
brokers (Mosquitto or verneMQ). 2 Mainflux vulnerability count includes the vulnerabilities affecting Docker components
used within Mainflux.  For K308, if we count also the vulnerabilities affecting Kubernetes and Raspbery Pi we end up
with 64 Edge vulnerabilities. * For Zetta, if we count also the vulnerabilities affecting Raspbery Pi we end up with 3 Edge
vulnerabilities.

concerning Kubernetes (61, in total) and Raspberry Pi (two, in total) had been counted as part
of KubeEdge only. Since we do not aim to compare frameworks but study the nature of Edge
vulnerabilities, our choice should not bias our results.

In our study, we considered all the GitHub bug reports submitted till 31 November 2021, and all
the CVE vulnerabilities dated between 1 January 2019 and 31 November 2021.

Table 3.2 provides the number of reports collected from GitHub and CVE, for each selected
framework. The total number of reports ranges from 5 (Zetta) to 125 (KubeEdge); unsurprisingly,
such number is related to the complexity of the framework (i.e., the largest frameworks, including
their dependencies, are the ones with the largest number of vulnerabilities).

Column Vulnerabilities in Table 3.2 provides the number of vulnerabilities reported in the collected
reports, which are 201, in total. Vulnerability reports were identified by the first author of the paper
who read all the report descriptions. Among all the vulnerability reports, we excluded the ones
that concern Edge components (e.g., Docker) but affect features not used by Edge frameworks. An
example is vulnerability CVE-2021-31938 [167] in Kubernetes [161], which concerns the Microsoft
Visual Studio Code Kubernetes tool [168]. Such tool is not executed at runtime within the Edge
system but is used at configuration time to implement scripts for the Kubernetes framework; therefore,
the vulnerability is out of scope. After filtering, we count 147 vulnerabilities affecting the Edge
frameworks considered in our study (see column Edge vulnerabilities in Table 3.2). Please note that
the requirement of minimum five vulnerabilities to select an Edge framework for our study concern
the total number of vulnerability-related reports in GitHub or CVE (i.e., column Zoral in Table 3.2),

not the number of Edge vulnerabilities selected at the end of the process.
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Table 3.3: Data collected for the vulnerabilities described in Section 3.2.2

Vulnerability |[RQ; [RQ, 4/ RQ, 5/ RQ,~RQ, 5| RQ;3- | RQ;- [RQ,|RQ;5RQ;RQ:RQ; {RQ, sRQ,ARQ4-RQg-

ID F D A P
2021-3499 | IE | Nd | Se Ne Se Ne SI |[Co| 1 | D | SI|863|284 - H| Non
2020-8565 |UA | Su Su | Non | Su Ac SL |Non| O |[Non| C | 532 | 664 -| Lo| Lo
2020-8559 |UE| Su Su | Ne Su \" SL [Non|No | D | SI | 601 | 664 -l Lo| Lo
2021-25737 | CE | Ne Ne Su Su Ne SL | Co | No | Co | DI | 601, | 664 -l Lo H

184
2020-28914 |UA| R Su Su Su Ac SL |Non| 1 | Co | DI | 732|284 -l Lo| Lo
2021-39159 |[UA| Nd | Su | AP P U SL [Non| 1 | D | SI | 94 | 664 -l Lo| Lo
2021-34431 |CE| Nd | Ne Ne Ne Ne S |Non| 1 D | A | 401|664 -| Lo| Lo
2019-11252 |CE| Su | Non | Non | Su | Ac | SL [Non| O |Non| C |209 |664, |IME,] Lo| Lo
703 | EC-
RC-
SC
2020-15127 [CE| Nd | Ne | Ne Su Sy SL [Non| 1 | D | SI | 306|284 | AE| Lo| Non
2021-32783 |UA| Su | Ap | Ap | Ap | Sy | Un |Non| 1 | D | SI |610,| 664 -l Lo| Lo
441
2021-38545 [CE | Non | HW | HW | HW | Ac | SL |[Non| 1 | D | C - - - H| Non
KubeEdge#1736UA | Nd | Nd R Su T S |[Co| 1 |De| A - - - - -
2021-28166 |CE| Ne | Ne | Ne | Ne \'% S [Non| 1 | D | A | 476|703 PI] Lo| Lo
2020-35514 | CE| Su P Su P Ac | SL [Non| 1 | D | SI | 266|284 Pi H| Lo
2020-8558 | UA | Su Se Ne Se Ne SL [Non| 1 D | C [287,| 284 | CCE| Lo| Non
420
KubeEdge#2362UA | Nd | Nd | Su Su Sy S L|1|D|A - - - - -
Zetta#335 | CE | Su Su Su Se | Ne | Sy |[Co| 1 |ReU| A - -
2020-8563 | CE| Su Su | Non | Su \" SL [Co| O [Non| C |532|664 |A/L-| Lo| Lo
E,
IME
2021-20218 | CE | Nd P Su P Ac | SL [Non| No SI | 22 | 664 H| No

2014-5278 | CE | Su Su Su Ne Ne SL | Co SI - - -| Lo| Non

1
2020-8557 |UA| Nd | Non | Non | Su Sy | Un |ReU| O [Non| A |400 | 664 - Lol Lo
2020-13597 |CE| Ne | Ne | Ne | Ne | Sy | SL |Co| 1 [Co| C |200,|664 | IME| H| Lo

201
2021-21334 |CE| Nd | Su | Su | Su | Ac | SL |[Co| 1 | D | C | 668 | 664 -l H| Lo
2021-21251 |UA | Su P P P v SL |Co|No| D |DI| 22 | 664 -l Lol Lo
2020-2211 |CE| Su P P P v SL [Co| 1 | D | SI |502]|664 RME| Lol Lo
2020-8566 |UA | Su P |Non| P Ac | SL | No| O |Non| C |532]| 664 |ALE,/] Lo| Lo

Abbreviation Terms:

IE: Irreproducible execution condition, UA: Unknown application condition, UE: Unknown environment con-
dition, B: Bad Testing, CE: Combinatorial Explosion, R: Resource, AP: API, Su: SUT, D: Driver, Se:
Service, Ne: Network, Nd: Node, HW: Hardware, Non: None, Ac: Action, V: Value, T: Timing, Sy:
System, I:Integrity, S: Signalled, Un: Unhandled, SL: Silent, A: Availability, no: No Information, Co:
Configuration, De: Delay causing missing resource, L: Lack of Data, ReB: Resource Busy, C: Confiden-
tiality, ReU: Resource Unavailable, SI: System Integrity, DI: Data Integrity, Lo: Low, H: High, IME:
Information Management Errors, RME: Resource Management Errors, ALE: Audit/Logging Error, PI: Pointer
Issues, Pi: Privilege Issues, A/L-E: Audit/Logging Errors, RQg-A: RQg- Attack Complexity, RQj;-F: RQ;-
Failure Type, RQj-D: RQj;- Detectability, RQg-P: RQg- Attack Privileges, CCE: Communication Channel
Errors, EC-RC-SC: Error Conditions, Return Values, Status Codes.
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3.2.2 Analysis Method

This section explains the metrics and the procedures put in place to answer our research questions
based on the collected vulnerability reports.

For our study, we proceeded as follows. The first author of the paper has carefully read the 147
vulnerability reports indicated above along with links to related electronic documents (e.g., detailed
vulnerability descriptions provided on the frameworks’ Web sites) and code commits registered on
their versioning systems (e.g., git code commits selected by relying on either the vulnerability ID
or a bug fix ID reported in related electronic documents). We resorted to the inspection of code
commits when the description of the vulnerability was not clear (i.e., it did not enable us to answer
some of our RQs). By reading the vulnerability descriptions and the related electronic resources, to
address each RQ, the first author (1) classified each vulnerability according to the categories specified
to address RQ; to RQg and (2) collected the data required to address RQ- 4 to RQg. To minimize
subjectivity in the manual classification, the authors of the paper have defined together the answers for
each RQ and discussed at least one concrete case for each class. In practice, the first 30 vulnerabilities
inspected at the beginning of the project had been reviewed by both the two authors to ensure common
understanding. Further, randomly selected cases and unclear cases had been discussed. In total, about
50 vulnerabilities had been inspected by both authors. For a subset of the first 30 vulnerabilities
there had been disagreement due to definition of common terminology and criteria, which lead the
first author to re-classify, from scratch, all the 30 vulnerabilities till agreement was reached. For the
remaining 20 randomly selected cases, the two authors were in agreement. Addressing RQ; and RQg
did not require any specific agreement between the authors because it relies on information available
with the vulnerability report.

Table 3.3 provides the data collected for the vulnerabilities mentioned as examples in the following

paragraphs.

RQ;: Why are Edge vulnerabilities not detected during testing?

To address this research question, we classify each vulnerability report according to the same five
categories reported in Gazzola’s work:

e [Irreproducible Execution Condition (IEC). It indicates that the vulnerability cannot be identified

at testing time because it is not feasible to reproduce the conditions under which it can be

exploited. An example is Kubernetes vulnerability CVE-2021-3499 [169], which reports that

Kubernetes is unable to apply multiple DNS firewall rules during egress communication (i.e.,
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communication leaving the local network). Without knowing the specific firewall rules to apply
during testing, it is unlikely to discover this vulnerability.

» Unknown Application Condition (UAC). It indicates that the security failure depends on an input
that was not identified by the testing engineer because not specified in the documentation. An
example is vulnerability CVE-2020-8565 [170], which reports that, with logging level 9, the
system exposes administrator details by writing them in logs as plain text, including authorization
and bearer token (i.e., a hexadecimal string used for requesting access to a resource). Since
the availability of logging level 9 is not well documented [171], testing engineers may have
overlooked it.

* Unknown Environment Condition (UEC). It indicates that the precondition or the type of input

required for triggering the vulnerability depends on a characteristic of the environment (software
environment or physical environment) that was not known to security engineers (e.g., because
not well documented).
An example is Kubernetes vulnerability report CVE-2020-8559 [172], which indicates that a
malicious user can redirect update requests. This vulnerability has been likely not discovered at
development time because of the limited documentation on redirect responses, which concerns
the communication protocol.

* Combinatorial Explosion (CE). Sometimes, to detect a vulnerability at testing time, it is nec-
essary to exercise the system with inputs derived by combining values belonging to different
input partitions?, for different input parameters or configurations. When the system is large,
the combination of values belonging to different input partitions for different parameters and
functions lead to a number of test cases that is very large and thus infeasible to be defined,
executed, or verified (i.e., the number of test cases explode). Also, when inputs can have a
complex structure adhering to a specific grammar (e.g., xpaths), testing different combinations
of valid and invalid grammar tokens becomes challenging. Unfortunately, without details about
the development budget for our case study subjects, it is not possible to determine a threshold
above which it is impractical for software engineers to test different input (or grammar token)
combinations. Therefore, we conservatively assume that combinatorial explosion is the cause
of any vulnerability that can be triggered only with specific combinations of input parameters,
independently from the number of parameters, input partitions, or grammar tokens, for the vul-

nerable function. Indeed, in large systems, it is common practice for engineers to limit testing

2An input partition is a input region with equivalent values, from a testing perspective [173].
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cost by exercising only few combinations of inputs (e.g., by relying on the weak equivalence
class testing strategy [173]).

Please note that although functional testing approaches such as N-wise coverage [ | 73] may have
enabled engineers to address combinatorial explosion and discover vulnerabilities, the available
information does not enable us to determine if such strategies had been applied in our case study
subjects. Therefore, we simply report all the combinatorial cases together, independently of
the strategy followed to test them. An example CE is provided by the Kubernetes vulnerability
report CVE-2021-25737 [174]; it indicates that the user can redirect network traffic into a subnet,
which is typically not allowed by the administrator. The vulnerable version of Kubernetes can
prevent traffic redirection for Nodes and Pods but not for subnets created by a Node or Pod.
Security engineers may have tested this features with Nodes and Pods but not with subnets.

* Bad Testing (BT). We consider a vulnerability to slip through the testing process because of
bad testing when it is not possible to find a justification for the lack of testing effectiveness
in terms of lack of feasibility (i.e., IEC), lack of documentation (i.e., UEC and UAC), or lack
of test budget (i.e., CE). In practice, following the guidelines of Gazzola et al., anything not
categorized in the above-mentioned scenarios is considered due to bad testing [54]. In practice,
as for the study of Gazzola et al., we conservatively consider caused by bad testing only those
cases where a basic security feature of the SUT is always not functioning as specified (e.g., when
access to a feature is always granted, even if the username/password combination is wrong).

Our classification has been performed by reading each vulnerability report to determine the features

that should be exercised to detect the vulnerability. Further, we inspected the available documentation
to (1) determine UAC and UEC cases (they concern the lack of detailed documentation) and (2) to
determine what are the possible input partitions. When available, we also inspected bug-fix commits
to have a better understanding of the vulnerability. Although it is not possible to know the exact cause
of each field failure without involving the actual developers of the frameworks, our investigation helps
determining reasonable ones (i.e., causes that may not be true for the considered case study but might

have been true for a system with the same characteristics).

RQ,: What are the types of components involved in a security failure?

This research question aims to characterize the components exercised when a security failure is
observed. As mentioned in Section 3.1, this research question is divided into four:

* RQ,4: What are the components manifesting an Edge security failure?
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* RQ,5: What are the components that are in the state required to exploit an Edge vulnerability?

* RQyc: What are the components that receive the inputs that trigger an Edge vulnerability?

* RQyp: What are the faulty (i.e., vulnerable) Edge components?

The above-mentioned RQs are addressed by tracing, for each vulnerability report, the types
of components involved in the activities captured by RQ4- RQyp. We have refined the list of
components introduced by Gazzola et al., which included resources, plugins, OS, drivers, and network.
Our refined list of components includes additional elements that characterize Edge systems (see
Section 2.1), which are API, Nodes, and hardware (i.e., the machine on which the software is running).
Also, we explicitly indicate if the failure concerns the SUT (i.e., the Edge framework under test). We
exclude the OS category from our analysis because the activity of the OS is generally invisible to the
Edge frameworks and we did not identify any vulnerability related to it; further, OS-support tools are
often part of Edge frameworks themselves.

All our components are described in the following:

* Resources. Resource refers to any software medium used to store data, for example files or
databases. An example is given by Kubernetes vulnerability report CVE-2020-28914 [175],
which indicates that a malicious user can access restricted folders (i.e., resources) with both
read and write permissions using a guest account.

* Drivers. Driver indicate devices drivers for the operating system controlled by the Edge server
controller (see Section 2.1).

* Plugins. A plugin is an add-on component or module that enhances the system’s capabilities.
An example is provided by Kubernetes vulnerability CVE-2021-31938 [167], which concerns
the Kubernetes plugin Helm. Helm exchanges username and password without encryption,
therefore, a malicious user may introduce a custom URI in the system configuration to steal the
username and passwords of its users. In the case of RQ, 4, it is Helm (i.e., the plugin) what
experiences the effect of the vulnerability (i.e., receives username and password). For RQ, 5,
the component in the required state is a resource; precisely, a configuration file that contains
the custom URI to exploit the vulnerability. For RQ,, the component receiving the input that
triggers the vulnerability is the Helm plugin. For RQ, ), the faulty component is the SUT, since
it should not allow end-users to change the configuration files in which the Helm URI is located.
Another case is provided by the docker vulnerability CVE-2021-39159 [176], where the faulty
component is the plugin matrix-media-repo. The plugin matrix-media-repo minimizes the size

of the images saved on the server side. However, accessing stored images from the database
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requires a decompression process; a malicious user may upload special crafted images that
exhaust the decompression process and cause a security failure (i.e., a denial-of-service) on the
SUT (i.e., KubeEdge).

* Software Under Test (SUT). We introduced this term to indicate cases in which issues concern the
Edge framework under test. An example is provided by vulnerability CVE-2021-34431 [177] in
Docker, in which the faulty component is the Mosquitto [165] MQTT Broker (SUT, according
to Figure 2.1). During the handshake process between the client and the server, a CONNECT
packet should be sent from the client to the server only once. The server is responsible for
processing the CONNECT request and reply; the presence of multiple CONNECT requests
being sent to the server by a same client is considered a protocol violation which results in the
client being disconnected. The vulnerability concerns Mosquitto, in which the disconnection
of a client leads to a memory leak that may end-up into a denial-of-service. In the example, the
node is the component affected by the effects of the vulnerability (RQ, 4), the network protocol
should be in a specific state (i.e., the CONNECT state) (RQ,p), the network receives the input
which triggers the vulnerability (RQ,), and the SUT (i.e., Mosquitto) is the faulty component
(RQ2p).

* Services. Services are executable programs that provide the data required by the SUT. An
example is provided by Kubernetes vulnerability report CVE-2019-11252 [178], which indicates
that the services bound to loopback address (127.0.0.1) are accessible by other hosts on the
network. Those services should only be accessible to local processes. In this case, these
loopback services are the components experiencing the effects of the vulnerability (RQs 4).

* Network. Components implementing network-related functionalities (i.e., communication pro-
tocols, firewalls, and ports) belong to this category. An example is provided by the Kubernetes
vulnerability report CVE-2021-28448 [179], which describes the incapability to enforce mul-
tiple firewall rules for DNS traffic during egress communication. In CVE-2021-28448, for
RQ, 4, the SUT is what experiences the effects of the security failure since its data could be
shared with otherwise restricted URLs over the Internet (DNS filters are not working properly).
For RQ, g, the network (specifically the network firewall) is the component in the state required
to exploit a vulnerability. For RQ,, it is the network what receives the input traffic exploiting
the vulnerability. For RQ,p, it is the network the vulnerable component.

* Node. A Node is an execution environment; it includes a file system and all the programs and

services running on it. In this category, we include also virtual machines and Pods. An example
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is provided by vulnerability CVE-2020-15127 [180] in Kubernetes; it concerns Pods leaking
passwords to a phishing URI. In kubernetes, a container can be exported using two formats
(i.e., .OCI and .v2). Importing a container from these images initiates dependency resolution
through the Web. A malicious user can inject a phishing URL as a dependency to be resolved
during the import of container; it will enable the malicious user to steal credentials. Importing
an infected container image will thus result in credentials theft during dependency resolution. In
the example, the newly deployed node is what it is compromised (RQ, 4), the node is also what
needs to be in the state that requires resolving dependencies (RQ, ), the SUT (i.e., Kubernetes)
is what receives the input to import the container from an image (RQ,), Kubernetes (i.e., our
SUT) is the faulty component (RQ5p).

* API. APl indicates the components implementing the APIs used for controlling the Edge system
(see Section 2.1). An example vulnerability is CVE-2021-32783 [181], which concerns the
Contour controller API in Kubernetes. Typically, an access request from outside of the network
is prohibited, therefore, the access is denied. However, the Contour controller is not capable
of correctly handling multiple access requests thus resulting in a denial of service (DoS). In
CVE-2021-32783, it is the SUT what is compromised after exploiting the vulnerability (RQs 4).
Instead, it is the Contour API that is faulty (RQ, ), needs to be in the necessary state to exploit
the vulnerability (RQ4p), and receives the input that triggers the vulnerability (RQyc).

* Hardware. Hardware refers to the hardware components of the system, which include physical
devices running the SUT (e.g., IoT devices, servers, or desktops) and network assets (e.g.,
routers and switches). An example is provided by vulnerability CVE-2021-38545 [182] in
Raspberry Pi, which results in a Glowworm attack [183]. When speakers are connected to
Raspberry Pi, voltage fluctuations caused by the use of speakers impact on the power supplied
to the led of the Raspberry Pi module. If the led light is monitored, voltage fluctuations can
be reconstructed and it is possible to reproduce the sound being played on the speakers [184].
In the example, the failure affects a hardware component (RQ5 4); indeed, the led violates the
implicit security requirement “it should not be possible to determine the sounds being played
from light fluctuations”. Further, the hardware should be in the necessary state (i.e., speakers
being connected, RQ,p), the hardware is the component that receives the input (sound data)
to trigger the vulnerability (RQy), and the hardware is the faulty component (i.e., it does not
include a mechanism to avoid such light fluctuations, RQ5p).

Please note that not all the components mentioned above may be part of Edge framework dis-
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tributions; indeed, only SUT, API, and Resources (e.g., configuration files) are released with Edge
framework distributions. The other components (i.e., Drivers, Plugins, Services, Network, Node,
Hardware) are usually developed by third-parties but are strongly coupled with an Edge framework
and their CVEs provide references to such Edge framework. Examples of the second category of
components follow. One example is CVE-2021-26928, which concerns the service BIRD daemon (it
can be exploited to disrupt the integrity of Kubernetes). Another case is CVE-2020-13597, which
concerns the Network layer of Calico and leads to information disclosure if IPv6 is enabled but unused.

Last CVE-2021-38545, which concerns the hardware of Raspberry Pi.

RQ5: What kind of failures are observed when an Edge vulnerability is exploited?

Like Gazzola et al., for each vulnerability we determine failure type and detectability based on the
description in the vulnerability report and bug fix commit, when available. Gazzola et al. determined
category entries based on the taxonomies of Bondavali and Simoncini [55], Aysan et al. [56], Avizienis
et al. [57], Chillarege et al. [58], and Cinque et al. [59]. We extended their set with entries specific
for our security context.

The failure type concerns how a failure appears to an observer external to the system [54]. We
extended the set of failure types provided by Gazzola et al. (i.e., value, timing, or system) with two
additional entries (i.e., action, and network). They are all described below.

* Value. Value failures occur when the system provides an output that does not match its
specifications. In our context, they range from returning an illegal value (e.g, after exploiting an
integrity vulnerability), to providing sensitive information (e.g., for a vulnerability concerning
confidentiality).

* Timing. Timing failures include two cases: (1) the system takes longer than expected (according
to specifications) to generate an output, (2) the system takes shorter than expected to generate
output. An example is KubeEdge GitHub issue #1736 [185], which indicates that, during
initialization, a Pod may try to allocate a storage volume according to configuration files that
shall be provided by the Edge-core (i.e., the Edge server controller). Since the Pod is unable
to find the configuration files in the directory, it hangs and results in a denial-of-service (i.e., a
timing failure).

» System. System failures occur when the system crashes. An example is provided by the
vulnerability report CVE-2021-28166 [186], which concerns Mosquitto communicating with
an MQTT broker. CVE-2021-28166 indicates that an authenticated MQTT client can send
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a crafted packet CONNACK (connection Acknowledgment) to the broker thus causing a null
pointer dereference that crashes the system (system failure).

* Action. Action failures consist of the system performing an illegal interaction with the environ-
ment. We introduced this category to compensate for the original categorization by Avizienis
et al. [57] used by Gazzola et al., which considers the SUT as a black-box and excludes the
possibility to observe other output interfaces rather than the ones with the end-user. To further
clarify the difference between action failures and value failures, we report that a value failure
occurs when a system output is expected (e.g., after an input or periodically) but the output data
does not match specifications, an action failure occurs when the output is not expected at all.
An example is the vulnerability report CVE-2020-35514 [187] of Kubernetes, which indicates
that OpenShift, a containerization platform, fails to enforce restrictive write access policy for the
Kubernetes kubeconfig file thus allowing an illegal modification (i.e., the action). Another case
is Docker vulnerability CVE-2020-8564, which indicates that registry credentials are written
into log files (i.e., the action) when Docker is configured with logging level 4.

* Network. Network failures concern any aspect of the network. Since networking components
follow dedicated protocols, network failures (i.e., failing to comply with the protocol) are
unlikely to belong to any category described above; for this reason, we introduced a specific
category. An example is provided by the Kubernetes vulnerability report CVE-2020-8558
[188]; it describes a case in which services bound to the loopback address are accessible by
other pods and containers on the local LAN network. Any other category different than network
failure would not clearly capture the characteristics of such a failure.

The detectability attribute characterizes the difficulty of detecting the failure. Following Gazzola
et al., we consider the categories signaled, unhandled, and silent. From the work of Gazzola et al., we
exclude self-healed since Edge systems do not include any self-healing feature for security issues.

* Signalled. Tt concerns cases in which the system prompts an error message. This could
primarily happen when an application encounters memory errors, prompting the user with an
error message and asking for further actions. An example case is the KubeEdge GitHub report
#2362, which indicates that the Edge device prompts an error because it is unable to connect
with the Cloud through its API.

* Unhandled. A failure that the Edge system does not handle and that leads to a crash. The system
does not detect the failure, while the user detects the uncontrolled crash of the application. An

example is the GitHub issue #335 [189] of Zetta, which is about a memory overflow leading to
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a crash. It occurs when a dependency request is installed before the handler process starts, it
leads to a slow but continuous memory consumption resulting in a crash.

Silent A security failure that is not detected; consequently, the system operates with wrong
parameters and values thus producing undesirable behaviors and output. This is the case of
failures that are observable (e.g., the person who reported the bug was capable of observing
them) but not automatically reported by the system as such (e.g., because implementing the
logic to automatically determine if the system fails is not feasible since it relates to the oracle
problem in software testing [61], [190]).

An example is provided by the Kubernetes vulnerability report CVE-2020-8563 [191], which
indicates that with logging level set to 4, the credentials of the vSphere controller are written
into the controller log file as plain text. Only an end-user inspecting the log may notice such a

security failure.

RQ,: What is the nature of the precondition enabling the attacker to exploit Edge vulnerabili-

ties?

To address this research question, for each vulnerability, we keep track of the type of precondition that

shall hold to enable exploiting the vulnerability, based on the description appearing in the vulnerability

report. We identified the following categories:

* Data. What brings the system into a vulnerable state is a specific sequence of input data. An

example is the vulnerability CVE-2020-15127 [180] presented earlier; it affects a Kubernetes
Pod, which may leak passwords to a phishing URI while resolving malicious dependencies
during the import of a container. In this case, the data consists of the phishing dependencies

inserted by a malicious user.

* Lack of Data. What brings the system into the vulnerable state is the lack of an expected input

(e.g., a missing initialization of a resource). It differs from Data since, in this case, the required
data is not provided; in the case of Data, instead, the data is provided but with crafted values
or in an unexpected order. An example is KubeEdge bug report #2362 [192], which indicates
that the end-user cannot connect to the Kubernetes server (availability problem) because no
credentials are shared between the Cloud server and the Edge server. In this case the problem
depends on a specific connection command not being automatically executed on the Cloud

SCIver.

* Resource Busy. It indicates that a required resource cannot be accessed because it is already
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busy. An example is provided by Kubernetes bug report #1017 [193], which indicates that two
different go-routine requests for a resource already in use make the system unavailable.

* Resource Unavailable. It indicates that a required resource does not exist in the system. An ex-
ample is Kubernetes vulnerability CVE-2020-8557 [194], which indicates that the Kubelet Edge
device agent fails to manage the storage in a Pod; indeed, increasing the storage consumption
may lead to writing data to the configuration files of a Kubelet agent resulting in compromising
the Node. In this case, the unavailable resource is the file system storage.

» System Configuration. Itindicates a misconfiguration of the system. Anexample is vulnerability
CVE-2020-13597 [195] in Calico (a network security solution for containers); if a Pod is
configured to work on IPv4 and meanwhile IPv6 is enabled and not being used, a specifically
crafted request may cause the Pod to disclose information or cause a DoS.

* Delay Causing Missing Resource. It indicates the case in which a delay (e.g., in input, output, or
module initialization) causes any resource to be missing (it differs from Resource Unavailable
since in this case the missing resource is an output of the SUT). An example for such case was
presented earlier, it concerns KubeEdge report #1736 [185], which indicates that, during the
initialization of the SUT, a Pod tries to allocate storage volume using configuration files that
should be created by the Edge-core. If the initialization of the Edge-core is delayed, then the
pod is unable to find the configuration files in the directory and ends up with a denial of service.

* None. This case indicates that there is no precondition to be satisfied in order to exploit the

vulnerability.

RQ; 4: How many steps are required to exploit an Edge vulnerability?

To answer this research question we determine, by reading the vulnerability report, the number of steps
required to exploit the vulnerability, once the system is in the state required to exploit the vulnerability.
However, the type of action to be performed depends on the case study subject. Generally, a step is an
action that can be described with a simple sentence using terminology that is well-understood in the
domain. For example, the sentence delete the content of the configuration file settings.xml is a single
step even if, in practice, implies opening a file first.

For example, the Kubernetes vulnerability CVE-2021-20218 [196] reports a single step, consisting
of executing the copy command on the Fabric8 plugin [197]. This step enables a malicious user to
share restricted files and folders in the system. The docker vulnerability report CVE-2014-5278 [198],

instead, describes a single step which consists of creating a new container with a name already assigned
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on the host. The vulnerability enables an attacker to intercept commands and control other containers

with the same name.

RQ55: What is the nature of the input action enabling the attacker to exploit a vulnerability?

This research question aims to characterize the types of inputs that enable a malicious user to exploit
a vulnerability. We rely on the same categories reported for RQ,. An example concerning the
Data category is that of Kubernetes vulnerability CVE-2021-21334 [199], which reports that an input
request for cloning a container image (the name of the image is the required data) will result into the
disclosure of information associated with the container image.

The category None should be used when no input is needed to exploit the vulnerability. This may
be the case for vulnerabilities leading to the printout of credentials in log files without the need for

further inputs from a malicious user.

RQyg: What security properties are violated by Edge vulnerabilities?

We address this research question by determining the security property that is violated when the
vulnerability is successfully exploited. We consider availability, confidentiality, and integrity, which
are the security properties described in most security standards (see Section 2.3). Concerning integrity,
we distinguish between data integrity and system integrity. They are all described in the following:

* Availability. An example availability issue appears in KubeEdge bug report #1017 [ 193], which
has been introduced previously. It concerns two go-routines trying to access, concurrently,
a same web-socket. As a result, only one of the two routines succeeds; consequently, the
availability of the function implemented by the failing routine is compromised.

* Data Integrity. Data-integrity restricts our focus on the integrity of the data stored by either
the SUT or the environment in which the SUT is working. An example is provided by the
Kubernetes vulnerability report CVE-2021-21251 [200]. It concerns the tarutils tool, which is
used to extract compressed files. This vulnerability is a zip slip vulnerability, i.e., a vulnerability
that enables an attacker to overwrite arbitrary files when the compressed file is packed in a
specific manner.

» System Integrity. It concerns cases in which exploiting the vulnerability leads to a modification
of the configuration of the system.

An example is the CVE vulnerability CVE-2020-2211 [201], which concerns the Jenkins Kuber-

netes CI/CD plugin. The YAML parser in the plugin is not configured properly; consequently,
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it allows the upload of arbitrary file types, which leads to remote code execution therefore
compromising the system integrity.

» Confidentiality. This category concern vulnerabilities affecting confidentiality. An example is
the CVE vulnerability report CVE-2020-8566 [202], which concerns the Ceph RADOS Block
Device (RBD). RBD is the Kubernetes component for storage provisioning. When logging level
is set to 4, RBD writes sensitive information (i.e., passwords) to the log file in plain text.

Violated security properties are reported also in NVD CVSS attributes (see Chapter 2); precisely,

CVSS attributes capture the impact that a vulnerability has on each security property (i.e., None, Low,
High). However, we do not have CVSS IDs for all the vulnerabilities considered in our study but
only for the ones collected from the CVE database. Further, CVSS attributes capture all the security
properties that might be affected, which results in multiple security properties being likely violated by
each vulnerability; in our analysis, instead, we report only one security property for each vulnerability,
which we identify as either the security property that is easier to violate through an exploit (e.g., less
steps to perform) or, if multiple properties can be violated with a same simple input, the security
property that can be identified as being violated first. For example, the malicious modification of
the configuration of the system (system integrity) may result in a Node not responding to requests
(availability); in this case, although both system integrity and availability are violated, system integrity
is the first property being violated. The reason for our choice is that, with our study, we aim to drive
the implementation of software testing tools, which will likely discover scenarios that are short and
easy to process; in other words, they will detect violations of security properties that are easier to

trigger and report the first security being violated (without waiting for other effects).

RQ,: What faults cause Edge vulnerabilities?

In the following, we present the three different kinds of data collected to address RQy:

* RQ,4: What is the CWE vulnerability type? We keep track of the CWE IDs associated to
each vulnerability report. Although there is no guarantee that every CVE vulnerability report
presents a set of CWE IDs capturing the vulnerability type, they are usually reported (for our
case study subjects, 89.8% of the vulnerabilities present a CWE ID, see section 3.3.7). The
vulnerabilities without a CWE ID are not considered to address RQ 4.

* RQ;p: What are the erroneous software behaviors leading to Edge security failures? For each
CWE ID associated to a vulnerability, we inspect the Research Concept taxonomy and identify

the corresponding pillars.
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* RQ,-: What are the developer mistakes leading to Edge vulnerabilities? For each CWE ID
associated to a vulnerability, we inspect the Developer Concept taxonomy and identify the

corresponding pillars.

RQyg: How severe are Edge vulnerabilities?

For each CVE vulnerability, we inspect the corresponding entry in the NVD database and keep track
of both the NVD severity score and the CVSS entry.

To discuss severity, we comment on the distribution of CVSS scores; for example, a high median
for the CVSS score is a strong motivation for improvement in Edge security testing practices. Also,
we report the percentage of vulnerabilities with a high impact on security properties.

To discuss the easiness of attacks, which should lead to easy test automation, we discuss the distri-

bution of CVSS attributes Attack Complexity (Low/High) and Privileges Required (None/Low/High).

3.3 Results

This section presents our findings; each research question (RQ) is discussed individually. In this
section we do not provide example cases for the vulnerabilities investigated in our study because they
are already described in section 3.2.2; the reader can also refer to Table 3.3 to search for example
cases through the manuscript.

For RQ; to RQ5 4, we also compare our results with those of Gazzola et al. [54]; RQ, to RQs,

instead, were not studied by Gazzola et al.

3.3.1 RQ;: Why are Edge vulnerabilities not detected during testing?

Figure 3.3 presents our findings’; Combinatorial Explosion (CE) represents 85.7% of the vulner-
abilities in our analysis, whereas Unknown Application Condition (UAC), Unknown Environment
Condition (UEC), Irreproducible Execution Condition (IEC) and Bad Testing (BT) cover the 11.6%,
2.04%, 0.68%, and 0% of the cases, respectively. CE is the main reason for vulnerabilities not being
detected at testing time (126 vulnerabilities), which is unsurprising given the complexity of Edge
systems. Indeed, Edge systems are large and process inputs of different natures (e.g., Web forms,

configuration files, network data).

3Please note that, to save space, in the barcharts appearing in Figure 3.3, we hid part of the Y-axis scale; the hidden part
is highlighted with the symbol / /.
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Figure 3.3: RQ;: Why are Edge vulnerabilities not detected during testing?

The second category is UAC, which indicates lack of appropriate documentation and might be
due to the open source nature of our case study subjects. However, note that the development of
most of our case study subjects is supported by professional software development companies and
are used by many businesses (see Section 3.4.4), which minimizes this threat. Indeed, vulnerabilities
due to bad documentation are low (i.e., only 11.6%). Similarly, UEC may be low because all the
environment components (e.g., the OS) are widely used and well documented. Finally, in our analysis
we encountered only one occurrence of IEC and no BT cases.

The trend for RQ); is similar to the one observed for functional failures by Gazzola et al., except
that UEC was ranked second in their study and we do not observe any bad testing case. In the study
of Gazzola et al. the proportions observed for IEC, UAC, UEC, CE, and BT are 1.68%, 5.04%,
12.60%, 50.42%, and 30.25%, respectively. The larger proportion of UAC in our context is likely
due to the complexity of Edge frameworks; indeed, the desktop applications considered by Gazzola
et al. present a lower number of inputs, features, and configuration options that the Edge frameworks
considered in our study. We believe that the likelihood of finding badly documented features is larger
when the number of components and configuration options is large. Instead the lack of BT cases
might be due to the fact that our case study subjects are software components with several years of
development (e.g., KubeEdge is based on Kubernetes) during which trivial security issues slipping

through the test process had been already detected. IEC cases, by definition, are expected to be
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limited in number; indeed, software inputs and environment conditions tend to be reproducible in the

development environment.

3.3.2 RQ,: What are the types of components involved in a security failure?

Figure 3.4 provides the distribution of each Edge component for the different sub-questions of RQ,.
For all the sub-questions, SUT is the element with the highest number of entries, which is expected since
we collected vulnerability reports concerning the SUT. However, the distribution of Edge components
vary based on the sub-question considered, which indicate that Edge components are interlaced in
cause-effect chains.

The vulnerable component (RQ,p) is generally the SUT (93 cases); however, (misconfigured)
Network and Plugins are the second and third cause of security failures. We did not observe any
vulnerability in Drivers and Nodes.

The consequences of vulnerabilities (RQ, 4) mainly affect the SUT (108 cases) but also Nodes,
Network, Plugins, Resources, and Services. The distribution for RQ, 4 is different than the distribution
observed for RQ,p; indeed, for RQ, 4, we observe a larger number of SUT and Node cases along
with a lower number for Plugins and Network. Such difference mainly depends on (i) Plugin faults
impacting on the SUT and (ii) Network faults impacting on both Nodes and SUT.

Concerning RQ, 5, most of the vulnerabilities can be exploited (and, consequently, detected at
testing time) only if some precondition holds, which is likely the reason why they are not detected
at testing time (i.e., it is more difficult to spot a vulnerability if the system needs to be in a specific
state). In 69 out of 147 cases, it is the SUT what needs to be in a specific state, which is often a
specific configuration (e.g., vulnerability CVE-2020-8563, which requires the logging level to be set
to 4). However, preconditions for exploitability may depend also on all the other components, except
Drivers. The second and third components presenting preconditions for exploiting a vulnerability are
Network and Resources, which are the primary means to provide inputs to Edge systems.

As for RQ,, the component that receives the largest number of inputs triggering a vulnerability
is the SUT (63 cases), followed by Network (36), Resources (12), Plugins (11), APIs (10), Services
(6), and Hardware (1). Unsurprisingly the SUT interface (e.g., Web page, Service, or API), which
is the usual entry point for managing an Edge system, is the component with the largest number of
entries. The other components, instead, follow the relevance of each input interface for the services
provided by the SUT (i.e., Network is clearly more relevant than all the other components, which have

the same importance). In eight cases, no input needs to be received by the software (see None); these
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are vulnerabilities related to logging, where the SUT periodically writes sensible information in log
files.

A precise comparison with the results obtained by Gazzola et al. is complicated by the fact that
their study does not separate RQ, into four subquestions and considers a smaller set of component
types. The main difference is that Resource was the component type mostly involved in failures (50%),
while Plugins (3%), Services (6%), and Network (1%) had a more limited involvement. OS concerned
20% of the cases; OS cases had never been observd in our study (see section 3.2.2). In our work,
instead, we explicitly model the case of the SUT, which was ignored in the work of Gazzola et al.;
concerning the other elements, the ones mostly involved in security failures, if we compute the average
of the four RQs, are Network (14.8%), Plugins (7.31%), and Resources (5.61%). The difference in
their distribution with respect to the work of Gazzola et al. is mostly due to the different nature of our

context (i.e., networked Edge components instead of desktop applications).

3.3.3 RQ;: Whatkind of failures are observed when an Edge vulnerability is exploited?

Figure 3.5-A and -B present the distribution of the different types of security failures (left) and their

detectability (right).
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Figure 3.5: RQ3: What kind of failures are observed when an Edge vulnerability is exploited?

Concerning failure type, most of the vulnerabilities lead to Value failures (57 cases, 38.8%), which

is expected since they include the effect of both authorization and integrity issues (see section 3.2.2).
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The second frequent type of failures are Network failures (39 cases, 26.5%), which is expected since
Edge frameworks mainly control devices over the network. Action failures are high (33 cases, 22.4%)
because several vulnerabilities make the software perform illegal actions. System failures (usually
crashes) are low (17 cases, 11.6%), likely because of the availability of static code analysis tools
aiming at detecting such problems [203]. Timing failures (early or delayed response) are the lowest
(one case, 0.68%).

Concerning detectability, the largest proportion of vulnerabilities (i.e., 127, 86.4%) leads to Silent
failures, which is expected since this is the effect of a wide range of vulnerabilities, from authorization
problems (e.g, letting malicious users to access private resources) to integrity ones (e.g., altering the
content of a database). With much less entries, the second category is Unhandled failures (i.e., 11,
7.48%). Signalled failures have the least occurrences (i.e., 9, 6.12%), which is expected since it is
difficult for an engineer to implement features capable of detecting the effect of vulnerabilities (e.g.,
functions that trigger an alarm in the presence of anomalous data); only security failures leading to the
lack of communication or causing memory allocation errors can be easily detected (see section 3.2.2).

For both failure type and detectability, excluding cases introduced in our study (i.e., action failures
and network failures), we observe the same rankings reported by Gazzola et al. In both the two
studies, the ranking for failure type is (1st) Value failures, (2nd) System failures, and (3rd) Timing
failures. For detectability, the ranking is (1st) Silent, (2nd) Unhandled, and (3rd) Signalled. However
the distribution of the vulnerabilities for each ranked category differs across the two studies. Indeed,
system failures are more frequent in desktop applications (33.7%, based on Gazzola et al. [54]) than
in Edge systems (11.6%), possibly because Edge frameworks are more robust. Also, Value failures
are more frequent in the study of Gazzola et al. (i.e., 61.5% VS 38.8%), possibly because in our
study we observe also Action failures and Network failures (i.e., the total number of vulnerabilities is
distributed across a larger number of categories). Silent failures, instead, are more frequent in Edge
frameworks (our study, 86.4%) than in Gazzola et al. (i.e., 53%), likely because they reflect the effect

of failure types not observed with desktop applications (i.e., Action and Network failures).

3.3.4 RQ,: What is the nature of the precondition enabling the attacker to exploit

Edge vulnerabilities?

Figure 3.6 shows our results. In most of the cases (i.e., 92, 62.6%), the vulnerability can be exploited
only if the system is in a specific configuration, which is expected since Edge systems consist of many

components that can be installed on different devices and require to be tuned according to the device
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Figure 3.6: RQ,: What is the nature of the precondition enabling the attacker to exploit Edge
vulnerabilities?
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Figure 3.7: RQj54: How many steps are required to exploit an Edge vulnerability?

characteristics and the service needs*; therefore, we may expect that testing its security properties for
all the available configurations is particularly challenging and error prone..

The second most frequent case, with 47 cases (32%), is the absence of any precondition to be
fulfilled in order to exploit the vulnerability, which indicates that any configuration of the system
exposes the vulnerability; this is not surprising since it is a sort of base case. Only few other
vulnerabilities (eight in total) concern the other four cases (i.e., Data, Lack of data, Resource busy,

Resource unavailable).

3.3.5 RQ;: What inputs enable exploiting Edge vulnerabilities?

Figure 3.7 presents the distribution of the number of steps required to exploit a vulnerability (RQs5 4).

We were unable to determine the number of steps required to exploit 20 vulnerabilities out of 147
because of the lack of detailed descriptions in the vulnerability reports and attached documents. For
119 vulnerabilities (81%), one step is sufficient to exploit the system (see section 3.2.2 for examples),
whereas two steps are required only in the case of three vulnerabilities. In eight cases (5.44%), no
step is required to observe the effect of the vulnerability, they match the eight logging vulnerabilities

reported in RQ,~ (i.e., the system periodically logs sensitive information).

“Please note that dedicated static analysis tools had been developed to simplify the configuration of Kubernetes [204]
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Figure 3.8: RQ5p: Whatis the nature of the input action enabling the attacker to exploit a vulnerability?

The study of Gazzola et al., instead, reported a larger number of steps required to trigger a failure
(median is two and 35% of the failures require at least three steps). We believe that this is mainly due
to the nature of the software under analysis (e.g., desktop applications are more interactive than Edge
frameworks).

Figure 3.8 provides the distribution of the input action types for the vulnerabilities considered in
our study (RQ5p). The category with the largest number of entries is Data, which concerns any input
provided to the software under test or its components. This is expected because Edge systems, like most
software systems, generate outputs based on the data received as input; therefore, vulnerabilities are
exploited by providing specific or crafted inputs to the system. Instead, only a few vulnerabilities (i.e.,
nine, 6.12%) can be exploited by changing a configuration file, which is expected since configuration
files are generally not the main mean for end-users to interact with the system.

The other cases (i.e., Lack of data, Resource busy, Resource unavailable) are less frequent, possibly
because they concern corner cases which may be difficult to spot (e.g., our case study subjects might

be vulnerable but the vulnerabilities have not been discovered yet).
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Figure 3.9: RQg4: What security properties are violated by Edge vulnerabilities?

Unsurprinsingly, the eight cases not requiring any input (i.e., None) match the eight zero-step
cases reported for RQs 4. These are the cases in which the SUT provides sensible information (e.g.,
login credentials) in log files, periodically.

In general, we can conclude that the inputs required to exploit an Edge vulnerability are simple.
Indeed, most of the times one step is sufficient and the action to perform is about providing specific

data values to the system.

3.3.6 RQ4: What security properties are violated by Edge vulnerabilities?

Figure 3.9 provides the distribution of security properties being violated by Edge vulnerabilities.
Confidentiality has the highest number of occurrences in our study (81, 55.1%), whereas system
integrity is the second most violated security property with 42 occurrences (28.6%). Data integrity
and availability are observed with 7 (4.8%) and 17 (11.6%) occurrences, respectively.

Figure 3.10 provides the number of vulnerabilities affecting each security property, according to
the NVD CVSS entries. For each security property, we report the number of vulnerabilities with High
or Low impact on it. Also, we report the Total number of vulnerabilities concerning each security
property. If we focus on the total number of vulnerabilities, we can notice that the ranking does

not differ from the ones in Figure 3.9 (i.e., confidentiality is followed by integrity, while availability
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Figure 3.10: RQg: Number of vulnerabilities affecting each security property based on NVD’s CVSS
entries; in total (Total) and grouped by impact (High/Low)

has the lowest number of cases) but the magnitude of the differences varies a lot. Indeed, based on
CVSS data it is difficult to draw any conclusion (i.e., their difference is not significant, as reported
in section 3.4). Instead, by focusing on the vulnerability that is easier to exploit or that is violated
first (i.e., our criteria, see section 3.2.2), we can observe that Confidentiality is the security property
that is more likely affected by vulnerabilities (Figure 3.9), which provides a clear direction for the
development of test automation tools.

We verified that, for all the vulnerabilities, the security property that we selected matches one
of the security properties reported by CVSS with the highest score (lower scores indicate that a
security property violation is less noticeable). Such condition is particularly important in our context
because testing tools should target the vulnerability with the highest impact, otherwise results might

be perceived as irrelevant by end-users.
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Table 3.4: RQ74:

What is the CWE vulnerability type?We report the number of vulnerabilities
belonging to each vulnerability type discovered in our investigation.

Occurrences CWE Number Description
34 CWE-306 Missing Authentication for Critical Function
8 CWE-22 Improper Limitation of a Pathname to a Restricted Directory (‘Path Traversal’)
7 CWE-200 Exposure of Sensitive Information to an Unauthorized Actor
6 CWE-532 Insertion of Sensitive Information into Log File
5 CWE-20 Improper Input Validation
4 CWE-400 Uncontrolled Resource Consumption
4 CWE-269 Improper Privilege M: nent
4 CWE-668 Exposure of Resource to Wrong Sphere
3 CWE-502 Deserialization of Untrusted Data
3 CWE-284 Improper Access Control
3 CWE-209 Generation of Error Message Containing Sensitive Information
3 CWE-94 Improper Control of Generation of Code (Code Injection)
3 CWE-918 Server-Side Request Forgery (SSRF)
3 CWE-770 Allocation of Resources Without Limits or Throttling
3 CWE-522 Insufficiently Protected Credentials
3 CWE-863 Incorrect Authorization
3 CWE-266 Incorrect Privilege Assignment
3 CWE-862 Missing Authorization
3 CWE-601 URL Redirection to Untrusted Site ("Open Redirect’)
3 CWE-250 Execution with Unnecessary Privileges
2 CWE-79 Improper Neutralization of Input During Web Page Generation (’Cross-site Scripting’)
2 CWE-295 Improper Certificate Validation
2 CWE-610 Externally Controlled Reference to a Resource in Another Sphere
2 CWE-78 Improper Neutralization of Special Elements used in an OS Command ("OS Command Injection’)
2 CWE-59 Improper Link Resolution Before File Access ("Link Following’)
2 CWE-476 NULL Pointer Dereference
2 CWE-789 Memory Allocation with Excessive Size Value
2 CWE-74 Improper Neutralization of Special Elements in Output Used by a Downstream Component (’Injection’)
1 CWE-669 Incorrect Resource Transfer Between Spheres
1 CWE-732 Incorrect Permission Assignment for Critical Resource
1 CWE-283 Unverified Ownership
1 CWE-23 Relative Path Traversal
1 CWE-287 Improper Authentication
1 CWE-420 Unprotected Alternate Channel
1 CWE-184 Incomplete List of Disallowed Inputs
1 CWE-798 Use of Hard-coded Credentials
1 CWE-312 Cleartext Storage of Sensitive Information
1 CWE-327 Use of a Broken or Risky Cryptographic Algorithm
1 CWE-335 Incorrect Usage of Seeds in Pseudo-Random Number Generator (PRNG)
1 CWE-201 Insertion of Sensitive Information Into Sent Data
1 CWE-300 Channel Accessible by Non-Endpoint
1 CWE-434 Unrestricted Upload of File with Dangerous Type
1 CWE-1050 Excessive Platform Resource Consumption within a Loop
1 CWE-552 Files or Directories Accessible to External Parties
1 CWE-73 External Control of File Name or Path
1 CWE-372 Incomplete Internal State Distinction
1 CWE-61 UNIX Symbolic Link (Symlink) Following
1 CWE-215 Insertion of Sensitive Information Into Debugging Code
1 CWE-416 Use After Free
1 CWE-270 Privilege Context Switching Error
1 CWE-24 Path Traversal
1 CWE-401 Missing Release of Memory after Effective Lifetime
1 CWE-441 Unintended Proxy or Intermediary (’Confused Deputy’)
1 CWE-755 Improper Handling of Exceptional Conditions
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3.3.7 RQ;: What faults cause Edge vulnerabilities?

Figure 3.11, Figure 3.12, and Table 3.4, provide the distribution of CWE developer concepts (i.e.,
developer mistakes, collected to address RQ-~), CWE Research Concepts pillars (i.e., erroneous
software behaviors due to the vulnerability, collected to address RQ;g), and CWE IDs (i.e., fault
types, collected to address RQy 4), respectively. The CWE IDs for the CWE Research Concepts
pillars are reported in Table 3.5. In the following, we first discuss the distribution of the most
frequent developer mistakes and erroneous software behaviors, which helps prioritizing the target
(input generation strategy) of security testing; we then discuss the distribution of CWE IDs, which
helps understanding why testing practices in place aren’t sufficient.

Our plots do not cover all the vulnerabilities in our study because of the limited information that can
be retrieved from bug reports and CWE views. Precisely, among the 147 vulnerabilities in our study,
60 (40.8%) do not have an associated CWE developer concept. However, although the proportion
of vulnerabilities with a CWE developer concept is contained, the proportion of vulnerabilities with
CWE IDs and CWE research concepts is high; indeed, 132 out of 147 vulnerabilities (89.8%) have
a CWE-ID assigned to them and 130 out of 147 vulnerabilities (88.4%) can be associated to a
CWE research concept. Further, the results for RQ;~ are in line with those for RQ,z and RQ- 4
(see following paragraphs); therefore, our observations should hold for almost the whole set of
vulnerabilities considered.

Although we analyzed 147 vulnerabilities in our study, the total number of research concepts
appearing in Figure 3.12 is 160. Such difference depends on some vulnerabilities having more than
one research concept associated to them (i.e., the software may behave in different invalid ways because

of the vulnerability).

RQ,~. By looking at the distribution of developer mistakes (Figure 3.11), we can observe that most
of the vulnerabilities in the study are associated with the authentication mechanism (37 observations,
33.94%). Such result is in line with what observable from Table 3.4. Indeed, CWE-306 (Missing
Authentication for Critical Function) has the largest number of occurrences; since CWE-306 concerns
authorization to perform an action or access data, our finding is also line with RQgq results (i.e.,
vulnerabilities concern Confidentiality, that is, users accessing data they are not authorized to access).
More in general, still in line with the prevalence of confidentiality issues and authentication mechanism

mistakes, we can observe that 42.6% of all the vulnerabilities with a CWE ID are related to Access
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Figure 3.11: RQ,: What are the developer mistakes leading to Edge vulnerabilities?

Control’

The second place in the ranking provided by Figure 3.11 is taken by Information management
errors, which have been observed 15 times (13.76%). Such observation is reflected in Table 3.4;
indeed, Information management errors relate to the control of resources, which concerns 52% of all
the vulnerabilities with a CWE ID®. Among such CWE IDs, CWE-22 (Improper Limitation of a path
name to a Restricted Directory) is ranked second in Table 3.4 with eight occurrences. The prevalence
of vulnerabilities concerning the control of resources likely depends on the fact that Edge systems,
especially the Edge controller, often manage files. Although some vulnerabilities about control of
resources (i.e., path traversal vulnerabilities CWE-22 and CWE-24) can be detected by Web testing
tools such as BurpSuite or OWASP Zap, the vulnerabilities considered in our analysis concern complex
features, which are not fully supported by these tools. For example, path traversal is often the result
of the extraction of a compressed file.

Logging errors, data neutralization, resource management errors, and privileges issues have been

observed nine, seven, seven, and six times respectively.

SCWE IDs related to Access Control are CWE-306, CWE-863, CWE-552, CWE-798, CWE-372, CWE-862, CWE-
269, CWE-266, CWE-283, CWE-250, CWE-532, CWE-732, CWE-522, CWE-287, CWE-420, CWE-284, CWE-300,
CWE-295, CWE-270.

SCWE IDs related to the control of resources are CWE-22, CWE-863, CWE-552, CWE-312, CWE-434, CWE-372,
CWE-601, CWE-184, CWE-94, CWE-610, CWE-441, CWE-200, CWE-22, CWE-668, CWE-74, CWE-23, CWE-20,
CWE-24, CWE-250, CWE-502, CWE-532, CWE-669, CWE-732, CWE-522, CWE-73, CWE-400, CWE-209, CWE-918,
CWE-201, CWE-1050, CWE-770, CWE-789, CWE-59, CWE-61, CWE-215, CWE-416, CWE-401.
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RQ;p. Figure 3.12 shows that the research concepts with the highest number of vulnerabilities are
CWE-664 (Improper Control of a Resource Through it’s Lifetime) and CWE-284 (Improper Access
Control) with 64 and 62 vulnerabilities, respectively, which is in line with our discussion above.

CWE-707 (Improper Neutralization) is the third most frequent case (15 vulnerabilities), in line
with the number of data-integrity issues (RQg) and data neutralization mistakes (ranked fourth in the
discussion for RQ~~, above), which are often caused by code injection or path traversal vulnerabilities.
For example, the path traversal vulnerabilities reported in Section 3.2.2 can be exploited because the
content of zip files is not verified.

CWE-703 (Improper Check or Handling of Exceptional Conditions) and CWE-693 (Protection
Mechanism Failure) often lead to system crashes; indeed, they are often causing availability issues.
CWE-710 (Improper Adherence to Coding Standards), CWE-691 (Insufficient Control Flow Manage-
ment), and CWE-697 (Incorrect Comparison) are related to the quality of the software development

procedures in place.

RQ; 4. Table 3.4 provides the detailed distribution of CWE IDs for our case study. Except for
CWE-306, all the CWE IDs are assigned to less than ten vulnerabilities (median is two vulnerabilities
for each CWE ID), which indicates that vulnerabilities are spread across vulnerability types and this
may be a consequence of the large number of features implemented by Edge systems.

In addition to CWE-306 and CWE-22, already discussed above (see Paragraph RQ-.), other
frequent CWE IDs are CWE-200, CWE-532, and CWE-20, which have been reported with 7, 6, and
5 occurrences in our results. CWE-532 and CWE-20 concern input neutralization issues (CWE-94,
CWE-22, CWE-74, CWE-20, CWE-24, CWE-250, CWE-918, CWE-770, CWE-789, CWE-215,
CWE-78, CWE-79, 14% of all the vulnerabilities with a CWE ID) and leakage of sensitive data
(CWE-532, CWE-201, CWE-215, CWE-312, and CWE-209, 14%). Input neutralization issues can
be detected using a wide range of tools (e.g., Metasploit [205] or Acunetix [206]); however, for the
Edge systems under study, these vulnerabilities were not detected because they require the system to
be in a specific state, which complicates testing. Some solutions for detecting data leakage exist [207];
however, they are mainly research prototypes, which is the reason why such vulnerabilities are not
detected at development time. Leakage of sensitive data relates to the logging errors reported for
RQ7c.

Memory issues are limited in number (i.e., nine, considering CWE-476, CWE-789, CWE-416,

CWE-401, CWE-770); although some of these memory issues might be detected by means of static
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Table 3.5: Description of CWE Research Concepts (i.e., the erroneous software behaviours leading
to security failures)

CWE: Research Concept CWE

CWE-283: Unverified Ownership

CWE-863: Incorrect Authorization

CWE-552: Files or Directories Accessible to External Parties

CWE-798: Use of Hard-coded Credentials

CWE-372: Incomplete Internal State Distinction

CWE-862: Missing Authorization

CWE-269: Improper Privilege Management

CWE-266: Incorrect Privilege Assignment

CWE-664: Improper Control of a Resource CWE-306: Missing Authentication for Critical Function

CWE-295: Improper Certificate Validation

Through it Lifetime CWE-250: Execution with Unnecessary Privileges

CWE-532: Insertion of Sensitive Information into Log File

CWE-732: Incorrect Permission Assignment for Critical Resource

CWE-522: Insufficiently Protected Credentials

CWE-287: Improper Authentication

CWE-420: Unprotected Alternate Channel

CWE-284: Improper Access Control

CWE-300: Channel Accessible by Non-Endpoint

CWE-270: Privilege Context Switching Error

CWE-863: Incorrect Authorization

CWE-552: Files or Directories Accessible to External Parties

CWE-798: Use of Hard-coded Credentials

CWE-372: Incomplete Internal State Distinction

CWE-862: Missing Authorization

CWE-269: Improper Privilege Management

CWE-266: Incorrect Privilege Assignment

CWE-306: Missing Authentication for Critical Function

CWE-283: Unverified Ownership

CWE-284: Improper Access Control CWE-532: Insertion of Sensitive Information into Log File

CWE-732: Incorrect Permission Assignment for Critical Resource

CWE-522: Insufficiently Protected Credentials

CWE-287: Improper Authentication

CWE-420: Unprotected Alternate Channel

CWE-284: ss Control

CWE-300: le by Non-Endpoint

CWE-270: Privilege Context Switching Error

CWE-395: Use of NullPointerException Catch to Detect NULL Pointer Dereference

CWE-94: Improper Control of Generation of Code (’Code Injection’)

CWE-22: Improper Limitation of a Pathname to a Restricted Directory (’Path Traversal’)

CWE-74: Improper Neutralization of Special Elements in Output Used by a Downstream Component (’Injection’)

CWE-20: Improper Input Validation

CWE-24: Path Traversal: "../filedir’

CWE-250: Execution with Unnecessary Privileges

CWE-707: Improper Neutralization CWE-918: Server-Side Request Forgery (SSRF)

CWE-770: Allocation of Resources Without Limits or Throttling

CWE-789: Memory Allocation with Excessive Size Value

CWE-215: Insertion of Sensitive Information Into Debugging Code

CWE-78: Improper Neutralization of Special Elements used in an OS Command ("OS Command Injection’)

CWE-79: Improper Neutralization of Input During Web Page Generation (’Cross-site Scripting’)

CWE-703: Improper Check or Handling of CWE-476: NULL Pointer Dereference

CWE-209: Generation of Error Message Containing Sensitive Information

Exceptional Conditions CWE-755: Improper Handling of Exceptional Conditions

CWE-327: Use of a Broken or Risky Cryptographic Algorithm

CWE-312: Cleartext Storage of Sensitive Information

CWE-693: Protection Mechanism Failure CWE-798: Use of Hard-coded Credentials

CWE-601: URL Redirection to Untrusted Site ("Open Redirect’)

CWE-184: Incomplete List of Disallowed Inputs

CWE-335: Incorrect Usage of Seeds in Pseudo-Random Number Generator (PRNG)

CWE-710: Improper Adherence to Coding CWE-798: Use of Hard-coded Credentials

CWE-476: NULL Pointer Dereference

Standards CWE-250: Execution with Unnecessary Privileges
CWE-691: Insufficient Control Flow CWE-94: Improper Control of Generation of Code (’Code Injection’)
Management CWE-918: Server-Side Request Forgery (SSRF)

CWE-697: Incorrect Comparison CWE-601: URL Redirection to Untrusted Site ("Open Redirect’)

CWE-184: Incomplete List of Disallowed Inputs
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Figure 3.12: RQ;z: What are the erroneous software behaviors leading to Edge security failures?
See Table 3.5 for detailed descriptions.

code analysis tools such as SonarQube[208] (it covers CWE-476, CWE-401, and CWE-416), we
believe that they are not detected because they concern components implemented with the go-lang
programming language [209], for which a limited set of static analysis tools are available [210]—[212].
Some cases concern bad coding practices (i.e., CWE-335, CWE-327, CWE-798, CWE-755). Tools
like SonarQube may still help in identifying some of them (i.e., CWE-798, CWE-327, CWE-755);
however, rules for the Go programming language are limited. esearch concept in our study for all the

study subjects.

3.3.8 RQg: How severe are Edge vulnerabilities?

Figure 3.13 shows the distribution of NVD severity score for the CVE vulnerabilities considered in
our study; the median severity is 7.5, which indicates that more than half of the vulnerabilities have
a high severity score (severity is considered high when the severity score is between 7.0 and 9.0, see

Section 2.3).
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Figure 3.13: RQg: Distribution of NVD CVSS vulnerability scores

Table 3.6: Vulnerabilities’ impact based on CVSS NVD scores.

Confidentiality Integrity Availability

High 63.57% 55.00% 57.14%
Low 20.00% 10.71% 7.14%
None 16.43% 34.29% 35.71%

Figure 3.14 provides the distribution of Attack Complexity values; the attack complexity is low
for 85.7% of the cases, which indicates that it is relatively easy for a malicious user to exploit a
vulnerability.

Figure 3.15 provides the distribution of the Privileges Required to exploit a vulnerability; high
privileges are required for only 15 (10.2%) of the vulnerabilities, whereas 59 (40.1%) and 66 (44.9%)
of the vulnerabilities can be exploited with low or no privileges at all. These numbers confirm the
easiness for malicious actors to exploit Edge vulnerabilities, which increase the associated risks.

Further, Table 3.6 provides the percentage of vulnerabilities presenting a high, low, or no impact
on Confidentiality, Availability, and Integrity, according to the NVD CVSS results. We can observe
that more than half of the vulnerabilities present a high impact on at least one of the three security
properties thus highlighting the need for improved security testing practices. Based on the results

above, we conclude that an improvement of Edge systems’ testing practices is necessary.



68 Chapter 3

120 (85.7%)

120

100

[es]
S
1

40

Number of Vulnerabilities
(@)
(e}
1

20 (14.3%)

Attack Complexity

Figure 3.14: Attack complexity (High - H, Low - L) for vulnerabilities in Edge frameworks, based on
NVD CVSS entries
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Figure 3.15: Privileges required to exploit vulnerabilities in Edge frameworks, based on NVD CVSS
entries (High - H, Low - L, None - N). Please note that None is the most critical situation since an
attacker can exploit a vulnerability without any specific privilege on the system.
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3.4 Threats to validity

3.4.1 Construct validity.

RQ; to RQg might be affected by subjectivity in the manual classification. Indeed, the first author
performed the manual classification after reading all the documentation available for each vulnerability.
To minimize this risk, the first 30 vulnerabilities inspected at the beginning of the project had been
reviewed with the second author to ensure common understanding. Further, randomly selected cases
and unclear cases had been discussed. In total, about 50 vulnerabilities had been inspected by both
authors. We also provide the classification results obtained for each vulnerability for further usage
or independent analysis. RQ7 4 to RQg are based on metrics (i.e., number of vulnerabilities for each

CWE ID and CVSS score) that are commonly used in empirical studies [69].

3.4.2 Internal validity.

RQ); to RQy results are derived from the inspection of vulnerability reports and documents linked
in the vulnerability reports (e.g., documentation, patches). Incomplete or imprecise vulnerability
descriptions may have affected our interpretation of results. We believe that the inspection of all the
resources related to the vulnerabilities have mitigated this threat. RQ-, to RQg are based on data
provided by the CVE and NVD repositories, which might be affected by mistakes (e.g., erroneous
CWE identifier associated to a vulnerability). To mitigate this threat, the first author has read each
CWE ID associated to the vulnerabilities investigated in our study, to ensure they were consistent with
the vulnerability descriptions. Finally, the set of vulnerabilities reported for the frameworks selected
for our study might be incomplete (e.g., the selected frameworks may not have been sufficiently used
in the field to trigger all the vulnerabilities affecting them); this might be likely the case for K30S and
Zetta, which present only one vulnerability each. However, such threat should have a limited impact on
our results because we do not aim to identify the less vulnerable framework but the characteristics of
the vulnerabilities discovered in the field; vulnerabilities not discovered yet are out of the scope of our
study. Please note that the low number of vulnerabilities reported for K30S and Zetta unlikely reflects
a higher degree of security for these two frameworks but it is likely the consequence of (1) a reduced
code base with respect to KubeEdge and Mainflux (i.e., less code implemented, less vulnerabilities),
(2) a limited user base (i.e., with less users, the number of vulnerabilities detected in the field is
much more limited), and (3) a less rigorous security testing process than KubeEdge and Mainflux (see

Section 2.1.2). Further, the low number of vulnerabilities reported for K30S depends on our choice of
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Table 3.7: Statistical significance of the differences across RQ categories (Chi-squared goodness-of-fit
test)

RQ p-value
RQ;, 5.75e—86
RQ, 4 4.61e—140
RQ,p 5.7e—48
RQ,- 3.19e—47
RQ;p 2.34e—101
RQ; (Failure type) 1.02e—12
RQ; (Detectability) 3.53e—41
RQ, 3.55e—175
RQs4 7.99e—53
RQ;p 2.02e—19
RQg¢ 4.10e—19
RQg (NVD-Total) 0.1e—0
RQg (NVD-High) 0.6e—0
RQg (NVD-Low) 0.7e—2
RQ,4 7.44e—56
RQ;p 7.74e—51
RQ;¢ 6.0e—45
RQg (Attack Complexity) | 2.87e—17
RQg (Priviliges Required) | 7.70e—08

not including Kubernetes vulnerabilities among K3OS total count (see section 3.2.1). The code base
that we considered for KubeEdge and Mainflux is larger than the one considered for K30S and Zetta;
indeed, when collecting KubeEdge vulnerabilities, we included vulnerabilities in dependencies (i.e.,
KubeEdge, Cri-o, Raspberry Pi, Mosquitto, and verneMQ, seesSection 3.2.1), which leads to more
than 1900k lines of code (LOC). For Mainflux, we collected also vulnerabilities concerning Docker
components such as Containerd[213], which leads to more than 500k LOC. K30S code, instead,
includes 293k LOC, while Zetta 14K LOC. About the user base, if we rely on the number of forks
on GitHub as a proxy to compare diffusion of frameworks, we observe that KubeEdge and Mainflux
are the most widespread projects with 1500 and 587 forks, respectively, while K30S and Zetta have
less forks, 392 and 120, respectively. Based on the above, future work may concern assessing the
relation between framework adoption and vulnerabilities being reported; for example, based on a
security testing campaign for all the frameworks in our study aimed at determining how vulnerability

distribution changes when extensive security testing is in place.
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3.4.3 Conclusion validity.

Our study is purely observational; precisely, we compare the distribution of categorical variables
not the effectiveness of different treatments. Therefore, we should ensure that the differences in the
number of occurrences for each category are significant. For each RQ, to reject the null hypothesis
each category is equally likely we performed a Pearson’s Chi-squared goodness-of-fit test. Table 3.7
provides the results; for all our RQs, we reject the null hypothesis with p-value < 0.01. Please
note that for RQg our manual analysis (i.e., what we plot in Figure 3.9), which identifies, for each
vulnerability, only one violated security property (either the one that is easier to violate or the one
that is violated first), leads to significant conclusions (see row RQyg in Table 3.7). Instead, the data
derived from NVD’s CVSS (i.e., what we plot in Figure 3.10) does not enable us to reject the null
hypothesis neither by looking at the total counts (see row named RQg NVD-Total in Table 3.7) nor by
looking at the vulnerabilities with the highest impact (see row RQg NVD-High). Indeed, as anticipated
in section 3.3.6, NVD’s CVSS records usually report multiple security properties as being violated
by each vulnerability. In practice, our choice makes the results more actionable in our context since
it enables prioritizing the security feature to target. However, it might lead to oversimplification (a
vulnerability may affect multiple security properties) and therefore should not be considered to draw
general conclusions about the impact of vulnerabilities.

Another factor that may affect our conclusions is the distribution of faults per project. Indeed,
two of our case study subjects include 98% of the vulnerabilities in our study: Kubedge (48.3%) and
Mainflux (50.3%). If these two projects present different distributions for our RQ answers (e.g., the
most frequent vulnerability type differ between them), our conclusions may not generalize. In practice,
we need to determine if the answers provided to each RQ are equally likely to belong to both Kubedge
and Mainflux. To this end, for each research question, we performed a Fisher’s exact test [214]. The
Fisher’s exact test computes the probability (p-value) of observing the distribution of vulnerability
results across our RQ choices’, under the null hypothesis that each category is equally likely to appear
in either Kubedge or Mainflux. We consider the null hypothesis to be rejected (i.e., Kubedge and
Mainflux have significantly different distributions for the different categories) if the p-value is below
0.05.

Table 3.8 reports the distribution of vulnerabilities for each RQ answer, for both Kubedge and

Mainflux; Table 3.9 reports the p-values computed with the Fisher’s exact test. We can observe that,

"We use the term choice to indicate one of the possible answers that can be selected to address one RQ, for each
vulnerability.
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Table 3.8: Distribution of RQs answers for Mainflux (M) and KubeEdge (K).
RQ1 RQ2-A RQ2-B RQ2-C RQ2-D RQ3-A
K M [ K M K M K M K M [ K M
IEC 1 0 Resources 1 4 Resources 5 9 Resources 4 8 Resources 1 1 Policy Failure 21 12
UAC 17 0 API 0 0 API 6 2 API 8 2 API 7 2 Network Failure 22 17
UEC 3 0 Plugins S5 0 Plugins 11 1 Plugins 9 2 Plugins 12 3 Value Failure 15 42
CE 50 74 SUT 40 67 SUT 18 50 SUT 16 45 SUT 37 55 Timing Failure 1 0
BT 0 0 Driver 0 0 Driver 0 0 Driver 0 0 Driver 0 0 System Failure 12 3
Service 1 1 Services 6 1 Services 6 0 Services 4 0
Network 6 3 Network 9 11 Network 19 17 Network 9 13
Node 18 0 Node 3 0 Node 0 0 Node 0 0
HW 0 0 HW 1 0 HW 1 0 HW T 0
None 0 0 None 12 0 None 7 1 None 0 0
RQ3-B RQS5-A RQ4 RQ5-B RQ6
K M K M ] K M | K M | K M
Signalled 6 3 Zero Step 7 1 Data(previous Input) 4 0 Data(previous Input) 54 72 System Integrity 24 18
Unhandlled 6 4 1 Step 44 73 Lack of Data 1 0 Lack of Data 1 0 Data 6 1
Silent 59 67 2 Step 3 0 Missing Node 0 0 Missing Node 0 0 Confidentiality 28 52
3 Step 0 0 Resource Busy 1 0 Resource Busy 0 0 Availability 13 3
4+ Step 0 0 Resource navailable 2 0 Resource navailable 0 0
No Info 17 0 Configuraiton 28 62 Configuraiton 8 1
None 35 12 None 7 1
Delay Causing Missing 1 0
RQ7-B RQ8 (Distribution) RQ8 (Attack Complexity) RQS8 (Priviliges Required)
K M [ K M K M K M
CWE-284: Improper Access Control 19 43 0-1 0 0 Low 50 70 High 43 16
CWE-664: Improper Control of a Resource Through its Lifetime 40 24 1.1-2 0 0 High 17 3 Low 5 10
CWE-697: Incorrect Comparison 1 0 2.1-3 0 2 None 19 47
CWE-693: Protection Mechanism Failure 2 3 3.1-4 1 2
CWE-691: Insufficient Control Flow M: t 1 2 4.1-5 8 5
CWE-707: Improper Neutral 8 7 51-6 16 20
CWE-703: Improper Check or Handling of Exceptional Conditions 4 2 6.1-7 17 21
CWE-435: Improper Interaction Between Multiple Correctly-Behaving Entities 0 0 71-8 14 23
CWE-710: Improper Adherence to Coding Standards 2 2 8.1-9 9 45
9.1-10 2 1
RQ7-A RQ7-A RQ7-A RQ7-C
K M K M K M K M
CWE-863 2 1 CWE-444 0 0 CWE-918 1 2 State Issues 1 0
CWE-552 0 1 CWE-416 1 0 CWE-335 1 0 Data Processing Errors 2 1
CWE-327 0 1 CWE-270 1 0 CWE-20 2 3 Data Validation Issues 1 0
CWE-312 0 1 CWE-78 1 1 CWE-24 1 0 Data Neutralization Issues 3 4
CWE-798 0 1 CWE-787 0 0 CWE-283 1 0 Privilege Issues 5 1
CWE-434 0 1 CWE-401 1 0 CWE-250 2 1 Authentication Errors 3 34
CWE-372 1 0 CWE-79 1 1 CWE-502 3 0 File Handling Issues 2 1
CWE-601 2 1 CWE-290: 0 0 CWE-532 5 1 Pointer Issues 2 0
CWE-184 1 0 CWE-281 0 0 CWE-669 1 0 Business Logic Errors 4 0
CWE-9%4 1 2 CWE-256 0 0 CWE-732 1 0 Resource M: Errors 7 0
CWE-610 2 0 CWE-755 1 0 CWE-522 2 1 Audit / Logging Errors 7 1
CWE-441 1 0 CWE-201 1 0 CWE-306 0 0 Information M: Errors 10 4
CWE-200 5 2 CWE-300 1 0 CWE-73 1 0 C ication Channel Errors 1 0
CWE-862 3 0 CWE-295 1 1 CWE-287 1 0 Error Conditions, Return Values, Status Codes 1 2
CWE-269 2 2 CWE-1050 1 0 CWE-420 1 0 Random Number Issues 1 0
CWE-266 3 0 CWE-770 3 0 CWE-400 2 2 Cryptographic Issues 1 0
CWE-306 2 32 CWE-789 2 0 Bad Coding Practices 1 0
CWE-22 4 4 CWE-59 1 1 Behavioral Problems 0 0
CWE-668 2 2 CWE-61 1 0 Memory Buffer Errors 0 0
CWE-74 2 0 CWE-215 1 0 Credentials M. Errors 0 2
CWE-23 1 0 CWE-209 T 2 Per TIssues 0 2
CWE-476 2 0 CWE-284 2 1 Handler Errors 0 1
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Table 3.9: Statistical significance of the differences in RQ answers between Mainflux and KubeEdge,
based on Table 3.8 (Fisher test)

RQ p-value
RQ, 1
RQ, 4 0.071
RQ,p 0.999
RQ,- 0.999
RQ;p 1
RQ; (Failure type) 1
RQ; (Detectability) 1
RQ;4 1
RQ, 0.476
RQ;p 0.035
RQg¢ 1
RQ,4 0.005
RQ,5 0.999
RQ. - 0.046
RQg (Distribution) 0.133
RQg (Attack Complexity) | 1
RQg (Priviliges Required) | 1

for most of our RQs, it is not possible to reject the null hypothesis that each category is equally
likely to appear in either Kubedge or Mainflux (p-value > 0.05), which indicates that the distribution
of answers, for most of our RQs, do not present any pattern specific to any of the two frameworks.
Therefore, we can conclude that most of our results are likely to generalize. In the following, we
discuss the three RQs having a p-value below 0.05 (i.e., RQs5, RQ74, RQ7~). In the case of
RQ; 5, we observe that, for Mainflux, what enables the attacker to exploit a vulnerability is mainly
input data (97.4% of the cases); instead, for KubeEdge, although input data remains the prevalent
mean to exploit vulnerabilities (76.1%), vulnerabilities may be exploited also with no inputs (9.9%)
or configuration options (11.3%). Although the difference in distribution is significant, it does not
affect our conclusion, which is about focusing on input data generation to support testing; indeed,
input data is the most frequent answer for both KubeEdge and Mainflux. In the case of RQ, 4, we
observe that, for Mainflux, 47.1% of the vulnerabilities concern Missing Authentication for Critical
Function (CWE-306), instead, for KubeEdge, the vulnerabilities are more uniformly spread across a
larger set of vulnerability types. Still, although the difference in distribution is significant, it does

not affect our conclusion for RQ; 4, which is that the most frequent vulnerability types are the ones
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concerning access control® and path traversal or control of resources’

. The percentage of access
control vulnerabilities amounts to 37.8% for KubeEdge (31 out of 82) and 62.7% for Mainflux (42
out of 68). The percentage of vulnerabilities concerning path traversal or control of resources is
68.3% for KubeEdge and 39.7% for Mainflux. Although their ranking is swapped (i.e., access control
vulnerabilities are the most frequent for Mainflux but the second frequent for KubeEdge), they remain
the two the most frequent vulnerability types for both the projects; therefore our observations may
generalize to other projects. Finally, in RQ,~ the distribution of vulnerabilities is more spread out
for KubeEdge while it concentrates mainly on a single cause of errors for Mainflux. Indeed, 64.15%
of the developer mistakes are authentication errors for Mainflux and only 5.6% for KubeEdge. In
KubeEdge, the other frequent sources of problems are Data Neutralization Issues, Privilege Issues,
Resource Management Errors, Logging Errors, and Information Management Errors, which cause
5.8%, 9.6%, 13.5%, 13.5%, and 19.2% of the vulnerabilities, respectively. In Mainflux, they cause
7.5%, 1.9%, 0%, 1.9%, and 7.6% of the vulnerabilities. In Mainflux, Credentials Management Errors,
Permission Issues, and errors in the management of Error Conditions, Return Values, Status Codes
have slightly higher frequencies (3.8%) than some of the four cases above. In the case of RQ,., we
believe that the difference in distribution between KubeEdge and Mainflux is in part related to the
difference observed for RQ; 4. Indeed, it is reasonable that the larger proportion of access control
vulnerabilities observed in RQy 4 for Mainflux is related to the larger proportion of authentication
errors observed for Mainflux. The mistakes leading to path traversal or control of resources, which
are more frequent in KubeEdge, are likely more diverse. Also, the difference in distribution between
KubeEdge and Mainflux might be due to a non-negligible proportion of vulnerabilities for which
RQ- data is not available (60 vulnerabilities in total, 40.8%); for RQ 4, the proportion of missing
vulnerabilities is lower, 10.20%, in total. To conclude, only the results of RQ,~ may not generalize.
However, RQ results are the least actionable; indeed, they do not enable us to derive any suggestion
for the development of automated testing tools (see section 3.5).

Finally, the results for KubeEdge and Mainflux may also generalize to K30S and Zetta. In the case
of K308, results should generalize because K3OS inherits all the Kubernetes vulnerabilities affecting

KubeEdge. For Zetta, assuming that the low number of vulnerabilities found is due to a limited user

8 Access control vulnerabilities are CWE-306, CWE-863, CWE-552, CWE-798, CWE-372, CWE-862, CWE- 269,
CWE-266, CWE-283, CWE-250, CWE-532, CWE-732, CWE-522, CWE-287, CWE-420, CWE-284, CWE-300, CWE-
295, and CWE-270.

Vulnerabilities concerning path traversal or control of resources are CWE-863, CWE-552, CWE-312, CWE-434, CWE-
372, CWE-601, CWE-184, CWE-94, CWE-610, CWE-441, CWE-200, CWE-22, CWE-668, CWE-74, CWE-23, CWE-20,
CWE-24, CWE-250, CWE-502, CWE-532, CWE-669, CWE-732, CWE-522, CWE-73, CWE-400, CWE-209, CWE-918,
CWE- 201, CWE-1050, CWE-770, CWE-789, CWE-59, CWE-61, CWE-215, CWE-416, and CWE-401.
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base, we may observe, in case of a broader use of Zetta, a distribution of vulnerabilities similar to the
one discussed above because Zetta includes components (e.g., the event broker, the pub-sub service,

and the http-server) that, in a simplified manner, replicate the functionalities available in KubeEdge.

3.4.4 External validity.

We selected Edge frameworks that, based on our selection criteria, have an active user base, which
indicates that they provide features that are necessary for the development of Edge systems for example,
KubeEdge is used to manage nearly 100,000 edge nodes in unmanned toll stations across China [215].
Further, the selected frameworks include a range of features broad enough to support several contexts
of use for Edge systems, including smart light, speed sensors’ monitoring (e.g., vehicles’), smart
home security, temperature sensing, and video streaming systems [216], [217]. Consequently, the
vulnerabilities encountered in our investigation are likely representative of the different types of
vulnerabilities that might be encountered in Edge frameworks; indeed, every software feature may be
vulnerable.

The type of security failures observed in the field depend not only on the features implemented
by the software but also on the quality of the software security testing process in place. In our study,
we considered only open source software; open source software is often developed by volunteers who
may not be enforced to follow a quality assurance process. However, this is not the case for KubeEdge,
Mainflux, and K30S because their development is supervisioned by private companies that have
invested effort towards test automation for these frameworks (see Section 2.1.2). The development
process of KubeEdge, the largest system considered in our study, relies on code review activities
(e.g., contributions are revised by senior members'?) and two security teams [42], [43] that audit the
system and respond to reports of security issues. Further, KubeEdge is based on Kubernetes, whose
development team includes a group of security experts [44]. Mainflux is developed and maintained by
Mainflux Labs, which is a for-profit technology company; considering that Mainflux Labs developed
a test suite and a benchmark for Mainflux, and that Mainflux Labs provides auditing services, we
assume the development process behind Mainflux to be no different than the one adopted for other
commercial Edge software. Similar to Mainflux is the case of K30S, which is part of Rancher, a
framework developed by the open source software development company Suse [37]. Among the
frameworks selected for our study, only Zetta is not supported by a for-profit organization but only

volunteers; therefore, the conclusions drawn for Zetta may not generalize to commercial software

05ee https://kubeedge.io/en/docs/community/membership/
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solutions. However the impact of this threat is limited because Zetta provides only 1 of the 147
vulnerabilities investigated in our study (see Table 3.2).
Given the growing popularity of Edge systems, the number of Edge vulnerabilities to be studied

might increase and vary; therefore, larger replications of our study will be possible in the future.

3.5 Discussion and lessons learned

Our study aims to support the development of testing automation techniques that discover vulnerabil-
ities in Edge systems.

RQ); indicates that security vulnerabilities slip through the testing process not because of bad
testing but because of other reasons, which are Combinatorial explosion, Unknown environment
conditions, Unknown application conditions, Irreproducible execution conditions. Software faults
(and therefore vulnerabilities, which are a specific type of fault) that slip through the testing process
because of the reasons above are defined as field intrinsic by to Gazzola et al. [54]. To identify such
faults, Gazzolaetal. propose to rely on field-based testing, which concerns performing testing activities
directly in the production environment. Field-based testing might be adopted also to discover field-
intrinsic vulnerabilities. A recent survey [155] identifies three field-based testing approaches: online
testing, where test cases are executed directly on the software instance used in production, offline
testing, where test cases are executed on a separated software instance running in the production
environment, and ex-vivo testing, where test cases are executed in-house (i.e., in the development
environment) but using data collected from the field.

Field-based testing solutions differ for the approach adopted, the software properties under test
(i.e., functional, robustness, security), the test generation strategy (specification-based, structure-
based, fault-based, and reusing pre-existing test cases), the environment in which test cases are
generated (i.e., in-house, in-house with field data, or in-the-field), the criterion adopted to trigger test
cases (i.e., periodically, after a specific event, after a request, based on a policy, when a function is
used, after system reconfiguration, after environment change, after module change/insertion/removal),
the resources required (e.g., user inputs, memory, logs, test data), and the types of oracles (i.e.,
domain-dependent or domain-independent).

The number of available field-based testing techniques targeting software security is limited, seven
out of 80 papers appearing in the above-mentioned survey [155]. Two papers propose a technique

that works offline [218], [219], five papers concern online testing [220]-[224]. Six techniques are
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specification-based [218]—[223], one is fault-based [224]. They are activated by three different types of
triggers: a policy [221], [222], the execution of a certain functionality defined either at run-time [2 18]
or before [219], [223], and the deployment of a new module [220], [224]. Unfortunately, these seven
field-based security testing approaches cannot be applied to test Edge frameworks; indeed, four of
them address problems in online service compositions [220]-[222], [224], one approach targets only
integer overflows [223], which were not observed in our analysis, two approaches [218], [219] concern
offline testing (i.e., they test sibling processes with modified configurations), which is infeasible with
large service (e.g., Edge controller) or with embedded devices running Edge nodes. New field-based
testing solutions for Edge security testing thus need to be developed.

Since RQ); indicates that most of the vulnerabilities are not discovered at testing time because of
combinatorial explosion (i.e., the infeasibility to exercise the Edge framework under all the possible
execution conditions), we believe that field-based testing might be an ideal solution since it might be
implemented by developing techniques that identify the conditions in which testing automation should
be triggered (e.g., when observing combination of inputs not tested in-house). To further support
our suggestion, we joined the results obtained for RQ; and RQ,, which enables us to report that 84
out of 126 (67%) CE vulnerabilities present a specific combination of configuration parameters as
precondition (i.e., they can be exploited only if a specific configuration is in place). Such number
indicates that, by activating field-based testing whenever the system is executed with a configuration
not tested in-house, we may discover up to 57% (i.e., 84 out of 147) Edge vulnerabilities.

Based on RQ, results, we conclude that the SUT is the component that (a) is usually faulty,
(b) receives the inputs that trigger the vulnerability, (c) presents the preconditions required for the
vulnerability to be exploitable, and (d) shows failures. Therefore, testing techniques should focus on
the SUT interfaces, typically command line utilities, API, or Web interfaces.

RQ; results indicate that most of the security failures are silent; also, the majority includes Value
(38.8%) and Action failures (22.4%). Therefore, approaches looking for crashes are not sufficient to
support the identification of Edge vulnerabilities, which prevents the adoption of most fuzz testing
approaches [225]. Fuzz testing tools (e.g., AFL [226]) usually rely on evolutionary search algorithms
to generate test inputs by modifying previously generated inputs that demonstrated to be effective in
improving a target metric (e.g., code coverage). Fuzz testing is normally used to either identify inputs
leading to crashes or memory errors (e.g., use after free, out of bounds accesses, memory leaks);
although memory errors might be indicators of vulnerabilities leading to value or timing failures (e.g.,

accessing private data or causing denial of service), without manual inspection it is not possible to
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determine if a memory error is exploitable as a vulnerability (i.e., if it breaks security properties) [227].
Therefore, fuzz testing can’t be used to automatically detect Edge vulnerabilities resulting in value
errors. It is therefore necessary to identify solutions addressing the oracle problem (i.e., the problem
of automatically determining if a test output is correct [61]); in this regard, metamorphic testing
might be an option since it has shown successful results when applied to test the security of Web
systems [190]. Metamorphic security testing concerns specifying properties (called metamorphic
relations) that relate the outputs generated by a set of source inputs and a set of follow-up inputs
derived from them. Source inputs are sequences of legal Web interactions (e.g., HTTP requests)
collected using a Web crawler. Follow-up inputs are generated by altering source inputs as an attacker
would do. Metamorphic relations enable engineers to avoid implementing test assertions to verify
that test inputs lead to specific test outputs [190]; indeed, metamorphic relations enable testing a
software with any test input and automatically verifying the correctness of the software outputs.
One alternative solution that enables engineers to automatically verify software outputs consists of
relying on executable formal specifications (e.g., assertions verifying method post-conditions and
used in property-based testing [228]); however, such solution is generally infeasible for Edge systems
because software projects usually lack executable formal specifications because they are expensive
to produce and maintain. For such reason, engineers manually implement test assertions that are
specific for the inputs exercised by a test case. Instead, recent work has shown that it is possible
to define generic metamorphic relations that can discover a broad range of vulnerabilities and can
be reused across software systems because they process system inputs [229]; assertions, instead,
are typically implemented within low-level software functions and, therefore, can’t be reused across
systems. Like assertions, metamorphic relations enable detecting silent failures (i.e., failures that
can be detected only by verifying the correctness of the output data generated by the system). An
example of how metamorphic security testing enables engineers to test a software system without
implementing test assertions for every test inputs follows. With metamorphic relations, bypass
authorization vulnerabilities can be detected by verifying if a URL provided by the Web interface
of a user leads to a different response page when requested by a user whose Web interface does not
provide the same URL. If the two users receive the same response page then the second user had been
able to bypass the authorization schema [190].Thanks to the use of Web crawlers, such metamorphic
relation can be tested with any URL provided by a Web system thus enabling the exhaustive testing
of all the available URLs. Since manually deriving test assertions should be based on user-specific

access policies, such exhaustive testing is infeasible without metamorphic relations.
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The results of RQj 4 indicate that, once the system reaches the state required to trigger the vulner-
ability, one input action (one step) is generally sufficient to exploit a vulnerability. In addition, RQ,
indicates that, usually, it is a specific system configuration what enables exploiting the vulnerability.
Therefore, it should be feasible to automate security testing for Edge systems. Indeed, once a configu-
ration to be tested is identified, it might be sufficient to exercise the system with all the possible single
(one step) actions not with long action sequences, which should result in a quicker testing process.
Further, it should be feasible to thoroughly test the system.

The results of RQ5p indicate that most of the inputs triggering vulnerabilities are data, which
means that even brute force approaches like fuzzing might be sufficient to exploit vulnerabilities;
however, the oracle problem needs to be addressed (e.g., through metamorphic relations, as suggested
above).

The results of RQg show that 55% of the vulnerabilities concern confidentiality. Since confiden-
tiality failures are about accessing sensible resources and do not affect the state of the system, we
believe that isolation techniques, which are difficult to implement, are not needed when testing for
confidentiality problems. Consequently, field-based testing solutions focusing on confidentiality will
not need to integrate solutions that ensure isolation. Further, based on RQ; results, we suggested
to automatically trigger field-based testing when observing new configurations not tested in-house.
After joining RQg and RQ, data, we determined that 72 out of 81 confidentiality vulnerabilities de-
pend on a specific configuration of the system (i.e., they were likely not detected because the specific
configuration they depend on was not considered). Therefore, we can speculate that a field-based
testing approach that focuses on confidentiality issues and is triggered by untested configurations
might feasibly detect a large proportion of Edge vulnerabilities (i.e., 72 out of 147, 49%).

The results for RQ; 4 to RQy provide further directions for the implementation of testing au-
tomation techniques. The results of RQ- 4 indicate that most of the vulnerabilities concern CWE-306
(Missing Authentication for Critical Function), which indicates that it is necessary to develop methods
to automatically determine what are the functions that should require authentication. Authorization
problems (i.e., CWE-284 in RQ;p) are frequent and, unfortunately, covered by existing field testing
approaches only in the case of Web services [220]-[222], [224]. However, related work has shown
that it is feasible to detect authentication and authorization problems with metamorphic security
testing [190].

Input neutralization issues are often due to improper exception handling, which may indicate the

need for better robustness testing.
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Finally, leakage of sensitive data, memory issues, and bad coding practices might be detected
through improved static code analysis tools; however, the evaluation of the effectiveness and exten-
sibility of existing tools go beyond the scope of this paper. For that, we refer the reader to a recent
empirical evaluation of Web-based systems [230], which has shown that exploratory manual penetra-
tion testing is more effective than automated static analysis tools in detecting severe vulnerabilities
(e.g., the ones in the OWASP Top Ten list [231] related to Security Logging and Monitoring Failures,
like CWE 532 - Insertion of Sensitive Information into Log File, which is a form of information
leakage). Automated static analysis tools, instead, detect the largest number of vulnerabilities, overall.

To minimize the number of vulnerabilities discovered by the by malicious users, we suggest the
development of field-based testing techniques that are triggered when the system is executed with a
configuration not tested in-house (RQ,). The feasibility of such techniques should be facilitated by
most vulnerabilities requiring only one input step to be exploited (i.e., testing techniques don’t have
to derive long input sequences, RQs 4); further, plain input data is sufficient to exploit most of them
(RQ5p). Such techniques should target the interfaces of Edge frameworks not the components they
rely upon (e.g., network or drivers, RQs). Further, field-based security testing techniques shall focus
on confidentiality, which concerns a large portion of the cases (RQg); based on our results, field-
based security testing techniques targeting confidentiality and triggered in the presence of untested
configurations should be able to address 49% of the vulnerabilities. Since most vulnerabilities lead
to silent, value failures (RQj3), researchers need to address the oracle problem (i.e., vulnerabilities are
unlikely detected by looking for crashes); however, metamorphic testing might be a feasible solution
since it has been successfully applied to detect authentication and authorization problems, which are
among the most frequent types of vulnerabilities and developer mistakes (RQ7). Finally, untill new
approaches are not developed, we suggest developers of Edge frameworks to increase the effort put

into testing of configurations; especially their effect on confidentiality.

3.6 Conclusion

We presented an empirical study of the security vulnerabilities affecting Edge frameworks. Our objec-
tive is to support the development of automated software testing techniques targeting software security
in Edge frameworks. Our work is motivated by the increasing relevance of the Edge paradigm, which
ensures low latency for several data-intensive applications (e.g., video streaming, video conferencing,

video surveillance, naval services).
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We selected Edge frameworks with reported vulnerabilities and an active user base. We have
manually read all the vulnerability reports and processed CWE and CVSS data reported in the CVE
and NVD databases. We investigated eleven research questions that concern aspects influencing the
development of automated testing tools (i.e, weaknesses in the testing process, types of components
involved in a security failure, type of failures observed, steps required to exploit a vulnerability, nature
of preconditions and inputs leading to a successful exploit, security properties being violated, frequent
vulnerability types, software behaviors and developer mistakes associated to these vulnerabilities,
severity).

Our results show that the large number of features implemented by Edge frameworks result in a
combination of configuration options that often prevent the detection of vulnerabilities. Vulnerabilities
are often due to implementation errors in the Edge software but their consequences affect both the
software itself, the network configuration, and the controlled nodes. Confidentiality is the security
property mostly affected by these security vulnerabilities, which can be easily exploited (in one step).
Half of these vulnerabilities have a high NVD severity score, which highlights the need for their
timely detection. We identify field-based testing (i.e., performing testing activities directly in the
production environment) as a possible solution to address these vulnerabilities, which is facilitated by
the prevalence of confidentiality problems (i.e., testing in the field is unlikely to affect the functioning

of the system).
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FISTS: Field Based Security Testing for
SDN

4.1 Introduction

What enables the delivery of high-quality (e.g., high speed, low delay) services over an infrastructure
that is costly to grow (e.g., because of costs related to satellite deployment) is the quick reconfiguration
of the infrastructure, which enables reusing components (e.g., satellites) for different purposes. In
the communication sector, a key technology to achieve such reconfiguration capabilities are Software
Defined Networks (SDNs).

In the previous chapter (Chapter 3), we established that security vulnerabilities within edge sys-
tems predominantly affect confidentiality, consequently leading to authentication and authorization
issues, especially during the reconfiguration processes of Software Defined Networks (SDNs). Recon-
figuration emerged as a particularly critical challenge, primarily because it influences a wide range of
components, each necessitating unique and specific testing approaches. Building upon these insights,
this chapter is focused on the development of an approach that is capable of detecting such vulnerable
situations during the reconfiguaiton of SDN.

To address the problem above, we propose Fleld-based Security Testing of SDN Configurations
Updates (FISTS), a field-based testing approach that works in four steps. In the first step, we scan
the SDN network, before and after a configuration change, with a predefined set of data packets (e.g.,
the ones generated by the NMAP security scanner [232]) and collect response data to determine the

state (e.g., open ports) of the reachable hosts!. In the second step, we automatically match the hosts

"We use the term host to refer to a generic machine on the network, whether it is a server, router, switch, or end-user
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identified with the two network scans (e.g., a same host changed IP) to determine changes in their
state. In the third step, we prioritize the inspection of the scanned hosts by leveraging the results of
anomaly detection algorithms. Specifically, our approach can leverage well known anomaly detection
algorithms such as isolation forest [233] and local outlier factor [ 1 20]; further, we propose two solutions
for the prioritization of anomalies that are based on KNN [123], HAC [109] and k-means [111].

As a result, the prioritized list includes items likely affected by vulnerabilities on top; note that
in this context, a vulnerability is a specific host state (e.g., port 8080 is reachable) due to an SDN
misconfiguration (e.g., a stateful firewall SDN application had not been set up). In the fourth step,
engineers inspect the prioritized list of hosts and stops when the list does not present any more
vulnerabilities; we empirically determined a threshold for the number of consecutive false positives
to be observed before stopping.

We conducted an empirical assessment with different datasets of network updates to determine
the best configuration for FISTS by comparing results achieved with and without pruning, along with
different anomaly detection algorithms. Further, we demonstrate the accuracy of our host matching
component. Last, we report on the scalability of our network scanning method, and the selected
anomaly detection algorithms, by reporting on the time required to monitor and process 400 network

nodes.

4.2 FISTS

FISTS relies on the intuition that security vulnerabilities induced by an SDN configuration change
(hereafter, SDN reconfiguration) might be detected by identifying port state changes that look anoma-
lous if compared to the other port state changes. FISTS implements a field-based testing approach that
probes the network before and after an SDN reconfiguration to determine port states, and then, after
identifying port state changes, even in the presence of re-assigned IP and MAC addresses, executes
anomaly detection algorithms to determine the vulnerable changes that affect specific hosts.

FISTS can detect reconfigurations leading to security vulnerabilities due to erroneous port states
including the one exemplified in Figure 4.1 (see section 4.2.1 for other cases). The original SDN
configuration shows a Server Message Block (SMB) server (operates on port 445) connected to switch
3 and a high-priority flow rule on switch 2 that, to increase confidentiality by reaching only the subnet

with the SMB server, forwards all traffic for port 445 to switch 3. In an update, the engineers move the

terminal.
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SMB server to a dedicated switch (i.e., switch 6) but forget to update the rule on switch 2 to forward
SMB traffic to the new destination switch 6 instead of switch 3. Consequently, all the traffic for the
SMB server is routed to the wrong subnet, which poses serious confidentiality issues even if packets
may be re-routed to reach switch 6 (not shown in the picture). Note that Figure 4.1 assumes proactive
SDN flows (i.e., packets flow is preconfigured); although reactive SDN flows (i.e., rules are created as
packets come into the switch) may prevent such mistakes, they cannot be used in several context (e.g.,

because of confidentiality requirements preventing the free routing of packets).
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Figure 4.1: Overview of FISTS. It shows FISTS steps along with example outputs. The left side shows
a network being tested by FISTS before and after reconfiguration. The NSCR output is exemplified
by the provided table.

FISTS works in four steps, depicted in Figure 4.1 and described below. Note that both Step 1 and

Step 2 are performed twice, before and after an SDN reconfiguration.

4.2.1 FISTS Steps 1 and 2: Traffic Generation and Response Monitoring

In Step 1, FISTS generates network traffic for reconnaissance purposes, the responses generated by the
hosts in the network are collected in Step 2 and processed to produce information about the port states
of each host in the network. Our current implementation of FISTS relies on NMAP for both Step
1 and Step 2 because NMAP can generate data for network reconnaissance (i.e., FISTS Step 1) and
produces scan result files in XML format (i.e., FISTS Step 2). We rely on NMAP TCP SYN and UDP

scans. However, other tools might be integrated in the future to extend our capabilities; for example,



FISTS: Field Based Security Testing for SDN 85

Initial Configuration

VLAN 100 (Users) VLAN 200 (Servers)
Initial Configuration 11011
€ 100110 10001 | IP-L1 IPR | rie server

I0 &9 68 69

Historical data about SES port
states

L 2

VMsfor reference scenarios A\ TIP3 00310 s e e mmmm o oo oo m

Vulnerable Configuration

Execute FISTS VLAN 100 (Users) VLAN 200 (servers)
Steps 1and 2 w0001 [ jpoz IP-R1 | okt
11012
.... .... e ——
Network state change reports  Nework sate change reports 10003 | 1oz PR1 | 1o1s
for scenarios with vulnerable 0" Scenarios with only valid
shodan SES changes changes I I — | — )
h e
change dataset Updated Correct Configuration
Repeat for Nin [5, 10, ., 50) Repeat for Nin [5,10]  Repeat for Nin (5, 10, .., 50| VLAN 100 (Users) VLAN 200 (Servers)
Bulld realistic datasets Build real datasets | | Buld synthetic datasets Updated Correct Configuration 10001 [ JPLL PRD| ot
= - . Fle sen
Duplicate 100 entries with Ouplicate 75 entres with vaid e Server
vald changes / changes
11012
10002 [ I y
ri @) ) 2
Ouplicate N entries with Dupliate N enties with
ineratie changes wulnerable changes
10003 [ jpz IP-RT | 1013
Duplicate entries with no Dupliate entries with no
changes changes Legend

«— Connection Allowed Switch
Connection Not Allowed Stateful Frewall

B[] oeveeonnetmne

| Le d
egen Switch
Sttt el

100 datasets 20 datasets 100 datasets [ oeveannerurt ( C) S cen ari o W]th missin g
(a) Datasets creation procedure (b) Scenario with redundant rule firewall rules

Figure 4.2: Dataset creation procedure and misconfiguration scenarios

Table 4.1: Example execution data collected by NMAP for an initial configuration (O: open, C: closed)

P MAC tcp22 udp22 tcp123 udp 123  tecp445 ... tcp 8080  udp 8080
10.0.1.56  00:1A:2B:3C:4D:5E C
10.0.1.12 08:15:23:42:67:94 C
10.0.1.11  2A:9F:C7:0E:3D:81 C
10.0.3.10  5C:73:2F:Al:6E:BO (6]

olielielle]
[oliolielle]
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we may rely on FragScapy [90] to collect additional information masked by stateful firewalls. At a
high-level, the result of Step 2 is a dataset where each data entry provides the following information
for one host in the network:
* MAC address
* [P address
» for all the ports,
= whether they are UDP or TCP
= if they are in one of the following states: Open, Closed, Filtered, Open|Filtered

Tables 4.1 and 4.2 provide examples of data entries collected for the two configurations appearing

Table 4.2: Example execution data collected by NMAP for an updated configuration

P MAC tcp22  udp22  tcpl23  udpl23  tcp445 ... tcp8080  udp8080
10.0.1.56  00:1A:2B:3C:4D:5E
10.0.2.10 08:15:23:42:67:94
10.0.1.111  2A:9F:C7:0E:3D:81
10.0.3.10  5C:73:2F:Al1:6E:B0

alaIaia
[elieliolle)
[olleolielle!

[=lloliolie!
Qo= a
[oli=liolle!]
[olielielle]
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Table 4.3: Example of NSCR state changes

Initial Updated Label

Closed Open ClosedToOpen

Open Closed OpenToClosed
Open|Filtered Closed OpenFilteredToClosed

Table 4.4: Prioritized NCSR report example

P’ P tep22 udp22 tcpdds udp445 tcp8080 udp5674 Anomaly S
10.0.1.12 10.0.2.10 ClosedToClosed  ClosedToClosed  OpenToFiltered ClosedToClosed  ClosedToClosed ClosedToClosed 0.97
10.0.1.22 10.0.1.22 ClosedToClosed  ClosedToClosed  ClosedToClosed  ClosedToClosed  ClosedToClosed OpenToFiltered 0.93
10.0.1.56 10.0.1.56 ClosedToClosed  ClosedToClosed  ClosedToClosed = ClosedToClosed  ClosedToClosed ClosedToClosed 0.82
10.0.3.10 10.0.3.10 ClosedToClosed  ClosedToClosed  ClosedToClosed  ClosedToClosed  ClosedToClosed ClosedToClosed 0.77
10.0.1.11  10.0.1.111  ClosedToClosed = ClosedToClosed = ClosedToClosed  ClosedToClosed OpenToOpen ClosedToClosed 0.39

in Figure 4.1. To enable anomaly detection, features should be consistent across entries; hence, for
every port, we capture information for both the TCP and the UDP protocol as separate features (i.e.,

columns).

4.2.2 FISTS Step 3: Host Matching and Comparison

In Step 3, the Host Matching and Comparison (HMC) module processes the data collected before (by
Step 2°) and after (by Step 2”) a reconfiguration to (1) determine what data entries belong to a same
host in the two configurations and (2) determine what are the port state changes for each host.

Determining what data entries belong to a same host is necessary because SDN reconfigurations
may change the IP or MAC address of one host (e.g., a server) without changing anything else. Not
noticing hosts with addresses being changed may lead to incorrect identification of port state changes.
For example, in Figure 4.1, the IP of the SMB server may change from 10.0.1.12 to 10.0.2.10 (MAC
address remains the same); without noticing that the SMB sever has been simply moved to another
IP address, FISTS may interpret all the open ports (e.g., 445) of IP 10.0.1.12 as becoming closed
and port 445 of IP 10.0.2.10 as becoming filtered, which may misguide the FISTS anomaly detection
algorithm used in Step 5 or the end-user processing FISTS results. Similarly, a host with a Web server
has been moved from IP 10.0.1.11 to IP 10.0.1.111, without noticing that the host is likely the same,
we may interpret all the ports of IP 10.0.1.11 as becoming closed and port 8080 of IP 10.0.1.111
as becoming open, which may lead to false positives (e.g., such bulk changes of port states may be
reported as anomalous by an anomaly detection algorithm).

Since hosts with a change in their IP or MAC address may also present changes in their port states

(e.g., the SMB server in our running example); it is not possible to simply look at matching port
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states to identify the hosts assigned to a different IP or MAC address. Therefore, we have developed a
dedicated greedy algorithm; its pseudo-code appears in Figure 4.3. Our matching algorithm performs
n X m comparisons between the n data entries from the initial configuration and the m data entries
from the updated configuration (Lines 4 and 5 in Figure 4.3). For each data entry pair, it determines if
the IP, MAC address, and state of each port match (Lines 6 to 19). Such information is used to assign

a matching score to each pair, as follows:

matching_score = score_ip + score_mac + score_ports

The value of score_ipis set to 0.2 when two IPs match, otherwise itis set to 0. The value of score_mac
is set to 0.2 when MAC addresses match, otherwise it is set to 0. The value of score_ports is computed
by considering all the ports reported as not closed in at least one the two entries, and by multiplying the
proportion of matching port states by 0.6. The algorithm then sorts all the pairs based on their matching
score (Line 25) and stores the matched pairs till all the IPs in the two datasets had been considered
(Lines 27 to 37). Our choice for the values assigned to score_ip, score_mac, and score_ports enables
ensuring that a host that, in the updated configuration, changes IP or MAC and a limited subset of its
ports is still matched with the correct entry in the initial configuration. Unmatched IPs correspond to
hosts being added or removed from the network and are thus matched with a generated entry having
null IP (Lines 38 to 47).

Our matching algorithm leads to pairs of IPs, each modeling a single host. They are used by
FISTS to construct, using the execution data collected by Step 3, a table, called Network State Change
Report (NSCR), that reports, for each host, its port state changes. In the NSCR, each port state change
is captured by a label that joins the name of the port state in the initial and the updated configuration
for the selected port; Table 4.3 shows a few examples of how port state change labels are generated
from specific port states in the initial and updated configuration. In total, we have 16 different label
(i.e., 4 labels for the initial state times 4 labels for the updated state). An example NSCR is shown in
Figure 4.1, each column contains information about the state change observed for one port working
with a specific protocol (UDP or TCP). Please note that we also track ports that do not change their
state (e.g., tcp_Port 445 in the first row of Figure 4.1’s table, labeled as ClosedToClosed).

In the presence of firewalls, port scanning with NMAP will lead to most or all ports being shown
as filtered (see Table 2.1). However, this behavior does not compromise the applicability of FISTS.
Indeed, service providers testing their own infrastructure can configure scanning nodes appropriately,

if needed. For example, in the presence of firewalls that prevent responses from subnets, if the
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Require: DS ;yisiq1, data set collected from the initial SDN configuration

Require: DS ,pqqteq, data set collected from the updated SDN configuration

Ensure: MATCH, atable whose rows contain the values of two matching entries from DS ;p;tiq1 and DS pdated, plus a match score
>Compute a matching score for all the possible pairs of entries

1: assigned_initial < empty set

2: assigned_updated < empty set

3: scored <+ empty list

4: for ey, in initial configuration set do

5: for e, in updated configuration set do

6: if IP address of e,, and e, match then

7: score_ip < 0.2

8: end if

9: if MAC address of e, and e,, match then
10: score_mac < 0.2
11: end if

>Compute score_ports
12: matches < 0
13: ports < 0
14: for any port p being not closed in either e, and ey, do
15: ports < ports + 1
16: if state of port p in ey, and e, match then
17: matches < matches + 1
18: end if
19: end for
20: score_ports < m;;:f;g *0.6
>Score of the entry pair

21: matching_score < score_ip + score_mac + score_ports
22: scored < scored U {(en,.IP, ey, .IP, matching_score)
23: end for
24: end for

25: sort scored based on score

26: MATCH < empty set

27: for (ey,.IP, em.IP, matching_score) in scored do
>Check if ey, is not already matching another entry

28: if en.IP in assigned_initial then
29: continue
30: end if

>Check if em, is not already matching another entry

31: if e, .IP in assigned_-updated then

32: continue

33: end if
>Add the matching pair to MATCH

34: MATCH <+ MATCH U {en.IP, em.IP, matching_score)
>Update the list of processed IPs

35: assigned _initial < assigned_initial U e, .IP

36: assigned _updated < assigned_updated U ey, .IP
37: end for

38: for ey, in initial configuration set do

39: if en.IP notin assigned_initial then

40: MATCH < MATCH U {en.IP,null_IP,1.0)
41: end if

42: end for

43: for e, in updated configuration set do

44. if e, .IP not in assigned_updated then

45: MATCH + MATCH U (null_IP, e.IP,1.0)
46: end if

47: end for

Figure 4.3: FISTS’s host matching algorithm.

scanning node is on the WAN, NMAP will report that all the subnet nodes have filtered ports;
however, if after a configuration change, a subnet provides access from WAN to an SMB server on

8080, FISTS will report FilteredToOpen, which is a state change (note that without a firewall we
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would observe ClosedToOpen), which may still enable anomaly detection. If access to some services
of a given private subnet is provided only to other private subnets, multiple scanning nodes might be
used (e.g., one per subnet). Further, approaches relying on packet fragmentation such as hping [234],
FragScapy [90], and some NMAP extensions [235] enable port scanning in the presence of firewalls

and can be integrated into FISTS.

4.2.3 FISTS Step 4: Preprocessing

In Step 4, the NSCR is preprocessed to enable the application of anomaly detection algorithms. Indeed,
such algorithms usually work with numerical data while NSCR entries contain textual categorical data.
To transform our data, we cannot apply integer encoding (i.e., replace each unique category label with
an integer) because it would introduce an arbitrary ordering across labels (e.g., ’OpenToClosed’ being
closer to *’OpenToFiltered’ than to *’ClosedToOpen)’, which is a bad practice [236]; therefore, we apply
one-hot encoding. Since one-hot encoding replaces each column with a number of boolean columns
matching the number of distinct possible values, we derive 16 columns for each TCP and UDP port
column.

In Step 4, FISTS may also perform an additional, optional, task, which consists of pruning entries
that do not present any change in their state. Our intuition is that reconfigurations not introducing
any change in the port states of a host unlikely introduce a vulnerability affecting such host because
the set of open, filtered, and closed ports remains the same, and thus the host works as in the
previous configuration. Instead, keeping such entries may increase the likelihood of false positives;
for example, in the presence of several hosts without port state changes, Isolation Forest may create
several trees where all the sampled data entries match, have a minimal distance from the root, and are

thus erroneously reported as anomalous.

4.2.4 FISTS Step 5: Vulnerability Prioritization

In Step 5, FISTS sort all the entries in the NSCR according to their likelihood of being affected by a
vulnerable configuration, such likelihood is captured by an anomaly score generated by an anomaly
detection algorithm. An example output is shown in Table 4.4.

Our key intuition is that the prioritization of all the hosts enables the definition of a human-in-
the-loop process that overcomes the limitations of existing anomaly detection approaches relying on
predefined thresholds. Indeed, existing anomaly detection approaches select a subset of data entries

as anomalous based on some arbitrary thresholds, which are defined either for the distance between
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dataset features [123] or for the generated anomaly scores [120], [121]. However, since features may
change from context to context (e.g., different SATCOM providers may change different sets of ports
in different SDN reconfigurations), thresholds that are successful in one case study may not work
with others. Instead, it would be better to enable the end-user stop inspecting anomalous hosts when
there is evidence that what reported by FISTS does not help discovering vulnerabilities; we achieve
such objective by using as stopping condition (SC) the number of consecutive false positives (CFP)
observed, if F'P > SC' the engineer can stop inspecting hosts.

By relying on the number of consecutive false positives as a stopping condition, unlike related work,
we do not assume that anomalies might be identified with the same distance thresholds in different
case study subjects, but we look for evidence that hosts with an anomaly score below a certain value
aren’t vulnerable, which is achieved by verifying that there are SC consecutive false positives. In our
empirical evaluation, we assess the performance of different configurations of FISTS, with different
SCs.

We call the approach above FISTS hosts selection and it has the objective of reducing SDN
maintenance costs by enabling engineers to inspect only a subset of the potentially vulnerable hosts.
However, companies delivering critical services may require their engineers to inspect all the hosts, to
ensure the absence of any vulnerability. In such case, engineers should inspect all the hosts in the order
provided by FISTS, we call such approach hosts prioritization. When applied for hosts prioritization,
FISTS should enable engineers identify all the vulnerable hosts at the beginning of their investigation,
thus minimizing the time required to discover and fix vulnerabilities.

To sort NSCR hosts, FISTS should rely on anomaly detection algorithms producing an anomaly
score that can be used for prioritization. Unfortunately, well-known algorithms for anomaly detection
(i.e., IF and LOF) select a subset of dataset entries as anomalous instead of sorting dataset entries
according to their likelihood of being anomalous. However, internally, they rely on an anomaly score
to sort dataset entries and then select the ones with the highest anomaly score; therefore, we defined
two approaches that rely on such internal information. We call Sorted Isolation Forest (SIF) our
approach relying on the anomaly score generated by the IF algorithm. We call Sorted KNN (SKNN),
the algorithm that sorts dataset entries based on the anomaly score computed by LOF, which consists
of the average pairwise distance computed using a KNN approach.

Although effective, IF and LOF aren’t the only approaches capable of extracting anomaly infor-
mation from a dataset. Precisely, since some vulnerabilities may present similar effects (i.e., they lead

to the same port changes), we believe that clustering algorithms can detect hosts with similar changes,
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and thus enable the detection of hosts with similar vulnerabilities. However, clustering algorithms
do not sort data entries; but vulnerable configurations tend to affect a small subset of the hosts (e.g.,
because they are introduced by corner cases), and thus we can prioritize the inspection of hosts based
on the size of the cluster they belong to. Precisely, clusters with few items are more likely due to a
vulnerable configuration and should thus be inspected first. Within a cluster, entries are inspected in
a random order.

To perform clustering, we rely on K-means and HAC (see Chapter 2). We selected K-means
because it is a standard baseline clustering approach. We selected HAC because our preprocessed
dataset results from the application of one-hot encoding, and thus the distance between two data
entries would capture the number of port state changes that do not match between two entries; in other
words, hosts with the same port state changes will be very close. Since we assume that a vulnerable
configuration affects hosts in a same way (i.e., port states change similarly), a hierarchical clustering
algorithm that builds clusters by joining hosts that are close to each other, seems an appropriate fit for
the identification of clusters with vulnerable hosts. We refer to our strategy to prioritize hosts based

on clustering algorithms as sorted K-means (SKM) and sorted HAC (SHAC).

4.2.5 FISTS usage

The FISTS approach is implemented as a pipeline; a FISTS pipeline consists of all the components
automating Steps 1 to 5. A pipeline configuration is set by (1) enabling/disabling the pruning
component, (2) selecting the anomaly detection algorithm to be used (i.e., SIF, SKNN, SKM, SHAC),
and, if needed, setting its hyper-parameters (i.e., K for SKNN) (3) selecting the stopping condition
(i.e., the number of false positives after which engineers should stop inspecting results, if engineers

aim to apply FISTS for hosts selection).

4.3 Empirical Evaluation

We performed an empirical evaluation that aims at addressing the following research questions (RQs):

RQI. The pruning tasks in FISTS preprocessing step (i.e., ignoring hosts not affected by any state
change) may influence the execution of anomaly detection algorithms. For example, without pruning,
a density-based algorithm like LOF or SKNN may end-up computing anomaly scores that are very
similar for non-vulnerable hosts with no state changes and for hosts with one (vulnerable) state change

(same density), thus leading to prioritized hosts where several false positives may appear before a
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true positive. Further, as discussed in section 4.2.3, the absence of pruning may affect IF as well.
Therefore, we aim to determine if, overall, the best results are observed with or without pruning.

RQ?2. The performance of a FISTS pipeline may depend on the characteristics of the SDN under
test; for example, the total number of hosts with valid and invalid state changes and the number of
ports with valid/invalid state changes may lead to different performance results for the FISTS anomaly
detection algorithms and, consequently, may affect what would be the best stopping condition. We
aim to assess what is the FISTS pipeline leading to the best results with different datasets.

RQ3. We aim to assess the accuracy of the host matching component and its impact on FISTS
results (e.g., the proportion of false alarms due to inaccurate host matching).

RQ4. We aim to report on the scalability of the approach for a network having the characteristics
(e.g., configured ports), which we expect to be representative of SATCOM organizations. We aim to

assess both network probing and the anomaly detection component.

4.3.1 Experiment Setup

We target SATCOM providers that rely on SDNs for network communications. To perform experi-
ments that reflect production conditions and, at the same time, share our datasets without breaking
confidentiality agreements, we considered public data about SES networks. Although SES cannot dis-
close the nature (e.g., SDN or traditional) of the networks monitored by Shodan, SES engineers been
confirmed that they share similar characteristics (number of nodes, open ports) with SES-managed
SDN networks.

In our context, a dataset is a file with the same data included in a Network State Change Report
(NSCR); in practice, a dataset simulates the result of executing FISTS Steps 1 to 3 and enables
assessing FISTS anomaly detection performance. We created three groups of datasets (called real,
synthetic, and realistic) following the process depicted in Fig 4.2a and described below.

To create our datasets, we collected from Shodan, a public database with information about public
Internet IPs (e.g., open ports, network provider name), the history of port state changes for IPs
belonging to SES. Shodan periodically scans all the IPs on the Internet and keeps track of the open
ports; because of such characteristic, Shodan data can be used to simulate the data produced by the
NMAP component in FISTS and enable a large-scale assessment of FISTS.

We analyzed Shodan data collected in the period between April 2021 and May 2023; it concerns
405 SES hosts (we assume each IP belongs to a distinct host). We determine port state changes by

comparing port states collected in subsequent scans. We ended up with a change dataset indicating,
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for every day scanned by Shodan, state change information for every monitored IP. The max number
of hosts with port state changes in a day is 13, the min, max, and average number of ports with a
modified state are 0, 13, and 1.61, respectively.

Since Shodan does not monitor all the networks managed by SES or competing companies (e.g.,
private corporate networks) it does not enable assessing FISTS with data capturing the characteristics
of all the possible contexts in which it could be applied, such as a larger number of host with port
state changes, or a type of port change different than the one observed in the Shodan dataset. Further,
Shodan does not distinguish between vulnerable and valid port changes.

To address the limitations above, to build our datasets, we extended the data collected by Shodan

with additional data, as described below.

Synthetic datasets. We aim at ensuring that four scenarios considered relevant by SATCOM
operator are detected by FISTS. Three scenarios are similar to the one depicted in Figure 4.1, where
a flow rule is not deleted in a reconfiguration; these three scenarios differ for the port targeted by the
flow rule (one for NTP port 123, one for SMB port 445, and one for HTTP port 8080). For clarity,
Figure 4.2b shows what would be the correct updated configuration in this case, and what is, instead,
the vulnerable updated configuration. The fourth scenario (Figure 4.2c) captures a situation where, in
the updated configuration, a subnet is connected to a switch but a stateful firewall that should enable
only the WebServer in the subnet to be accessed from the outside is not configured.

We created 100 datasets including configuration changes belonging to the four reference scenarios.
To this end, we first relied on virtual machines to create the four reference scenarios. For all of them,
we used FISTS (Steps 1 and 2) to test both the vulnerable reconfiguration and a valid reconfiguration;
then we generated the NSCR (Step 3).

We populated 100 datasets as follows. First, we simulated, in each dataset, 72 hosts with a
correct reconfiguration, by copying entries randomly selected from the NSRCs belonging to valid
reconfigurations; the number 72 results from duplicating 12 times the 6 valid changes in the monitored
scenarios. Please note that, to simulate different hosts, we replace the IP address of the copied entries
with an IP not appearing yet in the dataset®. Then, we introduced into the datset a number of vulnerable
hosts by duplicating entries for hosts with vulnerable changes (we took them from the the NSCRs

belonging to vulnerable reconfigurations). Since the number of vulnerable hosts in a system may

2We repeat such procedure every time we copy an entry, also for building the other datasets; for brevity, we will not
report such clarification further. Whenever we indicate that we copy an entry, we mean that we copy the entry and update
the IP address appropriately.
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vary, we constructed 100 datasets, each having between 5 and 50 vulnerable hosts (we generated 10
datasets for each number of vulnerable hosts in the range, in steps of five). Finally, in each dataset, we
reached a total of 405 entries by duplicating entries without state changes from the NSCRs belonging

to correct reconfigurations (we updated the IP addresses to match SES hosts).

Real datasets. To assess FISTS with real data, we generated 20 datasets using the data collected
by Shodan; we considered the first available date for each IP. Based on Shodan’s data, these datasets
include 10 entries with correct configuration changes (the number of modified ports range from 5 to
50) and 395 entries without any change. Then, to obtain datasets with diverse vulnerable entries, we
introduced, in each of the 20 dataset, a number of entries with vulnerable configurations by replicating
the process adopted for the synthetic datasets (i.e., copying the vulnerable entries from the synthetic
NSCRs) but considering a number of violations that varies between 5 and 10; we limit the number of
vulnerable entries to 10 because it is very unlikely to observe a higher proportion of vulnerable state

changes (with 10 correct changes, 10 vulnerable changes account for 50%).

Realistic datasets. We created 100 datasets to assess FISTS using NSCRs with a number of valid
state changes that is larger than what reported in daily Shodan scans, to simulate what happens in
private corporate networks not monitored by Shodan.

We constructed each dataset by copying 100 randomly selected entries with changes from the
Shodan change dataset. Then, we copy [V entries with vulnerable changes from the NSCRs belonging
to synthetic scenarios with vulnerable changes. We considered a number of N vulnerable entries
between 5 and 50, and created 10 dataset files for each, thus ending up with 100 datasets, in total.

Finally, for each dataset, we sampled and copied additional entries with no state change from the

Shodan dataset, till we reached a total of 405 entries in each file.

4.3.2 RQ1: Pruning effectiveness
Experiment Design

RQ1 concerns the effectiveness of FISTS’s pruning solution (i.e., removal of entries with no state
changes). To address RQ1, we compared the results obtained by FISTS pipelines with pruning enabled
and FISTS pipelines without pruning. Precisely, since our datasets simulate the results of FISTS Steps
1 to 3, the evaluated pipelines consist of FISTS Steps 4 and 5.

We considered all the four different anomaly detection approaches integrated into FISTS: SIF,



FISTS: Field Based Security Testing for SDN 95

SHAC, SKM, SKNN; for SKNN, we considered different configurations for K (i.e., 10, 15, 20, and 25).
In total, we selected seven FISTS algorithm configurations. We executed the selected FISTS anomaly
detection algorithm configurations, with and without pruning, ending up with 14 FISTS anomaly
detection algorithm executions. Finally, to assess FISTS hosts selection, as stopping condition (SC),
we considered a number of false positives ranging from 1 to 10, in steps of 1, and the case in which 20
false positives should be observed before stopping the inspection; in total, we have 11 configurations
for SC. It leads to 154 (14 x 11) FISTS pipelines being assessed.

Further, as baseline, we considered also cases in which the datasets are processed by the state-of-
the art algorithms IF and LOF; for LOF we considered the same values for K considered for SKNN
(i.e., 10, 15, 20, and 25). This leads to 5 additional pipelines, for a total of 159 anomaly detection
pipelines assessed in our experiments.

To deal with randomness, we executed each anomaly detection pipeline 40 times on each dataset.
Since, in total, we have 220 datasets, it leads to a total of 1.399.200 runs (159 x 40 x 220).

FISTS produces as output a prioritized NSCR, with hosts being prioritized according to their
anomaly score (highest first). Since, for each dataset, we know what are the vulnerable hosts, we
can determine false positives (i.e., hosts inspected before reaching the stopping condition that are not
vulnerable) and true positives (i.e., hosts inspected before reaching the stopping condition that are
vulnerable).

To assess FISTS hosts selection, given a FISTS’s prioritized NSCR, we can determine the number
of false and true positive observed. False and true positives enable us to compute precision, recall,
and F1 score according to standard formula.

To assess FISTS hosts prioritization, we count the number of hosts to inspect before identifying all
the true positives, which enables determining how quickly a configuration helps engineers detect all
the faults. We refer to such metric as debugging cost (DC). By definition, FISTS pipelines differing
only for SC, will lead to the same debugging cost.

To perform our assessment, we consider each dataset separately because different FISTS pipelines
may perform differently with different datasets.

To determine if, overall, pruning is beneficial for FISTS, we compare the best result obtained with
any FISTS pipeline, in each dataset, with and without pruning. Pruning is beneficial if it enables

achieving better metrics in all the datasets.
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Table 4.5: Results for synthetic, real, and realistic dataset with and without pruning
Synthetic [ Real [ Realistic
Without Pruning [ With Pruning | Without Pruning [ With Pruning | Without Pruning [ With Pruning

Algorithm SCPrec. Ree. DC | SCPrec. Reec. DC | SCPrec. Ree. DC | SCPrec. Rec. DC | SCPrec. Ree. DC | SC Prec. Rec. DC
SIF T 0,94 088 4Ll T 0,94 0003548 | 20 0,32 1,00 9,99 20 042 1001449 | 20 037 096 4652 20 0,39 0935301
SIF 20 0,50 094 41,11 70 0,50 0943548 | 20 032 1,00 9,09 20 042 L,0014,49 | 20 037 096 46,52 20 0,39 0,93 53,01
IF N/A 0,00 0,00 N/A N/A 0,06 0,17 N/A N/A 0,00 0,34 N/A N/A 0,59 097 N/A N/A 0,00 0,00 N/A N/A 0,53 0,51 N/A
SHAC 1 0,92 0,75 247,88 1 0,92 0,77 50,00 1 0,38 0,50 10,40 20 0,42 1,00 15,00 20 0,00 0,00 353,53 1 0,94 0,84 47,80
SHAC 20 046 0,76 247,88 20 0,46 0,80 50,00 20 0,32 1,00 10,40 20 042 1,00 15,00 20 0,00 0,00 353,53 20 048 0,87 47,80
SKM 1 092 0,76 298,66 1 0,92 0,69 60,79 1 034 045 10,01 20 042 1,00 15,12 20 0,00 0.00 365,52 1 094 0,83 49,81
SKM 20 047 0,78 298,66 20 043 0,75 60,79 20 0,32 1,00 10,01 20 042 1,00 15,12 20 0,00 0,00 365,52 7 0,70 0,84 49,81
TOF-10 NA 1,00 0,83 NA | N/A 1,00 053 NA | N/A 0,32 067 NA | NA 0,00 0,00 NA | NA 0,11 0,10 NA | NA 1,00 0.75 NA
LOF-15 N/A ﬁ 0.88 N/A N/A 0,79 0,88 N/A N/A 0,32 0,67 N/A N/A 0,00 0,00 N/A N/A 0,07 0,15 N/A N/A 1,00 0.70 N/A
LOF-20 N/A 0,62 091 N/A N/A 0,65 0,91 N/A N/A 0,32 0,67 N/A N/A 0,00 0,00 N/A N/A 0,07 0,20 N/A N/A 1,00 0.78 N/A
LOF-25 N/A 0,55 0,93 N/A N/A 0,58 0,93 N/A N/A 0,32 0,67 N/A N/A 0,00 0,00 N/A N/A 0,07 0,25 N/A N/A 1,00 0.72 N/A
SKNN-10 1 094 087 156,25 1 0,94 0,8859,18 20 0,32 1,00 11,25 20 0,42 1,00 17,50 1 0,00 0,00 363,27 1 0,89 0,6536,31
SKNN-10 20 047 0,88 156,25 20 043 0,96 59,18 20 032 1,00 11,25 20 042 1,00 17,50 1 0,00 0,00 36327 20 048 0,98 36,31
SKNN-15 1 094 092 56,01 1 095 0,9336,44 20 0,32 1,00 10,85 20 0,42 1,00 15,50 1 0,00 0,00 363,26 1 0,90 0,66 30,92
SKNN-15 20 0,50 0,96 56,01 20 0,51 0,95 36,44 20 0,32 1,00 10,85 20 0,42 1,00 15,50 1 0,00 0,00 363,26 20 0,51 1,00 30,92
SKNN-20 1 094 092 3785 1 0,94 0289 37,98 20 0,32 1,00 10,85 20 0,42 1,00 15,50 1 0,00 0,00 361,53 1 0,91 0,66 30,65
SKNN-20 20 0,50 0,96 37,85 20 0,50 0,92 37,98 20 0,32 1,00 10,85 20 042 1,00 15,50 1 0,00 0,00 361,53 20 0,51 1,00 30,65
SKNN-25 1 094 092 3491 1 094 0.8641,19 20 0,32 1,00 10,85 20 0,42 1,00 15,50 1 0,00 0,00 361,63 1 091 0,6631,19
SKNN-25 20 0,50 0,96 34,91 20 049 0,8841,19 20 0,32 1,00 10,85 20 042 1,00 15,50 1 0,00 0,00 361,63 20 0,50 1,00 31,19
Results

Tables 4.5 report results obtained by the FISTS pipelines having the highest precision, recall, and F1
score, for each FISTS algorithm. Precisely, for each anomaly detection algorithm, we report on the
SC leading to the highest precision, recall, and F1 score (best values are bold, algorithms where SC
is not applicable have all the values bold). We underline the best performance value obtained in each
dataset. We also report the debugging cost (DC) of each algorithm (best dataset value in bold).

For hosts selection, the best results observed with the synthetic dataset without pruning are 1.00
(precision), 0.96 (recall), 0.93 (F1 score); with pruning, we observe, 1.00 (precision), 0.96 (recall),
0.94 (F1 score). Pruning slightly improves F1 score (0.93 VS 0.94), the other metrics are the same.
The best results for the real dataset without pruning are 0.38 (precision), 1.00 (recall), 0.48 (F1 score);
with pruning, we observe, 0.59 (precision), 1.00 (recall), 0.59 (F1 score). Pruning improves precision
(0.38 VS 0.59) and F1 score (0.48 VS 0.59), recall is maximal in both. The best results for the realistic
dataset without pruning are 0.37 (precision), 0.96 (recall), 0.53 (F1 score); with pruning, we observe,
1.00 (precision), 1.00 (recall), 0.88 (F1 score). Pruning improves precision (0.37 VS 1.00), recall
(0.96 VS 1.00) and F1 score (0.53 VS 0.88). Concluding, we can affirm that pruning improves FISTS
hosts selection results.

For hosts prioritization, we focus on DC. The best result (i.e., lowest average number of hosts
to be inspected) for the synthetic dataset without pruning is 34.91, with pruning is 35.48; it shows
that without pruning, engineers inspect 0.57 anomalies less, on average. For the real dataset, the best
result without pruning is 9.99, with pruning is 14.49; it shows that without pruning, engineers inspect

4.5 anomalies less, on average. For the realistic dataset, the best result without pruning is 46.52, with
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pruning is 30.65; it shows a trend that differs from the other two datasets, indeed, without pruning,
engineers inspect 15.96 anomalies more, on average. Although in two datasets the lack of pruning
slightly reduced the number of anomalies to be inspected, overall, because of what observed in the
realistic dataset, pruning leads to a higher reduction of debugging cost. Indeed, considering all the
datasets, FISTS without pruning leads to 25.23 DC, while FISTS with pruning leads to 18.47 DC.

Concluding, we suggest relying on pruning to perform anomaly detection with FISTS.

4.3.3 RQ2: Best FISTS pipeline
Experiment Design

We rely on the same data collected for RQ1. But, since RQ1 shows that pruning leads to best results,
we focus on anomaly detection pipelines with pruning.

For hosts selection, the best pipelines for a dataset are the ones that maximize recall (and signifi-
cantly differ from other pipelines) and, among the ones with highest recall, maximize precision (and
significantly differ from other pipelines). Alternatively, F1 score can be considered to identify the best
pipelines. Since hosts selection leads to the inspection of a subset of hosts, potentially overlooking
vulnerabilities, maximizing recall (i.e., the proportion of faulty configurations detected) is a necessity
because engineers aim at detecting all the vulnerabilities, to have a secure system. Since precision is
the proportion of inspected hosts that are faulty, maximizing precision implies that engineers mini-
mize the inspection of hosts that are valid. Consequently, once recall is maximized, the approach that
maximizes precision is the one that enable using engineers time most effectively.

For hosts prioritization, the best pipelines for a dataset are the ones minimizing DC (i.e., they help
identifying all the vulnerabilities with the minimal number of anomalies to be inspected) and showing
significant difference from the others.

Ideally, the best pipelines (i.e., the ones that we suggest for their use with FISTS) are the ones
belonging to the intersection of the sets of best pipelines observed with the different datasets.

We compute the significance of the difference between results observed with datasets having
the same number of anomalies by computing p-values with the Mann—Whitney U test [237], a non

parametric method; we report a significant difference when p-values are below 0.05.

Results

We aim to identify the subset of pipelines that perform best in all the datasets.



98 Chapter 4

For hosts selection, with the synthetic dataset, the best performing approach is SKNN-10 with
SC=20 (recall is 0.96); however, it does not significantly differ from SKNN-15 with SC=20 (recall is
0.95) and SKNN-20 with SC=20 (recall is 0.92). Further, SKNN-15 with SC=20 and SKNN-20 with
SC=20 have a significantly higher precision. Other approaches whose recall does not significantly
differ from SKNN-10 with SC=20 are SIF SC=20 (recall is 0.94), LOF 20 (recall is 0.91), and LOF
25 (recall is 0.93). For the real dataset, all the pipelines except the ones based on LOF and IF reach
maximum recall. The poorer performance observed for LOF and IF (recall is zero for LOF and below
1 for IF) is likely due to the fact that, since the real dataset includes only few changes (vulnerable and
correct), what happens is that all the changes (correct and vulnerable) may look similar (i.e., are very
close if we apply a distance metric). Consequently, approaches that simply select a subset of ports
based on a threshold on the anomaly score (e.g., LOF) perform much worse than approaches that
sort all the anomalies (i.e., SIF, SHAC, SKM, SKNN) and provide some tolerance for classification
mistakes (i.e., they use SC=20). Indeed, SC equal to 20 enables FISTS pipelines to include the
vulnerable hosts in their selection, instead, lower SC values doesn’t (please note that other values for
SC do not appear in the table because SC < 10 does not enable selecting any vulnerable host).

The IF result is nevertheless interesting because, despite not being able to achieve max recall, it has
a better precision than other pipelines. However, the pipelines performing best in both the synthetic
and the real dataset are SKNN-10 with SC=20, SKNN-15 with SC=20, SKNN-20 with SC=20, and
SIF with SC=20. Finally, in the realistic dataset, among SIF and SKNN-based pipelines, the best
recall results (0.86 and 0.87) are those obtained by SKINN-based pipelines, with the best precision
(0.51) achieved by SKNN-15 with SC=20 and SKNN-20 with SC=20. Concluding the best FISTS
pipelines are SKNN-15 with SC=20 and SKNN-20 with SC=20, with SKNN-15 with SC=20 to be
favoured since it had slightly better results in the synthetic dataset.

For hosts prioritization, recall that we ignore the configuration value assigned to SC because all
hosts are inspected and we aim at determining how quickly all the vulnerabilities are found. With
the synthetic dataset, the best result is achieved by SIF with 35.48 hosts to be inspected on average.
However, such result does not significantly differ from that of SKNN-15 (36.44) and SKNN-20 (37.98).
For the real dataset, SIF still performs the best (14.49), with SKNN-15 and SKNN-20 performing
similarly (15.50); also, as observed for hosts selection, clustering algorithms perform well (SHAC’s
DC s 15, SKM’s is 15.12), which indicates that they perform well when only a few state changes are
observed. Finally, for the realistic dataset, the best results are observed with SKNN-15 (30.92) and
SKNN-20 (30.65), they both perform significantly better than SIF (53.91). Concluding, also for hosts
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prioritization we suggest relying on SKNN-15 and SKNN-20.

Concluding, our results show that the approach proposed in this paper (i.e., sorting KNN results and
relying on thresholds over false positives) outperform state-of-the-art approaches (i.e., IF and LOF).
Also, relying on SKNN-15 and SKNN-20 enables achieving best results for both hosts selection and
prioritization. Since our datasets include vulnerabilities affecting reachability (Scenarios 1, 2, and 3)
and confidentiality (Scenarios 1, 2, 3, and 4), the high recall achieved by the best pipeline enables us

to conclude that FISTS empower engineers in effectively assessing both security properties.

4.3.4 RQ3 - Accuracy of host matching module
Experiment Design

We aim to assess the accuracy of the host matching component and its impact on FISTS results. Since
Shodan does not provide information about what hosts have changed their IP or MAC address from
one scan to the other, we created additional datasets where we introduced changes in the IP and MAC
addresses of hosts and verify if FISTS properly process them. Precisely, we followed the process
described in section 4.2.1 to create 100 real datasets with 5 to 50 vulnerable hosts (10 datasets for
each different number of vulnerable hosts). From these 100 datasets, we conducted two experiments
(namely EXP1 and EXP2), deriving 100 original NSCR realistic datasets in each, as follows. In
EXP1, for each real dataset, we randomly sampled 40 hosts and changed their IP address for the
updated configuration, we also sampled 40 other hosts and changed their MAC address. In EXP2,
we randomly sampled 40 hosts and changed both their IP and MAC address. For each experiment,
we thus obtained modified NSCR realistic datasets. Finally, for each modified NSCR realistic dataset,
we derived execution data files for the initial and updated configuration, to be processed by our host
matching and comparison component.

Since we know what the expected NSCR is, we can count true and false positives. A true positive
is an NSCR entry generated by our algorithm that matches what in the corresponding modified NSCR
realistic dataset. A false positive is an NSCR entry not present in the corresponding dataset. We

assess our approach in terms of accuracy.

Results

The execution of our algorithm on the 100 data file pairs led to perfect accuracy. Further, the

distribution of entries having changes in both port state and IP or MAC address, in EXP1, ranges
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within 0 and 35 for each modified NSCR realistic dataset file (median is 12.5), in EXP2, it ranges
between 22 and 44 (median is 38.5). Given our 100% accuracy, it demonstrates FISTS HMC algorithm

effectiveness with different numbers of port state changes, even in the presence of simultaneous changes

of IP and MAC (i.e., EXP2).

4.3.5 RQ4 - Scalability of approach
Experiment Design

Three are the steps that mainly affect the scalability of the approach: Step 1 - Traffic Generation,
Step 2 - Response Monitoring, Step 5 - Vulnerability Prioritization. Executing Step 3 and Step 4 on
execution data collected from 405 IPs takes less than two seconds, therefore, we exclude them from
our investigation for RQ4.

Since Steps 1 and 2 are coupled (i.e., implemented with NMAP), we assess them together. Given
that, for security reasons, we cannot scan the SES network directly, we simulated multiple scans of a
network with 405 IPs and report on execution time. Precisely, we executed NMAP to independently
scan 1000 ports of three hosts in the updated configuration in Fig 4.2b; we rely on a simulation with
VMs. We repeated the execution 400 times, to collect enough data points (each data point captures
the execution time to scan 3 IPs). To simulate multiple scans of a network with 405 IPs, we randomly
sampled 135 data points (135 x 3 = 405), and repeated the sampling 100 times. We discuss the
distribution of execution time, to demonstrate the scalability of FISTS Steps 1 and 2 in the context
of SATCOM providers. Specifically, although SDNs can be quickly reconfigured every few seconds,
in our reference context, they are modified based on customer requirements (e.g., companies buying
satellite communication channels), which happens few times in a week, during dedicated management
windows of 15 to 30 minutes.

For Step 5, what affects the scalability of the approach is the time taken by the anomaly detection
algorithms. We compare the different algorithms by reporting the time taken to process the different

datasets considered for RQ1 and RQ2.

Results

The time taken by NMAP to scan 1000 ports in 405 IPs ranges between 1816.7 and 1821.6 with a
median of 1819.54 seconds (30.32 minutes), which is acceptable since it fits in a typical maintenance

window for networks. Further, the scan can be parallelized thus reducing the total time required;
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however, although we suggest relying on parallel scanning, what may limit its adoption is the network
bandwidth dedicated to maintenance operations, which vary across companies. Last, the time required
to scan different sets of IPs is very similar (mix and max are 1816.73s and 1821.62s, respectively),
thus suggesting results might be confirmed by repetitions of the experiment in other contexts.

Figures 4.4a to 4.4e show the execution time taken by SHAC, SKM, LOF, IF/SIF, and SKNN on
all the datasets. SIF and IF take the same execution time because SIF relies on IF, but simply selects
all the sorted datapoints instead of a subset.

Our plots show that the use of pruning reduces execution time; indeed, the median execution time
observed with pruning (see with P in the figures) is lower than what observed without pruning (see
no P in the figures) in all the cases except the synthetic dataset for SKNN. In the synthetic dataset for
SKNN, the execution time is so low (between 0.005 and 0.010 seconds), that the better result obtained
without pruning may be due to a slight change in the background tasks running on the machine used
for experiments. Concluding, the results observed for execution time provide an additional argument
in favor of the adoption of pruning, as we already suggested when addressing RQ1.

All the approaches, except SKM, process each dataset in less than 1.4 seconds, thus showing
that they scale well. SKM, instead, takes up to 47 seconds in the case of the realistic dataset with
pruning. However, one minute to process one NSCR dataset is an acceptable time since it’s an order
of magnitude less than what required to collect the data by scanning the network. SKNN, which is the
approach selected in RQ2 takes less than 0.3 seconds, thus showing that it is also among the quickest

ones.

Figure 4.4: Execution time of FISTS algorithms

&

(a) SHAC. (b) SKM. (c) LOF.
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(d) TF/SIF. (e) SKNN.

4.3.6 Threats to validity

For internal validity, we manually inspected the results (i.e., labeled datapoints) for a subset of the
datasets. For construct validity, we relied on metrics (precision, recall) commonly adopted to assess

machine learning algorithms, and a metric (debugging cost) that is an indirect measure of effort. For
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conclusion validity, we relied on non-parametric statistical tests. For generalizability, we constructed
datasets that have characteristics (number of hosts, port numbers) similar to those of large SATCOM
providers. However, the results (precision, recall) obtained with unsupervised machine learning
algorithms may vary across network environments. To address this threat, we considered datasets
presenting a varying proportion of hosts with port or IP changes. For vulnerabilities, we constructed
scenarios that shall be considered invalid in any context (i.e., messages forwarded to the wrong subnet)
but we also considered a scenario that is likely vulnerable (i.e., a whole subnet with only one server
becomes fully reachable), based on feedback from SATCOM experts, although it might be considered
valid in some peculiar contexts. Concluding, although we expect replicability in SATCOM networks

similar to ours, repeatability in different contexts can’t be granted.

4.4 Conclusion

In this paper, we addressed the problem of automatically detecting configuration updates for software
defined networks (SDNs) that introduce vulnerabilities. Model-based approaches that process config-
uration files of SDN software are unlikely applicable in industry because commercial software with
proprietary formats is used. Therefore, we propose Fleld-based Security Testing of SDN Configu-
rations Updates (FISTS), a black-box, field-based testing approach that collects data about the port
states of hosts on the network before and after a configuration update, and then relies on an anomaly
detection algorithm to sort hosts based on the probability of being vulnerable. Also, we propose a
strategy to stop inspecting hosts when there is evidence that not inspected hosts are unlikely vulnerable.
Further, we integrated a solution to determine if a host present in the initial configuration changed IP
or MAC address as a result of the configuration update. Finally, we also suggest an anomaly detection
approach (SKNN) that relies on sorting the results produced by the K-Nearest Neighbour algorithm
to identify anomalous hosts.

Our empirical assessment of FISTS shows that best results are obtained with SKNN and pruning,
with precision, recall, and F1 score reaching peaks of 0.95, 1.00, and 0.94, respectively. Also, they
enable detecting all the anomalies injected in our datasets (up to 50) by inspecting up to 37.98 hosts
on average. Further, we demonstrated the accuracy of the host matching algorithm, and the scalability
of FISTS, which can scan 405 IPs in 30 minutes (parallelizable), and processes the collected data in

less than a minute. Our replication package and results are available online [238].
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Anomaly Detection Algorithms for
Field-based Security Testing of Updated
SDN Configurations

5.1 Introduction

Software Defined Networks (SDNs) significantly enhance network management by providing dy-
namic, centralized control that enables rapid reconfiguration and adaptability. However, this cen-
tralized flexibility introduces unique security vulnerabilities, particularly pronounced during network
reconfiguration phases. The criticality of secure SDN reconfigurations is especially evident in Satel-
lite Communications (SATCOM), where any security oversight can severely disrupt crucial services,
impacting both civilian and military operations.

In Chapter 4, we introduced Fleld-based Security Testing of SDN Configuration Updates (FISTS),
a methodology developed to identify and prioritize vulnerabilities induced by SDN reconfiguration
activities. Through systematic scanning, host state matching, anomaly detection, and prioritized
inspection, FISTS effectively aids engineers in swiftly pinpointing misconfigurations and security
flaws.

Despite its effectiveness, FISTS exhibits limitations related to limited number of algorithms
inspected and expert feedback was not incorporated in the learning process. To overcome these
constraints, this chapter introduces significant enhancements to the FISTS. Specifically, we extend
our prior work by evaluating 33 additional prioritization strategies. These strategies encompass: (a)

integration of seven state-of-the-art anomaly detection algorithms previously unexplored, (b) a newly
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developed active anomaly discovery procedure, termed pFIST-H and pFISTS-W, designed to augment
the effectiveness of existing anomaly detection algorithms, which integrates self-training methods and
human-in-the-loop feedback mechanisms, and (c) also created more comprehensive dataset which
leads to evaluation of more practical real world use-cases.

We compare and analyze the performance of 37 distinct anomaly detection algorithms—comprising
the 33 newly integrated procedures and the four best-performing algorithms from our previous in-
vestigation—under various configuration settings, such as different pruning strategies and stopping
conditions. This comprehensive study enables us to identify optimal configurations, further enhancing
the precision, scalability, and overall effectiveness of FISTS in safeguarding SDNs against security

vulnerabilities during reconfiguration processes.

5.2 TImproved FISTS

This section describes the technical improvements introduced into the vulnerability prioritization
algorithm of FISTS (hereafter, pFISTS), which are: supporting an additional set of anomaly detection
algorithms, integrating a dedicated HITL algorithm (hereafter, pFISTS-H), and leveraging a dedicated
weakly supervised learning algorithm with HITL (hereafter, pFISTS-W). These extensions are key to
support our extensive empirical assessment of anomaly detection algorithms for field-based testing of
SDNs5s, which is the core contribution of this paper.

Figure 5.1 provides an overview of pFISTS. It receives as input the anomaly detection algorithm
selected by the cybersecurity analyst, the degree of user interaction chosen by the analyst (i.e., HITL,
HITL with weakly supervised training, or none) and the preprocessed NSCR, which is a table where
each row captures information about one host, with columns capturing the state of each port, after
one-hot-encoding (see Section 4.2).

pFISTS, first (Line 1 in Figure 5.1), executes the anomaly detection algorithm to obtain the
prioritized pNSRC, which results from adding to each row of the pNSRC the anomaly score computed
by the anomaly detection algorithm and sorting it accordingly.

pFISTS, then, operates according to the degree of interaction chosen by the cybersecurity analyst.
Specifically, it either executes pFISTS-H on the prioritized NSCR (Line 3 in Figure 5.1), or executes
pFISTS-W on the prioritized NSCR (Line 7), or just returns the prioritized NSCR to the analyst
(Line 10). Both pFISTS-H and pFISTS-W include instructions to provide the prioritized NSCR to the

analyst, but within their respective HITL loop. As for the original FISTS implementation, the analyst
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Require: Algo, anomaly detection algorithm selected by the end-user
Require: InteractivityChoice, type of interactivity with end user
Require: p/NSCR, preprocessed NSCR
1: Execute Algo and obtain the prioritized pNSRC
2: if InteractivityChoice is HITL then
Execute pFISTS-H on prioritized pNSCR
Return
end if
if InteractivityChoice is weakly supervised then
Execute pFISTS-W on prioritized pNSCR
Return
end if
Provide prioritized pNSCR to analyst
Return

TV NEW

——

Figure 5.1: Pseudo code for pFISTS

Require: ppNSCR, prioritized NSCR (most anomalous datapoints appear first)
1: counter < 0
2: while counter < 10 do
3 Present ppNSCR[counter] to the analyst and collect feedback (true label)
4 labels[counter] < feedback
5 counter < counter + 1
6: end while
7: labeled NSCR + ppNSCR|0 : 10] + labels[counter]
8: labeledNSCR < labeled NSCR U ppNSCR[—10 :] labeled as Not anomalous
9: Train logistic regression model (LR) on labeled NSCR
10: unlabeled NSCR < ppNSCR \ labeled NSCR
11: Predict probability score for unlabeled NSCR using LR
12: Sort unlabeled NSCR based on estimated probabilities (most anomalous first)
13: counter < 0
14: while unlabeled NSCR not empty do
15: host < pop the first item from unlabeled NSCR

16: Provide host to analyst and collect feedback

17: labels[counter] + feedback

18: if prediction is incorrect then

19: labeledNSCR < labeled NSCR U unlabeled NSCR|0 : counter| + labels
20: unlabeledNSCR <« unlabeledNSCR \ labeled NSCR

21: Train LR on labeled NSCR

22: Predict probability score for unlabeled NSCR using LR

23: Sort unlabeled NSCR based on estimated probabilities (most anomalous first)
24: end if

25: counter < counter + 1

26: end while

Figure 5.2: Pseudo code for pFISTS-H. Vector operators follow Python syntax.

inspects the provided hosts one-by-one and, in all the cases, when operating for hosts selection, the
analyst is expected to stop inspecting hosts once a given number of false positives is observed. Below,

we describe pFISTS-H and pFISTS-W.

5.2.1 pFISTS-H: pFISTS with HITL

Inspired by AAD approaches (see Section 2.9), we propose to iteratively provide anomalous hosts
to the analyst and collect her feedback (i.e., whether the provided data points are anomalous or not)
to improve anomaly detection results. To enable the assessment of different algorithms with HITL,

instead of developing an approach tailored to a given anomaly detection algorithm, we propose an
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approach that can be integrated with any anomaly detection algorithm. Specifically, we compute an
initial anomaly score for all the data points using an anomaly detection algorithm selected by the end
user and then leverage the logistic regression algorithm to fine-tune the anomaly score based on the
analyst’s feedback. The logistic regression algorithm works by computing a linear combination of
input features for a data point to estimate, through a logistic function, the probability that the data
point belongs to a class (in our case, that it is vulnerable). In pFISTS, the probability computed by
the logistic regression algorithm is then used to re-sort hosts thus leveraging the analyst feedback.
Our rationale is based on the observation that an anomaly detection algorithm can make mistakes in
three situations. First, since anomaly detection algorithms typically treat the majority of (similar) data
points as non-anomalous, if there are more vulnerable hosts than valid ones, then the anomaly score
would somehow be flipped, and non-vulnerable hosts would be presented first, which is undesirable.
Second, we expect that some company-specific network changes (e.g., all Web services are executed
on port 8080 instead of 80) may introduce changes that are spread through a subset of hosts (e.g.,
10 Web servers out of 400 hosts) thus resulting in multiple anomalies being erroneously reported
by the anomaly detection algorithm. Third, certain algorithms may perform better than others on
specific cases, which is the reason why ensemble machine learning methods combine the prediction
of different models to compute accurate results. Logistic regression can address all these three cases.
Indeed, logistic regression, when computed using the anomaly score alone, could rearrange (e.g., flip)
the initial predictions made by the anomaly detection algorithm. Further, and more importantly, when
the logistic regression algorithm is applied to both the anomaly score and all the features of the NSCR
it could learn how specific cases (e.g., port 80 becoming close and port 8080 open) shall affect the
score computation (in our example above, lower the anomaly score). Last, logistic regression can
be used to build an ensemble model that leverages, as features, the predictions of different anomaly
detection algorithms. In our empirical assessment, we separately consider these different cases.
pFISTS-H is shown in Figure 5.2. Lines 1 to 6 provide a special treatment for the first ten data
points. Indeed, since logistic regression is a supervised method, we use the first ten data points
returned by the anomaly detection algorithm to train the logistic regression model; specifically, we
present these data points to the analyst in the order provided by the anomaly detection algorithm and
collect feedback (i.e., true or false, indicating if they are vulnerable or not). Further, since the first ten
data points are likely vulnerable cases, we also consider the last ten data points but assume they are
correctly scored as not vulnerable. The first ten and last ten datapoints are thus used to build a labeled

dataset used to initially train the logistic regression model (Lines 7 to 9). The trained model is then
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used to predict the probability score for the unlabeled data (Line 11) and sort the data (Line 12).

The algorithm, then, iteratively pops the first (i.e., most anomalous) host from the unlabeled data,
presents it to the analyst, and collects feedback. Based on feedback, pFISTS-H determines whether
retraining of the logistic regression model is necessary. Retraining occurs when the feedback does not
match the prediction, that is, (a) the analyst indicates that the host is vulnerable, but the probability
score is lower than 0.5, or (b) the analyst indicates that the host is not vulnerable, but the probability
score is higher than 0.5. For retraining, the labeled dataset is extended with the unlabeled data
inspected so far (Line 19) and it is used to train again the logistic regression model which, in turn, is
then used to predict the probability for the remaining unlabeled data (Line 22) and sort it accordingly
(Line 23). If the prediction is correct, to save computational power, the logistic regression model is
not retrained.

The algorithm provided in Figure 5.2 applies logistic regression to the anomaly score of one
algorithm and the other features of the NSCR. Applying logistic regression to derive an ensemble
method based on HITL is conceptually similar; the key differences are (1) for each host, the anomaly
scores of multiple anomaly detection algorithms are provided within the prioritized NSCR, (2) for
the first ten datapoints, the score of only one algorithm (i.e., the first in the user selection) is used
for prioritization, (3) training of logistic regression is performed using the anomaly score of multiple

algorithms instead of one.

5.2.2 pFISTS-W: Weakly Supervised pFISTS with HITL

In our work, we leverage weakly supervised learning with incomplete supervision through self-training,
which consists of initially training the model on the labeled data, then use it to predict labels for the
unlabeled data, which are then used to retrain the model (see Section 2.10). Our rationale is that
anomaly detection algorithms are good at identifying extreme cases (i.e., hosts that are very likely to
be vulnerable or not vulnerable because they contain atypical or no port changes) but under perform
when the separation between anomalous and not anomalous cases is not clear; therefore, we aim to
leverage unsupervised learning to determine those unclear cases and rely on HITL to appropriately
prioritize them.

Figure 5.3 provides the pseudo-code for pFISTS-W. It consists of a first loop performing weakly
supervised leaning (Lines 6 to 15) and a second loop performing HITL (Lines 18 to 29).

We leverage logistic regression as the underlying model to determine how confidently anomalous

and non-anomalous hosts are separated by the anomaly detection algorithm. Specifically, we create
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Require: ppNSCR, prioritized NSCR (most anomalous datapoints appear first)
Ensure: A prioritized list of hosts is shown to the analyst
1: TInitialize logistic regression model and other variables
2: #Initialize the labeledNSCR with the likely correct predictions
3: labeledNSCR <« labeledNSCR U ppNSCRI0 : 10] labeled as True
4: labeled NSCR « labeledNSCR U ppNSCR[—10 :] 4+ False * 10
5: NSCR < ppNSCR U labeled NSCR
6: while pp NSCR not empty do
7: Train logistic regression model on labeled NSCR
8 Predict labels and probabilities for pp NSCR
9 Identify confidently predicted points

10: if no confident predictions then
11: Break the loop
12: end if

13: Add confidently predicted points and their prediction to labeled NSCR
14: Remove confidently predicted points from pp NSCR

15: end while

16: Provide to analyst all datapoints confidently predicted as anomalous

17: Sort ppNSCR based on last predicted probabilities

18: while ppNSCR not empty do

19: host < pop the first item from pp NSCR

20: Provide host to analyst and collect feedback

21: Add host and feedback to processed

22: if prediction is incorrect then

23: #Add the collected feedbacks to labeled NSCR

24 labeledNSCR < labeled NSCR U processed
25: Train LR on labeled NSCR

26: Update predictions for ppNSCR

27: Sort pp NSCR based on the predicted probabilities
28: end if

29: end while
30: Provide to analyst all datapoints confidently predicted as not anomalous

Figure 5.3: Pseudo code for pFISTS-W.

an initial labeled NSCR using the the first and the last ten data points in the prioritized NSCR as
representatives for vulnerable and non-vulnerable hosts (Lines 3 to 5). We then train the logistic
regression model using such labeled dataset (Line 7), predict the probability score (i.e., likelihood
of being anomalous) for the unlabeled items in the prioritized NSCR (Line 8), and identify the data
points most confidently predicted. Confidently predicted data points are those with a probability score
higher than 90% (likely vulnerable) or lower than 10% (likely not vulnerable). Those data points
are then added to the labeled NSCR (Line 13), which is then used to retrain the logistic regression
model in the next iteration of the algorithm (Line 7), if any data point in the NSCR remains to be
predicted (Line 6). The weakly supervised loop stops not only when there are no more data points
to be predicted (unlikely situation), but also when the logistic regression can’t make any confident
prediction (Line 11), which means that we have also identified all the items for which the anomaly
detection algorithm is unsure.

pFISTS-W then provides to the analyst all the data points confidently predicted as anomalous
(Line 16) because they likely need to be inspected urgently. Then, if there are items that could not be

confidently predicted using the weakly supervised pass (i.e., pp/NSCR not empty, Line 18), pFISTS-W
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relies on the HITL pass to leverage the analyst’s feedback to prioritize them. Precisely, after sorting the
remaining data points based on the last predicted probabilities (Line 27), pFISTS-W follows pFISTS-
H approach and iteratively provides the most anomalous host to the analyst and collects feedback
(Line 21); if the collected feedback does not match the prediction made by the logistic regression
(same criteria of pFISTS-H), it adds the data points with feedbacks collected so far to the labeled
dataset (Line 24), retrains the logistic regression model (Line 25), updates the predictions for unlabeled
data points (Line 26), and sorts them based on the prediction score (Line 27). The iteration continues
till all the data points resulting in not confident predictions are provided to the analyst; in practice, the
HITL pass shall help providing those data points in the best order possible (i.e., anomalies first).
Last, pFISTS-W provides the analyst with the data points that were confidently predicted as not

anomalous (Line 30) because they may still include some anomalous changes to be inspected.

5.3 Empirical Evaluation

All the configuration options available in FISTS (i.e., prioritization algorithm, interactivity choice,
stopping condition, and pruning) enable the end-user to configure what we call a FISTS pipeline. In
this Section, we aim at comparing the effectiveness and scalability of different FISTS pipelines. Note
that we distinguish between FISTS sorting procedure (i.e., the combination of prioritization algorithm
and interactivity choice) and FISTS pipelines (i.e., what results from all the options). We aim to
address the following research questions (RQs):

RQ1. Does pruning improve the results obtained by the new sorting procedures integrated into
FISTS? Previous work has shown that pruning helps improving anomaly detection precision and recall
(Section 4.3; however, the newly integrated sorting procedures may lead to different results.

RQ2. What FISTS pipeline leads to the best results? The performance of a FISTS pipeline may
depend on the characteristics of the SDN being tested. For instance, the proportion and number of
hosts invalid state changes can lead to different performance outcomes for a FISTS sorting procedure,
which, in turn, may also affect the effectiveness of a stopping condition. We aim to evaluate what new
FISTS pipelines achieve the best results across different datasets and compare results with the best
pipelines identified in our previous work.

RQ3. How do FISTS pipeline scale? Our previous work demonstrated that FISTS data collection
(Steps 1, 2, 3, and 4) is feasible within the maintenance window of SATCOM networks. We thus aim

to evaluate the scalability of the anomaly detection process, for networks that are representative of
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Figure 5.4: Overview of Data Generation

SATCOM organizations.

5.3.1 Assessed sorting procedures

For our experiments we considered FISTS sorting procedures resulting from the combination of

different anomaly detection algorithms with pFISTS-H and pFISTS-W. Specifically, we considered

the best performing algorithm in our previous study, which is sKNN, and the anomaly detection

algorithms presented in Section 2.8, which are CBLOF, COF, LUNAR, OCSVM, HBOS, PCA, and

KPCA.

Table 5.1 provides, for each sorting procedure considered in our experiment, an identifier and a

description of the components it integrates. The dash symbol is used to separate information on the

algorithms used to compute anomaly scores (on the left) from information on the use of pFISTS-H
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Table 5.1: Abbreviations and Full Names

Algorithm Description

sPCA Anomaly score computed by PCA.

sCOF Anomaly score computed by COF.

sKPCA Anomaly score computed by KPCA.

sHBOS Anomaly score computed by HBOS.

sLUNAR Anomaly score computed by LUNAR.

sOCSVM Anomaly score computed by OCSVM.

sCBLOF Anomaly score computed by CBLOF.

sKNN10 Anomaly score from KNN, configured with K=10.

sKNN15 Anomaly score from KNN, configured with K=15.

sKNN20 Anomaly score from KNN, configured with K=20.

sKNN25 Anomaly score from KNN, configured with K=25.

sPCA—H Anomaly score from PCA, combined with pFISTS-H

sCOF—H Anomaly score from COF, combined with pFISTS-H.

sHBOS—H Anomaly score from HBOS, combined with pFISTS-H.

sOCSVM—-H Anomaly score from OCSVM, combined with pFISTS-H.

sKNN15—H Anomaly score from KNN (K=15), combined with pFISTS-H.

sPf—H Anomaly score from PCA, combined with pFISTS-H, using all features for logistic regression.

sCf—H Anomaly score from COF, combined with pFISTS-W, using all features for logistic regression.

sHf—H Anomaly score from HBOS , combined with pFISTS-H, using all features for logistic regression.

sKf—H Anomaly score from KNN (K=15), combined with pFISTS-H, using all features for logistic regres-
sion.

sOf—H Anomaly score from OCSVM , combined with pFISTS-H, using all features for logistic regression.

sOH-H Anomaly score from OCSVM and HBOS, combined with pFISTS-H.

sOHP—-H Anomaly score from OCSVM, HBOS, and PCA, combined with pFISTS-H.

sOHPK—H Anomaly score from OCSVM, HBOS, PCA, and KNN (K=15), combined with pFISTS-H.

sPCA—W Anomaly score from PCA, combined with pFISTS-W.

sCOF—W Anomaly score from COF, combined with pFISTS-W.

sHBOS—W Anomaly score from HBOS, combined with pFISTS-W.

sOCSVM—-W Anomaly score from OCSVM, combined with pFISTS-W.

sKNN15—W Anomaly score from KNN (K=15), combined with pFISTS-W.

sPf—W Anomaly score from PCA, combined with pFISTS-W, using all features for logistic regression.

sCf—W Anomaly score from COF, combined with pFISTS-W, using all features for logistic regression.

sHf—W Anomaly score from HBOS, combined with pFISTS-W, using all features for logistic regression..

sKf—W Anomaly score from KNN (K=15), combined with pFISTS-W, using all features for logistic regres-
sion.

sOf—W Anomaly score from OCSVM, combined with pFISTS-W, using all features for logistic regression.

sOH-W Anomaly score from OCSVM and HBOS, combined with pFISTS-W.

sOHP—W Anomaly score from OCSVM, HBOS, and PCA, combined with pFISTS-W.

sOHPK—-W Anomaly score from OCSVM, HBOS, PCA, and KNN (K=15), combined with pFISTS-W.

or pFISTS-W (on the right). A lowercase f before the dash indicates that the logistic regression

algorithm in pFISTS-H or pFISTS-W leverages not only the anomaly score but all the features (i.e.,

port state changes) available in the NSCR. The instances of pFISTS-H and pFISTS-W that work on an

algorithm ensemble present the initial letter of the integrated algorithms on the left of the dash symbol

(e.g., sOHP-W).
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In total, we considered 37 different sorting procedures that, combined with 11 stopping conditions
(we considered all the values from 1 to 10 and 20, as in our previous study), and with pruning being

enabled or disabled. It led to 814 (i.e., 37 x 11 x 2) FISTS pipelines being assessed.

5.3.2 Subjects of the study

In Chapter 4 our focus is on SATCOM providers that use SDNs for network communications. To
conduct experiments that mirror production conditions while still being able to share our datasets
without violating confidentiality agreements, we utilized public data about SES networks available on
the Shodan network scan repository [239].

For our experiments, we created three types of datasets (i.e., real, synthetic, and realistic) following
the process illustrated in Fig. 5.4; each dataset contains the same data as an NSCR. Among datasets in
current study, synthetic datasets have similar characteristics; whereas, real and realistic datasets have
been created differently by monitoring multiple days for Shodan.

To create the synthetic dataset, we monitored three distinct instances of an erroneous split of a
subnet resulting in a redundant rule, and a correct reconfiguration for the same scenario (shown in
Fig. 4.1, see Chapter 4 for more detail). We also simulated a scenario with a correct and incorrect
reconfiguration of a subnet, with and without configuring firewall rules, respectively. We then
duplicated the entries belonging to properly and improperly (i.e., vulnerable) configured hosts to build
100 distinct datasets, with a varying number of invalid changes (from 5 to 50 in steps of 5).

For the real dataset, different from Chapter 4, to increase diversity, we analyzed, instead of one
day, the first ten days monitored by Shodan in January 2025, which concern 280 SES hosts, assuming
each IP belongs to a distinct host. We determined port state changes by comparing port states collected
in subsequent scans. We built a different dataset from each monitored day. Further, we selected N
anomalous entries belonging to the synthetic data and combined them with the valid entries belonging
to a specific Shodan daily scan; different from our previous study, we also consider cases where the
number of anomalous changes is higher than the number of valid changes.

For the realistic dataset, we followed the same procedure of the real dataset but we duplicate valid
entries from Shodan till reaching 405 hosts thus better balancing the number of vulnerable and legal
changes. The main difference between the real and realistic dataset is that the real dataset includes

less hosts with valid changes.
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5.3.3 RQ1: Pruning effectiveness
Experiment Design

To address RQ1, we executed all our 814 FISTS pipelines and compared the results obtained by FISTS
pipelines with pruning and FISTS pipelines without pruning.

To deal with randomness, we executed each FISTS pipeline 40 times on each dataset. Since, in
total, we have 300 datasets, it leads to a total of 9,768,000 runs (814 * 40 * 300).

FISTS produces as output a prioritized NSCR, with hosts prioritized according to their anomaly
score (highest first). Since, for each dataset, we know which are the vulnerable hosts, we can
determine false positives (i.e., hosts that are not vulnerable but are inspected before reaching the
stopping condition) and true positives (i.e., inspected hosts that are vulnerable).

To assess FISTS hosts selection, given a prioritized NSCR, we can determine the number of false
and true positives observed. False and true positives enable us to compute precision, recall, and
F1 score according to standard formula. We assess our pipelines using recall (because our ultimate
goal is to identify all the vulnerabilities) and F1 score (because it captures how an approach balances
precision and recall). We do not discuss precision because it might be misleading (e.g., high but no
vulnerability is discovered).

To assess FISTS hosts prioritization, we count the number of hosts to inspect before identifying
all the true positives, which enables determining how quickly a configuration helps engineers detect
all the faults. We refer to such metric as debugging cost (DC). By definition, FISTS pipelines that
differ only for SC will lead to the same debugging cost.

To perform our assessment, we consider each dataset type separately because different FISTS
pipelines may perform differently with different datasets.

To determine if, overall, pruning is beneficial for FISTS, we compare the distribution of recall and

F1 score obtained by FISTS pipelines, in each dataset, with and without pruning.

Results

Table 5.2 reports the results obtained by the FISTS pipelines. Precisely, for each sorting procedure,
we report the SC leading to the highest recall and F1 score. We also report the debugging cost (DC)
of each pipeline.

To discuss RQ1, we report in Table 5.3 the distribution of recall, F1 score, and DC observed

with and without pruning. For recall and F1 score, there is no difference for the best result (in bold)
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Table 5.2: Results for synthetic, real, and realistic dataset with and without pruning
Synthetic [ Real [ Realistic
Without Pruning [ With Pruning [ Without Pruning [ With Pruning | Without Pruning [ With Pruning
Algorithm SC Rec. F1. _DC_ | SC Rec. FI. DC SC Rec. F1. _DC | SC Rec. F1. DC__| SC Rec. FI. _DC | SC Rec. F1. DC
sCBLOF 20 093 0.55 61.04 20 091 0.64 589 20 096 0.78 38.43 20 095 0.77 37.81 20 0.94 0.66 89.91 20 095 0.67 924
sCBLOF 20 093 055 61.04 1 0.88 091 589 20 096 0.78 38.43 20 0.95 0.77 3781 1 094 093 8991 1095 095 924
sCOF 20 092 0.64 38.85 20 0.99 0.68 29.58 20 1 081 31.17 20 1 081 30.62 20 107 275 20 107 275
sCOF 1 0.87 09 3885 1 097 096 29.58 8 096 0.84 31.17 8 097 0.84 30.62 1 1 097 275 1 1097 275
sCOF—W 20 0.65 0.39 320.18 20 031 0.2 104.98 7 098 0.86 30.03 8 0.99 0.85 29.76 1 1097 2715 1 1097 275
sCOF—W 20 0.65 0.39 320.18 20 0.31 0.2 104.98 20 1 0.82 30.03 20 1 081 29.76 20 107 275 20 107 275
sCf—W 20 04 022  279.7 20 0.28 0.18 93.84 20 096 0.81 30.07 20 096 0.81 29.97 20 1 074 275 20 1 074 275
sCf—W 1 0.15 024 2797 1 0.14 023  93.84 7 0.95 0.82 30.07 3 086 0.82 29.97 1 1097 275 1 1097 275
sCf—H 1 0.14 022 83.84 1 013 02 9227 1 081 0.86 30.16 1 082 0.86 29.78 1 096 095 38.82 1 096 095 38.82
sCf—H 20 039 022 83.84 20 0.17 0.12 9227 20 1 081 30.16 20 1 081 29.78 20 096 0.67 38.82 20 096 0.67 38.82
sCOF—H 1 006 0.11 9143 1 006 0.11 72.61 1072 0.79 31.07 1 072 0.78 30.69 1 091 09 543 1091 09 543
sCOF—H 20 03 0.18 9143 20 0.16 0.12  72.61 20 1 081 31.07 20 1 0.81 30.69 20 091 0.63 543 20 091 0.63 543
sHBOS 1 1 097 275 1 081 0.87 52.82 20 097 0.79 35.88 20 097 0.79 35.89 1 1 097 275 1 1 097 275
sHBOS 1 1 097 275 1 081 0.87 52.82 20 097 0.79 35.88 20 097 0.79 35.89 1 1097 275 1 1 097 275
sHBOS —W 20 099 0.6 594 20 0.63 0.4 81.08 20 098 0.79 36.24 20 098 0.79 36.25 20 0.06 0.05 291.6 20 0.06 0.05 291.6
sHBOS —W 20 099 0.6 594 2 035 045 81.08 20 098 0.79 36.24 20 098 0.79 36.25 1 006 0.1 2916 1 006 0.1 291.6
sHf —W 20 0.27 0.18 266.12 20 049 03 104.23 20 0.89 0.74 35.69 20 0.89 0.74 357 20 1 073 275 20 1073 275
sHf —W 1 021 031 266.12 1 021 031 104.23 20 0.89 0.74 35.69 20 0.89 0.74 357 1 1097 275 1 1 097 275
sHf —H 1 048 0.61 279.81 1 026 038 9213 8 0.97 0.83 30.15 8 0.97 0.83 30.16 1096 095 38.82 1096 095 38.82
sHf —H 20 048 041 279.81 20 043 032 9213 20 1 081 30.15 20 1 081 30.16 20 096 0.67 38.82 20 096 0.67 38.82
sHBOS—H 1 006 0.1 296.6 1 0.09 0.16 107.97 9 0.94 0.78 36.24 9 0.94 0.78 36.25 1 006 01 2916 1 006 0.1 2916
sHBOS—H 20 0.06 0.05 296.6 20 024 02 107.97 20 098 0.79 36.24 20 098 0.79 36.25 20 0.06 0.05 291.6 20 0.06 0.05 291.6
sKNN10 20 0.88 0.62 148.57 20 0.96 0.58  60.66 20 1 081 33.07 20 1 081 33.12 20 0.89 0.62 15181 20 0.89 0.62 152.06
sKNN10 1 0.87 091 148.57 1 087 091 60.66 8 099 0.84 33.07 8 099 0.84 33.12 1 088 091 151.81 1 0.88 091 152.06
sKNN15 20 096 0.66 5594 20 0.94 0.66 39.01 20 1 0.81 30.8 20 1 0.81 30.77 20 099 0.69 41.26 20 099 0.69 40.76
sKNN15 1092 093 5594 1092 0.93 39.01 10.57 0.64 30.8 1 057 0.64 30.77 1099 097 41.26 1099 097 40.76
sKNN15—W 2 053 0.62 146.12 1 049 0.61 6338 8 099 0.85 31.01 8 099 0.85 31.01 2 0.88 0.85 137.83 2 0.88 085 137.24
sKNN15—W 20 0.85 0.52 146.12 20 0.89 0.52  63.38 20 1 081 31.01 20 1 081 31.01 20 0.88 0.6 137.83 20 0.88 0.6 137.24
sKf—W 20 0.75 048 172.16 20 0.78 043  78.35 20 095 0.81 30.64 20 095 0.81 30.65 20 1073 3147 20 1073 2796
sKf—W 1 048 0.61 172.16 1 041 054 7835 1 0.6 0.67 30.64 1 0.6 0.67 30.65 1098 0.96 3147 1099 097 27.96
sKf—H 1 0.63 0.75 218.81 1 066 0.77 75.82 1 081 0.84 29.24 1 082 0.84 29.24 1 095 094 5289 1 095 094 5239
sKf—H 1 0.63 0.75 218.81 1 066 0.77 75.82 8 1 085 29.24 8 1 085 2924 1 095 094 5289 1 095 094 5239
sKNN15—H 20 083 0.6 156.01 20 0.84 0.58  71.47 20 1 0.81 30.94 20 1 0.81 30.94 20 0.89 0.63  67.69 20 09 0.62  68.22
sKNN15—H 1 083 0.88 156.01 1 079 085 7147 1 0.68 0.73 30.94 1 0.68 0.73 30.94 1 089 09 67.69 1 089 09 6822
sKNN20 20 096 0.66 38.03 20 091 0.64 39.74 20 1 081 31.28 20 1 081 31.28 20 107 275 20 107 275
sKNN20 1092 093 38.03 1 088 091 39.74 8 092 0.79 31.28 8 092 0.79 31.28 1 1 097 275 1 1097 275
sKNN25 20 096 0.66 34.96 20 0.88 0.63 4273 20 1 081 3241 20 1 0.81 3241 20 107 275 20 107 275
sKNN25 1 092 093 3496 1 086 09 4273 20 1 081 3241 20 1 081 3241 1 1 097 275 1 1 097 275
sKPCA 20 0.65 0.26 37745 20 048 025 126.53 20 099 0.8 38.94 20 099 0.8 39.04 1 027 0.39 401 1 026 0.38 401
sKPCA 20 0.65 0.26 37745 20 048 0.25 126.53 20 099 0.8 38.94 20 099 0.8 39.04 20 0.27 0.24 401 20 026 0.24 401
sLUNAR 20 0.57 0.38 266.26 20 095 046 93.97 20 1 08 357 20 1 08 3584 20 0.55 0.37 288.42 20 0.58 0.37 286.66
sLUNAR 1 051 0.63 266.26 1 052 0.65 9397 1 051 0.64 357 1 051 0.64 3584 1 05 062 28842 1 05 0.62 286.66
sOCSVM 20 099 0.69 28.14 20 096 0.67 32.47 20 098 0.8 382 20 098 0.8 38.01 20 107 275 20 107 275
sOCSVM 1099 097 28.14 1 094 094 3247 20 098 08 382 8 0.81 0.74 38.01 1 1097 2715 1 1097 275
sOCSVM—W 20 0.57 035 379.77 20 0.87 0.51 93.83 20 1 082 33.69 20 1 083 3282 20 107 275 20 107 275
sSOCSVM —W 1 03 041 379.77 2 042 053 9383 20 1 082 33.69 20 1 083 3282 1 1 097 275 1 1 097 275
sOf —W 1027 039 2452 1 026 037 99.09 104 05 3523 1043 052 3431 1 1097 275 1 1097 275
sOf —W 20 036 0.25 2452 20 0.65 0.36  99.09 20 09 0.74 3523 20 0.92 0.76 3431 20 1 074 275 20 1074 275
sOf —H 1 1 097 30.74 1 1 097 30.96 1 04 05 3523 1 043 0.52 3431 1 1097 275 1 1 097 275
sOf —H 20 107 3074 20 107 3096 20 09 0.74 35.23 20 092 0.76 34.31 20 1074 275 20 1074 275
sOH—W 2 033 041 370.86 2 042 053 93.33 20 1 0.82 3355 20 1 0.83 32.68 1 1 097 2715 1 1097 275
sOH—W 20 0.61 0.37 370.86 20 0.88 0.51 9333 20 1 0.82 3355 20 1 0.83 32.68 20 107 275 20 107 275
sOHP—W 20 1 068 36.14 20 0.99 0.67 4047 20 094 0.81 33.13 20 095 0.83 32.18 1 1097 275 1 1 097 275
sOHP—W 20 1 0.68 36.14 20 099 0.67 40.47 20 094 0.81 33.13 20 095 0.83 32.18 20 1074 275 20 1074 275
sOHPK —W 20 1 0.68 36.14 20 0.99 0.67 40.47 20 094 081 33.13 20 0.95 0.83 32.18 1 1097 2715 1 1097 275
sOHPK —W 1 049 063 36.14 1 049 0.63 4047 20 094 0.81 33.13 20 095 0.83 32.18 1 1 097 275 1 1097 275
sOHPK —H 20 0.86 0.63 120.38 20 0.82 0.6 6504 20 099 0.8 357 20 1 08 3501 20 091 0.63 543 20 091 0.63 543
sOHPK—H 1 0.85 0.89 120.38 1 0.81 0.87 65.04 20 099 0.8 357 20 108 3501 1091 09 543 1091 09 543
sOHP—H 1 037 0.5 191.09 1 025 038 105.09 2 049 0.58 3598 2 054 0.62 3533 1 091 09 543 1 091 09 543
sOHP—H 1 037 0.5 191.09 1 025 0.38 105.09 20 098 0.79 35.98 20 099 0.8 3533 1 091 09 543 1 091 09 543
sOH—H 20 0.47 0.37 191.09 20 0.28 0.24 105.09 20 098 0.79 36.05 20 099 0.8 354 20 091 0.63 543 20 091 0.63 543
sOH—H 1037 05 191.09 1 025 0.38 105.09 20 098 0.79 36.05 20 099 08 354 1091 09 543 1 091 09 543
sOP—W 1 049 063 36.14 1 049 0.63 4047 20 094 0.81 33.13 20 095 0.83 32.18 1 1 097 275 1 1 097 275
sOP—W 20 1 0.68 36.14 20 0.99 0.67 4047 20 094 0.81 33.13 20 095 0.83 32.18 20 1 074 275 20 1074 275
sOP—H 20 0.47 0.37 191.09 20 0.28 0.24 105.09 20 098 0.79 35.98 20 099 0.8 35.33 20 091 0.63 543 20 091 0.63 543
sOP—H 1 037 05 191.09 1 025 038 105.09 2 049 0.58 3598 2 054 0.62 3533 1 091 09 543 1 091 09 543
sOCSVM—H 20 0.47 037 191.09 20 0.28 0.24 105.09 20 097 0.79 36.98 20 098 0.79 36.38 20 091 0.63 543 20 091 0.63 543
sOCSVM—H 1037 0.5 191.09 1 0.25 038 105.09 20 097 0.79 36.98 20 098 0.79 36.38 1091 09 543 1091 09 543
sPCA 20 0.86 0.62 44.81 20 0.84 0.61  49.09 20 097 0.79 36.25 20 097 0.79 36.15 20 107 275 20 107 275
sPCA 1 0.85 0.89 4481 1 0.83 0.88 49.09 20 097 0.79 36.25 20 097 0.79 36.15 1 1097 275 1 1 097 275
sSPCA—W 20 0.45 0.28 289.94 20 0.84 0.37 102.74 20 091 0.77 35.01 20 091 0.77 34.99 20 1 074 275 20 1074 275
sPCA—W 5 036 037 289.94 20 0.84 0.37 102.74 20 091 0.77 35.01 20 091 0.77 34.99 1 1097 275 1 1097 275
sPf—W 20 097 0.65 47.42 20 0.97 0.65 48.71 20 09 0.77 34.99 20 091 0.77 34.99 20 1 074 275 20 1074 275
sPf—W 1 049 0.63 4742 1 049 0.63 4871 20 09 0.77 34.99 20 091 0.77 34.99 1 1 097 275 1 1 097 275
sPf—H 1 0.53 0.65 252.47 1 021 033 9537 9 0.98 082 31.46 9 0.98 0.82 3142 1 096 0.95 3882 1 096 095 3882
sPf—H 1 053 0.65 25247 1 021 033 9537 1 066 0.71 31.46 1 066 071 31.42 1 096 095 38.82 1 096 095 38.82
sPCA—H 1 006 0.1 296.32 20 0.21 0.18 109.33 20 098 0.8 364 20 098 0.8 36.36 1 006 0.1 2916 1 006 0.1 291.6
sPCA—H 1 006 0.1 296.32 1 009 0.16 109.33 9 094 079 364 9 0.94 0.79 36.36 1 006 0.1 2916 1 006 0.1 2916
sCOF—W 20 0.65 0.39 320.18 20 031 0.2 10498 7 0.98 0.86 30.03 8 099 0.85 29.76 1 1097 275 1 1097 275
sCOF—W 20 0.65 0.39 320.18 20 031 0.2 10498 20 1 0.82 30.03 20 1 081 29.76 20 107 275 20 107 275
sHAC 20 0.76 0.58 249.53 20 0.79 0.58  50.25 20 1 081 3197 20 1 081 32 20 098 0.69 3559 20 098 0.69 34.98
sHAC 1 0.75 0.83 249.53 1 0.75 0.83 50.25 1 0.60 0.67 3197 1 0.59 0.66 32 1 098 0.95 3559 1 098 095 3498
sIF 1 0.88 091 42.26 1 0.89 092 36.82 20 099 0.80 3541 20 0.99 0.80 3542 1 1 097 2750 1 1097 27.50
sIF 20 093 0.65 42.26 20 093 0.65 36.82 20 0.99 0.80 3541 20 099 0.80 3542 20 1 070 27.50 20 1 070 27.50
sKM 1 0.76 0.83 306.90 1 070 0.80 58.58 1 063 0.70 3198 1 062 0.70 32.07 1 098 095 3559 1 098 095 3498
sKM 1 0.76 0.83 306.90 1 070 0.80 58.58 8 094 0.82 31.98 8 094 0.82 32.07 1 098 0.95 3559 1098 095 3498
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Table 5.3: Distribution for synthetic. real. and realistic dataset with and without pruning

Synthetic Real Realistic
Without Pruning | With Pruning | Without Pruning [ With Pruning | Without Pruning | With Pruning
Algorithm Rec. FI. DC [Rec. FI. DC [ Rec. FI. DC [Rec. FI. DC | Rec. F1. DC [Rec. FL. DC
MAX 1 0.97379.77 1 0.97126.53 1 0.86 38.94 1 0.86 39.04 1 097 401 1 097 401
Q3 0.92 0.675266.23 0.88 0.68 99.09 0.99 0.81 35.98 1 0.8235.70 1 1 543 1 097 543
Q2 0.65 0.61164.09 0.68 0.56 74.22 0.97 0.80 33.55 0.97 0.80 32.97 0.98 0.88 35.59 0.99 0.88 34.98
Ql 0.39 0.37 44.81 0.28 0.3348.71 091 0.78 31.17 091 0.77 31.01 091 0.67 27.5 091 0.67 27.5
MIN 0.06 0.05 27.5 0.06 0.1129.58 04 0.529.24 0.43 0.5229.24 0.06 0.05 27.5 0.06 0.05 27.5

observed with and without pruning; quartiles are also very similar thus indicating that pruning does not
necessarily improve sorting procedures performance. However, some differences are observed for the
DC score (i.e., number of hosts to inspect in order to detect all the vulnerabilities), where the presence
of pruning leads to lower DC values (see quartiles) for the synthetic dataset, which is expectable since
pruning eliminates some entries. However, pruning does not improve the best achievable results,
indeed, without pruning the best FISTS pipeline is sHBOS, which leads to DC=27.5; instead, with
pruning, the best result is obtained with sCOF, which leads to DC=29.58, a higher (and thus worse)
value. More precisely, we can report that several sorting procedures present worse results when
executed with pruning, for all the stopping conditions; they are sHBOS, sH-W, sHf-H, sKNN15,
sKNN20, sKNN25, sOCSVM, sO-H, sOH-H, sOHP-H, sOHKP-H, sOP-H, sHAC, and sKM. Our
previous results have shown a more positive effect of pruning; this happened likely because of the
nature of the algorithms previously considered. Indeed, previous work included Isolation Forest,
which leverages random selection of features to split, and the presence of less data points likely makes
the algorithm more effective. Similarly, we included the HAC and K-means clustering algorithms,
where a reduced number of items may change clustering results. Since, in the current real dataset we
also consider cases with a larger proportion of vulnerable changes and realistic dataset generation is
also different (more comprehensive with multiple days of collected data; see 5.3.2), this may lead to
differences between the two studies. sIF in case of realistic dataset has significantly lower DC (27.5)
compared to what we had in the previous study (DC=46.52 without and DC=53.91 with Pruning;
Section 4.5). sHAC in case of realistic dataset without pruning in the former study had O precision
and recall; on the contrary, in the current study sHAC achieved recall of 0.98 with DC=35.59. With
pruning sHAC improved compared to what we had earlier (DC=47.80 and DC=34.98). sKM in case of
realistic dataset also exhibits the same behavior as of sSHAC without pruning (0 precision and recall),
but exhibits improved results in current study (DC=365.52 vs DC=35.59); also improved DC with
pruning (DC=49.81 vs DC=34.98). The improved behavior of sIF, sKM, and sHAC is associated with
the dataset generation process.

Concluding, since the use of pruning may negatively affect some sorting procedures, we can’t
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suggest on the use of pruning with every algorithm; therefore, we aim to identify the best FISTS
pipeline (i.e., address RQ2) considering all the available FISTS pipeline results, including the ones

without pruning.

5.3.4 RQ2: Best FISTS pipeline
Experiment Design

We rely on the same data collected for RQ1. For hosts selection, the best pipelines for a dataset are
the ones that maximize recall.

F1 score shall also be discussed, to identify the best pipelines among those that perform similarly.
For host prioritization, the best pipelines are those that minimize DC.

Ideally, the best pipelines (i.e., the ones that we suggest for their use with FISTS) shall perform

well in all the different datasets.

Results

For hosts selection in synthetic datasets without pruning, the best performing pipelines are sOf-H and
sHBOS with SC=1 (recall is 1.00, F1 score is 0.97) also having higher F1 score. With pruning, the
best performing approach is sOf-H with SC=1 (recall is 1.00, F1 score is 0.97). However, a number
of other approaches reach a high recall; these are SOCSVM (SC=1 and 20) and sH-W (SC=20),
without pruning, and sOP-W (SC=20), sCOF (SC=1), sOHP-W (SC=20), and sOHPK-W (SC=20)
with pruning. Such small differences might be due to randomness factors. However, all pipelines with
SC=20 lead to a lower F1 score than pipelines with SC=1 (by definition).

In the real datasets, with and without pruning, the best performing pipelines (recall is 1.00) are
sCOF, sCOF-H, sCOF-W, sCf-H, sHBOS-f-H, sKNN (with K equal to 10, 15, 20, 25), sSLUNAR, sPf-
H, sKNN-H, sOCSVM-W, sOH-W, sKNN-f-H, and sHAC using SC=20. Among them, the highest
F1 score is obtained by sCOF-W, sOCSVM-W, and sOH-W, thus showing that a weakly supervised
algorithm (pFISTS-W) help improving results (i.e., reducing false positives in this case).

In realistic datasets, with and without pruning, the best performing pipelines in terms of recall
(1.0) are sHf-W (SC=1 and SC=20), sCOF (SC=1 and SC=20), sCOF-W (SC=1 and SC=20), sCf-
W (SC=1 and SC=20), sHBOS (SC=1 and SC=20), sHf-W (SC=1 and SC=20), sKNN20 (SC=1
and SC=20), sKNN25 (SC=1 and SC=20), sOCSVM (SC=1 and SC=20), sOCSVM-W (SC=1 and
SC=20), sOf-W (SC=1 and SC=20), sOf-H (SC=1 and SC=20), sOH-W (SC=1 and SC=20), sOHP-W
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(SC=1 and SC=20), sOHPK-W (SC=1 and SC=20), sOP-W (SC=1 and SC=20), sPCA (SC=1 and
SC=20), sPCA-W (SC=1 and SC=20), sPf-W (SC=1 and SC=20), sKf-W (SC=20), and sIF (SC=1
and SC-20). For all of them, the best F1 score (0.97) is obtained with SC equal to 1.

The pipelines that lead to the best recall for both the real and realistic dataset are SCOF, sCOF-W,
sKNN20, sKNN25, sOCSVM-W, sOH-W, with SC=20. Among them, sSCOF-W, sOCSVM-W, and
sOH-W have the highest F1 score in the realistic dataset. Unfortunately, none of them works best also
on the synthetic dataset. The main reason for the lack of pipelines working best in all the three datasets
is that although the three datasets present similar vulnerable hosts, the valid hosts in the synthetic
dataset are different from the ones in the real and realistic, because the latter two come from Shodan.
Precisely, valid hosts in the synthetic datasets have state changes that mainly affect the same ports of
vulnerable hosts; in the real and realistic dataset vulnerable host tend to present state changes affecting
ports that differ from the ones changes in non-vulnerable hosts.

However, if we look at average performance across datasets we can observe that, with pruning,
the highest average recall (best values, up to two decimals of precision) is obtained by sCOF with
SC=20 (recall=0.995, F1 score=0.73) and sSOCSVM-f-H with SC=20 (recall=0.993, F1 score=0.73).
The highest average recall without pruning, instead, is obtained by sHBOS with SC=20 (recall=0.999,
F1 score=0.73), sSOCSVM-f-H with SC=20 (recall=0.993, F1 score=0.73), and sOCSVM with SC=20
(recall=0.992, F1 score=0.73). The highest average F1 scores are obtained by sCOF with SC=1 with
pruning (0.87), sOf-H with SC=1 with pruning (0.865), and sOf-H with SC=1 without pruning (0.865)
but they have a recall between 0.84 and 0.85 (i.e., 14% less vulnerabilities detected), and therefore
we find it most appropriate to suggest relying on approaches maximizing recall. sKNN20, the best
algorithm according to our previous work, still presents a recall that is high (i.e., 0.988, without
pruning) but lower than the one of the best algorithms identified in the current study.

For hosts prioritization, we discuss the results in Table 5.2 ignoring the configuration value
assigned to SC because all hosts are inspected and we are interested in determining how quickly all
the vulnerabilities are found (i.e., DC score).

For the synthetic dataset without pruning, the best performing approach is sHBOS (DC=27.5).
With pruning, the best performing approach is sSCOF (DC=29.58).

For the real dataset the best pipeline, with and without pruning is SKNN-f-H (DC=29.24 in both
cases). For the realistic dataset with and without pruning, several pipelines achieve the best DC (27.5),
they are: sCOF, sCOF-W, sCf-W, sHBOS, sHf-W, sKNN(with K equal to either 20 or 25), sSOCSVM,
sOCSVM-V, sOf-W, sOf-H, sOH-W, sOHP-W, sOHPK-W, sOP-W, sPCA, sPCA-W, sPf-W and sIF.
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sIF show significantly improved performance with the DC=27.5. sKM and sHAC show improved
performance compared to the earlier study with and without pruning, but not good enough compared
to other anomaly detection pipelines with best DC=34.98.

For hosts prioritization, it is not possible to identify a pipeline that works best with all the datasets.
However, if we consider the average DC score obtained across the three datasets (not reported for
space reasons), we observe that SCOF with pruning leads to the lowest cost (i.e., DC=29.58), followed
by sHBOS without pruning (i.e., DC=30.29). Other effective methods are sOf-H with pruning
(DC=30.92), sOf-H without pruning (DC=31.15), and sOCSVM without pruning (DC=31.28).

Concluding, sCOF with SC=20 and pruning leads to the best result for hosts prioritization and
second-best for hosts selection, SHBOS with SC=20 and no pruning leads to the best result for hosts
selection and second-best for hosts prioritization, but differences are minimal. For hosts selection,
other algorithms configured with SC=20 perform similar to sSCOF and sHBOS; they are sOf-H (with
or without pruning) and SOCSVM without pruning. pFISTS-H and pFISTS-W help improving the
performance of single sorting procedures within a dataset (i.e., for each dataset, there is always
one approach with HITL or Weakly supervised among the best performing approaches); further, the
pFISTS-H-based sOf-H performs among the best across all datasets. Ensemble methods are also
among the top pipelines for both hosts prioritization and selection, but they do not outperform the best
ones. Last, despite the sometimes small differences on average performance, across pipelines with
SC=20, the above-mentioned pipelines (i.e., SCOF, sOf-H, sHBOS, and sOCSVM) differ significantly
(for o = 0.05) and practically (i.e., considering effect size) from other pipelines in at least one dataset

(Table 5.4).

5.3.5 RQ3 - Scalability of sorting procedures
Experiment Design

We aim to compare sorting procedures based on the time taken to prioritize hosts. We consider
the time taken to generate results for RQ1 and RQ2. For pFISTS-H and pFISTS-W approaches, we
take into account only the time required to process results, not the time taken by human experts to
investigate and label instances. However, this shall not affect the correctness of the conclusions made
on the feasibility of our approach; indeed, for all the pipelines, it’s desirable that the investigation of
anomalous hosts is performed within a maintenance window, which means that the time taken by all
the automated sorting procedures shall leave enough time for manual inspection. Consequently, we

can compare pFISTS-H and pFISTS-W with other sorting procedures without taking into account the



Anomaly Detection Algorithms for Field-based Security Testing of Updated SDN Configurations 119

time taken by human experts to investigate results because, anyway, it’s needed by all the pipelines.

Results

Our results show that the use of pruning reduces execution time; indeed, the median execution time
observed with pruning is lower than what observed without pruning in all the cases except for SKNN,
sCBLOF, sCOF-H, sCf-H, where, however, the medians with and without pruning are similar (but the
max and third quartile are lower for pruning).

All the approaches, except SCBLOF, sCOF, sLUNAR, sPf-H, sOHP-H, sOHPK-H, sKM and all
weakly supervised (-W) approaches, process each dataset in less than 1.5 seconds; they do not present
any practical difference among each other, and do not impact on the testing time.

Among the slower approaches, the slowest is SCBLOF, which takes up to 85 seconds and sKM
which takes up to 57 seconds in the case of the realistic dataset without pruning (median 3 and
5 seconds respectively). However, sSCBLOF worst-case processing time is acceptable because the
network maintenance window is 15 to 30 minutes, and parallelized network scans may reduce data
collection time to 10 minutes (Chapter 4); consequently, investing up to a couple of minutes for data
analysis and leaving the rest of the maintenance window for the investigation of the most suspicious
hosts is deemed acceptable by practitioners.

Interestingly, the set of slowest approaches includes also SCOF, which is part of the best FISTS
pipelines based on RQ2 results. sCOF takes up to 14 seconds in case of realistic dataset without
pruning (median 8 seconds). Given that, on average, sCOF leads to avoiding the inspection of less
than one host compared to sHBOS (i.e., 29.58 VS 30.29, see RQ2), a larger time required for data
processing may nullify the advantage obtained during anomaly inspection. Therefore, although 15
seconds for data processing are acceptable, sHBOS shall be preferred for both hosts selection and
prioritization, especially for larger datasets.

Despite being among the slowest set of sorting procedures, all pFISTS-W approaches take less
than 10 seconds.

The slowest are the ones based on sCf-W, which show execution times similar to sCOF; indeed,
sCf-W takes up to 13 seconds in the case of realistic dataset without pruning (median 0.1 sec) and
sCOF-W takes up to 12.3 seconds in case of realistic dataset without pruning (median 1.9 sec).

Concluding, except for sSCBLOF, which may not scale well to larger datasets, all the investigated
sorting procedures are sufficiently quick to be used in production. However, since sCOF is slower

than other best performing pipelines in RQ2, we suggest leveraging sHBOS, which performs best for
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Table 5.4: Table for Statistical Significance

p-Value > 0.05 0.43 < Effect size < 0.54
Algo Real Realistic [ Synthetic | Real [ Realistic [ Synthetic
) Zggﬁ-s\’g-\s%;(;g\‘x SO-W, SKNN15-W, SOH-W,
sKNN15*, SKf-H, KEW, Slilf»W SPf—V} sOHPK-W, sH-W, sP-H,
sCOF sHf-H, sPf-H, \sOf-W ’ Of-H § HBOS’ NA sH-H, sOH-H, sOHP-H, sKf-H, sHf-H, NA
« sLunar, sCf-H, O OCSYM. sPCA. sKPCA, sOP-H, sHBOS, sPf-H, SKNN15
sKNN(10/15.20.25) , > : sPCA, sO-H, sCBLOF,
sKNN20/25, sOP-H, SCOF-W. sOCSVM
sOP-W, SC-W ’
sP-W, sO-W, sOH-W,
sOHP-W, sOHPK-W, sKf-H, sHf-H,
sOf-H sKf-W, sHf-W, sPf-W, sPf-H, sKNN15,
« sOEW SOf-W, sHBOS, sPCA, NA SOf-W, sP-W, sPEW sKf-H, sHf-H, NA
sOCSVM, sCOF, sC-W, sPf-H
sKNN20/25, sOP-W
sO-W, sK15-W, sH-W,
sP-W, sO-W, sOH-W, sOH-W,sP-H, sO-H, sK-H,
sOHP-W, sOHPK-W, sH-H, sOH-H, sOHP-H,
SHBOS sO-W, sOH-W, sHE-W, sPf-W, sOf-W, sOHPK-H, sKf-H, sHf-H, sKf-W, sKf-H,
sPCA, sCBLOF, sOf-H, sOCSVM, sOf-H sPf-H, sOCSVM, sPCA, sHf-H, sPf-H, NA
sC-W sPCA, sCOF, sC-W, sCBLOF, sCOF, sKPCA, sKNN15
sKNN20/25, SLUNAR, sOP-W, sC-W,
sOP-W sC-H, sKNN10/15/20/25,
sOP-H
W, SO-W. SKW, SOCSVM-W. sKNN-W.
sHBOS-W, sOH-W, sP-H,
SOH-W, sOHP-W, $O-H, sKNN-H, sHBOS-H ) A
sOCSVM SOHPK-W, sHf-W, SOH*}li SOHP*l‘i SOHPK*H’ SKEW, sKf-H,
sOCSVM-H sPf-W, sOf-W, sOf-H, NA - o y sHf-H, sPf-H, NA
B sKf-H, sHf-H, sPf-H, sHBOS,
sHBOS, sPCA, sCOF, sKNN15
SKNN20/25. SOP-W. sPCA, sCBLOF, sCOF, sKPCA,
SOP-i'I ’ sLUNAR, sKNN10/15/20/25,
sOP-H, sC-W, sC-H
sP-W, sK-W, sOH-W,
sOHP-W, sOHPK-W,
SOf-H © SHEW, sOPf—W ’ SKEW, sRE-H,
sPf-W, sOf-W, y . sHBOS sHf-W, sPf-W, sOf-W sHf-H, sPf-H, NA
B sHBIS, sOCSVM, SKNN15
sPCA, sCOF, sC-W,
sKNN20/25, sOP-W
Notes:

a : WithPruning(SC = 20), B : WithoutPruning(SC = 20).

hosts selection and second-best for hosts prioritization.

5.3.6 Discussion

On average, across our three datasets, the best approaches for hosts selection and prioritization are

sHBOS and sCOF, with sHBOS being more scalable and thus preferable. However, we observe that

the integration of human-in-the-loop with sOf-H enables an effective use of pruning thus leading to

a similar recall (i.e, 0.993 for sOf-H VS 0.999 for sHBOS) and debugging cost (i.e., 30.92 for sOf-H

with pruning VS 30.29 for sHBOS without pruning) with lower execution time (i.e., less than 0.1

seconds VS up to 0.8 for sHBOS), which could be useful for larger datasets (e.g., 40,000 nodes).

Approaches based on pFISTS-W that integrate pruning, ensemble methods, human-in-the-loop, and

weakly-supervised approach leads to best performance when the differences between valid and invalid

hosts are minimal (e.g., all hosts present a limited set of ports that could be open), they are sOP-W,

sOHP-W, and sOHPK-W.
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Figure 5.5: Execution time of FISTS sorting procedures

5.3.7 Threats to validity

To address threats to external validity, we utilized a comprehensive approach by including diverse
datasets in our analysis. These datasets encompass real-world network data, thereby ensuring the
generalizability of our findings beyond synthetic or narrowly defined scenarios. This diverse dataset
selection aids in capturing various network behaviors and anomalies, significantly mitigating the risk
of overfitting to a specific dataset or network scenario.

In addressing construct validity, we carefully selected metrics that are widely acknowledged and
consistently employed within the anomaly detection research community. Specifically, we focused on
metrics such as recall and the F1 score. These metrics effectively capture the essential performance
aspects of anomaly detection models, ensuring that our evaluation aligns well with the intended
theoretical constructs. By choosing commonly validated and accepted metrics, we further mitigate the
risk of misrepresenting or inadequately capturing the effectiveness of our proposed methodologies.

Regarding conclusion validity, our conclusions are strongly supported by a robust statistical basis.

The findings are derived from a considerable volume of experimental data, specifically 1200 data points
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Figure 5.6: Execution time of sorting procedures based on pFISTS-H

resulting from 40 independent executions across 300 datasets. This large sample size strengthens the
statistical power and reliability of our results. Moreover, we utilized rigorous statistical analyses,
specifically the chi-square test, to affirm the significance of our findings. Our statistical assessment
indicates a clear and significant difference between groups achieving recall values of 0.99 and 0.98,
under the assumptions inherent in binomial distribution analyses. This comprehensive statistical

approach provides confidence in the reliability and reproducibility of our conclusions.

5.4 Conclusion

We address the identification of SDN misconfigurations in satellite and terrestrial communication
systems by significantly extending the capabilities of our approach named Fleld-based Security Testing
of SDN Configurations Updates (FISTS). FISTS can be used to either select a subset of hosts with
state changes to inspect (hosts selection) or to prioritize the inspection of the whole set of hosts
(hosts prioritization). Our enhancements include the integration of 33 additional anomaly detection

algorithms, an active anomaly discovery procedure (pFISTS-H), and a novel weakly supervised
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Figure 5.7: Execution time of sorting procedures based on pFISTS-W

anomaly detection approach incorporating human-in-the-loop (pFISTS-W). Our extensive empirical
evaluation demonstrates that integrating a broader spectrum of anomaly detection algorithms provides
nuanced insights such as revealing scenarios where pruning does not universally enhance detection
effectiveness (e.g., FISTS pipelines with HBOS, OCSVM, and PCA). The best FISTS pipelines for
hosts selection and prioritization are the ones leveraging HBOS and COF, with HBOS being more
scalable and thus preferable. For much larger datasets, the use of pFISTS-H with OCSVM and HITL
using features (i.e., SOCSVM-f-H) will likely lead to same recall of HBOS but lower execution time.
Last, approaches based on pFISTS-W perform well when valid and invalid hosts present a limited
range of port numbers. Our findings not only validate the improved capabilities of our extended
FISTS framework but also offer practical insights for industry practitioners. Our replication package

is available online [240].
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Conclusion and Future Prospects

6.1 Conclusion

This dissertation confronts the security-assurance gap that has emerged alongside the rapid adoption
of Edge and software-defined systems, concentrating on the reconfiguration of satellite-sector SDN
services as an exemplar of a wider industrial challenge. The work begins by establishing a solid
empirical foundation: an in-depth analysis of 147 documented vulnerabilities in four widely deployed
edge-computing frameworks. That study demonstrates that exhaustive pre-deployment testing is
infeasible because the edge’s combinatorial space of interfaces, inputs, and outputs simply grows
too quickly. Crucially, the analysis reveals that most flaws require only a single, easily triggered
action—such as an unauthenticated HTTP request—to compromise confidentiality or authorisation,
hence escaping traditional integrity-focused test oracles. These observations justify a strategic shift
toward testing that occurs in the operational environment where misconfigurations manifest.

Building on this insight, the dissertation introduces Fleld-based Security Testing of SDN Config-
uration Updates (FISTS), an automated workflow that probes a network immediately before and after
each configuration change, aligns matching nodes across the two snapshots, and then ranks anomalous
behaviours with unsupervised machine-learning techniques. Evaluations performed on both simulated
topologies and production data from a world-leading satellite operator show that FISTS, when paired
with k-Nearest Neighbour—based ranking, attains a precision of 0.95 while preserving perfect recall,
all without sacrificing scalability. These results confirm that learning-driven, in-the-field verification
can expose misrouted or improperly filtered traffic—the kinds of defects that break confidentiality
even when connectivity appears normal—far more effectively than off-line analysis alone.

The research then extends FISTS into a richer human-in-the-loop framework, systematically
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benchmarking 37 anomaly-sorting procedures across 814 configuration variants on 300 heterogeneous
datasets. The study finds that Histogram-Based Outlier Score (HBOS) and One-Class SVM, when
augmented by expert feedback loops, offer the best overall balance between detection power and
processing latency. Beyond its immediate contribution to satellite-network validation, this large-scale
benchmark supplies a reusable performance reference for the broader anomaly-detection community,
illustrating how domain experts can complement unsupervised models to reduce false positives while
maintaining high recall.

Taken together, the three strands of the work (empirical vulnerability mapping, automated in the
field testing, and human in loop for anomaly analysis) form a coherent pathway toward continuous,
verifiable SDN reconfiguration. The study therefore demonstrates that it is both practical and advanta-
geous for critical infrastructure operators to embed machine-learning-driven security checks directly

into their deployment pipelines.

6.2 Future Prospects

We have developed automated techniques for identifying misconfiguration scenarios during the re-
configuration of software defined networks. We demonstrated the usability of proposed approach
FISTS and also evaluated the scalability. However, there are opportunities for further work to extend
our work. The sole purpose of the proposed approach is to passively assist security analyst during
the reconfiguration update to determine the presence of vulnerable situations. Although the proposed
approach is not an active intrusion detection system to detect and respond to threats in the real time,
it could be leveraged to execute along side SDN to continuously verify the security properties of the
system. This could be specifically beneficial in dynamic network (networks where flow tables are in
reactive state and may change in real-time).

One possible future direction could be the development of proposed approach for other network
communication protocols that includes (proprietary comm protocols) but are not limited to Bluetooth,
Zigbee, LoORaWAN (Long Range Wide Area Network), CAN (Controller Area Network), Modbus,
Profibus (Process Field Bus), BACnet (Building Automation and Control Networks), DNP3 (Dis-
tributed Network Protocol), M-Bus (Meter-Bus), GSM and KNX. Other possibilities could be 5G
communicaiton protocols i.e., NR (New Radio), NG-RAN (Next Generation Radio Access Network),
SDAP (Service Data Adaptation Protocol), PDCP (Packet Data Convergence Protocol), RLC (Radio
Link Control), MAC (Medium Access Control), RRC (Radio Resource Control), and NAS (Non-
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Access Stratum). Rather than developing the same approach for each protocol individually, instead;
a generalized/wrapper method could be developed to facilitate the application of FISTS as is on the
target communication protocol.

Further, the proposed FISTS has not been assessed in scenarios where the misconfiguration
concerns the deployment of multiple applications such as Network Function Chaining (NFC).

Moreover, FISTS could be extended in the following ways: (1) to identify other security properties
in the network such as Access Control and Non-repudiation (2) to automate the recommendation for
the resolution of vulnerable state of the network (3) Iteratively self-learn over the period of execution

with previous network reconfiguration activities.
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