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1. INTRODUCTION

The ELEVADMIN project was launched to address a critical and
underexplored issue: the gathering of electronic evidence from Online
Service Providers (OSPs) in administrative punitive investigations. Although
electronic evidence has been widely examined in the context of criminal
investigations, its role in administrative enforcement, especially within EU
institutions and Member States, remains insufficiently studied. This research
project seeks to fill that gap by analysing the legal foundations, operational
procedures, and institutional capacities for administrative authorities to obtain
electronic evidence from OSPs. This chapter undertakes a detailed
comparative analysis across nine EU Member States, Belgium, Finland,
France, Germany, Ireland, Italy, Luxembourg, the Netherlands, and Poland. It
focuses on five key domains of administrative punitive enforcement: customs,
Value Added Tax (VAT), competition law, data protection, and financial
market supervision. These areas were selected for their relevance to the
protection of the EU’s financial interests and their varying degrees of overlap
between administrative and criminal enforcement mechanisms. The findings
reveal a fragmented and evolving legal landscape. This chapter identifies a
mosaic of legal provisions, with considerable variation in the scope of
authority, types of data accessible, procedural safeguards, and enforcement
tools. Crucially, existing frameworks tend to receive limited procedural
guarantees. Moreover, the rules governing the admissibility and transfer of
electronic evidence, especially between administrative and criminal
proceedings, are inconsistent and largely undeveloped, relying primarily on
the general principle of free evaluation of evidence.

Despite the growing digitalisation of society, administrative authorities
across studied jurisdictions have shown limited interest in gathering
electronic evidence from third parties, particularly OSPs. This limited
engagement with OSPs may not solely reflect institutional inertia or lack of
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awareness. Rather, it may be rooted in deeper structural issues, including the
absence of clear or suitable legal frameworks enabling such requests, or the
perceived irrelevance of OSP-held data in certain enforcement contexts.
Depending on the sector, the nature of the investigation, and the types of data
typically required, administrative authorities may find that traditional
sources, such as records held by the investigated entity, remain more
accessible or probative. In some cases, the legal basis for requesting data from
third parties is either too vague or narrowly defined, discouraging authorities
from pursuing digital evidence beyond conventional means. This chapter
explores how these legal and practical constraints shape the appetite for
electronic evidence across jurisdictions and sectors.

Historically, evidence collection has focused on physical or on-site
methods, as seen in the Netherlands where the 1990s General Administrative
Law Act.! Similarly, in France, authorities supervising financial institutions
have found little utility in sourcing information from third parties, preferring
direct engagement with supervised entities.? Finland mirrors this trend, with
VAT enforcement occasionally employing broad interpretations for evidence
gathering but lacking established practices or case law concerning third-party
data collection.> Finnish competition authorities primarily rely on on-site
inspections, given the legal obligation for suspected entities to cooperate.*
Belgium and Luxembourg also lean towards on-site collection, with
Luxembourg’s VAT authorities seldomly requesting data from others than
taxpayers® and Belgium’s data protection authority collecting most evidence
on-site.®

However, this approach is beginning to evolve. In the Netherlands,
administrative bodies are seeking powers better suited to technological
advancements, though practical use remains rare.” Finland has seen isolated
instances where the data protection authority accessed subscriber data from
telecom operators,® and there is increasing demand for access to traffic data
by authorities supervising financial institutions.” France’s legislative
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framework is gradually adapting under EU influence to craft new powers to
gather telecommunication data in administrative proceedings,'® and
Belgium’s competition authority has recently gained the ability to collect
metadata.!! Similarly, Ireland’s legislative framework has undergone
significant evolution influenced by developments in European Union law,
positioning the country as a central hub for the headquarters of various
international OSPs.!? These entities play a crucial role in the collection of
digital evidence. However, a comprehensive general framework addressing
this domain remains absent. '3

In parallel, recent years have seen a growing trend of public-private
partnerships in data collection and enforcement activities across various
jurisdictions, particularly in areas such as competition law, financial
oversight, and tax enforcement. In the Netherlands, authorities have engaged
in cooperative ventures with private actors to combat serious organised crime,
leveraging external expertise and data sources.!* Similarly, in Finland,
competition law has been interpreted to allow the Finnish Competition and
Consumer Authority (FCCA) direct access to public tender data through a
private service provider, while customs authorities routinely obtain
information from both public and private databases.!” Belgium has also
embraced private sector collaboration in competition law enforcement,
notably in the collection, processing, and analysis of electronic evidence
obtained during on-site inspections.'® In Italy, tax authorities have gone even
further by utilising social media and private digital platforms to detect tax
evasion. Through partnerships with private companies, Italian authorities
have cross-referenced online content—such as influencer marketing activities
and adult platform earnings—with declared incomes, uncovering
discrepancies.!’

These developments suggest a shifting landscape where administrative
authorities are starting to recognise the potential and necessity of leveraging
electronic evidence in enforcement activities. In the face of this shift, this
chapter analyses the powers of administrative authorities in selected areas of
enforcement to gather data from third parties.
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To guide the reader through this complex and evolving landscape, the
chapter adopts a structure that mirrors the progression typically found in the
national chapters of this volume. It begins by examining the general structure
of administrative punitive enforcement, which frames how investigative
powers are allocated and exercised. This sets the foundation for the
subsequent analysis of powers to gather data from third parties, starting with
‘specific powers’ granted to administrative authorities to request electronic
evidence specifically from OSPs, a growing and often contentious domain.
This is followed by a discussion of ‘general powers’ to request information
from any third parties more broadly, which are often more ambiguously
framed yet equally relevant in practice. The chapter then turns to the
conditions for requesting such data and the types of data that may be accessed,
before exploring the transfer and enforcement mechanisms available when
OSPs fail to comply. Finally, it addresses the legal safeguards available to
both third parties, including OSPs, and investigated persons, as well as the
admissibility and further use of data obtained in administrative proceedings.

2. THE STRUCTURE OF ADMINISTRATIVE PUNITIVE ENFORCEMENT

The structure of administrative punitive enforcement plays a crucial
role in determining how regulatory authorities operate, the legal tools
available to them, and the extent to which procedural safeguards are applied.
As administrative sanctions increasingly serve functions traditionally
reserved for criminal law, such as deterrence and punishment, many
jurisdictions are grappling with the boundaries between supervisory,
investigative, and punitive actions. This section examines the legal and
institutional arrangements underpinning administrative enforcement across
selected jurisdictions. It explores the classification of proceedings, the
division of powers between administrative and criminal bodies, and the
overarching legislative frameworks that shape how administrative authorities
investigate and sanction regulatory breaches.

2.1. Criminal, supervisory and punitive administrative proceedings

Understanding the distinctions and overlaps between criminal,
supervisory and punitive administrative proceedings is essential for analysing
how different legal systems approach the enforcement of regulatory norms.
While traditionally viewed as separate domains, many jurisdictions exhibit
hybrid structures in which administrative authorities exercise powers with
punitive or quasi-criminal effects. This sub-section explores how the studied
legal orders define and organise these different proceedings, focusing on the
allocation of investigative and enforcement powers, the interplay between
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administrative and criminal mechanisms, and the general procedural
safeguards triggered by punitive measures.

The distinction between criminal and administrative enforcement is
fundamental to understanding how different jurisdictions approach regulatory
compliance and sanctions. Criminal enforcement typically involves the
prosecution of offences that are considered harmful to public order, leading
to penalties such as imprisonment or criminal fines, and follows strict
procedural safeguards. In contrast, administrative enforcement addresses
regulatory breaches through sanctions like administrative fines or corrective
measures, often with more flexible procedures. Germany clearly separates
these two systems: criminal offences are subject to mandatory prosecution by
criminal authorities, while regulatory offences fall under administrative
enforcement guided by the principle of opportunity.!® The Netherlands and
Italy, however, employ a dual enforcement system where authorities may
choose between administrative or criminal proceedings based on the nature
of the offence.!” Belgium blends these approaches, with enforcement
mechanisms varying across sectors depending on specific legislation and
practices.?’

Within administrative enforcement itself, there is also a distinction
between supervision and investigation. Supervisory activities are preventive
and aim to ensure compliance through monitoring and guidance, while
investigative actions are reactive, focusing on detecting and addressing
potential violations. Germany exemplifies this separation, with banking law
and financial markets law assigning supervision and investigation to different
departments within supervisory authorities.>! Conversely, the Netherlands,
despite distinguishing between reparatory and punitive sanctions,?” grants
administrative  authorities identical powers for supervision and
investigation.”> Luxembourg,>* Finland,” and Poland,*® for the Ilatter
particularly regarding financial supervision, make no clear distinction
between these functions, allowing authorities to seamlessly transition from
supervision to investigation. This blurred line is particularly relevant when
administrative bodies have dedicated criminal units—such as customs

18 P. Blume et al., ‘Gathering of Electronic Evidence in Administrative Punitive Proceedings
in Germany’, in this book, p. 208

19 De Vries et al., (n. 1), p. 333; Lasagni, (n. 17), p. 267.

20 Franssen, Vandormael, (n. 6), p. 87.

2! Blume et al., (n. 18), p. 229.

22 De Vries et al., (n. 1), p. 337.

3 Ipid. p. 338.

24 See infra Section 3.2.

% Riekkinen, (n. 3), p. 136.

26 K. Kaszubowski, S. Steinborn, ‘Gathering of Electronic Evidence in Administrative
Punitive Proceedings in Poland’, in this book, p. 379.



13. COMPARATIVE ANALYSIS 410

enforcement agencies in Belgium,?’ Finland,?® France,? Germany,’* Italy,’!
Luxembourg,*? and Poland,* and tax administrations in Belgium,** Italy*>,
Germany,*® the Netherlands®” and Poland*®*—which are enabled to apply
criminal procedural rules when necessary. This blurred line is also sensitive
when authorities receive discretionary power to impose either an
administrative fine or to transfer the evidence towards criminal proceedings
(see Section 4.1.1).° This structural variation across jurisdictions
significantly influences how evidence is gathered and how enforcement
measures are implemented.

Although administrative enforcement proceedings are formally
classified as administrative in nature, there is a growing recognition that many
of these proceedings qualify as ‘criminal in nature’ under the case law of the
European Court of Human Rights (ECtHR).*’ This classification hinges on
the severity and purpose of the sanctions imposed, which often mirror
criminal penalties in their punitive intent and impact. In the Netherlands, legal
literature widely acknowledges that administrative fines may be considered
criminal in nature due to their punitive and deterrent functions.*! Similarly, in
Finland, scholars recognise that punitive administrative proceedings must
adhere to the same procedural safeguards and due process rights as criminal
proceedings.*? This is particularly evident in sectors prone to economic
misconduct, where administrative sanctions act as substitutes for criminal
punishment.* Luxembourg also reflects this trend, with legal scholarship
identifying sanctions imposed by financial sector** and data protection®
authorities as criminal in nature. Belgium reflects a comparable trend, notably
in competition law, where the Market Court, acknowledging the criminal
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nature of administrative sanctions, provides full judicial oversight.*® The
Belgian Competition Authority has explicitly accepted that its sanctions carry
a criminal character,*’ and in 2023, sanctions in the financial markets sector
were officially recognised as criminal in nature under the European
Convention on Human Rights (ECHR).*® In Italy, the Italian Supreme Court
and Constitutional Court have similarly recognised the criminal nature of
sanctions imposed by the banking, financial markets and competition
supervisors.*’ The latter authority may explicitly impose ‘punitive sanctions’,
although such a category is not defined.’® Comparably, in Ireland, following
the Zalewski judgment, administrative entities may perform acts that are
criminal in nature but must respect the law and principles of fair procedure.
This includes investigative powers that may affect fundamental rights, for
example regarding witnesses, as highlighted in the Irish case law referring to
the ECtHR case law.”! Germany differentiates between criminal and
regulatory offences based on the sanction’s nature, with the Federal
Constitutional Court distinguishing criminal offences as carrying ‘socio-
ethical or dishonourable unworthiness’, whereas regulatory fines are viewed
as ‘disobedience to the administration’.’> Nonetheless, Germany’s Act on
International Mutual Assistance in Criminal Matters extends to regulatory
offences, underscoring their quasi-criminal character.>®> This evolving
perspective across jurisdictions necessitates the application of enhanced
procedural safeguards—to ensure compliance with ECHR standards and to
protect individuals from disproportionate state action in administrative
enforcement proceedings.

2.2. Legislative overview of administrative proceedings

The legislative foundations of administrative enforcement differ
markedly across jurisdictions, reflecting varying legal traditions, institutional
structures, and approaches to administrative proceedings. While some
countries rely on comprehensive and codified administrative procedure acts,
others primarily regulate administrative proceedings through fragmented,
sector-specific statutes. These divergences influence not only the coherence
and accessibility of the legal framework but also the scope of investigative
powers, the availability of procedural safeguards, and the consistency of
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enforcement practices. This comparative overview of the legislative regimes
governing administrative proceedings also explores the role of general
principles of administrative law, and the implications for gathering electronic
evidence from third parties.

The legislative structure governing administrative enforcement and
investigation powers across the studied countries reveals a contrast between
comprehensive general frameworks and fragmented sector-specific
regulations. Germany exemplifies a more structured approach through the Act
on Regulatory Offences, which governs administrative sanctions but refers to
the Criminal Procedure Code for procedural matters, with necessary
adaptations and explicit exclusions—for instance, limiting criminal
investigative powers to a defined list of offences.>* Finland adopts a similar
general framework with its Administrative Procedure Act, applicable to all
administrative matters, including investigations and punitive sanctions.” The
Netherlands relies on the General Administrative Law Act of 1994, which
standardises administrative procedures but notably excludes customs and tax
matters, leaving these areas governed by separate legal frameworks.®
Luxembourg operates under the 1978 Law on Non-Contentious
Administrative Procedure and the 1979 Grand-Ducal Regulation, although
their applicability to VAT enforcement remains ambiguous and these
frameworks remain barely detailed.>’ Similarly, Italy>® and Poland*’ rely on
general administrative law on proceedings, which contains only general
minimum rules. However, in all cases, these frameworks must be
supplemented by sector-specific legislation detailing sanctions and
procedural rules for particular sectors.

In contrast, France,*® Belgium,®' Italy®®> and Luxembourg lean heavily
on sector-specific legislation, resulting in a fragmented and sometimes
inconsistent legal framework. This is particularly evident in the financial
sector, where Luxembourg has an array of over 15 distinct laws, each
outlining supervisory powers with varying levels of detail and coherence.®
Similar diversity can be found in the banking sector in Italy.®* In Ireland, the
fragmented legal framework results from the absence of codification in Irish
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law.® However, the Irish Constitution establishes a foundation for

investigating and enforcement powers in both administrative and criminal
proceedings.®® Recently, there has been a shift from a rigid judicial
‘centralism’ to a sector specific distribution of powers to administrative
bodies.®’

Generally, administrative punitive proceedings across the surveyed
jurisdictions are governed by foundational legal principles designed to ensure
fairness, legality, and the protection of fundamental rights. These principles,
though not always codified, significantly influence administrative practices.
Most jurisdictions refer to the principle of proportionality in administrative
proceedings (NL, LU, GE, FI, IT, PL). Additionally, in the Netherlands, the
principles of good administration, competence of the supervisory authority,
and observance of fundamental rights guide proceedings.®® Also, subsidiarity
requires authorities to first seek information directly from the concerned
party.”” These general principles can be explicitly embedded in sectorial
legislations, such as in Belgium, where the data protection authority must
justify data requests by demonstrating proportionality and subsidiarity.”
Luxembourg mandates that administrative authorities exercise decision-
making powers impartially and act within a reasonable timeframe, and the
country enshrines rights of defence and the adversarial principle under its
Law governing non-contentious administrative procedures.”! Germany
integrates core criminal law principles such as the principle of legality, lex
mitior, in dubio pro reo, the right to be heard, and the right to remain silent.”
In Finland, constitutional guarantees underpin the legality of investigatory
powers, necessitating precision in legal provisions and ensuring the right to
an effective remedy, a fair trial, and good administration. Some general
principles are differently protected under statutory law. Finnish law
emphasises equal treatment, impartiality, and the right to be heard, requiring
precise and timely communication in administrative procedures.”® Similarly,
Irish case law integrates the impartiality and independence of decision-
makers as fundamental components of the good administration of justice.”* .
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3. THE CONTENT OF ADMINISTRATIVE INVESTIGATION POWERS TOWARDS
OSPs

The growing reliance on OSPs as key data holders in administrative
investigations has prompted a gradual expansion of investigatory powers
across jurisdictions. This section provides a comparative overview of how
these powers are structured and exercised, revealing a fragmented and often
ambiguous legal landscape. While some authorities benefit from clearly
defined, sector-specific powers to request data from OSPs (‘specific
powers’), others rely on broadly framed general powers whose applicability
to OSPs is not always explicit (‘general powers’). The analysis shows that the
scope of powers, the categories of data accessible, and the conditions for
requesting information vary significantly, often depending on the area of
enforcement. Moreover, the distinction between specific and general powers
is not always clear-cut in practice, and the legal frameworks frequently lack
coherence or harmonisation. This section highlights the operational and
normative challenges that arise when administrative authorities seek to access
electronic evidence from actors who are not the primary subjects of
investigation but are essential to its success.

3.1. Specific administrative powers to gather data

Specifically, some administrative authorities are granted powers, in
some jurisdictions, to request data from OSPs. This section focuses on the
categories of OSPs subject to such powers, the categories of data that may be
accessed, and the legal and procedural conditions under which these powers
may be exercised across jurisdictions. These powers are typically grounded
in sector-specific legislation and are often shaped by EU law, though their
scope and implementation vary significantly across the studied jurisdictions.
The comparative analysis reveals that while some countries provide detailed
and narrowly defined powers, clearly distinguishing between types of data
and requiring strict conditions, others rely on broader or less clearly delimited
frameworks. The categories of OSPs subject to these powers, the types of data
that may be accessed and the conditions under which access is granted differ
widely, with some authorities enjoying expansive reach and others facing
legal or constitutional constraints. Overall, the section highlights a
fragmented legal landscape which does not yet match the growing reliance on
electronic evidence.

3.1.1. Categories of OSPs as addressees to specific powers to
request data
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In most countries (except in the Netherlands), administrative authorities
are entitled to request data from certain types of third parties, including from
OSPs. To delimit the addressees of these requests, some countries use, as in
Poland,” or refer to definitions under EU law, although the transposition of
these definitions are not always fully harmonised. Indeed, countries retain a
certain margin of appreciation in transposing EU texts defining categorising
OSPs. Certain legal cultures heavily rely on references to other frameworks,
while other retain sectorial definitions and categories. Indeed, administrative
proceedings frameworks do not always refer to national frameworks on
electronic communications, leading to the multiplication of categories of
OSPs and questioning the legal coherence among legal frameworks.
Therefore, as in criminal law, definitions and categories of OSPs remain
diverse at EU level.”®

In Germany, all authorities can, under the general framework on
regulatory offences investigation, specifically request subscriber data from
providers of electronic communications service under the European
Electronic Communications Code,”’ and from providers of digital services
classified as Information Society services under the Information Society
Services Directive.”®

Most of the specific powers to gather data stem from sectorial
legislation, although OSPs categories remain diverse even within one
jurisdiction. For instance, Belgium’s competition authority, since January
2023, may access data from electronic communications operators active on
the Belgian market.”” Similarly, Belgium’s data protection authority may
request data from electronic communication network operators within
Belgian territory,®® which categories derive from EU law. Finally, Belgium’s
financial markets supervisor may request metadata and identification data
from operators of telecommunications networks and providers of a
telecommunications service.®!
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France grants similar powers to gather telecommunication metadata to
various authorities, including customs, VAT, financial market and competition
supervisors. These powers cover electronic communications operators—
defined as any entity operating a public electronic communications network
or providing related services—and service providers offering online public
communication services or hosting user-generated content.®? In Ireland, the
term OSP is broadly defined, encompassing a wide range of internet services,
including inter alia webmail, messaging providers, hosting services, online
marketplaces and search engines.*

In other countries, specific administrative powers to gather data are
limited to the financial institution sectors. In Luxembourg, authorities in the
financial institution sectors may request data from providers of electronic
communication services and operators of public communication networks.
Although those categories retain the wording of EU texts, Luxembourg’s
framework does not include, as under EU law, internet access or interpersonal
communication services among electronic communications services.®
Additionally, while some authorities may request telecommunications data
from any entity, it remains unclear whether the power to issue such requests
concerns only the entities under investigation or extends to other supervised
entities acting as third-party OSPs, particularly in the data protection sector.®
In Italy, administrative authorities may specifically request data only in the
context of market abuse investigations, where the competent administrative
authority may issue requests simply to anyone, or in certain context only to
providers of the traffic data.®® In Germany, supervisors in the financial
institution sectors may request traffic data from telecommunications
operators,®’ as well as communication data from securities trading companies,
data provision services, credit institutions, supervised entities, and financial
institutions.®® Therefore, the vocabulary used at the national level to define
entities subject to data requests by administrative authorities shows varying
degrees of alignment with EU definitions.

The vocabulary issues aside, specific powers are usually granted to
competition, data and financial institutions supervisors, as a transposition of

82 Lassalle, (n. 2), p. 174.

8 Ni Loideain, (n. 12), p. 245.

84 Lannier, Tosza, (n. 5), pp. 301.
85 Ihid. pp. 307-308.

8 Lasagni, (n. 17), pp. 271-272.
87 Blume et al., (n. 18), p. 207.

88 Ihid. p. 229.



417

EU law, but these powers tend to extend the scope set for such powers under
EU legislation, as they are created in other areas of enforcement.®

3.1.2. Categories of data under specific powers

The types of data that administrative authorities may request under their
national frameworks vary significantly, reflecting differing national
approaches to balancing investigatory needs with data protection and privacy
safeguards. Overall, while some countries provide detailed definitions of data
categories (e.g., Germany), others adopt broader or less defined terms (e.g.,
France and Luxembourg). In countries granting some administrative
authorities with specific powers to request data from OSPs, there are
discrepancies in the scope of data that may be accessed at national level
among areas of enforcement. Exclusions, especially regarding sensitive data
such as dynamic IP addresses, are still little considered.

In France, administrative authorities may only request, under specific
powers to gather data from OSPs, one category of data, namely,
‘telecommunication metadata’, which may be gathered from entities subject
to data retention obligations. Yet, the law does not clearly define the scope of
this data category.”

Germany provides a detailed classification of data types. All authorities
may request subscriber data—such as telephone numbers, names, addresses,
dates of birth, device numbers, and contract details—, including voluntarily
stored data like usernames, passwords, and PINs. However, this excludes
login data related to end devices or separate storage devices.”' The financial
institutions supervisors may request traffic data, which includes call and
connection details (e.g., port identifiers, card numbers, timestamps, and data
volumes)®> and communication data like call recordings and electronic
messages, but access is limited to historical (past) data due to privacy
protections.” In all cases, requests only regard stored, that is, past, data.
Importantly, dynamic I[P addresses are excluded due to constitutional
protections of telecommunications secrecy and the ‘double door model’.**

8 Franssen, Vandormael, (n. 6), pp. 85, 87, see for instance, Article 69.2(d) of Directive
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and of the Council of 13.07.2009 on the coordination of laws, regulations and administrative
provisions relating to undertakings for collective investment in transferable securities.
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Other countries rely on multiple or vague categories of data, allowing,
in theory, to request disclosure of any kind of data. In Belgium, the
competition authority may access traffic data, location data, and other
electronic records from communications operators.” The Belgian financial
markets and data protection authorities may obtain data identifying
subscribers or habitual users of electronic communication services.”®
Additionally, the Belgian financial markets authority may request
telecommunication calls data, such as the origin or destination of the
telecommunication.”” The data protection authority may request any data
necessary to identify subscribers or regular users of devices. In Luxembourg,
the financial institutions authorities may access traffic data from certain
OSPs, defined as data processed for routing communications or billing
purposes, and distinguished from location data.’® Luxembourg also allows the
collection by the same authorities, from anyone, of telephone recordings,
electronic communications, records of data exchanges, and broader
categories of ‘electronic records’.”® In Italy, the financial supervisor may
access recordings of telephone conversations, electronic communications,
and data exchange or any type of personal data from anyone in the context of
market abuse or from supervised entities and telecommunication operations
in other areas of financial law, and traffic data from providers in both cases.
However, addressees may invoke secrecy to refuse to provide data.

3.1.3. Conditions to request data from certain OSPs

The conditions under which administrative authorities may request data
from OSPs reveal a complex interplay of legal safeguards, investigative
thresholds, and procedural requirements. While the principle of necessity
emerges as a common baseline, its interpretation and application vary widely,
often, intersecting with other conditions such as proportionality, relevance,
and the existence of a reasonable suspicion. In some legal systems, these
conditions are cumulative and tightly regulated while in others, they are
loosely defined or sector-specific, leaving room for discretion and legal
uncertainty. This diverse landscape reflects varying balances between
investigative needs and the protection of fundamental rights across national
frameworks.

The conditions under which administrative authorities may request data
from certain OSPs often reflect the severity of the offence and the necessity
of the data. In France, telecommunication metadata access is strictly tied to
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the nature of the offence: customs authorities may only request such data for
enumerated serious offences such as intentional smuggling and customs
fraud,'” VAT authorities for aggravated administrative offences, e.g.
underreporting,'’! and the financial markets authority exclusively for market
abuse investigations.!? In Italy, data may only be requested for investigations
specifically relating to market abuse.!®® Differently, the French'®* and
Italian'® competition authorities may request such data generally to
investigate any anti-competitive practices. Similarly, in Germany, requests for
subscriber data to digital service providers are limited to regulatory offences
where fines exceed 15.000 euros, encompassing such areas as VAT violations,
banking, financial markets, and GDPR breaches.!%

One of the requirements to obtain data is the need to demonstrate the
necessity of the data for the investigation in question. In Germany, requests
for subscriber data must be based on an initial suspicion and must be
necessary to establish facts or locate a suspect.'?” The access to traffic data by
the financial institutions supervisors requires a facts-based suspicion of a
breach and proof that the data is necessary for investigation.'%® In Italy, the
data must as well be necessary for the investigation of market violations.!®
In Luxembourg, financial institutions authorities must show a reasonable
suspicion of an infringement and that the requested records are likely to aid
in establishing the truth.!!® In Ireland, any person may be asked by the VAT
authority to provide reasonable assistance when exercising its powers.!!! A
similar principle can be found under Polish law, as the data must be relevant
for the ongoing case.!'? Additionally, in Poland, although requesting
telecommunications is theoretically possible, telecommunications secrecy
would require that parties to the communications should consent to its
disclosure by the requested OSP.!'3The requirement of judicial authorisation
or of approval by an independent body to access data varies across
jurisdictions, reflecting different approaches to safeguarding privacy and
ensuring proportionality. While the lack of authorisation from an independent
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body to request identification data could be compliant with the case law of
the European Court of Justice (ECJ),''* such situation is nevertheless
questionable given the lack of clear delimitation of data categories (see supra,
Section 3.1.1)

In France, customs authorities must obtain authorisation from the public
prosecutor to access data from OSPs.!'> The authorisation of a public
prosecutor is similarly required for requests to traffic data providers,
telecommunication operators or other non-supervised entities by the Italian
financial market supervisory authority — although a similar request under the
criminal framework requires a judge authorisation.!!'¢ Differently, in France
in the context of VAT-related investigations, financial market supervision, as
well as competition enforcement, requests for data must be approved by a
specialised independent body: the controller of requests for
telecommunication metadata.'!’

In Germany, the access to traffic data by the financial institutions
supervisors requires a court order.''® Specific requests for login data from
telecommunications services also necessitate judicial authorisation.!!” In
Belgium, the competition and the financial markets authorities must obtain
prior authorisation from an investigating judge for data access.!?® However,
the access to identification data by the financial markets and data protection
authorities does not require any authorisation.'?! In Luxembourg, authorities
in the financial institutions sectors must submit a reasoned request to an
investigating judge.'??

3.2. General administrative powers to gather information

Aside specific powers to request data specifically from OSPs,
administrative authorities are also granted general administrative powers to
gather information from third parties, namely, any persons, legal or natural,
not involved in the proceedings. These general powers are typically framed
in technologically neutral terms, allowing authorities to request or inspect a
broad range of materials, including digital data, without necessarily invoking
specialised legal regimes. However, the breadth of these powers varies
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significantly across jurisdictions. Some countries provide overarching
frameworks applicable across sectors, while others rely exclusively on sector-
specific provisions. Moreover, the scope of entities subject to such requests,
the types of data accessible, and the procedural safeguards in place differ
widely. This section offers a comparative reflection on how these general
powers are structured, highlighting the tension between administrative
flexibility and the need for legal certainty, especially when such powers are
used to obtain electronic evidence from actors not directly subject to
supervision, such as OSPs.

3.2.1. Categories of third parties as addressees to general powers
to request information

Administrative authorities across various jurisdictions generally
possess broad and technologically neutral powers to request and copy
information or documents,'?® either available across various sectors or
sectorial, extending their scope beyond traditional paper records to include
digital data. These powers typically apply to a wide range of entities,
including businesses, individuals, and third parties who may hold relevant
information. Additionally, search and seizure powers, traditionally used for
physical records, are increasingly being leveraged to access digital data,
though they often come with stricter procedural safeguards.

Only two countries rely on powers available across various sectors. In
the Netherlands, the General Administrative Law Act grants all administrative
authorities the right to require ‘anyone’ to provide information and to inspect
business documents and records, which in practice has been interpreted to
include data.'®* In addition to these powers available across sectors, the
Netherlands provides financial market authorities with the ability to request
information and to obtain business documents and records from ‘anyone’
when performing statutory market surveillance duties.!”> Germany also
provides for investigative powers available across sectors, namely a general
investigative clause provides a broad right to request any kind of information
relevant to an investigation. However, compliance is not mandatory for OSPs,
reflecting a potential limitation in enforcement.'?® German law also includes
a general obligation for individuals to surrender objects relevant to an
investigation.'?” The German Federal Constitutional Court has interpreted
that the concept of “objects” in that context includes non-tangible objects, 1.e.
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data.'?® In addition to these powers available across sectors, Germany also
regulates sector-specific powers, such as in VAT enforcement, where
authorities may request information from ‘any person’,'”* and German
competition authorities have the power to request information from
companies, associations of companies, legal entities, and associations of

persons.!30

Remaining countries rely exclusively on sectorial powers granted to
administrative authorities and do not benefit from a general administrative
proceedings’ framework. In France, authorities in the area of banking law and
financial markets as well as the data protection authority are empowered to
collect information from “any person”.!*! Likewise, in Belgium, competition
and financial market authorities, as well as the VAT administration,'*? may
request information from any natural or legal person;'** in Luxembourg,
competition, VAT and (most) financial market laws apply broadly to any
person, including those holding information indirectly related to the
investigated matter.!** In Finland,'*> as well as in Italy,'*® VAT,!*’
competition'*® and financial institutions authorities also have a general power
to request information from third parties.!3* In Italy, the definition of customs
economic operators is notably broad, extending the authorities’ powers even
to third parties to the investigation, which might thus encompass OSPs.!*’ In
Poland, the competition authority may request information from any
corporation, any other natural or legal person as well as organisational
units.'!

Despite these broad general powers, different restrictions on the scope
of entities subject to information requests may limit the effective use of such
powers to OSPs being third parties to the investigations. For example, in
France, customs authorities may only request data from individuals or entities
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‘directly or indirectly involved’ in customs-related operations.'#* Similarly, in
the Netherlands, tax authorities may request information only from third
parties legally required to maintain tax records, while customs authorities
limit their requests to those involved in customs formalities or controls.!*’
Finland'** and Luxembourg'® follow similar approaches, limiting customs-
related requests to entities holding information necessary for customs taxation
or operations. Other powers are restricted to supervised entities or related
ones, which might thus exclude OSPs. In Finland, certain powers of the
financial institutions supervisors are specifically designed to target supervised
entities and other financial market participants, limiting the scope of
information requests to those directly involved in regulated activities.!#
Similarly, in Luxembourg, some financial markets and banking laws restrict
information requests to supervised entities, but they may also extend to
persons with a direct link to supervised activities, such as auditors or other
professionals involved in financial operations.'*’

In the context of data protection enforcement, the scope of investigative
powers granted under the GDPR has been extended at the national level to
varying degrees across jurisdictions. While the GDPR primarily empowers
authorities to request information from controllers or processors—usually
understood as the investigated entity—some countries have broadened these
powers to include third parties. In the Netherlands, the data protection
authority may request information from ‘anyone’, extending their reach
beyond the direct subjects of investigation.'*® Similarly, in Finland, the data
protection authority may also obtain information from any third parties.!*’
Such an extension is also contemplated in the investigation of internal rules
of the Luxembourg data protection authority, although not provided for by
law, raising a legality issue.'®® In Belgium, the data protection authority
extends its reach to require the identification of the subscribers or habitual
users of an electronic communication service.'>! In contrast, Germany takes
a more restrictive approach, interpreting the GDPR as conferring only general
supervisory and inspection powers, without extending to administrative
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punitive proceedings that could compel third parties to provide
information.!'>?

Powers for search and seizure, traditionally used to physically obtain
documents and records, can also be leveraged to request information from
third parties in certain jurisdictions. For instance, in France, VAT authorities
may seize ‘documents and records’ including in the form of data, under the
condition of judicial authorisation. However, such powers can only be
exercised if there are indications of fraud, such as issuing fictitious
invoices.!>® Similarly, competition authorities may seize business records
stored on any medium within business premises.!** The French data
protection authority may also access any location where personal data is
processed, contingent on judicial approval.!>® Similarly, the Belgian data
protection authority may perform on-site examination and consult, copy or
seize computer systems containing personal data.!*® In Finland, competition
authorities conducting on-site inspections have the right to obtain all
necessary information, including from service providers managing
communications or data on behalf of the investigated entity.'*” Belgium takes
a more detailed approach, particularly regarding IT seizures during
competition inspections, requiring judicial authorisation and legal
representation among other requirements.!>® These physical document
requests, which have not fully adapted to the digital nature of modern
investigations, provide stronger procedural safeguards akin to those in
criminal investigations, compared to general powers to request information.

As a general rule, administrative authorities across all examined
jurisdictions must adhere to the principle of territoriality when exercising
their investigative powers, meaning they may only request data from entities
operating within their national borders. However, under German law,
authorities may request data not only from entities physically established in
Germany but also from any private actor providing services within the
country, regardless of their physical presence. This criterion extends
investigative powers beyond territorial boundaries by targeting service
providers that offer services to users in Germany or merely maintain a branch
in the country. Such an approach effectively broadens the scope of German
authorities’ data access capabilities, allowing them to reach foreign-based
companies with operations or commercial interests in Germany, thereby
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circumventing strict territorial limitations typically applied in other
jurisdictions.!

3.2.2. Conditions to request information to third parties

The conditions for implementing general powers to request data appear
to be generally less stringent than those governing specific powers. While the
principle of necessity is a common denominator, its interpretation ranges from
a minimal threshold of relevance to more demanding standards requiring
justifiable cause or specificity. In France, for example, customs authorities
may request information deemed ‘of interest’,'® while under the Monetary
and Financial Code, data may be obtained ‘for the purposes of the
investigation’, suggesting a relatively low threshold for data requests.'¢!
Similarly, in Luxembourg, customs authorities may seek ‘any information
deemed necessary’,'6? whereas VAT authorities may request data whenever it

is necessary to detect tax infringements and ensure proper tax collection. !

Both the Luxembourg!®* and Belgian!® competition authorities may
gather ‘necessary’ information. Finnish financial institutions authorities may
obtain data from individuals who can be ‘presumed with justifiable cause’ to
hold ‘necessary’ information,'¢; and data protection authorities may request
information that is necessary for fulfilling their tasks.'®” Luxembourg’s
financial institutions authorities operate under a broader framework, allowing
them to request information that may be considered likely to be relevant for
their supervisory, investigatory, or other functions,'®® which underlines the

lack of clear separation between supervisory and investigatory competences.

Similarly, the German competition authorities may use their powers
either for general supervision or targeted investigations, with the latter
requiring an initial suspicion. Deadlines for compliance are usually left to the
discretion of the requesting authority, though German case law has deemed
periods between two to four weeks to be reasonable.!®® In Luxembourg, VAT
compliance deadlines in practice range from one week to over a month.!”
Italy is an exception in that the competition authorities may request all the
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information deemed necessary, however, the deadline for compliance shall
not exceed sixty days. This time limit may be extended upon a reasoned
request.!”! Furthermore, Italian customs authorities have the power to request
information, to be provided within at least fifteen days.'”?

In Poland, competition authority mostly relies on search and seizures to
obtain data and enter IT systems. However, because of the principle of
proportionality the exercise of this power against third party is merely
subsidiary: it may only be conducted against them if the same action is not
possible against the investigated person.'”?

Some jurisdictions impose stricter procedural requirements in some
areas of enforcement, particularly formalities related to the content of
requests can also vary. In Luxembourg, competition authorities must first
open a formal procedure before issuing an information request, and the
request must explicitly state the object and purpose, failing which it may be
declared null and void.'” Requests by the German competition authorities
must specify the legal basis, the object and purpose of the request, and a
reasonable deadline.!” Similarly, Italian competition authorities, must
specify the legal grounds for the request.!’® In Finland, VAT-related data
requests must identify the taxpayer by name, bank account number, or another
specific identifier, preventing fishing expeditions but allowing for requests
without personal identification if other specific details are provided;!”” and in
Finland’s financial institutions sector, data requests are usually issued in
writing, specifying the information sought and the legal basis for the
request.'”® In Germany, VAT data requests follow a layered approach,
targeting any person and subsidiarily the taxpayer for taxation purposes.!'”’

3.2.3. Categories of data under general powers

The general powers, as previously defined, are not confined to specific
sectors or to specific categories of actors, and are typically framed in broad,
technologically neutral terms. As a result, they often allow authorities to
request a wide range of data, from traditional business records to digital
content such as emails, metadata, or system logs. However, the breadth and
precision of these powers vary significantly across jurisdictions. Some legal
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systems explicitly include digital formats and define the scope of accessible
data in detail, while others rely on vague or outdated terminology, leaving
room for interpretation. Moreover, the extent to which sensitive or privileged
data can be accessed under general powers is unevenly regulated.

The breadth of categories of data that can be requested under general
powers is extensive across various jurisdictions, encompassing both paper
and digital formats. In the Netherlands, authorities may request a wide array
of ‘records’, which includes data such as GPS registrations, email data,
mailboxes, USBs, and even more specific items such as draft accounts, till
rolls, microfilms, and order confirmations.'®® The Dutch data protection
authority may explicitly request telemetry data, which covers information
about the transmission of personal data to other devices.!®! In Luxembourg,
customs authorities may obtain documents and correspondence,'®? while the
VAT authority, like in Ireland,'®> may demand all information related to
taxable operations.!®* The French data protection authority may request all
types of documents and even computer programs.'®> Finnish competition and
data protection authorities are likewise empowered to request all types of
data.'® Also Italian authorities may obtain copies of all types of documents,
including access to databases.!'®’

The breadth of the scope is particularly extensive for competition and
financial institutions authorities. In Germany, competition authorities may
demand all original documents in any form, including data storage locations
and passwords,®® as long as the data is accessible within the economic unit.'®
Belgium grants competition authorities the power to access digital evidence,
such as electronic and instant messages, irrespective of their storage location,
whether on local servers or in the cloud.'”® The Dutch competition authority
further clarifies that its data requests may include content and metadata as
long as related to business information, such as emails, chat applications, and
document edits.'! In Luxembourg, the financial institutions authorities,'** as
well as the competition authority, may access any document, information, or
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data available to the addressee, including software data for the latter.!®
Finland explicitly includes recordings of telephone conversations, electronic
communications, telecommunications data, and information systems within
the scope of data requests by the financial institutions authorities.!** The
Italian competition authority may access all electronic communications,
including recordings,'” the customs authority may access all data and
documents related to taxes in the broad sense,'°® while the VAT authority may
demand documents and invoices relating to transactions.'®’

However, such broad scopes are restricted in some jurisdictions based
on a balancing exercise with the protection of fundamental rights. Some of
these restrictions derive from the same legislations on administrative
proceedings. In France, customs and financial market authorities have broad
powers to access ‘papers and documents, whatever the medium’, implying an
all-encompassing scope that includes data.'”® However, the scope must
exclude telecommunication metadata, which request is specifically regulated
under a different power (see Section 2.1). In Finland, traffic and content data
related to electronic communications may only be acquired from supervised
entities, limiting the scope of data requests in the financial institutions
sector.!”?

Furthermore, all jurisdictions restrict the scope of the gathering of
information through the protection of different professional secrecy. In the
Netherlands, authorities cannot request personal or non-business documents,
and business documents covered by legal professional privilege are also
protected. Dutch law recognises the secrecy of information received by
lawyers,** as well as similar protections for clergymen, notaries, doctors, and
pharmacists in tax matters.?’! Similarly, Germany imposes stricter
frameworks and guarantees for data that require heightened protection, such
as due to the legal professional privilege.?> Conversely, Luxembourg’s
financial institutions laws prevent the use of professional secrecy to refuse
cooperation, except in market abuse cases.?’* In Finland, certain individuals
have a general right not to testify, such as due to a professional secrecy;
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however, this does not extend to disclosing information about their financial
situation in customs and VAT matters.?*

However, there is no standardised regulatory framework for filtering
privileged data in any of the studied jurisdiction, except in the Netherlands.
The Dutch financial market authorities have implemented a binding
regulation detailing a multi-step process to clean data, involving IT
specialists, notification to the investigated party, and possible remedies before
civil courts.?% A different approach is followed by the Dutch competition and
data protection authorities, which establish a ‘within-the-scope’ dataset
before allowing an overview to the concerned person, who can then request
filtering of potentially irrelevant information, subject to review by a legal
professional privilege officer.?% In France, the data protection authority is
restricted from accessing data protected by legal professional secrecy,
journalistic secrecy, and medical secrecy.?’

In addition to sector-specific and procedural restrictions, the scope of
administrative authorities’ investigative powers is also limited by
constitutional and European frameworks that limit data collection. In the
Netherlands, the Supreme Court has ruled that intrusive investigative
techniques, such as placing GPS trackers on vehicles or accessing automatic
license plate recognition systems used by the police, are not permissible for
administrative enforcement purposes, as they constitute a serious interference
with private life under European Court of Human Rights (ECtHR) case law.?%®
Furthermore, Dutch authorities face restrictions in accessing traffic and
location data, which is primarily reserved for criminal proceedings and
requires prior judicial authorisation.?*’

Similarly, in Finland, the Constitution allows for limitations on the
secrecy of communications for criminal investigations but does not extend
the same permissions to punitive administrative proceedings. Finnish
constitutional doctrine establishes that administrative investigations cannot,
in practice, employ covert measures equivalent to telecommunications
interception or traffic data monitoring.?!° Luxembourg and Germany impose
notable constitutional and statutory limits on administrative access to
electronic communication data, reserving it for criminal proceedings and
excluding professional data from constitutional coverage.?!! Germany applies
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a ‘double-door model’, requiring both a legal basis for the authority’s request
and a separate one for the OSP’s disclosure.?!?

3.3. Transfer of data and enforcement of orders

This section explores how administrative authorities across
jurisdictions operationalise their powers to gather electronic evidence,
focusing on two key dimensions: the transfer of data and the enforcement of
requests when OSPs do not conform to these. The comparative analysis
reveals that while some jurisdictions have developed secure and formalised
systems for data transmission, others rely on informal or inconsistent
practices. Similarly, enforcement mechanisms vary widely: some legal
systems provide strong coercive tools such as fines, administrative penalties,
or even criminal sanctions, while others offer limited or no means to compel
third-party cooperation, which is similar to criminal law.?'* These disparities
affect not only the efficiency of administrative investigations but also the
legal certainty and accountability of data collection practices.

3.3.1. Data transfer

The transfer of data requested by administrative authorities under both
general and specific powers is subject to relatively few formal conditions and
rules across jurisdictions. the transfer of data, once requested by
administrative authorities, is diversely regulated and implemented in practice
across jurisdictions. Indeed, the analysis reveals a fragmented landscape:
while some countries have implemented secure and formalised channels, such
as encrypted platforms or structured formats, others rely on ad hoc methods
like email or postal delivery, often lacking consistency and reliability.
Requirements concerning the readability, confidentiality, and integrity of
transferred data also vary, with only a few jurisdictions imposing clear
obligations on format or ensuring that sensitive data is adequately protected
during transmission. Moreover, rules on data retention and destruction are
often sector-specific and inconsistently applied, raising concerns about
proportionality and long-term data protection. These divergences highlight
the operational challenges of digital evidence gathering and underscore the
need for clearer, harmonised standards to ensure both the effectiveness and
the accountability of administrative data transfers.

In Germany, subscriber data must be transferred ‘without delay and at
the requesting party’s expense’, with a requirement to maintain
confidentiality regarding the request. Additionally, telecommunications

212 Blume et al., (n. 18), pp. 212-213.
213 Franssen, Tosza, (n. 76).



431

service providers with more than 100,000 customers must ensure a secure
electronic interface for data transfer, which can take the form of an email-
based procedure or a dedicated electronic platform.>'* For competition
matters, data must be provided electronically via an online platform.?!® In
Finland, customs, data protection and VAT-related data requests must also be
transferred at the entity’s expense.?!® In France, the VAT authority mandates
data transmission through a secure system.?!” In Luxembourg, VAT-related
data may be exchanged through a dedicated platform provided by the
administrative authority when large data volumes are involved. However, in
practice, the platform seems to be oftentimes unreliable, resulting in data
being transferred via email, post, or a combination of both.?!®

Regarding the format of transferred data, several jurisdictions impose
requirements to ensure accessibility of computer programs and data. In
France, the data protection authority mandates that such information should
be transcribed into a format that is intelligible.>!® Similarly, Luxembourg’s
customs and VAT laws require data to be provided in a readable and
comprehensible form.??° Luxembourg competition authority may request that
data be transcribed into documents.??! The Luxembourg competition
authority further specifies that data must be provided in a clear way, meaning
it should not be encrypted.??> The Netherlands also incorporates encryption
measures in competition investigations, by applying a hash to ensure the
integrity and security of the dataset throughout the process.*?

Examined legal orders provide also rules as regards protection of data
collected by administrative authorities as well its mandatory destruction. In
France, the VAT law requires storage measures that guarantee
confidentiality.?** Similarly, the financial markets authority imposes strict
storage protocols to preserve confidentiality,’?® while the competition
authority ensures that data is both transmitted and stored securely.??® In
Germany, telecommunications service providers must provide a secure
electronic interface that safeguards data integrity and maintains logs to track
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access.””’ In Finland, in cases involving large datasets, practical aspects such
as data security and pseudonymisation are typically discussed in advance
between the competition authority and the responding party to address
potential challenges before an official request is made.??®

With regard to data destruction, few jurisdictions have set time limits
for how long data can be stored, and those rules are usually provided on
sectoral level. In France, customs data must be deleted once tax penalties are
enforced,??’ while VAT-related data must be retained for one year or until the
conclusion of all appeal procedures.?** The financial markets authority
requires data to be destroyed one month after the Board’s decision or six
months after the final ruling of the Enforcement Committee or appeal courts
if a notification of grievance has been issued; however, data transferred to
criminal proceedings may be retained for longer.?*! The competition authority
follows a similar approach, with data deleted six months after a final decision
or within one month if the information pertains to facts that are not
prosecuted.?*? In the Netherlands, the financial markets authority’s working
methods specify that raw data should be deleted once a clean dataset has been
produced , or if it is determined that certain data should have been excluded
from the investigation.?*?

3.3.2. Enforcement of requests

While administrative authorities across jurisdictions are increasingly
empowered to request data from third parties, the effectiveness of these
powers ultimately depends on the availability and strength of enforcement
mechanisms to ensure compliance: mechanisms that vary widely in scope,
intensity, and applicability. The enforcement of administrative authorities’
data requests is typically executed by means of general statutory obligations
to cooperate, applying both to specific and general powers. Coercive fines or
penalty payments are used to ensure compliance under some legal
frameworks.

The enforcement of data requests through coercive fines varies widely
across jurisdictions in both scope and severity. Some countries, such as
Germany*** and Luxembourg,?*®> impose substantial financial penalties—
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often calculated as a percentage of a company’s global turnover—for non-
compliance, particularly in competition law. Ireland®*® and Italy*}’ provide
for high maximum coercive fines in the financial and competition sectors.
France?*® and Luxembourg?*® also apply daily fines, though in Luxembourg
these are often limited to supervised entities, excluding third parties like
OSPs.?* In contrast, Finland adopts a more cautious model: fines require
judicial approval or are only imposed in cases of non-negligent non-
compliance.”! Meanwhile, the Netherlands stands out for lacking coercive
fines altogether in this context.?*?

In some jurisdictions, failure to comply with data requests does not
result in any sanctions, particularly for third parties, effectively relying on
voluntary cooperation. For instance, in Poland, no specific enforcement
measure exists.”*? In Italy, no enforcement mechanisms is provided for
specific request of data by the financial supervisor.?** In the Netherlands,
under competition and data protection laws, only the investigated party may
be sanctioned, not third parties.?*> Similarly, Finnish competition authority
may impose fines for providing false, insufficient, or misleading information,
but these are typically limited to undertakings under investigation, making
their applicability to third parties unlikely according to the literature.**
Raising the same question, the Luxembourg competition authority, as well as
the Italian competition authority,>*’ may impose fines to undertakings,
understood as those under investigation and not third parties, if failing to
comply with a request for information.**®

Administrative fines for non-compliance with data requests vary widely
in amount, scope, and legal basis across jurisdictions. The general tendency
shows low fines under customs frameworks, compared to highest ones
available to competition and financial regulators. France and Luxembourg
impose sector-specific fines ranging from modest daily penalties (e.g., €150
in French customs or €250-10,000 in Luxembourg VAT)?** to substantial
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amounts in financial sectors—up to €5 million or 10% of annual turnover.?>°

Germany combines low general fines with higher competition-related
penalties,?>! while Italy’s VAT and financial regulators may impose fines up
to €8,000 and €5 million respectively.?*? In Finland, fines are more moderate
and often tied to negligence, with a €15,000 cap in VAT enforcement.?>

In some jurisdictions, failure to comply with administrative data
requests may trigger criminal liability, though the scope and severity of
sanctions vary considerably. The Netherlands criminalises general non-
cooperation, including by third parties and OSPs, with penalties up to three
months’ imprisonment.>>* France?> and Luxembourg impose criminal
penalties across multiple sectors, with fines reaching up to €125,000 and
prison sentences of up to five years, particularly in financial and securities
regulation.?® Italy applies criminal sanctions more selectively—typically for
providing false information or obstructing investigations—with VAT-related
violations carrying prison terms of up to seven years.?>’

4. LEGALSAFEGUARDS IN ADMINISTRATIVE INVESTIGATION PROCEEDINGS

Legal safeguards in administrative investigation proceedings are
unevenly developed across jurisdictions, particularly when it comes to
protecting third parties such as OSPs. While most legal systems formally
recognise core principles, like the right to be heard, protection against self-
incrimination, and access to remedies, their practical application is often
limited or unclear. Safeguards tend to focus on the investigated person,
leaving third parties with limited procedural rights and unclear guidance on
how to challenge data requests. Judicial oversight is rarely available at the
request stage, and remedies typically become accessible only once
enforcement measures are imposed. Moreover, the legal status of data
requests, whether they constitute appealable acts or mere preparatory steps,
varies significantly, affecting the availability of procedural protections.
Overall, the analysis reveals a structural gap between the expanding powers
of administrative authorities to gather electronic evidence and the
underdeveloped framework of safeguards designed to ensure fairness,
transparency, and accountability in such proceedings.
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4.1. Safeguards available to third parties

Safeguards available to third parties against data requests by
administrative authorities are quite limited under all studied jurisdictions and
remain diverse among areas of enforcement and between specific and general
powers. Some safeguards indirectly extend to third parties, including OSPs,
even though they are not the primary focus of the legal frameworks. For
instance, certain provisions aim to uphold the principle of non-self-
incrimination when data requests risk revealing unrelated violations, while
others require notification, often through record-keeping, and offer a limited
right to be heard. Remedies are generally designed for the investigated
person, but in some jurisdictions, they are formulated broadly enough to be
invoked by third parties, including OSPs, when they are asked to produce
data. However, the applicability of these safeguards to third parties remains
legally ambiguous and inconsistently recognised, reflecting a broader
structural gap in procedural protections for actors who are not the direct
subject of investigation but are nonetheless instrumental in the evidence-
gathering process.

4.1.1. Protection against self-incrimination

Examined legal orders included protection against self-incrimination of
the requested third parties into proceedings in which administrative
authorities gather data from third parties. This safeguard derives from the
ECtHR Saunders case law, incorporated into national administrative punitive
proceedings.?®

For instance, in the Netherlands, if an investigation into a particular
entity reveals potential violations by third parties, the authority refrains from
expanding the ongoing investigation to include them. Instead, it initiates a
separate enforcement procedure to ensure that third parties do not
inadvertently become subjects of investigation without proper procedural
safeguards.?’ Yet, third parties in the Netherlands are not protected by the
privilege against self-incrimination unless the requested information directly
implicates them in wrongful conduct.?®® This privilege is mostly recognised
in favour of the investigated person, but it is limited to will-dependent acts.
However, the privilege does not extend to documentary evidence, such as
passwords or biometric data, which are considered will-independent and can
be requested without violating the privilege. For instance, in competition
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investigations, authorities are required to inform employees of the natural
person under investigation of their rights, ensuring they have an opportunity
to invoke the privilege.?®! Conversely, in Poland, the law explicitly allows to
use data disclosed against the person at the origin of the disclosure, although
the provision only refers to natural persons.?6?

Similarly, in France, the financial markets authority is explicitly
authorised to implement its specific power to request data solely for the
purposes of the investigation for which it has received prior authorisation,
preventing any unauthorised expansion of the inquiry’s scope.?%® In Finland,
coercive fines are excluded in customs matters when their imposition could
jeopardise the privilege against self-incrimination, while in sectors such as
banking, financial markets, competition, and data protection, this safeguard
applies only to natural persons.’®* In Luxembourg, the sanctioning of
supervised entities in the financial institutions sector for failing to provide
potentially self-incriminating information has faced criticism from legal
scholars and the State Council, reflecting concerns over the balance between
regulatory compliance and fundamental rights.?®> Additionally, in
Luxembourg?®® and Italy’s?®’ competition law frameworks, requests for data
must not compel undertakings to admit the existence of an infringement.

4.1.2. Notification and right to be heard

The right to be notified and to be heard are foundational principles of
fair administrative proceedings, yet their application in the context of data
requests to OSPs remain inconsistent and often underdeveloped. While some
jurisdictions formally recognise these rights and provide mechanisms for their
implementation, such as prior communication of the grounds for a decision
or the opportunity to submit observations, others treat data requests as mere
investigatory acts, not triggering procedural safeguards. Even where
safeguards exist, they are often designed with the investigated person in mind,
leaving third parties with limited or unclear entitlements.

Other safeguards relate to the recording and notification of data requests
when administrative authorities obtain data from third parties. For example,
in France, customs authorities are required to maintain records when
exercising their specific power to obtain data from OSPs.?*® Similarly, in
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Luxembourg, customs authorities operating under their general powers must
provide the owner of the record with a detailed list of the materials
collected.?®®

Similarly, the right to be heard, while being an essential procedural
safeguard in administrative sanctioning proceedings is often recognised as a
general principle of administrative procedure especially when the sanction is
qualified as criminal,>’® for instance in Poland.?’! In Finland*’* and in
Belgium,?”? the Market Court, which is a judicial and not an administrative
authority, ensures this right by allowing parties to present their views before
issuing a production order. In Luxembourg, the framework for non-
contentious administrative procedures mandates authorities to communicate
the factual and legal grounds of their decisions, granting individuals eight
days to submit their observations. Luxembourgish case law further
emphasises that the right must be specifically detailed, rather than merely
mentioned, particularly in financial sector investigations. However, failure to
comply with this requirement only results in the annulment of a decision if it
can be demonstrated that proper consideration would have led to a different
outcome.?’* In the context of customs enforcement, Luxembourg authorities
must provide prior communication of the grounds for unfavourable decisions,
such as imposing an administrative fine for failure to comply with an
information request, and allow a 30-day period for observations.?”> In
competition law, Luxembourg authorities ensure that undertakings are
notified of the objections raised against them and are given at least one month
to submit their observations before the imposition of coercive or
administrative fines.?’®

4.1.3. Remedies

The availability of remedies for third parties subject to data requests by
administrative authorities presents significant challenges, primarily due to the
uncertain legal status of such requests. In contrast, in certain jurisdictions and
areas of enforcement, there are no specific remedies available to third parties.
For instance, in France, the law does not provide for any remedies for third
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parties against requests for data made under both specific and general powers
by authorities such as customs,?’”’” VAT administration,?’® and the financial
markets authority.”

A key issue is whether these requests constitute administrative acts that
may be challenged directly or if they are merely preparatory measures that do
not provide an immediate right of appeal. In the Netherlands, the distinction
is made between administrative decisions—defined as written decisions by
an administrative body with legal effects—and factual acts. The latter may
only be challenged if they contribute to the motivation of a final decision.?®°
As a last resort, civil courts provide a safety net through tort actions, offering
stringent judicial review to scrutinise the actions of public authorities under
public law principles.?®! Similarly, in Luxembourg, competition law case law
treats requests for information as mere investigatory steps rather than final
administrative decisions, thereby denying third parties immediate
remedies,”®? a limitation justified by courts by the need for enforcement
efficiency.® In Finland, the situation is comparable, with requests for
evidence generally not considered appealable decisions.?®* For instance, in
VAT enforcement,?® an initial written request does not carry the legal weight
of an administrative decision, and in the financial institutions sector, ignoring
such requests does not entail direct consequences.?®® This approach extends
to competition and data protection enforcement, where only enforcement
actions such as coercive fines trigger appeal rights.?8” The main advantage of
this approach for authorities is that such requests are typically prepared and
sent by the same investigator, often without any judicial or administrative
oversight until enforcement becomes necessary.

To the contrary, remedies are available against requests if they require
authorisation. Germany excludes preparatory investigative measures from
appeal, but only if they lack legal significance and do not interfere with an
individual’s legal sphere.”®® However, judicial orders authorising
investigatory measures during administrative proceedings may be subject to
judicial review. If an order is issued by an administrative authority court
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review is available only if explicitly provided by law. There remains
theoretical uncertainty regarding whether a third party may make use of such
a remedy based on a legitimate interest, such as the disclosure of personal
data.?®® A similarly unclear situation can be found in Luxembourg as regards
the third persons as the remedies seem to exclude them.?*° In France, judicial
review is available if an order is issued by a judicial authority, e.g. in customs
matters.””! Naturally, remedies remain available against administrative
decisions, particularly in case of enforcement of data requests, such as
through coercive fines. Remedies are available against Dutch administrative
decisions through internal administrative review, followed by an indirect
appeal to an administrative court.’? In Belgium, decisions made by
administrative authorities in competition, financial institutions, and data
protection matters—such as administrative fines—can be appealed before the
Market Court, which provides judicial oversight.*>® Similarly, in Germany,
third parties may seek judicial review against administrative fines, which are
considered administrative acts.?** In Finland, remedies generally consist of an
administrative review followed by judicial review.>®> Some areas, such as
VAT enforcement, require a mandatory administrative review by the
Adjustment Board before the matter may proceed to judicial review.?*® In
Luxembourg, there are multiple layers of administrative recourse against
sanctions, including requesting a reassessment by the issuing authority,
escalating to a hierarchical superior (e.g., a director), or appealing to the
supervising authority (e.g., a ministry). Judicial review is available against
any of these administrative decisions, provided that the third party can
demonstrate a ‘personal, direct, and legitimate interest’.>’” However, in the
financial institutions sector, some legal frameworks only provide for a review
of the substance of the case rather than the merits, limiting the scope of
challenges.*®

4.2. Safeguards available to the investigated person

Safeguards available to the investigated person in administrative
proceedings often stem from fundamental rights principles, yet they are not
always explicitly enshrined in the relevant legal frameworks. This lack of
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explicit recognition and detailed regulation raises concerns regarding legal
certainty and predictability for individuals facing investigation. While some
safeguards overlap with those afforded to third parties (see Section 3.1), the
investigated person benefits from additional protections due to their direct
involvement in the proceedings. These additional safeguards, however,
remain inconsistently applied across jurisdictions and enforcement areas,
leading to potential disparities in protection.

The right to notification and access to records in favour of investigated
persons also varies across jurisdictions. In France, under customs law, records
obtained through specific investigatory powers are systematically added to
the case file.??” In Germany, the investigated person must be notified of court
decisions that affect their rights, such as requests for login data. However,
there is no obligation to notify them of investigative actions taken by the
public prosecution, police, or administrative authority.>*® When subscriber
data is requested, notification is only required once it no longer risks
compromising the investigation’s purpose.*’! In the absence of notification,
the fair trial principle is ensured through access to the file.*** Furthermore,
in cases of voluntary surrender or seizure of data, both the data holder (e.g.,
OSP) and the affected individual must be notified.*”® Luxembourg’s
framework on non-contentious administrative procedures grants individuals
the right to access their administrative files, with exceptions for public or
private interests.>** However, in practice, access to records is often denied or
not provided in VAT matters.>*> In competition law, the principle of access is
upheld, but exceptions apply, such as legal privilege protecting
communications between lawyers and their clients.>%

The right to be heard is a fundamental safeguard ensuring that the
investigated person may present their side before adverse decisions are made.
In Germany, the accused must be heard before any evidence is used against
them in court proceedings.*"” In Finland, the right to be heard extends broadly
to claims and evidence, requiring authorities to notify the investigated person
before an administrative sanction is imposed or before a proposal for
sanctions is submitted to the court. Finland also provides broad access rights
to documents held by public authorities that may be relevant to the case.’%
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Luxembourg’s legal framework formally upholds the right to be heard,
requiring authorities to notify undertakings of the objections raised against
them and allowing at least a month for their observations.>” However, in
practice, the right is not always fully respected in areas such as VAT
enforcement, where individuals might not receive adequate notice or are
refused the opportunity to respond.*!? In Ireland, the right to be heard extends
to all administrative bodies when they are exercising any powers related to
the administration of justice.’!!

The availability and effectiveness of remedies for investigated persons
differ significantly across jurisdictions. In the Netherlands, remedies
available to third parties are also accessible to investigated persons, including
interim relief proceedings to challenge the relevance or nature of data
obtained by administrative authorities. Dutch case law has established that
individuals may challenge the inclusion of private or privileged information
in the evidence obtained during investigations.>!? Similarly, in Germany,
remedies for investigated persons align with those available to third parties.
In Luxembourg, VAT-related cases allow for administrative or judicial
complaints to be filed with the civil tribunal. However, issues arise regarding
the lack of legal personality of the tax authority, complicating the process.’!?
In contrast, France follows a different approach, where individuals cannot
challenge the legality of investigatory measures until the information
obtained is used as evidence against them. French case law permits affected
persons to sue the state in cases of serious misconduct. However, the lack of
immediate recourse during the investigative phase limits procedural
safeguards and oversight.*!* In contrast, Irish law provides a statutory right of
appeal from most administrative authorities.>'

5. TRANSFER AND ADMISSIBILITY OF DATA OBTAINED FROM
ADMINISTRATIVE INVESTIGATION POWERS

This section examines the legal frameworks governing the transfer and
admissibility of electronic evidence obtained by administrative authorities
from OSPs across the studied jurisdictions. The comparative analysis reveals
a fragmented and often underdeveloped regulatory landscape, where sector-
specific rules, informal cooperation mechanisms, and general administrative
principles coexist with limited harmonisation. While most jurisdictions
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adhere to the principle of free evaluation of evidence, the admissibility of data
gathered from third parties is subject to varying degrees of procedural
safeguards, particularly when such data is transferred between administrative
and criminal proceedings or across borders. The section highlights significant
disparities in the availability of enforcement mechanisms, the protection of
fundamental rights, and the legal certainty afforded to both investigated
persons and third parties. These findings underscore the pressing need for
clearer, more coherent standards to ensure the effective and accountable use
of electronic evidence in administrative punitive enforcement.

5.1. The transfer of data obtained from third parties

In all studied countries, there are no specific rules on the transfer of data
obtained from third parties, notably OSPs. The research identified diverse
legal bases concerning transfer of evidence between proceedings. The rules
governing the sharing of data vary widely depending on the authority
involved, the sector in question, and the intended purpose of the transfer.

5.1.1. Transfer of evidence at national level

One of the key concerns regarding the transfer of evidence at the
national level is the close interaction between administrative and criminal
proceedings, leading to potential risks of circumventing the procedural
safeguards specific to criminal investigations. In most jurisdictions, there is
no general framework governing these transfers. Luxembourg has a legal
framework for inter-administrative and judicial cooperation, though it
primarily concerns customs and tax administrations.’!® Nevertheless, some
similar rules can be found in several investigated countries among diverse
sectors.

The existence and scope of official secrecy for administrative
authorities vary across jurisdictions, with some countries imposing stricter
confidentiality rules than others. In the Netherlands, tax secrecy is particularly
stringent, restricting the disclosure of tax-related data solely for tax collection
purposes—even preventing access by courts.’!” Similarly, Dutch financial
and competition regulators are prohibited from repurposing confidential
information gathered in the course of their duties.*'® Luxembourg extends tax
secrecy even further, applying it beyond customs authorities to all public
bodies*!? and explicitly preventing the Competition Authority from accessing
tax-protected information, whether from judicial authorities or domestic and
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foreign tax administrations.??* More generally, Luxembourg upholds official
secrecy as a default rule across various sectors, including banking, financial
markets, and competition.’?! By contrast, Finland takes a more flexible
approach, allowing customs authorities to transfer information to the tax
administration and police when necessary.*?? Similarly, Belgium has adopted
a very flexible approach, allowing competition, financial institutions, data
protection, and VAT authorities to share confidential information with other
designated national administrative bodies.>?* By transferring this information,
the obligation of professional secrecy is also transferred.

Across jurisdictions, exceptions to official secrecy enabling data
transfers are common, but their scope and legal clarity vary significantly.
Some countries, like the Netherlands*** and Germany,**® adopt a more
restrictive and formalised approach: data may only be shared when explicitly
required by law or justified by necessity and proportionality, such as for
criminal investigations or judicial cooperation. In contrast, France*¢ and
Finland®*?” allow broader inter-agency data sharing, with France explicitly
excluding secrecy obligations for certain authorities and Finland mandating
cooperation with tax and financial regulators. Meanwhile, Italy*?® and
Belgium®? lack clear statutory rules and instead rely on Memorandums of
Understanding to facilitate cooperation, reflecting a more ad hoc and
potentially less transparent model.

Some jurisdictions impose stricter rules on data transfer, particularly by
limiting the purposes for which transferred data may be used. In Belgium,
cooperation in competition matters requires a formal agreement enshrined in
a royal decree, such as with the Belgian Institute for Postal Services and
Telecommunications.*** Finland also restricts the competition authority’s
ability to transfer data, permitting it only for judicial authorities, tax
administration, and financial regulators, and even then, only within the
narrow scope of electricity and natural gas supply supervision.*’!
Luxembourg enforces strict purpose limitations in the financial sector,
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prohibiting further use of transferred data unless explicit consent is
obtained.*?

Rules governing data transfers between administrative and criminal
authorities vary widely across jurisdictions, reflecting different balances
between enforcement efficiency and procedural safeguards. Some countries,
like France®*? and Luxembourg,*** impose a legal duty on administrative
bodies to report suspected criminal offences and transfer relevant data to
judicial authorities, ensuring systematic cooperation. Others, such as
Finland**® and Ireland,**® adopt a more discretionary model, where reporting
is optional or based on voluntary cooperation. Belgium presents a mixed
approach: while VAT authorities routinely share data with prosecutors,*’
other bodies like competition and data protection authorities rely on informal
practices, often contingent on prosecutorial willingness.**® Germany and Italy
take a more restrictive stance, requiring that data transfers meet specific legal
thresholds—Germany limits transfers to cases involving distinct offences,*’
while Italy mandates compliance with criminal procedure rules and
evidentiary safeguards.>**

The transfer of data from judicial to administrative authorities is
permitted in all studied jurisdictions, but the conditions and safeguards vary
considerably. Some countries, like the Netherlands and Italy, allow such
transfers under strict procedural conditions: Dutch courts permit the use of
criminal evidence in administrative proceedings if judicial oversight is
ensured—a practice upheld by the ECtHR*! but controversial among
scholars—>** while Italy requires compliance with the double-proportionality
test established by the ECJ, despite lacking explicit national rules.’*
France*** and Luxembourg adopt sector-specific approaches, granting
prosecutors discretion to share data, though Luxembourg requires judicial
authorisation when criminal investigations are ongoing.>*> Germany applies
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consistent safeguards for both directions of data exchange, ensuring legal
symmetry.**® In contrast, Finland and Belgium impose stricter controls:
Finland mandates the destruction of surplus judicial data unless explicitly
authorised for administrative use,**’ and Belgium requires prior approval
from judicial authorities for transfers involving ongoing criminal
procedures.>*®

5.1.2. Transfer of evidence at international level

EU law offers many specific rules on administrative cooperation at
supranational level.**° Overall, these legislative acts limit grounds for refusal
when transferring data within the EU for administrative cooperation.
However, at national level, rules on transfer of evidence at international level
remain very diverse.

International data transfers by administrative authorities are governed
by diverse national rules, reflecting varying levels of restrictiveness and legal
clarity. Countries like the Netherlands**° and Germany?>! adopt a formal and
cautious approach: transfers are only allowed to foreign authorities
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performing comparable functions, often requiring explicit authorisation or
court orders. Finland similarly limits transfers through a strict purpose
limitation principle.*> Luxembourg and France follow sector-specific
models, with Luxembourg imposing stringent confidentiality and use
restrictions—especially in financial and customs matters*>>—while France
allows exchanges based on reciprocity and functional equivalence.’>*
Belgium permits broader sharing under competition law but faces practical
constraints due to professional secrecy and procedural inconsistencies.’> At
the other end of the spectrum, Ireland lacks a binding legal framework and
relies on non-binding Memorandums of Understanding, offering flexibility
but less legal certainty.>®

5.2. The admissibility of data obtained from third parties

In most jurisdictions, there are no specific rules governing the
admissibility of data obtained from third parties, meaning that general rules
of evidence apply. Administrative proceedings across various countries
generally follow the principle of free evaluation of evidence, according to
which any information may be used as proof unless it is manifestly improper
or obtained in violation of fundamental rights (NL,*>’ FR,** GE,*° F1,*%
BE,! LU%2 1T3%, PL3%%). As literature and case law regarding admissibility
of evidence gathered in administrative proceedings is limited, many countries
refer to criminal procedure standards.

Admissibility of evidence in administrative proceedings is generally
governed by broad principles, but national approaches differ in how strictly
they apply safeguards. The Netherlands and Germany apply nuanced
balancing tests: Dutch courts may exclude evidence that violates fundamental
rights or lacks proportionality,’®> while German courts assess whether the
state’s interest in prosecution outweighs individual rights and only admit
transferred evidence if it could have been lawfully obtained in the receiving
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proceeding.**® France, by contrast, exercises limited judicial scrutiny over
admissibility.’®” Finland and Belgium adopt stricter standards in
administrative contexts, with Finnish authorities barred from using evidence
that would be inadmissible on appeal,*®® and Belgian regulators—especially
in data protection and finance—applying cautious, criminal-law-inspired
standards.’®® Luxembourg and Italy take a more procedural approach:
Luxembourg requires legal acquisition and proper communication,*’® while
Italian authorities assess admissibility case by case.?”!

Sector-specific regulations may impose broad admissibility conditions.
In Belgium, competition law explicitly allows various forms of evidence,
such as documents, electronic messages, and recordings, but evidence is
inadmissible if formal conditions are not met, reliability is compromised, or
its use contravenes the right to a fair trial.>’? In contrast, rules on admissibility
of evidence are not expressly provided by banking law, financial markets law,
and data protection law, they apply, voluntarily, rules on criminal procedures
by analogy.’”® Similarly, Luxembourg’s competition authority accepts a wide
range of evidence, and information obtained is generally admissible unless
controlled by specific procedural requirements, and the VAT authority admits
evidence based on the records of its agents.>”*

When it comes to international data transfers, Dutch administrative
authorities must verify that the foreign authority providing the data maintains
an equivalent level of rights protection, ensuring compliance with fair trial
principles.’”> However, they are not required to verify the legality of how the
data was obtained by the foreign authority, as this responsibility rests with the
originating jurisdiction.’’® Differently, the German Federal Court of Justice,
in Encrochat decision, has further listed exhaustive reasons for declaring
evidence inadmissible following an international transfer in criminal
proceedings, which might be later transposed to administrative
cooperation.?”’
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6. CONCLUSIONS

The preceding analysis reveals a landscape where, despite the
increasing digitisation of society, administrative authorities have so far
demonstrated a limited appetite for gathering electronic evidence from third
parties, particularly online service providers (OSPs), often preferring
traditional gathering evidence from persons concerned by the investigation.
However, this approach is beginning to evolve, with a growing recognition of
the potential and necessity of leveraging electronic evidence in administrative
enforcement across various jurisdictions.

The study revealed structural variations in administrative punitive
enforcement, with some countries clearly separating administrative and
criminal proceedings while others operate under dual systems or blended
approaches. Furthermore, the lines between supervisory and investigative
functions within administrative enforcement are often blurred. Importantly,
there is a growing acknowledgement that many administrative punitive
proceedings possess a ‘criminal nature’ under the jurisprudence of the
ECtHR, necessitating the application of enhanced procedural safeguards.

The legislative frameworks governing administrative investigations
present a contrast between comprehensive general laws and fragmented
sector-specific regulations. Administrative authorities generally possess both
specific and general powers to gather data from third parties, including OSPs,
though the categories of addressees, the types of data accessible, and the
conditions for requesting this information differ significantly across countries
and sectors. What has been clearly demonstrated is that the laws offer
abundant opportunities to request data from persons concerned, but those
laws either do not apply or oftentimes it is unclear whether they apply to third
parties (e.g., the OSPs). Their open formulation, however, on many occasions
offer the possibility for them to be used to request data from third parties.

While foundational legal principles such as proportionality and the right
to be heard underpin these proceedings, their specific application and
protection vary. Notably, safeguards towards third parties subject to these data
requests are limited and inconsistent, which can be explained by the fact that
they are usually not written having in mind such data requests. This raises
concerns about legal certainty and the protection of fundamental rights.

The transfer of data obtained through administrative investigation
powers, both at national and international levels, relies mostly on general
principles of cooperation and often varies significantly depending on the
authorities and sectors concerned. Similarly, the admissibility of such data is

provisions of the law of mutual assistance that protect individual rights; violations of
provisions of the constitution, especially an encroachment on fundamental rights; and
violations of specific provisions in procedural law.
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largely governed by the principle of free evaluation of evidence, with many
jurisdictions drawing analogies from criminal procedure in the absence of
specific administrative law precedents.

In conclusion, this research reveals that administrative punitive
enforcement, at least in its legal framework and practice, seems to be less
advanced in recognising the potential and need for electronic evidence,
contrary to criminal enforcement.>’® The research demonstrates that there is a
noticeable lag in the comprehensive regulation of data access, particularly
concerning information held by third parties in administrative proceedings,
hence showing a need to adapt to the challenges of adapting to the digital age.
The limited and inconsistent guarantees and remedies available to both third
parties and the investigated person underscore the need for further reflection
and the development of clearer legal standards at the crossroad of
administrative and criminal law.

378 See a comprehensive analysis in V. Franssen, S. Tosza (eds.), The Cambridge Handbook
of Digital Evidence in Criminal University Press, 2025.



