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ABSTRACT

By 2026, the European Union will introduce digital identity wallets to its citizens, residents, and organisations. These wallets will
have far-reaching implications for how public and private sector organisations interact with their users—some evident, others less.
In this paper, we synthesise several years of pioneering experience with the wallet-based model to understand its opportunities and

challenges. We discuss how the model can not only streamline organisational identity and access management but also generate

broader value for organisational processes. We then unpack the challenges that come with its implementation and navigating the

emerging wallet ecosystem. We conclude with a step-by-step guide for successfully implementing the wallet-based model.

1 | Introduction

Secure identification and authentication are important for any
organisation that offers or uses digital services (Miebach 2023;
McKinsey and Company 2020). However, today's identity and
access management (IAM) typically relies on multiple ‘frag-
mented’” accounts—one for each digital service. Keeping track
of these accounts and managing their corresponding username-
password combinations is tedious and frustrating for users and
organisations (Cram et al. 2021; Bhargava 2024). In an effort
to improve security, organisations often implement complex
password policies that can further complicate password man-
agement. In addition to these complex policies, the fragmented
accounts model can also be very costly for organisations, par-
ticularly when user enrollment requires in-person visits, video
identification processes, or the manual verification of physical
identity-related documents (Sedlmeir et al. 2021).

Although there are possible remedies to these problems—
for example, in the form of passkeys for passwordless

authentication (Lassak et al. 2024) or single sign-on (SSO)
services offered by BigTech companies and specialised iden-
tity providers (Cybersecurity and Infrstructure Security
Agency 2024)—these approaches still do not allow users to
retire their physical identity documents, such as their national
identity cards or driver's licences. Moreover, SSO providers
can build detailed user profiles across various digital services,
making them attractive targets for hackers and foreign intelli-
gence agencies (Guo 2024). There have also been several cases
in which SSO providers deleted or froze user accounts without
cause and did not correct these actions once their error had been
detected (for a particularly egregious case, see Hill 2022). The
affected users lost access to all accounts connected with the SSO
service. Consequently, many regulators, organisations, and cit-
izens are wary of SSO-related dependencies and privacy risks
(Zuboff 2015; Weigl et al. 2022).

Increasing awareness of the limitations of the fragmented and
SSO models has inspired an alternative model that puts users
centre stage. In this ‘portable’, ‘self-sovereign’, or ‘wallet-based’
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model (Gartner 2024; Babel et al. 2025), users—such as individ-
uals, organisations, and smart devices—manage their digital
identities with the help of wallet applications. These digital iden-
tity wallets store cryptographic keys and collect digital attesta-
tions of identity attributes from different trustworthy issuers,
such as governments and certified companies. Digital attesta-
tions are not only convenient; digital signatures also make them
more difficult to manipulate than physical identity documents
(Lacity et al. 2023). Moreover, the source-verifiable identity at-
tributes contained in these digital attestations can be used to
streamline organisational IAM and potentially many other or-
ganisational processes (Rieger et al. 2024).

In 2024, the European Union (EU) decided to take a bold step
in realising the opportunities provided by this new model. With
its revision of the 2014 electronic Identification, Authentication
and Trust Services (eIDAS) Regulation, the EU introduced a
new European Digital Identity Framework that requires all
member states to provide European citizens, residents, and or-
ganisations with a digital identity wallet by the end of 2026
(European Commission 2024b). These wallets will be able to
store government-issued identity documents, such as national
electronic identities, driver's licences, and university diplomas
for citizens and residents, or business licences and permits for
organisations. Moreover, they will offer standardised means to
request, store, and present non-government-issued documents,
such as customer loyalty cards, flight tickets, sports membership
cards, and access keys for buildings.

Thesupportofidentification and authentication with these digital
identity wallets will be mandatory for various public and private
sector organisations (European Commission 2024b), including
public utilities, very large online platforms, and service provid-
ers in multiple industries that require strong customer authen-
tication, such as financial services. As such, these wallets will
go substantially beyond the scope of established identification

infrastructures. These plans are in line with similar efforts
in other countries and provinces, such as Bhutan and British
Columbia (Canada) that have introduced their own digital iden-
tity wallets or are in the process of doing so (e.g., Switzerland)
(Swiss Federal Authorities 2024). Several US states and the UK
are also working towards making identity-related documents,
such as driver's licences (American Association of Motor Vehicle
Administrators 2025; Kendix and Clatworthy 2025), available
on mobile phones.

However, adopting the wallet-based model can be a challenge
for many organisations. The full opportunities of wallet-based
identification can be difficult to realise, and implementation is
often complicated by limited technological maturity, existing
fragmented IAM approaches and systems, and the still emerg-
ing wallet ecosystem. In this paper, our objective is to provide
actionable guidance on how public and private sector organisa-
tions can leverage the advantages and navigate the challenges of
the wallet-based model. This guide is based on several years of
experience and deep insights into 12 successful and unsuccess-
ful digital wallet projects (see Table 1).

We begin with an overview of how the wallet-based model works
and its origins before exploring the model's organisational op-
portunities in Section 3. In particular, we discuss how digital
identity wallets can streamline organisational identification and
authentication processes—especially for customers or employ-
ees from other organisations—and how different identity attri-
butes may be useful for organisational processes beyond IAM
in the future. Section 4 then explores the challenges of imple-
menting the wallet-based model, ranging from limited techni-
cal maturity to integrating digital identity wallets with existing
IAM systems. We also examine the complexities of navigating
the evolving digital wallet ecosystem. In Section 5, we condense
the insights we gained from the 12 digital wallet projects into
a step-by-step guide for implementing the wallet-based model.

TABLE1 | Digital wallet projects in which at least one of the co-authors was deeply involved.

ID Project focus Sector/industry Duration Success

1 Wallet-based solution for car registration Private (OEM, automotive industry) Sep 2019-Mar 2020 Abandoned
2 National identity wallet Public (federal agency) Jan 2021-Oct 2021 Abandoned
3 Wallet-based solution for B2B ordering Private (SME, IT services industry) Sep 2020-Mar 2023 Abandoned
4 National strategy for digital identity wallets Public (ministry) Jan 2022-Today Ongoing

5 Wallet-based digital diploma solution Public (EU member Apr 2018-Today In piloting

state partnership)
6 Wallet-based solution for asylum applicants Public (federal agency) Jul 2020-Dec 2020 Abandoned
7 Wallet-based IAM solution for employees Private (IT services industry) Sep 2019-Feb 2020 In production
8 Wallet-based on-site access control solution Private (construction industry) Feb 2020-Today In production
9 Wallet-based IAM solution for members Private (non-profit organisation) Aug 2020-Dec 2023 Abandoned
10 Wallet-based IAM solution for employees Private (mobility industry) Apr 2020-Sep 2020 Abandoned
11 Wallet-based attestations of eligibility Public (municipality) Aug 2020-Jan 2023 Abandoned
for governmental citizen support
12 Network credentials and cross-ecosystem Public/private (consortium) Apr 2024-Today Ongoing

interoperability for digital wallets

Information Systems Journal, 2025

85U017 SUOWIWIOD 8Aa.D 8|ceoljdde ay) Aq peusenob afe sspolife YO @sn Jo SN 104 Azeiqi8UIUQ A8 |1 UO (SUORIPUOD-PUR-SWLBIAL0D A8 |IM" ARl 1 BUUO//SANY) SUORIPUOD Pue SWie 1 81 885 *[5202/80/TT] Lo Ariqiaulluo A8|IM ‘60002 BI/TTTT OT/I0p/ w00 A8 imAleiq Ut |uoy/ Sty wo.y papeojumod ‘0 ‘S/GZS9ET



Appendix A provides an overview of our data collection and
analysis for these projects.

2 | Background on the Wallet-Based Model

When a user wants to access a digital service in the wallet-
based model, the providing organisation—called the verifier
or relying party in this context—can send a so-called proof
request. This request specifies the required identity attri-
butes and who the relying party considers trustworthy issuers
(Glockler et al. 2023). The user's wallet then verifies if the re-
lying party is allowed to request this information and collects
the requested identity attributes, such as legal age, from differ-
ent digital attestations it has stored in the past. Upon the user's
consent, the wallet sends the requested identity attributes to
the relying party—together with cryptographic proofs of the
attributes’ correctness derived from the digital signatures on
the corresponding attestations (European Commission 2016).
The relying party, in turn, can check the validity of these proofs
and the identities of the corresponding issuers. In addition to
this identification and authentication process, users can also
utilise their digital identity wallets to create robust electronic
signatures on digital documents.

Implementing the wallet-based model at scale requires the avail-
ability of public ‘trust registries’, which map issuers and relying
parties to the cryptographic keys they use to sign digital attesta-
tions and request presentations (European Commission 2025b).
Trust registries can also provide digital attestation templates, set
rules for the types of identity attributes organisations have per-
mission to request from digital identity wallets, and offer details
on revoked attestations (Schlatt et al. 2022). Many early trust
registries were conceptualised or implemented with blockchain
technology. However, the privacy challenges of using blockchain
often outweigh the technology's benefits, and there is currently
no mention of blockchain in the EU's architecture and reference
framework, which specifies the different components of the
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FIGURE1 | Rolesand interactions in the wallet-based model.

EU's future wallet ecosystem (European Commission 2025b).
Figure 1 offers an overview of the relevant stakeholders and com-
ponents, as well as their interactions, in the wallet-based model.

The EU's idea to introduce digital identity wallets is not new;
the concept of digital identity wallets has been around since the
introduction of digital (server) certificates (Anderson 2011), and
their use was explored in the 2000s and early 2010s by several
large-scale research projects (European Commission 2016).
These efforts, along with increasing interest in blockchain-based
payment and identity wallets, inspired various grassroots proj-
ects in the US and Europe during the second half of the 2010s,
such as Sovrin (Windley 2021). The wallet-based model received
another boost during the COVID-19 pandemic, with the intro-
duction of digital vaccination certificates and COVID vacci-
nation passport apps (European Commission 2021). However,
most of the blockchain-based and COVID-19 wallets remained
limited in scope and usability.

This changed when the EU decided to overhaul its 2014 elec-
tronic Identification, Authentication and Trust Services
Regulation. The updated regulation requires all EU member
states to provide their citizens, residents, and organisations
(‘legal persons’) with interoperable digital wallets by the end of
2026 (European Commission 2024b). The member states' gov-
ernments and various private sector organisations, such as utili-
ties, financial service providers, and large digital platforms, will
be required to support identification and authentication with
digital identity wallets. In parallel, the EU has initiated several
large-scale pilot projects and adopted a comprehensive set of
implementing acts that specify the capabilities of these wallets,
standards for issuing and verifying digital attestations, the legal
effect of these attestations, and the certification process for wal-
lets. However, the development of digital identity wallets is not
only driven by European governments. Apple and Google, for
instance, are integrating various important attestations, such
as driver's licences and biometric passports, into their wallets
(Apple 2025; Google 2025a).
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3 | Organisational Opportunities of the
Wallet-Based Model

This new infrastructure for managing digital identities opens
up several cost-saving possibilities in organisational TAM.
Organisational IAM is concerned with the secure and reliable
identification and authentication of customers, employees, and
business partners, as well as the process of granting these users
access to organisational resources (Smith and McKeen 2011).
Figure 2 summarises the key steps in what is called the IAM
lifecycle. In Step 1, new users are identified and enrolled in the
organisation's IAM system. These may include, for instance,
customers who are identified and enrolled by a customer-facing
application, new employees who are identified and enrolled by
the human resources department, and business partners who
are onboarded by their partner unit and/or partner management
department. In a second step, the application or the partner unit
secures the necessary approvals for modifying the user's access
authorisations (Step 2). The IAM system then updates these au-
thorisations accordingly, which in some cases requires manual
intervention from administrative staff (Step 3). Lastly, when a user
is off-boarded, their authorisations must again be modified (Step
4). This situation occurs, for instance, when a customer deletes
their account, an employee leaves the organisation, or a business
partner chooses to no longer do business with the organisation.

In addition to joining and leaving, two other situations can require
modifications to access authorisations. First, when employees
move to a different organisational role, they may need new au-
thorisations (Steps 1-3) and a subset of their existing authorisations
may require modification (Step 4). Second, in security-critical do-
mains, access authorisations must periodically be audited in what
is called re-certification. During this process, the compliance of
access authorisations with certain security policies is verified at
the application level. An example of such policies is the four-eyes
principle, which enforces segregation of duties when managing
critical resources. Another common security measure is forensic
analyses of access logs or verifying if the list of authorised users
for an application includes employees who have previously left the
organisation. If any compliance violations are spotted, they can be
resolved by a corresponding access modification.

Current IAM systems are often inefficient or ineffective in
supporting all steps of the IAM lifecycle. The onboarding pro-
cess for new bank customers (Step 1), for instance, is subject

> Step 1: Access modification

request (Join)

Access modification request
(Move, Re-certification)

Step 4: Access
removal (Leave)

Governance &
Assurance Activities

FIGURE2 | Key stepsin the IAM lifecycle.

to a variety of know-your-customer requirements (Ruce 2011;
European Banking Authority 2022). To comply with these re-
quirements, banks often manually process scans of physical
identity documents or letters of attorney, which are costly and
prone to errors. For foreign documents, verification is particu-
larly challenging (Schlatt et al. 2022). The wallet-based model
will allow many organisations to eliminate the need for these
physical identity documents and streamline their know-your-
customer processes. As attestations issued and presented ac-
cording to the rules of the European Digital Identity Framework
can meet the highest security standards (‘levels of assurance’)
(European Commission 2024b), this will even be possible in
strongly regulated industries, such as financial services.

Step 3 can equally benefit from the wallet-based model and
attribute-based access control (ABAC)—a key prerequisite to take
advantage of the wallet-based model beyond user authentication.
In simple IAM systems, access provisioning is implemented by
adding a user's identifier to an application's access control list. In
more sophisticated IAM systems, applications are configured to
provide access based on the user's organisational role(s). ABAC
is an evolution of this ‘role-based access control’ model (Glockler
et al. 2023). It links users to a set of identity attributes and grants
access authorizations based on specific combinations of these at-
tributes. ABAC is especially useful when organisations require
access control that is not only flexible but also manageable and
auditable (Hu et al. 2019; Glockler et al. 2023). The wallet-based
model extends the pool of identity attributes usable for ABAC from
those in IAM databases to attributes issued by trustworthy ‘exter-
nal’ organisations and provided by digital identity wallets. These
external attributes can be used the same way as ‘internal’ attri-
butes. For instance, in Project 8, the wallet-based model enabled
dynamic and streamlined access control for subcontractors and
their employees based on digital employment attestations issued
by the subcontractors. Lacity and Carmel (2022) describe similar
benefits for laboratory access.

The logical separation of identity attributes and access rule sets,
as well as the source verifiability of identity attributes, can also
help with continuous auditing and re-certification processes.
The potential audit cost reductions in Project 8 were substantial
because steps such as manually comparing each application’s
access control lists with those of current or former users could
be eliminated. The separation of rule sets for obtaining identity
attributes from a wallet and the rule sets for access based on

Step 2: Access modification
approval

Step 3: Access modification
(Provisioning)
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these attributes also fosters greater transparency and automa-
tion in re-certification. Moreover, the direct exchange of identity
attributes between digital wallets and individual applications
readily supports elevated security requirements and paradigms,
such as zero-trust architectures (Lacity and Carmel 2022). Last,
the revocation (and potentially re-issuance) of digital attesta-
tions allows for the immediate withdrawal of access authorisa-
tions if a user leaves or moves within an organisation, avoiding
the accumulation of undue authorisations in what is often called
‘shadow identities’. In Projects 7 and 10, the strong selling point
for the wallet-based model was exactly this ability to easily and
quickly eliminate employee access during off-boarding.

A more overarching TAM benefit of the wallet-based model is its
high degree of disclosure control (important for, e.g., Projects 2
and 5). More specifically, many digital attestations support selec-
tive disclosure, which maintains the cryptographic verifiability of
identity attributes while only transferring the necessary parts of
an attestation. Especially in contexts where sensitive data is being
processed, meeting strict privacy and security requirements is
crucial but can be costly. For instance, age-verification processes
often require the submission of a passport or ID card scan, which
includes highly sensitive information beyond age. With the wallet-
based model, only the date of birth would be processed. This selec-
tive disclosure logic (European Commission 2024b; Glockler et al.,
2023) allows organisations not only to comply with data privacy
requirements, such as those imposed by the EU's General Data
Protection Regulation, but also helps them to reduce the amount
of sensitive identity information they need to process and store.
This automatically reduces the costs of securing information from
attacks or breaches (McNulty 2007), as well as the costs of pre-
ventive compliance, such as privacy impact assessments. Selective
and secure data processing with digital identity wallets may also
help increase customer trust by limiting customer data collection
(Morey et al. 2015; Berinato 2014).

Disclosure can be reduced even further with enhanced cryp-
tographic techniques. Zero-knowledge range proofs, for instance,
allow organisations to record only the results of age verification
checks and the confirmation that these checks relied on source-
verifiable identity attributes, without processing the sensitive data
itself (Miebach 2023; Google 2025b). In Project 8, we observed
that these proofs also enable organisations to completely avoid the
costly processing and storing of government-issued personal iden-
tification data, such as legal names and dates of birth.

In the future, the wallet-based model may also offer opportu-
nities beyond organisational IAM. These opportunities will be-
come available with organisational identity wallets (‘business
wallets’) for the exchange of verifiable data with individuals
and other public and private sector organisations (European
Commission 2025a). For instance, organisational identity wal-
lets can provide reliable data for verification processes in sup-
plier networks, such as certifications of fair labour practices.
Some early movers have also begun to work on streamlined
electronic payment processes. The idea behind these efforts is
that organisational identity wallets can support the secure and
seamless identification of sending and receiving organisations,
and electronic invoices implemented as digital attestations can
support end-to-end verifiable audit trails. Digital attestation ex-
change between organisational wallets may also support secure

and auditable product passports (e.g., for textiles and batteries)
(Heef et al. 2024). However, most of these additional opportu-
nities from organisational identity wallets are still in a concep-
tual stage.

4 | Implementation Challenges

Implementing the wallet-based model can be challenging.
Several technical specifications and capabilities are still under
development, which may deter organisations with high security
requirements. Many organisations also have different IAM sys-
tems for different user groups. Depending on the desired scope
of the wallet-based model, organisations need to introduce
ABAC and ‘translation agents’ for all of these systems. A third
layer of implementation challenges results from the still-nascent
nature of the digital wallet ecosystem (Lacity et al. 2023; Schlatt
et al. 2022).

4.1 | Technical Maturity Challenges

Due to limited maturity, many technical aspects of the wallet-
based model still require specification and certification by stan-
dardisation bodies, such as the European Telecommunications
Standards Institute or the National Institute of Standards and
Technology in the US. This lack of certification and standard-
isation was a key factor contributing to the failure of Project
2, an early pilot project in one of the EU member states. The
project had to be abandoned because it relied on an advanced
technology stack, which included various untested technol-
ogies, such as blockchain and zero-knowledge proofs. These
technologies did not meet basic security requirements, such
as protecting cryptographic material within secure hardware.
The technology stack for European digital identity wallets has
been vetted more thoroughly, and advanced cryptography, such
as zero-knowledge proofs, will likely be deferred to a later stage.
However, many of its elements have yet to be standardised and
certified, which may deter various organisations subject to strict
security requirements.

A second source of uncertainty comes from mobile phone man-
ufacturers and operating system providers. Security consider-
ations will often require digital identity wallets to have access to
the mobile phone's near-field communication chips (for offline
interactions) and secure hardware components. However, many
cheaper or older mobile phones do not have these components,
and certain manufacturers restrict access. Several organisations
have also developed their own solutions to compensate for these
problems. The wallet-based model may thus limit bring-your-
own-device policies. In Project 3, for instance, an IT service
provider was limited to high-end business phones. Integrating
private phones was not possible.

4.2 | Organisation-Level Challenges

Organisations can often use so-called translation agents to obtain
source-verified attributes from digital wallets and then easily in-
tegrate them into their existing ABAC-ready IAM systems. Such
agents were implemented in Projects 7, 9, and 11. The translation
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scenario in Project 7, for instance, was the following: When an
employee wanted to log into an application, the translation agent
sent a request for the attribute ‘employer’ in the user's ‘employment
credential’ to the user's wallet, to which the user could respond
with a matching attribute presentation. This attribute presenta-
tion was then processed by the translation agent and validated
against certain rules, such as the attribute originating from one of
the organisation's or their partners' employment credentials. Upon
validation, the translation agent forwarded the attribute presen-
tation to the organisational IAM systems—much like authentica-
tion with an SSO service via a security assertion markup language
token—and the user was logged in.

The introduction of translation agents can be relatively straight-
forward when IAM architectures are clean, few interfaces to
existing enterprise IT components need to be built, the num-
ber of stakeholders involved in the conceptualisation and im-
plementation process is low, and translation agents are readily
available from various vendors. However, even in such cases, the
wallet-based model can be difficult to implement when there is
no reliable internet connection during the identification process.
Especially in Projects 8 and 11, it became apparent that offline ca-
pabilities can make or break the case for the wallet-based model.

Another organisation-level implementation challenge is to en-
sure that identity attributes remain up-to-date. The Sarbanes-
Oxley Act, for instance, requires financial service providers in
the US to establish auditable and real-time access control. The
access authorisations of employees who are transferred within
the organisation or leave the organisation need to be immedi-
ately checked and, if necessary, revoked (also known as joiner-
mover-leaver controls). Specific organisational processes may
thus require a periodic refresh of the transmitted identity at-
tributes. Such a refreshing typically involves the revocation
(invalidation) and re-issuance of digital attestations. While re-
vocation is an integral part of many digital identity wallets, the
integration of externally validated attributes lowers the degree
of control over the timeliness of revocation, which can only be
exercised by the corresponding issuers.

4.3 | Ecosystem-Level Challenges

The third challenge layer is the still-nascent wallet ecosystem.
In the wallet-based model, organisations must decide which is-
suers they trust to provide identity attributes. Keeping track of
these issuers in a large-scale wallet ecosystem can be daunting.
One way to address this issue is to establish a trust framework
that outlines the criteria for trustworthy issuance. In Project 5,
the European Blockchain Partnership introduced such a frame-
work for university diplomas. Each member state can designate
a so-called Trusted Accreditation Organisation that maintains
a list of legitimate universities in the member state (European
Commission 2024a). In Project 8, the introduced trust frame-
work established specific rules for industry players who digi-
tised paper documents into digital attestations. In Project 12,
the trust framework specifies rules for creating and exchanging
‘network’ attestations between organisations.

Another ecosystem-level challenge is value co-creation. In
the wallet-based model, most value accrues to digital service

providers who benefit from streamlined authentication processes
and source-verifiable identity attributes (Lacity et al. 2023).
Issuing digital attestations and maintaining the related trust
registries, in turn, can be very costly. Just like many other identi-
fication solutions, the wallet-based model hence faces a ‘chicken-
and-egg’ problem: Without a significant number of issuers and
verifiers, there is limited value in implementing the wallet-based
model, and without value-sharing with issuers and trust registry
operators, there is no incentive to issue source-verifiable identity
attributes and operate these registries (Schlatt et al. 2022).

We saw the effects of this challenge in Project 5. Early in 2023,
the European Commission began to argue that it did not have
the mandate and budget for maintaining a diploma trust reg-
istry. The EU member states would have to assume respon-
sibility and fund the registry through a European Digital
Infrastructure consortium. It took the member states almost
one and a halfyears to set up and fund this consortium. We saw
a similar problem in Project 1. In this project, a large automo-
tive company developed a prototype to showcase how digital
wallets for cars and car owners could digitise the car registra-
tion process and create substantial cost and time savings for the
manufacturer and car owners. However, the project's partner
municipality did not have sufficient resources to implement a
translation agent and was not ready to effect the necessary pro-
cess changes.

5 | Step-By-Step Implementation Guide

The wallet-based model may appear to be a costly compliance
requirement that the EU imposes on many public and private
sector organisations. However, it also offers opportunities when
organisations use it to make their organisational ITAM more ef-
ficient and secure, or when they can create broader organisa-
tional value from organisational identity wallets. We now turn
to four major steps organisations can take to realise these op-
portunities and successfully implement the wallet-based model
(see Figure 3).

5.1 | Step 1: Ensure Strategic Readiness
for the Wallet-Based Model

Many organisations do not approach digital identity man-
agement strategically. Instead, IAM decisions are made at
the application level—sometimes by the IT department and
sometimes by business units without the necessary expertise
and budget. The result is often a maze of short-sighted TAM
solutions that increase complexity, lead to vendor lock-in, and
make it difficult to react to new requirements and opportu-
nities (such as in Project 10). It can also be costly when new
regulations, such as the Digital Operational Resilience Act,
and corresponding compliance and security audits require ex-
tensive redesign.

As a first remedial step (Step 1a), organisations should establish
a strategic policy for their organisational IAM. This policy will
need to be broad. It should include traditional users such as em-
ployees, customers, and business partners (as in Projects 3 and
8) as well as ‘machine’ users, such as software agents and smart
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FIGURE 3

devices. For each user group, the policy should define clear roles
and responsibilities and then explain the organisation's required
and preferred identity model(s).

The organisational IAM policy should be complemented by a
strategic policy for ‘flowing identity attributes’ (also known as
‘bring your own identity attributes’) that supports the wallet-
based model for more than multi-factor authentication (Step
1b). This second policy should mandate ABAC and specify that
trustworthy ‘external’ identity attributes can be used in organ-
isational IAM (such as in Projects 7 and 8). It should also state
that these attributes can be used in organisational processes be-
yond IAM. The ABAC mandate is especially important where
organisational IAM is still based on password-based authenti-
cation and role-based access control, and in particular where
access control policies are poorly documented.

Third, organisations should consider selecting a strategic tech-
nology partner (optional Step 1c). Most organisations will not
need to build their own digital identity wallets and the corre-
sponding standardised interfaces for attestation issuance and
verification themselves. Bringing in a strategic technology part-
ner can help organisations develop a better understanding of the
technical peculiarities of the wallet-based model, guide them
throughout the implementation process, and implement cus-
tomised solutions, if necessary.

5.2 | Step 2:Select and Prepare Focus IAM Areas
for the Wallet-Based Model

Most organisational opportunities of the wallet-based model
depend on other organisations issuing trustworthy ‘external’
identity attributes. Until this becomes more widespread, or-
ganizations should identify ‘focus’ areas where they can seize
opportunities independently (Step 2a). A good example is cus-
tomer and employee IAM, where an organisation can act as
both the issuer and relying party (such as in Projects 7, 9 and
10) and ensure the availability of a minimum viable collec-
tion of trustworthy identity attributes within their customers’
or employees’ wallets (e.g., by means of an employee creden-
tial). For instance, in Project 7, a wallet-based employee IAM

| Steps for successfully implementing the wallet-based model.

Step 3 Step 4
Prepare focus-area Engage in the nascent
IAM systems wallet ecosystem
e R e R
Step 3a Step 4a

Implement translation agents
for the focus-area IAM
systems

Become engaged with the
EU’s large-scale pilot

projects

- J

-

Step 3a
Develop data models and
provision procedures for the
focus-area IAM systems

Step 4b
Approach relevant issuers
and establish value co-
creation and sharing logics

\§ J J
Step 3c (optional) Step 4c (optional)
Complete a pilot for one of Complete a pilot with
the focus areas prospective issuers and other
L ) L ecosystem participants )

system was successfully operational within 6 months, whereas
a broader implementation would have required significantly
more time. These focus IAM areas will allow organisations to
learn and be prepared once externally validated identity attri-
butes become available.

For at least one of the focus areas, organisations may consider
a proof-of-concept project (optional Step 2b). Such a project
will expose IT architects to wallet interfaces and backends
and allow them to establish an in-depth understanding of
the opportunities and challenges of integrating digital iden-
tity wallets. For instance, a proof of concept can help identify
missing prerequisites in existing IAM systems (e.g., offline ca-
pabilities or project-dependent access rights). These insights
can then be looped back to the IAM development or configu-
ration teams (Project 8).

As a complementary activity, organisations should initiate
the necessary organisational change processes (Step 2c). They
should begin by familiarising their process designers and
managers with ‘flowing identity attributes’ and the possibil-
ity that trustworthy identity attributes can be issued by other
organisations (such as in Projects 8 and 10). In addition, they
should provide guidance on how to select the ‘right’ attributes
and the security measures required for their protection.

5.3 | Step 3: Prepare Focus-Area IAM Systems

Even with a clear strategy and promising focus areas, imple-
menting the wallet-based model can be challenging when differ-
ent user groups in an organisation are managed with different
IAM systems. For each of these systems, organisations should
implement translation agents that allow their applications to
receive identity attributes not only from organisational IAM
databases but also from digital identity wallets (Step 3a). This
implementation can be quite costly (such as in Project 10). In
addition, organisations also need to develop data models and
procedures that identify and track source-verifiable attributes as
they move through organisational processes and databases, and
update these attributes as needed (Step 3b). Many organisations
may also benefit from running a pilot project (optional Step 3c).
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This type of project can help technical teams identify additional
requirements for their TAM systems (Project 7).

Translation agents and implementation support are increasingly
available from IAM software vendors. However, many vendors
may try to lock their business customers into solutions that
make the agent difficult to replace. Organisations interested in
or required to support the wallet-based model should therefore
exercise care in picking the right offer. It should be sufficiently
modular to allow for localised updates, especially to the wallet
interface, and the agent should be easily replaceable. As open-
source wallet interfaces become more mature, particularly large
organisations should consider building translation agents that
are compatible with their legacy systems and address their or-
ganisation's security requirements.

5.4 | Step 4: Engage in the Nascent Wallet
Ecosystem

Organisations should not wait too long to engage with the
emerging wallet ecosystem, especially when they are legally re-
quired to support the wallet-based model. A good opportunity
is the second wave of the EU's large-scale pilot projects (Step
4a). These projects are meant to facilitate joint learning about
challenges and best practices for implementing the wallet-based
model. They also offer first-hand insights into the EU's devel-
oping set of implementing acts, digital wallet architecture ref-
erence framework, open-source reference implementation, and
software development kit.

Organisations should also monitor the growth of the issuer base
and whether they can establish value co-creation and sharing
logics with prospective issuers (Step 4b). Together with these
issuers, they can identify the types of attestations that allow
the largest cost savings and value creation opportunities (such
as in Projects 1 and 8), harmonise their formats, and develop
trust frameworks according to their own risk mitigation and
accountability requirements (such as in Project 12). Sometimes,
this will also involve agreements on minimum standards and re-
sponsibilities for validating identity attributes and keeping them
updated.

Similarly to the focus areas with ‘internal’ identity attributes, it
will often make sense to complete a pilot with prospective issu-
ers of ‘external’ attributes (optional Step 4c). These IAM areas
require an even deeper understanding of the wallet-based model
to fully realise its opportunities. Large consortium projects,
such as the EU's large-scale pilots, but also smaller, regional
projects, can be ideal places for these pilots. They allow differ-
ent issuers and verifiers to engage in constructive discussions
about value co-creation logic. The corresponding partnerships
can even outlive failed piloting and implementation efforts (such
as in Projects 2 and 8).

6 | Conclusion
The EU has committed to a new wallet-based identity man-

agement model. The model promises to significantly improve
the efficiency, security, and privacy of organisational IAM for

many public and private sector organisations. However, vari-
ous challenges remain to realise its opportunities—especially
in the areas of integration with existing IAM systems and pro-
cesses and creating value from source-verifiable identity attri-
butes beyond organisational IAM. In this paper, we provide a
deeper explanation of the challenges, as well as a step-by-step
guide on how they can be addressed. If organisations in Europe
follow these steps and the European Commission manages to
bootstrap and sustain the wallet-based model, the ‘European ap-
proach’ to innovation with strong regulatory guides may once
again be successful.
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Appendix A
Method

For each of the 12 cases, we collected various project documents (ex-
ceeding 2000 pages in total) and supplemented these documents with
participant observations. Author 1 was involved in seven of the 12 proj-
ects in his role as CIO of a medium-sized IT company, engaging in dis-
cussions about organisational opportunities of the wallet-based model
and the corresponding solution architectures. One key aspect of his in-
volvement was the integration of digital identity wallets into established
components and protocols for organisational IAM. Author 3 assumed a
technical role in Projects 1, 2 and 3. For instance, in Project 2, he was re-
sponsible for identifying performance bottlenecks and attack vectors, as
well as testing cutting-edge libraries for issuer and verifier components.
Authors 2 and 4 were mostly involved in a strategic advisory function
in Projects 4, 5 and 6. Where possible, we complemented our collection
of project documents and participant observation with interviews. All
our interviews were semi-structured and followed a logical sequence
(Huber and Power 1985). They were then audio-recorded and tran-
scribed. Overall, we conducted over 70 interviews.

Following our data collection, we examined how the wallet-based
model was discussed and implemented in each of the projects, as well
as the challenges that arose during this process. To unpack these as-
pects, we performed a within and cross-case analysis (Eisenhardt 1989;
Eisenhardt and Graebner 2007), using best practices for coding qualita-
tive data (Corbin and Strauss 1990; Saldaiia 2021). We began the within-
cases analysis with an open coding round, in which we focused on
first-order concept discovery in the project documents and interviews
and assigned initial codes to statements we considered relevant. We
then performed a first axial coding round based on the identified con-
cepts. This axial round helped us refine our codes and aggregate them
into second-order themes (Corbin and Strauss 1990; Saldafia 2021). We
then proceeded to a highly iterative cross-case analysis in which we re-
peatedly iterated between our case data and group meetings. We began
our cross-case analysis with a second round of axial coding that helped
us align our insights from the projects. We then conducted a final, se-
lective coding round to fill in the gaps in our emerging understanding.
Figure Al provides exemplary insights into the data structure that re-
sulted from our analysis.

1st Order Concepts

2nd Order Themes

Aggregate Dimensions

| Onboarding of consumers (account creation, customer journey, know-your-customer)

NN\

Integration of business partners (know-your-business, master data management)

| Translation agents (access control, LDAP, rule engine, SAML, ...)

Rule sets (auditability, re-certification, segregation of duties) >

Trust frameworks (auditing, contractual agreements, governance, PKI)

Integrity (digital/electronic signature, forgery/tamper-proof)

| Authenticity (device binding, multi-factor/strong authentication, secure hardware)

AV VA V4

| Validity (freshness, expiration, revocation)

)

Flowing identity
attributes

| N

)

Policies

Attribute-based access
control (ABAC)

| N

Verifiability

Compliance

FIGURE A1 | Data structure excerpt.
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