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Abstract

Text anonymization aims to enable the secure sharing of information between parties. One of the main challenges in data
anonymization is achieving a balance between ensuring data privacy and maintaining data utility. To address these challenges,
recent studies have explored the use of Large Language Models (LLMs), which have shown improved performance on datasets
from Europe. Based on these findings, this paper aims to create a dataset from less explored parts of the world, specifically Africa,
to assess the relevance of LLMs on diverse datasets and to discuss the generalization of the results. Additionally, this paper pro-
poses an evaluation framework for assessing various anonymization techniques, including those utilizing LLMs. The performance
of these techniques is assessed using several metrics, such as BERTScore for semantic evaluation and Information Loss for utility
preservation.
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1. Introduction

The volume and availability of data through big data has led to a rapid increase in technological advancements
bringing benefits to society in different sectors. However, the massive exploitation of generated data can pose a serious
privacy issue. Therefore, data sharing must be approached with great caution to prevent the disclosure of sensitive
contents [3]. To this end, GDPR (General Data Protection Regulation) was proposed. GDPR provides a framework
for data sharing and recommends anonymization prior to data sharing [5]. Various anonymization methods have
been proposed in the literature, and most of them mainly focus on structured data [15]. Regarding textual data, the
main methods available in the literature are highly based on Named Entity Recognition (NER) [22]. These methods
are limited to identifying predefined named entities, leaving other potentially identifiable elements such as nouns
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and phrases unprotected, which can result in inadequately anonymized outputs [22]. Another significant challenge is
balancing privacy and utility in text documents [7]. In recent years, significant advances in Generative Al (GenAl) have
led to the development of large language models (LLMs) [26]. LLMs are capable of generating text, images, audio,
etc. and can perform a wide range of tasks via prompts. LLMs are also capable of performing tasks that they were
not explicitly trained to perform, which leads to their widespread adoption in various domains [6, 25]. For example,
LLMs are used in applications such as time series forecasting, sentiment analysis, and even in data anonymization
and de-anonymization [2]. In data anonymization, de-anonymization problem, the contextual understanding of LLMs
represents a significant advantage leading to more effective and precise anonymization of textual data [2]. In fact,
Patsakis and Lykousas [18] evaluated several state-of-the-art anonymization models such as Textwash [14], and LLM
and compared them with combination of Textwash and GPT [18], highlighting the improved performance of the
latter. Moreover, regarding de-anonymization, LLMs also showed a better performance, even compared to humans,
in revealing the identity of individuals from anonymized texts of celebrities Patsakis and Lykousas [18]. To evaluate
their work, Patsakis and Lykousas [18] used a dataset of celebrities from the UK [14]. One open question is therefore
to investigate the generalization of their results. In fact, as LLMs are mainly trained on Western-centric data (due
to insufficient data from other sources), it may be unclear whether the performance of LLMs in de-anonymization
of celebrities comes from the ability of LLM to retain and recall the specific data they were trained on, or from
their capacity to generalize and de-anonymize. To this end, and inspired by their work, this paper aims to extend
the existing body of knowledge by evaluating the performance of existing anonymization models, as well as several
LLM-based anonymization techniques on diverse dataset i.e., a dataset coming from less explored regions such as
Africa and a dataset from UK. The motivation stems from recognizing that most available data are western-centric,
potentially limiting the generalizability of findings. In addition, diversity and inclusivity are particularly pertinent
given the multicultural and global nature of data and the need to protect sensitive information in diverse regions of the
world. This paper makes the following three key contributions:

o We evaluate existing anonymization techniques using a dataset from a less explored region, specifically Africa.

e We analyze the effectiveness of various primarily open-source Large Language Models (LLMs) in the context of
data anonymization.

o We investigate the anonymization strength achieved by combining LLMs with other anonymization methods.

The remainder of the paper is organized as follows: Section 2 presents the related works, Section 3 outlines the
methodology and the dataset used. Section 4 describes the experiment and the evaluation, and finally, Section 5 draws
the conclusion.

2. Related Works

Real-world data from various domains is generated every day. They may be associated with individuals or entity
information giving them a sensitive character for which sharing must be done with caution in order to protect indi-
vidual’s privacy. Ensuring secure data sharing has been the cornerstone of GDPR since its creation [27]. As stated
above, according to GDPR, anonymization is one of the best approaches for secure sharing of data. Once data have
passed the test of anonymization, it aims to do not be traced back to an individual. It may be shared with a third
party. Usually, the process of anonymization consists of two main steps: (i) identifying disclosive pieces of data, and
(i) masking them. Over the years, several privacy-preserving data anonymization techniques for structured data have
been proposed in the literature. Majeed and Lee [15] present a detailed survey of anonymization methods for social
network and relational data. The techniques are categorized, along with the metrics used to assess their effectiveness.
Additionally, the author discusses potential attacks on sanitized published data and outlines the various actors involved
in the anonymization process. Regarding unstructured data, there are also several approaches presented in literature.
Most of the techniques for textual data are based on machine learning and dictionary based technique Perez-Lainez
et al. [20]. Scrub was introduced by Sweeney [24] it relies on dictionary and pattern-based to anonymize entities. It
was designed to anonymize patients medical records. Hassan et al. [9] also presented a method using word embedding
for detecting sensitive information in order to achieve automatic text anonymization. All entities in the document
are represented as word vectors. By this, an entity is protected by removing all the other entities (person or organi-
zation) in the document having the same similarity vector to that of the entity in a document. Kleinberg et al. [13]
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developed NETANOS, an open-source system that uses machine-learning to perform NER. It was designed to fos-
ter researchers in their raw data publishing. It achieves anonymization by pinpointing contextual information (e.g.
Luxembourg) and replacing them with context-preserving category label (e.g.: Location_1). Perez-Lainez et al. [19]
as well presented a system called ANONYMITEXT, aiming to anonymize medical records. His method relies on
dictionary induction technique to achieve anonymization. After anonymization, a business expert provides a review
by rejecting or approving the output text result and leaving a final feedback to the system. Textwash is an auto-
mated open-source text anonymizer introduced by Kleinberg et al. [14]. It was introduced to address the different
limitations of NER-based techniques. Based on a machine learning-based methods from fine-tuned BERT model, it
uses linguistic patterns extracted from contextual information to predict whether individual words and phrases con-
tain sensitive information. Textwash uses more than 11 pre-defined tags to replace identifiable tokens. There are:
PERSON_FIRSTNAME, PERSON_LASTNAME, OCCUPATION, LOCATION, TIME, ORGANIZATION, DATE,
ADDRESS, PHONE_NUMBER, EMAIL_ADDRESS, OTHER_IDENTIFYING_ATTRIBUTE, NONE. It is capa-
ble to preserve the semantic properties of anonymize texts while removing Personally Sensitive Information (PSI).
For example, given a sentence: "Marie weintz is a 20 years old student at the University of Luxembourg"., Textwash
anonymization output will be "FIRSTNAME_1 LASTNAME 1 is a NUMERIC OCCUPATION at the LOCATION".
Several other techniques based on NER were also presented [21] [12] [8]. Additionally, several software packages are
available for performing NER tasks, including spaCy [10] and Stanford NER[16].

3. Anonymization - De-anonymization Framework

This section presents the application of anonymization techniques to two distinct datasets. It outlines the steps
involved in anonymization and de-anonymization and describes the datasets used. The use of two datasets is needed
to evaluate the capabilities of the models and the behavior of LLMs in different cultural contexts.

3.1. Anonymization - De-anonymization workflow

This section outlines the process of anonymizing and de-anonymizing datasets, highlighting each critical step
involved. To this end, two anonymization workflows will be used, namely, classical anonymization and pro-
posed anonymization. First, the classical anonymization process is a single-step procedure. The original dataset is
anonymized using either an algorithm such as Texwash, spaCy or a LLM, and presented in Figure 1. Second, the
proposed anonymization workflow consisting of three major steps illustrated in Figure 3 is detailed below:

1. First, algorithms such as Textwash or spaCy are used to anonymize the original dataset
2. Next, all tags/labels inserted by the algorithms in the first stage are removed from the anonymized text.

3. Finally, LLMs such as GPT or L1aMA are prompted to further anonymize the texts from the second stage.

The anonymization performed by the LLMs is based on zero-shot learning. Regarding the de-anonymization, the
motivated intruder test is used to assess the privacy effectiveness of an anonymization model or technique. It involves
conducting a controlled attack seeking to reverse the anonymization process by revealing hidden information in the
anonymized data. Motivated intruder test is therefore used as an assessment to evaluate how well anonymization
techniques protect sensitive data from re-identification. In this work, the motivated intruder test is conducted always
using GPT-3 as shown on Figure 2. Following the attack on the dataset, the texts are classified into two groups:
correctly de-anonymized where the attack is successful and incorrectly de-anonymized texts where it fails.

3.2. Dataset

The paper relies on two datasets for the evaluation of the methodology. The first dataset is drawn from the literature,
specifically sourced from the study of Kleinberg et al. [14]. It includes 1080 texts descriptions on 20 well-known public
figures from the UK. Each description possesses both original and anonymized texts by Textwash. This dataset was
compiled by recruiting 200 individuals in the UK to write about a randomly selected set of celebrities. It serves as
a benchmark for the comparison in this paper. The second dataset, centered on prominent West African figures, was
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developed as the first contribution of this work. Its creation followed the methodological framework of Kleinberg et al.
[14], ensuring consistency and comparability with existing approaches. The dataset consists of 752 text descriptions of
20 celebrities from Ivory Coast and Nigeria. It was built through an online survey in which 104 participants described
20 national celebrities.

4. Experiments and Evaluation

This section presents the different experiments, their evaluations and results. This experiment examines two LLMs:
GPT-3.5, a fine-tuned version of GPT-3 introduced by OpenAl in 2020, and LIaMA, an open-source LLM by Meta
Al known for its advanced capabilities and accessibility.

4.1. STUDY-1: Anonymization of African and UK dataset

This study aims to evaluate the performance of three anonymization models namely spaCy, Textwash, and
"Textwash+GPT" [18] on both African and UK datasets. The anonymization of spaCy and Textwash was conducted
according to the workflow presented in Figure 1 while the anonymization of the combination model "Textwash+GPT"
was conducted according to Figure 3.

4.1.1. Motivated Intruder Test

GPT was responsible for performing the motivated intruder test (de-anonymization) as presented in Figure 2. The
performance of each anonymization method across both datasets is visually represented in Figure 4, offering a com-
parative analysis of their effectiveness in each case. The spaCy model performed the least effectively on the African
dataset, with GPT successfully de-anonymizing 180 texts out of 752 (23%) against 798 texts (73,88%) on the western
dataset. Following spaCy, the Textwash anonymizer had 26 texts (3,45%) successfully de-anonymized by GPT in the
African dataset against 668 texts (61,85%) in the UK dataset. Finally, the "Textwash+GPT" method demonstrated the
best performance, with only 1.46% of African texts successfully de-anonymized, compared to 49.35% for the UK
texts (533 out of 1,080).

4.1.2. Discussion related to the performance of GPT in de-anonymization

After the de-anonymization of the datasets, all the correctly de-anonymized texts were collected. GPT was then
prompted to return from the anonymized version of the text, all the sensitive tokens that could lead to the identifi-
cation of the person being described. A detailed analysis of the de-anonymized texts identified specific tokens and
contextual information that led to breaches in anonymization. This analysis will focus mainly on the African dataset.
The following are a few examples selected from the many identified cases.
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Fig. 4: Motivated intruder test result per method on the African and Uk Datasets

spaCy. : The failure to capture sensitive tokens such as names and titles were the primary cause of de-anonymization.
In many instances, spaCy did not anonymize names of well-known individuals, leading to easy re-identification. For
example, in the case of "Atiku Abubakar", spaCy failed to anonymize tokens like "politician", "Vice President" and
"Presidential ambitions" which GPT used to re-identify the individual.

Textwash. : While more effective in anonymizing names, Textwash often missed key terms and roles that GPT used
for re-identification. For example, when anonymizing "Funke Akindele", Textwash anonymized the name but missed

terms like "actress", "producer”, and "Nollywood", which were sufficient for re-identification. This is inline with the
results of Kleinberg et al. [14] saying that Textwash has a poor performance on concealing job title.

"Textwash+GPT". : The combination of method generally replaced specific names with generic terms but occasion-
ally failed to hide detailed contextual information, leading to de-anonymization. For instance, while anonymizing
"Godwin Emefiele", the Textwash+GPT method replaced the name with "an economist and banker" but did not hide
detailed contextual clues like "governor of a countrys central bank" and "implemented economic policies" leading to
the successful de-anonymization by GPT. In general, the previous highlights the difficulty in recognizing certain sensi-
tive African entities. In fact, The African dataset may contain cultural and linguistic nuances that spaCy and textwash
components are not well-equipped to handle, leading to a higher failure rate in accurately anonymizing sensitive
information [23]. Moreover, the contexts in which sensitive information appears in the African dataset might differ
from those in the UK dataset. Regarding the names, if the description is about Atiku Abubakar, the de-anonymization
might incorrectly yield a name like "Joe Biden". Another example is the famous Nigerian international football player
"Victor Osimhen". In this case, the de-anonymization might incorrectly return names like "David Beckham" or "Cris-
tiano Ronaldo" other well-known international football players rather than African football celebrities names such as
"Samuel Eto’o" or "Didier Drogba", who were also great players. This argument is supported by the analysis of names
generated during the motivated intruder test on spaCy-anonymized texts. Only 25% of the names returned were of
African origin, including those that were incorrectly de-anonymized (successful anonymization). The majority of the
names were from non-African regions, predominantly Europe and America, with a smaller proportion from Asia. The
previous could be close to the challenge exposed by Ahidi Elisante Lukwaro et al. [1] when applying lemmatization
to a text with some swahili language contents. According to their result, the traditional models struggle with African
datasets which is illustrated by its failure to anonymize terms and contexts specific to African culture.

4.1.3. Performance Comparison of De-Anonymization Techniques

Performance comparison between the African and UK datasets reveals notable disparities. The de-anonymization
process demonstrated a significantly higher level of success when applied to the UK dataset, compared to the African
dataset by a considerable margin, as presented in Figure 4. This disparity in performance could suggest that GPT, in
this case, might be drawing more effectively from its training data when dealing with the UK dataset, potentially due
to its familiarity with the data sources or cultural context associated with the UK. In fact [4], LLMs are trained on
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datasets derived from a wide array of online content, including books, academic articles, websites, and other publicly
available text sources [4] dominated by western countries. Therefore, it is possible that the model’s ability to correctly
de-anonymize is more influenced by the prominence or availability of information related to the UK celebrities in the
training corpus, rather than reflecting its true capacity for general de-anonymization. These findings suggest a potential
limitation in GPT’s ability to generalize for de-anonymization, as it performs well on data closely aligned with its
training set but struggles with more diverse or underrepresented datasets. These findings may point to a potential
limitation of GPT’s ability to generalize for de-anonymization, as it performs well on data closely aligned with its
training set but struggles with more diverse or underrepresented datasets like the African one. Further investigation is
needed to assess GPT’s ability to generalize across different cultural contexts and datasets.

4.2. STUDY-2

This study evaluates the performance of various large language models (LLMSs) in text anonymization across
datasets from diverse origins. The African and Western datasets are anonymized sequentially with GPT-3 and LlaMA-
3 to analyze the LLMs’s behavior as presented in Figure 3. The result from the motivated intruder test by GPT is
presented in Graph 5. The anonymization of the African and UK datasets using GPT and LlaMA shows varying
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Fig. 5: African and UK dataset anonymized with GPT and LlaMA

levels of performance. A lower de-anonymization rate indicates a stronger anonymization capability of the method
employed. The first bar in Figure 5 represents the correctly de-anonymized texts from the African dataset, highlight-
ing that both LlaMA and GPT have difficulty to correctly de-anonymize African dataset. For example, the correctly
de-anonymized African texts total 285 (37.89%) and 97 (12.89%) for GPT and LlaMA, respectively, compared to
778 (72.03%) and 537 (49%) for the UK dataset. Similar to Study-1, analyzing the texts incorrectly de-anonymized
by both LLMs is crucial to better understand the disparity in results. During the anonymization process, GPT and
LlaMA replaced celebrity names with "the individual" and substituted pronouns like "he/she" with "they/them" often
used by non-binary individuals. Moreover, the anonymized texts lack tags or labels, resulting in a more readable and
fluid output while concealing PIIs. However, most of the incorrectly de-anonymized texts from the African dataset
do not result from strongly concealed personally identifiable information (PIIs). Analysis reveals that many PIIs and
sensitive details that could lead to the re-identification of individuals were not adequately hidden by the LLMs. The
LLMs struggled significantly with anonymization, leaving many named entities (NEs), such as dates, locations, and
job positions, untouched and unanonymized in the texts. Despite the leakage of sensitive information during the
anonymization process, GPT still failed to identify the individuals described in the African dataset. It was unable
to reveal the identities of the anonymized celebrities. In contrast, GPT successfully identified individuals in the UK
dataset, even though some of the same named entities existed in the anonymized texts.

4.3. STUDY-3

This study evaluates the performance of the proposed method in text anonymization. The objective is to identify
the most effective models for achieving a superior balance between data privacy and utility. By systematically testing
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different combination of LLMs associated with GPT and LlaMA, the study aims to determine which provide the
most robust anonymization for text data. Due to the unsatisfactory performance of LLMs on African datasets, the
experiment is conducted solely on Western dataset to achieve more accurate results while testing different approaches
for a stronger anonymization model. The new anonymization technique assess the combination of "Textwash+LlaMA"
represented as "T+LlaMA", "Textwash+GPT" as "T+GPT", "Spacy+LlaMA" as "S+L1aMA", and "Spacy+GPT" as
"S+GPT". All these methods will undergo privacy testing via de-anonymization test and then the utility testing, which
will assess information loss, the proportion of anonymized text, semantic similarity, and readability. Table 1 presents
the GPT motivated intruder test results, and Table 2 shows the normalized scores for each method.

Table 1: Aggregated results for the different methods

Motivated Intruder Test
OUTPUT GPT LlaMA T+LlaMA T+GPT S+Ll1aMA S+GPT
Performance| 302 543 609 547 475 455
Rate (27.66%) (50.27%) (56.38%) (50.64%) (43.98%) (42.12%)

Table 2: Normalized Score per Method

Calculated Normalized Score per Method
Methods spaCy + GPT | spaCy + LLaMA | Textwash + GPT | Textwash + LLaMA

Information Loss Scores 1.0 0.0 1.0 0.0
Proportion Anonymized Text 0.96526 0.0 1.0 0.77502

Semantic Similarity 0.09433 1.0 0.08962 0.0
Readability 0.00265 1.0 0.66896 0.03813
Final Score 0.51556 0.5 0.68964 0.20328

T

The combination of traditional anonymization methods with LLMs presented better results. For example, the
"spaCy+L1aMA" combination performed best, preserving semantic content with the highest F1 score, indicating a
balanced precision and recall. "Textwash+GPT" also showed strong performance, particularly in precision. The eval-
uation of the proposed models against the different metrics [11] reveal that "Textwash+GPT" provide the most robust
anonymization. By holding the highest composite score, it proves to be the best method in balancing text utility and
privacy preserving in UK dataset. This is inline with literature as Wang et al. [28] and Papernot et al. [17] have showed
that, combining machine learning techniques (ML) with traditional methods can lead to significant improvement in
data privacy. They have proved that combining traditional and modern techniques can achieve greater performance.
However, the generalization of the previous needs further investigation.

5. Conclusion

In conclusion, this paper developed a method for anonymizing and de-anonymizing textual data from diverse
sources and assessed the generalizability of GenAl. The paper founds that traditional methods like spaCy and
Textwash struggled with non-Western dataset, especially African text. In the same vein, the paper found that GPT
had difficulty re-identifying local celebrities from African dataset compared to UK dataset. Future work will address
biases in data collection and refine anonymization methods to better handle diverse linguistic and cultural contexts.
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