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Abstract—In real-time systems with data-dependent tasks,
ensuring both correctness and timeliness is critical not only for
individual task executions but also for data processing across
cause-effect chains. When these systems are deployed on multi-
processor platforms, tasks belonging to the same chain might be
distributed over multiple nodes. In such situations, data received
from other nodes may be unreliable, as those nodes could be
compromised by faults or malicious attacks. Prior research on
fault-tolerant cause-effect chains has largely focused on crash
faults and often fails to ensure that task deadlines are met during
fault recovery. This paper presents a method that tolerates node
failures caused by both faults and malicious intrusions, while
ensuring task deadlines in multi-processor (or multi-core) real-
time systems through active replication. Our approach leverages
majority voting on outputs from replicated tasks across different
nodes, enabling each task to validate incoming data before
processing it further along the chain. Additionally, for systems
using active replication, we present a formal job-level end-to-
end latency analysis for cause-effect chains. To reduce the end-
to-end latency of task chains, we propose a replica-to-node
mapping strategy that enables improved worst-case response
times. Experimental evaluations demonstrate that our latency-
aware mapping reduces end-to-end latency compared to the
commonly used worst-fit decreasing heuristic, although it may
slightly reduce task acceptance ratios at high total utilizations.

Index Terms—Real-Time Systems, Fault Tolerance, Cause-
Effect Chain, Data Dependency, Intrusion Tolerance.

I. INTRODUCTION

In industrial and automotive systems, actuation based on
sensor data often involves multiple interdependent tasks which
are forming a cause-effect chain. This concept, introduced in
the AUTOSAR standard [1] and discussed in industrial con-
texts [2], has motivated cause-effect chain latency analysis in
real-time systems. In such systems, it is sometimes important
to analyze the time between when a sensor sends data and
when the first corresponding response is generated by the
chain. This duration is known as the Maximum Reaction Time,
which is often used in electronics to analyze the button-to-
action delay. Alternatively, end-to-end latency can be defined
using the Maximum Data Age, which measures the time from
when the first task in the chain samples the data to when the
last task still produces a response based on it. This metric is
used in control systems to evaluate data freshness [3, 4].

In real-time systems, faults can affect both the correctness
and timing of task execution. This is critical in multiprocessor

systems with cause-effect chains, where a compromised node
may propagate incorrect or delayed data that leads to incor-
rect responses or violations of end-to-end latency constraints.
Faults may be accidental, due to radiation or design errors, or
malicious, introduced by an attacker who has compromised
system components. In such cases, faulty outputs may go
undetected unless the receiving nodes evaluates the data.

Fault-tolerant methods that require receiving nodes to verify
data correctness by re-executing (replaying) tasks of the sender
nodes may be infeasible due to the current load on the
receiving nodes. Additionally, reconfiguration methods that
reassign and execute tasks from faulty nodes on healthy
ones can introduce periods of unpredictability and result in
missed deadlines [5]. Active replication, however, can address
these problems by guaranteeing the correctness of the outputs
through majority voting and ensuring that faults on some nodes
do not disrupt the schedule on other healthy ones, thereby
allowing enough replicas of tasks to still meet their deadlines
and produce timely outputs. While active replication has been
studied in real-time systems for handling malicious faults [6],
its impact on task data dependencies and end-to-end latency
has not yet been explored.

This paper investigates active replication in multi-processor
(or multi-core) systems with cause-effect dependencies. Each
task performs majority voting on the outputs of all replicas
from the preceding task before using them as input. In the
presence of up to f faulty nodes, data is accepted once f +1
matching outputs are received. Data can only be overwritten
by more recent data if it is received from at least f + 1
nodes. This requirement introduces new challenges in end-
to-end latency analysis. We propose a novel job-level end-to-
end latency analysis for real-time systems with periodic tasks
and active replication, focusing on accurately computing the
maximum data age.

Mapping replicas to nodes in real-time systems is often
done using existing heuristics, such as Best Fit Decreasing
(BFD), which aims to optimize processor utilization, or Worst
Fit Decreasing (WFD), which balances the load by distribut-
ing tasks across nodes. However, these approaches typically
overlook the impact that the placement of one task can have
on the Worst-Case Response Time (WCRT) of another task.
In real-time systems with cause-effect chains, the worst-case



response times of tasks within a chain directly influence the
chain’s end-to-end latency. In safety-critical domains, such
as vehicle braking control systems [7], satisfying end-to-end
latency deadlines is critical. Recognizing the impact of map-
ping techniques on end-to-end latency, this paper introduces
a latency-aware mapping method. The proposed approach
heuristically prioritizes reducing the response times of tasks
within cause-effect chains to improve end-to-end delays.

We evaluate our mapping approach against WFD under
varying node counts and load conditions. The results demon-
strate that our latency-aware mapping consistently finds an
allocation within just a few milliseconds, which reduces the
end-to-end latency of task chains compared to WFD. However,
this improvement may come at the cost of a slightly lower
acceptance ratio (i.e., the proportion of schedulable task sets)
at high utilization levels. This trade-off occurs because opti-
mizing the response times of tasks within cause-effect chains
can increase the response times of tasks that are not part
of any chain, which, at high utilization levels, may lead to
unschedulable task sets.

The structure of this paper is as follows. Section II discusses
related work. Section III explains the task, system, replication,
and threat model. Section IV presents our job-level end-to-end
latency analysis for active replication. In Section V, we detail
our latency-aware mapping algorithm. Section VI presents our
experimental results, and Section VII concludes the paper.

II. RELATED WORK

Extensive research has addressed the analysis of maximum
end-to-end latency for cause-effect chains under various com-
munication models [8] in real-time systems. However, these
studies typically do not consider fault tolerance. Feiertag et al.
[3] defined various latency types, including maximum data age
and reaction time. Günzel et al. [9] showed that the maximum
reaction time serves as an upper bound for the maximum data
age. Later in [10], they demonstrated that the two become
equivalent after a warm-up period, which is the time required
for data to traverse the entire chain once. Dürr et al. [4]
proposed a task-level end-to-end latency estimation method
for sporadic tasks that provides tighter bounds than the earlier
approach by Davare et al. [11]. Abdullah et al. [12] provided
a tight upper bound for reaction latency in systems with
periodic tasks and non-blocking inter-task communication.
Becker et al. [13] presented a job-level exact method to
compute end-to-end latency in systems with periodic tasks and
later proposed a heuristic to constrain data propagation and
meet latency requirements [14]. Köhler et al. [15] introduced
the robustness margin, quantifying allowable execution time
variation from software extensions without violating end-to-
end timing constraints.

Real-time systems may be subject to faults and errors, and
due to the strict timing constraints of tasks, it is essential
to have predictable mechanisms to handle such faults [16].
However, only a few studies have addressed fault tolerance
together with end-to-end latency requirements. Klobedanz et
al. [7] proposed a reconfiguration-based approach to tolerate

permanent faults, introducing a task-to-node mapping that
also considers bus communication slot allocation to reduce
end-to-end latency. Their method ensures system functionality
through alternative mappings in the event of faults. Day [17]
employed a standby sparing technique for tasks with varying
criticality, selecting hot or cold standby based on reliability,
and accounting for recovery times that must be met. Mahmud
et al. [18] proposed an ILP-based method for software-to-
hardware mapping in heterogeneous systems to minimize
power and ensure reliability using standby sparing. They later
extended their method with a meta-heuristic approach [19].
Gandhi et al. [20] addressed fault recovery by migrating
tasks to other nodes, during which the system may briefly
produce incorrect outputs while transitioning to a different
mode. Their work focuses on minimizing transition costs to
bound recovery time. Mallareddy et al. [21] introduced data
age analysis for task chains using checkpointing to tolerate
transient faults. Gohari et al. [22] use re-execution to tolerate
transient faults by leveraging inherent task redundancies in
periodic task models. A task instance is re-executed only if
the next instance, released at the task’s period, would produce
data too late to meet the end-to-end deadline.

Although systems with cause-effect data dependencies are
vulnerable to malicious attacks [23], none of the discussed
methods address targeted malicious faults. Recent work by
Naghavi et al. [6] provides fault tolerance against such faults.
However, while their method can maintain consistent outputs
across replicas in systems with data dependencies, it does not
explicitly consider end-to-end latency requirements. Gandhi et
al. [5], extending their earlier work [20], propose a method for
tolerating malicious faults using f auditing nodes that replay
task execution in the presence of f concurrent faults. When a
fault is detected, it is reported to other nodes, after which the
faulty node’s tasks are migrated to healthy ones, and lower-
criticality tasks are dropped to preserve higher-criticality tasks.
However, this approach introduces a time window of instability
during which task deadlines may be missed.

This paper employs active replication via N-modular re-
dundancy (NMR) and majority voting to tolerate malicious or
faulty nodes without compromising the timing guarantees of
healthy ones. While some methods, such as [24], coordinate
majority voting in systems with data dependencies, our ap-
proach assumes uncoordinated voting. We assume that each
node votes independently at the start of each task and propose
a comprehensive job-level end-to-end latency analysis for this
model, along with a replica-to-node mapping strategy aimed
at reducing end-to-end latency.

III. SYSTEM MODEL

A. System and Tasks.

We assume a system with q processing elements P1, . . . , Pq ,
which we call nodes. Nodes can refer to processors in multi-
processor systems or cores in multi-core systems. We assume
n periodic tasks T = {τ1, . . . , τn}, where each task τi is
defined by a quintet (Bi, Ci, Di, ϕi, Ti). Here, Bi and Ci

are the Best-Case Execution Times (BCET) and Worst-Case



Execution Time (WCET) of the task τi, respectively. Di is the
deadline of the task, ϕi is the release offset of the task, and
Ti (where Di ≤ Ti) is the period of the task. The utilization
(ui) of the task τi is defined based on its WCET and period
as ui =

Ci

Ti
.

In this paper, we assume each task is replicated on m ≥
2f + 1 nodes, where m ≤ q and f is the number of nodes
that can be faulty or malicious. However, our approach also
supports cases where only tasks on critical cause-effect chains
are replicated, while other tasks, either from non-critical chains
or not part of any chain, may remain non-replicated. Each node
Pk executes a set of task replicas, denoted by Γk. We refer to
the r-th replica of a task τi as τ ri . The system is assumed to be
homogeneous, meaning all replicas of a task share the same
specifications (including WCET and BCET) as the original
task τi, regardless of the node to which they are assigned.
However, the best-case and worst-case response times of a
task replica τ ri may vary across nodes, as each node can host
different sets of task replicas. Once a replica τ ri is allocated
to a node, the function PE(τ ri ) returns the node to which it is
mapped. The best-case and worst-case response times of this
replica on its assigned node are then denoted by BCRT r

i and
WCRT r

i , respectively.
Each task releases an indefinite number of jobs, with each

job released at the task’s period on every node where the task
has a replica. We denote the j-th job released by task τi as
τi,j , where this job is released at time (j−1)Ti+ϕi. The r-th
replica of job τi,j is denoted by τ ri,j .

B. Cause-Effect Chain.

In this paper, we consider multi-rate tasks with data de-
pendencies. We assume there are v cause-effect chains, each
represented as a linear, directed acyclic graph (DAG). In such
a graph, tasks correspond to the graph’s nodes, and edges
indicate data dependencies between them. The output of each
task is influenced by the data produced by the final job of its
immediate predecessor. For each k ≤ v, the sequence of tasks
in the k-th task chain is denoted by TCk = (τa → τb →
· · · → τx). We define Lk as the length of the task chain TCk,
representing the number of tasks in this chain. Additionally,
we introduce the function ζ[l] for l ≤ Lk, which returns the
ID of the l-th task in the chain. For example, if the first task
in the chain is τa, then ζ[1] = a.

A job chain of a task chain TCk is a sequence of jobs, each
corresponding to a task in TCk, where data communication
between these jobs may occur at runtime. If such a chain forms
during execution, each job in the sequence receives data from
its preceding job. If Ek denotes the number of possible job
chains of the task chain TCk that can occur at runtime, the e-
th possible job chain (e ≤ Ek) is denoted as JCk

e = (τa,α →
τb,β → · · · → τx,χ), where each job in this chain represents
an instance of a task in the task chain TCk. We define the
function J [l] for l ≤ Lk to return the instance number of the
job (job ID) in the l-th position in JCk

e . For example, if the
first job in JCk

e is τa,α, then J [1] = α.

The end-to-end latency (also referred to as data age) of a
job chain is defined as the time interval from when the first job
in the chain reads its input to the latest time when the last job
in the chain writes its output. The end-to-end latency of a task
chain is the maximum end-to-end latency among all its job
chains within the observation window OW . The observation
window is defined as [14]:

OW = max {2H,max
k≤v
⌈WCL(TCk)

H
⌉.H} (1)

Where H is the hyperperiod of the task set (the least common
multiple (LCM) of task periods), and WCL is an upper bound
on the maximum data age of task chain TCk, calculated as:

WCL(TCk) =
∑

τi∈TCk

2.Ti (2)

C. Communication Model

We assume implicit communication, where jobs of tasks
read input data before execution, and send output data to their
successors in the task chain after finishing their execution [8].
When two tasks of a chain are on different nodes, they must
communicate through an inter-node communication medium.
This medium introduces a delay, which can range from a best-
case delay of Bcom to a worst-case delay of Ccom.

If tasks are on different nodes, a majority vote must be taken
between the outputs of the replicas of a task before this output
is accepted as input by a successive task τi. This majority
vote is performed by each replica of the jobs of task τi. We
assume that when a replica of a job of τi’s predecessor task
produces output, its output is stored in the buffers on the nodes
where replicas of task τi are located. Before using a buffered
input, a job of task τi performs majority voting among the
latest outputs of the replicas of its preceding task. As soon as
f + 1 matching outputs are found, this output is used as the
input by τi. We assume that information regarding the cause is
embedded in the received messages from other nodes. In this
case, the voter selects the f + 1 matching outputs generated
based on the most recent cause.

We assume that communication between two tasks on the
same node happens with negligible delay. If a replica of τi and
its predecessor are located on the same node, τi uses the data
produced by the predecessor task replica without performing a
majority vote. In this case, any data received from other nodes
is simply ignored. This is because we consider only node
failures in this paper. However, the method can be adapted
for systems where tasks may also experience transient faults,
in which case majority voting would be required even for data
from replicas on the same node.

D. Threat Model

As mentioned before, we assume that up to f nodes
can be faulty or malicious. Such nodes may fail silently,
produce incorrect outputs, or introduce delays due to being
compromised by an attacker. A node that loses communication
with other nodes is also considered faulty. We assume that
a malicious node cannot affect healthy nodes in any way



other than by sending incorrect or delayed outputs. To prevent
malicious nodes from overloading the network, we assume that
mechanisms such as ingress traffic shaping on Ethernet switch
ports, or bus guardians and active stars in shared bus systems,
are employed. As a result, a malicious node cannot increase
the communication delay between two healthy nodes beyond
the bound Ccom. It is also assumed that nodes sign messages
using unique cryptographic signatures, preventing malicious
nodes from impersonating healthy ones and sending messages
on their behalf. Finally, we assume that tasks on healthy nodes
always execute correctly and meet their deadlines.

IV. CALCULATING END-TO-END LATENCY

In this section, we describe how to calculate the maximum
end-to-end latency (data age) of a task chain in fault-tolerant,
multiprocessor real-time systems with data dependencies. This
involves identifying all job chains associated with a task chain
and determining the maximum latency among them, which
represents the task chain’s maximum end-to-end latency.

A. End-to-End Latency

Based on [13], in a non-replicated setting, the end-to-end
latency of a job chain is defined as the interval from the release
of the first job in the chain to the latest time that the last job
in the chain produces data. The release time of the first job
in a job chain can be calculated as (J [1] − 1) · Tζ[1] + ϕζ[1],
where J [1] and ζ[1] are the job ID and task ID of the first job
in the chain, respectively. The latest time that the last job in
a job chain of length Lk produces data is given by the sum
of this job’s release time (computed similarly for J [Lk] and
ζ[Lk] as described above) and the worst-case response time
of its respective task, WCRT r

ζ[Lk]
.

In a system with task replication, data generated by a task
chain is only accepted if at least 2f + 1 replicas of the task
chain produce data related to the same cause. This requirement
ensures that, even if up to f nodes are faulty, the remaining
replicas on f +1 correct nodes can provide a majority for the
voter to decide the output. Therefore, the end-to-end latency
of a replicated job chain is calculated as:

Lat(JCk
e ) = min

∀S⊂{1,2,...,m}
|S|=2f+1

max
r∈S

((J [Lk]− 1).Tζ[Lk] + ϕζ[Lk]

+WCRT r
ζ[Lk]

)− ((J [1]− 1).Tζ[1] + ϕζ[1])

(3)

Assuming that there are Ek job chains associated with a task
chain TCk within the observation window, the end-to-end
latency of the task chain is calculated as [13]:

Lat(TCk) = max
e≤Ek

Lat(JCk
e ) (4)

In the following, we discuss how to identify all job chains
associated with a task chain that may occur at runtime, which
is necessary for calculating the task chain’s end-to-end latency.

B. Job Chains

A job chain is a sequence of jobs, each corresponding to
a task in a task chain, where each job reads data produced
by the job of the preceding task in the sequence. To identify
job chains, the Read Interval and Data Interval of each job
in the task chain are calculated. If, for two consecutive tasks,
the read interval of a job of the successive task overlaps with
the data interval of a job of the preceding task, these jobs may
be part of a job chain. In the following, we formally define
and calculate these intervals for job replicas, building on the
approach in [13], which provides these values for jobs in non-
replicated systems. We then extend this method to determine
data intervals for jobs in fault-tolerant real-time systems and
discuss how to construct corresponding job chains.

1) Replicas’ Read and Data Intervals: The read interval
RI(τ rζ[l],J[l]) = [Re(τ rζ[l],J[l]), Re(τ rζ[l],J[l])] of the r-th replica
of a job τζ[l],J[l], which is a job of a task positioned at the
l-th location in a cause-effect chain, is the time interval from
the earliest possible moment it can read the data to the latest
possible moment it can do so before starting to process the
data. The upper bound and lower bound of the read interval
of the r-th replica of τζ[l],J[l] are calculated as:

Re(τ rζ[l],J[l]) = (J [l]− 1).Tζ[l] + ϕζ[l]

Re(τ rζ[l],J[l]) = (J [l]− 1).Tζ[l] + ϕζ[l] +WCRT r
ζ[l] − Cζ[l]

(5)

In this case, the data interval DI(τ rζ[l],J[l]) =

[Da(τ rζ[l],J[l]), Da(τ rζ[l],J[l])] for the r-th replica of a job
τζ[l],J[l] is calculated according to the earliest time that the
replica produces an output, and the latest time that the next
job of the same task will rewrite this output. The upper
and lower bounds of the data interval for the r-th replica of
τζ[l],J[l] are calculated as:

Da(τ rζ[l],J[l]) = (J [l]− 1).Tζ[l] + ϕζ[l] +BCRT r
ζ[l]

Da(τ rζ[l],J[l]) = J [l].Tζ[l] + ϕζ[l] +WCRT r
ζ[l]

(6)

This calculation assumes that the data is written on the
same node with negligible delay. If data is sent from one
node to another, the communication delay must be included
in the data interval. In this case, the upper and lower
bounds of the data interval, denoted as DI ′(τ rζ[l],J[l]) =

[Da′(τ rζ[l],J[l]), Da′(τ rζ[l],J[l])], can be calculated as:

Da′(τ rζ[l],J[l]) = (J [l]− 1).Tζ[l] + ϕζ[l] +BCRT r
ζ[l] +Bcom

Da′(τ rζ[l],J[l]) = J [l].Tζ[l] + ϕζ[l] +WCRT r
ζ[l] + Ccom

(7)

2) Jobs’ Data Interval: If replicas of two consecutive jobs
in a chain are on the same node, the replica of the successive
job can trust the data from its predecessor and begin processing
the data. However, if the replicas are on different nodes, the
reader cannot trust the data it receives from another node. In
this case, each replica of a job must perform majority voting
over the outputs of the preceding job’s replicas. Since voting is
done independently by each replica, the read interval must be
considered separately for each job replica. A job replica only
accepts data as input if at least f +1 replicas of the preceding



Fig. 1: Overlap between the data interval of job τa,x and the
read interval of a replica of job τb,y , indicating they may be
part of the same job chain, if τa precedes τb in the task chain.

job produce the same data. Therefore, the data interval is
determined per job rather than per job replica.

We denote the data interval of the job τζ[l],J[l] as
DI ′(τζ[l],J[l]) = [Da′(τζ[l],J[l]), Da′(τζ[l],J[l])]. The earliest
time at which f + 1 replicas can produce enough outputs for
the voter to make a decision determines the lower bound of
the data interval, which is calculated as:

Da′(τζ[l],J[l]) = min
∀S⊂{1,2,...,m}

|S|=f+1

(max
r∈S

Da′(τ rζ[l],J[l])) (8)

The data is guaranteed to be overwritten once 2f + 1
replicas produce outputs related to a more recent cause. This
is because, even if up to f nodes fail or behave maliciously,
at least f + 1 replicas on healthy nodes will still produce
matching outputs that the replicas of the successor job can
vote on and accept as their input. Therefore, the upper bound
of the data interval can be defined as the earliest time at which
it is guaranteed that at least 2f +1 replicas have rewritten the
data, which is calculated as follows:

Da′(τζ[l],J[l]) = min
∀S⊂{1,2,...,m}

|S|=2f+1

max
r∈S

(
Da′(τ rζ[l],J[l])

)
(9)

Figure 1 illustrates the data interval of job τa,x and the read
interval of job replica τ1b,y , where tasks τa and τb are part of
a task chain in which τa sends data to τb, and their replicas
are located on different nodes. In this example, we assume
that each task has four replicas, with at most one faulty node
(f = 1). For simplicity, only one replica of τb is shown.

In this figure, the lower bound of the data interval of τa,x is
determined by the earliest time at which f+1 replicas of τa,x
might respond; this marks the earliest moment at which voted
data might be provided. The upper bound of the data interval

is based on the earliest time by which it is guaranteed that at
least 2f+1 replicas of τa,x+1 respond. By the time this upper
bound is reached, the data written by τa,x is guaranteed to be
overwritten by τa,x+1, even if up to f nodes are faulty.

As mentioned, the read interval is calculated individually
for each job replica. Figure 1 shows the read interval of the
job replica τ1b,y , which spans from the earliest to the latest
time that τ1b,y might begin execution.

3) Generating Job Chains: To identify job chains asso-
ciated with a task chain, we examine pairs of jobs from
consecutive tasks where the data interval of the job from the
preceding task (e.g., τζ[l−1]) intersects with the read interval
of any replica of the job from the succeeding task (e.g., τζ[l]).

If, for the r-th replica of a task, there exists an s-th replica
of its preceding task in the chain that resides on the same
node (i.e., PE(τsζ[l−1]) = PE(τ rζ[l])), then the task replica
reads data directly from that preceding task replica, without
requiring voting or inter-node communication. In such cases,
a job with ID J [l] of task replica τ rζ[l] is considered part of a
job chain with a job with ID J [l−1] of task replica τsζ[l−1] if:

DI(τsζ[l−1],J[l−1]) ∩RI(τ rζ[l],J[l]) ̸= ∅ (10)

If, for a task replica τ rζ[l] in a task chain, there is no
replica of its preceding task located on the same node (i.e.,
∄s | PE(τsζ[l−1]) = PE(τ rζ[l])), a majority vote is performed
at the start of each job of τ rζ[l]. In this case, the maximum
length of the data interval for the job with ID J [l − 1] of the
preceding task is given by DI ′(τζ[l−1],J[l−1]). A job with ID
J [l] from the task replica τ rζ[l] can only be considered part of
a job chain with a job with ID J [l−1] from its preceding task
if there exists a task replica τ rζ[l] such that:

DI ′(τζ[l−1],J[l−1]) ∩RI(τ rζ[l],J[l]) ̸= ∅ (11)

For example, in Figure 1, the data interval of τa,x—which
is based on the time at which majority voting among the
outputs of its replicas can be performed—overlaps with the
read interval of at least one replica of τb,y (in this example,
τ1b,y). Therefore, these two jobs can be part of a job chain.

Finally, after identifying all pairs of jobs from consecutive
tasks in the task chain that may belong to a job chain (using
Equations 10 and 11), we can determine the job chains. A job
chain JCe

k is formed if the following condition is met:

∀l ≤ Lk,∃r

{
Eq. 10 holds if ∃s|PE(τsζ[l−1]) = PE(τ ri ),

Eq. 11 holds otherwise.
(12)

V. LATENCY-AWARE REPLICA-TO-NODE ALLOCATION

When tasks are part of cause-effect chains, the worst-case
response time (WCRT) of their replicas can impact the chain’s
end-to-end latency. Although some tasks may not belong to
any chain, assigning them to the same nodes as chain tasks
can affect the WCRT of those chain tasks. To address this,
we propose a heuristic, latency-aware replica-to-node mapping
strategy aimed at reducing the end-to-end latency of cause-
effect chains, where latency is computed using the method
described in Section IV.



Algorithm 1: Latency-Aware Mapping
input : Nodes: {P1, ..., Pq}, Task set: T = {τ1, ..., τn},

Task Replicas: {τ ji |∀τi ∈ T,∀j ∈ {1, ...,m}},
Task Chains: {TC1, ..., TCv}

output: Γ1, ...,Γq

1 CT = {τi ∈ T | ∃k ∈ {1, . . . , v} such that τi ∈ TCk}
2 for each τi ∈ sorted(CT, ”Utilization”, reversed) :
3 CNodes = {P1, . . . , Pq}
4 for each j ∈ {1, ...,m} :
5 Ps = arg min

Pk∈CNodes
(

∑
τy
x∈Γk

ux)

6 Γs = Γs ∪ {τ ji }
7 CNodes = CNodes\Ps

8 FT = T− CT
9 for each τi ∈ sorted(FT, ”Utilization”, reversed) :

10 CNodes = {∀Pk|k ∈ {1, ..., q} ∧ ui +
∑

τy
x∈Γk

ux ≤ 1}

11 if |CNodes| < m: return ”Unsuccessful”
12 for each j ∈ {1, ...,m}:
13 min diff =∞
14 for Pk ∈ CNodes:
15 wcrt before =

∑
τy
x∈Γk

τx∈CT

WCRT y
x

16 Γk = Γk ∪ {τ ji }
17 wcrt after =

∑
τy
x∈Γk

τx∈CT

WCRT y
x

18 Γk = Γk\{τ ji }
19 wcrt diff = wcrt after − wcrt before
20 if (wcrt diff < min diff )
21 Ps ← Pk

22 min diff = wcrt diff

23 Γs = Γs ∪ {τ ji }
24 CNodes = CNodes\Ps

25 return ”Successful”

The method begins by assigning tasks that are part of at
least one chain, aiming to keep the total worst-case response
time of chain-related tasks as low as possible. Once these
tasks are placed, the remaining tasks—those not involved in
any chain—are assigned in a way that minimizes their impact
on the overall WCRT of the chain tasks. The full mapping
procedure is detailed in Algorithm 1.

The algorithm uses the Worst-Fit Decreasing (WFD) strat-
egy to map replicas of tasks that are part of at least one cause-
effect chain to the nodes. This helps distribute the load of these
tasks more evenly across the nodes, thereby reducing their
response times. The algorithm first collects all such tasks into
a set CT (line 1). It then maps tasks in CT in decreasing
order of their utilizations (line 2), starting with the task that
has the highest utilization. We first map all replicas of a task to
nodes before proceeding to the next task. The candidate set of
nodes (CNodes) for mapping a replica of a task consists of all
nodes to which no other replica of that task has been assigned.
Initially, this set includes all nodes before any replicas of

the task are mapped (line 3). Each replica is mapped to the
candidate node with the lowest total utilization, where total
utilization is defined as the sum of the utilizations of all task
replicas currently mapped to that node (lines 4–6). After each
mapping, the selected node is removed from the candidate set
before mapping other replicas of the task (line 7). Assigning
replicas to nodes continues with the next highest-utilization
task in CT , until all replicas of the tasks in CT are mapped.

After mapping all chain tasks, the algorithm proceeds to
map the replicas of the remaining tasks that do not belong
to any chain. These tasks, collected in the set FT , are
mapped in decreasing order of their utilizations (lines 8, 9). To
mitigate the interference of non-chain tasks with chain tasks,
the algorithm evaluates how placing each replica of a non-
chain task would affect the WCRTs of already assigned chain
task replicas across all candidate nodes. Candidate nodes are
initially defined as those where adding the next task does not
cause the total utilization of replicas on the node to exceed 1.
If there are not enough candidate nodes to map all replicas of
the next task, the algorithm fails to find a schedulable mapping
(line 11). Otherwise, for each candidate node, the algorithm
computes the total WCRT of all chain tasks both (1) before
and (2) after placing the non-chain task replica (lines 10-18). It
then selects the node where the difference between these two
values is smallest, i.e., the mapping that increases the total
WCRT of chain tasks least (lines 19-22). After selecting the
node that least affects chain task response times, the algorithm
maps the replica to this node (line 23), removes the node from
the candidate set (line 24), and repeats the process to assign the
task’s remaining replicas to other nodes. The algorithm then
maps replicas of the remaining tasks to nodes, completing the
process once all non-chain task replicas have been assigned.

VI. EVALUATION

We implemented our fault-tolerant end-to-end latency cal-
culation in Python on a Linux platform1. The analysis was
performed on a single core of an AMD Ryzen 9 5950X CPU
(3.4 GHz) with 125 GB of RAM. To evaluate the impact
of different mapping approaches on end-to-end latency, we
compared our latency-aware mapping method with the WFD
algorithm, which maps replicas to nodes while ensuring that no
two replicas of the same task are placed on the same node. For
further comparison, we also considered the case where tasks
are not replicated and mapped directly using WFD. In addition,
we investigated the impact of different mapping methods on
schedulability when there is replication.

In these experiments, we assumed best- and worst-case
communication delays of 100 µs and 1000 µs, respectively.

A. Workload Generation

To conduct our experiments, we generated random task
sets, each consisting of 20 tasks. We assumed that all tasks
are critical; therefore, three replicas were generated per task,

1Available at https://github.com/aminnaghavi/FT-E2EL (released under the
AGPL v3.0 license; results can be reproduced using the provided code and
instructions).
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Fig. 2: Maximum end-to-end latency of task chains with varying sizes: analysis for chain sizes 3–6 (top) and 3–10 (bottom).

resulting in a total of 60 task replicas per task set. We
used the Dirichlet-Rescale algorithm [25] to generate random
task utilizations that sum to a predefined utilization bound.
Task periods were randomly selected from the real-world
automotive benchmark dataset [26]. The worst-case execution
time for each task was computed using its utilization and
period, according to the formula Ci = ui × Ti. We assumed
implicit deadlines, meaning the deadline Di of each task is
equal to its period Ti.

Cause-effect chains were created by randomly selecting
tasks from half of the task set (i.e., 10 tasks), while the
remaining 10 tasks were excluded from any chain. We allowed
tasks with different periods to be part of the chains; however,
to limit the number of job chains, we only considered chains
where tasks are ordered by their periods, meaning that each
task in a chain has a longer period than its predecessor [4].
We evaluated two scenarios: in the first, each task set includes
four chains of lengths 3, 4, 5, and 6; in the second, each task
set contains eight chains with lengths ranging from 3 to 10.

B. End-to-End Latency

We compare the maximum end-to-end latency of a non-
replicated system (using WFD for task mapping) with that
of replicated systems employing either our latency-aware
mapping or WFD. The maximum end-to-end latencies of
chains in replicated systems were computed using our latency
analysis method designed for active replication, as described
in Section IV. For non-replicated systems, the maximum end-
to-end latencies were calculated using the approach from [13].

We considered a multi-processor system to schedule task
sets with total utilization greater than 1. In the non-replicated
system, we considered that tasks are scheduled on two nodes
(the minimum number of nodes to schedule these tasks). In
the replicated system, we considered configurations with 5
and 6 nodes, with each task having three replicas distributed
across three different nodes. We used Rate Monotonic (RM)

TABLE I: Total number of possible job chains across all task chains for
different mappings under varying chain sizes, utilizations, and node counts.

Method Chain
Sizes

Average number of possible job chains
U: 1.2, q: 5 U: 1.5, q: 5 U: 1.5, q: 6

Latency Aware
Mapping

3-6 2148.66 3015.89 1181.11
3-10 6584.62 15437.83 4053.24

Replication
WFD

3-6 2325.91 2830.68 1315.02
3-10 6870.09 14410.95 4318.57

No Replication
WFD (q=2 fixed)

3-6 1236.79 1116.15 1315.02
3-10 2817.52 3908.34 4318.57

TABLE II: Execution times of our latency-aware mapping and job-level end-
to-end latency calculation of replicated task chains in different scenarios.

Algorithm Chain
Sizes

Execution time of the algorithm
U: 1.2, q: 5 U: 1.5, q: 5 U: 1.5, q: 6

Latency Aware
Mapping

3-6 1.80 ms 2.01 ms 1.57 ms
3-10 1.95 ms 2.13 ms 1.74 ms

End-to-End
Calculation

3-6 5.002 s 4.706 s 3.530 s
3-10 27.914 s 33.220 s 16.871 s

scheduling and included only task sets schedulable under
RM and the specified mapping methods. Experiments were
repeated for 100 task sets for each combination of total
utilization, number of nodes, and each scenario described in
§VI-A.

Figure 2a presents the end-to-end latencies for scenarios
involving chains of lengths ranging from 3 to 6 and 3 to
10, using replicated task sets with a total utilization of 1.2,
scheduled across 5 nodes. Figure 2b shows the results for
the same configurations, but with task sets having a total
utilization of 1.5. Finally, Figure 2c presents the latencies for
scenarios with a total utilization of 1.5, mapped across 6 nodes.
Each bar represents the average end-to-end latency for chains
of the specified lengths, calculated over 100 task sets. The
number of job chains created in each experiment is listed in
Table I, while the execution times for our mapping method
and end-to-end latency calculation are provided in Table II.
As shown, the execution time of our mapping method is in
the order of a few milliseconds, while the job-level end-to-
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Fig. 3: Acceptance ratio for latency-aware mapping and WFD across different node counts for chain sizes of 3–6 and 3–10.

end latency calculation takes several seconds, depending on
the load per resource ratio.

As shown in Figures 2a and 2b, scheduling three replicas of
each task across five nodes increases the end-to-end latency for
both WFD and our latency-aware method, primarily because
the system load is tripled while the number of nodes is only
increased by two. This is the minimum number of nodes
required to schedule task sets with a total utilization of 1.5
and three replicas per task. In this case, our fault-tolerant
end-to-end latency analysis considers a greater number of job
chains than the analysis without replication, as detailed in
Table I. This is due to the higher WCRT of tasks (resulting
from increased load per resource) and the larger read and
data intervals (as defined in Equations 5 and 6). Nevertheless,
Figures 2a and 2b show that, on average, our latency-aware
mapping method still achieves lower end-to-end latency than
WFD with replication for chains of different sizes. For exam-
ple, as seen in Figure 2a, scenarios with chain sizes ranging
from 3 to 6 and 3 to 10 at a total utilization of 1.2 show
an average improvement of 5.27% and 4.55%, respectively,
in end-to-end latency using our method compared to WFD.
Similarly, Figures 2b show that at a total utilization of 1.5, our
method achieves an average improvement of 1.93% and 2.77%
for the two scenarios, respectively, compared to WFD with
replication. The comparison between Figures 2a and 2b shows
that increasing total utilization reduces the effectiveness of our
latency-aware mapping in decreasing end-to-end latency. This
is because, under high task loads, the algorithm may be unable
to assign a task to the node for which the mapping is most
favorable to the response time of chain tasks, as doing so could
cause the total utilization of replicas on that node to exceed 1.
This is also evident from Table I, where increasing the total
utilization leads to a higher number of job chains created by
our method. Nevertheless, due to reduced worst-case response
times, our method still manages to achieve, on average, lower
end-to-end latency compared to WFD with replication.

Figure 2c shows that the maximum end-to-end latency
of our latency-aware mapping is significantly reduced when
scheduling task sets with a total utilization of 1.5 on 6 nodes.
It is worth noting that WFD with replication produced the
same end-to-end latency as WFD without replication. This
is because, in this scenario, the replicated system behaves
similarly to the non-replicated case, as the same task-to-node
mapping is effectively repeated across each pair of nodes.

As a result, the jobs exhibit identical worst- and best-case
response times. In contrast, our latency-aware method achieves
lower end-to-end latency than WFD, both with and without
replication. This is because it maps tasks that are not part of
any chain to nodes where they have minimal impact on the
WCRT of chain tasks, thereby improving the response times
of chain tasks. Consequently, our mapping method yielded
14.30% and 11.29% lower end-to-end latency than WFD for
scenarios with cause-effect chains of sizes 3-6 and 3-10,
respectively. The reduction in WCRT of tasks due to our
mapping method also led to a smaller number of job chains
compared to WFD, as shown in Table I.

C. Acceptance Ratio

We compared the number of schedulable task sets using
our latency-aware mapping method against the WFD method
when mapping three replicas per task onto 5 nodes (Figures 3a
and 3b) and 6 nodes (Figures 3c and 3d). For each total
utilization value from 1.0 to 2.0 in increments of 0.01, we
generated 1,000 task sets per utilization level and determined
how many were schedulable using RM, after mapping replicas
to nodes with each method. We evaluated both scenarios de-
scribed in §VI-A, and the results are summarized in Figure 3.
Although our latency-aware mapping reduces the worst-case
response time of chain tasks (thereby lowering the end-to-end
latency of cause-effect chains), it generally achieves a lower
acceptance ratio than WFD at higher total utilization levels.
This occurs because improving the response times of chain
tasks can lead to increased response times for non-chain tasks,
which may result in some task sets becoming unschedulable.
Nevertheless, our mapping method still maintained a high
acceptance ratio, even under heavy task loads relative to the
available computational resources. On 6 nodes, more than 60%
of task sets were schedulable in both scenarios at a total
utilization of 1.96, while over 90% were schedulable at a
slightly lower utilization of 1.85. Similarly, on 5 nodes, over
60% of task sets were schedulable at a utilization level of 1.59,
and the acceptance ratio exceeded 90% at a total utilization
of 1.5. Additionally, our latency-aware mapping can guarantee
end-to-end latency requirements in systems with tight end-to-
end deadlines [15].



VII. CONCLUSION

In this paper, we present a method for tolerating malicious
faults in multiprocessor real-time systems with cause-effect
chain dependencies, using active replication. To formally es-
timate the end-to-end latency of task chains, we introduce a
design-time analysis technique that explores all possible job
chains by estimating the data intervals of jobs and the read in-
tervals of job replicas. This analysis assumes that a job replica
on a node can read data from job replicas of its preceding
task on other nodes only if a majority vote based on that
data can be completed within its read interval. Additionally,
we propose a novel latency-aware replica-to-node mapping
strategy that aims to reduce the maximum end-to-end latency
of task chains by lowering the worst-case response times of
task replicas. Through evaluation, we compared this latency-
aware mapping with the worst-fit decreasing approach. Our
results show that our method significantly reduces end-to-end
latency, though this improvement may come at the cost of
slightly lower acceptance ratios at higher utilizations compared
to WFD.

In future work, we aim to extend this method to support
sporadic task models and to determine task-level upper bounds
on end-to-end latency in actively replicated systems. Addition-
ally, developing optimized mapping and priority assignment
strategies to minimize end-to-end latency in systems with
varying criticalities remains an open challenge.
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