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Abstract 
Modern digital identity management (IdM) systems embrace self-sovereign and decentralised identities 
as core paradigms following user-centric principles. While the theoretical principles and technical 
specifications underlying modern IdM systems have converged, corresponding real-world solutions' 
adherence can be obscured by claims over design principles. To clear the fog, we develop a taxonomy 
for modern user-centric IdM systems through eight iterations of literature reviews and solution 
evaluations. To this end, we define the theoretical characteristics to achieve user wholeness, data 
autonomy, application usability, and the practical characteristics of the technology stack, architecture 
sharing, and system trust. This taxonomy contributes to a deeper understanding of modern IdM 
solutions' design and implementation decisions. We demonstrate the taxonomy's usefulness by 
evaluating five real-world solutions' adherence and capturing the diversity within the evolving digital 
identity ecosystem. We thereby enable practitioners and researchers to make informed arguments about 
which IdM characteristics best suit their specific needs and contexts. 
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1 Introduction 
Modern information systems require strong identity management (IdM) frameworks that provide 

effective identification, authentication, and authorisation processes (Rieger et al., 2024). However, 

digital IdM faces challenges, such as security risks, regulatory compliance requirements, and growing 
privacy concerns (Sheik et al., 2021). Academic research has become increasingly critical of traditional 

IdM solutions (Sedlmeir et al., 2021), highlighting conceptual drawbacks and calling for improvements 

(Abbas & Munoz, 2021). Correspondingly, researchers push towards user-centric and trust-worthy IdM 

systems that enhance user control while still ensuring verifiability (Babel & Sedlmeir, 2023). 

As such, the self-sovereign identity (SSI) paradigm emerged (Allen, 2016) and has been adopted as a 

modern approach for IdM in both private and public domains (European Commission, 2024a; Jones, 
2024). Unlike the traditional IdM models (Rieger et al., 2024), SSI offers a decentralised and user-

centric approach that decouples the identity provider (IdP) from the relying party (RP) through digital 

identity wallets controlled by the user (Bastian et al., 2023). The term SSI is frequently used 
interchangeably with decentralised, blockchain-based identity models (Kubach et al., 2020), yet its 

dependency on blockchain technology is contested (Sedlmeir et al., 2021). The initial guiding principles 

of SSI, defined by Allen (2016), evolved as they were embraced by different domains, reflecting a 
diversity of stakeholders’ needs and requirements (Sedlmeir et al., 2022). Yet, the technical 

specifications that ensure adherence to these principles in modern IdM are ambiguous, causing 

confusion in academic and practitioner domains (Smethurst, 2023; Weigl et al., 2023). 
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Therefore, this paper answers the research question of what are the dimensions and characteristics of 
modern user-centric identity management systems by contributing a multi-layer taxonomy based on 
iterative literature reviews (theory) and solution evaluations (practice), following the extended 

taxonomy design process (ETDP) (Kundisch et al., 2022). Our taxonomy provides a holistic overview 

of modern user-centric IdM systems by synthesising the intersections between different paradigms and 

implementations. In examining the broad spectrum of these systems' theoretical and practical 
characteristics, we enrich the discourse on the evolution of motivations for self-sovereign identity and 

whether or not solutions adhere to the theoretical principles (Allen, 2016; Sedlmeir et al., 2022).  

The paper is structured as follows: Section 2 introduces essential models and principles of modern user-

centric IdM. Section 3 explains our methodology, including the iterative taxonomy design through 

literature reviews and solution evaluations. Section 4 presents the developed taxonomy's layers, 
dimensions and characteristics. Section 5 demonstrates the taxonomy by evaluating selected real-world 

solutions. Finally, Section 6 discusses limitations and highlights future research opportunities. 

2 Background 
IdM refers to the process of managing users' identity data, encompassing identifiers, attributes, and 

credentials (Pfitzmann & Hansen, 2010). Traditional IdM models are typically classified as siloed (or 
isolated) with distinct IdM per application, federated with centralised IdM for multiple applications, and 

user-centric models where users have greater control over their own identities, deciding what 

information they share across different applications (Mohammed et al., 2020; Wilson & Hingnikar, 
2019). This terminology varies across the literature, reflecting the diverse perspectives on 

conceptualising models (Rieger et al., 2024) while leading to inconsistencies in their interpretation, as 

oversimplified terms represent a complex system from different viewpoints (Mohammed et al., 2020), 
motivating the creating of holistic taxonomy for modern user-centric IdM based on confusions over 

what self-sovereign, decentralised and wallet-based IdMs characterise, unified or differentiated. 

SSI has emerged as a fundamental paradigm for modern user-centric IdM in recent years (Allen, 2016). 

Compared to the traditional user-centric model, SSI ultimately decouples the IdP (i.e., issuer) from the 

RP (i.e., verifier) and empowers users (i.e., holders) to self-manage their identity data (Weigl et al., 
2023). In this model, an IdP issues long-lived attestations of attributes to the identity holder so that RPs 

can verify their integrity, authenticity, and validity upon presentation by the holder without involving 

the IdP. Verifiability is ensured through cryptographic mechanisms and (decentralised) trust 

infrastructures (Sedlmeir et al., 2022). Therefore, in some contexts, SSI is referred to as blockchain-
based or wallet-based IdM, exposing similarities but also certain trade-offs (Hoess et al., 2022; Bastian 

et al., 2023). As such, blockchain-based solutions emphasise the role of distributed ledgers as a trust 

anchor (Bochnia et al., 2024), while wallet-based solutions focus on user-controlled credentials. 

We base our design on the well-established (Čučko et al., 2022; Naik & Jenkins, 2020a) principles by 

Allen (2016) and Sedlmeir (2022) as the meta-characteristics of our taxonomy. Allen's (2016) ten 
principles served as guiding tenets for the development and understanding of SSI in the digital identity 

community (Sedlmeir et al., 2021; Shuaib et al., 2021). Existence underscores the need for users to have 

an independent identity that is not solely digital. Control emphasises that users must be the ultimate 
authority over their identities, including updates and visibility. Access specifies that users should be able 

to retrieve all their identity-related data easily. Transparency demands that the systems and algorithms 

governing these identities be open and transparent. Persistence asserts that identities should be long-

lived, even outlasting the services that first generated them. Portability ensures identity data isn't limited 
to a third party, allowing user control and flexibility. Interoperability stresses that these identities should 

be globally usable. Consent mandates that data sharing only occurs with the user's explicit agreement. 

Minimalisation recommends keeping data disclosure to a bare minimum. Finally, protection declares 

that user rights must always take precedence. 

While these ten principles serve as the theoretical foundation of SSI, the design principles proposed by 
Sedlmeir et al. (2022) guide the practical implementation and account for industry best practices and 

use in regulated environments. Representation stresses that SSI should be flexible enough to represent 
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any entity digitally, whether human, legal, or technical. Control emphasises that users must actively 

consent to disclose their digital identity attributes. Flexibility is a key principle that prevents vendor 
lock-in by promoting interoperable standards and open-source projects. Security mandates the use of 

advanced cryptographic techniques and secure, authenticated communications to protect digital identity 

data. Privacy mandates that only essential data is revealed on a need-to-know basis through bilateral 

communication, consent, and minimisation. Verifiability ensures that the validity and timeliness of 
credentials can be efficiently checked. Authenticity establishes that credentials are uniquely bound to 

their initial bearers, reducing the risk of identity theft and sharing. Reliability offers a guidance system 

for verifiers to determine trustworthy issuers within a resilient infrastructure. Finally, usability focuses 

on the user experience and a system that is efficient, easy to recover, and offers multiple access points. 

Besides Allen (2016) and Sedlmeir et al. (2022), related work provides a solid foundation for this study. 
Naik and Jenkins (2020a) articulate SSI principles, strengthening our theoretical understanding of 

identity sovereignty and control. Čučko et al. (2022) classify and validate SSI properties through expert 

evaluation, clarifying user-centric attributes. Schardong and Custódio (2022) bridge conceptual and 
practical dimensions through a systematic taxonomy of SSI, emphasising blockchain implementation 

nuances. Similarly, Lesavre et al. (2020) categorise blockchain IdM architectures and governance 

mechanisms, while Yildiz et al. (2023) define interoperability via a structured reference model. Bastian 

et al. (2023) categorise wallet security and usability properties, linking theory and practice. Building 
upon these and the rich body of further research and the analysis of solutions, we synthesise and integrate 

existing knowledge to provide a holistic taxonomy of modern user-centric identity management. 

3 Design Process 
Our research follows an iterative design science research (DSR) approach following the extended 
taxonomy design process (ETDP) (Kundisch et al., 2022). This approach enables the continuous 

refinement and expansion of our taxonomy to create a holistic overview of modern user-centric IdM 

systems. We revisit the design and development stages over eight iterations to ensure our taxonomy's 

relevance, completeness, and usefulness. We cover theoretical concepts and technical solutions to get a 
complete overview of the characteristics of modern IdM solutions and their trajectory from theory to 

practice. We adopt the design principles (Allen, 2016; Sedlmeir et al., 2022) as meta-characteristics  

(Nickerson et al., 2013), representing the foundation of our taxonomy, which we extend and refine with 
each iteration until the ending conditions are met. We define our ending conditions as the point at which 

our taxonomy fully encompasses all characteristics of a modern user-centric identity management 

system, which is determined through iterative literature reviews and evaluations of technical solutions 
until no further updates to the taxonomy are necessary (Nickerson et al., 2013). We alternated between 

empirical-to-conceptual design iterations consisting of multiple batches of SLRs following the PRISMA 

approach (Moher et al., 2009) and conceptual-to-empirical iterations consisting of evaluations of 

implemented IdM solutions that claim to embrace modern user-centric paradigms, particularly SSI. 

3.1 Literature Review 
By following the PRISMA guidelines (Moher et al., 2009), we provide structure to our SLR, allowing 
us to assess the academic discourse on modern user-centric IdM systems. Relevant literature was first 

identified using targeted search strings across databases and libraries. During screening, irrelevant 

records were removed. In the eligibility phase, full texts were assessed for relevance. Selected studies 
were used for the taxonomy design, with further additions through snowballing (Webster & Watson, 

2002) and iterative review of three different search strings. This extended SLR ensures broad coverage 

of nuanced, domain-specific information on which we base the development of our taxonomy. 

Therefore, with each search string, we follow the PRISMA stages to cover different selections of papers 

based on a distinct yet overlapping focus and search string to provide us with rich and balanced insights. 

Our extended SLR covers three different search strings (S1, S2, S3), each alternating with an ETDP 

iteration of solution evaluation that complements insights from the literature to support the design of the 

taxonomy. S1 ((self-sovereign identity) OR (self-sovereignty AND identity)) aimed to provide an initial 
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overview of the discourse around the core principles of this rather new paradigm that initiated the push 

towards modern user-centric IdM (Allen, 2016). S2 ((block[-]chain[-based] OR decentral[i[zs]ed]) 
AND (identity)) focuses on works that embrace the ideas of SSI and have been part of the blockchain 

hype in digital IdM (Hoess et al. 2022). Finally, S3 ((digital identity wallet) OR (digital wallet AND 
identity) OR (wallet-based identity)) allows getting insights into the latest developments in regards to 

regulatory and business constraints (Sedlmeir et al., 2022) towards a more balanced view of, e.g., the 
European Union’s digital identity wallet (EUDIW) (European Commission, 2020). To identify relevant 

literature, we queried eight scientific databases: AISeL, ACM DL, IEEE Xplore, ScienceDirect, Springer 
Link, and Scopus. We saturate the results using ArXiv, Google Scholar, Dimensions and Elicit. While 
we emphasised peer-reviewed literature, we also included grey literature, such as documentation and 

white papers, during the solution evaluation and final snowballing phase (Webster & Watson, 2002). 

To support the development of a holistic taxonomy, our analysis required broad coverage across diverse 

perspectives within the modern user-centric IdM domain and, therefore, allowed for broad inclusion 

criteria. Screening was conducted based on titles, abstracts, and other metadata to exclude works that 
were either unrelated to our search strings or addressed the topic only tangentially. We included papers 

written in English and published since SSI emerged in 2016 until 2024 Q2 as our measure for modern 

IdM. In the subsequent eligibility phase, we conducted a detailed full-text review to assess the relevance 

and depth of each work. We included only papers with clear conceptual or technical contributions. 

Due to the iterative nature of our research design, we introduced an additional refinement step to the 
PRISMA process, which we refer to as a focus stage. In this step, we temporarily defer eligible papers 

that are not immediately relevant to the current iteration of the taxonomy-building process. These papers 

are not excluded but rather held for re-evaluation in future iterations, allowing us to maintain analytical 

clarity. This is important due to the evolving terminology and conceptual overlap across different phases 
of modern IdM. Early literature often focused on self-sovereign identity, which later expanded into 

decentralised and wallet-based identity narratives, each building upon and redefining the former. As 

these paradigms emerged and shifted over time, so did their associated use cases and terminology. 
Consequently, some papers are only partially relevant within the scope of a specific iteration. To address 

this, each iteration of the ETDP follows a chronological and thematic progression, incorporating full-

text reviews of both newly selected and previously deferred papers. This is further supported by 

snowballing to ensure ongoing alignment with the taxonomy’s evolving scope and objectives. 

 

Figure 1.  Extended PRISMA flowcharts for the systematic literature review process. 
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3.2 Solution Evaluation 
In recent years, the user-centric IdM landscape has been replete with an overwhelming variety of 
components and full-stack solutions. To build and demonstrate our taxonomy across this diverse and 

evolving IdM solution landscape, we needed a well-founded yet manageable selection of representative 

solutions. We, therefore, thoroughly assessed the solution landscape and identified different solutions 
from multiple providers that claim to align with modern user-centric IdM paradigms and advertise to be 

self-sovereign, blockchain-based, or wallet-centric. These projects range from academic to commercial 

and open to closed source. We first collected solutions that are referenced at least three times in literature 

that focuses on conceptualising SSI (e.g., Helix ID, Blockcerts, LifeID, SelfKey, Shocard, Sovrin, 
Spherity, Trinsic, IDchainZ) (Ahmed et al., 2022; Dib & Rababah, 2020; Kubach & Sellung, 2021; 

Kuperberg & Klemens, 2022; Nokhbeh Zaeem et al., 2022). We then extended this list through 

structured web searches, prioritising solutions with visible traction, such as continued development or 
sustained visibility in media and technical communities. Because of the industry’s ongoing evolution, 

some commonly covered solutions in literature were already outlived (e.g., uPort, Secure ID by Civic) 

or vanished (e.g., AuthenteQ, Jolocom, FinID by Fincue) at that time. 

Based on this scoping, we selected 30 diverse candidates based on four indicative factors: (1) relevance 

across SSI, decentralised, and wallet-centric paradigms, (2) diversity in architectural and functional 
scope (partial vs. full-stack), (3) presence of publicly available documentation or interfaces enabling 

technical assessment, and (4) representativeness in terms of maturity, ecosystem role (e.g., issuer, wallet 

provider), and origin (public, private, open source, etc.). This resulted in the following evaluation set: 
Altme by Talao, BlockID by 1KOSMOS, EASSI by TMO, ESSIF, EUDIW, Entra Verified ID by 

Microsoft, Grimly ID, Hyperledger (Aries, Fabric, Indy), Iden3 by 0KIMS, Jolocom, Lissi by neosfer, 

LuxTrust, PingID by ShoCard, Pass by Civic, SelfKey, Sovrin, Sphereon, Spherity, SpruceID, Trinsic, 

VIDchain by Validated ID, VII by MATTR, Walt.id, WorldID, _SOWL by Esatus, cheqd, and uPort and 
its successors Serto and Verno. Our preliminary assessment further highlighted the rapid evolution in 

the IdM landscape and the importance of thorough, empirical analyses to identify the most effective and 

viable layers, dimensions, and characteristics for evaluating the IdM solution's adherence to core SSI 

principles and identifying potential reasons for success or failure, calling for future research. 

We followed a systematic process for the actual solution evaluation, beginning with the study of the 
assessed information and documentation. This helped us outline and conceptualise the respective 

system's architecture and functionalities. We then engaged directly with an instance of the solution 

through local deployment and/or functionality testing to verify the practical applicability of our findings 
from the processing empirical-to-conceptual iteration to ensure that all defined characteristics are 

theoretically sound and practically applicable. We started each deployment and functionality testing 

process by installing the mobile agent or wallet app when available. If an app was not available, we 

proceeded with command-line-based agent evaluation. Whenever possible, we locally set up a 
containerised setup (i.e., Docker) to create a controlled environment, or alternatively (i.e., closed-

source), directly used the public service endpoints provided by the vendor. We also thoroughly reviewed 

any available technical documentation and repositories to understand the code, APIs, and system design. 

We curated a heterogeneous selection of notable solutions for the final demonstration of our taxonomy 

and the evaluation process, reflecting different functionalities, maturity levels, and market relevance. 
Our selection showcases diverse solutions that illustrate our taxonomy's design, development, and 

usefulness. These solutions span different domains (public, private, academia) and major paradigms 

(e.g., SSI-focused and blockchain-focused narratives). We chose uPort as an early representative that 
was strongly influenced by early perceptions of blockchain as a foundation for SSI, Trinsic and Walt.id 

as two mature full-stack solutions with a focus on privacy and enterprise compatibility, respectively. 

These two solutions also reflect both the American and European perspectives. Finally, we included 
WorldID as a somewhat exotic contender and the EUDIW as the potential future of digital IdM in Europe 

in our evaluation. This diverse selection reflects not just the range of functionality and maturity among 

modern user-centric IdM solutions but also addresses the often narrow and outdated focus found in the 

existing literature. The details of this preliminary evaluation are subject to future work. 
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4 Taxonomy 
This section presents the details of our holistic taxonomy for modern user-centric IdM, which spans 

across 6 layers, 22 dimensions and a wide range of theoretical and practical characteristics. We initiated 

the taxonomy design with principles from Allen (2016) and Sedlmeir et al. (2022) as meta-
characteristics (Nickerson et al., 2013), which have been extended and refined along our iterations 

between SLR and solution evaluation (Kundisch et al., 2022). Following the ETDP, dimensions were 

iteratively derived through conceptual (deductive) reasoning and empirical (inductive) insights gathered 
from the literature and evaluation of existing IdM solutions. In turn, each layer captures a distinct 

abstraction level, allowing us to systematically group related dimensions, ranging from initial identity 

principles and architecture to governance and adoption factors. The process was guided by objective 
and subjective ending conditions to ensure comprehensiveness and practical relevance while avoiding 

redundancy. As many characteristics in our taxonomy can co-exist within a single dimension, we 

intentionally allow for non-mutually exclusive classifications to reflect the complex and multifaceted 

nature of real-world IdM systems. By distinguishing between theoretical constructs and practical 
implementations, our taxonomy addresses the dual nature of characteristics inherent of modern user-

centric IdM. It integrates foundational elements, such as identity principles, architectural components, 

and technical specifications, with applied considerations, including legal, organisational, and 
governance requirements. This approach ensures that our taxonomy serves as a conceptual framework 

(theory) and guides system development (practice). Figure 2 features our final taxonomy.  

The six layers of our final taxonomy are user wholeness, data autonomy, application usability, 

technology stack, architecture sharing, and system trust. Together, they offer a comprehensive structure 

to capture both conceptual foundations and practical design considerations in modern IdM systems.  
User wholeness focuses on maintaining the entirety of a user's digital identity (wholeness) (Pierucci & 

Cesaroni, 2023), ensuring the existence of a persistent identity representation. Data autonomy covers 

aspects that enable holders to control and verifiably disclose digital attestations in a privacy-preserving 

way without being controlled by an authority (autonomy) (Cameron, 2005; Pierucci & Cesaroni, 2023; 
Sovrin Foundation, 2022). Application usability (Sedlmeir et al., 2022) revolves around the user-facing 

domain-specific components and features that potentially boost the acceptance and diffusion of a 

solution driven by convenience and transparency. It is arguably one of the most important dimensions 
but also one of the most complex to achieve due to users' biased mental models and challenges in societal 

acceptance (Khayretdinova et al., 2022; Sartor et al., 2022). Our focus for the technology stack (Schmidt 

et al., 2021) lies in the technical elements that facilitate the functionality of IdM systems. This includes 
the cryptographic building blocks, protocols, and data structures that together form the technical stack 

that acts as the foundation of any SSI system (Yildiz et al., 2023). Architecture sharing further 

scrutinises the structural design of modern user-centric IdM systems, emphasising the distribution and 

collaboration of system components (architecture) that allow for interoperability (sharing) (Yildiz et al., 
2023). Finally, the system trust includes rather intangible factors that enhance the overall trustworthiness 

of the system. Quantifying this dimension is challenging but indispensable for establishing the 

credibility and longevity of real-world solutions (Schwalm et al., 2022). In the following, we present the 

dimensions and characteristics associated with each layer. 

4.1 User Wholeness 
Representation (Sedlmeir et al., 2022) ensures that the system is inclusive, catering to a broad spectrum 

of entities (Kuperberg, 2020), such as humans (European Commission, 2023), organisations (i.e., legal 

entities) (European Commission, 2024a; Sedlmeir et al., 2022), technical (e.g., IoT devices) (Naik & 

Jenkins, 2022), and even animals (e.g. Althash Breeders), thereby accommodating the diverse needs of 

digital interactions and the capacity to handle complex and varied identity attributes seamlessly. 

Existence (Allen, 2016) emphasises the necessity for entities to have a unique, verifiable presence that 

transcends mere digital constructs (Ernstberger et al., 2023). It covers system capabilities for identity 

federation (Kuperberg, 2020) or to provide identifiers with different privacy properties (e.g., 

decentralised (DID) (Shuaib et al., 2021), self-issued (OIDC Workgroup, 2023), pairwise 
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pseudonymous (Shuaib et al., 2021), and single-use (Lesavre et al., 2020)) identifiers and long-lived 

user-controlled electronic attestations of attributes (European Commission, 2024a). Attestations are 
often called verifiable credentials (OIDC Consortium, 2022; Sedlmeir et al., 2021) and can refer to any 

identity attribute, identifier, or credential (Pfitzmann & Hansen, 2010). 

Persistence (Allen, 2016) asserts that identities should be (relatively) long-lived (i.e., valid) and 

independent of the issuer (i.e., issued before and independently of its usage). Identity validity can be 

verified through revocation registries (active) and attestation timestamping (passive). This includes time 

revocation (e.g., expiration) (Shuaib et al., 2021) as the generic timestamping of attestations (i.e., not 
valid before, not valid after), use-based invalidation (i.e. single-use credential) and remote services 

(Kuperberg, 2020; Shuaib et al., 2021): Revocation lists (e.g., CRL) return all invalid attestations in 

bulk, while status lists (e.g., OCSP) reveal a specific attestation's state but risk user profiling. Revocation 
brokers, while convenient, centralise the task of revocation check mediation and thus may infringe 

privacy (EBSI, 2023). Non-revocation proofs and cryptographic accumulators protect privacy, but 

implementations face scalability and complexity issues (Babel & Sedlmeir, 2023). 

Protection (Allen, 2016) considers mechanisms that give users a certain degree of control (Devon 

Loffreto, 2012) over their data and the system. This is closely related to legal compliance requirements 
for data processors (e.g., the GDPR and eIDAS regulations in the EU) and liability requirements 

(Pattiyanon & Aoki, 2023). In particular, mechanisms that provide the user with capabilities for data 

rectification, data erasure (Sim et al., 2019), and consent withdrawal (Schwalm et al., 2022; Tosoni, 
2020) may be required. Furthermore, protection requires the assurance that there are no (public) 

transaction logs that reveal identity usage on an (immutable) ledger. The degree of protection further 

depends on where the data is stored (distribution) and who controls the data (i.e. (de-) centralised vs. 

federated authority) (Mohammed et al., 2020). 

4.2 Data Autonomy 
Control (Allen, 2016; Lesavre et al., 2020; Sedlmeir et al., 2022) captures the essence of sovereign 
authority (Devon Loffreto, 2012): Users can be their own identity custodians without dependency on 

external brokers (European Commission, 2024a; Naik & Jenkins, 2020b; Schwalm et al., 2022). The 

user should have control of their private keys and attestations (Naik et al., 2021). This may be realised 
by using a wallet and secure element on an edge device or remotely in the cloud using a trusted execution 

environment (TEE). Users should have full control over their cryptographic keys (i.e., private and public 

keys) (Babel & Sedlmeir, 2023). Some systems may also allow the sharing of control by assigning 

trustees (e.g., guardianship) and providing remote wipe functionalities in case of a breach. 

Minimisation (Allen, 2016) advocates disclosing only the information necessary for a specific 
interaction. This underlines the importance of Privacy Enhancing Technologies (PETs) such as selective 

disclosure, range proofs, further predicate proofs, and general-purpose zero-knowledge proofs (ZKPs) 

(Babel & Sedlmeir, 2023; Kuperberg, 2020; Lesavre et al., 2020). While selective disclosure should be 

the baseline (Tosoni, 2020), additional minimisation techniques are appropriate. 

Authenticity (Sedlmeir et al., 2022) emphasises the fundamental requirement for identity verification 
processes of ensuring the secure link to their rightful identity holder and the legitimacy of identity 

claims. Authenticity can be assured through identification by binding identity to a device or user (Babel 

& Sedlmeir, 2023; Bastian et al., 2023) and can be further strengthened through wallet authentication 

(Bastian et al., 2023) and strong multi-factor authentication (MFA) (Kuperberg, 2020). In addition to 
the previous measures, an immutable ledger listing relying parties (Sim et al., 2019) or legally governed 

certification schemes can help increase security in wallet-related data processing (Bastian et al., 2023). 

Verifiability (Sedlmeir et al., 2022) represents the foundation for establishing trust between entities, 

ensuring that all parties can confidently rely on the integrity, authenticity and validity of presented 

information. This encompasses mechanisms like revocation checks (i.e., validity), attestation 
timestamping (i.e., expiration), attestation schemas (i.e., format), and digital signatures (i.e., integrity 

and authenticity) (Babel & Sedlmeir, 2023). These mechanisms either work locally using cryptographic 

metadata (Naik et al., 2021) or remotely through querying trusted registries for metadata. 
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4.3 Application Usability 
Experience emphasises the user interface and experience (UI/X), aiming to streamline and enhance user 
acceptance and engagement (Khayretdinova et al., 2022). The identity system should provide free basic 

identity services (e.g., issuance, update, deletion) (Naik & Jenkins, 2020a) but may charge for advanced 

services (e.g., qualified signatures). The user should not be bound to a specific platform (e.g., software 
or hardware). Further mechanisms that may improve usability through convenience are self-registration, 

single-sign-on (SSO), and customer support (Kuperberg, 2020). 

Consent emphasises the importance of user engagement in providing permissions for using digital 

identity data (Naik & Jenkins, 2020a). This includes displaying the requested data to the user and 

requiring explicit consent for its transfer (Shuaib et al., 2021). Furthermore, authorisation and 
authentication protocols ensure consent for only deliberately initiating any purposeful action. Finally, 

consent management interfaces provide the user with an overview of provided consent (e.g., sessions) 

and integrated features to enforce mechanisms for protection and ensure transparency. 

Access (Allen, 2016) ensures that users can effortlessly retrieve, manage, and interact with their digital 

identities and associated data. Digital identity wallets are the core component for managing identities in 
a local and controlled environment (European Commission, 2024a). Naming systems (e.g., DID, PKI) 

provide information describing public identifiers for stakeholders (e.g., users, issuers, verifiers). 

Transparency logs (e.g., wallet-based) can offer an auditable trail of interactions only visible to the 

identity holder. Processor data inspection further empowers data subjects, allowing them to review and 

understand how the relying party processes their data (Kuperberg, 2020). 

Recovery mechanisms (Khayretdinova et al., 2022) allow the regaining of access to digital identities 

after loss of control. Recovery is essential to mitigate the impact of human errors and ensure that systems 

remain usable. Different mechanisms exist to restore identity data, including exporting to and importing 

from local storage and cloud-based backups. The latter is more user-friendly but poses a critical risk if 
the revocation endpoint is vulnerable, highlighting the security-convenience trade-off. Seed phrases or 

mnemonics in decentralised key management systems (DKMS) allow users to recover their digital 

identity without relying on third parties. Systems that (partially) manage data or backups for the user 

may provide control-recovery mechanisms (e.g., forgot password) (Yildiz et al., 2023). 

4.4 Technology Stack 
The system layers are based on the SSI reference model by Yildiz et al. (2023), which is similar to the 

Trust over IP (ToIP) stack (Davie et al., 2019). The technical trust layer (i.e., anchor) covers components 

to form trust between stakeholders. The agent layer (i.e., communication, storage, recovery) comprises 

components for secure communication between actors, such as transport security, cryptographic key 
management, data portability, and control recovery. The credential layer provides means to issue, store, 

and present attestations in a verifiable way, including revocation, attestation exchange, binding, format, 

and proof generation. The application layer covers the domain-specific components (e.g., apps, 
semantics, and verticals). Finally, cross-layer considerations cover, among others, compliance, privacy, 

authentication, authorisation, storage, and format that are not exclusive to any layer or system. 

The list of system components is similar to system layers but stretches vertically through the system 

architecture rather than horizontally. Hence, it covers key software components provided to and by 

different stakeholders, such as agents in the form of mobile apps or command-line, wallets (local, edge, 
or cloud), as well as issuance, verification, and trust anchor components (Schmidt et al., 2021). This 

provides a clear view of the system's operational dynamics and interdependencies. In this context, 

interoperable systems can share or exchange components. 

Decentralisation mechanisms define the shift from centralised authority towards distributed trust 

anchors and registries (Sim et al., 2019). This covers DLTs such as blockchain, distributed filesystems 
(DFSs), and distributed hash tables (DHT) for a resilient and transparent trust infrastructure (Čučko & 

Turkanović, 2021). Yet, not all IdM systems use DLT; they may also fully or partially rely on public 

key infrastructures (PKI), centralised web services, or be fully self-contained (Hoops et al., 2023). 
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Participation explores the extent to which entities can engage with and contribute to the trust 

infrastructure (Kuperberg, 2020). Trust infrastructures may be public permissionless, public 
permissioned, and private permissioned (Schmidt et al., 2021). While this classification is commonly 

applied to DLT solutions (Beck et al., 2018), it can be transferred to other types of registries. In this 

sense, a centralised web service may be public permissioned by exposing an API endpoint for reading 

data (e.g., certificate transparency logs) while only the central authority has write access or is completely 

hidden from the user (e.g., only revocation brokers get read access), and, therefore, private permissioned. 

4.5 Architecture Sharing 
Functionality describes operational capabilities and the range of actions a system can perform or has 

been designed for. It encompasses essential identity services such as identification, authentication, and 

authorisation. Beyond these foundational services, it extends to the attestation of identity data to the 
holder and its subsequent verification by the verifier. Additionally, it addresses specialised applications 

such as verifiable data storage and data exchange, along with the generation of (qualified) electronic 

signatures for documents (Kubach & Sellung, 2021; Schmidt et al., 2021). 

Interoperability (Allen, 2016) emphasises the capacity of systems to (inter)operate across platforms and 

ecosystems (Grüner et al., 2021; Sovrin Foundation, 2022). It highlights the role of common protocols 
and data formats through which identities are portable across different systems (Lesavre et al., 2020). 

Technical interoperability requires machines to communicate using common protocols (e.g., 

OpenID4VCI, SIOP) and infrastructures. Syntactical interoperability requires common data formats 

(e.g., SD-JWT and mDOC). Semantic interoperability requires a shared understanding of exchanged 
information (e.g., ISO/IEC 18013-5) between sender and receiver. Organisational interoperability 

requires data to be exchangeable between diverse systems (Yildiz et al., 2023). 

Portability (Allen, 2016; Kubach et al., 2020) allows for the flexible use of identity data that is not 

bound to a single platform or service. This ensures users can maintain control over their identity across 

systems through user-agent and wallet agnosticism, adherence to open standards and specifications, or 
support for universal wallets (e.g., W3C) (Grüner et al., 2021; Yildiz et al., 2023). Differential 

credentialing describes an approach where attestations with a low level of assurance (LoA) may be 

portable. This is impossible for attestations with LoA high (e.g., eID). Application and service provider 

interfaces (API/SPI) facilitate the migration and interoperability of identities (Kuperberg, 2020). 

4.6 System Trust 
Transparency (Allen, 2016; Kubach et al., 2020) addresses means for openness towards mechanisms 

and processes. This can be accomplished through open-sourcing employed code (Pattiyanon & Aoki, 

2023). Open governance ensures decision-making processes are inclusive and accountable. Community 

engagement allows externals to influence the system's evolution. Comprehensive documentation and 
clear process notices can provide insights into operational procedures, while audit trails ensure actions 

within the system are traceable and accountable. Finally, establishing a clear trust hierarchy can facilitate 

more transparency and trust (Kuperberg, 2020). 

Reliability (Sedlmeir et al., 2022) describes different types of (decentralised/distributed) trust anchors 

(Podgorelec et al., 2022). These include public institution registries (i.e., trustworthy issuers and 
verifiers), trusted schemas registries (i.e., semantics), status registries (i.e., validity checks), DID 

registries (i.e., public identity lookups), identifier-attribute registries (i.e., locations for off-chain 

storage), and blockchain anchors (i.e., on-chain hash-based evidence) (Čučko et al., 2023). 

Finally, security and privacy (Sedlmeir et al., 2022) are usually intangible yet come at the cost of 

convenience and usability. Most characteristics presented in this section so far contribute to security and 
privacy. This final layer adds characteristics required for secure system basis, such as transport security 

(e.g., TLS), end-to-end encryption, post-quantum safety, and secure hardware to be future-proof (Babel 

& Sedlmeir, 2023; Naik et al., 2021). The employment of PETs (e.g., ZKPs) should provide the highest 
level of unlinkability. Certifications (e.g., EUDIW certified wallet) and independently verified (e.g., by 

the BSI or NIST) compliance can further increase trust (Ernstberger et al., 2023; Kubach et al., 2020). 
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Figure 2. Taxonomy to evaluate full- , conditional- , or non-adherence       to core principles 
of user-centric identity management, exemplified using uPort , Walt.id , Trinsic , WorldID 
and the European Digital Identity Wallet (EUDIW) . 
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5 Demonstration 
Our developed taxonomy, featured in Figure 2, provides a structured framework to assess modern user-

centric IdM solutions combined with some illustrative evaluation results. As such, it allows us to 

evaluate the degree of adherence to these principles layer-wise. We distinguish between full, conditional, 
and non-adherence. We have applied this final taxonomy to a set of five solutions for demonstration, 

revealing varying degrees of adherence to diverse sets of characteristics. Each solution provided 

valuable insights into implementing user-centric principles' practical challenges and successes, which 
helped us continuously refine our taxonomy. We chose uPort, Trinsic, Walt.id, WorldID, and the 

EUDIW as candidates in the final iteration to demonstrate the diversity within the IdM landscape, 

encompassing a mix of early and mature solutions that stretch between the discussed definitions of 

modern user-centric IdM, thus showcasing the flexibility and applicability of our taxonomy. 

After evaluating the original uPort solution using our taxonomy, it appears that while uPort was once an 
innovative and prominent solution in the early decentralised IdM landscape, it exhibits a substantial set 

of drawbacks. Specifically, uPort lacks interoperability and portability, as it is strongly bound to the 

Ethereum blockchain with reliance on, e.g., the non-standardized Ethr-DID protocol. Control is also a 

concern, as the solution lacks user-controlled key storage, which conflicts with the principle of user 
autonomy. This resonates with the lack of support for data minimisation, as uPort does not support 

PETs. Yet, selective disclosure is partially supported in Varamo. The system's approach to revocation 

via smart contracts and to recovery via delegation to trusted entities (i.e., family and friends) is also 
unusual. These methods further raise concerns about governance, ownership, and disclosure control, as 

well as the risk of identity manipulation or blocklisting (i.e., loss of availability), undermining user trust. 

As we navigate the evolution of IdM, the EUDIW serves as a relevant case (Giannopoulou, 2023) that 

marks the future of digital identity for European citizens "to have a secure, authentic and verifiable 
digital identity with a user-centric approach and full protection of citizens' personal data" 
(POTENTIAL Consortium, 2023). The EUDIW has reached an important milestone at the time of this 

writing. The legislative revisited eIDAS (2.0) regulation (EU/2024/1183) has been published recently 

(European Parliament and Council, 2024), the technical architecture reference framework (ARF) (v1.4) 
has been released (European Commission, 2024c), and an initial demonstration for the EUDIW 

reference implementation (RI) has been published (European Commission, 2024b). The EUDIW is on 

the way to its full adoption in 2026 when several important public and private services have to accept 

the EUDIW, and wallets must be available in all member states (European Commission, 2024d). 

At this point, it should be reiterated that the EUDIW is not yet in production. Our evaluation reflects 
this milestone state of the EUDIW. It features some conditional adherence due to uncertainty on the 

realisation of some features or potential later changes in the ARF or RI. As the certification of a self-

implemented or third-party wallet is left to member states, a diverse landscape of wallet solutions can 

be expected (Degen and Teubner, 2024). However, several open questions remain. For instance, 
revocation and status lists are not yet fully deployed due to uncertainties about the trust infrastructure. 

Thus far, it also remains unclear how to achieve a high level of assurance (LoA) in the fragmented 

landscape of secure elements (SE), smart cards (SC), or (remote) hardware security modules (HSMs). 

Moreover, while both standards for electronic attestations provide selective disclosure, how to achieve 

unlinkability has not been specified, as corresponding ZKPs are not sufficiently standardised 
(Fernández, 2024). Lastly, no recovery mechanism has been implemented besides re-issuance. The 

recovery mechanism, if any, must be selected with the highest risk evaluation. Overall, our evaluation 

of the EUDIW underlines a strong focus on user control and system trust while recognising the system's 
pragmatic approach to combining user-centric principles with the requirements of national identity 

management within a regulated, federated structure without any decentralised trust anchor and 

somewhat centralised authority. Transparency and interoperability between member states are especially 

important. Centralised services substitute complex security and privacy-related questions under the state 

authority as trust anchors.  
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6 Discussion 
The IdM landscape is complex and constantly evolving, particularly with the rise of solutions following 

the self-sovereign, blockchain-based, and wallet-based paradigms. We show they share common values 

that emphasise user-centricity, and many solutions are converging towards digital wallets for identity 
storage and transactions. This convergence is not merely semantic; our taxonomy highlights the 

overlapping characteristics, suggesting a direction in the modern user-centric digital identity evolution. 

It highlights a practical realisation of IdM principles supporting and transcending theoretical constructs. 

We exemplify this observation based on the evaluation of the EUDIW. The EUDIW is described in 

eIDAS as "a trusted, voluntary, user-controlled digital identity that is recognised throughout the Union 
and allows every user to control their data in online interactions". The EUDIW does not claim to comply 

with the SSI principles nor foresee the use of DLT. Instead, the EC focuses on the features of a wallet 

for the EUDIW for this rather special example evolving around citizens' legal identity, which has 
stronger implications on security and privacy, but arguably also the necessity for a central (trust-worthy) 

authority for government and identity federation and as the authentic source. Nevertheless, the EUDIW 

demonstrates alignment with characteristics of modern user-centric IdM, particularly regarding the trust 
and control layers. However, it rather operates a federated model between MS as an identity provider 

and trust anchors, adapting to the demands of secure and usable verified legal identities within the EU. 

Our final taxonomy still entails some complexities. For instance, it does not contain any mutually 

exclusive characteristics. This is due to the nature of complex IdM systems, where we could almost 

always identify circumstances where either exception (especially considering sub-systems) could be 

found or characteristics were too narrow or relative (e.g., adherence). Instead, we focused on 
components that could be freely combined. Mutual exclusiveness still applies, but inter-dimension, as, 

e.g., solutions that do not rely on ZKP for data minimisation, cannot provide proof of non-revocation. 

We further introduced the degrees of adherence that include a conditional state highlighting scenarios 
in which strong statements cannot be made, e.g., if the solution uses ZKPs in a single specific scenario 

(e.g., a range proof for age), it would be too strong of a statement to claim full- or non-adherence. 

There are also several socio-technical challenges and gaps for modern IdM solutions (Giannopoulou, 

2023). Privacy- and verifiability-enhancing technologies are a central part of the user-centric model but 

are often either not mature enough or not widely adopted (Sedlmeir et al., 2021). Recovery is vital in 
user-friendly models that account for human error and nature but often represents a risk to user 

wholeness if any vulnerability arises (Pierucci & Cesaroni, 2023). Similarly, hardware components for 

protecting cryptographic keys present unique challenges, as diversity can lead to inconsistencies and 
make the system vulnerable (Bastian et al., 2023). Thus, performing operations securely in cloud-based 

HSMs may be crucial in aligning security and convenience. Interoperability and portability are 

paramount for widespread adoption (Schmidt et al., 2021). Regulations and policies affect 

standardisation and adoption, and there is a need for technical standards (Yildiz et al., 2023). 

While our taxonomy is grounded in iterative literature analysis and solution evaluation, some limitations 
remain. Although the taxonomy fulfils the objective and subjective ending conditions proposed by 

Nickerson et al. (2013), further empirical grounding through structured interviews and broader 

application will enhance its validation. In line with Kundisch et al. (2022), future work will extend the 

evaluation across a broader range of identity management solutions and engage in more diverse 

stakeholder perspectives and trade-offs to improve generalisability, relevance, and theoretical depth. 

7 Conclusion 
In this paper, we analysed the principles and characteristics of modern user-centric IdM systems and 

present a multi-layered taxonomy covering the dimensions of user wholeness, data autonomy, 

application usability, technology stacks, architecture sharing, and system trust. We ground our research 
on theoretical principles moving towards practical solutions and real-world implementations, accounting 

for the economic and legal impact. We showcase our taxonomy's utility by evaluating solutions' 

adherence to principles and identifying areas for improvement.  
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Our taxonomy provides a practical and extendable framework for navigating the complex and evolving 

landscape of modern user-centric identity management. Bridging theoretical principles with real-world 
implementations enables researchers and practitioners to systematically evaluate and compare IdM 

solutions based on their adherence to characteristics of modern user-centric IdM systems. Importantly, 

the taxonomy allows looking beyond abstract principles or specific paradigms like self-sovereign, 

decentralised, or wallet-based identities. As the digital identity ecosystem continues to diversify, this 
taxonomy offers a common language and structured lens for assessing existing and designing new 

systems and aligning technological choices with broader requirements of information systems. 
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