
PhD-FSTM-2025-059
The Faculty of Science, Technology and Medicine

DISSERTATION
Presented on 20/05/2025 in Esch-sur-Alzette

to obtain the degree of

DOCTEUR DE L’UNIVERSITÉ DU LUXEMBOURG
EN INFORMATIQUE

by

Rafieh MOSAHEB

QUANTUM-SAFE ELECTRONIC-VOTING
SCHEMES

Dissertation defence committee

Dr. Peter Y. A. Ryan, Dissertation Supervisor
Professor, Université du Luxembourg

Dr. Volker Müller, Chairman
Associate Professor, Université du Luxembourg

Dr. Peter B. Rønne, Vice Chairman
Research Scientist, Université du Luxembourg

Dr. Véronique Cortier
Professor, LORIA/INRIA/CNRS France

Dr. Olivier Pereira
Professor, Université Catholique de Louvain





Dedication
To Prof. Ebad Mahmoodian (1943–2024),

my master’s supervisor and mentor in Iran,
whose guidance and wisdom shaped both my research and my life.

You will forever live on in my heart.





v

Acknowledgements
I would like to acknowledge all those who have supported and inspired me

throughout this journey.
First and foremost, I extend my deepest gratitude to my supervisor, Prof. Dr.

Peter Y. A. Ryan; it has been a privilege to learn and conduct research under his
mentorship. His consistent support and guidance enabled me to attend numerous
schools, workshops, and conferences and to build a professional network in the field
of electronic voting systems.

I am grateful to Dr. Johannes Müller, my daily supervisor, for his pivotal role in
the first two papers that form the foundation of this thesis. His patient instruction
from introductory concepts in electronic voting through advanced topics in cryptog-
raphy and post-quantum cryptography, and his advice on presenting our works at
conferences and workshops have deeply strengthened my confidence and expertise.

In the last year of my PhD studies, Dr. Peter Rønne stepped in with his encour-
agement and insight. His guidance was instrumental in the successful completion
of the final research paper of my PhD journey.

I am profoundly grateful to the members of my defense committee. It was an
honor to have Professors Véronique Cortier and Olivier Pereira on my defense panel.
Special thanks to Prof. Dr. Cortier for her guidance from the very beginning of my
doctoral studies: as a CET member, she has been a continual source of inspiration
and remains a role model for me as a leading female expert whose contributions
have profoundly advanced electronic voting research. I am also deeply grateful to
Prof. Dr. Pereira for serving on my defense committee, for asking incisive questions,
and for his thoughtful feedback on this thesis. My thanks also go to Dr. Volker
Müller for agreeing to chair the defense and for his support on that important day.

I gratefully acknowledge my co-authors, Dr. Thomas Haines, Dr. Ivan Pryvalov,
and Sara Sarfaraz, for their contributions to the papers that shaped the outline of
this thesis.

I would like to thank the current and former members of APSIA for all the mem-
orable moments over these four years: the shared lunches, TGIF gatherings, and
coffee breaks (especially those “awakening” coffees of Dr. Yan Kim). Their profes-
sionalism, kindness, and support, both scientific and personal, made me feel an inte-
gral part of the group, even as its only female researcher in the last two years of my
studies. In particular, I am grateful to Dr. Dimiter Ostrev for generously proofread-
ing sections of this thesis and offering invaluable feedback, and to my officemate,
Jan Oupický, for patiently helping me debug the code on my system when nothing
else would work.

I am deeply thankful to the Iranian Student Association (ISA) board at the Uni-
versity of Luxembourg. In my final year of doctoral studies, I served as ISA pres-
ident alongside a dedicated board, organizing events that infused my life beyond
academia with community spirit. Those moments of collaboration and connection
provided the balance and inspiration that truly enriched my doctoral journey.

Last but not least, I owe my deepest thanks to my lovely family, including our
newest member, Kiyanaz, whose arrival during my PhD brought unexpected joy
and reminded me of life’s most precious moments. Even from afar, my family’s
video calls, messages, and shared laughter bridged the miles between us and lifted
my spirits when I needed it most. Thank you for believing in me and for your con-
tinuous support throughout this entire journey.

This research was supported by the Luxembourg National Research Fund (FNR)
under the CORE project EquiVox (C19/IS/13643617/EquiVox/Ryan).



vi

To everyone who supported me along the way, my sincere thanks.



vii

Abstract

Electronic voting (e-voting) has emerged as a transformative technology in the
modern digital era. Many countries across the world are using e-voting systems in
different types of elections, from political to non-political. One of the primary goals
of e-voting is ensuring both verifiability and privacy simultaneously, which we refer
to as security. Verifiability is a security feature that guarantees voters can confirm
their vote is reflected in the final election result, while privacy guarantees that no
one is able to link a vote to the voter who cast it. Verifiability needs to hold only for
the duration of the election, whereas privacy needs to extend beyond the election
period, even decades after the election. This property, known as everlasting privacy
in the literature, ensures that even computationally unbounded adversaries cannot
compromise voter privacy, securing elections against future advances in computing,
including quantum computing. Researchers have proposed a wide variety of proto-
cols to achieve this ambitious goal in secure e-voting, however, these protocols differ
significantly, making the analysis and state-of-the-art complicated.

In this thesis, we first address this fragmentation by systematically analyzing
all existing e-voting protocols designed to ensure everlasting privacy. We map out
the relationships and dependencies among these protocols, evaluate their security
and efficiency under realistic assumptions, and identify unresolved challenges in
the field. Our work provides a foundational reference for researchers aiming to de-
sign secure e-voting systems with everlasting privacy, paving the way for privacy-
preserving elections in the post-quantum era.

Building on these insights, we propose a novel e-voting system that integrates
the best practices from prior research while addressing their limitations. Leveraging
the Hyperion scheme as a foundation, we develop an enhanced protocol that not
only guarantees everlasting privacy but also introduces everlasting receipt-freeness
and coercion mitigation. Unlike existing systems like Selene and Hyperion, which
rely on computational assumptions for privacy, our protocol offers privacy even
against adversaries with unlimited computational power.

In secure electronic voting systems with everlasting privacy, the focus is on future-
proofing privacy, while sometimes election verifiability relies on the computational
soundness of zero-knowledge proofs (ZKP), which are vulnerable to quantum ad-
versaries. Therefore, a key technical challenge is designing e-voting systems with
efficient post-quantum cryptographic primitives to secure both privacy and verifia-
bility against quantum attacks. In this thesis, we advance the state of post-quantum
ZKPs by focusing on the ZKPs proposed by Jain et al., which are based on the conser-
vative Learning Parity with Noise (LPN) assumption. We optimize the efficiency of
these ZKPs, achieve formal security verification using EasyCrypt, and uncover flaws
in existing implementations, demonstrating their vulnerability to malicious provers.
Additionally, we construct the first code-based ZKP of shuffle, enabling a verifiable
and privacy-preserving e-voting protocol with mixing-based tallying. Our e-voting
system ensures both verifiability and vote privacy through the computational diffi-
culty of decoding random linear codes, marking it as the first verifiable code-based
e-voting system.
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1.1 Security after Shor’s Algorithm

Historically, thousands of years ago, “cryptography” was considered as the art of
communication between a sender and a receiver in the presence of (passive) adver-
saries, with the primary objective of providing privacy, meaning that the adversary
could not decipher the content of the communication [KL14]. The cryptography so-
lution for communication with privacy is Private-Key (Symmetric) Cryptography.
These cryptosystems, i.e., systems designed to encrypt messages in the presence of
the adversary, are defined over three sets: the set of all possible keys in the key space
K, the set of plaintext messages in the message spaceM, and the set of ciphertexts
in the ciphertext space C, all including a combination of letters of an alphabet. The
two parties that aim to communicate using symmetric-key encryption, need to share
a (secret) key k ∈ K before the communication. Then, the sender uses k to create the
cipher c ∈ C based on the message m ∈ M (i.e., scramble the plaintext) and send
c to the receiver. The receiver uses the same key k to decipher c (i.e., unscramble
the ciphertext) and recover m. The basic informal security here is that the adver-
sary who doesn’t have the communication key k but learns the ciphertext c, doesn’t
obtain any information about m. All the early private-key encryptions, such as the
Caesar cipher, are broken today and proven insecure [KL14].

The invention of the radio introduced a new class of adversaries who could
eavesdrop on communications remotely, even without physical proximity [Riv90].
As technology progressed, cryptography had to evolve to keep pace with increas-
ingly sophisticated threats. The 19th century marked a turning point with the ad-
vent of modern computing, which laid the foundation for what is known today as
“modern cryptography”. The mathematical analysis of cryptography in Shannon’s
scientific paper in 1945 (published in 1949) [Sha49] is known as a turning point in
cryptographic papers of the 19th century, suggesting formal definitions of security
as the first step of designing a cryptographic system [Gol+02].
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In 1917, Gilbert Vernam proposed a symmetric cryptosystem named one-time
pad (OTP), also referred to as Vernam’s cipher [Kah96]. The two most important
properties of OTP are that the key size |k| and the message size |m| are equal, and k
is used just once for communication. More than two decades later, Shannon intro-
duced the notion of perfect secrecy in his work, a.k.a information-theoretical security,
and demonstrated that it is attainable by proving that OTP achieves perfect secrecy.
Loosely speaking, perfect secrecy means that even a computationally unbounded
adversary cannot find which plaintext the ciphertext originates from. This is known
as the ciphertext-only attack. Despite the strong security guarantee of OTP, it is not
practical for parties communicating long messages, since the key should be the same
size. Therefore, the sender needs to know the exact size of the message prior to com-
munication, and if the message is long, find a way to keep the long communication
key too. It is proven that any encryption scheme and not only OTP, designed to
achieve perfect secrecy, inherits the same drawback: the key size should be at least
as long as the message size [KL14].

Modern cryptography is indeed the transformation of cryptography from an in-
tuitive art to a structured science that emphasizes precise definitions, well-founded
assumptions, and security proofs with more extended goals than solely communi-
cation with privacy [KL14]. The assumptions are widely-believed yet unproven,
enabling cryptographers to provide rigorous security proofs based on them. The
Kerckhoffs’ principle [KL14], which modern cryptography is based on, asserts that
“a system must be practically, if not mathematically, indecipherable”. This princi-
ple implies that while in theory, an adversary with unlimited time could eventually
break a cryptographic system, the goal is to ensure that doing so remains computa-
tionally infeasible within any realistic time frame.

In 1976, Diffie and Hellman invented Public-Key Cryptography in [DH76], ad-
dressing the drawback of pre-sharing the communication key in symmetric cryptog-
raphy. In the public-key setting, the receiver should create a pair of public/private
keys as pk/sk, share the public-key pk publicly while keeping the private-key sk
secret. The public and private keys in this setting are mathematically related and
anyone who wants to communicate with the receiver could simply use the pk. The
sender uses pk to encrypt her message m ∈ M, resulting in a ciphertext c ∈ C,
and sends c to the receiver. The receiver then uses sk to recover m from c. Diffie
and Hellman in [DH76] observed that, unlike symmetric cryptography, public-key
cryptography cannot attain perfect secrecy:

We note that neither public key cryptosystems nor one-way authentication systems can be
unconditionally secure because the public information always determines the secret

information uniquely among the members of a finite set. With unlimited computation, the
problem could therefore be solved by a straightforward search.

Diffie and Hellman’s impossibility statement assumes a setting where a public-
key is derived from a single secret-key. This leads us to a weaker notion of security
in the literature, known as computational security, in both public and private-key set-
tings.

Modern cryptographic schemes rely on two computational problems, such as
integer factorization (IF) and discrete logarithm (DL), which are infeasible or im-
practical for classical computers to solve within a reasonable (efficient) time frame.
However, the advent of quantum computers has raised significant concerns about
the future of cryptographic security, as these machines are expected to outperform
classical computers in solving specific types of problems, such as IF and DL. This is
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where “post-quantum” security (i.e., the security in the presence of quantum com-
puters) emerges.

The story of quantum computers began in 1981 with the physicist Richard Feyn-
man. Recognizing the inherent challenges of simulating quantum mechanics on clas-
sical computers, such as the exponential growth in variables needed to represent n
particles (2n variables), Feynman proposed a groundbreaking idea: building a com-
puter that itself operates on quantum principles. Unlike classical computers, which
encode information in binary states (0s and 1s), quantum computers utilize quan-
tum states to store information. Leveraging the postulates of quantum mechanics,
these machines perform computations by applying quantum operations, or gates,
directly to these states.

Quantum computers, while capable of performing all tasks a classical computer
can, are distinguished by their ability to leverage quantum mechanics to solve cer-
tain problems more efficiently. The key question is not whether quantum comput-
ers can replicate classical computations but whether they can outperform classical
systems in meaningful ways. This phenomenon, often termed quantum supremacy,
marks the point where quantum computers solve problems that are practically in-
feasible for classical computers, even with the most advanced hardware.

A major breakthrough in this regard was achieved in 1994, when Peter Shor in-
troduced a quantum algorithm capable of factoring large numbers exponentially
faster than the best-known classical algorithms [Sho94]. This discovery has pro-
found implications for cryptography, particularly for RSA encryption, whose secu-
rity is based on the assumption that factoring large numbers is computationally in-
feasible. In theory, Shor’s algorithm could render RSA encryption vulnerable by
enabling an attacker to derive the private key from the public key, effectively break-
ing the encryption scheme.

Since Shor’s work, the prospect of quantum attacks on modern cryptographic
systems has fueled intense research and debate (to date, Google Scholar records
around 13,000 citations of [Sho94]). As an example, a recent and controversial claim
by researchers at Shanghai University suggests that “military-grade encryption”
could be compromised using quantum computers [Wan+24]. In their paper, which is
primarily written in Chinese, the authors describe using D-Wave’s quantum anneal-
ers in a quantum-classical hybrid approach to optimize problem-solving, reportedly
allowing them to factor a 50-bit number using Shor’s algorithm. While factoring
even small numbers using quantum methods represents a step forward in quantum
computing, this claim has been met with skepticism. It misrepresents current quan-
tum computing capabilities and overstates the immediate threat to RSA and other
cryptographic systems.

Critically, quantum annealers like D-Wave machines operate using quantum an-
nealing rather than gate-based quantum computation. Unlike universal quantum
computers, which can execute arbitrary quantum algorithms, annealers are designed
to solve specific optimization problems and provide approximate solutions. Their
reliance on physical annealing processes and noisy qubits limits their ability to im-
plement precise algorithms like Shor’s. Achieving practical attacks on RSA encryp-
tion using Shor’s algorithm would require a scalable, fault-tolerant universal quan-
tum computer. This is a technology that remains out of reach for the foreseeable fu-
ture due to challenges in qubit stability, error correction, and coherence (see [SS24]).

Moreover, some articles argue against quantum error correction and the feasibil-
ity of quantum computers [Dya18; Kal20]. In simple terms, these arguments high-
light that describing the state of a quantum computer with thousands of qubits re-
quires tracking an immense amount of information simultaneously. For instance, a



4 Chapter 1. Introduction

useful quantum computer with 1,000 qubits would require processing 21000 ≈ 10300

continuous parameters, far exceeding the number of subatomic particles in the ob-
servable universe. Critics argue that maintaining error correction for such a vast
number of parameters is fundamentally unmanageable.

Despite these limitations and skepticism, the ongoing advancements in quantum
computing [PKG24], which is mainly the result of massive government research
agencies’ investments in building quantum computers, underscore the urgency of
transitioning to post-quantum cryptographic algorithms designed to resist both clas-
sical and quantum attacks. These developments are part of a broader effort to future-
proof digital security against the eventual realization of quantum computers capable
of executing Shor’s algorithm and other quantum attacks. While fully operational
quantum computers with the ability to compromise widely used cryptographic sys-
tems like RSA and ECC have not yet been realized, experts widely anticipate that
their development is only a matter of time [Che+16]. Therefore, the adoption of post-
quantum cryptography (PQC) is crucial to ensuring the long-term security of data,
as encrypted information transmitted today could be intercepted and decrypted in
the future when quantum technology becomes viable. This is especially vital for
safeguarding sensitive data with long-term confidentiality requirements, such as
government communications, healthcare records, and financial transactions.

1.1.1 The Global Effort Toward Post-Quantum Cryptography Standard-
ization

With the increasing threat posed by quantum computing to traditional cryptographic
systems, as explained earlier, nations and organizations worldwide have intensi-
fied their efforts to develop and standardize PQC. This movement has led to the es-
tablishment of dedicated research initiatives, conferences, and strategic investments
aimed at securing data against future quantum-based attacks. One of the primary
academic platforms for PQC research is the PQCrypto Conference [BL], founded
in 2006 by leading cryptographers Daniel J. Bernstein and Tanja Lange. Since its
inception, the conference has hosted 16 global events, fostering discussions on de-
velopments in quantum-safe cryptographic algorithms.

NIST’s Role in PQC Standardization The United States has taken a proactive
stance on quantum security, with the National Institute of Standards and Technol-
ogy (NIST)1 leading the charge in PQC standardization. Launched in 2017, NIST’s
initiative invited cryptographers worldwide to submit candidate algorithms, ensur-
ing a rigorous selection process. Many countries, including those in the EU, have
been actively involved in this process, contributing to algorithm development and
evaluation. Beyond standardization, the U.S. has enacted the Quantum Computing
Cybersecurity Preparedness Act, which mandates the transition of federal IT sys-
tems to quantum-resistant cryptography by 20352.

Europe’s Leadership in Quantum Security The European Union (EU) has emerged
as a key player in quantum technologies, investing €1 billion over ten years under
the EU Quantum Flagship initiative [Beu+21]. This large-scale program unites ap-
proximately 2,000 scientists and industry leaders in a collaborative effort to strengthen

1https://www.nist.gov/pqcrypto
2https://www.nccoe.nist.gov/crypto-agility-considerations-migrating-post-quantum-

cryptographic-algorithms

https://www.nist.gov/pqcrypto
https://www.nccoe.nist.gov/crypto-agility-considerations-migrating-post-quantum-cryptographic-algorithms
https://www.nccoe.nist.gov/crypto-agility-considerations-migrating-post-quantum-cryptographic-algorithms
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Europe’s position in quantum computing and cryptographic security. The Euro-
pean Union Agency for Cybersecurity (ENISA), alongside other EU institutions, has
raised concerns about the potential risks posed by quantum attacks. The European
Data Protection Supervisor (EDPS) has particularly emphasized the threats to data
privacy and security. Several national authorities, including Germany’s Federal Of-
fice for Information Security (BSI), have been actively evaluating PQC solutions even
before the launch of NIST’s PQC standardization process [Beu+21].

While the EU actively participates in NIST’s PQC standardization efforts, Euro-
pean researchers have also taken independent steps to secure cryptographic transi-
tions.3 This includes:

• Funding research initiatives, such as an €11 million investment in PQC devel-
opment.

• Establishing working groups, including the ETSI Quantum-Safe Cryptogra-
phy Working Group, which focuses on the standardization and practical im-
plementation of PQC algorithms.

• Publishing official recommendations to encourage EU Member States to adopt
a unified approach to PQC migration.

Other Countries’ Growing Role in PQC Development Some other countries are
also actively engaged in the race to develop PQC, often establishing their own inde-
pendent PQC standardization initiatives.3 These efforts include:

• South Korea: Established a national PQC research group in 20214, launching
a competition to select standards for post-quantum public-key encryption and
digital signatures. The first round concluded in December 2023, narrowing the
selection to eight algorithms.

• China: The Chinese Association for Cryptologic Research (CACR) began a
PQC standardization competition in 2018,5 announcing three selected algo-
rithms as winners in 2020.

• Russia: Created Technical Committee 26, which oversees cryptographic stan-
dards.6 In 2019, it launched Working Group 2.5 – Post-Quantum Crypto-
graphic Mechanisms, developing several PQ algorithms, though none have
been formally standardized yet.3

In Section 2.4, we delve deeper into the existing PQC approaches in the literature
and the underlying mathematical problems. Next, in Section 2.4.8, we discuss the
public-key cryptographic schemes that were selected as the winners of the NIST
competition and are in the process of being standardized.

1.2 Threat posed to electronic voting systems

Two essential security properties in electronic voting systems are verifiability and pri-
vacy. Verifiability ensures that voters or third parties can independently confirm that
the election results are correct and reflect the cast votes, without the need to trust the

3https://www.europarl.europa.eu/thinktank/en/document/EPRS_BRI(2024)766237
4https://kpqc.or.kr/
5https://www.cacrnet.org.cn/site/content/259.html
6https://tc26.ru/en/

https://www.europarl.europa.eu/thinktank/en/document/EPRS_BRI(2024)766237
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election authority. Privacy guarantees that the choice of each voter remains confi-
dential and cannot be traced back to them, thereby ensuring anonymity throughout
the voting process.

Quantum computing introduces significant threats to both verifiability and pri-
vacy. For example, in many e-voting systems, verifiability relies on cryptographic
techniques to ensure that votes are counted accurately. If these techniques are not
quantum-safe, one possibility is that the voting system could allow a dishonest voter
to convince third parties (the public) that her (valid-looking) ballot is well-formed
based on the election rules without being detected.

Similarly, privacy could depend on classical encryption schemes (such as in He-
lios [Adi08], that is a widely used voting system) to keep the votes confidential.
A sufficiently powerful quantum computer could use Shor’s algorithm to break
these encryption schemes, compromising voter anonymity and revealing individ-
ual choices. The confidentiality of votes is paramount, as any compromise could
undermine the democratic process and erode public trust. As highlighted in the
previous section, PQC is essential to mitigate these risks. Preserving both verifiabil-
ity and privacy against current and future threats is critical for maintaining trust in
democratic processes.

Everlasting privacy is another security property in e-voting. It emphasizes the
need to protect sensitive data, such as the link between voters and their votes, not
only in the short term but indefinitely, even against future technological advances
such as quantum computing. This principle ensures that vote privacy remains intact
regardless of when adversaries gain access to encrypted data or how powerful their
computational capabilities become, including potential new methods of computa-
tion beyond quantum computing, which we may not yet be aware of today.

To address the concerns raised by quantum computing in the context of e-voting,
our main focus in this thesis is on the design of e-voting systems that can withstand
these threats. In addition, we provide security analysis discussions and specify the
underlying trust/mathematical assumptions. In the subsequent sections, we outline
the key contributions of this thesis and provide an overview of its structure.

1.3 Contributions

This thesis is written in the monograph style, based on three research papers that
are explained in the Publications section. Building on these studies, the thesis is self-
contained and structured to provide a cohesive and comprehensive treatment of the
subject. It integrates all content into a unified document with a consistent narrative
and flow. First, I list my publications, co-authored with other collaborators during
the course of my doctoral studies, while highlighting my specific contributions to
each research paper. This is followed by an overview of my conference presentations
and other relevant talks delivered during my PhD at the University of Luxembourg.

1.3.1 Publications

I have the three following publications.

1. SoK: Secure E-voting with Everlasting Privacy ([Hai+23])
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• Co-authors: Thomas Haines (Australian National University), Johannes
Müller (University of Luxembourg), Ivan Pryvalov (University of Lux-
embourg)

• Published in: Proceedings on Privacy Enhancing Technologies (PoPETs)
2023

• Conference and CORE rank: Privacy Enhancing Technologies Sympo-
sium (PETS), A

CONTRIBUTION. We conducted a systematization of knowledge on the con-
cept of everlasting privacy in e-voting which resulted in the following contri-
butions.

• We collected 25 papers in the literature within our scope of research, striv-
ing to achieve everlasting privacy (see Chapter 3 for a full list). We studied
all these papers in a systematic, critical, and detailed manner.

• We classified these protocols into two different classes: B-ANON and B-
ID. The protocols in each class use a different approach to achieve ev-
erlasting privacy. We identified that achieving everlasting privacy in B-
ANON reduces to utilizing anonymous ballot submission channels, while
in B-ID it reduces to the privacy-preserving techniques that are used to
tally the ballots. Moreover, we argue that the general approach in B-ID is
preferred to the general approach in B-ANON.

• We observed that both classes B-ANON and B-ID contain protocols that
offer reasonable solutions to achieve (practical) everlasting privacy under
respective assumptions made in that class. We distinguish them based on
whether they can handle simple (yes/no) or complex (ranking) ballots. For
simple ballot types, there are two approaches in B-ID. One offers ever-
lasting privacy toward the public, while the other one offers everlasting
privacy toward a threshold of talliers. For complex ballot types, there is
one secure approach in B-ID and two reasonably secure approaches in B-
ANON. Moreover, we identified that all these approaches are efficient for
large-scale elections (e.g., [CGG19]).

• Based on the previous contributions, we discovered four open problems
in this research line, explained in detail in Chapter 3.

My Specific Contribution. In this work, my primary contribution focused on the
B-ANON class. While I contributed to identifying papers that achieve EP in
general, my efforts were primarily directed toward analyzing those specific to
this class. I reviewed the relevant papers, presented and discussed my findings
with my co-authors, and documented my analyses. Additionally, I assisted
in refining the scope of the study by identifying and excluding papers that
fell outside our research objectives. Furthermore, I contributed to identifying
and defining the subclasses of B-ANON, namely B-ANON-A and B-ANON-V,
observing that they utilize different approaches to achieve EP.

2. Direct and Transparent Voter Verification with Everlasting Receipt-Freeness
([Mos+24])
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• Co-authors: Peter Rønne (University of Luxembourg), Peter Y. A. Ryan
(University of Luxembourg), Sara Sarfaraz (University of Waterloo)

• Published in: Proceedings of the 9th International Joint Conference on
Electronic Voting, 2024, Springer LNCS

• Conference: E-Vote-ID

CONTRIBUTION. In this work, we have the following three contributions.

• We introduced everlasting receipt-freeness (ERF), a novel security property
in the field of electronic voting, which we defined for the first time in the
literature. ERF ensures that the protocol achieves receipt-freeness even
against a computationally unbounded adversary.

• Building on this foundation, we designed an electronic voting protocol,
named Everlasting Hyperion, that achieves the following features: End-to-
End Verifiability (E2E), Everlasting Privacy (EP), and ERF. This indeed
maintained the transparent verifiability of Hyperion while achieving ad-
ditional features. The main changes that we applied to Hyperion was
using Perfectly Private Audit Trails (PPAT) while keeping the Hyperion
terms (tracking terms) perfectly secret. In addition, we used a new re-
randomization algorithm for the published terms in order to shuffle them
in parallel.

• Everlasting Hyperion is in the B-ID class, which is the preferred approach
to achieving EP, making it among the few protocols in this class that
achieve both EP and RF at the same time.

• Broader Coercion Model: We consider adversaries who can interact with
voters at any point, even before the voting phase, enabling us to defend
against a wider range of coercion scenarios.

My Specific Contribution. In this work, I participated in the exchange of ideas
and the development of the protocol. I contributed significantly to writing key
sections of the paper, including the detailed descriptions of the cryptographic
primitives and the election phases. Additionally, I proofread the entire paper
to ensure mathematical accuracy and consistency. While preparing this mono-
graph thesis, I further enriched the content by adding detailed explanations
and definitions to the game-based security proofs, transforming them from
outline-level sketches into comprehensive and rigorous proofs.

3. Zero-Knowledge Proofs from Learning Parity with Noise: Optimization,
Verification and Application ([Hai+25]):

• Co-authors: Thomas Haines (Australian National University), Johannes
Müller (University of Luxembourg), Reetika Reetika (Indian Institute of
Space and Science Technology)

• Published in: Proceedings of CSF 2025, IEEE
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• Conference and CORE rank: Computer Security Foundations (CSF) Sym-
posium, A

CONTRIBUTION. Our research has advanced the understanding and broad-
ened the applicability of the only conservative code-based zero-knowledge
proof (ZKP) framework for arbitrary statements. Building on this foundation,
we designed an electronic voting protocol. Specifically, we achieved the fol-
lowing.

• Efficiency Improvements:
We demonstrated how to optimize the verifier in the code-based ZKP
protocol to match the efficiency of the prover. This advancement signifi-
cantly enhances the practicality of the protocol, particularly for resource-
constrained environments.

• Formal Security Verification:
The security of our optimized ZKP was rigorously verified using Easy-
Crypt, a tool for formal proof of cryptographic systems. This formal ver-
ification adds a strong layer of confidence in the correctness and robust-
ness of our approach. As it was not a contribution of the author of this
thesis, we refer the reader to our paper [Hai+25].

• Code-Based ZKP of Shuffle:
We introduced the first code-based ZKP of shuffle, enabling the secure
and efficient verification of shuffling a vector of committed messages.
This proof could be a critical building block for various privacy-preserving
applications in addition to e-voting systems.

• Code-Based Verifiable E-Voting Protocol:
Leveraging our findings, we designed the first verifiable e-voting protocol
based on code-based cryptography. This protocol ensures public verifia-
bility and vote privacy, marking a significant step forward in the field of
secure post-quantum electronic voting.

My Specific Contribution. In this work, my primary contributions focused on the
implementation of Jain et al.’s basic ZKP and conducting a comparative analy-
sis of our optimized version against Bellini et al.’s implementation. Moreover,
I contributed to finding the attack on Bellini et al.’s implementation, where
they failed to commit to the permutation in the first phase of the Sigma pro-
tocol. I contributed to the design of the e-voting system, but not to the design
of the proof of shuffle or formal verification. While writing the correspond-
ing chapter of the thesis, I provided additional details to make the exposition
accessible to readers who may not be familiar with the subject.

1.3.2 Conferences and Talks

In this section, I first mention the talks I delivered at different conferences. Next,
I mention the talks I delivered in different venues during the course of my PhD
studies.

Conferences

• E-VOTE-ID 2022, October 4-7, Bregenz, Austria:
I presented the results of [Hai+23] in the PhD colloquium track.
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• Privacy Enhancing Technologies Symposium (PETS) 2023, July 10-15, Lau-
sanne, Switzerland:
I presented [Hai+23] in the main conference.

• E-VOTE-ID 2023, October 3-6, Luxembourg, Luxembourg:
I presented the general idea behind [Hai+25] in the PhD colloquium track. I
won best presentation award in the corresponding track.

• E-VOTE-ID 2024, October 2-4, Tarragona, Spain:
I presented [Mos+24] in the main conference, in the Coercion and Receipt Free-
ness track.

• Computer Security Foundations (CSF) Symposium 2025, June 16-20, Santa Cruz,
CA, USA:
I plan to present [Hai+25] in the main conference.

Talks

• Verifiable Voting Schemes Workshop, University of Luxembourg, March 21-22,
2023:
I presented [Hai+23], adjusted for experts in e-voting.

• Crossfyre: International workshop on cryptography, robustness, and provably
secure schemes for females (affiliated with Eurocrypt conference), Lyon, 23
April 2023:
I presented [Hai+23], adjusted for a general audience.

• Science Slam Luxembourg: Organized by LuxDoc and Doctoral Education
in Science Communication (DESCOM), Neumünster Abbey Cultural Meeting
Center, Luxembourg, 15 Sep 2023:
In 10 minutes, I presented my PhD topic to the general audience with any
background. Based on audience votes, I secured second place out of six par-
ticipants.

• Pesto (French abbreviation for proof techniques for security protocols) Seminar
in Loria, Nancy, France, 8 December 2023:
I was an invited speaker in the PESTO seminar series, where I presented our
work on everlasting privacy [Hai+23].

• Flashtalk at SnT Partnership Day, European Convention Center, Luxembourg,
8 May 2024:
I delivered a 5 minutes talk titled “Making Electronic Voting Systems Secure
Against Quantum Computer”. I shared my insights with over 500 attendees,
including the rector of the University of Luxembourg Prof. Jens Kreisel, the
director of SnT Prof. Yves Le Traon, the former director of SnT Prof. Bjorn Ot-
tersten, and two special guests: the minister of higher education and research
Stéphanie Obertin, and the president of the European Research Council Maria
Leptin.

• University of Basel, Switzerland, 4 March 2025:
I was an invited speaker at their weekly seminars, which are organized for
PhD students to present their research work.
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1.4 Thesis Outline

This thesis is organized into 6 chapters as described below.

Chapter 1: Introduction We establish the motivation for this thesis by explaining
the problem and why addressing it is important.

Chapter 2: Preliminaries We provide the preliminaries, offering essential back-
ground information on both cryptographic primitives and key concepts related to
e-voting.

Chapter 3: Secure E-voting with Everlasting Privacy This chapter presents a sys-
tematization of knowledge (SoK) on the topic of everlasting privacy in e-voting, ad-
dressing the limitations and non-transparent state of the art in this critical domain.
Drawing from an extensive study of 25 relevant papers that aim to achieve ever-
lasting privacy, we elucidate the relationships between the proposed protocols in
these works. To provide a structured perspective, we classify these protocols into
two main categories based on their underlying approaches to attaining this prop-
erty. Through a detailed analysis, we identify the protocols that offer a reasonable
solution under realistic assumptions. Furthermore, we identify the research prob-
lems that have been successfully addressed, offering a clear understanding of the
progress made in the field. At the same time, we pinpoint significant open problems
and gaps that remain unresolved, providing a road-map for future research.

Chapter 4: Direct and Transparent Voter Verification with Everlasting Receipt-
Freeness We design a verifiable e-voting system that leverages the most promis-
ing approach identified in Chapter 3 to achieve everlasting privacy. Our protocol is
based on Hyperion, a transparent e-voting system detailed in the Appendix 6.2, us-
ing it as a foundation to enhance its functionality. By utilizing Hyperion’s tracking
terms, we effectively mitigate coercion while maintaining individual and universal
verifiability. We introduce a new feature named everlasting receipt-freeness, a secu-
rity property that our protocol achieves. To demonstrate the usability of our proto-
col, we present a voter’s perspective, showcasing its simplicity in both coercion and
non-coercion scenarios. Additionally, we provide a game-based proof to formally
establish the security properties achieved by our system.

Chapter 5: Zero-Knowledge Proofs from Learning Parity with Noise: Optimiza-
tion, Verification and Application In this chapter, we present the first post-quantum
e-voting system leveraging code-based cryptography, a conservative approach that
has withstood quantum attacks despite its long history. The core building blocks
of our system are commitment schemes and zero-knowledge proof (ZKP) based on
the learning parity with noise (LPN) problem proposed by Jain et al. We enhance
the efficiency of ZKP provided by Jain et al. and use the result to build the first
code-based proof of shuffle. These components are then integrated to develop our
complete voting system. We explain a flaw that we found in the only open-source
implementation of the ZKP and introduce an attack on it. We have formally veri-
fied the security of the (optimized) ZKP for the first time in EasyCrypt in our paper;
however, this part is beyond the scope of this thesis and is not a contribution of
the author of this thesis. Therefore, it is excluded from this chapter. We refer the
interested reader to our paper.
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Chapter 6: Conclusion We conclude this thesis by highlighting the key contribu-
tions of our research and our studies in this field. Additionally, we summarize the
remaining open problems and present them as a road-map for future work.
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2.4.8 NIST . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38
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2.1 Notations and Definitions

In this thesis, we presume a foundational understanding of linear and abstract al-
gebra but will revisit key concepts and notation as necessary. Although we aim to
maintain consistent notation throughout the thesis, each chapter begins with a brief
review of relevant notation to ensure clarity and coherence while maintaining nota-
tional consistency across the work.
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We denote vectors by bold lowercase letters, such as x, and matrices by bold
uppercase letters, such as A. Sets are represented by standard uppercase letters,
such as X. The inner product of two vectors x and y is denoted by ⟨x, y⟩. For an
integer q, Zq represents the set {0, 1, . . . , q− 1}, while Z∗q denotes the set of non-zero
elements, Zq\{0} = {1, 2, . . . , q− 1}.

Definition 2.1. (Norm ∥ · ∥). Norm is a mathematical function that assigns a strictly
positive length to a non-zero vector in a vector space (vector 0 has length 0). Let V be a
vector space over a field R (real numbers) or C (complex numbers). A norm on V is a
function ∥ · ∥ : V → R that satisfies the three following properties.

1. Non-negativity:

∥x∥ ≥ 0 for all x ∈ V, and ∥x∥ = 0 if and only if x = 0.

2. Absolute Homogeneity:

∥αx∥ = |α|∥x∥ for all x ∈ V and scalars α ∈ R or C.

3. Triangle Inequality:

∥x + y∥ ≤ ∥x∥+ ∥y∥ for all x, y ∈ V.

Example 2.1. The general p-norm (ℓp-norm) for p ≥ 1 and x = (x1, x2, . . . , xn) is defined
as follows.

∥x∥p =

(
n

∑
i=1
|xi|p

) 1
p

.

1. p = 1 (Manhattan or ℓ1-norm):

∥x∥1 =
n

∑
i=1
|xi|.

2. p = 2 (Euclidean or ℓ2-norm)

∥x∥2 =

√
n

∑
i=1
|xi|2,

where x = (x1, x2, . . . , xn) ∈ Rn.

3. p = ∞ (Maximum or ℓ∞-norm):

∥x∥∞ = max
i
|xi|.

In this thesis, we use the ℓ2 − norm and for simplicity, we remove the subscript 2
and write it as ∥x∥.

Definition 2.2. (dist(x, y)). A distance function or metric is a function dist : X× X → R

for a set X such that for x, y, z ∈ X it satisfies the following properties.

1. Non-negativity:

dist(x, y) ≥ 0, and dist(x, y) = 0 if and only if x = y.
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2. Symmetry:
dist(x, y) = dist(y, x).

3. Triangle Inequality:

dist(x, z) ≤ dist(x, y) + dist(y, z).

A set X equipped with a metric dist is called a metric space, denoted as (X, dist).

Example 2.2. The Euclidean Distance for vectors x, y ∈ Rn is defined as follows.

dist(x, y) :=

√
n

∑
i=1

(xi − yi)2,

where x = (x1, x2, . . . , xn) and y = (y1, y2, . . . , yn).

In this thesis, alongside the Euclidean metric, we also use the Hamming and
Rank metrics. While the Hamming metric is a measure of distance between two
vectors of equal length, the Rank metric is a measure of distance between matrices,
particularly over finite fields. We define both these metrics below.

Definition 2.3. (Hamming metric). For two vectors x = (x1, x2, . . . , xn) and y = (y1, y2, . . . , yn)
of length n, the Hamming distance dH(x, y) is defined as follows.

dH(x, y) =
n

∑
i=1

δ(xi, yi),

where:

δ(xi, yi) =

{
1 if xi ̸= yi,
0 if xi = yi.

Definition 2.4. (Rank metric). For two matrices A, B ∈ Fm×n
q , where Fq is a finite field,

the rank distance dR(A, B) is defined as follows.

dR(A, B) = rank(A− B),

where rank(A− B) is the rank of the matrix A− B.

The Hamming and Rank metrics satisfy the axioms of a metric: non-negativity,
symmetry, and triangle inequality.

A probability distribution describes how the probabilities of a random variable
are distributed across the possible values it can take. We use χ to denote a general
probability distribution. In this thesis, we use Bernoulli and Gaussian probability
distributions, which we explain next.

Definition 2.5. (Bernoulli probability distribution). The probability mass function of a
Bernoulli random variable X is given as follows.

Pr(X = x) =

{
p if x = 1,
1− p if x = 0,

where p is the probability of success (X = 1), and 1− p is the probability of failure (X = 0).

We denote this probability distribution by Bp.
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Definition 2.6. (Gaussian or Normal probability distribution). The probability mass func-
tion of a Gaussian random variable X is given as follows.

f (x) =
1√

2πσ2
exp

(
− (x− µ)2

2σ2

)
,

where µ is the mean value (the distribution’s center), σ2 is the variance (the distribution’s
spread), and σ is the standard deviation.

2.2 Secure E-Voting

The poll tax, also known as capitation, was historically used in many countries, in-
cluding the United States, Canada, South Africa, Australia, Russia, France (before
the French Revolution), and Luxembourg. It was often employed as a method of
racial and class-based voter suppression, disenfranchising specific groups of people,
particularly those from lower socioeconomic backgrounds. Over time, the poll tax
was abolished in various countries at different points in history.

In Luxembourg, a significant turning point came with the Constitutional Review
of 1919, which marked the abolition of the poll tax and the introduction of universal
suffrage. This reform granted women the right to vote and removed any wealth-
based restrictions on voting rights [Dep]. The 1919 reform was a critical step toward
establishing a democratic society that recognized the importance of equal voting
rights for all citizens, regardless of their financial situation, race, or gender.

Today, voting in Luxembourg is primarily conducted through traditional paper
ballots for political and national elections. On 10 July 2024, elections were held to
select 16 municipal representatives via a 24-hour online voting platform. The results
showed a 60.27% participation rate, with 719 voters casting 5,202 votes [Gov24],
marking a step towards embracing e-voting. In paper-based voting, voters are re-
quired to be physically present at voting booths to cast their ballots. However, those
living abroad or not present in Luxembourg within the voting period have the op-
tion of voting by mail, provided they declare their intention to do so in advance.

While paper ballots are generally considered secure, they present certain chal-
lenges. For instance, once voters cast their votes, there is no receipt or tracker to
verify that their vote was counted correctly, making it impossible for voters to en-
sure their vote was included in the tally unless they completely trust the election au-
thorities. Moreover, the paper ballots could be marked without the voters noticing,
putting ballot privacy in danger. There is always a risk of fraud or ballot tampering,
despite the security of the paper system. Furthermore, voters abroad face additional
complications with postal voting. A significant number of ballots are often not re-
turned on time, leading to their exclusion from the final tally. This is particularly
important in Luxembourg, where the margin of competition per seat can be narrow,
and such excluded votes could potentially impact the final election results.

In contrast, electronic voting could help mitigate these issues. E-voting comes
in two main forms: voting machines (Electronic Voting Machines, EVM) and inter-
net voting. This thesis focuses on the latter, internet voting, while we still use the
e-voting terminology. E-voting systems offer several advantages: they enable fast
result computation, minimize the risk of human error in the computation process,
and are accessible from anywhere in the world. Moreover, election data can be stored
more efficiently. However, e-voting must meet a range of criteria to ensure a secure
system that everyone can trust. A secure e-voting system requires a combination of
basic and additional properties that work together to create a trustworthy process.
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In his groundbreaking 1981 paper on anonymous communication [Cha81], David
Chaum was the first to propose the use of cryptography to secure elections. He in-
troduced novel cryptographic methods such as anonymizing mixes, which are foun-
dational to modern e-voting systems. Since then, numerous secure e-voting systems
have been proposed and developed, with Chaum’s work influencing over 7,000 aca-
demic citations on the topic [AM16].

In what follows, we will first explain the various parties involved in a typical e-
voting system. Next, we will outline the common phases of an election process, and
finally, we will discuss the security properties that are essential for ensuring a secure
and reliable e-voting system. For cryptographic primitives, we refer to Section 2.3.

2.2.1 Entities or Parties

Depending on the design and purpose of the e-voting system, it may involve differ-
ent parties or entities. Based on specific needs, a new party may be introduced or
an existing party may take on additional responsibilities. Below are the most com-
monly cited parties involved in e-voting, which are also referenced throughout this
thesis, along with their respective roles.

• Voter (V): In each election, there is a set of eligible voters who wish to cast
their ballots. We usually denote them by V1, . . . ,Vn, each associated with a
unique identification number ID1, . . . , IDn. We use vi to denote the vote of Vi
and bi to denote her ballot. Each voter is responsible for preparing their ballot
in accordance with the election rules. To do so, voters typically use a voting
device, such as a computer or smartphone, to execute the necessary crypto-
graphic primitives. Once the ballot is prepared, it must be securely transmitted
to the designated authority or party responsible for collecting and processing
the votes.

• Election Authority (EA) or Admin (Adm): EA sometimes referred to as Adm,
oversees key aspects of the election process. This includes setting up the elec-
tion parameters, encompassing both the mathematical parameters required for
cryptographic schemes and operational parameters such as the election date,
time, and voting rules. In addition to its role in initialization, EA may also be
tasked with verifying voter eligibility to ensure that only authorized partici-
pants can cast their ballots. Once ballots are submitted, EA may be respon-
sible for receiving them, verifying their correctness, and anonymizing them
as needed to preserve voter privacy. Following this, the processed ballots are
forwarded securely to the designated tallier for the tally phase.

• Tallier (T): In threshold voting systems, more than one tallier is typically re-
quired to distribute trust among them and ensure fault tolerance. These par-
ties collaborate during the tallying phase, which involves executing the vote-
counting function ρ(v1, . . . , vn) in accordance with the rules.

• Mix Servers (Mi): In the e-voting systems that use mix-servers, each Mi is
responsible for re-randomizing the voters’ ballots (either their encryption or
commitment), shuffling the results using a secret permutation, and publish-
ing the final shuffled output. Along with the output, the mix server must also
provide proof of knowledge of the secret permutation and a proof of shuffle
to demonstrate that the operation was performed correctly without altering
the contents of the ballots. Depending on the specific voting system, each mix
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server can handle the shuffled results in one of three ways: it can send the in-
formation directly to the next mix server, publish it on a secret board accessible
only to mix servers, or post it on a public board where any party can indepen-
dently verify the correctness of the operation.

• Bulletin Board: In many voting systems, a public bulletin board (PBB) serves
as a central, transparent broadcast channel with memory for election-related
data [Pet05]. The PBB is designed to be append-only, meaning that once infor-
mation is published, it cannot be modified or deleted. This immutability en-
sures the integrity of the election process by making any tampering attempts
evident. The PBB is accessible to all parties, including voters, auditors, and ob-
servers, enabling them to independently verify the election’s correctness and
transparency. It typically stores data such as encrypted ballots, cryptographic
proofs, and final tallies.
Some voting systems introduce an additional, more restricted bulletin board
known as the secret bulletin board (SBB). The SBB is shared only among
specific trusted parties, such as mix servers or talliers. It is indeed used to
facilitate intermediate operations that require privacy, such as shuffling and
re-randomization of ballots.

To ensure clarity, we will detail the specific parties responsible for operating the
election system and their respective roles in subsequent chapters, particularly if they
differ from the descriptions provided here.

2.2.2 Election Phases

A typical election has the following phases.

• Setup Phase: During this phase, the election authority (EA) or administrator
(Adm) generates the election parameters prm, which include both cryptographic
parameters (e.g., keys and algebraic group settings) and administrative details
(e.g., the election’s start and end times, rules, and procedures). The public pa-
rameters are then published on the PBB to ensure it’s accessible to all voters.
Additionally, a list of candidates or options is made available, allowing voters
to familiarize themselves with their choices prior to casting their ballots.

• Vote Submission Phase: In this phase, each voter Vi prepares their ballot fol-
lowing the provided instructions. Typically, this involves either committing
to their vote or encrypting it using the election’s public key via their voting
device. Once the ballot is prepared, the voter sends it to the designated party,
such as the PBB or the EA.

• Tally Phase: During the tallying phase, the tallier is responsible for counting
the ballots in accordance with the rules of the election. There are two main
approaches to tallying: homomorphic tallying and mix-net tallying.

– Homomorphic Tallying:
In this method, the vote-counting function leverages the homomorphic
properties of the underlying commitment or encryption scheme. Using
these properties, the tallier additively aggregates the encrypted or com-
mitted votes into a single value without decrypting or opening individual
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ballots. Once the aggregation is complete, the tallier uses the election’s se-
cret key to decrypt or aggregate opening values to open the result, reveal-
ing the final tally. To ensure that individual votes remain private through-
out the aggregation process, the tallier needs to first check that each ballot
is independent of the other submitted ballots. This step is crucial in pre-
venting one of the most significant attacks on vote privacy, known as the
replay attack. In this attack, if the prevention measure is not taken in the
tally phase, the adversary could amplify the vote of a target voter through
the votes of other corrupted voters by replaying the target voter’s vote,
resulting in information leakage on the vote of that voter. As shown in
[MMR23], this attack poses a serious threat against vote privacy even if
the adversary possesses limited resources.

– Mix-Net Tallying:
In a mix-net tally, the ballots are processed by a series of mix servers.
Each server takes the ballots as input, applies a secret permutation (shuf-
fle), and re-randomizes the data to produce an anonymized output vector.
When performed securely, this process ensures that the resulting vector
cannot be linked back to individual voters, preserving voter anonymity.
After the anonymization, the commitments or encryptions in the vector
are opened or decrypted, revealing the plaintext votes. These votes can
then be used to compute the final election result.

• Verification Phase: After the tallying phase, voters and third parties are pro-
vided with the opportunity to verify the integrity of the election process. Vot-
ers can confirm that their individual votes were accurately included in the final
tally, while third parties or observers can verify that the overall election result
was computed correctly. The specific procedures for verification depend on
the design of the voting system and the type of verification information avail-
able to voters. However, the general approach in the literature is to publish
encryption of the vote on PBB which could potentially provide both verifiabil-
ity and privacy (see Section 2.2.4 and 2.2.3). This phase is crucial for ensuring
transparency and trust in the election process.

As observed in the typical tally phase, a tallier T holds critical information, in-
cluding the election secret key and the opening values for commitments. Without
additional safeguards, this level of access poses significant risks. A malicious T
could tamper with ballots, alter vote counts, or even introduce ballot stuffing (fraud-
ulent ballots) without detection. Such vulnerabilities undermine the integrity and
trustworthiness of the e-voting system.

To address these concerns, we outline the fundamental security properties re-
quired for a secure e-voting system. These properties ensure that every vote is
counted in the final tally, while preventing unauthorized manipulation or breaches
of voter privacy. Furthermore, we will later demonstrate how our proposed e-
voting systems incorporate countermeasures to mitigate this threat. These measures
include but are not limited to cryptographic techniques such as zero-knowledge
proofs, verifiable mix-nets, and threshold primitives, which enhance transparency
and minimize reliance on a single trusted entity. Moreover, the role of EA or T in
some systems is distributed to reduce the risk of fraud. These systems use threshold
cryptography such as threshold SSS (see Section 2.3.6) to share the tallier’s secret key
or threshold ElGamal encryption (see Section 4.4) to threshold share the encrypted
secret. This ensures that less than a threshold number of secret holders cannot re-
cover the secret.
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2.2.3 Privacy

Ballot privacy, or simply privacy, is a fundamental property of secure e-voting sys-
tems. It ensures that a voter’s choice remains confidential and that no one should be
able to link a specific ballot to its corresponding voter. This requirement implies that
no data published during the various voting phases (see Section 2.2.2), including
the verification phase, should not leak any information about the vote vi cast by the
voter Vi. To establish and formally prove that ballot privacy is upheld in an e-voting
system, researchers have proposed several approaches in the literature, as discussed
in [Ber+15]. These include simulation-based models, entropy-based measures, and
game-based definitions, as we detail below.

• Simulation-Based Models: This model constructs an ideal functionality that serves
as a benchmark to simulate a system where ballot privacy is preserved, allow-
ing comparisons with the real system.

• Entropy-Based Measures: This method quantifies the amount of information
leakage by measuring how much uncertainty remains about a vote after ob-
serving the system’s output.

• Game-Based Definitions: This model defines a series of adversarial game hops
where attackers attempt to distinguish between different voting scenarios, en-
suring the system resists such attempts.

As an example, in Section 4.7, we adopt the game-based definition to demon-
strate that our proposed e-voting system achieves ballot privacy.

A stronger notion of privacy is referred to as everlasting privacy (EP). This notion
assumes that the adversaryA has unbounded computational power and guarantees
that even with such power, the privacy of the voter’s choice is preserved indefinitely.
In Chapter 3, we provide an in-depth discussion of EP, presenting a systematic study
of its treatment in the literature as part of our systematization of knowledge (SoK)
on the subject.

2.2.4 Verifiability

In general, verifiability ensures that all participants, including voters, auditors, and
election officials, can verify the correctness of the election process. The ultimate goal
of verifiability is to provide transparency, detect any potential manipulation, and
build trust. Verifiability enables voters to confirm their vote is accurately reflected
in the final election result, a property known as individual verifiability. It also allows
third parties or observers to ensure that the final result correctly reflects the votes
cast in the election, a property known as universal verifiability.

Verifiability can be achieved at different stages of the voting process, and the
level of verifiability varies depending on the specific mechanism in place. In some
systems, voters are provided with mechanisms, such as the Benaloh challenge [Ben06]
(see [Est+20] for attacks on Benaloh challenge), BeleniosCaI [Cor+23], the work in
[RRS21], MarkPledge1 [Nef04] to ensure that their vote is cast as they intended. This
is referred to as cast-as-intended (CaI) or ballot assurance. These mechanisms typi-
cally come into play before the voter casts their real ballot, providing a way to verify
that their vote is correctly encoded/committed, and transmitted. This approach pre-
vents manipulation during the vote-casting phase, such as a malicious voting device

1Unlike Benaloh challenge that the audited ballot cannot be cast, and MarkPledge proves correct-
ness of the actually cast ballot.



2.2. Secure E-Voting 21

altering the voter’s choice vi for the voter Vi. Once the vote is cast, voters can then
verify that their ballot has been properly recorded by the system as intended by
checking the public bulletin board PBB, ensuring the recorded-as-cast (RaC) property.
This guarantees that no votes have been lost or altered after being cast. Finally, after
the tally phase, verifiability extends to the process of tallied-as-recorded (TaR).

Using cryptographic methods (we will see in detail in Section 2.3) such as pro-
viding zero-knowledge proof of correct decryption/opening (in homomorphic tally
systems) or proof of shuffle (in mix-net tally systems), voters can confirm that the
final tally reflects their recorded vote. These proofs, which are often published on
the public bulletin board PBB, ensure that the tallying phase is carried out correctly
and that no manipulation has occurred. The cast-as-intended property directly sup-
ports individual verifiability by ensuring each voter’s choice is accurately captured
and represented. On the other hand, the recorded-as-cast and tallied-as-recorded
properties support universal verifiability by ensuring the integrity of both the vote
transmission and tallying processes.

As with privacy (see Section 2.2.3), various approaches have been proposed in
the literature to achieve verifiability and to prove that a system meets these require-
ments. The first formal definition of verifiability was proposed by Benaloh in 1987
[Ben87], which laid the foundation for much of the modern research in verifiable
voting systems. For a comprehensive explanation of the different notions of verifia-
bility in the literature, we refer readers to the work by Cortier et al. [Cor+16].

2.2.5 End-to-End Verifiability

Chaum’s work [Cha04] is widely regarded as one of the foundational works in the
development of what we now refer to as End-to-End (E2E) verifiability and serves
as the groundwork for many E2E verifiable voting systems. From this point, other
systems such as Prêt à Voter, introduced in 2005 by Peter Ryan [Rya05; CRS05], and
Helios, developed in 2008 by Ben Adida [Adi08], built on this foundation to formal-
ize and advance the concept of end-to-end verifiability. Prêt à Voter introduces a
voter-friendly approach to E2E verifiability and Helios applied E2E verifiability to
web-based elections, making it one of the first practical implementations for real-
world online voting.

End-to-end verifiability is a property of e-voting systems that ensures one can
check that not only the correct election result is produced, but also that voters and
third parties can independently verify its accuracy. Instead of relying on the trust-
worthiness of election authorities or software, E2E systems provide solid, transpar-
ent evidence that the votes were cast, recorded, and tallied correctly. This allows
voters and external auditors to confidently trust the election outcome, even in the
presence of potential errors or malicious actors. Therefore, an electronic voting sys-
tem satisfying CaI, RaC, and TaR achieves E2E verifiability.

2.2.6 Receipt-Freeness (RF)

Vote buying is a significant threat to the integrity of elections, whether conducted
through traditional paper-based voting or e-voting systems. In vote buying, a buyer
incentivizes voters with money or other benefits in exchange for proof of voting for
a specific candidate. This proof could take various forms: in paper-based voting, it
might involve a photograph of the marked ballot, while in e-voting, it could include
cryptographic-based receipts such as credentials, secret keys, random coins used in
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cryptographic primitives, or even trackers. Such practices not only violate ballot
privacy but also undermine the integrity and fairness of the election process.

The notion of RF, which addresses this issue, was first introduced in [BT94] and
formally defined for the first time in [DKR06]. RF ensures that voters cannot gener-
ate a verifiable receipt of their vote, thereby preventing them from proving their vote
to a coercer or vote-buyer. Achieving RF is crucial in the design of secure e-voting
systems, as it ensures that verification terms provided to voters cannot be misused
as a receipt for coercion or vote-selling.

In Chapter 4, we introduce the novel notion of everlasting receipt-freeness (ERF).
ERF extends the principles of RF by aiming to protect against an adversary with
unlimited computational power after the election. We achieve ERF in the e-voting
system proposed in that chapter, ensuring that even if an adversary gains access to
computational resources far beyond current capabilities, the system remains secure
against vote-buying. Additionally, we provide a game-based proof to demonstrate
that our system satisfies ERF.

2.2.7 Coercion-Resistance (CR)

A coercer may seek to bribe or intimidate a voter into following specific instructions,
such as voting for or against a particular candidate, abstaining from voting, or be-
ing forced to cast a ballot regardless of preference. In such scenarios, the coerced
voter is typically required to provide evidence of compliance whether by showing
a receipt, disclosing cryptographic credentials, or even cooperating with the coercer
during the voting process. This threat is especially prevalent in countries with lim-
ited democratic freedoms, where coercion can take various forms, including threats
of job loss, denial of civil rights or social benefits, or outright violence if voters do
not comply. The risk of coercion becomes particularly pronounced in economically
vulnerable populations or communities where individuals are dependent on local
leaders, who may act as coercers. Therefore, in these cases, it is crucial to design
an e-voting system that is coercion-resistance, letting voters follow their own will
without fear of punishment.

A coercion-resistant system makes it impossible for the coercer to distinguish
whether a voter has complied with their instructions or voted freely. This is achieved
by enabling voters to employ a so-called counter-strategy, a mechanism that renders
the coercer’s strategy ineffective. In the literature, coercion resistance is typically
achieved through three main approaches: fake credentials, masking techniques, and
deniable vote updating [HMQ23]. In Chapter 4, we discuss how to mitigate coercion
by designing an electronic voting system providing a strategy for the voters to fake
their tracking terms (fake credential approach) in the event of coercion.

Relation between BP, RF, and CR. The relationship between ballot privacy (BP),
receipt-freeness (RF), and coercion-resistance (CR) remains a topic of debate in the
literature. While no consensus exists, some researchers argue that the informal defi-
nitions of these properties, as presented earlier, suggest a hierarchical structure. Ac-
cording to this perspective, RF and CR represent progressively stronger guarantees
compared to BP. The rationale is as follows: if BP is violated, a voter could easily
provide proof of their vote, thereby breaching RF. Consequently, this would enable
a coercer to verify whether the voter followed specific instructions, undermining
RF’s protection against coercion. Furthermore, CR is considered a stronger property
than RF, as it assumes a more powerful adversary capable of actively communicating
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with the voter to issue voting instructions. This makes CR a more comprehensive se-
curity notion, addressing scenarios where the coercer attempts to directly influence
the voter, rather than merely seeking post-vote evidence of compliance [DKR06]. In
contrast, K“usters et al. argue in [KTV11] that the relationship between these proper-
ties is not strictly hierarchical but rather more nuanced. Based on case studies, they
demonstrate that achieving one property does not necessarily imply the satisfaction
of another. Their work provides both theoretical proofs and practical examples il-
lustrating that BP, RF, and CR can exist independently without a strict implication
between them.

For the purpose of this thesis, it is essential to emphasize the distinction between
RF and CR. As a reminder, RF ensures that the voting system does not provide any
evidence that a voter could use to prove how they voted. In contrast, CR guarantees
that the system offers a strategy for the voter to resist coercion and cast their vote
according to their own will, even when under external pressure.

Trust Assumptions. In the literature, achieving each of the aforementioned se-
curity properties in an e-voting system requires specific trust assumptions tailored
to that system. Some systems rely on a single trusted election authority, while others
distribute trust among multiple talliers. Certain models account for a malicious BB,
whereas others assume BB is trustworthy. It is essential to clarify which security
property each election party is trusted to uphold. Ideally, based on the definition
of verifiability, we expect this property to be achieved without relying on trust in
any party, meaning no trust assumptions should apply in this case, however, this
is not the case in reality. For a detailed and extensive example of the underlying
trust assumptions in different e-voting schemes to achieve a combination of security
properties, see Table 3.2 in Chapter 3.

Last but not least, note that each security property can be achieved in a trivial
manner independently. The challenge is to achieve two or more of them simultane-
ously. Below are examples of voting systems that satisfy only one security property
while failing to achieve the others:

• Privacy: A system where each voter encrypts their vote with a public key and
submits it to the authority, but the authority does not provide any proof of cor-
rect decryption or tallying. This ensures privacy but lacks verifiability, receipt-
freeness, and coercion-resistance.

• Verifiability: A system where each voter’s plaintext vote is published on a
public bulletin board. This provides perfect verifiability but completely com-
promises privacy, receipt-freeness, and coercion-resistance.

• Receipt-Freeness: A system where the voter casts her ballot in an isolated
voting booth, without any information or receipt that could prove their vote to
a third party, but there is no way for the voter to check if their vote is correctly
included in the tally. This satisfies receipt-freeness but lacks verifiability.

• Coercion-Resistance: A system where the voter submits their vote via an
anonymous channel without obtaining any receipt or proof of their vote en-
ables the voter to cast their true will secretly, but there is no verifiability mech-
anism since the published ballot has no information about the voter’s identity
on it. If the plain vote is submitted, then privacy is endangered too.
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2.3 Cryptographic Primitives

In this section, we introduce the cryptographic primitives that we briefly referred to
in Section 2.2 and we will use throughout the rest of this thesis. This includes Zero-
Knowledge Proofs, Public-Key Encryption (PKE) Schemes, Commitment Schemes
(CS), Digital Signatures, and Threshold Shamir Secret Sharing (SSS).

2.3.1 Zero-Knowledge Proofs

Throughout this subsection, we mainly use the content from Goldwasser’s 2023
MOOC (Massive Open Online Course) on zero-knowledge proofs [Gol23], adjust-
ing her notation to align with that used in this thesis. Zero-Knowledge Proof (ZKP),
first introduced by Goldwasser et al. in [GMR89], is a cryptographic primitive that
allows one party (the prover P) to convince another party (the verifier V) that a state-
ment is true i.e. they know a value or possess certain information, without revealing
any information beyond the correctness of the statement. Indeed, ZK means that for
every V and every true statement, what V can compute after the interaction with P is
the same as what he could have computed before the interaction, meaning that the
interactions did not reveal any additional information to V.

To mathematically model this concept, Goldwasser et al. defined a Simulation
Paradigm. Let’s define T := {a1, q1, a2, q2, . . .} as a sequence of answer/question
transactions between P and V. Then, we say the verifier V’s view gives him zero
knowledge about the secret if he could have simulated T on his own without any-
one’s help, including the prover P. More precisely, the real view and the simulated
view are computationally indistinguishable (i.e. is not better than a random guess).
Suppose that a language L is a set of binary instances x (input) such that we want
to find a witness w (secret) to satisfy a specific poly-time relation R : R(x, w) = 1.
That is:

L = {x : ∃ w s.t.R(x, w) = 1}.

Then, we have the following definition for ZK with an honest V.

Definition 2.7. An interactive protocol (P,V) with security parameter λ is honest-verifier
zero-knowledge (HVZK) for a language L if there exists a PPT simulation algorithm Sim
such that for every x ∈ L, the two following probability distributions are indistinguishable
by a polynomial time distinguisher over the coin choices of the parties:

1. Real(P,V)[x]

2. Sim(x, 1λ).

To define ZKP for any possible verifier, even a dishonest one indicated by V∗, we
have the following definition.

Definition 2.8. An interactive protocol (P,V) with security parameter λ is zero-knowledge
(ZK) for a language L if for every PPT V∗, there exists a PPT simulation algorithm Sim such
that for every x ∈ L, we have the following indistinguishability over the coin choices of the
parties:

Real(P,V)[x] ≈ Sim(x, 1λ).

A zero-knowledge protocol must fulfill the following three properties.

Definition 2.9. (P,V) is a zero-knowledge interactive protocol if it is:
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1. Complete: if x ∈ L, V always accepts the proof.

2. Sound: if x /∈ L, V always rejects the proof.

3. Zero-knowledge based on Definition 2.8

By their definition, these three properties address scenarios involving honest P,
malicious P, and malicious V, respectively. In the context of ZKP, a proof is different
than what we know as a mathematical proof; indeed, a zero-knowledge proof is a
probabilistic proof rather than deterministic. That is why in practice, it is necessary
to repeat it enough number of times to reduce the chance of a false statement being
verified while keeping the zero-knowledge property. This is called the soundness
error.

Perfect zero-knowledge, which is a stronger assumption, is defined for the case that
there exists a Sim such that the real and the simulated views are identical.

There is another definition in the literature named proof of knowledge (PoK) where
P wants to prove to V that she knows a secret.

Definition 2.10. An interactive protocol (P,V) is a proof of knowledge (PoK) for a language
L if there exists a PPT knowledge extractor algorithm Ext such that for every x ∈ L, ExtP(x)
it outputs w with Verify(x, w) = 1 in expected polynomial time.

The term ExtP(x) means that the knowledge extractor algorithm Ext has access to
P as an oracle with the input x and may run P repeatedly on the same randomness
with different challenges from V. This technique is called rewinding. This is the
technique that is used all the time to prove something is ZK.

Now there is an interesting question here: do all non-deterministic polynomial
(NP) time languages (i.e. the relation R is poly-time verifiable) have ZK interac-
tive proofs? The following theorem proved in 1986 by Goldreich et al. [GMW86],
answers this question with yes. However, it depends on the existence of one-way
functions, defined bellow.

Definition 2.11. A function f : {0, 1}n → {0, 1}m is a one-way function if it satisfies the
following properties:

1. (Efficient Computability) Given an input x, it is easy (poly-time computable) to com-
pute f (x).

2. (Hard to Invert) Given the output y = f (x), without additional information, it is
computationally infeasible to find any input x′ with f (x′) = y. This means that it is
hard on average to find an inverse.

The existence of one-way functions is a widely held belief in cryptography, but
it has not been proven. If one-way functions exist, then we have P ̸=NP which is a
major unsolved problem in computer science, introduced in 1971 by Stephen Cook
[Coo23]. In other words, the existence of one-way functions implies that certain
problems in NP cannot be solved in polynomial time, supporting the conjecture that
P is not equal to NP.

Theorem 2.1. If one-way functions exist, then every language L in NP has computational
zero-knowledge interactive proofs.

A hash function H, of range n, is a one-way function, as defined in Definition
2.11, that takes an arbitrary length message as an input and produces a (fixed-length)
output of size n, known as a hash value. This output is uniquely determined by the
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given input, meaning that even a minor change in the input will produce a com-
pletely different hash value. There are two types of hash functions: keyed hash
function and unkeyed hash function [KL14]. In what follows, we define a keyed
hash function.

Definition 2.12. (Keyed Hash Function). A keyed hash function is a pair of PPT algorithms
(Gen, H), with H : K× {0, 1}∗ → {0, 1}n, satisfying the following properties:

• The PPT algorithm Gen takes as input the security parameter 1λ and outputs a key
k ∈ K.

• The function H takes as input the key k and a message of arbitrary length m ∈ {0, 1}∗,
and outputs the hash value Hk(m) := H(k, m) ∈ {0, 1}n, where n is dependent on k
and λ.

The primary requirement of a hash function is collision resistance. A collision
happens if the hash of two different messages results in the same hash value. For-
mally, given the key k ∈ K, a PPT adversary A outputs two messages m, m′. Then,
A wins the game if and only if m ̸= m′ and Hk(m) = Hk(m′). If the domain of H
is greater than its range, then a collision will happen. Therefore, a collision-resistant
hash function requires that the probability of an adversary A winning the game is
negligible in the security parameter λ for all PPT adversariesA. For additional prop-
erties of hash functions and details on how to construct one, we refer the interested
reader to [KL14].

In certain applications, a party may need to prove a statement in zero-knowledge
without interacting directly with a verifier and to enable anyone to verify the proof
independently. For example, a voter might need to demonstrate that their encrypted
ballot contains a valid message, without disclosing the message itself, and then pub-
lish the proof on PBB. This is called a non-interactive zero-knowledge proof (NIZKP). In
what follows, we first define a Non-Interactive proof system.

Definition 2.13. (Non-interactive Proof System). Let R be a relation defined on the lan-
guage L. A non-interactive proof system forR consists of a pair of algorithms (Gen,Verify),
on the set PS of proof space, such that:

• The probabilistic algorithm Gen takes the pair of statement and witness (x, w) ∈ R
and outputs a proof π ∈ PS .

• The deterministic algorithm Verify takes a statement-proof pair (x, π), as input and
outputs 1 if π is a valid proof for x, and 0 otherwise.

A non-interactive proof system should be complete and sound, as defined earlier
for the case of interactive proof systems.

The zero-knowledge property for the non-interactive proof system is tricky, since
unlike the interactive proof system in Definition 2.8, it is impossible to create a sim-
ulator that on the input of x ∈ L, simulates the real proof. To address this problem,
the simulator is granted an ”insider advantage“ along with access to a hash function
H with domain DM and range RN as H : DM → RN [BS20]. The simulator
algorithm Sim responds to the following two types of queries:

1. Unjustified Proof Query: For the input x ∈ X for a set X, Sim outputs π ∈ PS .

2. Random Oracle Query: For the input x ∈ DM, Sim outputs y ∈ RN .

Now, we can define a non-interactive zero-knowledge (NIZK) proof system.
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Definition 2.14. (NIZK). Let Π = (Gen,Verify) be a non-interactive proof system defined
in Definition 2.13 for a relation R and proof space PS . Let the hash function H and the
simulator Sim be as explained above. We define two real-world and simulated experiments,
where A can make the following queries to the challenger:

1. Justified Proof Query: For the input (x, w) ∈ R, the challenger outputs π ∈ PS .

2. Random Oracle Query: For the input x ∈ DM, the challenger outputs y ∈ RN .

Let FDR be the set of all functions with domain DM and range RN . The experiments are
as follows.

• Real-World: The challenger picks a random f ∈ FDR (i.e., performs as a random
oracle), and replies to the two queries as follows:

1. Justified Proof: For query on (x, w) ∈ R, run π ← Gen(x, w) using f instead
of H and output π ∈ PS .

2. Random Oracle: For query on x ∈ DM, output f (x) ∈ RN .

• Simulated World: The challenger replies to the queries as follows:

1. Justified Proof: For query on (x, w) ∈ R, run Sim with unjustified query x to
output a π ∈ PS .

2. Random Oracle: For query on x ∈ DM, run Sim with random oracle query on
x to output a y ∈ RN .

We say the non-interactive proof system Π is zero-knowledge if the adversary A can distin-
guish the real-world and simulated experiments with a negligible probability.

To transform a ZKP into NIZKP, the common approach is to use the Fiat–Shamir
(FS) heuristic [FS86]. This heuristic replaces the verifier’s random challenge in an in-
teractive protocol with a deterministic challenge derived from a cryptographic hash
function H. The basic idea is as follows: Let a be P’s message to V (usually a commit-
ment) and x be the statement of the interactive system. To make it non-interactive,
the challenge will be computed as ch := Hk(a, x) by P herself and plugged into
her proof, together with the response that she computes based on that. In this case,
anyone can confirm the validity of this NIZK proof.

2.3.2 Public-Key Encryption (PKE) Schemes

In the Introduction of Chapter 1 we briefly introduced PKE. Here, we provide more
details. An encryption scheme is a mechanism which involves encoding a plaintext
(readable data) into a ciphertext (unreadable data) using mathematical algorithms
and a pair of public/private key. Only the person holding the secret-key should
be able to transform the ciphertext back to its plaintext. More formally, an encryp-
tion scheme E consists of three algorithms E = (KeyGenE ,Enc,Dec), that satisfy the
properties in the following definition.

Definition 2.15. (Public-Key Encryption Scheme). We denote a PKE scheme by three al-
gorithms E = (KeyGenE ,Enc,Dec), operating on three sets, the key space K, the message
spaceM, and the ciphertext space C, satisfying the following properties.

• The probabilistic key generation algorithm KeyGenE takes as input the security pa-
rameter 1λ and outputs a pair of key (pk, sk) in the key space K.



28 Chapter 2. Preliminaries

• The probabilistic encryption algorithm Enc takes as input a message m from the mes-
sage spaceM, and the public-key pk, and outputs a ciphertext e ∈ C: e← Enc(pk, m).

• The deterministic decryption algorithm Dec takes as input a ciphertext e, and the
secret-key sk, and outputs the message m′ ∈ M: m′ ← Dec(sk, e).

A PKE scheme has to satisfy two important properties.

1. Correctness: For every plaintext m ∈ M, and key pairs (pk, sk) ∈ K generated
by KeyGenE , it has to satisfy the following relation: Dec(sk,Enc(pk, m)) = m.

2. Security: The basic security notion for PKE is semantic security. This notion as-
serts that, given two plaintexts m0 and m1 and a ciphertext e, a probabilistic
polynomial-time (PPT) adversary A cannot guess better than a random guess
that e is an encryption of which plaintext. Depending on the adversary’s ca-
pabilities (i.e., adversarial power) such as access to encryption or decryption
oracles, or whether it operates passively or actively, stronger security notions
for PKE have been defined in the literature. These include IND-CPA, IND-
CCA, NM-CPA, and others. For definitions of these security notions, we refer
the interested reader to [Bel+98].

The history of encryption goes back to 100 BCE, when Caesar’s cipher was used
by Julius Caesar to encrypt military-related data. Modern encryption dates back to
the 20th century, when the Enigma machine was used by Germany during World
War II. The asymmetric (public-key) cryptography was invented by Whitfield Diffie
and Martin Hellman in 1976 [DH76], leading to the famous ElGamal encryption
scheme [Gam85], which we explain in Example 2.3. The message space in the ElGa-
mal encryption scheme is a (multiplicative) cyclic group G, where decisional Diffie-
Hellman (DDH) assumption holds. In what follows, we first explain the DDH as-
sumption and then the ElGamal encryption scheme.

Definition 2.16. (DDH Assumption). Let G be a finite cyclic group of order q with gener-
ator g. DDH assumption asserts that for every a, b ∈ Z∗q the probability distribution of the
tuples (ga, gb, gab) and (ga, gb, gc) for c ∈R Z∗q is computationally indistinguishable in the
security parameter λ. Loosely speaking, gab looks like a random element in the group G.

If one could efficiently solve the discrete logarithm (DL) problem, they could
determine a by computing logg(gab). This enables the computation of (gb)a, making
the aforementioned decision easy. This implies that the DDH assumption is stronger
than the DL assumption.

ElGamal encryption scheme, explained in the following, has IND-CPA security
under the DDH assumption.

Example 2.3. (ElGamal Encryption). Let G be a cyclic group of prime order q with group
generator g, where the DDH assumption (Definition 2.16) holds. The key generation, en-
cryption, and decryption algorithms for the setsM = G and C = G2 work as follows.

• KeyGenE (1λ) = (pk, sk) := ((G, q, g, h), x), where x ∈R Z∗q and h := gx.

• Enc(pk, m) = (e1, e2) := (gr, m.hr) (mod q), where r ∈R Z∗q .

• Dec(x, (e1, e2)) = (e2.(ex
1)
−1) (mod q).
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The original version of ElGamal is multiplicative, meaning the encryption algorithm
satisfies the property Enc(m1)× Enc(m2) = Enc(m1 ×m2). In contrast, the additive
version encodes the plaintext m in the exponent of the second component of the ci-
phertext rather than as a coefficient. Specifically, the encryption function is defined
as Enc(pk, m) := (gr, gmhr), such that it satisfies the additively homomorphic property:
Enc(m1)× Enc(m2) = Enc(m1 + m2)

2.3.3 Commitment Schemes (CS)

A commitment scheme allows a party to securely lock a value, called the message, in
a commitment, ensuring two essential properties: hiding, which guarantees that the
commitment conceals the message until it is revealed, and binding, which ensures
that the committed value cannot be altered after the commitment is made. These
two properties of CS can be compared to an envelope containing a letter: it con-
ceals the letter until the envelope is opened, and once the letter is placed inside and
sealed, its contents cannot be altered. Formally, a CS is defined by three algorithms
CS = (KeyGenC ,Com,VerifyC), such that they satisfy the properties in the following
definition.

Definition 2.17. (Commitment Scheme). We denote a commitment scheme CS by three
algorithms CS = (KeyGenC ,Com,VerifyC), such that they satisfy the following properties.

• The key generation algorithm KeyGenC takes as input 1λ and outputs a set of pub-
lic parameters prm, including the message space M, the commitment space C, the
opening space O, and more.

• The probabilistic commitment algorithm Com takes as input the public parameters
prm ← KeyGenC and a message m ∈ M, and outputs a commitment/opening pair
(c, d): (c, d)← Com(prm, m) ∈ C ×O.

• The verification algorithm VerifyC takes as input prm ← KeyGenC , a message m ∈
M, a commitment c ∈ C and an opening value d ∈ O, and outputs a binary b of
value 1 (valid) or 0 (invalid): b← VerifyC(prm, c, m, d).

A commitment scheme as CS = (KeyGenC ,Com,VerifyC) has to satisfy three im-
portant properties:

1. Correctness: CS is correct if for all messages m ∈ M, let prm ← KeyGenC and
(c, d)← Com(prm, m), then: VerifyC(prm, c, m, d) = 1.

2. Hiding: Consider an experiment between a PPT adversary A and the chal-
lenger. The challenger sends prm ← KeyGenC to A. Then, adversary chooses
two messages (m0, m1) ← A(prm, 1λ) and sends them to the challenger. The
challenger chooses a random bit b ∈R {0, 1} and commits to mb as (c, d) =
Com(prm, mb) and sends the commitment c to A. Finally, the adversary has
to output b∗, which is his guess of which message was committed. Adver-
sary wins if b∗ = b, and the advantage of the adversary is defined as AdvA =
|Pr[b = b∗]− 1

2 |. The CS provides hiding if AdvA is negligible in terms of the
security parameter λ.

3. Binding: A CS provides binding if for every PPT adversary A, the proba-
bility of finding two pairs (m0, r0) and (m1, r1) such that Com(prm, m0; r0) =
Com(prm, m1; r1) with m0 ̸= m1 is negligible in terms of the security parameter
λ.
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There are two types of CS:

1. Perfectly (Unconditionally) Binding, Computationally hiding: Hiding holds
against computationally bounded adversaries, while binding is absolute.

2. Perfectly (Unconditionally) Hiding, Computationally Binding: Binding holds
against computationally bounded adversaries, while hiding is absolute.

The existence of only the two aforementioned types of commitment schemes
stems from the inherent impossibility of achieving both hiding and binding proper-
ties unconditionally. Perfect hiding implies that the commitment could correspond
to multiple possible messages (because the adversary cannot tell which one was
committed). In contrast, perfect binding implies that the commitment corresponds
to only one possible message. Therefore, a commitment scheme cannot be both per-
fectly hiding and perfectly binding simultaneously.

Next, we explain one of the most well-known commitment schemes, proposed
by Pedersen in 1991 [Ped91].

Example 2.4. (Pedersen Commitment). Let G be a cyclic group of prime order q, and let
g, h ∈ G be group generators where the discrete logarithm of h with respect to g is unknown.
Then, the Pedersen CS is defined by the following algorithms.

• KeyGenC(1λ) = (G, q, g, h).

• Com(prm, m) = (gmhr mod q, r) := (c, d), where r ∈ Z∗q .

• VerifyC(c′, m′, d′) = (c′ == gm′hd′ mod q).

Pedersen commitment, explained in Example 2.4, is a well-known example in
the second type of CS: it is perfectly hiding, and computationally binding under the
DL assumption.

We would like to note here that as we explained in the Introduction of Chapter 1,
PKE cannot attain perfect or unconditional secrecy. This means that if in an e-voting
system, the votes of the voters are encrypted using PKE and published on the PBB,
vote privacy will be computational. On the other hand, if the commitments of the
votes are published on the PBB using a CS of type 2 with perfectly hiding property,
vote privacy will be unconditional or everlasting.

Moreover, certain e-voting protocols utilize homomorphic commitment schemes.
In these protocols, individual commitments ci = Com(mi; ri) can be combined, with-
out knowing the opening values (mi; ri), to form a new commitment c as their ag-
gregation: c = Com(∑i mi; ∑i ri). Pedersen CS, defined in Example 2.4, is a widely
used and popular homomorphic CS in the literature with applications in e-voting,
mainly to achieve everlasting privacy.

2.3.4 Digital Signature

To prove eligibility in paper-based voting, voters need to prove their identities to
the election authorities by showing their ID card or passport. Equivalently, to do the
same in e-voting, in some systems, voters use a digital signature scheme to show
that the ballot they cast is from an eligible voter and also that the ballot has not been
altered in transit. In addition, in some e-voting systems, a digital signature scheme
is used by the election authorities to ensure the integrity and authenticity of their
message.
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Formally, a digital signature scheme is typically defined by three algorithms
DS = (KeyGenS , Sign,VerifyS ), where they satisfy the properties in the following
definition.

Definition 2.18. (Digital Signature). We denote a digital signature scheme by three algo-
rithms DS = (KeyGenS ,Sign,VerifyS ), where they satisfy the following properties.

1. The key generation algorithm KeyGenS takes as input 1λ and outputs a pair of sign-
ing/verifying key (sk, pk). We sometimes denote this pair by (ssk, vk), which stands
for secret signing key and verification key, respectively.

2. The signature on message m with secret-key sk is computed as σ = SignS (sk, m).

3. The verification of signature σ on message m using the public-key pk is performed as
b := VerifyS (pk, m, σ) where b is a bit. If the signature is valid, b = 1; otherwise,
b = 0.

A digital signature scheme must satisfy two primary properties.

• Correctness: A valid signature created by an honest signer on a message m with
the signer’s secret-key can be verified as valid using the signer’s public key.

• Unforgeability: It must be computationally infeasible for an adversary to gen-
erate a valid signature (forge a signature) for any message that was not signed
by the legitimate signer, without the knowledge of sk.

Example 2.5. One of the most famous digital signature schemes is RSA, invented by Rivest,
Shamir, and Adleman, which works as follows.

1. KeyGenRSA(1λ) = ((n, e), (n, d)), with n = p · q where p and q are large prime
numbers, e be the public exponent, and d be the private exponent such that d · e ≡ 1
(mod ϕ(n)) for ϕ(n) = (p− 1) · (q− 1).

2. Sign(m, (n, d)) = md (mod n) := σ.

3. VerifyRSA((n, e), m′, σ) = 1 iff σe = m′.

2.3.5 Bilinear Pairing and Elliptic Curves

Pairing-based cryptography uses pairing functions to map pairs of points on groups
(or elliptic curves) into a finite field. This gives the advantage of making efficient
calculations in the target group GT while maintaining security in the source groups
G1 and G2.

Definition 2.19. (General Bilinear Pairing). Let (G1,+), (G2,+) be additive and (GT, ·)
be multiplicative cyclic groups of (prime) order q. A bilinear pairing map is a map ê :
G1 ×G2 → GT that satisfies two properties.

1. Nondegeneracy: for all g2 ∈ G2, ê(g1, g2) = 1GT iff g1 = 1G1 . Similarly, for all
g1 ∈ G1, ê(g1, g2) = 1 iff g2 = 1G2 .

2. Bilinearity: for all g1 ∈ G1, g2 ∈ G2, and a, b ∈ Z: ê(ga
1, gb

2) = ê(g1, g2)ab.

According to [Lyn07], G2 does not necessarily need to be cyclic and q does not need to be
prime.
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Depending on the application, we may consider hardness assumptions in a com-
bination of the source groups. This gives flexibility and has a wider application com-
pared to when a pairing is not used (see Section 4.4). However, at the same time, it
opens doors for attacks such as sub-exponential index calculus attacks. Therefore,
careful parameter selection for the target group is necessary.

Pairing can be classified into three types:

1. Symmetric pairing: G1 = G2.

2. There is an efficiently computable homomorphism between G1 and G2, where
G1 ̸= G2.

3. There is no efficiently computable homomorphism between G1 and G2, where
G1 ̸= G2.

The source groups are realized with elliptic curves, which we define next.

Definition 2.20. (Elliptic Curve). An elliptic curve is a curve over a finite field Fq, where
its points (x, y) satisfy the equation y2 = x3 + ax + b for coefficients a, b ∈ Fq, as well as
the point at infinity ∞.

To clarify the pairing-based application in e-voting, we refer to an example from
[CPP13]. Using the elliptic curve y2 = x3 + b(witha = 0), a voter’s choice, repre-
sented by y, can be encoded in Zq and mapped to the point (x, y) = ((y2 − b)

1
3 , y).

2.3.6 Threshold Shamir Secret Sharing (SSS)

Shamir’s Secret Sharing (SSS), introduced by Adi Shamir in 1979 [Sha79], is a cryp-
tographic method designed to securely distribute a secret (e.g., a secret key or a
confidential message) among a group of participants, known as shareholders. The
SSS algorithm mathematically divides the secret into shares, corresponding to the
number of shareholders. A predetermined threshold number t of these shareholders
must collaborate to reconstruct the secret; fewer than the threshold are unable to do
so. The SSS is based on Lagrange polynomial interpolation to reconstruct the secret
based on a threshold of shares. A trusted authority or dealer is needed to set up the
scheme. Formally, the threshold SSS algorithm works as follows.

Definition 2.21. (Threshold Shamir Secret Sharing). The (t, k)−threshold SSS algorithm
works as follows. Let s be the secret, t the threshold, and k the total number of shareholders
such that t ≤ k.

1. Polynomial Construction: Dealer chooses random coefficients a1, · · · , at−1 ∈ Fq.
Compute the polynomial p(x) of degree t − 1 as p(x) = s + a1x + a2x2 + · · · +
at−1xt−1

2. Create Shares: Dealer chooses k distinct non-zero points x1, . . . , xk ∈ Fq and eval-
uates p(x) on these points. Then she distributes the shares {(xi, p(xi))}k

i=1 to the
corresponding shareholders.

3. Secret Reconstruction: let {(xi, p(xi))}t
i=1 be a set of t distinct shares. We use the

Lagrange interpolation formula as follows: p(x) = ∑t
i=1 p(xi)λ

St
x,i where St :=

{1, . . . , t} and λSt
x,i is the Lagrange coefficient. The secret s is equal to p(0); there-

fore, we need to compute λSt
x,i for x = 0 which is equal to ∏j∈St\{i}

j
j−i . Now, using

the full Lagrange formula, we can reconstruct the secret.
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2.4 Post-Quantum Security

As explained in detail in Chapter 1, Post-Quantum Cryptography (PQC) is an emerg-
ing field of critical importance in our modern era with the main concern known in
the literature as “store now, decrypt later”. PQC encompasses a diverse range of
approaches aimed at providing security for public-key cryptography against the ad-
vanced computational capabilities of quantum computers. In the following, we out-
line a brief explanation of the mathematical problems that serve as the foundation of
each approach, accompanied by the most prominent examples from the field. These
problems are widely regarded as resistant to quantum attacks under current knowl-
edge and assumptions (no full cryptanalysis yet, just partial cryptanalysis), forming
the backbone of quantum-safe cryptographic protocols.

2.4.1 Lattice-Based Cryptography (LBC)

A lattice is a mathematical structure that can be visualized as a discrete set of points
(e.g., a grid in 2D visualization) in m−dimensional Euclidean space.2 More formally,
a lattice L of rank n is defined by a (non-unique) basis of n linearly independent basis
vectors B := {b1, . . . , bn} ∈ Rm, such that any vector y ∈ L can be expressed as an
integer linear combination of the basis vectors bi. This can be written as follows.

L(B) := {y = ∑n
i=1 cibi|∀i : ci ∈ Z}.

Some problems in lattices can be solved in polynomial time and are therefore not se-
cure enough in the field of PQC: testing equality of lattices and intersecting two lat-
tices. The algorithms to solve these two problems are simple and based on the Her-
mite Normal Form (HNF) of the basis matrix. One solution can be seen in [Bar22].
However, the most important problems in lattices that are believed to be resistant
against both classical and quantum attacks, when n = m is large, 3 are as follows.
For simplicity, we describe the search version of these three problems:

1. Shortest Vector Problem (SVP): The objective is to find the shortest non-zero
vector x ∈ L, where the vector norm of x is minimized with respect to the cor-
responding norm. More formally, find x ∈ L such that ||x|| = miny∈L\{0} ||y||.

2. Closest Vector Problem (CVP): This problem involves finding the lattice point
closest, i.e., the shortest vector distance, to a given target point t, which does
not necessarily belong to the lattice L. More formally, given a target point t /∈ L,
find x ∈ L such that ||x− t|| = miny∈L ||y− t||.

3. Learning With Errors (LWE): This problem was introduced by Regev in 2005
in his groundbreaking paper [Reg05], which was awarded the Gödel prize in
2018 for its significant impact on theoretical computer science. 4 At a high-
level, the objective of LWE is to recover a secret in a noisy system of linear
equations. In the absence of noise, the solution of a system of linear equations
can be efficiently found by the Gaussian elimination algorithm in O(n3) time
for an n× n system. However, the presence of noise makes it more complex.

2Euclidean norm is the usual norm used in the literature; however, in the lattice applications, other
non-Euclidean norms such as ℓ1 and ℓ∞ are used.

3Unfortunately, public-key cryptanalysis, especially quantum cryptanalysis, has relatively few ac-
tive researchers. Globally, only about 20 experts specialize in quantum cryptanalysis for lattice-based
cryptography [Hen24].

4Gödel award recognizes his major contributions to mathematical logic and the foundations of
computer science: https://eatcs.org/.

https://eatcs.org/
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More formally, consider an error distribution χ on Zq for a positive integer (not
necessarily prime) number q. Let A ∈ Zm×n

q be a uniformly random matrix,
x ∈ Zn

q be a uniformly random secret, and e = (e1, . . . , em) be an error vector
such that each ei is sampled independently from χ. The LWE problem is to find
the secret x given A and the noisy vector y := Ax + e mod q. It is considered
related to lattices because it can be viewed as a noisy version of CVP, where
the lattice L is generated by the matrix A. If q is too large compared to n, LWE
is not a hard problem since the famous Lenstra–Lenstra–Lovász (LLL) classical
algorithm from 1982 [LLL82] can find x in polynomial time O(n4). The Block-
wise Korkine-Zolotarev (BKZ) [Sch87] classical algorithm can also solve LWE
more efficiently than LLL for large q, as demonstrated in [Che+20].

Various results are known comparing the complexity of the three problems. For
example, CVP is hard if LWE is hard. When comparing the complexities of SVP and
CVP, it is evident that CVP is at least as difficult as SVP. Furthermore, the decision
variant of CVP is NP-complete in ℓ2-norm. Consequently, solving CVP in determin-
istic polynomial time is not feasible unless P=NP [MG02]. Moreover, CVP and SVP
are NP-hard in ℓp-norm and ℓ∞-norm, respectively. LWE is also conjectured to be
hard and hence suitable approach in PQC [Reg09]. The complexity comparison of
LWE with SVP and CVP can also be found in the provided citation.

2.4.2 Code-Based Cryptography (CBC)

Code-based cryptography derives its security from the computational difficulty of
hard problems in algebraic coding theory, particularly the prominent NP-complete
problem of decoding random linear codes [BMV78]. A linear code, often denoted
as an [n, k, d]-code C for 0 < k ≤ n is a linear subspace of the vector space Fn

q ,5

where: n is the length of the codewords, k is the dimension of the subspace, and d
is the minimum distance (see Section 2.1) between two codewords measured using
a chosen metric such as Hamming, Rank, or Lee metric [Rot06] (the later is less
common.).

Definition 2.22. (Dual Code). The dual code of the code C is defined as C∗ := {c∗ ∈ Fn
q :

∀c ∈ C, ⟨c, c∗⟩ = 0}, where ⟨c, c∗⟩ ∈ Fq is the inner product of c and c∗.

A [n, k, d]-code can be represented in two ways:

1. Using a generator or a basis matrix G ∈ Fk×n
q , which its rows shape a basis for

the code C. The code is represented as:

C := {mG : m ∈ Fk
q},

meaning that each codeword is a linear combination of the rows of G.

2. Alternatively, using a parity-check matrix H ∈ F
(n−k)×n
q , which its rows shape

a basis for the dual code C∗. The code is represented as:

C := {m ∈ Fn
q : HmT = 0},

with mT being the vector transpose of m. For any vector y ∈ Fn
q , the vector

yHT is called a syndrome.

5For the prime number q = 2, the code is called binary linear code.
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Using these definitions, the decoding random linear codes problem can be defined in
the two following ways, which are equivalent. The difference is how to represent
the codewords.

1. Noisy codeword decoding: given a random generator matrix G ∈ Fk×n
q , an

error weight w ∈ [1, n), and a noisy codeword y ∈ Fn
q with y = c + e where

c = mG for some m ∈ Fk
q, and e ∈ Fn

q , find the error vector e with ∥e∥ ≤ w.

2. Syndrome decoding: given a random parity-check matrix H ∈ F
(n−k)×n
q , an

error weight w ∈ [1, n), and a syndrome vector s ∈ Fn−k
q with HeT = sT, for

some e ∈ Fn
q , find the error vector e with ∥e∥ ≤ w.

Both of these equivalent problems have been utilized in the CBC literature to
construct quantum-safe schemes. In 1978, Robert McEliece introduced the McEliece
encryption scheme that relies on the hardness of decoding random linear codes
[McE78]. This encryption scheme uses Goppa code [Ber73], which is a binary lin-
ear error-correcting code. More precisely, let G ∈ Fk×n

2 be the generator matrix of
the Goppa code. To compute the public key G′, we disguise G with two random
matrices S ∈ Fk×k

2 (scrambler) and P ∈ Fn×n
2 (permuter) as G′ = S ·G · P. In fact, the

secret key consists of the Goppa code (e.g., the decoding algorithm) and the matrices
(G, S, P). The encryption and decryption algorithms work as follows:

• Encryption: to encrypt a message m ∈ Fk
2, we compute the codeword c :=

mG′ ⊕ e for a randomly chosen error vector e ∈ Fn
q with small weight. 6

• Decryption: to decrypt a ciphertext c, we take the following steps:

1. Multiply c by the inverse permutation: c′ := cP−1 = mSG⊕ eP−1. Since
the error here is just permuted, it has the same weight as e.

2. Use the decoding algorithm of the Goppa code to recover mS.

3. Remove scrambling to recover the original message: (mS)S−1 = m

The main drawback of this scheme lies in its large key size, a common challenge
among many primitives in code-based cryptography. Despite this, the underlying
Goppa code offers strong resistance to structural attacks that aim to exploit specific
patterns or weaknesses in the code structure. However, the scheme remains vulner-
able to other types of attacks, such as information set decoding (ISD) and improved
Stern’s attack [BLP08], which continues to see algorithmic advancements, necessi-
tating careful parameter selection to maintain security levels, but the underlying
problem is still quantum-resistant.

Another famous hard problem in algebraic coding theory is Learning Parity with
Noise (LPN). This problem was first introduced in the paper by Alekhnovich in 2003
[Ale03]. In this work, Alekhnovich studied the hardness of decoding random linear
codes in the presence of noise. This contribution led to the groundwork for the LPN
problem. Formally, LPN problem is defined as follows: let A ∈ Zm×n

2 be a uniformly
random matrix, s ∈ Zn

2 be a secret, and e ∈ Bm
µ be the noise sampled uniformly at

random with respect to Bµ, the Bernoulli distribution (see Section 2.1) with success
probability µ ∈ (0, 1

2 ). The goal is to find the secret s given A and the noisy system
b := A · s + e mod 2.

The security of the LPN problem is equivalent to the hardness of decoding ran-
dom linear codes problem, which is considered a conservative assumption in PQC

6The weight of error vector needs to be within the error-correcting capacity of the Goppa code.
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due to the lack of efficient classical or quantum algorithms capable of solving the
problem in polynomial time. As such, the LPN problem is a robust candidate for
quantum-resistant cryptographic systems.

Two additional codes are worth mentioning, as they will be referenced later
in this thesis: Hamming Quasi-Cyclic (HQC) and Bit Flipping Key Encapsulation
(BIKE). HQC is a public-key encryption scheme based on the hardness of decod-
ing random quasi-cyclic codes in the Hamming metric [Agu+18], and BIKE utilizes
bit-flipping techniques for encryption and key exchange, relying on the difficulty of
solving specific decoding problems [Ara+22].

2.4.3 Isogeny-Based Cryptography (IBC)

Isogeny-based cryptography originated with the work of Rostovtsev and Stolbunov
in 2006 [RS06a]. They constructed ElGamal public-key encryption and Diffie-Hellman
key exchange schemes based on isogenies. An isogeny, also known as an algebraic
homomorphism of elliptic curve groups, is a map φ defined over a finite field Fq
between two elliptic curves such that the group operation (e.g., addition) is main-
tained. More formally, φ := E1(Fq)→ E2(Fq) is a rational map7 where for two points
P, Q ∈ E1(Fq), it satisfies φ(P + Q) = φ(P) + φ(Q).

IBC cryptosystems rely on the properties of isogeny graphs of elliptic curves
(see Section 2.3), such as the hardness of finding an isogeny (or morphism) between
elliptic curves over finite fields. In general, elliptic curves are classified into two
groups: ordinary and supersingular.

The ordinary elliptic curves, used in the former constructions, are vulnerable
to efficient attacks that leverage the commutative structure of ordinary isogenies,
which makes the security of these two constructions weak.

In contrast, quantum attacks against construction based on supersingular curves
are supposed to still be exponential since the underlying endomorphism ring is non-
commutative, as outlined in [JD11]. Although quantum attacks on supersingular-
based schemes are theoretically exponential, isogeny-based cryptography is a rela-
tively young field compared to lattice- and code-based approaches. Its long-term
security still requires thorough cryptanalysis. For more information on the mathe-
matics of IBC, we refer interested readers to [De 17].

2.4.4 Hash-Based Cryptography (HBC)

HBC relies on the security of hash functions. We defined hash functions earlier in
Definition 2.12. Two famous hash functions used in the literature are MD5 (Mes-
sage Digest Algorithm 5) [Riv92] and a family of SHA (Secure Hash Algorithms)
[SN93; SN95]. Security of one-way functions is, in general, not susceptible to Shor’s
algorithm; however, the Grover search algorithm can quadratically reduce the secu-
rity, e.g. for n = 256, an ideal HBC would offer 128-bit security against Grover.

The hash-based cryptography submissions to the NIST competition were both
digital signature schemes: Gravity-SPHINCS8 and SPHINCS+ [Ber+19]. The most
famous hash-based signature scheme is the Merkle Signature Scheme (MSS), which
extends the one-time signature (OTS) of Lamport [Lam79] using a Merkle tree to
allow multiple signatures [Mer79]. To avoid attacks against MSS, it is important not
to use the same OTS in the tree twice.

7A rational map φ is expressed as a pair of polynomial fraction functions (φx(x, y), φy(x, y)) where
the index show the effect of the map φ on the corresponding coordinate x or y.

8https://github.com/gravity-postquantum/gravity-sphincs
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2.4.5 Multivariate-Based Cryptography (MBC)

MBC9 relies on the NP-complete problem of solving systems of multivariate polyno-
mial equations over a finite field Fq [Har82]. The hardness of this problem, related to
algebraic geometry, forms the basis for the design of two cryptographic primitives
such as public-key encryption and digital signature scheme [DY09]. More formally,
for the case of an encryption scheme, the public-key is represented by a set of m
polynomials in n variables:

G(x1, . . . , xn) := (poly1(x1, . . . , xn), . . . , polym(x1, . . . , xn)),

where each polyi is a non-linear polynomial (usually quadratic) in x := (x1, . . . , xn),
with the following general form:

polyi(x) := ∑
j

Pjixj + ∑
j

Qjix2
j + ∑

j>k
Rjkixjxk,

where all the coefficients P, Q, R and variables x are in Fq.
The secret-key is the hidden structure of G. Now, to encrypt a message M =

(m1, . . . , mn), one needs to evaluate G(M) = (y1, . . . , ym).
To decrypt the ciphertext (y1, . . . , ym), one needs to invert the multivariate map

using the (trapdoor) secret-key, which is equivalent to solving the systems of quadratic
equations polyi(x) = yi over Fq for each i ∈ {1, . . . m}. Without the trapdoor, de-
cryption is computationally intractable, highlighting the critical role of the trapdoor
in MBC. However, the existence of such a trapdoor cannot be guaranteed in a random
system of multivariate polynomials. This means that the NP-hardness of the under-
lying mathematical problem does not directly translate to guaranteed security, as
specific attacks might exploit the particular structure of the trapdoor. Consequently,
the design and analysis of trapdoor mechanisms remain a significant focus of this
PQC approach to ensure the required level of security.

2.4.6 Group-Based Cryptography (GBC)

This is one of the traditional approaches in PQC that has received less attention
compared to the former ones. However, it regained prominence in 2023 [KFN+23],
to highlight the importance of greater diversity in the field, after the introduction of
the new attacks on multivariate-based and isogeny-based cryptographic algorithms.

GBC relies on problems in group theory that leverage mathematical properties
and operations of algebraic groups (often partial or non-abelian10). The focus of
recent research in GBC is on polycyclic groups and graph groups.

Cyclic groups, used in modern cryptosystems such as RSA and Diffie-Hellman,
are special cases of polycyclic groups which can accommodate more complex cryp-
tographic algorithms. A graph group is generated by the (finite) graph vertices and
the only group operation between them is based on whether there is an edge be-
tween those specific vertices or not. This is a partially abelian group, since not all
two vertices are connected in a general (non-complete) graph.

Various decisional problems in combinatorial group theory need further explo-
ration to evaluate their resistance to quantum adversaries. For more information in
this regard, we refer interested readers to [KFN+23; Bat+24; Deh11].

9Sometimes abbreviated as MPKC, standing for Multivariate Public Key Cryptography.
10Two famous examples of non-abelian groups in mathematics are matrix groups (A× B ̸= B× A)

and braid groups denoted by Bn[Ada04].
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2.4.7 Symmetric Cryptography

We briefly explained symmetric cryptography in the Introduction of Chapter 1. Un-
like public-key cryptography, which relies on two different keys for encryption and
decryption, symmetric-key cryptography requires the involved parties to use the
same key for a specific cryptographic algorithm (e.g., Advanced Encryption Stan-
dard (AES) or Data Encryption Standard (DES)) [KL14]. Unlike public-key cryptog-
raphy, which is vulnerable to Shor’s algorithm due to its reliance on integer factor-
ization and discrete logarithm, symmetric-key cryptography remains unaffected by
this threat.

To date, the only known generic quantum attack against symmetric-key cryp-
tography is Grover’s search algorithm. This algorithm provides a quadratic speed-
up over classical search algorithms. In particular, Grover’s search can search an
unsorted database of size N in O(

√
N) time, compared to the classical O(N) time,

which means a quadratic speed-up. Moreover, in [Zal99], Zalka proved that Grover’s
search algorithm on unstructured database is exactly (and not asymptotically) op-
timal in the circuit model setting, meaning that no other algorithm can solve the
problem with fewer queries than Grover (i.e., π

4

√
N). Therefore, as highlighted by

NIST in a 2016 report [Che+16], symmetric cryptographic schemes are considered
quantum-safe, provided that sufficiently large key sizes are used.

2.4.8 NIST

In the previous sections, we provided an overview of the PQC approaches discussed
in the literature and highlighted their significance in the introduction of this thesis.
We also introduced NIST and its effort in standardizing the PQC algorithms. NIST
organized a four-round competition, a rigorous process designed to evaluate and
select post-quantum cryptographic algorithms. The competition commenced with
Round 1 in 2017, featuring 69 initial candidates. These submissions spanned vari-
ous cryptographic primitives and approaches, including LBC (e.g., Ring-LWE), CBC
(e.g., McEliece, Niederreiter), MBC (e.g., Rainbow), HBC (e.g., SPHINCS+), and IBC
(e.g., SIKE). Round 2, in 2019, narrowed the field to 26 candidates, reflecting the
elimination of those deemed insecure or less promising. Round 3, in 2020, further
refined the selection to 15 finalists. Finally, Round 4, in 2022, concluded the eval-
uation process. Throughout these rounds, cryptanalysis played a crucial role, with
vulnerabilities discovered and exploited, leading to the removal of candidates that
couldn’t be adequately patched.

Integral to the NIST PQC standardization process was the establishment of five
security levels, designed to provide varying degrees of resistance against quantum
attacks. These levels were defined to match or exceed the security strength of exist-
ing symmetric key algorithms:

1. Level 1: Security equivalent to AES-128

2. Level 2: Security equivalent to AES-192

3. Level 3: Security equivalent to AES-256

4. Level 4: Security equivalent to AES-256

5. Level 5: Security exceeding AES-256, providing the highest level of resistance

Candidates were required to specify their security level claims, and NIST evalu-
ated them accordingly. The chosen algorithms were selected based on their security
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strength and performance, with the aim of providing a diverse set of options for
different applications.

The culmination of this multi-year effort resulted in the selection of the first
set of standardized post-quantum cryptographic algorithms. For general-purpose
encryption and key establishment, CRYSTALS-Kyber [Sch+21], a lattice-based key-
encapsulation mechanism (KEM) based on Module-LWE [BGV14], was chosen, meet-
ing the security level 1 and 3 requirements. For digital signatures, CRYSTALS-
Dilithium [Lyu+21], another lattice-based scheme based on Module-LWE, FALCON
[Pre+20], a lattice-based signature scheme based on the Shortest Integer Solution
(SIS) problem, and SPHINCS+, a hash-based signature scheme, were selected. They
also meet levels 1, 3 and 5 security requirements. Additionally, NIST announced
that BIKE [Ara+22], HQC, and Classic McEliece [Ber+22] code-based KEMs, and
SIKE [Jao+22] an isogeny-based KEM, would advance to a fourth round of consider-
ation for potential inclusion in a future standard, but SIKE was later broken [CD23;
Rob23]. Therefore, at the end of the competition, the winners selected for standard-
ization in the first round were CRYSTALS-Kyber, CRYSTALS-Dilithium, FALCON,
and SPHINCS+, all of which met the required NIST security levels.

To conclude this section, we examine the trajectory of ’Unconditionally Secure
Public-Key Encryption (with Possible Decryption Errors),’ a first-round NIST com-
petition candidate proposing the ’Guess Again’ public-key encryption scheme. Af-
ter the impossibility statement of attaining a perfectly secret public-key encryption
scheme that we explained in Section 1.1, the title sounds ambitious. The authors
of Guess Again claim that the impossibility statement is true only if the decryp-
tion algorithm of the PKE works with a success probability of one. Therefore, their
construction allows decryption error to achieve perfect secrecy. In other words, the
authors of Guess Again attempt to make the secret information non-uniquely iden-
tifiable from the public information. In [Pan20], Panny introduces an attack on the
Guess Again PKE and demonstrates that a brute-force attack on the set of possi-
ble messages is always feasible, allowing an adversary with unlimited resources to
succeed without knowing the secret key.

2.4.9 Comments on PQC

To conclude the post-quantum cryptography section, note that while some PQC ap-
proaches mentioned previously have been studied extensively for years, others are
relatively new and are still emerging. Overall, PQC algorithms remain immature in
several critical areas. First, the underlying mathematical problems, essential for the
security of PQC, are still being analyzed in both classical and quantum computa-
tion models, leaving some uncertainty about their true difficulty. Second, there is a
notable lack of formal proof of how these algorithms integrate securely within cryp-
tographic protocols, which is crucial for reliable implementation. Third, the selection
of optimal parameters, which directly impact security and efficiency, requires further
rigorous research and validation. Finally, secure implementation of PQC algorithms
demands greater focus, particularly in mitigating vulnerabilities to side-channel at-
tacks. These attacks exploit physical leakage, such as timing or power consumption,
making robust countermeasures a necessity for practical deployment. Addressing
these challenges is essential for transitioning PQC from theoretical constructs to re-
liable cryptographic standards.

Despite these challenges, there is higher confidence in lattice-based and code-
based schemes, as they are well-studied and have withstood attacks so far. Among
these, the code-based approach is particularly important in this thesis, as it serves
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as the backbone of our PQ e-voting system. Detailed analysis of two cryptographic
primitives in this approach can be found in Chapter 5. Despite the quantum re-
silience of symmetric cryptography, it is not practical for e-voting systems, as the
election admin would need to securely distribute the encryption key to each voter,
which introduces significant security challenges and is not efficient time-wise. For
more detailed information on PQC, we refer interested readers to [BL17].
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3.1 Introduction

We begin the introduction of this chapter by introducing the concept of Systemati-
zation of Knowledge (SoK) and explaining why we chose to conduct an SoK on the
topic of ”Everlasting Privacy“ in secure e-voting systems.

The role of SoK in Academic Advancement Systematization of Knowledge (SoK)
plays a pivotal role in the advancement of any academic discipline. By consolidat-
ing, organizing, and critically analyzing existing research, SoKs provide a compre-
hensive foundation for understanding the current state of the field, identifying the
research gaps, and paving the way for future advancements. In the field of cryp-
tography, SoKs not only illuminate the theoretical foundations of critical topics but
also establish frameworks for their practical applications. This chapter explores the
concept of everlasting privacy and underscores its critical role in shaping a compre-
hensive SoK.
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What is Everlasting Privacy? Everlasting privacy refers to a security paradigm
where the confidentiality of sensitive information is guaranteed indefinitely, even
against adversaries equipped with advanced future technologies, giving them un-
limited computing power. Mechanisms ensuring everlasting privacy aim to protect
data regardless of breakthroughs in computation or cryptanalysis.

This concept reminds us of information-theoretic security or perfect secrecy, which
we explained earlier in Chapter 1. It was first introduced in the literature by Shan-
non in 1949 to prove the perfect secrecy of one-time pad (OTP) encryption [Sha49].
While OTP guarantees unconditional privacy, it is impractical for e-voting due to its
reliance on symmetric-key encryption. This requires a unique encryption algorithm
key to be generated and securely shared with each voter before vote submission,
posing significant logistical challenges for the election authority (EA), especially in
large-scale elections. Additionally, OTP’s general applicability is limited by its key
size requirement, as discussed in Chapter 1. Furthermore, we mentioned that public-
key encryption schemes cannot attain perfect secrecy, meaning that publishing the
encryption of the vote publicly, breaks the everlasting privacy property immediately.
This is unlike hiding the votes using perfectly hiding commitments and publishing
them publicly (see Section 2.3).

Importance of Everlasting Privacy in E-Voting Systems Everlasting privacy is
particularly valuable in scenarios where sensitive information must remain confi-
dential for decades or longer, such as personal health records, financial data, and
electoral votes. Among the applications of everlasting privacy, electronic voting (e-
voting), which is the main concern of this thesis, stands out as a domain where its
principles are particularly crucial. E-voting systems must balance transparency, ver-
ifiability (see Section 2.2.4), and information accessibility with the critical necessity
for voter privacy (see Section 2.2.3) and ballot secrecy. Anonymity and confiden-
tiality are not only ethical imperatives but also prerequisites for fair and unbiased
elections. If a voter’s choices could be uncovered at some point in time, e.g., through
technological advancements, the integrity of the electoral process would be compro-
mised as the voter fears to express his/her true will.

Everlasting privacy addresses this concern by ensuring that ballots remain con-
fidential for all time. In addition to privacy, verifiability is a critical requirement
for e-voting systems. Verifiability ensures that all (internal and external) parties can
confidently verify the correctness of election outcomes. However, verifiability often
requires making some information public, such as vote encryptions, cryptographic
proofs, or partial results, to allow external validation. This need for transparency
may appear to contradict the principles of everlasting privacy, as it introduces the
potential for sensitive information to be exposed.

To reconcile these conflicting goals, e-voting systems must carefully design pro-
tocols that provide strong privacy guarantees while enabling robust verifiability. We
refer to these systems as secure. In secure systems, verifiability matters till end of the
election, while privacy needs to last longer, even years after the election. If voters
fear that their vote might be revealed in the future, at any time after the election,
they might not show their true will to avoid future consequences or threats. This
shows the importance of everlasting (long-term) privacy in the context of e-voting,
however, as mentioned in Section 2.2, e-voting requires public-key cryptography
and the symmetric-key solutions mentioned before are not a realistic option. On the
other hand, the general approach to achieve a secure system, publishes the vote en-
cryption on PBB, while the security of the encryption schemes used in the general
approach (see Section 2.2.2), are based on computational assumptions. For instance,
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the security of ElGamal encryption which is used in Helios [Adi08], Selene [RRI16],
and Hyperion [Dam+24] is based on DDH assumption. An adversary with unlim-
ited computational power in the future, could save the public data of election on
PBB now, and break the voter privacy later by breaking the DDH assumption.

Now, the question is how we could achieve EP in e-voting then? There are
several protocols offered in the literature which strive for everlasting privacy (e.g.,
[Cra+96; CPP13; MN07; BDG13; LH15]). Most of them aim to achieve a weaker no-
tion of everlasting privacy, named practical everlasting privacy. To make the strong
notion of EP more realistic, Arapinis et al. in [Ara+13] assume a weaker adversary.
An adversary that could monitor the communication channel between V and EA, is
able to recover the vote and there is no privacy in this case. Therefore, for practical
everlasting privacy, Arapinis et al. assume that the adversary is still computationally
unbounded, however, does not have access to this communication channel (referred
to as untappable or private channel) and does not collaborate with the EA (i.e., EA
is honest). This means that the adversary is computationally unbounded towards
the public election data. This relaxed notion still captures the threat of “store now,
decrypt later” and at the same time, is more realistic to achieve in practice.

The existing protocols in the literature that strive to achieve EP differ in many
aspects, resulting in a confusing state-of-the-art. They are different in the following
aspects.

1. Desired Security Properties: In addition to the basic security properties, namely
verifiability and privacy, that some protocols aim for (e.g.,[Cra+96; LH15]),
some protocols aim to achieve additional properties such as receipt-freeness
(e.g., [MN07]) and accountability (e.g., [CPP13]) (see Section 2.2 for defini-
tions).

2. Threat Scenarios: Most of the protocols aim to achieve “practical” everlasting
privacy (privacy against external adversaries), while some aim for everlasting
privacy (privacy against both external and internal adversaries) [BDG13]. The
threat scenario is sometimes mentioned implicitly.

3. Underlying Techniques: Several privacy-preserving techniques have been used
in general to achieve the desired security properties. In most of the works, it
is not clear which privacy-preserving technique is supposed to provide which
security property. Some works use a single technique (e.g., [CPP13]), while
others use two or more (e.g., [MN07]).

This confusing state-of-the-art among the protocols striving for EP brought up
the following four questions, which was the motivation for conducting an SoK on
this topic to provide reasonable answers to each.

• Q1. What is the relationship among these protocols and how do they relate to
each other? Can we classify them to make them easier to understand?

• Q2. Which ones provide a secure and reasonable (efficient) solution under
realistic (practical) assumptions to achieve EP?

• Q3. Which challenges in this field have been successfully addressed, and
which continue to require solutions?

• Q4. Are there secure and practical solutions available today that ensure EP in
real-world e-voting systems? If not, what gaps must be addressed to achieve
this?
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Structure of the Chapter. This chapter is organized into six sections. Section 3.2
provides a brief overview of the relevant preliminaries and cryptographic schemes.
Section 3.3 outlines the scope of our study and the methodology employed to ad-
dress the research questions introduced in the Introduction. Based on this method-
ology, Section 3.4 presents the classification of the collected papers and explains how
this classification contributes to answering the main questions. Section 3.5 summa-
rizes the key findings of our study. Finally, Section 3.6 concludes the chapter by
discussing newly proposed protocols with EP that emerged in the literature follow-
ing the publication of our paper [Hai+23].

3.2 Preliminaries and Cryptographic Schemes

We direct readers to Sections 2.1, 2.2, and 2.3 for the notations, foundational def-
initions of secure e-voting, and the cryptographic primitives used throughout this
thesis. In instances where a new entity is introduced within an e-voting system, or
a cryptographic primitive is employed that is not covered in Section 2.3, we provide
an explanation in the relevant section itself. This approach is taken because these
elements are unique to specific contexts and are not used elsewhere in the thesis.
By explaining where they are applied directly, we maintain simplicity and ensure
clarity for the reader.

3.3 Scope and Methodology

In this section, we begin by outlining the scope of our study, followed by a detailed
explanation of the methodology employed to address the research questions posed
in the Introduction of this Chapter 3.

3.3.1 Scope

Our paper [Hai+23], which forms the basis of this chapter, focuses exclusively on
systematizing secure e-voting protocols with everlasting privacy that have been pub-
lished in the academic literature. We provide post-publication updates for our paper
up until the time of writing this thesis in Section 3.6. Our emphasis in both is on con-
crete implementations and constructions that directly contribute to the design and
analysis of secure e-voting systems meeting the everlasting privacy criterion. We
deliberately exclude the following categories of work from our analysis to maintain
a precise and manageable scope.

• Paper-Based Voting Protocols:
Although secure paper-based voting methods, such as those in [Smi07], are
useful in certain contexts and can offer a good level of privacy, they fall outside
the realm of secure electronic voting and are therefore beyond the focus of this
work.

• E-Voting Protocols with Post-Quantum Privacy:
Protocols such as Epoque [BHM21] and the one in [BHM20], aim to protect pri-
vacy conditionally by relying on post-quantum hardness assumptions (lattice-
based cryptography here (see Section 2.4)) but cannot ensure indefinite protec-
tion if those assumptions are broken in the future.
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• Non-Verifiable E-Voting Protocols:
We exclude protocols that do not guarantee public verifiability, such as [YC17],
since verifiability, as mentioned before, is a core requirement for secure and
trustworthy e-voting systems.

• Generic Information-Theoretically Secure Multiparty Computation (MPC):
While generic MPC protocols such as [DER21] can theoretically achieve ever-
lasting privacy, they are not specifically tailored for e-voting use cases and lack
the application-specific optimizations needed to address challenges unique to
e-voting systems. For instance, as mentioned in [Küs+20], these protocols lack
a suitable solution for verifiable e-voting: To achieve public verifiability in e-
voting, we require not only the voters, but also any external party or observer
to be able to verify the outcome. This is not an important property in a generic
MPC, as privacy and integrity of the computations matter more.

• Theoretical Limits of Secure E-Voting and MPC:
We exclude studies focused on the theoretical boundaries and feasibility of se-
cure e-voting or MPC with everlasting privacy such as [HV08; MU10; Che+10].
These works do not provide concrete implementable constructions. Our focus
lies in practical solutions that can be evaluated, compared, and potentially de-
ployed.

3.3.2 Methodology

To systematically analyze the state-of-the-art in secure e-voting protocols with ev-
erlasting privacy, we adopted a structured, multi-step approach. This methodology
ensures a comprehensive understanding of the field and addresses the questions
raised in Chapter 3. The steps are as follows:

• Step 1. Literature Review: We conducted an extensive review of academic
literature to identify all relevant protocols in the field, within the scope that we
explained.

• Step 2. Classification of Protocols: We classified the identified protocols based
on the technical mechanisms they use to achieve everlasting privacy. This clas-
sification highlights the dependencies among different protocols and reveals
the evolution of ideas in the field.

• Step 3. Evaluation of Practicality and Security Guarantees: We critically eval-
uated the protocols for practical efficiency and their ability to guarantee both
public verifiability and (practical) everlasting privacy under realistic assump-
tions. This step involved: Verifying whether the protocols meet their claimed
properties, identifying any limitations or vulnerabilities that may arise in real-
world scenarios, and examining the assumptions made by each protocol, such
as trust assumptions on the internal parties, or other implicit assumptions in-
volved.

• Step 4. Identification of Research Gaps: Based on our findings, we identi-
fied areas where existing protocols succeed and where they fall short. This
step provided a clear road-map for open research problems and highlighted
opportunities for future work in the field.
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By following this methodology, we ensure a rigorous and systematic analysis
of secure e-voting protocols with everlasting privacy, providing a foundation for
further research and development in this pressing topic.

3.4 Classification

In Step 1. of our methodology explained in Section 3.3, we gathered and selected 25
research papers that align with the scope of our study as outlined in Section 3.3.1.
The complete list of these papers includes: [FOO92; Gra10; Gro+18; Iov+17; Que+20;
Kai+21; HB16; LH15; Kil+21; LH16; LHK16; CGG19; Ara+13; Ge+19; Cra+96; Gra09;
MN06; MN07; CPP13; PR19; GHS20; BDG13; Hai19; DGS12; Dem+13]. To organize
and analyze these papers effectively, we categorized them into two main classes:
B-ANON and B-ID. Here, the letter B represents “Ballot,” ANON signifies “Anony-
mous,” and ID stands for “Identifiable”. The B-ANON class consists of protocols
that use anonymous ballots, meaning the ballots contain no information that could
be used to trace them back to the corresponding voter. In contrast, the B-ID class
comprises protocols with identifiable ballots, where each ballot includes some infor-
mation that can be used by anyone to determine the voter who cast it. A detailed
explanation of these two classifications is provided in Sections 3.4.1 and 3.4.2, re-
spectively.

Each of these main classes is further divided into two subclasses. For B-ANON,
the subclasses are based on the party responsible for generating the voter creden-
tials. In contrast, for B-ID, the subclasses are determined by the privacy-preserving
technique employed to tally the ballots. Our classification not only captures all these
25 papers but also provides a structured framework to better understand the under-
lying protocols and approaches used to achieve EP. Furthermore, this classification
plays a crucial role in addressing the research questions raised in the Introduction
(Section 3.1).

In Section 3.4.1, we first delve into the B-ANON class, outlining its two subclasses.
Each protocol within these subclasses is analyzed in detail, highlighting its strengths,
limitations (if any), and the explicit and implicit trust assumptions they involve.
Following this, Section 3.4.2 provides a similar analysis for the B-ID class, with equal
emphasis on its two subclasses.

For readers unfamiliar with the fundamentals of secure e-voting, including basic
and additional security properties, election entities, and election phases, we strongly
recommend reviewing Section 2.2 before proceeding. This section serves as a prereq-
uisite, providing the necessary context to fully understand the methodologies and
classifications discussed here.

3.4.1 B-ANON

In the B-ANON class, the focus is on maintaining the anonymity of voters by ensur-
ing that the ballots published publicly on PBB contain no identifiable information
(e.g., voter’s ID, signature, or public-key), making the ballots unlinkable to individ-
ual voters. In this approach, voters need to submit their ballots via an anonymous
channel. Therefore, achieving EP reduces to the assumption that this channel is un-
conditionally anonymous, ensuring that the unlimited adversary cannot observe or
infer any information about which voter submitted which ballot.

Among the 25 papers we collected, 13 belong to the B-ANON class: [FOO92;
Gra10; Gro+18; Iov+17; Que+20; Kai+21; HB16; LH15; Kil+21; LH16; LHK16; CGG19;
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Ara+13]. The B-ANON class is further divided into two subclasses based on the en-
tity responsible for generating voters’ credentials during the election process. If
the election authority (EA) generates the credentials, the protocol is classified as
B-ANON-A. Conversely, if the voter (V) generates her own credentials, it falls un-
der B-ANON-V. This distinction is significant because the approaches employed in
these two subclasses differ in a critical aspect, which justifies this classification. We
elaborate on this key difference in Section 3.5. Note that, in general, a voter’s cre-
dential can be jointly generated by both the voter and the EA, as demonstrated in
[Roe16]. However, none of the 25 protocols we studied adopt this approach. In the
following, we describe the protocols in each subclass in detail.

3.4.1.1 B-ANON-A

The protocols that fall under the B-ANON-A class include the following papers:
[Ara+13; CGG19; FOO92; Gro+18; Iov+17; Kai+21; Que+20; Gra10]. In this subclass,
EA is responsible for generating the voter credentials, ensuring that only eligible vot-
ers can submit a ballot via anonymous channel (see Section 2.2.5 for the importance
of voter eligibility). This is done using three different approaches in B-ANON-A: no
identities, blind signatures, and pseudonyms. Next, we explain each approach and
the protocols that follow them.

1. No Identities

This approach contains a single protocol [Ara+13]. As mentioned in Section B-ANON
3.4.1, the goal is to remove identifiable information from the voter’s ballot, so that
it remains unlinkable to the corresponding voter. This approach uses the simplest
way, which is to remove the voter’s identity from the ballot. As we discussed earlier
in this thesis, Helios [Adi08] publishes the pair of voter identity and encrypted vote
as (IDi,Enc(vi)) for voter Vi on PBB. Arapinis et al. in [Ara+13] offer and analyze
a version of Helios that removes ID from the ballot, which they call Helios without
identities. To provide better clarity on Helios-without-identities, we first outline the
high-level idea of the original Helios protocol.

Original Helios:

1. Setup Phase: Each Vi receives an individual password denoted by pswi from
EA.

2. Submission Phase: Vi performs the following tasks.

• Encrypts vi using the tallier’s public key pkT: cti := Enc(pkT, vi).

• Computes NIZKP of well-formedness of cti denoted by πi.

• Authenticates to PBB using pswi and sends her ballot bi = (IDi, cti, πi).

PBB performs the following checks before publishing bi. If all pass, bi will be
published on PBB.

• Check pswi matches Vi’s identity (IDi).

• Check validity of πi.

• Check πi is not in any other ballot bj.

3. Tally Phase: Votes are tallied using either homomorphic aggregation or a mix-
net, depending on the implementation.
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As we mentioned earlier, since the pair (IDi, cti) is on PBB, and ElGamal encryption
is used to mask the vote, a future adversary could break the privacy. Arapinis et al.
address this issue by removing IDi from bi.

Evaluation of Helios Without Identities:

Privacy Guarantees:
Arapinis et al. claim that Helios without identities achieves practical everlasting
privacy. They formally validate this claim using two formal verification software:
AKISS [CCK12] and ProVerif [BAF08]. Their analysis confirms that the protocol
maintains privacy even against adversaries with unbounded computational power.
Our analysis did not reveal any issues that would challenge or contradict their pri-
vacy findings.

Limitations:
No Public Verifiability: While the protocol ensures voter anonymity by removing ID
from bi, it sacrifices public verifiability. There is no way for an observer to verify that
the ballots bi on PBB are sent by eligible voters and confirm the election outcome.
In this setting, a corrupted EA could manipulate the election outcome by adding
fraudulent ballots for abstaining voters or even non-existent voters. This lack of
transparency makes it unsuitable for applications where public trust and verifiability
are critical.

2. Blind Signatures

This approach encompasses four protocols: [FOO92; Kai+21; Gra10; Gro+18]. In this
approach, to prove voter eligibility without linking bi to IDi, the idea to set the role of
EA to issue a blind signature on voter’s blinded ballot, add this signature to bi. The
voter then casts bi via an anonymous ballot submission channel. The idea of using a
blind signature in e-voting originates from the work [FOO92] by Fujioka, Okamoto,
and Ohta. The e-voting protocol offered in this work is commonly referred to as
FOO protocol in the literature, named after its authors.

While the FOO protocol was not initially designed to provide EP, Van de Graaf
was the first to observe its potential in this regard [Gra10]. In his work, he proposed
a technique to implement an anonymous ballot submission channel in the FOO pro-
tocol, laying the groundwork for its use in achieving EP.

Building upon the FOO protocol, two additional protocols have been proposed
with specific enhancements, aiming to achieve EP: [Gro+18] additionally offers coercion-
resistance (CR), and [Kai+21] aims to reduce the trust on EA who generates the blind
signatures. We distinguish between the first three works [FOO92; Kai+21; Gra10]
and the last one [Gro+18]. The reason is that the last work aims to achieve CR. To
this end, it uses an advanced version of blind signature, compared to the basic ver-
sion used in the other three works.

In what follows, we first explain the basic version of blind signature, then we
elaborate on the advanced version used in the last work. Finally, we conclude by
evaluating all these protocols.

Basic Version of Blind Signature:

The concept of blind signature was first introduced in 1984 by David Chaum in
[Cha83]. In a standard digital signature scheme (see Section 2.3.4), the signer has
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full knowledge of the message they are signing. This characteristic, however, poses
a significant privacy risk in scenarios like e-voting. If a voter (V) requires the election
authority (EA) to sign their ballot as proof of eligibility using a digital signature,
the ballot contains the plain vote. This linkage between the signature and the vote
would compromise ballot privacy. To address this issue, the “blinding” technique
introduced by Chaum could be used. This technique consists of two algorithms:
(Blind,Unblind).

In what follows, we explain the basic version of the blind signature approach
using an e-voting scenario, as applied in the first three referenced papers: Using this
basic version of the blind signature approach, Vi blinds her vote as bvi = Blind(vi),
and sends the blinded vote bvi to EA via a private channel. EA first checks Vi’s
eligibility, and if verified, signs the bvi, without knowing the blinded content, and
sends the signature back to Vi as σi. Then, Vi unblinds EA’s signature by computing
Unblind(σi), leading to EA’s signature on the plain vote vi. This signature is added to
bi and submitted to PBB via the anonymous channel by Vi.

Advanced Version of Blind Signature:

The advanced version of the blind signature by Chaum is conditional blind signa-
ture scheme, introduced in [ZGP17]. This version builds on the basic blind signa-
ture scheme but adds a condition that introduces the ability to achieve CR. Indeed,
in their work [Gro+18], Grontas et al. combine the fake credential technique (see
Section 2.2.7) with the conditional blind signature approach to achieve CR.

The key idea is that the voter’s eligibility to receive a valid signature from the
EA depends on specific conditions that are designed to detect and prevent coercion:
The conditional blind signature technique, issues a valid signature on the blinded
message just in a special case, when the voter is under coercion. Otherwise, the
signature is invalid. This is done by embedding a bit into the blind signature, which
shows the validity of the signature only if the voter provides her real credential to EA
(she is not coerced). If she provides any other credential not matching her real one,
EA will know she is coerced and will issue an invalid signature. This embedded bit
is not known to the voter for the sake of CR; therefore, she cannot verify the validity
of the issued signature.

To address this verifiability issue, they introduce a publicly auditable version of
the conditional blind signature in their work [Gro+18]. In the tally phase, when EA
has to remove the ballots with invalid signatures (it could be multiple ballots per
voter), she must perform this task without revealing the link between the individual
ballots. To this end, Grontas et al. use the famous JCJ technique in the literature
[JCJ05].

Evaluation of the Blind Signature Technique

In general, we observed that neither the basic nor the advanced blind signature ap-
proach, do not offer a secure solution under realistic assumptions to achieve EP. To
justify this, we first start by explaining the privacy guarantees each approach pro-
vides, and then their limitations.

Privacy Guarantees:

• Basic Version (Chaum’s Blind Signature):
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1. The use of unconditionally blinding signature schemes in the FOO pro-
tocol and its variants [Kai+21; Gra10] ensures that the voter’s identity is
decoupled from their ballot, offering a foundation for everlasting privacy
if the ballot submission channel is perfectly anonymous.

2. Van de Graaf’s work [Gra10] extends this by proposing the use of a vari-
ant of Chaum’s Dining Cryptographers Network (DC-net) [Cha88] to achieve
unconditionally anonymous submission channels, enabling everlasting
privacy for ballots.

• Advanced Version (Conditional Blind Signature):
Grontas et al. [Gro+18] introduce (publicly auditable) conditional blind signa-
ture scheme, which incorporates mechanisms to safeguard against coercion by
embedding a validity condition into the signature. This aims to combine CR
with privacy guarantees under the assumption of a trustworthy EA.

Limitations:

• Basic Version (Chaum’s Blind Signature):

1. Corrupted EA: In the original FOO protocol, the EA can issue blind signa-
tures even for voters who have not requested them, enabling ballot stuff-
ing with illegitimate votes. To address this issue, Kaim et al. [Kai+21]
use the lattice-based threshold blind signature proposed by Bouaziz et al.
[Bou+20] to distribute the EA’s role. However, according to [Hau+20] this
lattice-based blind signature lacks a valid security proof.

2. Reliance on Anonymous Channels: The FOO protocol’s EP entirely de-
pends on the assumption of perfectly anonymous submission channels.
Without such channels, privacy is compromised.

3. Practicality Issues: The realization of unconditionally anonymous chan-
nels using DC-nets, as suggested by Van de Graaf, is unrealistic for large-
scale elections due to its requirement for the collective participation of all
voters and its lack of robustness to voter dropout.

4. Lack of Computational Safeguards: Unlike other B-ANON-A protocols,
the FOO protocol does not include computationally secure tallying mech-
anisms, leaving privacy solely dependent on the anonymity of the sub-
mission channel. More precisely, voters send the opening values of their
committed (blinded) votes after the voting phase to PBB through an anony-
mous channel. Then, the votes are opened using these values and the
election result is announced.

• Advanced Version (Conditional Blind Signature):

1. Excessive Trust in EA: The protocol in [Gro+18] assumes that EA creates
and therefore, knows the secret credentials of all voters. This means that,
as with the basic version, corrupted EA can impersonate voters and sub-
mit ballots on their behalf

2. Quadratic Tallying Complexity: The protocol inherits the high compu-
tational cost of the JCJ tallying phase [JCJ05], making it impractical for
large-scale elections.

3. Dummy Votes and Coercion: The use of dummy votes to protect against
coercion, as mentioned in [Gro+18], introduces additional vulnerabilities,
as EA can manipulate these votes without detection.
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4. All together, this means that unlike claimed in [Gro+18], EA needs to
be trusted for all security properties the system achieves, namely pub-
lic verifiability, EP, and CR (absolute trust). Therefore, its security level is
the same as a basic e-voting system with a single trusted authority (see
Section 2.2). To see the role of EA in the last two properties, consider the
following scenario: a corrupted EA impersonates all voters but one, let’s
say Vi. Then, when the final election result is available, he can easily learn
the vote of Vi and see if she followed the coercion instruction or not.

3. Pseudonyms

Among the 13 papers in B-ANON-A, three fall into the category of pseudonym-
based approaches: [CGG19; Iov+17; Que+20]. In this approach, the EA assigns
a pseudonym (a pseudo-random number) to each voter, replacing voter identities
with pseudonyms on PBB. This mechanism removes the direct link between voter
identities and their ballots, which, as noted by [Iov+17], is a “quick and dirty way” to
achieve EP compared to more sophisticated cryptographic techniques. The privacy
guarantee hinges on the secrecy of the mapping between IDi and the pseudonym
assigned to V. Unlike Belenios [CGG19], the other two works aim to achieve CR as
an additional security property. This distinction introduces varying trust assump-
tions across the election entities involved. Below, we outline the high-level ideas in
Belenios, followed by an overview of the other two works.

Belenios: Belenios [CGG19] aims to mitigate trust on PBB in Helios (see Section
3.4.1.1), as there, a malicious PBB could stuff ballot without being caught. Belenios
adds eligibility verifiability to it. To mitigate this risk, Belenios introduces eligibility
verifiability through a new entity called the Registrar (R), a specialized version of
EA. The key steps in the Belenios protocol are as follows:

1. Setup Phase: R generates a signing key pair (ski, vki) for each voter Vi. It sends
the private signing key ski to Vi and publishes the public verification key vki
as the pseudonym of Vi on PBB.

2. Submission Phase: Vi authenticates to PBB using her password pswi and sub-
mits her signed ballot, encrypted with ski.

3. Tally Phase: During tallying, the tallier verifies the validity of all submitted
ballots using the corresponding verification keys vki and removes any ballots
with invalid signatures.

Belenios guarantees EP as long as R securely maintains the secrecy of the map-
ping between IDi and vki. This design adds an eligibility verifiability feature absent
in Helios while reducing reliance on PBB.

The other two papers [Iov+17; Que+20], extend the pseudonym-based approach
by incorporating privacy-preserving techniques to achieve CR alongside EP. These
techniques are out of the scope of this SoK chapter and we do not elaborate on them
here. These techniques enable voters to evade coercion by overwriting their votes. In
[Iov+17], the authority responsible for generating pseudonyms is referred to as the
Registration Teller. In [Que+20], the equivalent role is termed the Certificate Authority.

Privacy Guarantees: As long as the link between IDi and vki is kept secret, EP holds in
these three papers. In general, they all require trust in EA for EP and to some extent,
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for verifiability. The papers aiming for CR, [Iov+17; Que+20], need to trust EA for
other security properties they achieve as well.

Limitations:

• Belenios:

1. Trust Assumptions:

– Belenios claims verifiability is ensured if either EA or PBB remains
honest. However, subsequent research shows that PBB must be trusted
for verifiability and, to some extent, privacy [HSB21; Bal+21a].

– EA knows the mapping between voters and their pseudonyms, which
means a corrupted EA can violate privacy by exploiting this knowl-
edge.

2. Verifiability Vulnerabilities: Belenios’ reliance on pseudonyms introduces
verifiability issues. Research paper [Bal+21a] by Baloglu et al. shows that
corruption of either EA or PBB can lead to attacks compromising verifia-
bility. Although partial mitigations were introduced later [Bal+21b], these
issues are not fully resolved.

• CR papers:

1. Trust Assumptions:

– These protocols require a high level of trust in EA for all security
properties, including privacy, coercion-resistance, and public verifi-
ability.

– EA knows the mapping between pseudonyms and voter identities
as well as all voters’ secret credentials. This knowledge allows a
corrupted EA to overwrite any voter’s choice by submitting a new
ballot anonymously on their behalf, violating public verifiability. As
explained for [Gro+18] also aiming for CR in the previous section,
EA could impersonate all voters except one, revealing the remaining
voter’s choice, and breaking both privacy and coercion-resistance.

2. Efficiency Concerns:

– The protocol in [Iov+17] suffers from quadratic computational com-
plexity during the tallying phase, inherited from the JCJ protocol
[JCJ05]. This makes it impractical for large-scale elections.

– In contrast, [Que+20] is designed to handle large-scale elections effi-
ciently, addressing this limitation.

3.4.1.2 B-ANON-V

The protocols that fall under the B-ANON-V class include the following papers:
[HB16; LH15; Kil+21; LH16; LHK16]. In this subclass, the voters themselves are
responsible for generating their credentials. As with the subclass B-ANON-A, we
differentiate between these works based on the approach that they take to ensure
that only eligible voters can submit a ballot via anonymous channel (see Section 2.2.5
for the importance of voter eligibility). This is done using three different approaches
in B-ANON-V: linkable ring signatures, and membership ZKP. Next, we explain each
approach and the protocols that follow them.
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1. Linkable Ring Signatures

In this sub-class, we have the VOTOR e-voting system introduced by Haines and
Boyen [HB16]. It employs linkable ring signatures to achieve eligibility verifiability
in addition to EP. Unlike traditional digital signature schemes including blind sig-
natures (explained in Section 3.4.1.1), there is no single signer in ring signatures, but
a “ring” of possible signers. A ring signature allows a signature to be attributed to a
member of a ring without revealing which specific member signed it. This property
ensures anonymity for the signer while maintaining verifiability that the signature
belongs to a valid participant.

Ring signatures were first proposed in [RST01] by Rivest, Shamir, and Tauman
in 2001. A significant enhancement of this concept is linkability, which enables the
identification of signatures made by the same signer (i.e., linkability) without com-
promising the signer’s anonymity. Specifically, one can confirm that a series of sig-
natures belong to the same individual while remaining unaware of their identity.

Now we explain how VOTOR uses linkable ring signatures to achieve EP: Unlike
B-ANON-A, here each voter Vi has to generate her signing key (ski, vki), keep the
signing secret-key private, and use vki to update the joint ring verification key vk.
Each voter then signs her vote and needs to anonymously publish it on PBB. To
this end, VOTOR incorporates onion router TOR, which is a system that obscures
the source and destination of the data by providing multiple layers of encryption.
The validity of the signatures appearing on PBB could be verified using the joint
verification key vk.

In VOTOR the authors use a version of ring signature, proposed by themselves
in [BH18], which in addition to linkability, it offers forward-security. Linkability can
track which ballots belong to the same voter, and forward-security allows voters to
keep their verification key vki in each election and only update the secret signing key
ski to maintain privacy. The last feature has the advantage that if vki is compromised
in an election, it doesn’t affect ski used in the previous elections.

Evaluation of Linkable Ring Signature Technique

Privacy Guarantees:

• Everlasting Privacy: As claimed in [HB16], VOTOR ensures EP by using TOR
for anonymity and linkable ring signatures to unlink voter identities from their
ballots.

• Public Verifiability: VOTOR provides verifiability through the joint ring verifi-
cation key vk, ensuring that only eligible voters’ ballots are counted.

Limitations: Efficiency: The forward-secure linkable ring signature used in VOTOR
requires linear computation in the size of the electorate for each signature verifi-
cation. Therefore, for large-scale elections, the total verification workload scales
quadratically with the number of voters, making the system computationally in-
feasible.
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2. Membership ZKP

In this subclass, four papers are included: [LH15; LH16; LHK16; Kil+21]. The base
protocol is [LH15], which incorporates a membership ZKP to achieve public ver-
ifiability and EP. This work is improved in [LH16] to achieve the additional fea-
ture of receipt-freeness (RF), and further enhanced in [LHK16] to achieve coercion-
resistance (CR). These improvements rely on the same membership ZKP and differ
from the base protocol in the tally phase.

Additionally, the work in [Kil+21] provides an implementation of the protocol
from [LH15]. A membership ZKP serves a purpose similar to the linkable ring sig-
nature we explained earlier, however, it uses a different technique: Membership
ZKP allows a voter to prove knowledge of her secret key (secret credential) which
is linked to a public verification key (public credential) that is published in a public
list, without revealing which one.

In the base protocol [LH15], Locher and Haenni propose a version of member-
ship NIZKP that allows a verifier to verify which proofs belong to the same ski. The
e-voting system is similar to the one in linkable ring signature with the difference
that here a NIZKP is being used: Voters have to create their own public/private
credential pair as (vki, ski). Each Vi has to keep ski secret and append vki to the pub-
lic list v⃗k. To cast a ballot, Vi uses ski to create a NIZKP πi to show that she has
the knowledge of a sk which belongs to a member of the list v⃗k. She then submits
bi = (vi, πi) to PBB via an anonymous ballot submission channel. The tally is per-
formed on bis with correct πi.

Evaluation of Membership ZKP

Privacy Guarantees: We observe that the base protocol of Locher and Haenni [LH15]
achieves public verifiability and EP as they claim. In addition, to show it is suit-
able for large-scale elections, they implemented their e-voting system and provided
benchmarks.
Limitations:

• The Base Protocol [LH15]: While the base protocol achieves EP and public
verifiability, it is heavily reliant on secure anonymous submission channels. If
these channels are compromised, the privacy guarantees are invalidated.

• The RF Version [LH16]: This version, to provide RF, allows voters to cast sev-
eral ballots without any limitations. Therefore, it introduces a significant scal-
ability issue. The tallying phase complexity grows linearly with the number of
submitted ballots. If a corrupted voter submits a large number of ballots, the
tallying process becomes inefficient, potentially stalling the election, while this
voter remains anonymous.

• The CR Version [LHK16]: This version inherits the same scalability problem as
the RF version but worsens it. Here, the tallying complexity grows quadrati-
cally with the number of ballots, making the protocol unsuitable for large-scale
elections.

• Killer et al. [Kil+21]: This implementation does not explicitly incorporate
anonymous channels, which undermines the theoretical privacy guarantees.
As with the base protocol, the absence of secure anonymous submission chan-
nels compromises voter anonymity and EP.
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3.4.2 B-ID

In the B-ID class, the ballots published publicly on PBB contain a piece of informa-
tion (e.g., voter’s ID, signature, or public-key) that could track it back to the voter.
Therefore, achieving EP reduces to using unconditionally privacy-preserving tech-
niques in the tally phase to ensure unlinkability.

Among the 25 papers we collected, 12 belong to the B-ID class: [Ge+19; Cra+96;
Gra09; MN06; MN07; CPP13; PR19; GHS20; BDG13; Hai19; DGS12; Dem+13]. The
B-ID class is further divided into two subclasses based on the approach that is used
to tally the ballots. If the talliers use homomorphic vote aggregation, the protocol is
classified as B-ID-HOM. Conversely, if mix-net is used to shuffle and re-randomize
the ballots in the tally phase, it falls under B-ID-MIX. We refer the reader to Section
2.2 for details of the homomorphic and mixnet approach to tally ballots. This distinc-
tion is significant because the approaches employed in these two subclasses differ in
a critical aspect, which justifies this classification. As with the B-ANON sub-class,
we elaborate on this key difference in Section 3.5. In the following, we describe the
protocols in each subclass in detail.

3.4.2.1 B-ID-HOM

The protocols categorized under the B-ID-HOM sub-class include the following pa-
pers:
[Cra+96; CPP13; DGS12; Ge+19; Gra09]. These protocols leverage homomorphic ag-
gregation during the tally phase, enabling the computation of election results with-
out directly accessing individual ballots, thereby preserving voter privacy. We dif-
ferentiate between three approaches based on how trust is distributed among the
talliers for privacy: no distribution, distributed trust, and secret-sharing. We do not
discuss the papers in the first approach, [DGS12; Gra09] since in these protocols
trust is not distributed and they could be considered as special cases of the later two
categories where trust is distributed. In the following sections, we evaluate the pro-
tocols in these latter two categories, highlighting their advantages, limitations, and
suitability for real-world elections.

1. Distributed Decryption

Among the mentioned works in B-ID-HOM, the homomorphic version of perfectly
private audit trail (PPAT) by Cuvelier et al. [CPP13] distributes trust by incorpo-
rating a threshold encryption scheme. Cuvelier et al. propose a new cryptographic
scheme named commitment consistent encryption (CCE). This scheme allows a party
to derive a commitment based on an encryption that not only commits to the same
message, but also is computationally hiding.

To take advantage of CCE to achieve EP, they incorporate a new entity in their
voting system named secret bulletin board (SBB) which only the talliers have access
to. Their e-voting protocol works as follows: The talliers T1, . . . ,Tk threshold share
the joint encryption key (pk, sk) which results in the threshold pair of keys (pkj, skj)
per Tj. In the ballot submission phase, each Vi encrypts her vote as ei = Enc(pk, vi).
Vi sends ei to SBB. Using CCE, SBB derives a commitment ci = (prm, vi, ri) based
on ei which commits to the same message (vote vi) and posts ci on PBB since now
this is perfectly hiding. In the tally phase, the tallier homomorphically aggregates
the encryptions and commitment as e = ∑n

i=1 ei and c = ∑n
i=1 ci respectively. Then,

each Tj uses sk j to threshold decrypt the joint encryption e. This results in partial
opening values for the joint commitment c: (vj, rj). They finally aggregate the joint
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opening values to achieve (v, r) and publish this as the opening value of c on PBB
for public verifiability: Anyone can check Verify(c, v, r) == 1.

Evaluation of Distributed Decryption

Privacy Guarantees: We observe that the homomorphic version of [CPP13], as claimed
by the authors, provides the following two properties:

• Public Verifiability: This is achieved through the use of the CCE scheme and its
homomorphic properties that validate the tally while keeping individual votes
private.

• Practical Everlasting Privacy: This is realized using unconditionally hiding
property of the commitments derived from the encrypted votes.

• Accountability: Unlike the secret sharing approach that we will explain next,
PPAT provides mechanisms for resolving disputes during the submission phase,
enabling accountability in case of irregularities.

• Efficient Voter Workload: Voter workload is independent of the number of tal-
liers, making the protocol more scalable in theory compared to secret-sharing
methods where voter workload increases linearly with the number of talliers.

• Instantiation: Cuvelier et al. propose an efficient instantiation of the CCE
scheme using an extended version of ElGamal PKE [Gam83], where the de-
rived commitment from this encryption is Pedersen (see Example 2.4).

Limitations:

• Negligible Advantage in Tallier Scaling: Although voter workload does not
scale with the number of talliers, this advantage is practically insignificant
since real-world elections typically involve only a small number of talliers.

We observe that [CPP13] successfully achieves the claimed security properties and
provides an efficient implementation of its generic cryptographic scheme. Under
realistic assumptions, we consider it a practical and reliable solution for ensuring EP
in e-voting systems.

2. Secret-Sharing

The technique of secret-sharing to distribute trust among talliers was first proposed
by Cramer et al. in 1996 [Cra+96]. In 2019, Ge et al. [Ge+19] introduced an e-voting
system building upon Cramer et al.’s secret-sharing approach, addressing a specific
issue in the original protocol, which we explain in detail below.

First, we provide a high-level overview of the e-voting system proposed by Cramer
et al. [Cra+96]. Next, we identify the issue inherent in their approach and explain
how Ge et al. resolved it in their work [Ge+19]. Additionally, we present an alterna-
tive solution to the same problem, proposed by Müller in our SoK paper [Hai+23],
and compare it with Ge et al.’s solution.
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High-Level Overview of the protocol in [Cra+96]:

For simplicity, we assume:

• Voters choose between two candidates, encoded as 0 and 1. The protocol can
be extended to N candidates by running it in parallel N times.

• Full-threshold (e.g., (k, k) − threshold) additive secret-sharing is used instead
of arbitrary threshold (e.g., (t, k)− threshold f ort < k) secret-sharing.

Cryptographic Primitives Employed

1. Commitment Scheme (C = (KeyGenC ,Com,Open))

• Properties: Unconditionally hiding, computationally binding, and addi-
tively homomorphic.

2. NIZKP of Knowledge (Π)

• Relation: R = {((prm, c), (m, r)) : c = Com(prm, m, r) ∧m ∈ {0, 1}}.
• Purpose: Proves that a commitment c binds to a vote m for one of the two

possible candidates.

Protocol Phases

1. Setup Phase

• The election authority (EA):

– Generates the election parameters prm.

– Publishes prm on PBB.

2. Voting Phase

Each voter Vi performs the following steps:

• Secret Sharing:
Secretly splits their vote vi among the talliers T1, . . . ,Tk as vi = ∑k

j=1 vj
i .

• Commitment Computation:
Computes commitments for each share as cj

i ← Com(prm, vj
i , rj

i).

• NIZKP Generation:
Constructs a NIZKP πi for statement (prm, ci) with witness (vi, ri), where: ci ←
∑j cj

i and ri ← ∑j rj
i .

• Publishing Ballot:

– Publishes the ballot on PBB: bi ← (i, (cj
i)j, πi).

– Privately sends opening values (vj
i , rj

i) to the respective talliers Tj.

• Dispute Resolution:

– If a tallier Tj receives invalid opening values for cj
i , it files a complaint on

PBB.
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3. Tallying Phase

• Ballot Validation: Discard any ballot bi for which: The NIZKP πi is invalid, and
a complaint has been filed by a tallier.

• Vote Aggregation: Each tallier Tj aggregates its share of opening values from

valid ballots: vj ← ∑i vj
i and rj ← ∑i rj

i .

• Publication and Verification:

– Talliers publish (vj, rj) and their correctness is verified using the Open

algorithm: Open(prm, cj, vj, rj) == 1. Here, cj ← ∑i cj
i .

• Final Result:

– The final election result is computed as: v← ∑j vj

– The result is accepted if all previous checks pass successfully.

Evaluation of Secret-Sharing by Cramer et al.

The secret-sharing protocol by Cramer et al. [Cra+96], as described earlier, incorpo-
rates several cryptographic guarantees that contribute to its robustness. However,
upon closer examination, the protocol lacks a critical property: public verifiability.
Below, we elaborate on why this is the case, despite its strong foundational guaran-
tees.

Existing Security Features:

1. Binding and Homomorphic Commitments:

(a) The commitment scheme used in the protocol is both homomorphic and
binding.

(b) As a result, the final tally v is accepted (with overwhelming probability)
only if v = ∑i vi, where vi represents the vote embedded in Vi’s aggre-
gated commitments ci.

(c) This property ensures that talliers cannot alter the result during the tally-
ing phase.

2. Soundness of NIZKP:

• Each voter provides a non-interactive zero-knowledge proof (NIZKP) π
to prove that their commitment corresponds to a valid vote (e.g., either 0
or 1).

• This guarantees that voters can only commit to legitimate choices, pre-
venting any invalid inputs from affecting the tally.

These two features, binding and soundness on the surface, seem to ensure the in-
tegrity of the protocol by preventing both voters and talliers from tampering with
the election process. However, there is a gap in the public verifiability of the system,
which lies in the lack of accountability during the handling of commitments by the
talliers. To clarify, consider the following scenario: Consider a situation where tal-
lier Tj claims it cannot process Vi’s share of the commitment cj

i because Vi allegedly

failed to provide valid opening values (vj
i , rj

i) for cj
i . Based on this claim, Vi’s entire
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ballot is discarded. Without additional mechanisms, there is no way to determine
whether Tj’s claim is truthful. If Tj is honest, the claim may reflect a genuine issue
with Vi’s submission. However, if Tj is corrupted, it can falsely claim invalidity to
exclude Vi’s ballot from the tally.

Resolving the Public Verifiability Issue:
The public verifiability issue in the original secret-sharing protocol by Cramer et al.
[Cra+96], as discussed earlier, can be resolved through two different approaches: By
Ge et. [Ge+19] and our solution in [Hai+23]. Below, we describe these two solutions
in detail and compare their strengths and weaknesses.

Solution 1: Receipts (Proposed by Ge et al. [Ge+19]) To address the verifiability
gap, Ge et al. introduce a mechanism involving cryptographic receipts issued by
talliers to voters. The process works as follows:

• Voter-to-Tallier Communication: Each voter Vi sends a tuple (cj
i , vj

i , rj
i) to tallier

Tj, where:

– cj
i is the share of the commitment.

– (vj
i , rj

i) are the opening values corresponding to the share.

The tallier verifies whether the opening values (vj
i , rj

i) are valid for the commit-
ment cj

i .

• Receipt Issuance: If the opening values are valid, the tallier Tj issues a crypto-

graphic signature sj
i on the commitment cj

i as a receipt.

• Publication on the Public Bulletin Board: The voter publishes the commitments
(cj

i)j along with the received signatures (sj
i)j on the PBB. These signatures

serve as verifiable receipts proving that the talliers acknowledged the voter’s
submission.

• Mitigation of Dishonest Talliers: While a malicious tallier could refuse to issue
a receipt, this issue can be mitigated by employing auditors. These entities
periodically send test requests to talliers to ensure they respond correctly to
valid submissions.

Analysis: Ge et al.’s modification effectively closes the above-mentioned verifiabil-
ity gap under realistic assumptions. By requiring talliers to issue receipts, voters gain
a mechanism to prove their ballots were submitted and acknowledged, enhancing
transparency and trust.

Solution 2: Secret Bulletin Board An alternative solution involves introducing a
secret bulletin board (SBB), as in PPAT approach, accessible only to talliers. The
process is as follows:

• Encrypted Submission: Each voter Vi posts on SBB the following:

– Commitments (cj
i)j for their shares.

– A NIZKP πi proving the validity of the commitments.

– Encrypted opening values ej
i ← Enc(pkj, (v

j
i , rj

i)), using the respective tal-
lier’s public key pkj.
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• Public Hash Publication: The secret bulletin board hashes the encrypted values
(ej

i)j using a cryptographic hash function and posts the resulting hashes (hj
i)j

alongside the commitments and NIZKP on the public bulletin board (PBB).
This allows voters to verify that their ballot has been published correctly.

• Verifiable Decryption: If a tallier Tj claims that the encrypted opening values (ej
i)

are invalid or missing, the tallier is required to publicly decrypt the ciphertext
ej

i using a verifiable decryption process. The hash hj
i ensures that the decrypted

values match the originally submitted ciphertext, preventing tampering.

Analysis: This approach removes the possibility of a tallier falsely claiming that a
voter’s opening values are invalid. By requiring verifiable decryption, any mali-
cious behavior by talliers can be detected, thereby ensuring public verifiability and
accountability.

You can see a comparison table of these two solutions in Table 3.1, and the com-
parison table of the ballot submission phase in all three works: [Cra+96; Ge+19;
Hai+23] in Figure 3.1.

Criterion Solution 1: Receipts Solution 2: Secret Bul-
letin Board

Public Verifiability Mitigates verifiability is-
sues, but relies on external
auditors to confirm valid
responses. A dishonest
tallier can refuse to pro-
vide receipts, though this
can be mitigated with au-
ditors.

Completely removes trust
in talliers for verifiability,
ensuring that only valid
claims are allowed.

Accountability Limited accountability; a
dishonest tallier can refuse
to issue receipts, but it is
detectable through exter-
nal means.

Full accountability; any
malicious actions by a tal-
lier can be detected, as
they are forced to justify
claims with verifiable de-
cryption.

Everlasting Privacy Maintains privacy under
realistic assumptions by
preventing any leakage
during the voting phase.

Requires trusting all tal-
liers, as they have access to
encrypted opening values,
which may pose a risk to
privacy if compromised.

Practical Complex-
ity

Simpler; only requires
adding receipt issuance
to the protocol. However,
auditors may need to
verify whether receipts
were issued.

More complex; requires
maintaining a secret bul-
letin board and imple-
menting verifiable decryp-
tion for privacy protec-
tion.

TABLE 3.1: Comparison of Solutions for Public Verifiability in [Cra+96]

Conclusion: Both solutions address the verifiability gap in [Cra+96], but with dif-
ferent trade-offs:
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Cramer et al. Ge et al. Alternative
Vi: (v

j
i)j ← Share(vi), cj

i ← Com(prm, vj
i , rj

i), πi ← Π((prm, ci), (vi, ri))

Send (vj
i , rj

i) to Tj
Send (cj

i , vj
i , rj

i) to Tj

Tj: sj
i ← Sign(skj, cj

i)
ej

i ← Enc(pk j, (v
j
i , rj

i))

bi ← (i, (cj
i)j, πi)

Vi:  if Verify(vk j, cj
i , sj

i) = 0
bi ← (i, (cj

i)j, πi, (s
j
i)j)

bi ← (i, (cj
i)j, πi, (e

j
i)j)

Send bi to PBB

Send bi to SBB

SBB: hj
i ← H(ej

i)

b′i ← (i, (cj
i)j, πi, (h

j
i)j)

Send b′i to PBB

Vi, Tj:  if hk
i ̸= H(ek

i )

Tj: (v
j
i , rj

i)← Dec(sk j, ej
i)

Tj:  if Open(prm, cj
i , vj

i , rj
i) = 0 or Verify((prm, ci), πi) = 0

 if Verify(vkk, ck
i , sk

i ) = 0

FIGURE 3.1: The voting phase in solutions based on secret-sharing (see Section 3.4.2.1).
Share denotes the share algorithm of a secret-sharing scheme, H a (cryptographic) hash

function,  a complaint on PBB.

• Ge et al.’s receipt-based approach is simpler and maintains privacy more ro-
bustly. However, it relies on external auditing to prevent talliers from ignoring
valid submissions.

• The secret bulletin board solution removes trust in talliers entirely for verifi-
ability and offers better accountability. However, it compromises everlasting
privacy by exposing opening values to talliers and introduces additional im-
plementation complexity.

3.4.2.2 B-ID-MIX

The protocols that fall under the B-ID-MIX class include the following papers:
[BDG13; CPP13; Dem+13; DGS12; GHS20; Hai19; MN06; MN07; PR19]. These pro-
tocols employ the mix-net approach during the tally phase, which involves shuffling
and re-randomizing voters’ identifiable ballots while maintaining the secrecy of the
permutation and randomness. To ensure public verifiability, this process is typically
accompanied by a proof of shuffle.

In comparison to the homomorphic approach, the mix-net method offers a dis-
tinct advantage: it is capable of handling more complex ballots, which may be nec-
essary for multi-option elections, whereas homomorphic approaches are typically
limited to simpler yes/no-type ballots.

The idea of using mix-net to achieve verifiable e-voting with EP originates from
Moran and Naor’s work [MN06]. In this work, Moran and Naor use a zero-knowledge
proof of shuffle of unconditionally hiding commitments to the voter’s vote.

We categorize the protocols in this class based on the distribution of trust for pri-
vacy into three approaches: limited distribution of trust for computational privacy,
arbitrary distribution of trust for computational privacy, and arbitrary distribution
of trust for computational privacy. In the following sections, we evaluate the proto-
cols in these latter three categories, highlighting their advantages, limitations, and
suitability for real-world elections.
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1. Limited distribution of trust for computational privacy

The original work of Moran and Naor is indeed an on-site e-voting system that is
designed to perform the tally phase in one step, meaning that it has a single trusted
tallier. To mitigate trust on the tallier, Moran and Naor improve their work to a new
verifiable on-site e-voting, but this time with two talliers T0, and T1. They name this
improved version Split-Ballot.

On the high level, Split-Ballot works as follows: Each tallier Tj computes a ran-

dom mask tj
i for voter Vi, uses an unconditionally hiding commitment to commit

to it as cj
i := Com(prm, tj

i), and publishes these commitments on PBB. In the bal-
lot submission phase, each Vi receives her masks tj

i from Tj. She then uses these
two masks to perfectly hide her vote as si := vi − t0

i − t1
i . Then submits her ballot

bi := (i, si) on PBB. Before explaining the tally phase, note that the commitment to
Vi’s masked vote is: Com(si) = Com(vi − t0

i − t1
i ). Using the homomorphic prop-

erty of the commitment, we have Com(si) = Com(vi) − Com(t0
i ) − Com(t1

i ) which
is equal to Com(si) = Com(vi)− c0

i − c1
i . Considering this, the tally phase proceeds

as follows: The talliers publicly compute di = Com(si) + c0
i + c1

i . As we explained
earlier, this is indeed equal to Com(vi). Next, the tallier T0 privately shuffles the
commitment list (di)i. Next, T1 shuffles the output of T0, which results in the shuf-
fled commitment vector (d̃i)i. Using their joint knowledge of the opening values
of (c0

i )i and (c1
i )i they open the shuffled vector (d̃i)i, publish the result which is the

plain shuffled votes of voters, together with an unconditional ZKP of correct shuffle
and opening for the sake of public verifiability.

Evaluation of Split-Ballot

Privacy Guarantees: The Split-Ballot protocol offers strong privacy guarantees that
have been formally analyzed in their paper:

• Practical everlasting privacy: Moran and Naor formally proved in the Universal
Composability (UC) framework that the protocol ensures everlasting privacy.

• Computational privacy under a single honest tallier: They also proved their proto-
col provides computational privacy as long as at least one of the two talliers
remains honest.

• Public verifiability: They also proved that it achieves public verifiability mainly
through the unconditional ZKP in the tally phase.

• Formal verification: A simplified version of Split-Ballot has been analyzed using
ProVerif by Arapinis, Cortier, Kremer, and Ryan [Ara+13], further demonstrat-
ing its strong privacy guarantees.

Limitations: Despite its robust privacy guarantees, Split-Ballot suffers from two sig-
nificant limitations:

• Design constraint for two talliers: The protocol is explicitly designed for elections
with exactly two talliers. This restriction limits its scalability and adaptability
to scenarios requiring a higher degree of distributed trust or involving more
talliers.
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• Restricted to on-site voting: The protocol is suitable only for on-site (booth) vot-
ing and cannot be applied to remote (Internet) voting scenarios. This limitation
reduces its applicability in modern elections where remote participation is in-
creasingly demanded.

2. Arbitrary distribution of trust for computational privacy

Among the mentioned works in B-ID-MIX, the mixnet version of PPAT by Cuvelier
et al. [CPP13] distributes trust among an arbitrary number of tallier (not just 2 as
in Split-Ballot) for computational privacy. We discussed the homomorphic version
in Section 3.4.2.1. The mixnet version also incorporates their new cryptographic
scheme named CCE, but with a different mechanism to be consistent with the mixing
tally.

The high-level idea is to shuffle the encrypted votes on SBB and the commit-
ments to the opening values on PBB in parallel, using the CCE scheme for connect-
ing the public and secret board. More precisely, the e-voting based on the mixnet
version of PPAT works as follows: The ballot submission phase is the same as in the
homomorphic version. In the tally phase, a set of mix-servers with access to SBB are
involved: M1, . . . ,MN . Server M1 uses the original encryption vector e⃗0 := (ei)i as
an input, permutes and re-randomizes it secretly, and publishes the result as e⃗1 on
SBB. This will be the input of M2 and so on. To connect the two boards, talliers use
the CCE scheme to derive a committed vector c⃗k for each shuffled encryption vector
e⃗k, and as before, publish the commitments on PBB. Finally, each tallier Tj uses her
secret key sk j to compute the joint opening (⃗v, r⃗) of the last shuffled commitment
vector c⃗N , which will be published on PBB.

Now any observer could confirm the correctness of the final election result by

using the Open algorithm: Open(⃗cl , v⃗, r⃗) ?
= 1. Regarding the proof of shuffle, Cu-

velier et al. use a NIZKP denoted by πk to show that each encrypted vector e⃗k is a
shuffled output of the mix server Mk−1 on the input e⃗k−1. The advantage of πk is
that it is CCE-compatible, meaning that from πk, Mk can derive another NIZKP π′k
which proves c⃗k is output of Mk on the input c⃗k−1. The proof of correct shuffle for
encryptions (πk) is published on SBB, however, the proof of correct shuffle for the
commitments is published publicly on PBB. The talliers first verify the correctness
of all these NIZKPs and then compute the final result. We note that this check is nec-
essary, as a corrupted mix-server could manipulate the votes in the re-encryption
phase so that it violates the privacy of a target voter. This check prevents this threat.

Evaluation of Mixnet Version of PPAT

We conjecture that the mix version of [CPP13] achieves the security properties they
claim.

Privacy Guarantees:

• Practical Everlasting Privacy: It guarantees practical EP through publishing un-
conditionally hiding commitments and ZKP’s that do not leak any information
on the voters’ votes, even with identifiable ballots.

• Computational Privacy The protocol ensures computational privacy under the
assumption that at least one mix server and a threshold of talliers are honest.
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• Public Verifiability: This is guaranteed by enabling the verification of the cor-
rectness of shuffled commitments which are linked to the secret encryption of
the votes.

• Accountability This is guaranteed through the soundness of the ZKPs each en-
tity has to publish during the different phases of the election.

• Performance Feasibility: Gjøsteen, Haines, and Solberg [GHS20] demonstrate
that the protocol can be instantiated efficiently, with a performance comparable
to state-of-the-art NIZKP of shuffle techniques [TW10]. This efficiency allows
it to handle complex ballots, making it suitable for real-world elections with
diverse requirements.

• Extensibility: We studied the following two extensions of this protocol and con-
firm that they achieve the additional properties they claim:

1. Pereira and Rønne [PR19] adapt the protocol for special voting methods
like quadratic voting in [LW14], expanding its applicability.

2. Haines [Hai19] introduces a cast-as-intended (see Section 2.2.4) mecha-
nism to mitigate trust on voting devices, increasing voter confidence and
security.

Limitation: We did not identify any significant limitations or flaws in this protocol.
With the availability of efficient implementations and formal verifications, we con-
sider it a robust and practical solution for achieving everlasting privacy under re-
alistic assumptions. Additionally, its ability to handle complex ballot types further
enhances its applicability to diverse election scenarios.

3. Arbitrary distribution of trust for everlasting privacy

In 2013, around the same time the PPAT protocol was introduced, Buchmann et al.
[BDG13] proposed a similar approach to the mixnet version of PPAT but with a more
ambitious objective: They aim to distribute trust not only for computational privacy
as is done among the mix servers, but also for EP. The security of the protocol was
formally proven using cryptographic methods in the PhD thesis of Demirel [Dem13],
a co-author of the paper [BDG13]. Additionally, Arapinis et al. employed automated
tools to provide symbolic proof of everlasting privacy for the protocol, further rein-
forcing its credibility. The versatility of Buchmann et al.’s protocol is underscored by
its successful application in other e-voting systems. For instance:

1. Mix-Net Version of Helios: The protocol was employed in [DGS12] to provide
unconditional privacy enhancements to the mix-net version of Helios [Adi08].

2. Prêt à Voter: In [Dem+13], the protocol was adapted to strengthen privacy guar-
antees in the mix-net version of Prêt à Voter [RS06b], a voting system with a
focus on voter verifiability and auditability.

In what follows, we explain how does the e-voting protocol in [BDG13] work.

Details of the e-voting protocol in [BDG13]

Cryptographic Primitives
The protocol relies on the following cryptographic primitives.
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• Commitment Scheme (C = (KeyGenC ,Com,Open)):

– Properties: Unconditionally hiding, computationally binding, and homo-
morphic.

– Purpose: Allows voters to commit to their votes while keeping them hid-
den until they are revealed.

• Public-Key Encryption (PKE) Scheme (E = (KeyGenE ,Enc,Dec)):

– Properties: IND-CPA-secure and homomorphic.
– Purpose: Encrypts vote-related information to protect it during transmis-

sion and mixing.

• Non-Interactive Zero-Knowledge Proofs (NIZKPs):

– Correct Re-encryption Proof: Verifies that the set of output values is a valid
shuffle and re-randomization of the input values.

– Consistency Proof: Ensures that the same permutation and randomness are
used across re-randomizations and re-encryptions.

– The exact relation between these two NIZKPs are not clear in their paper.

Protocol Phases

1. Voting Phase

1. Vote Commitment: Each voter Vi commits to her vote vi as:

ci ← Com(prm, vi, ri)

where prm is a public parameter, and ri is random.

2. Encryption of Opening Values: The voter encrypts the vote and randomness sep-
arately under the talliers’ public key pk:

e0
i ← Enc(pk, vi), e1

i ← Enc(pk, ri).

3. Proof Generation: The voter creates a NIZKP πi to prove consistency between
the commitment ci and the encrypted values (e0

i , e1
i ).

4. Ballot Submission: The voter Vi submits her ballot as bi := (ci, e0
i , e1

i , πi) to the
first mix server M1.

5. Public Bulletin Board: M1 publishes the commitments ci of all ballots it received
as a vector C0, while keeping the corresponding ciphertexts E0

0 and E1
0 secret.

2. Mixing Phase

1. Input: The first mix server M1 takes (C0, E0
0, E1

0) from voters. Subsequent servers
Mk take the outputs from the preceding server Mk−1.

2. Re-randomization: Each mix server Mk re-randomizes:

• Commitments ck−1,i ∈ Ck−1 using fresh randomness ρk,i and updates as-
sociated encrypted randomness e1

k−1,i ∈ E1
k−1:

c̃k,i ← Com(prm, vi, ri + ρk,i), ẽ1
k,i ← e1

k−1,i + Enc(pk, ρk,i).



66 Chapter 3. Secure E-voting with Everlasting Privacy

• Encrypted votes e0
k−1,i ∈ E0

k−1 by applying homomorphic re-randomization.

3. Shuffling: The server Mk shuffles the re-randomized data into a new order us-
ing a random permutation:

(C̃k, Ẽ0
k , Ẽ1

k)
shuffle−−−→ (Ck, E0

k , E1
k).

4. Proof Generation: Each mix server generates:

• A proof of “correct re-encryption” to verify the shuffling and re-randomization
process.

• A proof of “consistency” to ensure the same permutation and randomness
were used.

5. Output: The mix server Mk sends (Ck, E0
k , E1

k) to Mk+1 via a private channel with
a proof of consistency. In case that k = N, Mk sends the outputs to the talliers.

3. Opening/Decryption Phase

1. Decryption: The talliers collectively decrypt the encrypted votes E0
N and en-

crypted randomness E1
N from the final mix server MN using their secret key

shares sk:
V∗ ← Dec(sk, E0

N), R∗ ← Dec(sk, E1
N).

2. Publishing Results: The talliers post the decrypted votes V∗ and randomness R∗

on the bulletin board PBB.

4. Verification Phase

1. Correctness of Decryption: It is verified whether (V∗, R∗) is a valid opening for
CN .

2. Validation of Proofs: All NIZKPs of correct re-encryption and consistency, pub-
lished by the mix servers, are checked.

Evaluation of the protocol in [BDG13]

Privacy Guarantees: The e-voting protocol described in Buchmann et al.’s conference
paper [BDG13] and Demirel’s PhD thesis [Dem13] claimed to achieve the following
privacy guarantees:

• Everlasting Privacy: In their work, EP relies on cryptographic commitments that
are unconditionally hiding and computationally binding, as well as the use of
homomorphic encryption to protect sensitive data.

• Computational Privacy: Under the assumption that at least one mix server and
a threshold of trustees remain honest, the protocol aimed to provide computa-
tional privacy against adversaries with bounded resources.

• Public Verifiability: The use of non-interactive zero-knowledge proofs (NIZKPs)
in the protocol was intended to provide public verifiability, allowing any ob-
server to confirm the correctness of the election process, including the proper
mixing, re-encryption, and decryption of votes.
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Despite these claims, our analysis in [Hai+23] reveals critical flaws that under-
mine these guarantees, which we describe next.

Limitations: The protocol suffers from significant design flaws that render it inca-
pable of achieving its stated privacy guarantees.

1. Imprecise Protocol Specification: Their protocol descriptions lack clarity in sev-
eral important aspects, making it difficult to understand how certain steps are
executed securely. For instance, they did not clearly explain how Mk+1 can
verify Mk’s proof of consistency without having access to Mk’s input. These
ambiguities leave gaps in the protocol’s security reasoning and allow for po-
tential exploitation.

2. Vulnerability to Mix Server Corruption: The protocol does not ensure that mix
servers share a consistent view of the private trail of votes. This design flaw en-
ables adversarial mix servers to compromise voter privacy. To clarify, consider
the following scenario: If the first mix server M1 is corrupted, it can replace all
ciphertexts except for the one submitted by a specific voter Vi. The final tally
will then consist only of M1’s fabricated votes and Vi’s vote, enabling M1 to
learn how Vi voted. More sophisticated attacks can be carried out to break the
privacy of multiple voters by exploiting the homomorphic properties of the
encryption scheme.

3. Lack of Trust Distribution for Privacy:

• Contrary to their claims, the attack that we explained in the second limi-
tation shows that the protocol does not effectively distribute trust among
mix servers for either computational or everlasting privacy. This critical
shortcoming disproves the privacy theorems in both the conference paper
and the PhD thesis.

• We mentioned the symbolic verification performed by Arapinis et al. ear-
lier. The reason that they managed to prove EP holds for this proto-
col is that in their analyses, they considered a single mix-server in the
e-voting system, overlooking the vulnerabilities introduced by multiple
mix servers.

4. Exploitation of Homomorphic Encryption: The homomorphic nature of the PKE
scheme used in the protocol allows adversaries to construct manipulated ci-
phertexts. These manipulated ciphertexts can reveal partial or complete in-
formation about individual votes, especially when combined with malicious
behavior from mix servers (as demonstrated in [Mül22] by Müller).

Considering the aforementioned flaws and limitations, we conclude that the e-
voting protocol proposed in [BDG13] cannot be regarded as a viable solution for
achieving everlasting privacy under realistic assumptions.

3.5 Results

In this section, we present a comprehensive summary of our findings, emphasizing
the security guarantees and limitations of each of the 25 papers in our database, as
explored in detail in the preceding chapters. We begin by analyzing the relationship
between the two primary classes, B-ID and B-ANON, in Section 3.5.1. This is followed
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by an evaluation of these classes, where we identify their respective strengths and
weaknesses. Finally, in Section 3.5.3, we summarize the results of our examination of
the 25 protocols, providing answers to the research questions posed at the beginning
of this chapter. We refer the reader to our summary Table 3.2 at the end of this
chapter, which includes all these 25 papers together with their trust assumptions,
limitations, and the security properties that they achieve.

3.5.1 Relation

Our study reveals a key relationship between the two classes, B-ANON and B-ID.
These two classes differ fundamentally in how they achieve the core properties of
secure e-voting: privacy and (public) verifiability. Specifically, the techniques em-
ployed to achieve everlasting privacy (EP) and the mechanisms for ensuring verifi-
ability differ between the two.

Privacy

The distinction in achieving privacy lies in the specific methods used to ensure EP: In
B-ANON, the ballots are anonymous and contain no information that could link them
to the voter who cast each. This setup necessitates eligibility verifiability, ensur-
ing that ballots originate from legitimate voters while preserving voter anonymity.
Therefore, achieving EP in this class boils down to the method used to prove eligibil-
ity verifiability and unconditional anonymity of the ballot submission channel that
the voters use to cast their votes. These two components, when combined, result in
a secure voting system with EP.

In contrast, in B-ID, the ballots are identifiable and can be linked to their corre-
sponding voter. The voters use a private channel to communicate with the EA or
Ts. If this channel is not unconditionally private, a third party or adversary could
break ballot privacy. At the same time, to achieve EP in this class, the privacy-
preserving techniques that are used to tally the ballots need to be unconditionally
privacy-preserving, meaning not to reveal the link between the voter and her vote
by tallying the ballot using either a homomorphic tally approach or a mixnet tally
approach.

Therefore, in B-ID, achieving EP breaks down to the unconditionally privacy-
preserving technique used to tally ballots and unconditional privacy of the commu-
nication channel between voters and the internal parties. We also observe that the
link between IDi and bi should break before the ballot submission in B-ANON since
the info on PBB will not be safeguarded further, while in B-ID, this link is broken in
the tally phase. Thus, the first difference is in the method they use to achieve EP, and
also the election phase in which they break the individual links.

Verifiability

The next difference is in the technique used in each class to ensure verifiability. As
we explained in the B-ANON Section 3.4.1 earlier, ensuring verifiability in this class
breaks down to the method used to prove the eligibility of anonymous ballots. How-
ever, verifiability in B-ID follows from the correctness of the techniques used to tally
the ballots.
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Therefore, we conclude that these two classes are different in two main aspects:
First, the methods they use to ensure EP (where they get their names from) and sub-
sequently, the election phase they break the individual links. Second, the approach
they take to ensure verifiability.

3.5.2 Basic Evaluation of B-ANON and B-ID

Based on our studies, and as we also mentioned while describing each protocol in
each sub-class, we discovered that the general approach taken in B-ID to ensure EP
is preferred to the one in B-ANON, or loosely speaking,

B-ID > B-ANON.

In what follows, we justify this statement.
As we discussed in the Relation Section 3.5.1 and also saw earlier in the protocol

descriptions, the protocols in B-ANON require an unconditionally anonymous bal-
lot submission channel, while the protocols B-ID need an unconditionally private
but not necessarily anonymous channels in the system. There is a significant gap
between the two, as we explain next. In fact, there are two significant differences
between the two: adversarial power and mitigation techniques.

• Adversarial Power: As we explained in the introduction of this Chapter 3.1
and also Introduction of Chapter 1, perfect secrecy is only achievable in the
private-key (symmetric) setting, and not in the public-key setting. However,
the symmetric setting is impractical in the context of electronic (internet-based)
voting. This simply means that both these unconditionally private and uncon-
ditionally anonymous channels cannot be constructed for use in e-voting sys-
tems. Instead, the unconditional assumption of these channels follows from
the adversarial power assumptions: he cannot break privacy in the first and
anonymity in the second one.

Now, the question is which assumption is stronger and which one is more
realistic to hold? To answer this question, consider the following fact. The
widely recognized truth is that there are multiple organizations in the world
that monitor the internet and store the traffic, but since storing all the commu-
nication data is infeasible in terms of storage and costs, they store the relevant
meta-data. If the meta-data related to today’s election is accessible to the future
adversary, this could instantly break the unconditional anonymity assumption
of the channel; however, if just meta-data is breached, the privacy of the chan-
nel still holds. Therefore, it is more realistic to make the assumption that the
adversary cannot break privacy of the channel, than its anonymity.

• Mitigation Techniques: We mentioned that unconditionally private and un-
conditionally anonymous channels could not be constructed, however, there
are ways to realize each one in practice: For private channels, we can use post-
quantum TLS which is easily deployable in real-world elections, for example
the one in [SSW20] without the voters needing to install anything or put any
effort to use it. For anonymous communication channels, it is not as widely
used as TLS and we cannot assume that the majority of voters can have access
to it. In other words, the joint anonymity of the voters who utilize it, is not
large enough to protect the anonymity of the rest. Our anonymous reviewer
for the PETS conference suggested that this could be mitigated as follows: the
meta-data is not enough to link individual votes to the voters if all the ballots
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are published together at the end of the submission phase. However, this vio-
lates the vote-and-go property since the voters need to stay after they cast their
ballots for the sake of verifiability.

These two reasons together justify our statement about these two classes: B-ID >
B-ANON.

3.5.3 Answers to the research questions

We raised four research questions, for which we provide answers here based on our
study. Before that, we would like to summarize our findings per sub-class that we
considered in each of the B-ANON and B-ID classes.

Summary of Our Findings

In this part, we summarize our findings in each sub-class.

• B-ANON-A: We categorized the protocols in this subclass into three approaches:
no identities, blind signatures, and pseudonyms. Our study shows that all the
protocols in this sub-class put much trust in the EA who is responsible for gen-
erating voters’ credentials. However, if the EA is corrupted, among all, it has
the lowest impact on Belenios [CGG19]. It is an open problem to clarify to
which degree EA needs to be trusted for EP, or remove the trust on EA com-
pletely. In total, we consider Belenios as a reasonable solution in B-ANON class,
under the assumption of unconditionally anonymous communication channel.

• B-ANON-V: We categorized the protocols in this sub-class into two approaches:
linkable ring signature, and membership ZKP. We identified the [LH15] pro-
tocol as a practically efficient solution to EP in B-ANON under the assumption
of unconditionally anonymous communication channel. As we described in
Section 3.4.1.2, all the other protocols in this subclass are inefficient for large-
scale elections [HB16] or not robust [LH16; LHK16].

• B-ID-HOM: For secure e-voting with everlasting privacy and simple ballot
types, secret-sharing and distributed decryption both serve as practical solu-
tions. Secret-sharing, however, has distinct advantages: it supports a broader
range of cryptographic primitives by using CCE, potentially enabling future
enhancements such as receipt-freeness (see Section 3.6 for an update state-of-
the-art), and it may provide stronger privacy guarantees if trustees’ data is
compromised by future adversaries.

The primary open challenge remains the formal verification of these approaches
to substantiate their security claims and address existing conjectures.

• B-ID-MIX: Among the protocols in this sub-class, the mixing variant of PPAT
[CPP13] is unique in its ability to distribute computational privacy across any
number of talliers truly. Other methods, by comparison, require either full
trust in all talliers or allow for minimal exceptions. A key unresolved issue
here is conducting a rigorous formal analysis to confirm the security properties
of the PPAT protocol.

To conclude this section, we share our key-insights here which combined with
the above-mentioned discussions, answers all the questions raised in the beginning
of this chapter.
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Solved Problems

Summarizing the above-mentioned findings results into the following conclusion:
Both classes B-ID and B-ANON contain reasonable solutions under their respective
class assumptions, mentioned earlier, to design a secure e-voting that achieves EP.

For simple ballot types, there are only solutions in the B-ID class: the approach
based on Cramer et al. secret-sharing [Cra+96], and the homomorphic version of
PPAT in [CPP13]. The first one offers EP toward the public and a threshold of talliers,
while the next one offers EP only toward the public (practical EP).

For complex ballot types, there are solutions in both classes: In B-ID, mixnet
version of PPAT in [CPP13], and in B-ANON, Belenios [CGG19] and [LH15], where
both offer practical EP.

All the above-mentioned approaches are efficient for large-scale elections, and
particularly, Belenios has been deployed and widely used in numerous elections.

Open Problems

1. Formal Protocol Analysis: The promising approaches that we mentioned above,
namely [Cra+96; CPP13; CGG19], need to be formally analyzed on the proto-
col level than just the cryptographic level. Particularly, formal analysis of EP
in Belenios needs to be done.

2. Deployable E-Voting System: Among the above-mentioned promising pro-
tocols, only Belenios is B-ANON has been deployed. It is an open problem to
develop full-fledged deployable versions of the other promising approaches in
the preferred class, B-ID.

3. Weaker Trust for Arbitrary Ballot Types: The three promising approaches that
can handle complex ballots, namely [CPP13; CGG19; LH15] need full trust in
the EA or all talliers to achieve EP. It is an open problem to mitigate this trust.

4. Receipt-Freeness: None of the promising approaches achieve RF in addition
to EP. It is an open problem to design a secure e-voting system with both these
properties (see Section 3.6 for an update on this previously open problem)

3.6 Post-Publication Updates

As previously mentioned in this chapter, we collected 25 papers while conducting
research on secure electronic voting systems that offer everlasting privacy (EP). Fol-
lowing the submission of our paper in 2022 to the Privacy Enhancing Technologies
Symposium (PETS) and its subsequent acceptance and publication in 2023, several
new e-voting systems with EP were introduced in the literature. Leaving out the
decentralized voting systems using blockchain technology and MPC ones, there are
six new e-voting systems with EP in the literature: [SGS23; Mos+24; Poi24; MPP24;
Cor+24; DPP24]. Here, we briefly explain to which class these six protocols belong
and the additional features they provide beyond EP:

• [SGS23]: Receipt-Free Electronic Voting from zk-SNARK
Following the footsteps of Locher and Haenni in [LH16], Sheikhi et al. design
an e-voting system that provides the same security features, namely verifia-
bility, and receipt-freeness in addition to EP. However, as we discussed before
in this chapter, the e-voting protocol in [LH16] is not robust. Sheikhi et al.
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solve this issue by introducing a new cryptographic primitive while providing
a pen-and-paper proof that it still preserves those properties. They still use an
anonymous ballot submission channel, with the difference that now the voter’s
pseudonym is included in the ballot, while a commitment to this pseudonym
is published in the setup phase next to the voter’s ID. As a result, their e-voting
system belongs to the B-ID class.

• [Mos+24]: Direct and Transparent Voter Verification with Everlasting Receipt-
Freeness: In this work, which is the subject of Chapter 4, Mosaheb et al. de-
sign an e-voting system which adds everlasting privacy feature to Hyperion,
explained in Appendix 6.2. They also introduce the new feature of everlasting
receipt-freeness. They use cryptographic tracking terms inherited from Hy-
perion and redesign them to be compatible with the mixnet version of PPAT
to achieve EP while preserving both individual and universal verifiability and
achieving the new feature of everlasting RF. Therefore, everlasting Hyperion
belongs to the B-ID class.

• [Poi24]:Efficient Universally-Verifiable Electronic Voting with Everlasting Pri-
vacy
Pointcheval in [Poi24] uses the best identifiable approach in the B-ID class of
protocols, i.e., the homomorphic version of PPAT, while he extends this ap-
proach to accept complex ballots too, unlike before. Pointcheval makes the
proof of consistency and validity in PPAT more efficient by using a linearly
homomorphic signature with randomization tags, namely an FHS signature
which allows to provide strong receipt-freeness too. In summary, he claims his
approach offers universal verifiability, and strong recept-freeness in addition
to EP.

• [MPP24]: DeVoS: Deniable Yet Verifiable Vote Updating
Müller et al. design an electronic voting system named DeVoS which aims
to mitigate coercion by introducing a new party named “posting trustee PT”
which is responsible for updating the vote encryption vectors by re-randomizing
the encryption of votes (in case of mixnet tally) or using additively homomor-
phic feature of the PKE to update the vector of encrypted votes which looks
like a dummy vote making it difficult to spot who updated the vote or not.
This basic version of DeVoS is then combined with the PPAT approach (com-
patible with both versions) to achieve EP. Therefore, DeVoS belongs to the B-ID
class. Müller et al. claim DeVoS provides public verifiability, coercion mitiga-
tion (deniable vote updating approach), and strong participation privacy in
addition to EP.

• [Cor+24]: Election Eligibility with OpenID: Turning Authentication into Trans-
ferable Proof of Eligibility
Cortier et al. turn the pure OpenID Connect into an OpenID-Eligibility pro-
tocol, which is a privacy-preserving proof of eligibility (a signature), in order
to design an e-voting system that provides eligibility, individual and universal
verifiability in addition to EP. This helps PBB to prove eligibility and prevent a
malicious PBB from ballot stuffing. Using an OpenID-EligibilityZK-ID which
is a ZKP of eligibility provided by the PBB, the signature keeps the identity
of the voters secret while proving their eligibility. This technique could po-
tentially help to achieve EP based on it applies to which underlying e-voting
system. Cortier et al. apply this technique to Helios-like voting protocols (also
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Belenios) under standard trust assumptions. Therefore, their e-voting proto-
col still classifies in B-ANON, while they achieve an extra feature here: voter
eligibility.

• [DPP24]: Encryption Mechanisms for Receipt-Free and Perfectly Private Ver-
ifiable Elections
Doan et al. designed the first e-voting system with everlasting privacy that is
universally verifiable and provides receipt-freeness too. They build their de-
sign based on the PPAT and use their new traceable receipt-free encryption
(TREnc) which is compatible with the PPAT approach, to add the RF feature
to the system. The trace still doesn’t let the voters prove to a coercer or vote
buyer how they voted. As they designed two encryption schemes where one
supports homomorphic tally and the other supports mixnet tally, the e-voting
systems combined with their mechanism (e.g., Helios [Adi08] in the first case,
and Verificatum [Wik11] in the second case) belong to the B-ID class.
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4.1 Introduction

As discussed in Section 2.2, achieving individual security properties in electronic
voting is relatively straightforward. However, one of the main challenges lies in
simultaneously ensuring two or more security properties, such as verifiability and
coercion-resistance. As explained in Section 2.2, verifiability ensures that voters can
confirm their votes have been correctly included in the final tally, while coercion-
resistance prevents a voter from being forced to reveal how they voted or from com-
plying with a coercer’s demands. Successfully balancing these two objectives is es-
sential for building trust in e-voting systems, however, achieving both in tandem
presents significant challenges.
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The primary reason that balancing verifiability and coercion-resistance is diffi-
cult lies in the conflict of transparency and secrecy inherent in each goal. Verifiability
requires a certain level of transparency in the voting process to allow voters and ob-
servers to verify that each vote has been correctly counted. This transparency often
involves giving voters a receipt or access to an audit trail that they can use to check
whether their vote was recorded as cast. However, this same transparency can be
exploited by a coercer. If a voter can prove how they voted, a coercer can force them
to provide such proof, undermining the voter’s ability to cast their vote freely.

Conversely, coercion-resistance depends on preserving the secrecy of the vote,
ensuring that no one, not even the voter, can convincingly prove how they voted.
This allows the voter to deny their real vote in the face of coercion. However, a high
level of secrecy can make it difficult to provide verifiable evidence that all votes were
counted correctly, thereby undermining confidence in the election results. Therefore,
the challenge lies in designing a system that provides sufficient transparency to en-
sure verifiability, while still protecting voters from being able to prove their vote to
a coercer.

The principal aim of E2E verifiability, as discussed in Section 2.2, is to leverage
modern cryptography to allow a voter to confirm that her vote has been accurately
counted in the final tally, while ensuring that no third party or coercer, regardless
of her cooperation, can determine how she voted. This ensures the integrity of the
election results, while also protecting the voter’s privacy in the presence of a coercer.

On the other hand, in many electoral scenarios, as outlined in Chapter 3, voter
privacy needs to be safeguarded not just during the election process, but also in
the future. This is especially important given the rapid advances in computational
power and the potential emergence of quantum computing. These developments
could render current cryptographic techniques vulnerable, allowing adversaries to
break traditional cryptographic schemes that are considered secure today, mainly the
ones whose security breaks down to the hardness of factoring problems and discrete
logarithm. Therefore, it is crucial to protect voter privacy against future adversaries
with more advanced computational resources as well. The concept of everlasting
privacy was introduced by Moran and Naor [MN06] to address this concern. Ever-
lasting privacy guarantees that even computationally unbounded adversaries, who
have unlimited resources in the future, will not be able to compromise the privacy of
voters. This concept envisions a scenario where, even if an adversary can break tra-
ditional cryptographic schemes, they will still be unable to learn how a voter voted.

As elaborated in our systematization of knowledge (SoK) on everlasting privacy
in Chapter 3, a more practical adaptation of this idea, termed practical everlasting
privacy, was later introduced in [Ara+13]. This concept recognizes that future ad-
versaries may not have access to all information used in the election, but only to the
publicly available data, such as that posted on the bulletin board for tally verifica-
tion. Hence, practical everlasting privacy limits the adversary’s ability to compro-
mise voter privacy by restricting their access to this publicly available information,
thus offering a more feasible version of everlasting privacy in real-world scenarios.

In this chapter, based on our paper [Mos+24], we propose a protocol that achieves
the three above-mentioned key goals simultaneously: E2E verifiability, everlast-
ing privacy, and coercion mitigation against a computationally unbounded coercer.
In addition, we propose a new security property, everlasting receipt-freeness, and
prove that our protocol achieves it. Our protocol builds on Hyperion [Dam+24],
detailed in Section 2.2 of this thesis as well, which is an electronic voting system
designed to provide transparent verifiability and strong coercion-resistance against
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a limited coercer. However, Hyperion does not offer everlasting privacy, leaving it
vulnerable to future computational advancements that could threaten voter privacy.

To enhance the security properties of Hyperion, we extend its capabilities to pro-
vide everlasting privacy while also increasing the coercer’s potential power. In par-
ticular, we assume that the coercer can interact with the voter at any point, includ-
ing before the casting phase, allowing for a broader range of coercion scenarios. By
considering coercion before the voting process begins, our protocol ensures higher
levels of coercion-resistance and robustness in adversarial environments.

In summary, our contribution is the design of a protocol that not only offers trans-
parent verifiability but also ensures everlasting privacy against future adversaries
and introduces the new feature of everlasting receipt-freeness in the literature. By
addressing the limitations of existing systems, such as Hyperion, our work moves
towards more secure and future-proof electronic voting systems.

Structure of the Chapter. This chapter is divided into six sections. We start
by the literature review in Section 4.2. In Section 4.3, we continue by introducing
the preliminaries, explaining the notations, identifying the parties involved in our e-
voting system, and describing the game-based security proofs preliminaries. Section
4.4, outlines the cryptographic primitives that we used, followed by a detailed ex-
planation of the protocol in section 4.5. Section 4.6 focuses on the voter’s perspec-
tive within the proposed system. Finally, in Section 4.7, we present the game-based
proofs of the security properties.

4.2 Literature Review

As mentioned in Hyperion [Dam+24], most of the verifiable voting systems that aim
to achieve end-to-end verifiability (see Section 2.2.5) require the voter to confirm the
presence of their encrypted/committed vote on PBB. This provides recorded-as-
cast verifiability, however, the voters still need to confirm cast-as-intended, meaning
that they believe their masked vote is created correctly, which is complicated for an
ordinary voter in terms of usability. This leads to the importance of designing a
system that is both direct and transparent, in the sense that voters can verify their
vote in plaintext without any difficulty, but the system still needs to provide the
necessary security guarantees, mainly ballot privacy (no link between the plaintext
votes and the voter). Tracker-based voting systems solve this problem by offering
verification in plaintext, but then the problem of coercion arises here. It is important
when the voter receives her tracker, since it affects coercion. Selene [RRI16] delays
the tracker return to the voters to the verification phase.

In our paper [Hai+23], which is the main subject of Chapter 3 and is discussed
there in detail, we had an extensive survey on e-voting systems with everlasting
privacy (EP). At the time of conducting research, we identified that designing an
electronic voting system that satisfies both EP and receipt-freeness without the use
of anonymous submission channels is an open problem. Later, a few works offer-
ing solutions to this problem were proposed in the literature. As we mentioned in
Section 3.6, among these post-publication e-voting protocols offering EP, the follow-
ing ones offer RF too: [SGS23], [Poi24], and [DPP24]. We mentioned in Chapter 3
that the approaches achieving EP based on privacy-preserving techniques (B-ID) are
preferred to the ones based on anonymous channels (B-ANON). Among the men-
tioned papers, [Poi24] and [DPP24] are in B-ID. In [Poi24], individual verifiability is
achieved through checking the pair of voter identity and Pedersen commitment (see
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Example 2.4) (IDi, ci). In [DPP24], to offer RF on top of EP, they replace ElGamal en-
cryption in CCE and replace it by a traceable receipt-free encryption (TREnc) scheme
that is compatible with PPAT. This encryption provides a trace t, independent of the
voter’s vote, which enables the voters to find their vote on PBB. The trace t is a cryp-
tographic verification key. In this approach, the voters receive the trace t (required
for individual verifiability) upon creating their ballot, hence it offers no protection
against a coercer.

In our work [Mos+24], which we explain in detail in this chapter, we combine
the PPAT approach with Hyperion. This results in an e-voting system which is di-
rect and transparent, offers both individual and universal verifiability, everlasting
privacy, everlasting receipt-freeness and coercion mitigation.

4.3 Preliminaries

This section presents two sets of notations: one for the cryptographic primitives
explained in Section 4.4 and another for the game-based proofs detailed in Section
4.7. Following this, we provide an overview of the parties involved in our proposed
e-voting scheme, along with an explanation of the algorithms and oracles used in
Section 4.4.

4.3.1 Notation

The first set of notations used in Section 4.4 are as follows: vectors are represented
by bold letters, e.g., e and E, while algorithms and the involved parties are denoted
in sans-serif, for instance, Shuffle and Adm. The blackboard bold style G represents
a cyclic group of prime order q, with specific groups labeled as G1, G2, and GT. The
corresponding group generators are denoted as g ∈ G1 and h ∈ G2. Public and
private keys are indicated as pk and sk, possibly indexed to specify the key owner.
The set of all permutations of size n is noted as Sn, with individual permutations
represented by π and their inverses by π−1. We use Π to denote a zero-knowledge
proof, P for a Commitment Consistent proof (refer to Section 4.4), and σ to indicate
the voter’s signature. Last but not least, we express the security parameter using λ.

The second set of notations used in Section 4.7 are as follows: we indicate the
uniformly random assignment of a value a to a variable x with x ←$ a. We use
⊤ to indicate valid (accept) and ⊥ to indicate invalid (reject) output when we run
an algorithm. Adversary is denoted by A and voting system is denoted by V . β is
a binary value in the game, where 0 represents the real and 1 represents the simu-
lated world. An oracle is shown by O and there are six oracles, used throughout all
the games, nameOboard,Ocast,OvoteLR,Otally,Overify andOgetReceipt. We define
each oracle later in the corresponding games in Section 4.7. The identities of voters
V are divided into honest (H) and dishonest (D) with public and secret credentials
shown by PU and U respectively. The honest voters who have to verify their votes
are shown by Hcheck, the ones who verify in practice by Checked and the ones who
successfully verify by Happy. We show the stored data for verification by state.

4.3.2 Parties

The e-voting protocol is executed by the following parties.

Voters (V): n voters V1,V2, . . . ,Vn with identities ID1, ID2, . . . , IDn.
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Election Admin (Adm): responsible for checking the validity of submitted cipher-
texts by V, and relaying information between V and SBB.

Election Authority (EA): responsible for generating the election parameters.

Talliers (T): k talliers T1,T2, . . . ,Tk who threshold share the secret key and cooper-
ate to decrypt the ciphertexts.

Mix-servers (M): N mix servers M1,M2, . . . ,MN responsible for the mixing part of
the tally phase.

Bulletin Board (PBB and SBB): similar to [CPP13], we assume two secure broad-
cast channels: PBB is the public board for all participants and SBB is the secret
board shared with the talliers T and mix-servers M. All designated participants
share the same view of each board.

4.3.3 Algorithms

Publish: gives the data of the secret and public bulletin boards to A.

Sim (Simulator): an efficient algorithm that creates a valid proof for a statement
y ∈ Y without access to the (secret) witness x ∈ X.

VerifyTally: verifies the pair (res, Π) which is the election result and tally (including
all the outputs and proofs) respectively.

ValidBoard: using this algorithm, internal parties can verify the private board and
voters or any third party can verify the public board (shown by BB in the
game).

Recover: this algorithm using the set of honest ballots and the board that is going to
be tallied, can detect how A has modified the ballots of voters H.

Setup: the election setup with the security parameter λ outputs a pair of public and
secret data as (pd, sd). We sometimes refer to pd as prm.

Register: upon registration of V with identity id ∈ {ID1, . . . , IDn}, she receives her
public and private credentials as (pc, sc). In the protocol description in Section
4.5, we refer to this credential as (pk, x). This pair is indeed the trapdoor (or
Hyperion) keys of the voter.

4.4 Cryptographic Primitives and Assumptions

In this section, we provide a detailed explanation of the cryptographic primitives
utilized in our proposed e-voting scheme, as outlined in Section 4.5.

Digital Signature

We consider a public key signature scheme with existential unforgeability under
chosen message attacks (EUF-CMA) [GMR88]. This property ensures that an adver-
sary cannot generate a signature for any message that has not already been signed
by the rightful owner of the secret key. As described in Chapter 2, a digital sig-
nature scheme is represented by a set of three algorithms, denoted by the tuple
S = (KGs,Sign,Verifys). We refer the reader to Chapter 2 for further details on these
algorithms.
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Non-interactive Zero Knowledge Proofs of Knowledge (NIZKPoK)

To prove knowledge of a secret s, we use the Schnorr proof [Sch91] and combine it
with (strong) Fiat-Shamir transformation [BPW12] to achieve a non-interactive proof
system. We then use the notation NIZKPoK(s) for the combination. The voters in our
scheme use this proof as Π to show knowledge of a secret x to the Adm. The proof
Π is non-malleable and bound to the identity of the voter.

Elliptic Curve

Similar to [CPP13], a bilinear map (see Section 2.3) in SXDH1 setting is denoted by
e : G1 ×G2 → GT where there are no efficiently computable homomorphisms be-
tween G1 and G2. In this setting, the two following problems are computationally
intractable in both groups G1 and G2. The security of our protocol relies on this
assumption.

• Decisional Diffie-Hellman (DDH): given gx1 and gx2 for uniformly indepen-
dently chosen x1, x2 ∈ Zq, gx1x2 is indistinguishable from a random value in
G.

• Computational 1-Diffie-Hellman Inversion (1-DHI): given gx ∈ G with x ∈ Zq,
it is intractable to compute g1/x.

Threshold ElGamal Encryption (TEG)

We use the basic IND-CPA threshold ElGamal cryptosystem in [CGS97; FP01] to en-
crypt a message m in group G1 with generator g. Let sk be the encryption secret
key and pk := gsk the public key. Using the (t, k)−threshold Shamir secret sharing
(SSS) scheme defined in 2.21, we split sk into k shares: SSS(sk) = (ski)

k
i=1, distribut-

ing them among the shareholders Ti. Each Ti then computes their verification key
vki := gski . The Enc and Dec algorithms work as follows:

• Encpk(m; r) = (m · pkr, gr), with r ∈ Zq.

• To decrypt a ciphertext (a, b) ∈ G2
1, each Ti takes the following steps:

– Compute bi := bski .

– Use vki to prove logvki
g = logbi

b .

– Without loss of generality, assume the log equality holds for any index i
in St := {1, . . . , t}.

– Compute Lagrange coefficients in Lagrange interpolation sk = ∑t
i=1 ski ·

λSt
0,i as λSt

0,i = ∏j∈St\{i}
j

j−i .

– Compute ∏i∈St
b

λ
St
0,i

i = ∏i∈St
bski ·λ

St
0,i = bsk.

– Derive Decsk(a, b) = a/bsk mod q.
1Symmetric External Diffie–Hellman (SXDH) assumption: when DDH assumption, explained in

the text, holds in both groups G1 and G2.
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NM-CPA (Non-Malleable Chosen Plaintext Attack) Security

As originally defined by Dolev–Dwork–Naor [DDN91] and widely adopted in the
literature, an encryption scheme is considered non-malleable under CPA attack model
if the following holds: After interacting with the oracles defined by CPA, when the
adversary is given a challenge ciphertext c corresponding to a message m of their
own choice, they are unable to produce — despite any further interactions with the
oracles — a ciphertext c′ whose plaintext m′ has a nontrivial binary relation (i.e. ∼)
with m ( the trivial relation m ∼ m is excluded from consideration). For a formal
definition of this security notion and its relation to other security notions, we refer
the interested reader to [DDN91; Bel+98].

Commitment Consistent Encryption (CCE)

We use the Perfectly Private Audit Trail for Complex ballots (PPATC), which is the
mix-net version of CCE proposed in [CPP13]. Let m ∈ G1 be a message and pkT be
the talliers’ joint public key. Given a ciphertext e = EncpkT (m), the goal is to derive a
commitment c = Com(m; r) with a randomness r ∈ Zq to the same encrypted mes-
sage m. As explained in [CPP13], for simplicity, the opening value of the commit-
ment is considered to be r instead of (m, r). To clarify, consider the talliers hold the
following keys: skT = (x1, x2) ∈ Z2

q and pkT = (g1 := gx1 , g2 := gx2) ∈ G2
1. The pub-

lic set of parameters is prm := {q, G1, G2, g, h, h1}where g and h are the generators of
G1 and G2 respectively and h1 ∈ G2. Let r = (r, r1, r2) ∈R Z3

q be the randomness. The
CCE ciphertext, shown by CCE(prm, m; r) is a tuple (e, c) = (e1, e2, e3, c1, c2) where
e1 := gr1 , e2 := gr2 , e3 := gr

1gr2
2 and c1 := hrhr1

1 , c2 := mgr1
1 . In fact, e is the TEG

encryption of the opening value r, and c is the desired commitment to the message
m. Throughout this chapter, for the sake of simplicity, we sometimes use cce instead
of (e, c).

In our protocol, we employ three additional algorithms from [CPP13] for the
CCE ciphertext: Decc, Open, and Verifyc. The subscript c signifies that these algo-
rithms belong to a commitment scheme. They work as follows.

• Decc(skT, cce) := c2/e1
x1 ,

• Open(skT, cce) := e3/ex2
2 ,

• Verifyc(pkT, c1, c2, m, o) := 1 if e(g1, c1) = e(o, h)e(c2/m, h1) and 0 otherwise,
with o being the opening value of cce.

According to [CPP13], the PPATC scheme is NM-CPA secure in the random ora-
cle model in the SXDH setting.

Sigma Protocol

We use the validity proof of CCE in [CPP13] but in an interactive manner, where the
verifier generates the challenge ch randomly. The reason is that later in our e-voting
scheme, we require the verifier (Adm) to check the correctness of the submitted cce
ciphertext by the prover (V) and publish it on BB. Here is the interactive version: let
the cce ciphertext be (e, c) = (e1, e2, e3, c1, c2). We build a Sigma (Σ) protocol with
the transcript (a, ch, z) for the relation

R = {((prm, (e, c)), (m, r)) : CCE(prm, m; r) = (e, c)}

as follows: the prover generates random values s, s1, s2 ∈R Zq and computes
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(e′1, e′2, e′3, c′1) := (gs1 , gs2 , gs
1gs2

2 , hshs1
1 ).

Then, she sends (e′1, e′2, e′3, c′1) as a to the verifier. The verifier generates and sends
a uniformly random challenge ch to the prover. The prover computes the response
z = (z, z1, z2) with z := s + ch · r, z1 := s1 + ch · r1, z2 := s2 + ch · r2 and sends z to

the verifier. The verifier computes e
′′
1 :=

gz1

e1
ch, e

′′
2 :=

gz2

e2ch, e
′′
3 :=

g1
zg2

z2

e3ch , c
′′
1 :=

hzh1
z1

c1
ch .

If e
′′
1 = e′1, e

′′
2 = e′2, e

′′
3 = e′3 and c

′′
1 = c′1 all hold, she returns 1; otherwise, 0.

In [CPP13], this interactive proof is transformed into a non-interactive proof us-
ing the Fiat-Shamir transformation. In our case, it is important that the proof is
fresh, especially we don’t want a coercer to forward a ciphertext with an unknown
vote to the voter and instruct her to submit this. To avoid this, we can use the non-
interactive proof mentioned above which will be extractable in the plaintext mes-
sage. Alternatively, one can make a two-move protocol, where the authorities first
send a challenge to the voter, and the voter includes this challenge in the hash used
for the Fiat-Shamir transformation.

Re-Randomization (ReRand)

We use this algorithm to re-randomize the three following pre-defined primitives:
a CCE ciphertext, a TEG ciphertext and a public key of the form gx for a secret x.
This algorithm operates slightly differently for each. First, for the CCE ciphertext
cce = CCE(prm, m; r) with r ∈R Z3

q, we multiply the ciphertext by encryption of
the unity element 1 ∈ G1 with a randomness. Second, for the TEG ciphertext E =
Encpk(m; r) = (m · pkr, gr) with r ∈ Zq, we first exponentiate the ciphertext by a
random value and then re-randomize the output by a second random value. Lastly,
for the public key gx, we exponentiate it by a random number. More precisely, it
works as follows.

• ReRand(cce, r′) := cce · CCE(prm, 1; r′) = CCE(prm, m; r′′) with r′ ∈R Z3
q and

r′′ = r + r′.

• ReRand(E, s, r′) := ReRand(Exp(E, s), r′) = Encpk(ms; rs + r′) with Exp(E, s) :=
((m · pkr)s, (gr)s) and s, r′ ∈ Zq.

• ReRand(pk, s) := (gx)s for s ∈ Zq.

For the sake of brevity, instead of {ReRand(cce, r′),ReRand(E, s, r′),ReRand(pk, s)}
we write ReRand{(cce, r′), (E, s, r′), (pk, s)} . Moreover, we omit the randomness
when it is not needed for further computations.

Shuffle

In order to shuffle, meaning to permute and re-randomize the CCE ciphertexts in
parallel with the ElGamal encryption E of a verification term, and the voters’ pub-
lic keys of the form gx for a secret x, each mix server Mj for j ∈ {1, · · · , N}, uses
the Shuffle algorithm that we explain next. Assume we have a list of size n as
{(ei, ci), Ei, pki}i∈{1,...,n} before mixing, where

(ei, ci) := cce(prm, mi; ri), Ei := EncpkT (g; 0) = (g, 1), and pki := gxi .
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The terms Ei are the same for each Vi in the beginning, but will change later in the
mixing procedure. In the jth stage of mixing, the mix server Mj generates a random

permutation π j ∈ Sn, and for each voter Vi generates a random vector rj
i ∈ Z3

q, and

two random values rj
i , sj

i ∈ Zq. Assume {(ej−1
i , cj−1

i ), Ej−1
i , pkj−1

i }i is the output of
Mj−1.2 Then, Mj runs the Shuffle algorithm as follows.

Shuffle
(
{(ej−1

i , cj−1
i ), Ej−1

i , pkj−1
i }i, {r

j
i , sj

i , rj
i}i, π j

)
:=

{ReRand{((ej−1
π j(i), cj−1

π j(i)), rj
π j(i)), (E

j−1
π j(i), sj

π j(i), rj
π j(i)), (pkj−1

π j(i), sj
π j(i))}}i

This will be the output of Mj that we show by {(ej
i , cj

i), Ej
i , pkj

i}i. Let’s define
ccej := (ej, cj). Similar to [CPP13], Mj computes two commitment consistent proofs

of shuffle with respect to π j: Pj
cce and Pj

c. The first proof demonstrates that ccej is a
shuffle of ccej−1 and the second proof demonstrates that cj is a shuffle of cj−1. Ac-
cording to [CPP13], the proof Pj

cce is CCE-compatible, meaning that from this proof,
one can derive the second proof Pj

c. In our case, Mj extends these proofs to also show
that first, Ej and pkj are shuffled in parallel with the same permutation π j, second Ej

is exponentiated with the same randomness sj as in pkj3, and lastly, proof of knowl-
edge of sj s.t. ReRand(pk, sj) = pkj. We show these extended proofs by Pj

cce,E,pk and

Pj
c,E,pk.

In [GHS20], Gjøsteen et al. present an efficient mixnet for the PPATC scheme in-
cluding a machine-verified proof of the protocol. Our proposed mixnet is a straight-
forward extension, in particular each mixnet Mj commits to their permutation π j,
which can be reused for the extra terms being mixed in parallel. Note that we de-
liberately kept the two terms gxi of the voter Vi and the encryption Ei in the same
group.

4.5 Everlasting Hyperion E-Voting Scheme

In the everlasting Hyperion scheme, two critical pieces of information must be safe-
guarded from future adversaries: the encryption of votes, and the tracking terms. To
protect vote encryption, we employ the PPAT method detailed in Section 4.3 where
Vi’s vote is securely embedded within the CCE ciphertext ccei. For the tracking
terms represented by Ei, we treat them as perfectly hiding commitments4 and re-
randomize them in a perfectly private way. This approach effectively preserves both
individual and universal verifiability, maintaining transparency without compro-
mising security.

Building on the security measures described, this section breaks down the stages
of our e-voting protocol, detailing each phase: setup, submission, tally, and verifi-
cation. At each stage, specific parties engage with carefully chosen cryptographic
techniques to ensure secure and transparent processing of votes. The roles of these
parties and the cryptographic methods employed are further explained in Sections
4.3 and 4.4, respectively.

2The first mix server M1 has to operate on the mentioned original values before mixing.
3One can use a simple proof of discrete log equality.
4The exponents are chosen uniformly randomly and are therefore indistinguishable.
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4.5.1 Setup phase

During this phase, EA generates the election parameters prm, determining the voting
method, defining the set of candidates, and providing any other necessary informa-
tion. This setup also includes encryption of the public value g under talliers public
key pkT as Eg := EncpkT (g; 0) = (g, 1). As explained in Section 4.4, this encrypted
value, initially the same for each voter Vi, serves as the voter’s tracking term but will
change as the process progresses. Therefore, we refer to it as Ei from the beginning.
EA creates a vector E = {Ei}i and sends E to SBB. We also assume that each voter Vi
has a signing key pair (vki, ski).

4.5.2 Submission phase

This phase consists of two parts. In the first part, each voter Vi prepares their ballot
and sends it privately to Adm. In the second part, Adm is responsible for checking
the validity of the submitted CCE by Vi. We explain these two sub-phases as follows.

Ballot Preparation

1. Similar to Hyperion [Dam+24], Vi generates an ephemeral trapdoor key xi ∈
Zq and computes the public trapdoor key pki := gxi using her device. Next, Vi
signs pki as σi1 := Signski

(pki) and computes Πi :=NIZKPoK(xi) as the proof
of knowledge.

2. Vi commits to her vote vi using the CCE scheme explained in the Section 2.3
by computing the ciphertext ccei := (ei, ci) = CCE(prm, vi; ri) with ri ∈R Z3

q.
Then, she signs it as σi2 := Signski

(ccei).

Now, the voter Vi sends {IDi, pki, σi1, Πi, ccei, σi2} privately to Adm.

Validity Check

The voter Vi as the prover and the Adm as the verifier run the Sigma protocol Σi
for Adm to check whether ccei is a valid CCE or not. If it is, then Adm proceeds by
re-randomizing it as cce′i := (e′i, c′i) = ReRand(ei, ci). Finally, Adm sends ccei and
cce′i together with a proof of correct re-randomization (Π∗i ) to SBB and publishes
{IDi, pki, σi1, c′i} on PBB.

4.5.3 Tally phase

This phase consists of three parts. First, in the mixing part, each mix server sequen-
tially runs the Shuffle algorithm, publishing the commitments on PBB and the en-
cryption of the opening values on SBB. Next, in the reverse mixing part, the mix-
servers run the mix-net backwards just on the term EN - the output of the last mix
server MN - to retrieve the correct tracking term for the voter Vi. Lastly, in the decryp-
tion of opening and verification terms part, the talliers decrypt the output of the reverse
mixing, denoted as αi, and send it to Adm, who then forwards this αi term back to
Vi. More precisely, the tally phase works as follows.

Mixing

First, M1 generates a random permutation π1 ∈ Sn, and for each Vi generates a
random vector r1

i ∈ Z3
q, and two random values r1

i , s1
i ∈ Zq. Then, it runs the shuffle
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algorithm as Shuffle
(
{(e′i, c′i), Ei, pki}i, {r1

i , s1
i , r1

i }, π1). Let {(e1
i , c1

i ), E1
i , pk1

i }i be the
output of M1. As explained in Section 4.4, M1 generates the proofs P1

cce,E,pk and P1
c,E,pk.

Then, she sends {c1
i , pk1

i }i and P1
c,E,pk to PBB and sends {e1

i , E1
i }i and P1

cce,E,pk to SBB.
The output of M1 is the input of the next mix server M2 and so on. Accordingly, the
output of the last mix server MN is {(eN

i , cN
i ), EN

i , pkN
i }i. Similar to M1, MN sends

{cN
i , pkN

i }i and PN
c,E,pk to PBB and sends {eN

i , EN
i }i and PN

cce,E,pk to SBB.

Reverse mixing

Define stotal := s1
π1π2···πN(i)s

2
π2···πN(i) · · · s

N
πN(i).

5 A simple calculation shows that the

output EN
i by MN is indeed EncpkT (gstotal

). However, the value gstotal
does not belong

to Vi, but to Vπ1π2···πN(i). Hence, the mix servers have to run the mixnet backward
just on the middle term EN : MN uses (πN)−1 to shuffle and a fresh randomness
r′Ni ∈ Zq to re-randomize EN

i (without exponentiation). MN sends the result E′Ni with
ΠN :=NIZKPoK((πN)−1, r′Ni ) to SBB. MN−1 proceeds with E′Ni with the inverse
permutation (πN−1)−1. Ultimately, E′1i which is the final value and the output of M1
will be posted on SBB. This is indeed the encrypted tracking term that belongs to Vi.

Decryption of Opening and verification terms

1. Talliers decrypt each ciphertext cceN
i = (eN

i , cN
i ) as votei := DecskT (cceN

i ) using
skT. Then, they run the Open algorithm to obtain oi := Open(skT, cceN

i ). They
publish votei, oi on PBB together with a proof of correct decryption ΠT.

2. Talliers use the TEG decryption algorithm to jointly decrypt the TEG encryp-
tion E′1i and send the result, named αi, to Adm with a proof of correct decryp-
tion Π∗T. Then, Adm sends the αi-term to the voter Vi.

4.5.4 Verification phase

The voter Vi raises αi to the power of her trapdoor secret key xi. Then, she can verify
her vote by finding the row which contains αxi

i as the shuffled public key, i.e. pkN
i .

In the event of coercion, if the coercer instructs Vi to vote for candidate vk, she
can find a row on PBB that contains the pair (votek, pkN

k ) with votek = vk. Then she
claims that her alpha-term is ᾱ := (pkN

k )
−xi .

This concludes our everlasting Hyperion scheme. We would like to emphasize
that the backward mixing is necessary as the talliers T and the Adm do not know
any of the random permutations used by each mix server, so they cannot retrieve
the correct voter index. Moreover, the coercer cannot detect that the coerced voter
has faked the alpha-term unless he is colluding with Adm or he has access to the
private channel used by Adm for notifying the voter.

4.6 Voter Experience

Understanding an e-voting protocol from the voter’s perspective is crucial for en-
suring clarity, usability, and security. By examining how the everlasting Hyperion

5The index π1π2 · · ·πN(i) is composition of the permutations in group Sn with the same order:
π1 (π2 (· · · (πN(i)

)))
.
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scheme performs for each voter, we gain insight into how each step supports pri-
vacy and verifiability — both fundamental to voter trust. This perspective allows
us to assess how easily voters can navigate the system, protect their anonymity, and
confirm that their votes are securely cast and counted, even under coercion threats.

In this section, we present an overview of the everlasting Hyperion scheme, as
detailed in Section 4.5, from the perspective of an individual voter, Vi. This experi-
ence covers two scenarios: first, the base protocol without any coercion threats, and
second, the protocol’s adaptations when coercion is present. In both scenarios, we
assume that Vi possesses a unique signing key pair (vki, ski), and upon joining the
voting process, her device generates an ephemeral trapdoor key pair (pki, xi).

4.6.1 The Base Protocol

The experience of Vi begins as follows.

• Vi picks her choice vi, and her device generates the CCE ciphertext on vi (i.e.
commits to vi) and signs it.

• Vi’s device signs pki and sends it to Adm along with the signed ciphertext on
the vote and IDi.

Then, Vi’s commitment is re-randomized and published on PBB along with her trap-
door public key and IDi. Subsequently, information on the PBB is permuted and re-
randomized with each step being displayed on the PBB. Finally, the voter is invited
to check PBB.

• After a certain period, Vi receives a notification term denoted αi privately from
Adm. She inputs αi to her device to extract her unique tracking number. She
then uses this tracking number to verify that her vote appears correctly in the
tally on the PBB.

4.6.2 The Protocol in the Event of Coercion

In the event of coercion, Vi needs to take additional steps to evade the coercer’s
demand. The vote-casting steps are identical to the base protocol.

• Once the tally is published, Vi checks PBB and finds an alternative tracking
number appearing against the coercer’s required vote and saves that in her
device.

• Then, Vi’s device computes a fake αi term such that when raised to the power
of xi, results in the alternative tracking term. This step requires knowledge of
xi.

• After a certain period, the voter receives a notification containing the real α
term. She inputs this into her device to extract her unique tracking term, and
uses this tracking number to verify her vote on PBB.

• If the coercer requests the tracking or the α term, she can provide the fake one
that was computed by her device earlier.
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4.7 Analysis of the Protocol and the Game-Based Security
Proofs

As discussed in Chapter 3, one significant advantage of using mix-net tallying over
homomorphic tallying is that voters do not need to provide proofs demonstrating
that their votes fall within the valid set of candidates. Instead, they only need to
prove that they have knowledge of the vote they submitted.

In our e-voting system, which is also based on mix-net tally, for the sake of
coercion-resistancy, voters are not permitted to submit their ballots directly on PBB;
this responsibility is delegated to a separate party, Adm. Now, in the event of a dis-
pute, there may be ambiguity in the submission phase over whether an invalid vote
was submitted by a voter Vi or if Adm erroneously or purposefully disregarded a
valid vote. To address this issue, our e-voting protocol incorporates a step where Vi
engages in an efficient interactive Σ protocol with Adm. This ensures that the voter
can prove her submitted vote vi is valid, i.e., vi ∈ G1. This added measure provides
accountability in the submission phase while maintaining efficiency.

As we mentioned in Section 2.2.3, one way to prove ballot privacy holds in an
e-voting system is using the game-based security proofs. Bernhard et al. [Ber+15]
introduce a new game-based definition of privacy, called BPRIV, based on their ex-
tensive research in [Ber+15]. This is the basis of the privacy definition that we use
later in our proofs. Game-based security proofs provide a structured framework
for evaluating the security of cryptographic protocols, including e-voting systems.
These proofs are formulated as adversarial games where the protocol’s robustness is
challenged by (hypothetical) adversaries with specific capabilities. This methodol-
ogy allows us to formalize and prove security properties in a controlled and rigorous
manner. For each one of the security properties that we aim to prove here, we con-
sider different assumptions on the adversarial power.

In what follows, we provide a computational proof of verifiability, followed by
game-based proofs for other security properties, including ballot privacy with defi-
nition du–mb–BPRIV, everlasting privacy with definition Everlasting–BPRIV, and ev-
erlasting receipt-freeness with definition Everlasting–RF. For the notations and defi-
nition of algorithms, refer to Section 4.3.

4.7.1 Verifiability

The verifiability proof of everlasting Hyperion is similar to the verifiability proof
of Hyperion in Theorem 6.3 in [Dam+24]. More particularly, each voter Vi uses two
separate devices for first casting her vote in the submission phase (includes Vi’s sign-
ing key ski), and later, verifying their vote in the verification phase (includes the
Hyperion term αi). The assumption is that at most one of these devices is corrupted.

In [Dam+24], they define a verifiability experiment against a malicious board
and malware, named Verif–MBM that captures the desired verifiability. Verifiability
against a malicious board requires the voters to check that a valid vote with their ID
exists on the PBB and if this check fails, the adversary loses the game. In addition,
in Verif–MBM, the election setup is created honestly (i.e., not by A). The adversary
wins the game if he outputs a valid BB and tally, and succeeds in one of the following
three cases, captured in the verifiability game:

1. Change the vote of a verifying voter with at least one honest device

2. Ballot stuffing or change (excluded deleting) a cast vote of the voters with an
honest vote-casting device.
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3. Cast more than one vote per voter for the other eligible voters.

The advantage of A in the game is defined as AdvVerif–MBM
A . Now, we can prove

the following theorem in a similar way.

Theorem 4.1. The advantage of a PPT adversary A in the game Verif–MBM for the ever-
lasting Hyperion voting scheme (detailed in Section 4.5), under the EUF-CMA assumption
for signatures, soundness of the mix-net, correctness of the encryption, simulation-soundness
extractability for the proofs of knowledge, and under the 1-DHI assumption, is negligible.

Proof. Here, we provide a high-level idea of the proof of verifiability.
First, due to the soundness property of the NIZK proofs of the mix-net explained

in Section 4.4 and the DDH assumption of the binding property of the commitment
openings, if the ballots that are cast honestly are added to BB, they will validate.

For honest voters with honest vote-casting devices, the EUF-CMA signatures of
the voters on their public keys ensure that each voter can only cast their vote once
and that their vote is securely tied to their identity. This prevents ballot stuffing,
where Amight try to submit multiple votes on their behalf. The vote of these voters
remains unaltered. If these voters do not verify their vote, A can delete it in the
game.

Second, for the voters with malicious vote-casting devices who do not verify
their votes, there is no guarantee.

Next, for voters with corrupted verification devices, who do verify their ballot,
there is a ballot with their ID on PBB, but there is no guarantee which vote it con-
tains.

Finally, the voters with honest verification devices who check their votes can
also verify it successfully. This is grounded in the 1-DHI assumption (see Section
4.4), which ensures the extractability of the exponents xi in the submitted public
key and of si in the final mixed term pksi

i = gxisi alongside the plaintext vote votei.
More precisely, assume by contradiction that there exists xj, sj for some index j ̸= i
such that (αi)

xi = pk
sj
j = gxjsj . This results in an improbable relationship between

the exponents: αi = (gxjsj)1/xi which means g1/xi = α
1/(sjxj)

i . This is a violation of
the 1-DHI assumption. In fact, this computational assumption gives a negligible
advantage to the adversary to win the game.

4.7.2 Ballot Privacy

In some electronic voting schemes such as Helios [Adi08] and its variants, verifica-
tion phase happens before the tally phase, however, in tracker-based schemes such
as Selene, Hyperion, and everlasting Hyperion which aim to mitigate coercion, ver-
ification must happen after the tally phase, when the voters are informed of their
trackers or tracking terms. Hence, we require to use a security notion in the lit-
erature that captures this scenario called delayed verification. We use the notion
delay-use malicious-ballotbox ballot privacy (du–mb–BPRIV) in [Dra+22] which is based
on the former ballot privacy notion mb–BPRIV in [CLW20].

In both these definitions, privacy is secured against a malicious board (mb), i.e.,
ballot privacy is proved in a strong adversary model, where he can control both
the submitted votes and the tally procedure. Similar to [Dra+22], we consider an
experiment Expdu–mb–BPRIV,Recover,β

A,V ,Sim (λ) depicted in Figure 4.1 where the oracles that
A has access to are defined too. In this experiment,Awins if he can guess β correctly,
i.e., he is in the real or the simulated world.
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As mentioned in [Ber+15], when the tally includes more information than the
final election result, i.e. NIZK proofs and other auxiliary information, we need to
use a simulator Sim to ensure these information also don’t reveal any information to
A. Indeed, for the tally output (res, Π), the simulator fakes Π with respect to BB1.

Let’s first start with the adversarial power in the game. A has access to 4 dif-
ferent oracles: Oboard,OvoteLR,Otally and Overify. Let BBβ be the bulletin board
corresponding to the world β, from which only one is visible toA. The adversary by
calling oracleOboard, gets Publish(BBβ) as the output, which gives him access to the
input of BBβ (public and private boards), especially ballots of H. Therefore, A can
control both these boards referred to as BB in the game. However, we assume that
the verification of these boards using the algorithm ValidBoard is honest. The secret
board is verified by internal parties (authorities) and the public board by the voters
or any third party.

The oracleOvoteLR on the input id, v0, v1, outputs two ballots for the correspond-
ing voter using the Vote algorithm: b0 that is published on BB0 and b1 that is pub-
lished on BB1. The variable state has to split into a pre and post parts, which cor-
responds to the verification info generated before tally or afterwards (including the
tally itself). Since in our everlasting Hyperion scheme, the state updates after the
tally with a verification term gri . The verification always happen on β0; that’s why
we have the post-state statepost,0 appended to V[id].

The next oracle Otally operates differently for the real and the fake world: for
β = 0, it outputs the correct tally of BB as usual. However, for β = 1, it first calls the
algorithm Recover to see how A tampered with ballots on BB1 and it makes a new
board named BB′. Indeed, by Recover, we look for the unaltered ballots output by
Vote on BB1 and change them to Vote output on BB0. The tally is computed on this
board as (res, Π). Then, the proof Π is faked using the simulation algorithm on the
tally result as Π′, and the final output is (res, Π′).

Lastly, the oracle Overify, among the voters who have to verify their votes, re-
turns the ones who successfully verify.

Now, we explain the experiment Expdu–mb–BPRIV,Recover,β
A,V ,Sim (λ). The voting system

V starts with generating empty vectors and setting up the election with the security
parameter λ. Then, the voters are registered one by one and the corrupted voters
(controlled by A) are added to the list CU (lines 4 to 7). Based on the input data that
A has and using the oracles Oboard and OvoteLR, he creates a board BB. If BB is
invalid, then we return a random bit d. Otherwise, A makes an initial guess d∗ (line
12). In line 13, A tallies the board and outputs the result pair (res∗, Π∗). If this result
fails to verify, we output a random bit. Otherwise, we let A to make another guess
d using the Overify. Now, if all the voters that we expect to verify, did not verify, i.e.
Hcheck ⊈ Checked, we return a random bit. If not all the voters that have to verify
their vote, successfully verify, i.e., Hcheck ⊈ Happy, we return the initial adversary
guess d∗, otherwise, we return the second adversary guess d in line 16 as the output
of the game.

Definition 4.1. The voting system V satisfies du–mb–BPRIV with respect to Recover if
there exists an efficient simulator Sim, such that for any efficient adversaryA, the advantage∣∣∣∣Pr

[
Expdu–mb–BPRIV,Recover,0

A,V ,Sim (λ) = 1
]
− Pr

[
Expdu–mb–BPRIV,Recover,1

A,V ,Sim (λ) = 1
]∣∣∣∣

is negligible.
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Theorem 4.2. Everlasting Hyperion scheme, detailed in Section 4.5, satisfies du–mb–BPRIV
definition assuming that the proofs are zero-knowledge, correct and sound and the SXDH as-
sumption holds.

Proof. We prove the theorem using a sequence of seven game hops starting from the
experiment Expdu–mb–BPRIV,Recover,0

A,V ,Sim (λ). Before explaining each game hop, note that
due to the perfect correctness of the ElGamal encryption scheme and the ZK proofs,
A can always create a verifying tally. Therefore, for the adversary not to lose the
game instantly, without loss of generality, we can assume that board BB generated
by A in line 8 and the tally in line 13, are valid and verifiable in lines 10 and 14,
respectively.

Now, we start with the everlasting Hyperion scheme and progressively modify
the voting process at each hop, discussing how the proof should be adjusted.

In the first hop, we simulate all the ZK proofs. This is possible due to the zero-
knowledge property of the proofs in our scheme.

In the second hop, we want the ballots produced by A to be processed normally
during the tally phase. To achieve this, for ballots that are not being altered by
OvoteLR, we discontinue the use of the Dec and Open algorithms on cce ciphertext
during the tally phase. Instead, we use the vote input given to the voting oracle as
votei, along with the opening value oi provided by the oracle, corresponding to the
voter’s vote and the opening value of the commitment to that vote. Additionally,
for the set of ballots that are output of OvoteLR, due to simulated proof of correct
decryption (from hop 1), the soundness of the proof of shuffle for the PPATC ap-
proach, the perfect correctness of ElGamal encryption, and the perfect correctness of
the openings of CCE commitments, the set of votes obtained from decryption of the
ballots output by the vote oracle matches the set of input votes given to the voting
oracle. Therefore, this game hop does not change the advantage.

In the third hop, we aim to preserve the set of voters who correctly verify their
votes. Note that, as explained earlier, the verification is always performed on BB0
and what we do next does not leak any information on β to A. As we explained in
Section 4.3, the Shuffle algorithm has three sets of input per voter Vi: ((ei, ci), Ei, pki).
The commitment terms ci and pki are being re-randomized and are thus perfectly
hiding, so we leave them as they are. Under the DDH assumption, we change the
random elements in ei and Ei per voter and per mix server (for the output elements
of the vote oracle) to make them indistinguishable by A. This requires a maximum
2n× N uses of the DDH assumption, which makes the advantage negligible.

In the fourth hop, we aim to keep the tally result consistent with β = 0 since
as we mentioned before, the verification is done according to BB0. Therefore, we
change the PPATC ballots from BB0 and replace them with the ones from BB1. This
game hop doesn’t change the advantage too, since now the adversary can track the
ballots of corrupted voters using the Hyperion scheme without gaining any knowl-
edge about β, due to NM-CPA security of PPATC scheme.

In the fifth and the sixth game hops, we first restore the mixnet using the DDH
assumption and next, decrypt the ballots output by the vote oracle.

Finally, in the last game hop, we move back from all the simulated proofs to the
real proofs. Now we have reached Expdu–mb–BPRIV,Recover,0

A,V ,Sim (λ) as desired.
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Exp
du–mb–BPRIV,Recover,β
A,V ,Sim (λ)

1 : Checked,Happy← ∅
2 : V,PU,U,CU← empty
3 : (pd, sd)← Setup(˘)

4 : for id in I do
5 : (pc, sc)← Register(id),
6 : U[id]← sc,PU[id]← pc
7 : if id ∈ D then CU[id]← U[id]

8 : BB← AOvoteLR,Oboard(pd,CU,PU,Hcheck)

9 : if Hcheck ̸⊆ V then d; return d
10 : if ValidBoard(BB, pk) = ⊥ then
11 : d; return d
12 : d∗ ← A();
13 : (r∗, Π∗)← AOtallyBB,BB0 ,BB1 ,Oboard()

14 : if VerifyTally((pd,PBB, r∗), Π∗) = ⊥ then
15 : d; return d

16 : d← AOverify()
17 : if Hcheck ̸⊆ Checked then
18 : d; return d
19 : if Hcheck ̸⊆ Happy then return d∗

20 : return d

Oboard
1 : return Publish(BBβ)

OvoteLR(id, v0, v1)

1 : if id ∈ H then
2 : (pc, b0, statepre,0, statepost,0)← Vote(pd, pc, v0)

3 : (pc, b1, statepre,1, statepost,1)← Vote(pd, pc, v1)

4 : V[id]← V[id]∥(statepre,β, statepost,0, v0)

5 : BB0 ← BB0∥(id, (pc, b0))

6 : BB1 ← BB1∥(id, (pc, b1))

OtallyBB,BB0,BB1
for β = 0

1 : (r, Π)← Tally(BB, pd, sd)
2 : return (r, Π)

OtallyBB,BB0,BB1
for β = 1

1 : BB′ ← Recover(BB,BB0,BB1)

2 : (r, Π)← Tally(BB′, pd, sd)

3 : Π′ ← Sim(pd,Publish(BB), r)

4 : return (r, Π′)

Overify for id ∈ Hcheck

1 : Checked← Checked∪ {id}
2 : if VerifyVote(id,V[id],BB,PU[id],U[id]) = ⊤ then
3 : Happy← Happy ∪ {id}
4 : return Happy

FIGURE 4.1: du–mb–BPRIV ballot privacy against a dishonest ballot box from [Dra+22].

4.7.3 Everlasting Privacy

In the context of everlasting privacy, we do not consider a malicious board (mb)
scenario. Instead, we assume that the bulletin board is trusted and the ballots de-
liver perfectly secret, which is an updated version of BPRIV in [Ber+15]. The main
justification for this assumption is that it is infeasible to achieve privacy against a
computationally unbounded adversary that is active during the vote-casting phase
and has access to the secret bulletin board SBB. Such an adversary is capable of
breaking the computational soundness of the underlying ZK proofs, as well as any
other cryptographic primitives based on computational assumptions, which are also
insecure against quantum attacks.

In our everlasting privacy definition Everlasting–BPRIV depicted in Figure 4.2
as experiment ExpEverlasting–BPRIV,β

A,V ,Sim (λ), we consider an adversary that possesses the
credentials of certain (corrupted) voters, allowing it to control them and track their
ballots using the Hyperion mechanism. This capability is captured by Ocast for
dishonest voters in the set D. In contrast to the previous definition du–mb–BPRIV,
the adversary in Everlasting–BPRIV only has access to the public bulletin board PBB,
which contains the publicly available data of the ballots. This also includes the proof
Π as the output of the algorithm Tally in Otally, which now only contains the public
proofs. The definition Everlasting–BPRIV is as follows.

Definition 4.2. The voting system V satisfies Everlasting–BPRIV if there exists an efficient
simulator Sim, such that for any unbounded adversary A, the advantage∣∣∣∣Pr

[
ExpEverlasting–BPRIV,0

A,V ,Sim (λ) = 1
]
− Pr

[
ExpEverlasting–BPRIV,1

A,V ,Sim (λ) = 1
]∣∣∣∣

is zero (or bounded by some small probability).
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Exp
Everlasting–BPRIV,β
A,V ,Sim (λ)

1 : V,PU,U,CU← empty
2 : (pd, sd)← Setup(˘)

3 : for id in I do
4 : (pc, sc)← Register(id),
5 : U[id]← sc,PU[id]← pc
6 : if id ∈ D then CU[id]← U[id]

7 : d← AO·(pd,CU,PU)
8 : return d

Oboard
1 : return Public(BBβ)

Ocast(id, b)

1 : if id ∈ D then
2 : if Valid(b,BBβ) = ⊥ return ⊥
3 : else
4 : BB0 ← BB0∥(id, (pc, b))
5 : BB1 ← BB1∥(id, (pc, b))

OvoteLR(id, v0, v1)

1 : if id ∈ H then
2 : (pc, b0, statepre,0, statepost,0)← Vote(pd, pc, v0)

3 : (pc, b1, statepre,1, statepost,1)← Vote(pd, pc, v1)

4 : if Valid(bβ,BBβ) = ⊥ return ⊥
5 : else
6 : V[id]← V[id]∥(statepre,β, statepost,0, v0)

7 : BB0 ← BB0∥(id, (pc, b0))

8 : BB1 ← BB1∥(id, (pc, b1))

OtallyBB0
for β = 0

1 : (r, Π)← Tally(BB0, pd, sd)
2 : return (r, Π)

OtallyBB0,BB1
for β = 1

1 : (r, Π)← Tally(BB0, pd, sd)

2 : Π′ ← Sim(pd,Public(BB1), r)

3 : return (r, Π′)

FIGURE 4.2: Everlasting–BPRIV: Everlasting ballot privacy.

Based on Definition 4.2, we can prove the following theorem.

Theorem 4.3. Everlasting Hyperion scheme, detailed in Section 4.5, satisfies Everlasting–BPRIV
definition assuming the public proofs have perfect zero-knowledge.

Proof. As here we assumed the BB is honest and the tally is computed honestly, the
proof is shorter than Theorem 4.2. As before, we prove the theorem using a se-
quence of game hops starting from ExpEverlasting–BPRIV,0

A,V ,Sim (λ). In the first game hop,
we simulated all the ZK proofs on PBB. Since we assumed these proofs are per-
fect, this game hop doesn’t change the advantage for A. In the second hop, we
change the uniformly random re-randomization of the commitments ci and pki,
which are published on PBB, with random values for the voters Vi that correctly
verified their votes. This doesn’t change the adversary’s advantage and keeps the
votes information-theoretically hidden. In the third hop, we replace the commit-
ments ci with the ones on the board BB1 output by the vote oracle, while keep-
ing the other commitments pki and the tally compatible with β = 0. This doesn’t
change the advantage too, since the commitments are perfectly hiding. Note that
the ballots submitted by the Ocast for corrupted voters can be decrypted by the
unbounded adversary A and hence don’t influence the advantage. Now we have
reached ExpEverlasting–BPRIV,1

A,V ,Sim (λ) as desired.

4.7.4 Everlasting Receipt-Freeness

In the context of everlasting receipt-freeness, for the same reason as in everlasting
privacy, we assume honest board and tally computations, and indeed, another up-
dated version of BPRIV. Our everlasting receipt-freeness definition Everlasting–RF
depicted in Figure 4.3 as experiment Exp

Everlasting–RF,β
A,V ,Sim (λ), is similar to the experi-

ment of Everlasting–BPRIV with some slight differences: first, we have an additional
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oracleOgetReceipt which fakes a receipt capture the coercion mitigation mechanism
in our everlasting Hyperion scheme.

Moreover,A needs to additionally pick two honest voters with identities id1 and
id2 where id1 ̸= id2 and two votes va and vb (line 7). Then, the voter with id1 votes
for va in the real world and for vb in the fake world (line 8). The voter with id2 votes
oppositely: for vb in the real world and for va in the fake world (line 9). This type of
voting prevents A to win the game instantly since in each world, these two voters
are voting differently, he can guess β based on the public result. A can also ask for a
receipt from voter id1 using the OgetReceipt with the instruction to vote for vb (line
10).

As defined in Figure 4.3, for the real world, we assume A gets the secret creden-
tial and the verification term of voter id1 as (U(id1),V[id1]) respectively. The term
V[id1] is indeed the Hyperion term or α term in our scheme for voter id1. We also
assume he has access to all the random coins and information available to the voter.
In contrast, for the fake world β = 1, we manipulate or Fake the alpha term for the
adversary’s choice vb.

Definition 4.3. The voting system V satisfies Everlasting–RF if there exists an efficient
simulator Sim and faking algorithm Fake, such that for any unbounded adversary A, the
advantage ∣∣∣∣Pr

[
ExpEverlasting–RF,0

A,V ,Sim (λ) = 1
]
− Pr

[
ExpEverlasting–RF,1

A,V ,Sim (λ) = 1
]∣∣∣∣

is zero (or bounded by some small probability).

This definition is weaker than the receipt-freeness definition in the BeleniosRF
scheme [CFG15], where, unlike in our case,A is allowed to submit a ballot on behalf
of the voter. If we were to permitA to cast a ballot on behalf of the voter, considering
the validity proof of the CCE ciphertext as σ during the vote-casting phase, it could
potentially introduce new attacks in our scheme. However, we believe that we can
adapt BeleniosRF to our setup, including the proof of plaintext knowledge during
the vote submission phase, to fulfill their definition as a future work.

Theorem 4.4. Everlasting Hyperion scheme, detailed in Section 4.5, satisfies Everlasting–RF
definition assuming the public proofs have perfect zero-knowledge.

Proof. This proof is similar to the proof of Theorem 4.3 for Everlasting–BPRIV in Defi-
nition 4.2. The only difference here is that the voter id1 wants to vote for va while the
A’s instruction is to vote for vb. Now, if she picks the shuffled public key commit-
ment term next to a vote vb, which belongs to a dishonest voter, the adversary will
notice she is faking her alpha term and he wins the game. Therefore, the probability
that A wins the game depends on the number of dishonest voters who voted to vb.

This means that the advantage of the adversary is bounded by
|D|
n

, where |D| is the
number of dishonest voters and n is the total number of voters.
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Exp
Everlasting–RF,β
A,V ,Sim (λ)

1 : V,PU,U,CU← empty
2 : (pd, sd)← Setup(˘)

3 : for id in I do
4 : (pc, sc)← Register(id),
5 : U[id]← sc,PU[id]← pc
6 : if id ∈ D then CU[id]← U[id]
7 : id1 ̸= id2, va, vb ← A1(pd,CU,PU)
8 : CallOvoteLR(id1, va, vb)

9 : CallOvoteLR(id2, vb, va)

10 : d← AO2 (pd,CU,PU,Receipt)
11 : return d

Oboard
1 : return Public(BBβ)

Ocast(id, b)

1 : if id ∈ D then
2 : if Valid(b,BBβ) = ⊥ return ⊥
3 : else
4 : BB0 ← BB0∥(id, (pc, b))
5 : BB1 ← BB1∥(id, (pc, b))

OvoteLR(id, v0, v1)

1 : if id ∈ H then
2 : (pc, b0, statepre,0, statepost,0)← Vote(pd, pc, v0)

3 : (pc, b1, statepre,1, statepost,1)← Vote(pd, pc, v1)

4 : if Valid(bβ,BBβ) = ⊥ return ⊥
5 : else
6 : V[id]← V[id]∥(statepre,β, statepost,0, v0)

7 : BB0 ← BB0∥(id, (pc, b0))

8 : BB1 ← BB1∥(id, (pc, b1))

OtallyBB0
for β = 0

1 : (r, Π)← Tally(BB0, pd, sd)
2 : return (r, Π)

OtallyBB0,BB1
for β = 1

1 : (r, Π′)← Tally(BB0, pd, sd)
2 : Π← Sim(pd,Public(BB1), r)
3 : return (r, Π)

OgetReceipt
1 : if β = 0 then
2 : Receipt = (U(id1),V[id1])

3 : if β = 1 then
4 : Receipt = Fake((U(id1),V[id1]), vb,BBβ, (r, Π))

5 : return Receipt

FIGURE 4.3: Everlasting–RF: Everlasting Receipt-Freeness.
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5.1 Introduction

In 1989, when the concept of Zero-Knowledge Proofs (ZKPs), explained in Chapter
2, was introduced, it was a theoretical concept that had two major use cases: prevent
identity theft, and in general, a tool to enforce honest behavior in protocols [Gol23].
Over the years, ZKP protocols have transitioned from these early, theoretical con-
structs into more efficient and practical implementations both within and beyond
blockchain technology.

In blockchain, they enhance privacy by enabling confidential transactions in zero-
knowledge, as implemented in privacy-focused cryptocurrencies like Zcash, in ad-
dition to protecting user identities. They optimize storage by verifying the data
without storing or transmitting the entire dataset on-chain. Users can authenticate
by proving their credentials in ZK, which supports decentralized identity manage-
ment.

Beyond blockchain, ZKPs are used in various applications, including secure e-
voting, authentication, privacy-preserving machine learning, cloud storage and com-
putation, financial systems, and healthcare, just to name a few, allowing secure data
sharing and computations without revealing sensitive information.

In the context of e-voting, which is the central focus of this thesis, ZKPs serve
as a crucial building block with multiple transformative use cases. For instance,
ZKPs can facilitate the design of coercion-resistant systems by enabling voters to cast
valid votes without revealing their choices to potential vote buyers, as discussed in
Chapter 4. They also ensure the integrity of the final tally without compromising the
secrecy of the election process.

In systems employing mix-net tallies, ZKPs enable verification of the correct-
ness of the mix-net process without disclosing the underlying secret permutations
or randomizations, thereby preserving the anonymity of individual votes. Simi-
larly, in homomorphic tally systems, ZKPs allow tallying authorities to prove the
correct decryption of the aggregation of votes while maintaining the confidential-
ity of each voter’s choice. Lastly, ZKP can be used to authenticate voters securely,
verifying their eligibility without compromising their private credentials or reveal-
ing their vote. These are indeed a few examples of the importance and use-cases of
zero-knowledge proofs.

Zero-knowledge proofs differ from one another and can vary significantly based
on their specific features, as listed below.

1. Type of the statement:

• specific: Some ZKPs are designed to prove specific properties on encrypted
data such as plaintext equality, encrypted bits, encrypted DH-triples, or
polynomial relations among encrypted values [BS20].

• arbitrary: Others are designed to prove any arbitrary relation, often using
a universal circuit, among encrypted ciphertexts or committed values.

2. Cryptographic primitives: Each ZKP system can support different cryptographic
objects, such as public-key encryptions, commitments, signatures, etc.

3. Security: The underlying security assumptions can differ ranging from classi-
cal (e.g., discrete logarithm, integer factorization, etc.) to post-quantum (e.g.,
code-based, lattice-based,
etc.).
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4. Efficiency: They vary depending on how fast the proof can be generated and
verified. This includes the computational workload for both the prover and
verifier, as well as the size of the communication required between them.

In this chapter, our focus is on ZKP whose security is based on the extremely con-
servative assumption named Learning Parity with Noise (LPN), explained in detail
in Section 2.4.2. Considering the definition of the LWE problem provided in the
same section, one could see that the LPN problem is a specific instance of the LWE
problem. Specifically, this occurs when the modulus q is set to 2 and the error dis-
tribution is Bernoulli rather than Gaussian. To date, no significant speedups have
been achieved in improving LPN’s cryptanalysis under neither classical nor quan-
tum models, making it a good candidate for PQC-based protocols.

We choose to study one of the most prominent ZKPs together with the proposed
commitment scheme by Jain et al. in [Jai+12], whose security is based on the LPN
assumption. Concerning the type of the statement, this ZKP can be used to prove ar-
bitrary binary statements among committed bit vectors, and concerning efficiency,
the binary modulus1 makes LPN-based systems more efficient compared to LWE,
since the multiplication and addition operations in Z2 can be implemented with bi-
nary gates such as AND and XOR. Therefore, this also makes LPN-based circuits
low-depth and a reasonable candidate for applications with hardware constraints
that require fast, low-level implementations. As an example, in [Pra+20] the authors
use Jain et al.’s ZKP to implement a Physical Unclonable Function (PUF) on a micro-
controller. Despite the advancements made, the potential and understanding of the
original ZKPs proposed by Jain et al., as well as the subsequent work building upon
them, remain limited in several critical aspects:

1. Slow Verifier: While the prover in these ZKPs is computationally efficient, the
verifier’s computational overhead is prohibitively high, making the protocol
impractical for real-world applications. For instance, Bellini et al. in [Bel+20]
present performance benchmarks (see Table 5 in their paper) that highlight this
inefficiency. Specifically, in the underlying Σ-protocol of the basic ZKP, which
is used to prove the well-formedness of a single commitment, the prover re-
quires less than 2 milliseconds to generate the proof. In contrast, the verifier
takes an average of over 116 milliseconds to complete the verification, a dis-
parity of several orders of magnitude.

2. Security Understanding: The security guarantees of these ZKPs require further
analysis and formalization. While Jain et al. provided pen-and-paper security
proofs for their commitment scheme and the basic version of their ZKP, these
proofs lack formal verification. Furthermore, the inherent complexity of these
ZKPs makes it challenging to fully understand their security properties and to
implement them correctly, which is crucial to ensuring practical security.

3. Limited Application in the Literature: To date, the primary application focus
of these ZKPs has been within the Internet of Things (IoT). However, there
has been little exploration of their potential for broader privacy-preserving ap-
plications. Extending their applicability to other domains could significantly
enhance their utility and relevance in cryptographic research.

Addressing these limitations could pave the way for further optimizations and novel
use cases, making these protocols more practical, secure, and versatile in privacy-
preserving technologies. To this end, we make the following contributions.

1As explained in Section 2.4.2, the operations are in the field F2.
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1. Optimization: We modify the original ZKP proposed by Jain et al. to make
the computational complexity of the verifier as light as the prover. While our
modification fully preserves the security of the original ZKP, our benchmarks
demonstrate that our modifications achieve efficiency improvements by sev-
eral orders of magnitude.

2. Security Review: We analyzed the only open-source implementations of the
original ZKP in [Bel+20] and discovered inconsistencies in the code. Our find-
ings reveal that a malicious prover could exploit these flaws to deceive an hon-
est verifier into accepting a false statement as valid.

3. Formal Verification: For the first time, we use EasyCrypt to formally prove the
security of the full modified ZKP and the commitment scheme. As this part is
not a contribution of the author of this thesis, we direct interested readers to
our full paper [Hai+25] for further details.

4. New Application: We demonstrate the construction of an efficient ZKP of shuf-
fle with security grounded in the LPN assumption. Such cryptographic pro-
tocols serve as fundamental building blocks for verifiable mixing networks
[HM20], which enable the anonymization of sensitive data in a verifiable man-
ner. As mentioned in Section 2.4.2, despite the significant theoretical potential
of CBC, its practical applications, especially those built on the LPN problem,
have remained limited. This is primarily due to challenges such as large key
sizes, which hinder efficiency, and the absence of structured frameworks (i.e.,
utilizing specific code to generate the keys) that can systematically enhance se-
curity. To demonstrate the broader capabilities of CBC despite the mentioned
limitations, we design the first code-based verifiable e-voting protocol as a con-
crete example, showcasing its suitability for privacy-preserving systems.

Structure of the Chapter. This chapter is divided into seven sections. Section
5.2 provides a literature review to establish the background for our work. Section
5.3 introduces the preliminaries, including notation and the roles of the parties in
our electronic voting system. In Section 5.4, we describe the cryptographic prim-
itives used and the underlying hardness assumptions. Section 5.5 delves into the
original LPN-based commitment scheme and Σ-protocols proposed by Jain et al.
[Jai+12], discusses their limitations, and presents an optimized version of the proto-
col. Section 5.6 reviews the security of the sole open-source implementation of the
original protocol. In Section 5.7, we introduce the first code-based proof of shuf-
fle, which serves as a building block for our PQ E-voting system, which is the first
verifiable code-based e-voting system, detailed in the final Section 5.8.

5.2 Literature Review

In this section, we delve into the related work in the literature, focusing on topics
relevant to our research. These include code-based ZKPs, PQ ZKP of shuffle, and
PQ verifiable e-voting. For the formal verification of CBC we refer the interested
reader to our paper [Hai+25].

5.2.1 Code-Based Zero-Knowledge Proofs

We provided some details on the origin of CBC and examples of hard problems
and cryptographic schemes based on them, however, we did not specifically discuss
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code-based ZKPs. This concept originated with Stern’s pioneering work [Ste93]. As
we explained in the introduction of Section 5.1, they are broadly categorized into
two types: those designed to prove specific statements and those capable of proving
arbitrary statements.

The first category, exemplified by works such as [Bet+22; HMT13; Bid+22; GPS22;
Mel+23], focuses on proving knowledge of a committed or encrypted value. These
proofs are particularly effective for constructing efficient code-based digital signa-
tures.

The second category, which addresses arbitrary statements, is far less explored,
with only a few protocols available in the literature, including Jain et al. [Jai+12],
studied in this chapter, and [Bel+20; DMV23]. As explained in Section 2.4.2, there
are different metrics to measure the distance of a code. A key distinction between
[Jai+12] and the latter two protocols lies in the used metric: Jain et al. employ the
Hamming metric, while [Bel+20] and [DMV23] adopt the rank metric. While rank
metric-based approaches often result in more efficient constructions, they are contro-
versial because several rank-based cryptographic schemes have been broken. The
main reason is that rank-based cryptographic schemes usually rely on codes with
specific algebraic structures, which makes them highly susceptible to algebraic at-
tacks to reconstruct the private key or break the scheme. For more details, refer to
[Bar+23] and the references therein.

Consequently, to the best of our knowledge, the ZKP proposed by Jain et al.
remains the only ZKP capable of proving arbitrary statements among committed
values while relying on the well-established hardness of decoding random linear
codes in the Hamming metric. This is an assumption that has not been disputed to
date.

5.2.2 Post-Quantum Zero-Knowledge Proofs of Shuffle

Several post-quantum zero-knowledge proofs of shuffle have been introduced in
the academic literature, including works such as [Ara+23; Ara+21; HSS23; HMS21;
CMM19; CMM17]. These protocols typically derive their security from the Ring
Learning With Errors (RLWE) problem, a computational assumption favored in LBC
(lattice-based cryptography) for its potential to yield more efficient zero-knowledge
proofs. The efficiency comes from the fact in RLWE, the ring structure is used to
replace the general vectors and matrices of the standard LWE problem with poly-
nomials or elements in a quotient ring of polynomials. In other words, instead of
working with large vectors, operations are performed on ring elements, leading to
better performance in both computation and storage.

Nevertheless, the reliance on RLWE introduces trade-offs, as its security hinges
on the structure of specialized lattices, potentially providing weaker assurances com-
pared to the general LWE assumption. On the contrary, the security of our proposed
proof of shuffle is fundamentally different. It relies on the hardness of decoding
random linear codes, which as mentioned in Section 2.4.2 is a problem regarded as
a more conservative and broadly accepted assumption in post-quantum cryptogra-
phy. This approach not only strengthens the security guarantees but also avoids the
structural dependencies inherent to RLWE, offering a robust alternative for practical
applications.
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5.2.3 Post-Quantum Verifiable E-Voting

As discussed in Chapter 2, there are two primary methods for tallying ballots and
designing verifiable e-voting systems: the homomorphic approach and the mixnet
approach. Each offers distinct mechanisms and is suited to different voting scenar-
ios.

1. Homomorphic Tallying: In the homomorphic approach, the encryption or com-
mitment scheme used to secure voters’ ballots must be additively homomor-
phic. This property enables the aggregation of encrypted or committed ballots
directly, followed by the decryption or opening of the aggregated result in a
verifiable manner. A key advantage of this method is that the aggregation
can be verified by any observer without requiring additional proofs. How-
ever, voters must prove the well-formedness of their encrypted ballots, which
can incur significant computational and memory overhead. Consequently, this
method is most effective for elections with simple ballot types, such as binary
(yes/no) choices. Among existing PQ e-voting solutions, the lattice-based pro-
tocols Evolve [Pin+17] and Epoque [BHM21] employ homomorphic tallying.

2. Verifiable Mixing: The mixnet approach processes encrypted/committed bal-
lots through a sequence of mixing servers. These servers re-randomize and
shuffle the encrypted ballots, resulting in effectively anonymizing the votes.
Unlike the homomorphic approach, voters are not required to prove the well-
formedness of their ballots, as the ballots that are not well-formed will be re-
moved later. This allows the mixnet method to support arbitrarily complex
ballot types. To ensure the integrity of the process, several techniques have
been developed to make mixing networks verifiable [HM20]. PQ solutions for
verifiable mixing have also primarily relied on lattice-based ZKPs of shuffle.
These include methods that are grounded in the RLWE assumption. However,
an alternative to these ZKPs is the trip-wire technique explained in [BHM20],
which offers a distinct advantage: it can be efficiently realized using primi-
tives based on the more conservative LWE problem. This avoids the need for
a lattice-based ZKP of correct decryption [Gjø+22; Sil22], reducing complexity.
That said, the trip-wire technique requires the presence of an active verifier,
whereas ZKPs of shuffle can be passively verified, offering more flexibility in
certain applications.

5.3 Preliminaries

In this section, we introduce the notation specific to this chapter, complementing the
general notation outlined in Section 2.1 of the Preliminaries chapter. For consistency,
we also adopt the notation used in the work of Jain et al. [Jai+12]. Following this, we
provide an overview of the parties involved in our proposed post-quantum e-voting
scheme.

5.3.1 Notation

In this chapter, we reserve the bold uppercase letter A to represent a matrix. We
define the binary sets I = {0, 1} and Ik = {0, 1}k. The Hamming weight of a
vector v ∈ Ik is ∥v∥1 = ∑k

i=1 v[i]. We define the set of all k-bit vectors of weight
exactly w as Ik

w = {v ∈ Ik : ∥v∥1 = w}. We denote the vector of all zeros by 0k

and the vector of all ones by 1k. The set of all permutations of size n is noted as
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Sn, with individual permutations represented by π and their inverses by π−1. The
permutation of a vector v ∈ Ik with the permutation π ∈ Sk is denoted by π(v)[·] =
v[π(·)]. We denote the concatenation of u and v by u∥v. Instead of writing mod2,
we use the mathematical operation XOR as ⊕. For the sake of notation consistency
in this chapter with [Jai+12], we use ℓ ∈N to denote the main security parameter.

5.3.2 Parties

Our e-voting protocol is executed by the following parties.

Voters (V): n voters V1,V2, . . . ,Vn with identities ID1, ID2, . . . , IDn.

Election Authority (EA): Responsible for generating the election parameters.

Tallier (T): A single tallier T who is trusted for privacy and is responsible for the
tally phase.

Bulletin Board (PBB): We assume that all information from different parties such
as Vis, EA, and T on PBB are authenticated by using a code-based digital sig-
nature.

5.4 Cryptographic Primitives and Assumptions

In this section, we provide a detailed explanation of the cryptographic primitives
utilized in our proposed e-voting scheme and our verifiable code-based shuffle, as
outlined in the Sections 5.8 and 5.7.

Commitment Scheme (CS)

We explained a CS in detail in Section 2.3.3. The commitment scheme that we study
in this chapter satisfies the following three properties.

• Correctness: This property ensures that the CS behaves as expected, meaning
that if the parameters prm and the commitment c are generated correctly, with
overwhelming probability the Verify algorithm accepts. That is, for the security
parameter λ we have:

Pr[Verify(prm, c, m, d) = 1; prm R←− KeyGen(1λ),

m ∈ M, (c, d) R←− Com(prm, m)] = 1

• Perfectly Binding: This property ensures that the committer cannot produce
two different valid messages for the same commitment, even with unlimited
computational power. In other words: For all prm ∈ KeyGen, m, m′ ∈ M and
all c, d, d′, if Verify(prm, c, m, d) = 1 and Verify(prm, c, m′, d′) = 1, then m = m′.

• Computationally Hiding: This property ensures that no efficient (polynomial-
time) adversary can determine the committed message with high probability.

In other words, with overwhelming probability over the choice of prm R←−
KeyGen(1λ), for every m, m′ ∈ M and

(c, d) R←− Com(prm, m), (c′, d′) R←− Com(prm, m′),

the distributions of c and c′ are computationally indistinguishable.
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Learning Parity with Noise (LPN)

In Section 2.4.2, we briefly introduced the search LPN problem. In this chapter, we
highlighted that it can be regarded as a special case of the Learning with Errors
(LWE) problem. Here, we formally define the decisional LPN problem and introduce
a specific variant of it, referred to as the exact LPN (xLPN) problem, which was first
defined in [Jai+12].

Definition 5.1 (Learning Parity with Noise (LPN)). For k, ℓ ∈ N, let χ be an error
distribution over Ik. The decisional (χ, ℓ, k)-LPN problem is (s, ϵ)-hard if for every dis-
tinguisher D of size s:∣∣∣∣ Pr

A,x,e
[D(A, A · x⊕ e) = 1]− Pr

A,r
[D(A, r) = 1]

∣∣∣∣ ≤ ϵ,

where A R←− Ik×ℓ, e R←− χ, r R←− Ik, and x R←− I ℓ.
We denote by LPNτ, where τ ∈ (0, 1

2 ), the variant of LPN problem where the
noise distribution χ is Bernoulli. Specifically, each bit e[i] is distributed indepen-
dently and identically with Pr[e[i] = 1] = τ.

In [Jai+12], Jain et al. proposed a novel variant of the LPN problem, which serves
as the foundation for the security of their commitment scheme and zero-knowledge
proof. In this exact LPN problem with parameter τ, noted as xLPNτ, the error vector
is constrained to have a fixed Hamming weight of [kτ], rather than merely having
an expected weight of kτ, as in LPNτ.

Definition 5.2 (Exact Learning Parity with Noise (xLPN)). Let k, ℓ ∈ N and let 0 <
τ < 1

2 be the noise parameter. The decisional exact (τ, ℓ, k)-LPN problem is (s, ϵ)-hard if
for every distinguisher D of size s:∣∣∣∣ Pr

A,x,e
[D(A, A · x⊕ e) = 1]− Pr

A,r
[D(A, r) = 1]

∣∣∣∣ ≤ ϵ,

where A R←− Ik×ℓ, e R←− Ik
[kτ], r R←− Ik, and x R←− I ℓ is fixed and secret.

Jain et al. established a polynomial-time reduction between the Decisional xLPNτ

problem and the Search LPNτ problem, effectively linking the security of xLPNτ to
the difficulty of solving LPNτ. The hardness of LPNτ assumption itself is rooted
in the decoding random linear codes problem, as demonstrated in [BKW03] and
discussed in this thesis in Section 2.4.2. We will choose the parameters of the com-
mitment scheme and ZKP such that these reductions hold true.

Sigma(Σ−) Protocols

We explained ZKPs and their history in detail in Section 2.3.1. However, we did not
explain the Sigma protocols, which are an important part of this chapter. A Sigma
protocol is a special type of three-move interactive proof system that is designed
for a prover P to convince a verifier V that they know a private witness w for a
public statement x in a relation R. The three-move or transcript of the Σ−protocol
is considered as a triple (a, ch, z) for a commitment a, a challenge ch, and a response
z. More formally, we have the following definition.

Definition 5.3 (Σ-protocol). Let (P,V) be a pair of connected PPT Turing machines and
letR be a binary relation. Then (P,V) is Σ-protocol for relationR with challenge set E if
the following conditions are satisfied:
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1. Form: The protocol is of the following form:

(a) P creates a commitment a and sends it to V.

(b) V draws a challenge ch R←− E and sends it to P.

(c) P sends a response z to V.

(d) V returns 0 or 1.

A protocol transcript (a, ch, z) is called accepting if V returns 1.

2. Completeness: For all (x, w) ∈ R, the verifier in ⟨P(x, w),V(x)⟩ returns 1.

3. Special soundness: There exists a ppt algorithm E (the knowledge extractor) that
takes accepting transcripts {(a, ch, zch) : ch ∈ E} with the same commitment a as
input, and outputs w′ such that (x, w′) ∈ R.

4. Special honest-verifier zero-knowledge (SHVZK): There exists a ppt algorithm S
(the simulator) that takes x and ch ∈ E as inputs, and outputs a triple (a, ch, z) whose
distribution is (computationally) indistinguishable from accepting protocol transcripts
generated by real protocol runs.

The Σ-protocols that we study in this chapter can be turned into non-interactive
ZKPs with the Fiat-Shamir (FS) heuristic or into interactive ZKPs with standard tech-
niques, such as [Dam+95].

5.5 Jain et al. Original Scheme and Our Optimization

In this section, we explain the original cryptographic primitives proposed by Jain
et al. in [Jai+12] including the xLPN-based commitment and the LPN-based Sigma
protocols.

5.5.1 Commitment Scheme

The utilized commitment scheme is a perfectly binding LPN-based string commit-
ment. Let the public-key A ∈ Ik×(ℓ+v) be a random binary matrix, r ∈ I ℓ be a
uniformly random vector, and e ∈ Ik be a uniformly random error vector with a
fixed low weight. We then have the following definition.

Definition 5.4 (xLPN commitment scheme [Jai+12]). Let ℓ ∈ N be the main security
parameter, 0 < τ < 0.25 be the noise parameter, v ∈ N be the message length, k ∈
Θ(ℓ+ v), and w = [τk] be the weight. We assume these parameters as implicit input to all
algorithms.

• KeyGen:

1. Sample A′ R←− Ik×ℓ and A′′ R←− Ik×v.

2. Return public key A = A′∥A′′ ∈ Ik×(ℓ+v).

• Com(A, m):

1. Sample r R←− I ℓ and e R←− Ik
w.

2. Set c = A · (r∥m)⊕ e.

3. Return commitment/opening pair (c, (r, e)).
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• Verify(A, c, m′, r′):

1. Compute e′ = A · (r′∥m′)⊕ c.

2. Return 1 if ∥e′∥1 = w and 0 otherwise.

Jain et al. provided a pen-and-paper proof that their CS in Definition 5.4 achieves
perfect binding and computational hiding, assuming the parameters are chosen care-
fully to satisfy the following two key conditions.

• Perfect Binding: In this CS, perfect binding relies on a property of the public
key matrix A. Specifically, the matrix A must have a minimum Hamming dis-
tance larger than 2w, where w = [τk] is the weight of the error vector e. This
ensures that no two distinct error vectors e1 and e2 can satisfy the equation
c = A · (r∥m)⊕ e for the same commitment c. If this distance condition holds
with overwhelming probability, the scheme is perfectly binding, preventing
the committer from generating multiple valid openings.

• Computational Hiding: In this CS, hiding is based on the hardness of the
xLPNτ problem. The problem involves distinguishing between noisy linear
combinations of rows of A and uniform random values. If xLPNτ is hard, the
commitment c = A · (r∥m)⊕ e is indistinguishable from random, effectively
hiding the message m.

In summary, the security of the commitment scheme is ensured by the interplay
of two factors: the hardness of xLPNτ, achieved through careful selection of param-
eters τ and k, and the structural property of A, which requires a minimum distance
greater than 2w.

5.5.2 Σ−Protocols

Jain et al. proposed a framework of LPN-based Σ-protocols tailored to proving spe-
cific relations among cryptographic commitments. These protocols are modular2

and can be combined to construct a general-purpose Σ-protocol capable of proving
arbitrary relations. Specifically, they introduced three distinct Σ-protocols:

• Well-formedness of a Commitment: This protocol proves that a single commit-
ment c is correctly formed, meaning it satisfies the expected constraints with
respect to a secret witness (e, s) where s is the concatenation (r∥m).

• Linear Relations Between Commitments: This protocol demonstrates that com-
mitments satisfy linear relations, such as c1 ⊕ c2 = c3, without revealing the
committed values.

• Multiplicative Relations Between Commitments: This protocol proves multi-
plicative relations between commitments, such as c1 ◦ c2 = c3.

The linear and multiplicative protocols are constructed using multiple instances
of the well-formedness protocol, combined with additional mechanisms for assem-
bling these instances. Consequently, the well-formedness protocol acts as the foun-
dational building block for the entire framework. The general-purpose protocol en-
ables proving that committed values m0 and m1 satisfy m0 = C(m1) for an arbitrary

2Modularity means that these protocols act as “plug-and-play” components, meaning that they
can be used as individual building blocks to construct more complex protocols.
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circuit C, by committing to intermediate values x1, . . . , xd representing the outputs
of each layer of C, and verifying the correctness of each layer using Σ−protocols for
linear and bitwise (multiplication) operations.

While in our paper [Hai+25] we include the formal verification of all three Sigma
protocols, in this section, we focus exclusively on the first Σ−protocol: the proof of
well-formedness. This proof ensures the integrity of commitments before they are
used in more complex relations. The full details of the protocol are illustrated in
Figure 5.1. Briefly, the statement or the joint input to P and V is the pair (A, c) and
P’s witness or secret information is the pair (e, s). P wants to convince V that she
knows (e, s) satisfying c = A · s⊕ e with ∥e∥1 = w without revealing the witness.

Next, we delve deeper into the main concepts and the protocol flow depicted in
Figure 5.1, followed by a discussion of its security properties.

• Core Concept of the Protocol: The core concept behind this Σ−protocol can
be summarized as follows: In the initial step, P creates a mask t = A · v⊕ f,
where v is a secret vector, and f is a random vector. The protocol proceeds
based on the V’s challenge, where the prover either reveals the mask or the
masked commitment. To ensure that revealing the masked commitment does
not leak any information about the original commitment c, especially about the
error vector e, Jain et al. use a clever technique. First, the vector f in the mask
is drawn uniformly at random from Ik (not from Ik

w as in the xLPNτ commit-
ment). Then, the prover applies an additional layer of masking by shuffling
f⊕ e with a random permutation π.

• Protocol Flow: The flow of the Σ-protocol is structured as follows: Initially, P
creates two random elements as masks: a permutation π and a vector t0 = A ·
v⊕ f, with both v and f chosen uniformly at random. Then, P generates three
commitments using any perfectly binding CS (denoted by (Com′,Verify′)):

– c0 commits to the pair of masks (π, t0),

– c1 commits to the permutation of f with π,

– c2 commits to the permutation of f⊕ e with π.

The prover P sends the commitments a = (c0, c1, c2) to the verifier V, who
responds with a random challenge e ∈ {0, 1, 2}. Depending on the challenge e,
the prover reveals specific combinations of the commitments:

– For e = 0, the prover opens c0 and c1,

– For e = 1, the prover opens c0 and c2,

– For e = 2, the prover opens c1 and c2.

The verifier V then checks the correctness of the openings and verifies the fol-
lowing conditions depending on the challenge:

– If e = 0, the verifier checks if t0⊕π−1(t1) is in the image of A and ensures
π is a valid permutation.

– If e = 1, the verifier checks if t0 ⊕ π−1(t2)⊕ c lies in the image of A.

– If e = 2, the verifier checks whether the Hamming weight ∥t1 ⊕ t2∥1 = w.

• Security of the Σ−Protocol: Jain et al. presented a pen-and-paper proof to
show that this protocol satisfies the requirements of a Σ-protocol described in
Definition 5.3, and we have formally verified the theorem in EasyCrypt (refer
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Original Σ-protocol of well-formedness

Prover P((A, c), (e, s)) Verifier V(A, c)

π
R←− Sk, v R←− Iℓ+v, f R←− Ik

(c0, d0)
R←− Com′(π, t0 = A · v⊕ f)

(c1, d1)
R←− Com′(t1 = π(f))

(c2, d2)
R←− Com′(t2 = π(f⊕ e))

a = (c0, c1, c2)

e R←− {0, 1, 2}

e

if e = 0 then
z← (π, t0, t1, d0, d1)

elseif e = 1 then
z← (π, t0, t2, d0, d2)

elseif e = 2 then
z← (t1, t2, d1, d2)

z

if e = 0 then

Verify′(t0, c0, d0)
?
= 1,Verify′(t1, c1, d1)

?
= 1

t0 ⊕ π−1(t1)
?
∈ img(A), π

?
∈ Sk

if e = 1 then

Verify′(t0, c0, d0)
?
= 1,Verify′(t2, c2, d2)

?
= 1

t0 ⊕ π−1(t2)⊕ c
?
∈ img(A)

if e = 2 then

Verify′(t1, c1, d1)
?
= 1,Verify′(t2, c2, d2)

?
= 1

∥t1 ⊕ t2∥1
?
= w

FIGURE 5.1: Original Σ-protocol for R = {(A, c), (e, s) : c = A · s ⊕ e ∧ ∥e∥1 = w}
(well-formedness of a commitment).

to our paper [Hai+25]). Here, we provide a high-level explanation of why the
security of the protocol holds.

– Special Honest-Verifier Zero-Knowledge: The protocol is special honest-
verifier zero-knowledge (HVZK) because of the following properties for
each challenge e:

* For e = 0, the verifier’s output contains no information about the
original commitment c.

* For e = 1, the secret vector v perfectly blinds f, which in turn perfectly
blinds e.

* For e = 2, the secret permutation π perfectly blinds both f and f⊕ e.
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– Special Soundness: The protocol ensures special soundness by guaran-
teeing that, if all checks for the possible challenges e succeed, the valid-
ity of these checks implies the existence of a valid solution (s′, e′) such
that A · s′ ⊕ e′ equals the commitment, and the error vector e′ has Ham-
ming weight w. This guarantees that, if the protocol is sound, a dishonest
prover cannot generate a valid proof without possessing the correct secret
values s′ and e′.

5.5.3 Optimization: Improving Verifier Efficiency

In this section, we demonstrate how the computational efficiency of the verifier
algorithm in the original Σ-protocols (as detailed in Section 5.5.2) can be improved
significantly, by several orders of magnitude, in a straightforward manner without
compromising security. Our approach applies to all Σ-protocols in this family, cover-
ing Σ−protocol for linear and multiplicative relations too, but we focus here on the
basic protocol for proving knowledge of a valid opening. We begin by outlining the
problem, followed by presenting our solution, and conclude with a security proof
for the proposed approach.

• Problem Description: In the original Σ-protocol in Figure 5.1, the verifier V
performs the following computational checks:

– For e = 0: t0 ⊕ π−1(t1)
?
∈ img(A).

– For e = 1: t0 ⊕ π−1(t2)⊕ c
?
∈ img(A).

While numerical linear algebra provides various algorithms to verify whether
a vector belongs to the image of a linear function, defined by A here, the most
computationally efficient exact (and not approximate) algorithms we know
have a computational complexity of O(n3), where n is the size of the vec-
tor. This inefficiency is evident in benchmarks reported by [Bel+20], which
implemented the original Σ-protocol [Jai+12]. They observed that each such
check took more than 170 ms, whereas other operations (e.g., random sam-
pling, computing/verifying commitments, and checking Hamming weights)
required less than 0.5 ms. Since the Σ-protocol needs to be repeated multi-
ple times to minimize knowledge error, this computational bottleneck creates
a significant overhead, rendering the original protocol impractical for many
applications.

• Our Solution: Our key observation is that the prover’s commitments provide
enough information for the verifier to compute solutions to the equations effi-
ciently. Specifically:

– For e = 0: The prover can provide v such that t0 ⊕ π−1(t1) = A · v.

– For e = 1: The prover can provide v′ = v⊕ s such that t0 ⊕ π−1(t2)⊕ c =
A · v′.

With this modification, the verifier can check:

– t0 ⊕ π−1(t1)
?
= A · v for e = 0.

– t0 ⊕ π−1(t2)⊕ c ?
= A · v′ for e = 1.
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This modification basically gives the answer to the linear system of equations
for challenges e = 0, 1, while these answers v and v′ contain no secret infor-
mation and still preserve the protocol’s security. This dramatically reduces
the computational cost of V, as matrix-vector multiplications are significantly
faster than the original image membership checks. The protocol flow for the
our optimized version is depicted in Figure 5.2.

Optimized Σ-protocol of well-formedness

Prover P((A, c), (e, s)) Verifier V(A, y)

π
R←− Sk, v R←− Iℓ+v, f R←− Ik

(c0, d0)
R←− Com′(π, t0 = A · v⊕ f)

(c1, d1)
R←− Com′(t1 = π(f))

(c2, d2)
R←− Com′(t2 = π(f⊕ e))

a = (c0, c1, c2)

e R←− {0, 1, 2}

e

if e = 0 then
z← (π, t0, t1, d0, d1, v )

elseif e = 1 then

z← (π, t0, t2, d0, d2, v′ = v⊕ s )

elseif e = 2 then
z← (t1, t2, d1, d2)

z

if e = 0 then

Verify′(t0, c0, d0)
?
= 1,Verify′(t1, c1, d1)

?
= 1

t0 ⊕ π−1(t1)
?
= A · v , π

?
∈ Sk

if e = 1 then

Verify′(t0, c0, d0)
?
= 1,Verify′(t2, c2, d2)

?
= 1

t0 ⊕ π−1(t2)⊕ c ?
= A · v′

if e = 2 then

Verify′(t1, c1, d1)
?
= 1,Verify′(t2, c2, d2)

?
= 1

∥t1 ⊕ t2∥1
?
= w

FIGURE 5.2: Optimized Σ-protocol for R = {(A, c), (e, s) : c = A · s⊕ e ∧ ∥e∥1 = w}
(well-formedness of a commitment)

• Implementation and Results: We incorporated this modification into the im-
plementation by Bellini et al.,3 which is the only open-source implementation
of this Σ−protocol. For our experiments, we used the parameters ℓ = 128,

3See https://github.com/Crypto-TII/2020-CANS-rank_commitments (accessed 26.04.2024).

https://github.com/Crypto-TII/2020-CANS-rank_commitments
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k = 1320, v = 2640, and w = 284, which ensure that the underlying decoding
problem has a classical and quantum computational hardness of at least 2128

operations, as detailed in the work by Bellini et al. in section 5.1. The tests
were conducted on a standard laptop to assess the practical efficiency of the
protocol after applying the optimization.

Our findings demonstrate a significant improvement. Specifically, our experi-
ment showed that these checks became over 7137 times faster on average, re-
ducing the run-time from over 170 ms to less than 0.025 ms. This improvement
makes Jain et al.’s Σ-protocol as fast as Bellini et al.’s rank-based ZKP, despite
the former relying on a more conservative hardness assumption. In addition, it
is worth mentioning that the transcript size of the Σ-protocol with the param-
eters specified earlier and the commitment scheme Com′ in Figure 5.1 instanti-
ated using Jain et al.’s CS specified in Section 5.4 is bounded by 7 2

3 · k = 1.265
Kilobytes.

5.5.3.1 Security of Our Optimized Protocol

We provide two proofs to show that our optimized protocol remains a Σ-protocol
for the original relation

R = {((A, c), (s, e)) : c = A · s⊕ e∧ ∥e∥1 = w}.

The first proof is a pen-and-paper proof presented here, and the second proof is for-
mally verified in EasyCrypt (see our paper [Hai+25]). For the first proof, we show
that our protocol provides three properties: correctness, special soundness, and spe-
cial honest verifier zero-knowledge (HVZK).

Correctness

If P and V are honest, the transcript is always accepted:

• For e = 0: t0 ⊕ π−1(t1) = (A · v⊕ f)⊕ f = A · v.

• For e = 1: t0 ⊕ π−1(t2)⊕ c = A(v⊕ s).

• For e = 2: ∥t1 ⊕ t2∥1 = ∥f⊕ (f⊕ e)∥1 = ∥e∥1 = w.

Special Soundness

We prove that it is possible to efficiently extract a valid witness (s, e) for the state-
ment (A, c) using three accepting transcripts corresponding to challenges e = 0,
e = 1, and e = 2. The key observation here is that the acceptance of these transcripts
directly relies on the binding property of the commitment scheme (Com′,Verify′).
Specifically, the acceptance of the transcript for e = 0 ensures that the relation
t0 ⊕ π−1(t1) = A · v holds, where v is a vector derived during the protocol. Simi-
larly, the acceptance of the transcript for e = 1 implies the relation t0⊕π−1(t2)⊕ c =
A(v⊕ s), where s is the secret we aim to extract. By combining these two equations,
we can isolate and compute the first component of the witness, s. Once s is de-
termined, we use the linearity of the relation c = A · s ⊕ e to extract the second
component, e, by subtracting A · s from c.
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Special Honest-Verifier Zero-Knowledge

For each challenge e ∈ {0, 1, 2}, we describe how the real protocol can be adapted
in such a way that the challenge e is known, but the witness remains unknown.
The modified protocol will produce a family of transcripts that is indistinguishable
from the transcripts generated by the real protocol. Specifically, the structure of the
simulator follows the same steps as the original protocol, but with the following
changes tailored to each possible challenge:

• e = 0: In this case, we simulate the response by generating a fresh commit-

ment pair (c2, d2) drawn randomly from the commitment space, i.e., (c2, d2)
R←−

Com′(0).

• e = 1: Here, we begin by sampling random values for t2 and v′, with t2 being
sampled from the space Ik and v′ from I ℓ+v. Additionally, we select a random
permutation π from Sk. We then compute t0, which is set to t0 ← A · v′ ⊕ c⊕
π−1(t2). Finally, a random commitment pair (c1, d1) is generated as (c1, d1)

R←−
Com′(0).

• e = 2: For this challenge, we sample two vectors, t1 from Ik and t2 from Ik
w.

These vectors are drawn randomly, ensuring that they align with the expected
distribution. Then, we create a commitment (c0, d0) by sampling from the com-

mitment space (c0, d0)
R←− Com′(0).

The key observation here is that, by using the hiding property of the commitment
scheme (Com′,Verify′), the transcripts generated by this modified protocol will be
computationally indistinguishable from those generated by the real protocol. This
indistinguishability ensures that an adversary cannot differentiate between a real
proof and a simulated one, even though the simulator knows the challenge e but not
the witness.

5.6 Security Review of an Implementation

In our analysis, we discovered a significant flaw in the only publicly available im-
plementation of the ZKP proposed by [Jai+12]. Specifically, the implementation by
Bellini et al. [Bel+20], as we also reflect in Figure 5.3, fails to satisfy the soundness
property, which is a critical requirement for the protocol’s security. As a result, a ma-
licious prover can manipulate the protocol to produce convincing yet invalid proofs,
thereby undermining the verifier’s ability to detect dishonest behavior. Notably, the
same soundness vulnerability is present in the implementation of the rank-metric
ZKP proposed in the same work [Bel+20]. This issue relates to the handling of the
permutation π, an essential component of the commitment scheme in the first round
of the Sigma protocol. Next, we explain this flaw.

Flaw: Failure to Commit to the Permutation π.

The root of this issue lies in how the first commitment c0 is computed in the pro-
tocol. Instead of following the specification provided in [Jai+12], where c0 should
commit to both the permutation π and the vector t0, i.e., c0 = Com(π, t0), the im-
plementation commits only to t0, i.e., c0 = Com(t0 = A · v⊕ f). This omission of π
allows a dishonest prover to bypass the protocol’s soundness checks. Consequently,
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Flawed Σ-protocol of well-formedness (as implemented in [Bel+20])

Prover P((A, c), (e, s)) Verifier V(A, c)

π
R←− Sk, v R←− Iℓ+v, f R←− Ik

(c0, d0)
R←− Com′(�π, t0 = A · v⊕ f)

(c1, d1)
R←− Com′(t1 = π(f))

(c2, d2)
R←− Com′(t2 = π(f⊕ e))

a = (c0, c1, c2)

e R←− {0, 1, 2}

e

if e = 0 then
z← (π, t0, t1, d0, d1)

elseif e = 1 then
z← (π, t0, t2, d0, d2)

elseif e = 2 then
z← (t1, t2, d1, d2)

z

if e = 0 then

Verify′(t0, c0, d0)
?
= 1,Verify′(t1, c1, d1)

?
= 1

t0 ⊕ π−1(t1)
?
∈ img(A),��

��
π

?
∈ Sk

if e = 1 then

Verify′(t0, c0, d0)
?
= 1,Verify′(t2, c2, d2)

?
= 1

t0 ⊕ π−1(t2)⊕ c
?
∈ img(A)

if e = 2 then

Verify′(t1, c1, d1)
?
= 1,Verify′(t2, c2, d2)

?
= 1

∥t1 ⊕ t2∥1
?
= w

FIGURE 5.3: Implemented Σ-protocol for R = {(A, c), (e, s) : c = A · s⊕ e ∧ ∥e∥1 = w}
(well-formedness of a commitment) by [Bel+20].

it becomes possible to convince an honest verifier that a vector c = A · s⊕ e is valid,
even when ∥e∥1 ̸= w, which should be prohibited in a secure Σ−protocol.

To illustrate the exploit, consider the following example with parameters k = 3
and w = 1, where:

A =

1 0 0
0 1 0
0 1 0

 , c = A · s.

Although (A, c) is not a valid statement (as e = 03 and ∥e∥1 = 0 ̸= w), a malicious
prover can deceive the verifier as follows:

1. The prover selects t0 = 03, t1 = (1, 0, 1)T, and t2 = (0, 0, 1)T.
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2. Depending on the challenge e, the prover responds with:

• e = 0: The prover sends t0, t1, and π0 = (12)(3).

• e = 1: The prover sends t0, t2, and π1 = (13)(2).

• e = 2: The prover sends t1 and t2.

Despite the invalidity of c, the verifier in the faulty implementation accepts the
transcript because all checks appear to hold.4

• For e = 0, the verifier confirms that t0 ⊕ π−1
0 (t1) = (0, 1, 1)T ∈ img(A).

• For e = 1, the verifier verifies that t0 ⊕ π−1
1 (t2) ⊕ c = (1, 0, 0)T ⊕ A · s ∈

img(A).

• For e = 2, the verifier checks that ∥t1 ⊕ t2∥1 = ∥(1, 0, 0)T∥1 = 1 = w.

This example demonstrates how the verifier is misled due to the exclusion of
π from the first commitment c0. As a result, the prover exploits this loophole to
fabricate valid-looking proofs for invalid statements. This finding underscores the
importance of adhering to the original protocol specifications to preserve security
guarantees.

5.7 Code-Based Proof of Shuffle

In this section, we present the first proof of shuffle whose security is based on the
hardness of decoding random linear codes, a significant step toward cryptographic
proof systems resilient to quantum attacks. The proof of shuffle that we present in
this section builds upon the classic cut-and-choose paradigm introduced by Sako and
Kilian [SK95], initially instantiated with ElGamal encryption (see Section 2.3.2) and
corresponding ZKPs based on the discrete logarithm problem. Their method has
been employed in systems like Helios e-voting [Adi08], which is one of the most
widely recognized and extensively studied e-voting systems.

Building on this well-established framework, we present an instantiation of the
proof of shuffle using our optimized LPN-based Σ-protocols from Section 5.5.3, yield-
ing a proof of shuffle under code-based cryptography assumptions. We begin by
presenting a high-level overview of the cut-and-choose paradigm to establish the
foundational concept. Following this, we delve into the specifics of our proof of
shuffle, providing a detailed explanation of its design and the subroutine it employs.
The discussion then transitions to the protocol flow, outlining the step-by-step exe-
cution. Finally, we conclude with an analysis of the security and efficiency of our
proof of shuffle.

5.7.1 Cut-and-Choose Framework

The cut-and-choose idea is a robust cryptographic technique for zero-knowledge
proofs, enabling a prover to convince a verifier that some operation, such as a shuffle
or a transformation, has been performed correctly or prove a relation among hidden
data (i.e., encrypted or committed), without revealing sensitive data. The core idea
is that V presents P with a random challenge, and P must respond appropriately.
The challenge effectively “cuts” the prover’s commitments into different categories

4Multiplying the matrix A with an arbitrary vector (a, b, c)T shows that the vectors in the imgA are
of the form (a, b, b) for a, b ∈ I .
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(e.g., revealing certain intermediate steps or relationships) that V can check. V’s
challenge forces P to “choose” a response that aligns with the stated claims. If P is
honest, she can always satisfy the challenges. However, if P is dishonest, she cannot
simultaneously satisfy both challenges without revealing inconsistencies with high
probability, when the protocol is repeated multiple times.

To understand the cut-and-choose method in action, consider the case of proof of
shuffle. P wants to demonstrate that a shuffled vector of commitments corresponds
to the original vector after applying some secret permutation. However, P does not
want to reveal the permutation or the plaintext data.

• Step 1: Commitment to Intermediate State
P creates an intermediate state by applying a random permutation to the same
plaintext messages and committing to the result.

• Step 2: Verifier’s Challenge
V issues one of the two following challenges:

– ch = 0: Prove that the intermediate commitments correspond to the plain-
text data (i.e., reveal and verify the random permutation).

– ch = 1: Prove that the output commitments are related to the interme-
diate commitments by the secret permutation (i.e., reveal the composite
permutation combining the secret and random permutations).

• Step 3: Prover’s Response
P responds based on V’s challenge, revealing the required information (e.g.,
the intermediate commitments for ch = 0 or the composite permutation for
ch = 1)

• Step 4: Repetition
The protocol is repeated multiple times to ensure soundness.

Notation Warning. In what follows, we generalize our notation for commitments
to vectors, applying the commitment scheme to individual vector entries. This al-
lows us to operate on commitments collectively while maintaining their crypto-
graphic properties.

5.7.2 Main Idea

Let σ be a secret permutation. Consider a vector of commitments c⃗ and a vector of
plaintext messages m⃗, where c⃗ ∈ Com(σ(m⃗)). The proof begins with the prover gen-

erating an intermediate commitment vector γ⃗
R←− Com(π(m⃗)), which corresponds to

the same plaintext messages m⃗ but shuffled using an independent random permu-
tation π.

Depending on the random challenge of the verifier, P performs one of the fol-
lowing tasks:

1. ch = 0: Opens γ⃗ to prove it is a commitment to m⃗.

2. ch = 1: Reveals the composite permutation σ′ := σ ◦ π−1 and proves that the
vectors c⃗ and σ′(γ⃗) commit to the same plaintext messages.
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To perform the second task, P and V run a Σ-protocol to prove the equality of
the committed messages. This Σ-protocol is derived from our optimized Σ-protocol
for the linear relations described in Sections 5.5.2 and 5.5.3. As explained earlier,
repeated execution and the Fiat-Shamir transformation ensure soundness in the non-
interactive setting.

5.7.3 Subroutine: Plaintext Equality

A crucial component of our proof of shuffle is the Σ-protocol for plaintext equality.
We suggest that we use a special case of our optimized version of the Σ-protocol for
linear relations to realize this proof system. More precisely, the Σ-protocol for linear
relation works as follows: It proves that three commitments c1, c2, c3 satisfy:

ci = Com(mi) for all i ∈ {1, 2, 3},

and that:
X1 ·m1 ⊕ X2 ·m2 = m3,

for known matrices X1, X2 ∈ Iv×v. For the special case of X1 = 1 and X2 = 0, we
derive a Σ-protocol for plaintext equality. The protocol is efficiently generalized to
vector commitments by running it in parallel for all entries and merging the outputs.
The full description of this protocol is depicted in Figure 5.4. This protocol involves
executing the Σ-protocol for well-formedness (as illustrated in Figure 5.2) two times,

along with an additional check, x1
?
= x2 for e = 0 or x′1

?
= x′2 for e = 1, that incurs a

computationally insignificant overhead.

5.7.4 Protocol Flow

Now we have all the necessary ingredients to explain our proof of shuffle. The pro-
tocol flow is shown in detail in Figure 5.5. We proceed step by step as explained in
the Main Idea Section 5.7.2.

1. Initial Setup: P takes as input a pair of statement/witness as ((⃗c, m⃗), (σ, d⃗))
that respects the following shuffle relation:

R = {((⃗c, m⃗), (σ, d⃗)) : Verify′(σ(m⃗), c⃗, d⃗) = 1},

and V takes as input the statement (⃗c, m⃗).

2. Step 1 - Prover Chooses a Random Permutation: P chooses a random permu-
tation π ∈ Sk and then commits to the permuted vector π(m⃗) by generating a
commitment/opening pair (γ⃗, δ⃗) as follows:

(γ⃗, δ⃗)
R←− Com(π(m⃗)).

3. Step 2 - Verifier’s Challenge: V receives the commitment vector γ⃗ and returns

a random bit e R←− {0, 1} as a challenge.

4. Step 3 - Response based on Challenge:

(a) If the challenge bit e is 0, P returns z← (π, δ⃗). V then checks whether the
following verification condition holds:

Verify′(π(m⃗), γ⃗, δ⃗)
?
= 1
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Optimized Σ-protocol of plaintext equality

Prover P((A, c1, c2), (e1, e2, s1, s2)) Verifier V(A, c1, c2)

x R←− Iv

foreach i in{1, 2} do

πi
R←− Sk, ui

R←− Iℓ, fi
R←− Ik

vi ← ui∥x

(ci,0, di,0)
R←− Com′(πi, ti,0 = A · vi ⊕ fi)

(ci,1, di,1)
R←− Com′(ti,1 = πi(fi))

(ci,2, di,2)
R←− Com′(ti,2 = πi(fi ⊕ ei))

a← (ci,0, ci,1, ci,2)i∈{1,2}

a

e R←− {0, 1, 2}

e

if e = 0 then
z← (πi, ti,0, ti,1, di,0, di,1, vi)i∈{1,2}

elseif e = 1 then

v′i ← (u′i∥x′i) = vi ⊕ si

z← (πi, ti,0, ti,2, di,0, di,2, v′i)i∈{1,2}

elseif e = 2 then
z← (ti,1, ti,2, di,1, di,2)i∈{1,2}

z

if e = 0 then
foreach i in{1, 2} do

Verify′(ti,0, ci,0, di,0)
?
= 1,Verify′(ti,1, ci,1, di,1)

?
= 1

ti,0 ⊕ π−1
i (ti,1)

?
= A · vi, πi

?
∈ Sk

x1
?
= x2 (where (ui∥xi) = vi)

if e = 1 then
foreach i in{1, 2} do

Verify′(ti,0, ci,0, di,0)
?
= 1,Verify′(ti,2, ci,2, di,2)

?
= 1

ti,0 ⊕ π−1
i (ti,2)⊕ ci

?
= A · v′i

x′1
?
= x′2

if e = 2 then
foreach i in{1, 2} do

Verify′(ti,1, ci,1, di,1)
?
= 1,Verify′(ti,2, ci,2, di,2)

?
= 1

∥ti,1 ⊕ ti,2∥1
?
= w

FIGURE 5.4: Σ-protocol for R = {((A, c1, c2), (e1, e2, s1, s2)) : c1 = A · s1 ⊕ e1 ∧ c2 = A ·
s2 ⊕ e2 ∧ (∃r1, r2 ∈ Iℓ ∃m ∈ Iv : s1 = (r1∥m) ∧ s2 = (r2∥m))} (equality of plaintexts).

(b) If the challenge bit e is 1, P returns the composite permutation σ′ =
σ ◦ π−1, and P and verifier run the Σ-protocol of plaintext equality Peq
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depicted in Figure 5.4. The input to P in this case is the statement/wit-
ness pair:

((⃗c, σ′(γ⃗)), (σ(m⃗), d⃗, σ′ (⃗δ))),

and V takes as input the statement (⃗c, σ′(γ⃗)). Indeed, this is because we
want to prove the two commitments c⃗ and σ′(γ⃗) with the correspond-
ing opening vectors d⃗ and σ′ (⃗δ), open to the same message σ(m⃗). If the
plaintext equality check is successful, V returns 1; otherwise, it returns 0.

Σ-protocol of shuffle

Prover P((⃗c, m⃗), (σ, d⃗)) Verifier V(⃗c, m⃗)

π
R←− S

(γ⃗, δ⃗)
R←− Com(π(m⃗))

γ

e R←− {0, 1}

e

if e = 0 then

z← (π, δ⃗)

z

Verify′(π(m⃗), γ⃗, δ⃗)
?
= 1

π
?
∈ S

elseif e = 1 then

z← (σ′ = σ ◦ π−1)

z

σ′
?
∈ S〈

Peq((⃗c, σ′(γ)), (σ(m⃗), d⃗, σ′(δ))),Veq (⃗c, σ′(γ))
〉

FIGURE 5.5: Interactive proof forR = {((⃗c, m⃗), (σ, d⃗)) : Verify(σ(m⃗), c⃗, d⃗) = 1} (proof of
shuffle). Peq denotes the Σ-protocol of plaintext equality described in Figure 5.4.

5.7.5 Security Analysis and efficiency

Security

The security of our proof of shuffle relies on robust theoretical foundations, as for-
mally verified in Coq, in the research work [HM21] by Haines and Müller. Their pa-
per presents a machine-verified security framework where an abstract version of our
proof of shuffle was validated, treating the cryptographic primitives as black boxes.
The foundation of our code-based proof of shuffle lies in two key components: the
commitment scheme and the Σ-protocol for plaintext equality. In previous sections,
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we demonstrated that these components satisfy the necessary cryptographic prop-
erties, such as binding, hiding, and zero-knowledge. Consequently, our concrete
implementation, which uses these primitives, achieves the desired security guar-
antees under the hardness of decoding random linear codes. To give an intuition
on the other two security properties of a Σ−protocol, special honest verifier zero-
knowledge (SHVZK) and Special Soundness, we provide the following intuition.

• SHVZK: The information that P sends to V in each protocol run, depends
on the challenge bit e provided by V. Based on this value, P either reveals
the individual links between the commitment vectors (open Com(π(m⃗))) or
the individual links between the intermediate commitments and the plaintext
messages (plaintext equality test of the commitment vectors c and σ′(γ⃗)). This
selective exposure maintains the verifier’s inability to deduce the hidden per-
mutation, even with repeated interactions.

• Special Soundness: The protocol guarantees that a cheating prover P∗ cannot
succeed without possessing a valid witness for the shuffle relation. Indeed, if
V challenges the prover with both possible challenge values of 0 and 1 for the
same instance, the prover’s respective responses can be used to reconstruct the
witness.

Efficiency

To achieve a target soundness error of 2−16, for the soundness error of 2
3 that our

proof of shuffle inherits from the underlying Σ−protocol for linear relations, consid-
ering y repetitions, we need to solve the following inequality.(

2
3

)y

≤ 2−16.

which implies

n ≥ log(2−16)

log
( 2

3

) .

A simple calculation shows that y has to be minimum 28. Similarly, for soundness
error 2−32, the number of repetitions, y, is 55.

5.8 Verifiable Code-Based E-Voting Scheme

In this section, we explain our proposed e-voting scheme designed to be quantum re-
sistant. This is the first e-voting protocol that ensures both verifiability and vote pri-
vacy through the computational difficulty of decoding random linear codes, mark-
ing it as the inaugural verifiable code-based e-voting system.

It is important to clarify that code-based e-voting should not be confused with code
voting, as the term code in these contexts refers to entirely different concepts. In
code-based e-voting, the term relates to code-based cryptography (see Section 2.4.2).
Conversely, in code voting, the term refers to return codes, which serve as mecha-
nisms for verifying votes. Examples of code voting systems include Pretty Good
Democracy [RT09], Surevote [Cha], and the system described in [Gjø13]. In general,
return codes function as tokens provided to voters after they cast their votes. These
tokens, rooted in cryptographic principles, do not reveal the voter’s choice but en-
able recorded-as-cast verifiability by allowing voters to confirm that their votes have
been accurately recorded (see Section 2.2.4).
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In the introduction of this thesis and also in the previous chapters, we mentioned
that a secure e-voting system strives for both public verifiability and vote privacy at
the same time. Our secure e-voting system utilizes the mixing approach for tallying
the ballot. See Section 5.3 for the entities running the e-voting system and their roles.
The high-level idea of our proposal is that the voters first commit to their votes and
then publish them on PBB and send the opening values privately to the tallier T.
Later, in the tally phase, the tallier permutes the votes with a secret permutation,
publishes the result on PBB, and provides proof of correct shuffle on PBB for the
public to verify the final result of the election, which is an aggregation of the publicly
available shuffled votes on the public bulletin board.

Cryptographic Primitives

The cryptographic primitives that we use as a building block of our e-voting system
have all been explained in Section 5.4. More precisely, we use the following con-
structions: xLPN-based CS from Section 5.5.1, optimized xLPN-based NIZK of well-
formedness from Section 5.5.3 denoted by Πw f , our xLPN-based NIZKP of shuffle
denoted by Πsh from Section 5.7, and last but not least, an arbitrary code-based IND-
CCA secure PKE (e.g., based on KEM BIKE or HQC explained in Section 2.4.2).

5.8.1 E-Voting Phases

Building on the security measures described, this section breaks down the stages
of our e-voting protocol, detailing each phase: setup, submission, tally, and verifi-
cation. At each stage, specific parties engage with carefully chosen cryptographic
techniques to ensure post-quantum security.

Setup Phase

EA and T perform the following tasks.

• Parameter Setup (EA):

– Determines key system parameters:

* Security parameter: ℓ ∈N.

* Noise parameter: 0 < τ < 0.25.

* Message length: v ∈N.

* Parameter: k ∈ Θ(ℓ+ v).

* Weight: w = [τk].

– Assumes these parameters as implicit inputs to all algorithms in the CS.

• Public Key Generation for the CS (EA):

– Runs the key generation algorithm KeyGen to generate the public key A
for the commitment scheme.

– Publishes the following on the public bulletin board (PBB):

* The parameters: ℓ, τ, v, k, w.

* The public key A.

• Key Generation (T):
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– Executes the public-key encryption scheme’s key generation algorithm
KeyGenpk to generate:

* Public encryption key: pk.

* Private decryption key: sk.

– Publishes pk on PBB for use in the system, while securely retaining sk.

Submission Phase

Each voter Vi performs the following tasks.

1. Parameter Initialization: Retrieve all necessary parameters from PBB.

2. Favorite Choice Selection: Select her preferred candidate mi ∈ Iv.

3. Commitment Generation: Commit to m by computing the commitment/open-
ing pair (ci, (ri, ei))← Com(A, mi).

4. Proof of Well-Formedness: Verify validity of the commitment, by generating
the NIZKP of well-formedness πi

w f as πi
w f ← Πw f (A, ci, mi, ri, ei).

5. Encryption: Using pk, encrypt (mi, ci, ri) as a ciphertext cti ← Enc(pk, (mi, ci, ri)).

6. Ballot submission: Form the final ballot as bi ← (i, ci, πi
w f , cti) and publish it

on PBB.

Tally Phase

The tallier T performs the following tasks.

1. Reading Encrypted Ballots: Retrieves all ballots bi = (i, ci, πi
w f , cti) from PBB.

2. Initial Filtering:

• Discards ballots that:

– Do not have the correct format.
– Contain duplicate entries.
– Contain invalid proofs of well-formedness (πi

w f ).
5

3. Decryption and Validation:

• For each remaining ballot, performs the following steps.

– Uses its secret key sk to decrypt the ciphertext cti, obtaining the plain-
text.

– Checks if the plaintext is a valid opening of the ballot’s commitment
ci.

– Discards the ballot if this validation fails.

4. Result Computation:

• After filtering, computes a uniformly random permutation σ ∈ Sk to
anonymize the votes.

5The last two steps prevent replay attacks, where a voter’s ballot is duplicated to amplify its choice,
compromising vote privacy [MMR23].
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• Determines the final result as res← (mσ(i))i∈[n].6

5. Proof of Shuffle: Uses the opening values (ri, ei)i∈[n] of all commitments and
the permutation σ to compute a proof of shuffle:

πsh ← Πsh(((ci)i∈[n], (mi)i∈[n]), (σ, (ri, ei)i∈[n])).

6. Publishing the Result: Posts the final result res and the proof of shuffle πsh on
PBB.

Verification Phase

For individual verifiability, every voter Vi can check whether their ballot bi appears
on PBB as an input to the tally phase. For public verifiability, anyone including
third parties can confirm whether the proof of shuffle πsh generated by T is correct
w.r.t. the committed votes (ci)i∈[n] and the final result res← (mσ(i))i∈[n].

This concludes the explanation of the e-voting phases. Next, we will discuss the
security and performance of our proposed electronic voting system.

5.8.2 Security

As we explained earlier, a secure electronic voting system must provide both public
verifiability and vote privacy. We also previously highlighted that the underlying
commitment scheme and zero-knowledge proofs (ZKPs) used to instantiate our vot-
ing system ensure the required security properties. Furthermore, in Section 5.2 of
[Ara+13], the authors formally verify an abstract version of our e-voting system,
treating the cryptographic primitives as black boxes. These two observations, taken
together, lead to the conclusion that our code-based e-voting system achieves the
features we have claimed.

Next, we explain why our system provides public verifiability and ballot privacy.

5.8.2.1 Verifiability

Our e-voting protocol guarantees verifiability under two main assumptions:

• Trust in the Public Bulletin Board PBB: The PBB is assumed to be honest,
meaning that it accurately posts all ballots without modification or omission.
This assumption is essential for ensuring that all voters’ submissions are pub-
licly available and verifiable. In this assumption, we consider the voters V and
the tallier T can be malicious.

• xLPN Hardness Assumption: explained in Sections 2.4.2 and 5.4.

The protocol ensures that even if voters act maliciously, they cannot compromise
the integrity of the voting process. This protection is achieved through: the sound-
ness of well-formedness proofs πi

w f generated by each voter Vi. This validation step
prevents the submission of incorrectly formatted ballots from being included in the
final count and ensures that the submitted ballots are correctly structured according
to the protocol’s rules.

In addition, our protocol protects against malicious T by ensuring that T can-
not tamper with the result even if he acts maliciously. This protection is achieved

6For notation simplicity, we assume all ballots are correct.
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through: the soundness of proof of shuffle πi
w f generated by T. This validation step

ensures that up to a permutation σ, the list of votes in the final result matches the list
of messages in the input commitments.

5.8.2.2 Privacy

Our e-voting protocol guarantees vote privacy under the following assumptions.

• Trust in the Public Bulletin Board PBB and tallier T: We assume that these two
parties are both trusted, while the voters could still be malicious.

• xLPN Hardness Assumption of the CS and the ZKPs

• IND-CCA of the PKE

• ZK Property of well-formedness proofs

• Special Soundness Property of Well-formedness Proofs

• ZK Property of Proof of Shuffle

More precisely, the vote privacy is followed by the computationally (xLPN) hid-
ing property of the commitment scheme, which ensures no one can learn the vote
from the commitment, secrecy (IND-CCA) of the public-key encryption scheme,
which keeps the plaintext confidential, zero-knowledge property of the proof of
well-formedness πw f which guarantees confidentiality of the secret, special sound-
ness of the proof of well-formedness πw f , which ensures that ballots are mutually
independent, and last but not least, the zero-knowledge property of the proof of
shuffle πsh, which keeps the permutation secret.

5.8.3 Performance

In this section, we analyze the computational workload for both voters and the
trustee in our e-voting system based on the parameter selection we explained in
Section 5.5.3. We demonstrate that the workload is efficient and practical, even for
large-scale elections, with optimizations making the process feasible for real-world
applications.

5.8.3.1 Voters’ Workload

Each voter is responsible for creating a commitment to their vote and generating a
non-interactive zero-knowledge proof of knowledge (NIZKPoK) to prove the cor-
rectness of their commitment. Below are the performance details for the voter:

• Commitment: According to the Table 4 in [Bel+20]:

– The size of the commitment is 0.17 Kilobytes.

– The computation of the commitment takes less than 0.2 milliseconds.

• NIZKPoK: According to Table 5 in [Bel+20]:

– The size of the NIZKP is 35.42 Kilobytes.

– The computation time for the NIZKP is 28 milliseconds, based on the pa-
rameters for a soundness error of 2−16.
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– Verifying the correctness of the NIZKP is equally efficient, requiring less
than 28 milliseconds with our optimizations.

• Ciphertext Size and Speed: The size and computational time for encrypting
the voter’s opening values depend on the public-key encryption (PKE) scheme
used. Efficient implementations, such as those based on BIKE or HQC KEMs,
could make this process practical.

• Summary: The overall workload for voters is minimal and feasible even for
devices with limited computational resources or poor Internet connections.

5.8.3.2 Tallier’s Workload

The tallier T’s primary task is to compute the NIZKP of shuffle. This involves sig-
nificant computation but can be optimized through pre-computation in an offline
phase and the efficient protocols we proposed. The following are the details.

• Baseline Performance:

– According to Section 5.7, the prover (the tallier T here) can process about
17 messages per second for the shuffle proof.

• Pre-Computation Optimizations:

– T can pre-compute several components in an offline phase, which are in-
dependent of the messages (votes) that need to be shuffled:

* In the commitment phase of the underlying Σ-protocol of plaintext
equality (Figure 5.4), the permutation, random vectors to hide the
committed messages, the first two commitments, and randomness
for the third commitment can be computed beforehand.

* In the commitment phase of the Σ−protocol for proof of shuffle (Figure
5.5), the permutation and randomness for commitments can also be
pre-computed.

– These pre-computation steps significantly reduce the online computational
burden during the actual voting process.

• Performance Improvements:

– Using the performance results in [Bel+20], the pre-computation helps the
tallying process to accelerate by a factor of about 3.

– As an example, T can create a NIZKP for over 1, 000, 000 voters in less
than 6 hours.

– Without using our optimized version of the ZKPs, it would take over
1, 300 hours to verify a NIZKP for the same number of voters. While
using our improved verifier, the same size NIZKP can be verified in less
than 12 hours, ensuring practicality for real-world applications.

These performance characteristics demonstrate the practicality of the proposed
e-voting system for large-scale elections, making it suitable for real-world deploy-
ment while maintaining efficiency and security.
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Conclusion

In this chapter, we conclude the thesis by summarizing the key highlights of the
research papers discussed in detail in Chapters 3 ,4 , and 5. This is followed by a
discussion of potential directions for future work.

6.1 Summary

In this section, we provide a summary of our contributions throughout this thesis.
This work focuses on the design and analysis of post-quantum e-voting schemes. We
began by presenting the necessary background on secure e-voting, cryptographic
primitives, and post-quantum cryptography, setting the stage for the research. In
the introduction, we justified why we chose the code-based cryptography approach
to design a post-quantum e-voting system. We then continued with our SoK pa-
per on the subject of everlasting privacy in secure e-voting. We explained in the
introduction of the thesis that a system with everlasting privacy provides a stronger
privacy guarantee than the one with post-quantum privacy. In Chapter 3, we ex-
plained our findings related to critically studying the papers in the literature striving
for secure e-voting that guarantees everlasting privacy. We identified the preferred
approach. Building on this insight, in the next Chapter 4, we designed an e-voting
system with everlasting privacy, which leverages the Hyperion e-voting system as
a core component. We call this e-voting system everlasting Hyperion. In addition to
everlasting privacy, everlasting Hyperion achieves individual and universal verifi-
ability, everlasting receipt-freeness, and provides coercion mitigation. We provided
a game-based security proof for each of these security properties. In Chapter 5, the
last chapter, we designed a post-quantum (code-based) e-voting system with mixing
tally, which uses an optimized and efficient version of a code-based Sigma protocol
(ZKP of well-formedness) and a code-based proof of shuffle as its building blocks.

6.2 Future Work

While our works make substantial progress, it also highlights several exciting chal-
lenges and opportunities for future research in the context of e-voting, and even a
broader cryptographic area, as we summarize next.

• Everlasting Privacy (Based on Chapter 3 and Chapter 4):

– Formal Protocol Analysis: It is an open problem to formally verify the
promising approaches [Cra+96; CPP13; CGG19] on the protocol level.
Particularly, formal analysis of EP in Belenios needs to be done.

– Deployable E-Voting System: Among the promising protocols mentioned
in Section 3.5, only Belenios is B-ANON has been deployed. It is an open
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problem to develop full-fledged deployable versions of the other promis-
ing approaches in the superior class, B-ID.

– Weaker Trust for Arbitrary Ballot Types: There are three promising ap-
proaches that can handle complex ballots: [CPP13; CGG19; LH15]. These
protocols all need full trust in the EA or all talliers to achieve EP. It is an
open problem to mitigate this trust.

– Receipt-Freeness: To achieve EP and RF at the same time in a secure e-
voting system was an open problem at the time of writing this paper.
Now it has been addressed in the literature, including our paper, which
is explained in detail in Chapter 4 (see also Section 3.6 for a full list of
solutions).

– As outlined in the game-based proof of Everlasting Privacy for the Ever-
lasting Hyperion system in Section 4.7, it is valuable to examine potential
privacy leaks in voter verification processes. This includes defining a new
experiment that ensures the success or failure of voter verification does
not compromise the overall privacy guarantees of the protocol by leaking
information about how voters voted.

– It is interesting to conduct formal verification of Everlasting Hyperion,
similar to its predecessors Selene, SeleneRF, and Hyperion [Bal+23].

• Post-Quantum Security (Based on Chapter 5):

– Lightweight Code-Based Proofs of Shuffle:
One important direction is to design new code-based proofs of shuffle
that are more lightweight in terms of computational power and memory
requirements. Achieving this could make such proofs more suitable for
devices with limited resources, broadening their practical applications.
It is interesting to check whether the generic plaintext equality proof by
Blazy et al. in [Bla+21] can be applied in our setting, and to compare its
efficiency.

– Decentralized Trust Models:
Another open problem is the development of a code-based e-voting pro-
tocol where the trust in the tallier for ensuring vote privacy is distributed
among multiple parties. Such a protocol would enhance trustworthiness
and reduce the reliance on a single trusted entity.

– Scalability and Performance: Exploring methods to further improve the
scalability and performance of code-based ZKPs, especially for large-scale
applications like national elections remains a significant challenge.
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Appendix

In this Appendix, we provide a brief overview of the Hyperion voting system, which
serves as the foundation for our e-voting system, that ensures everlasting privacy
and everlasting receipt-freeness, introduced in Chapter 4. For a more in-depth tech-
nical analysis and details of Hyperion, we refer the reader to the full version of the
paper [Dam+24].

Hyperion

Hyperion is an enhanced version of Selene [RRI16], a tracker-based voting system
designed to streamline individual verification by presenting verification data in plain-
text. In contrast to Selene, Hyperion uses a commitment instead of a plain tracker
to identify the voters’ votes. This means that low-entropy trackers are replaced by
cryptographic terms, which we refer to as “tracking terms” instead of trackers to
emphasize this distinction. This is the key feature that results in Hyperion adapting
better to our goal of achieving everlasting receipt-freeness, which we elaborate on in
Chapter 4.

As noted in [RRI16], a limitation of Selene is that in the coercion evasion mecha-
nism, the voter might inadvertently point to the coercer’s tracker, in case the coercer
is also a voter himself. A version of Hyperion proposed in [Dam+24] overcomes the
tracker collision incident by providing individual view of the BB to each voter. This
individual view is the result of re-randomization and shuffle of the rows of BB per
voter, in a verifiable manner. As the authors noted in [Dam+24], the trade-off for this
advantage is its inefficiency, which makes it unsuitable for large-scale elections.

Both Selene and Hyperion have been formally verified in ProVerif in [Bal23].
The authors consider seven corruption scenarios for the four parties running the
election (excluding the case that all four parties are corrupted at the same time).
Their conclusion for Hyperion is that it satisfies E2E verifiability for honest voters
who verify their ballot, meaning that it provides the same level of verifiability as
in Selene, but is computationally more efficient and can overcome tracker collision
problem.

In this section, we will first provide an overview of the parties involved in Hype-
rion, followed by a description of the cryptographic primitives utilized, and finally,
an exploration of the phases of the basic Hyperion protocol.

Parties.

The protocol runs between the following parties.

• Voters (V): n voters V1,V2, . . . ,Vn with unique identities ID1, ID2, . . . , IDn hold-
ing two pairs of keys: signing key (ski, vki) and ephemeral trapdoor key (xi, pki).

• Bulletin Board (BB): an append-only secure broadcast channel. In this basic
version, all participants have a consistent view of BB.



140 Appendix

• Election Authority (EA): generates the election parameters and sets up the BB.

• Adm or Registration Authority (Adm): responsible for checking the eligibility
of the voters and publishing their public keys on BB.

• Talliers (T): k talliers T1,T2, . . . ,Tk who threshold share the secret key and
cooperate to decrypt the ciphertexts.

• Mix-servers (M): N mix servers M1,M2, . . . ,MN responsible for verifiable mix-
ing of the votes in the tally phase.

Cryptographic primitives.

There main cryptographic primitives are being used in the Hyperion e-voting scheme,
which we explain bellow. We refer readers for other cryptographic primitives to
Section 2.3.

• ZKPoK and ZKP (Π): We refer the reader to Section 2.3.1. For simplicity, the
authors of [Dam+24] removed the binding information to the voters’ ID and
election identifier from the hash function.

• Encryption (Enc): ElGamal encryption scheme, as explained in Section 2.3.2, is
used.

• Shuffle: A verifiable mixing approach is used to shuffle the encryption of vot-
ers’ votes and encryption of re-randomized public-keys of the voters in paral-
lel. This is an exponentiation mix, which also permutes the random exponents
of the public-keys. This is instantiated in Hyperion using Verificatum [Wik11].

Election Phases.

We outline all the four phases of Hyperion, highlighting the roles of the aforemen-
tioned parties and the previously discussed cryptographic primitives.

Setup Phase

The EA, Ts, and Vs perform the following tasks.

1. EA: Generate the election parameters prm including the cryptographic group
setting on BB.

2. Ti: Generate a threshold key pair (pkEA, skEA) and send pkEA to BB.

3. Vi: Each voter has a signing key pair (vki, ski) and a unique IDi where vki and
IDi are public on BB.

Ballot Submission Phase

Each voter Vi has to perform the following tasks.

1. Generate trapdoor key xi ∈ Zq and compute the public trapdoor key pki := gxi

using her device.

2. Choose her vote vi and compute encryption of vi as ei = EncpkEA(vi).
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3. Generate NIZKPoK(xi) and ZKP of well-formedness of ei and concatenate them
as a single proof Πi.

4. Generate the signature σi := Signski
(ei, pki, Πi).

5. Send IDi, ei, pki, Πi, and σi to BB.

Tally Phase

In this phase, each party including the Adm, Ts, M, and EA perform the following
tasks.

1. Adm: Check validity of σi and Πi for each voter Vi.

2. Talliers Tj perform the following tasks together.

(a) Compute a fresh secret ri ∈R Zq.

(b) Read pk_i from BB and compute eT
i := EncpkEA(pki

ri).

(c) Compute ΠT
i := ZKPoK(ri)

(d) Send eT
i , ΠT

i to BB, in the row that belongs to IDi.

3. The mix-servers Mj perform the following tasks.

(a) Shuffle the encryptions {ei, eT
i } in parallel and send the result as {e′i, e

′T
i }

to BB.

(b) Compute ZKP of correct mixing as ΠM and send it to BB.

4. The election authority EA performs the following tasks.

(a) Decrypt {e′i, e
′T
i } as {v′i, pk

′ri
i }.

(b) Compute ZKP of correct decryption as ΠEA and send it to BB.

Notification and Verification Phase

In this phase, the talliers send verification information to the voters within the noti-
fication period. They perform the following tasks.

1. Ts: Choose a random time within the notification period and send αi := gri ,
referred to as alpha term or Hyperion term, to Vi via a private channel.

2. Vi: Compute (αi)
xi = pkri

i and find the matching pair (vi, pkri
i ) on BB.

Coercion Mitigation.

In the event of coercion, if the coercer compels the voter Vi to cast a vote for candidate
vk, Vi can find a row on BB containing the pair (vk, pkrk

k ). She can then utilize her
trapdoor key xi to compute a fake verification term, defined as ᾱi := (pkrk

k )
−xi . She

then provides ᾱi as her receipt to the coercer.
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