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A B S T R A C T

Fog computing is a distributed computing paradigm that has become essential for driving Internet of Things (IoT)
applications due to its ability to meet the low latency requirements of increasing IoT applications. However, fog
servers can become overburdened as many IoT applications need to run on these resources, potentially leading to
decreased responsiveness. Additionally, the need to handle real-world challenges such as load instability,
makespan, and underutilization of virtual machine (VM) devices has driven an exponential increase in demand
for effective task scheduling in IoT-based fog and cloud computing environments. Therefore, scheduling IoT
applications in heterogeneous fog computing systems effectively and flexibly is crucial. The limited processing
resources of fog servers make the application of ideal but computationally costly procedures more challenging.
To address these difficulties, we propose using an Arithmetic Optimization Algorithm (AOA) for task scheduling
and a Markov chain to forecast the load of VMs as fog and cloud layer resources. This approach aims to establish
an environmentally load-balanced framework that reduces energy usage and delay. The simulation results
indicate that the proposed method can improve the average makespan, delay, and Performance Improvement
Rate (PIR) by 8.29%, 11.72%, and 4.66%, respectively, compared to the crow, firefly, and grey wolf algorithms
(GWA).

1. Introduction

The IoT sector has grown significantly in recent years, enabling the
digitization of the physical world and connecting people and devices
[1]. This rapid expansion has increased the demand for stability and low
latency in IoT applications. Cloud computing, a critical component of
IoT, provides the storage and processing power necessary to handle the
vast amounts of data generated by IoT devices. However, the physical
distance between cloud servers and IoT devices often results in high
latency, making it unsuitable for real-time IoT applications [2]. Fog
computing has emerged as a complementary paradigm to cloud
computing to address these latency issues. Fog computing allocates
processing and storage resources closer to IoT devices, significantly
reducing communication time between IoT nodes and servers. However,
the exponential increase in servers and IoT applications in fog
computing environments introduces new challenges, such as the need
for efficient execution and optimal load balancing [3]. Effective load
balancing ensures that no single server is overwhelmed and that tasks

are evenly distributed across available resources. This enhances server
reliability and response times and improves overall system performance.
Optimizing load balancing while minimizing response time is a complex
but crucial task in fog computing environments. The fog-cloud archi-
tecture necessitates efficient task scheduling, as the level of service
required by applications depends on their execution location within the
cloud or fog. Fog infrastructure typically has lower processing power
than cloud infrastructure, complicating resource management in the
fog-cloud context. Efficient resource management and job scheduling
policies can improve resource efficiency and reduce service times,
creating a dependable communication environment [1].

Due to the increasing number of IoT tasks and the limited resources
in fog computing, there often needs to be more load distribution. Man-
aging computing, processing, and load distribution in a cloud environ-
ment is complex. Optimal task scheduling and efficient resource
management are essential to distribute the load effectively. Previous
research has used mathematical methods, machine learning, and meta-
heuristic algorithms to reduce delays and predict traffic in fog nodes [4,
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5]. Directed Acyclic Graphs (DAGs) are frequently used to model IoT
applications, with nodes representing tasks and edges representing data
transfer dependencies. Task dependencies complicate scheduling, mak-
ing heuristics and rule-based approaches insufficient for IoT application
scheduling in fog computing environments [6,7]. In fog computing en-
vironments, computational resources are often limited, necessitating
usinuselgorithms with lower computational complexity. The Arithmetic
Optimization Algorithm (AOA) is particularly well-suited for this task
scheduling problem due to its reliance on simple mathematical oper-
ations—addition, subtraction, multiplication, and division. This
simplicity is crucial in scenarios where rapid processing and task
scheduling are essential. Moreover, many traditional algorithms, such as
genetic and simulated annealing, can become trapped in local optima
while searching for solutions. AOA mitigates this issue by employing
global search strategies, which enhance its ability to identify more
optimal solutions for task scheduling. Another significant advantage of
AOA is its compatibility with other optimization techniques, such as
Markov chains. This synergy allows for the dynamic prediction of node
loads and resource availability, enabling real-time load management
and preventing overloads that could lead to performance degradation.

Makespan refers to the total time taken to complete a set of tasks, and
a longer makespan can lead to delays in processing data, which is
detrimental for real-time applications. Delays in the time taken for a task
to be processed after submission can severely impact user experience,
especially in critical applications like innovative traffic management.
Additionally, PIR indicates the performance improvement achieved by a
scheduling strategy; a low PIR due to overburdened servers signifies
inefficiencies in task scheduling and resource allocation. Collectively,
increased makespan and delay, along with a lower PIR, diminish the
effectiveness and reliability of IoT applications, highlighting the need
for effective task scheduling and resource management in fog computing
environments.

New and highly effective optimization methods can be used to solve
problems in graph theory, networks, path optimization, system design,
and other areas of engineering and various sciences. Based on this, our
proposed method also utilizes AOA for task scheduling. This paper ad-
dresses the challenges in fog computing, which is essential for IoT ap-
plications due to its ability to reduce latency by processing data closer to
devices. As IoT applications grow, fog servers face resource strain,
leading to reduced responsiveness. The need to manage issues such as
load instability, makespan, and underutilization of VMs has driven the
demand for more efficient task scheduling in fog and cloud environ-
ments. The significance of this paper lies in developing cost-effective and
efficient scheduling solutions that balance the computational load,
reduce delays, and lower energy consumption in fog systems with
limited resources. This paper proposes using the AOA for task scheduling
and Markov chains to forecast VM load. The goal is to create an opti-
mized and balanced framework that improves system efficiency by
reducing energy usage, delays, and makespan, providing a practical
solution for managing the growing IoT loads in fog and cloud environ-
ments. In conclusion, this paper offers an innovative approach to opti-
mizing IoT application management and scheduling in fog computing,
enhancing performance under resource constraints.

The paper is divided into the following sections: In the second sec-
tion, we provide an overview of the research on task scheduling and load
balancing. Our suggested approach is presented in the third part. The
fourth section describes the simulation and the outcome of the proposed
strategy. In section five, we finally offer the article’s conclusion.

2. Related work

Hudson et al. [8] proposed a method that addresses the challenge of
AI-based service placement and request scheduling in edge computing to
maximize Quality of Service (QoS). The method formulates the problem
as an Integer Linear Program (ILP), demonstrating that placement and
scheduling are NP-hard. Additionally, the proposed FLIES algorithm for

predicting future requests and a collaborative placement algorithm
(CGP) outperform existing approaches in maximizing QoS. Another
method has proposed resource allocation with efficient task scheduling
based on a hierarchical auto-associative polynomial convolutional
neural network [9]. This method reduces makespan and increases
throughput using a short-term scheduler based on the Starling Murmu-
ration Optimizer (SMO). Efficient resource allocation in this method is
based on design constraints such as bandwidth, resource load, and more.
The authors in [10] address the problem of load balancing for virtual
machines in cloud computing. This method fairly distributes tasks across
virtual machines, considering the overall performance of the entire
cloud. To solve this problem, the proposed method transforms it into an
assignment problem and solves it using the Hungarian method. A Mar-
kov Decision Process (MDP) strategy was used by Liu et al. [11] to
reduce average task execution delay in edge computing settings. They
suggested a productive one-dimensional search method to identify the
best work scheduling strategy. Nevertheless, expanding this work to
address intricate weighted cost optimization problems in heterogeneous
fog computing systems is challenging, and it cannot adjust to changes in
the computing environment. To minimize the overall computation time
and system cost of job scheduling in heterogeneous fog cloud computing
systems, Ali et al. [12] suggested a Non-dominated Sorting Genetic Al-
gorithm) NSGA II (-based method.Through their work, the task sched-
uling problem is formulated as an optimization problem to dynamically
allocate suitable resources for predefined tasks. The authors introduced
a novel HDSOSGOA technique based on a hybrid chaotic algorithm for
work scheduling in fog computing settings. Grasshopper Optimization
Algorithm (GOA) and Symbiotic Organisms Search (SOS) algorithms are
used by HDSOSGOA, which selects amongst them depending on the
probability calculated by the learning automata. The article aimed to
reduce scientific workflows’ makespan, cost, and energy consumption
on cloud servers and fog nodes. The dynamic voltage and frequency
scaling (DVFS) method is also used in the article to reduce energy usage.
The best DVFS-level VMs are chosen using the HDSOS-GOA algorithm,
which also assigns the jobs to the most suitable VMs. This article aims to
reduce workflow scheduling time and energy consumption. The study
also uses fog nodes close to end users to reduce latency and bandwidth
usage [13]. Singh et al.’s paper [14] offered a hybrid GA-modified
Particle Swarm Optimization (PSO) approach for resource assignment.
In cloud-fog computing contexts, the strategy tries to minimize the
makespan, cost, and energy consumption of tasks that depend on one
another on different resources. To avoid job execution delays, the
approach uses slow virtual machines. To do this, the method employs
the same weights for the makespan, energy consumption, and execution
cost in the fitness function. The study demonstrates that the suggested
method outperforms existing algorithms regarding the makespan, cost,
and energy consumption of executing scientific workflows using cloud
and fog resources. To improve performance and cost-effectiveness, a
unique scheduling strategy for complex applications with many jobs
within edge cloud systems was developed in a study by Khaledian et al.
[15]. This method seeks to optimize workflow scheduling in fog-cloud
situations. It is based on the krill herd algorithm, a meta-heuristic al-
gorithm inspired by the collective behaviour of krill swarms. Further-
more, combining dynamic voltage and frequency scaling (DVFS)
approaches further improves energy efficiency by modifying fog nodes’
voltage and frequency levels.To manage the load and decrease task
execution latency in a fog cloud computing environment, Shahidani
et al. [16] devised a Q-learning-based approach. Nevertheless, this work
does not consider the inter-task dependencies and the heterogeneity of
cloud and fog computing environments.A multi-objective cost-aware
scheduling algorithm was proposed in the literature to solve the
execution of bag-of-tasks (BoT) applications running on fog computing
environments [17]. The proposed algorithm utilizes a load balancing
algorithm to offload tasks of overloaded fog nodes into under-loaded
ones to reduce makespan in favour of users. However, other suggested
operators enhance other problems’ objectives. A QoS-aware scheduling
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algorithm deploys the components of IoT applications on available fog
nodes to increase running reliability and reduce power consumption
[18]. Authors in [19] propose a new load balancing model for cloud
environments, including a PSO algorithm, a VM migration model using
Double Deep Q Proximal, and a GAN-based feedback controller to
enhance fault tolerance, reduce energy consumption, and decrease
migration time. To this end, the authors presented a resource dissipation
model to assign tasks on processing nodes that minimize resource
wastage. The "Load Balancing Aware Task Selection and Migration"
(LBATSM) approach in [20] explores a novel method to enhance load
balancing and efficiency in fog computing systems. This method com-
prises two main components: task selection and task placement. In the
task selection phase, tasks are chosen for migration based on criteria
such as the current load of nodes and task priorities. In the task place-
ment phase, a Modified Binary Particle Swarm Optimization (MBPSO)
algorithm is employed, enhanced with an improved transfer function to
maintain a balance between exploration and exploitation. In [21], the
authors introduce a new algorithm called DALBFog (Deadline-Aware
and Load-Balanced Task Scheduling) for task scheduling in fog
computing environments for IoT applications. The primary objective of
this algorithm is to enhance task scheduling by simultaneously consid-
ering deadlines and load balancing among fog nodes. This approach
utilizes two sub-schedulers: one for the initial allocation of tasks and
another for rescheduling tasks that fail to meet their deadlines. Results
demonstrate that the DALBFog algorithm outperforms existing methods
in improving load balancing and meeting deadlines. This algorithm
optimally allocates tasks to fog nodes, thus enhancing overall system
efficiency. The approach in [22] presents a novel hybrid method for load
balancing and fault tolerance in fog computing. This method combines
the Ant Colony Optimization (ACO) algorithm and the Multi-Objective
Hawk Optimization (MHHO) algorithm. The MHHO-ACO approach is
used to distribute the load among fog nodes and execute redundant in-
stances of applications on different nodes to ensure fault tolerance. This
algorithm improves execution time, cost, and energy consumption.[23]
investigates a cloud load balancing framework in fog computing envi-
ronments. It introduces and analyzes a new model called AELBA
(Advanced Ensemble Load Balancing Approach), which ensures
resource utilization and improves the performance of fog computing
systems by leveraging the collective intelligence of multiple load
balancing and optimization algorithms. AELBA combines several
load-balancing methods, such as dynamic threshold-based load
balancing, round-robin scheduling (RR), and intelligent workload pre-
diction. This approach enhances response time and reduces latency.
Ghorbannia et al. proposed scheduling methods for improving energy,
cost, throughput, and latency in cloud environments. Their research
concentrated on workflows involving several tasks with priority in
execution. Each task in the workflow was mapped to a virtual machine,
considering optimization problems such as cost and energy. Their heu-
ristic methods outperformed their comparing algorithms [24,25].
Deadline and Budget constrained Archimedes Optimization Algorithm
(AOA) is designed for task scheduling in cloud computing, optimizing
makespan and cost while adhering to deadline and budget constraints
[26].

While existing algorithms offer appropriate techniques for sched-
uling tasks and allocating resources, most need to consider these two
issues simultaneously. In addition to addressing these issues, our sug-
gested approach presents a load-balancing architecture. It analyzes and
quantifies the VM load using the Markov chain and then uses the AOA
method to schedule tasks. This method lowers makespan, delay time,
and energy usage.

3. Proposed method

By connecting devices and apps, the IoT turns massive amounts of
different data into information that can be used. IoT devices frequently
rely on cloud computing, which has excellent processing capacity but

inherent delay due to computational and energy constraints. Fog
computing lessens this, which moves processing closer to IoT devices at
the network edge to reduce latency and boost productivity. It dramati-
cally reduces the time data must travel between IoT nodes and servers
for processing by using tiny, low-capacity computing devices before
transferring the data to the cloud. The approach for task scheduling and
resource management in fog and cloud layers presented in this chapter
uses optimization techniques to reduce scheduling costs, time, and
Markov chains to assess node loads.

3.1. Three-layer structure

This study proposes a dynamic resource allocation and task sched-
uling strategy to facilitate dynamic load balancing across all edge and
cloud computing nodes. Fog computing moves processing capabilities
closer to IoT devices, enhancing service delivery for IoT applications.
The proposed method provides a practical scheduling and resource
management approach in the fog and cloud layers. Understanding IoT
architecture is crucial for resource management and task scheduling. IoT
consists of three layers in its simplest form: Sensor Layer: Generates
tasks from users or smart devices, initially entering the fog layer for
scheduling and resource allocation. Fog Layer: Receives requests from
the sensor layer and requires mechanisms for utilizing fog resources for
processing and scheduling tasks. Cloud Layer: Handles incoming re-
quests from the fog layer; for real-time tasks, both fog and cloud re-
sources are utilized [27]. We have considered a resource management
and task scheduling system in the fog layer. This system operates as
follows: A set of tasks is generated from the sensor layer and sent to the
fog layer for scheduling. Fog resources sometimes need help to handle a
large volume of user requests, causing load imbalance. Therefore, load
balancing among all resources in the fog layer is necessary. The tasks
sent to the fog layer are handed over to the load balancer and scheduler.
The load balancer receives the tasks and determines their real-time or
non-real-time nature based on their deadlines. Real-time tasks are pro-
cessed in the fog layer, while non-real-time tasks utilize resources from
the fog and cloud layers. Two states (busy and idle) are considered for
each VM to improve scheduling and achieve the predicted goals when
calculating the load.

Additionally, a Markov chain is used to predict the status of a VM (in
terms of high or low load) or related resources. If a VM has a high load,
tasks are removed and executed on a VM with a lower load. The load
balancer sets an objective function for task scheduling and completes
tasks on available resources to optimize this objective function. In the
proposed method, the AOA is used to reduce the execution time of tasks.
Fig. 1 illustrates an example of the three-layer architecture. Table 2
shows the notations used in this paper. Attempts have been made to use
standard notations.

3.2. Resource allocation with Markov process

A Markov model is a set of probabilistic functions of states. In this
context, the resulting model is a stochastic model with an underlying
random process that is hidden and can only be observed through a set of
random processes generating the sequence of observations. In a Markov
model, the following parameters can be established: Number of Possible
States: The number of states plays a crucial role in the model’s success,
with each state corresponding to a specific event. Various methods exist
for connecting states; in the most general form, all states are inter-
connected and accessible. Number of Observations in Each State: The
number of discrete observations equals the number of outputs the
modelled system will have. If the discrete observations have an unlim-
ited value, Eq. (1) describes it.

A = {aij} , aij = p{qt+1 = j|qt = i}, 1 ≤ i, j ≤ N; (1)

Where qt presents the system’s state at time t, indicating the current
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state of the system. N denotes the total number of nodes or states in the
system. t refers to a specific time when the system is in a particular state.
aij is the probability of transitioning from node i to node j, representing
the likelihood of the systemmoving from state i to state j at a given time.
Finally, i and j represent the indices of the different states of the system,
each referring to a specific state within the model. These constraints are
included in Eq. (2).

aij ≥ 0, 1 ≤ i, j ≤ N,
∑N

j=1
aij = 1, 1 ≤ i ≤ N (2)

For the states of an ergodic model, aij > 0 for all i and j. In the case
where there is no connection between states aij = 0.Generally, there are
two methods for load balancing: one is through data migration across
different links, and the other is using evaluation algorithms to manage
the load of VM systems. It is assumed that the system’s current state
depends on previous states. Based on the request load and threshold
value, the local computational method decides whether to send a
request to the central server or neighbouring network servers for pro-
cessing. This method ensures that servers operate within a reasonable
load range. Assume that ss = {1, 2,…,N} specifies the set of all virtual
machines and three threshold levels of high, standard, and low load are
denoted as MAX(i), NORMAL(i)and MIN(i), respectively. Two charac-
teristics mainly represent the utilization criteria of individual services
for virtual machines. E(t) denotes execution time, W(t) denotes job
waiting time, and the weight parameterλ is formulated according to Eq.
(3). The input is obtained from the dynamic hierarchical weighting
design method, and the load characteristic of task ⅈ at time t is L(t):

Li(t) = λ1Ei(t)+ λ2Wi(t) (3)

Where Σλi = 1. Additionally, the overall load status of the VM at time t
can be specified by the parameter LOAD(i), as shown in Eq. (4).

LOAD(i) =
∑n

i=1
Li(t) (4)

The centralized scheduling policy configures a module to collect the
load status of each node, adjusting the allocation of dedicated service
resources of the nodes according to the hierarchical task requirements
within the cloud framework (Fig. 2).

This scheduling program unifies resources for multi-task combina-
tions of task sets and does not accept new tasks for processing when

Fig. 1. three-layer architecture [28].

Table 1
Comparison of Existing Approaches.

Ref Main idea Advantages Disadvantages

[8] optimize AI service
placement and
request scheduling in
edge computing

Maximizes QoS,
Collaborative
Placement (CGP),
Scalable and Efficient.

Complexity, FLIES
depends on
decentralized data

[9] improve resource
efficiency and reduce
response time in cloud
systems with
Convolutional Neural
Network

increases resource
utilization, reduces
energy consumption,
improves response
time

Not justifying the
computational cost, lack
of comprehensive
evaluation and security
considerations

[10] transform the cloud
computing load
balancing problem
into an allocation
problem and solve it
using the Hungarian
method

Improvement in
makespan and
throughput, decrease
in VM utilization,
Deviation

the time complexity of
this algorithm could
become problematic,
and Limited Evaluation
Metrics (Makespan and
throughput)

[11] proposes an effective
solution for
optimizing task
scheduling in Mobile-
Edge Computing
systems

Reducing overall
system latency,
Optimizing the use of
resources, Reducing
energy costs

Complex
implementation, lack of
attention to interactions
between tasks, lack of
practical assessment

[12] Designing an
automated task
scheduling model for
Fog-Cloud systems
using the NSGA-II.

Multi-objective
optimization reduces
processing delays and
increases the
productivity of
resources, flexibility
and scalability.

High computational
complexity, need for
fine-tuning, lack of
attention to security and
privacy, and limitations
in practical evaluation.

[13] Designing a
scheduling algorithm
for workflows in Fog
Computing systems
Using a chaotic hybrid
algorithm (Hybrid
Chaotic Algorithm)

Optimizing energy
consumption,
efficient resource
management,
reducing cloud and
edge systems load,
and reducing costs.

High computational
complexity, Need to
fine-tune the
parameters, Limitation
in scalability, lack of
attention to security and
privacy issues.

[14] Combining PSO and
GA algorithms for
optimal task
scheduling in cloud-
fog environments

Multi-objective
optimization,
reducing delay time,
Reducing costs, and
optimizing energy
consumption.

High computational
complexity, Need to
fine-tune the
parameters, time-
consuming for large
scales, lack of attention
to security and privacy
issues.

[15] Designing an
improved method for
workflow scheduling
in fog-cloud
environments using
the Krill Herd
algorithm.

Improve energy
consumption, fault
tolerance, multi-
objective
optimization, system
efficiency, scalability
and flexibility.

High computational
complexity, Need to
fine-tune the
parameters, Constraints
in the real world, and
Scalability problems at
large scales.

[16] Using a reinforcement
learning algorithm, a
multi-objective
method to optimize
task scheduling and
load distribution in
edge-fog-cloud
architecture was
presented.

Reduce delay time,
multi-objective,
reduce delay time
Optimize energy
consumption, and
load balancing.

High computational
complexity needs fine-
tuning, scaling, and
dependence on input
data.

[17] Modeling the
scheduling of tasks
optimally in the fog
environment to
reduce costs and
improve performance

Multi-objective
Optimization, Cost-
aware model,
Improvements in
scalability and
efficiency, Flexibility
in resource allocation

Complexity of
algorithms and
implementation,
Limitation in scalability
of algorithms,
Dependence on accurate
input data, Failure to
address security and
privacy complexities

[18] Multi-objective and
QoS-aware
optimization for the
deployment of IoT

Improving QoS in
distributed
environments, High

High complexity and
computational cost,
dependence on accurate

(continued on next page)
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virtual machines are overloaded. Regularly, there are multiple paths
between nodes in the source network. If more connectable paths exist
between nodes, it indicates a higher likelihood of choosing another route
instead of the direct one, with a corresponding lower weight. The
network topology is represented by an undirected graph G = (V, E),
where V represents the set of nodes in the network and E represents the
set of links. Fig. 3 shows n paths from node ⅈ to j, and only P1 is a directly
connected channel. The n-step transition probability expression under

the Markov process P(n) calculates the fully connected adjacency matrix
graph.

The one-step transfer matrix of the system state includes the one-step
transition probability. The parameter P(t)

ij presents the conditional
probability distribution of the state space, specifically the likelihood of
transitioning from node i to node j at time t. The indices i and j refer to
the node counters, representing specific states in the system. Xn +

1 denotes the state space node at time n + 1, while xn represents the
system’s state at time n. t indicates a specific time point in the system’s
evolution. Lastly, P(n)is used to calculate the fully connected adjacency
matrix graph, which defines the connections and transitions between
nodes in the system. Therefore, the transition probability of reaching j
from state ⅈ at time t is given by Eq. (5).

Pij(t) = P{Xn+1 = j|xn = i} (5)

Since link access is proportional to the sum of non-one-step transition
probabilities of nodes ⅈ and j, it is rewritten as Eq. (6):

Pij =
∑n

t=2
(P(t)

ij +P(t)
ji )

/

2 (6)

Therefore, when Pij ≤ MIN(di), it can be concluded that the VM is in a
low-load state and can perform coordination tasks. When Pij ≥ MAX(di),
it can be judged that the VM is overloaded, and user response is delayed.
So, necessary tasks can be directed to underloaded VMs until they
converge to NORMAL(i). It is worth noting that di is the distance from
the ith node. When the load is within the normal load range, virtual
machines operate in a normal state, and the load in the cloud area can be
sorted in ascending order as backup virtual machines to balance the
load.

Table 1 (continued )

Ref Main idea Advantages Disadvantages

applications in "fog-
cloud infrastructures

scalability, Reducing
energy consumption

data, lack of attention to
security and privacy

[19] Load balancing model
for cloud computing
using PSO, Double
Deep Q Proximal for
VM migration.

Optimized Load
Balancing, Efficient
VM Migration, Energy
Efficiency

High Complexity, Initial
Cost

[20] Load balancing,
selecting and shifting
tasks in the fog
computing

Increase system
efficiency, Reduce
problems caused by
overloading, Reduce
processing delays, and
ability to run in real-
time

High computational
complexity, need for
accurate data, Limited
flexibility against rapid
load changes,
Scalability issues

[21] Designing a time-
sensitive scheduling
algorithm (Deadline)
and load balancing in
Fog computing
environments for IoT
applications

Reduce latency,
Increase efficiency,
Optimal scheduling
and aware of the time
limit, load balancing
on Fog nodes,
scalability in
changing
environments

Limited flexibility
against dynamic
conditions, Reduced
efficiency in critical or
complex situations,
Dependence on Fog
infrastructure, High
computational
complexity

[22] Use of advanced
algorithms to divide
the load and identify
failures effectively

Improve performance
with load balancing,
increase fault
tolerance, reduce
latency, Optimize the
use of resources, and
improve system
security and stability.

Dependency on specific
Fog infrastructure,
Scalability problems in
large environments,
lack of attention to
security issues, Failure
to consider energy
issues

[23] Providing an
advanced hybrid
approach for load
balancing
management in Fog
computing using
different algorithms
simultaneously
computing

Reduce latency, Use
ensemble approach,
Resource
optimization, High
scalability and
flexibility, and
Optimal load
distribution.

High computational
complexity, Scalability
problems in large
environments, Failure
to consider energy
consumption

[24] Optimize the
scheduling of cloud
workflows, especially
for resource-intensive
IoT applications based
on distance
parameters, input
clustering, and real-
time execution times.

Optimizing energy
consumption and
cost, Improved
processing power and
latency, Reducing
migrations of virtual
machines

Implementation
complexity, Lack of
scalability, Failure to
investigate
environmental impacts

[25] Using the migration of
virtual machines and
combined parameters
for energy
consumption and cost

Reduce energy
consumption and
cost, Improve
efficiency, flexibility
and usability,
Resource
optimization

Complexity of
implementation and
execution, Limitation in
scalability, Needs fine-
tuning

[26] workflow scheduling
in the cloud with
Archimedes
Optimization
Algorithm

Simultaneous
management of time
and budget
constraints,
improving resource
efficiency, reducing
costs by complying
with restrictions,
Reducing latency

High computational
complexity, Limitations
in scalability in certain
situations, requires high
computing resources to
run

Table 2
Notations used in the formulae and method.

variables Variables description

qt System status in time t
N Total number of nodes
t Time
aij Probability of transition from node i to node j
E(t) execution time
W(t) waiting time
λ weight parameter
Li(t) load characteristic of task i at time t
LOAD(i) overall load status of the VM at time t
P(t)ij conditional probability distribution of the state space from node i to

node j
Xn+1 the state of the space node
xn state at time n
P(n) fully connected adjacency matrix graph
Pij Probability of accessing the link from node i to node j
Tilen duration of each task

VMj
Pow

processing speed of tasks on a VM
NVM Number of virtual servers
NPH Number of physical servers
ETCij execution time of task i on virtual machine j
NT number of tasks entered into the fog layer
NVM number of virtual machines in the fog layer
D delay
E energy
α random coefficient between zero and one
MIN The minimum acceleration of the solution movements
MAX The maximum acceleration of the solution movements
M_Iter maximum number of iterations
MOP mathematical optimization algorithm
LBj the lower bounds of the j -th dimension of a solution
UBj the upper bounds of the j -th dimension of a solution
μ control parameter
ε minimal constant value
ExeTime(ti) execution time of a task
PIR percentage of performance improvement for each method
Yʹ fitness obtained by the proposed method in scheduling
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3.3. Scheduling objective function in allocated resources in the fog layer

When tasks are scheduled only in the fog layer, it is assumed that
there are Nph physical servers, and each physical service hasNVM virtual
servers. The duration of each task can be represented by Ti

len. VM
j
Pow

indicates the processing speed of tasks on a VM, with ⅈ as the task
counter and j as the VM counter. The objective function for scheduling in
the fog layer uses the proposed tasks in Eqs. (7), (8), and (9)[29].

ETCij =
Ti
len

VMj
Pow

, i = 1,2,…,NT , j = 1,2,…,NVM (7)

ETC =

⎡

⎢
⎢
⎣

ETC11 ETC12 … ETC1NVM

ETC21 ETC22 … ETC2NVM

… … … …
ETCNT1 ETCNT2 … ETCNTNVM

⎤

⎥
⎥
⎦ (8)

Cost = min

(

max
j∈1,2,…,m

(
∑n

i=1
ETCij

))

(9)

ETCij is the execution time of task ⅈ on VM j (i is task counter and j is
VM counter). NT is the number of tasks entered into the fog layer, and
NVM is the number of VMs in the fog layer. The matrix ETC shows the
execution time of tasks on the virtual machines in the fog layer. Eq. (9) is
the objective function in the fog layer. The proposed method aims to
schedule real-time tasks using a mathematical optimization algorithm to
minimize the desired objective function.

3.4. Scheduling objective function in allocated resources in fog and cloud
layers

If the task type is not real-time, task scheduling is executed in both
the cloud and fog layers, and the cost function for task scheduling is
presented in Eq. (10) [30].

F = α × D+(1 − α) × E (10)

In this equation, D and E, respectively, represent the execution delay

of the task in the fog and cloud layers and the amount of energy
consumed during task scheduling. α is a random coefficient between
zero and one [31].

3.5. Optimization of resource allocation for scheduling

Themathematical optimization algorithm is a meta-heuristic method
for finding the optimal solution based on addition, subtraction, multi-
plication, and division operators. The mathematical optimization algo-
rithm is used in this research for the following reasons: High accuracy,
low complexity, exploration search, and exploitation search. The
exploration and exploitation search of the mathematical optimization
algorithm to find the optimal solution is shown in Fig. 4. The exploration
search in this algorithm aims to reject local optimal solutions and find
the global optima. In contrast, the exploitation search reduces the
computational error of the global optimum. In this algorithm, mathe-
matical operators are used for international or exploration search and
local or exploitation search, as shown in Fig. 4: Addition and subtraction
operators are used for the exploitation search. Multiplication and divi-
sion operators are used for the exploration search.

In the mathematical calculation optimization algorithm, MOA and
MOP parameters are used in order and according to Eqs. (11) and (12) in
each iteration to update the solutions and determine the search strategy:

MOA(C_Iter) = Min+C_Iter × (
Max − Min

M_Iter
) (11)

MOP(C_Iter) = 1 −
C_Iter

1
α

M_Iter
1
α

(12)

In these equations, Max and Min represent the maximum and mini-
mum acceleration of solution movements and feature vectors to
approach the optimal solution, mapping tasks to resources. The

Fig. 2. Load status collector module of each node.

Fig. 3. Markov model in virtual machines.

Fig. 4. Quadruple operators in mathematical calculation algorithm [23].
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parameter C_Iter is the iteration counter of the mathematical optimiza-
tion algorithm, and M_Iter is the maximum number of iterations
considered for the scheduling and resource allocation algorithm. The
value of the MOP coefficient in the mathematical optimization algo-
rithm is determined in each iteration based on the α parameter. The α
coefficient can be determined through trial and error at around 5.The
MOA parameter is a metric for evaluating the algorithm’s performance.
Eq. (13) is used for exploration search, and in this case, a random
number between 1 and 0 is generated. If this random number is less than
0.5 for each mapping of tasks to resources, the division operator is used
to update the mapping of tasks to resources. Otherwise, the multipli-
cation operator is used to update the mapping of tasks to resources:

xi,j(CIter+1)=
{
best(xj)÷(MOP+ ε)×((UBj − LBj)×μ+LBj) rand>0.5

best(xj)×MOP×((UBj − LBj)×μ+LBj) rand≤0.5
(13)

In this equation, best(xj) is the optimal solution or mapping of tasks
to resources, and UBjand LBjare the upper and lower bounds of the j -th
dimension of a solution, respectively. μ is a control parameter, and ε is a
minimal constant value [32]. Rand () determines the type of search,
local or global. If rand () is more significant thanMOA, the search will be
local or global. For updating the task mappings based on exploitation
equations, Eq. (14) is used.

xi,j(CIter +1) =
{
best

(
xj
)
− MOP× ((UBj − LBj) × μ + LBj) rand > 0.5

best
(
xj
)
+MOP× ((UBj − LBj) × μ + LBj) rand ≤ 0.5

(14)

3.6. Markov chain integration for VM load forecasting

In our proposed scheduling framework, Markov chains predict the
future load state of virtual machines (VMs) in the fog-cloud environ-
ment. Each VM is categorized into two states: high load (H) and low load
(L). The Markov chain employs a transition matrix to estimate the
transition probabilities between these states. This predictive capability
informs scheduling decisions, enabling the allocation of tasks to VMs
that are anticipated to have lower loads, thereby minimizing delays and
avoiding resource bottlenecks. The integration of Markov chains en-
hances the overall efficiency of the Arithmetic Optimization Algorithm
(AOA). During each iteration of the scheduling process, AOA considers
the predicted VM load states alongside task deadlines and resource
availability. The scheduling objective function incorporates traditional
metrics, such as makespan and energy consumption, while factoring in
load balancing based on the predicted VM states. This approach allows
the algorithm to adapt to changes in resource demand dynamically,
ensuring that tasks are allocated in a manner that optimizes resource
usage and minimizes task completion times. By predicting which VMs
will experience high or low loads shortly, the system dynamically ad-
justs task assignments to avoid overloading VMs and to ensure efficient
resource utilization. This integration ultimately enhances load
balancing, reduces task completion time (makespan), and minimizes
delays by preventing VM overloading and underutilization.

3.7. Task classification and prioritization in scheduling

In our proposed framework, tasks are systematically classified based
on urgency, resource requirements, and dependencies to facilitate effi-
cient allocation within heterogeneous fog computing environments.
Tasks are categorized as real-time or non-real-time. Real-time tasks,
characterized by stringent deadlines and the need for immediate pro-
cessing, are exemplified by applications in autonomous vehicles, in-
dustrial automation, and real-time healthcare monitoring, where
processing delays can have significant consequences. Non-real-time
tasks, such as background data processing or periodic data aggrega-
tion, are less time-sensitive and can tolerate some delay. Further clas-
sification is based on resource requirements, distinguishing between

lightweight and heavyweight tasks. Lightweight tasks, requiring mini-
mal computational resources, are suitable for execution on edge devices,
while heavyweight tasks, demanding substantial processing power and
memory, often necessitate allocation to more capable fog nodes or cloud
resources. Finally, tasks are identified as independent or dependent
based on execution relationships. Independent tasks can be executed in
isolation, whereas dependent tasks require a specific execution order
due to their reliance on outputs from preceding tasks. This compre-
hensive classification enables effective prioritization, ensuring that
high-priority tasks are allocated resources first, thereby optimizing
overall system performance.

The task allocation decision-making process is dynamic and
responsive to the heterogeneous nature of fog computing resources,
which vary in processing power, memory capacity, and network band-
width. Real-time tasks are strategically allocated to the nearest fog
nodes to minimize latency and ensure swift processing. Conversely, non-
real-time tasks are assigned to cloud resources or lower-priority fog
nodes, balancing the system load and maximizing resource utilization.
Integrating Markov chains enhances predictive load balancing by fore-
casting the load states of virtual machines (VMs) and fog nodes, enabling
dynamic task migration and redistribution. For example, suppose a VM
is predicted to experience a high load. In that case, tasks can be seam-
lessly transferred to underutilized VMs or fog nodes, maintaining even
workload distribution and preventing resource congestion.

Furthermore, the Arithmetic Optimization Algorithm (AOA) refines
the task-to-resource mapping, considering each task’s specific resource
requirements and the capabilities of available resources. This integra-
tion minimizes makespan and energy consumption while enhancing
system responsiveness and efficiency. This comprehensive approach to
task classification, prioritization, and allocation effectively addresses
the challenges of heterogeneous fog computing environments.

3.8. Flowchart of the proposed method

Fig. 5 shows the flowchart of the proposed method for scheduling
and resource allocation. It has the following stages:

• Creating an initial population of task-to-resource coding vectors
• Evaluating solutions with the objective function and selecting the
optimal task-to-resource mapping vector

• Updating task mappings with four operators: addition, subtraction,
multiplication, and division

• Selecting the optimal mapping in the final iteration and scheduling
based on it.

4. Experimental

The simulations of the proposed method and other algorithms in this
paper were conducted using MATLAB R2021b software. An Asus laptop
with a Core i7 processor, 16 GB of RAM, a 2.50 GHz clock speed, and a
64-bit Windows operating system was used. The NASA Ames iPSC/860
dataset contains information on 14,794 jobs and tasks. For the NASA
iPSC dataset, which involves 257 users, 240 processors or CPUs are
required. The average number of tasks in this dataset is 202.871.
Initially, the evaluation parameters are reviewed, followed by the pre-
sentation of the evaluation indicators and experiments. In the final
stage, the results of the proposed method will be compared with similar
techniques.

4.1. Parameters

The parameters of the proposed method need to be carefully
configured to implement it. In the implementations, first, it is tried to set
the AOA algorithm parameters accurately. In the experiments, the
population size in the AOA algorithm is set to 10, and the number of
iterations is set to 30. Each experiment is repeated 50 times, and the
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average evaluation indicators are considered for analysis. Theα param-
eter in the mathematical optimization algorithm is set to 5, and in the
AOA algorithm, εis set to a minimal value, approximately 0.001. In
implementing the proposed method in the cloud layer, the number of
data centres used is equal to 2, and the number of hosts is 4. The number

of virtual machines in each host is set to 10, and the processing power of
each machine is considered between 3000 and 5000 MIPS. The main
memory of each VM is set to 1 GB, and the secondary memory of the
virtual machine is set to 20 GB. The computational bandwidth capacity
of virtual machines is 0.5 GB per second. The number of VMs in the fog

Fig. 5. Flowchart of the proposed method in resource allocation and scheduling.
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nodes is 15, and the processor power in the fog layer is between 100 and
2800 MIPS. The main memory of fog nodes is 0.5 GB, the secondary
memory is 10 GB, and the data transfer rate in the fog layer is 1 GB per
second, with each fog node having one CPU.

4.2. Implementation metrics

In evaluating the proposed method, makespan is the most critical
evaluation metric for task scheduling and resource allocation. This
metric indicates the time at which the last task finishes. A reduction in
this parameter indicates better quality of the proposed method. The
second important metric is throughput, which refers to the total number
of tasks successfully executed within a specified time frame. To calculate
the throughput metric, Eq. (15) can be used:

Throughput =
∑

ti∈Tasks
ExeTime(ti) (15)

Yʹ represents the fitness obtained by the proposed method in
scheduling, and Y represents the fitness value received by each com-
parison method in scheduling.

4.3. Time complexity analysis

Resource allocation and scheduling algorithms are very time-
sensitive, and a proper scheduling algorithm should have low
complexity. In this section, the proposed method is compared with well-
known meta-heuristic algorithms such as Particle Swarm Optimization
(PSO), Firefly Algorithm (FA), Whale Optimization Algorithm (WOA),
Hawk Optimization Algorithm (HOA), and Jellyfish Optimization Al-
gorithm (JOA). It should be noted that these methods are coded in the
MATLAB environment and compared with the proposed method. The
execution times of scheduling algorithms with the proposed method for
500, 1000, and 1500 tasks are compared in Figs. (6), (7), and (8).

To facilitate direct comparison with the results presented in refer-
ence [4], initial simulations were conducted with task counts of 500,
1000, and 1500. To further evaluate the robustness and scalability of our
proposed method, the simulation scope was expanded to include task
counts of 2000 and 2500. Table 3 presents the execution times for these
simulations. The table shows that the proposed method consistently
outperforms ChOA, WOA, HGSWC, and CSA across all task counts,
demonstrating its superior performance in handling varying workloads.

Experimental analysis shows that if the number of tasks is 500, the

execution time of task scheduling in the proposed method is
6.86 seconds.

In contrast, the execution times for PSO, FA, WOA, HOA, and JOA
are 8.96, 7.46, 10.98, 15.43, and 11.56 seconds, respectively. In this
case, the proposed method has a lower execution time than similar al-
gorithms. With the increase in the number of tasks from 500 to 1000, the
execution time of tasks will increase, and the execution time of functions
in the proposed method will be 13.41 seconds. With the increase in the
number of tasks to 1000, the execution times for PSO, FA, WOA, HOA,
and JOA are 15.63, 14.72, 21.34, 30.84, and 23.14 seconds, respec-
tively. If the number of tasks increases to 1500, the scheduling time for
tasks in the proposed method will be 19.21 seconds, less than the
execution time required by PSO, FA, WOA, HOA, and JOA algorithms.
The analysis of average scheduling time behaviour is also precious, and
in Fig. (9), the average execution time of the proposed algorithm is
compared with other algorithms.

Experiments showed that the average execution time index of the
proposed algorithm is 13.16 seconds, while the average execution time
of PSO, FA, WOA, HOA, and JOA is 16.92, 14.35, 20.72, 29.82, and
22.96 seconds, respectively. Evaluations show that the proposed algo-
rithm requires less execution time than other meta-heuristic algorithms,
with the FA in second place. The worst performance among the sched-
uling algorithms is related to the HHO due to its higher computational
complexity.

4.4. PIR index analysis

In this section, the effectiveness of the proposed algorithm based on
the PIR index compared to meta-heuristic algorithms is compared in
Fig. (10).

The PIR index indicates how successful the proposed algorithm has
been in reducing the execution time and scheduling tasks compared to
each meta-heuristic method. According to the experiments, the PIR
index of the proposed method shows improvements of 22.22 %, 8.29 %,
36.48 %, 55.86 %, and 9.8 % compared to PSO, FA, WOA, HOA, and
JOA algorithms, respectively.

4.5. Delay index analysis

This section compares the proposed algorithm with various optimi-
zation and scheduling methods based on the delay index. In Figs. (11),
(12), (13), (14), and (15), the scheduling delay for 30, 50, 90, 150, and

Fig. 6. Comparing the execution time of the proposed algorithm with meta-heuristic methods with 500 tasks.
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200 tasks is compared with the proposed method and the results of
research [4] are considered for comparison. In these experiments, the
proposed method is compared with scheduling methods such as
Cloud-Fog, MGWO, NSGA-II, and Multiple Objective Particle Swarm
Optimization (MOPSO).

In the first experiment, the number of tasks is 30, and the delay for
these 30 tasks is 20.82 seconds. The delay per task is calculated by

dividing 20.82 by 30, which is 0.694 seconds.
If the number of tasks is 50, the delay of the proposed method is

39.71 seconds, which is less than scheduling methods such as Cloud-
Fog, MGWO, NSGA-II, and MOPSO.

With the increase in the number of tasks to 150 and 200, the
execution delay of tasks will rise in all algorithms, including the pro-
posed method, and the following results are provided:

• For different numbers of tasks, the proposed method has less
scheduling delay compared to Cloud-Fog, MGWO, NSGA-II, and
MOPSO methods.

• With the growth in the number of tasks entering the fog and cloud
layer, the delay caused by allocation and scheduling will increase.

• Due to simultaneous exploration and local search performance, the
proposed method has more resource allocation and task scheduling
capability than a genetic algorithm, PSO, and grey wolf optimization.

Fig. 7. Comparing the execution time of the proposed algorithm with meta-heuristic methods with 1000 tasks.

Fig. 8. Comparing the execution time of the proposed algorithm with meta-heuristic methods with 1500 tasks.

Table 3
Comparison of the execution time on different tasks.

Tasks CSA WOA HGSWC ChOA CHMPAD Proposed
Method

500 55.09 71.53 58.45 65.70 51.78 47.21
1000 106.67 142.66 116.52 128.18 100.06 96.83
1500 157.99 205.26 178.16 182.64 147.90 130.38
2000 207.24 276.32 235.84 244.14 195.49 138.21
2500 257.85 350.09 299.53 296.97 244.09 227.53
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• The proposed algorithm has more balance and stability than similar
methods because the delay caused by task allocation and task
scheduling in different states is approximately 0.6–0.8 seconds.

• The grey wolf optimization algorithm has more delay than PSO and
genetic algorithm.

4.6. Makespan index analysis

This section compares the proposed algorithm with meta-heuristic
methods for scheduling using the NASA iPSC dataset [33]. In
Figs. (16), (17), and (18), the suggested method is compared with base
meta-heuristic methods such as ChOA (Chimp Optimization Algorithm),
WOA, HGSWC (Henry Gas Solubility Optimization & WOA), and CSA
(Crow Search Algorithm) in terms of the makespan. The number of tasks
is set to 500, 1000, and 1500. In the graph shown in Figs. (4–15), the
makespan for the proposed method, ChOA, WOA, HGSWC, and CSA, are

47.21, 65.70, 58.45, 71.53, and 55.09, respectively. The proposed
method completes all tasks earlier than the similar methods for 500
tasks. In Figs. (4–16) and (4–17), it is observed that the task execution
time in the proposed method is completed faster. This is due to the more
intelligent search mechanism of the proposed method. The Crow Search
Algorithm (CSA) is more successful among the compared methods after
the proposed algorithm.

Based on the charts and simulation results, the makespan, delay, and
PIR rates have improved compared to some existing methods. The
reason for this improvement is that due to the repetitive nature of the
mathematical and meta-heuristic optimization algorithm (HOA), the
delay continuously decreases, which is related to the improvement in
task-to-resource mapping. Additionally, using the Markov chain has led
to tasks being allocated to resources with lower computational loads,
enhancing the quality of service. Finally, the simulation’s simultaneous
usage of fog and cloud resources ensures real-time tasks are executed in

Fig. 9. Comparison of the average execution time of the proposed algorithm with meta-heuristic methods with different tasks.

Fig. 10. Comparing the improvement of the execution time of the proposed algorithm with meta-heuristic methods in allocation and scheduling.
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the fog layer. In contrast, non-real-time tasks are allocated resources
from the cloud layer. This reduces delay and consequently decreases
energy consumption.

5. Results and discussion

In fog computing environments, the core challenges of load insta-
bility, excessive makespan, and underutilization of virtual machines
significantly impact the performance of IoT systems. Load instability
leads to unpredictable resource bottlenecks, causing delays in applica-
tions such as intelligent city traffic management, healthcare monitoring,
and industrial IoT systems. Makespan inefficiencies result in delayed
task completion, with critical implications for applications requiring
real-time processing, such as autonomous vehicles, real-time video an-
alytics, and e-commerce platforms. Furthermore, the underutilization of
virtual machines wastes computational resources and increases opera-
tional costs, particularly in domains like telecommunications, cloud
gaming, and renewable energy management.

The performance of the proposed HMCDS framework was evaluated
using key metrics, including execution time, Performance Improvement
Ratio (PIR), makespan, delay, and energy consumption. These metrics
were compared against several established algorithms: Particle Swarm
Optimization (PSO), Firefly Algorithm (FA), Whale Optimization Algo-
rithm (WOA), and Grey Wolf Optimization (GWO). The results demon-
strated that HMCDS consistently outperformed the comparative
algorithms across all metrics. Notably, HMCDS achieved the shortest
execution times across all tested task sets (500, 1000, and 1500 tasks),
with this performance advantage becoming more pronounced as the
number of tasks increased, highlighting its scalability and efficiency in
handling larger workloads. Furthermore, HMCDS exhibited a significant
Performance Improvement Ratio (PIR) compared to other algorithms,
achieving a 22.22 % improvement in execution time and an 8.29 %
improvement in makespan compared to PSO.

HMCDS consistently achieved the lowest values regarding makespan
and delay, indicating its superior scheduling efficiency. These results
underscore HMCDS’s suitability for real-time applications, where timely

Fig. 11. Comparison of allocation and scheduling delays for 30 tasks.

Fig. 12. Comparison of allocation and scheduling delays for 50 tasks.
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task completion is crucial. Moreover, HMCDS exhibited the lowest en-
ergy consumption among all algorithms. This can be attributed to its
efficient task-to-resource mapping and dynamic load balancing, which
minimize idle time and avoid overburdened resources, thereby reducing
energy consumption. These findings demonstrate that integrating Mar-
kov chain-based load prediction with the Arithmetic Optimization Al-
gorithm (AOA) within the HMCDS framework provides several key
advantages. Firstly, HMCDS significantly reduces makespan and delay,
making it well-suited for real-time applications in IoT environments,
such as autonomous vehicles and innovative healthcare. Secondly, by
optimizing resource utilization and minimizing idle time, HMCDS re-
duces energy consumption, which is crucial for resource-constrained fog
nodes and battery-powered devices. Finally, HMCDS demonstrates
scalability in handling increasing task volumes, making it suitable for
growing IoT ecosystems with many devices and tasks.

The observed performance improvements, including the 8.29 %
improvement in makespan, can be attributed to the superior search
capabilities of the AOA compared to other metaheuristic algorithms. For

instance, the Firefly Algorithm (FA) employs a solution attraction
mechanism but lacks a balanced approach between local and global
search. This imbalance makes FA prone to becoming trapped in local
optima, limiting its ability to find globally optimal solutions. Further-
more, FA relies on a single central equation for modelling, whereas AOA
utilizes four equations, demonstrating significantly higher modelling
power and greater accuracy. The Crow Algorithm, while capable of
storing the positions of optimal solutions, needs a better modelled local
search behaviour. This deficiency prevents the Crow Algorithm from
improving its accuracy in later iterations.

Additionally, memory consumption in the Crow Algorithm is higher
than that of AOA, as AOA does not require the history of all solutions to
be stored. Finally, the Grey Wolf Optimization (GWO) algorithm heavily
depends on its three best solutions. The algorithm can be misled if these
solutions converge near a local optimum, leading to suboptimal results.
In contrast, AOA employs operators such as division and multiplication
to effectively escape local optima, allowing it to explore a more
expansive search space and converge towards better solutions. This

Fig. 13. Comparison of allocation and scheduling delays for 90 tasks.

Fig. 14. Comparison of allocation and scheduling delays for 150 tasks.
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ability to escape local optima is a key factor in AOA’s improved per-
formance and contributes to the overall effectiveness of the HMCDS
framework.

Beyond energy consumption and delay, other crucial performance
aspects in fog computing environments include resource utilization,
scalability, and fault tolerance, which we now discuss. Our proposed
optimization approach inherently aims to optimize resource usage. The
AOA algorithm’s effective resource allocation across processors, mem-
ory, and virtual machines directly contributes to the observed reduction
in energy consumption. Scalability is another key consideration,
ensuring the algorithm’s effective operation regardless of the number of
resources. The distributed architecture of cloud and fog environments
necessitates handling resources across various nodes, and the AOA al-
gorithm is designed to select optimal resource arrangements from these
distributed pools. Within metaheuristic algorithms, each resource
mapping and arrangement represents a problem solution executable in

various dimensions, thus demonstrating inherent scalability. However,
it is essential to acknowledge that the computational time required by
the metaheuristic algorithm increases with the number of fog nodes and
candidate resources.

Regarding fault tolerance, the proposedmethod performs adequately
if the algorithm avoids local optima and does not produce suboptimal
solutions. If scheduled resources become unavailable during the AOA
scheduling process, it will result in an error. Therefore, the method’s
fault tolerance is acceptable when the scheduled resources remain
available.

While the proposed HMCDS framework effectively reduces energy
usage and delay, it is essential to consider potential trade-offs. Inte-
grating the Arithmetic Optimization Algorithm (AOA) and the Markov
chain-based load prediction introduces additional computational over-
head compared to more straightforward scheduling approaches. How-
ever, as shown in Fig. 7, the execution time of HMCDS for 1000 tasks is

Fig. 15. Comparison of allocation and scheduling delays for 200 tasks.

Fig. 16. Comparison of Makespan in allocation and scheduling for 500 tasks.
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13.41 seconds, which is comparable to or lower than that of other
metaheuristic algorithms like PSO (15.63 seconds), FA (14.72 seconds),
WOA (21.34 seconds), HHO (30.84 seconds), and JSO (23.14 seconds).
Moreover, the computational overhead of the Markov chain is relatively
low due to its memoryless property, making it less complex than ma-
chine learning and deep learning-based approaches. Further analysis, as
shown in Fig. 19, reveals that when executing 500 tasks, the Markov
algorithm alone takes 2.45 seconds, the AOA algorithm takes
4.34 seconds, and the combined HMCDS approach takes 6.86 seconds.
As the number of tasks increases to 1000 or 1500, the execution time for
all three cases (Markov, AOA, and HMCDS) naturally increases. How-
ever, while the combined approach incurs a higher computational cost
than using the Markov chain or AOA alone, this increase is justified by
the significant reduction in energy consumption achieved across both
fog and cloud layers, which is a primary objective of this study.

6. Conclusion

In this paper, we proposed the Hybrid Markov Chain-Based Dynamic
Scheduling (HMCDS) framework for efficient task scheduling in fog-
cloud environments. HMCDS leverages the combined resources of
both fog and cloud layers, employing Markov chain-based load predic-
tion to anticipate resource demands and the Arithmetic Optimization
Algorithm (AOA) for optimal task-to-resource mapping. This combined
approach aims to improve resource allocation efficiency, minimize task
completion delays, and enhance overall makespan. Through compre-
hensive simulations, we demonstrated that HMCDS outperforms existing
metaheuristic methods such as Particle Swarm Optimization (PSO),
Genetic Algorithm (GA), and Grey Wolf Optimization (GWO), particu-
larly in minimizing delay and achieving more effective resource allo-
cation. However, the proposed approach has limitations. The inherent

Fig. 17. Comparison of Makespan in allocation and scheduling for 1000 tasks.

Fig. 18. Comparison of Makespan in allocation and scheduling for 2000 tasks.
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computational complexity of both the AOA and the Markov chain-based
prediction mechanism can pose challenges to scalability in large-scale
IoT deployments with a high volume of tasks and fog nodes. This
complexity could increase processing overhead and lead to longer
decision-making times as the system scales.

Furthermore, the accuracy of the Markov chain’s load predictions
can be susceptible to sudden and unpredictable fluctuations in work-
load, potentially leading to suboptimal task allocations and reduced
overall system performance. Future work will focus on enhancing
HMCDS by improving load prediction accuracy through the exploration
of hybrid prediction models incorporating machine learning techniques
and real-time adaptation mechanisms. We will also investigate approx-
imation methods and parallel processing techniques to address the
scalability challenges and extend the framework’s application to specific
IoT use cases, such as competent healthcare, autonomous vehicles, and
industrial IoT, as well as integrating it with hybrid cloud-edge
environments.

Enhanced literature review

o The literature review section has been reorganized into a tabular
format, synthesizing key aspects of existing studies, including
methodologies, advantages, and limitations. This format facilitates
better comprehension and provides a clearer context for our contri-
butions. (Section 2, Page 4)

1. Clarity and Consistency:
o Abbreviations have been consistently defined and used throughout
the manuscript to enhance readability.

o Parameters, data, and results have been reorganized into well-
structured tables to improve clarity. For instance, key parame-
ters are presented in Table 2. (Section 3.1, Page 7)

2. Expanded Methodology:
o Further details on the integration of the Markov chain for VM load
forecasting and its role in the scheduling framework have been
added. This includes an explanation of how task classification,
prioritization, and allocation are managed in heterogeneous fog
environments. (Section 3.6, Page 17; Section 3.7, Page 16)

3. Motivation and Novelty:
o The introduction has been revised to clearly articulate the signif-
icance of using the Arithmetic Optimization Algorithm (AOA) and

the research gaps it addresses in task scheduling. (Section 1, Page
2)

4. Comparison with Existing Approaches:
o A dedicated comparison table (Table 1) has been included to
juxtapose the proposed method with existing algorithms, high-
lighting its novelty and efficacy. (Section 2, Page 4)

5. Results and Discussion:
o This section has been expanded to provide a deeper analysis of the
findings, including an explanation of the observed performance
improvements and their implications. Metrics such as resource
utilization, scalability, and fault tolerance have also been dis-
cussed. (Section 5, Page 27)

6. Experimental Details:
o Information on the simulation environment, dataset, and system
configuration has been added to enhance the reproducibility of the
results. (Section 4, Page 17)

7. Trade-offs and Limitations:
o A discussion of the potential trade-offs, such as computational
overhead introduced by the AOA and Markov chain integration,
has been included. This ensures a balanced view of the frame-
work’s strengths and limitations. (Results and Discussion, Page 29)

8. Improved Visuals:
o The flowchart representing the proposed method (Fig. 5) has been
revised for enhanced clarity and visual appeal. (Section 4.1, Page
17)

9. Conclusion and Future Work:
o The conclusion has been revised to include a reflection on the
limitations of the current approach and potential future research
directions, such as extending the method to diverse IoT use cases
and integrating with other hybrid cloud-edge frameworks.
(Section 6, Page 29)

We believe that the above revisions comprehensively address the
reviewers’ comments and significantly improve the manuscript. We
hope the revised version meets the expectations of the reviewers and the
editorial team. Thank you for the opportunity to improve our work.
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