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Abstract

In our interconnected world, complex network systems are foundational to critical applications like
telecommunications, Software-Defined Networking (SDN), and satellite systems. These network
systems, with their intricate interdependencies and dynamic interactions, require rigorous testing
to ensure reliability, performance, and compliance with industry standards. However, testing
complex network systems entails significant challenges arising from their large scale, heterogeneity,

and dynamic nature.

Effective testing strategies for complex network systems must generate realistic test data, simulate
traffic patterns, and introduce controlled faults to evaluate their fault tolerance and recovery
mechanisms. Additionally, efficient test scheduling and resource management are crucial for
comprehensive coverage and optimal resource utilization. Hence, in this dissertation, we introduce
Al-enabled methods for generating test data and scheduling tests in complex network systems,

specifically focusing on SDNs and satellite systems.

In Chapter 3, we present FuzzSDN, a machine learning-guided fuzzing method for testing SDN
controllers. FuzzSDN efficiently explores the test input space, generating test data that leads to
system failures and learning failure-inducing models. FuzzSDN has shown a significant increase
in fault detection rates and improved the diagnosis of system failures by providing interpretable

models of failure-inducing conditions.

In Chapter 4, we present SeqFuzzSDN, a learning-guided fuzzing method for testing stateful SDN
controllers. SeqFuzzSDN leverages the architecture and protocols of SDNs to test controllers
in realistic operational settings. It employs Extended Finite State Machines (EFSMs) to guide
its fuzzing step, thus resulting in effective and diverse tests that discover failures. Our results
demonstrate that SeqFuzzSDN generates more diverse message sequences leading to failures
within the same time budget and produces more accurate failure-inducing models, significantly

outperforming other methods in terms of sensitivity.

Finally, we present in Chapter 5 a multi-objective approach for scheduling acceptance tests
for mission-critical satellite systems. Using the Non-dominated Sorting Genetic Algorithm ITI

(NSGA-IIT), this approach finds near-optimal feasible schedules that balance operational cost,



fragmentation, and resource efficiency. This method has improved the overall efficiency of test
campaigns, reducing costs and ensuring thorough testing of satellite systems, while allowing

engineers to perform trade-off analyses.
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Chapter 1

Introduction

1.1 Context

In today’s interconnected world, complex network systems are ubiquitous, underpinning a vast
array of critical applications across various domains [1, 2, 3, 4]. These systems encompass various
networks, including telecommunications, Software-Defined Networking (SDN), and satellite
systems. Each of these networks is characterized by intricate interdependencies and dynamic

interactions among numerous components [5, 3, 1, 2, 4].

Consequently, testing complex network systems has become increasingly important. These
networks form the backbone of critical infrastructure, including telecommunications, data centers,
and satellite systems. Ensuring their reliability, correctness, and performance is essential to
prevent disruptions that could have widespread and severe consequences. Effective testing helps
identify vulnerabilities, optimize performance, meet requirements, and ensure industry standards

and regulations compliance.

However, testing complex network systems presents significant challenges due to their inherent
complexity and dynamic nature. Firstly, the scale and heterogeneity of these networks, which
often consist of numerous interconnected components with diverse technologies and protocols,
pose significant difficulties [6, 4]. Secondly, the dynamic behaviour of network systems can
change rapidly due to varying traffic patterns, user demands, and environmental conditions,
making it challenging to capture and replicate these behaviours in tests [4]. Additionally,
the interdependencies within a network mean that a failure in one part of the network can
cascade and affect other parts of the network, necessitating tests that accurately assess system

resilience [7, 8]. Finally, addressing hidden bugs and unexpected behaviours in the network is

1



CHAPTER 1. INTRODUCTION

crucial for maintaining system reliability, necessitating comprehensive testing strategies that

account for the complexities of network environments. [4, 9].

Given these challenges, generating realistic and comprehensive test data becomes essential for
effective testing of complex network systems. Test data must accurately reflect the conditions
and scenarios that the network will encounter in real-world operations. This includes simulating
realistic traffic patterns to assess the network’s performance under various load conditions,
introducing faults and failures in a controlled manner to test the network’s fault tolerance and
recovery mechanisms, and generating test data that uncover faults and evaluate overall system
reliability [10, 11, 12, 13, 9].

Finally, an effective schedule of tests to be conducted is critical to ensure comprehensive
coverage and efficient use of resources. This involves identifying and prioritizing the most critical
components and scenarios for testing based on their impact on overall network performance and
reliability. Leveraging automation tools to execute tests systematically and consistently can
reduce the potential for human error and increase efficiency. Moreover, implementing continuous
testing practices allows for regular assessment of the network’s performance and reliability,
especially after updates or changes. Efficiently managing testing resources, including hardware,

software, and personnel, ensures that testing is conducted without unnecessary delays or costs.

Finally, the efficient organization of test execution is critical to ensure comprehensive coverage and
efficient use of resources. This involves identifying and prioritizing the most critical components
and scenarios for testing based on their impact on overall network performance and reliability [12,
11, 14]. Leveraging automation tools to plan the execution tests systematically and consistently
can reduce the potential for human error and increase efficiency in managing testing resources,
including hardware, software, and personnel, and ensuring that testing is conducted effectively

without unnecessary delays or costs [12, 11].

1.2 Research Contributions

In this dissertation, we present Al-enabled methods for generating test data and scheduling tests
in complex network systems, specifically focusing on the cases of Software-Defined Networks
(SDNs) and Satellite Systems.

We first propose FuzzSDN, a machine learning-guided Fuzzing method for testing SDN-systems.
In particular, FuzzSDN targets software controllers deployed in SDN-systems. FuzzSDN relies on
fuzzing guided by machine learning (ML) to both (1) efficiently explore the test input space of
an SDN-system’s controller (generate test data leading to system failures) and (2) learn failure-
inducing models that characterize input conditions under which the system fails. This is done in
a synergistic manner where models guide test generation and the latter also aims at improving

the models. A failure-inducing model is practically useful [15] for the following reasons: (1) It

2



1.2. RESEARCH CONTRIBUTIONS

facilitates the diagnosis of system failures. FuzzSDN provides engineers with an interpretable
model specifying how likely are failures to occur, e.g., the system fails when a control message
is encoded using OpenFlow V1.0 and contains IP packets, thus providing concrete conditions
under which a system will probably fail. Such conditions are much easier to analyze than a large
set of individual failures. (2) A failure-inducing model enables engineers to validate their fixes.
Engineers can fix and test their code against the generated test data set. A failure-inducing
model can also be used as a test data generator to reproduce the system failures captured in
the model. Hence, engineers can better validate their fixes using an extended test data set. This

contribution is presented in Chapter 3

We then propose SeqFuzzSDN, a learning-guided fuzzing method for testing stateful SDN
controllers. SeqFuzzSDN leverages the architecture and protocols of SDNs. SeqFuzzSDN
tests SDN controllers in a realistic operational setting without requiring any compile-time
instrumentation, manual annotation of source code, and replacing an SDN switch with a fuzzer.
Instead, SeqFuzzSDN sniffs and fuzzes control messages exchanged between the SDN controller
and switches by being aware of the stateful behaviours of the controller. SeqFuzzSDN employs
a fuzzing strategy guided by Extended Finite State machines (EFSMs) in order to efficiently
explore the space of states of the SDN controller under test; generate effective and diverse tests
(i.e., message sequences) to uncover failures; and infer accurate EFSMs that characterize the
sequences of control messages leading to failures. Note that since the SDN communication
protocol specifies various message fields, their values, and relations, guard conditions on state
transitions in EFSMs are well-suited to capture state changes associated with these message

fields, values, and relations. This contribution is presented in Chapter 4

Finally, we propose a multi-objective approach for scheduling acceptance tests for mission-critical
satellite systems. Our approach includes a precise definition of the problem of scheduling
the Satellite In-Orbit Testing (IOT) campaign, which accounts for schedule constraints; an
algorithm based on Non-dominated Sorting Genetic Algorithm III (NSGA-III [16]) for finding
near-optimal feasible IOT schedules; and fitness functions that evaluate the performance of IOT
schedules by assessing their operational cost, fragmentation (as fragmented IOT schedules incur
overheads), and efficiency in the use of test resources. Furthermore, we applied our approach
to a representative Global Navigation Satellite System (GNSS), for which SES, our industrial
partner, provides operational services. Our results show that an IOT campaign scheduled using
our search-based approach, compared to a random search approach, finds feasible schedules that
achieve an average improvement of 49.4% in the cost fitness, 60.4% in the fragmentation fitness,
and 30% in efficiency of the test resource usage fitness. In addition, our approach demonstrates
that, compared to Ant-Colony Optimization (ACO) approaches, which have been extensively
cited in the literature. Specifically, our method outperforms a tailored baseline approach by
53.1% in cost efficiency, 58.3% in fragmentation, and 26.1% in efficiency of resource usage over the
same period. Moreover, it provides practitioners with several equally viable schedules, enabling
comprehensive trade-off analyses. Finally, our approach yields schedules that improve the cost

efficiency by 538%, and the efficiency of the test resource usage by 39.42% compared to schedules
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manually constructed by practitioners, while maintaining comparable performance in terms of
fragmentation and requiring only 12.5% of the time needed by practitioners to construct an 10T
schedule. Finally, we interviewed practitioners at SES to collect feedback on our approach. They
highlighted the efficiency of schedule generation, as our automated approach generates feasible
schedules much faster than manual methods, enabling quick adaptation to changing conditions,
and the ability to produce several equally viable schedules, facilitating trade-off analysis. This

contribution is presented in Chapter 5

1.3 Dissertation Qutline

Chapter 2 describes the study systems, including Software-Defined Networks and In-Orbit
Testing, and the technical background necessary to understand the work carried out in this

dissertation

Chapter 3 introduces the background and defines the specific problem of learning failure-
inducing models for testing SDN-systems. It first describes FuzzSDN, its evaluation in a large

empirical study, and compares FuzzSDN with related works.

Chapter 4 introduce the background and defines the specific problem of learning-guided fuzzing
for testing stateful SDN controllers. It first describes SeqFuzzSDN; its empirical evaluation study,

and compares SeqFuzzSDN with related works.
Chapter 5 introduces the background and defines the specific problem of scheduling acceptance
tests for mission-critical satellite systems. It first describes our IOT scheduling method, its

evaluation in an empirical study, and describes the feedback gathered from practitioners.

Chapter 6 summarizes the dissertation contributions and discusses perspectives on future works.



Chapter 2

Background

This chapter introduces the study systems and technical background necessary to understand
the work carried out in this dissertation. Section 2.1 describes our study subjects: Software-
Defined Networks and Satellite In-Orbit Testing. Section 2.2 describes the core techniques
used throughout this dissertation: Software Testing, Fuzzing, Supervised Machine Learning and

Evolutionary algorithms.

2.1 Study subjects

2.1.1 Software-Defined Networks

Software-defined networks (SDN) [17] have emerged to enable programmable networks that
allow system operators to manage their systems in a flexible and efficient way. SDNs have
been widely deployed in many application domains, such as data centers [18, 19], the Internet
of Things [20, 21|, and satellite communications [22, 23]. The main idea behind SDNs is to
transfer the control of networks from localized, fixed-behavior controllers distributed over a set of
network switches (in traditional networks) to a logically centralized and programmable software
controller. With complex software being an integral part of SDNs, developing SDN-based systems
(SDN-systems), e.g., data centers, entails interdisciplinary considerations, including software

engineering.

Architecture. The SDN architecture [17] separates the network into the control plane and

the data plane, which is a key distinction from traditional networks that do not possess this
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controller
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Figure 2.1: An example of an SDN topology.

separation. In the control plane, an SDN controller provides network administrators with a
global view of the network, enabling centralised control over network operations. The centralised
control allows administrators to optimally manage network resources and to effectively enforce
network policies. Furthermore, an SDN controller provides engineers with APIs [17], enabling
them to develop and install custom applications on the controller to address system-specific needs
(e.g., dynamic adaptive traffic control application [24]). The data plane consists of SDN switches,
which are responsible for forwarding data messages (i.e., data packets) based on the instructions
provided by the controller. SDN switches are connected to hosts that generate and receive data
messages. Such hosts can be servers, clients, and IoT devices in a networked system. In the
SDN architecture, the SDN controller serves as the central software component that enables the

provision of flexible and efficient network services.

Figure 2.1 depicts an SDN topology example that consists of a controller, three switches, and
four hosts. The controller communicates with the three switches via control channels that carry
control messages (e.g., OpenFlow messages [25]). The switches and hosts, on the other hand,
are connected via data channels that carry data messages encapsulated by standard network
protocols such as ARP [26, 27] and IP [28, 27].

Message. The SDN controller and switches in a network communicate by exchanging control
messages. A control message is encoded as a sequence of values following a specific communication
protocol. For instance, OpenFlow [25] is a de facto standard communications protocol used in
many SDN-systems [29], enabling communication between the control and infrastructure layers.
To exercise the behavior of the controller under test, therefore, testing explores the space of

possible control messages.

In traditional networking systems, communication between devices usually employs well-established
transport protocols, such as UDP [30] and TCP [31], for data transmission. For exchanging
routing and state information, routers and switches use standard routing protocols, such as
OSPF [32] and BGP [33]. Since these protocols were designed to serve specific purposes in the

context of traditional static networks, the messages they encode are more similar and simpler
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than those used in SDN. In contrast, SDN messages, such as those in OpenFlow, carry a variety
of data including flow setups, modifications, and statistics, allowing for more flexibility in network
services. However, this also entails a wider range of potential failures that should be accounted

for during testing.

Failure. Like other software components, SDN controllers may have faults that can lead to
service failures perceivable by users. These failures can manifest in various forms in the context of
SDN-systems. Specifically, previous studies on SDN testing [34, 35, 36, 37, 38] have investigated
the following failures relevant to SDN controllers: (1) Controller-switch disconnection. When
communications between the controller and the switches are unexpectedly disconnected, the
system obviously cannot operate as intended. For example, if a switch does not receive timely
commands from the controller due to this disconnection, the switch relies on outdated forwarding
rules installed earlier, possibly leading to dropping data flows entirely. (2) SDN operation
stall. This failure refers to situations where the required execution of an SDN operation is
unexpectedly prevented or delayed. For example, an SDN controller might stall the installation of
forwarding rules, affecting the construction of the communication path in the SDN. (3) Incorrect
understanding of network status. SDN controllers rely on a centralized view of the network to
make control decisions. If this centralized view becomes inconsistent with the actual network,
regardless of the reasons, e.g., receiving outdated or incorrect data from the network switches, the
controller may fail to make decisions that reflect the network’s actual conditions. For example, if
a link between two switches is broken, but the controller’s view still considers it operational, the
controller fails to instruct the switches to reroute data flows around the broken link, resulting
in dropped data flows. (4) Overutilization of resources. SDN controllers may overutilize their
processing and memory units due to various reasons, such as handling an unexpectedly high
volume of requests. For example, such a failure caused by a distributed denial-of-service (DDoS)
attack [39] targeting the SDN controller can lead to slower response times and potential service
outages. We note that, in addition to failures specific to SDN controllers, failures observed
in traditional networks, such as communication breakdowns among hosts (e.g., data servers
and clients) and network performance degradation, are also relevant in SDN-systems as its

infrastructure layer usually employs traditional network protocols, such as TCP, UDP, and IP.

In traditional networking systems, failures tend to be localized. If a router or switch fails, only
its directly connected neighbours (i.e., localized segments of the network) are affected. Similarly,
if a server or client fails, only the applications and users directly reliant on that specific device
are impacted. In contrast, SDN-systems have a centralized failure point in the controller. If
the controller crashes or loses connection with the switches, the entire network can be affected.
This central point of potential failure makes rigorous testing essential to ensure robustness and

reliability.
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2.1.2 In-Orbit Testing

We motivate our work using a case study from our industry partner, SES Techcom, which develops
satellite-enabled solutions. Operators of satellites are tasked with ensuring optimal performance
of their satellites’ services once deployed in orbit. Given the critical role of satellite technology
in supporting various services, such as broadcast television, global navigation and positioning
systems, mobile communications, and other communication systems, operators must ensure that,
over the lifespan of a satellite, the Quality-of-Service (QoS) remains within the standards defined
by its application. Consequently, operators routinely conduct In-Orbit Testing (I0T) procedures
to monitor the QoS of each satellite in the constellation they operate. These IOT procedures
have four main objectives: (1) ensuring the behavior of the satellite remains consistent before
and after launch; (2) verifying performance adherence to specifications, (3) forecasting end-of-life;

and (4) investigating potential anomalies.

SES Techcom conducts routine monthly tests for the European GNSS constellation, Galileo.
In this context, IOT procedures are divided into two categories: Signal Quality Monitoring
(SQM) and Routine In-Orbit Test (RIOT). SQM procedures measure the satellite’s signal quality
and strength on each communication channel. Specifically, these procedures involve measuring
the Modulated Effective Isotropic Irradiated Power (EIRP) [40, 41] approximately 15 times on
each channel, with the overall testing duration lasting almost one hour per satellite. The SQM
procedures are usually performed at the highest elevation available at any given pass of a satellite.
RIOT procedures are performed sequentially throughout the full pass of the satellite, from the
signal acquisition, typically around 3-5 degrees of elevation, until signal loss at a similar elevation.
The duration of an RIOT phase ranges from 8 to 9 hours, depending on the satellite and the
ground measuring station. During an RIOT phase, several IOT measurements are performed
for every Galileo channel. Specifically, these IOT measurements include Modulated EIRP, 1Q
sample collection, out-of-band spurious measurement, navigation receiver data analysis, and
Search-and-Rescue (SAR) check, if SAR is available [41].

Additionally, the antennas used to communicate with the satellite are large objects that require
time to be precisely pointed toward the satellite under test. Due to the precise nature of satellite
communication, test instruments and antenna alignment may need to be re-calibrated before
conducting each test procedure. These factors introduce delays before conducting each test
procedure in an IOT campaign, during which no tests can be performed, and must be taken into

consideration in the scheduling process.

Currently, practitioners at SES Techcom manually schedule these IOT procedures, having
determined that existing automated solutions are not practically applicable to their scheduling
needs. However, this manual approach poses significant challenges and consumes valuable time for
practitioners, particularly when the satellites’ orbits have short revolution periods or substantial
inclinations. Moreover, in the event of an emergency scenario, such as an unexpected degradation

in QoS across the constellation, an IOT campaign must be scheduled and executed within a
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condensed timeframe. With the Galileo constellation currently consisting of 23 satellites in orbit
(soon to be 25), this presents a considerable challenge for the IOT operators. Hence, an algorithm
that automatically solves the problem of scheduling IOT campaigns in practical time is highly

desirable.

2.2 Technical Background

2.2.1 Fuzz Testing

Fuzzing is a technique that consists in providing invalid, unexpected, or random data as inputs
to a computer program. The goal is to find security vulnerabilities and bugs by observing how
the program behaves under these conditions. Since its early years, fuzzing has been extensively
deployed to test software systems, such as network servers, shell applications, OS kernels, or
libraries. It is particularly effective in uncovering memory corruption, crashes, and other critical

issues that could be exploited by attackers.

Among the various research strands in fuzzing, some are particularly relevant to the work presented
in this dissertation. Below, we discuss these studies and their contributions to improving fuzzing

techniques.

The first research strand closely related to this dissertation’s work is coverage-aware fuzzing
techniques, which have been used in many studies across different domains [42, 43, 44]. For
example, AFL [42] is a mutational, coverage-guided fuzzer that uses compile-time instrumentation
and genetic algorithms to automatically generate test cases that uncover previously unexplored
internal states in the program under test. AFL++ [43] is a fuzzing framework that expands on
AFL, incorporating many state-of-the-art techniques that enhance fuzzing performance, thus
enabling researchers to evaluate different combinations of such methods. However, applying such
fuzzing tools, developed in other contexts, to test SDN controllers is far from being straightforward
as there are differences in inputs, outputs, and states. For example, the notion of coverage, e.g.,
statements and branches, used in coverage-aware fuzzing tools is suitable for testing stateless
programs, where outputs depend solely on inputs and do not depend on any memory of past
interactions. However, an SDN controller is a stateful program. It takes as input sequences
of control messages from the switches in the network, processes these messages, and outputs
appropriate sequences of responses. Note that the controller’s response is determined by the
currently received message and its internal state, which is determined by previously processed
messages. AFLNet [44], which extends AFL to test servers, is proposed to address this issue by
utilizing state coverage rooted in finite state machines. In AFLNet, finite state machines are
constructed using the response codes (also known as status codes) from network protocols, which
indicate the result of a client’s request to a server. However, AFLNet is not applicable when such

response codes are not available, as in our context. Hence, we need a different notion of coverage
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when testing SDN controllers. In addition to the coverage issue, existing techniques that enhance
fuzzing performance for single programs are not easily applicable to testing SDN controllers. For
example, the forkserver technique implemented in AFL++, which uses the fork mechanism to
reduce the high cost of initialization, is not applicable to our context. Since an SDN controller
interacts with multiple switches connected to various hosts, testing the controller requires the
costly initialization of not only the controller but also the other components in the SDN-system.
Further, testing the controller impacts the states of these other components, making it difficult
to efficiently reset and maintain a consistent testing environment. While coverage-aware fuzzing
tools, such as AFL++, provide significant advances in testing stateless programs, applying them

to test SDN controllers therefore raises difficult challenges.

Another research strands that closely relate to the work present in this dissertation are stateful
fuzzing techniques [45, 46, 47, 48] Numerous research studies have explored the use of Finite State
Machines (FSMs) and Extended Finite State Machine (EFSMs) for testing complex systems.
Gascon et al. [46] proposed PULSAR, a stateful black-box fuzzing technique aimed at discovering
vulnerabilities in proprietary network protocols. Their proposed approach involves the inference
of a Markov model (Deterministic Finite Automaton) from network traces, which are used to
generate test cases using fuzzing primitives (i.e., paths in the automaton) defined by the model,
and finally the selection of the test cases that maximise the coverage of the protocol stack.
Pham et al. [47] proposed AFLNET, a grey-box fuzzer for network protocols implementation,
based on AFL [42]. Their proposed technique takes a mutational approach and states feedback
to guide the fuzzing of network-enabled servers. As explicated previously, AFLNET takes as
input a corpus of server-client network and subsequently acts as a client. It replays modified
versions of the initial message sequence sent to the server, preserving only the alterations that
successfully expanded the coverage of the code or state space. From the newly discovered message
sequences, AFLNET uses the server’s response codes to build an FSM that describes the protocol
states. From those inferred FSMs, their approach identifies regions in the state space that have
been the least explored and systematically steers the fuzzing process towards the test of such
regions. Natella [48] proposed STATEAFL, a grey-box fuzzing technique that infers FSMs based
on the in-memory states of a server, leveraging compile-time instrumentation and fuzzy hashing
techniques; hence, it does not require response codes. During the fuzzing process, STATEAFL
guides the generation of new inputs to the server based on the inferred FSMs. It employs both

byte-level and message-level fuzz operators, which do not rely on protocol specifications.

2.2.2 Software-Defined Network Testing

SDN (Software-Defined Networking) testingfocuses specifically on the unique challenges and re-
quirements of SDN environments. As explicated in Section 2.1.1, SDN decouples the control plane
from the data plane, allowing for more flexible and programmable network management. Testing
SDN involves verifying the functionality, performance, and security of the SDN components, such

as controllers, switches, and applications.
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Testing SDNs has been primarily studied in the networking literature targeting various objectives,
such as detecting security vulnerabilities and attacks [49, 50, 35, 34, 51, 36, 52], identifying
inconsistencies among the SDN components (i.e., applications, controllers, and switches) [53, 37,
38], and analyzing SDN executions [54, 55, 56]. Among these various SDN testing techniques,
fuzzing has emerged as a particularly effective method for uncovering vulnerabilities and ensuring

robustness in SDN systems.

For example, Woo et al. [57] proposed RE-CHECKER to fuzz RESTful services provided by
SDN controllers. RE-CHECKER fuzzes an input file, encoded in JSON format, that a network
administrator uses to specify network policies (e.g., data forwarding rules). This results in
generating numerous malformed REST messages for testing RESTful services in SDN. Dixit
et al. [58] presented AIM-SDN to test the implementation of the network management datastore
architecture (NMDA) [59] in SDN. AIM-SDN randomly fuzzes REST messages to test the NMDA
implementation in SDN with regard to the availability, integrity, and confidentiality of datastores.
Shukla et al. [38] developed PAZZ that aims at detecting faults in SDN switches by fuzzing data
packet headers, e.g., IPv4 and IPv6 headers. Albab et al. [60] presented SwitchV to validate
the behaviors of SDN switches. SwitchV uses fuzzing and symbolic execution to analyze the
p4 [61] models that specify the behaviours of SDN switches. Lee et al. [37, 62] introduced
AudiSDN that employs fuzzing to detect policy inconsistencies among SDN components (i.e.,
controllers and switches). AudiSDN fuzzes network policies submitted by administrators through
the REST APIs. To increase the likelihood of discovering inconsistencies, AudiSDN employs rule
dependency trees derived from the OpenFlow specification, which restrict valid relationships

among rule elements.

2.2.3 Supervised Machine Learning

Machine learning (ML) is a subset of artificial intelligence (AI) that focuses on the development
of algorithms and statistical models enabling computers to perform tasks without explicit
instructions. Instead, ML systems learn from data, identifying patterns and making decisions
based on that data. This approach has been widely adopted in various fields due to its ability to

handle complex and large-scale data [63].

Supervised machine learning is one category of machine learning techniques that infers a model
based on labelled datasets, most commonly used to solve classification or regression problems.
We focus in this dissertation on classification techniques. A classification technique aims to
predict the categorical label of new, unseen instances based on patterns learned from a training
dataset. These techniques are essential in various applications, such as spam detection [64],
image recognition [65], and medical diagnosis [66], where the goal is to assign predefined labels
to input data [67].
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Classification algorithms can be broadly categorized into several types, including Decision
Trees [68], Support Vector Machines [69], K-Nearest Neighbors [67], Neural Networks [70], Rule-
Based learners such as RIPPER (Repeated Incremental Pruning to Produce Error Reduction) [71].
Each of these algorithms has its strengths and weaknesses, making them suitable for different

types of classification tasks.

Among these approaches, RIPPER is particularly valuable due to its adaptability to various
classification problems and its ability to provide interpretable models. RIPPER explains the
relationship between dependent and independent variables through a set of “if-then” rules, making
it easier to understand and apply. This interpretability is especially beneficial in fields like software
engineering, where understanding the decision-making process is crucial. Consequently, many
studies in software engineering have utilized RIPPER for its effectiveness and clarity. In this

section, we provide a brief explanation of RIPPER.

RIPPER. RIPPER is a type of rule-based learning algorithm used for classification and
prediction. This model explains an outcome variable through a set of if-then rules, which can
handle both categorical and continuous data. Variables in many real-world contexts, such as
determining whether an email is spam or not, the presence or absence of a disease, and customer
segmentation, can be effectively modeled using RIPPER. These variables often have a limited
number of values, especially binary variables, which only have values of 0 or 1. However, RIPPER

is also capable of handling continuous variables by discretizing them into intervals.

RIPPER begins by generating an initial set of rules from the training data. Fach rule is created
to cover a subset of the data, aiming to maximize the accuracy of classification for that subset.
The algorithm then prunes the rules to remove any unnecessary conditions, reducing overfitting
and improving generalization to new data. This pruning process involves evaluating the impact
of removing each condition on the rule’s accuracy and retaining only those conditions that

contribute positively.

The resulting set of rules forms an interpretable model that can be easily understood and applied
to new instances. Each rule in the model specifies a combination of conditions that, if met,
lead to a specific classification outcome. This rule-based approach is particularly valuable in
domains where interpretability and transparency are crucial, such as medical diagnosis and fraud

detection.

RIPPER’s effectiveness and simplicity have led to its widespread application in the field of
software engineering and other areas. By providing clear and concise rules, RIPPER helps
practitioners understand the underlying patterns in the data and make informed decisions based

on those patterns.
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2.2.4 Genetic Algorithms

Genetic algorithms (GAs), first introduced by Holland [72], are meta-heuristic algorithms widely
employed to address complex optimization problems. Inspired by the principles of natural
selection and genetics, GAs evolve an initial population of candidate solutions through iterative

processes of selection, crossover, and mutation.

The computation of GAs may vary, but can generally be represented by the following algorithm:

Algorithm 1 Pseudo-Code of a Genetic Algorithm (GA)
Input:

s: desired population size
Output:

Best: Set of equally viable solutions

1: // Initialization

2 P+

3: Best + ()

4: for s times do

5: P < P U {CREATEINDIVIDUAL(})
6: end for

7: // Evolution process

8: repeat

9: // Evaluate individuals

10: for each P, € P do

11: AssSESSFITNESS(P;)

12: if ISBEST(P;, Best) then

13: Best + P;

14: end if

15: end for

16: // Breed the new population

17: Q+ 0

18: for s/2 times do

19: P, < SELECTPARENT(P)

20: P, <~ SELECTPARENT(P)

21: {C4, Cp} < CROSSOVER(P,, P,)
22: Q < Q U {MUTATION(F,), MUTATION(F}) }
23: end for

24: // Replace the population

25: P < REPLACE(P, Q)

26: until the termination condition is reached

: return Best

[}
3

Algorithm 1 first randomly creates an initial population P with a size s (lines 1-6). This population
is generated by randomly creating each individual, i.e., candidate solution or chromosome (lines
4-6).

An individual is represented by a fixed-length vector of parameters, i.e., genes, which represent

any type of variable that should be optimized.
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The algorithm then repeats the evolution process by evaluating the population P (lines 9-15),
creating a new population Q through breeding (lines 16-23), and replacing the old population
with a new population (lines 24-25). The algorithm stops when the termination condition is met.
Specifically, for the evaluation of the given population P, the GA assesses the fitness of each
individual P; (lines 10-11) by leveraging one or several fitness functions. Fitness functions are
key concepts of the GA that guide the definition of optimal solutions. These functions must be
carefully crafted to ensure the success of the algorithm. Based on fitness values, the GA then
selects the Best individuals in the population based on their fitness (lines 12-13).

The breeding process of the population P generates a new population () using the selection,
crossover, and mutation operators. Firstly, the GAs select two individuals P, and P, as parents
from the population P (lines 19-20). The exact selection process is usually governed by a
selection operator, with tournament selection being the most popular due to its simplicity and
effectiveness [73, 74]. Secondly, the selected parents reproduce to create two children C, and C},
through a crossover operator (line 21) This operator determines which traits the children will
inherit from their parents, mimicking the biological crossover process. The genes (i.e., fixed-length
vector) are merged to create the two children, ensuring each child inherits a proportional amount
of genes from each parent, but so that each of them is unique. Typically, a crossover rate defines
whether this operator should be applied; if not, the children become copies of their parents.
Finally, a mutation changes some genes in the children individuals based on a mutation rate
(line 22). The operator iterates over each gene and changes it when a random value exceeds the
mutation rate. This operation allows the GA to explore other search areas, preventing it from
getting stuck in local optima. It is crucial to adapt the mutation rate, as higher values may make
the search process akin to a random search or prevent the algorithm from converging [74].
After breeding a new population @), the replacement process selects individuals for the next
generation (line 25). Several methods exist in the literature, such as generational replacement,
steady-state replacement, and elitism [74]. The most commonly used methods generally incorpo-
rate some form of elitism, which ensures that the best individuals from the current generation are

carried over to the next generation, preserving high-quality solutions and accelerating convergence.

One of the key advantages of GAs is their flexibility in parameter selection, allowing for a diverse
range of solutions. Instead of converging on a single near-optimal solution, GAs often produce
a set of Pareto-optimal solutions, providing multiple viable options for decision-makers. This

characteristic is particularly beneficial in multi-objective optimization scenarios.
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Chapter 3

Learning Failure-Inducing Inputs
Models for Testing Software-Defined
Networks

3.1 Introduction

In the context of developing SDN-systems, software testing becomes even more important and
challenging when compared to what is required in traditional networks that provide static
and predictable operations. In particular, even though the centralized controller in an SDN-
system enables flexible and efficient services, it can undermine the entire communication network
it manages. A software controller presents new attack surfaces that allow malicious users
to manipulate the systems [75, 76]. For example, if malicious users intercept and poison
communication in the system (using ARP spoofing [77]), such attacks broadly impact the system
due to its centralized control. Furthermore, the centralized controller interacts with diverse
kinds of components such as applications and network switches, which are typically developed
by different vendors. Hence, the controller is prone to receiving unexpected inputs provided by
applications, switches, or malicious users, which may cause system failures, e.g., communication

breakdown.

To test an SDN controller, engineers need first to explore its possible input space, which is very
large. A controller takes as input a stream of control messages which are encoded according
to an SDN communication protocol (e.g., OpenFlow [25]). For example, if a control message

is encoded with OpenFlow, it can have 22040 distinct values [25]. Second, engineers need to
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understand the characteristics of test data, i.e., control messages, that cause system failures.
However, manually inspecting test data that cause failures is time-consuming and error-prone.

Furthermore, misunderstanding such causes typically leads to unreliable fixes.

There are a number of prior research strands that aim at testing SDN-systems [49, 50, 35, 34,
51, 57, 36, 52, 60]. Most of them come from the network research field and focus on security
testing relying on domain knowledge, e.g., known attack scenarios [34]. The most pertinent
research works applied fuzzing techniques to different components of SDN-systems. For example,
RE-CHECKER [57] fuzzes RESTful services provided by SDN controllers. SwitchV [60] relies
on fuzzing and symbolic execution to test SDN switches. BEADS [35] tests SDN controllers by
being aware of the OpenFlow specification. However, none of these fuzzing techniques employ
interpretable machine learning techniques to guide their fuzzing process and to provide models
that characterize failure-inducing conditions. Even though the software engineering community
has introduced numerous testing methods, testing SDN-systems has gained little attention. The
most pertinent research lines have proposed techniques for learning-based fuzzing [78, 79, 80] and
abstracting failure-inducing inputs [15, 81] to efficiently explore the input space and characterize
effective test data that cause system failures. Learn@Fuzz [78] employs neural-network-based
learning methods for building a model of PDF objects for grammar-based fuzzing. A prior
learning-guided fuzzing technique, named smart fuzzing [79], relies on deep learning techniques
to test systems controlled by programmable logic controllers (PLC). SeqFuzzer [80] uses deep
learning techniques to infer communication protocols underlying PLC systems and generate fuzzed
messages. However, deep learning techniques are not suitable to characterize failure-inducing
test data as they do not provide interpretable models. Furthermore, these techniques do not
account for the specificities of SDNs, such as SDN architecture and communication protocol.
Existing work on abstracting failure-inducing inputs [15, 81] targets software programs that
take as input strings such as command-line utilities (e.g., find and grep), which are significantly
different from SDN-systems. In summary, no existing work simultaneously tackles the problem
of efficiently exploring the input space and accurately characterizing failure-inducing test data

while accounting for the specificities of SDNs.

Contributions. In this chapter, we propose FuzzSDN, a machine learning-guided Fuzzing
method for testing SDN-systems. In particular, FuzzSDN targets software controllers deployed in
SDN-systems. FuzzSDN relies on fuzzing guided by machine learning (ML) to both (1) efficiently
explore the test input space of an SDN-system’s controller (generate test data leading to system
failures) and (2) learn failure-inducing models that characterize input conditions under which the
system fails. This is done in a synergistic manner where models guide test generation and the
latter also aims at improving the models. A failure-inducing model is practically useful [15] for the
following reasons: (1) It facilitates the diagnosis of system failures. FuzzSDN provides engineers
with an interpretable model specifying how likely are failures to occur, e.g., the system fails when a
control message is encoded using OpenFlow V1.0 and contains IP packets, thus providing concrete
conditions under which a system will probably fail. Such conditions are much easier to analyze

than a large set of individual failures. (2) A failure-inducing model enables engineers to validate
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their fixes. Engineers can fix and test their code against the generated test data set. A failure-
inducing model can also be used as a test data generator to reproduce the system failures captured

in the model. Hence, engineers can better validate their fixes using an extended test data set.

We evaluated FuzzSDN by applying it to several systems controlled by well-known open-source
SDN controllers: ONOS [82] and RYU [83]. In addition, we compared FuzzSDN with two
state-of-the-art methods (i.e., DELTA [34] and BEADS [35]) that generate test data for SDN
controllers and two baselines that learn failure-inducing models. As baselines, we extended
DELTA and BEADS to produce failure-inducing models, since they were not originally designed
for that purpose but were nevertheless our best options. Our experiment results show that,
compared to state-of-the-art methods, FuzzSDN generates at least 12 times more failing control
messages, within the same time budget, with a controller that is fairly robust to fuzzing. FuzzSDN
also produces accurate failure-inducing models with, on average, a precision of 98% and a recall
of 86%, which significantly outperforms models inferred by the two baselines. Furthermore,
FuzzSDN produces failure-inducing conditions that are consistent with those reported in the
literature [35], indicating that FuzzSDN is a promising solution for automatically characterizing
failure-inducing conditions and thus reducing the effort needed for manually analyzing test results.
Last, FuzzSDN is applicable to systems with large networks as its performance does not depend

on network size. Our detailed evaluation results and the FuzzSDN tool are available online [84].

Organization. The rest of this chapter is organized as follows: Section 3.2 introduces the
background and defines the specific problem of learning failure-inducing models for testing
SDN-systems. Section 3.3 describes FuzzSDN. Section 3.4 evaluates FuzzSDN in a large empirical
study. Section 3.5 compares FuzzSDN with related work. Section 3.6 concludes this chapter.

3.2 Background and Problem Description

When developing and operating an SDN-system, engineers must handle system failures that
are triggered by unexpected control messages. In particular, engineers need to ensure that the
system behaves in an acceptable way in the presence of failures. In an SDN-system, its controller
is prone to receiving unexpected control messages from switches in the system [52]. For example,
network switches, which are typically developed by different vendors, may send control messages
that fall outside the scope of the controller’s expectations. Such unexpected messages can also
be sent by the switches due to various reasons such as malfunctions and bugs in the switches,
as well as inconsistent implementations of a communication protocol between the controller
and switches [37]. Furthermore, prior security assessments of SDNs have found several attack
surfaces, leading to vulnerable applications and communications protocols that enable malicious

actors to send manipulated messages over an SDN [34, 35].

When a failure occurs in an SDN-system, engineers need to determine the conditions under

which such failures occur. These conditions define a set of control messages that cause the
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Figure 3.1: An overview of our ML-guided Fuzzing method for testing SDN-systems (FuzzSDN).

failure. Identifying such conditions in a precise and interpretable form is in practice useful, as
it enables engineers to diagnose the failure with a clear understanding of the conditions that
induce it. In addition, engineers can produce an extended set of control messages by utilizing
the identified conditions to test the system after making changes to address the failure. In
general, any fix should properly address other control messages that induce the same failure. Our
work aims to both effectively test an SDN-system’s controller by identifying control messages
that lead to system failures, and then automatically identify an accurate failure-inducing model
that characterizes conditions under which the SDN-system fails. Such conditions define a set of

failure-inducing control messages.

3.3 Approach

Figure 3.1 shows an overview of our ML-guided Fuzzing method for testing SDN-systems
(FuzzSDN). Specifically, FuzzSDN relies on fuzzing and ML techniques to effectively test an
SDN-system’s controller and generate a failure-inducing model that characterizes conditions
under which the system fails. As shown in Figure 3.1, FuzzSDN takes as input a test procedure

and a failure detection mechanism defined by engineers.

A test procedure consists of three steps: initializing the SDN-system, executing the test scenario,
and tearing down the system. In the initialization step, the procedure configures the entities
in the SDN-system, such as the controller, switches, and connections, bringing the system to a
desired (ready) state for executing the test scenario. For example, during the initialization, the
procedure might configure switches with empty or preinstalled forwarding tables, which define
how to forward data packets through the SDN. This system configuration allows for testing how
the controller instructs the switches in the given setting. The test scenario represents a specific
operation (use case) of the SDN-system, involving the exchange of control messages between the
controller and switches that FuzzSDN can fuzz. For example, if the test scenario specifies a data
transmission from one host to another connected to the SDN, executing the test scenario leads
to the exchange of control messages between the controller and switches. These messages are
exchanged to discover the locations of the two hosts in the SDN and to instruct the relevant

switches with the proper forwarding tables to enable data transmission. In the teardown step, the
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procedure resets the SDN-system to its default (pristine) state after executing the test scenario,

since FuzzSDN requires multiple independent executions of the test procedure.

A failure detection mechanism acts as a test oracle, determining whether the system fails or
successfully completes the given test procedure. For example, depending on the test procedure,
it detects instances of communication breakdown, controller crashes, or performance degradation.
Since an SDN-system provides monitoring tools that enable engineers to oversee system behavior

and performance, implementing such a failure detection mechanism is straightforward.

FuzzSDN then outputs test data and a failure-inducing model. The data includes the set of
control messages that induced the failure detected by the failure detection mechanism. A failure-
inducing model abstracts such test data in the form of conditions and probabilities pertaining to

the failure.

As shown in Figure 3.1, FuzzSDN realizes an iterative process consisting of the following three
steps: (1) The fuzzing step sniffs and modifies a control message passing through the control
channel from the SDN switches to the controller. The fuzzing step repeats the execution of
the input test procedure and modifies only one selected control message for each execution of
the system. It then produces a labeled dataset that associates fuzzing outputs (i.e., modified
control messages) and their consequences in the system (i.e., system failure or success). (2) The
learning step takes as input the labeled dataset created by the fuzzing step and uses a supervised
learning technique, e.g., RIPPER [71], to create a failure-inducing (classification) model. This
model identifies a set of control messages that cause the failure defined in the failure detection
mechanism. Over the iterations of FuzzSDN, such models are used to guide the behavior of the
fuzzing step in the next iteration. (3) The planning step instructs the fuzzing step based on the
failure-inducing model created by the learning step. Following such instructions, the fuzzing step
then efficiently explores the space of control messages to be fuzzed and adds new data points (i.e.,
modified control messages and their consequences in the system) to the existing labeled dataset.
The updated dataset is then used by the learning step to produce an improved failure-inducing
model. FuzzSDN stops the iterations of the fuzzing, learning, and planning steps when the
accuracy of the output failure-inducing model reaches an acceptable level or the execution time

of FuzzSDN exceeds an allotted time budget. Below, we explain each step of FuzzSDN in detail.

We assume that engineers using FuzzSDN have expertise in SDN, thus equipping them with the
capability to provide required inputs: test procedures and failure detection mechanisms. They
should also possess knowledge of the SDN protocol to understand a failure-inducing model that
characterizes a set of failure-inducing control messages. Such assumptions are reasonable since
engineers need to devise test procedures and failure detection mechanisms when testing their
SDN-systems, independently of FuzzSDN, and must know the SDN protocol as it defines the
input space of the SDN controller under test.
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control message (e.g., packet_in message: 30 fields)

sniffed data type xid total_len table_id
—'S:::;am—{ sniff H 5A539BF1CF704B29... H decode }—v 0x5 ‘ OXA‘ 0x53 ‘ 0x9BF 1‘0xCF70‘ 0x4B ‘ OXZ‘ OXQ‘ ‘

fuzzed message

<—fuzzed 0x5‘0xA‘0x53‘0x98F1‘0xCF70‘0x4B‘ o;:a‘ 0x9‘ M
message

reason

SDN- version length buffer_id reason

system

Figure 3.2: A data flow example of fuzzing a control message (e.g., packet_ in message).

3.3.1 Fuzzing step: Initial fuzzing

During the fuzzing step, FuzzSDN manipulates control messages in an SDN-system to cause a
system failure. To do so, FuzzSDN utilizes a man-in-the-middle attack, which is a well-known
security attack technique in the network domain [77]. The attack technique enables FuzzSDN
to intercept control messages transmitting through the control channel and inject modified
messages. In addition, FuzzSDN pretends to be both legitimate participants (i.e., SDN switches
and controllers) of the control channel. Hence, the system under test is not aware of FuzzSDN
while it is running. We omit network-specific details of the attack technique, as they are not

part of our contributions; instead, we refer interested readers to the relevant literature [77].

Figure 3.2 shows a data flow example that illustrates how our fuzzing technique manipulates a
control message. As the control channel in the SDN-system transmits a data stream, the fuzzing
step first sniffs it as a byte string. It then decodes the sniffed string according to the adopted
SDN protocol (e.g., OpenFlow [25]) to identify a control message to be fuzzed. In Figure 3.2,
the byte string 0x5A539BF1CF704B29 is sniffed and is then identified as a packet_in control
message encoded in 30 fields according to OpenFlow. Note that a packet_ in message is one of
the control messages sent by a switch to a controller in order to notify that the switch receives a

packet. For details of the packet_in message, we refer readers to the OpenFlow specification [25].

FuzzSDN fuzzes the control message by accounting for the syntax requirements (i.e., grammar)
defined in the SDN protocol and then injects the fuzzed message into the control channel in
the system. We note that FuzzSDN could apply a simple random fuzzing method that replaces
the sniffed string with a random string. However, the majority of byte strings generated by
random fuzzing would be invalid control messages that would be immediately rejected by the
SDN message parser in the system [35]. FuzzSDN therefore accounts for the SDN protocol in
order to generate valid control messages that test software components beyond the message

parsing layer of the system, which is a desirable feature in practice [35].

Initial fuzzing. At the first iteration of FuzzSDN, since a failure-inducing model is not present,
the fuzzing step behaves as described in Algorithm 2. Given a control message msg, the algorithm
modifies it and returns a fuzzed message msg’. As shown on line 1, the algorithm first randomly
selects a set F' of fields in msg. For each field f in F'| the algorithm replaces the original value

of f with a new value randomly selected from its value range (lines 2-5). Hence, Algorithm 2
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Algorithm 2 Initial fuzzing

Require:

msg: control message to be fuzzed
Ensure:

msg’: control message after fuzzing

F «+ select_rand_fields(msg)
msg’ < msg
for all f € F do
msg’ + replace(msg’, f, rand_valid(f))
end for
return msg’

operates in linear time, relative to the number of message fields (|F'|). Note that our ML-guided
fuzzing method is described in Section 3.3.4. For example, in Figure 3.2, the algorithm modifies
the sniffed packet_ in message by replacing the reason field value 0x2 with 0x8, which is randomly

chosen within its value range.

Data collection. To generate a failure-inducing model, FuzzSDN uses a supervised ML
technique [85] that requires a labeled dataset the fuzzing step generates. Specifically, at each
iteration of FuzzSDN, the fuzzing step is executed n times based on an allotted time budget.
Each execution of the fuzzing step (re)runs the input test procedure (Figure 3.1) and modifies a
control message. FuzzSDN then monitors the system response to the modified control message
msg using the failure detection mechanism (Figure 3.1). We denote by presence (resp. absence)
the label indicating that the failure is present (resp. absent) in the system response. For each
iteration ¢ of FuzzSDN, the fuzzing step creates a labeled dataset D; by adding n tuples (msgy, 1),

.., (msgy,ln) to D;_1, where a label [; could be either presence or absence and Dy = {}. We
note that FuzzSDN uses an accumulated dataset D = Dy U ... U D; to infer a failure-inducing

model at each iteration <.

3.3.2 Learning step

We cast the problem of learning failure-inducing models into a binary classification problem in
ML. Given a labeled dataset obtained from the fuzzing step, the learning step infers a prediction
model, i.e., a failure-inducing model, that classifies a control message as either the presence or
absence class. A classification result predicts whether or not a control message induces a system

failure as captured by the detection mechanism.

FuzzSDN aims at providing engineers not only with failure-inducing control messages but also
accurate conditions under which the system fails (as described in Section 3.1). Hence, we opt
to use a learning technique that produces an interpretable model [86]. Engineers could use the
prediction results to identify a set of control messages predicted to induce system failures as a

test suite for testing the system. An interpretable model would help engineers figure out why the
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failure occurs in the system. We encode fields (e.g., version, type, and length in Figure 3.2) of a
control message as features in a labeled dataset so that an interpretable ML technique builds a
failure-inducing model using fields as features. For example, such a model could explain that the
system fails when receiving a control message with an incompatible version number, which is a

higher version than the system supports.

FuzzSDN employs RIPPER (Repeated Incremental Pruning to Produce Error Reduction) [71],
an interpretable rule-based classification algorithm, to learn a failure-inducing model. We opt to
use RIPPER as it generates pruned decision rules that are more concise and thus interpretable
than commonly used decision trees (e.g., C4.5 [87]), which are prone to the replicated subtree
problem [85]. Further, RIPPER has been successfully applied to many software engineering
problems involving classification and rule inference [88, 89, 90]. Given a labeled dataset D,
RIPPER produces a set R of decision rules. A decision rule is a simple IF-condition-THEN-
prediction statement, consisting of a condition on the fields of a control message (e.g., version >

5 A length > 10) and a prediction indicating either the presence or absence class.

For a decision rule, the learning step measures a confidence score [85] to estimate the accuracy
of the rule in predicting the actual class of control messages that satisfy the rule’s condition.
Specifically, given a labeled dataset D and a decision rule r, we denote by t the total number
of control messages in D that satisfy the condition of r, i.e., the condition is evaluated to true.
Among these t control messages, often, there are some control messages whose labels defined
in D do not match r’s prediction. We denote by f the number of such control messages. The
learning step computes a confidence score ¢(r) of r by ¢(r) = (t — f)/t. For example, given a
rule 7: IF wersion > 5 A length > 10 THEN class = presence, suppose 88 control messages in a
labeled dataset D satisfy the condition of r and 7 out of the 88 control messages are labeled with
absence. Then, the confidence score ¢(r) is (88 — 7)/88 = 0.92. FuzzSDN uses the confidence

score ¢(r) in the planning step to guide our fuzzing strategy.

3.3.3 Planning step

The planning step guides fuzzing based on a failure-inducing model, i.e., a set R of decision rules
inferred from the learning step. Given an original control message to be fuzzed, the main idea is
to generate a set of modified control messages using R. To this end, the planning step exploits

these decision rules to generate effective control messages that induce failures.

Imbalance handling. Algorithm 3 describes how the planning step uses the set R of decision
rules inferred in the current iteration of FuzzSDN to guide the fuzzing step for the next iteration.
We note that the planning step accounts for the imbalance problem [85] that usually causes
poor performance of ML algorithms. In a labeled dataset, when the number of data instances of

one class is much higher than such number for another class, ML classification models have a
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Algorithm 3 Planning

Require:

D: labeled dataset

R: decision rules

n: number of control messages to be fuzzed
Ensure:

B: budget distribution to the decision rules R

1: //count numbers of majorities and minorities in D
2: minor < get_num_minorities(D)

3: major < get_num_majorities(D)

4: //estimate numbers of majorities and minorities after the next iteration
5. minor’ <— min((|D| + n)/2 — minor,n)

6: major’ < n — minor’

7: //assign budgets to minority rules

8 B+ {}

9: R™MOT « get_minority_rules(R)

10: for all r € R™"°" do

11: b < minor’ x c(r)/sum_c(R™"°T)

12: B+ BU(rb)

13: end for

14: //assign budgets to majority rules

15: R™YT « get_magjority_rules(R)

16: for all » € R™%°" do

17: b < major’ x c(r)/sum_c(R™YT)

18: B+ BU(rb)

19: end for

20: return B

tendency to predict the majority class. In our study, such models are not practically useful, as

engineers are more interested in control messages that cause system failures.

As shown on lines 1-3 of Algorithm 3, the planning step first counts the number minor (resp.
magor) of minority (resp. majority) control messages in the given labeled dataset D. Given the
number n of control messages to be fuzzed in the next iteration, lines 4-6 of the algorithm then
estimate the number minor’ (resp. major’) of control messages associated with the minority
(resp. majority) class to be added to D to create a balanced dataset, containing |D| + n control
messages. Specifically, FuzzSDN needs (|D|+ n)/2 — minor control messages associated with the
minority class to balance D in the next iteration. Table 3.1 shows examples of minor, major,
minor’, and major’ at each iteration of FuzzSDN computed by Algorithm 3. For example, at the
first iteration of FuzzSDN, when minor = 10, major = 190, and the number of control messages
to be fuzzed n = 200, minor’ is calculated as (200 + 200)/2 — 10 = 190 and major’ = 10.

Budget distribution. Lines 7-20 of Algorithm 3 describe how the planning step distributes the
number n of control messages to be fuzzed in the next iteration to each decision rule r € R. As
shown on lines 9-13 of the algorithm, for each rule r € R™"°" associated with the minority class,

the planning step decides to use r for fuzzing based on its relative confidence score and the number
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Table 3.1: Examples of minor, major, minor’, and major’ computed by Algorithm 3, when the
number n of control messages to be fuzzed is 200.

iteration |D| minor magor minor’ major’
1 200 10 190 190 10
2 400 125 275 175 25
3 600 248 352 152 48
4 800 380 420 120 80
5 1000 495 505 105 95
6 1200 600 600 100 100

minor’ of control messages estimated on line 5. Specifically, the planning step associates r with
the number of times r will be applied to fuzz control messages, i.e., minor’ x c(r)/sum_c(R™"),
where c(r) denotes the rule’s confidence score (described in Section 3.3.2) and sum_c(R™"T) is
defined by Y, gmimer ¢(1), the sum of confidence scores of the rules in R™"°". The algorithm
therefore weighs the rules according to their confidence scores in order to maximize the chance
of correct predictions. When fuzzing a control message guided by a rule » with a high confidence
score (e.g., 0.99), the system response to the fuzzed control message would highly likely match
the prediction of r. Lines 14-19 describe how the planning step handles rules associated with the
majority class, which is the same as on lines 9-13. For example, at the first iteration of FuzzSDN
shown in Table 3.1, let R be {ri,r2,r3} where r; and ro are associated with the minority class
(e.g., presence) and r3 with the majority class (e.g., absence). Given R, if ¢(r1) = 0.8, ¢(r2) = 0.7,
and c(r3) = 0.8, then Algorithm 3 distributes minor’ = 190 (resp. major’ = 10) to r1 and
ro (resp. 13) as follows: 190 x 0.8/(0.8 + 0.7) = 101 and 190 x 0.7/(0.8 + 0.7) = 89 (resp.
10 x 0.8/0.8 = 10). For the second iteration, FuzzSDN then plans to apply r1 101 times, ro 89
times, and r3 10 times to fuzz control messages. Algorithm 3 operates in linear time, relative to

the number of rules (|R]), inferred by the learning step.

We note that during early iterations of FuzzSDN, the obtained datasets are likely imbalanced
because control messages causing system failures are typically difficult to discover via purely
random fuzzing, since most fuzzed messages are detected and addressed by the system under test
to prevent such failures (see Table 3.1 and our experiment results in Section 3.4.6). In addition,
due to the small sizes of training datasets in early iterations of FuzzSDN, RIPPER is often
not able to produce accurate failure-inducing models. But as FuzzSDN continuously iterates
the three steps within an allotted time budget, according to Algorithm 3, training datasets are
becoming more balanced and larger (see Table 3.1), enabling RIPPER to produce increasingly
accurate failure-inducing models. Furthermore, given S the space of all possible control messages,
once a dataset is balanced, the algorithm enables the fuzz step to explore not only the space
P of control messages that likely cause failures but also the remaining space S \ P of control
messages. Note that RIPPER infers a set of rules’ conditions (which define P): 71, ..., rg, that
are associated with the minority class and a single rule’s condition (which define S\ P) in the

form of —ry A ... A —rg for the majority class.
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Algorithm 4 ML-guided Fuzzing
Require:
msg: control message to be fuzzed
B: budget distribution to the decision rules R
mu: mutation rate
Ensure:
msg’: control message after fuzzing
B’: budget distribution after fuzzing

//fuzz a control message based on a rule
(r,b) € B
F «+ get_fields(r, msg)
F’ + solve(r)
msg’ < replace(msg, F, F")
//update the budget distribution
B < B\ {(r,b)}
if b—1> 0 then
B '« BU{(r,b—1)}
end if
: //mutate the fuzzed control message
: for all f € all_fields(msg) \ F do
if rand(0,1) < mu then
msqg' < replace(msg’, f, rand(f))
end if
: end for
: return msg’, B’

e o T =

Progress monitoring. To monitor the progress of FuzzSDN, the planning step uses the
standard precision and recall metrics [85] (described in Section 3.4.4). In our context, a high
level of precision indicates that the inferred failure-inducing model is able to accurately predict
the failure of interest. A failure-inducing model with high recall indicates that most of the
control messages actually inducing the failure satisfy the failure-inducing conditions in the model.
Hence, a failure-inducing model with a high level of precision and recall is desirable. To compute
precision and recall values, FuzzSDN uses the 10-fold cross-validation technique [85]. In 10-fold
cross-validation, a dataset D is split into 10 equal-size folds. Nine folds are used as a training
dataset and the other one fold is retained as a test dataset. This process is thus repeated 10

times to compute precision and recall values.

3.3.4 Fuzzing Step: ML-guided Fuzzing

From subsequent iterations of FuzzSDN, the fuzzing step utilizes a set R of decision rules inferred
by the learning step according to a budget distribution B computed by the planning step. Using
a rule r € R, the fuzzing step modifies a sniffed control message to satisfy the condition of
r. Further, the fuzzing step employs a mutation operator to diversify fuzzed control messages

beyond those restricted by R. Below we describe the fuzzing step in detail.
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Algorithm 4 describes a fuzzing procedure that modifies a sniffed control message msg using a
budget distribution B. As shown on lines 1-5 of the algorithm, the fuzzing step first chooses
a budget assignment (r,b) € B, where r denotes a rule to apply in fuzzing, and b denotes how
many times the rule r will be exploited by the fuzzing step. Given the rule r, the algorithm
selects a set F' of message fields in msg that appear in the condition of r (line 3). Using an
SMT solver [91], the algorithm solves the condition of r to find a set F’ of message fields that
satisfy the condition (line 4). Specifically, we use Z3 [92] — a well-known and widely used SMT
solver — to solve such conditions. Line 5 of the algorithm then replaces the original fields F' with
the computed fields F’. For example, when FuzzSDN fuzzes a control message guided by the
condition version > 5 A length > 10, it assigns 6 to the version field and 20 to the length field

of the control message as the assignments satisfy the condition.

Algorithm 4 modifies a single control message msg and outputs one fuzzed message msg’. Hence,
the fuzzing step executes the algorithm n times to generate n number of fuzzed control messages.
As shown on lines 6-10, the algorithm updates the budget distribution B with (r,b—1) indicating
that the rule r has been applied once. Note that the fuzzing step reruns the system under test

for each execution of the algorithm.

As shown on lines 11-17 of Algorithm 4, the fuzzing step leverages a mutation technique to
diversify fuzzed control messages. Recall that lines 1-5 of the algorithm modify only the message
fields that appear in decision rules. Without mutation, decision rules inferred in the first iteration
of FuzzSDN would determine the message fields being modified in all subsequent iterations, while
other message fields would remain unchanged. Such a fuzzing method might miss important

failure-inducing rules related to other unchanged fields.

The fuzzing step employs a uniform mutation operator [93] that randomly selects fields in a
control message with a mutation rate mu and changes the fields’ values to random values within
their ranges. As shown on line 12 of Algorithm 4, the fuzzing step selects the fields in the sniffed
control message msg that are not present in the exploited rule r. Hence, the return message msg’
(line 14) also satisfies the condition of r, as mutated fields cannot affect it. For example, suppose
a packet_ in message encoded in 30 fields is sniffed to be fuzzed by FuzzSDN, and its version
and length fields are included in the condition version > 5 A length > 10 and hence fuzzed (lines
1-10). In this setting, FuzzSDN randomly selects fields (e.g., reason and table_id) that are not
present in the condition, and then mutates the selected fields by assigning new random values

within their ranges (lines 11-16).

We note that the computational complexity of Algorithm 4 is primarily determined by line 4,
which uses Z3. The remaining computations scale linearly with the number of message fields. In
our context, as described in Section 3.3.2, the rule r to be solved by Z3 is concise. Therefore,
Algorithm 4 is expected to run in practical time, as empirically evaluated in our experiments
(Section 3.4.6).
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3.4 Evaluation

In this section, we present our empirical evaluation of FuzzSDN. Our full evaluation package is

available online [84].

3.4.1 Research Questions

RQ1 (comparison): How does FuzzSDN perform compared with state-of-the-art testing tech-
niques for SDNs? We investigate whether FuzzSDN can outperform existing techniques:
DELTA [34] and BEADS [35] described in Section 3.4.4. We choose these techniques as they rely
on fuzzing to test SDN-systems and their implementations are available online. Note that none
of the prior methods that identify failure-inducing inputs [15, 81] account for the specificities of

SDNS5s; hence, they are not applicable.

RQ2 (usefulness): Can FuzzSDN learn failure-inducing models that accurately characterize
conditions under which a system fails? We investigate whether or not FuzzSDN can infer accurate
failure-inducing models. In addition, we compare the failure-inducing conditions identified by
FuzzSDN with those reported in the literature [35] to assess if these conditions are consistent

with analyses from experts.

RQ3 (scalability): Can FuzzSDN fuzz control messages and learn failure-inducing models in
practical time? We analyze the relationship between the execution time of FuzzSDN and network

size. To do so, we conduct experiments with systems of various network sizes.

3.4.2 Simulation Platform

To evaluate FuzzSDN, we opt to use a simulation platform that emulates physical networks.
Specifically, we use Mininet [94] to create virtual networks of different sizes. In addition, as
Mininet employs real SDN switch programs, the emulated networks are very close to real-world
SDNs. Hence, Mininet has been widely used in many SDN studies [35, 34, 21]. We note that
FuzzSDN can be applied to test actual SDN-systems. However, using physical networks is
prohibitively expensive for performing the types of large experiments involved in our systematic
evaluations of FuzzSDN. We ran all our experiments on 10 virtual machines, each of which with
4 CPUs and 10GB of memory. These experiments took /45 days by concurrently running them

on the 10 virtual machines.
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3.4.3 Study subjects

We evaluate FuzzSDN by testing two actual SDN controllers, i.e., ONOS [82] and RYU [83], which
are still maintained actively and have been widely used in both research and practice [34, 35, 38,
37, 53, 51]. Both controllers are implemented using the OpenFlow SDN protocol specification [25].
Since FuzzSDN fuzzes OpenFlow control messages, it can test any SDN controller that implements
the OpenFlow specification. Regarding virtual networks, we synthesize five networks with 1,
3, 5, 7, and 9 switches controlled by either ONOS or RYU. In each network, all switches are
interconnected with one another, i.e., fully connected topology. Each switch is connected to two
hosts that can emulate any device that sends and receives data streams, e.g., video and sound
streams. We note that our study subjects, i.e., 5 x 2 SDN-systems built on the five networks
controlled by ONOS and RYU, are representative of existing SDN studies and real-world SDNs.
For example, DELTA [34] (resp. BEADS [35]) was evaluated with an SDN-system including
two (resp. three) switches controlled by ONOS and RYU, as running experiments with SDNs
requires large computational resources [95]. Shin et al. [21] introduced an industrial SDN-system

developed in collaboration with SES, a satellite operator, which contains seven switches controlled

by ONOS.

3.4.4 Experimental setup

EXP1. To answer RQ1, we compare FuzzSDN with DELTA [34] and BEADS [35], which are
applicable to our study subjects. DELTA is a security assessment framework for SDNs that
enables engineers to automatically reproduce known SDN-related attack scenarios and discover
new attack scenarios. For the latter, DELTA relies on random fuzzing that randomizes all fields
of a control message without accounting for the specifics of the OpenFlow protocol. BEADS is
an automated attack discovery technique based on fuzzing that assumes the OpenFlow protocol,
aiming at generating fuzzed control messages that can pass beyond the message parsing layer of
the system under test. We note that we reused the implementations available online. However,
we had to adapt them in order to make them work in our experiments, though we minimized
changes, since the original executables of DELTA and BEADS did not work even after discussions
with the authors.

In EXP1, we use two synthetic systems with one switch controlled by either ONOS or RYU. For
the test procedure (see Section 3.3) in EXP1, we use the pairwise ping test [96], applied in many
SDN studies [34, 35, 75, 54], that allows us to detect whether or not hosts can communicate
with one another. Regarding the failure detection mechanism (see Section 3.3) in EXP1, we
consider switch disconnections as system failures since both DELTA and BEADS analyzed switch
disconnections in their experiments. We further note that EXP1 identifies switch disconnections
as failures only when they lead to a communication breakdown and the system fails to locate
the causes of the failures, i.e., no relevant log messages related to the failures. EXP1 fuzzes
the packet__in message [25], which has 57 bytes encoded in 30 fields, as SDN switches send this

28



3.4. EVALUATION

message to the controller in the execution of the test procedure, and both DELTA and BEADS
fuzz it. For details of OpenFlow messages, we refer readers to the OpenFlow specification [25].
We compare the number of fuzzed control messages that cause the switch disconnection failure

across fuzzing approaches.

EXP2. To answer RQ2, we evaluate the accuracy of failure-inducing models inferred by FuzzSDN.
To this end, we compare the models obtained by FuzzSDN with those produced by our baselines
extending DELTA and BEADS. In addition, we examine our failure-inducing models in light of

the literature [34, 35] discussing failure-inducing conditions.

EXP2.1. As baselines, we extend DELTA and BEADS, named DELTA” and BEADSY, to produce
failure-inducing models. DELTAY (resp. BEADS”) encodes the fuzzing results obtained by
DELTA (resp. BEADS”) as a training dataset (see the dataset format described in Section 3.3.1)
and uses RIPPER to learn a failure-inducing model from it. Unlike FuzzSDN, DELTA” and

BEADS? do not leverage the inferred failure-inducing models to guide their fuzzing.

For ensuring fair comparisons of FuzzSDN, DELTAZ, and BEADSY, EXP2.1 creates a test
dataset containing 5000 fuzzing results for each method. EXP2.1 then measures the accuracy
of the failure-inducing models obtained by the three methods using the standard precision and
recall metrics [85]. Additionally, EXP2.1 measures imbalance ratios of the datasets obtained at

each iteration of the three methods using the imbalance ratio metric [85].

We compute precision and recall values as follows: (1) precision P = TP/(TP+ FP) and (2) recall
R = TP/(TP+ FN), where TP, FP, and FN denote the number of true positives, false positives,
and false negatives, respectively. A true positive is a control message labeled with presence (see
Section 3.3.1) and correctly classified as such. A false positive is a control message labeled with
absence (see Section 3.3.1) but incorrectly classified as presence. A false negative is a control
message labeled with presence but incorrectly classified as absence. We compute the imbalance
ratio of a dataset as follows: imbalance ratio I = 1 — (minor/magjor), where minor and major
denote the number of control messages in the dataset D, labeled with the minority and majority
class, respectively. In EXP2.1, we use two synthetic systems with one switch controlled by either
ONOS or RYU. EXP2.1 applies the pairwise ping test and fuzzes 8000 packet_ in messages with
FuzzSDN, DELTA’, and BEADS”.

EXP2.2. Jero et al. [35] manually inspected their SDN testing results obtained with BEADS
and identified some conditions on message fields that led to system failures. EXP2.2 examines
our failure-inducing models to assess the extent to which our models are consistent with their

manual analysis results.
For EXP2.2, we use two synthetic systems with one switch controlled by either ONOS or RYU.

EXP2.2 fuzzes the following five types of control messages: packet_ in (57 bytes, 30 fields),
hello (8 bytes, 4 fields), barrier_reply (8 bytes, 4 fields), barrier request (8 bytes, 4 fields), and
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flow__removed (55 bytes, 22 fields), which are manipulated by BEADS. We randomly selected
these five message types from the 16 types of control messages analyzed in the prior study of
BEADS, to keep the expected cost of running our experiments manageable (see Section 3.4.5).
In EXP2.2, FuzzSDN fuzzes 8000 control messages of each type. To fuzz the barrier_request and
the barrier_reply control messages, we use a test procedure that connects switches to an SDN
controller as it generates the control messages. For the remaining types of control messages, we
use the pairwise ping test [96]. Regarding failure types, EXP2.2 detects unexpected broadcasts
from switches and unexpected switch disconnections as failures. These are studied in existing
work (BEADS). The broadcasting mechanism of ARP (Address Resolution Protocol) [97] is
used to discover host locations in the SDN. If broadcasting occurs unexpectedly, it may lead to
the installation of incorrect forwarding rules on the switches in the SDN, possibly resulting in
information leakage (since data can be forwarded to unintended hosts) or connectivity losses.
Regarding the other types of failure, if the communication between the controller and the switches
is unexpectedly disconnected, the SDN-system obviously cannot operate as intended. This is
because the controller monitors the network status based on the messages received from the

switches and the behavior of the switches is directed by the controller.

EXP3. To answer RQ3, we study the correlation between the execution time of FuzzSDN and the
2 x 5 synthetic systems (described in Section 3.4.3) with 1, 3, 5, 7, and 9 switches controlled by
either ONOS or RYU, respectively. We measure the execution time of each iteration of FuzzSDN
and the execution time of configuring Mininet and the SDN controllers. Our conjecture is that
the execution time of FuzzSDN does not depend on network sizes. However, we also conjecture
that there is a correlation between the configuration time of Mininet and SDN controllers and
network sizes. Such configuration time includes the time for initializing controllers and Mininet,

creating virtual networks, and activating controllers. EXP3 uses the pairwise ping test.

3.4.5 Parameter Tuning

Recall from Section 3.3 that FuzzSDN must be configured with the following parameters: number
of control messages to be fuzzed at each iteration, mutation rate, and RIPPER parameters. For
tuning the parameters, we ran initial experiments relying on hyperparameter optimization [85]
based on guidelines in the literature [85, 98]. In our initial experiments, we assessed 10 configu-
rations of the parameters’ values to select the best one to be used in further experiments. We
selected these 10 configurations using a grid search [85]. To select the best configuration, for
each configuration, we ran FuzzSDN for four days to ensure there were no notable changes in
the results and measured the precision and recall values of the obtained failure-inducing model.
For our experiments, we set the number of control messages to be fuzzed at each iteration to
200 and the mutation rate to 1/|F|, where |F'| denotes the number of fields in a control message
to be fuzzed. The parameter values of RIPPER used in our experiments can be found in our

repository [84].
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Figure 3.3: Comparing FuzzSDN, BEADS, and DELTA based on the number of fuzzed control
messages that cause the switch disconnection failure. The boxplots (25%-50%-75%) show
distributions of the numbers of failure-inducing control messages obtained from 10 runs of EXP1,
testing either ONOS or RYU.

To fairly compare FuzzSDN and the other approaches (i.e., DELTA, BEADS, DELTAY, BEADS?),
we assign to them the same computation budget: four days for ONOS and two days for RYU.
Within this budget, FuzzSDN generates a balanced dataset (described in Section 3.3.2), and
precision and recall values of the inferred failure-inducing models reach their plateaus. We note
that the configuration time of RYU to run FuzzSDN is approximately half that of ONOS. Hence,
we set different budgets so that FuzzSDN fuzzes similar numbers of control messages for ONOS

and RYU. Since FuzzSDN is randomized, we repeat our experiments 10 times.

The parameters of FuzzSDN and our experiments can certainly be further tuned to improve the
accuracy of FuzzSDN. However, we were able to convincingly and clearly support our conclusions
with the selected configuration, using the study subjects (described in Section 3.4.3). Hence, this

chapter does not report further experiments on optimizing those parameters.

3.4.6 Experiment Results

RQ1. Figure 3.3 compares FuzzSDN, BEADS and DELTA when testing the two study subjects
controlled by either ONOS or RYU (EXP1). The boxplots depict distributions (25%-50%-75%
quantiles) of the numbers of control messages that cause the switch disconnection failure. The
results shown in the figure are obtained from 10 runs of EXP1. To fairly compare FuzzSDN,
BEADS, and DELTA, they were assigned the same computation budget: four days for ONOS
and two days for RYU (as described in Section 3.4.5).

As shown in Figure 3.3, for ONOS, FuzzSDN generates significantly more failure-inducing control
messages than BEADS and DELTA. On average, 3425 failure-inducing control messages are
generated by FuzzSDN, in contrast to 270 by BEADS and 3 by DELTA. Most of the control
messages manipulated by DELTA are filtered out by the message parsing layers of the controllers,
which is consistent with the finding reported in the BEADS study [35]. Regarding the application
of BEADS to RYU, the situation is apparently more complicated. RYU is in fact much less
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Figure 3.4: Comparing distributions of precision and recall values obtained from FuzzSDN and
BEADS’ that test the systems controlled by either ONOS or RYU (see EXP2.1). The boxplots
(25%-50%-75%) show distributions of precision (a, b) and recall (c, d) values obtained from 10
runs of EXP2.1.

robust than ONOS when handling fuzzed control messages. It is therefore easy to fuzz messages
leading to failures with RYU. But recall that FuzzSDN aims at generating a balanced labeled
dataset containing control messages that are associated with both the presence and absence
of failures in similar proportions (Section 3.3.2). This is not the case of BEADS which then
generates a very large proportion of failure-inducing control messages with RYU, more than that
observed with FuzzSDN.

The answer to RQ1 is that FuzzSDN significantly outperforms BEADS and DELTA. In
particular, our experiments show that FuzzSDN is able to generate a much larger number of
control messages that cause failures when the SDN controller is relatively robust to fuzzed
messages (e.g., ONOS). Such robustness is a desirable and common feature in industrial SDN

controllers.

RQ2. Figure 3.4 compares precision (a, b) and recall (¢, d) values obtained from FuzzSDN
and BEADS” for the study subjects controlled by either ONOS or RYU and the test dataset
(EXP2.1). The boxplots in Figures 3.4(a) and 3.4(b) (resp. 3.4(c) and 3.4(d)) show distributions
(25%-50%-75% quantiles) of precision (resp. recall) values over 40 iterations of the methods
obtained from 10 runs of EXP2.1. Note that each iteration of BEADS” adds 200 fuzzed control
messages (the same as FuzzSDN) to a dataset and learns a failure-inducing model. In contrast to

FuzzSDN, BEADS” does not use the failure-inducing model to guide fuzzing. We omit the results
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Figure 3.5: Comparing distributions of imbalance ratios obtained from FuzzSDN and BEADS”
that test the synthetic systems controlled by either ONOS or RYU (see EXP2.1). The boxplots
(25%-50%-75%) show distributions of imbalance ratios obtained from 10 runs of EXP2.1.

obtained by DELTA” because the labeled dataset it created contains only a few failure-inducing

control messages, as reported in RQ1.

As shown in Figure 3.4, the failure-inducing models obtained by FuzzSDN yield higher precision
and recall than those obtained by BEADS over 40 iterations. The results show that, after 20
iterations, there are no notable changes in precision and recall values. Specifically, for ONOS
(resp. RYU), FuzzSDN achieves, on average, a precision of 99.8% (resp. 95.4%) and a recall of
75.5% (resp. 96.7%) after 20 iterations. In contrast, BEADS achieves, for ONOS (resp. RYU),
on average, a precision of 20.9% (resp. 90.5%) and a recall of 29.9% (resp. 70.7%) after 20
iterations. The 20 iterations of FuzzSDN took, on average, 2.33 days for ONOS and 1.10 days
for RYU.

Figure 3.5 shows the comparison of imbalance ratios for datasets obtained from FuzzSDN and
BEADS” that test the study subjects controlled by either ONOS or RYU (EXP2.1). The boxplots
depict distributions of imbalance ratios over 40 iterations of the methods, compiled from 10
runs of EXP2.1. Note that the lower the imbalance ratio, the more balanced the dataset. In
Figure 3.5, we omitted the results obtained by DELTA as they provide no additional findings,

which are discussed below.

As shown in Figure 3.5, the datasets generated by FuzzSDN are significantly more balanced
than those generated by BEADS” over 40 iterations. Specifically, after 40 iterations, FuzzSDN
achieves, on average, an imbalance ratio of 5.47% for ONOS and 1.38% for RYU. In contrast,
BEADS” achieves, on average, an imbalance ratio of 96.2% for ONOS and 78.9% for RYU.
DELTA’ produces datasets that are even more imbalanced than the other two methods, with,
on average, an imbalance ratio of 99.9% for both ONOS and RYU over 40 iterations. The results
thus indicate that FuzzSDN effectively addresses the imbalance problem over iterations, leading
to accurate characterization of failure-inducing models (see the precision and recall results in
Figure 3.4). However, BEADS” and DELTAZ, which do not tackle the imbalance problem,
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Table 3.2: Summary of the EXP2.2 results. Five types of control messages are fuzzed for each
experiment with the system controlled by ONOS.

message type message size # rules # fields # fields all included?
(FuzzSDN) (FuzzSDN) (manual)
packet__in 57b,30f 32 12 3 yes
hello 8b,4f 21 4 3 yes
flow_ removed 55b,22f 12 4 3 yes
barrier_ request 8b,4f 8 4 3 yes
barrier_ reply 8b,4f 3 3 3 yes

b: bytes, f: fields

produce highly imbalanced datasets across all iterations, leading to lower precision and recall of

failure-inducing models (see Figure 3.4).

Table 3.2 presents the summary of our experiment results obtained from EXP2.2. In the
experiments, recall that FuzzSDN fuzzes the following five types of control messages: packet_ in,
hello, flow_ removed, barrier_request, and barrier_reply. For each control message type, the
table shows the message size, the number of rules generated by FuzzSDN, the number of fields in
the inferred rules, and the number of fields that appear in failure-inducing strategies reported in a
prior study [35]. Such strategies were manually defined by analysts, e.g., the switch disconnection
failure can occur when changing the version, type, and length fields in a packet_in message.
The “all included?” column in the table indicates whether or not the fields in the existing

failure-inducing strategies appear in the failure-inducing model obtained by FuzzSDN.

From Table 3.2, we see that, for each failure case, all fields in the corresponding failure-inducing
strategy described in existing work appear in the failure-inducing models obtained by FuzzSDN.
Hence, the results show that FuzzSDN does not miss any important field related to system
failures. However, FuzzSDN discovers more fields relevant to failures than the ones reported in
prior work. For example, FuzzSDN found 32 rules with 12 fields for the packet_ in experiment.
Nevertheless, we believe that inspecting those 32 precise rules is considerably more efficient for
understanding failure-inducing conditions than manually inspecting 8000 fuzzed control messages.
Regarding our results for RYU, we refer the reader to our repository [84] since our findings are
similar to those of ONOS.

The answer to RQ2 is that FuzzSDN generates accurate failure-inducing models in practical
time, thus faithfully characterizing failure conditions. In addition, the failure analysis results

reported in the literature are consistent with the failure-inducing models produced by FuzzSDN.

RQ3. Figure 3.6 shows the mean execution times of the planning, fuzzing, and learning steps of
FuzzSDN and the mean configuration times of Mininet and ONOS for each iteration of FuzzSDN.
The figure presents the results obtained from EXP3 using five study subjects with 1, 3, 5, 7,
and 9 switches controlled by ONOS. Note that the y-axis of the figure is a 10-base log scale in

seconds.
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Figure 3.6: Comparing execution times of FuzzSDN when varying network sizes as follows: 1, 3, 5,
7, and 9 switches (see EXP3). The bars show the mean execution times of each step of FuzzSDN
and the mean configuration times of ONOS and Mininet computed based on 40 iterations of
FuzzSDN. The vertical lines on the bars show the standard errors of the mean values.

As shown in Figure 3.6, the execution times of the three FuzzSDN steps do not depend on
the network sizes. For each FuzzSDN iteration that generates, on average, 200 fuzzed control
messages, the planning step takes 300ms, the fuzzing step 5.1s, and the learning step 3.5s, which
align with our expectations for executing them in practical time. However, 200 configurations
of Mininet and ONOS at each iteration takes, on average, 2.85h with 1 switch, 3.00h with 3
switches, 3.02h with 5 switches, 3.31h with 7 switches, and 4.07h with 9 switches, which dominate
the overall testing times. Recall that the configuration time of RYU takes approximately half
that of ONOS. Even though the configuration times of an SDN controller and Mininet are not
in the scope of our study, the results indicate a technical bottleneck to be further investigated
to shorten testing time. Regarding the memory requirement, our experiments consumed, at
most, 1.2GB of memory, including FuzzSDN, an SDN controller, and the simulation platform. In
particular, ONOS used ~1GB of memory and Mininet ~15MB of memory per switch. Hence,

FuzzSDN does not add significant overhead to the current simulation practice for SDNs.

The answer to RQ3 is that the execution time of FuzzSDN has no correlation with the size of

network. Hence, FuzzSDN is applicable to complex systems with large networks.

3.4.7 Threats to Validity

Internal validity. To mitigate potential internal threats to validity, our experiments compared
FuzzSDN with two state-of-the-art solutions (DELTA and BEADS) that generate failure-inducing
control messages for testing SDN controllers. Though DELTA and BEADS were our best
options, they do not generate failure-inducing models. Therefore, we extended them to produce

failure-inducing models and support the comparison of FuzzSDN with these baselines.
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External validity. The main concern regarding external validity is the possibility that our
results may not generalize to different contexts. In our experiments, we applied FuzzSDN to
several SDNs and two actively maintained SDN controllers, i.e., ONOS and RYU. We ensured
that our synthetic SDN-systems, consisting of five networks with 1, 3, 5, 7, and 9 switches,
controlled by either ONOS or RYU, are representative of existing SDN studies and real-world
SDN-systems (e.g., emergency management systems [21]). Further, the SDN-systems used in
our experiments are more complex and larger than those previously used to assess DELTA and
BEADS, which contain at most three switches. In general, the performance of SDN fuzzing
techniques, such as FuzzSDN, DELTA, and BEADS, is not correlated with the size of SDN, as
these techniques sniff and modify a control message passing through the control channel between
the SDN switches and the controller. Specifically, sniffing a network interface and fuzzing a
network packet that passes through the interface does not depend on the size of an SDN-system.
To evaluate FuzzSDN in a realistic setting, we used actual SDN controllers and switch software

while emulating only the physical networks, including links, host devices, and switch devices.

The prototype implementation of FuzzSDN supports OpenFlow, which is a de facto standard
SDN protocol used in many SDN-systems [34, 35, 38, 54, 53, 37]. As a result, we were able to
apply FuzzSDN to actual SDN controllers (i.e., ONOS and RYU) and compare it with existing
tools (i.e., DELTA and BEADS), given their support for OpenFlow. To apply FuzzSDN to
SDN-systems that employ other SDN protocols, such as Cisco OpFlex [99] and ForCES [100],
one must adapt the sniffing and injecting steps of FuzzSDN (see Figure 3.2) to correctly decode
and encode control messages, respectively. However, this adaptation does not affect the fuzzing,
learning, and planning steps of FuzzSDN. We therefore expect that, while the adaptation requires
engineering effort to update the sniffing and injecting steps, it does not impact FuzzSDN’s

performance.

FuzzSDN is developed to be generally applicable to any SDN-system. Our evaluation package
and the FuzzSDN tool are available online [84] to (1) facilitate reproducibility of our experiments
and (2) enable researchers and practitioners to use and adapt FuzzSDN. Nevertheless, further
case studies in other contexts, including industry SDN-systems that employ different SDN
protocols, as well as user studies involving practitioners, remain necessary to further investigate

the generalizability of our results.

Limitations. FuzzSDN requires users to provide a test procedure (e.g., pairwise ping test) and
select a control message (e.g., packet_in) to be fuzzed. These design choices enable FuzzSDN to
generate failure-inducing messages and models within reasonable time budgets (e.g., 4 days for
ONOS and 2 days for RYU). Automatically exploring possible use scenarios (i.e., test procedures)
and sequences of messages, while accounting for state changes in the SDN controller, can help
engineers reduce their manual efforts in testing (e.g., providing test procedures and selecting
a message to be fuzzed). However, efficiently and effectively exploring such spaces is a hard

problem that requires further research. Given its promising results, we believe that FuzzSDN is
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nevertheless a practical solution and serves as a solid foundation for researchers and practitioners

to further enhance automation in testing SDN controllers.

3.5 Related Work

In this section, we discuss related work in the areas of SDN testing, fuzzing, and characterizing

failure-inducing inputs.

SDN testing. Testing SDNs has been primarily studied in the networking literature targeting
various objectives, such as detecting security vulnerabilities and attacks [49, 50, 35, 34, 51, 36, 52],
identifying inconsistencies among the SDN components (i.e., applications, controllers, and
switches) [53, 37, 38], and analyzing SDN executions [54, 55, 56]. Among these, we discuss SDN
testing techniques that rely on fuzzing, as they constitute the most closely related research.
Woo et al. [57] proposed RE-CHECKER to fuzz RESTful services provided by SDN controllers.
RE-CHECKER fuzzes an input file, encoded in JSON format, that a network administrator uses
to specify network policies (e.g., data forwarding rules). This results in generating numerous
malformed REST messages for testing RESTful services in SDN. Dixit et al. [58] presented AIM-
SDN to test the implementation of the network management datastore architecture (NMDA) [59]
in SDN. AIM-SDN randomly fuzzes REST messages to test the NMDA implementation in SDN
with regard to the availability, integrity, and confidentiality of datastores. Shukla et al. [38]
developed PAZZ that aims at detecting faults in SDN switches by fuzzing data packet headers,
e.g., IPv4 and IPv6 headers. Albab et al. [60] presented SwitchV to validate the behaviors of
SDN switches. SwitchV uses fuzzing and symbolic execution to analyze the p4 [61] models that
specify the behaviors of SDN switches. Lee et al. [37, 62] introduced AudiSDN that employs
fuzzing to detect policy inconsistencies among SDN components (i.e., controllers and switches).
AudiSDN fuzzes network policies submitted by administrators through the REST APIs. To
increase the likelihood of discovering inconsistencies, AudiSDN employs rule dependency trees
derived from the OpenFlow specification, which restrict valid relationships among rule elements.
In contrast to these existing methods, FuzzSDN fuzzes SDN control messages to test SDN
controllers (as DELTA and BEADS do). Furthermore, FuzzSDN uses ML to guide fuzzing and

learn failure-inducing models.

Fuzzing. To efficiently generate effective test data, fuzzing has been widely applied in many
application domains [101]. The research strands that most closely relate to our work are fuzzing
techniques based on ML for testing networked systems [79, 80]. Chen et al. [79] proposed
a fuzzing technique for testing cyber-physical systems, which contain sensors and actuators
distributed over a network. The proposed approach relies on a deep learning technique to fuzz
actuators’ commands that can drive the CPS under test into unsafe physical states. Zhao
et al. [80] developed SeqFuzzer that enables engineers to test communication systems without
prior knowledge of the systems’ communication protocols. SeqFuzzer infers communication

protocols using a deep learning technique and generates test data based on the inferred protocols.
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Unlike these prior research threads, FuzzSDN applies ML and fuzzing in the context of testing
SDN-systems. In addition, FuzzSDN employs an interpretable ML technique to provide engineers

with comprehensible failure-inducing models.

Besides the fuzzing techniques mentioned above that leverage ML for testing networked sys-
tems, coverage-aware fuzzing techniques have been used in many studies across different do-
mains [42, 43, 44]. For example, AFL [42] is a mutational, coverage-guided fuzzer that uses
compile-time instrumentation and genetic algorithms to automatically generate test cases that
uncover previously unexplored internal states in the program under test. AFL++ [43] is a
fuzzing framework that expands on AFL, incorporating many state-of-the-art techniques that
enhance fuzzing performance, thus enabling researchers to evaluate different combinations of
such techniques. However, applying such fuzzing tools, developed in other contexts, to test SDN
controllers is far from being straightforward as there are differences in inputs, outputs, and states.
For example, the notion of coverage, e.g., statements and branches, used in coverage-aware fuzzing
tools is suitable for testing stateless programs, where outputs depend solely on inputs and do not
depend on any memory of past interactions. However, an SDN controller is a stateful program.
It takes as input sequences of control messages from the switches in the network, processes these
messages, and outputs appropriate sequences of responses. Note that the controller’s response
is determined by the currently received message and its internal state, which is determined by
previously processed messages. AFLNet [44], which extends AFL to test servers, is proposed
to address this issue by utilizing state coverage rooted in finite state machines. In AFLNet,
finite state machines are constructed using the response codes (also known as status codes) from
network protocols, which indicate the result of a client’s request to a server. However, AFLNet
is not applicable when such response codes are not available, as in our context. Hence, we
need a different notion of coverage when testing SDN controllers. In addition to the coverage
issue, existing techniques that enhance fuzzing performance for single programs are not easily
applicable to testing SDN controllers. For example, the forkserver technique implemented in
AFL~++, which uses the fork mechanism to reduce the high cost of initialization, is not applicable
to our context. Since an SDN controller interacts with multiple switches connected to various
hosts, testing the controller requires the costly initialization of not only the controller but also
the other components in the SDN-system. Further, testing the controller impacts the states of
these other components, making it difficult to efficiently reset and maintain a consistent testing
environment. While coverage-aware fuzzing tools, such as AFL++, provide significant advances
in testing stateless programs, applying them to test SDN controllers therefore raises difficult

challenges.

Characterizing failure-inducing inputs. Recently, a few research strands aimed at char-
acterizing input conditions under which a system under test fails [15, 81]. Gopinath et al.
[15] introduced DDTEST that abstracts failure-inducing inputs. DDTEST aims at testing
software programs, e.g., JavaScript translators and command-line utilities, that take as input
strings. For abstracting failure-inducing inputs, DDTEST uses a derivation tree that depicts

how failure-inducing strings can be derived. Kampmann et al. [81] presented ALHAZEN that
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learns circumstances under which the software program under test fails. ALHAZEN also targets
software programs that process strings. ALHAZEN relies on ML to learn failure-inducing circum-
stances in the form of decision trees. Compared to our work, we note that the context of these
research threads is significantly different from our application context: SDNs. Hence, they are
not applicable to generate test data and learn failure-inducing models for SDN controllers. To
our knowledge, FuzzSDN is the first attempt that applies ML for guiding fuzzing and learning

failure-inducing models by accounting for the specificities of SDNs.

3.6 Conclusions

We developed FuzzSDN, an ML-guided fuzzing method for testing SDN-systems. FuzzSDN
employs ML to guide fuzzing in order to (1) generate a set of test data, i.e., fuzzed control
messages, leading to failures and (2) learn failure-inducing models that describe conditions when
the system is likely to fail. FuzzSDN implements an iterative process that fuzzes control messages,
learns failure-inducing models, and plans how to better guide fuzzing in the next iteration based
on the learned models. We evaluated FuzzSDN on several synthetic SDN-systems controlled by
either one of two SDN controllers. Our results indicate that FuzzSDN is able to generate effective
test data that cause system failures and produce accurate failure-inducing models. Furthermore,
FuzzSDN’s performance does not depend on the network size and is hence applicable to systems

with large networks.

In the future, we plan to extend FuzzSDN to account for sequences of control messages. Fuzzing
multiple control messages at once poses new challenges due to message intervals, message
dependencies, and state changes in the system under test. To learn failure-inducing models from
control message sequences, we will further investigate ML techniques that process sequential
data. In addition, we will extend FuzzSDN to generate diverse test cases, defined by message
sequences, aiming at maximizing state coverage during testing of SDN controllers. To this end,
we will conduct further research to define and quantify the diversity of test cases and the state
coverage of SDN controllers, and incorporate these into our fuzzing framework. In the long term,
we plan to further validate the generalizability and usefulness of FuzzSDN by applying it to

additional SDN-systems and conducting user studies.

Data Availability

Our evaluation package and the FuzzSDN tool are available online [84] to (1) increase the
reproducibility of our experiments and (2) enable researchers and practitioners to use and adapt
FuzzSDN.
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Chapter 4

Learning-Guided Fuzzing for Testing
Stateful SDN Controllers

4.1 Introduction

An SDN controller is a stateful software component that maintains a holistic view of the SDN,
capturing the state information of network devices, links, and the controller itself. This enables the
controller to provide dynamic network operations in an efficient and effective manner. However,
testing stateful SDN controllers is challenging. An SDN controller interacts with multiple network
devices through sequences of inbound and outbound control messages defined in the underlying
SDN communication protocol (e.g., OpenFlow [25]). If a failure can occur only in a certain state
of an SDN controller, discovering such a stateful failure requires engineers to identify message
sequences that bring the controller into that state. However, discovering such stateful failures is
a hard problem due to the potentially infinite number of possible sequences of control messages.
This is because the size of sequences is unbounded, and there are various types of control messages
with different sizes. In addition, even if engineers obtain sequences of control messages that cause
failures, manual inspection of these sequences is time-consuming and error-prone. This may

result in misunderstandings of the causes of failures and hence the application of unreliable fixes.

Fuzzing techniques have been widely applied for testing various network systems [48, 47, 34, 35].
Among these, state-aware fuzzing techniques that do not depend on protocol specifications could
be considered for testing SDN controllers, as, to our knowledge, no existing state-aware fuzzing
techniques account for the specificities (e.g., architecture and protocol) of SDNs. For example,

AFLNet [47] constructs finite state machines (FSMs) based on the response codes generated by
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the server under test and uses these FSMs to guide the fuzzing process. AFLNet employs common
byte-level fuzz operators, such as bit flipping as well as the insertion, deletion, and substitution
of byte blocks. However, AFLNet operates under the working assumption that communication
protocols embed special codes in response messages, which is not always the case, as in our SDN
context. StateAFL [48] infers FSMs based on the in-memory states of the server, leveraging
compile-time instrumentation and fuzzy hashing techniques; hence, it does not require response
codes. During the fuzzing process, StateAFL guides the generation of new inputs to the server
based on the inferred FSMs. It employs both byte-level and message-level fuzz operators, which
do not rely on protocol specifications. NSFuzz [102] uses a combination of static analysis and
manual annotation on the server’s source code to identify states based on program variables and
construct FSMs that capture the transitions between these states. It then performs FSM-guided
fuzzing using fuzz operators similar to those in AFLNet. However, the state-aware fuzzing
techniques introduced in this research strand are applicable to the server-client architecture by
replacing a client with a fuzzer. The fuzzer replays captured message sequences and modifies
them during the fuzzing process. In contrast, the SDN architecture differs significantly from
the server-client architecture. For example, in the SDN architecture, communication is initiated
between an SDN controller and switches, whereas in the server-client architecture, clients typically
initiate requests to the server. Additionally, SDN switches also communicate with one another
to enable network communication and services. Therefore, replacing an SDN switch with a
fuzzer for testing an SDN controller is challenging. Furthermore, the working assumptions of
these techniques, such as response codes, compile-time instrumentation, and source-code analysis
and annotation, make them difficult to apply when testing an SDN controller. SDN operators
are more concerned with potential failures that can occur in realistic scenarios, such as when a

malicious user intercepts messages and disrupts the SDN during its operation [34, 35, 103, 54, 75].

There are some prior studies [34, 35, 103] that test SDN controllers by taking into account
the architecture and protocols of SDNs. For example, DELTA [34] is a security assessment
framework for SDNs. It reproduces existing SDN-related attack scenarios and uncovers new
ones through fuzzing. Specifically, in fuzzing, DELTA modifies control messages by treating
them as byte streams and randomising them. BEADS [35] is an automated attack discovery tool
for SDNs. In contrast to DELTA, BEADS fuzzes control messages while adhering to the SDN
protocol (i.e., OpenFlow), aiming to create test scenarios that can exercise components beyond
the protocol parsers of SDN controllers. FuzzSDN [103] also adheres to the SDN protocol in
its fuzzing process to test components beyond the protocol parsers of an SDN controller. In
addition, FuzzSDN employs machine learning techniques to infer failure-inducing models that
characterise the conditions under which failures occur, and uses them to guide the fuzzing. These
techniques position their fuzzers between the SDN controller and the SDN switches to sniff and
modify control messages, leveraging the man-in-the-middle attack strategy [104]. Hence, they do
not require any modifications, replacements, annotations, or instrumentation of the components
(i.e., switches and controllers) in SDNs, enabling the testing of SDN controllers in a realistic
setting. However, these techniques, which account for the architecture and protocols of SDNs,

do not consider the stateful nature of SDN controllers.
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Contributions. In this chapter, we propose SeqFuzzSDN, a learning-guided fuzzing method for
testing stateful SDN controllers. SeqFuzzSDN aligns with the aforementioned research strand
that leverages the architecture and protocols of SDNs. Hence, SeqFuzzSDN test SDN controllers
in a realistic operational setting without requiring any compile-time instrumentation, manual
annotation of source code, and replacing an SDN switch with a fuzzer. Instead, SeqFuzzSDN
sniffs and fuzzes control messages exchanged between the SDN controller and switches by being
aware of the stateful behaviours of the controller. SeqFuzzSDN employs a fuzzing strategy guided
by Extended Finite State machines (EFSMs) in order to (1) efficiently explore the space of states
of the SDN controller under test, (2) generate effective and diverse tests (i.e., message sequences)
to uncover failures, and (3) infer accurate EFSMs that characterise the sequences of control
messages leading to failures. Note that since the SDN communication protocol specifies various
message fields, their values, and relations, guard conditions on state transitions in EFSMs are

well-suited to capture state changes associated with these message fields, values, and relations.

We evaluated SeqFuzzSDN by applying it to two well-known open-source SDN controllers:
ONOS [82] and RYU [83]. Additionally, we compared SeqFuzzSDN against our extensions of
three state-of-the-art (SOTA) methods—DELTA [34], BEADs [35], and FuzzSDN [103]—which
were used as baselines for generating tests for SDN controllers. We extended DELTA, BEADS,
and FuzzSDN to produce EFSM models, since these SOTA methods were not originally designed
to generate such models. It is important to note that, these three baselines are the best available
options for evaluating SeqFuzzSDN when testing SDN controllers by fuzzing control messages.
Our experiment results show that SeqFuzzSDN significantly outperforms the three baselines.
Specifically, compared to the baselines, SeqFuzzSDN generates more diverse and effective tests
(i.e., message sequences) that lead to failures, as well as more accurate EFSMs that characterise
failure-inducing message sequences. In addition, SeqFuzzSDN can be applied to large SDNs since
its performance is independent of the network size. Our complete evaluation results and the

SeqFuzzSDN tool can be accessed online [105].

Organisation. The remainder of this chapter is structured as follows: Section 4.2 provides
the background and defines the specific problem of testing stateful SDN controllers. Section 4.3
details the steps of SeqFuzzSDN. Section 4.4 presents the empirical evaluation of SeqFuzzSDN.
Section 4.5 compares SeqFuzzSDN with related work. Finally, Section 4.6 concludes the chapter.

4.2 Background and problem description

Message sequences. In the control plane of an SDN, an SDN controller exchanges sequences
of control messages with SDN switches to establish and manage communication among hosts,
monitor network status, and enforce network policies. In the data plane of an SDN, hosts
exchange sequences of data messages through SDN switches to transmit and receive various types

of data, such as audio and video streams. For example, Table 4.1 presents an example sequence
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Table 4.1: An example sequence of messages for discovering host locations. The messages in this
table are generated by the hosts, switches, and a controller depicted in Figure 2.1.

m; message sender receiver channel
1 arp_req(hostq) host, switchy data
2 pkt_in(arp_req(hostq)) switchy controller control
3 pkt_out(arp_req(hostq),flood) controller switchs control
4 arp_req(hostq) switchy switchy data
5  pkt_in(arp_req(hostq)) switchg controller control
6  pkt_out(arp_req(hostq),flood) controller switchg control
7 arp_req(hostq) switchg hosta data
8 arp_ req(hostq) switchs hosts data
9 arp_req(hostq) switchy switchs data
10  pkt_in(arp_req(hostq)) switchg controller control
11 pkt_out(arp_req(hostq),flood) controller switchg control
12 arp_req(hostq) switchs hostq data
13 arp_rep(hostq) hostq switchs data
14 pkt_in(arp_rep(hostq)) switchs controller control
15 pkt_out(arp_rep(hostq),port2)controller switchs control
16  arp_rep(hostq) switchs switchg data
17 pkt_in(arp_rep(hostq)) switchg controller control
18  pkt_out(arp_rep(hostq),port3)controller switcho control
19  arp_rep(hostq) switchy switchy data
20 pkt_in(arp_rep(hostq)) switchy controller control
21 pkt_out(arp_rep(hostq),portl)controller switch, control
22 arp_rep(hostq) switchy hosts data

of messages aimed at discovering host locations (i.e., MAC addresses [27]) in the SDN network

shown in Figure 2.1.

Regarding the example sequence listed in Table 4.1, we consider an SDN setup in which the
controller in Figure 2.1 is unaware of a path across switches that enables the transmission of
data messages from hosts to hostq. The address resolution protocol (ARP) is typically used to
map an [P address of a host to its physical (MAC) address [26, 27]. The first ARP message m;
generated by hosts is an ARP request aimed at obtaining the MAC address of hostq. The ARP
request reaches to switch; that is connected to hosts. The switch then sends the ARP request
to the controller by encapsulating it through the packet-in control message msy. The controller
is now aware of the information regarding the source of the ARP request, i.e, hosts. However,
since the controller does not know the location of hostq, it instructs switch; to flood the ARP
request to the connected switches using the packet-out message ms. The ARP request is then
flooded in the network (via my4 to mi1) until it reaches the destination hostq (via mi3). The
destination hostyq then sends the ARP reply mq3 to switchs in order to inform the source hostg
of its location (MAC). Note that, at this stage, since the controller knows the location of hosts,
it directly instructs the three switches with the exact directions (i.e., port numbers) to forward
the ARP reply (see my4 to maz). After this procedure, the controller usually installs forwarding
rules for both ARP and IP messages to the switches, resulting in different sequences of messages

compared to the example sequence mentioned above.

44



4.3. APPROACH

Failures. Like any software component, SDN systems are susceptible to failures that can
affect their functionality. These failures may result in service disruptions noticeable to users.
Numerous studies have examined these failures in the context of SDN testing [34, 35, 103, 37, 38]
Furthermore, the centralisation of SDN system logic within its controller makes it a critical
point of failure. A controller crash or loss of connection with the switches can disrupt the entire
network. This vulnerability underscores the necessity for thorough testing to ensure the system’s
robustness and reliability. Such testing entails exploring the state space of the SDN system,
including scenarios that are not easily reached. Unfortunately, no work has yet investigated
how to automate such state space exploration in SDN systems. Recall from Section 4.1 that
existing stateful fuzzing techniques [47, 48, 102] rely on certain working assumptions that are
not valid in the context of SDN testing. In particular, the SDN architecture differs from the
client-server architecture. Hence, there is no client in an SDN that can act as a fuzzer, which

employs capturing, replaying, and fuzzing strategies to replace the client.

Problem. SDN controllers are inherently stateful. They manage complex states that encompass
their internal states, the connected switches’ states, and the overall network states. When
developing and operating SDN systems, engineers must address system failures triggered by
unexpected sequences of control messages. Specifically, they must ensure that the system behaves
acceptably regardless of its current state. In SDN systems, a stateful controller is susceptible
to entering incorrect states, sending unexpected messages, or triggering system failures. These
failures may occur only when the controller, the connected switches, or the network reach specific
states. For instance, an erroneous control message may be handled correctly under nominal
conditions, but if the same message is transmitted during a state of recovery’ of the system, a
system failure may occur. When such a failure occurs, engineers must determine the state of the
controller at the time of the failure and identify the sequence of messages that led to that state.
Precisely identifying these conditions is crucial, as it enables engineers to diagnose the failure
with a clear understanding of the conditions that caused it. Additionally, engineers can utilise
this information to generate extended sets of control message sequences for testing the system

after implementing fixes.
Our work aims to effectively test the state space of an SDN system’s controller by identifying

control messages that lead to system failures, and then automatically derive an accurate model

that characterises the sequences of messages leading to a failure.

4.3 Approach

4.3.1 Overview

Figure 4.1 shows an overview of SeqFuzzSDN. SeqFuzzSDN takes as input a test procedure and

a failure detection mechanism. The test procedure specifies the steps required to (1) initialise the
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Figure 4.1: Approach overview.

controller under test, switches, and hosts in an SDN, (2) execute a use scenario, e.g., pair-wise
ping test [96], to test the controller, and (3) properly tear down the SDN based on the given use
scenario to test the controller again. Note that depending on the given use scenario, sequences of
control messages exchanged between the controller and switches can vary. The failure detection
mechanism, defined by engineers for the given test procedure, allows SeqFuzzSDN to determine
whether the controller fails. For example, unexpected communication breakdowns and significant
performance degradation can be considered as failures depending on the given test procedure.
Regarding the outputs of SeqFuzzSDN, it produces a test data set and a failure-inducing model.
The former contains sequences of control messages that are fuzzed by SeqFuzzSDN and lead to
failures detected by the failure detection mechanism. The failure-inducing model characterises
sequences of control messages leading to either successes or failures. When the failure detection
mechanism does not detect any failures, SeqFuzzSDN considers the corresponding message
sequences as successful. In summary, SeqFuzzSDN aims at generating a test data set that
contains diverse failure-inducing sequences of control messages and a failure-inducing model that

accurately characterises them.

SeqFuzzSDN is an iterative fuzzing method consisting of three steps (see Figure 4.1), as follows:
(1) The fuzzing step involves sniffing and modifying control messages that pass through the
control channel between the SDN controller and the SDN switches. Hence, it does not require
any changes to the SDN controller and switches. (2) The learning step takes as inputs the control
message sequences and failure detection results obtained from the fuzzing step. The learning
step then builds a model to characterise the message sequences. Specifically, the learning step
infers an extended finite state machine (EFSM) [106] that captures the controller’s behaviour in
terms of state transitions representing control messages received or sent by the controller. Unlike
FSMs, EFSMs can capture state transitions associated with data variables, which are essential
for modelling state changes caused by control messages. Control messages typically involve
control operations that depend on data (e.g., flow tables and packet statistics). The inferred

EFSM contains two types of final states representing success and failure, enabling SeqFuzzSDN
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to classify and predict which sequences of state transitions (i.e., control messages) induce either
success or failure. (3) The planning step takes as input the EFSM inferred by the learning step
and generates fuzzing plans. These fuzzing plans aim to guide the fuzzing step in efficiently
exploring the possible space of control message sequences and discovering diverse failure-inducing
sequences of control messages. In the following subsections, we provide detailed descriptions of
the three steps in SeqFuzzSDN.

4.3.2 Fuzzing

The fuzzing step of SeqFuzzSDN relies on the man-in-the-middle attack (MITM) technique [104],
which is widely used and studied in the network security domain. This technique enables
SeqFuzzSDN to position itself between the controller under test and the SDN switches that are
communicating with the controller. Using MITM, SeqFuzzSDN can intercept control messages
and potentially fuzz them while ensuring that the controller and switches remain unaware of
the presence of SeqFuzzSDN. Furthermore, employing this attack technique allows SeqFuzzSDN
to generate realistic potential threats (i.e., unexpected sequences of control messages) that the

controller may face in practice.

When fuzzing control messages, SeqFuzzSDN accounts for the syntax requirements (i.e., grammar)
defined in an SDN protocol (e.g., OpenFlow) to ensure fuzzed control messages are syntactically
valid. An SDN controller typically rejects syntactically invalid messages at its message parsing
layer [35]. Hence, producing valid control messages is desirable in practice to test the controller’s

behaviour beyond the parsing layer [35, 103].

SeqFuzzSDN employs a mutation-based fuzzing strategy [107] in which fuzz (i.e., mutation)
operators introduce small changes to sniffed control messages while adhering to the syntax
requirements of the messages. Below, we first describe five fuzz operators employed in SeqFuzzSDN
that can modify control messages and their sequences. We then describe in detail how SeqFuzzSDN

uses the fuzz operators.

Fuzz operators. When SeqFuzzSDN sniffs a control message, it can apply one of the following
fuzz operators: deletion, insertion, duplication, delay, and modification. These operators are
based on those used in BEADS [35], with modifications tailored for the learning-guided fuzzing
of SeqFuzzSDN. We describe further details of the fuzz operators below.

Deletion. The deletion operator drops an intercepted message. For example, when SeqFuzzSDN
intercepts a packet-in message from the control channel, it can omit retransmitting the message

to the channel, thereby deleting the packet-in message from the control channel.

Insertion. The insertion operator inserts a new control message into the control channel. For

example, SeqFuzzSDN can insert a new packet-in message to the control channel while it sniffs
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Algorithm 5 Modification: Syntax-aware random

Input:
msg: control message to be fuzzed
pf: probability of fuzzing a field
Output:
msg’: control message after fuzzing

F < GET_FIELDS(msg)
msqg’ < msg
for all f € F' do
if RAND(0,1) < pf then
msg < REPLACE(msg’, f, RAND__VALID(f))
end if
end for
return msg’

messages passing through the channel. Note that, such a new message is either predefined by

engineers or randomly generated, as configured in SeqFuzzSDN.

Duplication. The duplication operator duplicates a sniffed message. For example, when SeqFuz-
zSDN intercepts a packet-in message, it can copy the same message and resend both the original
and copied messages to the control channel. Hence, the channel carries the duplicated packet-in

messages.

Delay. The delay operator holds a control message for a certain amount of time. For example,
SeqFuzzSDN can hold an intercepted packet-in message for 200ms and resend it after the delay
time. When SeqFuzzSDN holds a synchronous message (e.g., barrier-request), the sender will
also wait for a response from the receiver. However, if SeqFuzzSDN delays an asynchronous
message (e.g., packet-in), the sender continues its processing without waiting for the receiver to

respond. Note that the delay time can be configured in SeqFuzzSDN.

Modification. The modification operator modifies the content (i.e., fields) of an intercepted
control message. For example, when SeqFuzzSDN intercepts a packet-in message, it can change

the version field of the message and inject the fuzzed message into the control channel.

We note that the modification operator behaves differently for the initial fuzzing phase and the
subsequent learning-guided fuzzing phases. Algorithm 5 shows how the modification operator
functions during the initial fuzzing phase when there is no guidance available for fuzzing. Given
an intercepted message msg, the modification operator parses the content of msg in terms of its
fields (line 1). For each field f of msg and a given probability of fuzzing a field pf, the operator
replaces its value with a random value within its syntactically valid value range (lines 2-7). The

operator then returns the fuzzed message msg’ to transmit it through the control channel.
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Algorithm 6 Initial fuzzing

Input:
pm

: probability of fuzzing a message

Output:
seq’: sequence of messages after fuzzing

1: seq + ()

2: repeat

3: msg <— RECEIVE()

4: // no fuzzing

5: if RAND(0,1) > pm then

6: SEND(msg)

7: seq’ < APPEND(seq’, msg)

8: continue

9: end if
10: // fuzzing
11: 0p < RAND_ SELECT__FUZZ_OPERATOR()
12: if op is a deletion operator then
13: // do nothing
14: else if op is an insertion operator then
15: msg' <— GET__MESSAGE(0p)
16: SEND(msg, msg')
17: seq’ < APPEND(seq’, msg, msg')
18: else if op is a duplication operator then
19: SEND(msg, msg)
20: seq’ < APPEND(seq’, msg, msq)
21: else if op is a delay operator then
22: t < GET__DELAY(0p)
23: DELAY__SEND(msg, t)
24: seq’ < DELAY__APPEND(seq’, msg,t)
25: else if op is a modification operator then
26: msg' +— MODIFY(msg, op)
27: SEND(msg’)
28: seq’ < APPEND(seq’, msg')
29: end if

30: until the test procedure has finished
31: return seq’

In the subsequent iterations of SeqFuzzSDN, the modification operator leverages planning outputs

obtained from the learning and planning steps (see Figure 4.1). For readability, we describe the

modification operator guided by learning in Section 4.3.5, after introducing the learning and

planning steps.

Initial fuzzing. During the initial fuzzing phase of SeqFuzzSDN, since no failure-inducing

model has been inferred, SeqFuzzSDN applies the fuzz operators randomly, as described in

Algorithm 6. The algorithm takes as input a probability pm of fuzzing a message. It then

returns a sequence seq’ of messages after fuzzing. While executing a given test procedure (see the

repeat block on lines 2-30 in Algorithm 6), SeqFuzzSDN intercepts each of the control messages
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passing through the control channel between the SDN controller and switches (line 3). For each
control message msg and the given probability pm, SeqFuzzSDN decides whether it fuzzes msg
or not (line 5). When SeqFuzzSDN does not fuzz msg, it resends msg to the control channel and
appends msg to seq’ to record a processed message sequence (lines 6-7). For fuzzing the message
msg, SeqFuzzSDN randomly selects one of the five fuzz operators (line 11). SeqFuzzSDN then
applies the selected operator to msg and updates seq’ accordingly (lines 12-29).

Data collection. To generate failure-inducing models, SeqFuzzSDN relies on an inference
technique that takes as input event traces and produces an extended finite state machine (EFSM),
such as MINT [108]. This EFSM captures the event traces as state transitions with guard
conditions. In our context, an event trace corresponds to a message sequence seq’ obtained from
the fuzzing step. Each event e in the trace is associated with the corresponding message msg listed
in seq’. Specifically, an event e is a tuple (I, m, v), where | denotes the type of msg, m denotes the
fuzz operator applied to msg, v denotes the field values of msg. Note that m can be null if msg is
not fuzzed in the given message sequence seq’. For example, consider a control message sequence
in which a hello control message [25], used to discover and establish a connection between the
controller and switches, was delayed by 200ms using the delay operator. SeqFuzzSDN encodes
this hello message into an event e as follows: (hello, delay : 200, < 0x5,0x0,0x10, 0xA34BF >),
where the field values of the hello message are version = 0x5, type = 0x0, length = 0x10, and
xid = 0xA34BF. The last event in the trace indicates either success or failure, determined by the
failure detection mechanism for the given sequence seq’ of messages. In addition, the event e is

associated with both the sender and receiver of msg.

We note that, at each iteration i of SeqFuzzSDN, the fuzzing step executes the input test
procedure (see Figure 4.1) n times, determined by a time budget. Hence, for each iteration 4, the

fuzzing step generates a dataset D; that contains n event traces, i.e., |D;| = n.

4.3.3 Learning

At each iteration i of SeqFuzzSDN, the learning step takes as input a dataset D of event traces
obtained from the fuzzing step through the 1st to ith iterations, i.e., D = Dy U ... U D;. The
learning step then outputs an EFSM inferred based on D. The inferred EFSM M is then used to
guide the fuzzing process, which entails exploiting state transitions in M, exploring less-visited
states in M, and discovering new states not captured in M. Furthermore, SeqFuzzSDN provides
engineers with an accurate EFSM, achieved through iterative refinement of M. This EFSM
serves as a failure-inducing model that characterises the generated failure-inducing message
sequences (i.e., event traces), enabling engineers to gain a more comprehensive understanding of

failure-inducing sequences rather than individually inspecting each of them.

We note that, to infer an EFSM, SeqFuzzSDN relies on MINT [108], a state-of-the-art model

inference tool that takes as input a dataset containing event traces and produces an EFSM.
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Figure 4.2: A simplified EFSM example produced by SeqFuzzSDN.

We opted to use MINT since it is one of the few tools available online and has been applied
in many software engineering studies [109, 110]. In addition, the implementation of MINT is
the most reliable among the tools available online, enabling us to focus on developing the main

contributions of SeqFuzzSDN.

States and transitions. An SDN controller takes as input control messages and produces
control messages in response, which are observable via MITM techniques [104]. In an EFSM
inferred by SeqFuzzSDN, which captures sequences of observed control messages, a state is
a placeholder for the transitions between different sequences of these messages, rather than
representing a specific internal condition of the controller, which is not visible from SeqFuzzSDN.
In this state, the controller is capable of processing a particular control message and generating a
corresponding response message. A transition is defined as a tuple (s, [, ¢, m, d), where s denotes
a source state, [ denotes the type of a control message, ¢ denotes a guard condition on the fields
of the message, m denotes a fuzz operator applied to the message, and d denotes a destination
state. In an EFSM produced by SeqFuzzSDN, using the dataset D containing event traces,
each transition (s,,c,m,d) corresponds to an event (I,m,v) in D (see the event definition in
Section 4.3.2).

For example, Figure 4.2 shows an EFSM produced by SeqFuzzSDN, simplified for clarity. The
EFSM contains eight states in total. Among these states, state SO represents the initial state
of the EFSM, state P represents the success state, and state F represents the failure state.
Additionally, the EFSM includes ten transitions. For instance, in the transition from state S4 to
state S5, S4 serves as the source state (s), PACKET_OUT as the label (I), action_0_port > 2 as
the guard condition (¢), modification as the mutation operator (m), and S5 as the destination
state (d). Note that the arrow 1 (resp. |) annotated before each label (e.g., THELLO and |HELLO)

indicates that a message is received by the controller (resp. sent by the controller).

Guard condition inference. SeqFuzzSDN aims at efficiently producing an accurate EFSM that
correctly captures the event traces D. Since the overall accuracy of an EFSM highly depends on
the accuracy of transitions’ guard conditions, in this section, we first explain how SeqFuzzSDN

uses MINT to infer guard conditions from D. For further details, such as merging states and
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removing non-determinism, we refer readers to the paper introducing MINT [108]. We then
introduce how SeqFuzzSDN efficiently infers an EFSM from D in Section 4.3.3.

MINT employs a supervised machine learning algorithm [111] that requires labelled datasets
to infer guard conditions of state transitions. To create labelled datasets, SeqFuzzSDN groups
events in the event traces D based on the event type defined by (I,m), where the control message
type [ and the fuzz operator m are elements in an event e = (I, m,v). This ensures that each
group contains events with the same event type. For each event e in an event group, SeqFuzzSDN
then labels e with the type of the next event following e in the corresponding event trace of e in
the event traces D, as required by MINT. More precisely, given an event trace ey, ..., €;, €;+1,

.., en, the event e; in an event group is labelled with the type (l;+1,mi+1) of e;4+1. For each
event group F, SeqFuzzSDN creates a dataset that contains pairs of the field values of an event

e € F and the assigned label of e.

For example, Table 4.2 shows the creation of six datasets (see Table 4.2 (b)) from two event
traces (see Table 4.2 (a)). The datasets could be used to infer the EFSM presented in Figure 4.2.
As shown in Table 4.2 (a), Trace 1 and Trace 2 contain six distinct event types (I, m): (HELLO,
null), (FEAT REQ, null), (FEAT REP,null), (PKT IN,null), (PKT_OUT, null),
and (PKT_OUT, modification). For each event type, SeqFuzzSDN creates its corresponding
dataset as presented in Table 4.2 (b). Note that the third and last columns in the table indicate
the content of a labelled dataset, including field values of a control message and associated labels

(i.e., the next event type).

Regarding supervised machine learning, SeqFuzzSDN relies on RIPPER, (Repeated Incremental
Pruning to Produce Error Reduction) [71], an interpretable rule-based classification algorithm.
RIPPER has shown successful applications in many software engineering problems involving
classification and condition inference [88, 90, 112]. In particular, we select RIPPER because it
generates pruned decision rules (i.e., if-conditions) that are more concise and, as a result, more
interpretable than commonly used tree-based classification algorithms, such as C4.5 [113], which

are susceptible to the replicated subtree problem [111].

Sampling event traces. Due to the computational complexity of the model inference problem,
existing model inference techniques (including MINT) face scalability issues [109]. In the context
of SeqFuzzSDN, the number of event traces can continuously grow as SeqFuzzSDN iterates
through the fuzzing, learning, and planning steps multiple times and fuzzes message sequences
corresponding to those event traces. Hence, when the number of event traces and their events
become large (e.g., 5000 event traces, containing 15000 events), MINT either crashes due to
running out of memory or takes a prohibitively long time to complete its execution. To address
the scalability problem in our context, when learning an EFSM at each iteration ¢, SeqFuzzSDN

uses a subset D? of event traces instead of all event traces D generated up to the current iteration.
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Table 4.2: An example illustrating the creation of datasets based on event traces: (a) Two event
traces (i.e., Trace 1 and Trace 2). (b) Six datasets created based on Trace 1 and Trace 2.

(a) event traces

event (e) label (1) mutation (m) value (v)
€10 HELLO null v(e1o)
el HELLO null v(e11)
e12 FEAT_ REQ null v(e12)

Trace 1 e13 FEAT REP null v(ers)
€14 PKT IN null v(eiq)
es PKT OUT null v(ers)
€16 end(success) null null
es1 HELLO null v(esr)
€22 HELLO null v(ez2)
€23 FEAT REQ null v(ea3)

Trace 2 €24 FEAT REP null v(eaq)
eos5 PKT IN null v(eas)
€26 PKT OUT modification v(eag)
ear end(failure) null null

(b) datasets

event type (I, m) event (e) value (v) next event type (I’,m’)

€10 v(eo) (HELLO, null)

€11 U(ell) (FEATiREQ, null)
(HELLO’ null) €91 0(621) (HELLO, null)

€22 v(eas) (FEAT_REQ, null)

€12 v(eiz2) (FEAT_REP, null)
(FEAT_REQ, null) €23 v(eas) (FEAT_REP, null)

€13 ’U(613) (PKTiIN, null)
(FEAT_REP, null) €4 v(eas) (PKT_IN, null)

€14 v(eis) (PKT_OUT, null)
(PKT_IN, null) eas v(eas) (PKT_OUT, modification)
(PKT_OUT, null) €15 v(es) (end(success), null)
(PKT_OUT, modification) €26 v(eze) (end(failure), null)

Let M be an EFSM inferred at the ¢—1th iteration of SeqFuzzSDN. At iteration ¢, to sample
event traces from the event traces D; obtained at ¢ and those used in learning M, SeqFuzzSDN
first separate D; into accepted and rejected traces. Given an EFSM M, accepted traces are traces
that are already explained by M, i.e., traces that follow paths (i.e., transition sequences) in M.
Note that when guard evaluations are needed while SeqFuzzSDN walks over M with traces, it
uses Z3 [92], a well-known and widely applied SMT solver. In contrast, rejected traces refer to
traces that do not follow any path in M. Hence, to create a set of event traces for learning a new
EFSM M’ at iteration i, SeqFuzzSDN includes the rejected traces in the set in order to ensure
that they are explained by M’. However, SeqFuzzSDN does not include the accepted traces in

the learning process because they do not contribute to refining M into M’.
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Algorithm 7 Sampling event traces. Note that the sets of event traces used in this algorithm
contain only success or failure event traces.

Input:
M: EFSM
DM set of success (resp. failure) event traces used to generate M
D;: set of success (resp. failure) event traces obtained from the ith iteration of SeqFuzzSDN
np: maximum size of an output set of event traces
Output:
D: set of success (resp. failure) event traces for learning a new EFSM

1: // Case: include all traces

2. if DM UD;| < np then

33 D+ DMuD

4: return D

5: end if

6:

7. // Case: replace traces

8: n, + [DM UD;| —np // number of traces to replace
9: for n, times do

10: G < GrRoUP_BY_ PATH(DM, M) // G: set of trace groups
11: G < SELECT__MAX__GROUP(G)

12: t <~ RAND__SELECT__TRACE(G)

13: DM+ DM\ {¢}

14: end for

15: D+ DM UD; /) |D| =np

16: return D

SeqFuzzSDN then further separates the rejected event traces obtained from iteration i of
SeqFuzzSDN into success event traces and failure event traces. Drawing inspiration from the
observation that balanced datasets often yield higher accuracy in ML [111, 114], SeqFuzzSDN
manages two distinct sets of event traces: one leading to success and the other to failure. These

sets have the same maximum number of event traces and are used together to learn an EFSM.

Algorithm 7 presents our heuristic for sampling event traces. SeqFuzzSDN applies the algorithm
separately to both success-rejected event traces and failure-rejected event traces. The algorithm
takes as input an EFSM M inferred at iteration i—1, a set DM of success (resp. failure) event
traces used to learn M, a set D; of success (resp. failure) rejected event traces obtained from
iteration ¢, and the maximum size np of an output set D. The algorithm then outputs a set
D of success (resp. failure) event traces for learning a new EFSM. As shown on lines 1-5 of
the algorithm, when the size of DM U D; does not exceed the maximum size np, the algorithm
returns DM U D;. Otherwise, on line 8, the algorithm computes the number n, of event traces to
remove from DM to ensure that the output set D contains np event traces (see line 15). On
lines 9-14, the algorithm removes n, event traces from DM as follows: It first partitions DM into
groups, each containing event traces that follow the same path in M. It then selects a group G
that contains the largest number of event traces compared to the other groups. On lines 12-13, it
randomly selects an event trace ¢ and removes it from D*. On lines 15-16, the algorithm returns

DM U D;, where |D| = np. Note that the selection mechanism on lines 10-11 aims at minimising
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information loss in D with regard to learning an EFSM. Since the selection mechanism (lines
10-11) selects an event trace from group G containing the largest number of event traces and
removes the selected trace from DM (lines 12-13), the remaining traces in G will still contribute
to creating a new EFSM that contains the same path (i.e., no information loss after the removal)

and accepts the remaining traces.

4.3.4 Planning

The planning step of SeqFuzzSDN takes as input an EFSM and outputs fuzzing plans to guide the
subsequent fuzzing iteration. The fuzzing plans are defined as sequences of state transitions, i.e.,
paths in an EFSM, that guide the fuzzing step at the subsequent iteration. SeqFuzzSDN produces
the fuzzing plans, aiming at (O1) exploring less-visited or new states of the controller under
test, (O2) improving the accuracy of a failure-inducing model (i.e., EFSM) and (O3) increasing
the diversity of message sequences (i.e., event traces) exercised for testing the controller. Hence,
SeqFuzzSDN employs a multi-objective search algorithm [115] to address the planning problem.
Below, we describe the multi-objective search-based planning approach in SeqFuzzSDN by

defining the solution representation, the fitness functions, and the search algorithm.

Representation. Given an EFSM M obtained from the learning step, a candidate solution
is a set C' of sequences of state transitions (i.e., paths) in M where each transition sequence
starts from the initial state s; of M and ends at a state s, selected during search, representing
a valid traversal of M. Depending on a fuzzing probability, each transition sequence in C' can
be associated with a fuzz operator m,—deletion, insertion, duplication, delay, or modification
described in Section 4.3.2—to be applied when the controller’s state is s, in the subsequent
iteration of SeqFuzzSDN.

Fitness functions. SeqFuzzSDN aims at searching for candidate solutions with regard to the
three objectives: (O1) coverage, (02) accuracy, and (O3) diversity, described earlier. To quantify

how a candidate solution fits these three objectives, below we define three fitness functions.

Coverage. SeqFuzzSDN relies on an EFSM M that models the state changes of the controller
under test. To test various behaviours of the controller, SeqFuzzSDN aims at finding a candidate
solution that ensures a similar (ideally equal) number of visits to each state in M. Hence, each
state in M can be explored in different ways regarding how is reached and what happens after
traversing it. Given an EFSM M at iteration ¢ of SeqFuzzSDN and a set D of event traces
obtained from the first to the ith iterations, SeqFuzzSDN counts the number of visits for each

state in M by traversing M using each event trace in D.

To quantify the extent to which a candidate solution C satisfies the coverage objective regarding
the state-visit numbers, SeqFuzzSDN leverages Shannon’s Entropy [116]. In general, entropy

characterises the average level of uncertainty inherent to the stochastic variable’s possible
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outcomes. In our context, the entropy defines the level of uncertainty associated with visits to a
state in an EFSM M. Intuitively, the higher the entropy, the more evenly the states in M are

visited.

Let S be a set of all states in an EFSM M obtained at iteration ¢ and D be a set of event
traces obtained from the first to the ith iterations. For each state s € S, we denote by nu(s,C)
the sum of the following: (1) the number of visits to s by the event traces in D, and (2) the
number of visits to s expected by a candidate solution C. We denote by nuv(S,C) the total
number of state visits for S and define nv(S) = Y5 nv(s,C). Based on Shannon’s entropy
equation, we formulate the following fitness function fitcov(S,C) for the coverage objective as

below. SeqFuzzSDN aims at maximising the fitness fitcov(S, C).

nu(s,C) nu(s,C

1
nv(S,C) 082 nv(S, C)

fitcou(S,C) = — Z

ses

We note that, in practice, an EFSM inference technique is not always able to infer an EFSM M
that allows the traversal of all event traces in D [108]. Hence, SeqFuzzSDN computes nu(s, C)
using those event traces in D that are traceable by M and a candidate solution C'. To improve
the accuracy of an inferred EFSM over iterations of SeqFuzzSDN, it accounts for an additional

fitness function described below.

Accuracy. SeqFuzzSDN builds an EFSM M using MINT, which relies on supervised machine
learning. Recall from Section 4.3.3 that MINT converts the event traces D into labelled training
datasets (i.e., event groups) for building supervised classifiers. Hence, building accurate classifiers

is beneficial to improve the overall accuracy of an EFSM M.

Note that the imbalance problem [111] is one of the main reasons that usually cause the low
performance of supervised classification algorithms. In a labelled dataset, when the number of data
instances of a class is significantly different from that of the other classes, classification algorithms
tend to favour predicting the majority class, which is often not desirable in practice [111]. Hence,
SeqFuzzSDN aims to address imbalance by planning to generate control message sequences that

alleviate the problem.

To quantitatively assess the imbalance problem of each event group E (i.e., labelled training
dataset) converted from the event traces D, SeqFuzzSDN uses the multi-class imbalance met-
ric [117]. Given an event group E obtained from the event traces D, we denote by nc(E) the
number of classes in E, ni(E) the number of data instances in E, and ni(c) the number of data
instances labelled with the class ¢. According to the multi-class imbalance metric, the imbalance

ratio ir(E) of E is computed as follows:

) ~ ne(E)—1 ni(c)
ir(B) = = B ZE ni(E) — ni(c)
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For example, consider an event group E that consists of three classes (nc(E) = 3)—mnamely
1, c2, cs—along with a total of 1200 data instances (ni(E) = 1200). In the case where the
class distribution is balanced (i.e., ni(c1) = ni(c2) = ni(cz) = 400), the imbalance ratio is
ir(F) = 1. However, in a situation where the class distribution is imbalanced, such as ni(c1) = 5,

ni(cz) = 200, ni(c3) = 995, the imbalance ratio increases to ir(E) ~ 3.37.

To estimate the degree to which a candidate solution C' (i.e., fuzzing plan) impacts the imbalance
problem, SeqFuzzSDN augments each event group E obtained from the event traces D using C.
Recall from Section 4.3.3 that each event group E contains events that have the same event type.
The class assigned to an event e in E is determined by the event following e in the corresponding
event trace (i.e., message sequence) containing e. Hence, we can estimate how many new events
will be added to each event group when SeqFuzzSDN generates message sequences guided
by a candidate solution C. Precisely, given a sequence (s1,l1,m1,c1,d1), ..., (Si,li,my, ¢, d;),
(Sit15lit1, Mit1,Cit1,dit1)s -« (S0, Loy Mo, Co, dy) of state transitions in C, SeqFuzzSDN can, for
example, augment an event group E that corresponds to the event type (I;,m;) with a new
event that is labelled with (l;4+1,m;41). We denote by ir(E,C) the imbalance ratio of an event
group that contains both the labelled events in the event group £ and the augmented events
from C. Below, we define the fitness function (fitacc)(D, C) for the accuracy objective, where
ng(D) denotes the number of event groups in D. SeqFuzzSDN aims at maximising the fitness
fitace(D, C).

fitace(D,C) = Z ir(E,C)/ng(D)
E in D

Diversity. SeqFuzzSDN aims at testing the controller under test using diverse sequences of
control messages. To this end, at each iteration ¢ of SeqFuzzSDN, it plans to guide fuzzing
in the i+1th iteration to generate sequences of control messages that are different from the
sequences exercised from the first to the ith iterations, which are captured in the event traces
D. Given a candidate solution C, SeqFuzzSDN quantifies the difference between D and event
traces (i.e., message sequences) that can be produced by C' using the normalised compression
distance (NCD) [118]. NCD measures the difference between two objects X and Y based on their
compression, the Kolmogorov complexity [119], and the information distance [120]. Precisely,
NCD(X,Y) is defined as follows:

Z(XY) = min{Z(X), Z(Y)}

NCD(X,Y) = max{Z(X),Z(Y)}

where Z() is an actual compressor such as gzip [121], Z(X) and Z(Y') are the compressed sizes
of the objects X and Y, and Z(X,Y") is the compressed size of the concatenation of X and Y.
Note that NCD(X,Y) = 0 indicates that the two objects are identical in terms of compressed
information. In contrast, NCD(X,Y) = 1 + ¢ implies that they are distinct, where € is a
small positive value dependent on how closely the compressor Z approximates the Kolmogorov
complexity. We opt to use NCD because it is applicable for comparing two sets of event traces,
wherein individual events can have different message types, fuzz operators, and field values.

Furthermore, the lengths of the event traces may differ from one another, and the two sets
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contain different numbers of event traces. Hence, applying simple sequence comparison methods

is not straightforward in our context.

Given the event traces D, in order to use NCD as the diversity fitness for a candidate solution C,
SeqFuzzSDN predicts event traces T to be generated in the subsequent iteration. Specifically, for
each transition sequence p = (s1,l1,m1,c1,d1), ..., (Si,liymi, iy di),y (Siv1, liv1, M1, Cig1, dit1),

oy (Soyloy Mo, co,dy) in C, the sequence p is converted into an event trace tr = (I, my, nil), ...,
(liymi, nil), (lix1, mig1, nil), ..., (lo, mo, nil) by excluding the source and destination states s and
d from the transitions while preserving their message type [ and the fuzz operator m, along with
their original order. Note that, in predicted event traces, field values are set to nil (i.e., v; = nil)

since transition sequences do not capture field values.

To quantify the degree to which a candidate solution C' is different from the event traces D, we
denote by TC the predicted event traces when fuzzing is guided by C, and below, we define the
fitness function fitdiv(D,C) to address the diversity objective. SeqFuzzSDN aims at maximising
the fitness fitdiv(D, C).

fitdiv(D,C) = NCD(D, D U T°)

Computational search. SeqFuzzSDN employs NSGA-II (Non-Dominated Sorting Genetic
Algorithm IT) [122], which has been applied in many software engineering studies [123, 124, 125,
126, 127], to search for a near-optimal fuzzing plan (i.e., solution C'). Algorithm 8 describes
the search process. Briefly, the algorithm first generates an initial population P (lines 1-6),
containing n,, candidate solutions. Subsequently, the algorithm evolves the population iteratively
until finding the ideal Pareto front or the allocated time budget is exhausted (line 9-24). At
each iteration, the algorithm evaluates each candidate solution C' € P according to the fitness
functions defined in section 4.3.4 (line 11-15). The algorithm then updates the archive P,
(lines 16-17). It then computes the Pareto ranking of the solutions in the archive P, along with
their associated sparsities, based on their fitness values (line 18-19). These ranks and sparsities
are used to select the appropriate n, solutions to be kept in the archive, as well as to identify the
best Pareto Front (line 20-21). The algorithm then creates a new population P by breeding the
solutions in the archive (lines 22-23). After the search process (lines 9-24), the algorithm returns
a selected solution (lines 25-26). Below, we describe in detail the initial population generation,

breeding, and solution selection mechanisms that are specific to SeqFuzzSDN.

Initial population. Given an EFSM M, SeqFuzzSDN generates an initial population for the search,
containing n candidate solutions. Algorithm 9 describes how SeqFuzzSDN creates a candidate
solution at the beginning of the search process (see line 4 of Algorithm 8). Algorithm 9 takes as
input an EFSM M, the number n of transition sequences in a candidate solution C', a probability
p of fuzzing a message, and the number k of (different) shortest paths. At each iteration of the
repeat block (lines 2-11), the algorithm finds a transition sequence p to be added into C, and this
process is repeated n times. To find a transition sequence p, the algorithm first randomly selects a
state s in M (line 3). It then finds the k shortest paths from the initial state of M to the selected
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Algorithm 8 Searching best candidate traces to be used in the EFSM-guided fuzzing step,
based on NSGA-II.

Input:

M: An EFSM

D: A set of generated event traces

ny: size of the population and the archive
ng: size of a candidate solution

ng: number of shortest paths used during the generation of a candidate solution

e candidate solution fuzzing probability
lhe: crossover probability
Wm © mutation probability

Output:

N N N = o s e e e e e e

23:

Cy: Best solution

// generate the initial population

P+

repeat
C < GENERATECANDIDATE(M, ng, pif, n,)
P+~PuC

until |[P| =n,

// create an empty archive
P, 0

repeat

// assess the fitness of each individual
for each C € P do
f1(C) = fitcov(states(M),C)
f2(C) = fitace(D, C)
f3(C) = fitdiv(D, C)
end for
// update the archive
P,+~P,UP
CoMPUTEFRONTRANKS(P,,)
COMPUTESPARSITIES(P,,)
P, < SELECTARCHIVE(P,,n;)
BestFront < PARETOFRONT(P,,)
// create a new population
P < BREED(P,, np, fic, fim)

24: until BestFront is the ideal Pareto front or the algorithm run out of time

25:
26:

Ch < SELECTONE(BestFront)
return

state s using the k-shortest path algorithm [128] (line 4). SeqFuzzSDN uses the k-shortest path

algorithm to obtain different transition sequences (paths) from the initial state to s. Given the

fuzzing probability u, the algorithm decides whether it applies a fuzz operator or not (line 6). If

the algorithm decides to apply a fuzz operator, the algorithm randomly selects one of the five

fuzz operators described in Section 4.3.2 (line 7). It then associates the transition sequence p

with the selected fuzz operator m. This guides SeqFuzzSDN in the subsequent iteration to apply

m when the controller reaches the selected state s following the transition sequence p. Since we

do not know what will happen after applying m in the subsequent iteration of SeqFuzzSDN,
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Algorithm 9 Creating a candidate solution

Input:
M: EFSM to generate a candidate solution (i.e., paths on M)
n: size of a candidate solution
1 @ probability of fuzzing a message
k: number of shortest paths to generate
Output:
C : candidate solution

1: C<+0

2: repeat n times

3: S <= RAND__SELECT__STATE(M)

4 P <+ FIND__K__SHORTEST__PATHS(M, s, k)

5 p < RAND__SELECT__PATH(M, P)

6: if RAND(0,1) < p then

T 0p < RAND__SELECT__FUZZ__OPERATOR()
8 ASSOCIATE__FUZZ__OPERATOR(p, s, 0p)

9: end if
10: C <+ CU{p}

11: end
12: return C

» ®® @
@ ®® @ ®

[delay]
(a) (b) (c)

select

Figure 4.3: An example illustration of generating a candidate solution from a simple EFSM:
(a) a simple EFSM for clarity, (b) two shortest paths from SO to S2, and (c) a candidate solution
and its associated fuzz operator, i.e., delay.

it allows SeqFuzzSDN to potentially discover new states that are not captured in the current
EFSM M.

For example, Figure 4.3 illustrates how SeqFuzzSDN generates initial candidate solutions using a
simple EFSM M (Figure 4.3 (a)) for brevity. Given M, when Algorithm 9 selects state S2, it
then finds two shortest paths (Figure 4.3 (b)). After that, the algorithm randomly selects a fuzz
operator (e.g., delay) to apply to the selected candidate solution.
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Breeding. The breeding mechanism uses the following genetic operators [122]: selection, crossover,
and mutation operators. SeqFuzzSDN employs the binary tournament selection and the one-point
crossover [122]. Specifically, given two parent solutions C* and C, each containing transition
sequences (paths) {p, ..., p!, ..., pé} and {p}, ..., p}, ..., pj.}, respectively, the crossover operator
randomly selects a crossover point ¢. It then generates two offspring solutions by swapping
transition sub-sequences separated by ¢ between the parents, resulting in {pf, ..., pé, e pé}
and {p}, ..., pi, ..., pi}. Further, SeqFuzzSDN relies on the uniform mutation operator [93].
Specifically, SeqFuzzSDN first randomly selects a transition sequence p in a candidate solution
C. Tt then replaces p with a new transition sequence obtained with Algorithm 9, setting the

parameter n to 1 to create a single transition sequence.

Selecting a near-optimal solution. Algorithm 8, which is based on NSGA-II, outputs a set of
Pareto-optimal solutions, which are equally viable with respect to the three objectives regarding
coverage, accuracy, and diversity. However, SeqFuzzSDN requires selecting one of the solutions
to guide fuzzing at the subsequent iteration. Various methods to select a near-optimal solution
in a Pareto front have been proposed in the literature, such as selecting a knee solution [129],
or selecting a corner solution [130] for a specific objective. In our context, SeqFuzzSDN uses a
knee solution, which is often favoured in search-based software engineering studies [129, 131].
This preference is due to the observation that selecting other solutions on the front to achieve
a slight improvement in one objective could result in a significant deterioration in at least one
other objective [129]. Given the three objectives regarding coverage, accuracy, and diversity,
SeqFuzzSDN favours a candidate solution that achieves a balanced optimisation across all these

objectives.

Given a selected set of candidate solutions, containing planned paths (state transitions), Seq-
FuzzSDN finds transitions that are associated with the modification fuzz operator and a guard
condition. It then solves the guard condition using Z3 in order to apply the modification fuzz
operator, ensuring the guard condition is satisfied during our EFSM-guided fuzzing (described
in Section 4.3.5). For example, given a state transition (s;, TPACKET _IN, fr < 20 A f >
8, modi fication, s;), SeqFuzzSDN solves the guard condition, such as f; = 10. When the transi-
tion is exploited during fuzzing, SeqFuzzSDN modifies a PACKET__IN message by assigning 10
to the field fi of the message. Note that SeqFuzzSDN solves guard conditions during the (offline)

planning step, rather than the (online) fuzzing step, in order to improve efficiency during fuzzing.

4.3.5 EFSM-Guided Fuzzing

After the initial fuzzing step, SeqFuzzSDN uses the learning and planning outputs to guide
fuzzing sequences of control messages to test the SDN controller. This section first describes
an EFSM-guided fuzzing method in SeqFuzzSDN, and then illustrates the method through a

running example.
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EFSM-guided fuzzing algorithm. Algorithm 10 describes the fuzzing procedure in SeqFuz-

Algorithm 10 EFSM-Guided Fuzzing

Input:
M: EFSM generated from the learning step
C: set of planned paths on M
Output:
seq’ : sequences of messages after fuzzing
C’: set of planned paths after applying one of them

1: seq’ + ()

2: repeat

3: § < CURRENT__STATE(M, seq’)

4: P < FIND__APPLICABLE_ PATHS(C, M, seq’)
5: msg < RECEIVE()

6: TN < FIND__APPLICABLE__ TRANSITIONS(S, msg, P)
7 op < 0

8: if TN # () then

9: tn < RAND__SELECT(TN)

10: 0p < GET__FUZZ__OPERATOR({n)

11: end if

12: if op is a fuzz operator then

13: msg <— FUZZ(msg, op)

14: seq’ < APPEND(seq’, msg, op)

15: else

16: seq’ < APPEND(seq’, msg)

17: end if

18: SEND(msg)

19: until the test procedure has finished
20: p < FIND__USED_ PATH(M, C, seq’)
21: C" + C\ {p}

22: return seq’, C’

zSDN once an EFSM M is available, after the initial fuzzing step. The algorithm takes as input
an EFSM M and a set C of planning paths (i.e., sequences of state transitions) on M, and iterates
lines 2-19 until the test procedure has finished executing. At the beginning of each iteration, on
line 3, the algorithm first identifies the current state s in M according to the currently observed
sequence seq’ of control messages. On line 4, SeqFuzzSDN then finds a set P of applicable paths
from the set C' of planning paths to guide fuzzing. The applicable paths contain state transitions
on M that start from the current state s. Below, Algorithm 11 further describes this procedure.
On line 5, the algorithm receives a control message msg passing through the SDN control channel
and then finds a set T'N of applicable transitions from P. The applicable transitions start from
the current state s, are triggered by an event type [ corresponding to msg, and, if there are guards,
the guards hold on the field values of msg. On lines 7-11, if some applicable transitions are found,
the algorithm randomly selects a transition tn among the applicable transitions (line 9), and
gets the fuzz operator op of tn, if tn has one (line 10). On lines 12-15, if the fuzz operator op is
present, the algorithm applies it to msg (line 13) and appends it (line 14) to the output sequence

seq’ along with the applied fuzz operator (op). On lines 16-17, if no fuzz operator is present, the
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Algorithm 11 Finding Applicable Paths
Input:

C': set of planned paths

M: EFSM

seq: sequence of messages
Output:

C’: set of applicable paths

1: O+ 0
2: p® + WALK(M, seq)
3: § < CURRENT__STATE(M, seq’)
4: for each p € C, where s is on p do
5. p' < SUBPATH(p, s)
6: if for all s € p/, s € p*, and all s appear in the same order on both p’ and p* then
7 C'+ C'"u{p}
8: end if
9: end for
10: return C’

algorithm simply appends the originally received message msg to the output sequence seq’. On
line 18, the algorithm sends back the msg, which could be fuzzed, into the control channel. Since,
at each iteration of SeqFuzzSDN, the test procedure is run multiple times, on lines 20-21, the
algorithm removes a planned path that has been applied, enabling the subsequent executions of

the test procedure to be fuzzed, guided only by the remaining planned paths.

Algorithm 11 identifies a set C of applicable paths on an EFSM M based on a given sequence
seq of control messages and a set C' of planned paths on M. On lines 1-3, the algorithm initialises
a return set C’ of applicable paths on M, converts seq into a path p® on M, and identifies
the current state s on M for the given seq. The algorithm then examines each path p in C to
determine whether the current state s appears on p (line 4) and whether the sub-path p’ of
p from the start state to s in M is a derivative of p* that corresponds to the sequence seq of
control messages (lines 5-6). If p’ is a derivative of p*, p’ can be derived from p® by deleting some
transitions without changing the order of the remaining transitions. Recall from Algorithm 9 that
SeqFuzzSDN uses the k-shortest path algorithm to create planned paths. Hence, Algorithm 11
checks whether planed (sub-)paths on M are derivatives of the paths in M that correspond to
sequences of control messages. The algorithm then returns a set C’ of applicable paths that

satisfy the conditions described above.

EFSM-guided fuzzing example. Figure 4.4 presents a part of an EFSM M (Figure 4.4a)
inferred from the learning step and three planned paths C' (Figure 4.4b) in M created by the
planning step. Given the EFSM M and the planned paths C', when SeqFuzzSDN begins executing
the test procedure (e.g., ping test), Algorithm 10 starts with the initial state 0 in M to perform
EFSM-guided fuzzing. Then all the three planned paths, p1, p2, and p3 shown in Figure 4.4b, are
identified as applicable paths. The algorithm then receives the first control message (generated

by the test procedure), which, in this example, we assume to be “tHELLO”. In this case, however,

63



CHAPTER 4. LEARNING-GUIDED FUZZING FOR TESTING STATEFUL SDN
CONTROLLERS

initial

|BARRIER_REQUEST

TBARRIER_REPLY

|STATS_REQUEST

tROLE_REPLY

TPACKET_OUT
[duplication]

1PACKET OUT

(a) A partial EFSM example inferred from the learning step of SeqFuzzSDN.
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(b) Three planned paths to guide fuzzing, created by the planning step of SeqFuzzSDN.

p2:

Figure 4.4: Output examples of the learning and planning steps: (a) a partial EFSM and (b) three
planned paths on the EFSM.

there are no planned paths that contain transitions starting from state 0 and taking the event
(message) “tHELLO”. Hence, the “tHELLO” message is sent back into the control channel
without any modification. The “tHELLO” message is then appended to the output sequence

seq’, as follows:

seq’ = (tHELLO)

After receiving the “THELLO” message, in this example, the algorithm receives three more control
messages, as follows: “|HELLO”, “|FEATURES_ REQUEST”, and “tFEATURES_REPLY”. In
these cases, the EFSM M remains in state 0 since there are no transitions from state 0 that can

be taken by the three messages. In addition, there are no applicable paths. As a result, those
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messages are sent back to the control channel, and the output sequence seq’ is as follows:

seq’ = (1HELLO, |HELLO, |FEATURES REQUEST, }FEATURES REPLY)

Next, the algorithm receives the “/FLOW__MOD” message, while the EFSM M is in state 0.
Then, the algorithm identifies paths ps and p3 as applicable paths since they contain transitions
starting from state 0 and taking the event “JFLOW__MOD?”. Among the two transitions, i.e.,
(0, JFLOW _MOD, nil, deletion, 91) on pe and (0, FLOW_MOD, nil,nil,14) on ps, the
algorithm randomly selects the second one on p3. Since no fuzz operator is associated to the
transition, the algorithm simply sends the message back to the control channel, and appends the

message to the output sequence seq’ of control messages, as follows:

seq = (1HELLO, |HELLO, |FEATURES REQUEST, }FEATURES_REPLY, |FLOW_MOD)

In the subsequent iteration of the algorithm, the current state of the EFSM M changes to state
1, as there is a transition from state 0 to 1 that takes the “/FLOW_MOD?” event. The algorithm
then finds only p3 as an applicable path since it has a transition starting from state 1. If the
algorithm receives the “/BARRIER__REQUEST” message, the message is forwarded to the
control channel without applying any fuzz operators, as there are no applicable transitions on ps,

and is appended to the output sequence seq’.

After this iteration, the algorithm changes the current state of the EFSM M to state 6, since
there is a transition from state 1 to 6 taking the “/|BARRIER__REQUEST” event. In this case,
there are no applicable paths. If the algorithm receives the “/BARRIER__REPLY” message, it
sends the message back to the control channel without any modification and updates the output

sequence seq’.

Since there is a transition from state 6 to 1 in the EFSM M, in the next iteration of the algorithm,
the current state is set to state 1. Path ps is applicable in this situation. If the algorithm receives
the “|STATS_REQUEST” message, the corresponding transition on ps is identified by the
algorithm. However, since there is no fuzz operator associated to the transition, the algorithm

sends the message back to the control channel and updates the output sequence seq’.

In the next iteration of the algorithm, the current state of the EFSM M is set to state 2 by taking
the transition from state 1 to 2 due to the “|STATS REQUEST” event. In the state, path
p3 is applicable. Note that, however, state 2 is the end state of path p3 and is associated with
the delay fuzz operator, which holds a message for 513ms and then sends it back to the control
channel. This indicates that for any receiving message, the algorithm applies the delay fuzz
operator. If the algorithm receives the “tSTATS_REPLY”, it applies the delay fuzz operator.
From the subsequent iterations of the algorithm, no planned paths are applicable as p3 has
been exploited in its entirety. Hence, the algorithm simply forwards the receiving messages to

the control channel and updates the output sequence seq’ until the end of the test procedure
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execution. After executing the test procedure, we can obtain the following sequence of control

messages, which leads to the SDN controller failing:

seq’ = (tHELLO, |HELLO, |FEATURES REQUEST,
1AFEATURES_REPLY, |FLOW_MOD, |BARRIER REQUEST,
1BARRIER_REPLY, |STATS_ REQUEST,
1STATS_REPLY[delay 513ms], JERROR, FAILURE)

4.4 Evaluation

In this section, we empirically evaluate SeqFuzzSDN. Our complete evaluation package is available
online [105].

4.4.1 Research Questions

RQ1 (comparison). How does SeqFuzzSDN compare against other state-of-the-art fuzzing
techniques for SDNs? We investigate whether SeqFuzzSDN can outperform state-of-the-art
testing techniques for SDNs, including DELTA [34], BEADS [35], and FuzzSDN [103]. We choose
these techniques as they rely on fuzzing to test SDN controllers and their implementations are

available online.

RQ2 (ablation study). How does the sampling technique employed by SeqFuzzSDN influence
its performance? We assess the impact of the sampling technique (defined in Algorithm 7),
which is our heuristic for sampling event traces to learn EFSMs. Specifically, we assess the
impact of the technique in terms of execution time, the accuracy of EFSMs, and the diversity
and coverage of the fuzzing results. To achieve this, we compare SeqFuzzSDN with its variant
SeqFuzzSDNY® | which does not sample event traces, and subsequently analyse the impact of the

sampling algorithm.

RQ3 (scalability). Can SeqFuzzSDN fuzz sequences of control messages and learn stateful
failure-inducing models in practical time? We investigate the correlation between SeqFuzzSDN’s
execution time and network size. To do so, we carry out experiments involving SDNs of different

network sizes.

4.4.2 Simulation Platform

To conduct large-scale experiments, we employ a simulation platform that emulates the physical

networks. Specifically, we utilise Mininet [94] to create virtual networks of various sizes. Mininet
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leverages real-world SDN switch programs, resulting in emulated networks that closely match real-
world SDNs. Hence, Mininet has been widely adopted in numerous SDN studies [35, 34, 24, 103].

We note that SeqFuzzSDN can also be applied to actual physical SDNs. However, assessing
SeqFuzzSDN on actual physical networks through large-scale experiments, such as the ones

reported in this chapter, is prohibitively expensive in terms of both cost and time.

Our experiments were conducted on 10 virtual machines, each equipped with 4 CPUs and 10GB
of RAM. Each experiment was conducted with a time budget of 5 days for ONOS and 3 days
for RYU.We note that, within this budget, the sensitivity values of the EFSMs generated by
SeqFuzzSDN reach their plateaus. Due to the randomness of SeqFuzzSDN, we repeated our
experiments 10 times. These experiments took approximately 60 days of concurrent execution

on the 10 virtual machines.

4.4.3 Study Subject

We evaluate SeqFuzzSDN by testing two open-source and actively maintained SDN controllers,
ONOS [82] and RYU [83], both of which are still widely used in SDN studies [34, 35, 103, 38, 37,
53, 51]. Both controllers’ implementations are based on the OpenFlow SDN protocol specification.
SeqFuzzSDN, which fuzzes OpenFlow control messages, is therefore capable of testing any SDN

controller that adheres to the OpenFlow specification.

For our evaluation, we created five virtual networks with 1, 2, 4, 8, and 16 switches respectively.
Each network is managed by either ONOS or RYU. In each network, the switches possess
emulated physical connections with all the other switches, forming a fully connected topology.
FEach switch is connected to two hosts, simulating devices that transmit and receive data, such

as video and audio streams.

We note that the study subjects, comprising of 5 x 2 synthetic systems built on the five networks
managed by ONOS and RYU, are representative of both existing SDN studies and real-world
SDNs. For instance, in prior SDN studies testing ONOS and RYU, DELTA was evaluated using an
SDN with two switches, BEADS was evaluated using an SDN with three switches, and FuzzSDN
was evaluated on SDNs with 1, 3, 5, 7, and 9 switches, due to the significant computational

resources required for conducting experiments with SDNs.

4.4.4 Experimental setup

EXP1. To answer RQ1, we conduct a comparative analysis of SeqFuzzSDN with three other SDN
testing tools: FuzzSDN [103], DELTA [34], and BEADS [35]. FuzzSDN is a testing framework that

generates rule-based failure-inducing models and test cases. FuzzSDN employs a grammar-based
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machine learning-guided fuzzing technique, which enables it to progressively refine the generated
failure-inducing models, offering interpretable models that describe the conditions leading to a
failure. DELTA is a security framework designed for SDNs that allows engineers to automatically
replicate established attack scenarios associated with SDNs and uncover new attack scenarios
through fuzzing. DELTA accomplishes this by changing control messages, employing a fuzzing
technique that randomises the control message byte stream, regardless of the OpenFlow protocol
specificities. Lastly, BEADS is an automated attack discovery technique that relies on a range of
mutation (fuzz) operators, with the aim of discovering attack scenarios. BEADS also fuzzes control
messages but employs strategies such as message dropping, duplication, delay, and modification
while adhering to the OpenFlow specification. This allows BEADS to generate fuzzed control

messages that can pass beyond the message parsing layer of the system under test.

To compare SeqFuzzSDN with these three SDN testing tools, we create three baselines: FuzzSDNF |
DEeLTA? and BEaDS?. These baselines extend FuzzSDN, DELTA and BEADS respectively, to

infer EFSMs, as the original testing tools do not produce EFSMs as part of their test outputs.

FuzzSDNE (resp. DeLTA® and BEADS®) encodes the fuzzed control messages and the test

output (i.e., success and failure) as a dataset to infer EFSMs. The baselines then use MINT to

generate EFSMs. Unlike SeqFuzzSDN, FuzzSDN¥, DeLta”, and BEADS® do not leverage the

generated EFSM to guide their fuzzing operations.

We use two synthetic systems, each with a single switch, controlled by either ONOS or RYU.
We leverage a test procedure (see Section 4.3) that specifies a pairwise ping test [96], which has
been used in many SDN studies [34, 35, 75, 54, 103]. This test procedure is important as it
enables practitioners to verify communication between hosts, measure latency, detect packet loss,
and identify routing issues. For the failure detection mechanism, we identify spurious switch
disconnections. In our experiments, we identify switch disconnections that lead to communication
breakdowns as failures. These failures cannot be localised using stack traces to pinpoint the

causes of the failures.

In our comparison, we count the number of failures observed during the execution of SeqFuzzSDN
and the baselines. In addition, from the final EFSMs inferred by the four tools, we measure the
number of unique loop-free paths (corresponding to message sequences) that lead to failures.
This allows us to assess how many distinct failure-inducing sequences of state changes are
captured in the EFSMs. To further compare the four tools, we analyse the sensitivity of
each EFSM, calculated using the formula: sensitivity = #accepted/(#accepted + #rejected),
where #accepted and #rejected are the number of traces accepted and rejected by the EFSM,
respectively. In our context, an EFSM with high sensitivity is desirable as it is less likely to
miss possible failure-inducing sequences of control messages. To fairly calculate sensitivity, we
elected to create a dataset that maintains a balanced representation of success and failure traces
across all tools, thereby reducing potential biases toward a specific tool. To do so, we created
a test dataset containing 800 fuzzing results, with an equal split of 400 success traces and 400

failure traces. These fuzzing results were randomly sampled from separate runs of SeqFuzzSDN,
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FuzzSDN, DELTA, and BEADS, with each tool contributing 200 results, evenly divided into 100

success traces and 100 failure traces.

Additionally, we measure the diversity of fuzzed message sequences obtained from the four tools
using the Normalised Compression Distance (NCD) for multisets [132]. Recall from Section 4.3
that the fuzzed message sequences vary in length, message types, and message values, making
the application of simple sequence comparison metrics difficult. In our context, a high NCD
value indicates that the fuzzed sequences of control messages (i.e., tests) are diverse, reducing

the likelihood of redundancy or overly similar tests.

EXP2. To answer RQ2, we compare SeqFuzzSDN to its variant, named SeqFuzzSDNVS. At
each learning step, instead of using the sampling technique (see Algorithm 7), SeqFuzzSDN S

uses all the collected event traces to infer an EFSM.

In this experiment, we use the same synthetic systems as those used in EXP1. Our test
procedure specifies a pairwise ping test, and our failure detection mechanism identifies unexpected
communication breakdowns. This experiment counts the number of iterations of the fuzzing,
learning, and planning steps within the time budget and measures the execution time of each step.
In addition, we compare SeqFuzzSDN and SeqFuzzSDN™* by measuring the sensitivity of the final
EFSMs obtained after the time budget expires. To ensure fair comparisons between SeqFuzzSDN
and SeqFuzzSDNY9 we created a test dataset comprising 1000 fuzzing results, evenly split
into 500 success traces and 500 failure traces. These results were obtained from separate
runs of SeqFuzzSDN, SeqFuzzSDNVS FuzzSDN¥, DeLTA”, and BEADS”, with each method
contributing 200 results, evenly split into 100 success traces and 100 failure traces. Therefore,
this test dataset is not biased toward either SeqFuzzSDN or SeqFuzzSDNYS. Furthermore,
we measure the coverage and diversity degrees (defined in Section 4.3.4) of the planned paths
(corresponding to message sequences) obtained at the last iteration, allowing us to assess the

effectiveness of the EFSMs in generating message sequences that cover diverse states.

EXP3. To answer RQ3, we investigate the correlation between the resource consumption of
SeqFuzzSDN and the size of the five synthetic systems described in Section 4.4.3, each with 1, 2,
4, 8, and 16 switches, controlled by either ONOS or RYU. For this experiment, we use a test
procedure that implements the pairwise ping test, similar to EXP1 and EXP2. Compared to
EXP1 and EXP2, the sequences of control messages produced by the test procedure in EXP3
differ significantly in terms of their lengths. This is due to the fully connected topology in EXP3,
which includes multiple switches.Moreover, when there are more than two switches, the topology
introduces switching loops [27], further increasing the number of events in a trace. We measure
the time required to configure Mininet and the SDN controller, perform the test procedure, and

execute each step of SeqFuzzSDN (i.e., fuzzing, learning, and planning).
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4.4.5 Parameter Setting

As described in Section 4.3, SeqFuzzSDN takes as input parameters that can be tuned to improve
its efficiency and effectiveness. For clarity and reproducibility, this section provides all the
parameter values and describes how we set them. We note that, given the extremely long
execution time required for applying automated hyperparameter optimisation techniques in our

context, we manually set some of the parameters as described below.

In the learning step, the parameters to be tuned are those of the sampling technique (Algorithm 7)
and MINT [108]. For the sampling technique, we set the number (n:s) of event traces to 1000,
limiting the maximum size of the dataset used by MINT. This configuration allowed SeqFuzzSDN
to generate EFSMs in practical time (approximately 100 minutes). For MINT, we configured
the parameter values of RIPPER [71] as follows: three folds, a minimal weight of 2.0, and two
optimisation runs as specified by the default setting in WEKA [111].

In the planning step, we set the size of a candidate solution (ns) to 200 in order to match the
number of test procedure executions to be performed in each iteration of SeqFuzzSDN. This
ensures that a candidate solution contains the 200 traces to be followed during the 200 executions
of the test procedure. We set the candidate solution fuzzing probability (us) to 0.5, as we want
to strike a balance between exploitation and exploration of the generated EFSM. The crossover
probability (u.) and the mutation probability (u,,) in the planning step were set to 0.8 and 0.02,
respectively, following published guidelines. The size of the population and archive, n,, is set to
100 and the search generates 50 populations, allowing the planning step to be completed within
a reasonable time (on average, 79 minutes for our ONOS study subject, and 44 minutes for our
RYU study subject).

The remaining parameters were tuned using hyperparameter optimisation [111], following guide-
lines from the literature [111, 98]. We evaluated 10 different configurations of SeqFuzzSDN using
grid search [111]. As a result of this optimisation process, we set the remaining parameters as
follows: the initial fuzzing probability (u) of a message is 0.3, the minimum merging score (k)
of MINT is 1, and the number (nj) of shortest paths used during the generation of a candidate

solution is 15.

The parameters of SeqFuzzSDN used in our experiments could be further refined to improve
efficiency and effectiveness. However, the configuration we chose produced results that are
satisfactory to support our findings. As a result, we have not included additional experiments

aimed at optimising these parameters in this chapter.
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Figure 4.5: Comparing the sensitivity of the EFSMs generated by SeqFuzzSDN, FuzzSDN¥,
BeaDs”, and DELTA® | the five plots in each row display the sensitivity of the corresponding tool.
The first four columns represent the sensitivity of the EFSMs assessed using the test dataset
containing message sequences generated by each tool. Sensitivity is assessed using message
sequences that lead to both success and failure, denoted by (S+F), and only failure, denoted by
(F). The last column represents the sensitivity assessed using all datasets generated by the four
tools. The boxplots (25%-50%-75%) show the distribution of sensitivity over 10 runs of each tool.

4.4.6 Experiment Results

To answer the research questions, we assessed the results obtained from both the ONOS and
RYU subjects. Since the findings from the ONOS results are consistent with those from the RYU
results, this section presents only the ONOS results for brevity. Note that the results for our
RYU study subject are presented in Appendix A.1.

RQ1. Figure 4.5 compares the sensitivity of the EFSMs measured using the test dataset, which
contains message sequences and their test results obtained from the four tools: SeqFuzzSDN,
FuzzSDN¥, BEaDs”, and DELTA”. The last column of the first row in the figure shows that,
when evaluating all the message sequences produced by these tools, on average, SeqFuzzSDN
achieves a sensitivity of 49.89% on the message sequences leading to both success and failure
(referred to as the combined S+F dataset) and 60.19% on the message sequences leading only
to failure (referred to as the combined F dataset). For brevity, we refer to datasets containing
message sequences generated by each tool that result in both success and failure as the [tool]
S+F dataset and those that result only in failure as the [tool] F dataset. Specifically, as shown
in the first row of the figure, SeqFuzzSDN achieves, on average, a sensitivity of 67.1% on the
SeqFuzzSDN S+F dataset and 92.3% on the SeqFuzzSDN F dataset, 0.23% on the FuzzSDN¥
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S+F dataset and 0.00% on the FuzzSDN¥ F dataset, 71.27% on the BEADSY S+F dataset and
86.88% on the BEADS” F dataset, and 73.30% on the DELTAY S+F dataset and 89.59% on the
DELTA” F dataset.

For FuzzSDN¥ Beaps?, and DELTAT, respectively, the figure (the last column of the 2nd,
3rd, and 4th rows) shows that their EFSMs’ sensitivities are, on average, 22.06%, 14.40%,
and 9.38% on the combined S+F dataset, and 25.00%, 4.53%, and 12.25% on the combined F
dataset. Specifically, as shown in the first column of the figure, starting from the 2nd row, using
the SeqFuzzSDN S+F dataset (and the SeqFuzzSDN F dataset), FuzzSDN¥ Braps?, and
DELTAY achieve, respectively, on average, sensitivities of 0.84%, 4.78%, and 3.68% (and 0.0%,
0.0%, and 4.55%). Regarding the FuzzSDN¥ S+F dataset (and the FuzzSDN® F dataset), as
shown in the 2nd column of the figure, FuzzSDN¥, BEaDs”, and DELTAY achieve, respectively,
on average, sensitivities of 54.62%, 1.35%, and 0.00% (and 66.39%, 0.00%, and 0.00%). For
the BEADS” S+F dataset (and the BeaDps” F dataset), shown in the 3rd column, these three
baselines achieve, respectively, on average, sensitivities of 0.00%, 6.37%, and 5.75% (and 0.00%,
0.00%, and 4.28%). Lastly, when using the DELTA® S+F dataset (and the DELTA” F dataset),
these baselines achieve, respectively, on average, sensitivities of 0.00%, 5.64%, and 8.69% (and
0.00%, 0.00%, and 4.01%).

These results show that SeqFuzzSDN achieves, on average, a higher sensitivity compared to
the baselines, and the differences are statistically significant. However, note that the EFSM
produced by SeqFuzzSDN rejects most of the failure-inducing message sequences obtained from
FuzzSDN¥| as SeqFuzzSDN and FuzzSDN¥ use significantly different fuzzing methods. While
FuzzSDNY fuzzes a single message by modifying its fields’ values, SeqFuzzSDN fuzzes a sequence
of messages using multiple fuzz operators (i.e., delay, modification, duplication, deletion, and
insertion). Consequently, the message sequences that lead to failure are significantly different
between the two tools, resulting in producing very different EFSMs, which cannot accept the
message sequences generated by the other tool. Even when the same failures are triggered, the
generated traces differ due to these distinct paths. However, recall that the EFSM produced
by FuzzSDNP¥ rejects most of the message sequences generated by SeqFuzzSDN, BEADs”, and
DEeLTA® | indicating that the EFSMs are specific only to FuzzSDN¥.

Figure 4.6 compares (a) the NCD scores of the message sequences, (b) the number of unique
failure-inducing paths in the EFSMs, and (c¢) the number of message sequences leading to
failure, which are obtained from 10 runs of SeqFuzzSDN, FuzzSDN¥, BEaps?, and DELTA®.
Figure 4.6a shows that SeqFuzzSDN achieves a higher NCD score, with an average of 0.99,
compared to those of the baselines. Figure 4.6b shows that, on average, SeqFuzzSDN was able to
infer an EFSM containing 18 unique loop-free paths that lead to failure, which is significantly
higher than the others. From these results, we found that SeqFuzzSDN generates more diverse
sequences of control messages that exercise a larger number of state changes compared to the

baselines.
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Figure 4.6: Comparing (a) the NCD scores of the message sequences, (b) the number of unique
failure-inducing paths in the EFSMs, and (c) the number of message sequences leading to failure,
all obtained from SeqFuzzSDN, FuzzSDN¥, Beaps®, and DeLTa”. The boxplots (25%-50%-

75%) show the distribution of each metric over 10 runs of each tool.

However, Figure 4.6¢ shows that FuzzSDN¥ generates a larger number of message sequences
(an average of 265) leading to failure compared to the other tools, while SeqFuzzSDN generates,
on average, 140 message sequences leading to failure, thus outperforming BEADS” and DELTAF .
Even though FuzzSDN¥ outperforms SeqFuzzSDN in terms of number of failures, recall from
Figure 4.6a and Figure 4.6b that FuzzSDN¥ generates message sequences that are less diverse
and exercise significantly fewer number of state changes compared to SeqFuzzSDN. Furthermore,
as described in Section 4.3, SeqFuzzSDN aims to generate a balanced number of message sequences

that lead to success and failure, rather than focusing solely on the latter.
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Figure 4.7: Comparing the number of iterations completed by SeqFuzzSDN and SeqFuzzSDNN*

within a 5-day time budget. The boxplots (25%-50%-75%) show the distribution of iteration
counts over 10 runs of each tool.

The answer to RQ1 is that SeqFuzzSDN significantly outperforms the baselines that extend |
FuzzSDN, BEADS, and DELTA. In particular, our experiment results indicate that SeqFuzzSDN
can generate more diverse sequences of control messages leading to failure than those obtained

from the baselines, while also providing EFSMs that accurately capture failure-inducing

message sequences.

RQ2. Figure 4.7 presents a comparison of the number of iterations for the fuzzing, learning,

NNS within a time budget of 5

and planning steps completed by SeqFuzzSDN and SeqFuzzSD
days. The boxplots show the distributions (25%-50%-75% quantiles) of the number iterations
performed by SeqFuzzSDN and SeqFuzzSDNY¥ | obtained from 10 runs of EXP2. As shown in
the figure, SeqFuzzSDN can execute significantly more iterations than SeqFuzzSDN™VS. For a
time budget of 5 days, SeqFuzzSDN completes, on average, 25 iterations, while SeqFuzzSDNY<
completes approximately 15 iterations. This result indicates that the sampling technique, which
caps the maximum size of the dataset for MINT, allows SeqFuzzSDN to complete more iterations
within the same time frame. In contrast, SeqFuzzSDNY* which permits the dataset to grow
continuously over iterations, completes fewer iterations. Note that each iteration of SeqFuzzSDN
(and SeqFuzzSDNV9) tests the SDN controller 200 times; hence, the sampling technique enables

SeqFuzzSDN to test the SDN controller, on average, 1000 times more than SeqFuzzSDNMS.

In addition, Figure 4.8 compares SeqFuzzSDN and SeqFuzzSDN™VS with regard to the execution
times per iteration for the fuzzing, learning, and planning steps over a time budget of 5 days.
The bar graph shows the average execution times taken by SeqFuzzSDN and SeqFuzzSDNV* for

the fuzzing, learning, and planning steps at each iteration, based on 10 runs of EXP2.
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Figure 4.8: Comparing the execution time per iteration for the fuzzing, learning, and planning
steps of SeqFuzzSDN and SeqFuzzSDNM® within a 5-day time budget. The execution times
shown in this figure are the average values observed over 10 runs of EXP2.

The results show that the fuzzing time per iteration remains constant at around 200 minutes
for both SeqFuzzSDN and SeqFuzzSDN™VS indicating that the fuzzing step is independent
of the tool used. For the planning step, Figure 4.8 shows that the planning time does not
exceed 150 minutes in both SeqFuzzSDN and SeqFuzzSDNY®. Figure 4.8 also suggests that,
for SeqFuzzSDN™VS | the time required to learn an EFSM increases exponentially with each
iteration due to the growing size of the dataset fed to MINT. Furthermore, we observe that,
on the 17th iteration of SeqFuzzSDN™9, the learning time reaches the 12-hour timeout limit,
thus preventing SeqFuzzSDN™® from completing any further iterations. This finding aligns with
the literature [110, 133, 109], as inferring EFSMs is a complex problem that scales poorly with
larger input sizes. In contrast, the results for SeqFuzzSDN indicate that the time required for
inferring an EFSM (i.e., the learning step) remains below 115 minutes due to the application of
the sampling technique. Thus, based on the results shown in Figure 4.8, we can further conclude
that applying the sampling technique enables SeqFuzzSDN to overcome the scalability issues
associated with the complexity of learning EFSMs.

Furthermore, Table 4.3 presents the statistical test results for the distributions of sensitivity,
diversity, and coverage (described in Section 4.3) achieved by SeqFuzzSDN and SeqFuzzSDN™V<
after 10 runs of EXP2, using the Wilcoxon Rank-Sum test [134] with an a value of 0.05. On
average, SeqFuzzSDN (resp. SeqFuzzSDN™®) achieves a sensitivity of 54.2% (resp. 52.9%), a
diversity of 0.9925 (resp. 0.9920), and a coverage of 0.5533 (resp. 0.6599). We observed that the

differences in sensitivity (p = 0.14) and diversity (p = 0.9) are not significant, while the difference
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Table 4.3: Statistical significance analysis using the Wilcoxon Rank-Sum test for sensitivity,
diversity, and coverage results obtained from 10 runs of EXP2.

Metric Average Average p-value Statistical
(SeqFuzzSDN) (SeqFuzzSDNY*) Significance
(e =0.05)
Sensitivity 0.542 0.529 0.571 Not Significant
Diversity 0.9925 0.9920 0.297 Not Significant
Coverage 0.5533 0.6599 0.0124 Significant
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Figure 4.9: Boxplots (25%-50%-75%) representing the distributions of time taken in minutes for
the fuzzing, learning, and planning steps of SeqFuzzSDN. This figure includes the times observed
over 10 runs of SeqFuzzSDN with 1, 2, 4, 8, and 16 switch configurations.

in coverage (p = 0.01) is. The results indicate that the use of the sampling technique does not
negatively impact the sensitivity of the generated EFSMs nor the diversity of the generated
message sequences. However, the coverage achieved by SeqFuzzSDN has significantly improved,
suggesting that the states in the EFSM are explored more thoroughly. One possible explanation
for the improved coverage is that the increased number of iterations gives SeqFuzzSDN more
opportunities to refine EFSMs with respect to the coverage objective targeted at the planning

step.

[ The answer to RQ2 is that the sampling technique introduced in SeqFuzzSDN reduces its
computation cost, allowing for more iterations to be performed within a given time budget.
This helps overcome scalability issues in inferring EFSMs without compromising the accuracy
of the EFSMs and the diversity of the generated message sequences. Additionally, the

sampling technique significantly improves SeqFuzzSDN’s coverage, leading to a more thorough

exploration of the search space.

RQ3. Figure 4.9 presents the distributions of execution times (25%-50%-75% boxplots) for the
fuzzing, learning, and planning steps of SeqFuzzSDN. These execution times were measured
using the five study subjects in EXP3, which consist of 1, 2, 4, 8, and 16 switches controlled by
ONOS. As shown in Figure 4.9, the execution time taken for the fuzzing step is, on average, 203
minutes for the 1-switch configuration, 215 minutes for 2 switches, 235 minutes for 4 switches,

257 minutes for 8 switches, and 274 minutes for 16 switches. The learning step took, on average,
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15 minutes for the 1-switch configuration, 14 minutes for 2 switches, 11 minutes for 4 switches,
25 minutes for 8 switches, and 26 minutes for 16 switches. The planning step took, on average,
79 minutes for the 1-switch configuration, 69 minutes for 2 switches, 56 minutes for 4 switches,

56 minutes for 8 switches, and 76 minutes for 16 switches.

The results show that there is no significant difference in the times required for the learning and
planning steps across the five study subjects. However, the only time increase occurs during the
fuzzing step, where test procedures are executed. This includes the time required to configure and
teardown Mininet and the SDN controller. This increasing trend aligns with our expectations, as
the execution time for a test procedure increases with its complexity. As described in Section 4.4.4,
this is primarily due to the increasing number of messages exchanged between the switches and
the controller as the number of switches and their connections grows [27] This increase in time
is independent of SeqFuzzSDN, as it solely depends on the complexity of the test procedures
executed. Note that when 16 switches are fully connected, the pairwise ping test procedure
produces on average 30.73 control messages, whereas the same test procedure produces 10.46

control messages with only one switch.

The answer to RQ3 is that the primary factor affecting the execution time of SeqFuzzSDN is
its fuzzing time, which is influenced by the number of control messages generated by a test

procedure. Consequently, SeqFuzzSDN is applicable to complex systems with large networks,

provided that the execution time of a test procedure remains within an acceptable time budget.

4.4.7 Threats to Validity

Internal validity. To address potential threats to internal validity, we compared SeqFuzzSDN
against three state-of-the-art tools (DELTA, BEADS, and FuzzSDN), which have been used
to generate failure-inducing control messages for testing SDN controllers. However, DELTA,
BEADS, and FuzzSDN do not generate failure-inducing models that consider the sequences of
messages exchanged between the controller and switches. Consequently, we extended these tools
as baselines to produce EFSMs, allowing for a comparative analysis between SeqFuzzSDN and

these baselines.

External validity. The principal external validity threat to SeqFuzzSDN is the risk that it
may not be adaptable to different contexts, such as other SDN systems with different switch
configurations or controllers. To address this potential threat, we conducted experiments with
SeqFuzzSDN against multiple SDNs and two popular SDN controllers found in the literature,
namely ONOS and RYU. We varied our synthetic systems, which comprise five networks with 1,
2, 4, 8, and 16 switches, respectively, managed by either ONOS or RYU.

Additionally, the prototype implementation of SeqFuzzSDN is compatible with OpenFlow, a

widely accepted standard protocol for SDNs, which has been used in numerous SDN studies and
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practices [34, 35, 38, 54, 53, 37]. As a consequence, we were able to successfully apply SeqFuzzSDN
to real-world SDN controllers (ONOS and RYU) and compare it to existing tools (i.e., DELTA,
BEADS, and FuzzSDN), considering their support for OpenFlow. To utilise SeqFuzzSDN with
systems that incorporate other SDN protocols, such as Cisco OpFlex [99] and ForCES [100], it is
necessary to modify the sniffing and injection mechanisms of SeqFuzzSDN to decode and encode
control messages. However, these modifications do not affect the fuzzing, learning, and planning
steps. Therefore, we anticipate that, although such modification necessitates engineering effort
to revise the sniffing and injection mechanisms, they do not impact SeqFuzzSDN’s efficiency
and effectiveness. However, to further explore the applicability of our findings, it is essential to
conduct additional case studies in various settings. This includes industrial systems that use

different SDN protocols and user studies that involve practitioners.

4.5 Related Works

In this section, we discuss related works in the areas of SDN testing, fuzzing, and characterising
failure-inducing inputs. Readers familiar with our previous work may notice significant similarities.
This is because this work builds upon, and extends our previous research. As such, much of
the foundational literature and related work remain relevant and are thus referenced here. We
believe this will provide a comprehensive context for both new readers and those familiar with

our prior work.

SDN testing. The study of SDN testing in the networking literature focuses on various
objectives, such as detecting security vulnerabilities and attacks [49, 50, 35, 34, 51, 36, 52],
identifying inconsistencies among the SDN components (i.e., applications, controllers, and
switches) [135, 37, 38], and analysing SDN executions [54, 55, 56]. In this discussion, we focus
on SDN testing methods that utilise fuzzing, as they are the most relevant to our research. Lee
et al. [37, 62] proposed AUDISDN, a framework that employs a fuzzing technique to detect
policy inconsistencies among SDN components (i.e., controllers and switches). AUDISDN relies
on the fuzzing of network policies configured by the administrators through the REST APIs
of the SDN components. To increase the probability of uncovering inconsistencies, AUDISDN
restricts valid relationship elements by building rule dependency trees from the specification of
the OpenFlow protocol. RE-CHECKER, proposed by Woo et al. [57], is designed to fuzz the
RESTful services offered by SDN controllers. It fuzzes an input file in JSON format, which is
used by a network administrator to define network policies, such as data forwarding rules. This
process generates a large number of malformed REST messages for testing RESTful services
in SDN. Dixit et al. [58] introduced AIM-SDN to test the implementation of the Network
Management Datastore Architecture (NMDA) in SDN. AIM-SDN uses random fuzzing of REST
messages to test the NMDA implementation in SDN, focusing on the availability, integrity, and
confidentiality of datastores. Shukla et al. [38] created PAZZ, which is designed to identify faults
in SDN switches by fuzzing data packet headers, such as IPv4 and IPv6 headers. Finally, Albab
et al. [60] introduced SWITCHV to verify the behaviours of SDN switches. SWITCHV employs
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fuzzing and symbolic execution to analyse the p4 models that define the behaviours of SDN
switches. In contrast to these methods, SeqFuzzSDN fuzzes SDN control messages to test SDN
controllers, similar to DELTA, BEADS, and FuzzSDN. Furthermore, SeqFuzzSDN uses learned
EFSMs to guide the fuzzing process and characterise the messages sequences that may lead to a

system failure.

Fuzzing and Stateful Testing. To efficiently generate effective test data, fuzzing has been
widely applied in many application domains [101]. The research strands that most closely relate
to ours are stateful fuzzing techniques [45, 46, 47, 48] Numerous research studies have explored
the use of FSMs and EFSMs for testing complex systems. Gascon et al. [46] proposed PULSAR,
a stateful black-box fuzzing technique aimed at discovering vulnerabilities in proprietary network
protocols. Their proposed approach involves the inference of a Markov model (Deterministic
Finite Automaton) from network traces, which are used to generate test cases using fuzzing
primitives (i.e., paths in the automaton) defined by the model, and finally the selection of the
test cases that maximise the coverage of the protocol stack. Pham et al. [47] proposed AFLNET,
a grey-box fuzzer for network protocols implementation, based on AFL [42]. Their proposed
technique takes a mutational approach and states feedback to guide the fuzzing of network-
enabled servers. AFLNET takes as input a corpus of server-client network and subsequently
acts as a client. It replays modified versions of the initial message sequence sent to the server,
preserving only the alterations that successfully expanded the coverage of the code or state space.
From the newly discovered message sequences, AFLNET uses the server’s response codes to build
an FSM that describes the protocol states. From those inferred FSMs, their approach identifies
regions in the state space that have been the least explored and systematically steers the fuzzing
process towards the test of such regions. Natella [48] proposed STATEAFL, a grey-box fuzzing
technique that infers FSMs based on the in-memory states of a server, leveraging compile-time
instrumentation and fuzzy hashing techniques; hence, it does not require response codes. During
the fuzzing process, STATEAFL guides the generation of new inputs to the server based on the
inferred FSMs. It employs both byte-level and message-level fuzz operators, which do not rely
on protocol specifications. Kim et al. [136] proposed AMBUSHER, a protocol-state-aware fuzzing
technique for testing the “Fast- West“ protocol of distributed SDN controllers. AMBUSHER takes
as input a test configuration which includes the alphabet of the protocol used as well as the
cluster information. In its first phase, AMBUSHER uses a dummy network node to generate
queries between the controllers, and a dummy controller to log such queries generated in the
network. In its second phase, the logged cluster queries are then used by a state machine learner
to infer a state machine of the cluster’s protocol. In its third phase, AMBUSHER explores the
inferred state machine to extract message sequences. Those message sequences are then used
as seeds for the fuzzing process, in which attack scenarios are generated by randomising the
message sequences. In its final phase, AMBUSHER leverages the randomised sequences to test the
cluster “Fast-West” interfaces. Among these, AMBUSHER is the most relevant to SeqFuzzSDN,
as both take into account the SDN architecture, which differs from the server-client architecture.
Compared to AMBUSHER, SeqFuzzSDN fuzzes and infers EFSMs based on sequences of control

messages exchanged through the control channel of the SDN (i.e., “South” interface). To our
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knowledge, SeqFuzzSDN is the first SDN testing method that focuses on the “South” interface of

SDN controller while accounting for the statefulness of SDNs.

Characterising failure-inducing inputs. Recently, several research efforts have focused
on identifying the input conditions that cause a system under test to fail [15, 81]. Gopinath
et al. [15] introduced DDTEST, which abstracts inputs that lead to failures. DDTEST is
designed to test software programs, such as JavaScript translators and command-line utilities,
that accept string inputs. It uses a derivation tree to represent how failure-inducing strings are
generated. Kampmann et al. [81] developed ALHAZEN, which identifies the conditions under
which software programs fail. ALHAZEN also targets software that processes strings and uses
machine learning to learn failure-inducing conditions in the form of decision trees. In the domain
of SDN systems, Ollando et al. [103] introduced FuzzSDN, a machine learning-guided Fuzzing
method for testing SDN controllers. FuzzSDN learns an interpretable classification model that
characterises conditions on a control message’s fields under which the controller fails. We note
that these methods do not attempt to create a failure-inducing model for sequential data, which
makes those methods not suitable for our objectives. To our knowledge, SeqFuzzSDN is the first
approach that applies an EFSM-guided fuzzing approach to infer failure-inducing models, in
the form of EFSMs, with a focus on SDNs. Specifically, SeqFuzzSDN tests SDN controllers by
accounting for the architecture and protocols unique to SDNs, which differ from other systems
(e.g., server-client systems). Further, SeqFuzzSDN tests SDN controllers without requiring any
modifications or instrumentation of the controllers or their networks, enabling the SDN testing

in realistic operational settings.

4.6 Conclusions

We developed SeqFuzzSDN, a learning-guided fuzzing method for testing stateful SDN controllers.
SeqFuzzSDN uses a fuzzing strategy, guided by EFSMs, in order to (1) efficiently explore the
space of states of the SDN controller under test and (2) infer EFSMs that characterise the
sequence of messages that may make the system fail. SeqFuzzSDN implements an iterative
process that fuzzes sequences of control messages, learns an EFSM, and plans how to guide
the subsequent fuzzing steps by leveraging the learned EFSM. We evaluated SeqFuzzSDN on
several synthetic systems controlled by two different SDN controllers. In addition, we compared
SeqFuzzSDN against our extended versions of three SOTA methods for testing SDN controllers,
which served as baselines in our evaluation. Our results show that SeqFuzzSDN significantly
outperforms the baselines by generating effective and diverse tests (i.e., sequences of control

messages), that cause the system to fail, and by producing accurate EFSMs.

In the future, we’ll devise a learning technique that will allow SeqFuzzSDN to learn stateful
models incrementally, addressing scalability issues in inferring EFSMs. This poses new challenges
due to the complexity of continuously updating and maintaining complex dependencies between

states and transitions, without losing any of the previously learned information. Further, we also
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aim to confirm the applicability and effectiveness of SeqFuzzSDN by testing it on more SDN

systems and performing user studies.

Data Availability

Our evaluation package and the SeqFuzzSDN tool can be accessed online [105] to allow researchers

and practitioners to (1) reproduce our experiments and (2) utilize and modify SeqFuzzSDN.
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Chapter 5

Test schedule generation for
acceptance testing of mission-critical

satellite systems

5.1 Introduction

Mission-Critical Systems (MCS), such as satellite systems, healthcare systems, or nuclear power
plant control systems, are developed and rigorously tested to ensure they meet specific operational
requirements before being put into operation. MCSs, require some additional testing phases
during their life-cycle, which are referred to as Operational Acceptance Testing [11]. Operational
acceptance testing is required for MCSs to ensure that they meet all specified operational
requirements, function correctly under real-world conditions, and are ready for deployment and

sustained operation.

In satellite development and operation, In-Orbit Testing (I0T) is an important operational
acceptance testing activity. IOT is routinely performed following the successful deployment of a
satellite, where various subsystems of the satellite are tested while in orbit. The aim of such tests
is to compare the performance of the satellite with its pre-launch data and tests, ensuring that
no degradations have occurred due to the stresses of launch, and the environmental conditions in
space [137]. Additionally, IOT aims to confirm that the satellite’s operations meet the specified

requirements.
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IOT involves scheduling the testing campaign, i.e., the test suite, which comprises various test
procedures to be performed on the satellite under test, which is part of a constellation of satellites.
This scheduling is inherently complex, as it must account for several factors, such as the frequency
and duration of the satellite’s visibility to a specific antenna, the cost associated with antenna

usage, and the time required to configure and orient the antennas before each test.

This chapter addresses the gap in the literature regarding Operational Acceptance Testing
(OAT) for mission-critical satellite systems. While most research focuses on User Acceptance
Testing (UAT) and test case prioritization for software regression testing, our work accounts
for the specificity of IOT in satellite systems, such as antenna-related, operational cost, and
context-switching constraints. Previous methods, such as those proposed by Shin et al. [138],
automate test case prioritization for Cyber-Physical Systems (CPS) by considering time budget
constraints, uncertainty, and hardware damage risks. However, our approach extends this by
specifically addressing the scheduling challenges and resource constraints unique to satellite
systems. Unlike Shin et al. [138], we account for factors like antenna usage costs and the time
required for antenna configuration and orientation. In the domain of test case prioritization,
works by Arrieta et al. [139, 140] and Wang et al. [141] focus on optimizing test execution
time and success rates within CPS configurations. These methods, however, do not consider
the scheduling conflicts or the availability of operators, which are critical in our context. Our
approach integrates these aspects, ensuring that resource availability and operator constraints are
factored into the scheduling process. Furthermore, while the satellite control resource scheduling
problem (SCRSP) and ground measurement and control resource allocation (GMCRA) have been
explored by Marinelli et al. [142], Zhang et al. [143], Gao et al. [144], Wu et al. [145], Zhang et al.
[146, 147] and others, their methods primarily address satellite communication requests and do
not fully cater to the specific needs of IOT scheduling. Our work builds on these foundations but
introduces additional considerations for the frequency and duration of satellite visibility, antenna

usage costs, and the logistical challenges of the antenna configuration overhead for each test.

Contributions. This chapter addresses the problem of scheduling the IOT campaign in an
efficient and effective manner. Specifically, our contributions are as follows: (1) A multi-objective
approach for scheduling acceptance tests for mission-critical satellite systems. Our approach
includes (a) a precise definition of the problem of scheduling the IOT campaign, which accounts
for schedule objectives and constraints; (b) an algorithm based on Non-dominated Sorting Genetic
Algorithm IIT (NSGA-III [16]) for finding near-optimal feasible IOT schedules; and (c) fitness
functions that evaluate the performance of IOT schedules by assessing their operational cost,
fragmentation (as fragmented IOT schedules incur overheads), and efficiency in the use of test
resources. (2) An industrial case study. We applied our approach to a representative Global
Navigation Satellite System (GNSS), for which SES Techcom, our industrial partner, provides
operational services. Our results show that an IOT campaign scheduled using our search-based
approach, compared to a random search approach, finds feasible schedules that achieve an
average improvement of 49.4% in the cost fitness, 60.4% in the fragmentation fitness, and 30%

in efficiency of the test resource usage fitness. In addition, our approach demonstrates that,
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compared to Ant-Colony Optimization (ACO) approaches, which have been extensively cited
in the literature. Specifically, our method outperforms a tailored baseline approach by 53.1%
in cost efficiency, 58.3% in fragmentation, and 26.1% in efficiency of resource usage over the
same period. Moreover, it provides practitioners with several equally viable schedules, enabling
comprehensive trade-off analyses. In addition, our approach yields schedules that improve the
cost efficiency by 538%, and the efficiency of the test resource usage by 39.42% compared to
schedules manually constructed by practitioners, while maintaining comparable performance
in terms of fragmentation and requiring only 12.5% of the time needed by practitioners to
construct an IOT schedule. (3) Practitioners’ feedback on our IOT scheduling approach. Finally,
we interviewed practitioners at SES to collect feedback on our approach. They highlighted the
following: (a) the efficiency of schedule generation, as our automated approach generates feasible
schedules much faster than manual methods, enabling quick adaptation to changing conditions
and needs, and (b) the ability to produce several equally viable schedules, facilitating trade-off

analysis.

Organization. In this chapter, we first describe the background of this research work in
Section 5.2. Next, Section 5.3 describes our approach to generate test schedules for acceptance
testing of mission-critical satellite systems. In Section 5.4, we perform our empirical evaluation,
discuss threats to validity, and present lessons learned from interviews with practitioners. Finally,

Section 5.6 concludes the chapter.

5.2 Background

5.2.1 Motivating Case Study

We motivate our work using a case study from our industry partner, SES Techcom, which develops
satellite-enabled solutions. Operators of satellites are tasked with ensuring optimal performance
of their satellites’ services once deployed in orbit. Given the critical role of satellite technology
in supporting various services, such as broadcast television, global navigation and positioning
systems, mobile communications, and other communication systems, operators must ensure that,
over the lifespan of a satellite, the Quality-of-Service (QoS) remains within the standards defined
by its application. Consequently, operators routinely conduct In-Orbit Testing (I0T) procedures
to monitor the QoS of each satellite in the constellation they operate. These IOT procedures
have four main objectives: (1) ensuring the behavior of the satellite remains consistent before
and after launch; (2) verifying performance adherence to specifications, (3) forecasting end-of-life;

and (4) investigating potential anomalies.

Our industry partner, SES Techcom conducts routine monthly tests for the European GNSS
constellation, Galileo. In this context, IOT procedures are divided into two categories: Signal
Quality Monitoring (SQM) and Routine In-Orbit Test (RIOT). SQM procedures measure the
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satellite’s signal quality and strength on each communication channel. Specifically, these pro-
cedures involve measuring the Modulated Effective Isotropic Irradiated Power (EIRP) [40, 41]
approximately 15 times on each channel, with the overall testing duration lasting almost one
hour per satellite. The SQM procedures are usually performed at the highest elevation available
at any given pass of a satellite. RIOT procedures are performed sequentially throughout the
full pass of the satellite, from the signal acquisition, typically around 3-5 degrees of elevation,
until signal loss at a similar elevation. The duration of an RIOT phase ranges from 8 to 9 hours,
depending on the satellite and the ground measuring station. During an RIOT phase, several IOT
measurements are performed for every Galileo channel. Specifically, these IOT measurements
include Modulated EIRP, IQ sample collection, out-of-band spurious measurement, navigation
receiver data analysis, and Search-and-Rescue (SAR) check, if SAR is available [41].

Additionally, the antennas used to communicate with the satellite are large objects that require
time to be precisely pointed toward the satellite under test. Due to the precise nature of satellite
communication, test instruments and antenna alignment may need to be re-calibrated before
conducting each test procedure. These factors introduce delays before conducting each test
procedure in an IOT campaign, during which no tests can be performed, and must be taken into

consideration in the scheduling process.

Currently, practitioners at SES Techcom manually schedule these IOT procedures, having
determined that existing automated solutions are not practically applicable to their scheduling
needs. However, this manual approach poses significant challenges and consumes valuable time for
practitioners, particularly when the satellites’ orbits have short revolution periods or substantial
inclinations. Moreover, in the event of an emergency scenario, such as an unexpected degradation
in QoS across the constellation, an IOT campaign must be scheduled and executed within a
condensed timeframe. With the Galileo constellation currently consisting of 23 satellites in orbit
(soon to be 25), this presents a considerable challenge for the IOT operators. Hence, an algorithm
that automatically solves the problem of scheduling IOT campaigns in practical time is highly

desirable.

5.2.2 10T Requirements and Constraints:

To create a suitable schedule for an IOT campaign, several key factors specific to the problem

must be considered.

Context switching. Minimizing context switching for satellite operators is essential for
maintaining the efficiency and accuracy of the IOT campaign. Frequent transitions between
IOT procedures and other satellite operation tasks can increase cognitive load for operators,
raising the likelihood of errors. Additionally, context switching incurs time and resource costs, as
operators must reorient themselves with each new task. Streamlining workflows and grouping

similar tasks can reduce the need for context switching.
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Utilization of test resources. Efficient use of IOT resources is crucial, ensuring that the
equipment used for the IOT procedures (e.g., antennas, satellites, and test devices) is optimally
utilized with minimal interruptions. Efficient IOT schedules ensure that these hardware resources
are not overused, reducing not only operational costs but also the risk of hardware failures.
Inefficient test schedules increase the likelihood of hardware malfunctions due to several factors,
such as overheating and exposure to harsh environmental conditions. Additionally, efficient
IOT schedules limit exposure to external disruptions, such as power outages, ensuring the
integrity of the tests. Studies show that the probability of hardware failure rises with continuous
operation [148]. By keeping the test campaign efficient, engineers can maintain optimal equipment

performance and achieve more reliable results.

Operational costs. The operational costs associated with performing IOT campaigns are
significant and multifaceted. These costs include the expenses related to the use of the antennas.
Additionally, there are costs associated with allocating human resources, including the personnel
required to operate the IOT campaign. Efficient management of these resources is essential for

cost optimization.

5.3 Approach

This section describes our approach to addressing the following problem: For an IOT campaign
to test satellites in a constellation, how can we create suitable IOT schedules that (1) enable
efficient use of the antenna resources required for the test procedures in the IOT campaign,
(2) reduce the frequency of context switching for operators conducting the IOT campaign, and

(3) minimize the costs directly associated with executing the test procedures.

5.3.1 10T Scheduling Concepts

Our approach utilizes four concepts to find the most suitable schedule for an IOT campaign,
satellite passes, test procedures, procedure schedules, and slot schedules. Below, we precisely

describe these concepts.

Satellite pass. Any satellite orbiting the Earth, except for those in geostationary orbit, can
only be observed from a specific location on Earth during the period when the satellite passes in
the visibility range of the ground station. We refer to this period as a satellite pass. A satellite
pass begins when the satellite rises above the horizon, reaches its zenith (highest elevation in
the sky), and ends when it descends below the horizon. During a pass, various activities such
as communication, data collection, or observation activities between the satellite and ground

stations can take place. Furthermore, we define a pass of a satellite s over a location r, denoted
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o, as follows:

s
Q. = {tstafrt; tmaxa tend7 Hstarty Hma;tv eencb ¢sta7‘t; ¢ma$7 ¢end}

where tgart, tmaz, and tepq represent the time at which satellite s begins its pass, reaches
its maximum elevation, and finishes its pass at location r, respectively; Ostart, Omaz, and Oeng
represent the elevation angles at which s begins its pass, reaches its maximum elevation, and
finishes its pass at r respectively; and ¢start, Omaz, and @epg represent the azimuth angles at
which s begins its pass, reaches its maximum elevation and finishes its pass at r, respectively.
Similarly, we define I'S(¢1,t2) = {a | o) occurs between t; and to} the set of satellite passes of

satellite s over location r during a time period ranging from ¢; and t».

Test procedure. A Test procedure refers to a specific IOT procedure that is to be performed
on a given satellite s. Much like a satellite pass, a test procedure is characterized by a period
during which the IOT procedure is conducted. Formally, we define a test procedure associated

with a satellite s, labeled 75, as follows:

Ts = {t::tartv thd7 Type, de, Oéi}

where t3;,,; and tJ_, represent the start and end times of the test procedure, respectively, Type
represents the type of test procedure that is performed, . represents the configuration time
required before performing the test procedure (e.g., repositioning the antenna, booting the
equipment, etc.), and «; is the associated satellite pass. We note that t3,,,, < t2, ., tstart < tiare

and 5, < tend, where tgart € 0 € Ts, 151404 € Tostopg € Tsy and tepg € @) € Ts.
Moreover, we can define the span between two individual test procedures 7; and 7;, where 7;
occurs before 7;, denoted SPAN(7;,7;) as the elapsed time between the beginning of 7; and the

end of 7;, formally defined as follows:

i .

SPAN(T;, 75) = At(thyares thg)

Procedure schedule. A procedure schedule consists of a collection of test procedures over a

defined timeframe. Formally, we define a schedule, denoted as S, as follows:
S={r,m,...,Tn}

where each 7 € S corresponds to an individual test procedure, as defined previously. Notably, we
can define the span of a schedule S as the time elapsed between the beginning of the first test

procedure, and the end of the last test procedure int S, denoted SPAN(S), and defined as follows:

eS start» meS end

SPAN(S) = At (min t! max t* )

Slot schedule. A slot schedule refers to the collection of time slots during which an operator’s

resources (e.g., engineers, antennas, and equipment) are allocated for performing the 10T
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Figure 5.1: Example of a slot schedule and the corresponding slots.

procedures defined in a procedure schedule. Specifically, each procedure schedule S is associated
with a unique slot schedule, denoted Q, so that Q = {(¢jstart, tjenda) | J € {1,2,...,n}}, where
n is the number of time intervals, while ¢; s4r¢ and t;.,q are the start and end time of the
j-th interval, respectively. Figure 5.1 illustrates the relationship between a slot schedule and
a procedure schedule. The top portion of the figure depicts a slot schedule consisting of five
slots, defined as Q = {(tx—2,start, tk—2,end ) (tk—1,start th—1,end ) (tk start> thend)s (Ek+1,start> th+1.end)
(tk+2,starts tk+2,end) }- The bottom portion of the figure represents three test procedures, 71, T2,
and 73, extracted from the procedure schedule §. This figure demonstrates that the slots
encompass the procedures within S. Specifically, 751 is contained within the k-th slot of O, while
Ts2 and T3 are contained within the (k 4 1)-th slot. Additionally, the figure highlights that slots

do not need to be contiguous or temporally aligned with test procedures.

IOT schedule. An IOT schedule is the outcome of the scheduling process, encompassing both
the procedure schedule and the slot schedule. Formally, an IOT schedule, denoted as P is defined

as:

P = (Sv Q)

where S represents the procedure schedule and Q represents the slot schedule.

5.3.2 Identifying Conflicting Test Procedures

Conflict definition. As explained in Section 5.2, scheduling IOT procedures for a constellation

of satellites is a challenging activity that involves several constraints. When a test procedure is
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Figure 5.2: Three conflicting test procedures.

selected for scheduling, conflict may arise with other test procedures; they cannot be executed

simultaneously due to resource contention, temporal constraints, or other dependencies.

As an example, consider an IOT campaign of the Galileo constellation, our test subject provided
by SES Techcom, where a minimum of four satellites are constantly visible in the sky at all
times. The IOT campaign is subject to the following constraints: Only a single antenna is
available for use, meaning that only one test procedure can be conducted at any given time. The
reconfiguration overhead, which includes the time required to program and orient the antenna
before initiating a test procedure, is 15 minutes. SQM test procedures must be conducted for 45
minutes, centered around the satellite’s highest elevation point. Recall from Section 5.2 that the
purpose of an SQM is to detect potential hazardous deformations in the signal emitted by the
satellite. Additionally, RIOT procedures are required to be performed for the entire duration of
a satellite pass. This duration is defined as the period when the satellite’s elevation is between 5°
at the start and end of the pass. Recall from Section 5.2 that, the purpose of an RIOT is to test
various capabilities of the satellite. These constraints imply that RIOT test procedures cannot
be scheduled for concurrent testing with any other test procedures, and SQM test procedures
may not be scheduled for concurrent testing either. This highlights why identifying conflicts is

necessary for creating IOT schedules.

Let T be a set of test procedures involved in the creation of an IOT schedule. The set T is
constructed by engineers who assign to each satellite pass af € I') an SQM or a RIOT test
procedure, if applicable. We define, for each 7;,7; € T, 7; # 75, the “conflict” &, -, between ;
and 7; such that &, r, = 1 when there is a conflict and &ri,r; = 0, otherwise. Subsequently, for a
set of test procedures T, we can define a set =(7) representing the tuples of test procedures that

conflict with each other within 7T, as follows:

(1]

(T) = {(Ti)Tj) | 7’?] € {1,27 ] |T|}7Z 75 jagﬂ‘,‘l’]‘ = 1}
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Figure 5.3: Example of a conflict graph created from the passes of three satellites (A, B, and C)

As an illustration, let us consider three test procedures 751, Ts2, and 743, depicted in Figure 5.2.
These test procedures have to be scheduled for three satellites s1, so, and s3, respectively, all from
the same location r, and are of the identical type “SQM”. We can see that the test procedure
Tso starts after 75 begins but before 751 ends. Consequently, there is a conflict between 74
and Ty, resulting in &, -, = 1. Similarily, we observe a similar conflict between 74 and 73,
resulting in &, -, = 1. However, we can observe that no conflict occurs between 7,1 and 73,

resulting in &, », = 0. Thus, we have, for this set of test procedures, the following conflict set

E(T) = {(m1,m2), (12, 73) }-

Conflict graph. Based on the previous definition of conflicting test procedures, we elect
to represent the conflicts in a set of test procedures as a conflict graph. Conflict graphs are
undirected graphs G = (V, E), where each vertex corresponds to a unique test procedure and
each edge (i,j) € E represents the presence or absence of a conflict between a test procedure
i and a test procedure j [149]. Formally, for a set of test procedures T = {71, 72,..., Ty}, we
define a conflict graph as G(T) = (T,Z(T)), where T is the set of vertices of G and Z(T) is
the set of edges. Figure 5.3 presents a conflict graph derived from the satellite passes of three
satellites A, B, and C. Each row of Figure 5.3 corresponds to candidate test procedures to be
conducted for a given satellite. For instance, in the first row, 749, 741, and 742 represent three
separate candidate test procedures for satellite A. The test procedures are organized horizontally
according to their time of occurrence. For instance, 749 occurs before 741, but 749 overlaps with
Tpo and T¢g. Each hatched square represents the required configuration time J.,. for each task in
the graph. Edges between nodes indicate conflicts between pairs of test procedures, meaning
those procedures cannot be part of the same IOT schedule. For example, an edge exists between
TA0, TAl, and T4o because they are different candidate test procedures of the same type for
satellite A, and thus cannot be part of the same candidate IOT schedule. Similarly, an edge exists
between 741 and 751 because these test procedures overlap in time, preventing their simultaneous
execution. An edge also exists between 752 and 7¢9 because, although they do not overlap in

time, the configuration time required for 759 does not allow sufficient time for the antenna to be
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repositioned after 7o9. Using such a graph representation allows us to assess the feasibility of a

procedure schedule efficiently. To know if a schedule is feasible, we simply use the relation

1 fri, 7 €8, (ri,75) €E(T)
0 Otherwise

feasible(S) =

For example, in the graph depicted in Figure 5.3, a feasible procedure schedule would be
S = {741, 7TB0, Tc2} as none of those test procedures possesses an edge connecting it to another

test procedure in the graph.

5.3.3 Schedule Optimization

In this section, we present our approach for optimizing the scheduling for an IOT campaign.
Let ts. and tg be the start time and end time of the IOT campaign, r be the site on which the
campaign is performed, Ssq; = {s1,52,...,5,} be the set of the satellites to perform the IOT
campaign on, I' = {I'J(tsc, tse) | s € Ssat} be the set of all satellite passes that will occur over
r for each satellite of Ssq¢ during the IOT campaign, and 7 = {71, T2,...,7,} be the set of all

possible test procedures that can be scheduled for the satellite passes in I.

We aim at finding a complete procedure schedule S, i.e., a set of test procedures, that covers all
the satellites and IOT procedures types to be performed, such that they are the (near-)optimal
given the objectives described in the introduction of this section: the procedure schedules should
(1) maximize the antenna resource usage, (2) reduce the number of context switching required
from practitioners, and (3) minimize the monetary and organizational cost of executing such
schedules. Once the engineers obtain a set of equally viable and near-optimal procedure schedules
according to the objective described above,they can select a single schedule for the IOT campaign.
This selection is made at the engineer’s discretion, considering internal constraints, such as the
availability of an IOT operator. We cast our solution for finding such procedure schedules into
a multi-objective search optimization problem [74]. Following common practices for expressing
multi-objective search problems, we define the representation of a solution, the fitness functions

used for evaluation, and the computational search algorithm employed to design the solution.

Representation. Given a set 7 of possible test procedures, a solution of the optimization
algorithm represents a subset S = {71, 72,...,7,}, where 7; € S and 7; € T. To ensure that each
procedure is unique and all combinations of pairs of type and satellite {Type, s} specified by the
problem are covered by a distinct test procedure in S, the following conditions must be met for
all distinct 7, 7; € St (1) the type, start time, and end time of 7; are different from those of 7;,
and (2) for every combination {Type, s} specified by the problem, there exists a unique 73, € S
such that Type;, = Type and of = s.
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Fitness functions. Our method aims at searching for candidate procedure schedules with
regards to three objectives: (O;) maximizing the resource usage efficiency, (O2) minimizing
the context switching required from practitioners, and (O3) minimizing the monetary and
organizational cost of executing such a schedule. To quantify how a candidate solution fits these

three objectives, we define the following fitness functions:

Resource usage efficiency (O1). Recall from Section 5.2 that engineers aim at efficiently using
IOT resources, particularly antennas. In most instances, engineers prioritize IOT schedules that
are both short in duration and maximize the antenna usage over that time. Note that if test
procedures in a schedule are conducted with minimal idle time, antenna usage during IOT time
is maximized, and the schedule requires the minimum possible time. Thus, maximizing the usage
of the antenna over that duration results in an efficient procedure schedule, minimizing the time
required to complete an IOT campaign. We define an antenna efficiency metric. This metric
estimates how much the antenna is used over the complete duration of a procedure schedule, and
should be maximized.

Let § be a candidate schedule, 6, the reconfiguration time required between two consecutive
test procedures, tgq+ and t.,q be the start time and end time of the test procedure 7, and
At(tstart, tena) be the duration of a test procedure 7, Based on these definitions, we define the

fitness function for objective Oy, denoted fituse(S), as follows:

fituse(S) = b <(\8[ —1)6.+ Z At(7)>

~ sPAN(S) =

fituse(S) is calculated as the inverse of the total schedule span, SPAN(S), multiplied by the sum
of reconfiguration times between consecutive test procedures and the total duration of all test
procedures in the schedule. The maximum value of fituse(S) (= 1) is achieved when all test
procedures 7 € S are scheduled consecutively without any idle time. Inversely, the minimum

value occurs if the idle time between test procedures becomes infinitely large.

For example, let us consider a procedure schedule & = {71, 72, 73}. If SPAN(S) = 15h , with
each reconfiguration time d,. = 1h, and the durations of the test procedures being At(m) = 3h,
At(11) = 4h, and At(7) = 2h respectively, then:

ﬁtuse(S):%((S—l)x1+(3+4+2)):%><12:0.8

Minimizing context switching (Oz). Another important output of our search-based approach, as
explained in Section 5.3.1, is the creation of a slot schedule to indicate when resources should
be allocated to performing or monitoring an IOT’s test procedure. However, as explained
in Section 5.2, creating too many slots during an IOT campaign incurs various impacts due
to overhead. On the contrary, adopting longer, consolidated periods in a slot schedule may
enhance resource utilization by minimizing setup and teardown activities, reducing idle time,
and maximizing equipment, facility, and operator availability. Hence, our second fitness function
O3, denoted as fitfrag(S), ensures that the IOT schedule possesses a slot schedule that involves

as few context switching as possible.

93



CHAPTER 5. TEST SCHEDULE GENERATION FOR ACCEPTANCE TESTING OF
MISSION-CRITICAL SATELLITE SYSTEMS

We note that, in our approach, a slot schedule Q is determined based on a procedure schedule S.
However, creating a slot schedule depends on the operational context of each company conducting

IOT. Hence, we present the slot scheduling algorithm specific to SES Techcom in Section 5.4.

To formally define fitfrag(S), given a candidate procedure schedule S, we use the expression:

_ Q-1
S =1

fitfrag(S) =1

where |Q| is the number of separate time slots in the slot schedule for S. fitfrag reaches its
maximum value (= 1) when there is no fragmentation in the schedule, i.e., all test procedures
are scheduled consecutively under the same slot. Similarly, the function reaches its minimum

value (= 0) when a unique slot is assigned to each test procedure individually.

For example, let us consider a procedure schedule & with four test procedures 71, 12, 73, and 74.
If there are two slots in the slot schedule, covering 71, 7o and 73 then |Q| = 2 and |S| = 4. The

fitness function would be calculated as follows:

2—1 1
fitfrag(S) =1 — i 1— 3= 0.667

Minimizing the monetary and organizational cost (Os). Recall from Section 5.2 that, in the
context of IOT, tests require the use of expensive and limited resources, that possess both
monetary and organizational constraints. Thus, it is necessary when scheduling an IOT campaign
to ensure that the generated procedure schedule encompasses both monetary and organizational
implications. The third fitness function, denoted as fitcost(S), provides a means to evaluate
such cost associated with a procedure schedule. When considering the allocation of resources,
particularly antennas for an IOT campaign, there may exist critical thresholds below which the
cost-effectiveness of dedicating the antenna exclusively to the campaign outweighs the benefits of
allocating it for other concurrent test procedures. Such thresholds may be determined by various
factors such as operational efficiency, resource availability, and opportunity costs. For instance,
above a certain number of allotments per day, it may be more cost-effective to prioritize the IOT
campaign, allocate resources for a slot that spans the entire day, and postpone the execution of
other usage of the antenna to a later date, thereby minimizing overall costs. Similarly, there
may exist thresholds or periods during which scheduling an IOT procedure may not be desirable.
For instance, scheduling an IOT procedure outside of working hours may be inconvenient for

practitioners and induce extra costs for them.

To formally define fitcost(S), given a candidate procedure schedule S, we use the expression:

cost(S) — coStmin

fitcost(S) =

CcOStmax — €OStmin

where cost(S) is the cost of the candidate schedule S, and costyiy (resp. costmax) is the minimal
(resp. maximum) theoretical cost achievable. It is important to note that cost(S) is a cost

function defined internally by the IOT operators and is dependent on the specific operational
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context. Additionally, costmin and costmax are inferred by IoT operators based on their domain
knowledge of what would constitute the best-case and worst-case schedules in theory, for the
current context. It should be noted that these theoretical schedules are not always guaranteed to
be feasible.

Constraints. Considering constraints during the search process helps narrow down the search
space, making the search process more efficient. The complexity of scheduling test procedures
leads to a subset of solutions of P(7), that are infeasible, which makes part of the search space
not efficient to explore. The definition of infeasible schedule solutions aligns with the definition
described in Section 5.3.2, meaning that schedules are considered infeasible if they contain at
least one conflict among the test procedures they include. By eliminating infeasible solutions,

the search algorithm can focus on viable solutions, reducing computational time and resources.

Various techniques have been proposed in the literature to handle constraints and infeasible
solutions, such as death penalties [150], static penalties [151, 152], repair algorithms [153, 152],
or constraints as objectives [154]. In our algorithm, we use a Niched-Penalty approach proposed
by Deb and Agrawal [155]. First, we define an inequality constraint that the algorithm uses to

measure the degree of infeasibility of a solution:

g(SvT) = Z §T1,T2
(Ti,’Tj)ESQ
TiFTj

Subsequently, a penalty is applied to the fitness of S if g(S,7T) > 0, as follows:

F(5) = {f(S) if 9(S,7) < 0
fmax +9(S,T) otherwise

where F'(S) represents the fitness vector of the candidate schedule S, with each dimension
corresponding to a fitness function. The term f(S) denotes the objective function values for S,

and frax is the maximum fitness value among all feasible solutions in the population.

Computational search. We use the Non-dominated Sorting Genetic Algorithm version 3
(NSGA-IIT) [16] to find (near-)optimal schedules of IOT test procedures, as shown in algorithm 12.
The NSGA-IIT algorithm has been successfully applied to several software engineering prob-
lems [156, 157] involving optimization. The algorithm first generates a set candidate procedure
schedules P (lines 2-6) and then evolves the population iteratively until finding the best non-
dominated schedules (Pareto front) or exhausting the time budget (lines 8-33). In each iteration,
the algorithm first assesses the fitness of the individuals I € P using the fitness functions (lines
11-22), and applies a penalty if required. Calculating the fitness of the individual allows the
algorithm to find which candidate schedule to keep in the archive and compute the Pareto
front (lines 23-30). Subsequently, based on the archive and reference points, the algorithm

breeds a new population P (line 32) using the following genetic operators: (1) Selection chooses
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Algorithm 12 An algorithm for selecting the near-optimal procedure schedules, based on
NSGA-III
Input:
T possible test procedures
ny: size of the population and the archive
n,: number of reference points
Le: crossover probability
i mutation probability
Output:
NS: near-optimal procedure schedules

1: // generate the initial population
2: P«
3: repeat
4: I + GENERATESCHEDULE(T)
5: P+~PuUI
6: until |P| =n,
7: // create an empty archive and reference points
8: P, + 0
9: R + GENERATEREFERENCEPOINTS(n,)
10: repeat
11: // assess the fitness of each individual
12: for each I € P do
13: if g(1,7) =0 then
14: fi(I) = fituse(I)
15 fo(1) = fitfrag(I)
16: f3(I) = fitcost(I)
17: else
18: fl(I):fl,max+g(IvT)
19: f2(I):f2,max+g(IvT)
20: f3(I):f3,max+g(IvT)
21: end if
22: end for
23: P’ + AssOCIATEWITHREFERENCEPOINTS(P, R)
24: // update the archive
25: P,+P,UP
26: CoMPUTEFRONTRANKS(P,,)
27 COMPUTESPARSITIES(P,, )
28: P, < SELECTARCHIVE(P,,n,)
29: // update the Pareto front
30 NS + PARETOFRONT(P,)
31: // create a new population
32: P < BREED(P,, np, fic, fim)
33: until NS is the ideal Pareto front or the algorithm run out of time
34: return NS
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the candidates to be selected for reproduction by leveraging a binary tournament selection
technique [74]; (2) Crossover generates offspring from two candidate schedules, using a one-point
crossover technique [74]; (3) Mutation introduces diversity in the offspring by modifying some of
the test procedures of the offspring according to a mutation rate, and a specific strategy. Below,

we further describe our crossover and mutation operators.

Crossover. Our method employs a standard one-point crossover operator [74]. Specifically, given
two parent candidate schedules S! and S”, each containing IOT test procedures {74, 74... 7.}
and {7],75 ..., 7, } respectively, the crossover operator randomly selects a crossover point i. It
then generates two offspring by swapping some test procedures between the parents based on i,

: : l l l l
resulting in {7{,...,7/,7i 1,..., 7} and {7{, ..., 7}, 7 q,..., T} }.

We note that the resulting child schedules might become infeasible after such a crossover
operation. However, these infeasible schedules are managed through the constraint handling

technique detailed previously (i.e., such schedules are inflicted with a penalty).

Mutation. The mutation operator is applied to the candidate procedure schedules generated
by the crossover operation with a probability p,,.:. The test procedures to be modified in
the selected candidates are chosen using a uniform-mutation operator [74]. Next, our method
takes the following steps to replace a test procedure, denoted 7, selected for mutation by the
uniform-mutation operator: Algorithm 13 takes as input a set of possible test procedures for the

mutation 7T, the candidate schedule S, the maximum probability of selecting a non-conflicting

max

max and the minimum probability of selecting a non-conflicting test procedure

test procedure p

min

pTLC'

First, Algorithm 13 initializes the probabilities of selecting a conflicting or non-conflicting task by

calculating the ratio  (line 2), which represents the proportion of non-conflicting test procedures
in the candidate schedule S, as r =1 — %‘S'), where Z(S) is the number of conflicts in S and
|S| is the total number of test procedures in S. The probability of selecting a non-conflicting

min
ne

max
nc

test procedure, Pon-conflicting, 1S computed using linear interpolation between p and p
as Pyon-conflicting = PI® + 7 x (pmax — piin) (line 3). The probability of selecting a conflicting
test procedure, Peonfiicting, is then calculated as the complement of Ppon-conflicting, such that

Pconﬁicting =1- Pnon—conﬂicting (hne 4)

Next, the algorithm assigns probabilities to each test procedure 7 € 7T, based on whether
it conflicts with the candidate schedule S (lines 6-12). If 7 conflicts with S, it is assigned
P(7) = Peonflicting; otherwise, it is assigned P(7) = Phon-conflicting: L he assigned probabilities are
then normalized to ensure they sum to 1 (lines 14-17). The total probability Piota) is computed
as the sum of all assigned probabilities, and each probability P(7) is normalized by dividing it
by Piotar: P(7) = 4

o Ptotal '
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Algorithm 13 Mutation algorithm

Input:
Te: eligible test procedures for the mutation
S: candidate solution
DreX: maximum probability of selecting a non-conflicting test procedure
Pt minimum probability of selecting a non-conflicting test procedure
Output:
Siut: mutated candidate schedule

// initialize the probabilities of selecting a conflicting or non-conflicting test procedure

Pnon—conﬂicting — pglcm +r X (pglfx - prélcm)

Pconﬂicting —1-— Pnon—conﬂicting
// assign probabilities to each 7 € T
for each 7 € 7, do
if 7 conflicts with S then
P(T) — Pconﬁicting
else
P(T) <~ Pnon-conﬂicting
end if
: end for
// normalize the probabilities
Piotal < ZTG'E P(T)
: for each 7 € 7, do
P(1) + %
end for
// select a test procedure based on the probabilities
Tselected <— Select a test procedure from 7, using the probabilities P(7)
// mutate the candidate schedule
: St < mutate S using Tselected
: return Sy,

I I R e T T = T e T = T o S =
P QY 0N E w29

Algorithm 13 then selects a test procedure Tyelected from 7 using the probability P(7) (line 19).
Finally, the candidate schedule S is mutated using the selected test procedure Tyelected t0 Obtain

the mutated candidate schedule Sy, (line 21), which is then returned as the output (line 22).

5.4 Empirical Evaluation

This section empirically evaluates our approach through a real case study from SES Techcom.

Our case study implementation, data, and results are available online [158].
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5.4.1 Research Questions (RQs)

RQ1 (sanity check). How does our search-based IOT scheduling approach perform compared to
random search? This research question is a crucial evaluation point to assess the effectiveness
of any search-based approach [159, 160]. A search-based approach is expected to outperform
a simple random-search significantly. If it does not, it would imply that the search process is

unnecessary.

RQ2 (comparison to state of the art). How does our approach compare to other search-based
techniques? We compare our approach to an Ant Colony Optimization (ACO) approach, which
is a well-established technique for solving complex scheduling problems. By doing so, we aim to
demonstrate the effectiveness and efficiency of our method, highlighting its potential advantages
over existing state-of-the-art techniques. Thus RQ2 evaluates the quality of the generated
schedules against those obtained from an ACO approach, focusing not only on the overall quality

but also on the timing and computing resource usage.

RQ3 (usefulness). How do the schedules generated by our approach compare with the ones
generated by engineers? To validate the usefulness of our approach, it is crucial to demonstrate
that the schedules generated by our method offer a significant improvement over those manually
constructed by experienced engineers. This research question is critical, as it allows us to
provide empirical evidence on the advantages of employing an automated approach compared to
traditional manual methods, thereby justifying the need for our approach. Thus, RQ3 evaluates
the quality of the generated schedules over the schedules manually constructed by IOT engineers
at SES Techcom.

5.4.2 Industrial Study Subject

We evaluate our approach on a representative case from SES Techcom, specifically, on an In-Orbit
Testing (IOT) campaign for the European Global Navigation Satellite System (GNSS) Galileo.
Such an IOT campaign represents, as discussed in Section 5.2, a type of operational acceptance

testing.

Our evaluation relies on a practical configuration employed in an IOT campaign for the Galileo
constellation, composed of twenty-three operational satellites (as of April 2024) and four spare
satellites, typically not tested in such campaigns. The Galileo constellation orbits the Earth
across three distinct Medium Earth Orbit (MEO) planes. These twenty-four Galileo satellites
represent our System Under Test (SUT), where each satellite is denoted throughout the evaluation

as S§1,82,...,824.

During the IOT campaign, SES Techcom conducts SQM tests for each active satellite, comple-
mented by RIOT tests on six of the twenty-four satellites. SQM test procedures are scheduled to
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Algorithm 14 An algorithm for scheduling slots.

Input:

S: procedure schedule to generate a slot schedule
Output:

Q: slot schedule

1: // generate an initial set of slots
2: Q < @

3: for each s € § do

4: Q < QU {GENERATESLOT(s)}
5: end for

6: // sanitize the slot schedule

7: COMBINEOVERLAPPINGSLOTS(Q)
8: CONSOLIDATESLOTS(Q)

9: return O

coincide with the maximum elevation pass of each satellite. The tests can either start at, end
at, or be centred around the maximum elevation point of the satellite, providing three distinct
time slots for a single satellite pass. In contrast, the RIOT test procedures span the entirety
of a satellite pass, starting and ending within a five-degree range of start and end elevation.
Additionally, SES Techcom employs a single antenna for the execution of these test procedures

throughout a standard IOT campaign.

In this IOT campaign, the duration is a maximum of two weeks, between, for example, the 1st
of October 2024, and the 14th of October 2024 (denoted ¢; and to, respectively). To initialize
our scheduling approach, we first generate a set of satellite passes at the location of the antenna
between the 1st of October 2024 and the 14th of October 2024, T',(t1,t2) = U224, T%i(t1,t2). A
set of test procedures T is then defined from I',.(¢1,¢2), so that for each a € T',(¢1,t2) an SQM
test procedure is associated to it, and that for each a € I',.((¢1,t2)) if o belongs to s1, sg, ..., Se,
and that Ogart, Oend € @, Ostart < 5°, 0cpna < 5°. We then generate the conflict graph of the test
procedures, as per its definition (see Section 5.3.2). To run our search-based scheduling approach,
as mentioned in Section 5.3.3, a slot scheduling algorithm is required. In our experiments, we
employ Algorithm 14 to create a slot schedule for a given procedure schedule. From lines 1 to
5, an initial set of slots is generated by the algorithm for each test procedure present in the
procedure schedule. Particularly, the time slots in this study start at the beginning of an hour,
a quarter past the hour, half-past the hour, or three-quarters past the hour. Additionally, the
duration of the time slot must be an integer multiple of one hour. From lines 6 to 7, several
sanitization steps are conducted. First, slots that overlap with one another are merged so they
form a single slot. Then, slots are consolidated according to the following internal policy at
SES Techcom: if more than six hours in twenty-four hours are dedicated to performing IOT
procedures, this entire period should dedicated solely to performing IOT procedures, i.e., all
those slots are replaced by a single slot that spans a length of twenty-four hours. Finally, the

resulting slot schedule is returned.
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Moreover, we define the cost of a slot schedule O as follows:

cost(Q) = Z cost(b)

beQ

where ¢ is a slot in the slot schedule Q and cost(b) is defined as

SPAN(D) .
cost(b) = g0~ X 456 if sSPAN(b) < 24h
3561 otherwise

The cost function cost(b) is determined by the span of the slot b. If the span is less than 24
hours, the cost is calculated as %

(%) and then multiplied by 456. If the span is 24 hours or more, the cost is fixed at 3561.

x 456, where the span of b in minutes is converted to hours

5.4.3 Experimental Setup

For the evaluation of the research questions, we implemented the following three approaches:
(1) GSC: Our approach using NSGA-III, described in Section 5.3, (2) ACO: An approach using
an ant colony algorithm [161], without an explicit handling of conflicts, and (3) RS: A Random

Search approach.

EXP1l. To answer RQI1, we conduct a comparative analysis of our approach GSC against
a random search approach RS. We implemented GSC, an IOT scheduling tool based on our
approach, described in Section 5.3. Moreover, we implemented a random search approach as a
baseline, RS, which, similarly to our approach, creates IOT schedules for a given set of satellite
passes. The RS baseline creates IOT schedules by first randomly creating procedure schedules.
The procedure schedules are created by randomly selecting n test procedures 7 € T (see the
definition of 7 in Section 5.3). To perform our comparison, we evaluate the results of both

approaches by comparing the resulting fitness values of the solutions.

To further measure the effectiveness of our multi-objective search-based algorithm, we use the
three quality indicators as described below, following established guidelines found in existing
literature [162]. As the optimal solution for our study problem is unknown apriori, we construct
a reference Pareto front by combining all non-dominated solutions obtained from each execution
of the compared approaches. We then assess the Generational Distance (GD), a metric which
measures the Euclidean distance between a specific solution and the nearest solution on a reference
Pareto front [163]. The lower the GD metric, the closer a solution is to the optimal output.
We then assess the Spread (SP), a measure of the distance between each point of the Pareto
front [164]. The lower the SP metric, the more the non-dominated solutions are spread across
the Pareto front, showing higher diversity. Finally, we assess the Hypervolume (HV), a quality
indicator which represents the size of the space covered by a search algorithm [165]. The higher

the HV metric, the more space the Pareto front covers, showing better performance.
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EXP2. To answer RQ2, in this experiment, similarly to EXP1, we compare the implementation
of our approach, GSC, against an approach implementation relying on an ant colony optimization
algorithm, ACO. The ant colony algorithm is an optimization algorithm which takes inspiration
from the foraging behaviour of ant colonies. It has been used in several combinatorial optimization
problems, such as knapsack problems [166] and routing problems [167, 168]. Notably, the ant
colony algorithm has been extensively used in the literature to solve the multi-satellite control
resource scheduling problem (MSCRSP) [143, 144, 145, 146, 147], a combinatorial problem close
to our IOT scheduling problem. Generally, those methods are based on the Max—min ant system
(MMAS) proposed by Stiitzle and Hoos [169], we thus elect it to create a baseline approach to

compare ACO performance with ours. We describe below our baseline implementation of MMAS.

Construction of the optimization problem: In MMAS [169], the optimization problem is assimilated
to a graph G = (A, E, T, H), where A is the set of test procedures, F is the set of edges that
represent conflicts between each test procedure, and T and H are the vectors which represent
the pheromone trail and heuristic information, respectively, both associated with the edges in FE.

The graph G is referred as the construction graph.

The solutions to the optimization problem are represented as paths on graph G. The ants create
candidate solutions by taking randomized walks on the fully constructed graph G, guided by the
pheromone trail intensity and current heuristic information on the edges. The conflicts definition
= is applied to ensure the ants do not form infeasible solutions while moving between vertices.

After the ants complete their walk, the pheromone trails are updated.

Initializing the pheromone values: Firstly, the approach initializes all the pheromone values to

the maximum value.

Constructing a solution: m ants are placed on randomly selected test procedures. Each ant uses
a probabilistic decision-making rule, known as the random proportional rule, to determine which
test procedure to select next at each step of the process. If ant k is at node ¢ during iteration t,

it will select the next node j based on a certain probability.

OBl i j e N
p?j(t): ZleNf[Tiz]W[ml]ﬁ, if j ;

0, otherwise

where 7;; is a heuristic value, 7;; is the pheromone trail value, o and 3 are two parameters which
determine the relative influence of the pheromone trail and the heuristic information, and NF is

the feasible procedures of the k-th ant when beginning at node 3.

Updating the pheromone: After all the ants have completed an iteration, the pheromone trails
are updated as follows:
Tmax

Tt +1) = [(1 = p)ig(t) + ATS™ (1)

Tmin
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where p is the evaporation rate, comprised between 0 and 1, AT}}G“

laid by the k-th ant on the path visited. ATZB-eSt is defined as follow:

is the quantity of pheromone

Aoty = 4 (sPH (1)), if (i,5) € s"(t)

i .
0, otherwise

where gPest

is the best-so-far solution, which is the best solution found during the current iteration
or the global-best solution found by the k-th ant. F' represent the fitness function that is used to
assess the quality of the solution found by the ant. In our ACO baseline, we define it as

_ fituse(S) + fitfrag(S) + fitcost(S)

B 3

F(S)

EXP3. To answer RQ3, we evaluate the usefulness of our approach, GSC, over IOT schedules
generated by SES Techcom’s IOT engineers. We obtained the test configurations and the IOT
schedules created by the engineers for the most recent IOT campaign conducted by SES Techcom
on November 7, 2023. Additionally, we acquired the original satellite passes used by the engineers

to develop their schedules.

For the comparison, we executed our tool, GSC, 50 times using the same configurations and
satellite passes as the engineers. In EXP3, we compared the cost, span, and number of slots
required to execute the schedules generated by GSC and those created manually by the engineers.
Furthermore, we assessed the average execution time for GSC to generate a set of schedules and

compared it to the time reported by the engineers for creating their schedules.

5.4.4 Parameters Setting

We configured the hyperparameters for the search problem as follows: the population size is set
to 200, the mutation rate to 0.2, the crossover rate to 0.8. Additionally, reference directions for
half the population size are generated according to the Riesz s-energy principle [170]. These
parameter values follow the guidelines present in the literature [171]. The termination condition
of the approach is set according to the number of fitness function evaluations performed. To
deduce the most efficient number, we conducted 25 initial experiments, each terminating at
150,000 fitness functions’ evaluations, and monitored the evolution of the SP and HV metrics. We
observed that, on average, after 50,000 fitness evaluations, the metrics did not show significant
improvement. Therefore, we set the stopping conditions of our approach to 50,000 fitness function
evaluations. Additionally, we constrain the approaches to a maximum time limit of one hour to

ensure that no single run exceeds a reasonable duration.

Nonetheless, we note that those hyperparameters could be further tuned to increase the perfor-
mance of our approach, however, the results obtained with the described values are sufficient
and convincingly support our analysis. Therefore we do not report further optimizations of those

parameters.
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Table 5.1: Comparing GSC and RS Pareto front using the Hypervolume (HV), Spread (SP), and
Generational Distance (GD) quality indicators.

Metric p-value 12112 Mean GSC Mean RS
SP 5.65e-3 1.0 1.50 0.0
Hv 5.65e-3 1.0 0.131 0.0
GD 1.73e-17 1.0 8.49e-3 3.42e-1
Cost Fitness Fragmentation Fitness Resource Usage Fitness
1.01 1.01 1.0
0.81 0.81 0.81
w 0.61 v 0.61 . v 0.61
4 4 4
£ £ £ :
0.41 % 0.41 0.4
0.21 0.21 0.21
0.01 0.01 0.01
GSC RS GSC RS GSC RS

Figure 5.4: Comparing the GSC, GSR, and RS in terms of fituse, fitfrag, and fitcost

5.4.5 Experiment Results

RQ1. Table 5.1 compares the sets of schedules obtained by each method after 50 runs of each
approach, in terms of their quality indicators. The table indicates that the solutions found by
GSC (i.e., its Pareto front) are of significantly better quality than the solutions found from RS.
Indeed, for each comparison, the p-values are lower than 0.05, and the Ay values indicate large
effect size (12112 > 0.5), which supports the hypothesis that the first distribution is significantly

greater than the second distribution.

Figure 5.4 compares the distributions of the three fitness functions’ values (see Section 5.3.3), for
each set of solutions obtained after 50 runs of each approach. The results show that GSC (resp.
RS) reaches a fitness of 49.5% (resp. 37.1%) for fitcost, 60.4% (resp. 73.1%) for fitfrag, and 30%
(resp. 0%) for fituse. Those results indicate that in terms of fitness, GSC finds solutions that
are more cost-effective (better fitcost) compared to RS, and finds schedules that improve on the
test resource usage fitness function (better fituse). In terms of fituse, we note that the antenna
resource usage cannot be calculated when schedules are not feasible which explains why the
average fitness value fituse is 0 for RS. This also explains why the second fitness function (fitfrag)

is higher for RS than for GSC, as when schedules are infeasible, there exists some overlap between
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Figure 5.5: Comparing the progression of the constraint violation for GSC and RS.

the different test procedures, therefore this may tend to a better fragmentation as infeasible test

procedure may be very close to each other or overlapping, thus presenting less gap between them.

To further analyse how GSC and RS handle infeasible schedules, Figure 5.5 compares the
progression of average and minimum constraint violations over 50 runs of GSC and RS. The
results show that on average, GSC can find a first feasible schedule candidate after seven iterations
and, on average, all schedules become feasible after seven iterations. On the contrary, RS obtains
schedules with, at best seven conflicts and the schedules display on average 24 conflicts at each

iteration.

The answer to RQ1 is that our approach, GSC, significantly outperforms RS in generating
schedules for IOT campaigns. In particular, RS cannot generate schedules that do not violate

the constraints imposed by the scheduling problem.

RQ2. Figure 5.6 compares the non-dominated solutions obtained after 50 runs of ACO described
in EXP2, and our approach GSC. The figure shows that for the fitness functions fitcost, fitfrag,
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Cost Fitness Fragmentation Fitness Resource Usage Fitness
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Figure 5.6: Comparing GSC and ACO in terms of (a) fituse, (a) fitfrag, and (a) fitcost
and fituse, GSC obtains, on average a score of 0.49, 0.60, and 0.30, respectively. In contrast, for
the same fitness functions, ACO obtains, on average, a score of 0.23, 0.25, and 0.17, respectively.

Table 5.2: Comparison of the average number of iterations performed and feasible schedules
obtained after 50 runs of the GSC and ACO.

Method Iterations (Average) # Feasible Schedules (Average)
GSC 250 38
ACO 13 1

Additionally, Table 5.2 compares the number of iteration performed, and number of solutions
(i.e., feasible schedules) obtained on average for 50 runs of GSC and ACO. Each approach run
was constrained to one hour to ensure a fair comparison. The table indicates that GSC, with a
population of 200 candidate schedules, performs an average of 250 iterations, equating to 50,000
fitness evaluations. In contrast, ACO, with a population of 20 ants, performs an average of 13
iterations, resulting in 260 fitness evaluations. Furthermore, the figure shows that GSC yields an

average of 38 equally viable schedules, whereas ACO produces a single feasible schedule.

Those results indicate that GSC’s ability to perform more fitness evaluations allows it to explore
the search space more thoroughly within a limited time frame. Additionally, by producing
a greater number of equally viable solutions, GSC enables practitioners to conduct trade-off

analyses.

The answer to RQ2 is that our approach, being more time-efficient, allows for a more thorough
exploration of the search space. This results in our approach outperforming ACO in terms of
the fitness of the solutions found. Additionally, unlike ACO, our approach produces several

equally viable schedules, enabling practitioners to perform trade-off analyses.
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Figure 5.7: Comparing the span, cost, number of slots, fitcost, fitfrag and fituse of the our GSC
against manually crafted schedules.

RQ3. We compare the schedules generated by our approach, GSC with the reference schedules
provided by SES Techom (see Section 5.4.3). Figure 5.7 presents a comparative analysis of the
distribution of schedule spans, costs, and the number of slots between the generated schedules
and the reference schedule. Furthermore, Figure 5.7 illustrates the distribution of fitness values
obtained from 10 runs of GSC, compared to the calculated fitness of the reference schedule. The
figure indicates that the average cost for the generated schedules is 25,657, with an average span
of 11 days and 32 slots. In comparison, the reference schedule has an average cost of 35,342, a
span of 15.38 days, and 37 slots. This represents an average reduction of 27% in cost, 28% in

span, and 13% in the number of slots compared to the manually crafted schedule.

Furthermore, the figure shows that, for fitcost function, generated schedules have an average
fitness of 53%, compared to an average of 8.3% for the reference schedule. This represents an
increase of approximately 538% in the average fitness, indicating that the generated schedules
are significantly more cost-effective. Regarding fitfrag, the average fitness is approximately 60%,
compared to 60.9% for the reference schedule. This indicates that, on average, our method is
equally effective in minimizing the amount of context switching required from engineers. Finally,
for fituse, the average fitness is approximately 29%, compared to 20.8% for the reference schedule.
This represents a 39.42% increase in the efficiency of antenna resource usage for the generated

schedules compared to the reference schedule.

107



CHAPTER 5. TEST SCHEDULE GENERATION FOR ACCEPTANCE TESTING OF
MISSION-CRITICAL SATELLITE SYSTEMS

The answer to RQ3 is that the schedules generated by our approach are significantly more
cost-effective, with shorter schedule spans and fewer slots. They also maintain comparable or
better performance in terms of fragmentation and resource usage efficiency compared to those

generated by expert engineers.

5.4.6 Lessons Learned

To further assess the practical usefulness of our approach, we reached out to three IOT engineers
at SES Techcom to obtain feedback on our work and discuss possible improvements. The three
engineers are currently working on IOT systems. One is a senior manager with several years
of experience, while the other two are junior engineers currently in charge of IOT projects. All

three engineers have previously handcrafted test schedules for IOT campaigns.

Following the evaluation of our tool conducted for RQ1 and RQ3, we provided it to the engineers.
We began by presenting a detailed demonstration, explaining our approach’s usage and the
impact of its various parameters. Subsequently, the engineers were given a period of four hours to
familiarize themselves with our implementation and utilize it to generate IOT schedules they had
previously crafted manually. After this familiarization period, we conducted in-depth interviews
to gather their feedback, focusing on the implementation’s usability, the quality of the generated
schedules, and their perspectives on integrating the implementation into their workflow. Overall,

the experts’ interviews highlighted three key takeaways from our work.

Efficiency of schedule generation. All three engineers acknowledged that the generated
schedules are more conveniently arranged than those they thoroughly handcrafted. This observa-
tion aligns with our findings in RQ1 and RQ3, where we concluded that the procedure schedules
and slot schedules generated by our approach outperform their handcrafted counterparts across
all metrics, including fitness. Additionally, the engineers highlighted that the ability to generate
schedules in an automated manner, is a significant advantage, as it requires a fraction of the
time required for creating such schedules manually, and the automation of the scheduling process

reduces the likelihood of human errors.

Multiple schedules enable tradeoff analysis. Engineers highlighted that receiving several
schedules in a short time frame could significantly impact their operations. Specifically, they
stated that this capability allows for quick adaptation to changing conditions (e.g., bad weather
forecast, unavailability of equipment or personnel) during testing and better alignment with
the needs of specific test campaigns. For example, some IOT campaigns require minimum
fragmentation, even if it comes at the expense of cost. Having multiple equally viable schedules
enables trade-off analysis for these varying needs and thus is beneficial. Additionally, one of the
junior engineers mentioned that schedules with a shorter span could minimize the risk of issues
arising during test campaigns, due to the test procedures being concentrated in fewer days, as

described in Section 5.2.
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Room for improvement. The senior engineer and one junior engineer noted that while
the generated schedules are highly efficient, there is potential for further improvement. They
mentioned that the reconfiguration time overhead between two test procedures is currently fixed
but is largely dependent on the time required to reposition the antenna. This overhead can be
reduced by selecting test procedures where the satellite positions at the end of one procedure
and the start of the next are relatively close to each other. Furthermore, they suggested that the
schedules could exhibit greater “diversity”, by increasing the spread of the final set of generated
schedules. This could enhance the variety of schedules available to the engineers to choose from.
Finally, they proposed adding additional constraints and requirements, such as formalizing the
notion of risk associated with a schedule and incorporating it as one of the objective functions.
According to their explanation, the risk of a schedule is mainly defined by the consecutive period
during which the hardware is used. This means that executing many tests consecutively over a
short period represents less risk than executing them separately over a longer time period. This
notion is already partially covered by our second fitness function, fitfrag, but formally introducing
it as an objective for our approach could be beneficial for practitioners. They also suggested
introducing the concept of priority, suggesting that performing certain test procedures earlier
than others may be beneficial. Therefore, future research could focus on improving our approach

to account for those requirements.

5.4.7 Threats to Validity

Internal validity. The primary internal threat to validity is the potential presence of hidden
variables that may weaken the relation between the results obtained for the different approaches.
To minimize this impact, we evaluated each approach using the same parameter settings.
Additionally, we disclose all the configurations and share our experimental data to ensure

reproducibility.

External validity. The primary threat to external validity is the potential lack of generalizability
of our results to other contexts. This threat can be further divided into two aspects: (1) the extent
to which our approach can be applied to systems different from our case study, and (2) whether
similar benefits observed in our case study can be replicated in different contexts. For the first
aspect, we thoroughly described the IOT requirements in Section 5.2.2, which are necessary
for our approach to be applicable. As long as any IOT context meets these requirements, our
approach remains applicable. These requirements are based on generic IOT campaigns, which
are relevant to many satellite systems. Regarding the second aspect, although our case study was
conducted in a representative realistic setting, additional case studies are required to validate
our approach. However, we note that our tool is currently being used by practitioners, providing

further confirmation that our approach may be applicable in various IOT contexts.
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5.5 Related Work

Operational acceptance testing. Most research on acceptance testing focuses on on acceptance
testing for agile software development methodologies (e.g., SCRUM) and User Acceptance Testing
(UAT) [172, 173, 174, 175, 176, 177]. However, few works in the literature focus on test case
scheduling of Operational Acceptance Testing (OAT) [11]. A notable work in this field was
proposed by Shin et al. [138], where they developed a methodology to automate test case
prioritization for Cyber-Physical Systems (CPS) acceptance testing. Their method accounts for
time budget constraints, uncertainty, and hardware damage risks posed by the sequential execution
of test cases. Unlike their approach, our work studies OAT in the context of mission-critical
satellite systems, which accounts for different factors, such as antenna utilization, operational

cost and context switching.

Test case prioritization. A research strand closely related to our topic is test case prioritization,
which has been widely studied in the literature, especially in the topic of software regression
testing [178, 179, 180, 181]. Nevertheless, the research strand that most closely aligns with
our work concerns the prioritization of test cases with respect to resource constraints. Many
of those techniques consider test execution time as the primary resource to be used for the
prioritization process, with other objectives being based on the source code of the software under
test. For example, Arrieta et al. [139] proposed a weight-based multi-objective search algorithm
that prioritizes test cases for configurable CPSs, within each system configuration in order to
optimize the testing process, considering the test execution time and the success rate of the tests
at hand. Wang et al. [141] proposed a multi-objective search-based approach that prioritizes test
cases in CPSs considering the execution time of the test cases as well as the hardware resource
requirements. Arrieta et al. [140] proposed a search-based approach that prioritizes test cases
for CPS product lines, aiming to optimize the testing process cost-effectively. This approach
focuses on reducing fault detection time, simulation time, and the time required to cover both
functional and non-functional requirements. However, these works prioritize test cases without
addressing scheduling challenges, as the tests are executed sequentially without considering
resource availability. Additionally, they do not account for conflicts between candidate test cases,

nor the availability of operators, making these approaches not directly applicable to our work.

Test case scheduling for satellite-systems The research strand that most closely aligns
with our work is the satellite control resource scheduling problem (SCRSP), more specifically,
the sub-problem of Ground Measurement and Control Resource Allocation (GMCRA). This
research strand addresses the allocation of ground resources for satellite control and measurement
activities. For instance, Marinelli et al. [142] introduced a Lagrangian heuristic algorithm for
satellite range scheduling with resource constraints. By framing the problem at hand as a sequence
of maximum weighted independent set problems on interval graphs, Marinelli et al. [142] applied
a Lagrangian relaxation to schedule satellite communication requests from a ground station to
the Galileo GNSS constellation. Zhang et al. [143], Gao et al. [144], Wu et al. [145], and Zhang
et al. [143, 146, 147] proposed ant colony optimization-based algorithms which take into account
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the task interval constraints, resource availability constraints, and satellite constraints to provide
efficient scheduling solutions. However, none of these approaches are directly applicable to our
problem because they do not fully address the specific constraints and requirements of scheduling

IOT test procedures.

5.6 Conclusions

In this chapter, we presented an approach for generating IOT test schedules, including procedure
schedules and slot schedules, for operational acceptance testing of mission-critical satellite systems.
Our approach, based on a multi-objective search algorithm, allows practitioners to efficiently
generate schedules while satisfying objectives related to test resource usage, operational costs,
and context switching. We evaluated our approach using industry test cases from SES Techcom,
specifically for the IOT campaigns of the Galileo GNSS constellation. Our results indicate that
our approach effectively addresses the IOT scheduling problem and outperforms an approach
based on ant colony optimization. The generated schedules show an average cost reduction of
538% compared to manually created schedules, while maintaining low context switching and

improving test resource efficiency by 39.42%.

Interviews with engineers highlighted additional benefits of our approach, such as reducing
human error in test schedule generation through automation, simplifying schedule creation (with
implementation taking less than one hour compared to a full workday for manual schedules),

and enabling trade-off analysis by providing multiple viable schedules.

Engineers also suggested enhancing our approach by increasing the diversity of generated schedules
and incorporating additional constraints, such as risk and priority. Future work will focus on
integrating these aspects and addressing the need for more diversity. Additionally, we plan
to apply our approach to a broader range of study subjects, including multiple antennas and

different constellations.
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Chapter 6

Conclusion & Future Works

6.1 Conclusion

In this dissertation, we addressed the challenges in generating test data and schedules for complex

network systems.

We first proposed the test data generation methods for Software-Defined Network (SDN) systems.
We presented FuzzSDN, a Machine Learning-guided fuzzing method for testing SDN systems.
Further, we presented SeqFuzzSDN, a learning-guided fuzzing method for testing stateful SDN
controllers. Both methods were empirically evaluated on popular State-Of-The-Art (SOTA) SDN
controllers, ONOS and RYU.

We evaluated FuzzSDN on several synthetic SDN systems controlled by either one of the two
SOTA SDN controllers. Our results indicate that FuzzSDN is able to generate effective test
data that cause system failures and produce accurate failure-inducing models. Additionally, we
compared SeqFuzzSDN against our extended versions of three SOTA methods for testing SDN
controllers, which served as baselines in our evaluation. Our results show that SeqFuzzSDN
significantly outperforms the baselines by generating effective and diverse tests (i.e., sequences of

control messages), that cause the system to fail, and by producing accurate EFSMs.

Finally, we addressed the problem of generating test schedules Specifically, we presented a method
for generating test schedules, for acceptance testing of mission-critical satellite systems. Our
method, based on a multi-objective search algorithm, allows practitioners to efficiently generate
schedules that satisfy managing constraints related to test resource usage, while minimizing

antenna reconfiguration overhead, operational costs, and context switching.
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CHAPTER 6. CONCLUSION & FUTURE WORKS

We evaluated our test schedule generation method using industry test cases from SES Techcom,
specifically for the In-Orbit Test campaigns of the Galileo GNSS constellation. Our results indicate
that our approach effectively addresses the problem while satisfying constraints and outperforms
commonly used Ant-Colony algorithms. The generated schedules show an average cost reduction
of 538% compared to manually created plans, while maintaining low context-switching and

improving test resource efficiency by 39.42%.

Additionally, interviews conducted with practitioners highlighted the benefits of our method
for generating test schedules, such as reducing human error in test schedule generation through
automation, simplifying schedule creation (with implementation taking less than one hour
compared to a full workday for manual schedules), and enabling trade-off analysis by providing

multiple viable plans.

6.2 Future Works

In Chapter 3, we focused on employing Machine Learning (ML) algorithms to guide the fuzzing
of Software-Defined Network (SDN) control messages. Therefore, we introduced FuzzSDN, an
approach aimed at generating comprehensive sets of test data and learning failure-inducing
models that describe the conditions under which the system is likely to fail. A natural extension
of this work, as proposed in the final section of Chapter 3, is to extend our FuzzSDN framework
by accounting for the stateful nature of SDN systems. In Chapter 4, we introduced SeqFuzzSDN,
a method that employs a fuzzing strategy guided by Extended Finite State machines (EFSMs)
to efficiently explore the space of states of the SDN controller under test, generate effective
and diverse tests (i.e., message sequences) to uncover failures, and infer accurate EFSMs that

characterize the sequences of control messages leading to failures.

Regarding our work described in Chapters 3 and 4, future work should focus on validating the
applicability of both FuzzSDN and SeqFuzzSDN by testing these frameworks on a broader set of
case studies involving various SDN controllers. Additionally, conducting more user studies will

help confirm the results’ generalizability.

Furthermore, the method proposed in Chapter 4 introduces new challenge related to scalability in
inferring EFSMs. We addressed this challenge in SeqFuzzSDN by developing a sampling approach,
aiming at minimizing information loss. However, a more robust solution would involve using the
entire dataset at each iteration, rather than a sampled dataset for inferring EFSMs. Therefore, a
viable future direction would be to devise a learning technique that will allow SeqFuzzSDN to learn
stateful models incrementally, addressing scalability issues in inferring EFSMs. This poses new
challenges due to the complexity of continuously updating and maintaining complex dependencies

between states and transitions, without losing any of the previously learned information.
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6.2. FUTURE WORKS

In addition to the works proposed in Chapter 3 and Chapter 4, we proposed in Chapter 5 a
method for generating procedure and slot schedules for acceptance testing of mission-critical
satellite systems. As noted by the practitioners, future prospects for this work include enhancing
our method by increasing the diversity of generated schedules and incorporating additional
constraints, such as risk and priority. Future work will focus on integrating these new demands.
Additionally, we plan to apply our method to a broader range of study subjects, including

multiple antennas and different constellations.
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Appendix A

Appendix

A.1 Additional Results for RYU Study Subject

A.1.1 Results for RQ1

In EXP1, when ONOS is replaced with RYU, Figure A.1.1 corresponds to Figure 4.5. It shows that
SeqFuzzSDN achieves a sensitivity of 49.18% on the message sequences leading to both success and
failure (referred to as the combined S+F dataset) and 63.37% on the message sequences leading
only to failure (referred to as the combined F dataset). Specifically, SeqFuzzSDN achieves, on
average, a sensitivity of 60.92% on the SeqFuzzSDN S+F dataset and 90.0% on the SeqFuzzSDN
F dataset, 5.04% on the FuzzSDN¥ S+F dataset and 0.00% on the FuzzSDN¥ F dataset,
63.87% on the BEADS” S+F dataset and 82.56% on the BEADS” F dataset, and 66.89% on the
DELTA® S4+F dataset and 80.91% on the DELTA® F dataset.

Figure A.1.1 also shows the average EFSM sensitivity for RYU, for FuzzSDN¥, BEaps”, and
DELTA® | respectively, of 26.18%, 11.96%, and 5.43% on the combined S+F dataset, and 25.0%,
3.71%, and 1.67% on the combined F dataset. More specifically, using the SeqFuzzSDN S+F
dataset (and the SeqFuzzSDN F dataset), these three baselines achieve, respectively, on average,
sensitivities of 0%, 20.41%, and 4.87% (and 0%, 0.67%, and 3.20%). Regarding the FuzzSDN¥
S+F dataset (and the FuzzSDN¥ F dataset), these three baselines achieve, respectively, on
average, sensitivities of 92.29%, 1.51%, and 2.26% (and 100%, 0%, and 0%). For the BEADS”
S+F dataset (and the Beaps? F dataset), these three baselines achieve, respectively, on average,
sensitivities of 0%, 18.05%, and 0% (and 0%, 11.50%, and 0%). Lastly, when using the DELTA®
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Figure A.1.1: Comparing the sensitivity of the EFSMs generated by SeqFuzzSDN, FuzzSDN¥,
BeADs”, and DELTA® | the five plots in each row display the sensitivity of the corresponding tool.
The first four columns represent the sensitivity of the EFSMs assessed using the test dataset
containing message sequences generated by each tool. Sensitivity is assessed using message
sequences that lead to both success and failure, denoted by (S+F), and only failure, denoted by
(F). The last column represents the sensitivity assessed using all datasets generated by the four
tools. The boxplots (25%-50%-75%) show the distribution of sensitivity over 10 runs of each tool
in EXP1 (RYU).

S+F dataset (and the DeLTA” F dataset), these baselines achieve, respectively, on average,
sensitivities of 0%, 14.24%, and 19.44% (and 0%, 0%, and 6.67%).

Figure A.1.2 compares (a) the NCD scores of the message sequences, (b) the number of unique
failure-inducing paths in the EFSMs, and (c) the number of message sequences leading to failure,
which are obtained from 10 runs of SeqFuzzSDN, FuzzSDN¥, BEaps”, and DeLTA” for our
RYU study subject. Figure A.1.2a shows that SeqFuzzSDN achieves a higher NCD score, with
an average of 0.997, compared to those of the baselines. Figure A.1.2b shows that, on average,
SeqFuzzSDN was able to infer an EFSM containing 6 unique loop-free paths that lead to failure,
which is significantly higher than the others. From these results, similarly to our ONOS study
subject, we found that SeqFuzzSDN generates more diverse sequences of control messages that

exercise a larger number of state changes compared to the baselines.

However, Figure A.1.2c shows that FuzzSDN® generates a larger number of message sequences
(an average of 141) leading to failure compared to the other tools, while SeqFuzzSDN generates,
on average, 76 message sequences leading to failure, thus outperforming BEADS” and DELTAY .
As with our ONOS study subject, even though FuzzSDN¥ outperforms SeqFuzzSDN in terms
of number of failures, recall from Figure A.1.2a and Figure A.1.2b that FuzzSDN¥ generates
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Figure A.1.2: Comparing (a) the NCD scores of the message sequences, (b) the number of
unique failure-inducing paths in the EFSMs, and (c¢) the number of message sequences leading
to failure, all obtained from SeqFuzzSDN, FuzzSDN¥, Beaps”, and DELTA”. The boxplots
(25%-50%-75%) show the distribution of each metric over 10 runs of each tool in EXP1 (RYU).

message sequences that are less diverse and exercise significantly fewer number of state changes
compared to SeqFuzzSDN. Furthermore, as described in Section 4.3, SeqFuzzSDN aims to
generate a balanced number of message sequences that lead to success and failure, rather than

focusing solely on the latter.

A.1.2 Results for RQ2

Figure A.1.3 compares SeqFuzzSDN and SeqFuzzSDN™V® with regard to the execution times per
iteration for the fuzzing, learning, and planning steps over a time budget of 3 days, for our RYU
study subject. Similarly to Figure 4.8, the bar graph shows the average execution times taken by
SeqFuzzSDN and SeqFuzzSDNN¥ for the fuzzing, learning, and planning steps at each iteration,
based on 10 runs of EXP2 for RYU.
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Figure A.1.3: Comparing the execution time per iteration for the fuzzing, learning, and planning
steps of SeqFuzzSDN and SeqFuzzSDNV$ within a 3-day time budget. The execution times
shown in this figure are the average values observed over 10 runs of EXP2 (RYU).

The results show that the fuzzing time per iteration remains constant at around 70 minutes for
both SeqFuzzSDN and SeqFuzzSDNY? | indicating that the fuzzing step is independent of the
tool used. For the planning step, Figure A.1.3 shows that the planning time does not exceed
150 minutes in both SeqFuzzSDN and SeqFuzzSDNY. Figure A.1.3 also suggests that, for
SeqFuzzSDNVS | the time required to learn an EFSM increases exponentially with each iteration
due to the growing size of the dataset fed to MINT. Furthermore, we observe that, as opposed
to our ONOS study subject, the learning time for SeqFuzzSDNY9 does not reach the upper
learning limit of 12h, but grows from under 1 minute to above 150 minutes. This finding aligns
with the literature [110, 133, 109], as inferring EFSMs is a complex problem that scales poorly
with larger input sizes. In contrast, the results for SeqFuzzSDN indicate that the time required
for inferring an EFSM (i.e., the learning step) remains below 20 minutes due to the application
of the sampling technique. Thus, based on the results shown in Figure A.1.3, we can further
conclude that applying the sampling technique enables SeqFuzzSDN to overcome the scalability

issues associated with the complexity of learning EFSMs.

Furthermore, Table A.1.1 presents the statistical test results for the distributions of sensitivity,
diversity, and coverage (described in Section 4.3) achieved by SeqFuzzSDN and SeqFuzzSDNV9
after 10 runs of EXP2, using the Wilcoxon Rank-Sum test [134] with an « value of 0.05, for
our RYU test subject. On average, SeqFuzzSDN (resp. SeqFuzzSDNY*) achieves a sensitivity
of 55.3% (resp. 53.4%), a diversity of 0.9976 (resp. 0.9975), and a coverage of 0.5866 (resp.
0.8248). We observed that the differences in sensitivity (p = 0.18) and diversity (p = 0.7) are
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Table A.1.1: Statistical significance analysis using the Wilcoxon Rank-Sum test for sensitivity,
diversity, and coverage results obtained from 10 runs of EXP2 (RYU).

Metric Average Average p-value Statistical
(SeqFuzzSDN) (SeqFuzzSDNY9) Significance
(a0 =0.05)

Sensitivity 0.553 0.534 0.385 Not Significant

Diversity 0.9976 0.9975 0.987 Not Significant

Coverage 0.5866 0.8248 0.0023 Significant
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Figure A.1.4: Boxplots (25%-50%-75%) representing the distributions of time taken in minutes
for the fuzzing, learning, and planning steps of SeqFuzzSDN. This figure includes the times
observed over 10 runs of SeqFuzzSDN with 1, 2, 4, 8, and 16 switch configurations controlled by
RYU.

not significant, while the difference in coverage (p = 0.002) is. The results indicate that the use
of the sampling technique does not negatively impact the sensitivity of the generated EFSMs
nor the diversity of the generated message sequences, on our RYU test subject. However, the
coverage achieved by SeqFuzzSDN has significantly improved, suggesting that, similarly to our
ONOS test subject, the states in the EFSM are explored more thoroughly.

A.1.3 Results for RQ3

Figure A.1.4 presents the distributions of execution times (25%-50%-75% boxplots) for the
fuzzing, learning, and planning steps of SeqFuzzSDN, obtained from EXP3. These execution
times were measured using the five study subjects in EXP3, which consist of 1, 2, 4, 8, and 16
switches controlled by RYU. As shown in Figure 4.9, the execution time taken for the fuzzing
step is, on average, 203 minutes for the 1-switch configuration, 60 minutes for 2 switches, 70
minutes for 4 switches, 95 minutes for 8 switches, and 109 minutes for 16 switches. The learning
step took, on average, 10 minutes for the 1-switch configuration, 3 minutes for 2 switches, 9
minutes for 4 switches, 2 minutes for 8 switches, and 1 minute for 16 switches. The planning
step took, on average, 44 minutes for the 1-switch configuration, 31 minutes for 2 switches, 47

minutes for 4 switches, 28 minutes for 8 switches, and 33 minutes for 16 switches.
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