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Preface

From May 11 to 13, 2023, approximately 40 lawyers convened in Berlin
to discuss the latest developments in the law of investment screening and
related legal instruments, which are increasingly summarized under the
umbrella of Open Strategic Autonomy. Given the complex geopolitical and
geoeconomic circumstances that shape the current trade and investment
environment, the conference The Age of Open Strategic Autonomy dealt
with the legal strategies that the European Union employs to keep up with
its strategic partners and rivals. The majority of the attendees were early
career scholars and practitioners who offered a fresh perspective on this
dynamic area of the law. The conference was organized under the auspices
of the CELIS Institute, an independent non-profit, non-partisan research
enterprise dedicated to promoting better regulation of foreign investments
in the context of security, public order, and competitiveness. It was gener-
ously sponsored by leading law firms Blomstein and Freshfields.

Jonas Fechter and Janosch Wiesenthal
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Politicization and Securitization of the 5G Rollout:
What Role for International Economic Law?

Iryna Bogdanova

China’s ambition to become a global leader in emerging and foundational
technologies, which is partly channelled through state-led industrial efforts
such as “Made in China 2025”, prompted a strong response from other
states. These developments coincided in time with the rollout of the 5G
infrastructure, surrounded by the controversy over the involvement of
Chinese technology companies in the process. In this global context, politi-
cization and securitization of the 5G rollout seem almost unavoidable. This
outcome emanates not only from the vivid geopolitical tensions but also
from the nature and economic implications of 5G that give rise to various
types of national security risks.

This being set as a context, the chapter explores the role of internation-
al economic law in preventing geopolitically induced restrictions and in
providing companies with a right to question their legality and to seek re-
dress. The chapter proceeds in three parts. To set the stage for a subsequent
discussion, the first part describes the 5G standard, its implications for
the economy and relevant national security risks. Following this, the focus
shifts to a discussion of the recent policies pursued by various states and
aimed at restricting Huawei and other Chinese-based technology compan-
ies from participating in the 5G rollout. In the third part, these recent
restrictions are analysed against the background of the respective obliga-
tions under international investment and WTO agreements. Finally, the
possibility to justify such policies on national security grounds is examined.
The conclusion recapitulates whether international economic law effectively
constrains states from pursuing their policies, when the subject matter
becomes securitized or politicized.
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Iryna Bogdanova
A. 5G: economic implications of its rollout and relevant national security risks

5G - the fifth generation of cellular networks — is not only the ne\itl gen-
eration of mobile cellular system but also “a big paradigm shift”. Th,c
5G rollout would offer increased speed, reduced latency (the netwo.r.ks
response time), and greater bandwidth (drastically increasing the7 ability
to handle many more connected devices than previous networks).j Tl?esc
characteristics allow us to talk about three distinctive cases of apphcatu'm:
enhanced mobile broadband (enabling larger data volumes and enhanimg
user experience), massive machine-type communication (enabling.the In-
ternet of Things”), and ultra-reliable and low-latency communication (en-
abling autonomous vehicles and robotic-enabled remote surgery).? o

The economic implications of the 5G rollout are far-reaching: 5(;.15
not only the next generation of cellular networks but also “the essential
technological component in the digital transformation of socie’ty and the
economy in the most advanced countries over the next decade”.* Analysts
have argued that the 5G rollout “holds the key to shaping the future f)fprac-
tically every industry by drastically transforming the way machines interact
and function”’ Corroborating this view, the 5G Automotive Assoc1at1(.)n
(5GAA) stated in its recent white paper that “5G will be a game-changer for
architecting future automotive industry services.”®

5G infrastructure will be of a considerable importance that surpasses the
role played by any digital infrastructure of the past.” As a result, 5G and ‘the
infrastructure required for it to function are labelled by states as a “critical
technology” and “critical infrastructure” respectively.® In this regard, r‘ec_ent
G7 Leaders’ Statement emphasized the need to build “resilient critical infra-
structure” and for this purpose “to assess political, economic, and other
risks of a non-technical nature posed by vendors and suppliers.”

1 Liyanage/Ahmad/Abro/Gurtov/Ylianm’la/Nguycn/Brunstrom/Grinnemo/TahcrL p. 31
(31).

2 Duffy. i et s

3 Dahlman/Parkvall/Skéld, p. 1 (1-6); Liyanage/Ahmad/Abro/Gurtov/Ylianttila/Nguy-
en/Brunstrom/Grinnemo/Taheri, p. 31 (32 et seq.).
Robles-Carrillo Telecommunications Policy 2021, 1 (3).

5 Poliakine.

6 5GAA Automotive Association, p. 13.

7 Friis/Lysne Development and Change 2021, 1174 (1181). o N

8 Some even argue that “5G networks will be the most critical infrastructures we have
ever seen.” Ibid. .

9 G7 Leaders’ Statement on Economic Resilience and Economic Security, 2023.
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Politicization and Securitization of the 5G Rollout

Considering that the building of 5G network requires “massive capital
investment”,'0 and that cost efficiency plays a significant role for the mobile
operators,'! the alleged government subsidization of Chinese tech compan-
ies, mostly Huawei,2 which brings the prices for its 5G equipment signific-
antly down,” should be viewed as a positive development. Yet, the opposite
is the case: states increasingly prohibit Chinese tech companies (Huawei
and ZTE) from participating in their 5G infrastructure projects. What are
the risks that compel states to introduce these restrictions? The answer
to this question lies in the nature of the 5G network and in the nature
of Chinese tech companies. Furthermore, existing and potential risks are
further exacerbated by the growing great-power rivalry over technological
superiority.!4

Security of 5G is multifaceted: experts have already acknowledged that
it would be necessary to guarantee security at access, infrastructure, and
service level.” Aside from the complex technical solutions,'® security at
each of these levels entails: (i) governments’ responsibility to guarantee
access to the future 5G infrastructure, (i) security of infrastructure from
various risks, including cyber-attacks, and (iii) security of the commercial
and private data exchanged over the network. These risks, which require
different mitigation strategies, play a significant role in the governments’

10 Poliakine.

11 “[...] the cost efliciency, which represents the economical aspect of the 5G system,
must be increased in order to guarantee mobile operator’s revenue.’ Liyanage/Ah-
mad/Abro/Gurtov/Ylianttila/Nguyen/Brunstrom/Grinnemo/Taheri, p. 31 (36).

“[...] Huawei reports receiving hundreds of millions of dollars in government grants
every year, including more than US$220 million in 2018. It also has a US$100 billion
line of credit from Chinese state-owned banks that enables it to offer financing to
customers at below market interest rates”” Grotto Global Asia 2019, 15.

“Huawei’s prices are typically at least 30 percent lower than those of its competi-
tors, benefitting from generous Chinese government direct and indirect subsidies.”
Rubin/Martinez/Dow/Puglisi, p. 30; Nakashima.

As the technological gap between China and other states has significantly decreased
and against the background of China’s ambitions to become a global leader in innov-
ative technologies, the United States is actively engaged in the policies that disrupt
international trade and investment flows in advanced technologies between it and
China. Anthea Roberts and others argue that the US actions can be grouped into
three categories: shielding (protection of domestic technological knowledge), stifling
(actions to inhibit the strategic competitor's capacity) and spurring (stimulation of
technological innovation). Roberts/Moraes/Ferguson JIEL 2019, 655.

Liyz\nage/Ahmad/Abro/(}urtov/Ylianttila/Nguyen/Brunstrom/Grinncmo/’l'ahcri, p-
31 (36 et seq.).
16 1Ibid.
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Iryna Bogdanova

calculations on whether to allow Chinese entities to participate in the 5G
rollout or not.”

To guarantee access to the future 5G infrastructure, states should be
convinced that the equipment suppliers would not sabotage its functioning.
This risk has been described in the EU coordinated risk assessment of the
cybersecurity of 5G networks as follows: “Lack of access controls: a subcon-
tractor with administrator’s privileges on the network performs adverse
action, leading to confidentiality/integrity and/or availability breach. The
subcontractor’s action may be due to a legal requirement imposed by a
third country or rogue behaviour of the contractor’s staff’!8

In the current global context, the possibility to exercise control over
the functioning of the foreign state’s 5G infrastructure can be potentially
utilized as a means of coercion, giving rise to a phenomenon known in
international relations literature as a “weaponized interdependence”.” In
this regard, the testimony of James Andrew Lewis before the United States
Senate Committee on the Judiciary succinctly summarizes the essence of
the concerns regarding the use of Chinese-supplied 5G equipment: “The
issue is not whether one trusts the Chinese company, but whether one trust
the Chinese government.”20

Talking about the cybersecurity risks to the 5G infrastructure, Roxana
Radu and Cedric Amon conclude that along with the availability of the 5G
networks, other most pressing 5G threats are the compromise of confiden-
tiality (spying on traffic and data circulated) and integrity (modifications
or alterations of traffic and information systems).2! The ability of 5G to
connect billions of new devices augments these risks: successful espionage
efforts can potentially expose vast amounts of data, including commercially

17 For example, EU coordinated risk assessment of the cybersecurity of 5G networks
released in 2019 enumerates all these types of risks. EU coordinated risk assessment
of the cybersecurity of 5G networks, 2019.

18 Ibid, p. 25.

19 Henry Farrell and Abraham L. Newman argued that global networks generate “en-
during power imbalances among states”, and these asymmetric network structures
“create the potential for ‘weaponized interdependence’, in which some states are
able to leverage interdependent relations to coerce others” Farrell/Newman Interna-
tional Security 2019, 42. This possibility is not merely hypothetical: since recently,
China has been emulating Western instruments of economic statecraft, including
instruments of economic coercion, and showed its willingness to use them. Gao
Raess/Zeng/Bogdanova/Wang, p.160.

20 Lewis, p. 4.

21 Radu/Amon Journal of Cybersecurity 2021, 1.
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Politicization and Securitization of the 5G Rollout

sensitive and private data, to foreign governments and industry competit-
ors. This is not hard to imagine considering the reported instances of
cyber espionage, ransomware attacks and cyber-attacks targeting critical in-
frastructure, some of which were allegedly state-sponsored,*? and the lack of
binding international norms regulating the behaviour of state and non-state
actors in the cyberspace?’. For example, a devastating SolarWinds cyberat-
tack — dubbed as “a huge cyber espionage campaign™* - compromised
“about 100 companies and about a dozen government agencies’, including
the Department of Justice, the Department of Treasury, and the Cyberse-
curity and Infrastructure Security Agency entrusted with the function of
protecting federal computer networks from cyberattacks.?

The risks of compromise of confidentiality and integrity are further
exacerbated by the nature of 5G. The 5G is a software-driven network
and as Tom Wheeler, former chairman of the US Federal Communications
Commission, observed: “5G may be the last physical network overhaul in
generations as upgrades will now be only a matter of replacing software and
low-cost, commodity components.”?® Given that 5G networks are defined
and managed by software, the vendors who would continually update and
patch them “will have persistent access to the network’s most sensitive
operations and functionality?” Seen from the technical perspective, safety
assessment of the 5G equipment aimed at detecting undesired features or
their future emplacement is worthless, especially when malicious function-
ality can be easily installed at a later stage through a software update.”®
Given this, trust plays a decisive role in choosing 5G equipment supplier.?”

A growing number of states are wary of allowing Chinese companies o
participate in their 5G networks. There are a number of reasons for this.
First, the relationship between the Chinese Communist Party and Chinese-
based companies, which has been vividly described by Andrew Grotto with
the following words: “the Chinese government considers Chinese compan-

22

Bogdanova/Vasquez Callo-Miller EJIL:Talk! Blog of the European Journal of Inter-
national Law 2021.

23 Bogdanova/Visquez Callo-Miiller Vanderbilt Journal of Transnational Law 2021, 911.
24 Bing.

25 Temple-Raston.

26 Wheeler.

27 Grotto Global Asia 2019, 14.

28 Lysne/Elmokashfi/Nagelhus Schia/Gjesvik/Friis, p. 9; Friis/Lysne Development and
Change 2021, 1174 (1183).
29 Ibid.
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ies to be extensions of the state, whether a company likes it or not”jj‘“
magnifies the existing 5G security concerns. Another stumbling block for
building trust between Chinese tech companies and foreign governments i‘s
the National Intelligence Law of the People’s Republic of China (2017)."
which requires Chinese citizens and companies to cooperate with the
Chinese intelligence agencies® and assist them in their intelligence work™.

Talking about Huawei’s designation as a “high-risk vendor”, the reasons
behind this can be succinctly summarized as follows: unclear ownership
structure, potential affiliation with the Chinese military and long-standing
espionage allegations.* Thus, concerns regarding Chinese companies’ par-
ticipation in the 5G projects can sprout from different roots. .

Considering the risks associated with the 5G rollout and the nature of
Chinese tech companies, both factors which could not be easily mitigated.
and against the background of the geo-political tension between the United
States and China, the participation of Chinese vendors in 5G infrastructure
became securitized or politicized?®,

B. Government policies on Chinese companies’ participation in the 5G rollout

Against the background of these diverse risks emanating from the 5G
rollout, consisting of a mixture of national security, economic and societal
considerations, governments have been evaluating the long-term effects of
the security of their 5G infrastructure. These evaluations result in different
policy responses — some states introduce blanket bans on Chinese com-
panies’ participation in their 5G networks (e.g., Australia), others prefer

30 Grotto Global Asia 2019, 13.

31 National Intelligence Law of the People’s Republic of China.

32 Wheeler.

33 Nakashima.

34 In a similar vein, Gregory Moore contends that “it is Huawei’s business model, the
nature of the Chinese Communist Party, and the legal relationship between Huawei
(and potentially any Chinese company) and the Chinese state that create a potential
security problem for nations that do 5G business with Huawei.” Moore, Journal of
Chinese Political Science 2022, 151.

35 “[...] 5G and Chinese suppliers were securitized. The topic was elevated from the
realm of ordinary politics and treated as an emergency, thus legitimizing extraordi-
nary countermeasures.” Friis/Lysne Development and Change 2021, 1174 (1175).

36 “[...] every major issue associated with 5G networks has become politicized.” Eurasia
Group, 2018.
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risk-based government policies (e.g., the EU) and some allow their tele-
communications service providers to make their own procurement choices
(e.g., Switzerland). It should be noted that the prevailing majority of the
restrictions against Chinese companies in the context of the 5G rollout
target Huawei, a Chinese-based company that is not only one of the largest
global network equipment makers but also one of the primary holders of a
significant share of the 5G standard essential patents.?’

I. Explicit bans on Chinese suppliers’ participation in 5G

Since 2018, a growing number of states have either explicitly banned Hua-
wei or taken other regulatory steps to exclude Huawei from their 5G
networks.*® For example, the Five Eyes intelligence sharing network -
composed of Australia, Canada, New Zealand, the United Kingdom, and
the United States - has an uncompromising stance on the issue of Huawei
and its participation in their 5G networks. Australia’s ban on Huawei was
a harbinger of the future trend: in 2012, following a number of events,
including cyberattacks targeting Australia and originated presumably from
China, the Australian government prohibited Huawei from its National
Broadband Network,* and in 2018, by labelling Huawei and its equipment
as an unacceptable security risk, Australia formally banned it from its 5G
network??. A few months later, New Zealand followed suit.*! Other states
have not remained idle either.

The United States has been voicing concerns regarding Huawei, its links
with the Chinese government and military as well as potential risks of espi-
onage and sabotage that emanate from the use of Huawei’s equipment as
early as 2012.*? These concerns were expressed in a report on Huawei and
ZTE Corporation released by the US House of Representatives Permanent
Select Committee on Intelligence.* It should be noted that back then these

37 1bid.

38 Sacks.

39 Peng JIEL 2015, 449.

40 BBC News, Huawei and ZTE.
41 CNBC.

42 Gallagher.

43 US Congress, House Permanent Select Committee on Intelligence, Investigative Re-

port on the US. National Security Issues Posed by Chinese Telecommunications
Companies Huawei and ZTE, 2012.
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concerns fell on deaf ears, and the lack of any response only reinforced the
decline of the US telecommunications equipment industry.**

However, as the testing of the 5G technologies started, the US govern”
ment began enacting various types of restrictions against Huawei. Starting
from 2017, the US government implemented policies aimed at restricti‘ng
the use of Huawei equipment: first, it was prohibited to use Huawei equip-
ment in certain Department of Defence networks, and later this prohibition
was extended to all US federal agencies.*> Furthermore, federal agencies
were prohibited from entering into a contract with an entity that uses
equipment, systems, or services provided by Huawei and several other
Chinese companies.#® Later, the government funded the replacement of the
existing Huawei equipment in the US networks, which has been widespread
mostly in the rural areas of the country.#

In March 2020, the Secure 5G and Beyond Act of 2020 was signed into
law.* The Act requires the President, in consultation with the relevant
federal agencies, to develop a strategy to secure and protect 5G as well
as future generations of wireless communications systems in the United
States and support US allies when it is needed.* That same month, the
White House released the National Strategy to Secure 5G, which sets as
its core priorities management of the supply chain risks and addressing of
the risk of ‘high-risk’ vendors in 5G infrastructure.’® The accompanying
implementation plan was announced in 2021.5!

In parallel to these developments, in the course of the last years, the
United States engaged in multifaceted efforts to exclude Huawei from its
telecommunications networks, for example by prohibiting certain transac-

44 Six key factors caused the collapse of the US telecommunications equipment indus-
try: decline in private-sector R&D spending, restricted private-sector funding and
development timelines, lack of federal government prioritization, avoidance of geo-
political competition in strategic technologies, federal government aversion to indus
trial policy and division of responsibility between economic and security-focused
organizations. Rubin/Omar Loera Martinez/Dow/Puglisi, p. 27.

45 Gallagher, p. 12.

46 Ibid.

47 “In March 2020, Congress [...] created a program to “rip and replace” untrusted
equipment in U.S. networks (P.L. 116-124), and later appropriated $1.9 billion for the
program (P.L. 116-260, §901).” Ibid.

48 Secure 5G and Beyond Act of 2020, Public Law 116-129, 134 Stat. 223-227.

49 Ibid.

50 The National Strategy to Secure 5G of the United States of America, March 2020.

51 National Strategy to Secure 5G Implementation Plan, January 6, 2021.
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tions involving foreign-owned information and communications techno-
logy and services,” and to hinder Huawei’s technological capacity by tight-
ening export restrictions.>> The vast majority of these US policies declare
that they pursue two objectives: to increase the security of the US networks
and secure supply chains for information and communications technology
and services.>* For the United States, it is not only about the protection of
communications networks but also about maintaining technological edge
in an ongoing race with China for technological superiority.”® In other

words, the United States might significantly benefit from the first-mover
advantage if it deploys 5G network rapidly.>®

The United Kingdom allowed Huawei to provide equipment for the
“non-core” parts of the country’s 5G network before 2020.%” In other words,

52 On May 15, 2019, President Trump issued Executive Order 13873 thu.xt p\.‘OhlbltS vari-
ous transactions involving foreign-owned information and communications technol-
ogy and services (ICTS) if Commerce, in consultation with other'execunvc branch
agencies, determines that (i) such transactions involve 1CTS designed, developed,
manufactured, or supplied by persons or entities owned by, con?irolled by, or S‘Tb_led
to the jurisdiction or direction of a foreign adversary; and if (ii) sucb tr"““sa"t“.o'ns
present an undue risk of sabotage or subversion to ICTS in the. IUnlt_eq States; an
undue risk of catastrophic effects on the security or resiliency of cr?tlcal mt@str&;tur]t;
or the digital economy in the United States; or unacceptable risk to stna;l(;/?:a
security or the security and safety of US persons. Exec. Order No. 1382 g0 . ’ic‘;);
15, 2019, Securing the Information and Communications Technology and Service
Supply Chain, 84 Fed. Reg. 22689. ; -
Pu‘rgut;nt to the Executivbc Order 13873 the Department of Commel"ce \sstxeci' f;ell;l\lfs
ant regulation in January 2021, which creates a new process to l'(-‘\-’lt?W tr“ulsj\\:e_b )
involving information and communications technology and ser\me:s on a cas - 2’0
case basis. The new rule — known as Supply Chain Rule - allows L?lll‘?lérL:,<
cither block a transaction, if it involves “foreign adversaries and ‘pgsexlltrsh;:‘[\l(l)\(
“undue or unacceptable risks”, or negotiate risk-mitigat:mn m{easure]s. ! e'}:;ld .
Commerce. Securing the Information and Communications rl?chno;;by AHCH ;
Supply Chain, 86 Fed. Reg. 4909 (03/22/2021) (codified at 15 C.ER. 7).
Mulligan/Linebaugh. i
For e%(ample, Excﬁutivc Order 13873 declared a national emergency “'g‘?rd'i“s vthe.
threat that emanates from "the unrestricted acquisition or use In .thc United States
of information and communications technology or services de%lg‘{l}et}» dt‘\\'e}(f}‘t‘}y
manufactured, or supplied by persons owned by, comro]lcd)b)’jsr‘ su ;%chl 10} Kt')un.sk-l
diction or direction of foreign adversaries" In May 2022, President 1 elxll;(;x} m‘u}e{
the national emergency declared in Executive Order l387§ for (?“c_yh“', ‘.‘ €04 Jolvsy
Notice on the Continuation of the National Emergency with Respect to Securing the

Information and Communications Technology and Services Supply Chain, 2022.
Harrell, p. 1; Lewis, p. 8.

Ibid.

7 Brooks.

vl 0
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ding to which the network iq

the regulators followed the standard accor ke < is
lthough the usefulness of

divided between “core” and “non-core” parts, a
this division in the context of 5G is questioned by ex . 4
in 2020, the tide turned: the United Kingdom decided to term‘ma[c ite
cooperation with Huawei and as a result, 5G infrastructure alread‘)’ installed
has to be removed by 2027.? Security arrangements, for t.he most Part. the
country's participation in the Five Eyes intelligence sh.armg, net\york,_ and
close political affinity with the United States could explain this rapid Shl“.-'”
Canada joined similarly-minded political allies in May 2022 by banning
Huawei and ZTE from its 5G networks,®! a move that hasj been already
described as a “long-awaited decision™®?. Acknowledging Chm'ese compan.
ies' alleged dependence from their state apparatus and the risks inhereny

in a potential breach of Canada’s telecommunications sup}.’l}./ d}‘dm, the
“it intends to prohibit Canadian

perts.’® However,

Canadian government announced that _
telecommunications service providers from deploying Huawei and 2T}
products and services in their 5G networks”.®* For this reason, the exist
ing 5G equipment and services provided by these companies should be
removed or discontinued by 28 June 2024.%4

Japan banned government purchases of telecommunications products
from Huawei and ZTE Corp.®® According to media reports, this led to
the decision of the country's main mobile carriers not to use Huawei equip
ment in the 5G rollout.®°

58 “The next generation of mobile networks will also blur the traditional distinction
between the radio access network (RAN), consisting of base stations and antennas
that handle the radio frequency (wireless) portion of the network, and the core
portion, including central switching and transport networks that carry large amounts
of data traffic. This is because the architecture of 5G pushes a lot of what would be
formerly core functionality out to the “edge” of the network, with big implications tor
5G network security” Eurasia Group (n 36).

59 Gold.

60 Radu/Amon Journal of Cybersecurity 2021, 1 (12).

61 Innovation, Science and Economic Development Canada.

62 Carvin.

63 Innovation, Science and Economic Development Canada.

64 Ibid.

65 Reuters.

66 Kharpal.
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II. Risk-based policies, including implicit bans on Chinese suppliers’
participation in 5G

When the European Commission drafted the 5G Action plan in 2016, the
idea of excluding certain suppliers from the 5G rollout had not gained trac-
tion yet.%” This comes as no surprise: a 2020 study of the equipment u?ed
by European mobile operators revealed that first, “[i]n 15 of 31 countries,
more than 50 % of the 4G RAN [radio access network] equipment comes
from Chinese vendors” and second, “48 % of the 4G RAN equipment in
the 31 countries comes from Chinese vendors™.% These results confirm t;l'klit
Chinese equipment was widely used in the previous generation of mo Le
networks, and it was probably expected that the 5G rollout would not be
any different.

The subsequent shift in the EU’s position on this matter has be,e.n 1e'ﬁ?e£
by its aspiration to “de-risk” from the potential threats to the crlt‘lca G;HTYhe
structure against the backdrop of geopolitical tensions with Chmal'( b o
reasons for this is the acknowledgement that security of Sq ne”t\j(l)or Stlger_
essential importance for “the strategic autonomy of the Union ' Fsufrrade
more, the EU’s cooperation with the United States under thf EU—I{ ategic
and Technology Council which reflects the new policy of “Open Ztrliufsi—
Autonomy” has contributed to this shift.”! Recently, the unprovoke e
an war against Ukraine and the problematic energy dependence I'nl:le even
form of dependency that involves a potential political rival unbear}il o
as a thought72 In light of this, the risks associated with the 5G rofio

, P a] geo-political
its future functioning are further exacerbated by the global geo-p
tensions.

) ~ inal.

67 European Commission, 5G for Europe: An Action Plan, .(,OM.(2016) 588 fi

68 Strand Consult, Understanding the Market for 4G RAN in Eulope-] asizes the _

69 The European economic security strategy released in June 2‘923 Sn Lmti\ndS that “the
“[tlo increase the security and resilience of 5G networks™ an rb r States, includ-
5G Toolbox establishes a set of measures to be applied by all thn;ufre\ this security
ing measures to restrict or exclude high-risk suppliers. Furl(' tdf thest’: sl
strategy urges “Member States that have not yet ‘fully appfel t(‘) the European
high-risk suppliers to do so without delay.” Joint (4O"Imu""“'tmgm“omic Security
Parliament, the European Council and the Council on “European )
Strategy”, JOIN(2023) 20 final. )

70 Robles-Carrillo Telecommunications Policy 2021, 1 (5 et seq.). i Jtratespy/priorities

71 EU-US Trade and Technology Council, https://ec.europa.eu/nyl f))» n;il in
-20l9—2()24/str0nger—europe-world/eu-us—trade-and-technolog)w( uncil_en.

72 For a similar view, please see Cerulus/Wheaton.
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At the Union level, the following steps were undertaken: in March 2019,
the European Commission issued Recommendation 2019/534 and oblig-
ated Member States to carry out a risk assessment of the 5G network infra-
structure,” based on the Member States’ input a coordinated European risk
assessment was conducted and the relevant report was released in October
2019, which was followed by the release of ‘Cybersecurity of 5G networks:
EU toolbox of risk mitigating measures’ (EU toolbox of risk mitigating
measures)’,

Among various types of security threats, the EU coordinated risk assess-
ment of the cybersecurity of 5G networks highlights supplier-specific vul-
nerabilities.” In particular, it has been emphasized that the risk profiles of
individual suppliers can be assessed on the basis of several factors, among
which the most essential is “[t]he likelihood of the supplier being subject to
interference from a non-EU country.””” Furthermore, it has been emphas-
ized that “[t]his is one of the key aspects in the assessment of non-technical
vulnerabilities related to 5G networks.”7® In order to overcome the risks as-
sociated with high-risk vendors, the EU toolbox of risk mitigating measures
proposes to assess the risk profile of suppliers and apply restrictions for
suppliers considered to be high-risk.” Besides, it is recommended that the
EU Member States exchange best practices on their national frameworks
for assessing suppliers' risk profiles.® In this way the concept of a “high-risk
vendor” has been engrained, thus allowing EU Member States to exclude
the companies that possess national security risks from their respective
markets. The European Economic Security Strategy released in June 2023
emphasizes the need to increase the security and resilience of 5G networks
and urges Member States to use the 5G Toolbox and fully implement
measures against high-risk suppliers without delay.®!

It should be noted that the implementation of the EU-wide rules on
the 5G rollout is constrained by the indistinct delimitation of competences

73 European Commission, Commission Recommendation (EU) 2019/534 of 26 March
2019 Cybersecurity of 5G networks, O] L 88, p. 42-47.

74 EU coordinated risk assessment of the cybersecurity of 5G networks, 2019, p. 1-33.

75 Cybersecurity of 5G networks: EU toolbox of risk mitigating measures, 2020.

76 EU coordinated risk assessment of the cybersecurity of 5G networks, 2019, p. 22-23.

77 1Ibid.

78 Ibid.

79 Cybersecurity of 5G networks: EU toolbox of risk mitigating measures, 2020, p. 12.

80 Ibid.

81 European Economic Security Strategy JOIN(2023) 20 final.
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between the EU and its Member States when it comes to the 5G techno-
logy.8? This has resulted in different approaches to the Chinese companies’
participation in the national 5G projects among the EU Member States.
For example, a number of EU (and non-EU) Member States signed with
the United States Memorandums of Understanding (MoU), which among
other things stipulate their desire to exclude suppliers who lack transparent
ownership and are subject to foreign influence from their 5G networks.®*
Other EU Member States such as Germany and Italy are more hesitant
to exclude Chinese suppliers from their domestic 5G networks.$* Strand
Consult recently reported that “some of Europe’s largest operators have
purchased and deployed Chinese 5G equipment in their networks after
20207 This division in the EU Member States’ approaches has been
underlined in the first EU toolbox implementation report: only part of
the Member States — fourteen states — confirmed that their national risk
evaluation frameworks include assessment of the non-technical factors such
as the origin of suppliers or the risk of interference into 5G networks from
third countries.® The most recent implementation report issued in June
2023 re-affirmed that some states not only failed to introduce restrictions

against high-risk vendors but also failed to adopt required legislative frame-
works enabling them to do this.?

82 “Security in 5G networks is not defined as an EU competence in the Treaties. Nor is it
a competence held entirely and exclusively by its Member States. Actually, 5G security
materially and transversally concerns different areas in which the EU has competence
and areas that fall within the competence of the States. But, in particular, it affects
the main core of the EU’s action, which is the internal market, in three main areas:
1) The legal regime for electronic communications; 2) The provisions on the security
of networks and information systems; and 3) The latest regulations on cybersecurity.
According to the Council and the European Commission, this corpus of rules is

currently the main basis for EU action on 5G." Robles-Carrillo Telecommunications
Policy 2021, 1 (6).

83 Cerulus.
84 Larsen.

85
86
87

Strand Consult, The Market for 5G RAN in Europe.
NIS Cooperation Group, Report on Member States’ Progress, p. 17.
NIS Cooperation Group, Second report on Member States’ Progress, p. 6 et seqq.
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IIL. No restrictions on the use of Chinese suppliers in 5G rollout

South Korea’s position on the use of Huawei equipment in its 5G networks
is ambivalent. As John Hemmings accurately points out the “technology
cold war” between the United States and China “puts South Korea squarely
between its main security provider and its main trading partner”™® In
other words, a strong desire to avoid any confrontation with the main
security and trade partners defines South Korean policies on Huawei and
its role in the country’s 5G infrastructure. South Korea did not impose any
restrictions on the use of Huawei-produced equipment or services in its 3G
networks, thus triggering a discussion on “digital entanglement” as a policy
pursued by China in the region.8?

The issue of Huawei and its participation in the 5G rollout was also
discussed in the Swiss Parliament (Bundesversammlung). In March 2019,
a group of parliamentarians submitted a formal request (Interpellation) to
inquire more information on the issue from the Swiss Federal Council,”"
which functions as the executive body of the federal government and the
collective head of state. In its response, the Federal Council expounded on
four aspects: (i) the US government did not present any evidence regarding
alleged espionage allegations; (ii) global market of telecommunications is
increasingly dominated by the United States and China, and while it is ad-
visable for Switzerland not to take sides in the increasing tension between
the two, the Swiss population and economy should be protected from
various types of cybersecurity risks and this should be achieved through
the relevant cybersecurity regulation; (iii) for the construction of their tele-
communications networks, the Swiss telecommunications service providers
procure the corresponding technologies and services by themselves and for
this purpose select equipment offered by suppliers available on the market:
(iv) in view of the high investments for the development and production of
corresponding network components, only a few globally active companies
can operate on this market and resulting dependencies on such equipment
suppliers affect all countries and are hardly avoidable.! At present, Switzer-
land did not introduce any restrictions or prohibitions targeting Chinese

88 Hemmings, p. 1.
89 Lee/Rasser/Fitt/Goldberg. A
90 Regazzi, F, Interpellation: Huawei und die Herausforderungen von 5G. Risiken und

Chancen fiir die Schweiz, 2019.
91 Ibid.
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telecommunications systems and digital infrastructures.”
Brazil partners with Huawei to build its 5G infrastructure?® with other

counties in thé region also being interested in the cheap 5G equipment
provided by Chinese vendors.” . el
As numerous states shore up legislation and administrative actions
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central and eastern Europe. %6
In its turn, Huawei, as the company bearing financial and reputational

costs deriving from the prohibitions on its participation in the 5G rollout,
seized the opportunity of calling into question the legality of such restric-
tions. Towards this end, the company initiated administrative proceedings
and disputes at the domestic and international levels.””

C. Restrictions on Chinese companies’ participation in the 5G rollout and

international economic law

anies, mainly Huawei, raised to a prominence as one of
ppliers of the 5G equipment, in part, thanks to Chinese
t support took different forms: eco-
1ancing, low interest

Chinese tech comp
the major global su
government support.”® This governmen
nomic support (e.g., government subsidies, export fir

92 SWI swissinfo.ch.

93 Pham.

94  Myers/Montenegro.

95  Eurasia Group, 2020.

96 Lee/Rasser/Fitt/Goldberg, p. 1.

97 Bogdanova, WTI working paper no. 01/2023, 1.
98 Rubin/Omar Loera Martinez/Dow/Puglisi, p. 30.
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loans etc.), regulatory measures (e.g., guaranteed access to the CI}infSC
market), and political support (e.g., active participation in standard setting
bodies).? The existing international economic order did not function asfl.
constraint for the aforesaid policy actions, although some states voiced thell
concerns regarding these policies.

In this part, the analysis will focus on proving the thesis that the
existence of substantive legal norms and institutional dispute settlem‘t‘m
is incapable of constraining individual states or groups of states from im-
plementing policies that undermine international economic order if the

interests at stake are securitized/politicized as it is the case with the 5G
rollout.

L. WTO law

L. WTO as a rule maker

At least since 2018, China raised an issue of restrictions excluding Chinc:‘sc
companies’ participation in the 5G networks at the WTO. It started ?vlﬂj
China’s proposal to discuss Australia’s actions restricting the use of 5G
equipment produced by Huawei and ZTE — “discriminatory market access
prohibition on 5G equipment” - at the Committee on Market Access in Oc-
tober 2018.100 During this meeting, China’s representative argued that Au.s-
tralia introduced origin-based prohibitions on Chinese telecom products in
violation of its commitments under Art. I:1 (Most Favoured Nation, MFN),
Art. X (Publication and Administration of Trade Regulations), and Art. XI
(General Elimination of Quantitative Restrictions) of the GATT 1994..“‘1
The Australian representative contended that the government's objective
was to strengthen the security of Australia's telecommunications netW(.)r.ks.
and towards this end, additional requirements applied, which were origin-
neutral and did not exclude Chinese suppliers.©2

99 Ibid. . ‘ N
100 WTO, Committee on Market Access, Minutes of the Committee on Market Access
October 2018.
101 Ibid.
102 Ibid.
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The issue was later discussed during the Council for Trade in Goods
meetings in November 2018!°* and in April 2019.1°4 The Australian delegate
insisted that there was no import prohibition on equipment originating
from abroad and that the measure was not targeted at a particular country
or supplier; however, it was highlighted that a new security obligation “to
do their utmost to protect networks and facilities from unauthorized access
and interference” was imposed on carriers, carriage service providers, and
carriage service intermediaries.'”> The issue was also discussed at the Coun-
cil for Trade in Services.!06

In 2021, China brought the issue of Sweden’s restrictions on Huawei’s
participation in their 5G networks to the attention of the Council for
Trade in Goods.'” Recently, in April 2022, Belgium’s draft law introducing
additional security measures for the provision of mobile 5G services W
labelled by China as a special trade concern and included in the Council
for Trade in Goods agenda. % As of now, all these restrictive measures have
escaped review under the WTO dispute settlement mechanism.

These discussions at the various WTO Committees demonstrate that
in theory ambiguously-formulated rules enshrined in the various wTO

Agreements might be breached by the countries that restrict market access
to Chinese tech companies, Huawei and ZTE.

2. WTO as alitigation forum and national security exceptions

Chinese tech companies can lobby its government to initiate a dlSPu.te
before the WTO. Any such dispute would unavoidably bring about the dis-
cussion of national security exceptions embedded in several WTO Azgree(;
ments. Art. XXI of the GATT 1994 and similar exceptions in the GATS. a}l:

the Agreement on Trade-Related Aspects of Intellectual Property Rig t.S
(TRIPS) contemplate a number of security exceptions. The national s.e-Cl.“;
ity exception that allows WTO Members to take unilateral trade-restrictiv

103

- N . - ~ il for Trade
WTO, Council for Trade in Goods, Minutes of the Meeting of the Councl
in Goods 12 and 13 November 2018.

e 3, 2019.
104 WTO, Council for Trade in Goods, Proposed Agenda, Doc. G/C/W/763
105 1Ibid.

e ~eneral Council,
106 WTO, Annual Report of the Council for Trade in Services to the General Co
WTO Doc. S/C/60, 2020.

= e . G 1
107 WTO, Report of the Council for Trade in Goods, WTO DOL.. (f/L/ljl(xa: 22%2’2
108 WTO, Report of the Council for Trade in Goods, WTO Doc. G/L/1463, 2022.
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Mmeasures is embedded in Art. XXI(b)(iii) of the GATT 1994 (GATS and
TRIPS have similar provisions) and it reads as follows:

Nothing in this Agreement shall be construed:

[..] (b) to prevent any Member from taking any action which it considers
nhecessary for the protection of its essential security interests

[] (iii) taken in time of war or other emergency in international rela-
tions.

In Russia - Traffic in Transit, the WTO panel interpreted this clause for
the first time and for this purpose introduced a framework to analyse the
invocation of the national security justification. The panel distinguished
between objective and subjective elements of the national security clause:
the prerequisite “taken in time of war or other emergency in international
relations” was interpreted as an objective element!?® that operates as a
“limitative qualifying clause™!0, This objective element not only requires an
objectively established existence of war or other emergency in international
relations but also the coincidence in time of trade-restrictive measures
and such events,!! According to the panel report, the WTO Member’s
determination of the subjective elements of the national security exception
= a determination of “essential security interests” and the necessity of such
Mmeasures (“necessary for the protection”) - should be reviewed against
the background of the principle of good faith.""> For this reason, a WTO
Member should articulate its essential security interests “sufficiently enough
to demonstrate their veracity”.13 Furthermore, the element “necessary for
the protection” requires a minimum degree of plausibility between trade-
restrictive measures and their ability to contribute to the protection of
declared security interests.!14

In October 2018, Qatar requested consultations with Saudi Arabia con-
cerning measures that in its view violated the TRIPS Agreement,"” and

109 WTO, Panel Report Russia — Measures Concerning Traffic in Transit, WT/
DS512/R, para. 7.101 (Panel Report Russia ~ Traffic in Transit).

110 Ibid, para. 7.65.

111 Ibid, para. 7.70.

112 1bid, para. 7.132. and para. 7.138.

113 Ibid, para. 7.134.

114 Ibid, para. 7.138.

115 WTO, Saudi Arabia — Measures Concerning the Protection of Intellectual Property
Rights, Request for Consultations by Qatar, WTO Doc. WT/DS567/1 1P/D/40, 4
October 2018.
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which were a part of the broader efforts to isolate Qatar instituted by its
neighbouring countries in June 201711 In the dispute that followed, the
panel, in order to assess whether respondent has properly invoked national
security clause of Art. 73(b)(iii) of the TRIPS Agreement, abide by the ana-
Iytical framework developed by the panel in Russia — Traffic in Transit."’

In the most recent WTO disputes, panels reached similar conclusions.

For example, the panel in US - Origin Marking (Hong Kong, China) con-
cluded:

The grammatical structure of Article XXI(b) as discerned from the text,
thus, suggests that what is in the subparagraphs is not subject .tO t'he
invoking Member's own determination but is instead subject to objective
determination by a panel. The role of the subparagraphs, thus, WOl.ﬂd
be to circumscribe (and limit) the circumstances in which the invoking

) . X ion
Member may take action which it considers necessary for the protectio
of its essential security interests.!!8

In other words, the panel in US - Origin Marking confirmed .th‘dt the
subparagraph “taken in time of war or other emergency in internat.lonal re-
lations” is subject to an objective determination by the WTO aded”lcat_olrs' "

In Russia - Traffic in Transit, the panel equated the term “waf W,l,tl %‘a
armed conflict,'” while defining “emergency in international relaho.ns as r
situation of armed conflict, or of latent armed conflict, or of helgh‘tenea
tension or crisis, or of general instability engulfing or .su‘rrourldlz;ifs
state”?0 In a more recent report in US - Steel and Aluminium Pro
(Switzerland), the panel observed that:

[...] the reference to “war” informs the meaning of “emergency mhl-i;lelz—l

national relations” as part of the circumstances “in time Of w ;ntial

Member may act under Article XXI(b) for the protection of }‘ts ess. ey

security interests. In particular, the Panel considers that an en‘_?.lg qust

in international relations” within the meaning of Article XXI(b)(iii) o
116 BBC News, Qatar Crisis.

. . : { Intellec-
117 WTO, Panel Report Saudi Arabia — Measures Concc"mmg the PI.O,K;E:;O\::-M appeal
tual Property Rights, WT/DS567/R and Add.l, (dispute termina
pending), para. 7.241. ) s, China),
118 WTO, Panel Report US - Origin Marking Requirement (H‘)’;f ,ﬁ‘;ﬁled on 26
WT/DS597/R, circulated to WTO Members on 2‘l Decenllbt‘l’ 2022, ap}
January 2023, para. 7.89, (Panel Report US - Origin Marking)-

119 Panel Report Russia - Traffic in Transit (n 109), para. 7.72.
120 Ibid, para. 7.76.
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be i " . S or
, if not equally grave or severe, at least comparable in its gravity

severi “ » . P . . s 121
€rity to a “war” in terms of its Impact on international relations.

The panel in US - Origin Marking further clarified that “the emel‘gcn.c'v
[em?rgency in international relations] does not necessarily have to origin-
ate in the invoking Member's own territory and bilateral relations but
could happen more broadly in relations among a wider group of WTO
Members 122 Additionally, the panel elucidated that “the further removed
that a situation is from war or comparable threat to international peace and
security, the more explanation a respondent would usually need to Pro"idc
as to why a given situation is close to the breakdown in relations between
tWo or more countries, or Members, in the sense of Art. XXI(b)(iii)."**

{\nalysis of this case law demonstrates that the possibility to justify re-
strictions against Chinese companies’ participation in the 5G rollout under
the WTO national security exceptions is significantly constrained by the
ijective prerequisite “taken in time of war or other emergency in interna-
tional relations”. In particular, a WTO Member that is willing to invoke the
national security exception to justify its actions should be able to establish
several elements: it should be demonstrated that (i) a “war” or “other
emergency in international relations” existed; (ii) this particular emergency
gave rise to security interests, — “i.e., defence or military interests, or main-
tenance of law and public order interests”, for a WTO Member relying
:Pon a national security exception; and (iii) the restrictive measures were
“taken in time” of such emergency.

Despite the enormous potential of the technology companies such as
Huawei and ZTE to engage in acts of cyber espionage, cyber theft and
unauthorized interference in the users’ privacy and even possibility to com-
pletely undermine functioning of the 5G infrastructure, restrictive measures
imposed against such companies might potentially fall short of being justi-
fied under the WTO national security exception as it is formulated and
applied by the WTO adjudicators.

121" WTO, Panel Report, United States - Certain Measures on Steel and Aluminium
Products, WT/DS556/R, circulated to WTO Members on 9 December 2022, ap-
pealed on 26 January 2023, para. 7.157.

122 Panel Report US - Origin Marking (n 118), para. 7.307.

123 Ibid, para. 7.312.
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11. International investment agreements (11As)!24

1. lAs as standard setters

Iy 2020, the Swedish Post and Telecom Agency auctioned licensing rights
i the 3.5 GHz and 2.3 GHz bands for the upcoming Swedish 5G network.
Iyt order to participate in this auction, authorized mobile network operators.
were prohibited from using equipment sourced from Huawei.” Huaw.el
made several attempts to overturn this decision at the Swedish domestllc
courts.* On the last day of the year 2020, after Huawei failed in domestic
courts,'”” the company submitted a written notification to Sweden and
requested negotiations to reach an amicable solution.?¢ Being unable to
find such a solution, Huawei initiated an ICSID arbitration based on tbe
(-hina-Sweden BIT (1982, amended in 2004) in January 2022.1% This dls,-
pute appears to be the first case to question the legality of a country $
decision to restrict Huawei from its domestic 5G network, even though
in 2019, Huawei was threatening arbitration proceedings against the Caech
Republic.10

Turning to the substance of the legal claims before the invest.or-S'tate
tribunal, according to Huawei, Sweden violated the following Obhgam;ns
under the China-Sweden BIT: (i) fair and equitable treatment (FET) un e;
Art.2(1); (il) national treatment standard, which is incorporated tbr(')l?g
the operation of the MEN clause contained in Art.2(2); (iii) prohibition
of expropriation and nationalization under Art.3, and hence, Huawel 15
entitled to full reparation.! i

Art. 2(1) of ths China-Sweden BIT reads as follows: “Each Contr,admtg
State shall at all times ensure fair and equitable treatment to Hs ek

t S t )eSs: 1 yilatera 1l\\t\t‘ll€l“
reaties and Y bila
' ‘ S deCClllen[g cover wo t pes: ( )
D! ( ) s with investment })I()Vlbl()nb.
25

f S st for Arbitration,
Huawei Technologies Co., Ltd. v. The Kingdom of Sweden, Request IC
2022.

126 Ahlander/Mukherjee.
127 1bid. - ic Intent, 2020.
128 Huawei Technologies Co., Ltd. v. The Kingdom of Sweden, Notice on At

. g Sase No. ARB/22/2).
129 Huawei Technologies Co., Ltd. v. Kingdom of Sweden (ICSID Case
130 Hepburn/Peterson.

F g est itration,
131 Huawei Technologies Co., Ltd. v. The Kingdom of Sweden, Request for Arbitration
2022.
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‘ _ andard is in-
The MFN clause, through which the Nhational treatment standar:

i $rients
Corporated according to Huawei’s submission, stipulates that “[1]nvebf”gf;lw
by investors of ejthey Contracting State in the territory of the Othelr that
tracting State shall not be subjected to a treatment less favourable than na-
accorded to investments by investors of third States™3 In Su‘bst?ncz;tors
tional treatment requires contracting parties to extend to foreign 1nv i £
cast as favourable as the treatment they aCcouthc
their nationa] investors in the “ljke” circumstances.!36 In th?r_ Wolrd:,;cen
National treatment ensures equality of competitive opportunities 7? e et
National and foreign investors,137 Commentators observe that at‘tent }mol‘t‘
investors to inyoke MEN clauses to argue that such clauses gI;”; other
favourable substantive provisions, which host states have accorqe‘ ,?qctice-
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132 Agreement on the mutual protection of investments between the Kingdc

‘ dc{:ii and the People's Republic of China (China-Sweden BIT).

133 UNCTAD, Fair and Equitable Treatment, p: 22.
134 Ibid,

135 Art.2 (2) China-Sweden BIT.

136 UNCTAD, National Treatment.
137 Ibid.
138 Esmé,
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not taken place™ It is expected that the essence of the legal claim under
this provision would be an argument that actions of the Swedish regulator
constituted an indirect expropriation. The existing case law exemplifies that
different types of measures can give rise to the claims of expropriation,
including regulatory measures.!40

Without making any attempts to predict the outcome of this investor-
state dispute, it is reasonable to assume that these legal claims have some

merit and might give a ground for the tribunal to rule that Sweden
breached its international obligations.

2. Investor-state arbitration as a litigation forum and national security as an
exception

In the context of possible investor-state disputes initiated by Huawei, it
should be noted that China has concluded 170 IIAs out of which 130
are in force now."! Chinese-based Huawei is a global multinational cor-
poration that established multiple entities abroad. This reinforced by .the
fact that Huawei significantly invested in foreign jurisdictions gives it a
strong foothold to bring investment claims against foreign governments,
arguing that its rights and legitimate expectations were violated post-estab-
lishment.'4?

Looking at the investor-state dispute settlement options available to.Huu-
wei in relation to the restrictions preventing company’s participation in the
5G rollout, loannis Glinavos analysed potential Huawei claims based on
the China-Germany BIT,#? while Jarrod Hepburn and Luke Eric Peter:ﬁon
scrutinized restrictions on Huawei’s participation in the 5G rollout agaerSt
the backdrop of the BITs signed between China and Czech BCPUMW’
Canada, Australia and New Zealand."** In Glinavos’ view, 1'esma_lons p.re—
venting Huawei participation in 5G projects face a risk of being .“ICO“S‘St'_
ent with the cornerstone standards guaranteed under the 11As: in case of

139 Art.3 (1) China-Sweden BIT.
140 San Martin.

i p ; ; . cements Navigator.
141 Based on the information from International Investment Agreements Navigator,

Investment Policy Hub, UNCTAD, https://investmcntpolicy.unctml.org/mtcrmmon
al-investment-agreements/countries/42/china. . i

This view is corroborated by other scholars, for example, Chaisse/Choukroune/Ju-
soh/Glinavos, p. 2451 (2476); Hepburn/Peterson.

143 Chaisse/Choukroune/Jusoh/Glinavos, p. 2451 (2476-2477).

144 Hepburn/Peterson (n 130).

142
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(iii) the measure addresses a “grave and imminent peril”; (iv) no other
essential interest of the state, another state, or the international community
should be seriously impaired as a result.!®2 In the past, states have invoked
the plea of necessity “[...] in the context of the Argentine financial crisis
in 2001, [...] in the context of war, revolutions, national security crises and
public order and security”® In light of this, it remains to be seen if the
5G rollout and the risks associated with it can qualify for this purpose,
although some scholars are sceptical of such a possibility.'*

D. Concluding remarks

Considering the risks embedded in the 5G rollout and the nature of
Chinese tech companies (both factors which could not be easily mitigated)
and against the background of the geo-political tension between the United
States and China, the participation of Chinese vendors in the 5G infrastruc-
ture became securitized and politicized.

This securitization and politicization has led to the policies that prevent
Chinese tech companies’ participation in the 5G rollout. These restrictions
are antithetical to the principle of free-market and the idea of economic
liberalization underpinning the existing international economic order, its
rules and institutions. States that introduce such restrictions often justify
them as necessary actions aimed at the securing of their national security
interests. It remains to be seen if the 5G rollout and the risks associated
with it can be justified under the existing national security clauses.

Ideally, obligations under international economic law should operate as
constraint on the states’ discretion to act discriminatory, unfairly or unreas:
onably. However, as the state practice demonstrates, the existing interna-
tional economic law, which includes normative rules and dispute settlement
mechanisms, does not constrain states from pursuing their policies if the

subject matter of such policies becomes securitized or politicized, as it 15 the
case with the 5G rollout.

International Law Commission, Draft Articles on Responsibility of States for Inter-
nationally Wrongful Acts, 2001.

Paddeu/Waibel, Foreign Investment Law Journal 2022, 160.

154 Du, Emory International Law Review 2023, 1.
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