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Abstract. Linear Feedback Shift Registers (LFSRs) combined with non linear filtering functions have
long been a fundamental design for stream ciphers, offering a well-understood structure that remains
easy to analyze. However, the introduction of algebraic attacks in 2003 shifted the focus toward more
complex designs, as filtered LFSRs required larger registers to maintain security. While this was seen as
a drawback at the time, it is no longer a limiting factor, and emerging cryptographic applications benefit
from specialized designs—challenges that filtered LFSRs can effectively address. In this work, we propose
a new filtered LFSR design, called Nostalgia, tailored for Hybrid Homomorphic Encryption (HHE). We
use a weightwise quadratic function as filtering function, leveraging its efficiency in the HHE setting while
ensuring security against classical attacks. We also discuss the parameter selection of our design and its
efficiency in this context. By revisiting filtered LFSRs in light of modern security requirements, we aim
to renew interest in their potential applications and stimulate further cryptanalysis efforts.
Keywords: LFSR · Stream Cipher · Weightwise quadratic functions · Hybrid Homomorphic Encryption

1 Introduction
1.1 Filtered LFSRs: a simple yet abandoned stream cipher paradigm
Filtered linear feedback shift registers are among the simplest stream cipher designs, relying on the well-
understood structure of Linear Feedback Shift Registers (LFSRs) combined with a nonlinear filtering function.
Their appeal lies in the deterministic nature of LFSRs, which generate sequences based on recurrence
relations over finite fields. These sequences have been extensively studied in sequence theory, particularly in
terms of periodicity, linear complexity, and correlation properties (e.g. [Gol82]). Maximum-length LFSR
sequences (m-sequences) exhibit long periods and uniform statistical distributions, making them fundamental
in cryptography and other fields. Additionally, LFSRs are well known for their implementation efficiency,
as they require only simple shift operations and XORs, making them highly suited for hardware and
lightweight cryptographic applications. By applying a nonlinear filtering function to the LFSR output,
filtered LFSRs introduce additional complexity while preserving the efficiency and predictability of the
underlying sequence [Sie84]. This simplicity, along with their well-developed theoretical foundation, makes
filtered LFSRs a natural subject for security investigations.

However, despite their apparent robustness, filtered LFSRs have largely been abandoned due to the
devastating impact of algebraic attacks. While early attacks, such as correlation attacks [Sie85], demonstrated
statistical weaknesses in certain designs, it was the advent of algebraic attacks [CM03] and fast algebraic
attacks [Cou03] that ultimately led to the paradigm shift away from filtered LFSRs. These attacks exploit
the algebraic structure of the filtering function, constructing an overdefined system of equations that can be
efficiently solved, leading to the recovery of the internal LFSR state. Critically, security is not determined
solely by the nonlinearity or degree of the filtering function but also by its deeper algebraic properties, such
as algebraic immunity and the complexity of expressing its output in terms of low-degree equations.

As a result, the cryptographic community moved toward more complex stream cipher designs, such as
those incorporating nonlinear feedback shift registers (NFSRs) (e.g. Trivium [CP08]) or irregular clocking
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mechanisms. However, these designs introduce components whose security justification is often more difficult
to formalize, making it less clear whether they truly prevent known attacks or simply increase the complexity
of analysis without offering provable resistance. In contrast, filtered LFSRs are based on a well-studied
theory, where every component’s impact on security can be analyzed in a structured way.

Despite the success of algebraic attacks against traditional filtered LFSRs, no fundamental result rules
out the possibility of making them secure—provided that they are properly dimensioned to resist these
attacks. By moving away from historically small register sizes and reconsidering filtering functions with
improved algebraic properties, filtered LFSRs could once again be viable. This work revisits filtered LFSRs
in light of modern security requirements, introducing a new instance designed to resist known attacks and
explore its potential for recently developed cryptographic primitives.

1.2 Why revisit filtered LFSRs now?

Filtered LFSRs with significantly larger sizes than those considered in the 2000s are now worth revisiting
because these sizes no longer present an efficiency bottleneck. Moreover, in several modern cryptographic
contexts, the state size and number of variables have a minimal impact on performance.

Since the introduction of LowMC [ARS+15] in 2015, many advanced cryptographic primitives have
benefited from symmetric schemes specifically designed for their intended applications, rather than relying on
standardized block or stream ciphers. New symmetric encryption schemes have been developed for various
domains, including multiparty computation [ARS+15,AGR+16,AGP+19,GLR+20,GØSW23,DKR+22,
KHS+23,APRR24], Fully Homomorphic Encryption (FHE) [ARS+15,CCF+16,MJSC16,DEG+18,MCJS19,
CHK+21,HKL+22,AMT22,CHMS22,DGH+23,HMS23,CCH+24], and zero-knowledge proofs [GKR+21,
GHR+23,BBC+23]. Additionally, some symmetric primitives have been designed to facilitate masking and
enhance resistance against side-channel attacks [MMMS23,GMM+24]. The recent rise of arithmetic-oriented
ciphers and specialized symmetric primitives in general suggests that it may be worthwhile to revisit older
designs—such as filtered LFSRs—that were abandoned for reasons that may no longer be relevant.

One particularly relevant use case is Hybrid Homomorphic Encryption (HHE) [NLV11], which combines
an FHE scheme with a symmetric encryption scheme to significantly reduce both computation and com-
munication costs on the client side in FHE-based protocols. In this context, some of the most efficient
results have been achieved using stream ciphers inspired by the filtered LFSR paradigm. For example,
FiLIP [MCJS19] achieves homomorphic evaluation with a latency below 3 ms per bit [CDPP22,MPP24],
while Margrethe [HMS23] attains a throughput exceeding 1200 bits/s [AGHM24]. These results suggest
that, with current techniques for homomorphic evaluation, the simplicity of filtered LFSRs could serve as a
strong foundation for designing even more efficient HHE protocols.

1.3 Toward a secure filtered LFSR: contributions and roadmap

In this article, we propose to revisit filtered LFSRs as a viable basis for secure stream ciphers. We consider
significantly larger parameter choices than those explored in previous decades, arguing that state-of-the-art
attacks do not fundamentally rule out the possibility of achieving security with this primitive. By doing so,
we aim to rekindle cryptanalysis efforts, inspire new designs, and encourage further study of this elegant and
well-understood theoretical foundation. To achieve this, we first review the state of the art in attacks against
filtered LFSRs, leading us to explore the impact of increasing both the LFSR length and the number of
variables in the filtering function. As a filtering function, we employ a function from a recent generalization
of the Hamming weight bit function [Car22,MO24,CS24,MST24], chosen from a class of functions that are
both efficiently computable and possessing desirable cryptographic properties. We also estimate its relevant
cryptographic parameters.

In Section 3, we introduce the Nostalgia instance and discuss its implementation. The main parameters
of Nostalgia are set to N = 1024 for the LFSR state and n = 128 for the filtering function. The filtering
function itself is a weightwise quadratic function, meaning that for each Hamming weight w of the input, it
applies a quadratic function indexed by w. Our design choices prioritize simplicity and compatibility with
HHE. The rationale behind these choices is developed in Section 4, where we also analyze the cryptographic
properties of the filtering function and the taps’ distribution.
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A security analysis of Nostalgia is presented in Section 5. We first revisit the main attacks considered
in the literature against filtered LFSRs and analyze their complexity to determine the minimal parameter
sizes required to withstand them. We show that the chosen parameters of Nostalgia exceed these security
thresholds. Additionally, we introduce and examine dedicated attacks that could apply to alternative filtered
LFSR designs but do not compromise the security of Nostalgia.

In Section 6, we conduct a preliminary study on the evaluation of Nostalgia in the context of hybrid
homomorphic encryption. We focus on the error growth incurred during the evaluation of the filtering
function. Under reasonable assumptions, we show that the final noise growth remains quadratic in n, the
number of variables in the filtering function. This low noise growth suggests that Nostalgia, or similar
designs, could be particularly well-suited for HHE applications.

2 Preliminaries
For readability, we use the notation + instead of ⊕ to denote the addition in F2, and

∑
instead of

⊕
. In

addition to classic notations, we denote by [n,m] the subset of all integers between n andm: {n, n+1, . . . ,m}.
For a vector a ∈ Fn2 we use wH(a) to denote its Hamming weight wH(a) = |{i ∈ [1, n] | ai = 1}|. For two vectors
a and b in Fn2 we denote by dH(a, b) the Hamming distance between a and b, that is, dH(a, b) = wH(a+ b).
For two functions f and g we denote by dH(f, g) the Hamming distance between their vectors of values.

2.1 Boolean Functions and cryptographic criteria
We give some preliminaries on Boolean functions and their cryptographic criteria, for a deeper introduction
on these notions we refer to the book of Carlet [Car21].

2.1.1 Definitions and criteria

Definition 1 (Boolean Function). A Boolean function f in n variables is a function from Fn2 to F2. The
set of all Boolean functions in n variables is denoted by Bn.

Definition 2 (Balancedness). A Boolean function f ∈ Bn is said to be balanced if |{x ∈ Fn2 | f(x) = 0}| =
|{x ∈ Fn2 | f(x) = 1}| = 2n−1.

Definition 3 (Nonlinearity). The nonlinearity NL(f) of a Boolean function f ∈ Bn, where n is a positive
integer, is the minimum Hamming distance (dH) between f and all the affine functions in Bn: NL(f) =
ming, deg(g)≤1{dH(f, g)}, where g(x) = a · x+ ε, a ∈ Fn2 , ε ∈ F2 (where · is an inner product in Fn2 , any choice
of inner product will give the same value of NL(f)).

Definition 4 (Algebraic Normal Form (ANF), degree and monomials). We call Algebraic Normal Form of
a Boolean function f its n-variable polynomial representation over F2 (i.e. belonging to F2[x1, . . . , xn]/(x2

1 +
x1, . . . , x2

n + xn)): f(x1, . . . , xn) =
∑
I⊆[1,n] aI(

∏
i∈I xi) where aI ∈ F2.

The (algebraic) degree of a non-zero function f is deg(f) = maxI⊆[1,n]{|I| | aI = 1}. If f = 0, deg(f) = 0.
Each term

∏
i∈I xi is called a monomial.

Definition 5 (Algebraic Immunity [MPC04]). The algebraic immunity of a Boolean function f ∈ Bn,
denoted as AI(f), is defined as: AI(f) = ming 6=0{deg(g) | fg = 0 or (f + 1)g = 0}.

2.1.2 Weightwise quadratic functions

Weightwise quadratic functions are a subfamily of Boolean functions that can be seen as a generalization of
symmetric functions.

The n-variable Boolean symmetric functions are those that are constant on each slice Ek,n = {x ∈
Fn2 |wH(x) = n} for k ∈ [0, n]. This class has been assiduously studied in the context of cryptography, see
e.g. [Car04,CV05,BP05,SM07,QFLW09,CL11,Méa19,Méa21,CM21]. A basis of the n-variable Boolean
symmetric functions is given by the n + 1 functions called the slices indicators. For k ∈ [0, n] the slice
indicator ϕk,n is such that:

∀x ∈ Fn2 , ϕk,n(x) = 1⇔ wH(x) = k.
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The generalization from symmetric functions to weightwise quadratic functions comes from considering
functions of bounded degree on each slice. It corresponds to the concept of weightwise degree-d function
introduced in [GM22] for d = 1 and [MO24] for the general case.

Definition 6 (Weightwise degree-d functions ( [MO24] Definition 12)). Let n ∈ N∗. An n-variable Boolean
function f , written as f =

∑n
k=0 fkϕk,n, is called weightwise degree-d if and only if for each k ∈ [0, n] fk

coincide with a function of degree at most d over Ek,n. The set of weightwise degree-d functions is denoted
by WDdn.

In this context, symmetric functions are simply weightwise degree-0 functions. The Hidden Weight
Bit Function [Bry91] (HWBF) is a famous example of weightwise degree-1 function, which cryptographic
properties are studied in [WCST14]. Recently, various generalization of the HWBF have been studied [Car22],
various of them being WeightWise Quadratic (WWQ) [MO24,MST24] or weightwise degree-d with a small
d [CS24].

2.2 Filtered linear feedback shift registers

A Linear Feedback Shift Register (LFSR) is a finite state machine updated by a linear function of its
previous state. Formally,

Definition 7. (Linear Feedback Shift Register). An LFSR of length N over Fq is a finite state automaton
which produces a semi-infinite sequence of elements of Fq, s = (si)i≥0 satisfying a linear recurrence relation
of degree N over Fq:

st+N =
N∑
i=1
cist+N−i.

The N coefficients c1, . . . , cN are elements of Fq. They are called the feedback coefficients of the LFSR.
We use the notation (s(t)

i )0≤i≤N−1 for (st+i)0≤i≤N−1. In this article we will only consider binary LFSRs,
that is with coefficients over F2.

s
(t)
N−1 s

(t)
N−2 s

(t)
1 s

(t)
0

c1 c2
. . .

. . .

. . .

. . .

. . .

. . .

cN−1 cN

Figure 1: Representation of an LFSR of length N

Definition 8 (Feedback polynomial). An LFSR can be represented by its feedback polynomial defined by:

P (X) = 1 +
N∑
i=1

ciX
i.

Note that the sequence generated by an LFSR is uniquely determined by its feedback polynomial P and
its initial state (values of (s0, . . . , sN−1)). A primitive feedback polynomial is sufficient to ensure the LFSR
has maximal period.

LFSRs alone cannot generate cryptographically strong output sequences, as they lack any nonlinear
component. The most straightforward way to use LFSRs in streamciphers is to combine them with a
nonlinear filtering function f . This is typically done by selecting certain positions in the LFSR state, known
as taps, and using their values as inputs to the nonlinear function. The output of this function then forms
the keystream. Figure 2 provides an overview of a filtered LFSR.



Nabil Chacal, Pierrick Méaux and AnonymousUntilAcceptance 5

s
(t)
N−1 s

(t)
N−2 s

(t)
1 s

(t)
0

c1 c2
. . .

. . .

. . .

. . .

. . .

. . .

cN−1 cN

f

zt (key-stream)

Figure 2: Filter generator

3 The Nostalgia instance

In this section, we present the chosen parameters to instanciate Nostalgia, along with a short description of
its public reference implementation. We chose these parameters to resist to existing attacks, which will be
detailed further in Section 5.

3.1 Instance

The main parameters of Nostalgia are summarized in Table 1. We set N = 1024 and n = 128 to achieve a
security level of 128 bits, as further detailed in Section 5. The WWQ function f is designed to include a
large portion of bits xi on each slice, but not all. The rationale behind the choice of function and taps is
discussed in Section 4.

Table 1: Main parameters of Nostalgia.

LFSR size N LFSR polynomial WWQ function size n WWQ function f
1024 1 + x5 + x18 + x1023 + x1024 128 xk +

∑bn3 c
i=1 xk−ixk+2i−1

Finally, we detail the chosen bit indexes from the LFSR state to the filtering function (i.e. the taps). To
achieve a good property that will be further detailed, we choose the index 0 and then the first n− 1 unique
numbers that are the sum of the first consecutive primes modulo N . That is, taps T = {0} ∪ {x | x =

∑
pi

mod N} where pi the are all the first prime numbers, and such that |T | = n. The complete list of tap
indexes is given in Appendix A.

3.2 Implementation

We provide two C reference implementations of the Nostalgia instance along with the submission. It consists
of two folders with a few files each. The first one, nostalgia_clean, considers a straightforward 32-bit
implementation.

The filtering part significantly increases the time execution of this version, as it requires accessing 128
bits of the LFSR states, which is encoded in 32-bit values. The second implementation, nostalgia_faster,
provides a faster time execution at the cost of more memory. In this case, each bit of the LFSR or the
filter is encoded in a whole unsigned char, which speeds up the access to each single bit. Moreover, the
LFSR state size is increased up to a user-chosen size ADD_BUFF_SIZE defined in defines.h. This allows
to perform almost instant shift operation for the LFSR, as we only need to update the pointer to the initial
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sequence and add the last element. We then only need to copy the whole state every ADD_BUFF_SIZE
cycles, which is chosen by the user.

For all implementations, defines.h contains the parameters of Nostalgia and the structure of the filtered
LFSR. util.c/h files include utility functions, and nostalgia.c/h files contain the core implementation of the
instance. Finally, a usage example is given in main.c. The implementation does not rely on non-standard C
libraries and can be simply compiled using gcc.

We ran our implementations on an Intel(R) Core(TM) i7-10510U CPU, compiled with -O3 optimization
for speed. The first one achieved throughput of 284 KB/sec, while the second one achieved 1.3 MB/sec.
Note that these implementations are not fully optimized and are primarily intended as references.

4 Design rationale
The main design principles behind Nostalgia are simplicity, targeting a clear understanding of its security,
and high compatibility with hybrid homomorphic encryption.

The first principle of simplicity is based on the assumption that simpler building blocks can be more
thoroughly analyzed both theoretically and across various studies. This approach contrasts with modern
constructions, where designs are often complicated by numerous modifications aimed at countering potential
attacks observed in other ciphers. Such complexities are introduced under the assumption of ’better safe than
sorry,’ yet they may ultimately compromise the security of the resulting cipher. The second principle focuses
on identifying a function that combines operations efficient to evaluate with an homomorphic encryption
scheme. The goal is to ensure that these operations remain efficient across the varying performance metrics
of most fully homomorphic encryption schemes and their evolving designs.

4.1 Reviving filtered linear feedback shift registers
Filtered LFSRs are among the simplest stream cipher designs, combining the well-studied structure of linear
feedback shift registers with a nonlinear filtering function. Their simplicity stems from the deterministic
nature of LFSRs, which generate sequences based on recurrence relations over finite fields. These sequences,
particularly maximum-length LFSRs (m-sequences), are well understood in terms of periodicity, linear
complexity, and correlation properties (e.g. [Gol82]). For instance, selecting a primitive polynomial with a
degree equal to the LFSR length ensures that the LFSR generates a maximum-length sequence. Applying
a nonlinear filtering function to the LFSR output increases complexity while maintaining efficiency. The
simplicity and well-developed theoretical foundation of filtered LFSRs provide a strong starting point for
investigating the security of such designs.

Since the early 2000s, numerous attacks have been demonstrated against ciphers following the filtered
LFSR paradigm.The (fast) correlation attack [Sie85] exploits the statistical dependence between the LFSR
state and the keystream to recover the internal state when the filtering function lacks sufficient nonlinearity.
Further advancements in cryptanalysis introduced algebraic attacks [CM03] and fast algebraic attacks [Cou03],
revealing that security does not depend solely on the nonlinearity or degree of the filtering function but also
on its broader algebraic properties, such as its algebraic immunity and the complexity of expressing its output
as a system of low-degree equations. Beyond these, various time-memory tradeoff attacks have been applied
to filtered LFSRs, leveraging precomputed tables to drastically reduce the complexity of recovering the
internal state. Additionally, other attacks such as guess-and-determine and divide-and-conquer techniques
exploit the relatively small internal states used in these designs, allowing attackers to reconstruct the
keystream by progressively revealing bits of the LFSR state.

We note that all these attacks remain feasible with relatively low time or data complexity, primarily
because the targeted LFSRs and filtering functions are typically of limited size—generally constrained
to a few hundred bits for the LFSR and a filtering function acting on only around 20 bits. Due to the
strength of these attacks, particularly the fast algebraic ones, filtered LFSRs have largely been abandoned
in favor of more complex designs, such as those incorporating nonlinear feedback shift registers (NFSRs)
(e.g. Trivium [CP08]) or irregular clocking mechanisms. However, our point here is that no known
attack fundamentally rules out the possibility of a secure filtered LFSR, provided that it is appropriately
dimensioned. By lifting the constraint of small register sizes, it is possible to design filtered LFSRs that
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achieve the security levels currently required while offering greater efficiency than more complex stream
ciphers for certain applications.

The LFSR is entirely defined by its size, which will be discussed in section 5, and its retroaction
polynomial. The choice of this last one induced the period of the output. The only requirement is to ensure
that the polynomial is primitive to have maximal period.

4.2 Choice of the filtering function
For the filtering function, we consider the family of weightwise quadratic functions, first studied in [MO24].
These functions are evaluated by first computing the Hamming weight of the input and then applying
a quadratic function based on this weight. From a homomorphic evaluation perspective, computing the
Hamming weight is relatively inexpensive (e.g. [HMR20]), and quadratic functions require only a single
level of multiplication. As a result, these functions are well-suited for efficient evaluation across various
FHE schemes.

From a symmetric security perspective, the idea of applying different low-degree functions based on
the Hamming weight has already been explored in the hidden weight bit function (HWBF) [Bry91]. This
function exhibits relatively good cryptographic properties, as analyzed in [WCST14], and recent works have
proposed various generalizations [Car22,MO24,CS24,MST24]. In particular, generalizations incorporating
addressing and quadratic functions, such as those in [MO24,CS24,MST24], achieve improved nonlinearity
compared to the HWBF, which is often considered its Achilles’ heel.

For the specific WWQ function used as Nostalgia’s filter, we first present its relevant cryptographic
parameters for up to n = 17 variables. Since the computation of algebraic immunity and nonlinearity is
inherently exponential in n we then analyze these parameters for larger values of n. In particular, we
establish a bound on the nonlinearity and propose a conjecture regarding the algebraic immunity, as exact
computation remains impractical for values suitable for a secure streamcipher.

4.2.1 Parameters for small values of n

The concrete values (determined with Sage) for n up to 17 are presented in Table 2. These results show
that the function exhibits high nonlinearity, quasi-optimal degree (n − 1 for a balanced function) and
quasi-optimal algebraic immunity as it reaches or closely approaches the ceiling of n/2.

Table 2: Nonlinearity, degree and algebraic immunity of f for different n values.

n 4 5 6 7 8 9 10 11 12 13 14 15 16 17
NL 4 10 22 48 104 218 456 922 1892 3874 7782 15740 31810 63730
deg 3 4 5 6 6 8 9 10 11 12 13 14 15 16
AI 2 2 3 3 4 5 5 5 6 6 7 7 8 9

4.2.2 Balancedness

Regarding the balancedness of f we can use directly the following result from [MO24]:

Property 1 ( [MO24], Proposition 4). Let n ∈ N∗, let Pi for i ∈ [0, 1] be n + 1 permutations from the
permutation group Sn, the function g ∈ Bn is balanced if and only if the weightwise degree-d function h
defined by hi = g(Pi(x)) is balanced.

On each slice the function f takes the value of xP (1) +
∑bn3 c
i=1 xP (2i)xP (2i+1) for a permutation P ∈ Sn.

Since this function is a direct sum of monomials containing a linear part it is balanced (e.g. [CM21]), and
using Property 1, f is balanced.

4.2.3 Nonlinearity

For larger values of n, we can establish a lower bound on the nonlinearity of f using a result from [MST24].
Specifically, we first recall their theorem (Theorem 1), which bounds the absolute value of the Walsh
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transform for any function constructed using quadratic terms in a direct sum over each slice. Then, using
the relationship between the Walsh transform and nonlinearity, we derive a lower bound on the nonlinearity
of f . Since nonlinearity values can be difficult to interpret directly, we express it in terms of the parameter
r, defined by the relation NL(f) = 2n−1 − 2r. The parameter r is a real number belonging to the range
[n/2−1, n−1], where n/2−1 corresponds to the best possible value (achieved by a bent function, impossible
here since the function is balanced), while n − 1 represents the worst case (corresponding to an affine
function).

Theorem 1 (Adapted from [MST24] Theorem 3 ). Let n ≥ 0 be an even integer, let t ∈ [0, n/2] and let f
be a weightwise quadratic function with t quadratic terms in direct sum on each slice. We define λ = t/n, as
well as:

µ = µ(λ) =


λ+1

2 + 1
2 log2

(
(−λ2+2λ+λ

√
λ2−4λ+2)λ

(1−λ+
√
λ2−4λ+2)2λ−1

)
if λ > 1

6 ,

1− λ if λ ≤ 1
6 .

Then, for all a ∈ Fn2 , the following holds: |Wf (a)| ≤ 1 + n · 2µn, where Wf (a) denotes the value of the Walsh
transform of f in a.

It allows to derive the following proposition for the chosen filtering function:

Proposition 1. Let f be the weightwise quadratic function as defined in Section 3, its nonlinearity follows
the following bound:

r ≤ log2

(
1 + n · 20.537n

2

)
,

and in particular for n = 128:
r ≤ 74.753,

where r = log2(2n−1 − NL(f)).

Proof. Since f is a weightwise quadratic function with bn/3c quadratic terms in direct sum on each slice we
can apply Theorem 1. Taking λ = 42/128 we obtain µ(λ) ≈ 0.537131725419237. Using the relation between
nonlinearity and Walsh transform:

NL(f) = 2n−1 − 1
2 max
a∈Fn2

|Wa(f)|,

we get:

r = log2(2n−1 − NL(f)) = log2

(
maxa∈Fn2 |Wa(f)|

2

)
≤ log2

(
1 + n · 20.537n

2

)
.

Replacing µ by 0.537131725419237 and n by 128 gives the particular result.

From Proposition 1, we obtain the bound r ≤ 0.537 ·n+ log2(n/2), which represents a strong asymptotic
value for a family of functions that are computationally efficient. In Section 5, we will see how this bound
helps determine the appropriate choice of n to achieve the desired security level.

4.2.4 Algebraic immunity

Regarding algebraic immunity, asymptotic values are known for only a limited number of constructions, and
determining it for arbitrary functions is generally considered difficult. Since WWQ functions can be seen as
a generalization of the HWBF, whose algebraic immunity is proven to be at least bn/3c+ 1 in [WCST14],
we expect a similar or better trend. Moreover, recalling that most balanced functions have their algebraic
immunity betweendn/2e and n/2 minus a logarithmic term (see [Did06]), we adopt the following conservative
hypothesis for the algebraic immunity of f :

Conjecture 1. Let n ∈ N∗ and f be the weightwise quadratic function as defined in Section 3, we conjecture
the following bound on its algebraic immunity:

AI(f) ≥ min(bn/3c, 2 ·
√
n).
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4.3 Choice of the taps
The choice of taps used as inputs to the filtering function can have a significant impact on the security of
the scheme. In particular, one should avoid any patterns or regularities in the placement of the taps. Since
the filtering function takes n variables as input and the LFSR consists of N registers, there are

(N
n

)
possible

ways to select them. This number grows rapidly, making it impractical to analyze all possible distributions
exhaustively. To assess this regularity, we measure the distances between each tap and the others to
determine which distances appear most frequently. For a given tap distribution, the script iterates through
all possible pairs of taps and computes the absolute difference between their positions. These distances
are then used to update a frequency table, where each entry corresponds to the number of occurrences
of a particular distance, ultimately producing a histogram of distances. The more frequently a particular
distance occurs, the worse it is for the security of the scheme (see the example in Section 5.3).

Definition 9 (Sums of primes distribution). Let (pi)0≤i be the increasing sequence of prime numbers,
N ∈ N∗ and n ≤ N , we then define the sequence of the increasing sums of prime numbers (spi)0≤i by:{

sp0 = 0
∀i ∈ N∗, spi =

∑i
k=1 pi

Using that sequence, we choose the positions of the taps (γi)0≤i≤n−1, by getting the sorted list of the n first
distinct values of this sequence sp modulo N .

Figure 3: Occurrences of the distances between taps, for various distributions with N = 1024 and n = 128.

Figure 3 illustrates the distribution of distances between two taps for four different tap placement
strategies. Figure 3.a shows the worst possible distribution, which is a regular placement. In this case, the
most frequent distance, 8 positions, appears up to 128 times. Figure 3.b presents the distribution when
taps are placed at the indices corresponding to the first 128 prime numbers. While this distribution is an
improvement, it still exhibits a peak with more than 70 occurrences. Additionally, odd distances appear at
most once. Figure 3.c provides an example of a random tap placement, serving as a baseline for comparison.
Finally, Figure 3.d shows the distribution obtained using the sums of primes method, which achieves the
best balance among all tested approaches, minimizing repetition in distances and providing a more uniform
spread.
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4.4 Alternative designs

We explore two possible modifications to the design of Nostalgia: the inclusion of an Initialization Vector
(IV) and the addition of a whitening step.

Since hybrid homomorphic encryption does not require the use of IVs, no initialization process is specified
for Nostalgia. However, if needed, an initialization step should be designed in such a way that the whole
internal state depends non linearly of the whole initialization value and the key. One possible way to
incorporate an α-bit IV into the state is to run the cipher at least 2n+ α times, feeding the state not with
the LFSR output but with the filtering function output, XORed with the corresponding IV bit during the
first α steps. The security analysis of this initialization method is beyond the scope of this article and
remains an open research direction.

The linear nature of the LFSR can be altered by XORing a random vector with the input of f at
each clock cycle. This process, known as whitening, randomizes the input of f . It requires either n bits
of randomness per output bit or the use of a pseudorandom generator for efficiency. The addition of a
whitening step in a stream cipher has already been implemented in FiLIP [MCJS19], as it incurs a negligible
cost in the context of HHE. The main drawback of this alternative design is that it complicates the analysis
of the filtered LFSR, whose simplicity is a key advantage.

5 Security analysis

In this section, we analyze the security of Nostalgia by applying known cryptanalysis. We focus on key
recovery attacks in the known-plaintext model, where the adversary has access to the keystream. For a
(bit)-security parameter λ, we set a time complexity limit of 2λ basic operations and a data complexity
limit of 2λ/2 keystream bits. The parameters of Nostalgia are chosen to target λ = 128.

In section 5.1 we recall the main attacks known on filtered LFSR and relevant cryptographic parameters
for the filtering function. We argue that, differently from the more standards designs of block ciphers, we
cannot study the security and its margin of the cipher by increasing or decreasing the number of rounds.
The analog in our case consists in studying variations of the design. We thus analyze dedicated attacks
on variants of the scheme and explain how the chosen instance mitigates these attacks. In section 5.2, we
show how a simpler filtered function than f (from the same family) leads to an insecure instance. Then, we
provide in Section 5.3 an instance where the choice of taps leads to an attack.

5.1 Filtered LFSR and secure parameters

Based on the book of Carlet [Car21] we survey the different attacks known to apply to filtered LFSR, and
then determine the sufficient parameters a function should have to be out of reach for these attacks.

5.1.1 Algebraic attacks

Algebraic attacks and fast algebraic attacks were introduced on filtered LFSRs by Courtois and Meyer
in [CM03] and fast algebraic attacks (respectively by Courtois in [Cou03]), leading to some of the most
efficient attacks on these stream ciphers. The main idea behind algebraic attacks, as defined in [CM03],
is to construct an overdefined system of equations where the unknowns correspond to the initial state of
the LFSR. This system is then solved using Gaussian elimination. The core principle is to find a nonzero
function g such that both g and h = gf (where f is the filtering function) have a low algebraic degree,
enabling the derivation of multiple equations of small degree d. The resulting degree-d algebraic system is
then solved—either through linearization, using Gröbner basis methods (e.g. [Fau99,Fau02]), or SAT solvers.
Notably, linearization is the only method for which complexity estimates are straightforward. In practice,
the degree of g is at least AI(f), the algebraic immunity of f , and g is chosen as a nonzero annihilator of
either f or f + 1 with minimal degree. This allows the adversary to derive a system of equations from the
keystream, containing monomials of degree up to AI(f) in the key bit variables. After linearization, the
adversary obtains a system of equations in DN

AI(f) =
∑AI(f)
i=0

(N
i

)
variables. Consequently, the time complexity
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of the algebraic attack is O((DN
AI(f))

ω), where ω is the complexity parameter for solving a linear system
(2 ≤ ω ≤ 3).

Fast algebraic attacks [Cou03,HR04] are variant of standard algebraic attacks. Still relying on the
relation gf = h, their objective is to find and use functions g of low algebraic degree e (possibly smaller
than AI(f)) and h of low but potentially higher degree d. The attacker then reduces the degree of the
resulting equations by performing an offline elimination of monomials of degree greater than e, leveraging
the feedback properties of the LFSR. This process requires multiple equations to generate each equation of
degree at most e. Following the analysis in [ACG+06], the time complexity of fast algebraic attacks is given
by:

O(DN
d log2

2(DN
d ) + ENe D

N
d log2(DN

d ) + (ENe )ω),where DN
d =

d∑
i=0

(
N

i

)
, and ENe =

e∑
i=0

(
N

i

)
.

For simplicity, we use the facts that e = deg(g) ≥ 1, implying ENe ≥ N , and that d = deg(fg) ≥ AI(f)
when 0 < deg(g) < AI(f), which ensures DN

d ≥ DN
AI(f). This allows us to bound the complexity of both the

algebraic attack and the fast algebraic attack in terms of the algebraic immunity. For a security parameter
λ, the function f must satisfy the following requirements:

O((DN
AI(f))

ω) > 2λ and O(DN
AI(f) log2

2(DN
AI(f)) +NDN

AI(f) log2(DN
AI(f)) +Nω) > 2λ.

Figure 4 shows the complexity of the algebraic attack (in blue) and the fast algebraic attack (in orange)
on a logarithmic scale. Both complexities depend solely on the algebraic immunity, with N fixed at 1024
and a conservative ω = 2 used in the calculations.

Figure 4: Logarithmic complexities of the algebraic and fast algebraic attacks depending on the algebraic
immunity, with N = 1024.

Figure 4 shows that for N = 1024, a function with algebraic immunity of at least 16 is sufficiently
resistant to (fast) algebraic attacks. From Section 4.2, we know that the 17-variable version of f already
has an algebraic immunity of 9. Moreover, assuming Conjecture 1, f has an AI of at least 23.

5.1.2 Correlation attacks

(Fast) Correlation attacks cover a wide range of different attacks focusing on the correlation between the
input (here the output of the LFSR) and the output of the filtering function. It was introduced in [Sie85]
for the combiner model and later improved and generalized to any LFSR-based generators [MS88,CS91]. A
pseudorandom sequence s generated by the cipher can be viewed as a noisy version of a linear sequence σ,
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Figure 5: Correlation attack time complexity in function of r for n = 128, N = 1024

enabling error-correction methods to recover σ. This involves treating s as being transmitted over a noisy
channel, where the probability of errors depends on the Hamming distance between the filtering function
f and the affine approximation `. By correcting these errors, the attacker can approximate the linear
sequence σ, facilitating the recovery of the cipher’s internal state. There are multiple decoding algorithms,
as in [Car21] we consider the approach of [MS88,CS91] using parity check polynomials of bounded degree
and at most t ≥ 3 coefficients. From [CT00], we obtain the following complexities for this attack on a
filtered LFSR:

D =

2
N
t−1

( 1
2ε

) 2(t−2)
t−1

, P = Dt−2

(t− 2)! , and T = 2
N
t−1

( 1
2ε

) 2t(t−2)
t−1

,

where D is the amount of data, ε = 2n−1−NL(f)
2n , P is the time complexity of the pre-computation step

and T the time complexity of the online phase of the attack.
We study the value of the nonlinearity sufficient to get a time complexity T higher than 2λ with this

analysis. For simplicity we use the parameter r defined as r = log(2n−1 − NL(f)), which takes values from
n/2− 1 when f is bent to n− 1 when the function is affine. In Figure 5 we represent the minimal complexity
obtained for n = 128, N = 1024, varying r and t ∈ [3, 1024]. For these sizes, an r relatively close to n− 1 is
sufficient from the analysis of [CT00], such as r = n− 4 from the figure.

We analyze the value of nonlinearity sufficient to achieve a time complexity T greater than 2λ in this
context. For simplicity, we use the parameter r, defined as r = log(2n−1−NL(f)), which ranges from n/2−1
when f is bent to n − 1 when the function is affine. In Figure 5, we represent the minimal complexity
obtained for n = 128 and N = 1024, varying r and t ∈ [3, 1024]. For these parameters, an r value relatively
close to n− 1 is sufficient from the analysis in [CT00]. For instance, from the figure, r = n− 4 is adequate.

Since other decoding techniques are possible, or alternative approaches to solving the Learning Parity
with Noise (LPN) problem exist (e.g. [BV16]), we prefer functions with an r value that grows as a fraction
of n. In particular, the filtering function considered here, achieving r ≤ 0.537 · n+ log2(n/2), guarantees a
bias of 2−53 for n = 128. This bias already requires 2106 keystreams to distinguish the output from a truly
random binary string.

5.1.3 Other attacks

We also considered other attacks on filtered LFSRs, as detailed in [Car21], but they result in higher
complexities than the attack described above in this section. Below, we summarize the considered attacks



Nabil Chacal, Pierrick Méaux and AnonymousUntilAcceptance 13

and refer to e.g. [Car21] for full details. The linearization attack always has a higher complexity than the
algebraic attack since, for any Boolean function, AI(f) ≤ deg(f). The Rønjom-Helleseth attack [RH07],
later improved in e.g. [GRHH11,Røn17], has a complexity of

∑deg(f)
i=1

(N
i

)
. Since N is significantly larger

than 128 for any filtering function with a degree close to n = 128, as considered in this work, the resulting
complexity is far greater than 2128. Time/memory/data trade-off attacks can also be applied to stream
ciphers [BS00]. To prevent these attacks, it is recommended to select an LFSR length N at least twice the
security parameter [BS00,HS05]. This requirement is met in the design of Nostalgia, where N = 1024 for
a target security level of 128 bits. Recent attacks based on monomial mappings, such as those presented
in [CR16], leverage the univariate representation of the LFSR, over FN2 = F1024

2 . However, since the filtering
function is described in its multivariate representation, we assume that a transformation, such as the discrete
Fourier transform, would be required to obtain the polynomial coefficients in the univariate representation.
This transformation would necessitate a precomputation step of complexity at least 2n log2(2n) = n2n > 2128

in our context. This situation differs from previously studied filtered LFSRs, where both N and n were
significantly smaller for the same security level.

5.2 Specific weightwise quadratic function weakness

The choice of the filtering function within the weightwise quadratic family has a significant impact on the
overall security of the cipher. In particular, the number of second-degree terms and their periodicity within
the index range can be an asset. To illustrate the importance of selecting a well-designed WWQ function, we
present a practical attack against the WWQ function defined by fi(x) = xi + xi+1xi+2, where i represents
the Hamming weight of the 128-bits input. For clarity, probabilities have been simplified in this exposition.

The probability that fi(x) = xi is 3/4, since the product of two bits is zero with probability 3/4 Moreover,
the probability of i = 64 is

(128
64
)
/2128 ≈ 0.070 while the probability of i = 63 is approximately 0.069. Let

α denote the distance between the 64th and the 63rd taps. Suppose we have two inputs of weight 64 and
63, respectively, occurring at iterations t and t+ α (with a combined probability of approximately 0.005).
Then, f takes the same value on both inputs with probability 9/16, since they correspond to x64 in the first
iteration and x63 in the second. It follows that the probability of two bits separated by α positions in the
output stream being equal is approximately 0.502 > 0.5. This provides a distinguisher on the keystream.

In fact, this attack strategy is mitigated by the correlation attack analysis in Section 5.1.2. The
nonlinearity of f represents the distance between f and its best affine approximation; hence, it already
accounts for the fact that f64(x) = x64 + x65x66 correlates with x64 on 3/4 of the inputs in Fn2 . Since f64
is only used on E64,128, the correlation may not be exactly 3/4 on this subset. Moreover, the previous
analysis does not consider that the correlation might be lower than 1/2 on some other slices. Conversely, the
nonlinearity already incorporates this information. The WWQ function fi(x) = xi+xi+1xi+2 corresponds to
a function with t = 1 under Theorem 1. Applying the same reasoning as in Proposition 1 from Section 4.1,
we obtain:

r ≤ log2

(
1 + 128 · 2127

2

)
≈ 133,

where r = log2(2n−1 − NL(f)). This bound on r provides no guarantee against correlation attacks, unlike
the case studied in Proposition 1. For security, a value close to 64 is desirable, whereas a value close to 128
is unfavorable. Therefore, these results discourage the use of such function for the given choices of n and N .

5.3 Cryptanalysis on regular tap distribution

The most straightforward way to select the taps is to place them at regular intervals of distance δ, smaller
than N/n, between consecutive positions. In this case, denoting γ0 as the first index, the list of taps is
defined by ∀i ∈ [1, n − 1], γi = γ0 + i · δ. We show that such a distribution, when paired with certain
weightwise degree-d functions, leads to a simple attack.

Let f ∈ WDdn be defined on each slice Ek,n by fk = g(xk, . . . , xk+r), where the indices are taken modulo
n. Such functions correspond to cyclic weightwise degree-d functions as defined in [MO24], with some also
analyzed in [CS24].
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We denote by x(t) the n-bit state given by the taps at time t. The keystream bits are given by zt = f(x(t))
and zt+δ = f(x(t+δ)), where zt+δ is obtained δ shifts of the LFSR later. Using the properties of the LFSR,
for all i ∈ [1, n− 1], we have x(t+δ)

i = x
(t)
i+1. Accordingly, the Hamming weights of x(t) and x(t+δ) differ by at

most one.
Now, suppose that 2 ≤ wH(x(t)) = j ≤ n − r. If x(t)

1 = 1 and x
(t+δ)
n = 0, then wH(x(t)) = j and

wH(x(t+δ)) = j − 1, which gives:
zt = f(x(t)) = g(x(t)

j , . . . , x
(t)
j+r),

and
zt+δ = f(x(t+δ)) = g(x(t+δ)

j−1 , . . . , x
(t+δ)
j−1+r) = g(x(t)

j , . . . , x
(t)
j+r) = zt.

Thus, when x(t) has a Hamming weight in the range [2, n− r], we have:

(x(t)
1 , x(t+δ)

n ) = (1, 0) =⇒ zt = zt+δ.

Conversely, zt 6= zt+δ implies (x(t)
1 , x

(t+δ)
n ) 6= (1, 0), which is satisfied if the quadratic equation (x(t+δ)

n +
1)x(t)

1 = 0 holds. Therefore, each time zt and zt+δ differ (which occurs with probability 0.5, as otherwise
there would be a distinguisher on the keystream), we obtain quadratic equations in the key bits, provided
the Hamming weight of x(t) belongs to a specific range. The probability that the weight of x(t) falls within
[2, n− r] is

pr = 1− 1
2n

∑
i∈{0,1}∪[n−r+1,n]

(
n

i

)
.

For simplicity, we assume that each quadratic equation obtained from cases where zt 6= zt+δ is valid with
probability pr (this is an approximation, as the values of x(t)

1 and x(t+δ)
n are not entirely independent of

the weight of x(t)). Accordingly, an adversary can obtain degree-2 equations, linearize them, and solve the
resulting linear system with probability

p = (pr)1+N+(N2 ).

For a cyclic WWQ function with small r, such as the example in Section 5.2 where r = 2, the attack is
efficient since pr is very close to 1. Conversely, this attack strategy is ineffective when r ≥ n/2, as in this
case, pr is already below 1/2.

6 Towards efficient homomorphic evaluation
As a first step towards the use of Nostalgia in the HHE framework, we conduct a detailed theoretical
analysis to assess the behavior of the homomorphic evaluation, providing a strong foundation for future
implementations. The choice of FHE scheme significantly impacts the set of efficient operations available, as
some schemes support efficient small-domain bootstrapping, others have inefficient bootstrapping, and some
offer only quasilinear growth for multiplication. Given this variability, we adopt a Boolean circuit-based
approach to evaluate Nostalgia. There are two key reasons for this choice. First, if the noise in ciphertexts
evaluated using this method remains sufficiently low, it indicates that relatively few complex operations are
involved, which is generally a good starting point for efficient transciphering. Second, for each FHE scheme,
there is considerable room for optimization beyond the circuit-based approach. Therefore, this approach
serves as an initial reference point for expected efficiency.

First, we explain how an LFSR can be efficiently evaluated homomorphically, followed by a more in-depth
analysis of the evaluation of the filtering function. To achieve this, we specify certain assumptions about
the FHE scheme used, which allow us to derive a precise expression for noise evolution.

6.1 Evaluation of the LFSR
For each keystream bit produced, the new element in the LFSR is computed using XOR operations, which
typically correspond to additions of homomorphic ciphertexts. This operation is generally considered to
have the lowest impact on noise, as it only doubles the variance. A common oversimplification suggests that
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’homomorphic addition is cheap, while multiplication is costly,’ leading to the assumption that maintaining
N homomorphic ciphertexts for the state and iterating on them would result in an efficient evaluation.
However, in reality, doubling the variance with each iteration (or even every N iterations) causes noise
accumulation that quickly becomes too significant, preventing the use of small FHE parameters. This is
particularly critical given that we typically consider encrypting up to 2λ/2 bits—equivalent to 264 for the
security level we consider—which is far larger than N . The impact of addition on noise growth has been
observed in practice, for example, in the homomorphic evaluation of LowMC using the HElib library. In
this case, more layers than the number of multiplicative layers were necessary to perform the evaluation.

Accordingly, to prevent the noise parameter from depending on the number of encrypted bits, we can
track which elements of the initial key contribute to each element of the current LFSR state. This is achieved
by maintaining N lists, each containing at most N elements, which are updated at every LFSR iteration.
For the elements entering the filtering function, an homomorphic addition is performed on each of them,
resulting in ciphertexts with a noise level of at most N times the initial variance, with an average of N/2.
This noise can be further reduced by employing techniques such as strategically combining additions and
subtractions while preserving correctness, as observed in [MJSC16], Section 4.2.

This evaluation is well suited for FHE schemes often referred to as second-generation schemes. For
those with quasi-additive error growth in multiplication, the norm of the plaintext appearing in the noise
formula contributes to a polynomial increase in noise as the number of multiplications grows, when the
plaintext norm exceeds 1. As noted in [Méa17], Section 4.2, this can lead to an error growth of O(Nd) when
evaluating a filtered LFSR with a Boolean function of degree d, which becomes prohibitive for standard size
of N . To address this, for FHE schemes exhibiting quasi-additive multiplicative error growth, we consider
applying gate bootstrapping to the LFSR update. Gate bootstrapping enables us to obtain fresh ciphertexts
with binary plaintexts and low noise before evaluating the filtering function. Gate or circuit bootstrapping
is among the most efficient operations for FHE schemes with quasi-additive multiplicative error growth, as
demonstrated in [DM15,CGGI16,CGGI20,LMK+23,WWL+24].

6.2 Evaluation of the WWQ function
To estimate the noise in an homomorphic ciphertext obtained through transciphering with Nostalgia, we
analyze the variance of the noise distribution in the ciphertexts resulting from the evaluation of the function
f . To do so, we assume that each ciphertext encoding a bit of the LFSR state encrypts either 0 or 1 and
shares the same variance parameter. We then use an assumption on the noise propagation of fundamental
operation:addition, subtraction, and multiplication, which are sufficient to derive the final noise parameter
introduced by evaluating f .

We begin with the noise parameters rules encompassing various schemes in the line of GSW and TFHE
( [GSW13,DM15,CGGI16]).
Assumption 1. Noise evolution rules, adapted from [HMR20] Proposition 2 Let Ci an FHE encryption of
the plaintext µi ∈ {−1, 0, 1} with i ∈ [1, 3] with error noise variance Vi. We denote by V+ the error variance
of C1 + C2, V× of C1 × C2 and VM of MUX(C1, C2, C3) = C1(C3 − C2) + C2.

V+ ≤ V1 + V2, V× ≤ c3V1 + |µ1|(c4 + V2), and VM ≤ max(V2, V3) + c3V1 + c4,

where c3 and c4 are constants depending on the FHE scheme and its parameters.
Next, we recall the error growth for an input-oblivious circuit that determines whether the Hamming

weight of an input equals k. To illustrate this, Figure 6 presents the example from [HMR20] for F7
2, along

with a summary of the main results concerning the homomorphic evaluation of such circuits.
Property 2. Circuit correctness and homomorphic noise evaluation, adapted from [HMR20] Propositions 3
and 5. Let n ∈ N∗, there exist an input-oblivious Boolean circuit of n inputs x1, . . . , xn and n+ 1 output
y0, . . . , yn such that for i ∈ [0, n]:

yi = 1⇔ wH(x1, . . . , xn) = i.

Additionally, based on Assumption 1, such circuit can be evaluated with ciphertexts encrypting yi with a
variance V ′ following V ′ ≤ (n− 1)(c3 · V + c4) + V , where V denotes the variance involved in the initial
ciphertexts (encrypting xi).
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Figure 6: Boolean circuit to determine the Hamming weight of a binary vector of size 7, adapted
from [HMR20]. The control bit of each level of MUX is the input xi on the left side, the left arrow
(→) in input of a MUX corresponds to the input for a control bit equal to 0 and the right arrow (→) for the
value at 1.

Finally, it allows us to provide a bound for the evaluation of f :

Theorem 2 (Variance parameter involved in the homomorphic evaluation of f ). Let n ∈ N∗ and for
i ∈ [1, n] Ci be an homomorphic encryption of xi satisfying Assumption 1 with variance V . An homomorphic
encryption Cf of f(x1, . . . , xn) can be obtained with variance Vf such that:

Vf ≤ n ·
(
c3((n− 1)(c3V + c4) + V ) + c4 +

⌊n
3
⌋
(c3 + 1)V + c4) + V

)
.

Proof. To evaluate f , we first compute the circuit considered in Property 2 on the ciphertexts Ci for
i ∈ [1, n], obtaining n + 1 ciphertexts that encode the Hamming weight of the input. Specifically, each
ciphertext C′i encrypts 1 if the input has Hamming weight i, and encrypts 0 otherwise (i.e. it corresponds
to the value of ϕi,n). According to Property 2, the variance V ′ of each ciphertext at this stage satisfies the
bound V ′ ≤ (n− 1)(c3V + c4) + V .

Next, we consider the evaluation of each quadratic function fk. This process involves bn3 c products
of two initial ciphertexts Ci. Each product results in a variance bounded by V× ≤ c3V1 + |µ1|(c4 + V2),
which simplifies to (c3 + 1)V + c4 in this context. The sum of these bn3 c products, along with the ciphertext
corresponding to xk, produces the ciphertext C′′k, whose variance is bounded by V ′′ ≤ bn3 c((c3 +1)V +c4)+V.

Finally, the function f is obtained as the sum (over n) of the products of ϕk,n with fk. This result can
be computed by evaluating

∑n
k=0 C′k ×C′′k, where both the sum and the products refer to homomorphic

addition and multiplication. Since f(0n) = 0, we can omit the corresponding term in the evaluation. Indeed,
if the Hamming weight is zero, all ciphertexts C′i for i ∈ [1, n] encrypt 0, ensuring that the final sum also
encrypts 0. Conversely, if the weight is nonzero, C′0 encrypts 0 and thus does not affect the sum. Accordingly,
each product contributes to a variance bounded by c3V ′ + c4 + V ′′, where we use C′i as the first operand in
the homomorphic multiplication to take advantage of its norm being bounded by 1. The final sum produces
Cf with variance Vf , which satisfies the bound:

Vf ≤ n(c3V
′ + c4 + V ′′) ≤ n

(
c3((n− 1)(c3V + c4) + V ) + c4 +

⌊n
3
⌋
((c3 + 1)V + c4) + V

)
.
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From Theorem 2, the variance resulting from the evaluation of f grows only by a factor that is quadratic
in n relative to the initial variance. This very low noise growth is particularly low for the full evaluation of
a symmetric scheme. It represents an encouraging step toward the practical use of Nostalgia in the context
of hybrid homomorphic encryption.

7 Conclusion

In this work, we introduced Nostalgia, a new filtered LFSR designed to provide 128-bit security. We analyzed
state-of-the-art attacks on this class of constructions and proposed a design with a larger register size and
an increased number of variables in the filtering function to enhance resistance against known attacks. By
carefully selecting the filter function and increasing the register size, Nostalgia mitigates the weaknesses that
led to the decline of filtered LFSRs following the introduction of (fast) algebraic attacks. We selected a
weightwise quadratic function as the filtering function and demonstrated that its standard cryptographic
properties are sufficient for the targeted security level. Additionally, we examined how alternative filtering
functions could lead to dedicated attacks that do not apply to Nostalgia. Furthermore, we showed that the
proposed stream cipher, particularly the chosen WWQ function, has the potential to be efficient for future
applications in hybrid homomorphic encryption. The rise of arithmetic-oriented cryptographic primitives and
specialized symmetric designs suggests that filtered LFSRs, once considered obsolete, may be reconsidered
in modern settings where their structure and efficiency offer new advantages.

We hope that this work will revive interest in filtered LFSRs, encouraging further research into secure
instances and fostering cryptanalysis efforts to refine and strengthen their security.
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A taps
The selected bit indices from the LFSR state used as inputs to the filtering function (i.e. the taps) are as
follows:

taps = (0, 2, 5, 9, 10, 15, 17, 20, 24, 25, 28, 32, 36, 40, 41, 51, 58, 62, 66, 77, 79,
83, 99, 100, 104, 124, 129, 131, 137, 160, 177, 178, 193, 194, 197, 200, 201,
216, 218, 228, 230, 238, 240, 250, 281, 298, 307, 316, 324, 328, 335, 342, 347,
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752, 759, 769, 780, 781, 791, 792, 808, 813, 814, 827, 857, 866, 874, 893, 899,
932, 956, 961, 963, 964, 975, 976, 997, 1000, 1014, 1021)
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