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Abstract
Recent advancements in machine learning (ML) have facilitated the deployment of ML models across various real-world
applications. However, these ML models might suffer from various potential security threats. In this paper, we propose a
novel out-of-distribution attack: Leveraging pre-trained generative adversarial networks (GANs), an adversary aims to fool
an ML model and make the model misclassify a sample from GANs as a pre-specified target class. Our attack is based on
the insight that ML models do not know when they do not know, and ML models can unexpectedly recognize a completely
different sample (e.g. cartoon face) as a certain class (e.g. airplane) with high confidence. Specifically, we introduce a targeted
attack framework through GANs for white-box and black-box scenarios. Our framework casts this problem as an optimization
problem and a family of attack methods are developed. Extensive experimental results show that our methods can achieve
competitive performance, even compared with several state-of-the-art adversarial example attacks. Furthermore, our methods
can evade several widely-used and the latest defenses. We also elaborately analyze various factors that affect the attack
performance. Our work will provide a supplementary test to comprehensively evaluate the robustness of ML systems.

Keywords Out-of-distribution attacks · Out-of-distribution detection · Generative adversarial networks ·
Robustness in machine learning · Open world recognition

1 Introduction

Recent years have witnessed significant progress in machine
learning (ML), ranging from computer vision [1–3] to natu-
ral language processing [4–6]. The success of ML has also
enabled technology companies to deploy various ML-based
applications in the real world, including safety-critical appli-
cations such as self-driving cars. Despite these advances,ML
models face various security threats in the openworld [7–12].
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A substantial body of research has exposed the vulnera-
bility of ML models to adversarial example attacks [13–17].
Given a correctly classified example, an adversary can make
an adversarial example by adding imperceptible perturba-
tions, which causes the ML model to change its prediction
result [14]. From the perspective of human vision, these
imperceptible perturbations totally do not affect the cate-
gory of the example, but the ML model has made a different
decision. In other words, ML models are easy to be fooled
by adversarial perturbations and are not robust in knowing
what they know. In addition, another line of research studies
demonstrates that for samples that are far from the train-
ing data or are completely unrecognizable to human beings
(e.g. noises), ML models also classify them as a particular
class with high confidence. To put it another way,MLmodels
do not know when they do not know [18–20].

Indeed, when ML models are deployed in the real world,
any type of input sample could occur and these models face
the risk fooled by adversarial samples.Considering the preva-
lence and availability of pre-trained generative adversarial
networks (GANs), this motivates us to think about a new
potential threat: generated samples from a well-trained GAN
might be utilized by adversaries to foolMLmodels and evade
detection, even if ML models are protected.
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In this paper, we introduce a novel out-of-distribution
(OOD) attack in which an adversary aims to craft a com-
pletely different sample (e.g. cartoon face) to deceive an ML
model into recognizing a certain class that the ML model
has learned (e.g. airplane). Concretely, leveraging off-the-
shelf pre-trained GANs, we propose a novel targeted attack
framework, which leadsMLmodels tomake a particular pre-
diction for inputs from a GAN. For consistency with prior
literature [21, 22], we refer to these generated examples as
OOD examples, characterized by a distribution that differs
from the training set of the victim model.

In general, ML models make arbitrary predictions for
OODexamples because they indeeddonot knowOODexam-
ples. Taking advantage of a pre-trained GAN, our attack
framework attempts to construct generated samples so that
the victim ML model misclassifies them as a particular class
that the adversary wishes. More broadly, our attack foolsML
models into knowingwhat they actually do not know. In addi-
tion, due to the diverse and numerous samples generated by
pre-trained GAN models, our attack framework provides a
new angle to find adversarial examples that state-of-the-art
defense mechanisms do not consider.

Technically, we formulate our attack as an optimization
problem: finding a generated example from a pre-trained
GAN model that minimizes the distance between the victim
model’s prediction and a target class specified by the adver-
sary. Under the white-box and black-box attack scenarios,
gradient-based andnon-gradient based optimizationmethods
are proposed toobtain thegenerated sample.Extensive exper-
imental evaluations demonstrate that our attack methods are
highly effective, achieving over 97% average attack success
rate on thewhite-box scenario and at least 62%average attack
success rate on the black-box scenario (see Section 5.1).

Moreover, we compare our attack methods with eight
state-of-the-art adversarial example attacks, including C&W
[23], PGD [15], AutoPGD [24] and CGA [25] in the white-
box scenario, as well as ZOO [26], DBA [16], HSJA [17] and
SignOPT [27] in the black-box scenario. Extensive experi-
mental evaluations show that the performance of our attack
methods is still competitive (seeSection5.3).Here,weunder-
line that the mechanism of our attack methods is totally
different from that of adversarial example attacks. That is, the
OOD adversarial example is generated from a well-trained
GAN rather than an image with perturbations. While both
attacks have the same attack objective — fooling ML mod-
els, our methods provide a novel angle of attack against ML
models. We further evaluate our attack methods by investi-
gating whether OOD detection techniques can detect these
OOD adversarial examples. Experimental results demon-
strate that our attack methods can evade three state-of-the-art
OOD detection techniques, i.e. ODIN [28], OE [29] and
ATOM [30] (see Section 5.3). We also analyze our attack
performance from various aspects, encompassing five types

of loss functions, two optimization methods, and presenting
the optimization processes in both white-box and black-box
scenarios (see Section 5.4).

Contributions Our contributions in this paper are threefold.

(1) We introduce a novel and unified targeted attack frame-
work for white-box and black-box scenarios, which is
the first work to study out-of-distribution attacks through
off-the-shelf pre-trained GANs.

(2) We thoroughly evaluate our attack methods on vari-
ous victims trained on various datasets and expand our
method to attack models with classical and state-of-the-
art defense measures.

(3) We systematically analyze factors affecting attack per-
formance, including various loss functions, optimization
methods and optimization processes in both attack sce-
narios.

Ethics statement Our primary goal is to advance the devel-
opment of robust defense measures for machine learning
models, and our methods can serve as as pivotal tools for
conducting both white-box and black-box testing, thereby
facilitating the safe deployment of machine learning models
in real-world applications. While we recognize the potential
for malicious use of these methods, we firmly believe that the
benefits that our work provides to researchers designing new
defenses significantly mitigate the associated risks. In addi-
tion, developing strong attacks is essential for constructing
robust machine learning models.

Organization The remainder of this paper is structured as
follows. Section 2 provides an overview of related works.
Section 3 outlines our unified attack framework. Section 4
describes experimental setups and Section 5 presents our
experimental results. We discuss the paper in Section 6 and
conclude the paper in Section 7 with future work.

2 Related work

In this section, we provide a comprehensive review of previ-
ous research in relation to our method, organized into three
main areas: adversarial example attacks, out-of-distribution
detection, and generative adversarial networks.

2.1 Adversarial example attacks

Depending on whether the adversary has access to the whole
victimmodel, adversarial example attacks can be broadly cat-
egorized into two types: white-box and black-box attacks.
White-box adversarial example attacks generally leverage
gradient information of the victim model to perturb exam-

123



Fooling machine learning models: a novel out-of-distribution attack... Page 3 of 18 327

ples [13, 14, 31]. Goodfellow et al. introduce a fast gradient
sign method to generate adversarial examples under the �∞
norm.This attackmethod only involves a single-step gradient
update [31]. Furthermore, Madry et al. develop an iterative
method — Projected Gradient Descent (PGD), to gener-
ate more powerful adversarial examples, and an adversarial
training method is also proposed [15] to enhance robustness.
Croce et al. improve the PGD attack method via addressing
challenges related to suboptimal step size and the objec-
tive function’s limitations [24]. Yamamura et al. propose to
employ the conjugate gradient method, known for its effec-
tiveness in overcoming the ill-conditionedproblem, to further
enhance the attack performance [25]. Unlike previous works,
the C&W attack method leverages new objective functions
and converts the box constrained optimization problem into
an unconstrained problem to construct adversarial exam-
ples [23].

Because it is impossible to directly compute the gra-
dients based on the victim model under the black-box
scenario, various gradient estimation attackmethods are pro-
posed. The ZOO attack method, for instance, estimates the
gradients through monitoring the changes of prediction con-
fidence [26]. Chen et al. utilize the binary information at the
decision boundary to approximate the gradient direction [17].
Furthermore, Cheng et al. propose an attack framework that
estimates the sign of the gradient in any direction, aiming
to reduce the number of queries for effective attacks [27].
Instead of making an estimate of gradient information, Bren-
del et al. introduce an iterative black-box attack method
by rejection sampling [16]. Unlike these methods which
construct adversarial examples by applying perturbations
directly, our proposed method generates examples from pre-
trained GANs, offering a novel paradigm in adversarial
example generation.

There exist several works generating adversarial examples
with GANs. Baluja et al. propose an adversarial transforma-
tion network that is trained to directly produce adversarial
examples [32]. In a similar vein, Xiao et al. develop a con-
ditional GAN where it first generates a perturbation and
an adversarial example is constructed by adding the per-
turbation into the original sample [33]. Song et al. further
extended this method by proposing an auxiliary classifier
GAN to model the class-conditional distribution of data
samples and utilize it to generate samples [34]. However,
these approaches require a tailored GAN when constructing
adversarial examples. Additionally, extra data is required not
only for a substitute model training in the black-box sce-
nario but also for a tailored GAN training, whereas these
data have to have the same distribution of the training set
of the victim model and may not be easily obtained by
the adversary. In contrast, our proposed work introduces a
targeted attack framework applicable in both white-box and
black-box scenarios, where off-the-shelf pre-trained GANs

can be employed directly. Notably, our methods circumvent
the need for training a substitute model even in the black-box
scenario, presenting amore streamlined and efficient method
to construct adversarial examples.

2.2 Out-of-distribution detection

The enhancement of machine learning model robustness
in open-world settings through out-of-distribution (OOD)
detection has been extensively studied [12, 35, 36]. Gen-
erally, OOD detection seeks to improve the robustness of
models by identifying samples that deviate from the training
distribution. Hendrycks et al. establish an initial baseline of
OOD detection by utilizing probabilities from softmax dis-
tributions. This method is based on the insight: compared to
OOD examples, correctly classified examples tend to have
a higher prediction probability [21]. Building on this, Liang
et al. improve the performance of OOD detection by utiliz-
ing temperature scaling and adding small perturbations to
the inputs, which results in a larger separation between in-
distribution and out-of-distribution samples [28]. Hendrycks
et al. further enhance detection performance by leveraging an
auxiliary dataset of outliers to train anomaly detectors [29].
Chen et al. propose to carefully select informative outliers
from an auxiliary OOD dataset and utilize adversarial train-
ing to further enhance detection performance [30]. We note
that almost all works evaluate their detection performance
on OOD datasets collected from the real world. Although
Chen et al. present their detection performance on adversarial
examples, these examples are constructed by adding adver-
sarial perturbations [30]. Our GAN-based attack methods
have a different mechanism in generating OOD examples,
which may provide supplementary testing means to thor-
oughly evaluate the performance of OOD detection.

2.3 Generative adversarial networks

Generative Adversarial Networks (GANs) were first intro-
duced by Goodfellow et al. in 2014, revolutionizing the
generation of synthetic data [1]. Since then, numerous GAN
models have been proposed to generate increasingly realistic
and diverse images [37–42]. The Deep Convolutional GAN
(DCGAN) improves image quality through convolutional
layers [37]. Martin et al. utilize the Wasserstein distance to
stabilize the training process to further improve the qual-
ity of images [38]. Karras et al. propose a growing strategy
to stabilize the training process, which allows GAN mod-
els to produce more realistic and high-quality images [41].
The StyleGAN introduces a novel hierarchical latent style
layer, which allows GANmodels to produce diverse styles of
images [43]. With the emergence of GANs, we are no longer
limited to collecting data on our own or utilizing existing
datasets when needing images. Benefiting from this advan-
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tage, in this paper, we aim to directly find adversarial OOD
examples from a pre-trained GAN, especially utilizing these
state-of-the-art GANs.

3 Method

In this section, we start with necessary preliminaries and
notations. Subsequently, we provide an overview of the
attack. Finally, we present a detailed description of our uni-
fied attack framework.

3.1 Preliminaries and notations

An unconditional GAN consists of a generator G and a dis-
criminator D. During the training process, the generator G
learns to synthesize an image xg = G(z), where a latent
code z ∈ R

n is drawn from a prior distribution pz , such as
Gaussian distribution. The discriminatorD is responsible for
distinguishing between fake samples xg generated by the G
and real samples xr from the training set X. Once the GAN
model finishes training, only the generator G is used to pro-
duce a novel image through a latent code z, i.e. x = G(z).

We consider anm-class classifier F(·) as the victimmodel.
The classifier takes an image x and returns a full prediction
y = F(x). Here, the full prediction y = F(x) refers to logits
or probabilities. ymax denotes the predicted label.

In this paper, we refer to victim models without any
defenses as raw models. In addition, if the distribution of
examples is different from that of the training set of the vic-
tim model, we refer to these examples as OOD examples.
For instance, an image of a horse is considered as an OOD
example for a victim model trained on the cat/dog dataset.
Adversarial OOD examples refer to OOD examples that are
manipulated by an adversary, and they are classified into
two types: restricted adversarial OOD examples and unre-
stricted adversarial OOD examples. Restricted adversarial
OOD examples refer to OOD adversarial examples that are
constructed based on norm-bounded perturbations, while

unrestricted adversarial OOD examples refer to OOD adver-
sarial examples from aGANmodel.When it is clear from the
context, we interchangeably use OOD examples, adversarial
OOD examples, restricted adversarial OOD examples, and
unrestricted adversarial OOD examples.

3.2 Attack overview

We provide a high-level description of our attack, as depicted
in Fig. 1. The victim model is trained on an in-distribution
dataset and can accurately classify in-distribution samples,
such as airplanes and cats, as shown in the left section of
Fig. 1. Conversely, images that are completely different from
the in-distribution samples, such as human faces and cartoon
faces, can be misclassified as specific classes predetermined
by the adversary, as depicted on the right side of Fig. 1. Our
attack framework provides one method to craft the generated
samples that are misclassified as a pre-specified class by the
victim model.

3.3 A unified attack framework

Generally, attack goals can be categorized into two classes:
untargeted and targeted attacks. An untargeted attack aims
to lead to a victim model’s misclassification while a tar-
geted attack seeks to change a victim model’s prediction to a
pre-defined target class. This paper only focuses on targeted
attacks against raw models, because any OOD example is
regarded as a successful untargeted attack.

Specifically, the objective of our attack is to find a gen-
erated sample from a given GAN, which leads this sample
to be classified as a pre-defined class by the victim model.
Formally, this problem is framed as an optimization problem:

z′ = argmin
z

�(F(G(z)), F(xre f )), (1)

where �(·) denotes the loss function, xre f represents a refer-
ence sample from the target class t that the adversary wishes.
By minimizing the distance of the victim model’s outputs

Fig. 1 Attack overview. Our proposed attack constructs out-of-
distribution samples by a pre-trained GAN to make a victim model
classify them as certain classes that an adversary wishes. For instance,

OOD samples, such as human faces or cartoon faces generated from
GANs, are recognized as certain classes, such as airplanes, by the vic-
tim classifier trained on CIFAR-10
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between the generated sample F(G(z)) and the reference
sample F(xre f ), (1) aims to find a latent code z′ and causes
the victim model to classify the generated image x ′ = G(z′)
into the pre-specified class t.

Equation (1) is agnostic to the specific type of uncondi-
tional GAN. Thus, the generator G of any pre-trained GAN
models can be utilized. For our experiments, we choose the
cross-entropy loss and the StyleGAN [43] as our loss func-
tion and the pre-trained GAN model to attack raw models.
Therefore, (1) can be reformulated as:

z′ = argmin
z

�CE (F(G(z)), t) (2)

Other types of loss functions can be utilized to further
improve attack performance formodels with defenses, which
is discussed in Section 5.3. We leave the exploration of dif-
ferent GAN models as future work.

We consider two typical attack scenarios: white-box and
black-box. For each attack scenario, different optimization
methods are proposed to solve the (2).

3.3.1 White-box scenario

In this attack scenario, the adversary has full access to the
whole victim model, including its weights and architecture.
Therefore, the gradient information can be easily obtained for
the adversary. Any gradient-based optimization methods can
be used to solve the (1). In this work, we apply the stochastic
gradient descent (SGD) [44] for its computational efficacy.
We discuss different types of optimizations in Section 5.4.2.

Algorithm 1 Attack procedure,
1: Input: a victim model F, a target class t, a pretrained GAN G, the

maximum number of iterations K, the learning rate α, flag
2: Output: an unrestricted adversarial OOD example x

3: Initialization: draw a latent code z from the standard normal distri-
bution

4: for k = 0, 1, . . . , K−1 do
5: if F(G(z))max == t then
6: break � Early stopping
7: end if
8: L = computeLoss(F(G(z)), t) � (2)
9: if flag is white-box then
10: z ← z − α∇zL � Stochastic gradient descent
11: else if flag is black-box then
12: z ← Powell( L) � Powell optimization
13: end if
14: end for
15: return x = G(z)

3.3.2 Black-box scenario

In this attack scenario, the adversary is only allowed to query
the model and has access to the model’s outputs. Gradient-
based optimization methods cannot be applied due to the
unavailability of the whole victim model. Here, we adopt
Powell’s conjugate direction method (Powell) [45] to opti-
mize (1), because it does not require the gradient of the
victim model. Specifically, Powell’s method first creates a
set of mutually conjugate directions for the latent code z and
then finds the local minimum by line search along with these
directions.

The attack procedures for both the white-box and black-
box scenarios are described in Algorithm 1.

4 Experiments

In this section, we detail the experiments conducted in our
work, including the datasets, victim models, evaluation met-
rics, and experimental settings used to assess the performance
of our attack methods.

4.1 Datasets

Our experiments utilize five different datasets. These datasets
can be further divided into three types: in-distribution, out-
of-distribution, and auxiliary datasets. We refer to a dataset
used to train a victim model as an in-distribution dataset,
while an out-of-distribution dataset refers that its distribution
is different from that of the training set of the victim model.
Auxiliary datasets are also out-of-distribution datasets but
they are commonly used in OOD detection to improve the
robustness of machine learning models.

In-distribution datasets Weuse CIFAR-10 [46] and theGer-
man Traffic Sign Recognition Benchmark (GTSRB-43) [47]
as in-distribution datasets for training the victim models.
CIFAR-10 has 10 classes and contains 50,000 training
images and 10,000 test images, while GTSRB-43 has 43
classes of traffic signs and includes 39,209 training images
and 12,630 test images.

Out-of-distribution datasets We use FFHQ [43] and iCar-
toonFace [48] as out-of-distribution datasets. These datasets
are used for GAN training. In addition, they are utilized to
make adversarial examples when we compare our work with
adversarial example attacks. FFHQ consists of 70,000 high-
quality human face images and these images have a large
amount of variation in the aspect of age, ethnicity, identity,
and accessories. iCartoonFace contains 389,678 cartoon face
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images and these images are collected from 1,302 cartoon
albums.

Auxiliary datasets The ImageNet dataset [49] is used as the
auxiliary dataset. It is widely used in various OOD detection
methods to help improve the robustness of ML models. The
ImageNet dataset consists of 1,281,167 diverse images and
1,000 classes.

4.2 Victimmodels

Weevaluate our attackmethods on twowidely adoptedmodel
architectures: WideResNet [50] with depth 28 and widening
factor of 4 and DenseNet [3] with depth 100 and growth rate
12. These models are chosen for their excellent performance
and frequent use in the research community ofmachine learn-
ing security [51, 52].

4.3 Evaluationmetrics

To assess the performance of our attack method, We use
Attack Success Rate (ASR) as our primary metric. The ASR
is the ratio of success samples in all test samples. In our
attack, an example is considered a success if it is recognized
as a pre-specified class. With the aim to thoroughly evaluate
attackmethods and reveal the vulnerability of victimmodels,
we further report average ASR, best ASR, and worst ASR
from the perspective of classes of victim models.

The average ASR reports the mean of ASRs of all classes.
The best ASR refers to the best ASR in all classes while the
worst ASR reports the worst ASR in all classes. The best
ASR indicates the attack success rate of the most vulnerable
category in a victimmodel,which can be regarded as themost
vulnerable point of the model. The worst ASR represents
the probability of success for the least vulnerable class in a
victim model. The worst ASR of 0 means that there exist
classes that are harder to attack in the model. For computing
efficiency, in our work, 10 test samples are used to compute
the ASR of each class. Thus, we totally use 100 samples
and 430 samples for CIFAR-10 andGTSRB-43, respectively.
Note that in practice the attack is successful even if only one
sample can fool the model.

4.4 Experimental settings

In our work, we use the standard split of CIFAR-10 and
GTSRB-43 to train victim models. As for OOD datasets,
all samples in FFHQ are used for GAN training. Due to vari-
ous image sizes in iCartoonFace, images whose size is equal
to or larger than 128 are chosen. Consequently, we obtain
35,2459 images in total. Similarly, these images are used for
GAN training. Samples that are utilized to make unrestricted
adversarial OOD examples are randomly selected from the

OODdatasets. All images in all datasets are resized to 32×32
pixels and rescaled to the range [0, 1].

All victim models are trained using SGD optimizer with
an initial learning rate of 0.1. For CIFAR-10, the number of
training epochs is set to 100 and the learning rate is decayed
by a factor of 0.1 at the 50th, 75th, and 90th epochs. For
GTSRB-43, we set the number of training epochs to 20 and
the learning rate is decayed by a factor of 0.1 at the 7th,
12th, and17th epochs. ForGANmodels, StyleGANis chosen
due to its excellent performance on image generation and
the suggested hyperparameters in its original publication are
used for training [43].

For our attack methods, we utilize SGD with a learning
rate of 0.1 and a maximum of 5,000 iterations in the white-
box scenario. Early stopping is allowedwhenOODexamples
are found successfully. In the black-box scenario, the maxi-
mum query limit is set as 25,000.

5 Results

In this section, we first present our attack results on rawmod-
els (see Section 5.1). Next, we compare our methods with
eight state-of-the-art adversarial example attacks, as detailed
in Section 5.2. We further evaluate our attack performance
onmodels with the protection of three representative defense
measures, discussed in Section 5.3. Finally, we investigate
diverse factors to better delineate the properties of our attack
methods in Section 5.4.

5.1 Attack performance on rawmodels

5.1.1 Performance of rawmodels

Table 1 summarizes the performance of raw victim mod-
els trained on different datasets. All models achieve close
to state-of-the-art performance. For instance, at least 94%
accuracy and 96% accuracy can be seen on CIFAR-10 and
GTSRB-43, respectively.

5.1.2 Attack results

Table 2 presents attack performance on raw models trained
on various datasets across both white-box and black-box

Table 1 Performance of raw models on CIFAR-10 and GTSRB-43

Dataset Model Accuracy

CIFAR-10 WideResNet 95.16%

DenseNet 94.43%

GTSRB-43 WideResNet 96.46%

DenseNet 96.08%
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Table 2 Attack performance on raw models trained on various datasets

White-box Black-box
In-distribution
Dataset

Victim
Model

OOD
Dataset

Average
ASR (SD) %

Best
ASR %

Worst
ASR %

Average
ASR(SD)%

Best
ASR %

Worst
ASR %

CIFAR-10 WideResNet FFHQ 100.00 (0.00) 100.00 100.00 90.00 (10.00) 100.00 70.00

iCartoonFace 100.00 (0.00) 100.00 100.00 97.00 (4.58) 100.00 90.00

DenseNet FFHQ 100.00 (0.00) 100.00 100.00 83.00 (17.35) 100.00 50.00

iCartoonFace 100.00 (0.00) 100.00 100.00 95.00 (6.71) 100.00 80.00

GTSRB-43 WideResNet FFHQ 100.00 (0.00) 100.00 100.00 91.86 (13.16) 100.00 50.00

iCartoonFace 99.07 (2.90) 100.00 90.00 89.07 (13.61) 100.00 40.00

DenseNet FFHQ 99.77 (1.51) 100.00 90.00 68.60 (27.50) 100.00 10.00

iCartoonFace 97.44 (5.32) 100.00 80.00 62.09 (27.75) 100.00 10.00

SD: standard deviation

scenarios. Overall, all raw models in both scenarios are vul-
nerable to our proposed attack methods.

In the white-box scenario, the adversary can achieve an
extraordinarily high average ASR among all victim models,
ranging from 97.44% to 100.00%. For example, the attack
method can achieve an average ASR of 100% on CIFAR-10,
no matter which victim models are attacked. Even in terms
of the worst ASR, the attack method still remains an attack
success rate of 100% for CIFAR-10 and no less than 80%
for GTSRB-43. This indicates that a victim model without
any protection is easily fooled and our proposed method can
always find a sample from the pre-trained GAN model and
make the victim model recognized as a pre-specified class.

In the black-box scenario, the attack method can still
achieve above 83% average ASR on CIFAR-10 and 62%
average ASR on GTSRB-43, while the performance is infe-
rior to that of the white-box scenario. We observe that even
in the black-box scenario, 100% best ASR can be seen on
all raw models, which indicates that certain classes of vic-
tim models are extremely vulnerable. In spite of restrictions
of the black-box scenario where the adversary can not have
access to the model and only be allowed to obtain output
information, the vulnerability of the victim model, i.e. these
classes, could not be reinforced. At the same time, we also
see that all worst ASR values in the black-box scenario show
a decline, compared with that in the white-box scenario. For
example, the attack method achieves 10% worst ASR on the
victim model DenseNet trained on GTSRB-43. This might
be because classes more resistant to attack in the white-box
scenario become even harder to compromise when the adver-
sary’s knowledge is restricted.

An important aspect of our attack methods is the gen-
eration of OOD examples using a pre-trained GAN model.
These OOD examples differ significantly from the training
data of the victim models. The underlying principle of our
attack leverages the fact that machine learning models often

fail to recognize when they encounter unfamiliar inputs. The
success of our attack methods in white-box and black-box
scenarios reminds model providers that when deploying an
ML model in the open world, it is necessary to guarantee the
legitimacy of each input. Otherwise, the ML model could
make unexpected predictions for illegal inputs and this char-
acteristic can be abused by an adversary to mount a novel
security attack.

5.2 Comparison with adversarial example attacks

5.2.1 Overview of adversarial example attacks

We compare the proposed methods against eight state-of-
the-art adversarial example attacks in white-box and black-
box scenarios. The selected attacks represent a diverse range
of strategies and have been widely adopted in adversarial
robustness research.

In thewhite-boxscenario,we chooseC&W[23], PGD [15],
AutoPGD [24] and CGA [25], all of which necessitate access
to the gradient information of a victim model.

C&W [23] This method minimizes perturbation by formulat-
ing the adversarial example generation as an unconstrained
optimization problem, utilizing novel objective functions to
deceive machine learning models.

PGD [15] This method starts by adding a small random noise
to the input. Then, in each iteration the input is slightly
adjusted toward the direction that maximizes the loss func-
tion to increase the likelihood ofmisclassification. After each
change, the input is projected back onto the epsilon-ball of
allowable perturbations, ensuring that the adversarial exam-
ple remains close to the original input in Euclidean distance.

AutoPGD [24] This method enhances PGD by automatically
adjusting parameters, such as step sizes and iteration counts,
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which overcome the limitations of PGD’s fixed parameters.
Additionally, it introduces flexibility in selecting loss func-
tions.

CGA [25] Thismethod proposes to consider both the gradient
direction and the conjugate gradient direction for generating
adversarial examples. This also allows the CGA method to
diversify the search directions during optimization, poten-
tially exploring more effective perturbations to fool the
models.

In theblack-boxscenario,we considerZOO[26],DBA[16],
HSJA [17] and SignOPT [27], which generate adversarial
examples based solely on model outputs.

ZOO [26] Thismethodgeneratesadversarial examples through
zeroth order optimization, which approximates the gradi-
ent of a victim model. It employs zeroth order stochastic
coordinate descent, supplemented by dimension reduction,
hierarchical attacks, and importance sampling techniques to
enhance the attack’s efficiency.

DBA [16] This method utilizes a decision-based method to
generate adversarial examples. Specifically, it initiates with
a significant adversarial perturbation and progressively min-
imizes this perturbation while maintaining its adversarial
nature.

HSJA [17] Building on the decision-based method, HSJA
employs aMonteCarlomethod to estimate the gradient direc-
tion at the boundary between adversarial and non-adversarial
examples, based on binary search results frommodel queries.

SignOPT [27] This method directly estimates the sign of the
gradient of an attack’s objective function, rather than the gra-
dient itself, enabling the generation of adversarial examples
under constrained information scenarios.

We implement all eight algorithms by the open-source
library—Adversarial Robustness Toolbox [53] and the sug-
gested hyperparameters are used. WideResNet is chosen as
the architecture of victim models. All restricted adversarial

OOD examples are constructed under the �∞ distance. Fol-
lowing the tradition of prior work [17], we set the maximum
perturbation as 8/255. An example is considered a success if
it is recognized as a pre-specified class and the magnitude of
perturbation does not exceed the maximum perturbation. In
addition, the maximum number of queries in the black-box
scenario is set as 25,000 per image for all attack methods.

Note that while there is a work studying OOD attack [22],
this work only applies the PGD method to OOD datasets.
Therefore, we do not explicitly compare this work and the
attack method of this work can be considered as equivalent
to the PGD method. In addition, white-box methods, such
as C&W and PGD, are typically unsuitable for the black-
box scenario because these methods are required to train a
substitute model which requires extra training data whose
distribution has to be similar to that of the training set of the
victimmodel. Instead, for the black-box scenario, we choose
ZOO, DBA, HSJA and SignOPT, which all show promising
attack performance without the need for training a substitute
model. We highlight that our proposed framework is ver-
satile and applicable across both white-box and black-box
scenarios without requiring additional data.

5.2.2 Comparative results

Table 3 and Fig. 2 show a comprehensive comparison of our
proposed methods against the eight state-of-the-art adver-
sarial example attacks in both white-box and black-box
scenarios. Overall, our methods achieve comparable or supe-
rior attack performance across these scenarios.

In the white-box scenario, our method can achieve a
100% average ASR on models trained on the CIFAR-10
dataset. Similar performance is also observed with the PGD,
AutoPGD, and CGA methods on CIFAR-10, though the
C&Wmethod exhibits a slightly inferior attack performance.
For models trained on the GTSRB-43 dataset, our method
maintains a 100%averageASRusing theOODdataset FFHQ
and achieves 99.07% average ASR using the OOD dataset

Table 3 Comparison with different attack methods on the white-box and black-box scenarios

CIFAR-10 GTSRB-43
Scenarios Method OOD Dataset Average

ASR (SD)
%

Best
ASR %

Worst
ASR %

Average
ASR (SD)
%

Best
ASR %

Worst
ASR %

White-box CW [23] FFHQ 90.00 (10.48) 100.00 66.67 71.86 (21.05) 100.00 20.00

iCartoonFace 95.56 (7.37) 100.00 77.78 71.86 (16.32) 100.00 30.00

PGD [15] FFHQ 100.00 (0.00) 100.00 100.00 99.30 (3.34) 100.00 80.00

iCartoonFace 100.00 (0.00) 100.00 100.00 95.58 (6.58) 100.00 70.00

AutoPGD [24] FFHQ 100.00 (0.00) 100.00 100.00 99.77 (1.50) 100.00 90.00

iCartoonFace 100.00 (0.00) 100.00 100.00 96.74 (5.59) 100.00 80.00
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Table 3 continued

CIFAR-10 GTSRB-43
Scenarios Method OOD Dataset Average

ASR (SD) %
Best
ASR %

Worst
ASR %

Average
ASR (SD) %

Best
ASR %

Worst
ASR %

CGA [25] FFHQ 100.00 (0.00) 100.00 100.00 99.53 (2.11) 100.00 90.00

iCartoonFace 100.00 (0.00) 100.00 100.00 96.98 (4.59) 100.00 90.00

Ours FFHQ 100.00 (0.00) 100.00 100.00 100.00 (0.00) 100.00 100.00

iCartoonFace 100.00 (0.00) 100.00 100.00 99.07 (2.90) 100.00 90.00

Black-box ZOO [26] FFHQ 24.44 (28.89) 88.89 0.00 2.09(4.60) 20.00 0.00

iCartoonFace 23.33 (21.34) 55.56 0.00 2.56(20.00) 20.00 0.00

DBA [16] FFHQ 91.11 (10.89) 100.00 66.67 22.33 (20.78) 80.00 0.00

iCartoonFace 84.44 (14.23) 100.00 55.56 25.12(18.60) 70.00 0.00

HSJA [17] FFHQ 97.78 (4.44) 100.00 88.89 25.35(19.09) 80.00 0.00

iCartoonFace 85.56 (12.22) 100.00 55.56 26.74(16.24) 80.00 0.00

SignOPT [27] FFHQ 76.67 (9.23) 88.89 55.56 23.49 (22.61) 90.00 0.00

iCartoonFace 81.11 (12.22) 100.00 55.56 22.10 (17.46) 70.00 0.00

Ours FFHQ 90.00 (10.00) 100.00 70.00 91.86 (13.16) 100.00 50.00

iCartoonFace 97.00 (4.58) 100.00 90.00 89.07 (13.61) 100.00 40.00

The highest results are highlighted in bold and the second highest in italics

Fig. 2 Comparison with different attack methods on the white-box and black-box scenarios
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iCartoonFace. In contrast, the compared methods do not
exhibit superior performance, where the average ASR ranges
from 71.86% to 99.77% using the OOD dataset FFHQ and
from 71.86% to 96.98% the OOD dataset iCartoonFace.

The possible reason why our method shows better per-
formance is that due to the significant difference between
in-distribution samples and out-of-distribution samples, �-
norm-based adversarial example attacks indeed requiremuch
larger magnitudes of perturbations. Moreover, while all
attackmethods showperfect performancewith respect to best
ASR, the attack performance presents significant differences
in the aspect of worst ASR. For instance, the worst ASR on
GTSRB-43 is 90.00% for our attack methods, whereas it is
only 70.00% and 20.00% for the PGDmethod and the C&W
method, respectively.

In the black-box scenario, our method consistently shows
superior attack performance on both datasets. For example,
ours can achieveover 90.00%averageASRonCIFAR-10 and
89.07% average ASR onGTSRB-43, while the method ZOO
only gains no more than 24.44% and 2.56% average ASR on
CIFAR-10 and GTSRB-43, respectively. Although DBA and
HSJA can obtain similar attack performance in comparison
with our method on CIFAR-10, the significant advantages
of our method can be seen on GTSRB-43. For instance, the
average ASR of our method on GTSRB-43 is at least higher
62% than that of DBA andHSJAwhere the best performance
is at most 26.74% average ASR. This also reminds model
owners that relying solely on current adversarial example
attackmethodsmay not provide a comprehensive assessment
of a model’s resilience in the open world.

5.3 Attack performance onmodels with defenses

In this section, we examine the effectiveness of our proposed
attack methods in evading state-of-the-art defense mecha-
nisms designed to protect machine learning models.

5.3.1 Overview of defenses

Existing works mainly focus on the detection of OOD sam-
ples to improve the robustness of models in the open world.
To do this, these methods first compute a score for each
sample based on the outputs of the model. The score can
be regarded as the probability that this sample is an in-
distribution example. Then, a sample is an in-distribution
example if its score is larger than a pre-defined threshold τ .
Specifically, given a victim model F, an OOD detector can
be represented as:

Detector(x) =
{
1 F(x) > τ

0 F(x) ≤ τ
(3)

Depending on whether or not the victim model F needs
to be changed, OOD methods can be divided into two cate-
gories. The first category does not require any changes of the
victim model F. In other words, this type of defense can be
directly applied to a model without retraining and it detects
OOD examples based on the confidence scores of mod-
els. We choose one classic and widely-used defense method
ODIN [28], considering its excellent performance in this cat-
egory. The second category requires changes of models, such
as retraining models with novel loss functions, adding auxil-
iary datasets into the training process, and even introducing
adversarial training. One classic defense method OE [29]
and the latest state-of-the-art defensemethodATOM [30] are
considered in this work. A brief introduction of each defense
is given as follows.

ODIN This defense [28] utilizes the model’s outputs, i.e.
confidence scores, to detect OOD examples. The main
assumption is that neural networks tend to output higher
confidence scores to in-distribution examples than OOD
examples. The defense utilizes temperature scaling [54] and
adversarial perturbations [31] to further enlarge the differ-
ences between in-distribution and OOD examples. In detail,
for a given example x, a perturbed example x̃ is obtained
by adding adversarial perturbations and the calibrated confi-
dence score of x̃ can be calculated by temperature scaling.An
example belongs to in-distribution if the score is greater than
a pre-defined threshold τ . This defense can be considered
as a post-processing technique and does not require model
owners to retrain victim models.

In our experiments, we utilize the ImageNet dataset to
choose hyperparameters. ForWideResNet, we set the pertur-
bation magnitude as 0 for both CIFAR-10 and GTSRB-43.
For DenseNet, the perturbation magnitude is set as 0.0004
for CIFAR-10 and 0.001 for GTSRB-43, respectively. The
temperature scaling is set as 1000 in all settings.

OE This defense [29]makes use of auxiliaryOODdatasets to
train anomaly detectors that can generalize and detect unseen
OOD examples. It introduces a new loss function that can not
only learn the original classification objective but also learn
heuristics to detect whether a sample is an OOD example by
the auxiliary OOD dataset. This approach requires retraining
a model.

ATOM This defense [30] combines adversarial training and
an auxiliary OOD dataset to collaboratively enhance the
performance of OOD detection. More specifically, this
approach first selects informative outliers from an auxil-
iary OOD dataset, and then these selected OOD samples
and in-distribution samples are utilized to adversarially train
the model. The projected gradient descent method [15] is
adopted for adversarial training. This approach also requires
retraining a model.
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For all these defense methods, we follow the convention
of the research community in OOD detection and the thresh-
old τ is chosen when the true-positive rate (TPR) is 95%
where the TPR refers to the ratio of in-distribution examples
correctly classified as in-distribution examples. For OE and
ATOM, the ImageNet dataset is used as the auxiliary OOD
dataset for training. We train the models with the SGD opti-
mizer and the suggested hyperparameters of their papers are
used.

All hyperparameters of our attack methods on defense
models are the same as those on raw models, except for
loss functions. Specifically, we use loss function f 4 for OE
and cross-entropy loss function f 3 for the victim model
DenseNet trained on GTSRB-43 in the black-box scenario
and �2 loss function f 2 is used for the remaining victimmod-
els. The reason is that these loss functions show better attack
performance and it is hard to achieve the best performance
only by one loss function for various defense measures. We
illustrate different types of loss functions in Section 5.4.1.
Again, we only consider the targeted attack for models with
defenses, because a successful targeted attack also indicates
a successful untargeted attack. Note that the ASR in defenses
has a higher requirement: one successful attack means that
one sample needs to first evade the OOD detection, and is
recognized as a pre-specified class that the adversary wishes.

5.3.2 Defense performance of models

Table 4 shows the performance of various defense mea-
sures. Here, the false-positive rate (FPR) refers to the ratio of
OOD samples that are predicted as in-distribution samples.
A lower FPR value indicates better detection performance.
Accuracy refers to the ratio of samples that is predicted as an

in-distribution sample and is recognized as a correct class.
We can see that almost all models show outstanding detec-
tion performance and prediction performance, although the
method ODIN on CIFAR-10 shows poor OOD detection per-
formance.

5.3.3 Attack results

Table 5 summarizes the attack performance of our pro-
posed methods under different defense measures. Overall,
all defenses cannot prevent our attacks on the white-box
and black-box scenarios, although these defenses can lower
our attack success rate to some degree. The defense mea-
sures mainly concentrate on decreasing the worst ASR of our
methods, while the best ASR is hardly reduced. The attack
performance in the white-box scenario generally is better
than that in the black-box scenario.

For the defense method ODIN, the average ASR in
the white-box scenario exceeds 86.00% on CIFAR-10 and
69.38% on GTSRB-43. In contrast, the attack performance
in the black-box scenario shows a decrease where the aver-
age ASR is more than 40.00% on CIFAR-10 and 9.53% on
GTSRB-43. With regard to the best ASR, our attack per-
formance remains 100.00% in the white-box scenario and
more than 60.00% in the black-box scenario. We observe
that the worst ASR value of 0.00% can be seen on several
victim models in the black-box scenario, indicating that the
ODIN defense indeed improves the robustness of certain vic-
tim models’ classes to some extent.

For the defensemethodOE, the averageASR in thewhite-
box scenario varies from 13.00% to 56.00% on CIFAR-10
and from 23.26% to 73.26% on GTSRB-43. In contrast, in
the black-box scenario, the average ASR is above 35.00% on
CIFAR-10 and 1.16% on GTSRB-43. We can also see that

Table 4 Performance of victim
models with defense measures

Method Dataset Model FPR % ↓ Accuracy % ↑
ODIN CIFAR-10 WideResNet 54.978 92.10

DenseNet 46.024 91.12

GTSRB-43 WideResNet 8.502 93.11

DenseNet 11.400 92.86

OE CIFAR-10 WideResNet 0.110 91.99

DenseNet 0.226 91.38

GTSRB-43 WideResNet 0.002 93.71

DenseNet 0.014 93.23

ATOM CIFAR-10 WideResNet 0.014 90.16

DenseNet 0.038 89.05

GTSRB-43 WideResNet 0.016 92.34

DenseNet 0.096 91.43

↓ means smaller is better while ↑ means larger is better
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Table 5 Attack performance on various defense methods

White-box Black-box
Defense
Method

In-distribution
Dataset

Victim Model OOD Dataset Average
ASR (SD) %

Best
ASR %

Worst
ASR %

Average
ASR(SD)%

Best
ASR %

Worst
ASR %

ODIN CIFAR-10 WideResNet FFHQ 96.00 (4.90) 100.00 90.00 45.00 (38.28) 100.00 0.00

iCartoonFace 87.00 (14.87) 100.00 60.00 59.00 (24.27) 90.00 20.00

DenseNet FFHQ 93.00 (12.69) 100.00 60.00 40.00 (38.73) 100.00 0.00

iCartoonFace 86.00 (12.81) 100.00 60.00 50.00 (20.00) 90.00 20.00

GTSRB-43 WideResNet FFHQ 93.72 (8.08) 100.00 70.00 37.21 (31.28) 100.00 0.00

iCartoonFace 75.12 (18.97) 100.00 20.00 31.40 (25.30) 90.00 0.00

DenseNet FFHQ 87.91 (17.33) 100.00 30.00 13.72 (23.13) 80.00 0.00

iCartoonFace 69.38 (22.11) 100.00 10.00 9.53 (13.63) 60.00 0.00

OE CIFAR-10 WideResNet FFHQ 44.00 (15.62) 60.00 10.00 35.00 (29.41) 100.00 0.00

iCartoonFace 13.00 (11.87) 30.00 0.00 63.00 (19.52) 90.00 40.00

DenseNet FFHQ 56.00 (20.10) 90.00 20.00 44.00 (28.00) 100.00 10.00

iCartoonFace 41.00 (15.78) 70.00 20.00 75.00 (17.46) 100.00 40.00

GTSRB-43 WideResNet FFHQ 73.26 (17.75) 100.00 30.00 7.44 (14.16) 70.00 0.00

iCartoonFace 42.09 (13.90) 70.00 10.00 5.81 (11.05) 40.00 0.00

DenseNet FFHQ 53.64 (21.52) 100.00 10.00 4.19 (12.24) 70.00 0.00

iCartoonFace 23.26 (18.26) 60.00 0.00 1.16 (3.21) 10.00 0.00

ATOM CIFAR-10 WideResNet FFHQ 86.00 (8.00) 100.00 70.00 23.00 (24.52) 80.00 0.00

iCartoonFace 56.00 (14.97) 80.00 40.00 34.00 (22.00) 80.00 0.00

DenseNet FFHQ 78.00 (15.36) 100.00 50.00 11.00 (14.46) 50.00 0.00

iCartoonFace 58.00 (15.36) 90.00 40.00 18.00 (13.27) 50.00 0.00

GTSRB-43 WideResNet FFHQ 59.30 (26.80) 100.00 10.00 0.93 (3.61) 20.00 0.00

iCartoonFace 54.65 (21.50) 90.00 10.00 1.40 (5.10) 30.00 0.00

DenseNet FFHQ 62.79 (23.06) 100.00 0.00 0.23 (1.51 ) 10.00 0.00

iCartoonFace 56.98 (22.26) 100.00 0.00 2.56 (4.87 ) 20.00 0.00

SD refers to standard deviation

the best ASR is still high in both scenarios. Compared with
the white-box scenario, the worst ASR has a lower value in
the black-box scenario. We also observe that different GAN
models have effects on attack performance. For instance, the
GAN trained on FFHQ can achieve better performance than
that on iCartoonFace in the white-box scenario.

For the defense method ATOM, our attack methods can
achieve at least an average ASR of 54% for all victimmodels
in thewhite-box scenario. As a comparison, the averageASR
fluctuates from 11.00% to 34.00% on CIFAR-10 and from
0.23% to 2.56% on GTSRB-43. Although the worst ASR
value is low, especially in the black-box scenario, our attack
performance shows promising performance with respect of
the best ASR. That is, some vulnerable classes of the victim
model are still easily fooled. We should emphasize that usu-
ally the robustness level of a model largely depends on the
most vulnerable points.

Table 6 presents the attack performance on defense meth-
ods using the LSUN church OOD dataset [55]. This dataset
consists of images of church buildings and is utilized by the
original state-of-the-art defensemethods for evaluatingOOD
detection performance. Here, we employ the same dataset to
conduct attacks, thereby neutralizing any potential advantage
of our method. The victim model is the WideResNet model
trained on CIFAR-10. Despite the challenges, our method
demonstrates robust attack capabilities against these defense
methods. For instance, in the case of the ODIN defense
method, our method achieves average ASRs of 81.00% in the
white-box scenario and 44.00% in the black-box scenario.

In summary, our attack methods successfully evade these
defenses and achieve targeted attacks in both white-box and
black-box scenarios. Although a majority of worst ASR val-
ues is low and even 0, the fact that these defense measures
can not decrease the best ASR indicates that the real threats
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Table 6 Attack performance on
defense methods using the OOD
dataset LSUN church

White-box Black-box
Defense
Method

Average
ASR(SD) %

Best
ASR%

Worst
ASR%

Average
ASR(SD) %

Best
ASR%

Worst
ASR%

ODIN 81.00 (15.78) 100.00 60.00 44.00 (28.00) 90.00 0.00

OE 27.00 (25.32) 90.00 0.00 62.00 (28.57) 100.00 0.00

ATOM 50.00 (16.12) 90.00 30.00 35.00 (27.66) 80.00 0.00

The victim model is the WideResNet model trained on CIFAR-10. SD: standard deviation

of a model can not be alleviated. Our work also underscores
the importance of focusing on the most vulnerable classes
within a model when evaluating the effectiveness of defense
measures.

5.4 Analysis of attack performance

In this section, we analyze attack performance in terms of
different types of loss functions (see Section 5.4.1) and opti-
mization methods (see Section 5.4.2). We also depict the
attack process of our attack methods in both scenarios in
Section 5.4.3. For our analysis, we fix the victim models
as the WideResNet model trained on CIFAR-10 and choose
StyleGAN trained on FFHQ.

5.4.1 Effects of loss functions

Loss functions play an important role in generating adversar-
ial OOD examples. As shown in (1), our attack framework
constructs an adversarial OOD example byminimizing a loss
function. There aremany different types of loss functions and

in this work, we study the following loss function f:

f1 = |F(G(z)) − F(xre f )| (4)

f2 = (F(G(z)) − F(xre f ))
2 (5)

f3 = CrossEntropy(F(G(z)), (F(xre f ))max ) (6)

f4 = f2 + λ · (−max(so f tmax(F(G(z))))) (7)

f5 = f2 + λ · (so f tmax(F(G(z)))m+1) (8)

λ is a hyperparameter. f1, f2, f3 are �1 loss, �2 loss, and
cross-entropy loss function, respectively. They are common
and basic loss functions. Loss function f4 is designed for OE
defense measures but can be widely applied to attack these
defense techniques that detect OOD samples based on higher
output scores. It adds a new item that aims to maximize the
output scores of a sample, which makes the attack evade
detection more efficiently. Loss function f5 is designed for
ATOM defense measure and it adds a new item that aims to
minimize the output scores of the OOD class of a sample.
Similarly, this loss function can be applied to attack these
defense techniques that add a new OOD class m + 1 in ML

Table 7 Attack performance in terms of different types of loss functions

White-box Black-box
Method Loss function Average

ASR(SD) %
Best
ASR%

Worst
ASR

Average
ASR(SD) %

Best
ASR%

Worst
ASR%

Raw f1 100.00 (0.00) 100.00 100.00 52.00 (34.58) 100.00 0.00

f2 100.00 (0.00) 100.00 100.00 74.00 (26.15) 100.00 20.00

f3 100.00 (0.00) 100.00 100.00 90.00 (10.00) 100.00 70.00

ODIN f1 91.00 (11.36) 100.00 70.00 25.00 (35.28) 100.00 0.00

f2 96.00 (4.90) 100.00 90.00 45.00 (38.28) 100.00 0.00

f3 75.00 (18.03) 100.00 50.00 44.00 (33.23) 100.00 0.00

OE f1 55.00 (23.35) 90.00 20.00 34.00 (31.69) 100.00 0.00

f2 27.00 (15.52) 60.00 10.00 34.00 (30.40) 100.00 0.00

f3 37.00 (30.02) 100.00 0.00 37.00 (27.95) 100.00 10.00

f4 44.00 (15.62) 60.00 10.00 35.00 (29.41) 100.00 0.00

ATOM f1 93.00 (11.87) 100.00 60.00 18.00 (19.90) 60.00 0.00

f2 86.00 (8.00) 100.00 70.00 23.00 (24.52) 80.00 0.00

f3 16.00 (14.29) 40.00 0.00 26.00 (26.53) 80.00 0.00

f5 75.00 (12.04) 90.00 60.00 24.00 (25.77) 90.00 0.00

SD: standard deviation

123



327 Page 14 of 18 H. Hu and J. Pang

Fig. 3 Attack performance on various models in terms of different types of loss functions

models besides the normal number of classes m. The new
classm+1 of this type of defense is specially used for OOD
detection and a higher output score of this class means a
higher OOD probability.

Results Table 7 and Fig. 3 present attack performance across
different loss functions in both scenarios. Overall, we can
see that different loss functions indeed have different attack
performances. For example, loss functions are hard to show
the difference when attacking raw models in the white-box
scenario. In contrast, the loss function f3 excels in raw mod-
els in the black-box scenario.Whenmounting attacks against
victimmodels with defenses, it becomes somewhat more dif-
ficult to choose a loss function that is applied for all defenses,
because the attack performance of these loss functions fluc-
tuates. However, loss functions f1, f2, and f3 can be regarded
as good starting points for an attack. We also observe that f4
and f5 loss functions also show a good performance, com-
prehensively considering both attack scenarios.

5.4.2 Effects of optimization methods

We study two types of optimization methods: SGD [44] and
Adam [56]. Both optimizationmethods are used in thewhite-
box scenario because they require computing gradients. We

Table 8 Attack performance on various models in terms of different
types of optimizers

Method Optimizer Average
ASR (SD) %

Best
ASR %

Worst
ASR %

Raw SGD 100.00 (0.00) 100.00 100.00

Adam 100.00 (0.00) 100.00 100.00

ODIN SGD 96.00 (4.90) 100.00 90.00

Adam 99.00 (3.00) 100.00 90.00

OE SGD 27.00 (15.52) 60.00 10.00

Adam 49.00 (25.87) 90.00 10.00

ATOM SGD 86.00 (8.00) 100.00 70.00

Adam 99.00 (3.00) 100.00 90.00

SD refers to standard deviation

do not consider other optimization methods in the black-
box scenario in addition to the Powell method. This is
because existing black-box optimization methods are hard
to be applied to the current attack scenario and a new black-
box optimization needs to be proposed.We leave it for further
work.

Results Table 8 and Fig. 4 show attack performance on dif-
ferent types of optimization methods. We can observe that
the Adam optimizer shows better attack performance on vic-
tim models with defense measures, compared with the SGD
optimizer. For example, the Adam optimizer can increase the
average ASR by 22.00% on OE and the attack performance
on ATOM can be improved to 99.00%. For raw models, both
optimizers achieve amazing performance and do not show a
difference.

5.4.3 Optimization processes

To further understand the dynamics of the attack process,
we analyze the optimization trajectories during the attack
on a raw model trained on CIFAR-10. In this experiment,
cross-entropy loss is used in both scenarios. SGD optimizer
and Powell optimizer are used in the white-box and black-
box scenarios, respectively. Here, the target label that the
adversary wishes is labeled 0.

Fig. 4 Attack performance on variousmodels in terms of different types
of optimizers
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Fig. 5 The optimization process of our attacks on both scenarios. The target label is 0

Figure 5 visualizes the optimization processes for both
white-box and black-box scenarios, demonstrating how they
graduallyminimize the loss function and eventually converge
to adversarial examples that fulfill the attack goals. Specifi-
cally, as the loss values decrease, We can observe that attack
methods in the white-box and black-box scenarios can suc-
ceed in finding target samples.

6 Discussion

6.1 Implications

Our proposed attack methods leverage off-the-shelf pre-
trained GAN models to craft adversarial OOD examples
that can fool victim classification models. Essentially, our
proposed framework establishes a mapping to identify the
vulnerable points of a victim classification model where
adversarial OOD examples can be found in a GAN model.
This fundamentally differs from perturbation-based adver-
sarial example attacks. Although traditional adversarial
example attacks can find adversarial OOD examples, these
examples are discrete and isolated. In contrast, adversarial
OOD examples constructed by our methods are generated
from a GAN model.

In the era of generative ML, obtaining well-trained GANs
from open-source platforms has become increasingly acces-
sible. Our methods can seamlessly leverage these GAN
models. As a result, it is feasible for technology companies to
integrate our techniques into their testing processes, enhanc-
ing secure software development. By exposing significant
vulnerabilities in ML models from an attacker’s perspective,
we aim to foster the development of more resilient defense
strategies and promote responsible usage. Furthermore, we
believe that powerful attacks can drive the advancement of
defensive methods, ultimately enhancing system robustness.

6.2 Limitations

While our novel attack methods can fool ML models and
circumvent state-of-the-art OOD detection, it is still pos-
sible to mitigate our attacks. For instance, as illustrated in
Section 5.3, one possible efficient method is to design OOD
detection that focuses on themost vulnerable classes of a vic-
tim model. This approach might include training detection
models specifically on GAN-generated examples to bolster
robustness.

7 Conclusion

Real-world ML models face various input examples, includ-
ing OOD examples that have a different distribution from the
training set. In this paper, we have proposed a novel attack
that causes ML models to misclassify an OOD example as
a pre-specified class that the adversary wishes. By leverag-
ing an off-the-shelf pre-trained GAN model, our framework
attempts to craft the OOD example by minimizing the dis-
tancebetween thevictimmodel’s output and thepre-specified
class. Based on different attack scenarios: white-box and
black-box, different attack methods are proposed. We con-
duct extensive experiments on different victim models on
different datasets. Our experimental results show that our
attack methods achieve comparable performance on both
scenarios, compared with eight adversarial example attacks.
Moreover, our evaluation also demonstrates that even for
victim models deploying defense mechanisms, our attack
methods can still achieve competitive performance on the
white-box and black-box scenarios.

Our proposed attack methods can utilize off-the-shelf
unconditional GANs. Besides, our methods can also craft
OOD examples in a unified framework, which can be
applied to both the white-box and black-box scenarios. More
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importantly, our methods have a different attack mechanism
from existing attackmethods. Therefore, it is possible to con-
sider our methods as a supplementary test tool to evaluate the
robustness of real-world ML models. In future, we plan to
develop defense measures to mitigate our attack. In addition,
it is a promising direction to design a more powerful attack
aiming to reduce the number of queries in the black-box sce-
nario.
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