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Abstract
What drives employees to ensure security when handling informa-
tion assets in organizations? There is growing interest from the
security behavior community in how autonomous motivators shape
employees’ security-related behaviors. To reconcile the scattered
viewpoints on autonomous motivation and synthesize findings from
studies utilizing various theoretical frameworks, we systematically
reviewed relevant publications. We present a preregistered litera-
ture review that investigated (a) what forms of autonomous moti-
vation have been examined in organizational security contexts, (b)
which behaviors/behavioral intentions are related to autonomous
motivators, and (c) how autonomous motivation affects employees’
security behaviors. Based on an initial set of 432 papers, filtered
down to 45 studies, we identified 17 unique autonomous motivators
and three types of related security behaviors. This review not only
develops a refined taxonomy of autonomous motivation related to
security behaviors but also charts a path forward for future research
on autonomous motivation in human-centered security.

CCS Concepts
• Security and privacy→ Human and societal aspects of se-
curity and privacy; • Human-centered computing → HCI
theory, concepts and models.
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1 Introduction
Organizations face the critical challenge of securing their infor-
mation systems against cyber threats that target humans. Various
lenses can be applied to improve our understanding of why people
behave the way they do. Prior work has highlighted important ob-
stacles to information security such as prescribed security policies
not being feasible and too cumbersome [74], inappropriate cost-
benefit trade-offs of complex security advice [65], or situational
factors making secure responses challenging [45]. Recent concep-
tualizations of security behavior change [66, 121] highlight that
security behaviors need to be met with low friction and to be within
the compliance budget. People need to understand the behaviors,
agree that these behaviors matter, believe that they are able to im-
plement them, acquire the skills to implement the behavior, and
then embed them in their everyday life. Hence, promoting secure
behaviors in an organization is a challenging, multi-step process,
involving various stakeholders [46].

The majority of security behavior studies focused on the roles of
deterrence and sanctions in guiding employees’ security behaviors
[6, 38]. A recent review [38] found that out of 49 studies concerned
with cybersecurity behavior, 36 measured compliance exclusively.
While compliance is crucial for maintaining organizational infor-
mation security, attacks are becoming increasingly sophisticated.
Employees need to flexibly cope with new threats that are not yet
prescribed by existing information security policies (ISPs), thus go-
ing beyond compliance when necessary. Recently, there has been a
shift of focus from “threats and sanctions” approaches, which do not
always lead to the desired security behaviors [27], toward exploring
employees’ motivation to engage in “self-driven” protective secu-
rity behaviors [30, 51, 92]. Correspondingly, a growing number of
recent publications have investigated how employees’ autonomous
motivation shapes their security behaviors [38, 71, 103].
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“What is autonomous motivation?” In the framework of Self-
Determination Theory (SDT), humanmotivation can be categorized
into three types [41, 118]: amotivation (lack of intention and motiva-
tion), controlled motivation (driven by external reward/punishment
and pressure), and autonomous motivation. Autonomous motiva-
tion comprises both intrinsic motivation (including interest, enjoy-
ment, and satisfaction) and the internalized extrinsic motivation
in which people have identified with an activity’s value and inte-
grated it into their sense of self (including values, commitment,
and ethics) [41]. Satisfying an individual’s psychological needs for
competence, autonomy, and relatedness creates autonomous mo-
tivation [137]. When performing tasks autonomously, employees
experience a sense of choice and enjoyment; they do not feel com-
pelled by outside forces [42]. Autonomous motivation is enduring
and sustainable in driving employee performance [137].

Security-related research shows that autonomous motivators are
positively correlated with certain security behaviors in the work-
place [51, 133] and might make compelling contributions to explain
and foster employees’ protective cybersecurity behaviors [6, 92].
Despite this potential, autonomous motivation is a construct de-
rived from psychology which necessitates adaptation and empirical
validation in the context of security behaviors. It is worth noting
that in a widely cited taxonomy of security behavior grounded in
SDT [105], autonomous motivators have been categorized as intrin-
sic motivation. Moreover, researchers have applied constructs from
other theories to investigate autonomous motivators, frequently
without clarifying their theoretical foundation [79, 127] or the defi-
nition of “autonomous/intrinsic” [89, 133]. These inconsistencies in
the conceptualization and application of autonomous motivation
(e.g.,[79, 105]) pose challenges for future research, particularly in
terms of synthesizing prior findings from studies that examined
autonomous motivation in relation to security behaviors.

To consolidate the theoretical foundation and reconcile scat-
tered findings on autonomous motivation, we conducted a prereg-
istered literature review using the Scopus and ACM Digital Library
databases to investigate (a) what forms of autonomous motivation
have been examined in organizational security contexts, (b) the
behaviors/behavioral intentions that are related to autonomous
motivators, and (c) how autonomous motivation affects security
behaviors in the workplace. The contributions of our review are
three-fold:

• We developed a refined taxonomy of autonomous motiva-
tion including 17 motivators clustered into five categories
by reviewing theoretical frameworks and comparing mea-
surements of autonomous motivators in the security domain.
The taxonomy and the accompanying toolbox of existing
measurements provide relevant and timely support for re-
searchers and practitioners who aim to examine and develop
user-centered security policies and interventions.

• While previous studies aiming to explain security behav-
ior understood as compliance often made use of theories
focusing on threats and deterrence, our review suggests that
there is a shift towards Self-Determination Theory as the
most frequently applied theory in studies that focused on
what motivates employees to ensure security. This shift in
theory mirrors a paradigm shift in the security domain from

viewing the human as the weakest link towards viewing
the human as a valuable resource that can be enabled and
motivated to contribute to security.

• We provide an overview of suitable avenues to extend the
study of autonomous motivation in the domain of organiza-
tional information security and provide practical suggestions
for researchers who want to conduct theory-informed stud-
ies on autonomous motivation in human-centered security.

2 Background
2.1 Motivation in security behavior studies
The interdependent relationship and distinctive contributions
of emotion, cognition, and motivation to human behavior have
sparked extensive discussions in psychology [86]. In the security
context, emotions influence the degree of attention individuals
direct toward cybersecurity tasks and their adherence to guide-
lines [150]. Cognitive processes such as perception, attention, and
elaboration affect how a person interprets and responds to cyber
attacks [26]. Motivation is critical in both initiating and maintain-
ing behaviors [85]. Whereas initial changes are often driven by the
expectation of long-term benefits, maintaining these changes relies
more on the regular satisfaction derived from the behavior itself
[85]. While we acknowledge the critical roles of emotion, cognition,
and other factors in behavior change, this review narrows its scope
to autonomous motivation.

A prevalent approach for studying employees’ security behaviors
involves deductive methodology [87], where motivation is often in-
cluded as one of the independent variables, and security behaviors
are the dependent variables in research models. In this approach,
researchers examine motivational factors alongside other variables
to explain or influence employees’ compliance intentions [64, 90].
Established theories from other disciplines have been frequently
introduced into security behavior research [87] to explain the re-
lationships between motivational factors and behaviors. Theory-
based literature reviews [7, 88] indicate that the Theory of Planned
Behavior [132], Protection Motivation Theory [59], and Deterrence
Theory [84] have been the most frequently utilized to examine
employees’ security behaviors. Below, we describe how each of
these theories conceptualizes the role of motivation in changing
security behaviors.

The Theory of Planned Behavior proposes that an individ-
ual’s behavioral intentions are determined by their attitudes toward
the behavior, subjective norm (e.g., perception of others’ expecta-
tions), and perceived behavioral control (e.g., one’s ability to perform
the behavior) [2]. Individuals’ beliefs in their ability to perform
a behavior are crucial in determining their choice of action [97].
Thus, an individual’s motivation to perform a security behavior is
influenced by their attitude and social influences, but their ability
(perceived behavioral control) determines whether they can suc-
cessfully carry it out [97]. Though the Theory of Planned Behavior
has frequently been applied to examine employees’ compliance
behaviors, researchers have raised concerns about missing vari-
ables in the framework [132]. Kranz and Haeussinger [83] proposed
integrating the Theory of Planned Behavior and the Organismic
Integration Theory — a subtheory of SDT. They empirically tested
their research model in a sample of 444 employees [83]. They found
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that when employees’ personal values and principles aligned with
their employer’s information security prescriptions and goals, em-
ployees’ intentions to comply increased significantly [83]. This
finding suggests that autonomous motivation is a relevant factor
in fostering information security compliance.

Protection Motivation Theory, initially developed in the
health management domain [114], posits that individuals’ protec-
tive behaviors are influenced by their evaluations of the severity
and certainty of a threat and assessments of the efficacy and their
ability to perform protective behavior. In the framework of Protec-
tion Motivation Theory, situations involving threats (e.g., health,
intrapersonal and interpersonal, economic [59]) motivate people to
choose protective solutions. In the context of information security,
threats represent events with potentially harmful consequences
[59]. A review of 67 studies applying Protection Motivation Theory
showed that most studies examined threats and coping appraisal
constructs, specifically self-efficacy (91.0%), severity (89.6%), vulner-
ability (88.1%), and response efficacy (83.6%) [59]. Menard et al. [92]
argued that if a threat is perceived as irrelevant, the appeal will
not evoke fear and will fail to connect with the individual. After
comparing three competing research models in their study [92],
they suggested that intrinsic motivators could be a powerful factor
that influences organizational security behaviors.

Deterrence Theory, rooted in criminology, proposes that “cer-
tain controls can serve as deterrent mechanisms by increasing the
perceived threat of punishment for information system misuse” [37,
p.1]. It has frequently been applied to understand employees’ ISP
compliance and violation behaviors [138]. According to Deterrence
Theory, motivation is linked to an individual’s perception of the
certainty, swiftness, and severity of the sanctions that may result
from their actions [138]. In a survey study of 602 U.S. employees,
Son compared the intrinsic and extrinsic motivation models in-
tegrated into the framework of Deterrence Theory [133]. Their
study revealed that “intrinsic” motivators (perceived legitimacy and
value congruence) played a more substantial role in explaining em-
ployee compliance than extrinsic motivations (perceived deterrent
certainty and severity) [133]. Son [133] suggested that exploring
intrinsic motivation-based approaches, rather than only sanction-
based methods, is likely to enhance employees’ compliance with
ISPs.

To summarize, research involving the most frequently used theo-
ries suggested that autonomous motivation provides an alternative
approach for explaining and fostering security behaviors. However,
systematic examinations of how autonomous motivation is related
to organizational security behaviors are lacking. This research gap
thus led us to our first research question:

RQ1. What forms of autonomous motivation have
been found to influence employees’ information secu-
rity behaviors?

2.2 Paradigm shift from compliance to
extra-role security behavior

Maintaining information security in organizations is not only a
technical challenge but also needs to consider human actions [91].
The complexity of human behavior positions individuals as key

influencers in securing information systems, and research on be-
havioral factors in cybersecurity is critical [91]. Lahcen et al. [91]
analyzed insider threats (risks caused by an employee or any other
individual with authorized access to the information system) in the
workplace and categorized them into three types: unintentional, in-
tentional, or malicious. Unintentional errors are caused by a lack of
knowledge or skill (e.g., accessing confidential information through
public Wi-Fi), while intentional errors arise from knowingly risky
behavior (e.g., leaving passwords on a sticky note), and malicious
actions are deliberate with the intent to cause significant harm (e.g.,
stealing confidential data) [91]. Most organizations have an infor-
mation security policy (ISP) that describes insiders’ responsibilities
and prescribes actions to protect the organization [133].

Different taxonomies have been proposed for understanding
employees’ security compliance, focusing on factors such as in-
tentionality, technical expertise, and intrinsic/extrinsic motivation
[105, 136]. Via interviews (n = 110) and surveys (n = 1167), Stanton et
al. [136] categorized employees’ behaviors into six categories with
two parameters: intentionality (including malicious, neutral, and
benevolent intentions) and technical expertise (including novice
and expert). They suggested that employeesmight exhibit behaviors
from different categories at different points in time [136]. Orga-
nizations can enhance their security status through motivational
interventions that promote benevolent intent among employees
[136], including effective security management, strong leadership,
clear role designations, and training programs. In another taxon-
omy, Padayachee [105] categorized research findings on security
compliance and deterrent control into a taxonomy predicated on
SDT. They linked motivational factors with security-compliant be-
haviors and suggested that organizations apply the framework to
understand employees’ motivations, thereby assessing and promot-
ing security compliance [105].

Recent research has highlighted a proactive approach towards
employees that extends beyond mere compliance with ISP guide-
lines. Posey et al. [109] proposed a taxonomy of protection-
motivated behaviors that indicates which protection-motivated
behaviors are critical, which are difficult to promote, and which are
considered common sense, allowing for direct comparisons across
individual behaviors. Posey et al. [111] suggested that employees
can be guardians of organizational information security. This is
aligned with a recent interview study where cybersecurity profes-
sionals posited that empowering employees, rather than inhibiting
their behaviors, can enable them as the last line of defense in orga-
nizations [143]. An increasing number of security behavior studies
have examined employees’ extra-role security behaviors [25, 51],
beyond mere compliance. These studies investigated a wide range
of security-related behaviors and tasks in the workplace, such as em-
ployees’ self-driven security literacy learning [130], crowdsourced
approaches to defending against phishing attacks [25], and security
knowledge sharing in the workplace [120].

Understanding what drives employees to perform these extra-
role security tasks can enhance organizational information secu-
rity [39]. Extra-role information security tasks describe “security-
related citizenship behaviors that go beyond prescription but
nonetheless contribute to the organisational, social, and psycho-
logical InfoSec environment” [38, p.198]. In a focus group study,
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Chen et al. [30] found that various intrinsic factors influenced em-
ployees’ intentions to report phishing emails. These motivators,
deeply embedded in employees’ psychological needs, include en-
joyment, satisfaction, empowerment, and sense of belonging [30].
Recently, Frank and Kohn [51] proposed a taxonomy of motiva-
tion for extra-role security behaviors (SDT-ER taxonomy), based
on SDT, in which motivators of extra-role behaviors are arranged
along a continuum from extrinsic to intrinsic motivation. They [51]
linked six out of nine dimensions of extra-role security behaviors
with autonomous motivators (including usefulness-driven, value-
driven, and interest-driven). However, further research is needed to
investigate other types of security behaviors related to autonomous
motivation:

RQ2. Which employee security behaviors (or behav-
ioral intentions) related to autonomous motivation
have been examined in the surveyed literature?

2.3 The fragmentation and heterogeneity of
applying diverse theoretical frameworks

Sutton and Staw [139] discussed how references, data, variables,
diagrams, and hypotheses can be mistaken for theory and shared
their definition of theory:

Theory is about the connections among phenomena, a
story about why acts, events, structure, and thoughts
occur. Theory emphasizes the nature of causal rela-
tionships, identifying what comes first as well as the
timing of such events. [139, p.378]

In this review, we adopted Sutton and Staw’s definition and
emphasize the three characteristics of theory: (a) It consists of
interrelated propositions and constructs; (b) it establishes clear re-
lationships between constructs; and (c) it explains or predicts the
occurrence of events [73]. We refer to a theoretical framework
as the application of a theory or set of interrelated constructs de-
rived from an established theory to guide the research [73]. By
contrast, a research model involves synthesizing concepts, ideas,
and constructs from multiple sources, including empirical findings
and different theories, to create a unique model to address research
problems [73]. We adopted Liehr and Smith’s definition of concept:
“an image or symbolic representation of an abstract idea” [73, p.188].
We conceptualize a construct as “a label for a cluster or domain of
covarying behaviours” [19, para.2]. Constructs are key components
of theories [146].

In the security behavior community, researchers have argued
that theory is essential for the field [44]. Theory provides a struc-
ture for understanding complex behaviors and their underlying
motivations [92] and for identifying intangible psychological fac-
tors that influence users’ security-related choices. Moreover, theory
guides the development of measurements [49] and interventions
[130, 162], thus enhancing the rigor and validity of research outputs.
For example, Faklaris et al. [49] created and empirically validated
the Security Attitudes (SA-6) measurement with the guidance of
the Theory of Reasoned Action. Zou et al. [162] developed and eval-
uated the effectiveness of two interventions grounded in Protection
Motivation Theory, and Silic and Lowry [130] integrated intrinsic
motivation into their security training to create an immersive learn-
ing experience for employees. Furthermore, a strong theoretical

foundation helps to avoid the pitfalls of an “atheoretical black box”
[44], ensuring that research contributions aremeaningful. Given the
interdisciplinary nature of security behavior research [80], theories
from psychology, criminology, and organizational behavior
have been introduced to study security behaviors [88]. This inte-
gration of various theories has facilitated the exploration of diverse
factors that influence security behaviors [35, 97], ranging from
fear, desire, and self-efficacy to organization culture and societal
influences, which offer numerous insights for understanding and
promoting security behaviors [88]. However, this blossoming of
adopted theories has also presented new challenges and raised new
questions for researchers. For example, “How can we synthesize
findings from varied and even competing theoretical frameworks?”
This disparity and fragmentation of knowledge requires ongoing
effort from researchers to synthesize findings from studies that
have utilized different theoretical frameworks.

There are two common approaches for integrating existing find-
ings from different theories, namely, theory-driven and empirical-
data-driven approaches [97]. The theory-driven approach [88] can
highlight important factors that are not visible in the empirical data
of a specific case, whereas the empirical-data approach can find
relevant constructs from a phenomenon and compare constructs
from different theories [97]. Lebek et al. [88] conducted a literature
review (n = 113) of theories related to security awareness in be-
havioral research. They proposed a meta-model by assembling the
core constructs from the four most commonly applied theories in
reviewed papers [88]. Moody et al. [97] empirically compared 11
theories with employees (n = 274), then they proposed and tested
a unified model of ISP compliance (including constructs such as
response efficacy, role values, and reactance) with 393 employees.
To address the fragmentation and heterogeneity of research on cy-
bersecurity self-efficacy, Borgert et al. [22] conducted a systematic
literature review (n = 174). They made suggestions for standard
and transparent self-efficacy measures and called for the pursuit
of parsimony and falsifiability in self-efficacy theories, noting that
inconsistencies often arise from deviations from the original the-
ory and differing assumptions [22]. However, to the best of our
knowledge, no systematic research has synthesized the role of au-
tonomous motivation in organizational security behaviors.

To conclude, a plethora of theoretical frameworks have been
utilized to study autonomous motivation and security behaviors.
However, due to the distinctiveness of theoretical frameworks and a
lack of synthesization of findings on the topic, it is still unclear how
autonomous motivation influences employees’ security behaviors.
Consequently, we formulated the following research question:

RQ3. Which theoretical frameworks have been em-
ployed to explore autonomous motivation in the do-
main of organizational information security, and how
do these theoretical frameworks further our under-
standing of organizational information security?

Additionally, previous studies have indicated that study context,
cultural background, and other various roles might influence the
interpretation of study results [62, 122]. We propose that authors’
reflections on their study limitations and future opportunities from
their work can provide information on how to further advance the
field. Thus, our last two research questions are:
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RQ4. What are the characteristics of the study con-
texts in terms of geographical location, industry sec-
tors, and participants’ job roles in the surveyed litera-
ture?
RQ5. What are promising avenues for studying au-
tonomous motivation in the domain of organizational
information security?

3 Systematic Literature Review
3.1 Preparation phase
In the preparation phase, we tested our search terms, verified
whether the extracted papers were relevant, and refined the re-
search questions and search terms. We began by identifying 77
papers that mentioned “intrinsic motivation,” “security,” and “em-
ployee” in their abstracts from the Scopus database. Of those, 22
were evaluated as relevant for defining the scope of our review and
generating our research questions. These studies were conducted in
the workplace or specifically mentioned that their study goal was
to examine employees’ motivation to engage in security behaviors.

3.2 Literature search
To cover the wide and interdisciplinary landscape of security be-
havior, we chose the ACM Digital Library (The ACM guide to
computing literature) and the Scopus database as the initial data
sources. The ACM Digital Library covers relevant computer science
and IT-security-related publications. To complement the results
with publications from related disciplines, Scopus indexes a wide
range of peer-reviewed publications from different disciplines and
is considered one of the most comprehensive databases [124]. Our
review captures literature from fields such as usable security, infor-
mation security management, and security behavior studies. These
two databases cover most of the respective influential venues.

To address our research questions, we collected previous litera-
ture by conducting searches that combined the terms “autonomous
motivators,” “security behavior,” and “workplace.” We had to vary
the terms slightly for each search engine. We provide all the
searches as supplemental material. Here, we give an example search
that we used in Scopus:

TITLE-ABS-KEY ( "autonomous" OR "intrinsic" OR
"endogenous" ) AND TITLE-ABS-KEY ( motivation )
AND TITLE-ABS-KEY ( "security behavior" OR "security
behaviour" OR "cybersecurity" OR "information security"
OR "information technology security" OR "IT security"
OR "information system security" ) AND TITLE-ABS-KEY
( "employee" OR "workplace" OR "organization" OR
"organisation" OR "company" OR "corporation" )

3.3 Preregistration
After conducting an initial screening of the resulting hits, we pre-
registered our review on the OSF to enhance the transparency of
our process and facilitate the replication of the work by other re-
searchers [32]. We follow the Generalized Systematic Review Regis-
tration Form proposed by Van den Akker et al. [147] for registration
and documentation. In addition, we report our screening process,
which adheres to the PRISMA guidelines [61, 96] for transparency
and meta-analyses.

3.4 Study selection
We manually searched and identified 432 publications of interest
from the two databases on February 18, 2024. Subsequently, we
downloaded their bibliographic information (including title, au-
thors, abstract, and publication venues) and imported all of them
into Rayyan, an online tool for systematic reviews 1. Through
Rayyan, automatic duplication identification, and manual confirma-
tion, we removed 61 duplicates, and thus, 371 publications moved
on to the screening process.

Two authors independently screened the same 26% of papers
(95 out of 371) on the basis of our inclusion and exclusion criteria
without being able to see the other coder’s decisions. Of the 95
papers, the two authors agreed to include 13 publications and to
exclude 78. The first author recommended the inclusion of one
additional paper, whereas the second author recommended three
other papers. Thus, to avoid potentially overlooking any relevant
publications, 17 publications from this collection were included for
further evaluation. The authors achieved 95.79% agreement (almost
perfect agreement), with a Cohen’s kappa of .84. The first author
then screened the rest of the publications with the following inclu-
sion and exclusion criteria and a total of 46 out of 371 publications
moved on to further evaluation.

• Inclusion: The study examined employees’ autonomous
motivation related to their cybersecurity behavior or inten-
tions in the workplace as indicated by a screening of the title,
abstract, and keywords.

• Relevant autonomous motivators that were in line with
the inclusion criteria comprised interest, curiosity, enjoy-
ment, desire, satisfaction, empowerment, commitment, value,
contribution, responsibility, fairness, moral belief, justice,
ethics, legitimacy, endogenous motivation, autonomous mo-
tivation, intrinsic motivation, or fulfilling basic psychological
needs (e.g., autonomy, competence, and relatedness).

• Exclusion: The study was not peer-reviewed (e.g., doctoral
dissertation), was not an empirical study focusing on employ-
ees (i.e., no participants were included or a student sample
was used), or gave no indication of the data analytic methods
or respective findings (e.g., it was a work in progress that
lacked findings).

We used Zotero to screen the full text of retrieved publications.
Eight publications were excluded for the following reasons: not an
empirical study (n = 3), not related to employees’ motivation (n = 2),
student sample (n = 1), prestudy of another paper that was already
included (n = 1), and concerns about quality2 (n = 1). We applied
forward and backward snowballing to the papers we retrieved in
May 2024 and identified an additional seven papers that met our
inclusion criteria. A total of 45 papers were included for our re-
view (see Figure 2 number of papers by year). 32 were published in
journals, addressing topics in information systems, security, and
interdisciplinary fields. High-impact journals includeMIS Quarterly,
Information & Management, European Journal of Information Sys-
tems, Computers & Security, and Computers in Human Behavior. The
remaining 13 papers appeared as conference proceedings at venues

1https://www.rayyan.ai/.
2The journal was de-listed from Scopus due to quality concerns in 2020. The paper
was published in the same year of de-listing and does not match the journal’s scope.

https://www.rayyan.ai/
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Figure 1: PRISMA flow diagram of study selection (Note: *Multiple reasons may apply).

Figure 2: Number of papers by year.

including the Symposium on Usable Privacy and Security (SOUPS),
the Hawaii International Conference on System Sciences, and the

AIS International Conference on Information Systems. Appendix B
contains a table of publication venues.
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Figure 3: Matching extracted content with the research questions.

3.5 Paper extraction
To address our research questions, we used Microsoft Excel to ex-
tract and code (a) measurements of both motivators and behaviors,
(b) theoretical framework related to autonomous motivation, (c)
autonomous motivators, (d) security behaviors (or behavioral inten-
tions), (e) research questions of the study, (f) relevant findings and
conclusions, (g) study context, and (h) future work/study limita-
tions. To standardize the coding process, the first author developed
a detailed extraction manual to facilitate a systematic and consis-
tent extraction that was jointly discussed and tested by all authors.
Figure 3 illustrates the connection between the extracted content
and our research questions.

First, all authors coded the same three papers to ensure a joint
understanding. We resolved some ambiguities encountered during
the process via discussion (e.g., when a paper mentioned multiple
theoretical frameworks, we coded only the theoretical framework
that was related to the autonomous motivators). Then, we extracted
data from all papers. The data that each author extracted was in-
dependently reviewed by another author to ensure accuracy and
consistency. For transparency, the extraction manual is provided in
the Supplementary Material along with all the extracted data.

3.6 Measurement extraction
During the extraction process, we observed that some references
to the original sources that the authors borrowed or adapted their
measurements from were quite vague. To ensure scientific rigor
and to provide a useful toolbox of existing measurements for other
researchers, we thus conducted a second iteration of the extrac-
tion phase with a specific focus on measurement extraction of
autonomous motivators and security behaviors to identify all origi-
nal references and also to describe the ways in which the original
measures were adapted.

We also contacted the authors of 10 papers that did not include
the complete measurements of either autonomous motivators or se-
curity behaviors to request the missing measurements. Four authors
provided the requested measurements; however, for the remaining
six papers, we were unable to obtain access to their full measure-
ments. Consequently, our descriptions of their measurement and
adaptation process are based on the information provided in their
publications.

4 Results
4.1 Autonomous motivators examined in

security behavior studies
Thirty-eight of the reviewed papers employed scales for measur-
ing autonomous motivators in their study design. Among them,
six papers’ complete measurements were inaccessible. Thus, we
extracted 97 measurements comprising 392 items from the remain-
ing 32 papers. Additionally, there were four qualitative studies
[21, 51, 63, 129] and three studies that used alternative measure-
ments (i.e., Analytic Hierarchy Process questionnaires, a popular
method for decision-making) [10], a single-item measure [54], and
autonomous motivators as design principles [4]).

By analyzing the definitions, measurements (when provided),
and references of all autonomous motivators, we identified 17
unique autonomous motivators that have been investigated in secu-
rity behavior studies. We found that these motivators were driven
by an individual’s interest, the intrinsic values of engaging in the
activity, or personal values and expectations associated with the
activity. Additionally, a group of motivators was driven by fulfill-
ing psychological needs, such as autonomy or relatedness. Table 1
provides an overview of all motivators, their definitions, and how
often they have been studied. The category was developed from the
SDT-ER taxonomy suggested by Frank and Kohn [51] but extended
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with insights from the empirical studies included in our review,
thus resulting in five groups of motivators (refer to Table 1). We
marked our proposed new categories with asterisks in Table 1.

To provide a useful toolbox for researchers or practitioners inter-
ested in measuring autonomous motivation in the security domain,
we also extracted and categorized all provided measurements from
the reviewed articles, their original sources where applicable, and
whether they were adapted. Table 2 provides an exemplary excerpt
of the complete overview table provided in the supplementary
material.

4.1.1 Interest-driven motivators (n = 4). Joy, curiosity, and satisfac-
tion are intrinsic and interest-driven motivators [51]. In the SDT
framework, these motivators are termed intrinsic motivation [116].
In the studies we reviewed, interest-driven motivators were either
examined with specified terms such as joy (e.g., technophilia [51],
interest [63], or satisfaction [120]) or applied as principles (e.g., joy
and curiosity [130]) for training design. Compared with the other
motivators associated with a specific task or values/expectations
associated with engaging in an activity, intrinsic motivators emerge
when an individual is internally driven.

4.1.2 Task-driven motivators (n = 11). Intrinsic task value describes
the positive experiences derived directly from a task that moti-
vate individuals to engage with it [144]. Researchers sometimes
intermix the terms intrinsic value and intrinsic motivation [70].
However, Eccles and Wigfield argued that it is necessary to differ-
entiate the “internal origin of the desire to engage in an activity”
(intrinsic motivation) from “the enjoyment of the task itself” (in-
trinsic value) [48]. We thus propose that intrinsic value[48] should
be renamed intrinsic task value to make this term more distin-
guishable from intrinsic motivation. For example, Silic and Lowery
surveyed employees’ perceptions of feeling rejuvenated, lowering
their stress, and passing the time more enjoyably when using a web
system [130]. Other tasks have also been examined for the intrinsic
value related to performing the task of protecting one’s mobile
identity [5] and complying with ISPs [5, 12, 24, 89]. These studies
explored how employees’ feelings of accomplishment, fulfillment,
contentment [12, 24, 28], importance [43], and pleasantness [89]
were associated with compliance. In addition, four of the studies
we reviewed [71, 109, 110, 148] examined the relationship between
job satisfaction and ISP compliance.

4.1.3 Motivators fulfilling psychological needs. These motivators
specifically address and satisfy individuals’ basic psychological
needs (e.g., competence, autonomy, relatedness [119], and safety).

Competence-related (n = 24). Competence-related motivators
were the most frequently examined motivators in the studies we
reviewed. They took the form of self-efficacy (n = 13), perceived
competence (n = 7), and perceived behavioral control (n = 4). Despite
different theoretical origins [13], papers in our sample often used
self-efficacy and perceived competence interchangeably [43, 83].
SDT posits that the need for competence drives individuals to mas-
ter significant tasks [113], whereas Social Cognitive Theory defines
self-efficacy as the belief in one’s ability to achieve specific out-
comes [13]. Bulgurcu et al. [24] proposed self-efficacy, along with
behavioral beliefs and normative beliefs, as an antecedent of atti-
tudes when introducing the Theory of Planned Behavior. However,

Ajzen, who postulated the Theory of Planned Behavior, stated that
perceived behavioral control, which is conceptually similar to self-
efficacy, captures the extent to which an individual has the ability to
perform the behavior and howmuch the behavior is under their con-
trol [3]. Taking this viewpoint into account, we grouped perceived
behavior control with self-efficacy and perceived competence.

Autonomy-related (n = 14). Spreitzer defined one dimension of
psychological empowerment as self-determination to “reflect au-
tonomy in the initiation and continuation of work behaviors and
processes” [135]. One of our reviewed papers used the term “choice”
to refer to self-determination [43]. Scrutinizing their cited source
[135], we included “choice” [43] as one adapted measurement of
autonomy. Additionally, Gerdenitsch et al. [55] used the measure-
ment of decision-making autonomy to capture whether workers
are given the autonomy in their work to make their own decisions.
Thus, we consider decision-making autonomy as one application
of autonomy in the work context.

Perceived relatedness (n = 10). In the studies we reviewed, some
scholars used the term perceived relatedness to capture an individ-
ual’s connection to their digital information and online accounts
[92, 104, 160]; whereas others suggest that the camaraderie and
enjoyment working with others are notable motivators for cyberse-
curity advocates [63].

Protection motivation (n = 4). Protection motivation has been
investigated in organizational settings, regarding employees’ inten-
tion/likelihood of protecting themselves [51] and their organization
[103, 109, 110] from security threats.

4.1.4 Value-driven motivators. These motivators are congruent
with employees’ endorsed goals, values, and ethics that are inte-
grated into their identity [119].

Altruism (n = 1). Altruism was observed as motivating employees
to help their colleagues with security-related problems, share their
security knowledge, and reduce the workload of IT personnel [51].
Frank and Cohn suggested that altruistic values enhance extra-
role security behavior, especially by promoting helpful behaviors,
stewardship, civic virtue, and organizational loyalty [51].

Commitment (n = 8). Three studies tested the relationship be-
tween affective commitment and compliance behavior [109, 148].
Others examined organizational commitment more generally and de-
fined it as employees’ acceptance of an organization’s information
security goal and policy, along with a willingness to invest effort in
information security [28, 38, 72]. Posey et al. [110] suggested that
organizational commitment serves as the mechanism that makes
workplace security threats personally relevant to employees.

Perceived value congruence (n = 3). Son [133] introduced the
concept of perceived value congruence to measure the extent to
which an employee and their employer share the same values. Chen
and Li [28] used the same measurement items as Son [133], but
they renamed the construct perceived value fit.

Organizational justice (n = 4). Li et al. examined organizational
justice’s role in motivating employees’ internet policy compliance
intentions [90]. They tested four dimensions of organizational jus-
tice (i.e., procedural, distributive, interpersonal, and informational
justice [90]). Li et al. [90] hypothesized that the four dimensions
of justice beliefs, when enforced within an organization, influence



Autonomous Motivation in Organizational Security Behavior CHI ’25, April 26-May 1, 2025, Yokohama, Japan

Table 1: The taxonomy of autonomous motivation related to organizational security behaviors (N = number of reviewed studies
that examined the motivator. *new categories proposed on the basis of the outcomes of the study).

Driver Motivator and definition N Section

Interest-
driven

• Joy, Satisfaction, Curiosity (Intrinsic Motivation): employees engaging with an activity because
they like the activity, enjoy doing the activity, or derive satisfaction from performing the task
[130].

4 4.1.1

Task-
driven*

• Intrinsic Task Value: the anticipated or actual enjoyment derived from engaging in a specific
task (e.g., feeling rejuvenated or content) [48].

11 4.1.2

• Job Satisfaction: satisfaction or positive emotions derived from one’s job [148]. 4

Psychological
Needs
Fulfillment*

• Competence-related: includes (a) self-efficacy, which refers to the belief in one’s ability to
achieve specific outcomes [13], (b) perceived competence, and (c) perceived behavioral control.

24 4.1.3

• Autonomy-related: an individual’s perception of the extent to which they are engaging in an
activity of their own choice [92, 95].

14

• Perceived relatedness: “the degree of connectedness an individual feels toward others when
interacting in a specific context” [92, p.1212].

10

• Protection motivation: employees’ intention/likelihood of protecting themselves and their
organization from security threats [51, 109].

4

Value-
driven

• Altruism: people perceiving “the act of helping as enjoyable and interesting” [51, p.4]. 1 4.1.4
• Commitment: “an affective attachment to the organization” [94, p.539] and “a willingness to
exert effort on behalf of the organization” [72, p.71].

8

• Perceived Value Congruence: the extent to which an employee and their employer share the
same values [133].

3

• Organizational Justice: employees’ perceptions of fairness in the processes and outcomes of
organizational decisions [90].

4

• Personal Responsibility: employees’ willingness to be accountable for their work-related
choices, behaviors, and outcomes [71].

12

• IS Identity: a person’s self-concept of their roles, responsibilities, and importance of complying
with information security policies [103].

2

• Normative Beliefs: an individual’s beliefs about whether important others or groups approve
or disapprove of a specific behavior [2].

3

• Employee Involvement: personal norms [72], peer involvement [72], user-IS exchange [38],
and management support [143] in the workplace.

5

Expectation*

• Perceived Benefits: an individual’s expectations of the benefits of performing a task, including
saving time, convenience, increasing productivity [76], demonstrating impact [43], and making
a difference [64].

4 4.1.5

• Response Efficacy: an individual’s belief in the effectiveness of a prescribed solution in miti-
gating the threat [92, 130].

12

employees’ workplace ethics and subsequently enhance their inten-
tions to comply. Another two studies measured whether perceived
fairness positively affected employees’ attitudes toward ISP com-
pliance [11, 89]. Son [133] introduced a similar concept, perceived
legitimacy, which measures the extent to which employees view
the ISP as appropriate, desirable, and just.

Personal responsibility (n = 12).When employees consider secu-
rity actions to be more their responsibility than their employers’,
they are more likely to perform security actions [21, 51, 71], such
as installing software updates [20]. We identified some constructs
that are closely related to responsibility, including locus of con-
trol [72] and ownership [76]. Ifinedo [72] measured locus of control

(which refers to the extent to which people believe they have con-
trol over the course of events [134]); however, the items involved
the concept of responsibility, such as “the primary responsibility
for protecting my organization’s information belongs to others and
not me” [72]. In a security context, psychological ownership can be
defined as a feeling of possessiveness an individual develops for a
security task [76]. Psychological ownership has been empirically
tested to confirm its relationship with ISP compliance [76] and up-
dating software [20]. Additionally, three studies investigated how
perceived excessive responsibility influences employees’ compliance
[76, 78, 79], that is, employees’ sense of going beyond their regular
work duties [79].
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Table 2: Excerpt of the overview of the applied measurements for autonomous motivation for all reviewed articles. (Note: DT =
Deterrence Theory, EVT = Expectancy Value Theory, SDT = Self-Determination Theory, na = not available.)

Authors Theoretical
framework

Motivator Measurement Example Source Adaption

Alahmari
et al. [4]

SDT Psychological
Needs Fulfillment

autonomy, competence, related-
ness

na na na

Alhelaly et
al. [5]

EVT Interest-driven Intrinsic Interest Value In general, I find protecting my
mobile identity is (extremely
boring -extremely interesting).

[47] yes

Alzahrani
& Johnson
[10]

SDT Psychological
Needs Fulfillment

autonomy, competence, related-
ness (relation of needs to each
other)

scale from 9-1 and 1-9 with com-
petence and autonomy as end
points

na na

Alzahrani
et al. [11]

SDT & DT Psychological
Needs Fulfillment,
Value-driven

perceived autonomy/ related-
ness/competence;
perceived legitimacy;
perceived value congruence;

na na na

... ... ... ... ... ... ...

Information security identity (n = 2). Employees’ information secu-
rity identity (IS identity) may be a driver of their compliance-based
and voluntary security behaviors [103]. Two related constructs are
internalization of information security policies (e.g., “I contribute to
the organization by complying with its information security policy.”
[106]) and internal perceived locus of causality (e.g., “I comply with
the requirements of the ISP because I want to find out how to ensure
information system security.” [83]).

Normative beliefs (n = 3) and employee involvement (n = 5). Nor-
mative beliefs and employee involvement have been examined as
motivators of ISP compliance in the studies we reviewed. [24, 72, 83]
examined the relationship between normative beliefs and ISP com-
pliance intentions. In addition to being influenced by others, em-
ployees might be motivated to comply with ISPs for their own
reasons. We put these motivators together with employee involve-
ment, which includes personal norms [72] (personal belief in the
relevance of complying), peer involvement [72] (actively involving
oneself in information security), user-IS exchange [38] (employ-
ees’ perceptions of and interactions with the information security
department), and management support [28, 109, 143] (peer/higher
management/technical support for information security).

4.1.5 Expectation motivators. Expectation motivators are related
to the expected outcome and the perceived benefits of performing
an activity.

Perceived benefits (n = 4). Even though the following concepts
were labeled “intrinsic“ and “satisfaction,” when we scrutinized
the measurement items, they focused on expectations of a certain
reputation and better cooperation (intrinsic outcome expectations,
[50]) and whether the solution would be efficient (cost/benefits)
or effective in protecting the organization (self-worth satisfaction,
[120]).

Response efficacy (n = 12). Response efficacy is one of the most
frequently studied Protection Motivation Theory components [59].

Employees might evaluate the efficacy of following an organiza-
tion’s ISPs or performing preventive measures. Perceived high re-
sponse efficacy motivates individuals to comply with ISPs [154]
and engage in security behaviors [92].

4.2 Security behaviors related to autonomous
motivation

All 45 of the papers we reviewed examined security behaviors or
behavioral intentions as outcomes of autonomousmotivation, along
with other factors of influence. Except for four qualitative studies
[21, 51, 63, 129], the remaining 41 studies used single questions,
items, or log data to evaluate participants’ security behaviors. We
found that general ISP compliance and specific security tasks were
often examined separately [20, 33, 51]. When switching from one
security task to another, employees’ intentions to perform a task
can vary significantly [20]. Therefore, we present our findings of
various security behaviors related to autonomous motivation in
three categories: information security compliance, extra-role security,
and ISP violation behaviors. See the overview of security behaviors
related to autonomous motivation in Table 3. Similar to the excerpt
provided in Table 2, we also provide an overview of the security
behaviors and their measurements in the Supplementary Material
to provide a useful toolbox for future research.

4.2.1 ISP compliance behaviors. ISPs prescribe employees’ re-
sponses for securing corporate information [133]. Employees’ com-
pliance with the organization’s ISP is the key to enhancing infor-
mation security [24]. All our reviewed ISP compliance studies (n
= 24) examined either respondents’ self-reported behavioral inten-
tions/attitudes or likelihood of performing specific tasks.

Intention to comply with the ISP (n = 16). Nine studies utilized the
measurement proposed by Bulgurcu et al. [24] that includes three
statements referring to complying with the ISP requirements, pro-
tecting information and technology resources, and carrying out the
responsibilities prescribed by the ISP. Four studies used Herath and
Rao’s measurements [64] to indicate their likelihood and certainty
of following the organization’s ISP [64]. Hong and Xu [71] used a



Autonomous Motivation in Organizational Security Behavior CHI ’25, April 26-May 1, 2025, Yokohama, Japan

Table 3: Security behaviors related to autonomous motivation. (Note: [38, 55, 77, 103] examined two types of behaviors in their
study.)

Type of behavior Behavior/Intention examined Count
Intentions to comply with ISPs 16

ISP compliance Attitude toward ISP compliance 2
(n = 24) Performance of specific compliance tasks 6

ER behavioral intentions 1
ER volunteering intentions 1

Extra-role (ER) Participation in ER behaviors 5
security behaviors Protection-motivated behaviors 2
(n = 22) Security knowledge sharing 4

Actions not prescribed in the ISP 7
Cybersecurity advocates 1
Attack-focused tasks 1

ISP violation Insider computer abuse 1
behaviors Instrumental policy abuse 1
(n = 3) Infringing ERM rules 1

scenario-based scale to survey respondents’ intentions to comply
with the ISP. They adapted the scenarios from the four scenarios
(user authentication and access control, hardware, software, and
the network) created by Guo et al. [57]. Two studies [10, 11] did
not specify their ISP measurement items.

Attitude toward ISP compliance (n = 2). Awudu and Terzis [12]
examined respondents’ evaluative judgments of the importance,
necessity, benefit, and usefulness of complying with the ISP. Tejay
and Mohammed [143] surveyed employees’ perceived value and
the effectiveness of the information security program in protecting
critical information. Additionally, employees were asked to indicate
their views on whether the security program balances risks with
security controls [143].

Performance of specific compliance tasks (n = 6). Son [133] sur-
veyed employees’ compliance with tasks such as (a) accessing in-
formation assets, (b) communicating via email, (c) handling in-
ternet and network resources, (d) performing antivirus actions,
and (e) preventing unauthorized access. Li et al. [90] investigated
whether employees followed their organization’s internet use pol-
icy, whereas Jeon et al. [77] examined employees’ use of enterprise
rights management (ERM) systems in their organizations. Two
studies [54, 103] assessed employees’ adherence to the organiza-
tion’s ISP, regarding protecting sensitive information, changing
passwords as per policy, and securing workstations when unat-
tended. Interestingly, Vedadi et al. [148] expanded the role of man-
agement in their data collection and instructed supervisors to rate
their employees’ security practices with respect to the discussion
of sensitive information, compliance with security procedures, and
adherence to information security rules.

4.2.2 Extra-role security behaviors. These behaviors comprise
“spontaneous security actions that are not defined by organiza-
tional rules or policies” [51, p.2]. Examples include voluntarily
helping others, actively intervening, accepting obstacles without
complaint, and actively participating in improving security mea-
sures [51]. Twenty-two of the studies we reviewed examined such

security behaviors that employees may view as extra-role security
behaviors.

Extra-role behavioral intentions and participation (n = 7). Chen
and Li [28] introduced extra-role behavioral intentions to assess
employees’ intentions to perform extra-role security behaviors
in the workplace. They examined the extent to which employees
promoted the information security program, put forth extra effort
to enhance security, and voluntarily engaged in activities such as
reporting risks or proposing new strategies [28]. Similarly, Davis
et al. [38] used the concept extra-role volunteering intentions to
survey employees’ general intentions to engage in voluntary and
proactive efforts to enhance information security. Furthermore, five
studies asked employees to self-report their participation in extra-
role security behaviors [55]. These self-reported questions were
related to different aspects of organizational information security,
such as helping colleagues/new employees learn about the ISP [103],
evaluating the effectiveness of the system [127, 129], and reporting
when suspicious emails had been received [106].

Protection-motivated behaviors (n = 2). Posey et al. [109] intro-
duced protection-motivated behaviors (PMBs) to emphasize the
critical role of employees’ safe computing practices in organiza-
tional security. PMBs are defined as voluntary actions by insiders
aimed at safeguarding both organizational information and the
information systems that manage security threats [109]. In a multi-
dimensional scaling study [108], Posey et al. categorized 67 PMBs
into 14 clusters on the basis of levels of improvement needed, stan-
dardization and application, and reasonableness. These clusters
include employees’ behaviors, such as email handling, data pro-
tection, security training, software use, and account protection
[108].

Information security knowledge sharing (n = 4). Information se-
curity knowledge sharing refers to sharing knowledge about in-
formation security to increase security awareness and mitigate
security risks [51, 120]. Alahmari et al. [4] elaborated on the idea
that security knowledge sharing implies a collaborative approach
to cybersecurity, which is a powerful and efficient solution for
mitigating cyber attacks. Frank and Ament [50] investigated the
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motivational factors influencing employees’ intentions to share
their information security incident experience. They argued that
communicating incident experiences in the workplace can act as a
social learning strategy that allows employees to learn from their
colleagues’ security incidents [50].

Security actions not prescribed in the ISP (n = 7). Researchers
investigated a range of security actions that might enhance organi-
zational information security, even though these actions were not
outlined in the ISP [21, 54]. Blythe and Coventry [20] examined
employees’ intentions to scan USB sticks with anti-malware soft-
ware and install software updates promptly. Alhelaly et al. looked
into the motivational aspects ofmobile identity protection due to the
significant amount of important data stored on these devices [5].
Ogbanufe et al. [104] examined factors that motivate employees to
voluntarily adopt multifactor authentication. Finally, Menard et al.
[92] and Yang et al. [160] explored the application of security mes-
sages that appeal to individuals’ psychological needs as a method
for encouraging people to adopt password managers.

Roles of cybersecurity professionals (n = 2).Haney and Lutters [63]
examined the work motivation of cybersecurity advocates. These
security professionals promote, educate, and motivate workers to
adopt the best practices for security in the workplace [63]. Hodges
and Buckley [70] examined differences in motivation and self-
efficacy between two cybersecurity behaviors: attack-focused tasks
(e.g., red-teaming and exploit development) and defense-focused
tasks (e.g., network design and policy writing). They asked security
professionals to estimate the ratio between the amount of defense-
focused work and attack-focused work they performed [70].

4.2.3 ISP violation behaviors. Three studies examined employees’
organizational ISP violation behaviors. These behaviors include
insider computer abuse [27], instrumental policy abuse [151], and
infringing ERM rules [77]. Insider computer abuse refers to unautho-
rized and deliberate employee behaviors that harm organizational
information assets [27]. Welck et al. [151] argued that enterprises
rely on information technology to facilitate work tasks, and merely
prohibiting harmful use through security policies often leads to
employees’ policy abuses. Similarly, Jeon et al. [77] examined em-
ployees’ behaviors with respect to infringing ERM rules, for example,
accessing information through a borrowed account.

4.3 Applied theoretical frameworks and key
findings

Among the 45 reviewed papers, 24 different theoretical frameworks
related to autonomous motivators were mentioned. We include
a glossary of these frameworks in Appendix A. SDT was the
most frequently cited (n = 16), followed by Protection Motivation
Theory (n = 7), Theory of Planned Behavior (n = 6), and Deterrence
Theory (n = 3). In the following subsections, we summarize the key
findings from the reviewed papers on the basis of the approaches the
studies used to engage the theoretical frameworks, that is, deductive,
inductive, and design approaches [44]. Two papers [79, 127] did not
indicate a specific theory in their research; thus, we exclude them
from this subsection leading to 43 papers.

4.3.1 Deductive approach (n = 35). The deductive approach refers
to papers that test predefined hypotheses or research models. On-
line surveys were used most frequently in the reviewed papers.
Most authors chose this methodology to test the assumed relation-
ships between the constructs from their conceptualized research
models. This process included (a) verifying whether a theoretical
framework from other disciplines was useful for interpreting IS
topics [38]; (b) comparing two theoretical frameworks to examine
which one provided more explanations about IS phenomena [92];
and (c) extending an established theory with constructs from an-
other theory [72] or factors of influence identified in prior studies
[20]. We apply our proposed taxonomy to summarize the findings
from the reviewed studies (deductive approach) and provide an
overview in Table 4.

Intentions to comply with/attitude toward ISPs. From studies ex-
amining the antecedents of employees’ ISP compliance, we found
that some autonomous motivators were consistently related to em-
ployees’ intentions to comply/attitude toward compliance, whereas
others demonstrated non-significant or mixed results:

• Significant antecedents: Intrinsic task value [89], Job satis-
faction [71, 148], Autonomy-related [11], Perceived related-
ness [11], Personal responsibility [71, 72, 76, 78], Perceived
value congruence [11], Normative beliefs [24, 83, 148], Com-
mitment [148], Perceived benefit [76], and Response efficacy
[154].

• Mixed results: Competence-related [11, 24, 72, 78, 154].
• No significant effects: Organizational justice [89].

Compliance with specific security tasks. Li et al. [90] found that
personal responsibility (work-related ethical beliefs) had a posi-
tive impact on employees’ internet use policy compliance than the
sanction-based approach (sanction severity and certainty). Organi-
zational justice (procedural and distributive justice) had a positive
impact on compliance intentions directly and indirectly by fostering
work ethics [90]. Similarly, the autonomous motivators (perceived
legitimacy and value congruence) contributed significantly more
to the explained variance in employees’ compliance than extrinsic
motivators (deterrent certainty and severity) [133]. Furthermore,
Ogbanufe and Ge [103] revealed that whereas protectionmotivation
and IS role identity were positively related to compliance behaviors,
intrinsic task value did not demonstrate a significant relationship
with in-role compliance. Empowerment-based ERM can enhance
employees’ perceived responsibility and benefits; however, this
empowerment does not lead to increased compliance with ERM
regulations [77].

Extra-role and protection-motivated behaviors/intentions. Employ-
ees who internalized information security policies self-reported
more security practices compared with those who merely com-
plied with the policies [106]. Perceived control, IT competence, and
user-IS exchange are positively associated with information secu-
rity commitment [38]. Information security commitment [28, 38]
promoted employee participation in extra-role behaviors. Organi-
zational commitment made information security threats personally
relevant to employees [110]. Whereas intrinsic task value and IS
identity were positively related to extra-role security behaviors,
protection motivation was negatively related to extra-role security
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Table 4: Security behavior/intentions and autonomous motivation matrix from the studies we reviewed utilizing the deductive
approach. (Note: n = the number of security behaviors that have been examined more than once; non-sig = the motivator did
not demonstrate statistical significance, otherwise, the motivator was found to be significant; mixed = the motivator had mixed
results regarding significance from different studies on the behavior type; inversely = the motivator is inversely related to
employees’ intentions to perform the behavior; otherwise, the motivator was found to be positively related to employees’
intentions to perform the behavior. Motivators related to security behavior or intentions via a moderator are not included in
this table.)

Expectation Value Needs fulfillment Task Interest

Intention/attitude
to comply with ISPs

Perceived benefit;
Response efficacy

Organizational justice
(non-sig);
Commitment;
Personal responsibility (4);
Perceived value congruence;
Normative beliefs (3)

Autonomy-related;
Competence-related
(mixed, 5);
Perceived relatedness

Intrinsic task value;
Job satisfaction (2)

Compliance
with specific
security tasks

Perceived benefits
(non-sig)

Organizational justice (2);
Personal responsibility
(mixed, 2);
Perceived value congruence;
IS identity

Protection motivation Intrinsic task value
(non-sig)

Extra-role and
Protection-motivated
behaviors/intentions

Response efficacy;
Perceived benefits

Perceived value congruence;
IS identity (2);
Normative belief (2);
Commitment (mixed, 2)

Competence-related;
Protection motivation
(mixed, 2)

Intrinsic task
value (2);
Job satisfaction
(non-sig)

Security knowledge
sharing Perceived benefits Normative beliefs Competence-related Intrinsic

motivation

Actions not
prescribed
in the ISP

Response efficacy (4) Personal responsibility
(mixed, 4)

Competence-related
(mixed, 5);
Autonomy-related (3);
Perceived relatedness
(mixed, 2)

Intrinsic task value

Attack-focused
tasks Competence-related Intrinsic task value

Insider computer
abuse

Personal responsibility
(inversely)

Instrumental policy
abuse

Response efficacy
(inversely)

Autonomy-related
(inversely)

Infringing ERM rules Perceived benefits
(inversely)

Personal responsibility
(inversely)

behaviors [103]. Response efficacy showed a strong positive correla-
tion with both protection motivation and self-reported engagement
in protection-motivated behaviors [110]. While management sup-
port had a significant effect on insiders’ protection motivation [110],
increased job satisfaction did not significantly impact their protec-
tion motivation [109]. Intrinsic task value and perceived benefits
significantly influenced an individual’s intention to protect their
mobile identity [5].

Security knowledge sharing. Perceived benefits (e.g., reputation
and sense of accomplishment) were more effective at encouraging
the sharing of incident experiences than external rewards such as
incentives [50]. Perceived behavioral control and normative beliefs
also significantly influenced employees’ sharing intentions [120].
Additionally, intentions to share and trust had significant effects on
security knowledge-sharing behavior within organizations [120].
Satisfaction of curiosity positively influenced employees’ intentions

to share knowledge within information systems, mediated through
their attitudes [120].

Actions not prescribed in the ISP. Response efficacy significantly
facilitated anti-malware behaviors [20]. Employees with a stronger
sense of personal responsibility for security had greater intention
to engage in anti-malware software and software updates [20]. Self-
efficacy emerged as the strongest predictor of both anti-malware
software use and email security behavior but had no impact on
software update behavior [20]. In another study, Blythe et al. [21]
found that whereas employees accepted some responsibilities, they
diffused others onto their organization [21]; additionally, low re-
sponse efficacy, driven by a lack of feedback on the effectiveness
of employees’ responses, was identified as a potential barrier to
certain security practices [21]. Furthermore, Ogbanufe et al. [104]
revealed that autonomy and relatedness exhibited significant cor-
relations with intrinsic task value, whereas competence did not.
Subsequently, intrinsic task value was significantly associated with
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the voluntary use of multifactor authentication [104]. Perceived au-
tonomy, competence, and relatedness were significantly related to
home users’ intention to install a password manager [92]. However,
in a replication study with organizational users, Yang et al. [160]
found that only autonomy demonstrated significant correlations.
Lastly, in a survey with 137 cybersecurity professionals, Hodges
and Buckley [70] found that individuals who chose to focus more on
attack tasks were more internally motivated, with a higher intrinsic
task value and higher self-efficacy than those focused on defensive
tasks.

ISP violation behaviors. The reviewed studies suggested that em-
powering employees and fostering their sense of responsibility
can serve as remedies for curbing behaviors that violate rules in
organizations [27, 77]. Jeon et al. [77] indicated that granting em-
ployees the autonomy to access information within a defined set
of rules leads to greater perceived benefits and an added sense of
responsibility compared with those using control-based systems,
which reduce users’ intentions to circumvent access rules [77]. In
an online vignette experiment, Welck et al. [151] found that two
dimensions of psychological empowerment, self-determination (au-
tonomy) and impact (response efficacy), had a significant negative
effect on employees’ intentions to abuse the rules [151]. Burns et
al. found that employees’ perceptions of maladaptive financial ben-
efits and psychological contract violations were positively related
to insider computer abuse [27]. Employees’ personal responsibility
(self-control) was found to negatively moderate the relationship
between their abuse motives and insider computer abuse.

4.3.2 Inductive approach (n = 3). We categorize papers as inductive
if their approach was to derive theoretically cohesive abstractions
from observations. Frank and Kohn [51] examined various types of
extra-role security behaviors and their motivators by conducting
in-depth interviews (n = 29). They found that interest, competence,
autonomy, and a sense of connection influence these behaviors.
Employees exhibited different extra-role security behaviors based
on distinct motivational factors, suggesting the need for targeted
interventions. Organizations should also identify highly motivated
employees and clarify the boundaries of acceptable extra-role se-
curity behaviors. Through interviews with cybersecurity profes-
sionals (n = 28), Haney and Lutters [63] identified several intrinsic
drivers of cybersecurity advocacy, including interest, a sense of
duty, self-efficacy, evidence of impact, camaraderie, and, to a lesser
extent, awards and monetary compensation [63].

In a case study of Ghanaian government employees, Awudu and
Terzis [12] explored attitudes toward ISP compliance and percep-
tions of intrinsic and extrinsic rewards. Their findings indicate that,
despite the absence of a formal ISP and related training, a positive
information security culture existed within the organization [12].
Employees recognized the necessity, benefits, and importance of
the ISP, and they felt content, satisfied, accomplished, and fulfilled
when they adhered to it. However, perceptions of extrinsic rewards
were less clear. Whereas experienced staff reported that they gen-
erally believed that extrinsic rewards do not motivate compliance,
the viewpoints of inexperienced staff were uncertain [12].

4.3.3 Design approach (n = 5). Here, we refer to papers that adopt
theories to inform the design of a tool, intervention, or product.
Silic and Lowry [130] tested a gamified security training versus

an email-based training in the field. Their longitudinal findings
suggested that the gamified training inherently motivated employ-
ees to learn and adhere to security policies, and perceived intrinsic
usefulness and curiosity increased employees’ behavioral inten-
tions to follow security policies [130]. Similarly, Alahmari et al. [4]
designed amobile intervention by using elements such as badges
and a leaderboard to encourage sharing of security knowledge in
the workplace. The intervention, designed to address employees’
basic psychological needs, improved their knowledge of and their
responses to security incidents, in comparison with the control
group [4].

Shojaifar et al. [129] introduced CYSEC, an automated cyberse-
curity communication tool designed to promote cybersecurity
practices in the workplace. The tool leverages SDT constructs to
guide and motivate companies toward adopting effective cyber-
security measures. Their observations indicated that enhancing
self-efficacy positively influenced users’ self-motivation, whereas
providing choices supported both autonomy and self-motivation
[129]. Lastly, two studies combined constructs of SDT with estab-
lished assessment methods. Alzahrani and Johnson [10] devel-
oped a questionnaire, using the Analytic Hierarchy Process method,
to survey the weights for autonomy, competence, relatedness, and
behavioral intentions to comply with ISP. Gangire et al. [54] cre-
ated an information-security-compliant behavior questionnaire
with questions related to competence, relatedness, and autonomy
based on the Human Aspects of Information Security Questionnaire
(HAIS-Q).

4.4 Study contexts and control variables
We analyzed the context-related and control variables of all 45
papers. Below, we highlight the more widely reported and impactful
contextual factors. A complete overview of the demographic and
contextual factors can be found in the Supplementary Material.

4.4.1 Study context: Demographic information. The number of par-
ticipants in the papers varied, ranging from 15 to 993 participants.
Naturally, quantitative papers tended toward a larger sample size
with a median of 289. For qualitative papers, the median number of
participants was 25.

Ten papers did not report participants’ ages, and two more pro-
vided only very vague information. However, of those 12 that re-
ported, the median mean age was 38.43. The remaining papers
provided age ranges, where 16 reported the largest proportions for
groups between 25 and 49 years of age. Overall, only few papers
investigated very young or older participants as a primary target
population, with two papers reporting a large proportion of partici-
pants below 25 [5, 12] and three papers reporting a large proportion
of participants above 50 years old [89, 90, 154]. None of the papers
reported any age-based recruitment criteria.

Nine papers did not report participants’ gender. The majority of
the remaining papers reported a balanced distribution of genders,
whereas 12 papers had a skewed proportion where any gender took
up more than 60% of the entire sample. Of these, seven were skewed
toward a male population, whereas five were skewed toward a
female population.

Geographical location. The majority of studies took place inWest-
ern countries, with a particular focus on the United States. Seven
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online studies did not specify the location or geographic composi-
tion of its sample. Geographical locations are summarized in Table
5.

Table 5: Geographical areas of studies.

Region Count
North America 17
Europe 7
Other Western 1
Middle East 4
East Asia 7
Africa 2
Not specified 7

Industry. The studies collected data from people who were ac-
tively employed, although industry was not always explicitly stated.
There were a broad variety of sectors, and education, finance, gov-
ernment, and healthcare were prominent in the reviewed studies.

Job roles. Most papers investigated employees in general, irre-
spective of their exact job role. Whereas some papers investigated
specialized groups, such as cybersecurity specialists [63, 70] or secu-
rity managers [10], the studies did not explore differences between
these groups and other employees or roles.

4.4.2 Control variables in the studies and their findings. Of the 40
papers employing quantitative analyses, 20 reported the use of con-
trol variables. We provide an overview of the frequencies of these
control variables and their impacts in Table 6. In all cases, age was
used as a control variable. Gender and education were used in 18
and 12 papers, respectively. We grouped together control variables
that determined the degree of experience an employee might have,
such as tenure with an organization, general job market experi-
ence, or amount of experience with specific systems. 12 papers
controlled for these factors. Finally, 12 papers also controlled for
factors indicating either job role or job status, such as whether an
employee was a specialist or was working in a managerial position.
A few papers also controlled for various other factors such as orga-
nization size [11, 38, 64, 83], self-efficacy [154], or security-related
awareness [38].

A total of 18 papers reported on the effects of control variables.
Of these, three found no significant influence of any variable. In
the following, we detail any control variables for which significant
effects were reported in more than one case. Age appeared to have
a positive influence on compliance intentions and behavior in some
cases, with ten papers reporting no significant effect and five pa-
pers finding that older individuals showed more security intentions
and behavior [11, 78, 79, 90, 154]. Gender seemed to have minor
influence overall, with no significant effect reported in 11 papers
but women demonstrating higher compliance intentions in two
cases [64, 72]. The effects of other variables were less clear. Educa-
tion was reported as not significant nine times, whereas significant
effects were reported three times, with one paper stating a positive
relationship between education and extra-role behavioral inten-
tions [28], and two showing that it decreased information security
engagement intentions [11, 38].

Although several studies investigated job role or managerial
status, the variables were not consistently applied or measured.
However, the three papers that reported on their effects noted
positive influences of higher specialization or managerial status,
such as increasing protection motivation [110] or perceptions of
success [143]. Computer self-efficacy showed mixed effects, in two
cases decreasing security compliance intentions [78, 79] and in
one case increasing compliance behavior [133]. Finally, a variety
of general security awareness or knowledge of specialized systems
were positively associatedwith security engagement and behavioral
intentions (e.g., [38, 78]).

4.5 Future study opportunities suggested in the
reviewed papers

We systematically analyzed the future work and study limitations
discussed by the authors of our reviewed papers. We coded and
categorized the extracted 130 suggestions into the following four
themes:

4.5.1 Theoretical framework refinement, integration, and testing (n =
33). Testing and refining theoretical frameworks (both established
theories and conceptual models) is essential for advancing cyber-
security research [64, 92]. Existing models, such as SDT and Pro-
tection Motivation Theory [92, 109], require ongoing refinement
to maintain their relevance in security behavioral research. Re-
searchers should integrate meaningful constructs [64, 92] into their
research models to increase the explanatory power. Furthermore,
researchers have called for new paradigms in security behavioral
research [92, 133]. For instance, Burns et al. [27] advocated for a
paradigm shift from Deterrence Theory to theories that emphasize
self-control and motivation. Similarly, authors have recommended
investigating how organizational commitment [110], autonomy
[78], emotion [43], and psychological empowerment [142] are re-
lated to security behaviors, as well as the antecedents of these
psychological constructs [43, 154]. Additionally, the authors pro-
posed interdisciplinary perspectives for enriching human-centered
security research. Tejay and Mohammed [143] argued for the in-
corporation of theories from anthropology, which could introduce
new perspectives to cybersecurity culture that are currently un-
derexplored. Finally, it is crucial to test and apply research models
to different types of behaviors to validate their robustness and ex-
plainability [109], ensuring that these theories can be utilized to
address different cybersecurity challenges.

4.5.2 Methodology improvement (n = 54). A total of 54 recommen-
dations focused on improving research design, measurement, and
data collection. First, many authors advocated for the use of longi-
tudinal research designs to capture changes in behavior over time
[38, 64, 89, 103] and to unveil causal relationships between motiva-
tors and security behavior. Some authors proposed that qualitative
methods should be utilized, such as case studies [24], observation
[63], and focus groups [72], to investigate psychological constructs
and behaviors in more depth. Several authors emphasized the need
to incorporate additional control variables, such as geography [5],
education [5], and social desirability [64], to improve the accu-
racy of research findings. Second, a significant number of authors
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Table 6: Control variables and their impact.

Attribute Count Impact
Age 20 Higher age can increase compliance intentions and behavior.
Gender 18 Women can demonstrate higher compliance intentions.
Education 12 Mixed effects.
Experience 12 No statistically significant effect reported.
Job role/Status 12 Generally positive influences of more specialized and hierarchical positions.

suggested future work to improve the measurements of motiva-
tors [83] and security behaviors [90], including developing more
valid scales [83] and triangulating self-reported data with objective
logs [92, 104], as self-reports can induce biases [89]. Third, ran-
domized sampling [54] and the inclusion of diverse participants
from different organizations [11] and various job roles (e.g., man-
agement, external stakeholders [12]) are recommended to ensure
the robustness of the findings. Fourth, to enhance the generaliz-
ability of research findings, several authors proposed that studies
should be replicated across different organizations [77] and that
the research models should be tested with specific ISPs [24]. These
suggestions call for rigorous methods, data collection, and the use
of both qualitative and quantitative approaches to improve research
on information security behaviors.

4.5.3 Examining personal, organizational, industrial, cultural, and
contextual differences (n = 21). To mitigate potential biases in cy-
bersecurity, it is essential to study underinvestigated sectors and
demographics to extend beyond heavily regulated industries and
traditional geographic regions [10, 148]. More diverse research sam-
ples should be used across industries, departments, and occupations
to improve the validity of findings [79]. Future research should also
explore cultural influences on security behaviors, as factors such
as national culture [143] and individualism [109] may significantly
impact employees’ security decisions. Conducting cross-cultural
studies can further illuminate how security behaviors vary across
different social environments [50, 143]. Moreover, examining in-
dividual differences [27], such as personality traits [43, 90], is cru-
cial for developing a better understanding of employee security
behaviors; for example, personality differences might vary their
acceptance of intrinsic and extrinsic appeals [90]. Finally, organiza-
tional contexts, including policies [55], security task characteristics
[43], and leadership dynamics [55], also play a vital role in shaping
employee behaviors.

4.5.4 Intervention design and practical application (n = 22). Many
authors suggested that organizations should promote organiza-
tional culture and foster an ethical climate that is aligned with per-
sonal values [28], create interventions based on specific industry
needs [77], and embed security responsibilities within the organi-
zational culture [21]. Encouraging creativity [70] and collaboration
[120] in cybersecurity practices might enhance their effectiveness.
Several authors proposed that employees’ needs for autonomy, com-
petence, and relatedness should be fostered in the workplace to
improve their security behaviors [71, 92]. Employees should be
provided with the freedom to control their tasks, which can reduce
negative emotions and increase compliance intentions [79]. Addi-
tionally, some authors suggested that gamification and innovative

media should be incorporated into security training to engage em-
ployees [130]. The gap between static training and evolving threats
was noted, with recommendations for more iterative and dynamic
training approaches [4]. Furthermore, the authors highlighted the
role of empowerment in promoting cybersecurity compliance. Em-
powering employees to participate in decision-making and feel
more autonomous was also seen as crucial for enhancing job satis-
faction and organizational commitment [43, 71]. These suggestions
call for a shift toward more culturally aligned, autonomous, and
empowerment-focused approaches in cybersecurity.

5 Discussion
We provide an overview of the key findings in Table 7. Next, we
discuss the development of our taxonomy, practical implications of
our review, and suggestions for future studies.

5.1 A taxonomy of autonomous motivation
related to organizational security behaviors

Reflection on the role of theories in our work: We began with the def-
inition of autonomous motivation proposed in the SDT framework
[41]. After analyzing the reviewed papers, we found that neither the
SDT motivation continuum [116] nor the SDT-ER taxonomy [51]
could accommodate the five groups of autonomous motivators iden-
tified in the reviewed empirical studies. Therefore, we introduced
two core constructs — intrinsic (task) value and expectation, from
Expectancy-Value Theory [48] — into the SDT-ER taxonomy and
integrated psychological needs fulfillment as an additional reason
for behavior. See the taxonomy of autonomous motivation related
to organizational security behaviors in Figure 4. The following
rationales support our adaptation:

• The reviewed studies [71, 148] suggested that job satisfaction
has a positive association with ISP compliance behavior. [71,
148] defined job satisfaction as the pleasurable or positive
emotional state resulting from one’s job or job experience.
Job satisfaction cannot readily be categorized into the three
categories in the SDT-ER taxonomy, i.e., usefulness-driven,
value-driven, and interest-driven motivators. We propose a
new category “task-driven” to accommodate job satisfaction
because it emphasizes the enjoyment individuals derive from
an activity [48]. Thus, job satisfaction and intrinsic task value
were incorporated into the taxonomy under the task-driven
category.

• In the SDT framework, “satisfying human needs for com-
petence, relatedness, and autonomy creates sustainable (i.e.,
enduring) motivation” [137, p.77], namely, autonomous mo-
tivation. However, multiple reviewed studies have suggested
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Table 7: Summary of key results.

Research Questions (RQs) Key results
RQ1. Forms of autonomous mo-
tivation (section 4.1)

We developed a refined taxonomy of autonomous motivation related to security
behaviors and categorized 17 unique motivators into five groups: interest-driven, task-
driven, psychological needs fulfillment, value-driven, and expectation.

RQ2. Related security behaviors
(section 4.2)

The most examined security behavior in the reviewed studies were ISP compliance
behavior/intention (n = 24), followed by extra-role security behaviors (n = 22). Addi-
tionally, three studies investigated employees’ ISP violation behaviors.
24 theoretical frameworks have been applied to study autonomous motivators. The
most frequently applied theories were Self-Determination Theory (n = 16), Protection
Motivation Theory (n = 7), and Theory of Planned Behavior (n = 6).

RQ3. Applied theoretical frame-
works and findings (section 4.3)

The most frequently examined autonomous motivators were competence and personal
responsibility, with mixed results (some studies found statistically significant effects,
while others did not). Commitment, perceived value congruence, information
security identity, perceived benefit, and intrinsic task value were less studied but
seem to be positively related to several security behaviors.
Autonomous motivators have positive relationship with ISP compliance behav-
ior/intention and extra-role security behaviors, and some motivators (i.e., response
efficacy, personal responsibility, and autonomy) are inversely related to ISP violation
behaviors.
The majority of studies in our review adopted deductive approaches (n = 37), with only
three employing inductive methods and five using design-based approaches.
Among the 45 papers reviewed, we found only one longitudinal study (six months)
and one replication study.
Most examined regions were: North America (n = 17), Europe (n = 7), and East Asia
(n = 7). Education, finance, government, and healthcare were the most studied sectors.

RQ4. Study contexts (section
4.4)

Of the 40 papers employing quantitative analyses, only 20 reported the use of control
variables. Age, gender, education, and job roles might influence employees’ security
behaviors.
Theoretical framework refinement, integration, and testing.

RQ5. Promising avenues (sec-
tion 4.5)

Methodology improvement: longitudinal designs, more qualitative studies, better mea-
surements and sampling, inclusion of control variables, and replication studies.
Examining personal, organizational, industrial, cultural, and contextual differences.
Intervention design and practical application.

that these motivators and protection motivation are directly
related to employees’ security behavioral intentions, not nec-
essarily through moderators [11, 110, 160]. Thus, we created
the new category in our taxonomy: “psychological needs
fulfillment.”

• We proposed to use “expectation,” instead of usefulness-
driven, to categorize response efficacy and perceived ben-
efits to express their future-oriented nuance. According to
Expectation-Value Theory, expectation of success is one of the
core constructs that directly influence individuals’ choice of
performing an activity [30, 48]. The measures of response
efficacy and perceived benefits assess employees’ anticipated
outcomes (e.g., securing the workplace network [20]) of the
recommended security actions using future-oriented lan-
guage. These outcomes are neither static nor aligned with
the concept of “usefulness” in relation to employees’ job
roles. For this reason, we integrated expectation into our
taxonomy.

This review makes a theoretical contribution by clarifying a con-
struct emphasized by multiple theories and carefully aligning the

findings from reviewed empirical studies with established theories.
This approach resulted in a theoretically robust and practically
relevant taxonomy, demonstrating the potential for fostering au-
tonomous motivation and promoting security behaviors in orga-
nizations. Behavioral security scholars can draw inspiration from
studies that employ relevant theoretical frameworks. For exam-
ple, through the lens of SDT, the social condition and process
that provide rationale for the activity, acknowledge individuals’
perspective and feelings, and support their experience of choice
(while minimize the use of pressure) foster autonomous motivation
[40]. In practice, interventions targeting management stakeholders
have been carried out to change organizational climate, with the
goal of improving employees’ satisfaction and trust in the organi-
zation [131]. Further, task challenges at moderate levels strength-
ens employees’ autonomous motivation, hence, simulating their
work-related well-being [140]. These findings could be leveraged
to improve cybersecurity management and security task design at
the workplace.
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Figure 4: The taxonomy of autonomous motivation related to organizational security behaviors (based on the work of [41, 51];
-/+ indicates that at least one motivator from the located category is negatively (-)/positively (+) related to the behavior).

How autonomous motivators influence employees’ organizational
security behaviors: Applying our taxonomy to analyze the find-
ings from reviewed studies, we found that all five categories of
autonomous motivation demonstrated positive statistically signifi-
cant relationships with employees’ intentions to comply with ISPs
(see Table 4). [130] achieved a significant result with a design-based
approach (not included in Table 4). This suggests that all categories
of autonomous motivators might positively influence employees’
intentions to comply with ISP in organizations.

Among all the motivators, personal responsibility and
competence-related motivators were examined the most, with
mixed results (some studies demonstrated significance, whereas
others did not; see Table 4). Given the diverse demographics and
contexts of the papers we reviewed, this result requires further
scrutiny. Other motivators, such as commitment, perceived value
congruence, IS identity, perceived benefit, and intrinsic task value
were less studied but were positively associated with several secu-
rity behaviors.

Autonomous motivators were not only positively associated
with compliance behaviors and extra-role security behaviors but
also inversely related to violation behaviors. Specifically, personal
responsibility, response efficacy, autonomy, and perceived benefits
were found to be negatively associated with employees’ violation
behaviors (see Table 4). Only three studies investigated employees’

violation behaviors, partly due to a scarcity of research on em-
ployees’ risky cybersecurity behavior [7]. These previous findings
suggest that autonomous motivation may help reduce employees’
violation behaviors.

5.2 Practical implications
5.2.1 Human-centered security and autonomous motivation. Au-
tonomousmotivation is instrumental to design user-centric security
policy and interventions. One prominent theme of human-centered
security is the user-centered design of security mechanisms. User
needs have long been emphasized as a primary design goal when
developing usable and secure systems [163]. Security mechanisms
and policies that fail to consider employees’ job contexts, the fea-
sibility of organizational strategies, and usability issues reduce
employees’ motivation to engage with security measures [1]. Nev-
ertheless, studies show that security measures still cause frictions
[15] and security officers “regularly shift responsibility either to
the management (by demanding more support) or to the employees
(by blaming them)” [67, p.2311]. Other streams of research within
the community examined the behavioral aspects of organizational
security, such as the learning curve of security behavior [66, 121],
designing tools to aid security tasks [18], and creating engaging
experiences for security learning [52]. The autonomous motivation
reviewed in this study can influence an employee’s decisions on
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whether to perform a security behavior when they are capable
and to engage with non-mandatory security tasks. When security
mechanisms align with employees’ interests, tasks, psychological
needs, values, and expectations, the associated behaviors are more
likely to be accepted and maintained.

5.2.2 Empowering employees. Multiple authors [43, 151, 161] have
suggested empowerment as a complementary measure to technical
measures and sanctions in promoting compliance and preventing
ISP violations. The empowerment approach emphasizes that
people’s strengths and abilities should be identified and built upon,
rather than blaming them for their difficulties [107]. Empowerment
can influence employees’ security behaviors through different ap-
proaches [30, 43, 77]. First, psychological empowerment positively
influences employees’ ISP compliance intentions [142]. Second, em-
powerment also informs the design of management tools [77]. For
example, an empowerment-based management system has demon-
strated the potential to minimize the circumvention of access rules
[77]. Finally, when an employee feels empowered, they are more
likely to engage in proactive security behaviors, such as becoming
security champions, i.e., proactive security advocates who often
have a good knowledge of security practices and can promote se-
curity culture among employees [53, 58, 93, 141]. While research
showed that this promising approach faced certain challenges in
the past, such as the selection of appropriate people [16, 53] and
difficulties arising based on a lack of management support [58], our
findings might inform criteria for the successful implementation
of a security champion program. For example, people with high
autonomous motivation might be good candidates for becoming
security champions. To foster or maintain that motivation, security
champions should not only be appointed without further rights,
but also be enabled to act and be included in the development and
discussion of security measures.

Security training programs, access to security strategies, and
inclusion in decision-making have been shown to enhance employ-
ees’ psychological empowerment, as highlighted by [142]. More-
over, employees’ perceptions of managerial practices, workplace
support, leadership, and work design characteristics significantly
impact their sense of empowerment [126]. Building on these find-
ings, our taxonomy of autonomous motivation could be a useful
tool for organizations aiming to enhance the perceived fairness
of their information security policies, align work environments
with employees’ internal values, and foster a stronger information
security identity. By integrating autonomous motivation into these
efforts, organizations can not only empower their employees but
can also promote employees’ engagement in security practices. In
the following subsection, we use the designing of security train-
ing programs as an example to illustrate how the taxonomy of
autonomous motivation can be applied in practice.

5.2.3 Evaluating and improving security training programs. Secu-
rity managers deploy “a combination of tangible activities, material
delivery, and ongoing engagement” with the goal of raising em-
ployees’ security awareness [68]. Employees often perceive these
activities as a burden and disengage with security training [30].
Some researchers [14, 123] suggest using tools such as scenario-
based surveys, HAIS-Q, or Security Attitude Inventory (SA-13) to

differentiate employees and deliver targeted interventions for spe-
cific employee groups, to avoid burdening employees with unneces-
sary interventions. Others propose to improve the training design
to engage employees with intrinsic motivation being frequently
applied as a guiding principle in designing awareness campaigns
[29], particularly in gamified training [130, 145]. This approach
often integrates intrinsic motivators such as joy, curiosity, and
satisfaction, into the learning experience and has demonstrated
its effectiveness [130, 155]. As noted by Bennett and Mekler, in
the Human-Computer Interaction (HCI) and user experience (UX)
communities, “very little attention has been paid to motivational
factors related to the outcomes of the activity, and how these relate
to the values and goals users bring to the interaction” [17, p.26].
Which opportunities exist for organizations to apply autonomous
motivators to evaluate and improve security training?

Security managers can apply the constructs from the taxonomy
of autonomous motivation to audit the training (e.g., perceived
benefits: “How well does the training benefit employees and en-
hance their knowledge in protecting against attacks?”). They can
utilize motivators to collect employees’ feedback on the training
(e.g., competence: “To what extent do you feel the training has
improved your ability to identify incoming threats?”). Involving
employees in the training design process and ensuring organiza-
tional transparency and fairness can improve their engagement.
Additionally, management can support employees by addressing
technology-related frustrations (leading to higher job satisfaction)
and encouraging self-development in technology use (e.g., enhanc-
ing personal competence and fulfilling curiosity). Moving forward,
organizations should consider conducting regular evaluations of
their security awareness campaigns to ensure ongoing relevance
and effectiveness [68].

5.3 Looking into the future of autonomous
motivation in human-centered security

5.3.1 Recommendations for conducting theory-informed studies.
Throughout our review, we encountered the following challenges
at least once (see Table 8). However, we deliberately avoid pointing
out individual papers to maintain a focus on providing constructive
and future-oriented recommendations for avoiding pitfalls and
enhancing the transparency and replicability of research.

5.3.2 Future avenues. Our analysis of suggestions in the reviewed
papers identified four future directions for security behavior studies
(see section 4.5). Regarding publication venues, information system
journals seem to be in favor of deductive methodology and studies
with clear theoretical contributions. Much of the reviewed design-
based and inductive studies were published in interdisciplinary
journals, as well as security and privacy venues that commonly
accept HCI studies. Only three of the reviewed studies examined
beyond general roles, that is, cybersecurity specialists [63, 70] and
security managers [10]. Stakeholders that design cybersecurity
policy and manage cybersecurity tasks (e.g., CISOs and system
administrators) are under-represented in our review. Ensuring or-
ganizational security is their primary task, unlike most employees
for whom security is usually a secondary task [156]. Security pro-
fessionals usually have higher cybersecurity expertise as compared
to general employees. Based on these differences, it would be highly
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Table 8: Observed challenges and our recommendations in conducting theory-informed studies.

Observed challenges Recommendations

Theories

• Naming theories with terms different from those used
in cited sources.

• Maintain consistency in terminology by using the
same names for theories as those found in cited sources.

• Introducing one theory in the related work section
while using another theory for measurement.

• Ensure consistency by clearly explaining the choice
of theory in both the related work and measurement
sections.

• Categorizing autonomous motivators under terms that
differ from the theoretical framework, such as classify-
ing them as intrinsic motivation when based on SDT.

• Use terminology that accurately reflects the theoretical
framework and definitions of the constructs.

• Stating theoretical propositions without correct or
sufficient citations.

• Provide accurate citations to support all theoretical
propositions, ensuring the relevance and quality of the
sources.

• Lack of linkage between the introduced theory and
the proposed research model.

• Clearly present the research model and state how the
theory informs the model.

Measurement

• Using the same measurement as the cited source, but
giving it a different name.

• Standardize measurement terms across studies and
provide clear explanations to avoid confusion.

• Names of the concepts/constructs do not intuitively
match items used for their measurement.

• Define concepts and constructs clearly to match the
items used for their measurement.

• Removing or adding items to measurements without
providing a reason.

• Justify any changes to measurement items with clear
reasoning and documentation.

• Cited sources cannot be retrieved, and items were not
included.

• Include all items used in the Appendix of the study to
maintain transparency and reproducibility.

relevant to compare security professionals’ and general employees’
motivation toward security tasks. However, professionals are much
more limited in numbers as compared to general employees and
hence harder to reach. For example, previous research on security
professionals sometimes relied on computer science students as an
alternative (e.g., [99]), involved high payment for professional work
included in the studies (e.g., [100]), or had limited sample sizes (e.g.,
[36, 69]). Despite these challenges, insights from this comparison
could guide the design of security measures that reduce the conflicts
between primary and secondary tasks.

Our systematic review also allowed us to make methodological
recommendations for future research. Most of our reviewed studies
employed surveys and only five studies used design approaches
(including one longitudinal intervention study [130]), three ex-
ploratory studies, and one replication study among 45 papers. We
encourage future research to include more qualitative studies, inter-
vention studies, longitudinal designs, and the development of tools
(e.g., [129]) to support organizational security practices. Whereas
subjective measurements from self-assessment questionnaires re-
main themost commonly usedmethod [81], incorporating objective
assessment methods could offer valuable insights. For instance, eye
gaze data might provide an objective measure to complement others
[8, 75, 102]. However, as eye gaze data are often challenging to inter-
pret on their own, researchers commonly supplement eye-tracking
data with methods such as Retrospective Think Aloud [56]. These
methods often require manual and labor-intensive segmentation
and labeling of the data, which can be especially daunting for large

or complex datasets [153]. While automating such processes shows
promise, they still lack in precision and contextual understanding
[102, 149]. Scenario-based assessments [57] and the triangulation of
data from multiple sources—such as management evaluations [148],
self-reports, and system log data [130]—show promise in providing
a more complete understanding of security behaviors. However,
there are noteworthy challenges regarding both data collection and
analysis of behavioral data in the field. Accessing organizational
log data often requires researchers to collaborate closely with the
organization’s security officers [31, 159]. Additionally, the sensitiv-
ity of behavioral data demands rigorous processing protocols that
comply with local data protection laws. Coordination among the
legal team (e.g., for non-disclosure agreements), the data protection
office, and the Ethical Review Panel at the research institute can
take months.

Previous reviews [7, 88] have indicated that the Theory of
Planned Behavior, Protection Motivation Theory, and Deterrence
Theory are the ones that have been examined most extensively
in security behavior research, primarily focusing on competence,
threat appraisal, and deterrence (see section 2.1). However, our
review on autonomous motivation highlights the increasing rel-
evance of SDT. This shift in theoretical frameworks reflects how
different theories are driven by specific perspectives, demonstrating
the adage, “What you look for is what you find.” When research is
limited to exploring how threat appraisal leads to protection moti-
vation, it inevitably reinforces those findings, leaving little room to
explore the influence of psychological needs and other motivational
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factors. Future research should further evaluate other frameworks,
such as SDT and Expectancy-Value Theory, in the security con-
text, to continue moving beyond deterrence. Additionally, there is
the potential to integrate autonomous motivation with 20 other
less-explored theories (Appendix A) in the security domain. The
application of these theories could further capture the complexities
of organizational security behaviors.

5.4 Limitations
Our review converges with recent security behavior studies within
the HCI community, such as “self-efficacy and security behavior”
[22], “cognition in social engineering empirical research” [26], and
“emotions in cybersecurity” [150]. However, due to the scope of this
review, we did not investigate the relationship between autonomous
motivation and other influencing factors examined in [22, 26, 150].
Future studies can synthesize findings from these recent studies
and this review and comprehensively examine these factors with
specific security behaviors. While we proposed a refined taxonomy,
the SDT framework’s definition still captures the essence of au-
tonomous motivation. Our taxonomy is not exhaustive, as it builds
on previous taxonomies and the findings of reviewed papers. We
encourage future research to validate our taxonomy and examine
the interactions among motivators through empirical studies.

6 Conclusion
Scholars have suggested that autonomous motivators hold un-
tapped potential in promoting security behaviors without relying
on controlled motivation alone [92, 133]. Prior work has used a
variety of theoretical frameworks from various disciplines to study
autonomous motivators, leading to fragmented and heterogeneous
literature. It is unclear how autonomous motivators connect with
security behaviors.

To reconcile scattered findings, we systematically reviewed and
analyzed 45 empirical studies examining autonomous motivation
in organizational security contexts. We propose a refined taxonomy
of autonomous motivation related to organizational security behav-
iors. We identify three types of security behaviors that have been
examined in relation to autonomous motivation, synthesize find-
ings and suggestions from the reviewed studies, and chart a path
for conducting theory-informed studies on autonomous motivation
in human-centered security.
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A Glossary of Theoretical Frameworks applied
in security behavior studies

Agency Theory: Agency Theory “is mainly concerned with the
efforts provided by the individual members and of motivating them
to obtain the desired effort input. An agency relationship exists
whenever one party (principal) entrusts some decision-making
authority to another party (agent)” [64, p.155]. Agency theory has
been applied in the fields of economics, law, political science, and
sociology [128].

Cognitive Model of Empowerment: “Individuals’ judgments and
behavior regarding tasks also are shaped by cognitions that go
beyond verifiable reality. Such interpretive cognitions go beyond
the perception of facts to provide additional, needed meaning for
an individual” [144, p.669]. Psychological empowerment is formed
based on individuals’ assessments of a task regarding: impact, com-
petence, meaningfulness, and choice [144]. The original model was
published in an organizational science venue. Talib and Dhillon
[142] referred to the model as the “intrinsic motivation model” in
their work.

Deterrence Theory: “Individuals are less likely to commit a de-
viant activity when the risks of getting caught and the severity of

the punishment increase” [133, p.297]. There are two central con-
structs in the theory:Deterrent certainty refers to the high likelihood
of sanctions for violations of policies or rules, whereas deterrent
severity refers to the harshness of the sanctions. The theory is
rooted in the classical school of criminology [112].

Expectancy-Value Theory: “Individuals’ choice, persistence, and
performance can be explained by their beliefs about how well they
will do in the activity and the extent to which they value the activity”
[157, p.68]. Expectancy-Value Theory is a popularmotivation theory
in education contexts, but it has rarely been applied in information
security studies [30].

Flow Theory: Flow Theory describes a state of deep immersion
and engagement in an activity, where individuals experience in-
tense focus, a sense of control, and intrinsic enjoyment [101, 130].
This state occurs when the challenge of the task is aligned with the
individual’s skills, leading to a balance between challenge and abil-
ity [101]. In flow, individuals lose awareness of time and external
distractions, becoming fully absorbed in the task at hand [101].

Gaming “Theory”: Gamification involves “applying game-like
design artifacts and system processes to strengthen employees’
motivations to encourage learning, efficacy, and increased employee
compliance with organizational security initiatives” [130, p.131].
Silic and Lowry [130] conducted a design-science research project.
Gaming theory and flow theory were used to guide the intervention
design in the study.

Kanter’s Model of Structural Empowerment: This model posits
that power within organizations originates from two key systemic
sources: formal and informal power [152]. Formal power is associ-
ated with roles that are highly visible, central to the organization’s
operations, and require autonomous decision-making [152]. By con-
trast, informal power is derived from relationships and alliances
with superiors, peers, and subordinates [152]. These two forms
of power facilitate access to job-related empowerment structures
[152]: support (feedback and guidance), information (data, techni-
cal knowledge, and expertise), resources (time, materials, money,
supplies, and equipment), and opportunity (autonomy, growth po-
tential, sense of challenge, and learning opportunities).

Motive-Control Theory of Insider Computer Abuse: This theory
“distinguishes between the influences of expressive and instrumen-
tal motives on insider computer abuse and explains how intrin-
sic (i.e., self-control) and extrinsic (i.e., organizational deterrence)
controls moderate these relationships” [27, p.3]. Burns et al. [27]
proposed this middle-range theory to focus on understanding the
inherent tension between insider motivations and organizational
controls.

Organizational Justice “Theory”: There are four dimensions of
employees’ perceived fairness/unfairness in organizations or what
is interchangeably termed justice/injustice: distributive justice, pro-
cedural justice, interpersonal justice, informational justice [158]. Li
et al. [90] referred to this theoretical summary as “organizational jus-
tice theory.” Canwe cite a summary of previous findings, in this case
the four dimensions of employees’ perception of fairness/justice, as
a theory? In which condition can we name a conceptual summary
as a theory?
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Organismic Integration Theory: When an individual internalizes
external regulations (e.g., ISP), they will autonomously comply with
these regulations [83]. Ryan and Deci examined “what motivates
individuals to engage in behaviors and practices that are not neces-
sarily intrinsically interesting” [117, p.179]. They propose that “sup-
ports for the basic needs for competence, relatedness, and autonomy
facilitate the internalization and integration of non-intrinsically
motivated behaviors” [117, p.203]. Organismic Integration Theory
is a sub-theory of Self-Determination Theory [117].

Person Organization Fit Theory: An employee’s behavior results
from interactions between the individual and the organizational
environment [28]. Person-Organization fit is achieved when (a) one
provides what the other needs—either the individual’s abilities meet
the organization’s demands (demand-ability fit) or the organization
satisfies the individual’s needs (need-supply fit); (b) they share
similar values, attitudes, and goals; or (c) both [28].

Psychological Empowerment: Psychological empowerment was
formed on the basis of an individual’s assessment of a task in terms
of competence, meaning, impact, and self-determination [135]. Em-
powerment reflects personal perceptions of a task and one’s ability
to control, shape, or influence that task [135, 144]. Individuals are
intrinsically motivatedwhen they experience these cognitions (com-
petence, meaning, impact, and self-determination) in relation to a
task [43].

Protection Motivation Theory: This theory was originally pro-
posed by Rogers to understand individuals’ health behaviors [114].
The theory posits that when an individual is confronted with a
threat, they cognitively assess the threat and possible associated
remedies [114]. On the basis of their assessment of the threat (threat
susceptibility, threat severity, and rewards) and their coping ap-
praisals ( response efficacy, self-efficacy, and response cost), the
individual decides to act in either an adaptive or maladaptive way
[92, 114].

Rational Choice Theory: This theory “offers a theoretical explana-
tion for how individuals make decisions when faced with choices.
Rational Choice Theory argues that an individual determines how
he will act by balancing the costs and benefits of his options” [24,
p.527]. Whereas Awudu and Terzis [12] did not refer to a specific
theory in their study design, Rational Choice Theory was empha-
sized in their source of measurement items.

Reactance Theory: Reactance Theory suggests that individuals
desire freedom and that individuals will strive to restore freedoms
that they perceive to be threatened by external control [23]. The
attempt to restore freedom is referred to as psychological reactance,
“a motivational state that drives freedom restoration” [115, p.1].
Reactance is conceptualized as being a stable personality trait as
well as a behavioral response [154].

Self-Determination Theory: Self-Determination Theory proposes
that “humans have evolved to be inherently curious, physically
active and deeply social beings. Individual human development is
characterized by proactive engagement, assimilating information
and behavioral regulations, and finding integration within social
groups” [117, p.4].

Social Bond Theory: Social Bond Theory posits that “when people
build upon social bonds, their urge to indulge in anti-social or
anti-establishment behaviors is reduced” [72, p.70]. There are four
social bonds that promote socialization and conformity: attachment,
commitment, involvement, and personal norms [72].

Social Cognitive Theory: Social Cognitive Theory posits that “in-
dividuals are actively engaged in their own development and obtain
desired results when they believe that their actions are under their
own control” [72, p.70]. Social cognitive theory “emphasizes the crit-
ical role played by the social environment on motivation, learning,
and self-regulation” [125, p.1].

Social Exchange Theory: Social Exchange Theory posits that “in-
dividuals interact with one another when expecting beneficial out-
comes, such as social rewards. Social rewards comprise reputation,
status, respect, and social image” [50, p.4529]. Social exchanges lead
to mutually beneficial transactions and relationships over time [34].

Social Influence theory: Kelman [82] distinguished three differ-
ent processes of influence: compliance, identification, and inter-
nalization. “Compliance occurs when an individual accepts social
influences in an attempt to receive a certain reward or avoid pun-
ishment. Identification happens when an individual perceives the
importance of an issue and then shows a willingness to conform.
Internalization takes place when an organization’s value systems
and norms coincide with those of the individual via the admission
of social influences” [106, p.4724].

Theory of Planned Behavior: An individual’s intentions to engage
in certain behaviors are determined by attitude, subjective norm, and
perceived behavioral control [3]. Attitude is an individual’s positive
or negative feelings toward engaging in a specified behavior, and
the formation of attitude can be examined through an expectancy-
value formulation [3]. Subjective norms describe an individual’s
perceptions of others’ expectations. Perceived behavioral control,
conceptually similar to self-efficacy, captures the extent to which
an individual has the ability to perform the behavior and how much
the behavior is under their control [3].

Theory of Primary Message Systems: This theory provides a tax-
onomy of behavioral patterns used to interpret and understand
culture [143]. E.T. Hall identified 10 primary systems, each repre-
senting a distinct stream of cultural communication that interacts
with others to produce the complex patterns of behavior [143].
These systems form the underlying structure through which cul-
tural norms and values are conveyed, often nonverbally, within a
society [143].

Theory of Workarounds: This theory describes the idea that es-
tablished work practices may be adhered to or deviated from based
on a variety of factors [9]. These include “the quality and practi-
cality of the work practices, obstacles or anomalies that may be
encountered by work system participants, and the monitoring and
reward systems governing the work system” [77, p.58]. This theory
emphasizes the dynamic nature of work processes, where employ-
ees often adapt or bypass formal procedures to achieve their goals
under varying conditions [9].
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Work Design Theory: Work Design Theory explores the rela-
tionships between the characteristics of work and the resulting
employee outcomes, such as job satisfaction, motivation, and per-
formance [60]. According to this theory, work can be structured in
various ways to influence these outcomes, with a particular empha-
sis on task characteristics that shape the employee’s experience [60].

Morgeson and Humphrey [98] expanded on traditional models by
incorporating three key types of autonomy in task characteristics:
work scheduling autonomy, decision-making autonomy, and work
methods autonomy.

B Publication Venue of reviewed studies
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Table 9: Publication venue of reviewed studies.

Type Scope Venue Reviewed study

Journals

Information Systems

Information & Management [72, 133, 143, 148]
Journal of Management Information Systems [92, 110, 130]
MIS Quarterly [24]
Information Systems Research [27]
European Journal of Information Systems [38]
Journal of the Association for Information Systems [43]
Decision Support Systems [64]
Information Systems Journal [90]
Information Systems and e-Business Management [4]
ACM The Data Base for Advances in Information Systems [77]
AIS Transactions on Replication Research [160]

Interdisciplinary

Computers in Human Behavior [20, 120]
Behaviour & Information Technology [28, 79]
Information Technology & People [78]
Journal of Medical Systems [127]
Journal of Psychosocial Research on Cyberspace [55]
Journal of Organizational and End User Computing [71]
Journal of Computer Information Systems [104]
Cognition, Technology & Work [89]
International Journal of Advanced Computer Science and
Applications

[10]

Security-focused
Computer & Security [5, 51, 103]
Information & Computer Security [54]
Journal of Information Privacy and Security [154]

Conferences

Information Systems

Hawaii International Conference on System Sciences [50, 76, 106]
AIS International Conference on Information Systems [83, 142, 151]
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