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Abstract. Algebraic immunity is a fundamental property in the security analysis of stream ciphers and Boolean
functions, measuring the resistance of a function against algebraic attacks. In this work, we focus on the computation
of algebraic immunity and, more specifically, on its generalization to restricted algebraic immunity, which considers
annihilators constrained to specific subsets of Fn2 . While the computation of algebraic immunity has been studied
using methods based on Reed-Muller codes and iterative rank-based algorithms, these approaches have not been
formally adapted to the restricted setting. We address this gap by establishing the theoretical foundations required for
the adaptation of these techniques and providing explicit algorithms for computing restricted algebraic immunity.
To assess the efficiency of our algorithms, we conduct practical experiments comparing the computational cost of
the Reed-Muller and iterative approaches in terms of time and memory. As a case study, we analyze the algebraic
immunity restricted to the slices of Fn2 , i.e. the sets of binary vectors of fixed Hamming weight, denoted AIk. The
slices are of particular interest in areas of cryptography, such as side-channel analysis and stream cipher design,
where the input weight may be partially predictable. We further investigate restricted algebraic immunity for
Weightwise (Almost) Perfectly Balanced (W(A)PB) functions, which have been extensively studied since 2017.
Our results include an empirical analysis of AIk distributions for WPB functions with 4, 8, and 16 variables, as well
as an evaluation of AIk for various known function families.

Keywords: Boolean functions, Algebraic immunity, Restricted algebraic immunity, Weightwise (almost) perfectly
balanced functions.

1 Introduction

Since the introduction of algebraic attacks on filtered LFSRs [CM03] in 2003, Algebraic Immunity (AI)
has become a crucial property to consider in the security of stream ciphers. As defined in [MPC04],
algebraic immunity refers to the minimum degree of a nontrivial annihilator of a Boolean function f or
its complement 1 + f . In the context of filtered LFSRs, algebraic immunity directly corresponds to the
degree of the algebraic system an adversary can derive from the keystream, since only affine mappings
occur before the application of the nonlinear filter f . Consequently, algebraic immunity plays a key role in
settings where affine updates are followed by a filtering function, as demonstrated in [AL18] for Goldreich’s
pseudorandom generator [Gol00] and for (improved) filtered permutators [MJSC16, MCJS19]. Studying
algebraic immunity (e.g. [Did06, CM13, Méa22]) or constructing Boolean functions that optimize this
parameter (e.g. [DMS06,Car07,CF08,QFLW09,ZCSH11,TD11]) has been an important line of research in
the area of Boolean functions used in cryptography.

In this work, we focus on the computation of this parameter, specifically on a generalization of it.
The complexity of computing the algebraic immunity of a Boolean function has been investigated in
various works (e.g. [CM03, ACG+06, HR04, DT06]). One approach, which to our knowledge has rarely
been formally articulated and is often considered folklore, relies on submatrices of generator matrices of
the Reed-Muller code. We briefly recall its theoretical foundation here. The truth table of an n-variable
Boolean function of degree at most r can be identified with a codeword of the Reed-Muller code RM(r, n),
where each codeword’s element corresponds to the evaluation of a function at an element of Fn2 . Thus, by



puncturing the Reed-Muller code of order r, keeping only the elements x such that f(x) = 1, one obtains
the code of the products of f with functions of degree at most r. The dimension of this code equals that of
the Reed-Muller code of order r if and only if f does not admit a nonzero annihilator of degree at most d.
The most efficient algorithm for computing the AI is the iterative method introduced in [ACG+06]. Rather
than constructing submatrices of the generator matrix of a Reed-Muller code for successive values of d,
this algorithm builds them incrementally by adding one row and one column at a time. Using the same
theoretical foundation as the initial approach, a rank drop in the constructed matrices indicates the existence
of an annihilator. This iterative process improves computational efficiency, and specific operations designed
to reduce the cost of updating successive matrices improve the initial time complexity from O(

(
n

AI(f)

)ω
)

(where AI(f) denotes the AI of f ) with ω = 3 to a value closer to 2 [ACG+06, HR04].
In this work, we focus on a generalization of algebraic immunity, namely the restricted algebraic

immunity, introduced in [CMR17]. This property considers a subset S ⊆ Fn2 and corresponds to the minimal
degree of an annihilator g that annihilates f or f + 1 over the entire set S but is not identically zero on S.
More formally, it is defined as:

AIS(f) = min
g

(deg(g) | fg = 0 or g(f + 1) = 0, and ∃x ∈ S such that g(x) = 1) .

In this setting, classical algebraic immunity corresponds to the special case where S = Fn2 . Since neither
the Reed-Muller approach nor the iterative method has been fully formalized and described for this
generalization, we address this gap by establishing the key properties that ensure the correctness of the
adapted algorithms for restricted algebraic immunity. Additionally, we provide corresponding algorithms
and code implementations.

In Section 3, we formalize the Reed-Muller approach, and in Section 4, we analyze the iterative method,
emphasizing the theoretical and practical challenges that arise when applying this technique to restricted
sets. Variants of the algebraic attack, such as fast algebraic attacks [Cou03, Arm04] and attacks leveraging
monomials of extreme degrees [MW24], require computing parameters in a manner similar to restricted
algebraic immunity. Accordingly, we hope that this work will be useful for further research in these
directions.

Next, we perform experiments with our algorithms. First, we compare the practical efficiency of the
two main approaches in terms of both runtime and memory usage. For this comparison, we consider
algebraic immunity restricted to a slice of Fn2 , specifically a set Ek,n consisting of all binary vectors of
length n with Hamming weight k. These sets, as well as functions that are balanced on all such sets, known
as Weightwise (Almost) Perfectly Balanced (W(A)PB) functions, have attracted considerable attention
since the introduction of restricted criteria in [CMR17]. Slices of Fn2 frequently appear in cryptographic
research, notably in contexts such as the Hamming weight model in side-channel analysis and the fixed
input weight setting in FLIP [MJSC16]. In particular, WAPB functions have been extensively studied, with
research focusing primarily on two aspects. The first is the construction of such functions, which has been
explored in various works [CMR17,TL19,LM19,LS20,MS21,ZS22,MPJ+22,MKCL22,GM22b,MSLZ22,
GS22, ZLC+23, ZS23, ZJZQ23, YCL+23, GM24, DM24, Méa24, DMM24]. The second is the study of their
cryptographic properties, including nonlinearity restricted to slices [GM22a], overall nonlinearity [GM23b],
and algebraic immunity [GM23a].

In this work, we further investigate algebraic immunity restricted to slices, denoted as AIk, particularly
in the context of WAPB functions, which are relevant when the Hamming weight of a function’s input can
be inferred. In Section 5.2, we analyze the distribution of AIk for WPB functions with 4, 8, and even 16
variables. Then, in Section 5.3, we determine the values of AIk for several families of functions introduced
in previous works.
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2 Preliminaries

For readability, we use the notation + instead of ⊕ to denote the addition in F2, and
∑

instead of
⊕

. In
addition to classic notations, we denote by [a, b] the subset of all integers between a and b: {a, a+1, . . . , b}.
For a vector v ∈ Fn2 we use wH(v) to denote its Hamming weight wH(v) = |{i ∈ [1, n] | vi = 1}|.
For two vectors v and w in Fn2 we denote by dH(v, w) the Hamming distance between v and w, that is,
dH(v, w) = wH(v + w). For two functions f and g we denote by dH(f, g) the Hamming distance between
their vectors of values.

2.1 Boolean functions, cryptographic criteria, and weightwise properties

In this section, we recall fundamental concepts concerning Boolean functions and their weightwise
properties, which are utilized throughout this article. For a more comprehensive introduction to Boolean
functions and their cryptographic parameters, we recommend consulting the book by Carlet [Car21], and
for insights into weightwise properties—also known as properties on the slices—the article by [CMR17].
We denote by Ek,n the set {x ∈ Fn2 |wH(x) = k} for k ∈ [0, n], referring to it as a slice of the Boolean
hypercube (of dimension n). Consequently, the Boolean hypercube is divided into n + 1 slices, where the
elements share the same Hamming weight.

Definition 1 (Boolean Function). A Boolean function f in n variables is a function from Fn2 to F2. The set
of all Boolean functions in n variables is denoted by Bn.

When a property or a definition is restricted to a slice, we denote it by using the subscript k. For example,
for an n-variable Boolean function f we denote its support supp(f) = {x ∈ Fn2 | f(x) = 1}. Furthermore,
we denote by suppk(f) the support of f restricted to a slice, which is defined as supp(f) ∩ Ek,n.

Definition 2 (Balancedness). A Boolean function f ∈ Bn is called balanced if |supp(f)| = 2n−1 =
|supp(f + 1)|.

For k ∈ [0, n] the function is said balanced on the slice k if ||suppk(f)| − |suppk(f + 1)|| ≤ 1. In
particular when |Ek,n| is even |suppk(f)| = |suppk(f + 1)| = |Ek,n|/2.

Using the notion of restricted balancedness we can define the weightwise (almost) perfectly balanced
functions, the focus of our work.

Definition 3 (Weightwise (Almost) Perfectly Balanced Function (WPB and WAPB)). Let m ∈ N∗ and
f be a Boolean function in n = 2m variables. It will be called weightwise perfectly balanced (WPB) if, for
every k ∈ [1, n− 1], f is balanced on the slice k, that is ∀k ∈ [1, n− 1], |suppk(f)| =

(
n
k

)
/2, and:

f(0, · · · , 0) = 0, and f(1, · · · , 1) = 1.

The set of WPB functions in 2m variables is denotedWPBm.
When n is not a power of 2, other weights than k = 0 and n can lead to slices of odd cardinality, we

call f ∈ Bn weightwise almost perfectly balanced (WAPB) if:

|suppk(f)| =

{
|Ek,n|/2 if |Ek,n| is even,
(|Ek,n| ± 1)/2 if |Ek,n| is odd.

The set of WAPB functions in n variables is denotedWAPBn.
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We define additional crucial concepts for studying Boolean functions, namely the algebraic normal form
and the Walsh transform. Subsequently, we introduce key cryptographic criteria for these functions, includ-
ing algebraic immunity (both general and weightwise) and nonlinearity (both general and weightwise).

Definition 4 (Algebraic Normal Form (ANF) and degree). We call Algebraic Normal Form of a Boolean
function f its n-variable polynomial representation over F2 (i.e. belonging to F2[x1, . . . , xn]/(x

2
1 +

x1, . . . , x
2
n + xn)):

f(x1, . . . , xn) =
∑

I⊆[1,n]

aI

(∏
i∈I

xi

)
,

where aI ∈ F2. The (algebraic) degree of f , denoted deg(f) is:

deg(f) = max
I⊆[1,n]

{|I| | aI = 1} if f is not null, 0 otherwise.

We also recall the concept of order on Fn2 , as it will be utilized in the algorithms involving Boolean
functions.

Definition 5 (Order). A binary relation � on a set X is called partial order if � is reflexive, transitive and
antisymmetric. Moreover, � is a total order if for all a, b ∈ X it holds a � b or b � a.

We give two examples of orders on n-length binary strings, more examples can be found in e.g. [SW12]:

– Lexicographic, given a, b ∈ Fn2 as a = a1, . . . , an and b = b1, . . . , bn, a �lex b if and only if ai < bi on
the first index i ∈ [1, n] such that ai 6= bi, or a = b.

– Graded lexicographic, given a, b ∈ Fn2 as a = a1, . . . , an and b = b1, . . . , bn, a �glex b if wH(a) <
wH(b) or wH(a) = wH(b) and a �lex b

Definition 6 (Truth table). Let f ∈ Bn be a Boolean function, its truth table is the Boolean vector defined
as:

TT (f) ∈ F2n

2 , TT (f) = (f(0n), . . . , f(1n)) .

Denoting by fS the restriction of f to a subset S ⊆ Fn2 written as S = {a1, a2, · · · , a|S|}, the truth table of
fS refers to the vector

(
f(a1), f(a2), . . . , f(a|S|)

)
.

If not specified otherwise, the (restricted) truth table follows the lexicographic order.

Definition 7 (Algebraic immunity and restricted algebraic immunity). The algebraic immunity of a
Boolean function f ∈ Bn, denoted as AI(f), is defined as:

AI(f) = min
g 6=0
{deg(g) | fg = 0 or (f + 1)g = 0},

where deg(g) is the algebraic degree of g. The function g is called an annihilator of f (or f + 1).
The restricted algebraic immunity of a Boolean function f ∈ Bn on the set S ⊂ Fn2 , denoted as AIS(f),

is defined as:
AIS(f) = min

g 6=0 over S
{deg(g) | fg = 0 or (f + 1)g = 0}.

For S = Ek,n we denote AIEk,n(f) by AIk(f) and call it weightwise algebraic immunity.

Remark 1. Let f ∈ Bn. We use the notation f (o) referring to either f or f + 1 when the same process or
result applies to any of them. In particular, f (o) ∈ {f, f + 1}.
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2.2 Reed-Muller codes

Definition 8 (Monomials and set of monomials). Let u, x ∈ Fn2 denoted as x = (x1, · · · , xn) and u =
(u1, · · · , un), the monomial xu is calculated as:

xu =

n∏
i=1

xuii .

Let E = {α1, α2, · · · , αk} ⊆ Fn2 , we denote by xE = {xα1 , xα2 , · · · , xαk} the set of all monomials
associated to E.

Definition 9 (Reed-Muller code - RM). Let n ∈ N∗ and r ∈ N with r ≤ n, the Reed-Muller code
RM(r, n) is the set of all 2n-bit length binary vectors where each code word is the evaluation of one
distinct Boolean function of degree at most r in n variables.

Definition 10 (RM generator matrix). Let X be the set of the 2n elements in Fn2 in lexicographical order
and Pr,n = { u ∈ Fn2 | wH(u) ≤ r} the set of all the elements of Fn2 with Hamming weight smaller than or
equal to r. The generator matrix Gr,n ∈MatDnr ,2n is defined as

(Gr,n)i,j = xuij , xj ∈ X, ui ∈ Pr,n.

We denote by GYr,n ∈MatDnr ,|Y |, the Reed-Muller generator matrix restricted on the set Y ⊂ X

(Gr,n)
Y
i,j = xuij , xj ∈ Y, ui ∈ Pr,n.

Remark 2. Let â be the vector corresponding to the coefficients in the ANF of a Boolean function f of n
variables and degree r, then

â ·Gr,n = TT (f).

3 Computing the restricted AI from (punctured) generator matrices of Reed-Muller codes

In this section we provide an algorithm to compute the algebraic immunity of a Boolean function restricted
on a general subset S ⊆ Fn2 .

The algorithm aims to determine whether the systems of equations Sr1=̂g
r
1 ∗ fS(x) = 0̂ or Sr2=̂g

r
2(f +

1)S(x) = 0̂ admit a non-zero solution for x ∈ Fn2 , where gr1 and gr2 are Boolean functions of algebraic
degree at most r. This is achieved by examining whether the rank of one of the punctured Reed-Muller
(RM) matrices is smaller than one with the columns corresponding to the entire S. If f is non-constant on
S, the algorithm searches for the existence of either gr1 solving Sr1 or gr2 solving Sr2 , where neither function
vanishes over the entire set S. If such solutions gr1 or gr2 do not exist, new systems Sr+1

1 and Sr+1
2 are

considered (through bigger matrices), and the search for solutions gr+1
1 and gr+1

2 continues. This iterative
process is repeated until either an annihilator of f or f + 1 is found or an upper bound r + δ is reached.
The procedure for fS and (f +1)S is carried out in parallel. Conversely, if f is constant on S, the algorithm
terminates and returns 0, as justified by Proposition 1.

Proposition 1. A Boolean function f has an AIS of 0 if and only if the restriction fS on S is constant.
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Proof. First, we show the reverse implication. We suppose that f ∈ Bn is constant on S, either f(x) = 0
for all x ∈ S, or f(x) = 1 for all x ∈ S. If f is not null everywhere but f(x) = 0 ∀x ∈ S, then the constant
function g(x) = 1 is not zero on all S, and is it such that g(x)f(x) = 0 for all x ∈ S. Similarly, if for all
x ∈ S f(x) = 1, the same argument can be used for the function f + 1 on S.

Then, we show the direct implication. We suppose that a function g ∈ Bn is a non-zero-annihilator of
f restricted to S of degree 0. Then, g 6= 0 and deg(g) = 0 ⇒ g = 1, therefore since g annihilates f in
S, g(x)f(x) = 0 for all x ∈ S, resulting in f(x)g(x) = f(x) = 0. Similarly, if g annihilates f + 1 on S
instead of f , we have that g(x)(f(x) + 1) = 0 implying that f + 1 = 0⇒ f(x) = 1 for all x ∈ S.

The matrices corresponding to systems of equations Sr1 and Sr2 are constructed by extracting the S-f -
generator and the S-(f + 1)-generator given by Definition 11, by extracting them from the Reed-Muller
generator matrix where we only consider the columns corresponding to elements in S. This is justified by
Remark 3.

Definition 11. Let r, n ∈ N∗ with r ≤ n. Let Gr,n be the generator matrix of the Reed-Muller code

RM(r, n), we define the object G
f
(o)
S ,S
r,n by setting to zero all the columns of GSr,n which do not correspond

to elements of supp(f (o)) ∩ S. For the remaining columns, we calculate G
f
(o)
S ,S
r,n as(

G
f
(o)
S ,S
r,n

)
i,j

= f
(o)
S (uj) ·

(
GSr,n

)
i,j
, uj ∈ S

Moreover, we define the object G
f
(o)

supp(f(o))∩S
,S

r,n , by taking all the columns of Gr,n which corresponds to
element of Fn2 which are in supp

(
f (o)

)
∩ S.Gf (o)supp(f(o))∩S

,S

r,n


:,j

= (GSr,n):,j if f (o)S (uj) = 1 (1)

Remark 3. Let g ∈ Bn a Boolean function of degree r ≤ n and â = (aI) I⊆[1,n]
deg(xI)≤r

be the vector of the

coefficients of the ANF of g, as a consequence of the construction of Gf,Sr,n , we have that

â ·GfS ,Sr,n =

Dnr∑
i=1

aifS(u1)(G
S
r,n)i,1,

Dnr∑
i=1

aifS(u2)(G
S
r,n)i,2, · · · ,

Dnr∑
i=1

aifS(un)(G
S
r,n)i,n


=

fS(u1) Dnr∑
i=1

ai(G
S
r,n)i,1, fS(u2)

Dnr∑
i=1

ai(G
S
r,n)i,2, · · · , fS(un)

Dnr∑
i=1

ai(G
S
r,n)i,n


= (fS(u1)g(u1), fS(u2)g(u2), · · · , fS(un)g(un))
= fS · g.

(2)

Therefore, solving â ·GfS ,Sr,n = 0 is equivalent to solving fS · g = 0, or in other words, finding the kernel
of GfS ,Sr,n is equivalent to finding all annihilators of f restricted to S of degree up to r.

Proposition 2. Let Z = supp
(
f (o)

)
∩ S. If rank

(
G
f
(o)
Z ,S
r.n

)
< rank(GSr.n), then f (o) admits a non-zero-

annihilator restricted to S of degree at most r.
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Proof. SinceDn
r = rank(Gf

(o)
S ,S
r.n )+|Ker(Gf

(o)
S ,S
r.n )| = rank(GSr.n)+|Ker(GSr.n)|, we have that rank(Gf

(o)
S ,S
r.n ) <

rank(GSr.n) ⇐⇒ |Ker(Gf
(o)
S ,S
r.n )| > |Ker(GSr.n)|. Therefore ∃v ∈ Ker(Gf

(o)
S ,S
r.n ) such that v 6∈ Ker(GSr.n).

Hence, it exists a Boolean function g of degree r, given by v · Gr,n, which is such that v · Gr,n 6= 0 and

v ·GSr,n 6= 0, but (g · f (o)S )S = v ·Gf
(o)
S ,S
r,n = 0.

Since rank
(
G
f
(o)
S ,S
r,n

)
= rank

(
Gf

(o),S
r,n

)
, rank(Gf

(o),S
r.n ) < rank(GSr.n) ⇒ rank(Gf

(o)
Z ,S
r.n ) < rank(GSr.n) and

hence the condition rank(Gf
(o)
Z ,S
r.n ) < rank(GSr.n) is enough to justify the existence of such v giving the

non-zero-annihilator g of fo restricted to S.

Algorithm 1, provides the full procedure to determine the restricted algebraic immunity of a function f
of n variables on the subset S. We give additional details:

Remark 4.

1. [CMR17] established that the upper bound of AIs(f) for any Boolean function f and any set S ⊆ Fn2 ,
is the smallest integer r such that

(
Gnr,n

)
> |S|/2. As a consequence, the search of the annihilator for f

and f + 1 in our algorithm terminates once rank
(
GSr,n

)
> b|S|/2c.

2. The generator matrix of a Reed-Muller code does not depend on the Boolean function. It is therefore
possible to pre-compute and store the generator matrices of all Reed-Muller codes with r and n smaller
than some maximum values rmax and nmax. This suggests that we can pre-compute Grmax,nmax for
some fixed nmax and rmax=nmax , and extract all others Gr,n for r ≤ rmax and n ≤ nmax from it. We
therefore pre-compute the hash table

G≤nmax = {(i, Gn,i)}i≤1≤nmax (3)

and store it in a file.
Similarly, we can also pre-compute and store a second hash table, containing all the Dns such that
n ≤ nmax. Such hash table is

D≤nmax = {(i,Dn)}0≤i≤nmax = {
(
i, {
(
j,Dj

i

)
}0≤j≤di/2e

)
}0≤i≤nmax (4)

In Algorithm 1, we therefore use the function READ VALUES FROM FILE, to read to two pre-computed
hash tables from the files where they have been pre-stored before the execution of the algorithm.

3. The procedure FIND DEG SMALLEST S ANNIHILATOR in 1 is done in parallel for f and f +1 with the
additional condition that if one of the two branches returns the value of 1, the other branch is stopped,
without having to wait for it to finish.

4 Computing the restricted AI iteratively

In this section, we present an algorithm (Algorithm 2) to determine the algebraic immunity restricted to a
set S ⊂ Fn2 with improved time and space complexity compared to the method presented in Section 3.

1 The symbol || is used as row-concatenation of matrices, meaning that C = A||B is the matrix constructed by appending all the
row of the matrix B to the matrix A.

2 The function MIN takes care of null values MIN(immunityf , null) = immunityf and MIN(null, immunityf+1) =
immunityf+1.
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Algorithm 1 Algebraic immunity of f restricted to the set S, Reed-Muller method.

Input: x ∈ F2n
2 evaluation of the truth table of f ∈ Bn and the restricted set S ⊆ Fn2 .

Output: AIS(f)

1: function FIND DEG SMALLEST S ANNIHILATOR(Gf
(o)
Z ,S
n,n , GSd,n, D

n)
2: r ← 0;
3: i← 0;
4: eff , efS ← null, null;
5: previousIndex← 0;
6: while r ≤ |S|/2 do
7: Dn

i ← Dn[i];

8: eff ← ECHELON FORM LAST Dn
i ROWS

(
eff || G

f
(o)
Z ,S
n,n [previousIndex : Dn

i ]

)
1;

9: efS ← ECHELON FORM LAST Dn
i ROWS

(
efS || GSn,n[previousIndex : Dn

i ]
)
;

10: r ← rank (efS);
11: if rank (eff ) < r then
12: return i;
13: end if
14: previousIndex← Dn

i ;
15: i← i+ 1;
16: end while
17: end function
18:

19: if IS CONSTANT(x) then return 0
20: end if
21: mmax, D

≤nmax ← READ VALUES FROM FILE();
22: Gn,n ← mmax[n];
23: Dn ← D≤nmax [n];
24: GfZ ,Srows,n, G

(f+1)Z ,S
rows,n , GSn,n ← [ ], [ ], [ ];

25: for i← 0 to 2n − 1 do
26: if i ∈ S then
27: GSrows,n ← GSrows,n || Gn,n[:][i];
28: if x[i] = 1 then
29: GfS ,Srows,n ← GfS ,Srows,n || Gn,n[:][i];
30: else
31: G

(f+1)S ,S
rows,n .append (Gn,n[:][i]);

32: end if
33: end if
34: end for
35: immunityf , immunityf+1 ← (

36: FIND DEG SMALLEST S ANNIHILATOR(GfZ ,Srows,n, GSn,n, D
n)

37: | FIND DEG SMALLEST S ANNIHILATOR(G
(f+1)Z ,S
rows,n , GSn,n, D

n)
38: );
39: return MIN(immunityf , immunityf+1)

2;
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The core idea is to iteratively construct the objects G
fsupp(f)∩S ,S
r,n and G

(f+1)supp(f+1)∩S ,S
r,n for varying r,

increasing the size of the matrix by one row per iteration while minimizing computations. This approach
checks for the existence of annihilators dynamically, rather than extracting them from a large, pre-
computed Reed-Muller generator matrix restricted to S. The method extends the approach of [ACG+06] for
determining the standard algebraic immunity. As with Algorithm 1, this procedure returns 0 if the function
f is constant on S. Hence, we focus on explaining the case of determining AIS(f) for functions such that
AIS(f) ≥ 1. (The full algorithm, however, also addresses functions with null AIS .)

We begin with definitions and remarks necessary to introduce the general idea of the algorithm.

Definition 12 (T-Vandermonde matrix). Let Z = {z1, · · · , zkZ} ⊆ Fn2 and E = {α1, · · · , αkE} ⊆ Fn2 ,
we define the matrix VE,Z whose entries are

(VE,Z)i,j = zαij ∀i ∈ [1, kE ] and j ∈ [1, kZ ].

We refer to this matrix as the T-Vandermonde matrix, as it is the transpose of a Vandermonde matrix.
Denoting by Zi = {z1, z2, · · · , zi} and Ej = {α1, . . . , αj} for i ∈ [1, zkZ ] and j ∈ [1, αkE ], the sub-matrix
VEi,Zj of VE,Z , is given by the elements:

(
VEi,Zj

)
n,l

= zαnl ∀n ∈ [1, i] and l ∈ [1, j].

Similarly, we define the matrices SE,S and SEi,Sj as the T-Vandermonde sub-matrices corresponding to the
elements of the set S ⊆ Fn2 .

Remark 5. Let E = ({α2, α2, · · · , αDnd }) be such that xE is the set of all monomials with degree at most d
ordered by the graded lex order. We remark the following:

– VE,Z = GfZ ,Sd,n .

– Let E∗ ⊂ E, ordered by graded lex order. VZ,E∗ is a sub-matrix of GfZ ,Sd,n .

Remark 6. Let i ≥ 1. If 1 < i+ 1 ≤ min
(
|Z|, |EDnn |

)
, then VZi+1,Ei+1 can be computed as

VEi+1,Zi+1 =


VEi,Zi

zα1
i+1

zα2
i+1
...

zαii+1

z
αi+1

1 z
αi+1

2 · · · zαi+1

i z
αi+1

i+1


.

This can be seen by combining Definition 12 and the fact that for all i such that 1 < i + 1 ≤
min (|Z|, |E| − 1), the matrix VZi+1,Ei+1 is square.
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Definition 13 (Sequence of Vk matrices). As a consequence of Remark 6, we define the sequence of sub-
matrices (Vk)k∈[1,Dndn/2e−1

] by

Vk =




Vk−1

zα1
k

zα2
k
...

z
αk−1

k

zαk1 zαk2 · · · z
αk
k−1 zαkk


if 2 ≤ k ≤ min

(
|Z|, |EDndn/2e−1

|
)
,

(
Vk−1

zαk1 zαk2 · · · z
αk
k

)
if |Z| < k ≤ |EDnn |,

with V1 =
(
zα1
1

)
= z0n1 = (1) .

With Definition 12 and Remark 5 in mind, we describe the algorithm’s procedure as follows. Let Z =
supp

(
f (o)

)
∩ S, and let 1 ≤ i ≤ |Z|. If the function f is not constant on S, the algorithm begins by

constructing the matrix VEi,Zi and searches for functions vanishing on the set Zi by identifying vectors
corresponding to the elements of the kernel of VEi,Zi . If such functions exist, the procedure checks whether
any of them are also annihilators restricted to S for the full function f (o). This is done by verifying that
they vanish on all elements of Z but not on all elements of S. If such an annihilator is found, the algorithm
returns the degree of the last monomial added, xαi . Otherwise, it increments the index i, constructs the next
matrix following Definition 13, and continues until a solution is found or all square matrices up to VEi,|Z|
have been constructed and tested. If no annihilator is found after all the elements of Z have been added,
the algorithm iteratively adds new monomials and generates the matrices VEi,Z and SEi,Si . It then returns
the degree of the monomial xαi if rank (VEi,Z) < rank (SEi,Si). Following point 1 in Remark 4, if this
condition is not satisfied at step i, the iteration continues until rank (SEi,Si) > |S|/2. Indeed, if for some
i, rank (VEi,Z) < rank (SEi,Si), then there exists a non-null annihilator over S of degree at most deg(αi).
Conversely, if the condition is not met before rank (SEi,Si) > |S|/2, Remark 4 guarantees that either f or
f + 1 admits a non-trivial annihilator on S of this degree.

4.1 Keeping the cardinality of the kernel of Vk upper-bounded by 1

In the procedure described, we aim to identify at least one element from a vector space that satisfies certain
required conditions (corresponding to an annihilator, not trivial on S), while maintaining the algorithm’s
desired efficiency. Since this vector space can potentially be too large, we address this issue as follows: if we
find an element ĝk in the right kernel of Vk that does not vanish on Z, we re-order the vector Z by swapping
the element zk+1 with the element that does not vanish in ĝk. This ensures that such elements of the kernel
of Vk do not propagate into the kernel of subsequent matrices.

Furthermore, if an element of the kernel of Vk is found that vanishes on all of Z and S, the monomial
αk is dropped. The matrix Vk+1 is then constructed by replacing the row corresponding to the monomial αk
with one corresponding to the monomial αk+1. This procedure guarantees that the cardinality of the kernel
of Vk is upper-bounded by 1 for all k ≤ |Z|. Propositions 3, 4, and 5 provide formal justifications for these
claims.

Proposition 3. Let k < min{(|Z|, |EDnn |} and let Vk constructed following Definition 13. Suppose
ker(Vk) = 〈ĝk〉 = 〈(ε1, ε2, . . . , εk)〉 and let gk ∈ Bn be the Boolean function having ĝk as ANF.
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Furthermore, assume there exists a zk+j , for j ≥ 1 such that gk(zk+j) = 1. Then, the matrix V
′
k+1

constructed as:

V
′
k+1 =


Vk

zα1
k+j

zα2
k+j
...

zαkk+j
z
αk+1

1 z
αk+1

2 · · · zαk+1

k z
αk+1

k+j


is such that (ε1, ε2, . . . , εk, 0) 6∈ ker(V

′
k+1).

Proof. Suppose ker(Vk) = 〈ĝk〉 = 〈(ε1, ε2, . . . , εk)〉, and that there exists j ≥ 1 such that gk(zk+j) = 1,
but it is also such that (ε1, ε2, . . . , εk, 0) ∈ ker(V ′k+1).

If (ε1, ε2, . . . , εk, 0) ∈ ker(V ′k+1), then (ε1, ε2, . . . , εk, 0) · V ′k+1 = 0̂. Specifically, the last equation in
the system of equations described by (ε1, ε2, . . . , εk, 0) · V ′k+1 = 0̂ is:

ε1z
α1
k+j + · · ·+ εkz

αk
k+j + 0 · zαk+1

k+j = ε1z
α1
k+j + · · ·+ εkz

αk
k+j = 0.

However, from our hypothesis, we have:

gk(zk+j) = 1 ⇐⇒ gk(zk+j) = (ε1, ε2, . . . , εk)


zα1
k+j

zα2
k+j
...

zαkk+j

 = ε1z
α1
k+j + · · ·+ εkz

αk
k+j = 1.

This contradiction shows that it cannot be the case that (ε1, . . . , εk, 0) is in the kernel of V ′k+1.

Proposition 4. The sequence of matrices (Vk)k, constructed as described in Proposition 3, ensures that:

dim (ker (Vk)) ≤ 1, ∀k ∈ [1, |Z|].

Proof. We prove the result by induction:

– Base case. The initial matrix V1 = (1) has full rank, so dim(ker(V1)) = 0 ≤ 1.
– Induction step. We suppose that dim(ker(Vk)) ≤ 1. We show that dim(ker(Vk+1)) ≤ 1.
• If dim(ker(Vk)) = 0, adding a new row and column to form Vk+1 can increase the kernel by at most

1. Hence, dim(ker(Vk+1)) ≤ 1.
• If dim(ker(Vk)) = 1, let ẑ be an element of ker (Vk+1). Then either:

* ẑ = (ε̂, 0):
ẑ · Vk+1 = 0 =⇒ ε̂ · Vk = 0 =⇒ ε̂ ∈ ker(Vk).

By Proposition 3, ε̂ can only be a trivial solution.
* ẑ = (ŷ, 1), where ŷ ∈ Fk2: In this case ẑ · Vk+1 = 0 implies:

ŷ · Vk + (z
αk+1

1 , · · · , zαk+1

k ) = 0 ⇐⇒ ŷ · Vk = (z
αk+1

1 , · · · , zαk+1

k ), (5)

and
ŷ · (zα1

k+1, · · · , z
αk
k+1)

T + z
αk+1

k+1 = 0 ⇐⇒ ŷ · (zα1
k+1, · · · , z

αk
k+1)

T = z
αk+1

k+1 . (6)

11



Since dim(ker(Vk)) = 1, rank(Vk) = k − 1. Hence, there exists at most one particular solution ŷp
for Equation 5. If ŷp also solves Equation 6, then ŷp is in ker(Vk+1).

Since (ε̂, 0) cannot be in ker(Vk+1), the only possible element in ker(Vk+1) is ŷp, if it exists. Therefore,
dim(ker(Vk+1)) ≤ 1.

Remark 7. Notice that the definition of V
′
k+1 in Proposition 3, does not conflict with Definition 13, s

constructing the sequence (Vk)k does not require a specific order of the elements in the support Z.

Proposition 5. Let ker(VEk,Zk) = 〈ĝk〉 = 〈(ε1, . . . , εk)〉, where the corresponding Boolean function gk ∈
Bn satisfies gk(x) = 0, ∀x ∈ Z, but satisfies a y ∈ S such that gk(y) = 1.

Define E∗ = (α1, α2, . . . , αk−1, αk+1) , a vector constructed from Ek by replacing the last element αk
with αk+1. Let Vk+1 = VE∗k+1,Zk

be the matrix defined by replacing the monomial αk in VEk,Zk , with the
monomial αk+1:

VE∗k+1,Zk
=


Ek−1, VZk−1

zα1
k

zα2
k
...

z
αk−1

k

z
αk+1

1 z
αk+1

2 · · · zαk+1

k−1 z
αk+1

k


.

Then, either ĝk 6∈ ker(VE∗k+1,Zk
), or ĝk is the only element (aside from 0̂) in the right kernel of VE∗k+1,Zk

.
Hence:

dim
(

ker(VE∗k+1,Zk
)
)
≤ 1.

Proof. Proposition 3 ensures that the kernel of VE∗k+1,Zk
does not contain elements derived from the kernel

of VEk−1,Zk−1
. Therefore, VEk−1,Zk−1

can be treated as a full-rank matrix. Modifying the last row of a matrix
that contains a full-rank sub-matrix does not increase the size of the kernel. This is because the first k entries
of the elements in the kernel of VEk,Zk and VE∗k+1,Zk

are the same, with the only difference arising from the
last row. Since this row is the only one that can introduce linear dependence, the dimension of the kernel of
VE∗k+1,Zk

is bounded by 1.

4.2 Using column echelon form matrices of the previous steps

At the iteration k, the matrix Vk already contains all the columns of the matrix from the previous step,
Vk−1. This means the column echelon form of Vk−1 is already embedded within Vk. Therefore, instead of
recalculating the column echelon form for the entire matrix Vk, we only need to update it for the newly
added column. This approach saves computation because we are focusing only on the last column rather
than reprocessing the whole matrix.

Definition 14 (Column Echelon form). Let kr, kc ∈ N∗ and M ∈ Matkr,kc . We denote by EF :
Matkr,kc →Matkr,kc , the function transforming a matrix to its column echelon form.

For each iteration k of the algorithm, the matrix Vk already includes the sub-matrix Vk−1. Thus, it is
possible to compute the column echelon form of Vk−1 and use it to derive the column echelon form of

12



Vk. This approach allows Vk to inherently contain EF (Vk−1), which is already in column echelon form,
thereby reducing the computational steps required to determine the rank of Vk. However, to apply this
method effectively, careful attention must be paid during the construction of the matrix. Since rows are
appended to the matrix at each step, computing EF (Vk) requires keeping track of all column operations
performed while computing EF (Vj) for all j < k. These operations must be applied before computing
EF (Vk). Remark 8 and Proposition 6 provide further justification for this claim.

Definition 15 (Equality up to row permutation). Two matrices M1 and M2 are equal up-to-permutation
if there exists a column permutation ρ such that

M1 = ρM2.

We denote it as M1 =p M2

Remark 8. Let kr, kc ∈ N and M ∈ Matkr,kc(Fn2 ). Let M = L · U where L a lower triangular matrix and
U is an upper triangular matrix, then: EF (M) =p L.

Proposition 6. Let k be such that 1 < k < min
(
|Z|, |EDnn |

)
it holds that

EF (Vk) =pEF




EF (Vk−1)

zα1
k

zα2
k
...

z
αk−1

k

(zαk1 zαk2 · · · z
αk
k−1)Pk−1 zαkk




.

where Pk−1 is such that U−1k−1 = Pk−1, where Vk−1 = Lk−1Uk−1 with EF (Vk−1) =p Lk−1

Proof. Let k be such that 1 < k < min
(
|Z|, |EDnn |

)
. The LU -decomposition of Vk−1 is

Vk−1 = Lk−1Uk−1,

where Uk−1 is an upper triangular matrix and Lk−1 = EF (Vk−1) is the lower triangular matrix.

Vk =


Lk−1Uk−1

zα1
k

zα2
k
...

z
αk−1

k

zαk1 zαk2 · · · z
αk
k−1 zαkk


=


Lk−1

zα1
k

zα2
k
...

z
αk−1

k

(zαk1 zαk2 · · · z
αk
k−1)U

−1
k−1 zαkk




Uk−1

0

0
...
0

0 0 · · · 0 1


.
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Since Uk−1 is an upper triangular matrix,


Uk−1

0

0
...
0

0 0 · · · 0 1


is also an upper triangular matrix, and therefore

EF (Vk) =pEF




Lk−1

zα1
k

zα2
k
...

z
αk−1

k

(zαk1 zαk2 · · · z
αk
k−1)U

−1
k−1 zαkk




.

Taking Lk−1 =p EF (Vk−1) and Pk−1 = U−1k−1:

EF (Vk) =pEF




EF (Vk−1)

zα1
k

zα2
k
...

z
αk−1

k

(zαk1 zαk2 · · · z
αk
k−1)Pk−1 zαkk




.

Remark 9. Pk−1 is the matrix corresponding to the history of operations applied to the columns of Vk−1 to
be able to obtain EF (Vk−1).

As a consequence of Remark 9, it can be seen that when calculating the column echelon form of the
matrix Vk using Pk−1, we construct the application Pk which can be used to compute the column echelon
form of Vk+1 in the next iteration. Remark 10 shows this more formally.

Remark 10.

EF (Vk) = EF




EF (Vk−1)

zα1
k

zα2
k
...

z
αk−1

k

(zαk1 zαk2 · · · z
αk
k−1)Pk−1 zαkk




=p


EF (Vk−1)

0

0
...
0

(zαk1 zαk2 · · · z
αk
k−1 z

αk
k )Pk


.

Algorithm 2 shows the procedure to calculate the degree of the minimal degree non-zero-annihilator
restricted to S ⊆ Fn2 of a function f (o) ∈ {f, f + 1}, while Algorithm 3 shows the full procedure to
determine the restricted algebraic immunity of f in S, calling Algorithm 2 for f and f + 1 in parallel.

Algorithm 3 includes the additional function FIND DEG SMALLEST S ANNIHILATOR SEQ which
triggers the same process as Algorithm 2, but applies it sequentially to f and f+1, to avoid waiting for both
processes to complete simultaneously. This function is triggered only when supp(f)∩S and supp(f+1)∩S
differ significantly in cardinality, as in such cases, the probability of one of the two processes terminating
quickly is high.
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Algorithm 2 Algorithm to find the degree of the minimum-degree non-zero-annihilator restricted on S of a
function f (o).

Input: restricted set S ⊂ Fn2 , Z = supp
(
f (o)

)
∩ S and E = {α1, · · · , αDnn}

Output: Degree of minimal degree non-zero-annihilator restricted on S of f (o).
1: V ← (1);
2: ops← [ ];
3: k ← 2;
4: while k ≤ |Z| do
5: Vprevious ← V ;
6: (v1, · · · , vk−1)← APPLY OPERATIONS

((
zαk1 , · · · , zαkk−1

)
, ops

)
3;

7: M ←


V

zα1
k

zα2
k
...

z
αk−1

k

v1 v1 · · · vk−1 zαkk


;

8: V, opsk ← EF LAST COL(M)4;
9: if rank(V ) < k then

10: k ← kernel (V ) .base();
11: ĝ ← k[0];
12: nonV anishingPointIndex, vanishingF lag ← Null, T rue;
13: for all zidx ∈ (Z\Zk) do
14: vanishCheck ← VANISHES ON(ĝ, zidx)

5;
15: if vanishCheck = False then
16: vanishingF lag ← False;
17: nonV anishingPointIndex← idx
18: break;
19: end if
20: end for
21: if vanishingF lag = True then
22: for all zc ∈ S\Z do
23: vanishCheckOnS ← VANISHES ON(ĝ, zc);
24: if vanishCheckOnS = False then
25: return wH (αi);
26: end if
27: end for
28: V ← Vprevious;
29: REMOVE(E,αi);
30: continue; // Go to the next iteration.
31: else
32: zIndex← k + nonV anishingPointIndex;
33: Z ← SWAP(zk+1, zzIndex)

6;
34: end if
35: ops← ops || opsk;
36: k ← k + 1;
37: end if
38: end while
39: // The algorithm continues in the next page.
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40: S, opsS ← EF



sα1
1 sα1

2 · · · s
α1

|S|
...

...
. . .

...
sαk1 sαk2 · · · s

αk
|S|


;

41: r ← rank(S);
42: if rank(V ) < r then
43: return wH (αk);
44: end if
45: rV ← rank(V );
46: fullRank ← False;
47: while r ≤ b|S|/2c do
48: if fullRank = False and rv! = k then
49: (v1, · · · , vk−1)← APPLY OPERATIONS

((
zαk1 , · · · , zαkk−1

)
, ops

)
50: V ←

(
V

v1 v2 · · · vk−1 zαkk

)
;

51: rV ← rank(V );
52: fullRank ← True;
53: end if
54: (v1, · · · , vk−1)← APPLY OPERATIONS

((
sαk1 , · · · , sαkk−1

)
, opsS

)
;

55: S ←

(
S

s1 s2 · · · sk−1 sαkk

)
;

56: r ← rank(S);
57: if rV < r then
58: return wH (αk);
59: end if
60: end while

Remark 11. To keep the pseudocode in line with the theory, the elements in the vector or sets are often
parsed by name instead of by index, namely let Z = (z1, z2, · · · , zk) we consider that Z[i− 1] = zi.
Therefore, we have to clarify our notation in the case in which two vector elements get swapped. In the case
of Algorithm 2, we consider that the swap generates a new vector with the name of the variables adapted
with their index position in the vector to keep satisfying the condition Z[i− 1] = zi. Meaning that

SWAP(zi, zj)→ (zσ(1), · · · , zσ(i), · · · , zσ(j), · · · , zσ(k)) = Z
′
= (z

′
1, · · · , z

′
i, · · · , z

′
j , · · · , z

′
k)

where σ is a permutation describing the swap:

σ =

(
1 · · · i · · · j · · · k
1 · · · j · · · i · · · k

)
.

3 APPLY OPERATIONS is a function taking a vector and the list of column operations described by Pk−1 in Remark 9
4 The implementation of EF LAST COL is different from the implementation of EF, as it uses the fact that it only needs to

column-echelon the last row and column added instead of the full matrix.
5 VANISHED ON is a function taking as input the vector of the ANF coefficient of a Boolean function g ∈ Bn and a point z on

which to evaluate the corresponding Boolean function g. If g vanished is z it returns True otherwise it returns False.
6 See Remark 11
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Algorithm 3 Algorithm to compute the algebraic immunity of a function f ∈ Bn restricted to S

Input: x ∈ F2n
2 evaluation of the truth table of f ∈ Bn and the restricted set S ⊆ Fn2 .

Output: AIS(f)
1:

2: Z ← [];
3: Zc ← [];
4: for k ← 0 to 2n − 1 do
5: if k 6∈ S then
6: continue
7: end if
8: if x[k] = 1 then
9: Z ← Z|| (x[k])2;

10: else
11: Zc ← Zc|| (x[k])2;
12: end if
13: end for
14: if Z = [ ] or Zc = [ ] then
15: return 0;
16: end if
17:

18: EDnn ← CONSTRUCT MONOMIALS(n = n, d = n)7;
19: r ← |Z|

|Zc| if |Z| < |Zc| else |Zc||Z| ;
20: if r ≥ ratio then
21: immunityf , immunityf+1 ← (
22: FIND DEG SMALLEST S ANNIHILATOR(Z = Z,E = EDnn , S = S)
23: | FIND DEG SMALLEST S ANNIHILATOR(Z = Zc, E = EDnn , S = S)
24: );
25: return MIN(immunityf , immunityf+1);
26: else
27: return FIND DEG SMALLEST S ANNIHILATOR SEQ(Z = Z,Zc, E = EDnn , S = S))8;
28: end if

5 Experiments and applications to W(A)PB functions

In this section, we apply the algorithms to the weightwise perfectly balanced (WPB) Boolean functions
with the intent to study their algebraic immunity restricted to subsets of constant Hamming weight. In
particular, we determine the probability distributions of the AIk of WPB functions and we compute the AIk
of some WPB Boolean functions already studied. The source code for the implementation of Algorithm 1

7 CONSTRUCT MONOMIALS generates all monomials up to the gree d with n variables. EDn
n

may also be pre-computed and the
function CONSTRUCT MONOMIALS removed from the algorithm.

8 The implementation of the function FIND DEG SMALLEST S ANNIHILATOR SEQ is similar to the function
FIND DEG SMALLEST S ANNIHILATOR described in Algorithm 2 with the difference that the degree of the minimal
degree restricted non-zero annihilator of f or of f + 1 is found sequentially instead of in parallel.
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and Algorithm 3, along with the probability distributions and the values of AIk for the published functions,
can be found in the https://github.com/LucaBonamino/restricted_algebraic_immunity.

5.1 Comparison between Algorithm 1 and Algorithm 3 on WAPB functions

In this part, we compare the execution times of Algorithm 1 and Algorithm 3 by running both algorithms
on multiple WAPB functions restricted to the largest set Edn/2e,n, with different numbers of variables.
Specifically, the experiment is done by running the algorithms with the number of variables n going from 1
to 12. For both algorithms, if n ≤ 4, we calculate the average over the AIdn/2e of all functions inWAPBn,
whereas for n > 4, we calculate the average over the AIdn/2e of a random sample of 104WAPBn functions.

Figure 1 shows the mean execution time per value of n of the two algorithms. We denote by
T
(
G≤nmax

)
= T

(
G≤12

)
the necessary time to pre-compute all the necessary Reed-Muller codes

generator matrices following Equation (3): we recall that it is the necessary time to compute the sequence
(Gn,n)n∈[1,12=nmax], not only the generator matrix Gn,n for the current iteration n. We notice in fact that
T
(
G≤12

)
is constant, that is because the computation occurs before beginning the experiment since it is

expected that the Algorithm 1 is able to run for any number of variable n up to an upper bound nmax,
without having to compute the Reed-Muller code for it.

Fig. 1: Average time execution per number of variables of Algorithms 1 and 3 over 104 random WAPBn
functions on the set Edn/2e,n. T

(
G≤12

)
gives the time of the pre-computation of the sequence of all Reed-

Muller matrices up to G12,12.

The pre-computation times of G≤nmax for Algorithm 1 are given in the Table 1.
From Figure 1, we observe that Algorithm 3 outperforms Algorithm 1 for n ≤ 12, even without

considering the pre-computation time required for G≤nmax and D≤nmax in Algorithm 1. Furthermore,
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G≤1 G≤2 G≤3 G≤4 G≤5 G≤6 G≤7 G≤8 G≤9 G≤10 G≤11 G≤12

0.0126 0.0042 0.0017 0.004 0.0149 0.0470 0.1938 0.806 3.5456 14.9168 65.5014 276.2263
Table 1: Pre-computation time (in seconds) for G≤nmax for nmax from 1 to 12.

Algorithm 1 becomes impractical for n > 12 due to the excessive complexity of pre-computation. In
contrast, Algorithm 3 remains feasible for larger values of n.

Both implementations of the algorithms used to generate the plot in Figure 1 have been developed in
Python, with the following enhancements:

– The linear algebra operations in Algorithm 1 are performed using the SageMath library, while those
in Algorithm 3 are executed using an ad-hoc custom Python package implemented in Rust. This setup
ensures comparability between the two implementations, as the SageMath library is highly optimized
for linear algebra operations.

– The computation of G≤nmax for Algorithm 1 is performed using the generator matrix method of
the SageMath object BinaryReedMullerCodes. While this computation could be more efficient if
implemented in Rust, the current overall implementation still faces scalability issues. Specifically, for
n ≥ 16, the algorithm becomes impractical because G16,16 cannot be stored in a native Python list or a
SageMath matrix object. However, if the entire algorithm were implemented in Rust, it could potentially
be feasible. Consequently, for larger values of n, Algorithm 1 is not usable, while Algorithm 3 remains
viable.

5.2 Determination of AIk distribution of WPB functions

Similar to the approach in [GM23a] for analyzing the weightwise nonlinearity NLk, we determine
the discrete probability distribution of AIk for weightwise perfectly balanced Boolean functions. This
distribution describes the probability that a function f ∈ WPBm has a specific algebraic immunity restricted
to the slice Ek,n. A formal definition is provided in Definition 16:

Definition 16. Let m ∈ N∗, n = 2m and k ∈ [1, n − 1], we define the discrete probability distribution of
AIk as:

pAIk(x) =

∣∣∣∣{f ∈ WPBm | AIk(f) = x}
∣∣∣∣

|WPBm|
.

We aim to determine this distribution form = 2, 3, and 4. However, the number of due of WPB functions
increases fast with the growth of m, making this computation infeasible for m > 2. In fact, as stated in
[GM23a], |WPB2| = 720, while |WPB3| > 2243 and |WPB4| > 265452.
Therefore, we have to take a different approach for m > 2 by generating a certain number of samples from
the set WPBm and calculating the probability over it. The larger the sample size we select, the better we
approximate the distribution.

Definition 17. We define the AIk distribution over a sample Ω as:

pΩ,AIk(x) =

∣∣∣∣{f ∈ Ω | AIk(f) = x}
∣∣∣∣

|Ω|
.
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Determination of the full distribution for m=2 For m = 2 ⇒ n = 4, it is possible to determine the full
probability distribution from Definition 16 without using the random sampling strategy. The resulting plots
can be found on Figure 4 and Figure 2 while the corresponding probability distribution table is presented in
Table 2a.

Fig. 2: Mean of AIk overWPB2. Fig. 3: Probability distribution of AIk overWPB2.

Fig. 4: Mean of AIk and probability distribution of AIk from Definition 16 of 4-variable WPB functions.

Random Sampling In practice, random sampling is performed by generating a set Ωk = {ω
(k)
1 , · · · , ω(k)

|Ω|}
consisting of |Ω| random balanced sub-truth tables for each sliceEk,n. Then, for each slice Ek,n, the AIk is
computed for each restricted set in Ωk the frequency of each particular AIk value is recorded. Depending
on the value of m and the chosen sample size, the number of sub-truth tables generated may be too large to
fit in memory simultaneously. To address this, it is crucial to avoid storing all elements in memory at once.
Instead, they should be processed one by one, either by computing sequentially or by using iterators.
The following procedure is done for each slice Ek,n:

1. Initialize a hash table of all possible values of AIk.
2. For each sub-truth table in ω(k)

i ∈ Ωk (note that ω(k)
i is either generated on the fly by an iterator or by

having the source code for the generation of ω(k)
i in this loop)9:

(a) Run Algorithm 3 with S = ω
(k)
i .

(b) Increment the value in the hash table corresponding to the output of the previous step.
3. Divide each value in the hash table by |Ω|.

Results for n = 8 and sample size= 215. Figure 6 represents the AIk distribution, Table 2b shows the
corresponding values, and Figure 5 the average values. We observe that for n = 4 all WPB functions have
the same values of AIk, for every k. For n = 8, there are WPB functions with different restricted AIk,
for example with k = 4 we observe functions reaching the lowest value (2, such as families exhibited
in [GM23a]) and some reaching 3 which is optimal for this size.
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Fig. 5: Estimated average of AIk overWPB3.
Fig. 6: Estimated Probability distribution of AIk over
WPB3.

Fig. 7: Estimated average of AIk and probability distribution of AIk over 8-variable WPB functions, with 215

samples.

Results for n = 16 and sample size= 210. Figure 9 represents the AIk distribution, Table 2c shows
the corresponding values and Figure 8 the average values. We observe that there are WPB functions with
different restricted AIk for this value of n, and that for the central values ok k, all functions we sampled
reach the optimal value of AIk.

The average execution times for the AIk distributions with n = 4, n = 8 are n = 16 are displayed in
Tables 3a, 3b and 3c.

9 Step 2 may be executed in parallel on the ω(k)
i s.
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Fig. 8: Estimated average of AIk overWPB4.
Fig. 9: Estimated Probability distribution of AIk over
WPB4.

Fig. 10: Estimated average of AIk and probability distribution of AIk over 8-variable WPB functions, with
210 samples.

Table 2: AIk probability distribution ofWPB2,WPB3 andWPB4.

(a) Probability distribution pAIk for n = 4, m = 2.

p(x), k 0 1 2 3 4

0 1.00 0.00 0.00 0.00 1.00
1 0.00 1.00 0.00 1.00 0.00
2 0.00 0.00 1.00 0.00 0.00

(b) Probability distribution pΩ,AIk for n = 8, m = 3, Ω = 215.

p(x), k 0 1 2 3 4 5 6 7 8

0 1.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 1.00
1 0.00 1.00 0.00 0.00 0.00 0.00 0.05 1.00 0.00
2 0.00 0.00 1.00 0.98 0.00 0.98 0.95 0.00 0.00
3 0.00 0.00 0.00 0.02 0.13 0.02 0.00 0.00 0.00
4 0.00 0.00 0.00 0.00 0.87 0.00 0.00 0.00 0.00

(c) Probability distribution pΩ,AIk for n = 16, m = 4, Ω = 210.

p(x), k 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

0 1.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 1.00
1 0.00 1.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 1.00 0.00
2 0.00 0.00 1.00 0.02 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.01 1.00 0.00 0.00
3 0.00 0.00 0.00 0.98 0.13 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.13 0.99 0.00 0.00 0.00
4 0.00 0.00 0.00 0.00 0.87 0.63 0.00 0.00 0.00 0.00 0.00 0.60 0.87 0.00 0.00 0.00 0.00
5 0.00 0.00 0.00 0.00 0.00 0.37 1.00 0.00 0.00 0.00 1.00 0.40 0.00 0.00 0.00 0.00 0.00
6 0.00 0.00 0.00 0.00 0.00 0.00 0.00 1.00 1.00 1.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
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Table 3: Averages execution times and AIk ofWPB2,WPB3 andWPB4 functions.

(a) Average execution time and AIk for n = 4, m = 2.

k 0 1 2 3 4

E[T (AIk)] 0.000053 0.052649 0.048703 0.058630 0.000006

E[AIk] 0.00 1.00 1.00 1.00 0.00

(b) Average execution time and AIk for n = 8, m = 3 and sampleSize = 215.

k 0 1 2 3 4 5 6 7 8

E[T (AIk)] 4.768×10−6 0.0756 0.086 0.094 0.090 0.102 0.0924 0.093818 1.621×10−5

E[AIk] 0.00 1.00 1.95 2.02 2.89 2.02 1.95 1.00 0.00

(c) Average execution time and AIk for n = 16, m = 4 and sampleSize = 210.

k 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

E[T (AIk)] 0.10 ∗ 10−4 0.334 0.342 0.41 4.01 91.81 636.37 2838.92 6384.38 3111.12 732.50 118.96 5.23 0.43 0.35 0.35 0.15 ∗ 10−4

E[AIk] 0.00 1.00 2.00 2.98 3.87 4.37 5.00 6.00 6.00 6.00 5.00 4.40 3.87 2.99 2.00 1.00 0.00

5.3 Determination of AIk of known WPB families

In this part, we determine the AIks of the function introduced in [ZJZQ23], [DM24], [TL19] and in [CMR17]
for n = 8 and 16 variables.

The results are summarized in Table 4. Of the four WPB functions, the one in [TL19] is the one that
would resist the best to algebraic attacks (with constant Hamming weight inputs), as it achieves higher AIk
values for both n = 8 and n = 16. In contrast, the one in [ZJZQ23], would be the least resistant, as it has
the overall lower AIk for both n = 8 and n = 16. Specifically:

– n = 8. The function in [ZJZQ23] has a constant AIk of 2 for k ∈ [2, 6] and the functions in [CMR17] a
constant AIk of 2 for k ∈ [3, 6], whereas the functions in [DM24] and in [TL19] achieve an AI4 of 3.

– n = 16. The function in [ZJZQ23] again has a constant AIk of 2 for k ∈ [2, 14]. In contrast, the function
in [TL19] achieves an AIk of 3 for k = 4, 5, 11 and 12, an AIk of 4 for k = 6, 7, 9 and 10 and an AIk
of 5 for k = 8. The functions [DM24] and in [CMR17], both reach an AIk of 3 but for k ∈ [4, 12] and
k ∈ [5, 13] respectively.

The maximum execution times for [DM24], [ZJZQ23], [TL19] and [CMR17] with n = 8 occur with
k = 4 and are around 0.014, 0.029, 0.011 and 0.012 seconds, respectively.
For n = 16, the maximum execution times for [ZJZQ23], [TL19] and [CMR17] occur with k = 8 and
are 5.898671, 126.627561 and 12.048051 seconds respectively. In contrast, for [DM24], the maximum
execution time occurs for k = 9 and is 7.935819 seconds.
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Table 4: AIk of the construction from [DM24], from [ZJZQ23], from [TL19] and from [CMR17] withm = 3
(n = 8) and m = 4 (n = 16).

[DM24]

n, k 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

8 0 1 1 2 3 2 2 1 0
16 0 1 1 2 3 3 3 3 3 3 3 3 3 2 2 1 0

[ZJZQ23]

n, k 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

8 0 1 2 2 2 2 2 1 0
16 0 1 2 2 2 2 2 2 2 2 2 2 2 2 2 1 0

[TL19]

n, k 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

8 0 1 2 2 3 2 2 1 0
16 0 1 2 2 3 3 4 4 5 4 4 3 3 2 2 1 0

[CMR17]

n, k 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

8 0 1 1 2 2 2 2 1 0
16 0 1 1 2 2 3 3 3 3 3 3 3 3 3 2 1 0

In Table 5, we summarize the results on AIk for WPB functions with 8 variables, including both our
findings and those from the state of the art. Similarly, Table 6 presents the corresponding results for functions
with 16 variables. We observe that most of the studied families exhibit lower weightwise algebraic immunity
than a randomly chosen WPB function, with the exception of the field order construction [Méa24].

Function AI2 AI3 AI4 AI5 AI6

[DM24] 1 2 2 2 1

[ZJZQ23] 2 2 2 2 2

[TL19] 2 2 3 2 2

[CMR17] 1 2 2 2 2

Estimated average 1.95 2.02 2.87 2.02 1.95

Field order [Méa24] 1 2 3 2 2

Upper bound 2 3 3 3 2

Table 5: AIk of WPB functions in 8 variables.
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Function AI2 AI3 AI4 AI5 AI6 AI7 AI8 AI9 AI10 AI11 AI12 AI13 AI14

[DM24] 1 2 3 3 3 3 3 3 3 3 2 2 0

[ZJZQ23] 2 2 2 2 2 2 2 2 2 2 2 2 2

[TL19] 2 2 3 3 4 4 5 4 4 3 3 2 2

[CMR17] 1 2 2 3 3 3 3 3 3 3 3 3 2

Estimated average 2.00 2.99 3.89 4.37 5.00 6.00 6.00 6.00 5.00 4.40 3.87 2.99 2.00

Field order [Méa24] 2 3 4 4 5 6 6 6 5 4 3 2 2

Upper bound 2 3 4 5 5 6 6 6 5 5 4 3 2

Table 6: AIk of WPB functions in 16 variables.

6 Conclusion

In this article, we formalized the main theoretical foundations and provided algorithms for computing
restricted algebraic immunity over any set S ⊆ Fn2 , using both the Reed-Muller and iterative approaches.
We compared the practical complexity of these algorithms and showed that the iterative approach is more
efficient. Additionally, we applied our methods to compute or estimate, for the first time, the distribution
of AIk for WPB functions with 4, 8, and 16 variables. Furthermore, we determined the values of AIk for
various families of WPB functions introduced in previous works and showed that, in most cases, these
functions exhibit lower weightwise algebraic immunity than a randomly chosen WPB function.

By formalizing the theoretical background and providing both algorithms and implementations for
computing restricted algebraic immunity, we hope this work will contribute to further research and the
practical implementation of algebraic attack variants.
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GM22a. Agnese Gini and Pierrick Méaux. On the weightwise nonlinearity of weightwise perfectly balanced functions. Discret.
Appl. Math., 322:320–341, 2022.
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