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Abstract

In the modern financial sector, the need for robust machine learning models is increasingly
critical, yet privacy regulations and competitive concerns often make centralized data inacces-
sible. To overcome these challenges, this dissertation proposes several novel Federated Learn-
ing (FL) methodologies that enable institutions to collaboratively train models while address-
ing the critical trade-offs between privacy and data utility by integrating privacy-preserving
mechanisms designed to prevent input recovery with minimal loss to data utility.

A key contribution of this research is the development of a federated learning framework
for Privacy-Preserving Behavioral Anomaly Detection and fraud detection in financial trans-
actions. By utilizing Graph Neural Networks (GNNs) on dynamic ego-centric graphs, the
framework captures evolving transactional patterns to detect anomalies effectively, while pre-
serving privacy. A novel domain-specific negative sampling technique enables model train-
ing without the need for labeled data from the federation participants, making it highly ap-
plicable in real-world scenarios. The results demonstrate that deep learning-based methods,
particularly graph-level embedding, outperform traditional approaches in anomaly detection
and improving fraud detection tasks, by introducing anonymization and noise-based mech-
anisms, even when the shared model gradients are exposed.

Additionally, we propose G-HIN2Vec, a graph-level embedding technique for heterogeneous
information networks, which models individuals, such as cardholders, using static and dy-
namic ego-centric graphs. This method serves as an anonymization mechanism that elim-
inates the need for personally identifiable information (PII) in federated models. By inte-
grating Personalized Local Differential Privacy (PLDP), we provide an additional layer of
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protection, ensuring that even in the event of a model breach, sensitive data remains secure.

Finally, the dissertation introduces the Federated Byte-Level Byte Pair Encoding (BPE) To-
kenizer, a novel privacy-preserving tokenization approach designed for distributed textual
datasets. This tokenizer outperforms existing models in vocabulary coverage and efficiency,
while maintaining rigorous data privacy. Our federated tokenizer not only competes with
centralized models but also demonstrates improvements in both text compression and pri-
vacy preservation, for both general and domain-specific tokenizers.

The methodologies presented in this dissertation, validated through real-world transaction
and textual financial datasets, highlight the transformative potential of federated learning to
enhance fraud detection and language model performance while preserving privacy of indi-
viduals and institutions through anonymization and noise-based privacy mechanisms.
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Résumé

Dans le secteur financier moderne, la nécessité de modèles d’apprentissage automatique ro-
bustes devient de plus en plus cruciale, mais les réglementations sur la confidentialité et les
préoccupations concurrentielles rendent souvent la centralisation des données impossible.
Pour surmonter ces défis, cette thèse propose de nouvelles méthodologies de l’apprentissage
fédéré (FL) permettant aux institutions de collaborer pour entraîner des modèles machine
learning tout en abordant les compromis critiques entre la confidentialité et l’utilité des don-
nées, en intégrant des mécanismes de préservation de la confidentialité conçus pour empêcher
la récupération des entrées avec une perte minimale d’utilité des données.

Une contribution clé de cette thèse est le développement d’un framework d’apprentissage
fédéré pour la détection d’anomalies comportementales et la détection de la fraudes dans
les transactions financières. En utilisant des réseaux neuronaux de graphes (GNNs) sur des
graphes dynamiques ego-centriques, qui permettent de capturer et de détecter les schémas
transactionnels évolutifs afin de repérer les anomalies, tout en préservant la confidentialité des
individus. Une nouvelle technique d’échantillonnage négatif spécifique au domaine permet
l’entraînement du modèle sans la nécessiter de données étiquetées de la part des participants à
la fédération, ce qui le rend applicable dans des scénarios industriels. Les résultats montrent
que les méthodes basées sur l’apprentissage profond, en particulier les GNNs, surpassent les
approches traditionnelles dans la détection d’anomalies et améliorent la détection des fraudes
dans les données transactionnelles, en introduisant des mécanismes d’anonymisation et de
bruit, même lorsque les gradients des modèles fédérés sont exposés.

De plus, nous proposons G-HIN2Vec, une technique basée sur les réseaux neuronaux de
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graphes pour les réseaux d’information hétérogènes, qui modélise des individus, tels que
les détenteurs de cartes bancaires, en utilisant des graphes ego-centriques statiques et dy-
namiques. Cette méthode sert de mécanisme d’anonymisation qui élimine la nécessité d’utiliser
un identifiant individuel, tel que les informations personnellement identifiables (PII), dans
les modèles fédérés. En intégrant la confidentialité différentielle locale personnalisée (PLDP),
nous fournissons une couche de protection supplémentaire, garantissant que même en cas de
violation du modèle, les données sensibles restent sécurisées.

Enfin, la thèse introduit le tokenizer fédéré basé sur le codage par paires de caractères (BPE)
au niveau du byte (Byte-level), une approche de tokenisation respectant la confidentialité des
individus mentionnés dans les données textuelles sous forme de PII, conçue pour les ensem-
bles de données textuelles distribuées. Ce tokenizer surpasse les modèles existants en termes
de couverture du vocabulaire et d’efficacité, tout en maintenant une stricte confidentialité des
données. Notre tokenizer fédéré est non seulement concurrentiel par rapport aux modèles
centralisés, mais démontre également des améliorations en matière de compression de texte et
de préservation de la confidentialité, pour les tokenizers généraux et spécifiques au domaine.

Les méthodologies présentées dans cette thèse, validées à l’aide de bases de données financières
réelles, publiques et privées, transactionnelles et textuelles, mettent en évidence le potentiel de
l’apprentissage fédéré pour améliorer la détection de la fraude et les performances des modèles
de langage tout en préservant la confidentialité des individus et des institutions grâce à des
mécanismes d’anonymisation et de confidentialité basés sur le bruit.
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CHAPTER 1. … 1.1. CONTEXT

1.1 Context

In the age of data, the success of machine learning models has traditionally relied on the avail-
ability of large centralized datasets, which facilitate robust training and generalization. How-
ever, in practice, data is often fragmented across different organizations, each bound by strict
privacy regulations that prevent the sharing or centralization of this valuable resource. This
issue is particularly acute in the financial sector, where institutions manage high amounts of
sensitive data subject to rigorous data protection laws such as the GDPR [Eur16].

For financial institutions, centralized access to pooled data is often restricted due to competi-
tive, regulatory, ethical considerations, as well as technical concerns, as it creates a single point
of failure, compromising the entire data set if breached. To give one example, in September
2017, data breach occurs at Equifax impacting 147 million customers subject to Personally
Identifiable Information (PII). The financial institution was fined $700 million for the breach
[Fed19].

While companies with access to larger datasets gain a broader and more accurate view of
sector-specific business, often referred to as the ’Bank Pooling’ strategy [Eur17], large fi-
nancial institutions have a strong competitive incentive to keep their data within their own
boundaries to maintain a competitive edge.

However, in a regulatory compliance environment, collaborative strategies often lead to a
cooperation-competition trade-off, leading institutions to prioritize their own data assets
over broader collaborative efforts [Ana16]. Unfortunately, isolated datasets are often insuf-
ficient in size and diversity to train high-performing machine learning models capable of ef-
fectively addressing sector-specific downstream tasks, as they can inherent data-driven biases,
as demonstrated by [BN21], where local trained credit score models showed a bias of 5-10%
against minority and low-income groups.

Due to these factors, Federated Learning (FL) emerges as a promising collaborative strategy to
effectively mitigate the cooperation-competition trade-off in strictly regulated environments.
The motivation for institutions to participate in FL can stem from regulatory compliance or
incentives. As introduced in [MRTZ17], FL is a distributed machine learning technique
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CHAPTER 1. … 1.1. CONTEXT

that allows models to learn from the institution’s local datasets separately without the need
for data centralization.

Although a key theoretical requirement of FL as a collaborative strategy is the use of a shared
model across all participants to increase transparency and benefit from the collective learning
process, this ideal is often not easily realized in practice. A recent CSSF * thematic review
on the use of AI in the financial sector highlights that institutions often develop and deploy
different model families tailored to their specific sectoral needs, even when addressing the
same problem [Com23]. This divergence significantly impacts the adoption of FL. Accord-
ing to the report, only 7% of the institutions have adopted FL, in contrast to 62% relying on
centralized learning, 20% on reinforcement learning and 11% on transfer learning.

Even when institutions agree on a shared model, significant risks persist in FL [LXW22].
The exchange of model parameters in FL could introduce vulnerabilities, as attacks such as
model inversion and membership inference can infer raw data from model access [KCMW24,
HYC+22]. Although privacy mechanisms like differential privacy [KOV15, DRV10] and
k-anonymity [SS98, Swe02] are commonly employed to mitigate these risks , they may not
provide complete protection. Given the iterative nature of model updates in FL, data can
still be exposed. Recent studies have demonstrated that data reconstruction is feasible during
training iterations across various data types, including textual data [MSDCS19, BDJV22],
tabular data [VBDV23], and computer vision datasets [ZMB20, ZLH19, YMV+21]. These
findings highlight the need for more robust privacy-preserving techniques, particularly for
the input data used in FL. It is important to highlight that this is not a failure specific to
FL, but rather a natural extension of research on attacks against centralized machine learning
models [SSSS17, YZCL19, ZJP+20, FJR15, FLJ+14].

These issues underscore several critical challenges that must be addressed to realize a FL for
the financial sector.

• C1. Diverse model development practices across institutions—whether in-house, out-

*CSSF stands for Commission de Surveillance du Secteur Financier, the financial regulatory authority in
Luxembourg.
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sourced, or platform-based—pose significant challenges for integration within an FL
system. This dissertation proposes strategies to overcome these challenges.

• C2. The performance of FL models heavily relies on the quantity, diversity, and qual-
ity of data across participants. However, this dependency does not uniformly apply to
all sector-specific applications, particularly those with specialized data.

• C3. Current privacy research in FL focuses on securing gradient communication and
aggregation, yet this may still risk compromising local datasets with personally identifi-
able information (PII). This dissertation introduces novel privacy mechanisms tailored
for the financial sector.

• C4. FL research in fraud detection primarily depends on labeled data, with limited
exploration of unlabeled or semi-labeled learning approaches for detecting transaction
fraud and anomalies. This dissertation seeks to address this gap.

Our work in this dissertation takes steps toward addressing the challenges outlined above.

• Addressing C1: For transactional data, we implement a model stacking strategy, inte-
grating Graph Neural Networks (GNNs) based federated anomaly scores into a cen-
tralized fraud detection model, thereby eliminating the need for a shared model among
participants. Additionally, in the context of financial textual data, we explore a novel
vocabulary adjustment strategy using a federated learning tokenizer. This approach
enhances the language models used by different federation participants without re-
quiring model to be shared among participants.

• Addressing C2: We develop a federated learning model for building language model
tokenizers tailored. Our approach demonstrates that improvement gains are indepen-
dent of data dimensionality or quality, primarily due to the diverse writing patterns
within different financial sub-sectors. Similarly, training a federated anomaly detec-
tion model with negative sampling technique, as discussed in C4, show a quasiuniform
performance improvements across all participants.
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CHAPTER 1. … 1.2. CONTRIBUTIONS AND ORGANIZATION

• Addressing C3: We introduce novel privacy mechanisms to handle personally identi-
fiable information (PII). First as a modeling mechanism, by transforming PII data into
an ego-centric static and dynamic graph, eliminating the need for unique identifiers in
the FL model. Recognizing that graph-based models can still pose privacy risks due
to sensitive attributes like location and timestamp, we extend Personalized Local Dif-
ferential Privacy (PLDP) to introduce a personalized noising mechanism for temporal
and spatial attributes. This ensures that even in the event of a data breach, the raw data
remains private while still providing useful feature representations for the FL model
using our proposed Privacy-Preserving Behavioral Anomaly Detection framework.

• Addressing C4: We incorporate domain-specific graph-based negative sampling tech-
niques that automatically generate contextually relevant labels within dynamic graphs
for training anomaly detectors across the federation. This approach enhances fraud
detection accuracy with minimal alignment efforts required from federation partici-
pants.

Throughout this dissertation, we utilize various real-world datasets to test and validate our
methodologies across different contexts. For ego-centric static graph modeling, we employed
a private dataset provided by our industrial partner. In the development of federated dynamic
graph anomaly and fraud detection, as well as the domain-specific graph-based negative sam-
pling techniques, we used two publicly available real-world credit card datasets. Additionally,
for financial textual analysis, we conducted downstream task testing using publicly available
real-world complaint communication data collected from 30 financial institutions from the
United States.

1.2 Contributions and Organization

• Chapter 2. Concepts &RelatedWork presents the foundational concepts that sup-
port the methods and experiments conducted in this thesis. The chapter is divided
into three main sections. The first section introduces Federated Learning, detailing

19



CHAPTER 1. … 1.2. CONTRIBUTIONS AND ORGANIZATION

the fundamental principles and privacy mechanisms essential for decentralized learn-
ing. The second section explores Graph Machine Learning, covering key concepts
such as Graph Neural Networks and their applications in different learning tasks. Fi-
nally, the chapter covers Language Modeling, providing an overview of foundational
architectures with a particular emphasis on tokenization techniques and their role in
processing and understanding textual data.

• Chapter 3. Unsupervised Representation Learning for Heterogeneous Graphs
in Credit Card Transactions In this chapter, we present G-HIN2Vec [DSHS23a],
a novel neural network architecture specifically designed for embedding entire het-
erogeneous information networks (HINs). Our approach leverages recent advance-
ments in unsupervised learning techniques inspired by natural language processing
(NLP), incorporating negative sampling methods to learn graph-level embeddings. G-
HIN2Vec is applied to real-world credit card transaction data and benchmarked across
various downstream tasks, including graph-level regression, classification, and clus-
tering, against existing methods such as HIN2VEC [FLL17], DiffPool [YYM+18],
and Metapath2Vec [DCS17]. Our experimental results demonstrate that G-HIN2Vec
customer representation outperforms these baselines, achieving a 2.45% improvement
in gender classification accuracy and a 7.19% increase in the R-squared (R2) for in-
come prediction. Additionally, our approach shows a 6.55% reduction in mean abso-
lute error (MAE) for age prediction compared to the DiffPool method. These results
highlight the effectiveness of G-HIN2Vec in representing customer unique identifiers
within a latent space.

Concretely, our contributions in this chapter are as follows:

– We propose an ego-centric graph model as a mechanism to build an unlabeled
heterogeneous graph dataset for cardholder transactions, inspired by egocentric
thinking.

– We introduce G-HIN2Vec, a novel unsupervised representation learning method
that employs a double-triplet loss function, enabling task-agnostic embeddings
for entire heterogeneous graphs.
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– We conduct an experimental evaluation, benchmarking G-HIN2Vec against var-
ious GNN models on a real-world credit card private dataset.

• Chapter 4. Federated Learning Framework for Privacy-Preserving Anomaly De-
tection in Financial Transactions This chapter presents a novel federated learning
(FL) framework designed for Privacy-Preserving Behavioral Anomaly Detection in the
context of financial transactions. By leveraging Graph Neural Networks (GNNs) to
model transactions as ego-centric dynamic homogeneous graphs, our approach shifts
the focus from static to dynamic representations of customer behavior patterns, allow-
ing for more accurate anomaly detection. A key innovation in our framework is the
introduction of a domain-specific negative sampling technique that trains anomaly
detection models without the need for labeled data, addressing the common challenge
of scarce datasets in real-world applications. GNN-based methods in our framework
achieve average F1-scores of 0.91 and 0.87 on two datasets, significantly outperform-
ing traditional clustering-based methods. Additionally, by implementing a stacking
strategy that uses the federated anomaly score as an input in both centralized and feder-
ated fraud detection systems, our framework improves F1-scores by an average of 2.1%
and 1.76% over conventional supervised federated models. These results underscore
the effectiveness of our approach in enhancing fraud detection while maintaining pri-
vacy.

Our contributions in this chapter are outlined as follows:

– We develop an end-to-end federated learning framework specifically designed for
privacy-preserving behavioral anomaly detection in credit card transactions us-
ing dynamic graphs.

– We introduce a robust privacy-preserving feature engineering process that trans-
forms spatial and temporal financial attributes into an embedding space, as a
noise-based privacy mechanism, ensuring that individual privacy is protected
while retaining key transactional characteristics.

– We propose a domain-specific negative sampling strategy that enriches the anomaly
detection process by generating contextually relevant negative samples within
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CHAPTER 1. … 1.2. CONTRIBUTIONS AND ORGANIZATION

the dynamic graph framework.

– We validate the proposed framework through comprehensive evaluations on two
benchmark datasets, demonstrating its superior performance in improving fraud
detection while ensuring privacy protection.

• Chapter 5. Federated Byte-level BPE Tokenizer: A Privacy-Preserving Approach
for Distributed Language Tokenization In this chapter, we present the Federated
Byte-level Byte-Pair Encoding (FedByteBPE) Tokenizer, a novel approach that lever-
ages Federated Learning (FL) to train Byte-level BPE tokenizers [WCG20] across dis-
tributed datasets while ensuring individuals and participants privacy preservation. Un-
like traditional centralized methods, FedByteBPE allows institutions to train and re-
fine their tokenizer models locally, with vocabulary aggregation performed on a cen-
tralized server, creating a robust, domain-specific tokenizer without compromising
privacy. Our method is supported by both theoretical analysis and empirical evalua-
tions on a public real-world distributed financial dataset. The results demonstrate that
the federated tokenizer significantly outperforms off-the-shelf and locally trained tok-
enizers in terms of vocabulary coverage, showcasing the potential of federated learning
for training tokenizers in privacy-preserving settings.

Concretely, our contributions in this chapter are as follows:

– We develop and introduce a Federated Byte-level BPE Tokenizer algorithm, de-
signed to train tokenizers across distributed datasets in real-world scenarios while
preserving privacy.

– We propose a novel vocabulary adjustment strategy that leverages the federated
learning approach to enhance language models used by different federation par-
ticipants without requiring model sharing, ensuring data confidentiality.

– We conduct a comparative analysis of state-of-the-art generic and domain-specific
pretrained tokenizers, demonstrating that our federated approach not only com-
petes with but also outperforms centralized pretrained tokenizers.

– We demonstrate that the improvement gains of our approach are independent
of the data’s dimensionality or quality existing in different financial institutions.
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1.3 Dissemination

Our research has resulted in the following publications, presented in chronological order:

International conferences:

• P1. Damoun, F., Seba, H., Hilger, J., and State, R. ”G-HIN2Vec: Distributed hetero-
geneous graph representations for cardholder transactions.” Proceedings of the 38th
ACM/SIGAPP Symposium on Applied Computing. 2023. [DSHS23a]

• P2. Damoun, F., Seba, and State, R. ”Federated Learning-Based Tokenizer for Domain-
Specific Language Models in Finance.” Proceedings of the International Conference
on Advances in Social Networks Analysis and Mining, 2024. [DSS24a]

• P3. Damoun, F., Seba, and State, R. ”Privacy-Preserving Behavioral Anomaly De-
tection in Dynamic Graphs for Card Transactions”. Proceedings of the International
Conference on Web Information Systems Engineering, 2024. [DSS24b].

International journals:

• P4. Damoun, F., Seba, H., Hilger, J., and State, R. ”Graph-Level Heterogeneous In-
formation Network Embeddings for Cardholder Transaction Analysis.” Neural Com-
puting and Applications (2024). [DSHS23b] (Awaiting Editor-in-Chief Decision)

The content of these publications forms the foundation of several chapters of this disserta-
tion. Specifically:

• P1 and P4 are the basis for Chapter 3, which introduces G-HIN2Vec, ego-centric
graph modeling, and benchmarking on a private real-world dataset.

• P3 forms the basis for Chapter 4, presenting the privacy-preserving behavioral anomaly
detection framework, evaluated on both synthetic and real-world public datasets.
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• P2 forms the basis of Chapter 5, introducing the federated Byte-level Byte-Pair Encod-
ing tokenizer, benchmarked against various language models on public dataset.

Chapters 4 and 5 extend the work presented in P3 and P2, respectively.
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2.1 Federated Learning Fundamentals

Federated Learning was introduced in 2016 [MRTZ17] as a decentralized machine learning
framework to enable multiple entities to collaboratively train a global shared model without
sharing their local dataset with a central server [MB08]. This approach addresses the increas-
ing concerns over data privacy by keeping data local, while only exchanging model updates
between participating entities. These updates are aggregated to form a global model, which
progressively improves as the learning process continues.

In FL, each client k holds a local dataset Dk, which it uses to compute an updated version
of the model parameters w. These updates are then aggregated by a central server to form a
global model wt, without directly accessing the local datasets. The global model is iteratively
refined through rounds of communication between the clients and the server.

Mathematically, the objective is formalized as a minimization problem where the goal is to
minimize the global objective function F(w), defined as:

min
w

F(w) = min
w

K∑
k=1

pkFk(w)

Here,

Fk(w) =
1
nk

nk∑
j=1

fjk(w; xjk, yjk)

represents the local objective function for the k-th client, nk is the number of data points at
the k-th client, and pk = nk

n denotes the relative contribution of each client, wheren =
∑

k nk
is the total number of data samples across all clients.
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2.1.1 Federated Learning Algorithms

Aggregation algorithms are central to the FL process and have attracted significant research
interest due to the unique challenges inherent in this learning paradigm. These algorithms are
specifically designed to enhance communication efficiency, improve scalability, and adapted
for non-independent and identically distributed data across clients.

The first aggregation algorithm introduced in FL is Federated Averaging (FedAvg) [MMR+17].
In FedAvg, each client k updates the global model by minimizing a local objective function
Fk(w) using its dataset Dk. The local model updates are computed using stochastic gradient
descent (SGD):

wk,t+1 ← wk,t − η∇Fk(wk,t),

where η is the learning rate. The central server then aggregates these local updates to form
the updated global model:

wt+1 =
K∑
k=1

pkwk,t+1,

where pk = nk
n represents the relative contribution of each client.

While FedAvg is effective in many situations, it encounters challenges when dealing with
non-IID data distributions [KMAS+19]. To address these issues, the Federated Proximal
(FedProx) algorithm was introduced, which modifies the local objective function by adding
a proximal term:

Fk(w) =
1
nk

nk∑
j=1

f(w; xj, yj) +
μ
2
∥w− wt∥2,

where μ is a regularization parameter that controls the influence of the proximal term [LSZ+20].
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This adjustment helps mitigate divergence in local models, especially in heterogeneous envi-
ronments.

In addition toFedAvg andFedProx, other algorithms have been proposed, such as Federated
Matched Averaging (FedMA) [WYS+20] addresses model architecture mismatches across
clients, FedNova [WLLJ20] introduces normalized averaging to handle varying amounts of
local updates, and FedBN [LJZ+21] is designed to improve performance in non-IID settings
by using client-specific batch normalization layers.

2.1.2 Privacy Mechanisms in Federated Learning

While FL offers significant advantages in preserving data privacy by keeping raw data on lo-
cal devices, it is not completely immune to privacy risks. The model parameters exchanged
between clients and the central server can still reveal sensitive information. Recent studies
have demonstrated the effectiveness of various attacks, such as model inversion [FJR15] and
membership inference [SSSS17]. Other types of attacks can occur at different steps of the FL
process, we categorize as follows:

• Pre-Training: Before feeding the data to the shared model. malicious clients may per-
form data poisoning or altering training labels to diverge the global model performance
[SSSS17, LWSV16].

• During Training: Over FL rounds, adversaries, could be a client or third-party, can
introduce model poisoning by uploading random parameter updates, leading to re-
duced global model performance [XHCL19, SX18].

• Post-Training: After model final round, the global model is exposed to inference at-
tacks that can be used to extract sensitive information from the model, such as deter-
mining if specific records were included in the training data [FJR15, MSDCS19].

To address these privacy risks, various families of mechanisms have been introduced in FL, in-
cluding cryptographic-based, hardware-based, anonymization-based, and noise-based meth-
ods, as summarized in Table 2.1.

29



CHAPTER 2. … 2.1. FEDERATED LEARNING FUNDAMENTALS

Table 2.1: Comparison of Privacy Preservation Strategies in FL.

Privacy Method Approach Advantages Limitations Complexity
Cryptographic-based Encrypts data or computations

using techniques like homo-
morphic encryption[Gen09]
or secure multi-party computa-
tion (SMC)[BIK+17].

- Strong confidentiality.
- Supports secure collaborative
computation without revealing
data.

- High computational require-
ments.
- Slows down processing.
- Difficult to manage.

Very High

Hardware-based Uses secure hardware compo-
nents like Trusted Execution
Environments such as Intel
SGX processors [CD16] to
protect data during processing.

- Strong protection during exe-
cution.
- Minimal impact on data util-
ity.

- High cost.
- Potential hardware vulnerabil-
ities.
- Complex deployment.

High

Anonymization-based Removes or generalizes identi-
fiable information such as PII
before data processing or shar-
ing, common method is k-
Anonymity [Swe02, SS98].

- Reduces risks of direct identi-
fication.
- Suitable for high-dimensional
datasets.

- Re-identification risks
through cross referenced quasi-
identifiers.
- Loss of data utility due to
generalization.

Moderate

Noise-based Adds random noise to data
or models to protect individ-
ual privacy while allowing
data analysis, fundamentally
proofed method is DP.

- Provides quantifiable privacy
guarantees.
- Customizable based on pri-
vacy needs.

- Balancing privacy and accu-
racy is challenging.
- Reduces data utility.

Low

Among these, noise-based methods are particularly prominent, offering an privacy-utility
trade-off and quantifiable risk. The most commonly employed techniques include Differ-
ential Privacy (DP), Local Differential Privacy (LDP), and Personalized Local Differential
Privacy (PLDP). Below, we focus on these approaches.

Differential Privacy (DP)

Differential Privacy (DP) [DR+14] is a formal framework designed to protect individual data
privacy by ensuring that the output of a computation remains approximately the same, re-
gardless of whether any single individual’s data is included in the dataset. The privacy guar-
antee is characterized by two parameters: ε, which controls the privacy-utility trade-off, and
δ, which represents the probability that the privacy guarantee might not hold. Formally, a
randomized algorithmM satisfies (ε, δ)-differential privacy if for any two datasets D and
D′ that differ in at most one element, and for any subset of outputs O ⊆ Range(M), the
following holds:
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Pr[M(D) ∈ O] ≤ eε Pr[M(D′) ∈ O] + δ

Here, ε provides the upper bound on how much more likely an output is if an individual’s
data is included, while δ is the probability that the privacy guarantee may not hold. A smaller
ε and δ signify stronger privacy guarantees, though at the potential cost of reduced accuracy
[DR+14].

Local Differential Privacy (LDP)

Local Differential Privacy (LDP) [DJW13] extends the principles of DP to individual data
points before they are sent to a central server. Under LDP, each client perturbs its data locally,
ensuring that the server cannot directly access the original data. The (ε, δ)-LDP definition
incorporates the δ parameter as follows:

Pr[M(v) = O] ≤ eε Pr[M(v′) = O] + δ

Here,M is a randomized algorithm, and v and v′ are two different inputs. This definition
ensures that the output ofM does not reveal much about the individual input values, with
δ capturing the probability of a privacy breach. This makes LDP particularly effective in
scenarios where the central server is not fully trusted [KLN+11].

Personalized Local Differential Privacy (PLDP)

Personalized Local Differential Privacy (PLDP) [LMW+20] adapts the concept of LDP by
allowing different clients to have varying levels of privacy based on their data sensitivity. This
flexibility is achieved by allowing each client to define its own privacy budget εi and associated
δi, which governs the amount of noise added to their data. The (τ, ε, δ)-PLDP is formally
defined as:
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Pr
(
M(v) ∈ O

)
≤ eεtotal Pr

(
M(v′) ∈ O

)
+ δ,

where εtotal = ε1 + ε2 + · · ·+ εn = ε′1 + ε′2 + · · ·+ ε′n.

Here τ denotes the set of all possible inputs, where each εi (or ε′i) is the personalized local
privacy budget for each client i, and δ is the probability of a privacy failure. Such personalized
local differential privacy provides more nuanced protection, letting each client control their
own level of privacy [GBD17].

Important Properties of Differential Privacy

Differential Privacy mechanisms are characterized by several key properties, including:

• Post-processing Invariance: If a mechanismM1 satisfies (ε, δ)-DP, then applying
any randomized algorithmM2 toM1 still ensures that the result satisfies (ε, δ)-DP.

• Sequential Composition: When multiple mechanismsMi are applied sequentially
on the same dataset, where each mechanism satisfies (εi, δi)-DP, the overall mechanism
satisfies

∑
i εi-DP with an accumulated δ.

These properties are crucial in ensuring that privacy guarantees are maintained even when
multiple DP mechanisms are combined or when they are applied in sequence.

2.2 Graph Machine Learning

In this section, we present essential notions and definitions related to graph, graph neural
networks and graph representation problem.

Graph machine learning is fundamentally machine learning based on graph data structure.
These structures effectively model relationships between entities across various contexts. In
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graphs, entities are represented as nodes, while their connections are represented as edges, of-
fering a non-euclidean space to capture various interactions. This modeling approach is espe-
cially useful in different domains such as financial systems [KRS+19, CWH18, YWCW19,
MST19], where it enables the analysis of both individual components and the global com-
ponents in network structure. Given the inherent complexity of graph data, graph-based
methods are introduced as robust tools for identifying patterns and detecting anomalies in
different types of networks [MZM23, LE24].

2.2.1 Preliminary Notions
Definition 1 (Graph). Formally, a graph is defined as a single fixed graphwith a set of ordered
pair G = (V , E), whereV is the set of vertices (or nodes) and E ⊆ V ×V is the set of edges. The
vertex labeling function is fV : V → ΣV , and the edge labeling function is fE : E → ΣE . The
graph is associated with a vertex labeling function fV : V → ΣV and an edge labeling function
fE : E → ΣE . The sets ΣV and ΣE represent the labels for nodes and edges, respectively.

Definition 2 (Dynamic Graph). A dynamic graph is defined as an evolving graph over time,
where nodes and attributes can an be added or deleted from the graph. At each time point t, the
graph is represented as Gt = (Vt, Et), whereVt and Et denote the sets of nodes and edges at time
t. The sequence of dynamic graphs is G = {Gt1 ,Gt2 , . . . ,GtN} over the time period t1 to tN.

Definition 3 (Weighted Graph). Despite static or dynamic context, aweighted graph is a graph
where edges are assigned numerical values called weights, where each edge eij ∈ E has an asso-
ciated weight wij ∈ R.

Definition 4 (Attributed Graph). Despite static or dynamic context, an attributed graph is a
graphwhere eachnodehas anassociatedattributes, formaly fV(vi) = Xi = (x1(vi), . . . , xk(vi)),
where Xi is a vector of k attributes.
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Definition 5 (Homogeneous Graph). A homogeneous graph is any graph in which all nodes
and edges share the same label. Formally, this satisfy k-ultrahomogeneous property, this means
|ΣV | = |ΣE | = 1.

Definition 6 (Heterogeneous Graph). Aheterogeneous graph is any graphwhere nodes and/or
edges can have different labels. This is characterized by |ΣV | > 1 and/or |ΣE | > 1.

Definition 7 (Self-Loop). A self-loop is an edge that connects a node to itself. In any graph G,
a self-loop is represented by an edge eii ∈ E connecting vi ∈ V to itself.

Definition 8 (Adjacency Matrix). The adjacencymatrix of a graph G, denoted AG or for sim-
plicity A, is a matrix where both rows and columns are indexed by identical orderings of the
vertex set VG. The matrix is defined as:

A[u, v] =

|{e ∈ E | e = (u, v)}| if u ̸= v,

|{e ∈ E | e = (v, v)}| if u = v.

Definition 9 (Adjacent Vertices). Two nodes in any graph are adjacent if they are connected
by an edge. Formally, nodes vi and vj are adjacent if eij ∈ E .

Definition 10 (Adjacent Edges). Two edges in any graph are adjacent if two edges share a
node as in-degree or out-degree. Formally, edges eij and ejk are adjacent if they both connected
to node vj.

Definition 11 (Path Sequence). A path from vertex v0 to vertex vn in any graph is an alter-
nating sequence of nodes and/or edges, denoted in general as
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P = ⟨v0, e1, v1, e2, . . . , vn−1, en, vn⟩

Definition 12 (Path). A path in a graph G = (V , E) is a sequence of vertices p = (v1, . . . , vl)
such that each consecutive pair (vi, vi+1), where 1 ≤ i < l, is connected by an edge in E .

Definition 13 (Subgraph). A graph G′ = (V ′, E ′) is a subgraph of a graph G = (V , E),
denoted by G′ ⊆ G, if V ′ ⊆ V and E ′ ⊆ E .

Definition 14 (Bipartite Graph). A graph G is bipartite if its node set V can be partitioned
into two disjoint subsets V1 and V2 such that every edge e ∈ E connects a node in V1 to a node in
V2. Formally, this is a special case of a k-partite graph where k = 2.

Definition 15 (Graph Dataset). A graph dataset is a collection of graphs. Formally, a graph
dataset is represented as G = {G1,G2, . . . ,GN}, where each Gi = (Vi, Ei) is a graph in the
dataset, withVi andEi denoting the vertex and edge sets of the i-th graph. The dataset can consist
of homogeneous or heterogeneous graphs, depending on the specific application.

2.2.2 What is Graph Learning?

Graph machine learning extends the complexity of graph data modeling by integrating graph
theory with advanced machine learning techniques. This combination allows for the extrac-
tion of meaningful data representations for various downstream tasks, including node-level,
edge-level, and graph-level tasks. Each of these tasks requires the graph’s components to be
as numerical features, facilitating their use in downstream machine learning models, by for-
mulating graph representation learning as a machine learning problem, where the structure
and properties of the graph are used to generate embedding vectors.

The key types of graph representations in node, edge, and graph levels, are defined as follows:
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Definition 16 (Node Embedding). Let G = (V , E) be a graph, as defined in Definition [1].
Node embedding is a mapping function f : vi → Rd that encodes each node vi ∈ V into a low-
dimensional vector of dimension d, where d≪ |V|, such that the similarities between nodes in
the original graph are preserved in the embedding space.

Definition 17 (Edge Embedding). Let G = (V , E) be a graph, as defined in Definition [1].
Edge embedding is a mapping function f : eij → Rd that encodes each edge eij ∈ E into a
low-dimensional vector of dimension d, where d≪ |V|, ensuring that the similarities between
edges in the original graph are preserved in the embedding space.

Definition 18 (Graph Embedding). Let G be a graph dataset of size N, as defined in Defini-
tion 15. Graph embedding is a method that maps each graph Gi ∈ G into a low-dimensional
vector space of dimension d, while preserving the structural and relational properties of the
graphs. This embedding ensures that both inter- and intra-graph similarities are maintained
within the embedding space.

In general, the process of mapping graph substructures to dense and low-dimensional vec-
tor space can involve simple descriptive statistics at the node, edge, or graph level as vecto-
rial representations [SSVL+11], or a dimensionality reduction algorithm applied to graph
attributes [BN03], or more advanced deep learning methods [GL16, PARS14, TQW+15].
These advanced methods iteratively learn from initial random representations to meaning-
ful representations tailored to specific downstream tasks, optimizing an objective function
during the learning process, or a mixture of both as in [YV15a, BDQ+19]. In this thesis, we
focus on deep learning-based methods for graph representation learning.

Deep learning-based methods for graph representation can be categorized into traditional
graph embedding methods and Graph Neural Networks (GNNs). Traditional methods in-
clude factorization-based approaches, random walk-based techniques, and non-GNN deep
learning methods [GL16, PARS14, TQW+15]. For an extensive survey on non-GNN meth-
ods, we refer to [KA24]. Below, we introduce the fundamentals of GNN-based deep learning
methods and their techniques discussed in this thesis.
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2.2.3 Graph Neural Networks

GNNs can be defined as a class of neural networks designed to operate on graph-structured
data without the need for any proxy transformations, such NLP-based methods [PARS14,
GL16]. GNNs employ different techniques that differ from traditional methods, particu-
larly in their ability to generalize to unseen nodes and leverage node and edge attributes more
effectively. Simply, GNNs rely on node’s representation (or embedding) from its neighbors
within the graph topology, this allows to capture both structural features, with a flexible local-
global structural trade-off depending on the specific downstream task.

Figure 2.1: Illustration of graph convolution operations. (*)

The core operation in many GNN architectures is the graph convolution operation, initially
introduced in [DBV16], which is used to generate node representation vectors. Given the
features h(0)

v for all nodes v ∈ V, the graph convolution operation, as introduced in Graph
Convolutional Networks (GCNs) in [KW17, WSZ+19], can be expressed as:

h(k+1)
v = σ

h(k)
v ,

⊕
u∈N (v)

wvuψ(h(k)
u )


Here, h(k)

v represents the embedding of node v at layer k,N (v) denotes the set of neighbors of
node v, wvu is a learned weight associated with the edge evu ∈ E (or directly derived from the
adjacency matrix if not learnable), ψ is a learnable function, and σ is an activation function,
such as ReLU.

* Credit: Petar Veličković, DeepMind.
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This operation act as an aggregation of from a node’s neighbors information and applies a
transformation to generate the next layer’s node representation. This foundational approach
is known for its computational expressiveness and has led to the development of various
GNN models by defining different graph convolution operations:

• Attentional-based Convolution Operation [MBM+17, VCC+18, ZSX+18]:

h(k+1)
v = σ

h(k)
v ,

⊕
u∈N (v)

a(h(k)
v , h(k)

u )ψ(h(k)
u )


In this variant, a(h(k)

v , h(k)
u ) represents attention weights, denoted as avu for the edge

evu ∈ E.

• Message-Passing-based Convolution Operation [BPL+16, GSR+17, BHB+18]:

h(k+1)
v = σ

h(k)
v ,

⊕
u∈N (v)

ψ(h(k)
v , h(k)

u )


Here, ψ(h(k)

v , h(k)
u ) represents the message-passing function, with the computed mes-

sage denoted as mvu for the edge evu ∈ E.

• Sample-Aggregate Operation[HYL17]:

h(k+1)
v = σ

(
Wk · CONCAT

(
h(k)
v ,AGGREGATE

({
h(k)
u , ∀u ∈ N (v)

})))
In this approach, the aggregation and concatenation operations are performed on ran-
domly sampled nodes from the entire graph, rather than aggregating over all neighbors.

These various formulations highlight the flexibility of GNNs in adapting to different graph
structures and computational constraints, offering diverse approaches to leverage the rich
information present in graph data.
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As the final layer in a GNN architecture provides node embedding representations through a
feedforward neural network, the training process can operate in supervised, semi-supervised,
self-supervised, or unsupervised frameworks, depending on the specific machine learning
problem. Below, we describe the final layer(s) stacked after GNN layers to perform various
downstream tasks:

1. Node-Level Downstream Task

For node-level tasks, the GNN layers output node representations h(K)
v for each node v after

K layers. The prediction output for node v can be generated using a multi-layer perceptron
(MLP) or a softmax layer (for classification) or a regression layer:

• Classification:
ŷv = softmax

(
Wouth(K)

v + bout
)

whereWout andbout are the learnable weights and bias of the output layer, respectively.

• Regression:
ŷv = MLP

(
h(K)
v

)
where the MLP is a feedforward neural network that outputs the predicted value ŷv
for node v.

2. Edge-Level Downstream Task

For edge-level tasks, the GNN layers output representations h(K)
v and h(K)

u for nodes v and u,
respectively. A similarity function or an MLP can be used to predict the existence or weight
of an edge between nodes v and u:

ŷvu = σ
(

MLP
(

CONCAT
(
h(K)
v , h(K)

u
)))

where σ is a sigmoid function used for binary classification task and CONCAT denotes the
concatenation of the node embeddings.

Alternatively, a similarity function such as the dot product can be used:
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ŷvu = h(K)
v · h(K)

u

3. Graph-Level Downstream Task

For graph-level tasks, a graph representation hG is often generated by applying a readout layer
on node representations h(K)

v for all nodes v in the graph G. The readout function can be a
pooling operation, which aggregates the node representations into a single graph representa-
tion vector:

• Pooling Operation:
hG = POOL

({
h(K)
v | v ∈ G

})
where POOL layer could be a mean, sum, or max pooling operation. Advanced meth-
ods like DiffPool [DBV16] introduce a differentiable pooling mechanism where nodes
are assigned to clusters via a learned assignment matrix S(k), which generates coarsened
graphs for subsequent GNN layers. Other methods, such as ASAPool [MBM+17],
leverage a self-attention mechanism combined with graph structure to adaptively se-
lect and pool the most informative nodes, allowing the network to retain both struc-
tural and feature-based information during pooling.

The graph representationhG can then be used for graph-level classification or regression tasks:

• Graph Classification:

ŷG = softmax (WouthG + bout)

• Graph Regression:
ŷG = MLP (hG)

In this dissertation, we focus on graph-level downstream tasks using state-of-the-art GNN
models. We perform extensive benchmarking across various GNN families to identify the
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most suitable model for our specific downstream tasks, given the inherent constraints in fed-
erated learning.

2.3 Language Modeling

In its broadest sense, Natural Language Processing (NLP) involves a wide range of tasks fo-
cused on the automatic processing of human language, such as text summarization, classifi-
cation, and translation. Despite the diversity of these tasks, they all fundamentally depend
on Language Models (LMs), which are complex neural network architectures designed to
model natural language patterns effectively with contextual awareness, but not limited to
textual data as an input and can be extended to other modalities where language plays a role.

Given the inherent complexity of natural languages, LM-based methods have proposed as
powerful tools that rely on several key components working together: tokenization, embed-
dings, encoders, decoders components and related concepts such as pre-training and fine-
tuning, where pre-trained LMs serve as repositories of transferable linguistic knowledge that
can be fine-tuned for downstream tasks using smaller, task-specific datasets, allowing for ef-
ficient and accurate language models tailored to domain-specific tasks.

In this section, we define the basic definitions and essential notations of language model-
ing components investigated in this thesis, with a specific focus on tokenization component.
Henceforth, all references to language modeling are defined here.

2.3.1 Preliminary Notions

Definition 19 (Language Model). A language model is a probabilistic framework that esti-
mates the likelihood of a sequence of words occurring in a given context [Sha51]. In the context
of anN-grammodel and given a sequence of words {w1,w2, . . . ,wn}, themodel approximates
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the joint probability of the sequence using the chain rule of probability as follows:

Pr(w1,w2, . . . ,wn) ≃
n∏
i=1

Pr(wi|wi−N+1, . . . ,wi−1),

where N is the size of the context window, and Pr(wi|wi−N+1, . . . ,wi−1) represents the prob-
ability of the word wi occurring given the preceding N − 1 words, known as the context. As
N → ∞, the probability approximation of a word becomes more accurate by capturing longer
dependencies between words.

Definition 20 (Neural Language Model). ANeuralLanguageModel is a probabilistic frame-
work that uses (deep) neural networks to estimate the likelihood of a word sequence [BDV00,
MKB+10]. In the context of anN-grammodelandgivena sequence ofwords{w1,w2, . . . ,wn},
the model approximates the joint probability as:

Pr(w1,w2, . . . ,wn) ≈
n∏
i=1

Pr(wi|wi−N+1, . . . ,wi−1; θ),

where Pr is estimated by a neural network with learned parameters θ, generalizing to unseen
sequences while being constrained by a fixed-size context window N.

Definition 21 (Tokenization). Tokenization is the process of converting a string, which can
represent a word, sentence, or document, S = {s1, s2, . . . , sn}, where si represents a sequence of
individual characters or symbols, into a sequence of tokens T = {t1, t2, . . . , tm}, where n ≥ m
and each tj can represent a word, subword, or character. Formally, given an input string S, the
tokenization function T : S → T generates the token sequence T according to predefined rules
or algorithms:

T = T (S) = {t1, t2, . . . , tm}

The number of tokens in T is determined by the learned vocabulary V by T , and the token
granularity depends on the chosen tokenization strategy, such as word-level, character-level, or
subword-level methods.

Definition 22 (Text Encoding). Text Encoding is the process ofmapping discrete symbols from
a set V, referred to as a pre-defined vocabulary, into a sparse vector spaceR|V|, where |V| is the
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size of the vocabulary. Each symbol vi ∈ V is assigned a unique vector representation using an
encoding function H.

In language models, the initial text encoding, also known as one-hot encoding, maps each
symbol vi ∈ V to a binary vector using H : V→ [0, 1]|V|, where:

H(vi) =
|V|⊕
j=1

δij

Here, δij is the Kronecker delta function, which takes the value 1 if i = j and 0 otherwise. This
ensures that each symbol is represented as a unique orthogonal vector in [0, 1]|V|, with only one
non-zero entry.

Definition 23 (Word Embeddings). Word Embeddings are dense vector representations of
words from a set V, referred to as a pre-defined vocabulary, mapped into a lower-dimensional
vector spaceRd, where |V| ≫ d. The embedding function E : V→ Rd assigns each word wi ∈
V a ”unique” vector E(wi), within d-dimensional latent space with learned or static properties.

Formally, the embedding layer is defined by an embedding matrix E ∈ R|V|×d, which acts as
a lookup table. The input word wi, represented by its one-hot encoded vector H(wi) ∈ R|V|, is
mapped to its corresponding dense vector through a matrix multiplication:

E(wi) = H(wi)
⊤E = E[i] = [e1, e2, . . . , ed] ∈ Rd

Here, E[i] represents the i-th row of the embedding matrix E, corresponding to the word wi.

Definition 24 (Pre-training). Pre-training is the process of training language models on a
large, unlabeled corpus of documents to learn general representations. These learned repre-
sentations can later be used to specific downstream tasks. Within a self-supervised paradigm,
pre-training leverages the data itself to generate supervision signals, enabling the model to solve
tasks such as predicting context words based on a target word, predicting the target word based
on its context, predicting the next word given previous words, or masking a word in a sequence
and predicting it from the surrounding words.
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Pre-training Details. Given a corpus Dpre = {d1, d2, . . . , dN}, where each document
di contains tokenized words {w1,w2, . . . ,wn} from the vocabulary V, the objective of pre-
training is to predict parts of the text from other parts. This is commonly achieved through
various self-supervised tasks:

• Skip-gram [MCCD13]: The task is to predict context words wi+j given a target word
wi within a window size k. The objective function is:

θpre = arg max
θ

T∑
i=1

∑
−k≤j≤k,j̸=0

logPr(wi+j | wi; θ)

• CBOW (Continuous Bag of Words) [MCCD13]: The task is to predict the target
word wi given the surrounding context words {wi−k, . . . ,wi−1,wi+1, . . . ,wi+k}. The
objective function is:

θpre = arg max
θ

T∑
i=1

logPr(wi | wi−k, . . . ,wi−1,wi+1, . . . ,wi+k; θ)

• Next Token Prediction [RNSS18]: In autoregressive models, the task is to predict
the next token wi+1 in a sequence given all preceding tokens {w1,w2, . . . ,wi}. The
objective function is:

θpre = arg max
θ

T∑
i=1

logPr(wi+1 | w1,w2, . . . ,wi; θ)

• Masked Language Modeling (MLM) [DCLT19]: In this task, random words in the
sequence are masked, and the model predicts the original words given the surrounding
context. For a masked word w[MASK] in a document, the objective is:

θpre = arg max
θ

T∑
i=1

logPr(w[MASK] | w1, . . . ,w[MASK]−1,w[MASK]+1, . . . ,wn; θ)
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In each of these tasks, Pr(.) is the probability model parametrized by the embedding matrix
E and neural network parameters θ.

Definition 25 (Fine-tuning). Fine-tuning is the process of adapting a pre-trained language
model to a specific downstream task by training it on a task-specific labeled dataset. During
fine-tuning, the model’s parameters, which were initialized during pre-training, are updated
to optimize the performance for a particular application with significantly less data than pre-
training, as the model already has general language understanding and knowledge.

Fine-tuning Details. Given a labeled dataset Dfine = {(d1, y1), (d2, y2), . . . , (dN, yN)},
where each documentdi contains tokenized words{w1,w2, . . . ,wn} and corresponding task-
specific labels yi, the objective of fine-tuning is to adjust the pre-trained model for a specific
task. This is achieved by minimizing a task-specific loss function:

• For classification tasks, where the labels yi are discrete classes, the fine-tuning process
minimizes the cross-entropy loss function:

θfine = arg min
θ

N∑
i=1

[
−

C∑
c=1

yi,c logPr(c | di; θ)

]

wherePr(c | di) is the predicted probability of class c for inputdi, and yi,c is the one-hot
encoded true label for class c.

• For regression tasks, where the labels yi are continuous values, the fine-tuning process
minimizes the mean squared error (MSE) loss function:

θfine = arg min
θ

N∑
i=1

(ŷi − yi)2

where ŷi is the predicted value for input di, and yi is the true continuous label.

In both cases, the fine-tuning process updates the pre-trained model’s parameters θpre to ad-
just the model to the specific task, resulting in optimized parameters θfine.
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2.3.2 What is Language Modeling ?

Language models are systems designed to understand and generate natural language by pre-
dicting the probability of a word or sequence of words within a given context by capturing
textual patterns using contextual representations to better model linguistic structures. At the
time of writing,GPT (Generative Pre-trainedTransformer) is the state-of-the-art language
model, using theTransformer architecture [VSP+17]. GPT models are autoregressive within
a self-supervised paradigm, meaning they predict text one word at a time based on previous
words, which makes them highly effective for a wide range of downstream tasks.

From an evolution perspective, the language model core module is to estimates the prob-
ability distribution of a word sequence [Sha51]. Earlier models, such as N-gram models
[BDV00, MKB+10], relied on fixed-size windows to predict the likelihood of the next word
based on a limited context of preceding words. While effective for capturing short-range de-
pendencies, these models struggled with larger vocabularies and failed to model long-range
dependencies effectively. As the vocabulary and context size increase, the performance of
these models degraded due to the dimensionality and distant words in a sequence of words.

To address these limitations, neural language models (see Definition 20) such Recurrent
Neural Networks (RNNs) [CGCB14] and later Long Short-Term Memory (LSTM) [Hoc97]
networks were introduced. These architectures incorporated memory components that al-
lowed the language model to maintain a contextual representations of previous words over
longer sequences beyond the fixed windows used by N-gram models. However, despite these
advancements, the performance of these models degraded due to very long sequences to re-
tain information over extended text spans [JVS+16].

In recent years, the introduction of the Transformer architecture [VSP+17] overcome these
limitations departed from the sequential nature of RNNs by leveraging a self-attention mech-
anism, which allows the model to weigh the importance of all words in a sequence, enabling
to capture both short- and long- range dependencies without the sequential processing and
fixed windows constraints, resulting in significant improvements in both text understand-
ing and generation tasks. Transformer-based language models are typically categorized into
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autoregressive models and masked language models (MLM).

• Autoregressive Models: Models like GPT [RNSS18] generate the next word in a se-
quence based on preceding words, using a left-to-right context. Each new token is
conditioned on the previously generated sequence.

• Masked Language Models (MLM): Models like BERT [DCLT19] mask certain to-
kens in the input and predict the masked tokens using context from both directions.
This bidirectional approach enables a deeper contextual understanding.

They can also be implemented using different architectures: decoder-only, encoder-only, and
encoder-decoder. In decoder-only models only the decoder component is used to generate
output sequentially. Encoder-only models focus solely on the encoder to process the en-
tire input sequence simultaneously. Encoder-decoder models, often used in sequence-to-
sequence tasks like machine translation, involve both components, with the encoder pro-
cessing the input and the decoder generating the output. For a detailed review, we refer to
[WLW+23].

2.3.3 Tokenization in Language Models

Tokenization (see Definition 21) is the first step and the hardest in language models where
it convert raw text into units such as characters, words, subwords, or symbols, allowing the
model to process input more effectively. Effective tokenization facilitates the handling of
text with various structures, lengths, and complexities, improving the model’s ability to learn
better contextual representation in natural language.
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Table 2.2: Comparison of Tokenization Methods in Language Models

Tokenization Method Approach Advantages Limitations
Character-level Splits text into individual char-

acters [ZZL15].
- Very simple and language-
agnostic.
- Avoids OOV issues com-
pletely.

- Longer sequences due to tok-
enizing each character.
- Difficult to capture semantic
meaning from individual char-
acters.

Word-level Splits text into words based
on spaces and punctuation
[NTPV20].

- Easy to implement.
- Works well for languages with
clear word boundaries.

- Struggles with OOV words.
- Inefficient for morphologi-
cally rich languages.

WordPiece Merges subwords based on the
most likely segments, using fre-
quency and context [WCG20].

- Balances between frequency
and context relevance.
- Reduces OOV issues.

- Slightly more complex than
BPE.
- Still suffers from fixed vocabu-
lary issues.

SentencePiece Tokenizes text at the sentence
level without pre-tokenization
[KR18].

- Effective for languages with-
out clear word boundaries.
- Avoids pre-tokenization is-
sues.

- Might segment sentences too
aggressively in some cases.
- Complex implementation.

Byte-Pair Encoding (BPE) Iteratively merges the most fre-
quent pairs of characters or sub-
words [SHB15].

- Handles OOV words effec-
tively.
- Efficient for morphologically
complex languages.

- Fixed vocabulary size.
- May split meaningful words
unnaturally.

Byte-level BPE Extends BPE by processing text
at the byte level [WCG20].

- Efficient for handling diverse
scripts and character encodings.
- Reduces tokenization errors in
non-Latin scripts.

- Can result in longer sequences
due to byte-level splitting.

Early language models primarily relied on word-level tokenization [NTPV20], which splits
text into words based on spaces and punctuation using pre-defined regular expressions. How-
ever, this approach is limited, particularly in morphologically rich languages and those with-
out explicit word boundaries. Word-level tokenization also struggles with out-of-vocabulary
(OOV) words, rare terms, and spelling variations, limiting its ability to generalize across di-
verse texts.

To address these issues, subword-level tokenization methods have become standard due to
their improved generalization and flexibility. WordPiece [WCG20] operates by merging sub-
word segments based on their contextual likelihood, while SentencePiece [KR18] adopts a
slightly different strategy by operating at the sentence level without pre-tokenization step,
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making it effective for languages with complex morphology.

Another widely adopted subword tokenization method is Byte-Pair Encoding (BPE) [SHB15]
generalized by Byte-level BPE to cover any languge by operating on byte codes [WCG20].
BPE begins by splitting text into individual characters or byte codes and progressively merges
frequent byte code or character or subword pairs into larger tokens, drawing inspiration from
text compression techniques. This method is particularly effective at handling OOV words,
allowing models to break down rare or unseen words into meaningful subword units, thereby
improving model performance across a variety of tasks.
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3.1 Introduction

Financial institutions manage a variety of transaction types, encompassing a spectrum of fi-
nancial assets, such as loans, insurance, and investments. In today’s increasingly digital era,
banks, as ubiquitous entities, offer several financial card products that dominate the retail
banking sector. The past decade has seen an impressive increase in cashless payments through
plastic and virtual cards, leading to exponential growth in the digital footprint of card trans-
actions *.

Analyzing customer transactions is pivotal for various banking applications, including but
not limited to behavior modeling, product recommendation, and advertising strategies [DCLOT+18].
Recent research in financial data analysis [RZZ+21, KRS+19] suggests the utility of graph
data structures to encapsulate the topological information inherent in tabular data, thereby
extending and enriching available customer data. Currently, deep learning algorithms have
been refined and enhanced, expanding their applicability to a wider range of problems [WZT+23,
SWS+23, SWSS23].

Despite the advantages, graph data structures introduce additional complexity, with each
graph component characterized by unique attributes and local topology. Tasks such as graph
classification, clustering, and regression, which require vectorial representations of graphs for
the application of machine learning algorithms, become more challenging. Techniques to
overcome this challenge include Graph Kernel algorithms [VSKB10], acting as hand-crafted
feature extractors, and embedding algorithms that provide dense latent graph encoding [GF18].

However, most of these embedding techniques have been designed for homogeneous net-
works [GF18], and therefore their application is limited to graphs with a single type of nodes
and edges. However, real-world networks often comprise heterogeneous information net-
works (HINs), where there are different types of interaction between graph components.
Graph Neural Networks (GNNs) offer potential solutions for such graphs. GNNs have

*According to the Federal Prof. of Credit Card Operations of Depository Institutions report, 2020
ref.https://www.federalreserve.gov/publications/files/ccprofit2020.pdf
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proven their effectiveness in various graph-related tasks, but they often fail to preserve the
network structure fully, especially for HINs [WBS+22, WPC+20]. Graph analysis tasks are
often confined by the characteristics of the problem at hand and the applied embedding tech-
niques [CZC18]. In scenarios involving node-level tasks such as node regression and classifi-
cation, the embeddings are typically designed to portray low-dimensional representations of
nodes. For example, the classification of scientific publications using citation networks ex-
emplifies a node-level task. Conversely, for graph-level tasks, such as graph classification and
regression, the embeddings provide a low-dimensional representation of the entire graph.
Examples of these tasks include prediction of protein functions using chemical compound
graphs and detection of malware based on call graphs [MAWY21, LCY+18].

However, in the complexity of real-world scenarios, networks are typically heterogeneous in-
formation networks (HIN), comprising a multitude of interactions between different types
of graph components. This heterogeneity brings a higher degree of complexity than that
encountered in homogeneous networks, introducing diverse nodes and edges. In light of
this, Graph Neural Networks (GNNs) have emerged as a subset of deep learning methods
designed to handle graphs with auxiliary information. Despite their robustness and proven
effectiveness in various graph-related tasks, GNNs often fall short in fully preserving the net-
work structure in both homogeneous graphs (HG) and HIN [WBS+22, WPC+20], a critical
aspect of graph analytics, especially for HINs.

Recently, random walk-based embedding methods have displayed significant performance
improvements in various homogeneous graph (HG) downstream tasks by preserving the net-
work structure [GF18]. However, their utility is considerably limited when applied to a het-
erogeneous schema. Concurrently, much of the existing research on graph embedding re-
mains heavily focused on learning node representations, leaving a gap in the comprehensive
understanding and handling of complex heterogeneous networks.

In this chapter, we introduce G-HIN2Vec specifically designed to embed entire heteroge-
neous graphs. It relies on joint learning architectures [SHH+18] and random walk-based
methods for node embedding. We evaluate the quality of the generated heterogeneous graph
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embeddings across various downstream tasks using different metrics for credit card trans-
actions. Based on a preliminary literature review, we carefully selected our baseline meth-
ods. The experimental results show that G-HIN2VEC embeddings outperform the baseline
methods HIN2VEC [FLL17] and Metapath2Vec [DCS17]. In particular, G-HIN2VEC ex-
hibits a 2.45% improvement in the precision of the gender classification and a 7.19% increase
in the R-squared income prediction (R2) over the strongest baselines, with a loss in the Mean
Absolute Error (MAE) in age prediction by 6.55% compared to DiffPool [YYM+18]. This
shows the effectiveness of our approach in enhancing customer understanding in retail bank-
ing. Our contributions are as follows.

• We propose an ego-centric graph model for cardholder transactions to build an unla-
beled heterogeneous graph dataset inspired by egocentric thinking.

• We introduce G-HIN2Vec, a new unsupervised representation learning method that
employs a double-triplet loss function as task-agnostic approach for entire heteroge-
neous graph representations.

• We experimentally benchmark various GNN models against G-HIN2VEC on real-
world credit card datasets for multiple downstream tasks, including graph classifica-
tion, regression, and clustering tasks.

3.2 Related Studies

In this chapter, we review three primary research lines, focusing on heterogeneous informa-
tion networks, graph-level embedding, and financial card transaction data analysis.

• Heterogeneous Information Network (HIN) Embedding: Heterogeneous Infor-
mation Network Embedding has emerged as a significant area of research, primarily
due to its ability to effectively represent complex real-world data. These networks en-
compass interactions among various types of objects, offering a more detailed repre-
sentation of real-world scenarios.
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Recent algorithms in HIN embedding primarily focus on node or edge-level embed-
ding, as evidenced in studies by [DCS17, FLL17, WDL+19], This focus, however, in-
troduces constraints when addressing graph-level downstream tasks. In a recent com-
prehensive review [YXZ+20], 13 HIN embedding methods were benchmarked on
four distinct datasets designed for node- and edge-level tasks. These studies have con-
sistently demonstrated that the effectiveness of an HIN embedding algorithm depends
on the specific requirements of the downstream task, underlying the graph schema,
and other experimental variables, as highlighted in [WBS+22, WPC+20]. A criti-
cal limitation in the field is the lack of a unified framework for HIN embeddings, as
pointed out by [GF18]. This absence has been identified as a significant barrier, par-
ticularly when addressing graph-level downstream tasks.

• Graph-level Embedding: Despite the abundance of research on node, edge, or sub-
graph embedding algorithms, studies on entire graph embedding algorithms are rela-
tively sparse [MAWY21]. This impacts the downstream graph-related tasks for HIN
networks such as graph classification, regression, and clustering. Conversely, HG em-
beddings have been extensively studied and are well-established in various downstream
tasks [NCV+17]. Both graph types embedding algorithms seek to preserve topological
and semantic similarity across a graph dataset. As discussed in [MAWY21] and due to
lack of HIN graph-level embedding algorithms, researchers often resort to transform-
ing HINs into HG datasets. This transformation is a proxy approach to leverage exist-
ing homogeneous graph embedding algorithms, such as Graph2Vec [NCV+17] and
Deep Graph Kernels (DGK) [YV15a], for generating graph-level embeddings. While
this method has led to improvements in performance, it unfortunately discards po-
tentially valuable semantic information. This limitation has pushed research towards
developing embedding models tailored for HINs. UGraphEmb [BDQ+19] addresses
the issue as a supervised training model that relies on existing heuristics for graph sim-
ilarity [BK05, SVP+09], which is computationally intensive and not scalable. Instead
of proxy or supervised approaches, HIN representation can be generated via aggregate
functions, such as the average layer, to transform node/edge embeddings into graph
embeddings, which often leads to suboptimal results [XHLJ18], This is due to the
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absence of unsupervised HIN graph-level embedding algorithms.

• Financial CardTransactions: While the field of card transaction research focuses pri-
marily on fraud detection, current graph-based methodologies predominantly utilize
simple graphs [RZZ+21]. Due to the heterogeneity of the data, this approach does
not fully capture the intrinsic complexity of financial networks. This limitation high-
lights the growing need for HIN-based GNNs for financial transactions. For instance,
HINs have been used for the detection of malicious Alipay accounts as a node-level
task [LCY+18], risky transactions in a B2B network [RZH+20], and for bankruptcy
prediction in credit risk assessment [ZLWP21]. However, beyond fraud detection,
card transaction data is being increasingly leveraged to gain insights into transaction
entities. For example, techniques such as text compression have been used to under-
stand the lifestyles of cardholders [DCLOT+18]. In addition, graph-based approaches
have facilitated the analysis of complex relationships between cardholders and mer-
chants as a node-level task [KRS+19], and the refinement of marketing strategies as
a node-level task [LWY+19]. These diverse applications underscore the versatility of
HINs in unraveling complex interactions within heterogeneous financial networks, as
comprehensively reviewed in [WZXS22].

3.3 Problem statement

3.3.1 Preliminaries

The notions of HIN and random metapath walks and discuss the problem addressed here.
Table 3.1 shows the mathematical symbols and their definitions used in this chapter.
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Symbol Definition
G Dataset of all ego-centric cardholder graphs.
Gk The kth ego-centric cardholder graph in G.

NG,RG Set of nodes and edges in G.
NG, EG Set of node and edge types in G.
τN, τE Type mapping functions for nodes and edges.

Ak, Dk, Wk Adjacency, diagonal, and transition matrices of Gk.
P , p, πmp Predefined set of metapaths, a metapath, and its instance.

γ Teleportation parameter used during random walks.
M Quantity of negative samples generated during training.
φ Learned graph-level embedding vectors for G.
h Hidden state representation derived from the model.

α1, α2 Margins used in the double-triplet loss function.
θ Set of all parameters in the G-HIN2VEC model.

Wv, We, WG weight matrices learned for nodes, edges, and graphs.

Table 3.1: Mathematical Symbols and Definitions

Definition 26. Heterogeneous InformationNetwork,Heterogeneous InformationNetwork,
denoted HIN, is defined as a network G = (NG,RG, τN, τE,W) where G is a weighted di-
rected graph, whereNG andRG denote the set of nodes and edges,W ∈ R|NG|x|NG| is the weight
matrix, and τN and τE are type mapping functions for nodes and edges, respectively. In HINs,
node types are represented by τN : NG → NG, where NG is a set of node types, and the relations
between nodes are indicated by τE : RG → EG, where EG is a set of edge types.

For HINs, metapaths are used to generate random sequences guided by a predefined schema,
defined as follows:

Definition 27. Random Metapath Walk. Given the schema of G as defined in Def. 26, a
metapath p ∈ P is defined as the sequence of triplets (ni, ei, ni+1)where ni ∈ NG are the source
and target node types, and e ∈ EG is the edge type, p is denoted as follows:

p : {(n0, e0, n1)→ (n1, e1, n2)...→ (nl−1, el−1, nl)} (3.1)

An instance πmp ∼ p(G) is a randomized process that begins at vi; τN(vi) = ni, and at each
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iterationmoves with respect to a specific sampling strategy Pr(.), to the next vj. After l iterations,
the random metapath walk instance is denoted as the sequence πmp = {< vi, ei, vi+1 >∼
Pr(vi|vi−1; p ∈ P)}li=0 following the naive sampling strategy, defined as a uniform random
walk constrained by neighboring node types according to the metapath schema, similar to the
approaches in [GL16, PARS14]. This ensures that each step of thewalk follows the heterogeneous
relationships defined by the network schema.

Pr(vi|vi−1; p ∈ P) =


1

|Nni (vi−1)| ei ∈ E and τE(ei) = ri

0, otherwise.
(3.2)

where Nni(v) denotes the neighbors of v of type ni, and vi denotes the node ith in the metap-
ath sequence and ei = (vi−1, vi). It is important to mention that ni and ri denote the node
and relation type of the ith element in the metapath schema in p, respectively. A metapath in-
stance πmp is completed after l iterations, ensuring that the start and end node types match
(τN(n0) = τN(nl)), as required by the schema. This symmetry signifies a structured path
through the network, following the sampling strategy of Equation 3.2. If the path length l allows,
the sequence is considered valid and reflects the relationships defined by the metapath p; other-
wise, it’s discarded as an incomplete. The recursive aspect of the walk, Pr(vl+1|vl; p ∈ P) =

Pr(v0|vl; p ∈ P), allows the process to be continuous, maintaining the integrity of the network
structure. This methodology is common in HG [GL16, PARS14] and adapted for heteroge-
neous graphs in [DCS17].

3.3.2 Problem Definition

Problem Analysis and Definition for Cardholder Transactions. Instead of using a tripar-
tite large transaction network to model the problem as a node-level representation [KRS+19],
we propose to build an ego-centric cardholder graph dataset G to analyze and uncover col-
lective hidden behavior patterns as a graph-level representation problem.
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Figure 3.1: Transformation of credit card transactions into an ego‐centric graph, layering graphs and metapaths to capture
financial interaction patterns.

Definition 28. Ego-centric cardholder graph. Given a set of graphsG = {Gi}ni=1, Gk is the
kth heterogeneous ego-centric cardholder graph, including merchant names and code categories
(MCC), locations, and discretized time units [DELS00], as nodes as nodesNGk ⊂ NG,

NG =
cols⋃
c

NGc (3.3)

Figure 3.2: Ego‐centric cardholder heterogeneous graph schema
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The term ”cols” refers specifically to the following attributes within the transaction data:
merchant_info, merchant_location, and transaction_date. A detailed descrip-
tion of these fields is provided in Section 3.5.1. The cardholder’s transaction is the edge
RGk = {(vi, vj) ∈ NGk × NGk ,wk

i,j ∈ Wk : (vi, vj,wk
i,j)} and the cardholder’s transition

matrix Wk ∈ [0, 1]Vk×Vk is defined from the adjacency matrix Gk denoted Ak, where [Ak]ij

represents the total consecutive pairs of transactions within a specific time window Δt, set to
24 hours, if the node types are the same in the cardholder’s historical transaction records„

[Ak]ij =
∑

τN(vi)=τN(vj)

[1]Δt︸ ︷︷ ︸
row-wise operation

+
∑

τN(vi) ̸=τN(vj)

1

︸ ︷︷ ︸
column-wise operation

(3.4)

The transition matrixWk is refined with a 2-hop step with a column stochastic matrixWk =

(AkD−1
k )2, where Dk is the diagonal matrix with Dij =

∑|NGk |
j=1 Ak,(i,j). We amplify the signal

in historical data by refining the transition matrix as a weight matrix to enrich the topolog-
ical and semantic features in Gk. To avoid any confusion, we refer to self-loops in the graph
schema as ’next transaction’ edges, denoted by :NEXT:, as shown in Figure 3.2.

Problem Definition. After defining the ego-centric cardholder graph dataset G, we aim to
learn the vector representations φ ∈ R|G|×d for every graph Gi ∈ G, where d is the embed-
ding vector size, d > 0.

Problem 1. (Learn from graph substructures) Given a graph Gk ∈ G, and a set of metap-
ath instances πmp ∼ p, learn an embedding function fG : Gk → hGk ∈ Rd that preserves the
substructure properties of Gk in the latent graph embeddings space φ.

Problem 2. (Avoid aggregation functions) The aggregation function operates on graph
substructures to represent Gk using average, sum, or max pooling layers; this technique ig-
nores the graph topology. Given a graph Gk ∈ G, learn φ that preserves the proximity be-
tween similar graphs in G and avoid explicit proxy aggregation functions that operate on
latent substructure graph embedding.
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3.4 Our approach

Our framework is designed based on an intuitive analogy of graph-level embeddings to define
a custom loss function. In this section, we first introduce our motivation and present G-
HIN2VEC as an unsupervised learning framework for heterogeneous graphs.

3.4.1 Motivation

The intuition behind our framework is based on a simple analogy with graph kernels for
graph-level embeddings. Given two graphs Gi and Gj, for each substructure of an atomic
graph a distribution-based measure g is quantified as the similarity between two graphs,

D(Gi,Gj) =
U∑
v=1

g(hi,v, hj,v) (3.5)

where U = N (Gi) ∩ N (Gj) is the set of common substructures in both graphs. In this
case nodes whereN (Gi) represent nodes of Gi and hi,v could indicates the color of the node
v in Gi for WL-OA [SSVL+11], or a random graphlet starting from v for graphlet kernel
[BK05] or a subgraph where the ego node is v for SP-kernel [SVP+09], and D is considered
as a graph representation kernel. In GNNs, g is applied to atomic graph substructures and D
is considered as a graph representation,

D(Gi,∅) =
U∑
v=1

g(h(i, v),∅) =

NGi∑
v=1

wvh(i, v) (3.6)

Here, g could be a static pooling operation such as average operation (where wv =
1

|NGi |
) or

a learned aggregation layer [YYM+18]. Regardless of the local properties encoder function
Q could be added and applied to G to represent Gi by an n-dimensional vector representing
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the distances from all graphs.

Q(Gi) =
G⋃
Gj

{D(Gi,Gj)} (3.7)

In Equation 3.5 and 3.6, g is seen as a distance function that quantifies the dispersion within
and between graphs for different localD and globalQ representations. Our goal is to learn the
graph representation by quantifying this dispersion without the need for explicit aggregation
of the graph substructures. Simultaneously, our goal is to avoid using the true distance matrix
(Equation 3.7) for global properties.

3.4.2 G-HIN2VEC Embedding Learning

The key novelty of G-HIN2VEC is to determine if a metapath instance πmp from a given se-
mantic context p ∈ P is a subset of the heterogeneous graph Gi, “Does πmp ⊆ Gi?”, thereby
learning graph proximity through intra-graph substructures.

Given G and p+ ∈ P , the objective is to maximize the probability,

arg max
θ

∏
Gi∈G

∏
πmp∈p+(Gi)

Pr(π(.)mpi
|Gi; θ) (3.8)

where π(.)mp = {< vi,k, ei,k, vi,k+1 >}lk=0 is a sequence of triplets with respect to p+ , which
can be defined as a semantic substructures of Gi, and Pr(π(.)mp|Gi; θ) represents the condi-
tional probability of having π(.)mp given Gi.

To learn a graph representation φ ∈ R|G|×d, we made a simple extension to the heteroge-
neous skip-gram model presented in [DCS17], to incorporate the metapath schema to learn
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from graph substructure by maximizing logarithmic probability,

arg max
θ1,θ2

∑
Gi∈G

∑
πmp∈p+(Gi)

l∑
t=1

log(Pr(π(t+)
mp |Gi; θ1) Pr(π( ̸=t+)

mp |Gi; θ2)) (3.9)

Here, it is assumed that the positive metapath context instance π( ̸=t+)
mp = {< vi,k, ei,k, vi,k+1 >

}lk=0,k̸=t and the target instance π(t+)
mp = {< vi,t, ei,t, vi,t+1 >} are independent for a given Gi,

where π(t+)
mp represents the tth triplet in the metapath sequence and π( ̸=t+)

mp represents the en-
tire sequence excluding the tth triplet.

In general, a heterogeneous graph requires more than one metapath to capture rich seman-
tics; for this, G-HIN2VEC expands Equation 3.9 to cover the entire set of predefined meta-
pathsP ,

arg max
θ1,θ2

∑
Gi∈G

∑
p+∈P

∑
πmp∈p+(Gi)

l∑
t=1

logPr(π(t+)
mp |Gi; θ1)

+ logPr(π( ̸=t+)
mp |Gi; θ2)

(3.10)

where Pr(π(.)mp|Gi) is defined as

exp(h+

π(.)mp
· hGi)∑

Gj∈G
∑

πmpj∈p
+(Gi) exp(h

+

π(.)mpj

· hGj)
(3.11)

In order to train our G-HIN2VEC model more efficiently and avoid the exhaustive compu-
tation of considering every substructure within the entire graph dataset for each metapath in
P and target element in π(.)mp, we adopt a negative sampling technique. Specifically, instead
of using negative samples from different graphs in the dataset, we generate negative samples
directly within the graph of interest using Algorithm 1. This allows us to create more contex-
tually relevant and computationally efficient negative instances. For every positive instance,
we generate 5 negative instances, setting the M negative sample instances to 5 for each posi-
tive instance, thus maintaining a 1:5 ratio. This ratio is a tunable hyperparameter, and while

64



CHAPTER 3. … 3.4. OUR APPROACH

our current infrastructure supports a 1:5 ratio, this can be adjusted according to the scale and
capacity of the training setup. The sampling distribution for each metapath inP is carefully
specified, drawing inspiration from [SHH+18]. In the same direction, Equation 3.10 can be
expressed as a distance-based objective function following Equation 3.5 and 3.6 to customize
the loss function introduced in [FLL17][NCV+17]. Therefore, we have the following ob-
jective:

L =
∑

π+mp∼p+(Gi)

π−mp∼p−(Gi)

(p+,p−)∼P
p+ ̸=p−

[
gnn(h+

πt+mp
, h+

Gi
)2 − gnn(h−

πt−mp
, h−

Gi
)2 + α1

]
+︸ ︷︷ ︸

Node
Triplet : Triplet node loss

+
[
fnn(h+

π̸=t+
mp

, h+
Gi
)2 − fnn(h−

π ̸=t−
mp

, h−
Gi
)2 + α2

]
+︸ ︷︷ ︸

Graph
Triplet : Triplet graph loss

(3.12)

where [·]+ = max(·, 0), and p− ∼
unif.
P is the negative metapath and π−mp is the negative

metapath instance defined as a random sequence of triplets with respect to p−. Note that
π−mp does not necessarily exist in G following Algorithm 1.

Hidden substructure representations are the output of a shared weight network for each
triplet element, nodes and edge, hvk = σ(Wv⃗xvk) and hek = σ(We⃗xek), respectively, with
x⃗v ∈ R|NG| and x⃗e ∈ R|E| are the one-hot indicator vectors, and Wv ∈ R|NG|×d and Wr ∈
R|E|×d are weight matrices. The same applies for the hidden representation of the graph
hGi = σ(WGx⃗Gi), with x⃗Gi ∈ RG and WG ∈ RG×d are the embedding and weight ma-
trices, σ(·) is the sigmoid function.Then a metapath-type-aware concatenation mechanism
is used to stabilize the learning process with respect to the heterogeneity of metapaths as a
triplet concatenation operation hπ(.)mp

= Concat(π(.)mp), defined as

hπ(.)mp
= Wp(

l
||
k=1

(
1− β

2
hvk)⊙ (βhek)⊙ (

1− β
2

hvk+1)) (3.13)

where hπ(.)mp
∈ Rc is the hidden representation of π(·)mp and Wp ∈ Rd×c is a linear transforma-

tion of a nonlinear function to project the hidden representations of the substructure to a

65



CHAPTER 3. … 3.4. OUR APPROACH

specific output dimension, and β ∈ [0, 1] is a signal amplifier for triplet relations, set to 0.4.
Same for graph hidden representation where WphGi ∈ Rc.
Equation 3.13 is a metapath-aware operation used for similarity measurement, without an
activation function.
In summary, given the projected feature vector forGi and π(·)mp positive and negative contexts,
we learn two distinct functions to measure the similarity between the hidden representations
of the graph and nodes, < h+

πt+mp
, h+

Gi
, > and < h−

πt−mp
, h−

Gi
, >, respectively, with gnn(·), and

between the hidden representations of the graph and the metapath instance,< h+

π̸=t+
mp

, h+
Gi
, >

and < h−
π̸=t−

mp
, h−

Gi
, >, respectively, with fnn(·). Following [WZL+16], both gnn(·) and fnn(·)

are fully connected layers with a one-dimensional output, instead of using static functions
such as Euclidean distance or cosine similarity.

As gnn(·) and fnn(·) represents a learned metric where the largest the value more the hidden
representations are dissimilar, therefore, the dissimilarity and probability defined in Equation
3.10 must be correlated positively with both functions. Similarly to [WZL+16], we define
both functions with a softmax activation layer to normalize the output in [0, 1]2 and keep
only one dimension as a dissimilarity value formulated as follows:

gnn(h+

π(·)mp
, h+

Gi
) = softmax(WT

g · (h+

π(·)mp
, h+

Gi
) + Bg)0

fnn(h+

π(·)mp
, h+

Gi
) = softmax(WT

f · (h
+

π(·)mp
, h+

Gi
) + Bf)0

(3.14)

where Wg ∈ R2c×2, Wf ∈ R2c×2, Bg ∈ R2c×1, and Bf ∈ R2c×1, are the weight matrices for
the learned metric function gnn and fnn and their bias terms, respectively.
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Algorithm 1: MetapathSeqNoising Function.
Input : π+mp, p−, l, λ
Output : π−mp negative metapath instance.

l′ = ⌈λl⌉; // Number of noise edges ;
(v−t , v−t+1)← Shuffle({v ∈ V|τN(v) ∈ p−}, l′);
e−t ← Shuffle({e ∈ E|τE(v−t , v−t+1) ∈ p−}, l′);
// Noise injection in π+mp as a concatenation process;
l1 = ⌈ l−l′

2 ⌉ and l2 = l− l1;;
π−mp ←

{
π+i,k

}l1
k=1
⊕

{
< v−t , e−t , v−t+1 >

}l′

t=1 ⊕
{
π+i,k

}l
k=l2+1

;
Return : π−mp

In our loss definition in Equation 3.12, we employ two margin threshold terms, α1 and α2

∈ [0, 1], to modulate the similarity and dissimilarity within and between graph representa-
tions. Specifically, α1, set to 1, regulates intra-graph similarity, ensuring that positive samples
of nodes and substructures within the same graph are embedded closely together in the em-
bedding space. On the other hand, α2, set to 0.6, governs inter-graph dissimilarity, ensuring
that negative samples of nodes and substructures are sufficiently separated in the embedding
space.In the unsupervised learning context, where graph labels are unavailable, we refine the
weights of G-HIN2VEC by minimizing a double-triplet loss function. This process is part
of our training data preparation, which aims to generate embeddings for the graph dataset,
nodes, and relations. These embeddings are denoted as φ ∈ R|G|×d for the graph-level,
Xv ∈ R|NG|×d for nodes, and Xr ∈ R|RG|×d for relations. Our focus is to generate a rep-
resentation at the graph-level φ.
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3.4.3 Training Data Preparation

Algorithm 2: G-HIN2VEC training algorithm.
Input : The heterogeneous graph dataset G,

metapathsP = {p1, ...pk}; k > 0,
global learned weight Wj, batch size B
walk length l, negative samples M, noise level λ

Output : The global weight Wi+1 matrix.
G = Shuffle(G,B); // Shuffle and Random B samples.
for i = 1, ..., B do

p+ = Shuffle(p, 1);
p− = Shuffle({p ∈ P|p ̸= p+},M);
π+mp := MetapathSeq(Gi, p+, l);
form = 1, ...,M do

// M random negative samples, set to 5.
π−mp = MetapathSeqNoising(π+mp, p−, l, λ);
hGi = σ(WGx⃗Gi);
for k = 1, ..., l do

// For each Triplet in π+mp and π−mp;
< v+i,k, e

+
i,k, v

+
i,k+1 >← π+i,k;

< v−i,k, e
−
i,k, v

−
i,k+1 >← π−i,k;

// Relation hidden representation transformations;
he

+
i,k = σ(Wr⃗e+i,k);

he
−
i,k = σ(Wr⃗e−i,k);

// Node hidden representation transformations;
hv

+
i,k, hv

+
i,k+1 = σ(Wv⃗v+i,k), σ(Wv⃗v+i,k+1);

hv
−
i,k, hv

−
i,k+1 = σ(Wv⃗v−i,k), σ(Wv⃗v−i,k+1);

end
t = Shuffle(interval[1, l], 1)// Sample target context ;
// Representations alignment and concatenation;
h+
Gi
= Wp+hGi ; h−

Gi
= Wp−hGi ;

h+

πt+mp
= Concat(hπt+mp

); h−
πt−mp

= Concat(hπt−mp
);

h+

π̸=t+
mp

= Concat(hπ ̸=t+
mp

); h−
π̸=t−

mp
= Concat(hπ̸=t−

mp
);

// Output layer as learned dissimilarity metric;
d+node, d

−
node = gnn(h+

πt+mp
, h+

Gi
)2, gnn(h−

πt−mp
, h−

Gi
)2;

d+mp, d−mp = fnn(h+

π ̸=t+
mp

, h+
Gi
)2, fnn(h−

π ̸=t−
mp

, h−
Gi
)2;

// Cost function Equation 3.12;
Costi + = [d+node − d−node + α1]+ + [d+mp − d−mp + α2]+;

end
end
Wi+1 := miniBatchSGD(Wi,Costi) // Weight updates;
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As introduced previously, G-HIN2VEC uses the negative sampling technique to generate
training data. Therefore, data preparation is a crucial phase in our approach. As detailed in
Algorithm 2 and illustrated in Figure 3.3, we train our model in mini-batches, sampled from
G, and then generate the positive context π+mp fromGi with a predefined metapath p+ ∼

unif.
P

following our custom sampling strategy.

Pr(vi|vi−1; p+) =


β 1
|Nni (vi−1)| ei ∈ RG and τE(ei) = ri

(1− β) 1
|N ̸=ni (v

i−1)| ei ∈ RG and τE(ei) ̸= ri

0 ei /∈ RG; where ei = (vi, vi−1)

(3.15)

where β is the teleportation term to escape nodes with high centrality andN ̸=ni(v) denotes
the neighbor vi of different types of nodes ni ∈ p+, denoted byMetapathSeq in Algorithm 1.

Figure 3.3: G‐HIN2VEC training data generation process

As in Figure 3.3, our approach introduces noise to the original positive metapath instances
π+mp, creating negative contexts π−mp within the same graph rather than from different graphs,
This is achieved by perturbing π+mp with alternative metapaths p− uniformly sampled from
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P . The noise level λ ∈ [0, 1] is set to 0.3; a process we denote as MetapathSeqNoising. After
generating both positive and negative instances, we apply a series of linear transformations to
derive the final triplet hidden representations to estimate the dissimilarity metrics.

Depending on the quantified metrics in our unsupervised framework, we optimize the global
model weights by minimizing the double-triplet loss via back-propagation and gradient de-
scent to learn meaningful graph-level embeddings for the heterogeneous graph dataset.

3.5 Design of experiments

In this section, we evaluate the proposed model in a real-world credit card transaction dataset
from a European bank. Our empirical analysis focuses on qualitative and quantitative anal-
yses. It is important to mention that the dataset used in the current research work is fully
aligned with the General Data Protection Regulation (GDPR) in the European Union to
protect personal data as defined in Article 4.

3.5.1 Datasets and Tasks

We conducted our experiments on a dataset comprising records from 100K cardholders and
transactions from 2019 to 2021. The dataset’s schema includes the transaction table: cardholder_id
(as unique INT), merchant_info (as VARCHAR), representing merchant code category and
merchant name such as ’5661-Shoe Stores’, merchant_location (as VARCHAR), detailing
the location like ’Paris-France’, and transaction_date (as DATE), indicating when the
transaction occurred, for instance, ’2019-06-21’. This raw data was transformed into an ego-
centric cardholder graph dataset, as elaborated in Section 3.3. Furthermore, we used the card-
holder table: cardholder_id (as unique INT), Gender (as VARCHAR), Age (as FLOAT) and
Income (as FLOAT). All types are according to SQL data types.
The cardholder socio-demographic attributes used for supervised machine learning experi-
ments include:
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• Gender, Yi
Gender ∈ {0, 1}, ∀i ∈ {1, .., n}) as a binary attribute in-

dicating the ith cardholder’s gender, where 0 represents one gender
and 1 represents another.

• Income, Yi
Income ∈ [0, 1], ∀i ∈ {1, .., n})as a normalized attribute

representing the ith cardholder’s income.

• Age, Yi
Age ∈ [0, 1]∀i ∈ {1, .., n} as a normalized attribute repre-

senting the ith cardholder’s age.

For quantitative analysis, we performed a binary classification task onYGender and a regression
task on YAge and YIncome to benchmark different hidden representation models on predictive
tasks for the ego-centric graph of cardholders. On the other hand, we also performed a qual-
itative analysis based on cardholder representations as a cluster analysis task to illustrate and
interpret hidden communities.

3.5.2 Baselines and Experimental Settings

In this section, we outline the baseline methods used for comparison with our G-HIN2VEC
approach, focusing on homogeneous and heterogeneous graph embeddings, as well as other
graph-level representation techniques. These baselines are detailed in Table 3.2 and grouped
into three primary categories. Our G-HIN2VEC method is implemented using the Stel-
larGraph framework, a Python library for machine learning on graphs. All graph embed-
dings for the cardholder were learned using G-HIN2VEC and the baseline models. For G-
HIN2VEC specifically, the experimental settings include a dropout rate of 0.5, and the use
of the SGD optimizer. We adjust the margin thresholds α1 and α2 in our loss function, in
Equation 3.12, to 1 and 0.5, respectively, with a learning rate of 0.005. Additionally, weight
decay is accompanied by an L2 penalty set at 0.001 over 50 epochs.
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Category Category Description Method Method Description

Vectorization-based Uses node and graph
features to represent
graphs, focusing on
node frequency, graph
statistics,and structural
properties such as
centrality measures,
graph density, and
spectral properties.

N-grams
(N = 1, 2)

Captures local graph features through individual and pairs of
nodes frequency, emphasizing simpler patterns.

Bag-of-Features
(BoF)

Incorporates comprehensive graph features, including statistics on
node degree, clustering coefficients, and triangles and squares sub-
graph counts.

Kernel-based Employing graph
kernels, such as outlined
in Equation 3.5 to map
graphs into a vector
space. This
transformation
facilitates the
computation of a
distance matrix for
comparing graphs, as
illustrated in Equation
3.7.

Graphlet kernel
(GK) [BK05]

Represents graphs based on the frequency of small subgraphs
(graphlets) throughout the graph dataset, ideal for capturing local
topology.

Shortest path
kernel (SPK)
[SVP+09]

Encodes each graph by the shortest path lengths between nodes
within the graph dataset, reflecting global connectivity.

Weisfeiler-Lehman
framework (WLG)
[SSVL+11]

Refines graph representation through iterative relabeling based on
neighborhood structures to capture structural changes over mul-
tiple scales, reflecting both local and global structural differences
throughout the graph dataset.

Deep GK, Deep SP,
Deep WL [YV15a]

Apply deep learning techniques with traditional graph kernels to
generate graph-level embeddings. All variants capture different
complex structural graph features in the graph dataset.

GNN-based Uses deep learning
architectures to generate
node-level and
graph-level embeddings,
for node-level
architectures an
aggregation function is
used to produce
graph-level embeddings
from node–level from
node-level and edge-level
embeddings, as in
Equation 3.6.

Metapath2vec
[DCS17]

Uses guided random walks by metapaths in heterogeneous graphs
to generate node embeddings. For graph-level features, the graph
node embeddings are then aggregated using mean to produce
graph-level embeddings.

HIN2VEC
[FLL17]

Generate node and relation embeddings in heterogeneous net-
works by considering multiple types of nodes and relationships.
For graph-level features, graph nodes and relationships are aggre-
gated by average to form graph-level embeddings.

Graph2Vec
[NCV+17]

Treat the entire graph as an individual document in a corpus, em-
ploying a document embedding approach to learn graph embed-
dings. This method captures global graph properties and struc-
tural features.

DiffPool
[YYM+18]

Implement a differentiable graph pooling module that hierarchi-
cally aggregates nodes embeddings into clusters, forming a new,
coarser graph at each layer, until final cluster as the graph-level rep-
resentations.

Table 3.2: Detailed overview of graph‐based methods categorized by their approach and core features, including graph‐
level and heterogeneity, with a focus on graph representations.

In this section, we utilized traditional graph features including node degree distribution statis-
tics (mean, median, standard deviation, skewness, kurtosis), graph density [Wes01], global
and average local clustering coefficients [WS98], number and size of connected components
[Tar72], graph diameter and average path length [Flo62], centrality measures (degree, be-
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tweenness, eigenvector) [Fre79][Bon87], assortativity [New03], spectral properties (Lapla-
cian eigenvalues, spectral gap) [Chu97], subgraph counts (triangles, squares) [Har73], and
graphlet frequencies [Prz07].

After the pretraining phase on the graph dataset of cardholders, we benchmarked the per-
formance of the generated embeddings on a set of downstream tasks. Linear and logistic
regression were implemented on the graph embedding vector for regression and classifica-
tion tasks, respectively. The dataset was divided into training, validation, and test sets based
on the cardholder ID to ensure that all transactions related to a single cardholder fall into the
same group. The split ratio was 2:1:1 for training, validation, and test sets, respectively. The
performance results reported on Table 3.4 are the average of 10-fold cross-validation test sets,
with the statistical significance of each metric validated by calculating the p-value. Perfor-
mance for graph-level representation in the classification task was evaluated using averaged
accuracy, AUC, and F1 metrics, and for regression tasks using R-squared (R2) and mean
absolute error (MAE) metrics.

BQ 1: What spending habit does the cardholder have?

Metapath 1 M M
:Next:

BQ 2: Where does the cardholder use the credit card?

Metapath 2 M L M
:Located_in: :Located_in:

BQ 3: When does the cardholder use the credit card?

Metapath 3 M T M
:Available_at: :Available_at:

BQ 4: When and where is the credit card used?

Metapath 4 M L T M
:Available_at: :Located_at: :Available_at:

Table 3.3: Set of business questions as metapaths by financial experts, where Merchant, Location, and Time stand
for node types.
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3.6 Experiments and results

3.6.1 Empirical Validation

We performed empirical validation on the graph dataset following the experimental settings
described earlier. For non-graph-level representation models such as HIN2Vec, we added a
simple averaging layer on top of each node-level representation to generate graph representa-
tions. In heterogeneous guided random walk-based GNNs, the definition of the metapath is
required.

For this purpose, experts provided a set of metapaths to answer specific business questions
(BQ), as shown in Table 3.3. Furthermore, metapath-free baselines ignore the predefined
metapaths for both node- and graph-level representation methods, and this will not be con-
sidered in both experimental analyses due to the original implementations.

3.6.2 Quantitative Analysis

Category Method Gender Income Age

Acc. AUC R2 MAE R2 MAE

Vectorization based N-gram (1 & 2-grams) 0.6133 0.601 0.1067 0.1531 0.1045 12.7074
Bag of Features (BoF) 0.7295 0.722 0.1751∗ 0.1409∗ 0.2994 10.9955

Kernel based
Graphlet kernel [BK05] (GK) 0.5825 0.5647 0.0449 0.1618 0.0846 12.5174
Shortest path kernel [SVP+09] (SPK) 0.5477 0.5002 0.0698 0.1597 0.0873 12.9465
Weisfeiler-Lehman [SSVL+11] (WL) 0.7001 0.6993 0.2030 0.1410 0.4301 9.8510

Deep Kernel based [YV15a]
Deep GK 0.5399 0.5185 0.0472 0.1469 0.0842 11.4422
Deep SP 0.5566 0.5137 0.0798 0.1629 0.0922 13.1960∗

Deep WL 0.7032∗ 0.7292∗∗ 0.2255 0.1381∗ 0.4717 9.5978∗∗

GNN based

Metapath2vec‡∥[DCS17] 0.6102 0.5586 0.1105∗∗ 0.1489 0.1349 12.3272
Graph2Vec†§[NCV+17] 0.7220 0.7331 0.2394∗ 0.1354 0.5384 9.4021
HIN2VEC‡∥[FLL17] 0.7809 0.7906 0.2318 0.1399∗ 0.6385∗ 6.6019
DiffPool†§[YYM+18] 0.8047∗ 0.8194 0.3088∗∗ 0.1212∗∗ 0.7108∗ 5.9277∗

G-HIN2VEC‡§ 0.8244∗ 0.8311∗ 0.3310∗ 0.1137∗∗ 0.6843∗∗ 6.3157∗

Table 3.4: Performance of various graph‐based methods in predicting cardholder attributes. Superscripts denote model
compatibility: ‡ for heterogeneous graphs, † for homogeneous graphs, ∥ for node‐level, and § for graph‐level downstream
tasks. Statistical significance is denoted as: ∗∗p < 0.01, ∗p < 0.05.
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Regression tasks.

In regression tasks targeting age and income prediction, our evaluation reveals that vector-
ization and graph kernel-based methods struggle to effectively model the complex relation-
ships inherent in heterogeneous graph data, resulting in inferior performance. In contrast,
GNN-based models show enhanced outcomes due to their advanced architectures, which
are better suited to capture the complex interactions within these graphs. Notably, our G-
HIN2VEC model demonstrates significant improvements over the strong baseline, DiffPool,
with a 7.18% increase in R-squared and a 6.19% decrease in mean absolute error for income
prediction, despite its non-Gaussian distribution. For age prediction, which follows a Gaus-
sian distribution, G-HIN2VEC matches the performance of DiffPool. These results affirm
the robustness of G-HIN2VEC in generating effective graph-level embeddings for regression
tasks, highlighting its potential for broader application in complex graph-based analysis.

Classification task.

The gender classification performance of various methods is comprehensively detailed in Ta-
ble 3.4. Among the benchmarked methods, vectorization methods are observed to outper-
form graph kernel-based methods, showcasing their better suitability for classification tasks
involving categorical data. In contrast, among the baselines, DiffPool stands out as the most
effective model. It highlights the benefits of utilizing sophisticated aggregation techniques
rather than averaging at the top of the node-level, thus enhancing the quality of graph-level
embeddings. In the specific case of our G-HIN2VEC model, significant improvements in
gender classification are evident, with increases of 2.44% in accuracy, 1.85% in F1 score, and
1.43% in AUC compared to DiffPool. These statistically significant results demonstrate G-
HIN2VEC’s superior capability in leveraging complex graph-level embeddings for classifica-
tion tasks.
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Figure 3.4: Probability distribution of log graph sizes and assortativity coefficient.

Additionally, the analysis of the graph structures within our dataset, particularly their size
distribution and negative assortativity coefficients as shown in Figure 3.4, supports these out-
comes. This structural characteristic suggests that G-HIN2VEC not only effectively handles
disassortative graphs but also benefits from adjustments such as the incorporation of a tele-
portation term, β, in our sampling strategy (see Equation 3.15), which enhances model ro-
bustness and confirms the quantitative findings of improved performance. Furthermore, a
primary limitation of GNN models, as highlighted in [SBN+21], involves their sensitivity to
assortativity during node-level tasks, which can extend to graph-level tasks, potentially im-
pacting performance; our model’s design addresses and mitigates this limitation effectively.

3.6.3 Qualitative analysis

In this section, we investigated the cluster assignment of cardholder behavior through the
graph-level embeddings. Figure 3.5 presents a t-SNE visualization of cardholder embeddings,
where each color signifies a distinct cluster, corresponding to a unique behavioral pattern in
credit card usage. Our assumption is that cardholders who are semantically similar in using
credit cards tend to be embedded in close proximity, as shown in [NCV+17] and [DCS17]
for graph- and node-level representations, respectively.
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The clustering of embeddings into 16 distinct groups, as determined by the elbow method
using k-means, reveals a granular view of cardholder behaviors, with each cluster capturing a
particular lifestyle preference that aligns with previous findings in credit card usage research
[DCLOT+18]. In post-clustering analysis, we engaged domain experts to identify cluster
identities, extracting and examining metapath instances that were sampled during training.
This analysis aimed to quantify the occurrence of directed sequences within each cluster, thus
providing a narrative for the lifestyle categories annotated in Figure 3.5. Thus, two cardhold-
ers are semantically similar if their credit card usage behavior is similar with respect to a set of
predefined metapaths in Table 3.3.

(a)Weisfeiler‐Lehman [SSVL+11] (b) Graph2Vec [NCV+17] (c)Metapath2Vec [DCS17]

(d) Hin2Vec [FLL17] (e) DiffPool [YYM+18] (f) G‐HIN2VEC (Ours)

Figure 3.5: t‐SNE visualization of graph embeddings, with 16 clusters.

The t-SNE visualizations highlight how well different graph-level embedding methods group
similar cardholder behaviors.
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The Weisfeiler-Lehman method results in overlapping clusters, suggesting that it may not be
as effective in identifying the finer details of the graph-level features. Graph2Vec and Meta-
path2Vec improve upon this with more defined clusters, reflecting their stronger ability to
map out both the individual elements and graph-level structures. HIN2VEC goes a step fur-
ther, creating even more distinct clusters that show its capability to capture the variety within
the graph dataset, and the DiffPool method stands out with its highly distinct and compact
clusters, which means that it is particularly good at understanding complex patterns. Our
G-HIN2VEC method generates embeddings that are more distinct than Metapath2Vec but
not as tightly clustered as HIN2VEC and DiffPool, suggesting that it provides a detailed,
yet comprehensive overview of cardholder behavior. This aligns with the solid results we see
from our quantitative analysis, where our method shows a strong ability to accurately group
cardholder behaviors.

3.7 Conclusion

In this chapter, we introduced G-HIN2VEC, a novel approach for generating heterogeneous
graph-level embeddings using a double-triplet loss in an unsupervised learning framework.
This method enhances efficiency by avoiding graph-to-graph matching and sampling nega-
tives from the entire dataset. Our evaluation on a real-world financial dataset, modeled as
ego-centric graphs, demonstrated competitive performance, with notable improvements in
gender classification accuracy and income prediction. Looking ahead, we plan to enhance
G-HIN2VEC by integrating dynamic metapath selection, exploring advanced negative sam-
pling techniques, and transitioning to an inductive learning model to improve generalization
to unseen data.
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4.1 Introduction

Anomaly detection in financial transactions, particularly within the context of credit card
transactions, is a critical task in combating fraud. According to the European Central Bank
[Ban14], fraud in the Single Euro Payments Area (SEPA) reached 1.33 billion Euros in 2012
alone, marking a 14.8% increase compared to 2011. Furthermore, online fraud accounted
for $3.5 billion in losses in 2012, with an alarming 30% increase from 2010 [MB08]. Tradi-
tional anomaly detection models for fraudulent behavior often rely on attribute value data
generated from transactional records, utilizing both supervised and unsupervised learning
methods to identify suspicious activities [NHW+11a, SKSM08, WHJ+09].

Recently, graph-based methods have emerged as a powerful approach to identifying suspi-
cious financial activities, by using both data attributes and graph topological information to
detect anomalies [AMF10, TL11]. These methods have shown their effectiveness in lever-
aging both graph structure and attribute data to enhance anomaly and fraud detection in
various applications. Comprehensive survey studies on anomaly detection [CBK09], includ-
ing those using graph-based methods [ATK15, RSKH15, AKA17], and those specifically
focused on fraud detection [BJTW11, AMZ16, NHW+11b], highlight the need to expand
data collection to identify rare and unusual patterns or outliers within datasets that differ
significantly across institutions.

Therefore, institutions dealing with the same anomaly and fraud detection challenges are
increasingly interested in collaborative learning environments, where training occurs across
distributed datasets without the need for raw data exchange, thereby safeguarding sensitive
financial information [MMR+17, SZK+22], such in Federated Learning (FL) systems. Re-
cent advancements in FL have demonstrated its potential to enhance fraud detection across
multiple financial entities while maintaining the privacy of both individuals and institutions
[YZY+19, ZYGW21]. However, the use of shared models in federated learning exposes insti-
tutions to significant risks, as highlighted in [LXW22]. In the case of tabular data, the nature
of attribute values can lead to privacy leaks, especially when downstream tasks are trained to
optimize cross-entropy-like objective functions [VBDV23, ZMB20, ZLH19].
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In this chapter, we propose a novel federated learning framework for Privacy-Preserving Be-
havioral Anomaly Detection, leveraging Graph Neural Networks (GNNs) to model card-
holder transactions as dynamic graphs. We utilize ego-centric graph modeling in [DSHS23a]
as an anonymization-based privacy mechanism [Swe02] to eliminate the need for person-
ally identifiable information (PII) in the training data, such as the cardholder’s unique iden-
tification number. Additionally, a noise-based privacy mechanism [CCG24] is employed
to further protect sensitive data attributes. These privacy-preserving techniques are essential
in mitigating the risk of Gradient Leakage [ZMB20], where gradients derived from sensitive
financial data can reveal patterns related to individuals. By introducing noise, our frame-
work ensures that even if the gradients are analyzed, sensitive patterns remain obfuscated,
safeguarding the cardholder’s privacy. By utilizing dynamic graphs, this framework enables
anomaly detection based on behavioral patterns rather than isolated events, providing a com-
prehensive understanding of fraudulent activities. By incorporating a domain-specific neg-
ative sampling technique, our framework effectively trains anomaly detection models with-
out relying on labeled data, making it applicable to real-world scenarios where labeled datasets
are unavailable.

Our main contributions are:

• We propose an end-to-end federated learning framework for privacy-preserving behav-
ioral anomaly detection for credit card transactions, using dynamic graphs to model
transaction patterns within a collaborative learning environment, enabling training
across institutions without sharing sensitive data.

• We design a comprehensive privacy-preserving feature engineering, as a noised-based
privacy mechanism, by encoding spatial and temporal financial attributes into embed-
ding space while preserving individual privacy and critical characteristics like distance,
orientation, and differentiation.

• We introduce a domain-specific negative sampling strategy to improve fraud detection
by generating contextually relevant negative samples using dynamic graphs.

• We evaluate the effectiveness of the proposed framework on two benchmark datasets,

82



CHAPTER 4. … 4.2. RELATED STUDIES

demonstrating its utility in improving detection accuracy while safeguarding individ-
ual privacy.

4.2 Related Studies

In this chapter, we focus on federated learning for anomaly detection in financial transactions
using dynamic graph embedding over time, while addressing associated privacy concerns.

Graph-Level Embedding and Dynamic Graph Embedding.
Graph-level embedding techniques have gained traction for representing entire graphs as vec-
tors, enabling tasks such as graph classification, similarity computation, and anomaly detec-
tion [YV15b, NCV+17]. Unlike node-level embeddings that preserve proximity between
individual nodes, graph-level embeddings aim to capture the overall structural and attribute-
based properties of entire graphs, preserving proximity between graphs. Traditional methods
like Graph Kernels rely on counting subgraph occurrences, which can be computationally in-
tensive and struggle with scalability [YV15b]. To overcome these limitations, newer methods
like Graph2Vec have been developed to learn graph-level representations in an unsupervised
manner [NCV+17].
Recent methods often utilize message passing algorithms, propagating information across the
graph and aggregating it to update node representations. Graph Neural Networks (GNNs),
such as Graph Convolutional Networks (GCNs) [KW17] and Graph Attention Networks
(GATs) [VCC+17], exemplify this approach by learning comprehensive node representa-
tions from distant nodes across multiple layers, making them powerful tools for graph-level
tasks. However, these methods primarily focus on static graphs.
Dynamic graphs are defined as graphs that evolve over time, with their structure changing
due to the addition or removal of nodes and edges, or fluctuations in edge weights. Dynamic
graph embedding methods extend traditional embedding techniques to capture graph tem-
poral evolutions, which is crucial in domains like social networks, biological systems, and
financial markets. These methods are designed to adapt to structural changes while main-
taining the graph’s temporal continuity and integrity [AS14, ANRD15]. For instance, the
NetWalk approach efficiently handles large-scale streaming data by learning real-time repre-
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sentations, making it particularly effective for anomaly detection in rapidly evolving cyber-
security networks [YCA+18]. Despite these advancements, embedding entire graphs over
time while preserving both intra-graph and inter-graph proximity remains challenging. This
work aims to adapt dynamic graph embeddings to detect suspicious behavior as a fraudulent
transactions in financial systems, building on existing research in credit card fraud detection
[BH01] and online fraud detection in auction networks [PCWF07].

Federated Learning (FL).
FL enables the collaborative training of models on distributed data [MMR+17], which is
crucial for handling sensitive financial information. Recent studies have leveraged FL for
fraud detection, focusing on supervised learning frameworks with labeled data [ASFEE24,
ZYGW21]. These approaches demonstrate FL’s potential to improve fraud detection ac-
curacy without requiring data sharing among institutions. Additionally, FL has shown ef-
fectiveness in detecting complex financial crimes across multiple entities, further reinforcing
its significance in real-world financial applications [SZK+22]. However, existing federated
fraud detection methods rely on training with raw data attributes, which exposes individ-
ual’s sensitive data to potential breaches in case of gradient leakage. Our approach seeks to
address this issue by developing a framework that preserves the privacy of individuals, specif-
ically cardholders, and participating institutions, by extending prior research on using GNN
models to a privacy-preserving environment, introducing a noise-based privacy mechanism.
Furthermore, the negative sampling strategy helps avoid label ambiguity and allows training
without relying on labeled data, enhancing privacy and robustness.

4.3 Problem statement

4.3.1 Preliminaries

Local Differential Privacy. Differential Privacy (DP) [DMNS06] is a technique that en-
sures privacy by making it challenging for adversaries to extract meaningful information about
individuals from a dataset. It prevents linkage attacks and ensures that even if an adversary
knows an individual is in the dataset, they cannot determine specific information about that
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individual.

Traditional DP, also known as Global Differential Privacy (GDP)[DMNS06], relies on a
trusted third party to manage privacy guarantees. However, finding such a trusted party is
often impractical. Local Differential Privacy (LDP) addresses this by allowing individuals to
perturb their raw data or model parameters before sharing it with a central server, ensuring
that the server only receives anonymized data.

Definition (ε-LDP) [KLN+11]: For a randomized algorithm M, let D(M) and R(M) de-
note its domain and range, respectively. For any two records I and I′ in D(M), consider a
set of outputs S ⊆ R(M) such that M produces the same output S for both I and I′. The
algorithm M satisfies (ε, δ)-LDP if the following inequality holds:

Pr[M(I) = S] ≤ eε · Pr[M(I′) = S] + δ,

where ε is the privacy budget, which determines the level of privacy protection, and δ repre-
sents the sensitivity of M, indicating the tolerance for deviations from the expected privacy
guarantee. In practice, a larger ε implies lower privacy protection forMbut potentially higher
utility.

LDP is particularly valued for its properties of post-processing invariance and composability,
which allow for robust privacy protection even as data undergoes multiple analyses.

Proposition 1 (Post-processing Invariance): If a randomized algorithm M1 satisfies ε-DP,
then applying any further algorithm M2 to its output will also satisfy ε-DP.

Proposition 2 (Sequential Composition): If a series of algorithms Mi each satisfy εi-DP,
then their combined application to the same dataset will satisfy

∑
εi-DP.

Personalized Local Differential Privacy. Local differential privacy has significant char-
acteristich at individuals can independently disturb data to protect their privacy. As partic-
ipants are the ones who understand their privacy requirements best, there may be varying
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privacy requirements depending on the sensitivity of their data. Therefore, it is necessary to
promote the concept of personalized privacy in local settings.

Definition (τ, ε)-PLDP[CLQ+16]: Assuming thatM is a randomized algorithm, given the
personalized privacy parameters (τ, ε) of the participant/individuals and any pair of input
values I, I′ ∈ τ, if and only if for any output S ⊆ Range(M) of the randomized algorithm
M, the following inequality holds:

Pr[M(I) ∈ S] ≤ eε · Pr[M(I′) ∈ S] + δ,

Then the randomized algorithm M is said to satisfy (τ, ε)-PLDP, where τ denotes the safe
range, Range(M) denotes the set of all possible outputs of M, Pr[·] denotes the probability,
and ε denotes the privacy budget.

4.3.2 Problem Definition

FL enables clients to collaboratively train a global model by sharing gradients g(x, y) = ∇θL(fθ(x), y)
with a central server. However, this process raises significant privacy concerns, particularly
regarding the potential for data reconstruction, where the original data (x, y) could be recov-
ered from the shared gradients [ZLH19, WL21].

The reconstruction problem, as simplified in [ZMB20], can be defined as:

x̂ = arg min
x′
E(g(x), g(x′)),

where E(g(x), g(x′)) represents the gradient matching loss minimized to reconstruct data x′

by aligning it with the original shared gradients g(x). This is achieved by iteratively updating
the dummy data x′ using gradient descent:

x′ ← x′ − η∇x′L,
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whereL is the loss function used in the gradient matching process, and η is the learning rate.
Through multiple iterations, this process has the potential to reconstruct the original private
data x from the shared gradients.

This chapter addresses two interrelated challenges within this context. First, we aim to miti-
gate the risk of data reconstruction to ensure the privacy of sensitive data, such as spatial and
temporal attributes in financial transactions. This problem can be defined as the following
divergence condition:

E(g(x), g(x′)) < E(g(x̃), g(x′)),

where x̃ =M(x; ε, δ) is generated by applying a mechanismM that guarantees (ε, δ)-LDP,
thereby reducing the risk of data reconstruction. Second, we focus on developing a feder-
ated learning framework that integrates privacy-preserving objectives while ensuring that the
utility of individual data points is maintained for effective behavioral anomaly detection.

4.4 Our approach

In this section, we present our framework and the models illustrated in Figure 4.1.
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4.4.1 General Framework

Figure 4.1: Federated anomaly detection with GNNs, sampling subgraphs, extracting features, and scoring anomalies.

The overview of the proposed framework is illustrated in Figure 4.1. At a high level, it com-
prises several key components: dynamic graph construction, negative sampling, node and
graph-level feature extraction using GNNs, and anomaly detection via a fully connected neu-
ral network (FCNN). The framework operates within a federated learning setup, ensuring
that sensitive data remains private while enabling collaborative model training across multiple
participants.

Dynamic Graph Construction. We model the transaction data for each cardholder ci as a
dynamic graph G(i)

t at time t, defined as:

G(i)
t = (V(i)

t ,E(i)
t ,X(i)

t ,T(i)
t ),

where the graph nodes V(i)
t = {vj} are associated with attributes (merchant_id, (latj, lonj))

transformed to features space denoted asX(i)
t , where latj and lonj denotes the location coordi-

nates and merchant_id denotes the merchant unique identifier. And the edges E(i)
t = {ejk}

represent transactions between consecutive merchants, where we consider valid sequences of
consecutive transactions relevant when occurring within a two-hour rolling window*. An
edge ejk ∈ E(i)

t connects the nodes vj and vk, indicating a transaction timestamp from vk af-

*Commonly used in [KRS+19, DCLOT+18]
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ter vj, denoted as T(i)
t . The graph evolves over time as new transactions occur, capturing the

dynamic nature of the cardholder’s transaction history.

The sequence of dynamic graphs of ci can be denoted as G(i) = {G(i)
t1 ,G

(i)
t2 , . . . ,G

(i)
tN} over

time N to reflect the consecutive nature of transactions, where each dynamic graph G(i)
t

builds upon a cumulative structure and transactions science the first active transactions, the
same for the previous graph G(i)

t−1. The graph collection G(i) effectively captures the temporal
dependencies in the cardholder’s transaction behavior.

Negative Sampling. Inspired from [YCA+18], we train the proposed framework to distin-
guish between normal and anomalous patterns within cardholder dynamic graphs, we gen-
erate ”noisy” or perturbed graphs G̃(i)

t that deviate from typical transactional patterns of ci
observed in G(i)

t−1. The generation process is denoted as:

G̃(i)
t = N

(
G(i)

t−1

)
where N (·) applies domain-specific perturbations to G(i)

t−1. Detailed steps are provided in
Section 4.4.3.

Feature Extraction for Node and Graph Representations. At each time step t for a given
cardholder ci, the node features H(i,0)

t , denoted for simplicity as H(0)
t ∈ R|n0|×d, consist of

feature engineered attributes, and the process is detailed in Section 4.4.2.

To extract higher-level features, a shared GNN architecture with L layers is initialized and
deployed across all participants in the federation. At each layer l, the node embeddingsH(l)

t ∈
R|nl|×dl are updated through graph convolution operation [WPC+20] defined as follows:

H(l+1)
t = σ

(
A(l)
t H(l)

t W(l)
)
,

whereW(l) ∈ Rdl×dl+1 are the trainable weight matrices,A(l)
t ∈ R|nl|×|nl| is the adjacency ma-

trix at time t encoding the graph structure and σ(·) represents the ReLU activation function.

To derive graph-level representations, a pooling mechanism is applied after each GNN layer,
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progressively reducing the number of nodes by a factor of p%. The number of nodes at layer
l+1 is defined asnl+1 = ⌈|V(l)

t |×p⌉. The pooling operation simultaneously updates the node
feature matrix H(l)

t and the adjacency matrix A(l)
t , resulting in a coarsened graph [LZL+22],

we denoted by:

H(l+1)
t ,A(l+1)

t = Pooling⌈p%⌉

(
H(l)

t ,A(l)
t

)
.

This iterative process continues until the final layer, where all nodes are pooled into a single
cluster, producing a final embedding vector q(i)t that represents the entire graph. This graph-
level representation encapsulates the transaction behavior of the cardholder ci at time t.

In certain GNN architectures, the pooling layer is trained [GJ19, KTA19, LLK19, RST20,
YYM+18], eliminating the need for a predefined parameter p%. Similarly, for the graph con-
volution operation, alternative approaches such as message-passing frameworks [GSR+17,
LTBZ16] can be used within the proposed framework.

Discriminative Behavioral Anomaly Detection with FCNN. The final graph embedding
q(i)t−1 and q(i)t serves as input to a fully connected neural network (FCNN) that acts as a dis-
criminative model for behavioral anomaly detection, denoted as f : Rd → [0, 1]. The FCNN
consists of multiple dense layers (MLP) with ReLU activation functions, followed by a soft-
max layer that outputs the anomaly score. The model is trained end-to-end using a cross-
entropy loss function:

L = − 1
N

N∑
i=1

[yi log(ŷi) + (1− yi) log(1− ŷi)] ,

where yi represents the true label, and ŷi is the predicted probability for the i-th generated
sample, where f(q(i)t−1, q

(i)
t )→ 1 and f(q(i)t−1, q̃

(i)
t )→ 0, where

Anomaly Score = f(q(i)t−1, q
(i)
t ), i ∈ {1, 2, . . . ,K}
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In our federated learning setting, each client generates a finite number of samplesN and com-
putes gradients based on their local model updates and shares only these gradients with the
central server. The server aggregates these gradients to update the global model, ensuring that
the learned representations are robust and privacy-preserving.

4.4.2 Feature Engineering with Privacy Preservation

Inspired by the position encoding architecture in Transformer [VSP+17], we feature engineer
spatial (location), temporal (timestamp) attributes in financial data as positional embeddings.
To address the data breach issue [VBDV23], we propose transforming low-dimensional fea-
tures with privacy-preserving properties into high-dimensional representations of size d as
the embedding size, which are then fed into local models, where a noise-based privacy mech-
anism is applied, as detailed in Algorithm 3.

Location. Building on the foundation of multi-scale location encoders [Mea20, Zea20], we
adapt this approach to be unbounded, as in a FL environment, the minimum and maximum
grid scales could compromise the privacy of individual participants.

Given latitude φ and longitude λ in degrees, the coordinates are first converted to radians,
denoted as φrad and λrad. To generate the high-dimensional representation, we define the
scaling factors sφ and sλ as follows:

sφ =
2πφmax
Cearth

· 1
2k , sλ =

2π
2k , k ∈ {1, 2, . . . , d}.

The latitude lφ and longitude τλ vectors are defined as:

lφ =
[

sin(φrad) · sφ, cos(φrad) · sφ
]⊤

,

lλ = [sin(λrad) · sλ, cos(λrad) · sλ]⊤ .

Contrary to [Mea20], the final location representation is obtained by summing the latitude
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and longitude vectors

llocation = σ(lφ + lλ).

Here, σ is a non-linear function. The final vector representation preserves both the direc-
tional and distance properties, as empirically demonstrated in Section 4.6.4.
Temporal. To minimize the risk of compromising FL while handling temporal features such
as using one-hot encoding [VBDV23], we transform time features into a dense and continu-
ous space.

Given a timestamp, the temporal data is embedded in a high-dimensional vector space to
capture cyclical patterns at various granularities decomposed into hours, minutes, seconds,
days, and months.

To generate the high-dimensional representation, we define the scaling factor sk for each di-
mension k as:

sk =
1
k

sin
(

2πk
d

)
, k ∈ {1, 2, . . . ,

d
2
}

For each temporal component λ ∈ {hour,minute, second, day,month}, with periodicity
Nλ, the vector representation is defined as:

τλ =
[

sin
(

2π
λ
Nλ

)
· sk, cos

(
2π

λ
Nλ

)
· sk

]⊤
The final temporal representation is obtained by summing all granularities vectors:

τtemporal = σ(
∑
λ

τλ)

This vectorial representation effectively captures the cyclical nature of time across different

92



CHAPTER 4. … 4.4. OUR APPROACH

temporal scales, enabling robust temporal modeling, as empirically demonstrated in Section
4.6.4.

Merchant ID. Given a set of unique merchant IDs V in the entire dataset, each merchant
ID is represented as a dense vector of size d, stored in a matrix M ∈ R|V|×d, where d is the
dimensionality of the embedding. For a given merchant ID m ∈ V, the corresponding row
vector mm is selected from M, making M a merchant lookup table.

In this section, the embedding matrix M is initialized randomly using normal distributions
with standard deviations of 0.1. These embeddings are then fine-tuned during model train-
ing rounds to capture merchant-specific patterns in transaction data across the federation.

Algorithm 3: (εi, δi)–Private Shuffle for Feature Vector
1: Input: Feature vector v = (v1, . . . , vd) ∈ [−1, 1]d, privacy budget

ε = (ε1, . . . , εd) > 0, privacy parameter δ = (δ1, . . . , δd) ≥ 0, random seed s
2: Output: Perturbed and shuffled vector x̃ ∈ [−1, 1]d
3: Set random seed s
4: Random permutation r : [d]← [d]s
5: for j ∈ [d] do
6: x̃j ← xj +N (0,

δr( j)
εr( j)

)

7: x̃j ← min(max(x̃j, 1),−1)
8: end for
9: x̃ r←− x̃

10: return x̃

Privacy-Preserving Feature Engineering. Building upon the generalized differential pri-
vacy framework presented in [CCG24], we extended the application of the privacy preserva-
tion to encoded financial data attributes—location (Llocation), temporal (Ttemporal), and mer-
chant ID (M)—through a personalized differential privacy mechanism coupled with a vecto-
rial shuffling scheme to generate L′

location,T
′

temporal,M
′ as noise-based privacy mechanism for

privacy-preserving feature matrices, as detailed in Algorithm 3.

Following [YCA+18], we apply a (εi, δi)-Private Shuffle to perturb feature vectors before
their use in our federated model, as described in Algorithm 1. The algorithm begins by ran-
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domly permuting the elements of a feature vector v using a fixed random seed. Each element
is then perturbed with noise introduced by the Gaussian mechanism [DMNS06], where the
noise level is determined by specific privacy parameters εi and δi assigned to each feature. This
personalized perturbation allows for differential control over privacy budgets across features.

Subsequently, the algorithm clips the perturbed vector elements to the range [−1, 1] to main-
tain feature integrity. The final step involves shuffling the vector to further obscure the orig-
inal feature order, enhancing privacy as proved in [MCCJ22, CCG24].

Notably, as demonstrated in [CCG24], Algorithm 1 approximately preserves μ-Gaussian
Differential Privacy (μ-GDP), where:

μ =

√
2∑n

i=1
1−δi
1+eεi −maxi 1−δi

1+eεi
.

For a given cardholder ci, the initial node features Xi are constructed by integrating location
information L′

i ⊂ L′ and merchant ID attributes M′
i ⊂ M′, expressed as Xi = L′

i +M′
i.

This element-wise addition captures the combined spatial and merchant characteristics of
each node.

Temporal informationT′
i ⊂ T′is then incorporated into the message-passing process, where

φ is a simple element-wise addition. The normalized features are updated using:

H(0)
i = φ

Xi,
⊕
j∈N (i)

tanh
(
Xj + T′

ij
)

where N (i) denotes the set of neighbors for node i. This approach effectively captures in-
teractions by leveraging both spatial and temporal information, enabling the input feature
space to incorporate complex patterns in graph-structured data.
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4.4.3 Negative Sampling with Graph Configuration for Model Training

Graph Configuration

Stable Attributes Attribute Modification Stable TopologyTopology Modification

Topology Alter-
ation with Stable

Node Features

Topology and Node
Feature Alteration

Node Feature Alteration
with Stable Topology

Application Fraud

Card Identity Theft

Account Hijacking

Card Skimming

Phishing Attacks

Card Not
Present Fraud

Lost/Stolen Card Fraud

E-Card Fraud

Categories of Credit Card Fraud

Figure 4.2: Categorization of credit card fraud types based on graph configurationmanipulations, illustrating how different
alterations in topology and node features correspond to specific fraud scenarios.[BPD03]

To effectively train the federated model, we introduce a domain-specific negative sampling
strategy that leverages graph configuration perturbations based on various types of credit
card fraud, illustrated in Figure 4.2. Rather than generating negative samples from unrelated
cardholder graphs, our approach directly perturbs the graph G(i)

t , resulting in contextually
relevant and computationally efficient negative local instances.

For each graph, a graph configuration C ∈ {C1, C2, C3} is randomly selected from a pre-
defined set, with each configuration designed to simulate a specific type of fraud attack by
altering the topology, node features, or both. The configurations are defined as follows:
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• Topology Alteration with Stable Node Features (C1):

Ã(i)
t , Ẽ(i)

t = FT(A(i)
t ,E(i)

t ), X̃(i)
t = X(i)

t

• Node Feature Alteration with Stable Topology (C2):

Ã(i)
t = A(i)

t , Ẽ(i)
t = E(i)

t , X̃(i)
t = FV(X(i)

t )

• Topology and Node Feature Alteration (C3):

Ã(i)
t , Ẽ(i)

t = FT(A(i)
t ,E(i)

t ), X̃(i)
t = FV(X(i)

t )

Here, FT represents the randomization process applied to the adjacency matrix and edge
set, perturbing the graph’s topology. Meanwhile,FV involves node injection and swapping,
where X̃(i)

t ⊂ Xt, selectively altering node features within the graph to simulate more com-
plex fraud patterns. These perturbations result in domain-specific negative samples G̃(i)

t that
remain contextually relevant to the cardholder’s transactional behavior.

4.5 Design of experiments

To evaluate the proposed framework, we use two public financial datasets and simulate a fed-
erated environment with multiple clients. Each dataset is divided into five subsets to create
local datasets uniformly distributed by cardholder ID, resulting in varying data sizes due to
individual cardholder total transactions Each local dataset is split by cardholder ID, with 75%
for training and 25% for testing. To compare graph pooling methods for cardholder behav-
ior representation under privacy protection, we use the F1 score as the primary metric, as it
balances precision and recall, particularly in imbalanced scenarios. Additionally, we report
Accuracy, Precision, Recall, and ROC-AUC for a comprehensive performance evaluation.
All metrics are averaged across all test sets of the federation participants.
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4.5.1 Parameter Settings

The model parameters were tuned using 5-fold cross-validation to ensure optimal perfor-
mance. For the GNN model, we configured L = 5 layers with a node and edge embedding
dimension of d = 128, the same dimension used for all data attributes in the vectorial repre-
sentation. The weight matrices were initialized using Xavier initialization [GB10], and ReLU
was used as the activation function throughout. We applied a 5% pooling factor at each layer,
with a dropout rate of 0.1 to prevent overfitting. The FCNN consisted of 2 dense layers,
using ReLU activations with a Softmax function in the final layer. The Adam optimizer
[Kin14], with a learning rate of 0.001, was used for training. In the FL framework, 5 clients
were employed, each training locally for 10 epochs, with 200 communication rounds. The
FedProx aggregation method [LSZ+20] is used to merge gradient over all training rounds.
For the personalized DP mechanism [LMW+20], the privacy budget ε was uniformly set be-
tween 0.01 and 10, with a constant privacy parameter δ = 10−4, and a fixed shuffling seed
was maintained across all clients.

4.5.2 Datasets

We employ two financial datasets from different regions and economic contexts: one from
a Brazilian bank (ELO BR)† and one from a United States bank (IBM US)‡. The datasets
are tabular with the following schema fields: cardholder_id (as INT), merchant_id (as INT),
timestamp (as Timestamp), amount (as NUMERIC), lat (as DOUBLE), lon (as DOUBLE), and
MCC (as VARCHAR), which stands for Merchant Category Code§, offering detailed insights
into credit card transactions. All data types are denoted according to SQL data types.

The original datasets comprise 327,541 merchants from Brazil (ELO BR) and 99,554 mer-
chants from the United States (IBM US), along with 322,862 customers (ELO BR) and
4,967 customers (IBM US). In line with previous studies [KRS+19, DCLOT+18], we pre-

†Kaggle | Elo Merchant Category Recommendation: link .
‡Synthetic Transaction Dataset: link .
§MCC refers to a standardized code system used by card networks.
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processed the datasets by filtering out inactive cardholders with less than 3 transactions per
month to concentrate on more significant transaction patterns.

4.5.3 Baselines

We compare our proposed framework against state-of-the-art baselines, which can be cate-
gorized into two groups: deep learning-based methods and clustering-based graph pooling
methods.

• TopKPooling [GJ19, KTA19] is an advanced graph pooling technique that selects
the top K nodes based on a learned scoring function. This method preserves the most
informative nodes while reducing the graph’s complexity.

• SAGPooling [LLK19, KTA19] is a self-attention based graph pooling method that
assigns attention scores to nodes and aggregates them based on these scores. It allows
the model to focus on the most relevant parts of the graph for a downstream task.

• ASAPooling [RST20] is an adaptive structure-aware pooling method that captures
local substructures by clustering nodes before pooling, thus preserving important local
information while reducing the graph size.

• DiffPool [YYM+18] is a hierarchical graph pooling method that learns a differentiable
soft assignment of nodes to clusters, enabling the creation of a coarser graph while pre-
serving its hierarchical structure. This approach is particularly effective in capturing
global graph properties.

As a clustering-based graph pooling method, this approach first applies a clustering algorithm
K-Means, Agglomerative Clustering, and Spectral Clustering at the node level with k clusters.
Following the clustering step:

• Max-Pooling selects the maximum value within each node’s features, preserving the
most prominent features within each cluster to generate a concise graph representation
[Mem24, Ano22b, Ano22a].
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• Avg-Pooling computes the average node features within each cluster, yielding a smooth
and generalized graph representation [Ano22a, Ano22b].

4.6 Experiments and results

We present privacy-preserving experimentation results on federated classification tasks for
anomaly detection and fraud prevention, using real and synthetic payments data

4.6.1 Privacy Budget and Model Utility
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Figure 4.3: ELO Data: Impact of Privacy Budget on F1 Score Across Various Graph Pooling Methods.
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Figure 4.4: Synthetic Data: Impact of Privacy Budget on F1 Score Across Various Graph Pooling Methods.

In the synthetic dataset, deep learning methods achieve significant improvements in model
performance as the privacy budget increases. At ε = 2, the F1 score starts at 0.7 and pro-
gressively improves, reaching 0.95 at ε = 10, closely approaching the centralized model’s
performance. This improvement occurs as the noise applied to the features decreases, allow-
ing for better data representation. A similar trend is observed in the ELO dataset, where F1
scores rise from 0.65 at ε = 2 to 0.9 at ε = 10. The results highlight that higher privacy
budgets lead to enhanced feature utility, which was expected, particularly that the attribute
features are sensitive to any noising mechanisms. Although a privacy budget of 10 is gen-
erally considered high, we consider it acceptable due to the sensitivity of the data attributes
and the application of privacy mechanisms at the cardholder level. To maximize model per-
formance while maintaining privacy, ε is uniformly sampled from a range of 0.01 to 10 for
each cardholder, ensuring personalized privacy protection following [LMW+20].

In contrast to earlier findings, clustering-based methods show gains with increasing privacy
budgets, but even at the highest privacy budget, their improvements are modest compared
to deep learning methods. In the synthetic dataset, Max-Pooling methods stabilize at an
F1 score of 0.85, while Avg-Pooling methods reach 0.8 by ε = 10. On the ELO dataset,
these methods demonstrate similar behavior, but neither fully converges with the central-
ized model’s performance. These observations suggest that while all models benefit from in-
creased privacy budgets, deep learning methods are more effective in utilizing the additional
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data fidelity. The consistent results across both datasets demonstrate the robustness of the
proposed framework in providing better model utility and privacy trade-offs in a federated
learning environment.

4.6.2 Anomaly Detection Results

Dataset Pooling Model Clustering Algorithm Accuracy Precision Recall F1-Score ROC-AUC

Synthetic Data

Centralized Model 0.98±0.02 0.96±0.02 0.94±0.03 0.95±0.02 0.97±0.02

Max-pool
KMeans 0.88±0.04 0.87±0.04 0.86±0.05 0.86±0.04 0.90±0.04

Agglomerative Clustering 0.89±0.04 0.88±0.04 0.87±0.05 0.87±0.04 0.91±0.04

Spectral Clustering 0.88±0.05 0.85±0.05 0.85±0.05 0.85±0.05 0.89±0.05

Avg-pool
KMeans 0.86±0.05 0.84±0.05 0.83±0.06 0.83±0.05 0.88±0.05

Agglomerative Clustering 0.87±0.05 0.85±0.05 0.84±0.06 0.84±0.05 0.89±0.05

Spectral Clustering 0.86±0.06 0.83±0.06 0.82±0.06 0.82±0.06 0.87±0.06

TopKPooling —- 0.89±0.03 0.86±0.03 0.85±0.04 0.85±0.03 0.91±0.03

SAGPooling —- 0.93±0.02 0.91±0.02 0.90±0.02 0.90±0.02 0.95±0.02

ASAPooling —- 0.94±0.02 0.92±0.02 0.91±0.02 0.91±0.02 0.96±0.02

DiffPool —- 0.91±0.03 0.89±0.03 0.92±0.03 0.88±0.03 0.94±0.03

Brazilian Bank

Centralized Model 0.94±0.02 0.91±0.02 0.93±0.03 0.92±0.02 0.92±0.02

Max-pool
KMeans 0.83±0.05 0.82±0.05 0.81±0.06 0.81±0.05 0.85±0.05

Agglomerative Clustering 0.84±0.05 0.83±0.05 0.82±0.06 0.82±0.05 0.86±0.05

Spectral Clustering 0.83±0.06 0.80±0.06 0.79±0.06 0.80±0.06 0.84±0.06

Avg-pool
KMeans 0.81±0.06 0.79±0.06 0.78±0.07 0.78±0.06 0.82±0.06

Agglomerative Clustering 0.82±0.06 0.80±0.06 0.79±0.07 0.79±0.06 0.83±0.06

Spectral Clustering 0.81±0.07 0.78±0.07 0.77±0.07 0.78±0.07 0.82±0.07

TopKPooling —- 0.84±0.04 0.81±0.04 0.80±0.05 0.80±0.04 0.85±0.04

SAGPooling —- 0.88±0.03 0.86±0.03 0.85±0.04 0.85±0.03 0.89±0.03

ASAPooling —- 0.89±0.03 0.87±0.03 0.86±0.04 0.86±0.03 0.90±0.03

DiffPool —- 0.86±0.04 0.84±0.04 0.87±0.04 0.87±0.04 0.87±0.04

Table 4.1: Performance of Different Graph Pooling Methods for Federated Anomaly Detection (Including Centralized
Model).

In this subsection, the reported performance of various graph pooling methods is under a
high privacy budget ε = 10. The results in Table 1 demonstrate that GNN-based pool-
ing methods, such as ASAPooling and DiffPool, consistently outperformed traditional tech-
niques. ASAPooling, in particular, achieved impressive metrics, with a ROC-AUC of 0.96±
0.02, accuracy of 0.94 ± 0.02, and F1 score of 0.91 ± 0.02 across all test sets. This high-
lights the ASAPooling’s capability to maintain data privacy while preserving critical subgraph
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structures, essential in federated settings. DiffPool also performed strongly, especially in re-
call, with an average score of 0.92 ± 0.03, indicating effectiveness in detecting a wide range
of anomalous behaviors generated through the negative sampling strategy 4.4.3, particularly
those influenced by temporal patterns in transactional data.

The success of GNN-based methods can be largely attributed to their use of message passing
and graph convolution for feature extraction, which is crucial for the performance of anomaly
detection models.

Clustering-based methods and traditional graph pooling techniques, such as Max-pool and
Avg-pool, showed limited performance gains, even with an increased privacy budget. The
minimal improvements suggest inherent limitations in these methods ability to generalize
across diverse and distributed datasets, particularly since clustering algorithms were not fed-
erated and operated independently and both the Max and Avg pooling are static graph pool-
ing layers. Max-pool achieved an average F1 score of 0.85, while Avg-pool reached only 0.80,
indicating that both approaches struggle with the complexity of federated graph data. These
findings point to the need for more advanced models, like federated clustering algorithms,
which could better manage privacy constraints and improve feature extraction at the FCNN
level.

Overall, the findings strongly support the effectiveness of GNN-based pooling methods within
federated learning frameworks, particularly under privacy requirements. Both ASAPooling
and DiffPool consistently demonstrated high performance and adaptability, effectively over-
coming the challenges associated with federated environments.
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4.6.3 Application to Fraud Detection

Dataset Client Local
F1

Local+AS
Δ%in F1

FL
Δ%in F1

FL+AS
Δ%in F1

Diff
(Δ%)

Synthetic Data

1 0.81 +2.0% +3.6% +5.1% +1.5%
2 0.83 +2.3% +3.0% +4.6% +1.6%
3 0.82 +2.1% +3.3% +5.5% +2.2%
4 0.80 +2.5% +3.9% +6.1% +2.2%
5 0.82 +2.4% +3.8% +5.6% +1.8%

Brazilian Bank

1 0.73 +1.9% +5.0% +7.8% +2.8%
2 0.71 +2.1% +5.5% +7.4% +1.9%
3 0.74 +1.6% +6.3% +7.0% +0.7%
4 0.70 +2.0% +5.7% +7.2% +1.5%
5 0.72 +1.8% +6.1% +7.5% +1.4%

Table 4.2: Impact of Federated Anomaly Score (AS) Integration on Federated Fraud Detection Performance, Measured by
F1 Score Improvements.

We evaluated the integration of the Federated Anomaly Score (AS) derived from our pro-
posed anomaly detection framework, which is backed by DiffPoo GNN-based methods, into
a federated fraud detection model. The results, as shown in Table 4.2, demonstrate a signif-
icant improvement in the F1 scores when AS is used as an input feature. For the synthetic
dataset, incorporating AS led to an increase in F1 score of 1. 5% to 2. 2% between all clients,
while the Brazilian Bank dataset showed gains ranging from 0.7% to 2.8%. These enhance-
ments underscore the effectiveness of the AS, particularly due to its ability to capture diverse
transactional anomalous patterns through DiffPool.

Overall, the integration of the anomaly score within the federated learning framework signifi-
cantly boosts fraud detection accuracy while preserving privacy. The consistent performance
improvements across different datasets and clients highlight the robustness and applicability
of the proposed method in real-world financial environments, where maintaining data pri-
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vacy is crucial.

4.6.4 Personalized Private Features

Pearson Spearman Kendall dCov[SRB07]

G
eo
de
sic

D
ist
an
ce Location Representation

Bearing Angle 0.8349 0.6107 0.4337 0.7190
Euclidean Distance 0.9509 0.9148 0.7814 0.9452
Cosine Distance 0.9150 0.9148 0.7814 0.9291
Manhattan Distance 0.9549 0.9116 0.7711 0.9435
Minkowski Distance 0.9450 0.9147 0.7810 0.9437
Chebyshev Distance 0.9359 0.9144 0.7801 0.9416

T
im

eD
iff
er
en
ce Temporal Representation

Euclidean Distance 0.6294 0.5898 0.4289 0.5932
Cosine Distance 0.5000 0.4901 0.3398 0.4818
Manhattan Distance 0.6305 0.6137 0.4323 0.5905
Minkowski Distance 0.6318 0.5823 0.4359 0.5997
Chebyshev Distance 0.6325 0.5716 0.4514 0.6044

Table 4.3: CorrelationAnalysis of Location and Temporal Vectorial Representations. The table summarizes the preservation
of distance, orientation, and time relationships using different correlation methods.

A critical aspect of our framework is the integration of personalized private features within
the federated learning model. Through simulations involving 100,000 data pairs, we evalu-
ated the correlation between the privacy-preserving embeddings and real-world metrics. The
effectiveness of feature privatization was assessed under a controlled simulation environment,
focusing on the relationship between actual values and their embedding-based representa-
tions.
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Figure 4.5: Temporal Embedding Distance
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Figure 4.6: Spatial Embedding Distance
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The correlation analysis is conducted under a personalized differential privacy mechanism,
detailed in 3, with a privacy budget ε set between 0.01 and 1 and a constant privacy param-
eter δ = 10−4, revealed that our embeddings maintain strong spatial and temporal relation-
ships despite privacy constraints. Given the sensitive nature of the data attributes involved,
these findings underscore the importance of carefully selecting privacy budgets and their dis-
tributions, as they can significantly impact both the accuracy and stability of the proposed
framework.

For location-based features, geodesic distance and bearing angle exhibited high correlations
across various metrics, with Pearson correlations of 0.95 and 0.83, respectively. These find-
ings indicate that location embeddings effectively preserve spatial distances and directional
orientation, essential for accurate geospatial modeling. The strong linear trends observed in
the geodesic distance and bearing angle figures 4.7 and 4.6 further support this conclusion.

Temporal features showed moderate correlations, with a Pearson correlation of 0.62 for time
differences. While these embeddings capture the cyclical nature of time, the variability in the
time difference figure 4.6 suggests some limitations in representing finer temporal details.
Nonetheless, the correlations are sufficient to support robust temporal modeling in privacy-
sensitive applications.

These results highlight the robustness of our privacy-preserving feature engineering approach,
demonstrating that even under stringent privacy constraints, the embeddings retain critical
characteristics of the original data. This emphasizes the need for precise calibration of privacy
parameters to ensure optimal model performance in federated learning environments.

4.7 Conclusion

In this chapter, we presented a federated learning framework for privacy-preserving behav-
ioral anomaly detection in financial transactions. Utilizing Graph Neural Networks on dy-
namic graphs, our approach captures the evolving nature of transactions while preserving
cardholder privacy. By integrating a novel negative sampling technique, we effectively trained
anomaly detection models without labeled data. Our experimental results, using datasets

107



CHAPTER 4. … 4.7. CONCLUSION

from both a US bank and a Brazilian bank, demonstrated that deep learning-based meth-
ods, particularly ASAPooling and DiffPool, outperformed traditional clustering-based ap-
proaches, with significant improvements in fraud detection accuracy.
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CHAPTER 5. … 5.1. INTRODUCTION

5.1 Introduction

Tokenizers are tools or algorithms used in Natural Language Processing (NLP) to convert
text into an organized structure, typically by breaking it down into smaller units known as
tokens, which can be words, subwords, characters, or bytes. These tools are fundamental to
most state-of-the-art Language Models (LMs) utilized in various downstream NLP tasks, and
are mainly trained on a centralized dataset. However, this data-centric LM training approach
faces challenges when individual data, especially sensitive and personally identifiable infor-
mation (PII), cannot be centralized or exposed for processing in industries such as healthcare
and finance in a cross-silo setting. Federated learning [MRTZ17] presents a novel solution
by facilitating collaborative model training across multiple clients without the need for direct
data sharing, thus offering privacy-preserving guarantees [DR+14]. This method, which
contrasts with traditional LM training, allows clients to train local models with initial pa-
rameters from a (trusted) central server and only share back the updated local parameters for
global aggregation. These become the new global parameters for all client models. After sev-
eral rounds, the aggregator server shares the final model parameters. This paradigm adheres
to regulations like the General Data Protection Regulation (GDPR) in the European Union
by supporting collaborative learning without exposing sensitive individual information, such
as bank transactions, geographical locations, and textual communications.

Privacy-preserving language models, focusing on the transformer architecture with its Em-
bedding, Encoder, and Decoder components, are increasingly trained in federated settings
for enhanced privacy [LHZ+21, TWL+22]. Despite this progress, these models do not in-
clude tokenizers trained in federated settings. This limits achieving a truly end-to-end fed-
erated LM. Across the different frameworks proposed [LHZ+21] [CWW+23], tokenizers
are initialized from an existing public tokenizer, even for domain-specific downstream tasks
[YLW23], due to their parameterless structure and training process.

Previous works, such as the federated heavy hitters algorithm [ZKM+20], adapt distributed
frequent sequence mining for word-level discovery but are primarily suited for word/sub-
word WordPieces-based tokenizers. In [BSvD+22], tokenizers are learned through sampling
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and auto-regressive text generative federated models, yet these approaches face limitations
due to biases and high computational costs. However, these approaches are not applica-
ble to the most widely used state-of-the-art subword/char/byte-level BPE-based tokenizers
[SHB15, WCG20], defined as a subword tokenization technique for merging the most fre-
quent pairs of characters or character sequences. Our focus is on BPE, which, unlike Word-
Pieces, ensures no out-of-vocabulary (OOV) terms, and unlike SentencePiece [KR18], it
does not require handling cross-boundary words. However, developing Federated Tokenizer
faces several significant challenges: ensuring privacy preservation to prevent leakage of sensi-
tive information during the training process, and achieving model convergence despite asyn-
chronous updates from participants, which can lead to unstable convergence.

Contributions. In this chapter, we address these challenges by focusing our experiments
on real-world financial data for efficiency, privacy, and robustness. Our contributions are as
follows.

• We introduce a Federated Byte-level BPE Tokenizer algorithm to train a tokenizer across
distributed datasets in real-world scenarios.

• We compare state-of-the-art generic and domain-specific pretrained tokenizers, high-
lighting their performances and trade-offs. Our results show that the federated tok-
enizer outperforms and competes with centralized pretrained tokenizers.

• We analyze the impact of federated tokenizer algorithm parameters, including the num-
ber of participants, partial data sharing, and privacy budget, on text compression per-
formance. Our findings indicate that the privacy budget significantly affects perfor-
mance, while partial data sharing acts as a regularization technique with minimal im-
pact.

5.2 Related Studies

In this chapter, we are interested in federated learning, with a specific emphasis on the tok-
enization algorithms used in language models and the associated privacy concerns.
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Tokenizers in Language Models.
Tokenization serves as a initial step in language models in both training and inference, trans-
forms raw text into a model-understandable format. Techniques like WordPiece [WCG20],
Byte Pair Encoding (BPE) [SHB15], SentencePiece [KR18], and Byte-level BPE [WCG20]
are fundamental in language model pretraining. Recent studies have explored the impact and
effectiveness of various tokenization techniques. Studies by [DRD19] and [TYŞO23a] reveal
how tokenization strategies, from BPE merge counts to granularity levels in low-resource lan-
guages, influence model performance. Insights from [NTPV20] into BERT’s word-level to-
kenization highlight a preference for frequency over semantics, while [LBM23] discusses the
selection of optimal tokenizers for multilingual models through extensive experimentation.
Furthermore, the works by [RPV+21], [PLMTB24], and [BGBV22] explore the monolin-
gual performance of multilingual models, the introduction of language biases, and the rep-
resentation of OOV terms, respectively. However, these studies predominantly focus on the
impact of tokenizers in multilingual settings, yet there remains a notable gap in examining
their efficacy within domain-specific monolingual contexts.

Tokenizers in Federated Learning.
Studies focusing on language models within federated learning frequently employ word-level
tokenization. While some research, such as [MRTZ17], constructs vocabularies from pub-
licly available datasets, it is common to utilize standard pretrained tokenizers, subsequently
fine-tuning the entire or partially language model for both generic [MRTZ17, AGM+22,
KMS+21] and domain-specific downstream tasks [SR23, BRNM21]. Previous research on
privately finding vocabulary items, such federated heavy hitters algorithm [ZKM+20], has
been utilized for word-level discovery mainly from a single sequence per participant with a
large privacy budget, rather than for training a tokenizer. With the rising attention on fed-
erated tokenizers, recent work by [BSvD+22] introduces a method for learning a tokenizer
through sampling, leveraging auto-regressive text generative models. This method applies to
both off-the-shelf and federated pre-trained models using a publicly trained tokenizer τpub,
based on a public corpus. Then learns a new tokenizer by prompting the text generative
model to generate new tokens. This approach, however, is limited by biases in the prediction
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head, that reflect the word frequency used to train the public tokenizer in the pretraining cor-
pus [KKYI23]. Additionally, the [BSvD+22] method requires training a language model in
a federated learning setting, which is both expensive and unnecessary for training a tokenizer.
Different from [ZKM+20, BSvD+22], our goal is to develop a bytes-level tokenizer specifi-
cally designed for a federated learning setting, by training on the vocabulary corpus instead
of raw text itself. Researchers can potentially create different char-level tokenizers following
our approach, if the tokenizer doesn’t require to overlapping word boundaries, such Senten-
cePiece.

5.3 Problem statement

5.3.1 Preliminaries

Tokenizer.
Tokenizers transform a string w into sequence of non-empty strings based on the vocabu-
lary V obtained through the training of a tokenizer algorithm on text corpus D. The func-
tion τ(w) represents the tokenization process, systematically producing all possible token
sequences from w by repeatedly applying rules from V until no further rules apply. Tok-
enization is defined formally in [BvdM23] as follows:

Definition 1. Given an Σ as a finite set of symbols, the process of tokenization for a string
w ∈ Σ∗ is the transformation of the string w into a sequence of tokens u1, u2, . . . , ul, where each
ui ∈ Σ+ for 1 ≤ i ≤ l given a collection of tokenization predefined rules V that guide the
segmentation of a string into tokens. The operation of recombining these tokens into the original
string w is facilitated by a concatenation function π, such that w = π(u1, u2, . . . , ul).

Federated Learning.
Federated learning trains a shared global model F using an aggregation protocol such as av-
eraging involving N distributed participants (clients), each agreeing to train a local model f
starting with the same initial configuration θ. Mathematically, let us assume that allN clients,
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where the data reside, are available. Let Di represent the data associated with client i, and ni
the number of samples available, with a total sample size is

∑N
i=1 ni. Following [MRTZ17],

this setup aims to solve an empirical risk minimization problem of the form :

min
θ∈Rd

F(θ) =
N∑
i=1

ni
n
Fi(θ) where Fi(θ) =

1
ni

∑
x∈Di

fi(θ), (5.1)

where d is the model parameters size to be learned.

Local Differential Privacy.
Local Differential Privacy (LDP) is a state-of-the-art privacy preservation technique that ad-
dresses the potential risk of an aggregation protocol at the server level to steal, expose, or leak
clients’ privacy over training rounds. In this setting, each client performs randomized pertur-
bation on local data before sharing model parameters with the server, which then performs
the aggregation protocol to obtain effective global model parameters. The same applies to
statistics. LDP is defined formally in [KLN+11] as follows:

Definition 2. For a randomized algorithm M, its definition domain and range are D(M)

and R(M), respectively. For any two records I and I′ in D(M), their same output of M is S,
where S ⊆ R(M). If the following inequality holds, then the randomized algorithmMsatisfies
(ε, δ)-LDP,

Pr[M(I) = S] ≤ eε · Pr[M(I′) = S] + δ. (5.2)

where the parameter ε is called the privacy budget, refer to the privacy protection level of the
client data can be adjusted through this parameter.And the parameter δ is called sensitivity of
M, and represents the tolerance for the probability of ε deviating from its expected privacy
guarantee, reflecting the maximum impact a single individual can have on the locally trained
parameters or statistics. In practice, a larger ε means that the lower the privacy protection
level M with a higher utility.
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5.3.2 Problem Definition

In a federated setting comprising N participants denoted as {Ci}Ni=1, each with a private local
dataset Di, our goal is to construct a federated tokenizer τFed. This tokenizer should effi-
ciently leverage all local datasets without compromising data privacy. The challenge lies in
maximizing the similarity between τFed and an hypothetical global tokenizer τGlobal, which
would be constructed using a unified dataset D =

⋃N
i=1 Di. Formally, our goal is to:

maximize sim(τGlobal, τFed) (5.3)

Here, sim(., .) represents the similarity measure between τGlobal and τFed. Assessing this sim-
ilarity poses a unique challenge, as tokenizers with divergent training datasets and differing
vocabulary sizes can yield equivalent outputs. To effectively assess this similarity, we propose
utilizing metrics derived from the tokenization output of both tokenizers across the federa-
tion corpus. Specifically, we aim to:

min
τFed
F(τFed) =

N∑
i=1

ni
n
Fi(τFed) where Fi(τFed) = H(τFed(Di)), (5.4)

whereH(·) denotes a suitable metric computed over the tokenized output from τFed applied
to each local datasetDi. This approach ensures the tokenizer efficacy in approximating τGlobal

while preserving the privacy of the federated learning participants.

5.4 Our approach

In this section, we describe our methodology for creating a privacy-preserving tokenizer in a
federated environment, aligned with data protection norms. Our approach starts with the
local construction of vocabularies across participating entities, crucial for enhancing both pri-
vacy and effectiveness [DSR24], and beneficial for domain-specific NLP tasks [TYŞO23b].
We then implement a modified Byte Pair Encoding (BPE) algorithm within a federated learn-
ing framework [YLCT19], integrated with differential privacy [DR+14]. The aggregation
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of these local vocabularies forms our federated BPE tokenizer, with further details in the fol-
lowing subsections.

5.4.1 Privacy-aware data pre-processing

Figure 5.1: Automated Pipeline for Privacy‐aware Vocabulary Corpus Builder.

Figure 1. shows a standardized pipeline for automated and privacy-aware vocabulary corpus
builder, which can be enriched with different techniques depending on the use case. For fi-
nancial domain, processing documents related to customer must to be aligned with GDPR
in European Union and CCPA in the United State. The pipeline takes a financial document
likely with personal information as input and returns a compliant corpus vocabulary as out-
put.
Our designed pipeline is composed of four main steps, steps ¬–¯ illustrated in Figure 1, to
ensure that the federated tokenizer operates without direct exposure to raw text data, thereby
safeguarding the confidentiality and integrity of personal information throughout the tok-
enization process.

¬ Text Pre-Annotations. In this initial phase, a pretrained Named Entity Recognition
(NER) pipeline is employed to systematically annotate the text within the input documents.
The tagging operation classifies, or not, text segments in each document into specific cate-
gories based on contextual and the specific NER model applied. Our methodology rely on
NERPII model [MMG23], specifically targets the identification of a NER entities related to
PII, chosen specifically to enhance data privacy protection. Here are the categories targeted
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due to their importance: Person Name, Email Address, Phone Number, Contract Number,
Identification Number, and Zip Code / Address. Other distinct categories can be tagged, for
further details on the NER model’s capabilities, we refer the reader to [LSHL22].

Below are the NER categories targeted due to their importance.

• Person Name: full/first/last names of individuals, could be an agent or the customer
names.

• Email Address: identifies email addresses within the text.

• Phone Number: captures various formats of phone numbers.

• Contract Number: denotes alphanumeric sequences that represent more than mere
words or numbers, including financial identifiers like IBANs and BICs.

• Identification Number: are unique identifiers such as social security or passport num-
bers.

• Zip Code / Address: recognizes patterns corresponding to zip codes and broader ad-
dressing schema.

In addition to outlined categories above, NER models are capable of identifying other dis-
tinct entity types depending on the use case, i.e. SetGNER for general NER tasks [HT22].
For further details on the NER model’s capabilities, we refer the reader to [LSHL22].

­ Text Masking. In this step, we apply text anonymization to NER-identified segments
within our entire collection of documents. Recent studies [PL23], [LLA+23], [LBR23]
have explored various anonymization techniques—such as wiping, masking, or employing
placeholders—and their impacts on language model performance alongside the balance be-
tween privacy and utility. In selecting the wiping technique for our federated tokenizer, we
focused on its efficiency in removing specific NER-identified sensitive data, favoring a di-
rect and less complex approach to minimize the potential for re-identification over other text
anonymization techniques.
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® Pre-Tokenization. This step reply on the anonymized documents from steps ¬ and ­

to automatically segment the text into granular segments, preparing it for the our tokeniza-
tion algorithm by using a predefined regular expressions to break the input sequence of text
into segments by greedily matching the following regular expression:

(?\p{L}+|?\p{N}+|?ˆ\s\p{L}\p{N}|\r\n|\s+(?!\S)|\s+)

Inspired by recent studies on pre-tokenizers, our regex configuration is composed of digital-
aware regex pattern, known as the Digit Tokenizer [CND+23, NJL21] in placing each digit
separate segment, alongside with a punctuation-aware regex pattern, the Punct Tokenizer,
based on promising results in [DSR24] for efficient tokenizer training.

¯ Vocabulary Builder. Following pre-tokenization, this phase constructs the corpus vo-
cabulary from the tokenized document outputs of step ®. Utilizing a counting function F, it
counts each token’s frequency across the anonymized corpus. The datasetD = {d1, d2, . . . , dN},
encompasses all documents, with each di representing a sequence of tokens, denoted by di =
{wi

1,wi
2, . . . ,wi

n}. Moreover, W = {w1,w2, . . . ,wm} signifies the set of unique tokens
within D, thus ensuring W is a subset of any d ∈ D, where m ≤ n.
We can formally express the count function F(D) as follows:

F(D) = {(wi,
∑
d∈D

count(wi, d)) |wi ∈W}

This results in a set of tuples, represented byD = {(wi, fi)|wi ∈W},where each tuple pairs
a unique tokenwi with its frequency of occurrence withinD, denoted by fi = FD(wi). In ac-
cordance with [WCG20] and [RWC+19], every token inW is converted into a byte sequence
instead of Unicode characters, facilitating the training of byte-level tokenizers, where wi will
exclusively denote a sequence of bytes, underlining our focus on byte-level tokenization.
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5.4.2 Federated BPE Tokenizer

Algorithm 4: Federated Byte-level BPE (1/2)
Require: clients C = {Ci}Ni=1, associated datasets {Di}ni=1

Parameters: k - Target vocab size, θ - threshold, ε and δ - privacy budget, p - Percentage of data fromDi,
K - Fraction of clients used in each round.
▷Initial local tokenizer vocabulary

1: Vsize ← 256
2: for all Ci in C do
3: Ci.vocab← all possible byte values (0 to 255)
4: Ci.merges← {}
5: end for

▷Initial tokenizer training
6: whileVsize ≤ k do
7: C′ ←RandomSampler(C,K) Single-Token Aggregation Phase
8: L← {ClientSendTuples(Ci, ∅) |Ci ∈ C′}
9: U← ServerAggregateTuples(L, θ)

10: C′′ ←RandomSampler(C,K) Token-Pair Aggregation Phase
11: L← {ClientSendTuples(Ci,U) |Ci ∈ C′′}
12: B← ServerAggregateTuples(L, θ)

▷ Update Tokenizer and Local Vocab.
13: if B = ∅ then
14: break {No Vocabulary Left}
15: end if
16: Bmax ← B[0]
17: (tL, tR)← Bmax[0],Bmax[1]
18: for all Ci ∈ C do
19: ClientTupdateDataset(Ci, tL, tR)
20: end for
21: Vsize ← Vsize + 1
22: end while

We detail our Federated Byte-level BPE algorithm, an efficient, privacy-preserving tokenizer
within a federated framework, in Algorithms 1 and 2. Following the BPE framework [SHB15,
WCG20], participants Ci start with datasetsDi (step 4 outcome). The algorithm initializes
the local tokenizer vocabulary of byte values (0-255) and an empty set of merges (Algorithm
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1, lines 1-5) then iteratively expands the vocabulary to size k through two main aggregation
phases per iteration.

• Single-Token Aggregation Phase (Algorithm 1, lines 7-9): A subset of clients is ran-
domly sampled, and they collectively send their single-token tuples to the server, which
aggregates the tuples frequency of single-tokens and sends them back to a subset of
clients.

• Token-Pair Aggregation Phase (Algorithm 1, lines 10-12): Following the single-
token phase, a different subset of clients is sampled to receive the aggregated tuples
from the server then generate token-pair tuples where one of token-pair must be in re-
ceived single-tokens, and send back to the server to find the most frequent token-pair
(Algorithm 2, lines 1-18).

If no vocabulary can be aggregated further (Algorithm 2, line 11) through all participants, in-
dicating thatB is empty (Algorithm 1, line 13), the process halts for that iteration and the tar-
get tokenizer vocabulary size is not reached. Otherwise, the most frequent tuple is identified
(Algorithm 1, lines 16-17), and each client updates its local tokenizer vocabulary and dataset
by merging the newly discovered byte pairs accordingly (Algorithm 1, lines 18-20). For a
clearer understanding, here are the core procedures for client-server interactions in our sys-
tem: RandomSampler(C,K) selects a subsetK from setC, crucial for privacy and efficiency.
ClientSendTuples(Ci, S) has clients generate tuples from data samples; if S is empty, only
single tokens are processed and empty vocabularies return a special tuple. ServerAggregate-
Tuples(Ci, θ) involves the server aggregating received tuples and applying a frequency thresh-
old θ to maintain relevant data. ClientUpdateDataset(Ci, tL, tR) updates local vocabular-
ies to reflect global changes, ensuring synchronization in the progress of federated learning.
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Algorithm 5: Federated Byte-level BPE (2/2)
1: Procedure ClientSendTuples(Ci, S):
2: D′

i ←RandomSampler(Di, p)
3: if S = ∅ then
4: U ′

i ←GetUnigrams(D′
i)

5: Singles← Sort{(tL, f) | tL ∈ U ′
i }

6: T← {(tL, f+ L(0, δ
ε )) | (tL, f) ∈ Singles}

7: else
8: B′i ←GetPairs(D′

i)

9: Pairs← Sort{((tL, tR), f) | (tL, tR) ∈ B′
i , tL ∈ S}

10: if Pairs = ∅ then
11: return (”NVL”, 0) {No Vocabulary Left}
12: else
13: T← {(pair, f+ L(0, δ

ε )) | (pair, f) ∈ Pairs}
14: end if
15: end if
16: Tmax ← T[0]
17: return Tmax

18: EndProcedure

19: Procedure ServerAggregateTuples(L, θ):
20: Tpool ←

⋃
(keyi,fi)∈L{(keyi, fi)}

21: Tagg ← {(key,
∑

j|keyj=key fj)}key∈Tpool

22: Tfiltered ← Sort{key | (key, f) ∈ Tagg, f > θ}
23: return Tfiltered

24: EndProcedure

25: Procedure ClientUpdateDataset(Ci, tL, tR):
26: mergedToken← tL + tR
27: for each w inDi do
28: if w contains tL followed by tR then
29: w←Replace ”tL tR” with mergedToken in w
30: end if
31: end for
32: Ci.vocab← Extend(Ci.vocab,mergedToken)
33: Ci.merges← Extend(Ci.merges, (tL, tR))
34: EndProcedure
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After all iterative rounds, each client’s tokenizer is generated for the target number of tokens
k within 2k federated rounds, resulting in a tokenizer size of 256 + k unless the algorithm
halts (Algorithm 1, line 14). We didn’t study the communication overhead due to the lim-
ited bytes exchanged per round. However, a limitation of our work is the time complexity
of O(2kN logN), which increases linearly with the number of rounds k, compared to the
traditional BPE complexity of O(N logN)[ZMG+23].

5.4.3 Privacy Protection

Here we highlight our efforts in protecting privacy by building a federated tokenizer through
two privacy mechanisms.
First, we begin our algorithm with k as the target number of tokenizer vocabulary size, set-
tingK as the number of clients to sample without replacement within a uniform distribution
and θ as the minimal frequency for tokens. In every round, we derive two subsets from all
the clients C: with (a) uniformly sampled K clients without replacement C ′ ⊂ C, for single
token selection, and (b) uniformly sampled K clients without replacement C ′′ ⊂ C, for pair
token selection predicated on previously selected single tokens to extend the already discov-
ered merges (pair tokens), with respect to the thresholding operation θ. This approach ensure
not only k-anonymity properties but also reinforces differential privacy, as demonstrated in
[ZKM+20, Theorem 1], where k = θ.

Given our dual-faceted process, we defineM1 as a global privacy mechanism, inherently def-
erentially private, as substantiated by [ZKM+20, Den80]. In instances where a client Ci is
randomly chosen in both C ′ and C ′′ for the discovery of token pairs, only those pairs that ex-
ceed the frequency threshold θ are evaluated. Thus,M1 improves a form of privacy by locally
excluding low-frequent tokens, potentially identifiable.

Finally, the local private token frequency is carried out using a different mechanismM2 re-
lying on Local Differential Privacy, denoted by (ε, δ)-LDP. First, we define p ∈ [0, 1] as the
subset ratio for sampling local client dataset, where we subsample D′

i ⊂ Di, following a
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uniform distribution without replacement, then we add a controlled random noise sampled
from Laplace distribution to the local frequency distribution of single and pair tokens, FD′

i
.

As a result, theM2 mechanism enhance privacy and retains utility by using both subsam-
pling [BBG20] and for noise addition [KLN+11].

Following our second mechanism, let w be a single or pair token in Di and due to the ran-
domness inherent in the uniform subsampling process used inM2, the expected frequency
can be expressed as;

E[FD′
i
(w)] = p× FDi(w);

where E[FD′
i
(w)] is the expected frequency of token w in the Di. Due to the subsampling

perturbation introduced,D′
i might not perfectly reflect the distribution ofDi, this process

can be likened to the effects of BPE-dropout [PEV19]. By integrating the Laplace noise and
subsampling, we ensures a deviation in the original distribution that will effectively mask
these variations with a privacy budget ε.

|FD′
i
(w)− FD′

i ,noisy(w)| ≤ ε

Although both mechanisms increase the level of privacy separately, their sequential combina-
tion, as described in the composition theorem [DR+14], forms a unified mixture mechanism
M. This integration involves employingM1 to protect against identifying rare token pat-
terns andM2 to add controlled random noise to the local frequency distributions of tokens.
The resultant mechanismM achieves ε′ = ln (1 + p(eε − 1)) and δ′ = pδ, according to
[BBG18, Theorem 9], while not relying solely on k anonymity for privacy [ZKM+20].

5.5 Design of experiments

In this section, we describe the datasets and metrics used and the experiment set up to assess
and evaluate the efficacy of the proposed FedByteLevelBPE algorithm.
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5.5.1 Real Dataset

We utilize the CFPB* open dataset, initially for risk monitoring in financial consumer ser-
vices, now repurposed for federated learning in NLP. Unlike previous studies [LDCH22],
we distributed the data set between 30 US financial institutions based on the CompanyName,
encompassing 680,086 complaints from January 2016 to May 2023, totaling about 90 mil-
lion tokens. This partitioning forms a natural cross-silo setup, mirroring real-world data vari-
ations and is processed uniformly as described in section 5.4.1.

5.5.2 Evaluation Metrics

Tokenizer performance evaluates the relationship between input text and output lengths to
assess how effectively the tokenizer encodes and compresses data. We focus on two metrics:
tokenizer’s fertility (ψ), which measures the average subtokens per token, reflecting granular-
ity (ψ ≥ 1 indicates optimal dataset tailoring), given by:

ψ(τ) =
1
|D|

∑
s∈D

|τ(s)|
|s|

(5.5)

and the proportion of continued words (Π), which assesses the tokenizer’s tendency to split
words, calculated by:

Π(τ) = 1− |D|∑
s∈D |τ(s)|

(5.6)

These metrics, ψ and Π, scale from individual tokens to datasets by considering D as either
concatenated sentences for vocabulary-level or as document collections for broader evalua-
tions.

*The Consumer Financial Protection Bureau (CFPB) database: link
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Table 5.1: Hyperparameter Tuning Space for the FedByteLevelBPE Algorithm

Hyperparameter Definition Search Interval
θ Minimal frequency per tokens {8, 15, 22, 30}
ε Privacy budget for (ε, δ)-LDP {10−3, 5 · 10−3, 5 · 10−2, 10−1, 5 · 10−1, 1, 2}
p Percentage of data from Di {0.7, 0.8, 0.9, 0.95, 1.0}
K Fraction of clients in each round {0.25, 0.5, 0.75, 1.0}

5.5.3 Approach for Comparison

We assess our algorithm against recent tokenizer models by classifying tokenizers into three
types: Public Tokenizer τpub, using a general corpus; Local Tokenizer τloc, trained on data
from a single institution; and Federated Tokenizer τfed, developed in a federated learning
context. Each category utilized an identical setup with a vocabulary size of 50257. Specif-
ically, 30 local tokenizers were trained for individual financial institutions, and a federated
tokenizer aggregated insights from all datasets, with performance metrics averaged across fed-
erated datasets. The details of the hyperparameters of the FedByteLevelBPE algorithm are
detailed in Table 5.1, where the tokenizer vocabulary is fixed at 50257, δ is set to 1 according
to [AFG16], and a total of 560 hyperparameter configurations are evaluated across the 30
client nodes. These evaluations were conducted using the flwr framework on a server with
a 32 core CPU and 128 GB RAM running Ubuntu 22.04.
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5.6 Experiments and results

5.6.1 Hyperparameter Tuning Results

Figure 5.2: Parallel Coordinates Analysis of 560 Hyperparameter Combinations Affecting Federated Tokenizer Perfor‐
mance: Fertility and Proportion of Continued Words. Optimal parameters are highlighted with a red line.

In this section, we conducted a comprehensive hyperparameter tuning for FedByteBPE, ex-
ploring the sensitivity of the algorithm to each parameter through a grid search detailed in
Table 5.1. Figure 5.2 shows the impact of the parameters on the tokenizer’s performance at
the document level, particularly metrics Π and ψ.

In our analysis of the privacy parameter ε, we explored the lower and upper bounds of the
privacy impact on the tokenizer’s performance relative to our ground truth, the hypothetical
centralized tokenizer, with ψ of 1.07 and Π of 0.06 as upper bound benchmark for our com-
parison.

• High Privacy Budget (ε ≥ 10−2): When ε is set higher, less noise is introduced, re-
sulting in better performance metrics that closely align with those of the hypothetical
centralized tokenizer. Specifically, the fertility ψ exhibits a minimal decrease ranging
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from -2.8% to -0.93%, compared to the centralized tokenizer. This indicates high util-
ity with minor privacy trade-offs. Similarly, the proportion of continued words Π also
shows slight decrease, ranging from -1.67% to -1.33%, suggesting better preservation
of linguistic structure under lower noise conditions. However, this setting carries a
potential risk of exposing sensitive information due to minimal data perturbation.

• Low Privacy Budget (ε ≤ 5 · 10−4): A lower ε adds more noise, significantly en-
hancing data privacy but reducing utility. This leads to greater deviation from the
centralized tokenizer’s performance, with the proportion of continued words Π and
fertility ψ showing a decrease, ranging from -3.0% to -2.0% and -7.48% to -3.74% re-
spectively. Under these conditions, the tokenizer tends to generate more subtokens
per input token at the document level, reflecting decreased efficiency and a stronger
emphasis on privacy.

In a high privacy budget setting, our analysis revealed that sub-sampling of data, parameter-
ized by p, significantly enhances tokenizer construction by introducing diversity or regular-
ization, while the number of clients (K) has a marginal impact, suggesting redundancy in
vocabulary does not significantly alter performance beyond a certain participant threshold.
Furthermore, increasing θ narrows the vocabulary, enhancing tokenizer efficiency. These
optimizations led to a refined performance close to our ground truth emphasizing the robust-
ness of θ and p in achieving optimal tokenizer functionality in federated settings without the
need for excessively large numbers of participants per round.
To this end, identifying a universal set of parameters that optimally balance privacy and utility
proved challenging. However, the proposed algorithm demonstrated considerable robust-
ness in terms of participant numbers and the volume of shared data, within the constraints
of a given privacy budget. Consequently, we have empirically selected the best hyperparame-
ters (marked by the red line in Figure 5.2), where θ = 24, ε = 0.01, p = 0.8, andK = 0.5 are
used to build the the Federated Tokenizer τfed. The τfed tokenizer achieve ψ of 1.09 and Π of
0.08, representing decreases of -1.86% and -1.67%, respectively, compared to the hypothetical
centralized tokenizer.
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5.6.2 Performance Comparison Across Tokenizers

This section provides a comparative analysis of the performance of various tokenizer models.
Table 5.1 show state of the art generic and domain specific pretrained tokenizer, where the
reported performance is the average cross 30 distributed datasets, same for local, centralized
and federated tokenizers. We focus on two primary metrics in section 5.5.2 at both the vo-
cabulary and document levels.

At the vocabulary level, public tokenizers pretrained on generic corpora exhibit higher fer-
tility ψ rates and proportion of continued words Π. On the other hand, the performance
of domain-specific tokenizers show more tailored performance. However, models like Fin-
GPT and FinMegatronGPT that supplement their training data with public corpora due to
limited open-source financial datasets shows a decrease in the Π by approximately 1.9% com-
pared to BERT, reflecting a modest enhancement in maintaining more original word forms.
Still GPT3.5-Turbo stands out among generic models with a competitive performance that
approaches domain-specific models due to its large-scale training base and the extremely high
tokenizer size. Seeking more efficiency and smaller models, FinBERT, FinancialBERT and
FLANG-BERT shows a best fertility ψ with a significantly lower proportion of continued
words Π. Given that the vocabulary level metrics treat all unique corpus words with equal
importance, we augmented our analysis with document level performance metrics, here fer-
tility is weighted by the frequency of each word in the corpus. Similarly, the proportion of
continued words is adjusted by the extent to which a document’s length changes.
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Model Name Size Vocabulary Level Document Level

ψ Π ψ Π

Off-The-Shelf Domain-General Tokenizers

τBERT[KT19] 30,522 2.18±0.21 0.54±0.04 1.13±0.03 0.10±0.02

τBART[LLG+19] 50,265 2.14±0.12 0.53±0.02 1.21±0.02 0.17±0.01

τGPT2[RWC+19] 50,257 2.14±0.12 0.53±0.02 1.21±0.02 0.17±0.01

τGPT3.5-Turbo
† 100,261 1.97±0.11 0.49±0.03 1.16±0.02 0.13±0.01

τT5[RSR+20] 32,100 2.01±0.18 0.50±0.04 1.11±0.02 0.10±0.01

τLlama2[TLI+23] 32,000 2.13±0.15 0.53±0.03 1.15±0.02 0.12±0.01

Average 2.09±0.15 0.52±0.03 1.16±0.02 0.13±0.01

Model Name Size Vocabulary Level Document Level

ψ Π ψ Π

Off-The-Shelf Domain-Specific Tokenizers

τFinGPT[YLW23] 32,000 2.13±0.15 0.53±0.03 1.15±0.02 0.12±0.01

τFinBERT[LHH+21] 30,873 1.91±0.13 0.30±0.05 1.08±0.01 0.07±0.01

τSecBERT
‡ 30,000 1.95±0.12 0.36±0.05 1.07±0.01 0.08±0.01

τFLANG-BERT[SCE+22] 30,522 1.90±0.14 0.37±0.05 1.07±0.01 0.07±0.01

τFinancialBERT[Haz22] 30,873 1.88±0.09 0.44±0.03 1.11±0.02 0.09±0.01

τFinanceDeBERTa[WLQ+22] 128,000 1.91±0.13 0.32±0.06 1.08±0.01 0.06±0.01

τFinMegatronGPT[Wu21] 50,257 2.14±0.12 0.53±0.02 1.21±0.02 0.17±0.01

τFinMegatronBERT[Wu21] 30,522 2.11±0.14 0.47±0.05 1.16±0.01 0.15±0.01

τFinanceDistilGPT2
§ 50,257 2.14±0.12 0.53±0.02 1.21±0.02 0.17±0.01

Average 2.00±0.13 0.43±0.04 1.13±0.01 0.11±0.01
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Model Name Size Vocabulary Level Document Level

ψ Π ψ Π

Local Domain-Specific Tokenizers

τEquifax 50,257 2.08±0.11 0.52±0.03 1.11±0.02 0.10±0.02

τExperian 50,257 2.08±0.11 0.52±0.03 1.11±0.02 0.10±0.02

τTransUnion 50,257 2.10±0.11 0.52±0.03 1.12±0.02 0.11±0.02

τBankOfAmerica 50,257 2.13±0.12 0.53±0.03 1.14±0.01 0.12±0.01

τJPMorganChase 50,257 2.13±0.12 0.53±0.03 1.14±0.01 0.12±0.01

τCitibank 50,257 2.15±0.12 0.53±0.03 1.14±0.02 0.12±0.01

τCapitalOne 49,724 2.18±0.12 0.54±0.03 1.14±0.02 0.12±0.01

τWellsFargo 50,257 2.13±0.12 0.53±0.03 1.14±0.01 0.12±0.01

τNavient 38,790 2.32±0.13 0.57±0.02 1.22±0.02 0.17±0.01

τSynchrony 40,141 2.29±0.13 0.56±0.02 1.19±0.02 0.15±0.02

τAmex 35,419 2.36±0.12 0.57±0.02 1.23±0.02 0.18±0.02

τU.S.Bank 37,226 2.34±0.12 0.57±0.02 1.22±0.02 0.17±0.01

τPortfolioRecovery 24,654 2.54±0.12 0.60±0.02 1.30±0.04 0.23±0.02

τPayPal 31,137 2.45±0.13 0.59±0.02 1.27±0.03 0.21±0.02

τBreadFinancial 28,016 2.48±0.12 0.60±0.02 1.27±0.03 0.21±0.02

τDiscover 32,855 2.39±0.12 0.58±0.02 1.25±0.02 0.19±0.01

τNationstar 36,530 2.35±0.12 0.57±0.02 1.23±0.02 0.19±0.01

τAES 28,364 2.47±0.12 0.59±0.02 1.27±0.02 0.21±0.01

τOcwen 36,203 2.36±0.12 0.58±0.02 1.24±0.02 0.19±0.01

τEncoreCapital 24,206 2.55±0.12 0.61±0.02 1.31±0.04 0.23±0.03

τTDBank 29,585 2.45±0.12 0.59±0.02 1.27±0.02 0.21±0.01

τPNC 28,940 2.47±0.12 0.59±0.02 1.28±0.02 0.21±0.01

τBarclays 26,127 2.51±0.12 0.60±0.02 1.29±0.03 0.22±0.02

τSantander 25,305 2.54±0.12 0.61±0.02 1.31±0.03 0.23±0.02

τAlly 24,917 2.55±0.12 0.61±0.02 1.33±0.02 0.24±0.01

τResurgentCapital 20,066 2.66±0.12 0.62±0.02 1.36±0.04 0.26±0.02

τUSAA 27,716 2.49±0.12 0.60±0.02 1.30±0.02 0.23±0.01

τERC 18,165 2.70±0.12 0.63±0.02 1.38±0.04 0.27±0.02

τNavyFederal 26,268 2.51±0.12 0.60±0.02 1.31±0.02 0.23±0.01

τCoinbase 19,605 2.69±0.12 0.63±0.02 1.42±0.03 0.29±0.02

Average 2.38±0.12 0.58±0.02 1.24±0.02 0.19±0.01
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Model Name Size Vocabulary Level Document Level

ψ Π ψ Π

Centralized/Federated Domain-Specific Tokenizers

τCentralized 50,257 2.03±0.12 0.51±0.03 1.07±0.01 0.06±0.01

τFederated 50,257 2.04±0.11 0.51±0.03 1.09±0.01 0.08±0.01

This section provides a comparative analysis of the performance of various tokenizer models.
Table 5.1 show state of the art generic and domain specific pretrained tokenizer, where the
reported performance is the average cross 30 distributed datasets, same for local, centralized
and federated tokenizers. We focus on two primary metrics in Section 5.5.2 at both the vo-
cabulary and document levels.

At the vocabulary level, public tokenizers pretrained on generic corpora exhibit higher fertil-
ity rates ψ and the proportion of continued words Π. On the other hand, the performance
of domain-specific tokenizers shows a more tailored performance. However, models like Fin-
GPT and FinMegatronGPT that supplement their training data with public corpora due to
limited open-source financial datasets shows a decrease in the Π by approximately 1.9% com-
pared to BERT, reflecting a modest enhancement in maintaining more original word forms.
Still GPT3.5-Turbo stands out among generic models with a competitive performance that
approaches domain-specific models due to its large-scale training base and the extremely high
tokenizer size. Seeking more efficiency and smaller models, FinBERT, FinancialBERT and
FLANG-BERT shows a best fertility ψ with a significantly lower proportion of continued
words Π. Given that the vocabulary level metrics treat all unique corpus words with equal
importance, we augmented our analysis with document level performance metrics, here fer-
tility is weighted by the frequency of each word in the corpus. Similarly, the proportion of
continued words is adjusted by the extent to which a document’s length changes.
At the document level, the performance differences between generic and domain-specific to-
kenizers are even more pronounced. Excluding domain-specific GPT-based models and BPE-
based tokenizers, generic models do not outperform their domain-specific counterparts. The
T5, as the best generic model, shows a ψ of 1.11 and a Π of 0.10, while FLANG-BERT, the
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best domain-specific model, outperforms it with a ψ of 1.07 and a Π of 0.07. This represents
a 3.6% improvement in fertility and a 30% reduction in word splits by FLANG-BERT com-
pared to T5, highlighting the substantial benefits of domain-specific tokenizers in reducing
unnecessary fragmentation and maintaining semantic integrity in specialized fields.
Local trained tokenizers developed for specific financial institutions, such as Bank of Amer-
ica, Citibank, and Wells Fargo, perform slightly better than generic models. However, they
are less effective compared to domain-specific models like FLANG-BERT. In a federated
learning environment, the Federated tokenizer τFederated exhibits competitive capabilities, with
a ψ of 1.09 and a Π of 0.08, closely approaching the performance of the hypothetical central-
ized tokenizer τCentralized with ψ of 1.07 and Π of 0.06. This shows that Federated tokenizer
not only outperforms all BPE-based and most WordPiece-based tokenizers but also provides a
robust privacy-preserving solution that nearly matches the top-performing domain-specific
model FLANG-BERT as centralized model in maintaining linguistic integrity in tokeniza-
tion.
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5.6.3 Bi-variate Analysis of Tokenizer Choices
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Figure 5.3: Parity Plot.

In our evaluation of the federated tokenizer, the model demonstrated strong performance
across a range of financial institutions, consistently outperforming a significant number of
pre-trained tokenizers that were trained in a centralized setting. Specifically, the federated
tokenizer outperformed 75% of the pre-trained tokenizers for most of the participating in-
stitutions, as indicated by the results for Equifax, Experian, TransUnion, Bank of America,
JPMorgan Chase, Citibank, Capital One, Wells Fargo, and others. This indicates that the fed-
erated model was superior to approximately 11 out of 15 pre-trained models in these cases,
for both key performance metrics: fertility (ψ) and the proportion of continued words (Π).

For certain institutions like Navient, U.S. Bank, and Barclays, the federated tokenizer out-
performed 87.5% of the pre-trained tokenizers, equating to surpassing about 13 out of 15
models. These results highlight the federated model’s ability to generalize well across both
generic and domain-specific tokenizers, irrespective of the underlying architecture (whether
BERT-based, GPT-based, or other). Consistent performance across different institutions
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and model families underscores the strength of the federated learning approach in creat-
ing domain-specific tokenizers that are not only competitive but often superior to centrally
trained tokenizers.

The federated tokenizer’s ability to integrate knowledge from distributed datasets, while pre-
serving privacy, positions it as a powerful tool in specialized domains like finance, where data
sensitivity and domain-specific language are critical. This success across different model ar-
chitectures further suggests that federated learning could be an effective strategy for develop-
ing robust tokenizers in other domains requiring tailored language processing capabilities.

However, it is also noteworthy that some domain-specific tokenizers, such as FLANG-BERT,
FinBERT, FinanceDeBERTa, and SecBERT, outperformed the federated model in certain
cases. These models often leveraged a centralized corpus that included data from all partici-
pating institutions, giving them a broader perspective and an advantage in capturing domain-
specific language nuances. Moreover, the use of word-based tokenization in many BERT-
based models, while effective, can sometimes lead to out-of-vocabulary (OOV) issues, a chal-
lenge partially mitigated by the extensive training data available in centralized settings.

Overall, the federated model’s performance, outperforming between 75% to 87.5% of the
pre-trained tokenizers, highlights its efficacy and potential as a privacy-preserving solution in
specialized domains. However, it also suggests that further refinement, potentially incorpo-
rating techniques from domain-specific models, could enhance its performance even further.

5.7 Conclusion

In this chapter, we presented the Federated Byte-Level BPE Tokenizer (FedByteBPE), a privacy-
preserving language model tokenizer leveraging federated learning. This approach allows
entities to train tokenizers locally, with centralized vocabulary aggregation ensuring robust,
domain-specific tokenization. Our empirical analysis, conducted on real-world financial datasets,
demonstrated that FedByteBPE consistently outperforms off-the-shelf and locally trained to-
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kenizers in vocabulary coverage and document-level performance, highlighting its effective-
ness for distributed language processing in the financial sector.
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6.1 Conclusion

In this dissertation, we presented multiple methodologies to address some of the critical chal-
lenges inherent in collaborative learning environment for the financial sector. The first con-
tribution of this work is the development of G-HIN2Vec [DSHS23a], a graph-level embed-
ding method designed specifically for heterogeneous information networks for cardholder
representation. By leveraging an unsupervised learning framework trained with a double-
triplet loss function, G-HIN2Vec effectively captures the complex relationships embedded
within financial networks. Through conducted experimentation, we found that G-HIN2Vec
outperformed existing methods in cardholder spending behavior representation by encoding
socio-demographic features, achieving a 2.45% improvement in gender classification accu-
racy and a 7.19% increase in income prediction R-squared (R2). Additionally, the model re-
duced the mean absolute error (MAE) in age prediction by 6.55%, demonstrating its robust-
ness in handling real-world financial data. The experiments show that DiffPool [YYM+18]
revealed a competitive performance and simplicity of homogeneous graph representations
compared to G-HIN2Vec. This realization led to a strategic shift in focus toward homoge-
neous graph representation learning, which proved more adept at addressing the dynamic
aspects of cardholder transactions.

We extend cardholder graph modeling introduced as anonymization-based privacy mecha-
nism to a novel privacy-preserving behavioral anomaly detection framework. This frame-
work integrates Graph Neural Networks (GNNs) with domain-specific graph-based negative
sampling techniques incorporated to generate contextually relevant labels within dynamic
graphs for training anomaly detection model across the federation. Our negative sampling
strategy not only enables anomaly detection training but also minimizes the alignment ef-
forts required from federation participants to train anomaly and fraud detection models.
Our results showed that this approach achieved F1-scores of 0.91±0.02 on synthetic data
and 0.87±0.04 on real-world data, outperforming traditional methods by a significant mar-
gin. In addition, we implemented a model stacking strategy by integrating graph-based feder-
ated anomaly scores into a centralized and federated fraud detection model, which enhanced
both the models. Reflecting on this, it was rewarding to see how combining centralized and
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federated approaches could produce a more resilient fraud detection system, offering privacy
protection without compromising on performance.

Privacy, particularly the protection of personally identifiable information (PII), has been a
central concern throughout this dissertation. To address this, we introduced novel privacy
mechanisms designed for PII within the federated learning framework, as an ego-centric static
and dynamic graphs, effectively removing the need for unique identifiers in the FL model.
However, recognizing the persistent privacy risks posed by sensitive attributes like location
and timestamps, we extended Personalized Local Differential Privacy (PLDP) to include a
personalized noising mechanism for temporal and spatial data attributes. This ensures that
even if a data breach occurs, the raw data remains protected while still enabling the FL model
to learn relevant patterns.

Lastly, this dissertation presents the Federated Byte-Level BPE Tokenizer, an innovative ap-
proach for privacy-preserving language model tokenization across distributed datasets. This
tokenizer is designed to function within a privacy-aware vocabulary corpus, preserving per-
sonally identifiable information. Our methodology enables the training of a federated to-
kenizer that surpasses locally trained and existing pretrained language models in terms of
vocabulary coverage and processing efficiency. By acting as a domain-specific tokenizer, it
maintains robust data privacy while delivering superior performance. The success of Fed-
ByteBPE underscores the significant potential of federated learning in natural language pro-
cessing, providing a secure and efficient solution for institutions requiring privacy-preserving
language model training.

6.2 Future work

Building on the methodologies and findings presented in the thesis, there are several promis-
ing directions for future research to further enhance the application and effectiveness of FL
in the financial sector.

Federated Tokenizers and Language Models: Future research will explore the develop-
ment of FL-based tokenizers, extending their capabilities to other tokenizer types such as

139



CHAPTER 6. … 6.2. FUTURE WORK

WordPiece and SentencePiece. These advancements target is to improve privacy in NLP
downstream tasks within federated environments. A particularly promising direction is the
concept, we call Minimal Tokenizer Adaptation, which involves adapting federated tokeniz-
ers to large language models without requiring the re-training, using transfer learning paradigms,
this approach target to minimize computational overhead while preserving model effective-
ness.

Enhanced PrivacyMechanisms: Privacy remains a cornerstone of FL, especially in sensitive
financial applications. Future work will focus on integrating privacy-preserving techniques
at every stage of the machine learning workflow, for example in our work we focus on feature
engineering, to develop privacy-aware end-to-end FL frameworks.

This research will involve a comprehensive exploration of privacy-enhancing technologies,
such as cryptographic methods, hardware-based solutions, anonymization techniques to re-
duce the risk of re-identification, and noise-based approaches, such as differential privacy. By
embedding privacy mechanisms throughout the machine learning workflow, FL systems can
ensure robust data protection while maintaining performance and scalability.

Extended Federated Learning Applications of Inductive Graph Learning: Future re-
search could target inductive graph learning within FL to enhance model utility and adapt-
ability in evolving datasets. This includes applications in areas such as credit scoring, commu-
nity detection, and transaction monitoring. While our earlier work focused on transductive
learning on static graphs, our recent efforts have shifted toward developing inductive models
capable of generalizing to unseen data on dynamic graphs.

Future work will focus on integrating inductive graph learning into FL environments, lever-
aging self-supervised learning techniques such as negative sampling to increase adaptability of
federated solutions and enable efficient training. Addressing key challenges, such as balanc-
ing trade-offs between model accuracy, computational cost, and communication overhead,
will be essential to developing scalable and effective FL frameworks.
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Table A.1: Comparative Analysis of Tokenizer Fertility Improvement (φ) at the Document Level Across Local, Pre‐trained,
and Federated Approaches
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Equifax -1.8%↓ -9%↓ -9%↓ -4.5%↓ 0% -3.6%↓ 3.6%↑ 2.7%↑ 0% 3.6%↑ 2.7%↑ -9%↓ -3.6%↓ -4.5%↓ -9%↓ 3.6%↑ 1.8%↑
Experian -1.8%↓ -9%↓ -9%↓ -4.5%↓ 0% -3.6%↓ 3.6%↑ 2.7%↑ 0% 3.6%↑ 2.7%↑ -9%↓ -3.6%↓ -4.5%↓ -9%↓ 3.6%↑ 1.8%↑
TransUnion -0.9%↓ -8%↓ -8%↓ -3.6%↓ 0.9%↑ -2.7%↓ 4.5%↑ 3.6%↑ 0.9%↑ 4.5%↑ 3.6%↑ -8%↓ -2.7%↓ -3.6%↓ -8%↓ 4.5%↑ 2.7%↑
Bank of America 0.9%↑ -6.1%↓ -6.1%↓ -1.8%↓ 2.6%↑ -0.9%↓ 6.1%↑ 5.3%↑ 2.6%↑ 6.1%↑ 5.3%↑ -6.1%↓ -0.9%↓ -1.8%↓ -6.1%↓ 6.1%↑ 4.4%↑
JPMorgan Chase 0.9%↑ -6.1%↓ -6.1%↓ -1.8%↓ 2.6%↑ -0.9%↓ 6.1%↑ 5.3%↑ 2.6%↑ 6.1%↑ 5.3%↑ -6.1%↓ -0.9%↓ -1.8%↓ -6.1%↓ 6.1%↑ 4.4%↑
Citibank 0.9%↑ -6.1%↓ -6.1%↓ -1.8%↓ 2.6%↑ -0.9%↓ 6.1%↑ 5.3%↑ 2.6%↑ 6.1%↑ 5.3%↑ -6.1%↓ -0.9%↓ -1.8%↓ -6.1%↓ 6.1%↑ 4.4%↑
Capital One 0.9%↑ -6.1%↓ -6.1%↓ -1.8%↓ 2.6%↑ -0.9%↓ 6.1%↑ 5.3%↑ 2.6%↑ 6.1%↑ 5.3%↑ -6.1%↓ -0.9%↓ -1.8%↓ -6.1%↓ 6.1%↑ 4.4%↑
Wells Fargo 0.9%↑ -6.1%↓ -6.1%↓ -1.8%↓ 2.6%↑ -0.9%↓ 6.1%↑ 5.3%↑ 2.6%↑ 6.1%↑ 5.3%↑ -6.1%↓ -0.9%↓ -1.8%↓ -6.1%↓ 6.1%↑ 4.4%↑
Navient 7.4%↑ 0.8%↑ 0.8%↑ 4.9%↑ 9%↑ 5.7%↑ 12.3%↑11.5%↑ 9%↑ 12.3%↑11.5%↑ 0.8%↑ 5.7%↑ 4.9%↑ 0.8%↑ 12.3%↑10.7%↑
Synchrony 5%↑ -1.7%↓ -1.7%↓ 2.5%↑ 6.7%↑ 3.4%↑ 10.1%↑ 9.2%↑ 6.7%↑ 10.1%↑ 9.2%↑ -1.7%↓ 3.4%↑ 2.5%↑ -1.7%↓ 10.1%↑ 8.4%↑
Amex 8.1%↑ 1.6%↑ 1.6%↑ 5.7%↑ 9.8%↑ 6.5%↑ 13%↑ 12.2%↑ 9.8%↑ 13%↑ 12.2%↑ 1.6%↑ 6.5%↑ 5.7%↑ 1.6%↑ 13%↑ 11.4%↑
U.S. Bank 7.4%↑ 0.8%↑ 0.8%↑ 4.9%↑ 9%↑ 5.7%↑ 12.3%↑11.5%↑ 9%↑ 12.3%↑11.5%↑ 0.8%↑ 5.7%↑ 4.9%↑ 0.8%↑ 12.3%↑10.7%↑
Portfolio Recovery13.1%↑ 6.9%↑ 6.9%↑ 10.8%↑14.6%↑11.5%↑17.7%↑16.9%↑14.6%↑17.7%↑16.9%↑ 6.9%↑ 11.5%↑10.8%↑ 6.9%↑ 17.7%↑16.2%↑
PayPal 11%↑ 4.7%↑ 4.7%↑ 8.7%↑ 12.6%↑ 9.4%↑ 15.7%↑ 15%↑ 12.6%↑15.7%↑ 15%↑ 4.7%↑ 9.4%↑ 8.7%↑ 4.7%↑ 15.7%↑14.2%↑
Bread Financial 11%↑ 4.7%↑ 4.7%↑ 8.7%↑ 12.6%↑ 9.4%↑ 15.7%↑ 15%↑ 12.6%↑15.7%↑ 15%↑ 4.7%↑ 9.4%↑ 8.7%↑ 4.7%↑ 15.7%↑14.2%↑
Discover 9.6%↑ 3.2%↑ 3.2%↑ 7.2%↑ 11.2%↑ 8%↑ 14.4%↑13.6%↑11.2%↑14.4%↑13.6%↑ 3.2%↑ 8%↑ 7.2%↑ 3.2%↑ 14.4%↑12.8%↑
Nationstar 8.1%↑ 1.6%↑ 1.6%↑ 5.7%↑ 9.8%↑ 6.5%↑ 13%↑ 12.2%↑ 9.8%↑ 13%↑ 12.2%↑ 1.6%↑ 6.5%↑ 5.7%↑ 1.6%↑ 13%↑ 11.4%↑
AES 11%↑ 4.7%↑ 4.7%↑ 8.7%↑ 12.6%↑ 9.4%↑ 15.7%↑ 15%↑ 12.6%↑15.7%↑ 15%↑ 4.7%↑ 9.4%↑ 8.7%↑ 4.7%↑ 15.7%↑14.2%↑
Ocwen 8.9%↑ 2.4%↑ 2.4%↑ 6.5%↑ 10.5%↑ 7.3%↑ 13.7%↑12.9%↑10.5%↑13.7%↑12.9%↑ 2.4%↑ 7.3%↑ 6.5%↑ 2.4%↑ 13.7%↑12.1%↑
Encore Capital 13.7%↑ 7.6%↑ 7.6%↑ 11.5%↑15.3%↑12.2%↑18.3%↑17.6%↑15.3%↑18.3%↑17.6%↑ 7.6%↑ 12.2%↑11.5%↑ 7.6%↑ 18.3%↑16.8%↑
TD Bank 11%↑ 4.7%↑ 4.7%↑ 8.7%↑ 12.6%↑ 9.4%↑ 15.7%↑ 15%↑ 12.6%↑15.7%↑ 15%↑ 4.7%↑ 9.4%↑ 8.7%↑ 4.7%↑ 15.7%↑14.2%↑
PNC 11.7%↑ 5.5%↑ 5.5%↑ 9.4%↑ 13.3%↑10.2%↑16.4%↑15.6%↑13.3%↑16.4%↑15.6%↑ 5.5%↑ 10.2%↑ 9.4%↑ 5.5%↑ 16.4%↑14.8%↑
Barclays 12.4%↑ 6.2%↑ 6.2%↑ 10.1%↑ 14%↑ 10.9%↑17.1%↑16.3%↑ 14%↑ 17.1%↑16.3%↑ 6.2%↑ 10.9%↑10.1%↑ 6.2%↑ 17.1%↑15.5%↑
Santander 13.7%↑ 7.6%↑ 7.6%↑ 11.5%↑15.3%↑12.2%↑18.3%↑17.6%↑15.3%↑18.3%↑17.6%↑ 7.6%↑ 12.2%↑11.5%↑ 7.6%↑ 18.3%↑16.8%↑
Ally 15%↑ 9%↑ 9%↑ 12.8%↑16.5%↑13.5%↑19.5%↑18.8%↑16.5%↑19.5%↑18.8%↑ 9%↑ 13.5%↑12.8%↑ 9%↑ 19.5%↑ 18%↑
Resurgent Capital 16.9%↑ 11%↑ 11%↑ 14.7%↑18.4%↑15.4%↑21.3%↑20.6%↑18.4%↑21.3%↑20.6%↑ 11%↑ 15.4%↑14.7%↑ 11%↑ 21.3%↑19.9%↑
USAA 13.1%↑ 6.9%↑ 6.9%↑ 10.8%↑14.6%↑11.5%↑17.7%↑16.9%↑14.6%↑17.7%↑16.9%↑ 6.9%↑ 11.5%↑10.8%↑ 6.9%↑ 17.7%↑16.2%↑
ERC 18.1%↑12.3%↑12.3%↑15.9%↑19.6%↑16.7%↑22.5%↑21.7%↑19.6%↑22.5%↑21.7%↑12.3%↑16.7%↑15.9%↑12.3%↑22.5%↑ 21%↑
Navy Federal 13.7%↑ 7.6%↑ 7.6%↑ 11.5%↑15.3%↑12.2%↑18.3%↑17.6%↑15.3%↑18.3%↑17.6%↑ 7.6%↑ 12.2%↑11.5%↑ 7.6%↑ 18.3%↑16.8%↑
Coinbase 20.4%↑14.8%↑14.8%↑18.3%↑21.8%↑ 19%↑ 24.6%↑23.9%↑21.8%↑24.6%↑23.9%↑14.8%↑ 19%↑ 18.3%↑14.8%↑24.6%↑23.2%↑
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Table A.2: Comparative Analysis of Tokenizer Fertility Improvement (φ) at the Vocabulary Level Across Local, Pre‐trained,
and Federated Approaches
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Equifax -4.8%↓ -2.9%↓ -2.9%↓ 5.3%↑ 3.4%↑ -2.4%↓ 6.3%↑ 8.2%↑ 9.6%↑ 8.7%↑ 8.2%↑ -2.9%↓ -2.4%↓ -1.4%↓ -2.9%↓ 2.4%↑ 1.9%↑
Experian -4.8%↓ -2.9%↓ -2.9%↓ 5.3%↑ 3.4%↑ -2.4%↓ 6.3%↑ 8.2%↑ 9.6%↑ 8.7%↑ 8.2%↑ -2.9%↓ -2.4%↓ -1.4%↓ -2.9%↓ 2.4%↑ 1.9%↑
TransUnion -3.8%↓ -1.9%↓ -1.9%↓ 6.2%↑ 4.3%↑ -1.4%↓ 7.1%↑ 9.0%↑ 10.5%↑ 9.5%↑ 9.0%↑ -1.9%↓ -1.4%↓ 0% -1.9%↓ 3.3%↑ 2.9%↑
Bank of America -2.3%↓ -0.5%↓ -0.5%↓ 7.5%↑ 5.6%↑ 0% 8.5%↑ 10.3%↑11.7%↑10.8%↑10.3%↑ -0.5%↓ 0% 0.9%↑ -0.5%↓ 4.7%↑ 4.2%↑
JPMorgan Chase -2.3%↓ -0.5%↓ -0.5%↓ 7.5%↑ 5.6%↑ 0% 8.5%↑ 10.3%↑11.7%↑10.8%↑10.3%↑ -0.5%↓ 0% 0.9%↑ -0.5%↓ 4.7%↑ 4.2%↑
Citibank -1.4%↓ 0.5%↑ 0.5%↑ 8.4%↑ 6.5%↑ 0.9%↑ 9.3%↑ 11.2%↑12.6%↑11.6%↑11.2%↑ 0.5%↑ 0.9%↑ 1.9%↑ 0.5%↑ 5.6%↑ 5.1%↑
Capital One 0% 1.8%↑ 1.8%↑ 9.6%↑ 7.8%↑ 2.3%↑ 10.6%↑12.4%↑13.8%↑12.8%↑12.4%↑ 1.8%↑ 2.3%↑ 3.2%↑ 1.8%↑ 6.9%↑ 6.4%↑
Wells Fargo -2.3%↓ -0.5%↓ -0.5%↓ 7.5%↑ 5.6%↑ 0% 8.5%↑ 10.3%↑11.7%↑10.8%↑10.3%↑ -0.5%↓ 0% 0.9%↑ -0.5%↓ 4.7%↑ 4.2%↑
Navient 6.0%↑ 7.8%↑ 7.8%↑ 15.1%↑13.4%↑ 8.2%↑ 15.9%↑17.7%↑19.0%↑18.1%↑17.7%↑ 7.8%↑ 8.2%↑ 9.1%↑ 7.8%↑ 12.5%↑12.1%↑
Synchrony 4.8%↑ 6.6%↑ 6.6%↑ 14.0%↑12.2%↑ 7.0%↑ 14.8%↑16.6%↑17.9%↑17.0%↑16.6%↑ 6.6%↑ 7.0%↑ 7.9%↑ 6.6%↑ 11.4%↑10.9%↑
Amex 7.6%↑ 9.3%↑ 9.3%↑ 16.5%↑14.8%↑ 9.7%↑ 17.4%↑19.1%↑20.3%↑19.5%↑19.1%↑ 9.3%↑ 9.7%↑ 10.6%↑ 9.3%↑ 14.0%↑13.6%↑
U.S. Bank 6.8%↑ 8.5%↑ 8.5%↑ 15.8%↑14.1%↑ 9.0%↑ 16.7%↑18.4%↑19.7%↑18.8%↑18.4%↑ 8.5%↑ 9.0%↑ 9.8%↑ 8.5%↑ 13.2%↑12.8%↑
Portfolio Recovery14.2%↑15.7%↑15.7%↑22.4%↑20.9%↑16.1%↑23.2%↑24.8%↑26.0%↑25.2%↑24.8%↑15.7%↑16.1%↑16.9%↑15.7%↑20.1%↑19.7%↑
PayPal 11.0%↑12.7%↑12.7%↑19.6%↑18.0%↑13.1%↑20.4%↑22.0%↑23.3%↑22.4%↑22.0%↑12.7%↑13.1%↑13.9%↑12.7%↑17.1%↑16.7%↑
Bread Financial 12.1%↑13.7%↑13.7%↑20.6%↑19.0%↑14.1%↑21.4%↑23.0%↑24.2%↑23.4%↑23.0%↑13.7%↑14.1%↑14.9%↑13.7%↑18.1%↑17.7%↑
Discover 8.8%↑ 10.5%↑10.5%↑17.6%↑15.9%↑10.9%↑18.4%↑20.1%↑21.3%↑20.5%↑20.1%↑10.5%↑10.9%↑11.7%↑10.5%↑15.1%↑14.6%↑
Nationstar 7.2%↑ 8.9%↑ 8.9%↑ 16.2%↑14.5%↑ 9.4%↑ 17.0%↑18.7%↑20.0%↑19.1%↑18.7%↑ 8.9%↑ 9.4%↑ 10.2%↑ 8.9%↑ 13.6%↑13.2%↑
AES 11.7%↑13.4%↑13.4%↑20.2%↑18.6%↑13.8%↑21.1%↑22.7%↑23.9%↑23.1%↑22.7%↑13.4%↑13.8%↑14.6%↑13.4%↑17.8%↑17.4%↑
Ocwen 7.6%↑ 9.3%↑ 9.3%↑ 16.5%↑14.8%↑ 9.7%↑ 17.4%↑19.1%↑20.3%↑19.5%↑19.1%↑ 9.3%↑ 9.7%↑ 10.6%↑ 9.3%↑ 14.0%↑13.6%↑
Encore Capital 14.5%↑16.1%↑16.1%↑22.7%↑21.2%↑16.5%↑23.5%↑25.1%↑26.3%↑25.5%↑25.1%↑16.1%↑16.5%↑17.3%↑16.1%↑20.4%↑20.0%↑
TD Bank 11.0%↑12.7%↑12.7%↑19.6%↑18.0%↑13.1%↑20.4%↑22.0%↑23.3%↑22.4%↑22.0%↑12.7%↑13.1%↑13.9%↑12.7%↑17.1%↑16.7%↑
PNC 11.7%↑13.4%↑13.4%↑20.2%↑18.6%↑13.8%↑21.1%↑22.7%↑23.9%↑23.1%↑22.7%↑13.4%↑13.8%↑14.6%↑13.4%↑17.8%↑17.4%↑
Barclays 13.1%↑14.7%↑14.7%↑21.5%↑19.9%↑15.1%↑22.3%↑23.9%↑25.1%↑24.3%↑23.9%↑14.7%↑15.1%↑15.9%↑14.7%↑19.1%↑18.7%↑
Santander 14.2%↑15.7%↑15.7%↑22.4%↑20.9%↑16.1%↑23.2%↑24.8%↑26.0%↑25.2%↑24.8%↑15.7%↑16.1%↑16.9%↑15.7%↑20.1%↑19.7%↑
Ally 14.5%↑16.1%↑16.1%↑22.7%↑21.2%↑16.5%↑23.5%↑25.1%↑26.3%↑25.5%↑25.1%↑16.1%↑16.5%↑17.3%↑16.1%↑20.4%↑20.0%↑
Resurgent Capital 18.0%↑19.5%↑19.5%↑25.9%↑24.4%↑19.9%↑26.7%↑28.2%↑29.3%↑28.6%↑28.2%↑19.5%↑19.9%↑20.7%↑19.5%↑23.7%↑23.3%↑
USAA 12.4%↑14.1%↑14.1%↑20.9%↑19.3%↑14.5%↑21.7%↑23.3%↑24.5%↑23.7%↑23.3%↑14.1%↑14.5%↑15.3%↑14.1%↑18.5%↑18.1%↑
ERC 19.3%↑20.7%↑20.7%↑27.0%↑25.6%↑21.1%↑27.8%↑29.3%↑30.4%↑29.6%↑29.3%↑20.7%↑21.1%↑21.9%↑20.7%↑24.8%↑24.4%↑
Navy Federal 13.1%↑14.7%↑14.7%↑21.5%↑19.9%↑15.1%↑22.3%↑23.9%↑25.1%↑24.3%↑23.9%↑14.7%↑15.1%↑15.9%↑14.7%↑19.1%↑18.7%↑
Coinbase 19.0%↑20.4%↑20.4%↑26.8%↑25.3%↑20.8%↑27.5%↑29.0%↑30.1%↑29.4%↑29.0%↑20.4%↑20.8%↑21.6%↑20.4%↑24.5%↑24.2%↑
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Table A.3: Comparative Analysis of Tokenizer Proportion of Continued Words Improvement (ψ) at the Document Level
Across Local, Pre‐trained, and Federated Approaches
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Equifax 0% -70%↓ -70%↓ -30%↓ 0% -20%↓ 20%↑ 30%↑ 10%↑ 30%↑ 40%↑ -70%↓ -20%↓ -50%↓ -70%↓ 40%↑ 20%↑
Experian 0% -70%↓ -70%↓ -30%↓ 0% -20%↓ 20%↑ 30%↑ 10%↑ 30%↑ 40%↑ -70%↓ -20%↓ -50%↓ -70%↓ 40%↑ 20%↑
TransUnion 9.1%↑ -54.5%↓ -54.5%↓ -18.2%↓ 9.1%↑ -9.1%↓ 27.3%↑36.4%↑18.2%↑36.4%↑45.5%↑ -54.5%↓ -9.1%↓ -36.4%↓ -54.5%↓45.5%↑27.3%↑
Bank of America 16.7%↑ -41.7%↓ -41.7%↓ -8.3%↓ 16.7%↑ 0% 33.3%↑41.7%↑ 25%↑ 41.7%↑ 50%↑ -41.7%↓ 0% -25%↓ -41.7%↓ 50%↑ 33.3%↑
JPMorgan Chase 16.7%↑ -41.7%↓ -41.7%↓ -8.3%↓ 16.7%↑ 0% 33.3%↑41.7%↑ 25%↑ 41.7%↑ 50%↑ -41.7%↓ 0% -25%↓ -41.7%↓ 50%↑ 33.3%↑
Citibank 16.7%↑ -41.7%↓ -41.7%↓ -8.3%↓ 16.7%↑ 0% 33.3%↑41.7%↑ 25%↑ 41.7%↑ 50%↑ -41.7%↓ 0% -25%↓ -41.7%↓ 50%↑ 33.3%↑
Capital One 16.7%↑ -41.7%↓ -41.7%↓ -8.3%↓ 16.7%↑ 0% 33.3%↑41.7%↑ 25%↑ 41.7%↑ 50%↑ -41.7%↓ 0% -25%↓ -41.7%↓ 50%↑ 33.3%↑
Wells Fargo 16.7%↑ -41.7%↓ -41.7%↓ -8.3%↓ 16.7%↑ 0% 33.3%↑41.7%↑ 25%↑ 41.7%↑ 50%↑ -41.7%↓ 0% -25%↓ -41.7%↓ 50%↑ 33.3%↑
Navient 41.2%↑ 0% 0% 23.5%↑ 41.2%↑29.4%↑52.9%↑58.8%↑47.1%↑58.8%↑64.7%↑ 0% 29.4%↑ 11.8%↑ 0% 64.7%↑52.9%↑
Synchrony 33.3%↑ -13.3%↓ -13.3%↓ 13.3%↑ 33.3%↑ 20%↑ 46.7%↑53.3%↑ 40%↑ 53.3%↑ 60%↑ -13.3%↓ 20%↑ 0% -13.3%↓ 60%↑ 46.7%↑
Amex 44.4%↑ 5.6%↑ 5.6%↑ 27.8%↑ 44.4%↑33.3%↑55.6%↑61.1%↑ 50%↑ 61.1%↑66.7%↑ 5.6%↑ 33.3%↑ 16.7%↑ 5.6%↑ 66.7%↑55.6%↑
U.S. Bank 41.2%↑ 0% 0% 23.5%↑ 41.2%↑29.4%↑52.9%↑58.8%↑47.1%↑58.8%↑64.7%↑ 0% 29.4%↑ 11.8%↑ 0% 64.7%↑52.9%↑
Portfolio Recovery56.5%↑ 26.1%↑ 26.1%↑ 43.5%↑ 56.5%↑47.8%↑65.2%↑69.6%↑60.9%↑69.6%↑73.9%↑ 26.1%↑ 47.8%↑ 34.8%↑ 26.1%↑ 73.9%↑65.2%↑
PayPal 52.4%↑ 19%↑ 19%↑ 38.1%↑ 52.4%↑42.9%↑61.9%↑66.7%↑57.1%↑66.7%↑71.4%↑ 19%↑ 42.9%↑ 28.6%↑ 19%↑ 71.4%↑61.9%↑
Bread Financial 52.4%↑ 19%↑ 19%↑ 38.1%↑ 52.4%↑42.9%↑61.9%↑66.7%↑57.1%↑66.7%↑71.4%↑ 19%↑ 42.9%↑ 28.6%↑ 19%↑ 71.4%↑61.9%↑
Discover 47.4%↑ 10.5%↑ 10.5%↑ 31.6%↑ 47.4%↑36.8%↑57.9%↑63.2%↑52.6%↑63.2%↑68.4%↑ 10.5%↑ 36.8%↑ 21.1%↑ 10.5%↑ 68.4%↑57.9%↑
Nationstar 47.4%↑ 10.5%↑ 10.5%↑ 31.6%↑ 47.4%↑36.8%↑57.9%↑63.2%↑52.6%↑63.2%↑68.4%↑ 10.5%↑ 36.8%↑ 21.1%↑ 10.5%↑ 68.4%↑57.9%↑
AES 52.4%↑ 19%↑ 19%↑ 38.1%↑ 52.4%↑42.9%↑61.9%↑66.7%↑57.1%↑66.7%↑71.4%↑ 19%↑ 42.9%↑ 28.6%↑ 19%↑ 71.4%↑61.9%↑
Ocwen 47.4%↑ 10.5%↑ 10.5%↑ 31.6%↑ 47.4%↑36.8%↑57.9%↑63.2%↑52.6%↑63.2%↑68.4%↑ 10.5%↑ 36.8%↑ 21.1%↑ 10.5%↑ 68.4%↑57.9%↑
Encore Capital 56.5%↑ 26.1%↑ 26.1%↑ 43.5%↑ 56.5%↑47.8%↑65.2%↑69.6%↑60.9%↑69.6%↑73.9%↑ 26.1%↑ 47.8%↑ 34.8%↑ 26.1%↑ 73.9%↑65.2%↑
TD Bank 52.4%↑ 19%↑ 19%↑ 38.1%↑ 52.4%↑42.9%↑61.9%↑66.7%↑57.1%↑66.7%↑71.4%↑ 19%↑ 42.9%↑ 28.6%↑ 19%↑ 71.4%↑61.9%↑
PNC 52.4%↑ 19%↑ 19%↑ 38.1%↑ 52.4%↑42.9%↑61.9%↑66.7%↑57.1%↑66.7%↑71.4%↑ 19%↑ 42.9%↑ 28.6%↑ 19%↑ 71.4%↑61.9%↑
Barclays 54.5%↑ 22.7%↑ 22.7%↑ 40.9%↑ 54.5%↑45.5%↑63.6%↑68.2%↑59.1%↑68.2%↑72.7%↑ 22.7%↑ 45.5%↑ 31.8%↑ 22.7%↑ 72.7%↑63.6%↑
Santander 56.5%↑ 26.1%↑ 26.1%↑ 43.5%↑ 56.5%↑47.8%↑65.2%↑69.6%↑60.9%↑69.6%↑73.9%↑ 26.1%↑ 47.8%↑ 34.8%↑ 26.1%↑ 73.9%↑65.2%↑
Ally 58.3%↑ 29.2%↑ 29.2%↑ 45.8%↑ 58.3%↑ 50%↑ 66.7%↑70.8%↑62.5%↑70.8%↑ 75%↑ 29.2%↑ 50%↑ 37.5%↑ 29.2%↑ 75%↑ 66.7%↑
Resurgent Capital 61.5%↑ 34.6%↑ 34.6%↑ 50%↑ 61.5%↑53.8%↑69.2%↑73.1%↑65.4%↑73.1%↑76.9%↑ 34.6%↑ 53.8%↑ 42.3%↑ 34.6%↑ 76.9%↑69.2%↑
USAA 56.5%↑ 26.1%↑ 26.1%↑ 43.5%↑ 56.5%↑47.8%↑65.2%↑69.6%↑60.9%↑69.6%↑73.9%↑ 26.1%↑ 47.8%↑ 34.8%↑ 26.1%↑ 73.9%↑65.2%↑
ERC 63%↑ 37%↑ 37%↑ 51.9%↑ 63%↑ 55.6%↑70.4%↑74.1%↑66.7%↑74.1%↑77.8%↑ 37%↑ 55.6%↑ 44.4%↑ 37%↑ 77.8%↑70.4%↑
Navy Federal 56.5%↑ 26.1%↑ 26.1%↑ 43.5%↑ 56.5%↑47.8%↑65.2%↑69.6%↑60.9%↑69.6%↑73.9%↑ 26.1%↑ 47.8%↑ 34.8%↑ 26.1%↑ 73.9%↑65.2%↑
Coinbase 65.5%↑ 41.4%↑ 41.4%↑ 55.2%↑ 65.5%↑58.6%↑72.4%↑75.9%↑ 69%↑ 75.9%↑79.3%↑ 41.4%↑ 58.6%↑ 48.3%↑ 41.4%↑ 79.3%↑72.4%↑
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Table A.4: Comparative Analysis of Tokenizer Proportion of Continued Words Improvement (ψ) at the Vocabulary Level
Across Local, Pre‐trained, and Federated Approaches
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Equifax -3.8%↓ -1.9%↓ -1.9%↓ 5.8%↑ 3.8%↑ -1.9%↓ 30.8%↑42.3%↑15.4%↑28.8%↑38.5%↑ -1.9%↓ -1.9%↓ 9.6%↑ -1.9%↓ 1.9%↑ 1.9%↑
Experian -3.8%↓ -1.9%↓ -1.9%↓ 5.8%↑ 3.8%↑ -1.9%↓ 30.8%↑42.3%↑15.4%↑28.8%↑38.5%↑ -1.9%↓ -1.9%↓ 9.6%↑ -1.9%↓ 1.9%↑ 1.9%↑
TransUnion -3.8%↓ -1.9%↓ -1.9%↓ 5.8%↑ 3.8%↑ -1.9%↓ 30.8%↑42.3%↑15.4%↑28.8%↑38.5%↑ -1.9%↓ -1.9%↓ 9.6%↑ -1.9%↓ 1.9%↑ 1.9%↑
Bank of America -1.9%↓ 0% 0% 7.5%↑ 5.7%↑ 0% 32.1%↑43.4%↑ 17%↑ 30.2%↑39.6%↑ 0% 0% 11.3%↑ 0% 3.8%↑ 3.8%↑
JPMorgan Chase -1.9%↓ 0% 0% 7.5%↑ 5.7%↑ 0% 32.1%↑43.4%↑ 17%↑ 30.2%↑39.6%↑ 0% 0% 11.3%↑ 0% 3.8%↑ 3.8%↑
Citibank -1.9%↓ 0% 0% 7.5%↑ 5.7%↑ 0% 32.1%↑43.4%↑ 17%↑ 30.2%↑39.6%↑ 0% 0% 11.3%↑ 0% 3.8%↑ 3.8%↑
Capital One 0% 1.9%↑ 1.9%↑ 9.3%↑ 7.4%↑ 1.9%↑ 33.3%↑44.4%↑18.5%↑31.5%↑40.7%↑ 1.9%↑ 1.9%↑ 13%↑ 1.9%↑ 5.6%↑ 5.6%↑
Wells Fargo -1.9%↓ 0% 0% 7.5%↑ 5.7%↑ 0% 32.1%↑43.4%↑ 17%↑ 30.2%↑39.6%↑ 0% 0% 11.3%↑ 0% 3.8%↑ 3.8%↑
Navient 5.3%↑ 7%↑ 7%↑ 14%↑ 12.3%↑ 7%↑ 36.8%↑47.4%↑22.8%↑35.1%↑43.9%↑ 7%↑ 7%↑ 17.5%↑ 7%↑ 10.5%↑10.5%↑
Synchrony 3.6%↑ 5.4%↑ 5.4%↑ 12.5%↑10.7%↑ 5.4%↑ 35.7%↑46.4%↑21.4%↑33.9%↑42.9%↑ 5.4%↑ 5.4%↑ 16.1%↑ 5.4%↑ 8.9%↑ 8.9%↑
Amex 5.3%↑ 7%↑ 7%↑ 14%↑ 12.3%↑ 7%↑ 36.8%↑47.4%↑22.8%↑35.1%↑43.9%↑ 7%↑ 7%↑ 17.5%↑ 7%↑ 10.5%↑10.5%↑
U.S. Bank 5.3%↑ 7%↑ 7%↑ 14%↑ 12.3%↑ 7%↑ 36.8%↑47.4%↑22.8%↑35.1%↑43.9%↑ 7%↑ 7%↑ 17.5%↑ 7%↑ 10.5%↑10.5%↑
Portfolio Recovery 10%↑ 11.7%↑11.7%↑18.3%↑16.7%↑11.7%↑ 40%↑ 50%↑ 26.7%↑38.3%↑46.7%↑11.7%↑11.7%↑21.7%↑11.7%↑ 15%↑ 15%↑
PayPal 8.5%↑ 10.2%↑10.2%↑16.9%↑15.3%↑10.2%↑ 39%↑ 49.2%↑25.4%↑37.3%↑45.8%↑10.2%↑10.2%↑20.3%↑10.2%↑13.6%↑13.6%↑
Bread Financial 10%↑ 11.7%↑11.7%↑18.3%↑16.7%↑11.7%↑ 40%↑ 50%↑ 26.7%↑38.3%↑46.7%↑11.7%↑11.7%↑21.7%↑11.7%↑ 15%↑ 15%↑
Discover 6.9%↑ 8.6%↑ 8.6%↑ 15.5%↑13.8%↑ 8.6%↑ 37.9%↑48.3%↑24.1%↑36.2%↑44.8%↑ 8.6%↑ 8.6%↑ 19%↑ 8.6%↑ 12.1%↑12.1%↑
Nationstar 5.3%↑ 7%↑ 7%↑ 14%↑ 12.3%↑ 7%↑ 36.8%↑47.4%↑22.8%↑35.1%↑43.9%↑ 7%↑ 7%↑ 17.5%↑ 7%↑ 10.5%↑10.5%↑
AES 8.5%↑ 10.2%↑10.2%↑16.9%↑15.3%↑10.2%↑ 39%↑ 49.2%↑25.4%↑37.3%↑45.8%↑10.2%↑10.2%↑20.3%↑10.2%↑13.6%↑13.6%↑
Ocwen 6.9%↑ 8.6%↑ 8.6%↑ 15.5%↑13.8%↑ 8.6%↑ 37.9%↑48.3%↑24.1%↑36.2%↑44.8%↑ 8.6%↑ 8.6%↑ 19%↑ 8.6%↑ 12.1%↑12.1%↑
Encore Capital 11.5%↑13.1%↑13.1%↑19.7%↑ 18%↑ 13.1%↑ 41%↑ 50.8%↑27.9%↑39.3%↑47.5%↑13.1%↑13.1%↑ 23%↑ 13.1%↑16.4%↑16.4%↑
TD Bank 8.5%↑ 10.2%↑10.2%↑16.9%↑15.3%↑10.2%↑ 39%↑ 49.2%↑25.4%↑37.3%↑45.8%↑10.2%↑10.2%↑20.3%↑10.2%↑13.6%↑13.6%↑
PNC 8.5%↑ 10.2%↑10.2%↑16.9%↑15.3%↑10.2%↑ 39%↑ 49.2%↑25.4%↑37.3%↑45.8%↑10.2%↑10.2%↑20.3%↑10.2%↑13.6%↑13.6%↑
Barclays 10%↑ 11.7%↑11.7%↑18.3%↑16.7%↑11.7%↑ 40%↑ 50%↑ 26.7%↑38.3%↑46.7%↑11.7%↑11.7%↑21.7%↑11.7%↑ 15%↑ 15%↑
Santander 11.5%↑13.1%↑13.1%↑19.7%↑ 18%↑ 13.1%↑ 41%↑ 50.8%↑27.9%↑39.3%↑47.5%↑13.1%↑13.1%↑ 23%↑ 13.1%↑16.4%↑16.4%↑
Ally 11.5%↑13.1%↑13.1%↑19.7%↑ 18%↑ 13.1%↑ 41%↑ 50.8%↑27.9%↑39.3%↑47.5%↑13.1%↑13.1%↑ 23%↑ 13.1%↑16.4%↑16.4%↑
Resurgent Capital 12.9%↑14.5%↑14.5%↑ 21%↑ 19.4%↑14.5%↑41.9%↑51.6%↑ 29%↑ 40.3%↑48.4%↑14.5%↑14.5%↑24.2%↑14.5%↑17.7%↑17.7%↑
USAA 10%↑ 11.7%↑11.7%↑18.3%↑16.7%↑11.7%↑ 40%↑ 50%↑ 26.7%↑38.3%↑46.7%↑11.7%↑11.7%↑21.7%↑11.7%↑ 15%↑ 15%↑
ERC 14.3%↑15.9%↑15.9%↑22.2%↑20.6%↑15.9%↑42.9%↑52.4%↑30.2%↑41.3%↑49.2%↑15.9%↑15.9%↑25.4%↑15.9%↑ 19%↑ 19%↑
Navy Federal 10%↑ 11.7%↑11.7%↑18.3%↑16.7%↑11.7%↑ 40%↑ 50%↑ 26.7%↑38.3%↑46.7%↑11.7%↑11.7%↑21.7%↑11.7%↑ 15%↑ 15%↑
Coinbase 14.3%↑15.9%↑15.9%↑22.2%↑20.6%↑15.9%↑42.9%↑52.4%↑30.2%↑41.3%↑49.2%↑15.9%↑15.9%↑25.4%↑15.9%↑ 19%↑ 19%↑
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