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Abstract 

 

In 2021, an estimated 850m people around the world were lacking means of identification, 

challenging the United Nations’ Sustainable Development Goal 16.9, legal identity for all, 

including birth registration, by 2030. Digital identity infrastructure is increasingly considered 

as a means to tackle this challenge and effectively enable society-wide functions and services. 

The development of reliable digital identity infrastructure has become a high priority for 

governments to enable their citizens to take full advantage of the opportunities that 

digitalization represents. At the same time, critical researchers have uncovered that 

inadequately designed government-led digital infrastructure often leads to negative societal 

outcomes, by failing to uphold public values such as inclusion, citizen protection and 

sustainability. This cumulative thesis investigates how digital identity infrastructure design 

interrelates with a public values approach, proposing an analytical lens to concisely apprehend 

governance and institutional design decisions to deliver human-centric outcomes. It does so 

using qualitative methods borrowed from the information systems and political science 

domains. It proposes a refined public values framework fit for our new reality of digital public 

infrastructure deployment, and a taxonomy of strategic governance and institutional decisions 

when designing digital identity infrastructure. These tools can be used by both researchers and 

practitioners to guide digital identity infrastructure design and evaluation, and this dissertation 

concludes with an instantiation thereof. Collectively, these contributions build a foundation for 

the contextualization of digital infrastructure development with a human-centric perspective.   
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I        |    Introduction  

1 Why research Digital Identity Governance? 

In 2021, approximately 850 million individuals worldwide lacked access to any form of 

identification, posing a significant challenge to the United Nations’ Sustainable Development 

Goal 16.9, which aims to achieve legal identity for all, including birth registration, by 2030 

(World Bank, 2021). Beyond this, a substantial portion of those with identification means face 

barriers to utilizing it online, exacerbating digital exclusion (Hundal & Chaudhuri, 2020; 

Ranchordas, 2020; Tavares & Masiero, 2023; Watling, 2011). This gap not only creates 

inequalities in opportunity but also prevents individuals from accessing essential services such 

as direct cash transfers or government subsidies, which increasingly rely on digital platforms 

for efficient distribution. 

Global efforts to implement remote identification systems are gaining momentum (RP3). These 

initiatives aim to build national capacity to enable citizens to securely identify and authenticate 

themselves remotely. For instance, India’s Aadhaar system has incorporated features that allow 

remote biometric verification for service access, while Estonia’s e-Residency program offers a 

digital identity solution enabling secure cross-border authentication. By facilitating distance-

based identification, such systems lay the groundwork for more inclusive service delivery, 

particularly in sectors like healthcare, social protection, and financial inclusion (Gelb & Diofasi, 

2018). 

These systems, however, frequently encounter significant challenges that lead to failure, either 

by falling short of delivering the anticipated capabilities or, in more insidious ways, by 

generating adverse outcomes that perpetuate the very inequalities and exclusion they were 

designed to address (Heeks, 2002; Inuwa et al., 2019; Masiero & Arvidsson, 2021). Such 

failures are often attributable to governance or institutional shortcomings in the design and 

implementation of the infrastructure. 

The critical importance of getting digital identity systems right cannot be overstated. As digital 

identity becomes increasingly integrated into daily life, virtually every individual worldwide 

will become dependent on such systems for their livelihood. Failure to design and govern them 

effectively risks causing irreparable harm, triggering cascades of exclusion, and denying access 
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to vital, life-changing services. Ensuring that these systems are appropriately designed and 

governed is essential for their success and their ability to drive societal progress.  

Research on digital identity infrastructure governance remains limited within the academic 

literature. While some scholars have explored digital identity beyond purely technical 

considerations, contributing valuable and insightful work that highlights its significance, much 

of this research has primarily taken a descriptive and critical approach. What remains largely 

absent is an information systems engineering perspective that addresses the structural and 

functional aspects of digital identity governance in a systematic manner. This gap underscores 

the need for further exploration and theoretical development in this area to support more 

comprehensive and actionable insights. 

2 Research Aim 

Accordingly, this thesis aims to contribute to the global body of research by providing 

actionable insights that support both theoretical development and the practical implementation 

of digital identity infrastructure that achieves its intended outcomes. Through a combination of 

scientific publications, this cumulative thesis aims to bridge the divide between theoretical 

advancements and practical implementation, providing actionable frameworks and insights to 

guide the development of effective, inclusive, and sustainable digital identity systems. 

Central to this research is the recognition that digital identity systems must prioritize the needs, 

rights, and lived experiences of individuals who rely on them (Anand & Brass, 2021; Beduschi, 

2021; Rahaman & Sasse, 2010). By placing human-centricity at the forefront, this thesis seeks 

to identify ways in which service designers and policymakers can create digital identity 

infrastructure that not only functions effectively but also fosters the upholding of public values 

such as trust, inclusion and sustainability.  

Equally important is understanding the role of governance and institutional design in ensuring 

the long-term success of digital identity systems. Governance frameworks shape how these 

systems are developed, operated, and maintained. This in turn influences their sustainability, 

and acceptance by stakeholders (Manoharan et al., 2023). Institutional arrangements, including 

the roles of public and private actors, regulatory frameworks, and accountability mechanisms, 

play a pivotal role in determining the infrastructure’s impact and resilience (Manoharan et al., 

2023; Yang et al., 2024). This thesis aims to analyze these dimensions, offering practical 
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recommendations to design governance structures and institutional alignment with the intended 

objectives of digital identity systems. 

To address these aims, this research investigates two key questions: (1) What governance 

options are available to service designers and policymakers in the design of digital identity 

infrastructure? and (2) How can digital identity governance and institutional design support the 

creation of systems that uphold public values? By answering these questions, this thesis aspires 

to advance theoretical understanding and offer actionable guidance for stakeholders engaged in 

the development and implementation of digital identity systems. This dual focus on supporting 

theory-building and practical application ensures that the findings are both academically 

valuable and directly applicable to real-world challenges. 

3 Structure 

This cumulative thesis is structured in five sections. Section II provides a conceptual 

background on the primary concepts explored in this thesis: public values and its relation to 

human-centeredness, and digital identity infrastructure as one type of digital public 

infrastructure. It is based on six research papers (RP1; RP2; RP3; RP4; RP5; RP6) and one book 

chapter (BC1) and answers the first research question of this thesis. After these foundational 

bases have been established, section III juxtaposes these concepts by proposing an analytical 

lens of the digital identity governance framework developed in (RP1; RP2) with considerations 

for human-centeredness uncovered in (RP4; RP5), answering research question 2. 

Finally, section IV concludes this thesis with a summary of its research contributions, a 

discussion of the limitations of each individual study, and outlines directions for future research.  
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Domain Publication Title Outlet Ranking Role 

Digital 

identity 

infrastructure 

governance 

RP #01 

Designing Digital 

Identity Infrastructure: 

A Taxonomy of 

Strategic Governance 

Choices 

Hawaii International 

Conference on 

System Sciences 

(HICSS) 

GGS Class: 2 

GGS Rating: 

A 

Single 

Primary 

Author 

RP #02 

Challenges in 

designing digital 

identity infrastructure 

for development: A 

taxonomy of strategic 

institutional and 

governance choices 

Information 

Technology for 

Development (IT4D) 

(under review) 

Scopus: 97% 

Single 

Primary 

Author 

RP #03 

The EU's Digital 

Identity Policy: Tracing 

Policy Punctuations 

United Nations 

University’s 

International 

Conference on 

Theory and Practice 

of Electronic 

Governance 

(ICEGOV) 

GGS Class: 

WIP 

GGS Rating: 

WIP 

Joint Primary 

Author 

BC #01 
Decentralized Digital 

Identities 

Decentralization 

Technologies in 

Finance 

N/A 
Joint Primary 

Author 

Human-

centeredness 

in 

eGovernment 

RP #04 

User-centricity and 

Public Values in 

eGovernment: Friend 

or Foe? 

European 

Conference on 

Information Systems 

(ECIS) 

GGS Class: 2 

GGS Rating: 

B 

Non-Primary 

Author 

RP #05 

When Public Values 

and User-Centricity in 

eGovernment Collide – 

a Systematic Review 

Government 

Information 

Quarterly (GIQ) 

Scopus: 99% 
Joint Primary 

Author 

RP #06 

Guiding Refugees 

Through European 

Bureaucracy: 

Designing a 

Trustworthy Mobile 

App for Document 

Management 

The 

Transdisciplinary 

Reach of Design 

Science Research 

(DESRIST) 

GGS Class: 

WIP 

GGS Rating: 

WIP 

Joint Primary 

Author 

RP: Research Paper | BC: Book Chapter 

Table 1: Publications overview. 
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II       |    Public Values and Human-Centeredness in Digital 

Public Service Delivery 

1 Public values in eGovernment 

“Public values” refer to the principles and norms that guide public institutions and services in 

achieving the common good (RP1; RP2). Rooted in public administration theory, the concept 

of public values has been explored extensively by scholars seeking to define and operationalize 

the ethical and practical priorities of governance and service delivery (Bozeman, 2007; 

Jørgensen & Bozeman, 2007). They can be defined as “a mode of behavior [or] a way of doing 

things […] that is held to be right […] by the public, citizens or the so-called ‘reasonable man’” 

(Bannister & Connolly, 2014). In government, public values are those that provide “normative 

consensus about (a) the rights, benefits, and prerogatives to which citizens should (and should 

not) be entitled; (b) the obligations of citizens to society, the state, and one another; and (c) the 

principles on which governments and policies should be based” (Frederickson, 1990; Jørgensen 

& Bozeman, 2007; Nabatchi, 2012).  

Public values encompass a range of ideals, including equity, accountability, transparency, 

efficiency, and sustainability. These values are dynamic, evolving in response to societal 

changes, technological advancements, and shifting public expectations (Bryson et al., 2014). 

While human-centeredness focuses on the design and delivery of services, public values provide 

the ethical and normative framework that guides their development. Together, they ensure that 

public systems are not only functional but also aligned with societal priorities and expectations. 

Public values evolve with time and with the societies that generate them. This makes them not 

exact science but very much human. Still, many researchers have attempted to inventorize them, 

using different methods. Recent research examining the state of the literature on public values 

compiles upwards of 30 public values, categorized in three types: duty-oriented, service-

oriented and socially-oriented (RP4; RP5). An important takeaway of these renewed stock-

taking exercises is that values morph with the circumstances of the times, and that similar values 

are expressed with different words and nuances, adding to their complexity (RP5; Bannister & 

Connolly, 2014; Jørgensen & Bozeman, 2007).  
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DUTY-ORIENTED SERVICE-ORIENTED SOCIALLY ORIENTED 

Responsibility to the citizen / 

political neutrality 

Compliance with the law 

Efficient use of public funds 

Facilitating the democratic will 

Accountability to government 

Economy of public funds 

Rectitude 

Legitimacy 

Representation of citizens’ will 

and needs 

Sustainability 

Service to the citizen in his or her 

different roles 

Respect for the individual 

Responsiveness / proactivity / 

flexible service delivery 

Effectiveness 

Efficiency 

Transparency 

Productivity 

Innovation 

Inclusiveness 

Justice 

Fairness / equity 

Equality of treatment and access 

Respect for the citizen 

Due process 

Protecting citizen privacy 

Protecting citizens from 

exploitation 

Protecting citizen security 

Accountability to the public 

Consultation / participation / 

engagement 

Impartiality 

Pluralism / diversity 

Trust / confidence / reliability 

 

 Table 2: Framework of Public Values (RP4; RP5). 

Public values should also be apprehended with the understanding of their multiplicity, and the 

fact that they are often congruent or contrasting with each other. Recent research has explored 

the idea of public values pluralism, and their intrinsic multiplicity and hybridity (van der Wal 

& van Hout, 2009). Behind this idea is that public values cannot be reduced to a unitary 

conception. Rather, conflict is prevalent, both internally and in relation to each other (RP5; 

Jørgensen & Bozeman, 2007). Researchers have explored many examples over the years, such 

as the fact that public values of governing with integrity (e.g., transparency, fairness, rectitude) 

and governing effectively/efficiently can conflict (RP4; RP5; De Graaf et al., 2016; de Graaf & 

van der Wal, 2010).  

Another challenge is that not only do certain public values conflict between each other, but user-

centric principles often conflict with certain public values as well (e.g., user involvement and 

accountability, user focus and pluralism) (RP4; RP5). While further investigation is needed to 

determine the theoretical implications of these conflicts, research has started to unravel the 

sources of conflict and conflict dimensions in an e-government context, establishing the bases 

to build a theoretical frame and propose recommendations to policy-makers on ways to avoid 

or mitigate these conflicts (RP5).  
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2 Human-centeredness as a method to embed public values in 

public service delivery 

Despite the conflicts between public values, approaches to uphold them as part of public service 

delivery have blossomed, driven by a desire to develop services that are not only appropriate, 

but also beneficial, to humankind. Human-centeredness originates from human-centered 

design, which emerged in the mid-20th century as a response to the growing complexity of 

technological systems and their interaction with users. Central to human-centered design is the 

belief that systems, services, and technologies should be designed with a deep understanding of 

human needs, preferences, and behaviors (Norman, 1988). The approach emphasizes empathy 

and iterative processes to create solutions that are not only functional but also accessible, 

inclusive, and meaningful to users.  

The principles of human-centeredness have been applied across various fields, including 

organizational management, healthcare, and public services (Carayon et al., 2020; Junginger, 

2017). In each context, the core tenets remain consistent: a focus on usability and accessibility, 

and a commitment to addressing the emotional and experiential aspects of the user experience 

(Krippendorff, 2005). These principles aim to ensure that solutions are not just effective but 

also desirable, fostering a sense of ownership and trust among end-users.  

In the public sector, human-centeredness has evolved into a broader philosophy that influences 

service delivery, policymaking, and organizational design. It has been recognized as a critical 

factor in addressing systemic inequities and improving citizen engagement (Holeman & Kane, 

2020; Nihei, 2022). Scholars have argued that a human-centered approach in public services 

can lead to more inclusive and adapted systems, particularly in addressing the needs of 

underserved and marginalized populations (Bason, 2017; Jones, 2016; Walton, 2016). In 

essence, human-centered design is useful to transform abstract public values into tangible 

outcomes, bridging the gap between citizen expectations and institutional practices (Niemelä & 

Melkas, 2019; Røhnebæk et al., 2019). This is one of its primary distinctions from another 

service design approach, user-centered design. While user-centered design focuses primarily on 

the ability of a user to effectively interact with a specific system or interface, human-centered 

design considers the broader context of human needs, behaviors, and societal impact (Gasson, 

2003; ISO 9241-210, 2019). In fact, while user-centricity and public values can often conflict 

(RP5), human-centricity and public values are by definition symbiotic. 
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In developing countries, digitalization is increasingly recognized as a potential solution to 

pressing challenges such as poverty and limited access to essential services and economic 

opportunities (Inoue, 2024; Mothobi & Grzybowski, 2017; Spulbar et al., 2022). However, the 

development of digital systems is constrained by limited financial resources and expertise, 

which hampers the emergence of a robust, iterative, and competitive ecosystem capable of 

addressing these urgent needs. Consequently, siloed, non-synergistic implementation projects—

often delivered by single vendors—have become the norm. Despite the frequent failure of such 

projects to uphold public values, the significant imbalance between the implementers of digital 

services and the populations they serve leaves little room for redress or recourse (Tavares & 

Masiero, 2023). This disparity is further intensified by the affected populations' limited capacity 

to comprehend the complex systems and dynamics that drive these failures and injustices 

(Chaudhuri, 2021). 

In response to these challenges, human-centered approaches are now seen as a vital strategy for 

addressing digital infrastructure needs in developing countries.  

3 Digital Public Infrastructure  

With this growing emphasis on upholding public values, researchers and governments have 

steadily pursued innovative approaches to enhance public service delivery. This evolving focus 

is reflected in the development of various paradigms within public administration. For instance, 

the New Public Management (NPM) approach, prominent in the late 20th century, advocated 

adopting private-sector practices to enhance efficiency and outcomes in public service delivery, 

framing users as customers (Bryson et al., 2014; Walker et al., 2011). While NPM aimed to 

introduce market-oriented reforms, its emphasis on efficiency often overlooked broader public 

values such as equity and inclusivity. 

In response, the early 2000s saw the emergence of the Public Value Management (PVM) 

paradigm, which shifted focus from market-based solutions to collaboration and citizen 

engagement (Bryson et al., 2014). This approach emphasized the co-creation of solutions, 

positioning citizens as active participants in governance rather than passive recipients of 

services (Stoker, 2006). PVM underscored the importance of addressing societal needs 

collectively, fostering accountability, and enhancing trust between governments and their 

constituents. 
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With the rise of digitalization, these frameworks have been further refined through the Digital 

Era Governance (DEG) approach (Dunleavy, 2005). DEG emphasizes the re-aggregation of 

services to reduce fragmentation, promotes citizen-centric design to better align services with 

user needs, and leverages digital technologies to streamline processes and improve accessibility 

(Dunleavy et al., 2006).  

Together, the evolution of these paradigms illustrates the ongoing evolution of public 

administration in its pursuit of more effective, inclusive, and value-driven service delivery. 

Digital Public Infrastructure emerged within this trajectory as a tangible embodiment of public 

values, offering concrete implementation principles that reflect these ideals. Digital Public 

Infrastructure is considered as foundational, interoperable shared digital systems that promote 

access to digital services for all (G20, 2023; UNDP, 2023). As an implementation method, and 

unlike approaches that emphasize methods (e.g., citizen participation), Digital Public 

Infrastructure focuses on achieving desired outcomes, such as efficiency, inclusivity, and 

accessibility. Fundamentally, it recognizes that the digital delivery of public services demands 

a foundational system that integrates the structural rigor of an infrastructural model with a 

commitment to the ethos of public values. This dual focus aims to ensure that the infrastructure 

not only supports effective service delivery but also reinforces the ethical and societal priorities 

central to governance. 

However, intent does not guarantee outcomes, and public infrastructure is also subject to 

challenges when it comes to delivering its desired societal benefits. For example, more and 

more public infrastructure is partially privately owned, making the upholding of public values 

challenging (Koppenjan et al., 2008). As a response, practitioners and academics have called 

for the safeguarding of public values by contracts, regulation, and oversight structures (Bruijn 

& Dicke, 2006). 

4 Digital Identity Infrastructure Governance 

Digital identity infrastructures can be defined as systems that construct, control, and commodify 

(facets of) digital identities and can be formed by both public and private sector actors 

(Giannopoulou, 2023). They are an operationalization of digital infrastructure, i.e., digital, 

socio-technical systems that underlie or support the public interest, as well as universal or quasi-

universal services (Plantin et al., 2018).  
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Digital identity infrastructure is increasingly considered as a means to support sustainable 

development, and effectively enable society-wide functions and services provided by the 

government or private sector (DPGA & GiZ, 2022; Gelb & Diofasi, 2018; Henfridsson & 

Bygstad, 2013). The benefits commonly associated with digital identity infrastructure are 

multiple, and particularly transformative in low- and middle-income countries (LMICs). Both 

academics and practitioners have highlighted its capacity to support socio-economic 

development, enable individual agency and improve inclusion.  

In light of these asserted benefits, the development of reliable digital identity infrastructure has 

become a high priority for governments to enable their citizens to take full advantage of the 

opportunities that digitalization represents (Gelb & Diofasi, 2018), and a number of countries 

around the world have built their own digital identity capabilities, including India, Nigeria, 

Ethiopia, Peru and the Philippines. Many more commit substantial resources to build or improve 

their own digital identity infrastructures (World Bank, 2022).  

Digital identity infrastructures incorporate the reality of interconnected system collectives, 

which evolve at the intersection between socio-technical elements, networks of actors and 

relationships between organized practices (Henfridsson & Bygstad, 2013). They are thus 

structured by complex socio-technical systems (van Dijck & Jacobs, 2020; Weigl, Barbereau, 

Rieger, et al., 2022b). Organizational and institutional arrangements significantly influence the 

selection, design and implementation of information technologies in government (Gil-Garcia, 

2012; Koppenjan & Groenewegen, 2005; World Bank, 2014), thus playing an important role in 

the design of digital identity infrastructure. It follows that considering actors, roles, people and 

processes is a necessary condition for the development and implementation of useful and 

sustainable infrastructures (Dawes, 2009; Manny et al., 2022). Digital identity infrastructure 

design and success are therefore inextricably interlocked with the strategic governance choices 

that impact them (Gil-Garcia & Flores-Zúñiga, 2020; Medaglia et al., 2022), and their 

identification and characterization should be a priority. 

A detailed look at instantiations around the world reveals wildly different implementations and 

substantial design complexity. For example, in Scandinavian countries, banks play a crucial role 

in providing digital identity services to citizens who use their ‘BankID’ on a daily basis for 

various identification purposes (Husz, 2018). On the other hand, the Indian Aadhaar system is 

led by the public sector, with extensive participation of the private sector, including for the 

enrolment of citizens (UIDAI, 2023). On the other side of the spectrum, Bhutan recently 
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adopted a bill establishing a digital wallet enabling its citizens to assert control on the disclosure 

of their identity data during identification and authentication transactions (Parliament of 

Bhutan, 2023). These are just a few of the existing governance configurations in an area where 

disruptive technologies are increasingly deployed.  

Faced with this complexity, and in response to the impact of these governance and institutional 

arrangements on the design and ultimate success of the costly infrastructure, frameworks have 

been developed to list and classify the strategic choices that service designers and policy makers 

are faced with when developing digital identity infrastructure (RP1; RP2).  

The taxonomy for strategic institutional and governance choices for digital identity 

infrastructure (Table 3, RP2) in particular has proven its usefulness in both research and 

practical contexts, having been used as analytical framework in adjacent domains (Degen & 

Teubner, 2024) and in digital identity infrastructure institutional design in a West African 

country. Centered around four dimensions: institutional arrangement, ecosystem management, 

funding management and data management, it outlines the many dimensions that compose 

institutional and governance decisions for digital identity in governmental contexts.  
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Layer Dimension Characteristics 
St

ra
te

gi
c 

In
sti

tu
ti

o
n

al
 a

n
d

 G
o

ve
rn

an
ce

 C
h

o
ic

e
s 

fo
r 

D
ig

it
al

 Id
e

n
ti

ty
 In

fr
as

tr
u

ct
u

re
 

Institutional 
Arrangement 

Authority 
governance model 
(mutually exclusive) 

Inter-ministerial 
entity 

Ministerial entity 

Semi-autonomous 
entity (with 
stakeholder 

representation) 

Fully autonomous 
entity (with direct 

Cabinet- or 
Executive-level 

reporting)  

Additional 
authority 

prerogatives 
Civil registration  

Identity document 
and certificates 

issuance 

Others (e.g. 
statistics, 

digitalization 
strategy) 

Single purpose 
authority 

Ecosystem 
Management 

Subjects 
Nationals 

(residents) 
Nationals (non-

residents) 
Non-nationals 

(residents) 
Non-nationals 

(non-residents) 

Persons without 
proof of legal 

identity  

Geographical scope Sub-national National Transnational 

Interoperability 
approach 

None Mutual recognition Harmonization 

Interoperability 
enablers 

Standards (technical, 
organizational, semantic) 

Certification or 
accreditation mechanisms 

Open-source / community 
software 

Roles of private 
sector actors 

None 
Identity 

consumption  
Identity 

provision  
Registrar  

Infrastructural 
provision  

Funding 
Management 

Development 
funding 

Public funding Public-private partnership Grant 

Operational 
financing  

Public budget 
Charge for relying 

parties 
Charge for data 

subjects  
Other 

Data 
Management 

Data presentation 
model 

Identity provider to 
relying party 

Federation through 
1 actor 

Federation through 
multiple actors 

Data subject to 
relying party 

Identity matching 
approach 

Mediated Non-mediated 

Trusted sources 
Government-controlled 

databases 
Digital wallets Distributed ledgers 

Table 3: Taxonomy of strategic institutional and governance choices for digital identity infrastructures 

(RP2). 
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III      |    Public Values in Digital Identity Governance  

Against this backdrop and drawing on the theoretical and practical resources presented in the 

publications comprising this thesis, this section develops an instantiation of the taxonomy 

proposed by (RP2), examined from the perspective of public values as refined in (RP4; RP5). 

Fundamentally, it synthesizes the key concepts developed throughout the thesis and addresses 

the second research question originally posed (how can digital identity governance and 

institutional design support the creation of systems that uphold public values?). 

This instantiation also demonstrates how the individual contributions of this thesis can help 

uncover the relationship between institutional and governance choices and the realization of a 

digital identity infrastructure’s expected outcomes. To achieve this, a subset of analytical 

considerations can be selected, prioritizing those most relevant to the actualization of benefits 

as identified in both scientific and grey literature. While incorporating additional considerations 

could provide valuable qualitative insights, the necessary limitation in scope means that the 

selected examples should be viewed as illustrative rather than exhaustive.  

Actualization of the benefits linked to digital identity infrastructure requires its adoption by 

citizens and service providers, and its usage over time. The societal value of digital 

infrastructure is not intrinsic: it relies on the affordances it enables and the services that leverage 

it in a specific organizational context (Kumar, 2004). However, negative impacts on the 

actualization of public values can be generated from the very design of digital public 

infrastructure. Bannister & Connolly (2014) propose that information and communications 

technology has the potential to cause highly negative impact on inclusion (i.e., social inclusion 

and equality of treatment and access) and citizen protection (in particular through a privacy 

lens). This is corroborated by the focus on these two considerations of both academic research 

(see, among others, Addo & Senyo, 2021; Anand & Brass, 2021; Beduschi, 2021; Chudnovsky 

& Peeters, 2021; Giannopoulou, 2020; Martin & Taylor, 2021; Masiero, 2018; Masiero & 

Arvidsson, 2021; Mir et al., 2019; Park & Humphry, 2019; Tavares & Masiero, 2023; Wang & 

Filippi, 2020; Wickins, 2007) and grey literature (see 50-in-5, 2023; ITU, 2018; McKinsey, 

2019; OECD, 2023; UNHCR, 2018; USAID, 2017; World Bank, 2023b). Citizen protection in 

turn influences citizens’ perceived risk, which when coupled with trust, act as clear 

determinants to adoption of governmental digital identity solutions (Bélanger & Carter, 2008; 

Hooda et al., 2022; Kubicek & Noack, 2010b; Li et al., 2008), a position shared by practitioners 

(European Commission, 2021a; ITU, 2018; OECD, 2023). Finally, the infrastructures’ 
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sustainability, and its resilience over time, directly impacts the duration for which these benefits 

can be realized (Bocchini et al., 2014) and is thus an important factor in effectiveness 

considerations in particular in LMICs (Gurara et al., 2018). In light of their characteristics, these 

four considerations can be considered as pre-requisites for the actualization of benefits linked 

to digital identity. Anand & Brass (2021) uses the term ‘design imperatives’ to refer to these 

considerations, while the World Bank’s ID4D program (2022) uses the term ‘principles’. A 

better understanding of how governance decisions can impact them is therefore critical.  

The analysis in the following section draws on academic and grey literature, as well as archival 

records. It uncovers examples of anticipated impacts that decisions within each dimension of 

the taxonomy can have on the determinants of trust, inclusion, citizen protection, and 

sustainability.  

These choices, while highly relevant, are meant to be illustrative, and similar analyses could be 

performed with other considerations. 

1 Trust 

Seen as a precondition for e-government system adoption (Carter & Weerakkody, 2008; Li et 

al., 2008; Warkentin et al., 2002; Welch et al., 2004), trust refers to ‘the willingness of a party 

to be vulnerable to the actions of another party based on the expectations that the other will 

perform a particular action important to the user, irrespective of the ability to monitor or control 

that other party’. It comprises three dimensions: benevolence, competence and integrity (Mayer 

et al., 1995, p. 95). This is of particular importance in the context of digital identification 

(Okunoye, 2022), as many high-level institutions have realized, appending the word ‘trusted’ 

to ‘digital identity’ in their communications (Australian Government, 2023; European 

Commission, 2021b; World Bank, 2019b). Li et al. (2008) empirically studied the determinants 

and impacts of trust in intended usage of national identification systems to get a more nuanced 

understanding of which aspects of trust lead to intended usage of national digital identity 

systems. Three key factors influencing trust beliefs were identified. The first is system 

reputation, which refers to the system’s perceived benevolence, competence, and reliability. The 

second is system calculated cost-benefit, which considers whether the system or the responsible 

organization stands to gain from engaging in malevolent, incompetent, or dishonest behavior. 

The third is organizational institution situation normality, which pertains to the responsible 
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organization’s perceived benevolence, competence, and integrity. Linking these determinants 

to the choices that governments are facing when developing digital identity infrastructure 

correlates with the insights gathered during our data collection. Trust levels have been 

associated with governance decisions in comparative studies of HICs digital identity 

implementations (Kubicek & Noack, 2010b). Applying this lens to our taxonomy, it could be 

derived that trusting beliefs could indeed be impacted by the choices made within the authority 

governance model, additional authority prerogatives, roles of private actors, development 

funding, data presentation model, identity matching approach and trusted sources dimensions.  

Both the choices within the authority governance model and additional authority prerogatives 

dimensions impact the organizational situation normality determinant. The authority will 

inevitably be associated with the institution in charge, and its societal role. As such, affiliating 

the authority to a trusted ministry or directly to a popular head of state will have a positive 

impact on the trust beliefs attributed to the infrastructure (Kubicek & Noack, 2010a). On the 

contrary, associating the infrastructure with unpopular ministries or prerogatives would 

negatively influence them. In LMICs, informal institutions such as religious and traditional 

leaders can be more trusted than formal institutional actors (Bratton & Gyimah-Boadi, 2016). 

Involving them in the governance of the authority, e.g., through board positions, could then 

influence citizens’ trust. In Guinea for example, the board of the authority responsible for digital 

identity (ONECI) comprises a representative of religious affairs (Présidence de la République 

de Guinée, 2022), strengthening public trust in the system in a context where religion plays a 

central role in daily life and governance.  

The choices made in the dimension roles of private actors can also be particularly impactful, as 

exemplified by the overwhelming rejection of Swiss voters to a digital identity infrastructure 

primarily managed by the private sector (Swiss Federal Counsel, 2021). This led to a dramatic 

reversal of fate, with a new proposal severely limiting the roles of private sector actors now 

adopted by the Swiss Federal Counsel (Swiss Federal Counsel, 2023). However, one should not 

equate private sector with untrustworthiness. In Nigeria for example, poor government 

performance is a determining factor in the current lack of trust in the national identity system 

(Okunoye, 2022). Trust in the public and private sector is geography dependent and highly 

volatile; in fact, there is a current worldwide trend towards a higher trust in the private sector 

than the public sector (Edelman, 2023). Determinants of success in public-private partnerships 

for digital infrastructure include engagement, joint understanding, two-way communication, 



 

 

16 

clear division of roles and following a process-oriented approach (Lips et al., 2023). Trust 

however does not exclude control, and as the experience of India shows, clear control and 

monitoring of arrangements with the private sector can help this trust last, in particular for 

citizen-facing activities such as enrolment (CAG of India, 2021).  

Development funding is another trust-affecting dimension, in particular in LMICs where 

external funding is often necessary to develop the infrastructure. Loans can be associated with 

dependency and a loss of sovereignty, whether they come from international financial 

institutions (Williams, 2000) or private capital markets (Leiteritz, 2001). However, foreign aid 

has also been a positive vector of citizen trust in countries where trust in government is low 

(Milner et al., 2016). Public-private agreements, such as build-own-transfer and concession 

agreements, can also have a similar association and impact the system calculated cost/benefit 

trust determinant (Feng et al., 2018). They can also activate the kinds of dynamics highlighted 

within the roles of private actors dimension.  

Data presentation model, identity matching approach and trusted sources can all impact the 

system reputation determinant by introducing technological trust mediators, i.e., digital 

technologies that mediate interactions that require or produce trust, despite the lack of evidence 

with respect to the actual trustworthiness of these mediators (Bodó, 2021). While these trust-

mediating technologies are increasingly used in LMICs (e.g., Brazil’s use of distributed ledger 

technology, Bhutan’s use of digital credentials and wallets), understanding their implications 

require significant digital literacy. As such, while they might be influencing trust in highly 

digital literate societies, this effect cannot be presumed in all contexts. 

2 Inclusion 

Inclusion is a second challenge that was often referred to in the data we collected and analyzed 

(uncoincidentally, another word often appended to digital identity (UNHCR, 2018; USAID, 

2017; World Bank, 2019b). Digital identity infrastructure was highlighted as a potential vector 

of both inclusion and exclusion, an observation that finds confirmation in the academic 

literature (Bannister & Connolly, 2014; Beduschi, 2019; Martin & Taylor, 2021; Masiero & 

Arvidsson, 2021). In a governmental program context, it relates to data justice, equity, fairness 

and service to the citizen (Bannister & Connolly, 2014). For simplicity purposes, both inclusion 

and lack of exclusion will be equally considered here, although there is nuance to their meaning 
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and impacts (Cicchiello et al., 2021). Inclusion is impacted by choices made within the authority 

governance model, additional authority prerogatives, subjects, geographical scope, 

interoperability approach, operational financing, data presentation model and trusted sources 

dimensions.  

Within the authority governance model and additional authority prerogatives dimensions, 

governments can manage the risk of exclusion through different institutional arrangements, 

such as granting governance prerogatives to stakeholders with social inclusion improvement in 

their mandate. These responsibilities can be at the programmatic, project or informal level. Once 

again, the board of Guinea’s ONECI comprises a representative of the ministry in charge of the 

advancement of women, children and vulnerable persons. In Sierra Leone, the entity already 

responsible for the enrolment of the population (NCRA) was given the additional prerogative 

of establishing the digital identity infrastructure. But inclusion is not unidirectional, and 

institutional arrangements ignoring this risk can also reinforce existing systemic exclusion. For 

example, too strong a link between documentation, registration and the provision of social 

benefits can lead to cascading exclusionary effects, and not accounting for unregistered people 

can lead to trickle-down effects of the implementation of social policies (Chudnovsky & 

Peeters, 2021). This is exemplified by the example of the Nubian community, who due to the 

history of their arrival in Kenya, struggled to fulfil the requirements for enrolling in the digital 

identity infrastructure, subsequently depriving them of access to essential services (Mosero, 

2021). In a similar dynamic, the registration of newborns in South Africa was conditioned to 

the possession of valid documentation, generating cascading generational exclusion (ibid.). 

The subjects, geographical scope and interoperability approach dimensions deal with the 

aspects of demographic and geographic inclusion. Choices made with regards to the category 

of population eligible to interact with governmental or private services due to their (non-) 

integration in the digital identity infrastructure has considerable ethical, if not legal, 

implications of data justice (Bhatia et al., 2021; Schoemaker et al., 2021; Tavares & Masiero, 

2023), that need to be taken into consideration before deciding on this dimension. It also raises 

practical questions regarding the enrolment of target data subjects and reinforces the need to 

carefully evaluate how integration with existing systems (e.g., civil registration, vital statistics, 

identity document issuance) is apprehended, to avoid ‘cascades of exclusion’ for persons who 

are not included in the digital identity program (Chudnovsky & Peeters, 2021). In LMICs where 

forced displacement-causing conflicts are likely to occur, cross-border interoperability can 
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alleviate the risks of exclusion of displaced populations not having their legal identity 

recognized by host countries (Martin & Taylor, 2021; World Bank, 2023a). Risks to inclusion 

are compounded by digital identity infrastructures’ increasing reliance on the biometric 

information of data subject, as this highly sensitive category of personal data can allow precise 

identification (Cooper & Yon, 2019; Mankoff et al., 2022; Wickins, 2007). Indeed, quality of 

certain biometrics can be impacted by different factors including age, health conditions or even 

position on the urban-rural continuum (Huang et al., 2019; Lanitis, 2010; Tiwari & Gupta, 

2014), which increases the risk of certain populations to be excluded from biometrics-based 

digital identity schemes.  

Within the operational financing, data presentation model and trusted sources lie inclusion 

challenges due to varying availability of citizen resources, such as digital literacy and income, 

that are particularly prevalent in LMIC (Antonio & Tuffley, 2014; Mathrani et al., 2022; Our 

World In Data, 2023; Zdjelar & Žajdela Hrustek, 2021). Charges for data subjects are usually 

seen as a potential exclusion vector because of the financial barriers they create (World Bank, 

2019a), although they can achieve precisely the opposite when used appropriately (Thomas, 

1998). Digital wallets, thanks to their remote delivery capabilities, can be useful in reducing the 

often-significant costs (including opportunity costs) of reaching and waiting at enrolment or 

credentials distribution centers. They can also be useful in situations where internet connectivity 

is limited, a pervasive issue in regions where people are at the highest risk of exclusion. 

However, they often presume ownership of a sophisticated, costly piece of hardware – typically 

a smartphone (Schoemaker et al., 2023). While techniques have been proposed to bridge the 

newer capabilities available through digital identification with legacy phone hardware 

(Mavroudis et al., 2021), the secure element and trusted execution environment necessary to 

enable highly-secure identity transactions can only be found in specialized hardware or recent 

smartphones (ENISA, 2020). Alternatives such as the Indian offline e-KYC model can alleviate 

some of the hardware ownership requirements, but their usage also presumes a sufficient level 

of digital literacy (International Center for Humanitarian Affairs, 2021), thus generating 

additional risks of exclusion if not handled appropriately.  

3 Citizen protection 

Digital identity infrastructures are built to process personal data with the purpose of accessing 

individualized services, and the risks of misuse are not to be underestimated. Aside from 
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protection from exclusion (addressed within the inclusion challenge), citizen protection in the 

context of digital identification was mainly reported as being concerned with protection from 

data misuse such as surveillance. Masiero (2023) comments that surveillance is inevitable and 

composes the fabric of digital identity systems, and Thoburn (2012) considers that identification 

is de facto a benign form of surveillance which is required for a well-ordered society. Weitzberg 

et al. (2021) appeals to a depolarized approach, suggesting that surveillance and recognition are 

mutually compatible developments. This position is shared by Taylor et al. (2008) who calls for 

a contextual perspective and a holistic understanding of the relationship between public service 

provision and surveillance to propose practical routes and reconciliations between naïve 

optimism about the roles of government and the ‘dark spectres’ attaching to them. Beyond 

surveillance at the systemic level, data misuse can include discrimination and identity theft, and 

can occur at the organizational or individual level, by leveraging legitimately or illegitimately 

collected data (Lowry et al., 2017; Robertson, 2019). All types of data misuse can have a 

substantial impact on the targeted data subject (Kröger et al., 2021). Citizen protection is 

impacted by choices made within the authority governance model, additional authority 

prerogatives, geographical scope, interoperability enablers, roles of private sector actors, data 

presentation model, identity matching approach and trusted sources dimensions. 

The authority governance model, additional authority prerogatives, geographical scope and 

roles of private sector actors dimensions are all concerned with who can have access to 

identification data, or at least who can decide on it. De-linking identification from other 

prerogatives that could have incentives to misuse identity data (Lai & Patrick Rau, 2021; 

Radiya-Dixit & Neff, 2023) could act as a rudimentary protection against this risk. The private 

sector often has systemic incentives to leverage this personal data for uses beyond their 

originally intended purposes (Kröger et al., 2021; Prichard, 2021). But the public sector is not 

always beyond reproach, and misuse has been reported at the individual level (Hutchings & 

Jorna, 2015; Inuwa et al., 2019), as well as at the organizational level (Bannister, 2005; Königs, 

2022; Taylor et al., 2008). In the Netherlands, any identification transaction needs to go through 

an authorization system, which verifies the legal basis for data processing and limits data access 

strictly to the necessary. It also leverages techniques known as polymorphic encryption and 

pseudonymization to prevent data reconciliation through an identifier (Verheul & Jacobs, 2017). 

Despite its complexity, this combination of authority governance model and identity matching 

approach can be an example of a way of data misuse, the principles of which being also found 
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in Austria (Kubicek & Noack, 2010b) and India (Ministry of Justice, India, 2019), for example, 

with identifier tokenization and virtual IDs. 

Interoperability enablers configurations can also be leveraged to impact citizen protection 

capabilities. Both the use of standards and open-source / community software presents the 

advantage of being open to full scrutiny. Functioning on the premise of security via 

transparency, they have the potential to enhance system security (Hoepman & Jacobs, 2007; 

Witten et al., 2001). But while some evidence points to this dynamic, direct causation has yet 

to be proven, and proprietary developments might provide better security than obscure 

standards or little-scrutinized open-source projects (Hansen et al., 2002; Sridhar et al., 2005). 

Finally, certification and accreditation mechanisms leverage oversight by a qualified institution 

to reduce the risk that external partners or resources present risks to citizens. For example, in 

India, Aadhaar enrolment personnel need to go through a certification process before being 

authorized to act as a registrar on behalf of the government (UIDAI, 2022).  

The data presentation model, identity matching approach and trusted sources dimensions are 

concerned with the relationship between data subjects and infrastructure actors. A framework 

that establishes the conditions in which data matching is allowed to take place can help avoid 

cases of illegitimate data matching and inferences (Wachter & Mittelstadt, 2018). This however 

presents little protection in case a unique identifier is openly used and shared, such as the 

National Identity Number in Nigeria (NIMC, 2022). A glimpse into HICs implementations may 

provide insight into future directions of this topic: during the eIDAS revision process, the 

proposed introduction of a unique and persistent identifier was rolled back following intense 

pushback from privacy advocates and data protection authorities (European Parliament, 2023). 

Consideration to introduce unique identifiers should then be well-informed, considering the 

tradeoff required between simplicity of usage and data protection risks. Biometrics, as identity 

data that can enable identity matching, can also be used to deduce health conditions (Ross et 

al., 2022) and ethnicity (AlBdairi et al., 2022) characteristics prone to be used to discriminate 

against individuals, in particular in LMICs (Gavan et al., 2022). Although their efficacy in 

achieving user empowerment is debated (Giannopoulou, 2023), digital wallets are currently 

being presented as preferable to a more siloed approach from a privacy preservation standpoint 

(European Commission, 2025). They can be enhanced with privacy-enhancing technologies and 

permit selective disclosure, i.e., a technological implementation of the data minimization 

principle (Veseli et al., 2019). Regarding distributed ledgers, while they can be seen as 
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opportunities for trust mediation in collaborative contexts, caution is advised against storing 

anything but technical data for purposes such as proof verification, schemas management and 

rules enforcement (Ghaffari et al., 2022; Lux et al., 2020; Sim et al., 2019), due to their 

incapacity to guarantee several data protection rights, such as the rights to erasure or 

rectification. 

4 Sustainability 

In this context, sustainability is considered as the challenge of maintaining the desirable 

characteristics of the infrastructure over time, from both a financial and outcome-based 

perspective. While sustainability understood as environmentalism is a critical topic in 

information technology (Sarkis et al., 2013; Seidel et al., 2017), the choices identified in this 

study were not considered as having a direct impact on the ecological footprint of the 

infrastructure (including when considering decentralized ledger technologies as long as an 

appropriate consensus mechanism is used (Sedlmeir et al., 2020)). In practice, sustainability 

(also called long-term future) is one of the key considerations for the project appraisal of 

funding towards digital identity (UNCDF, 2020; World Bank, 2019c). The UK offers a 

cautionary tale in the dangers of program unsustainability, with their flagship GOV.UK Verify 

program being fully discontinued in 2023 due to low usage and unclear prerogatives, despite 

substantial investment and commitment to the infrastructure (National Audit Office, 2019). 

While the UK had fallback measures in place, this example highlights the real risks citizens in 

LMICs face should governmental service provision depend on an unsustainable foundational 

identity infrastructure.  

The dimensions affecting program sustainability are primarily authority governance model, 

interoperability enablers, development funding, operational financing, data presentation 

model, identity matching approach and trusted sources.  

The choice of the authority governance model can have an impact on the political resilience of 

the infrastructure. Regime instability is a reality that many LMICs have to face. As an example, 

three out of six countries taking part in the World Bank’s West African Unique Identification 

for Regional Integration (WURI) program (a program which development objective is to 

increase the number of persons in participating countries who have government-recognized 

proof of unique identity that facilitates access to services) have been subject to one or several 
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coups since the approval of the program in 2018 (Burkina Faso, Guinea and Niger). But sudden 

political change is not limited to sub-Saharan Africa (Manurung, 2021). Regime instability 

hampers infrastructural resilience due to the risk of sweeping changes in ministerial 

appointments and reduced infrastructural investments (Magwedere & Marozva, 2023). 

Reducing the dependence of the digital identity authority on other parts of government could 

alleviate some of these risks: for example, it has been proposed that making it a neutral service 

provider at the service of citizens will reduce its likelihood to be a lustration target (Shirlow, 

2021). However, while this hypothesis has merit, it is yet to be empirically validated. 

Interoperability enablers can primarily influence the financial sustainability of the program. 

The use of standards and open-source / community software can both reduce the investment in 

developing and maintaining the infrastructure (Fitzgerald & Kenny, 2004). This could in turn 

increase the resilience of the infrastructure during regime transition periods. However, the risk 

still exists that the maintenance budget for the infrastructure be cut regardless of the nominal 

costs. Use of open-source software and standards also make transitioning to new technological 

providers easier by alleviating vendor lock-in dynamics (Secure Identity Alliance, 2019; The 

Alan Turing Institute, 2021). This can improve resilience in cases when providers cease their 

activities, or do not deliver the expected benefits from the contractual arrangement. This in part 

directed the choice of countries to use open-source software for their digital identity 

infrastructure needs (e.g., Morocco and the Philippines’ using MOSIP modules, and 

Madagascar, Ethiopia, Vietnam and Brazil using X-Road). 

Choices made within the development funding and operational financing dimensions can 

directly impact financial sustainability through generic financial dynamics. Indeed, even with 

high expected rates of return (World Bank, 2018), reducing the initial necessary investment at 

the national level might create a future burden on public finances and hinder future investments 

(Ari & Koc, 2018; Woo & Kumar, 2015). Granting the digital identity authority the 

independence to generate their own revenues, including through inter-ministerial chargeback 

mechanisms, has been suggested as a means to reduce dependence on public budget (Gelb & 

Diofasi, 2018). However, so far, no empirical evidence has been collected to strongly support 

this hypothesis. Loan terms can also make a difference; between reports of ‘debt trap diplomacy’ 

effects (Carmody, 2020) and a sustainable development finance ideal lies an important grey 

area. A strategy employed by the World Bank to increase the likelihood of infrastructural 

success and resilience is to look beyond the infrastructure and consider prerequisites and 
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outcomes. For example, fund disbursements can be conditioned to the establishment of a 

supporting legal framework and the issuance of identity credentials, on top of the building of 

the infrastructure (World Bank, 2018). When these terms are synergistic with the expected 

contextual outcome for the infrastructure provision, a higher chance of success could reasonably 

be expected. 

Finally, data presentation model, identity matching approach and trusted sources can reduce 

dependence on governmental actors for the actualization of expected infrastructural benefits 

and thus impact their sustainability. Digital wallets are a typical example of disintermediation 

techniques that are often associated with independence from government, in particular since the 

coining of the term ‘self-sovereign identity’ (Giannopoulou, 2023). While it is true that in 

certain configurations, a digital credentials’ authenticity and integrity can be assessed without 

intervention of the issuer (W3C, 2022), in reality, a credential is only as good as an identity 

verifier’s trust in its validity, which only a trusted identity provider (i.e., the government in cases 

of legal identity) can attest. The use of a mediation service for identity matching can also add a 

sustainability risk, as it is in the critical path of an identification and authentication transaction, 

and it generates additional costs compared to the usage of a simple unique identifier.  

5 Summary of impacts of governance design choices on benefits 

actualization 

Based on this analysis, an illustrative mapping can be proposed that depicts how the taxonomy 

dimensions of (RP2) can impact the upholding of public values (RP5) in an LMIC context. 

Borrowing to Bannister et al. (2014), a table of hypotheses revealed by this instantiation of the 

taxonomy can be proposed. Despite its simplicity, this mapping allows for reaching two 

objectives: highlighting the interrelation between the taxonomy and pre-requisites for the 

actualization of benefits of digital identity infrastructure, as well as inviting both researchers 

and practitioners to explore the horizontal tensions that might evolve from them. As part of this 

discussion, are highlighted some choices that might have a positive impact on one pre-requisite, 

but a negative impact on another. For example, the fact that digital wallets could have a positive 

impact on citizen protection but a negative one on inclusion. Owing to the non-binary nature of 

these tensions (for example that charging citizens for the infrastructure could both have a 

negative and a positive impact on inclusion), future research accounting for the complexity of 
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these dynamics would be warranted, to continue pursuing the goal of providing actionable 

guidance to conscientious designers and policymakers. 

 
Layer Dimension 

Impact identification 

 Trust Inclusion Citizen protection Sustainability 
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Institutional 
Arrangement 

Authority 
governance model 

✔ ✔ ✔ ✔ 

Additional authority 
prerogatives 

✔ ✔ ✔  

Ecosystem 
Management 

Subjects  ✔   

Geographical scope  ✔ ✔  

Interoperability 
approach 

 ✔   

Interoperability 
enablers 

  ✔ ✔ 

Roles of private 
sector actors 

✔  ✔  

Funding 
Management 

Development 
funding 

✔   ✔ 

Operational 
financing 

 ✔  ✔ 

Data 
Management 

Data presentation 
model 

✔ ✔ ✔ ✔ 

Identity matching 
approach 

✔  ✔ ✔ 

Trusted sources ✔ ✔ ✔ ✔ 

Table 4: Expected impacts of design choices on the pre-requisites for actualization of digital identity 

infrastructure benefits. 
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IV      |    Conclusion  

This cumulative thesis examined digital public infrastructure from a human-centered 

perspective. It addressed the question of how policy makers and service designers can 

apprehend governance and institutional decisions when deploying digital identity infrastructure 

with a human-centered approach.  

It did so by establishing an updated scientific understanding of public values and human-

centeredness in the context of digital public services, by refining and broadening them (RP4; 

RP5). It then expanded comprehension of the dynamics behind successful adoption of digital 

identity infrastructure policy, by analyzing the case of the EU Digital Identity Framework 

(RP3).  

With this theoretical basis covered, it then developed a framework for concisely apprehending 

strategic governance and institutional choices when designing digital identity infrastructure, 

through the elaboration of a consensus-based taxonomy (RP1; RP2), answering to the first 

research question of this thesis.  

Finally, it applied this framework to assess the impact of design decisions on upholding public 

values. It did so through a case study of Aadhaar, India’s digital identity infrastructure (RP2), 

and by evaluating four public values deemed particularly significant in the context of digital 

identity infrastructure. 

All in all, I have (co-)authored 6 research papers and 1 book chapter that have contributed to 

answer the research questions of this thesis. The following subsections detail my research 

contributions, followed by a discussion of potential limitations and future research directions. 

The dissertation concludes by acknowledging prior work and situating it within the broader 

efforts of the FINATRAX research group at the Interdisciplinary Center for Security, Reliability, 

and Trust (SnT) at the University of Luxembourg. 

1 Contributions  

In an ever-complexifying context where technology is not simply considered for its affordances, 

but for the societal impact it generates, policymakers and service designers need tools to 

concisely apprehend how the governance choices they make can impact the outcome of their 

digital infrastructure. This thesis fills several important gaps in that respect. 
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First, it offers a structured and updated perspective on public values relevant to the digital age 

(RP4, RP5). Moving beyond enumeration, it establishes an analytical framework to investigate 

conflicts between user-centric approaches and public values in the domain of eGovernment. By 

identifying and categorizing conflict sources and dimensions, it provides a nuanced 

understanding of prevalent challenges in eGovernment initiatives. This analytical depth aims to 

inform both researchers and practitioners, highlighting critical areas requiring attention to 

ensure that user-centric approaches remain aligned with public values. Ultimately, this 

framework sensitizes stakeholders to the inherent tensions, fostering more effective and value-

oriented eGovernment solutions. 

Second, it delivers actionable insights into policy-making strategies for large-scale digital 

identity programs (RP3). It demonstrates the applicability of punctuated equilibrium theory 

(Baumgartner et al., 2018; Baumgartner & Jones, 2009) while extending and refining its 

implications in the European context. This analysis is particularly beneficial for countries 

aiming to secure successful adoption of strategies and policies for digital identity systems. 

These insights guide policymakers in navigating complex socio-political landscapes, ensuring 

context-aware and federating implementation. Moreover, this contribution adds granularity to 

the understanding of policy evolution in the digital identity domain, offering an analytical lens 

that bridges academic inquiry and practical application. 

Third, by introducing and instantiating a taxonomy (RP1, RP2), this work provides a robust 

framework for analyzing digital identity governance decisions. This taxonomy can serve as a 

tool for researchers to generalize, communicate, and apply findings systematically, enhancing 

theory-building in areas such as eGovernment digital infrastructure and broader information 

systems research. Practitioners can also leverage this framework to navigate governance 

challenges more effectively, distinguishing strategic elements of digital identity infrastructures 

in a systematic manner. Additionally, this taxonomy equips policymakers with a concise 

analytical tool to evaluate design choices, offering practical guidance during the design and 

implementation phases. For citizens, the taxonomy enhances transparency, empowering them 

to better understand governance decisions and engage in participatory actions that influence 

infrastructure development.  

Finally, the instantiation of the taxonomy in section III of this thesis sheds light on critical 

governance considerations, such as public-private sector arrangements, while raising questions 

for future research—particularly regarding how governance decisions impact benefit realization 
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in digital identity infrastructures. This opens avenues for comparative empirical studies that 

generate actionable insights for both researchers and practitioners. 

2 Limitations and Outlook   

Naturally, the individual research items composing this thesis have certain limitations, which 

open opportunities for further research to refine and expand the findings of this thesis. 

The findings of RP1 and RP2 are influenced by contextual factors, particularly in the 

taxonomy's reliance on analyzed cases and expert interviews, which may affect its 

generalizability across diverse contexts. Additionally, the empirical validation in real-world 

deployments presents opportunities for further exploration. Future extensions that incorporate 

emerging technological and governance developments will not only enrich their utility but also 

ensure their continued relevance in dynamic contexts. Taxonomies also have inherent 

limitations, as they do not have truth value, but are rather tools for utility. While it resonated 

with interview participants, its complexity could pose challenges for those unfamiliar with the 

field. Additionally, a more systematic evaluation of digital identity infrastructures could 

uncover rare characteristics worth including. To address these limitations, further research could 

provide case-study evaluations of governance decisions’ impacts and explore the interplay 

between governance and technical elements. Deeper investigation into the taxonomy’s 

dimensions and adopting a reverse innovation approach could also offer valuable insights from 

developing countries applicable to high-income contexts. The taxonomies having been designed 

with extensibility in mind, should allow them to adapt and evolve alongside changes in 

implementation paradigms. 

RP3 uses process tracing, a method recognized for its rigor and effectiveness when applied in 

complex research domains (Ricks & Liu, 2018). However, the reliance on elite interviews and 

documentation that is necessarily steered by personal and institutional agendas, may provide a 

skewed perspective on the policy-making processes at hand. Additionally, its Eurocentric scope 

could limit its application to other global or regional initiatives. Expanding the analysis to 

include non-EU contexts would provide a more comprehensive understanding of policy 

development. Further exploration of the interplay between policy punctuations and 

technological evolution, as well as incorporating citizen and private-sector stakeholder roles, 

could contribute to deepen the insights offered. 
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RP4 and RP5 both draw on existing scientific literature as a research foundation, incorporating 

insights from over 70 research projects to provide consolidated theoretical findings. While this 

reliance benefits its breadth, it limited how far these research papers could engage with 

emerging technologies like AI and blockchain, which are increasingly relevant in this context 

and have the potential to alter conceptions of human-centered approaches. Additionally, these 

findings would benefit from empirical validation through case studies. Future research could 

address these gaps by conducting detailed case studies on recent eGovernment projects that 

explore the practical implications of the dynamics identified in these studies.  

Finally, RP6 takes a practical approach by designing a mobile application for refugee document 

management. By applying the design science research method, it ensures the relevance of 

findings to the case at hand (Hevner et al., 2004; Peffers et al., 2007). However, the study’s 

reliance on a limited sample of interviews and its focus on European settings limit its 

generalizability to other contexts. These aspects could be further extended to capture more 

diverse contexts. Future research could explore broader geographical and cultural settings and 

undertake longitudinal studies to evaluate the long-term impact of such applications on refugee 

trust and integration. Additionally, with the field of privacy-preserving technologies evolving 

at a rapid pace, updates of the proposed design taking them into account could further strengthen 

trust and encourage adoption among refugees. 
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Abstract 
Governments around the world increasingly deploy 

digital identity infrastructure. These initiatives are 

considered a fundamental building block for their 

citizens to reap the benefits of digitalization and take 

part in the digital society and economy. But this 

outcome is not guaranteed: it considerably hinges upon 

a range of strategic governance decision domains that 

institutional actors must act on when designing digital 

identity infrastructures. To get a better understanding of 

how governments can approach this critical design 

aspect, we propose a taxonomy of strategic governance 

choices for digital identity infrastructures. This 

taxonomy is the outcome of an analysis of 13 

government-led digital identity infrastructures and 12 

expert interviews. This paper contributes to the digital 

government literature by setting a foundation for further 

research and theory-building on digital identity 

infrastructure. Practitioners can use the taxonomy to 

develop governance strategies for their own digital 

identity infrastructure. 

 

Keywords: Digital identity, digital infrastructure, 

digital government, eGovernment, governance. 

1. Introduction  

Digital identity infrastructure is deemed essential 

for the effective provision of society-wide functions and 

services provided by the government or private sector 

(Henfridsson & Bygstad, 2013; DPGA & GiZ, 2022). It 

is credited with a capacity to support socio-economic 

development (Addo & Senyo, 2021; Masiero & Bailur, 

2021), enable individual agency (Whitley & 

Schoemaker, 2022), improve social inclusion (Wang & 

Filippi, 2020) and is commonly viewed as an integral 

component to reach sustainable development as 

reflected through the United Nations’ Sustainable 

Development Goal 16.9 “Legal identity for all, 

including birth registration, by 2030” (UN Legal 

Identity Expert Group, 2019). It is expected that digital 

identity systems could “unlock value equivalent to 3 to 

13 percent of GDP by 2030” (McKinsey, 2019). In light 

of these asserted benefits, the development of reliable 

digital identity infrastructure has become a high priority 

for governments to enable their citizens to take full 

advantage of the opportunities that digitalization 

represents (Gelb & Diofasi, 2018), and a number of 

countries around the world have built their own digital 

identity infrastructures, including India, Nigeria, Peru, 

Singapore and most European countries. Many more 

commit substantial resources to build or improve their 

own digital identity capabilities (World Bank, 2022b). 

Yet, not all digital identity infrastructure is 

successful in realizing these benefits (Walke et al., 

2023). Many recent initiatives have exhibited varying 

signs of failure, ranging from low adoption to outright 

discontinuation, or even citizen rejection prior to 

implementation. A 2021 PwC survey revealed that 

Germany’s electronic identification scheme had a very 

low uptake, with only 7% of citizens having used their 

electronic identity document in 11 years following its 

introduction (PwC, 2021). In the UK, the GOV.UK 

Verify infrastructure, that was expected to be taken over 

by the private sector by 2020, was publicly qualified as 

a failure (National Audit Office, 2019) and fully 

discontinued in 2023, a few months after the UK’s 

taxation authority withdrew from the scheme. The total 

cost for the infrastructure was estimated to be £220m. In 

Switzerland, the digital identity infrastructure did not 

even get a chance to start: in March 2021, a referendum 

saw the adoption of the Electronic Identification 

Services Act overwhelmingly rejected. This failure was 

largely attributed to the role that the private sector would 

have taken in provisioning digital identities. Again in 

2021, the Comptroller and Auditor General of India 

heavily criticized the Unique Identification Authority of 
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India’s (UIDAI) national digital identity infrastructure 

Aadhar, not least because of the poorly established 

relationship between government and private sector 

partners (CAG of India, 2021). To build and manage its 

identity infrastructure, the UIDAI spent Rs 15764.48 

Crore (~$1.8bn) from its inception in 2009 until 

February 2023 (UIDAI, 2023).  

In all these cases, failures were widely attributed to 

strategic design choices made regarding governance; 

conceptualized in this paper as the macro-level choices 

happening at the intersection between relational 

governance, corporate governance and infrastructure 

governance (Saunders et al., 2020). These failures 

caused public distrust and waste of public resources to 

replace the positive outcomes that had been expected 

from the infrastructure. The importance of governance 

arrangements has long been established, and their 

mechanisms studied extensively. Public-private links, 

service diversity, user awareness and acceptance, 

regulation and organizational structures are governance-

related factors that can influence the success of digital 

identity infrastructure (Walke et al., 2023). 

Additionally, both organizational and institutional 

arrangements impact the selection, design and 

implementation of information technologies in 

government (Gil-Garcia, 2012; Koppenjan & 

Groenewegen, 2005; World Bank, 2014), reinforcing 

their central role in realizing the infrastructure’s value. 

This challenge is compounded by the fact that 

institutional actors are confronted with a myriad of 

governance design options for digital identity 

infrastructure. These choices will impact the 

infrastructure, the services that rely on it and its users 

for years, if not decades.  

A detailed look at instantiations around the world 

reveals wildly different implementations and substantial 

design complexity. For example, in Scandinavian 

countries, banks play a crucial role in providing digital 

identity services to citizens who use their ‘BankID’ on 

a daily basis for various identification purposes. On the 

other hand, some countries such as Spain have built their 

digital identity capabilities around public sector needs, 

and the private sector is primarily acting as a 

subcontractor. The Indian Aadhar system is led by the 

public sector, with extensive participation of the private 

sector, including for the enrolment of citizens. These are 

just a few of the existing governance configurations in 

an area where disruptive technologies are increasingly 

deployed. Then, how can institutional actors have 

confidence that they evaluated the most important 

governance design options? What are the governance 

choices available to them that will have substantial 

impact on the design and ultimate success of the costly 

infrastructure? Despite their criticality, so far, no 

consolidated answer to these questions has been offered. 

While some of the topics at hand are individually 

addressed in the literature, to our knowledge, there is no 

systematic guidance and terminology on the strategic 

governance choices for digital identity infrastructure. In 

response, we formulate the following research question: 

 

Research Question: What are the strategic 

governance choices impacting the design of digital 

identity infrastructure? 

 

We answer this research question by developing a 

multi-layer taxonomy for the governance of digital 

identity infrastructure. Our development process 

follows Nickerson et al. (2013) and involved 4 

iterations, which included (1) a literature review, (2) 

interviews with practitioners and (3) with researchers in 

the field of digital identity infrastructures, and (4) an 

analysis of governance models of existing digital 

identity systems. Our final taxonomy consists of three 

layers, 13 dimensions and 46 characteristics. It 

establishes a holistic overview of the critical governance 

decisions required during the design of digital identity 

infrastructure and consolidates terminology to facilitate 

collaboration during this process.   

This paper is structured as follows. In Section 2, we 

present the theoretical background regarding digital 

identity and digital identity infrastructure. We then 

discuss the implementation of our research method in 

Section 3, which we used to develop a multi-layer 

taxonomy presented in Section 4. Finally, in Section 5, 

we reflect on our findings, acknowledging their 

implications and limitations, and propose avenues for 

future research. 

2. Theoretical Background 

2.1. Digital identity  

In this article, we conceptualize digital identity as 

the set of digitalized identity attributes and credentials 

that describe qualities, characteristics, or assertions of a 

person (Temoshok et al., 2022). This set of attributes 

and credentials can be used for the identification and 

authentication of a person via digital channels, for 

instance, to provide governmental and private sector 

services (Nyst et al., 2016). Digital credentials are the 

means through which a subject can assert their digital 

identity (Sedlmeir et al., 2021). These credentials can 

take several forms, ranging from electronic identity 

documents to smartphone-stored digital documents, and 

are sometimes enhanced with other authentication 

factors such as biometrics or passwords to allow for a 

higher level of authentication assurance (World Bank, 

2019a). A digital credential can also simply be a 

reference to a digital record in a database, or directly 
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contain identity attributes. Cryptographic methods are 

employed to ensure the integrity and authenticity of 

credentials (Sedlmeir et al., 2021), while safeguards and 

controls are used to support data protection and prevent 

data leakage and identity theft (McCallister et al., 2010). 

Digital identity emanates from entities in charge of 

collecting and verifying identity data about a subject and 

translating it into the digital realm. As digital identity is 

not a monolithic construct, identity data and credentials 

making up a digital identity can be collected, stored, 

certified,  and issued by different stakeholders (Grassi et 

al., 2017). These authoritative entities hold data that is 

accepted as accurate and trustworthy within a particular 

sector of application (e.g., taxation, criminal records, 

and health). In many countries, linkability of identity 

data (e.g., through unique identifiers or mediating 

entities), which allows for the re-identification of a data 

subject in different circumstances, is strictly regulated 

for privacy and data protection purposes (Beduschi, 

2019). The capacity to materialize the benefits of digital 

identity, including the capacity to collect, store and 

verify identity attributes, enroll and authenticate users, 

and manage credentials and authorizations, requires the 

establishment of a digital identity infrastructure (Nyst et 

al., 2016). 

2.2. Digital identity infrastructure  

Digital infrastructure refers to digital, socio-

technical systems that underlie or support the public 

interest, as well as universal or quasi-universal services 

(Plantin et al., 2018). The notion of digital infrastructure 

conceptualizes the reality of interconnected system 

collectives, which evolve at the intersection between 

socio-technical elements, networks of actors and 

relationships between organized practices (Henfridsson 

& Bygstad, 2013). Thus, the study on digital 

infrastructure extends beyond the historic information 

systems focus, being shared, unbounded, heterogenous 

and evolving (Hanseth & Lyytinen, 2010). Digital 

infrastructure (also sometimes called digital public 

infrastructure by practitioners (DPGA & GiZ, 2022)) 

applies within a society-wide, public service-oriented 

context, including for digital identity management 

systems (Boysen, 2019).  

Digital identity infrastructures can be defined as 

systems that construct, control, and commodify (facets 

of) digital identities and can be formed by both public 

and private sector actors (Giannopoulou, 2023). Despite 

many having a national dimension, some digital identity 

infrastructures target transnational interoperability (e.g., 

the West Africa Unique Identification for Regional 

Integration program, or the electronic Identification, 

Authentication and Trust Services regulation). Others, 

in turn, operate at the sub-national level (e.g., the 

Ontario and Alberta provinces). Digital identity 

infrastructures are credited with various potential 

benefits, ranging from the “facilitat[ion] and 

simplif[ication of] access to a wide range of services and 

thereby contribute to social and economic value” 

(OECD, 2023), better “inclusion, social protection, 

healthcare and education, gender equality, child 

protection”, “delivery of public services and programs”, 

and the “reduction of fraud” (World Bank, 2019b). On 

the other hand, implementation of these systems can 

also cause adverse impacts, such as “exclusion from 

access”, “distortion of monitoring”, “redirection of 

policy”  (Masiero & Arvidsson, 2021), “privacy and 

security violations” among others (Beduschi, 2019; 

World Bank, 2019a).  

Digital identity infrastructures are to be considered 

within the complex socio-technical systems that 

structure them (van Dijck & Jacobs, 2020; Weigl, 

Barbereau, et al., 2022). It is well-established that 

organizational and institutional arrangements 

significantly influence the selection, design and 

implementation of information technologies in 

government (Gil-Garcia, 2012; Koppenjan & 

Groenewegen, 2005; World Bank, 2014), thus playing 

an important role in the design of digital infrastructure. 

It follows that considering actors, roles, people and 

processes is a necessary condition for the development 

and implementation of useful and sustainable 

infrastructures (Dawes, 2009; Manny et al., 2022). 

Digital identity infrastructure design and success are 

therefore inextricably interlocked with the strategic 

governance choices that impact them (Gil-Garcia & 

Flores-Zúñiga, 2020; Medaglia et al., 2022), and their 

identification and characterization should be a priority.  

3. Research method 

Given the nascent nature and rapid development of 

digital identity infrastructures, we opted to develop a 

taxonomy (Bailey, 1994) to understand, classify and 

systematically structure common characteristics of 

strategic governance choices when designing digital 

identity infrastructure. Taxonomies are common means 

to this end, and they are frequently used across 

information systems research (Berger et al., 2020; 

Hartwich et al., 2022). Further, taxonomies can serve as 

a foundation upon which research and practice can 

build: as such, we address information systems scholars, 

policymakers and practitioners in the field of e-

government.  

In order to develop our taxonomy, we structure our 

approach following the method outlined by Nickerson 

et al. (2013). This iterative process, as illustrated in 

Figure 1, consists of seven steps which are considered 

completed once defined ending conditions are met. We 
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rigorously followed this process to ensure 

reproducibility of our results.  

 
Figure 1. Taxonomy development method 

(Nickerson et al., 2013)

 

3.1. Taxonomy development process 

Our purpose is to systematically classify the 

dimensions and characteristics of governance-related 

decision domains that are key for the design of digital 

identity infrastructures. We thus selected our meta-

characteristic to be “Strategic Governance Choices for 

Digital Identity Infrastructure”. We then determined our 

objective and subjective ending conditions. Objective 

ending conditions target the formal aspects of taxonomy 

building and indicate that the taxonomy building 

process and its iterations can be concluded once they are 

met (Nickerson et al., 2013). Subjective ending 

conditions play an important role as they relate to the 

usefulness of the taxonomy’s content. We set out to 

validate every objective ending conditions as outlined 

by Nickerson et al. (2013). These can be broadly 

classified into 3 categories: (1) the last iteration should 

not have induced any needed change in the taxonomy, 

(2) there should be no repetition or duplication between 

dimensions and characteristics, and there should only be 

dimensions or characteristics that represent at least one 

object under analysis, and (3) all objects, or a 

representative sample thereof, have been analyzed.  

These conditions were tested at the end of each 

iteration, and we devoted the last iteration to specifically 

analyze a representative sample of objects. An 

exhaustive analysis of all existing digital identity 

infrastructures is not feasible, not only because of the 

important number of instantiations in existence, but also 

because they evolve rapidly, and limited information is 

readily available for many of them. We thus selected a 

sample of 13 instantiations that are widely referred to as 

archetypes for specific dimensions of digital identity 

infrastructure governance and thus influenced the 

governance models of other instantiations: Argentina, 

Australia, Canada, Chile, Estonia, France, Germany, 

India, Italy, Morocco, Nigeria, Sweden, United 

Kingdom. These present particularly interesting and 

salient characteristics, and their geographical coverage 

is varied.  

As regards subjective ending conditions, we 

requested an assessment of our taxonomy’s usefulness, 

robustness (i.e., does it enable sufficient differentiation 

between objects to be of interest), and explanatory 

character from our interview partners, who would later 

use this taxonomy in their work and thus are the best 

placed to provide feedback.  

3.2. Iterations  

We needed four iterations to meet the ending 

conditions and reach the final version of the taxonomy. 

Our first iteration took a conceptual to empirical 

approach and built on existing academic and 

practitioner-sourced material dealing with classification 

of digital identity management systems. We searched 

the existing body of academic and grey literature 

dealing with governance of digital identity 

infrastructure, using the search string “digital identity 

governance” OR “digital identity infrastructure” OR 

“digital infrastructure governance”. This initial phase 

was primarily used to identify works of relevance for a 

second stage of backward and forward searching that 

allowed us to identify the most relevant work in this 

area. After screening for eligibility, this process yielded 

65 articles and documents, 32 from academic literature 

and 33 from grey literature. The work of the National 

Institute of Science and Technology (Grassi et al., 

2017), the International Telecommunication Union 

(ITU, 2018) and the World Bank (World Bank, 2014, 

2022a, 2019a) were particularly useful during this 

iteration. It laid down the foundations of the taxonomy, 

with the three layers of ecosystem governance, IT 

governance and data governance emerging. We could 

additionally identify several dimensions and 

characteristics that would remain until the final version 

of the taxonomy. In total, nine dimensions and 28 

characteristics were identified. This iteration confirmed 

that while some useful knowledge supporting the 

answering of our research question had been 

synthesized, content was spread out and the vocabulary 

used varied significantly. 

The second iteration took an empirical to 

conceptual approach and consisted in the interview of 

eight practitioners. They were selected for their 

expertise and experience (Mergel et al., 2019) in the 

design of governance arrangements of digital identity 

systems. The interviewees came from both the public 

and the private sector, and the semi-structured 
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interviews (Schultze & Avital, 2011) lasted between 30 

and 90 minutes. Several participants had been involved 

in the design of multiple digital identity infrastructures, 

which enabled them to adopt a global, synthetic 

perspective. This iteration enabled us to both expand the 

taxonomy and refine it towards meeting our subjective 

ending conditions. In total, we identified 12 dimensions 

and 47 characteristics. Towards the end of the iteration, 

we noticed that we approached theoretical saturation as 

no new dimensions or characteristics were being 

identified. All of the interview participants were 

explicitly asked about the usefulness subjective ending 

condition, and all agreed that the taxonomy was meeting 

this criterion. The robustness and explanatory character 

were evaluated through their intuitive understanding of 

the taxonomy, and their capacity to easily distinguish 

between the characteristics identified. 

To ensure rigor, we conducted a third iteration with 

an empirical to conceptual approach, that consisted in 

the interview of four researchers with high expertise in 

the field of digital identity infrastructure and e-

government. These semi-structured interviews also 

lasted between 30 and 90 minutes. Aside from bringing 

back a previously dismissed dimension and clarifying 

some of the vocabulary, this iteration did not yield any 

substantial changes to the taxonomy, thus confirming 

theoretical saturation. This iteration mainly supported 

us in improving the comprehensiveness, conciseness 

and explanatory character of the taxonomy (Nickerson 

et al., 2013). In total, 13 dimensions and 46 

characteristics were retained. Subjective ending 

conditions were assessed in the same way as in the 

previous iteration, with the same outcome. 

Finally, to validate our final ending condition, i.e., 

the adequate representation of a representative sample 

of objects, we proceeded with an empirical to 

conceptual approach, analyzing instantiations of 13 

digital identity infrastructures. This iteration did not 

yield any further change compared to the previous 

iteration. The fact that, on the basis of the information 

available to us at the time of writing, all objects fit 

within our taxonomy and all characteristics were used, 

confirmed that we had met all the ending conditions and 

could conclude the taxonomy development process.  

4. Taxonomy of digital identity 

infrastructures  

The following section presents the taxonomy as an 

outcome of the four iterations of our taxonomy building 

process. It includes three layers, 13 dimensions, 46 

characteristics. Except for the first dimension (ID 

authority governance model), none of the characteristics 

are mutually exclusive, meaning that a combination 

thereof is possible. In the following, we illustratively 

refer to instantiations that we analyzed during the last 

iteration of the taxonomy development process. 

4.1. Ecosystem management layer 

The ecosystem management layer is composed of 

five dimensions: orchestrating authority, scope, 

cross-ecosystem interoperability, subjects, and roles 

of private sector actors.  

 

Orchestrating authority (mutually exclusive): 

describes how the authority responsible for setting 

policies and standards, certifying partners and 

supervising implementation (e.g., the UIDAI in India), 

is governed. This can take the following forms. Inter-

ministerial entity: an arrangement in which the authority 

is shared as part of an inter-ministerial delegation (e.g., 

France). Ministerial entity: the authority is given to an 

entity within an existing ministry (e.g., the Ministry of 

Interior and Transportation in Argentina). Autonomous 

entity with ministerial board representation: the 

authority is given autonomy from a ministry, but the 

governing board has governmental stakeholder 

representation (e.g., Nigeria). Fully autonomous entity: 

the authority is autonomous and is only reporting to the 

highest levels of government (e.g., India).  

Scope: describes how the system relates to the 

sovereign state. It can be sub-national (e.g., a region, 

state or territory), which is typical in federal states such 

as Canada or Australia. These might have an additional 

interoperability layer at the national level. National 

systems are common in non-federal states, such as Peru 

or Morocco. The transnational characteristic highlights 

that some systems are meant to be usable across borders, 

as is the case for eIDAS in Europe or WURI in Africa. 

Interoperability approach: defines if and how 

interoperability with other systems is approached. It can 

be the case that no interoperability is foreseen. While 

some digital identity systems do not foresee 

interoperability with other systems, we identified 

several digital identity systems that are interoperable 

with one another (e.g., eIDAS-notified identity 

schemes). 
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Layer Dimension Characteristics 
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t 
Orchestrating 

authority 
Inter-ministerial entity Ministerial entity 

Autonomous entity with 

ministerial board 
representation 

Fully autonomous entity 

Scope Sub-national National Transnational 

Interoperability 

approach 
None Harmonization Mutual recognition 

Subjects 
Resident 
nationals 

Non-resident 
nationals 

Resident non-
nationals 

Non-resident 
non-nationals 

Domestic 

juridical 

persons 

Foreign 

juridical 

persons 

Persons 

without proof 
of legal 

identity 

Roles of private 

sector actors 
None 

Authoritative 

source 
Registrar Data manager 

Credential 

provider 

Trust and 
orchestration 

service 

provider 

Relying party 

IT
 M

a
n

a
g

em
e
n

t 

Operation and 

ownership 
Public infrastructure Private infrastructure 

Software 

licensing 
Closed source Open source 

Standards usage Compliant Non-compliant 

Development 

funding 
Public Grant Private 

Operational 

financing 
Public budget 

Charge for identity 
providers 

Charge for relying parties Charge for data subjects 

D
a

ta
 

M
a

n
a
g

em
e
n

t 

Exchange model 
Identity provider to 

relying party 

Data subject to relying 

party 

Federation through 1 

actor 

Federation through 

multiple actors 

Linkability Mediated Non-mediated 

Trusted data 

storage 
Cross-sectoral repositories Sectoral repositories User wallets 

Table 1. Final taxonomy of strategic governance choices for digital identity infrastructures.

One approach to achieve such interoperability is 

mutual recognition, meaning that while there might be 

discrepancies between the rules and procedures of the 

digital identity system, a state could still accept to 

recognize digital identities issued by another state 

(Davies, 2006), as is the case for eIDAS in its current 

state. Harmonization goes one step further and 

mandates the implementation of a similar set of rules 

and procedures (e.g., digital wallets within the 

upcoming European Digital Identity Framework 

(Weigl, Amard, et al., 2022)). 

Subjects: different categories of subjects can be 

included in the digital identity system. Resident 

nationals are often the primary target group, but non-

resident nationals and resident non-nationals are also 

often considered as they maintain a substantial 

relationship with the country or region. Non-resident 

non-nationals can sometimes also be catered for, as can 

be seen in Estonia (Sallam et al., 2022). Domestic and 

foreign juridical persons, as entities having a legal 

status similar to that of a natural person, are also covered 

in this dimension (OECD, 2023), as well as the special 

category of persons without proof of identity (Madon & 

Schoemaker, 2021). 

Roles of private sector actors: while institutional 

actors are necessarily involved in the orchestration and 

supervision of the infrastructure and in the certification 

of digital identity data, the private sector can be 

authorized to take part in the provision and use of digital 

identity services in different ways. No role means that 

the digital identity system is seen as a purely public 

service for government to government, citizen to 

government and government to citizen use cases, and is 

fully delivered by the public sector with no involvement 

from the private sector. Authoritative source provides a 

trusted source of data for use within the digital identity 

infrastructure (e.g., Banks in Sweden). Registrar is the 

role tasked with collecting and verifying identity data 

(e.g., PostIdent in Germany, some Aadhar enrolment 

agencies in India). Data managers (also sometimes 

called data controllers) manage the identity lifecycle, 

from creation to revocation (e.g., BankID in Sweden). 

Credential providers can generate and manage 

credentials and attestations of attributes (e.g., Buypass 

in Norway). Trust and orchestration services providers 

(or intermediaries) provide services, such as 

authentication, federation, certificate signing, identity 

access management and wallet provision (e.g., 

Aggregators in Italy, Orchestrators in the UK). Relying 
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parties consume digital identity-related services in the 

course of their service delivery activities. A 

combination of the authoritative source, registrar, data 

manager and credential provider roles is often referred 

to as an “identity provider” role. 

4.2. IT management layer 

The ecosystem layer is composed of four 

dimensions: operation and ownership, software 

licensing, use of standards, development funding and 

operational funding. 

 

Operation and ownership: the IT infrastructure 

can be managed primarily by the public sector (e.g., 

Singpass in Singapore) and/or by the private sector 

(e.g., BankID in Sweden). Their combination as part of 

public-private partnerships arrangements can take 

several forms, such as concessions or service 

agreements (GSMA et al., 2016), and are increasingly 

used when building new infrastructure (e.g., 

ClaveÚnica in Chile, Aadhar in India). 

Software licensing: this dimension describes the 

choice to be made with regards to the openness of 

technical development of the various modules 

composing the digital identity system, going from 

closed-source solutions (currently most cases) to open-

source (e.g., MOSIP implementation in Morocco).  

Standards usage:  each building block of the 

digital identity infrastructure can either be compliant, or 

non-compliant, to standards, a characteristic that can 

significantly influence the ease of enabling 

interoperability, and avoiding vendor lock-in (Medaglia 

et al., 2022). The European Telecommunications 

Standards Institute, the National Institute of Standards 

and Technology and the World Wide Web Consortium 

are prime examples of standardization bodies which 

publish standards for digital identity (ETSI, 2021; 

Grassi et al., 2017; Sporny et al., 2019; W3C, 2022).  

Development funding: describes the 

infrastructure’s funding model for the pre-operational 

phase. The characteristics are public funding (including 

loans from e.g., international development agencies), 

grants (e.g., from donor organizations), and private 

funding. In developing countries, a mix of these options 

is often used to reduce the upfront investment required 

from public bodies (Gelb & Diofasi, 2018).  

Operational financing: relates to the financing 

mode characteristics of the operational phase. It targets 

financial sustainability of operations, including 

providing a return on investment to private partners who 

invested in the building of the capacity, when 

applicable. The characteristics are public budget, charge 

for identity providers, charge for relying parties, and 

charge for subjects. Very often, a mix of these 

characteristics come into play, including for example 

charges to subjects for specific cases (e.g., emergency 

delivery of a credential). The charge can be measured 

according to different metrics, such as volume of 

transactions. 

4.3. Data management layer 

The data layer is composed of three dimensions: 

exchange model, linkability and trusted data storage. 

Design decisions related to this layer directly impact 

data protection and privacy, and as such are often the 

subject of much scrutiny both from data protection 

authorities and citizens (Beduschi, 2021).  

 

Exchange model: identity data, in the form of 

attributes or bundled in credentials, can be transmitted 

through different actors. Identity provider to relying 

party: the relying party retrieves identity information 

directly from the identity provider or the authoritative 

source (e.g., healthcare providers requesting data to 

social security entities). Data subject to relying party, 

also sometimes called “self-sovereign identity” (Pöhn et 

al., 2021): the data subject holds a credential which is 

directly shared with the verifier (relying party), without 

the involvement of an identity provider in the data 

exchange (e.g., the European Digital Identity 

Framework). Federation through one actor: a singular 

gateway allows for the exchange of data and oftentimes 

as an authentication provider (e.g., Aadhar in India). 

Since all identity transactions go through this one actor, 

this model presents non-benign risks of surveillance that 

need to be addressed. Federation through multiple 

actors: several actors can act as federation service 

providers (e.g., FranceConnect in France). This model 

gives more choice to users and limits the consolidation 

of data and power within a single entity. 

Linkability: linking of identity data, or identity 

data matching, can take two main governance 

configurations. Identity data matching can either be 

mediated by a third-party (e.g., the sourcePin Register 

Authority in Austria), or non-mediated (e.g., through a 

unique identifier, technological means, or simply 

comparing datasets for common attributes). A 

framework that establishes the conditions in which data 

matching is allowed to take place can help avoid cases 

of illegitimate data matching and inferences (Wachter & 

Mittelstadt, 2018).  

Trusted data storage: data can be stored in 

different configurations. Cross-sectoral repositories 

merge identity data that do not belong to the same area 

(e.g., health, taxation). This configuration is often 

decried as damaging for data subjects’ privacy. Sectoral 

repositories hold identity data for one specific sector. 

Finally, user wallets allow data subjects to hold a trusted 
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version of their identity data. In most cases involving 

user wallets, a copy of the data also remains in a 

repository to mitigate issues linked to credential loss.  

5. Discussion and Conclusion 

Digital identity infrastructures have seen a rise in 

interest from governments wanting to enable 

participation of their citizens in a digital society and 

economy. However, recent experiences show that 

misaligned organizational and institutional 

arrangements can cause project failures even in rich, 

developed countries, leading to public distrust, and 

wasted resources. To overcome this challenge and limit 

the risks of project failure, strategic governance choices 

of digital identity infrastructure design must be well 

identified, understood, planned, and communicated. A 

clear terminology and systematic guidance can support 

this objective (Janssen & Helbig, 2018).  

In response, we developed a taxonomy of strategic 

governance choices for digital identity infrastructures 

following the development process proposed by 

Nickerson et al. (2013). During this process, we 

conducted four iterations, leveraging existing 

knowledge disseminated in scientific and practitioner 

literature, interviewed 12 specialists, and analyzed 13 

existing instantiations of digital identity infrastructures. 

This resulted in a final taxonomy consisting of three 

layers, 13 dimensions and 46 characteristics of 

governance decision domains in digital identity 

infrastructure, providing an answer to the research 

question of this paper. Several implications are drawn 

from our results, applicable for both theory and practice.  

Our work contributes to theory through a richer 

understanding of the under-researched field of 

governance of digital identity infrastructure. Our 

taxonomy expands the existing body of knowledge 

through a consolidation of practitioners and academic 

insights and establish a consensus-based terminology to 

support a common understanding on this topic (Rana et 

al., 2011). This contribution is of value to e-government 

research on digital infrastructure (Janowski, 2015) and 

can support other research directions within the wider 

information systems domain at large (Belanger & 

Carter, 2012). In brief, the contributed taxonomy can be 

used to distinguish and depict critical governance 

aspects of digital identity infrastructures in a systematic 

and comprehensive way, and serve as contextualization 

basis for theory-building (Bapna et al., 2004). 

We contribute to practice on three levels. First, the 

list of governance characteristics of digital identity 

infrastructure, along with relevant design choices, can 

help practitioners during the design and implementation 

of such infrastructure. Second, given the concise and 

explanatory character of the provided taxonomy, we 

provide policymakers with a tool for contextualization 

to better assess the design choices that they are faced 

with (Janowski, 2015), thus answering the call for better 

research and training resources in the area of digital 

identity (Wimmer et al., 2020). Third, citizens who are 

impacted by the deployment and use of digital identity 

infrastructure are provided with a tool to concisely 

apprehend the impactful characteristics of governance 

thereof, consequently helping them make better 

informed decisions and enable them to steer their design 

through participative action. It also supports approach 

uniformity when it comes to successful digital identity 

infrastructure evolution. 

Some limitations of this research must be 

acknowledged. First, the field of digital identity 

infrastructure is still relatively nascent and, coupled 

with the accelerating pace of technological innovation 

in the realm of identity management, it is likely that this 

taxonomy will have to be extended in the medium-term. 

Second, the high level of complexity of the topic should 

lead us to remain humble about the universal character 

of the taxonomy, as its focus might have been steered in 

part by the current challenges facing the digital identity 

community. Indeed, some of the strategic governance 

choices facing institutional actors today might evolve, 

and new governance choices might soon need to be 

considered in a different light. Finally, while our fourth 

iteration consisted in an analysis of a representative 

sample of instantiations of digital identity infrastructure, 

a systematic evaluation of further existing instantiations 

could potentially reveal rare characteristics that would 

deserve to be added. 

These limitations lead us to call for further research. 

To better assist practitioners with actionable knowledge 

that can be applied within their specific context, case-

study based evaluation of the impact resulting from 

these governance decisions could yield significant 

insights. While we focused on the governance aspects of 

digital identity infrastructure, there would also be value 

in delving into the technical elements that compose the 

infrastructure and the interplay between these two 

domains. Finally, there is an opportunity to dig deeper 

into each of the dimensions of the taxonomy, bringing 

in a more focused and granular view beyond the 

strategic design choices. 

When well designed and implemented, digital 

identity infrastructures have the potential to promote 

economic development and socioeconomic inclusion in 

the digitalized world (Addo & Senyo, 2021; Wang & 

Filippi, 2020). Building on the outcome of our research, 

future research may contribute to the successful 

actualization of these benefits. 
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Challenges in designing digital identity infrastructure for 

development: A consensus-based taxonomy of strategic institutional 

and governance choices   

Governments in low- and middle-income countries (LMICs) increasingly deploy 

digital identity infrastructure. These initiatives are considered a fundamental 

building block for their citizens to reap the benefits of digitalization and take part 

in the digital society and economy. But this outcome is not guaranteed: it 

considerably hinges upon a range of strategic governance decision domains that 

institutional actors must act on when designing digital identity infrastructures. 

We analyzed academic and grey literature, archival records of 20 infrastructure 

instantiations, and conducted 17 expert interviews of practitioners and 

researchers active in both LMICs and high-income countries (HICs) to propose a 

consensus-based taxonomy of strategic institutional and governance design 

choices for digital identity infrastructures. Additionally, we provide an example 

of possible contextual usage of the taxonomy, uncovering implications for 

researchers and practitioners active in LMICs and contributing to the digital 

development literature by setting a foundation for further research and theory-

building on digital identity infrastructure. 

Keywords: digital identity, digital infrastructure, digital government, information 

technology for development, governance 

1. Introduction 

In 2021, an estimated 850m people around the world were lacking means of 
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identification (World Bank, 2021a), challenging the United Nations’ Sustainable 

Development Goal 16.9, legal identity for all, including birth registration, by 2030 (UN 

LIEG, 2019). The vast majority of these people (98%) were in low- or middle-income 

countries (LMICs). Digital identity infrastructure is increasingly considered as a means 

to tackle this challenge, support sustainable development, and effectively enable 

society-wide functions and services provided by the government or private sector in 

developing countries (Henfridsson & Bygstad, 2013; DPGA & GiZ, 2022; Gelb & 

Metz, 2018). The benefits commonly associated with digital identity infrastructure are 

multiple, and particularly transformative in LMICs. Both academics and practitioners 

have highlighted its capacity to support socio-economic development, enable individual 

agency and improve inclusion.  

In light of these asserted benefits, the development of reliable digital identity 

infrastructure has become a high priority for governments in LMICs to enable their 

citizens to take full advantage of the opportunities that digitalization represents (Gelb & 

Diofasi, 2018), and a number of countries around the world have built their own digital 

identity capabilities, including India, Nigeria, Ethiopia, Peru and the Philippines. Many 

more commit substantial resources to build or improve their own digital identity 

infrastructures (World Bank, 2022b). These foundational, interoperable shared digital 

systems that promote access to digital services for all, are often designated digital 

public infrastructure (DPI) (G20, 2023; UNDP, 2023). Multilateral organizations are 

launching initiatives to support countries develop and implement these constructs, in a 

bid to simultaneously accelerate progress towards the Sustainable Development Goals 

and support the digital transformation of their government (ITU, 2023). These 

ambitions crystallize into initiatives such as 50-in-5, that target to support countries 

‘design, launch and scale components of their digital public infrastructure’, with support 



by multilateral banks such as the Inter-American Development Bank and social welfare 

organizations such as UNICEF (50-in-5, 2023). Due to the fundamental role it plays in 

delivering digital services across government and society, digital identity infrastructure 

is considered as one of the three ‘core’ digital public infrastructures, together with 

payment and data exchange (G20, 2023; UNDP, 2023).  

But despite the level of attention and funding it attracts, examples of successful 

digital identity infrastructure deployments are relatively few, including in high-income 

countries (Walke et al., 2023). Many recent initiatives have exhibited varying signs of 

failure, ranging from low adoption to outright discontinuation, or even citizen rejection 

prior to implementation. A 2021 PwC survey revealed that Germany’s electronic 

identification scheme had a very low uptake, with only 7% of citizens having used their 

electronic identity document in 11 years following its introduction (PwC, 2021). In the 

UK, the GOV.UK Verify infrastructure, that was expected to be taken over by the 

private sector by 2020, was publicly qualified as a failure (National Audit Office, 2019) 

and fully discontinued in 2023, a few months after the UK’s taxation authority 

withdrew from the scheme. The total cost for the infrastructure was estimated to be 

£220m. In Switzerland, the digital identity infrastructure did not even get a chance to 

start: in March 2021, a referendum saw the adoption of the Electronic Identification 

Services Act overwhelmingly rejected (Swiss Federal Counsel, 2021). This failure was 

largely attributed to the role that the private sector would have taken in provisioning 

digital identities. Again in 2021, the Comptroller and Auditor General of India heavily 

criticized the Unique Identification Authority of India’s (UIDAI) national digital 

identity infrastructure Aadhaar, not least because of the poorly established relationship 

between government and private sector partners (CAG of India, 2021). To build and 

manage its identity infrastructure, the UIDAI spent Rs 15764.48 Crore (~$1.8bn) from 



its inception in 2009 until February 2023 (UIDAI, 2023d). If failure in HICs is of course 

unfortunate, the cost of failure in LMICs can often affect entire livelihoods, especially 

for women, minorities and populations at risk who disproportionately depend on the 

actualization of the benefits promised by digital identity infrastructures. Failure costs 

can concretize in different ways: financial costs, opportunity costs, political costs, future 

costs and, probably even more regrettably, beneficiary costs (Heeks, 2003). In many 

cases including the ones just mentioned, failures were widely attributed to what Heeks 

identified as design-reality gaps, i.e., mismatches between design and actuality of users. 

These mismatches appeared as a result of strategic design choices of governance; 

conceptualized in this paper as the macro-level choices happening at the intersection 

between relational governance, corporate governance and infrastructure governance 

(Saunders et al., 2020).  

The importance of governance arrangements has long been established, and their 

mechanisms studied extensively. Public-private links, service diversity, user awareness 

and acceptance, regulation and organizational structures are governance-related factors 

that can influence the success of digital identity infrastructure (Walke et al., 2023). 

Additionally, both organizational and institutional arrangements impact the selection, 

design and implementation of information technologies in government (Gil-Garcia, 

2012; Koppenjan & Groenewegen, 2005; World Bank, 2014), reinforcing their central 

role in realizing the infrastructure’s value. This challenge is compounded by the fact 

that institutional actors are confronted with a myriad of governance design options for 

digital identity infrastructure. These choices will impact the infrastructure, the services 

that rely on it and its users for years, if not decades. In other words, borrowed to the 

OECD, (2023): 



To ensure the long-term sustainability of digital identity, governments need to 

establish robust governance foundations and treat digital identity as critical digital 

public infrastructure. 

A detailed look at instantiations around the world reveals wildly different 

implementations and substantial design complexity. For example, in Scandinavian 

countries, banks play a crucial role in providing digital identity services to citizens who 

use their ‘BankID’ on a daily basis for various identification purposes (Husz, 2018). On 

the other hand, some countries such as Spain have built their digital identity capabilities 

around public sector needs (Rocha, 2020), and the private sector is primarily acting as a 

subcontractor. The Indian Aadhaar system is led by the public sector, with extensive 

participation of the private sector, including for the enrolment of citizens (UIDAI, 

2023c). Aadhaar is also widely centralized with identity data stored in a governmental 

database linked together by the 12-number Aadhaar number and biometric 

characteristics (Pali et al., 2020). On the other side of the spectrum, Bhutan recently 

adopted a bill establishing a digital wallet enabling its citizens to assert control on the 

disclosure of their identity data during identification and authentication transactions 

(Parliament of Bhutan, 2023). These are just a few of the existing governance 

configurations in an area where disruptive technologies are increasingly deployed. 

Then, how can institutional actors have confidence that they evaluated the most 

important governance design options? What are the governance choices available to 

them that will have substantial impact on the design and ultimate success of the costly 

infrastructure? How will these choices support, or hinder, the actualization of the 

infrastructure’s benefits? Despite their criticality, so far, no consolidated answer to these 

complex questions has been offered. While some of the topics at hand are individually 

addressed in literature, to our knowledge, there is no systematic guidance and 



terminology on the strategic institutional and governance choices for digital identity 

infrastructure. In response, we formulate the following research questions: 

RQ1: What are the design choices for governing the development and operations of 

digital identity infrastructure? 

RQ2: How can they impact the actualization of digital identity benefits in an LMIC 

context? 

Answering these questions requires first and foremost to understand, classify, and 

systematically structure common characteristics of the strategic governance choices 

available when designing digital identity infrastructure. We thus selected a classification 

method that is highly valued in information systems research when it comes to 

structuring and organizing the body of knowledge in complex and novel areas of 

research (Glass & Vessey, 1995), taxonomy development. On the one hand, taxonomies 

help both researchers and practitioners understand and analyze complex domains 

(Nickerson et al., 2013), which is in line with our recognition that the outcome of this 

research should serve both these stakeholder communities. On the other hand, they can 

also serve as relevant input for the development of theories and for hypothesis 

generation and testing (Doty & Glick, 1994; Iivari, 2007), which helps us on the path to 

answer our second research question.  

In particular, we selected the taxonomy development process of Nickerson et al. 

(2013), whose rigor is acknowledged by the most reputable scientific outlets (Kundisch 

et al., 2022). Our development process involved seven iterations, which included a 

literature review, analysis of archival records, elite interviews with practitioners and 

researchers active in the field of digital identity infrastructure in both LMICs and HICs, 

and an analysis of governance models of existing or ongoing infrastructure 

deployments. While our focus in this paper is on LMICs, we included both LMICs and 

HICs in our analysis, as the experience of developed countries can be useful for 



developing countries (Janssen & Helbig, 2018) and because countries in different 

categories can still exhibit common contextual elements that would make decisions 

appropriate in each case. Further, we instantiated this taxonomy in order to reveal its 

capacity to generate insights related to our second research question, and guiding 

researchers and practitioners towards its usage in context.  

Our findings include that both academic and practitioner communities were 

widely in agreement regarding what constitutes strategic governance design choices for 

digital identity infrastructure. This challenged our initial concern about their potential 

subjectivity. We further found that, when instantiated, our taxonomy can indeed act as 

an insight-generating analytical lens for both longitudinal case studies and thematic 

analysis. We put these qualities in the spotlight through an instantiation that reveals 

some of the key dynamics through which governance decisions impact the actualization 

of benefits in a LMIC context. Together, these findings contribute to a better 

understanding of governance choices for digital identity infrastructure, and the impact 

thereof, in an accessible format.  

This paper is structured as follows. In section 2, we present the theoretical 

background regarding digital identity, digital identity infrastructure, and their expected 

benefits and risks in LMICs. We then discuss the implementation of our research 

method in section 3, which we used to develop a multi-layer taxonomy presented as our 

research findings in section 4. Section 5 is then dedicated to an ‘in-situ’ instantiation of 

the taxonomy and to its accompanying discussion, showcasing its interpretive and 

hypothesis-building qualities across two examples in context. In section 6, we present a 

reflection of our findings, acknowledging their implications for research and practice as 

well as their limitations, and proposing avenues for future research before concluding in 

section 7. 



2. Theoretical Background 

In this section, we provide an overview of the key theoretical themes pertaining to the 

topic of digital identity infrastructures and their role in development, as well as the main 

research directions through which they have been addressed in the scientific and grey 

literature.  

2.1. Digital identity 

Our research is concerned with the identity of physical persons due to the critical 

development challenges it presents, but we should note that digital identity is also 

increasingly applied to legal entities (Leung et al., 2022) as well as objects in an IoT 

context (Bartolomeu et al., 2019). In this article, we conceptualize digital identity as the 

set of digitalized identity attributes and credentials that describe qualities, 

characteristics, or assertions of a person (Temoshok et al., 2022). This digital identity 

can be used for the identification and authentication of a person via digital channels, for 

instance, to provide governmental and private sector services (Nyst et al., 2016). In turn, 

digital credentials are the means through which a data subject can assert these qualities, 

characteristics and assertions (Sedlmeir et al., 2021). Digital credentials can take several 

forms, ranging from electronic identity documents to smartphone-stored digital 

documents, and are sometimes enhanced with other authentication factors such as 

biometrics or passwords to allow for a higher level of authentication assurance (World 

Bank, 2019a). A digital credential can also simply be a reference to a digital record in a 

database, or directly contain identity attributes. Cryptographic methods are employed to 

ensure the integrity and authenticity of credentials (Sedlmeir et al., 2021), while 

safeguards and controls are used to support data protection and prevent data leakage and 

identity theft (McCallister et al., 2010). 



Digital identity emanates from entities in charge of collecting and verifying 

identity data about a subject and translating it into the digital realm. As digital identity 

is not a monolithic construct, identity data and credentials making up a digital identity 

can be collected, stored, certified, and issued by different stakeholders (Grassi et al., 

2017). These authoritative entities hold data that is accepted as accurate and trustworthy 

within a particular sector of application (e.g., taxation, criminal records, and health). In 

many countries, linkability of identity data (e.g., through unique identifiers or mediating 

entities), which allows for the re-identification of a data subject in different 

circumstances, is strictly regulated for privacy and data protection purposes (Beduschi, 

2019). The capacity to materialize the benefits of digital identity, including the capacity 

to collect, store and verify identity attributes, enroll and authenticate users, and manage 

credentials and authorizations, requires the establishment of a digital identity 

infrastructure (Nyst et al., 2016).  

2.2. Digital identity infrastructure 

Digital identity infrastructures can be defined as systems that construct, control, and 

commodify (facets of) digital identities and can be formed by both public and private 

sector actors (Giannopoulou, 2023). They are an operationalization of digital 

infrastructure, i.e., digital, socio-technical systems that underlie or support the public 

interest, as well as universal or quasi-universal services (Plantin et al., 2018). Despite 

many having a national dimension, some digital identity infrastructures target 

transnational interoperability (e.g., the West Africa Unique Identification for Regional 

Integration program, or the European Union’s electronic Identification, Authentication 

and Trust Services regulation (eIDAS)). Others, in turn, operate at the sub-national level 

(e.g., the Ontario and Alberta provinces). Digital identity infrastructures conceptualize 

the reality of interconnected system collectives, which evolve at the intersection 



between socio-technical elements, networks of actors and relationships between 

organized practices (Henfridsson & Bygstad, 2013), and are thus to be considered 

within the complex socio-technical systems that structure them (van Dijck & Jacobs, 

2020; Weigl, Barbereau, et al., 2022). Organizational and institutional arrangements 

significantly influence the selection, design and implementation of information 

technologies in government (Gil-Garcia, 2012; Koppenjan & Groenewegen, 2005; 

World Bank, 2014), thus playing an important role in the design of digital 

infrastructure. It follows that considering actors, roles, people and processes is a 

necessary condition for the development and implementation of useful and sustainable 

infrastructures (Dawes, 2009; Manny et al., 2022). Digital identity infrastructure design 

and success are therefore inextricably interlocked with the strategic governance choices 

that impact them (Gil-Garcia & Flores-Zúñiga, 2020; Medaglia et al., 2022), and their 

identification and characterization should be a priority. 

2.3. Expected benefits and risks in LMICs 

Digital identity infrastructures are credited with enabling various potential benefits, 

including ‘facilitat[ion] and simplif[ication of] access to a wide range of services and 

thereby contribut[ion] to social and economic value’ (OECD, 2023), better ‘inclusion, 

social protection, healthcare and education, gender equality, child protection’, ‘delivery 

of public services and programs’, and the ‘reduction of fraud’ (World Bank, 2019b). 

The primary driver for these benefits is the capacity of digital identity systems to 

provide a form of legal identity, a prerequisite to fully participate in society, assert 

rights and be considered for entitlements. This can be particularly impactful in LMICs, 

where many people depend on social assistance (Hanna & Olken, 2018) and have 

difficulties accessing essential services (Cicchiello et al., 2021). There, digital identity 

infrastructure can be used to support welfare delivery through e.g., cash transfer 



programs, and support citizens social and economic inclusion through access of e.g., 

financial services (Sharma & Díaz Andrade, 2023). Gelb & Diofasi (2018) list the far-

reaching implications of identification on sustainable development goals (SDGs) and 

their impact on populations. These include better access to finance (an estimated 30% of 

people in developing economies were unbanked in 2021 (World Bank, 2021b), access 

to basic services, labor market opportunities, social protection and managing public 

payrolls, and address a wide range of SDGs and their related goals. As a consequence, 

McKinsey (2019) expects that countries successfully implementing digital identity 

infrastructure could ‘unlock value equivalent to 3 to 13 percent of GDP by 2030’, with 

most of the value accruing to individuals in emerging economies. But economic 

development is not the only development outcome that LMICs can expect from digital 

identification. Social inclusion can be improved through better citizen participation in 

the economy and society which in turn can generate ‘cross-generational improvements 

by increasing access to education and enabling communities to collaborate’ (Blakstad & 

Allen, 2018 p.130; Wang & Filippi, 2020). Digital identity can also be used as a 

foundation for increased voting participation and to improve trust in the democratic 

process. This improved civic and political participation can in turn strengthen 

democratic institutions (Bhatt et al., 2021; Dahan & Hanmer, 2015). On a theoretical 

level, Addo & Senyo (2021) contend that these dynamics can be explained by digital 

identification’s mediation role in fulfilling entitlements and expanding citizens and 

residents capabilities and functioning. Digital identity infrastructure can also act as a 

vector of efficiency by streamlining identification in countries where identity databases 

have been built for functional purposes (e.g., voters’ registries, social services).  

On the other hand, a more critical view has also been adopted by scholars and 

practitioners alike. Implementation of digital identity infrastructure have been 



denounced for generating adverse impacts, such as ‘exclusion from access’, ‘distortion 

of monitoring’, ‘redirection of policy’ (Masiero & Arvidsson, 2021) and ‘privacy and 

security violations’ among others (Beduschi, 2019; World Bank, 2019a). To contrast 

with an optimistic discourse focusing on the potential benefits of the infrastructure, 

some scholars have argued that in some forms, they go so far as to ‘undermine the right 

to life’ (Khera, 2017). These conflicting views have been well commentated, (see e.g., 

Weitzberg et al., (2021)), and our research fully acknowledges the accompanying 

debate, although it neither intends to take a position on it nor settle it. Rather, it accepts 

the premise that digital identity infrastructures are widely being considered and 

deployed across the world, and that research supporting a better understanding of these 

constructs can only help structure, and maybe instruct, some aspects of this debate.  

3. Research method 

In this section, we present our research method, the rationale for selecting it, and the 

way we operationalized it. We detail our data collection approach, which consisted of 

reviewing academic and grey literature, conducting elite interviews with researchers and 

practitioners, and analyzing existing digital identity infrastructures. Further, we detail 

how, through seven iterations and systematic evaluation of ending conditions, we 

transformed this qualitative input into a consensus-based taxonomy.  

3.1. Methodology selection rationale 

Faced with the complexity of the research topic at hand and aiming to support future 

studies and real-world implementations of digital identity infrastructures, we adopt a 

systematic qualitative approach with the aim of producing verifiable, reproducible 

insights. We select the taxonomy development process as methodological approach, due 

to its capacity to structure and organize the body of knowledge and thus support us 



answering our first research question: RQ1 What are the design choices for governing 

the development and operations of digital identity infrastructure? Taxonomies can also 

act as a foundation for hypothesis-making (Glass & Vessey, 1995) and theory-building 

(Bapna et al., 2004), thus forming a useful foundation to answer our second research 

question: RQ2 How can they impact the actualization of digital identity benefits in an 

LMIC context? Further, taxonomies can serve as a foundation upon which research and 

practice can build (Bapna et al., 2004), supporting our objective of addressing scholars, 

policymakers, and practitioners in the field of e-government and international 

development. Finally, taxonomies are widely utilized in both information systems 

research and development studies (see Berger et al., 2020; Diniz et al., 2019; Drasch et 

al., 2018; Hartwich et al., 2022; Perez et al., 2019) and thus are appropriately familiar 

for researchers and practitioners to support its wide usage. 

This methodology also helps us answer several criticisms faced by information 

and communications technology for development (ICT4D) researchers. By 

transparently and systematically applying a rigorous and widely accepted methodology, 

we address the lack of rigor in methodological approach highlighted by Schelenz & 

Pawelec (2021). Additionally, building a taxonomy also allows us to answer the call for 

the elaboration of shared conceptual frameworks, ontologies and vocabulary for 

researchers and practitioners (ibid.).  

In order to develop our taxonomy, we structure our approach following the 

method outlined by Nickerson et al. (2013). This iterative process, as illustrated in 

Figure 1, consists of seven steps which are considered completed once defined ending 

conditions are met. We rigorously followed this process to ensure reproducibility of our 

results.  



 

Figure 1. Taxonomy development method (Nickerson et al., 2013) 

3.2. Taxonomy development process 

3.2.1. Determination of the meta-characteristic 

Determining the right meta-characteristic is a key steppingstone for the subsequent 

elaboration of the taxonomy. Indeed, the meta-characteristic influences the scope and 

boundaries of the taxonomy, including the selection of layers, dimensions, and 

characteristics that are selected for inclusion into the taxonomy (Nickerson et al., 2013). 

Its selection needs to allow the research question to be answered. In the case of complex 

constructs such as digital identity infrastructure, finding the right level of granularity is 

of paramount importance. It needs to be broad enough to tackle an important research 

dimension, and precise enough to lead to a substantial and useful contribution. It also 

needs to be concise in order to avoid becoming difficult to comprehend and to apply 

(Nickerson et al., 2013). With our research question concerning the institutional and 

governance aspects that shape digital identity infrastructure for physical persons, our 



meta-characteristic was appropriately selected as ‘Strategic Institutional and 

Governance Characteristics of Digital Identity Infrastructure’. This meta-characteristic 

in turn defines which dimensions will be retained for classification and organization. 

This dimensions act as a categorization level for characteristics, i.e., the specific 

features that help differentiate objects under scrutiny within a particular dimension. For 

clarity and readability purposes, we elected to additionally group dimensions into 

layers. 

3.2.2. Determination of ending conditions 

Ending conditions are a critical element of the taxonomy-building process, in that they 

allow to decide when to stop the iterative process. Objective ending conditions target 

the formal aspects of taxonomy building and indicate that the taxonomy building 

process and its iterations can be concluded once they are met (Nickerson et al., 2013). 

Besides objective ending conditions, subjective ending conditions play an important 

role as they relate to the usefulness of the taxonomy, which is the primary desired 

characteristic of the taxonomy.  

We set out to validate every objective ending conditions as outlined by 

Nickerson et al. (2013). These can be broadly classified into 3 categories:  

Category Objective ending condition according to 

Nickerson et al. (2013) 

(1) The last iteration should not have induced 

any needed change in the taxonomy 

No new dimensions or characteristics were added in 

the last iteration 

No dimensions or characteristics were merged or 

split in the last iteration 

Every dimension is unique and not repeated 

Every characteristic is unique within its dimension 



(2) There should be no repetition or 

duplication between dimensions and 

characteristics 

Each cell (combination of characteristics) is unique 

and is not repeated 

(3) All objects, or a representative sample 

thereof, have been analyzed, and all 

characteristics could be identified in at 

least one object 

Every characteristic can be found in at least one 

digital identity infrastructure 

A representative sample of digital identity 

infrastructure has been examined 

Table 1. Objective ending conditions (based on Nickerson et al. (2013)). 

These conditions were tested at the end of each iteration, and we devoted two 

iterations to specifically analyze a representative sample of objects, i.e., instantiations of 

digital identity infrastructure. An exhaustive analysis of all existing digital identity 

infrastructures is not feasible, not only because of the important number of 

instantiations in existence, but also because they evolve rapidly, and limited information 

is readily available for many of them. We thus selected a sample of 20 instantiations 

that are widely referred to as archetypes for specific dimensions of digital identity 

infrastructure governance and thus influenced the governance models of other 

instantiations. These present particularly interesting and salient characteristics, and their 

geographical coverage is varied.  

As regards subjective ending conditions, we systematically requested an 

assessment of our taxonomy’s usefulness, robustness (i.e., does it enable sufficient 

differentiation between objects of interest), and explanatory character from our 

interview partners, who would later use this taxonomy in their work and thus are the 

best placed to provide feedback. We also used the taxonomy in a digital identity 

infrastructure design project in an LMIC, during which propositions on the institutional 

and governance characteristics of the infrastructure were produced, enabling us to 

evaluate its usefulness in a real-world scenario. 



3.3. Iterations 

We conducted seven iterations to meet the ending conditions and reach the final version 

of the taxonomy, where the first four were presented at a conference (Anonymous, 

2024). These iterations used various data collection methods, relying on both primary 

and secondary sources, and took both Conceptual-to-Empirical (C2E) and Empirical-to-

Conceptual (E2C) approaches to ensure a multifaceted perspective. The C2E approach 

is concerned with conceptualization / deduction from theory, while the E2C approach 

uses empiricism / induction by analyzing existing objects to derive the elements of the 

taxonomy (Nickerson et al., 2013). 

The following table summarizes the iterative process, and the resulting 

quantitative outcome of each iteration:  

ID Approach Method Outcome (L = Layers, D = 

Dimensions, C = Characteristics)  

 Strategic Governance Characteristics of Digital Identity Infrastructure 

1 C2E Literature review 4L - 9D - 28C 

2 E2C 8 elite interviews (practitioners) 4L - 12D - 47C 

3 E2C 4 elite interviews (researchers) 4L - 13D - 46C 

4 E2C 13 instantiations examination 3L - 13D - 46C  

 Strategic Institutional and Governance Characteristics of Digital Identity Infrastructure for 

Physical Persons 

5 C2E Literature review and archival records analysis 4L - 13D - 43C 

6 E2C 5 elite interviews (practitioners) 4L - 12D - 43C 

7 E2C 7 instantiations examination 4L - 12D - 43C 

Table 2. Summary of the taxonomy building iterative process 

Iteration 1 - C2E: Our first iteration took a conceptual to empirical approach 

and built on existing academic and practitioner-sourced material dealing with 

classification of digital identity management systems. We searched the existing body of 

academic and grey literature dealing with governance of digital identity infrastructure. 

The search was performed on both academic databases (IEEE Xplore, SAGE Journals, 

ScienceDirect, SCOPUS and Taylor & Francis), and on the Google search engine, using 



the search strings ‘digital identity governance’ OR ‘digital identity infrastructure’ OR 

‘digital infrastructure governance’. We primarily used this initial phase to identify 

works of relevance for a second stage of backward and forward searching, i.e., the 

collection of pieces of work that cite, or are cited by, this initial list of articles. This 

process allowed us to identify the most relevant work in this area, yielding 65 articles 

and documents, 32 from academic literature and 33 from grey literature. The work of 

the National Institute of Science and Technology (Grassi et al., 2017), the International 

Telecommunication Union (ITU, 2018) and the World Bank (World Bank, 2014, 2022a, 

2019a) were particularly useful during this iteration due to their attempt to take a 

holistic look at digital identity infrastructure, and helped lay down the foundations of 

the taxonomy. We could additionally identify several dimensions and characteristics 

that would remain until the final version of the taxonomy. In total, we identified nine 

dimensions and 28 characteristics. This iteration confirmed that while some useful 

knowledge supporting the answering of our research question had been synthesized, 

content was spread out and the vocabulary used varied significantly. 

Iteration 2 – E2C: The second iteration took an empirical to conceptual 

approach and consisted in the interview of eight practitioners. They were selected for 

their expertise and experience (Mergel et al., 2019) in the design of governance 

arrangements of digital identity systems: all of them being recognized public figures in 

the digital identity infrastructure domain (see Table 5 in the Appendix for a full 

overview of interviewees). The interviewees came from both the public and the private 

sector, and the semi-structured interviews (Schultze & Avital, 2011) lasted between 30 

and 90 minutes. Several participants had been involved in the design of multiple digital 

identity infrastructures in LMIC, which enabled them to adopt a global, synthetic 

perspective and have empirical experience of causal relationships between institutional 



governance decisions and their impact. At the beginning of the interviews, we 

succinctly presented our taxonomy development approach and explained its intended 

purpose. We then systematically went through the taxonomy, dimension by dimension, 

characteristic by characteristic, and requested feedback from the interview partner. Our 

primary purpose was to collect any missing dimensions or characteristics. When our 

interview partners deviated from the formal taxonomy itself, we did not interrupt and 

collected their inputs, which became useful for our instantiations. Before ending the 

interview, we requested an assessment of the taxonomy’s usefulness, robustness and 

explanatory character. This iteration enabled us to both expand the taxonomy and refine 

it towards meeting our subjective ending conditions. In total, we identified 12 

dimensions and 47 characteristics. Towards the end of the iteration, we noticed that we 

approached theoretical saturation as no new dimensions or characteristics were being 

identified. All participants agreed that the taxonomy was meeting our subjective ending 

criteria. On top of their assessment of its usefulness, the robustness and explanatory 

character were also evaluated through their intuitive understanding of the taxonomy, 

their capacity to easily distinguish between the characteristics identified, and their 

unprompted capacity to come up with examples associated with the characteristics.  

Iteration 3 – E2C: To ensure rigor, we conducted a third iteration with an 

empirical to conceptual approach, that consisted in the interview of four researchers 

with high expertise in the field of digital identity infrastructure and e-government. 

These semi-structured interviews also lasted between 30 and 90 minutes. Aside from 

bringing back a previously dismissed dimension and clarifying some of the vocabulary, 

this iteration did not yield any substantial changes to the taxonomy, thus confirming 

theoretical saturation. This iteration mainly supported us in improving the 

comprehensiveness, conciseness and explanatory character of the taxonomy (Nickerson 



et al., 2013). In total, 13 dimensions and 46 characteristics were retained. Subjective 

ending conditions were assessed in the same way as in the previous iteration, with the 

same outcome. 

Iteration 4 – E2C: To validate our final ending condition, i.e., the adequate 

representation of a representative sample of objects, we proceeded with an empirical to 

conceptual approach, analyzing instantiations of 13 digital identity infrastructures. The 

instantiations were selected with several criteria in mind: 1. To cover a wide range of 

geographies and population sizes, 2. To cover a mixture of low-, middle- and high-

income countries with different levels of digital maturity, and 3. To account for 

instantiations widely referred to as ‘models’ for a particular characteristic. This resulted 

in the selection of the following countries: Argentina, Australia, Canada, Chile, Estonia, 

France, Germany, India, Italy, Morocco, Nigeria, Sweden, United Kingdom. This 

iteration did not yield any further change compared to the previous iteration. The fact 

that, on the basis of the information available to us at the time of writing, all objects fit 

within our taxonomy and all characteristics were used, confirmed that we had met all 

the ending conditions and could conclude the taxonomy development process for this 

meta-characteristic.  

The outcome of iteration 4 was developed to be presented at a conference 

(Reference anonymized). During this process, it received positive feedback and 

additional relevant propositions for further improving its usefulness. Following 

feedback received since acceptance of the paper, it was decided to extend the meta-

characteristic of the taxonomy to involve institutional aspects as well as governance 

aspects, and to focus exclusively on physical persons to increase the taxonomy’s 

appropriateness in light of its complexity. It was also used to support the development 

of an institutional and governance framework for a digital identity infrastructure for a 



national government in a Western African LMIC, a process during which it was 

confronted with additional feedback from the field. Following the enthusiasm of both 

the research and practitioner communities and the acceleration of the importance that 

the topic has taken since the submission of the conference paper, it was decided to 

expand the taxonomy taking into account the newest developments in the field. 

Iteration 5 – C2E: We thus conducted a fifth iteration with the extended meta-

characteristic. It took a conceptual to empirical approach, leveraging practitioner 

literature on the topic of the institutional settings of digital identity infrastructure and in 

particular new publications following the crystallization of digital public infrastructure 

development initiatives. The recent works of the UNDP (UNDP, 2023), the ITU (ITU, 

2023) and the OECD recommendation on governance of digital identity (OECD, 2023) 

were among the key literature incorporated in the analysis. During this iteration, we also 

seized opportunities to streamline some characteristics and restructure them to simplify 

the taxonomy. This resulted in the addition of a layer, one dimension with four 

characteristics, the combination of two dimensions and the rewording of some 

dimensions. In total, the taxonomy consisted in 4 layers, 13 dimensions and 43 

characteristics. 

Iteration 6 – E2C: This iteration took an empirical to conceptual approach in 

order to evaluate the new additions of iteration 5. It consisted in interviews conducted 

with 5 experienced professionals, currently or recently involved in the design of 

institutional and governance frameworks of digital identity infrastructure in various 

geographies. The interviews followed the same protocol as within iteration 2 and 3. At 

the end of this iteration, no new dimension was added, which confirmed that our refined 

taxonomy had once again reached theoretical saturation following the expansion of the 

meta-characteristic. Additionally, all interviewees commended the taxonomy for its 



usefulness, and confirmed that they would likely use it as a framework for their future 

work. 

Iteration 7 – E2C: In order to fully validate ending conditions, we conducted a 

final conceptual to empirical iteration consisting in the re-analysis of the 13 

instantiations within the updated taxonomy, and the subsequent analysis of seven 

further instantiations, including ones in progress: Belgium, Benin, Luxembourg, 

Guinea, the Philippines, Senegal and the EU Digital Identity Framework. During this 

iteration, we did not identify any new characteristics. In addition, we found that the 

streamlined taxonomy made the process of classification more straightforward, making 

us confident that the usefulness of the taxonomy had been improved through iterations 5 

to 7. The successful validation of both objective and subjective ending conditions thus 

confirmed that we could close the taxonomy development process. 

4. Taxonomy of digital identity infrastructures 

In this section, we present the outcome of the seven iterations of our taxonomy 

development process. The final taxonomy consists of 4 layers, 12 dimensions, and 43 

characteristics. Except for the first dimension (authority governance model), none of the 

characteristics are mutually exclusive, meaning that a combination thereof is possible.  

When building the taxonomy, it rapidly became evident that the complexity of 

the constructs under investigation made the number of identifiable variants and 

characteristics of interest extremely large. We thus had to strive to avoid the pitfall of 

descriptive work and instead focus on identifying explanatory qualities in our retained 

dimensions and characteristics (Bailey, 1994). In keeping with this philosophy, we 

maintained our focus on the impactful, or strategic, institutional and governance choices 

presenting viable alternatives, thus refraining from including dimensions and 

characteristics that could only serve to describe objects in our domain of interest but do 



not present a significant impact on its value proposition. Similarly, we exclusively 

focused on true governance design options, as opposed to best practices, as they were 

outside of our meta-characteristic and therefore the scope of this specific research 

project. We thus did not attempt to build an exhaustive list of the commonly agreed 

preconditions for establishing a digital identity infrastructure, such as a clear regulatory 

environment, considerations of user involvement, outreach, and procurement hygiene, 

to name just a few.   

In the following section, we illustratively refer to examples and instantiations 

that were identified during our data collection exercise. 
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Institutional 
Arrangement 

Authority 
governance 

model (mutually 
exclusive) 

Inter-ministerial 
entity 

Ministerial entity 

Semi-autonomous 
entity (with 
stakeholder 

representation) 

Fully autonomous 
entity (with direct 

Cabinet- or 
Executive-level 

reporting)  

Additional 
authority 

prerogatives 
Civil registration  

Identity document 
and certificates 

issuance 

Others (e.g. 
statistics, 

digitalization 
strategy) 

Single purpose 
authority 

Ecosystem 
Management 

Subjects 
Nationals 

(residents) 

Nationals 
(non-

residents) 

Non-nationals 
(residents) 

Non-nationals 
(non-

residents) 

Persons 
without proof 

of legal 
identity  

Geographical 
scope 

Sub-national National Transnational 

Interoperability 
approach 

None Mutual recognition Harmonization 

Interoperability 
enablers 

Standards (technical, 
organizational, semantic) 

Certification or 
accreditation mechanisms 

Open-source / community 
software 

Roles of private 
sector actors 

None 
Identity 

consumption  
Identity 

provision  
Registrar  

Infrastructural 
provision  

Funding 
Management 

Development 
funding 

Public funding Public-private partnership Grant 

Operational 
financing  

Public budget 
Charge for relying 

parties 
Charge for data 

subjects  
Other 

Data 
Management 

Data presentation 
model 

Identity provider to 
relying party 

Federation through 
1 actor 

Federation through 
multiple actors 

Data subject to 
relying party 

Identity matching 
approach 

Mediated Non-mediated 

Trusted sources 
Government-controlled 

databases 
Digital wallets Distributed ledgers 

Table 3. Final taxonomy of strategic governance choices for digital identity infrastructures. 

4.1. Institutional arrangement layer 

The institutional arrangement layer is composed of two dimensions: authority 

governance model and authority affiliation.  

 

Authority governance model (mutually exclusive): describes how the authority 

responsible for setting policies and standards, certifying partners and supervising 

implementation is governed. This can take the following forms. Inter-ministerial entity: 

an arrangement in which the authority is shared as part of an inter-ministerial delegation 



(e.g., France). Ministerial entity: the authority is given to an entity within an existing 

ministry (e.g., the Ministry of Interior and Transportation in Argentina). Semi-

autonomous entity with stakeholder board representation: the authority is given 

autonomy from a ministry, but the governing board has governmental stakeholder 

representation (e.g., Nigeria). Fully autonomous entity with Direct Cabinet- or 

Executive-level reporting: the authority is autonomous and is only reporting to the 

highest levels of government (e.g., Ghana). While an autonomous authority is 

sometimes considered as the ‘modern’ arrangement (World Bank, 2019a), there is no 

clear evidence that it results in measurably better outcomes than authorities that have 

significant ministerial board presence or that are directly affiliated to a ministry. 

However, authority independence was considered an effective risk-mitigating measure 

in cases where conflicting interests could influence decision-making with regards to the 

infrastructure and its usage, and thus the trust that citizens place in them (Okunoye, 

2022). Choices made within this dimension do not preclude consultation of other actors 

and their participation as counsel (including the private sector). 

Additional authority prerogatives: while the authority can be a single purpose 

authority that has digital identification and authentication as its sole prerogative (e.g., 

the France Identité Numérique Interministerial Program), its responsibilities can also 

include civil registration (e.g., the NCRA in Sierra Leone), identity document and 

certificates issuance (e.g., ANIP in Benin), and other prerogatives such as statistics 

(e.g., the PSA in the Philippines), general government digitalization and interoperability 

(e.g., the Ministry for Digitalization in Luxembourg). With digital identification being 

highly dependent on the existence and accessibility of high-quality data enabling the 

unique identification of subjects, risks of exclusion from access are non-negligible for 

those services that rely on digital identification (Masiero & Arvidsson, 2021). While not 



a silver bullet, a strong link between civil registration and digital identification efforts 

was seen as an opportunity to reduce the likelihood of this risk materializing at the 

individual scale (Gelb & Diofasi, 2018). Capabilities in identity document issuance, 

personalization and delivery could also be a key asset in ensuring that eligible citizens 

are able to assert their identity. Indeed, digitally verifiable credentials can increase the 

level of assurance in the certificate’s integrity, authenticity and validity compared to 

purely physical counterparts, and be helpful to fight against identity theft (Sedlmeir et 

al., 2021).  

4.2. Ecosystem management layer 

The ecosystem management layer is composed of four dimensions: subjects, 

geographical scope, interoperability approach, interoperability enablers and roles 

of private sector actors.  

 

Subjects: different categories of subjects can be included in the digital identity 

system. Resident nationals are often the primary target group, but non-resident 

nationals and resident non-nationals are also often considered as they maintain a 

substantial relationship with the country or region. Non-resident non-nationals can 

sometimes also be catered for, as can be seen in Estonia (Sallam et al., 2022). The 

special category of persons without proof of identity (Madon & Schoemaker, 2021) is 

also covered within this dimension, which can be integrated into the national digital 

identity infrastructure or as part of dedicated projects using e.g., UNHCR’s Population 

Registration and Identity Management Eco-System platform (Schoemaker et al., 2021). 

The choice of which data subjects are part of the digital identification capabilities of the 

infrastructure raises important questions of data justice, which we address in the 

discussion section.  



Geographical scope: describes how the system relates to the sovereign state. It 

can be sub-national (e.g., a region, state or territory), which is typical in federal states 

such as Canada or Australia. These might have an additional interoperability layer at the 

national level. National systems are common in non-federal states, such as Peru or 

Morocco. The transnational characteristic highlights that some systems are meant to be 

usable across borders, as is the case for eIDAS in Europe or WURI in Africa. In the 

absence of clear accountability and responsibilities at each level, coexistence of these 

characteristics was identified as a source of undesirable effects. For citizens, confusion 

can arise as to which entity is responsible for which process. For administrations, it 

might entail interoperability issues. Canada, a country which falls in both the sub-

national and national categories, addresses this issue by focusing on building a 

consensus-built framework, including common definitions and open standards, rather 

than forcing a technological approach (Abraham, 2020). In the European Union, 

identity is a clear mandate of Member States (Weigl, Amard, et al., 2022). However, 

legislative and implementing acts mandate precise specifications as to the governance, 

process and technology to be implemented to attain transnational interoperability, 

including reporting obligations, the necessity to deliver a digital wallet, to notify at least 

one electronic identification scheme (Schwalm & Alamillo-Domingo, 2022). 

Interoperability approach: defines if and how interoperability with other 

systems is provided. It can be the case that no interoperability is foreseen. While some 

digital identity systems do not foresee interoperability with other systems, several 

digital identity systems strive to be interoperable with one another (e.g., eIDAS-notified 

identity schemes). One approach to achieve such interoperability is mutual recognition, 

meaning that participants to the interoperability implementation effort accept to 

recognize digital identities issued by another state despite discrepancies between the 



rules and procedures of the digital identity system (Davies, 2006), as is the case for the 

first version of eIDAS. Mutual recognition can be reached through accreditation and 

certification processes (ITU, 2014). Harmonization goes one step further and mandates 

the implementation of a similar set of rules, procedures, vocabularies or technical 

designs (e.g., digital wallets within the upcoming European Digital Identity Framework 

(Weigl, Amard, et al., 2022)).  

Interoperability enablers: this dimension describes the choice to be made with 

regards to the reuse of building blocks produced by the community. Use of technical, 

organizational or semantic standards (e.g., OpenID Connect) can facilitate a 

harmonization approach. Certification or accreditation mechanisms are common means 

to achieve mutual recognition (e.g., the eIDAS certification). Finally, open-source 

software can also enable technical and semantic interoperability by virtue of common 

APIs (e.g., MOSIP implementation in Morocco, Ethiopia, Togo, Madagascar). A subset 

of these community resources is the digital public good standard, which can apply to 

both open-source software and open standards and testifies of some additional qualities 

such as their use of licenses approved by the Open Source Initiative (OSI). Both open-

source software and the use of open standards are increasingly required in public 

tenders for digital identity infrastructure for their desirable properties, such as enabling 

interoperability (Almeida et al., 2011), and avoiding vendor lock-in (Medaglia et al., 

2022). Open-source software used in the context of digital identity infrastructure 

includes the Modular Open Source Identity Platform (MOSIP), Open Civil Registration 

and Vital Statistics (OpenCRVS) and X-Road. Technical, organizational and semantic 

standards comprise, among others, those drafted by the European Telecommunications 

Standards Institute, the National Institute of Standards and Technology and the World 



Wide Web Consortium (ENISA, 2023; ETSI, 2021; Grassi et al., 2017; Mittal, 2022; 

Sporny et al., 2019; W3C, 2022a).  

Roles of private sector actors: while institutional actors are always involved in 

the supervision or the orchestration of the infrastructure and in the certification of 

digital identity data, the private sector can be authorized to take part in the provision 

and use of digital identity services in different ways. No role means that the digital 

identity system is seen as a purely public service for government to government, citizen 

to government and government to citizen use cases, and is fully delivered by the public 

sector with no involvement from the private sector. Identity consumption refers to the 

authorized usage of digital identity-related services such as identification and 

authentication during service delivery activities by private sector actors  (e.g., through 

SingPass’s MyInfo service in Singapore). Identity provision is a role that can take 

several forms, such as providing trusted data for use within the digital identity 

infrastructure (e.g., Banks in Sweden acting as an authoritative source), or issuing 

credentials (e.g., Buypass in Norway). Registrar is the role tasked with collecting and 

verifying identity data (e.g., PostIdent in Germany, some Aadhaar registrar / enrolment 

agencies in India). Finally, infrastructural provision relates to the technical roles that 

are necessary for the infrastructure to function, such as authentication and federation, 

certificate signing, PKI, identity access management, wallet provision (e.g., LuxTrust, 

Namirial, Idemia, Thalès). The choices to be made within dimension have been subject 

to intense scrutiny by policymakers and the civil society. Several failures and criticism 

have originated from the role of private sector actors, including the failure of the 2021 

Swiss referendum on the Electronic Identification Services Act (Swiss Federal Counsel, 

2021) and the rebuke from the Comptroller and Auditor General of India for the 



inappropriate governance of private sector actors within the Aadhaar ecosystem (CAG 

of India, 2021).  

4.3. Funding management layer 

The funding management layer is composed of two dimensions: development funding 

and operational financing.  

 

Development funding: describes the infrastructure’s funding model for the pre-

operational phase. The characteristics are public funding (including loans from e.g., 

multilateral development banks such as the European Investment Bank), public-private 

funding (e.g., a build-operate-transfer agreement), a means often used in developing 

countries to reduce the upfront investment required from public bodies (Gelb & Diofasi, 

2018), and grants (e.g., from donor organizations such as the World Bank’s 

International Development Association). Development finance institutions have 

increasingly recognized the infrastructural aspect of digital identity and its enabling role 

for development outcomes (DPGA & GiZ, 2022; UNDP, 2023; World Bank, 2022b). 

Financing for digital identity infrastructure projects is now commonly available for 

LMIC countries. For example, the World Bank is particularly active in the ECOWAS 

region, providing a mix of grants and loans to Benin, Burkina Faso, Niger, Togo, 

Guinea and Côte d’Ivoire through their West Africa Unique Identification for Regional 

Integration and Inclusion (WURI) Program, but also on other continents such as the 

Philippines, totaling more than $2,3bn in financing (World Bank, 2023b). On the other 

hand, private sector actors have also tailored their offering to emulate public-private 

partnerships found in physical infrastructure development, limiting the initial 

investment required by public authorities in the process (GSMA et al., 2016; IDEMIA, 

2020). 



Operational financing: relates to the financing of the operational phase. It 

targets financial sustainability of operations, including providing a return on investment 

to private partners who invested in the building of the capacity, when applicable. The 

main characteristics are public budget (e.g., in Thailand where transactions are free of 

charge for users and relying parties), charge for relying parties (e.g., in Peru where the 

private sector is charged for identification transactions (Reuben & Carbonari, 2017) or 

in Tanzania where NIDA charges Tshs 500 per identification transaction (Bhandari et 

al., 2021)), and charge for data subjects (e.g., issuance of a LuxTrust authentication 

token in Luxembourg). When charging back to relying parties, one key consideration is 

whether the public and private sector (when applicable) are charged the same amount. 

In many cases, such as in India and Argentina, identification and authentication 

transactions are free for the public sector, but not for the private sector (ID4D, 2019). In 

specific cases, other sources of revenue can come into play, such as revenues from 

licenses fees for access to authentication services (e.g., e-KYC User Agencies in India) 

or interests (e.g., accrued through the use of the UIDAI fund in India). 

4.4. Data management layer 

The data layer is composed of three dimensions: data presentation model, identity 

matching approach and identity data storage. Design decisions related to this layer 

directly impact data protection and privacy, and as such are often the subject of much 

scrutiny both from data protection authorities and citizens (Beduschi, 2021).  

Data presentation model: identity data, in the form of attributes or bundled in 

credentials, can be presented for identification or authentication through different 

actors. Identity provider to relying party: the relying party retrieves identity information 

directly from the identity provider or the authoritative source (e.g., healthcare providers 

requesting data to social security entities). Federation through one actor: federation 



refers to the capacity to use the same identity information to access multiple services 

(Kallela, 2008). In the case of a single-actor federation model, a singular gateway 

allows for the exchange of data and oftentimes acts as an authentication provider (e.g., 

Aadhaar in India). Federation through multiple actors: several actors can act as 

federation service providers (e.g., FranceConnect in France). This model gives more 

choice to users and limits the consolidation of data and power within a single entity. 

Data subject to relying party, also sometimes called ‘self-sovereign identity’ (Pöhn et 

al., 2021): the data subject holds a digital credential which is directly shared with the 

verifier (relying party), without the involvement of an identity provider in the data 

exchange (e.g., the NDI in Bhutan). This data delivery method has recently come to the 

limelight, with digital health credentials having been used extensively during the 

COVID pandemic (Lacity & Carmel, 2022). In addition, the crystallization of technical 

standards such as decentralized identifiers (W3C, 2022a) and verifiable credentials 

(W3C, 2022b) have fostered their appropriation for more foundational identity 

management practices, as exemplified in Bhutan and in Europe by the recent revision of 

the eIDAS regulation. But despite this recent advance, in almost all cases today, the 

issuer of digital identity attributes or credentials is still taking part in a data presentation 

transaction, either by directly sending the data to the relying party or by acting as a 

federation provider, such as in India.  

Identity matching approach: linking of identity data, or identity matching, can 

take two main governance configurations. Identity data matching can either be mediated 

by a third-party (e.g., the sourcePin Register Authority in Austria), or non-mediated 

(e.g., through a unique identifier, technological means, or simply comparing datasets for 

common attributes). Mediation techniques can be witnessed in several HICs with a high 

level of data privacy awareness and concern, such as in Austria, in Estonia, in Belgium 



and in the Netherlands, where a translation service matches data only in authorized 

cases, without revealing a general identifier for the person. This is often not the case in 

LMICs, where a unique identification number is used as a basis for identification (e.g., 

the National Identification Number in Nigeria). It is also sometimes seen as a condition 

for funding disbursement by funding agencies, such as in the case of WURI (World 

Bank, 2018).  

Trusted sources: data pertaining to digital identity transactions can be stored 

with different actors. It is important to note that this data does not exclusively consist of 

identity attributes. Certificate revocation information (Sedlmeir et al., 2021) and issuer 

public keys (Lacity & Carmel, 2022) are prime examples of data required to ensure the 

authenticity, integrity and validity of identity attributes and credentials. Data can be 

stored in government-controlled databases (e.g., biographic and biometric data within 

Aadhaar in India). User wallets can also act as a trusted source, by storing verifiable 

credentials and electronic attestations of attributes (e.g., the European Digital Identity 

Wallet), allowing data subjects to hold a trusted version of their identity data. These 

wallets can take several forms, from smartphone applications to simple file storage on a 

computer. Finally, distributed ledgers can also play a role in storing trusted data, with 

the primary use cases being registers of issuers, public keys of issuers, registry of 

schemas, and certificate revocation lists (e.g., a possible usage of the European 

Blockchain Services Infrastructure within the European Digital Identity Framework 

(EBSI, 2023)). When the trust placed in the data does not originate from the 

government, trust can be achieved through different means. In the case of the digital 

wallet, trust is mainly anchored in cryptography and organizational processes, linked to 

the verifiability of credentials stored within them (Sedlmeir et al., 2021). In the case of 

distributed ledgers, consensus mechanisms combined with immutability and 



transparency can act as the root of this trust (Haddouti & Ech-Cherif El Kettani, 2019). 

In most cases involving user wallets, a copy of the data also remains in a repository to 

mitigate issues linked to credential loss and enable legitimate use by government 

without the express consent and action of the citizen. 

5. ‘In-situ’ discussion: interpreting our findings through instantiations of 

the taxonomy - the case of India 

In the previous section, we presented the final taxonomy and guided its reading in an 

explanatory manner, focusing on detailing and making sense of the input gathered 

during our seven iterations. In this section, we provide some keys for its interpretation 

using both theoretical and empirical evidence, helping us answer our second research 

question. Doing so, we surface the implications of our findings, both highlighting their 

practicality and opening the conversation on their significance. 

First, we present a possible instantiation of the taxonomy, giving a high-level overview 

of a single case. Given the breadth and complexity of digital identity infrastructures, we 

would expect a typical research project to focus on at most one or two layers, in order to 

give it the depth of analysis it deserves (see e.g., Klitgaard, (2011)). Alternatively, 

focusing on one specific dimension with a comparative approach could similarly yield 

interesting analytical frames. In this example, we select the Indian Aadhaar case, for it 

is arguably the most researched and well-known digital identity infrastructure in a 

LMIC today, giving an appropriate point of reference for our readership, but any other 

digital identity infrastructure could be used with this format. It is also a particularly 

interesting, multifaceted case that has embraced a wide diversity of approaches over the 

years, showcasing how governance aspects of an infrastructure can evolve over time. 

While the name Aadhaar technically refers to the 12-digit identification number issued 

by the Unique Identification Authority of India (UIDAI), it is also extensively used for 



the infrastructure that supports it, a usage that we will also adopt here for simplicity 

purposes. In this example, we do not aim to provide an exhaustive analysis of the 

dynamics at play. Instead, our objective is to highlight how the taxonomy can be used 

with a specific analytical lens to uncover and apprehend topics of relevance for both 

researchers and practitioners. 

5.1.1. Institutional arrangement 

Authority governance model: The Indian implementation presents an interesting case 

with regards to governance model evolutivity. At the behest of an Empowered Group of 

Ministers (a group of Indian government ministers empowered to investigate, report on 

and make decisions on a particular matter of interest), the Unique Identification 

Authority of India (UIDAI) was initially established in January 2009 as an executive 

authority. It was anchored in India’s Planning Commission (DoIT India, 2011), an 

institution tasked with elaborating five-year plans for the country with comparable 

powers to a ministry: while the Prime Minister was its Chairman, the Deputy Chairman 

had the rank of a full Cabinet Minister (President’s Secretariat, 1979). However, despite 

being comparable to a ministry, the Planning Commission was a transversal government 

institution, which reinforced the transversal character of the role of the UIDAI. Digital 

identity was arguably already seen as a general government service as opposed to the 

prerogative of a more functional ministry – after all, Aadhaar means ‘foundation’ in 

many languages used in India. At its creation, it was decided that its governance model 

could be reviewed at an appropriate time, with the group of ministers already 

considering making it more autonomous as a statutory authority (UIDAI, 2010). This 

change of status from a ministerial entity to a fully autonomous entity took place in 2016 

with the Aadhaar Act (2016) which granted it the supervisory / autonomous body status 

despite being under the Ministry of Electronics and Information Technology (IGOD, 



2023).  

Evolution over time was also seen within the additional authority prerogatives 

dimension. Sarkar (2014) hypothesized that the original anchoring of UIDAI to the 

Planning Commission was due to the future database that UIDAI would foresee the 

development of, would become an important tool for planners, citing the DoIT India 

report (2011): ‘The existence of such a data base along the length and breadth of the 

country will impart a new direction to the overall governance […] by better planning of 

infrastructural requirements as the count of people residing in an area would be known 

at any point of time’. But this prerogative collation wasn’t the only one: originally, the 

Empowered Group of Ministers considered UIDAI to hold the responsibility of 

managing both digital identification capabilities and the national population register 

(UIDAI, 2010), thus linking the prerogatives of civil registration to that of digital 

identification. In its current form, the UIDAI’s objective is to facilitate the delivery of 

subsidies, benefits and services (Aadhaar Act, 2016), however its role in reaching this 

objective limited to ‘assigning unique identity numbers [to individuals residing in India] 

and for matters connected therewith or incidental thereto’, and thus is solely concerned 

with digital identification. This institutional arrangement is well-aligned with its 

intended neutrality and transversal role, but less so with its stated objective (delivery of 

subsidies, benefits and services) which involves a much more social orientation. This 

discrepancy between stated intent and governance decision could simply be fortuitous. 

But, borrowing from Masiero's (2018) piece on trust-building in Aadhaar and Khera's 

(2017) observation that Aadhaar had a limited role in its stated welfare objective, one 

could hypothesize that this framing of Aadhaar as a program with a social objective was 

actually designed as a trust-building tool as opposed to a genuine program direction. We 

leave these hypotheses to be tested by other researchers: in this piece, we will be 



content with simply highlighting the hypothesis-building quality of contextualizing the 

taxonomy. 

5.1.2. Ecosystem management 

The Aadhaar Act (2016) clearly stipulates that the subjects of the infrastructure are 

residents, thus including the categories of nationals (residents), non-nationals 

(residents) and persons without proof of legal identity, should they be residents in India. 

This naturally raised the question of non-resident Indians (NRI), given that an Aadhaar 

number was de facto needed for some administrative procedures. This category of 

subjects needed to have stayed 182 days or more within the past 12 years before being 

eligible, generating obvious issues with service provision. In response, this dimension 

was extended to also include nationals (non-residents) in 2019 (UIDAI, 2019a). But 

choices made within this dimension could have been quite different: amendments made 

in 2004 to the Citizenship Act (1955) opened the door to the issuance of multipurpose 

identity cards to Indian citizens, which could have served as a basis for identification 

and authentication, on top of being a proof a citizenship.  

Despite the actualization of its expected benefits requiring integration with the 

practices or local bureaucracies (Madon et al., 2022), Aadhaar is primarily concerned 

with the national geographical scope, and thus does not yet have a particular 

interoperability approach at the sub-national or international level. It does, however, 

serve as an interoperability layer between different services at the national level and 

relies on standards, certification mechanisms and open-source software, which might 

ease a potential future process of expanding geographical scope. Areas where standards 

are used include biometrics (e.g., ISO/IEC 19794, Information Technology - Biometric 

data interchange formats) and authentication (Open ID Connect implemented as part of 

the e-Pramaan gateway). Aadhaar also makes use of certification mechanisms: as an 



example, certification is a prerequisite for obtaining the authorization to act as a 

registrar (UIDAI, 2022c). An interesting combination of standards and certification 

regulate biometric capabilities in Aadhaar. Indeed, the UIDAI created standards where 

they didn’t exist (e.g., for iris scanners) and applied them through a certification 

process: only those companies who could meet the standard would be allowed to 

perform biometric operations for the system (Gelb & Clark, 2013). Open-source 

software is also widely used, with MySQL, Apache Hadoop and RabbitMQ being three 

examples credited with helping address the important scalability and data management 

challenges of running Aadhaar while avoiding vendor lock-in (Varma, 2010). 

Finally, the role of private sector actors within Aadhaar has been an important 

point of contention between institutional actors and the civil society. Although the 

private sector also plays infrastructural roles (e.g., biometric matching system 

provider), we will here highlight two aspects exemplifying the need to assess the 

choices made within this dimension: the role that private sector actors have played as 

registrars and as identity service consumers (note: while the UIDAI makes a distinction 

between registrars and enrolment agencies, the former being tasked with planning and 

the latter with execution of enrolment, we consider them here as parts of the same 

function and will use the term registrar). 

From the early stages, the UIDAI identified enrolment as one of the key risks of 

the project, and in particular with regards to reaching the target population. To address 

this risk, the UIDAI took the decision to build their enrolment approach through 

partnerships with existing infrastructure of government as well as private sector actors 

(UIDAI, 2010). Registrars were initially given flexibility regarding pricing, although 

strict rules have since been issued on how much a registrar can charge for an Aadhaar-

related transaction (Aadhaar policy on pricing, 2020). But in a context when not being 



enrolled means substantial difficulties in accessing welfare, a clear power imbalance 

between registrars and residents led to abuse. For example, some residents were charged 

for services that were supposed to be free (Press Information Bureau, 2017). The level 

of fraud was such that in March 2023, UIDAI announced that 1.2% of all enrolment 

operators had been suspended in the last 12 months (Press Information Bureau, 2023). 

This short analysis from a single characteristic already yields many important research 

questions: would these fraud cases have occurred if the private sector had not been 

involved in enrolment? Would objectives in terms of population coverage still have 

been attained? What, then, should drive the decision to allow the private sector to take 

on a registrar role? 

The second role worth highlighting in this case is the one of identity 

consumption. Aadhaar’s initially stated objective was to provide for ‘good governance, 

efficient, transparent, and targeted delivery of subsidies, benefits and services’ 

(Aadhaar Act, 2016). The addition of section 57 of the Act, opening the use of Aadhaar 

for ‘any purpose’ by ‘any corporate body or person’ seems counter to this initially 

stated objective. Despite this, private sector companies started requiring identification 

through Aadhaar to grant access to their services. This was eventually struck down as 

unconstitutional by the Supreme Court of India in its 26 September 2018 verdict: only 

specific private sector users such as banks were then allowed to use Aadhaar for the 

purpose of fighting against money laundering and tax evasion, under the provisions of 

the Prevention of Money Laundering Act of 2002. But in 2023, history seemed intent on 

repeating itself, with a proposal legally opening the use of Aadhaar authentication to the 

private sector once more (Ministry of Electronics and IT, 2023). This simple example 

serves to highlight the value in researching how the role of the private sector affects the 



interplay between governance arrangements, legislation and targeted objective of the 

infrastructure, and the impact of a misalignment thereof.  

5.1.3. Funding management 

Aadhaar was conceived as a public infrastructure primarily targeting inclusion and more 

efficient delivery of welfare services (UIDAI, 2010), and as such its original funding 

came from the public sector. In 2012, the National Institute of Public Finance and 

Policy estimated that an 56% internal return rate could be reached within 10 years, a 

significant return on investment to be accrued thanks to the ‘reduction of leakages 

occurring due to identification and authentication issues’ (NIPFP, 2012). However, 

despite taking on a significant part of the development of the infrastructure, the UIDAI 

sought ways to reduce investment costs by leveraging public-private partnerships 

models. Enrolment and data update capabilities, and biometric identification and 

deduplication capabilities, present two examples in this regard. From very early on, it 

was assessed that relying on the private sector was necessary to reach sufficient 

coverage of India’s territory and closeness to its population (UIDAI, 2010). A 

governance arrangement was thus developed, consisting in granting registrar / 

enrolment providers the necessary authorizations to perform enrolment and update of 

identity data. These actors would be remunerated per transaction. Regarding biometric 

operations, a similar governance model was set in place, whereby only certified 

companies could provide biometric services, who would then be paid by transaction. 

This shift from investment costs to transaction costs can be credited for limiting the 

initial investment required. However, it hasn’t gone uncriticized, especially in its 

application. The Comptroller and Auditor General of India identified several areas 

where the contractual conditions and their application were too lenient for the private 

sector and ended up being more costly to the government than they should have been 



(CAG of India, 2021). 

As regards operational funding, the Aadhaar infrastructure is still predominantly 

funded by governmental grants: in 2022, 72% of its revenues came from grants and 

subsidies, while 22% was income from service provision, and the remaining 6% from 

other sources such as license fees and interests on bank deposits (UIDAI, 2022a). Out of 

the service provision revenues, 73% originated from charges to relying parties 

(authentication services and license fees), 23% from charges to data subjects (e.g., data 

update, ordering a PVC Aadhaar card) and 4% from other incomes. Authentication fees 

were reduced by 85% in 2021 from ₹20/- to ₹3/- per transaction (from ~USD 0.24 to 

0.036), and even to ₹1/- (~USD 0.012) for telecommunication operators, in order to 

‘expand Aadhaar usage’ (UIDAI, 2022a). A careful balance, well depicted in this 

succinct example, must be found within this dimension. Increasing the cost of service 

may well help generate revenues for sustainability, but at the risk of reducing the 

affordability of infrastructure usage, reducing its capacity to deliver wider societal 

benefits.  

5.1.4. Data management 

Aadhar provides an interesting example of diversification in data presentation models. 

Indeed, the infrastructure can both act as a singular federation service between users 

and service providers and also as an identity provider sharing data with relying parties. 

It also supports the generation and usage of so-called offline e-KYC files (UIDAI, 

2023a), effectively allowing data subjects to directly share their identity data with 

relying parties in a verifiable manner. The federation service is the historic and primary 

capability of the Aadhaar infrastructure. It allows data subjects to authenticate 

themselves to service providers (called authentication user agencies). To do so, the data 

subject is required to provide their Aadhaar number and some biographic, or/and 



biometric information, which are then submitted along with the data subject’s consent to 

the Central Identities Data Repository for verification (UIDAI, 2023b). The service 

provider subsequently receives a yes/no response, used as a basis to grant access to the 

requested services. This data presentation model is helpful when only an authentication 

of a data subject is required. An extension of this capability is the e-KYC process, 

through which service providers can access verified identity information stored in the 

Aadhaar database (UIDAI, 2019b). This model eases the challenge of getting access to 

verifiable identity information and reduces the risk of data duplication or data 

inaccuracies due to manual entry. Finally, this e-KYC process can be performed offline 

as well: a data subject can download an XML file containing their identity information 

in an encrypted format, which they can then share with a service provider directly 

without the transaction having to be validated by the central infrastructure. This model 

is particularly helpful in cases when internet network connectivity is not guaranteed. As 

suggested by these three examples, broadening the diversity of presentation models can 

help accommodate the requirements and the context of both data subjects and data 

providers looking to benefit from the infrastructure.  

Within the Aadhaar infrastructure, identity matching can take place both in a 

mediated and a non-mediated way. The Aadhaar number being a unique 12-digit 

number, it can effectively be used as such to match identity data by simple means of 

comparison, representing a significant privacy risk. In response, the UIDAI developed a 

tokenization mechanism, allowing data subjects to generate ‘Virtual IDs’ and mandate 

the use of a specific, service provider-specific identifier as opposed to the general 

Aadhaar number for certain relying parties (local authentication and e-KYC agencies) 

(UIDAI, 2018). The Aadhaar infrastructure is then required to translate these tokenized 

identifiers when data matching is necessary, acting as a mediating agent. This example 



shows how two identity matching approaches can co-exist. While one enables accuracy 

and ease of use due to its uniqueness and generality, the other provides higher privacy at 

the cost of technical and organizational complexity. In the case of the Virtual ID, a 

higher level of digital literacy is also required, which can limit the actualization of its 

benefits. 

With regards to trusted data sources, Aadhaar primarily relies on its own 

databases, where biometric and biographic data is stored. When necessary, it also makes 

the link between authoritative sources, acting as a gateway between a source and a 

relying party (UIDAI, 2022b). This trusted data can also be decentralized with data 

subjects as an XML file for them to store in a digital wallet. Distributed ledgers have 

not yet been used in the Aadhaar infrastructure, although it has been mentioned as a 

potential use case by the Policy Commission of India, the responsible for providing 15- 

and 7-year road maps and strategic plans for India (NITI Aayog, 2020). 

5.1.5. Summary of governance choices within the Aadhaar infrastructure 

This depiction in broad strokes of the Aadhaar example, viewed from the lens of our 

taxonomy, allowed us to exemplify through a concrete case how the key governance 

decisions become operationalized in a digital infrastructure, to highlight some of the 

dynamics influencing these choices, and to postulate some of their impacts. Below, we 

propose a simplified visualization of this case. This mapping represents a quickly 

understandable profile of a case that can be used for comparison purposes and for 

hypothesis building. This can be used by practitioners to quickly evaluate how their 

implementations compare to their peers’, and by researchers for developing additional 

analytical layers, such as studies of archetypical implementations.  
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Institutional 
Arrangement 

Authority 
governance 

model (mutually 
exclusive) 

Inter-ministerial 
entity 

Ministerial entity 

Semi-autonomous 
entity (with 
stakeholder 

representation) 

Fully autonomous 
entity (with direct 

Cabinet- or 
Executive-level 

reporting)  

Additional 
authority 

prerogatives 
Civil registration  

Identity document 
and certificates 

issuance 

Others (e.g. 
statistics, 

digitalization 
strategy) 

Single purpose 
authority 

Ecosystem 
Management 

Subjects 
Nationals 

(residents) 

Nationals 
(non-

residents) 

Non-nationals 
(residents) 

Non-nationals 
(non-

residents) 

Persons 
without proof 

of legal 
identity  

Geographical 
scope 

Sub-national National Transnational 

Interoperability 
approach 

None Mutual recognition Harmonization 

Interoperability 
enablers 

Standards (technical, 
organizational, semantic) 

Certification or 
accreditation mechanisms 

Open-source / community 
software 

Roles of private 
sector actors 

None 
Identity 

consumption  
Identity 

provision  
Registrar  

Infrastructural 
provision  

Funding 
Management 

Development 
funding 

Public funding Public-private partnership Grant 

Operational 
financing  

Public budget 
Charge for relying 

parties 
Charge for data 

subjects  
Other 

Data 
Management 

Data presentation 
model 

Identity provider to 
relying party 

Federation through 
1 actor 

Federation through 
multiple actors 

Data subject to 
relying party 

Identity matching 
approach 

Mediated Non-mediated 

Trusted sources 
Government-controlled 

databases 
Digital wallets Distributed ledgers 

Table 4. Mapping of the Indian case within the taxonomy (the light grey colouring highlights the characteristics of 

the case). 

6. Discussion  

While this list of dimensions and characteristics can give the impression that 

infrastructure designers have complete choice over their design, several important 

parameters can dictate the decisions that are available to them. A typical example would 

involve the legacy arrangements in place. Indeed, making impactful design decisions 

that imply reworking existing processes and governance agreements often entail high 

financial and time investments. This is particularly the case when new legislation needs 

to be enacted. In addition, while digital identity might currently be at the top of the 



agenda for many countries worldwide (G20, 2023), it is not necessarily the case 

everywhere. The attention of policymakers is limited, and the level of ambition for 

digital identity infrastructure might be impacted by micro- and macro-level political 

considerations, such as the proximity to elections. Many other factors naturally come 

into play in the decision process, such as culture, economic, geographic and 

demographic situation among others. Decisions, then, are clearly driven by context, and 

their appropriateness subject to interpretation (Madon, 2015).  

Agreeing with this perspective, we aimed to guide our reader and provide 

nuance as to the interpretation of these choices within a particular context. We did so by 

looking at the different dimensions of the taxonomy within the Indian Aadhaar case, 

and through the lens of the main challenges facing LMICs that are pervasive in 

practitioners’ discourses, the analyzed literature and archival records. Doing so, we 

provided answers to the research questions of this paper. Several implications are drawn 

from our results, applicable for both theory and practice.  

Our work contributes to theory through a richer understanding of the yet under-

researched field of governance of digital identity infrastructure. The taxonomy expands 

the existing body of knowledge through a consolidation of practitioners and academic 

insights and establishes a consensus-based terminology to support a common 

understanding on this topic. By providing a set of unifying constructs supporting 

interpretation of aspects of relevance in our area of interest, this taxonomy can serve as 

a framework allowing generalization, communication and application of findings (Glass 

& Vessey, 1995). This contribution is of value to e-government research on digital 

infrastructure (Janowski, 2015) and can support other research directions within the 

wider information systems domain at large (Belanger & Carter, 2012). In brief, the 

contributed taxonomy can be used to distinguish and depict strategic governance aspects 



of digital identity infrastructures in a systematic and comprehensive way, and serve as 

contextualization basis for hypothesis-making (Glass & Vessey, 1995) and theory-

building (Bapna et al., 2004).  

Our instantiation helped bring to light some of these qualities. While their 

depiction is more valuable in their context, and we will thus refrain from making a 

summary here, we can highlight that many of our hypotheses revolved around the 

appropriateness of certain decisions in a specific context, and the interplay between 

them. Among the stand-out topics were considerations linked to arrangements with the 

private sector, which pervaded a significant part of the taxonomy. This instantiations 

also helped us raise many questions that would deserve attention in future research, in 

particular concerning the impact that governance choices can have on actualization of 

digital identity infrastructure benefits. Empirical comparative research approaches 

would be particularly appropriate here, generating relevant theory and bringing 

actionable results to be leveraged by the practitioner community. 

We contribute to practice on three levels. First, the list of governance 

characteristics of digital identity infrastructure, along with relevant design choices, can 

help practitioners during the design and implementation of such infrastructure. Second, 

given the concise and explanatory character of the provided taxonomy, we provide 

policymakers with a practical tool for contextualization to better assess the design 

choices that they are faced with (Janowski, 2015), thus also answering the call for better 

research and training resources in the area of digital identity (Wimmer et al., 2020). We 

reinforce this contribution by giving two complementary examples of possible 

instantiations of the taxonomy, concretely showcasing how the taxonomy’s analytical 

frame can be leveraged in practice. Third, citizens who are impacted by the deployment 

and use of digital identity infrastructure are provided with a tool to concisely apprehend 



their impactful governance characteristics. This can help citizens make better informed 

decisions and enable them to steer the design of these features through participative 

action. It also supports approach uniformity when it comes to successful digital identity 

infrastructure evolution. 

Some limitations of this research must also be acknowledged. When dealing 

with a taxonomy, one must remember that they do not hold truth value, nor do they 

intend to (Iivari, 2007). Although we contend that it is useful as a tool, and hope that we 

were able to demonstrate how, this taxonomy is necessarily imperfect. A few reasons 

explain this, aside from those inherent to the nature of taxonomies. First, the field of 

digital identity infrastructure is still relatively nascent and, coupled with the accelerating 

pace of technological innovation in the realm of identity management, it is likely that 

this taxonomy will have to be extended in the medium-term. Second, the high level of 

complexity of the topic should lead us to remain humble about the universal character 

of the taxonomy, as its focus might have been steered in part by the current challenges 

facing the digital identity community. Indeed, some of the strategic governance choices 

facing institutional actors today might evolve, and new governance choices might soon 

need to be considered in a different light. We must also recognize that while the 

taxonomy made sense to our interview partners, the topic at hand is particularly 

complex and can be challenging to understand by people less acquainted with the field 

of digital identity. Finally, while two of our iterations consisted in an analysis of a 

representative sample of instantiations of digital identity infrastructure, a systematic, 

transversal evaluation of further existing instantiations could potentially reveal rare 

characteristics that would deserve to be added. 

These limitations lead us to call for further research. To better assist 

practitioners with actionable knowledge that can be applied within their specific 



context, case-study based evaluations of the impact resulting from governance decisions 

could yield significant insights. While we focused on the governance aspects of digital 

identity infrastructure, there would also be value in delving into the technical elements 

that compose the infrastructure and the interplay between these two domains. Finally, 

there is an opportunity to dig deeper into each of the dimensions of the taxonomy, 

bringing in a more focused and granular view beyond the strategic design choices. 

Future research could also adopt a reverse innovation frame (Immelt et al., 2009), 

looking at how innovation originating from developing countries could make an impact 

on challenges in HICs.  

7. Concluding remarks  

Digital identity infrastructures have seen a rise in interest from governments wanting to 

enable participation of their citizens in a digital society and economy. However, on the 

one hand recent experiences show that misaligned organizational and institutional 

arrangements can cause project failures even in rich, developed countries, leading to 

public distrust, and wasted resources. On the other hand, a heightened vulnerability to 

adverse effects concerns low- and middle-income countries, for which the relative costs 

of a digital identity infrastructure are higher and the expected benefits substantially 

more transformative. To overcome this challenge and limit the risks of project failure, 

strategic governance choices of digital identity infrastructure design must be well 

identified, understood, planned, and communicated. A taxonomy can be a powerful tool 

to support this objective, thanks to its ability to structure and organize the body of 

knowledge (Glass & Vessey, 1995). We thus developed a taxonomy of strategic 

governance choices for digital identity infrastructures following the development 

process proposed by Nickerson et al. (2013). This systematic process resulted in a final 

taxonomy consisting of 4 layers, 12 dimensions and 43 characteristics of governance 



decision domains in digital identity infrastructure. In order to demonstrate its 

interpretive qualities, guide future users of the taxonomy, and provide a discussion basis 

for its implications, we also instantiated the taxonomy using a case approach.  

When well designed and implemented, digital identity infrastructures have the 

potential to promote economic development and socioeconomic inclusion in the 

digitalized world. Building on the outcome of our research, future research may 

contribute to the successful actualization of these benefits. 

8. Appendix 

ID Interviewee’s position Iteration Category Years of experience in digital 

identification 

1 Practitioner 2 LMIC 14 

2 Practitioner 2 HIC 10 

3 Practitioner 2 LMIC 11 

4 Practitioner 2 HIC 21 

5 Practitioner 2 HIC 7 

6 Practitioner 2 LMIC 13 

7 Practitioner 2 HIC 6 

8 Practitioner 2 HIC 10 

9 Researcher 3 Global 14 

10 Researcher 3 Global 2 

11 Researcher 3 Global 3 

12 Researcher 3 Global 2 

13 Practitioner 6 LMIC 9 

14 Practitioner 6 Global 4 

15 Practitioner 6 Global 4 

16 Practitioner 6 LMIC 5 

17 Practitioner 6 LMIC 9 

Table 5. Overview of interviewees 
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ABSTRACT
This paper analyzes the development of the European Union’s
digital identity policy. The analysis focuses on the dynamics leading
to a sudden shift from identity management as a sensitive topic
under national competence towards a common, harmonized, user-
centric European Digital Identity Framework layering on top of
Member States’ existing systems. We adopted a syncretic approach
to Punctuated Equilibrium Theory and focused specifically on the
concept of policy punctuations and policy image. Process tracing is
used as a method to trace and interpret causal mechanisms of policy
processes. The empirical analysis is grounded in elite interviews and
policy documentation. To open up the black box of policy-making,
we analyze and disaggregate the policy process. We thereby provide
a better understanding of the historical-political and technological
mechanisms that determine particular policy outcomes.
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1 INTRODUCTION
With rising concerns about citizens and businesses losing control
over their data [22, 36], governments, and the European Union (EU)
in particular, are engaging in the production of policies that regulate
the digital sphere. A significant element of this ‘cybernetic’ [16]
strategy is a pan-European digital identity management system
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[12]. The European Commission’s1 legislative proposal introducing
such system emerged as the result of a revision in June 2021.

As such, the European Digital Identity Proposal [12]2 builds on
the 2014 electronic Identification, Authentication and trust Services
(eIDAS) Regulation3. The Proposal follows extensive reviewing and
consultation efforts on the eIDAS Regulation. The eIDAS review
was anchored in Article 49 and thus determined to happen by law.
However, prior to the start of the review, there were no officially
announced plans to introduce a European Digital Identity scheme.
Under the eIDAS Regulation, some Member States had already
invested in their own electronic identification (eID) schemes [9].
Moreover, in the realm of identity management where identifica-
tion is based on official electronic documents, the Treaty (TFEU)
does not explicitly foresee regulatory competence for the EU to
intervene in national affairs4. Plans to complement eIDAS with a
European digital identity were first appearing on the legislative
agenda in 2020. A Commission Communication of February 2020
[10] listed the ‘review’ of eIDAS as a ‘revision’. In the Commission’s
Inception Impact Assessment, the European digital identity was
introduced as one out of three ‘policy options’ to “strengthen Eu-
rope’s technological autonomy [...] to compete globally” [15]. The
speedy introduction of a proposal for a European Digital Identity
Framework (EDIF), in a policy area where the EU’s legal compe-
tence has been subject to interpretation, presents an interesting
case of policy punctuation in the digital sphere. This gave rise to the
following research question: Why did a sudden step change occur in
EU digital identity policy in the form of a substantial eIDAS revision?

The importance of studying this phase of the policy process, the
stage of ‘agenda-setting’, lies in its function within the so-called
‘policy cycle’ [21]. As the agenda-setting process defines which
issues come to the fore in the first place, it determines to a large
extent the chronology of events in subsequent phases. In light of
the new EU digital constitutionalism and its increasingly complex
legal construction [5, 7, 13], the necessity to thoroughly understand
the process of a policy issue prior to its appearance on the political
agenda becomes evident.

To answer our research question, we adopt a syncretic approach
to theory. We study the policy development of the EDIF through

1Hereinafter also referred to as ‘Commission’.
2Proposal for amending Regulation (EU) No 910/2014 as regards establishing a frame-
work for a European Digital Identity.
3Regulation (EU) 910/2014 on electronic identification and trust services for electronic
transactions in the internal market.
4Legal identities fall in the scope of Member States’ competences, especially as it
concerns their sovereignty to identify their own citizens. Nevertheless, the EDIF
proposal’s stated objectives are to enable a digital single market, protect consumers
and to create a space of freedom, due to the potential abuses of gatekeeper platforms and
companies, while maintaining security cross-border contexts; areas that are included
within shared competences between the EU and Member States according to Article
4.2 (a), (f) and (j) TFEU.
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the theoretical lens of Punctuated Equilibrium Theory (PET) to
understand the process of sudden policy change in the EU. This
process of change takes into account the shift from identity man-
agement as a sensitive policy area exclusively dealt with on the
national stage, towards harmonization efforts within a European
framework. We explain and disaggregate this policy process using
the Process Tracing (PT) methodology. We thereby open up the
black box of policy-making and provide a better understanding of
mechanisms that determine policy outcomes.

2 BACKGROUND
2.1 The EU Digital Identity Policy
With a variety of services offered online in the last decades, new
pathways for remote identity verification emerged [18, 37]. Given
the impact of digitalization on the international environment, one
characteristic of eID services is typically the transcendence of na-
tional borders. In the EU, the eIDAS Regulation of 2014 provides
the basis for remote cross-border identification and thus plays a
fundamental role in this regard [24, 32]. To enable cross-border
recognition of eID, the eIDAS Regulation relies on voluntary, no-
tified national eID schemes. For identification and authentication
purposes, however, eIDAS is limited to public sector services, de-
spite a majority of use cases lying with the private sector [32]. This
restrains the EU’s range of possibilities to provide an alternative
to citizens for private authentication schemes enabling equally
convenient mechanisms such as Single Sign-On.

The 2021 evaluation of eIDAS highlighted that it had been highly
successful in achieving technical interoperability for trust services,
but it criticized the limitation to public sector services and the lack
of incentive for Member States and private identity providers to
connect to the infrastructure. These shortcomings had led to a low
uptake by citizens and Member States, which paved the way for op-
portunities of private parties to build, offer and control user-friendly
eID solutions. This raises particular concerns about a decline in indi-
viduals’ control over their personal data [36], as well as a decline in
governments’ digital sovereignty and controlling power more gen-
erally [16]. Floridi highlights this ‘poietic power’ of companies that
governments depend on for a variety of issues in the digital sphere.
In the EU’s eID landscape, this innovation asymmetry between
states and companies is evidenced by another shortcoming. Not all
Member States run eID schemes, and even fewer have notified them
to the Commission. On top of that, individual national standards
lead to large discrepancies between countries’ eID schemes’ imple-
mentations [24]. Overall, this means that cross-border transactions
are limited and many services are not accessible under eIDAS.

In a Communication entitled 2030 Digital Compass: the European
way for the Digital Decade [11] published in March 2021, the Com-
mission presented an update of its digital strategy, including an
envisioned uptake of eID systems by 80% of citizens by 2030. In June
2021, the Commission put forth a legislative proposal with binding
legal force throughout the EU. The EDIF proposal introduces digital
wallets which would enable citizens to verify their identity online
to access both public and private services without having to resort
to commercial providers. Moreover, the Commission’s proposal is
“extraterritorial”, as Recital 28 and Article 12b on the cross-border
reliance on European Digital Identity Wallets mandate very large

online platforms, none of which being European, “to accept the use
of European Digital Identity Wallets” for the provision of services
where user authentication is required. It thereby exercises a de
facto and de jure ‘Brussels effect’ “with the consequence that market
players must deal with EU regulations regardless of where they
operate if such operations affect EU citizens” [7]. At the time of
writing, this legislative proposal is awaiting the European Parlia-
ment’s responsible Committee decision and will be transferred to
the Council of the EU thereupon.

It may appear that - despite its high level of ambition to set out
a harmonized legal framework across the EU - the development of
the Proposal corresponds to a natural evolution of demands. Yet,
in light of the dynamic evolution of this Proposal, this explana-
tion might be oversimplified. The study of agenda-setting holds
that there is a nearly unlimited amount of important policy issues
and corresponding policy solutions that could rise to the top of
the political agenda [4]. In reality, only a few policies will catch
the limited attention spans of policy-makers [27], while the vast
majority remains ignored. We thus look into agenda-setting theory
to understand why the revision of the 2014 eIDAS Regulation was
translated into a new legislative proposal for the EDIF in 2021.

2.2 Agenda-Setting in the European Union
We study the policy process of the EDIF through the theoretical lens
of PET [1, 31]. PET is used to explain long periods of policy stability
‘punctuated’ by outbursts of policy activity resulting in major policy
changes. In their seminal work Agendas and Instability in American
Politics, Baumgartner and Jones elaborate on PET. In applying this
framework to the European institutional set up, Princen [26, 27]
refined some of the key concepts of PET.

The EU’s policy on eID was stable throughout several years. This
stability is reflected in the careful take on eID adopted by the eIDAS
Regulation in 2014. This phase of stability marks a first period (P1,
see Figure 1) in the EU’s digital identity policy, starting with the
legislative proposal for the eIDAS Regulation in 2012, and terminat-
ing with the end of the Juncker Commission in 2019. In contrast,
the 2021 new legislative proposal is a striking and ambitious policy
change. Under the Proposal, Member States are obliged to notify
at least one eID scheme - a previously voluntary requirement. It
further introduces obligations for specific private sector actors to
accept the use of the proposed EU Digital Wallet. Based on legisla-
tive dynamics that oblige both public and private sector to engage
substantial resources in an area where the EU’s legal legitimacy was
perceived to be limited, we argue that the EDIF proposal punctu-
ates the equilibrium in the development of Europe’s digital identity
policy. We refer to this as the policy punctuation hypothesis (Hpp):
The introduction of a speedy and ambitious proposal on a European
Digital Identity Framework is a clear step change in a previously
stable European digital identity policy.

Princen [26, 27] offers a detailed framework for policy change
in the EU. He emphasizes ‘policy venues’ and ‘problem definition’,
the latter consisting of the ‘policy image’, or so-called ‘frames’, as
key concepts that oscillate between policy stability and change.
The venue of a policy plays an important role as policy issues
can be perceived differently by different audiences [4] and due to
the fundamental difference between institutional arenas, such as
the dynamics of participation, institutional authority, credibility,
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Figure 1: Timeline of key events, publications (see Appendix 2, Table 2) and periods in the policy-making process. VDL =

European Commission President von der Leyen. SEDF = Communication on “Shaping Europe’s Digital Future”.

the support base for a certain policy, political priorities, general
interests and networks [26]. Therefore, it is important to specify the
venue in which a policy will be taken up. The intentional selection
of a venue by policy-makers to influence policy outcomes is called
‘venue-shopping’, a key element in the policy punctuation dynamic
[1]. The issue itself remains unchanged, but the environment of
policy actors varies according to the institutional space and scope of
participation of the venue. Political actors can shift the discussion of
a topic horizontally from one policy sector to another, or vertically
e.g., from the national to the supranational level [27].

Next to institutional venues, Princen highlights the bounded
rationality of policy actors who are subject to cognitive limitations
which are predetermined and reinforced by institutional structures
[27]. Decision- and policy-makers can only dedicate their atten-
tion to one issue at a time and each governmental unit is usually
allocated to one specific task. Within this limited attention span,
policy issues compete by being defined in a way that convinces
the audience of its urgency and priority [1]. This can be achieved
through the ‘problem definition’ or the ‘frame’ of a policy issue, “a
mixture of empirical information and emotive appeals” that defines
how it is portrayed and placed in a context to get the most attention
from the audience in the political debate [31]. Attention for an issue
can also be gained by utilizing already existing public attention and
placing the issue in that context. This allows issue proponents to
accentuate the importance and urgency of one policy issue, while
minimizing the attention in the established reference for another.

In the EU’s policy process on digital identity, a decisive event
was the new Commission mandate under President von der Leyen,
appointed in December 2019. This defines a second critical period
(P2, see Figure 1) for our analysis. The Commission put forth the
idea of a European digital identity for the first time publicly in a
Communication entitled Shaping Europe’s Digital Future [10]. The
Communication maps out future plans for one of the six politi-
cal priorities of European Commission President von der Leyen.
Specifically, it calls for “helping consumers take greater control of
- and responsibility for - their own data and identity” through a
“universally accepted public electronic identity [...] without having
to use unrelated platforms [...] and unnecessarily sharing personal
data with them”. The differentiation of “them”, i.e., large, mostly
non-EU technology companies, is becoming an increasingly im-
portant motive in the communication strategy of the EU digital
policy-making process. This also aligns with the novel inception
of digital constitutionalism which Celeste [5] explains as “consti-
tutional counteractions against the challenges produced by digital
technology”. From this emerges the politically-embedded notions

of ‘digital sovereignty’ and ‘strategic autonomy’ [6] as means of ex-
ercising controlling power and advancing the concept of European
leadership in the global digital domain.

Importantly, actors across the entire political system shift policy
attention collectively. As a result, such shifts are not the “province
of one partisan camp alone” and cannot be accounted for and ex-
plained solely within “the confines of the standard model based
in preference shifts caused by electoral change” [19]. Moreover,
contrary to the agenda-setting perspective as a theory of policy dy-
namics, the comparative statics approach has “conflated the choice
of policy issue (agenda setting) with the policy solution chosen
given a policy problem” [19]. According to Jones and Baumgartner,
political parties and partisan interests play a rather minor role at the
problem stage. At the solution stage, on the other hand, ideology
and partisanship are a far more relevant aspect to consider. From
a problem perspective, the last decades witnessed rising power
asymmetries between users and service providers [36] and a well-
established digital corporate sovereignty built on the hegemonic
positions of non-European multinational technology companies
[16].

Considering the rising strategic importance of identity in the
digital world, concerns are raised over the increasing power of these
companies, their economic and social influence, and the threat
they constitute to Europe’s ability to act independently in this
domain [22]. In response to these dynamics, the von der Leyen
Commission identified a number of digital policy priorities that
would sustain economic growth and strengthen the EU’s global
competitiveness. While the eIDAS Regulation aimed at facilitating
digital cross-border administration, the proposed EDIF matured as
a legislation to strengthen Europe’s stance in the geopolitics of data.
We posit that this shift in discourse signals a change in the policy
image of eID: because the new policy image is linked to overarching
political priorities of the Commission, the policy was able to expand
to the macro-political level. This led to the June 2021 EDIF proposal,
which marks the third and final period (P3, see Figure 1) of the
policy process analyzed in this paper. We refer to this as the policy
image hypothesis (Hpi): The linking of the eIDAS Regulation with the
European Commission’s digital priorities punctuated the equilibrium
of the European digital identity policy. It focuses on the concept
of policy image within PET, which allows us to highlight the role
played by the framing of a policy within complex policy processes.
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3 METHODOLOGY
3.1 Process Tracing
Process Tracing (PT) methodology is rooted in the logic of causal
mechanisms for within-case accounts of policy change [2, 8]. Its
objective is to move beyond the description of empirical narratives
and instead identify causal mechanisms that link causes and out-
comes to craft fine-grained explanations of policy change. In the
field of policy studies, there have been increasing calls for analyz-
ing causal mechanisms in policy-process theory [33]. Within many
policy process theories, “causation is often claimed or implied, and
at best supported by shallow explanations” [33]. Capturing causal
mechanisms with PT methodology can strengthen the analysis
of policy processes of single case studies by providing a robust
method to understand causality. In practice, a nuanced understand-
ing of policy-making disaggregates the policy process into cause-
and-effect mechanisms between different factors, such as focusing
events or policy-makers’ attention to policy problems [2]. PT can
be modelled as: X caused Y through a mechanistic process of A, B,
C in case Z [20].

The typically theory-centric PT approach [2] requires the under-
lying theoretical model to be translated into a causal mechanism. In
our case, each step in a sequence of policy development is explained
by reference to PET. As a ‘theory of policy dynamics’ [19], PET
seems to be a particularly well positioned theoretical foundation
for unravelling causal mechanisms that lead to policy change. The
mechanistic approach is central to PET, as episodic policy changes
are triggered by, for instance, focusing events or changing actor
constellations. In an introduction to a special issue on PET, Jones
and Baumgartner [19] called for empirical in-depth analyses of
policy processes in which “causes of punctuated equilibrium could
fruitfully be studied by interviews and process tracing using gov-
ernment documents”.

3.2 Data Collection and Data Analysis
The study builds on secondary evidence consisting of 10 semi-
structured elite interviews and primary evidence drawn from
policy documentation [30]. The interviews were conducted be-
tween March 2022 and April 2022, and lasted on average about
40 minutes. Only interviewees involved into the decision- and
policy-making process were selected (see Appendix, Table 1).
Their average professional experience is 25 years and 6 months.
To triangulate our interview results, data has been gathered
from 12 publicly accessible policy documents (see Appendix, Ta-
ble 2). Using primary evidence allowed us to cross-check the
causal inferences derived from our interview data. Two authors
coded the interview transcripts and policy documentation us-
ing the qualitative analysis software MAXQDA [23]. Follow-
ing our deductive theory-centric approach [2], we proceeded
with closed coding using a pre-established coding scheme based
on PET.

In order to test the two PET-derived hypotheses empirically, it is
necessary to operationalize the variables in the causal mechanism
of policy change. The eIDAS Regulation, published in 2014, consti-
tutes the start of a period of policy stability and the status quo in
the PET framework. Its policy image is expected to be a reflection
of its functionalist purpose by enabling cross-border authentication

and interoperability of Member States’ systems in the EU. Conse-
quentially, we operationalize this status quo with the key concepts
‘cross-border’ and ‘interoperability’. The EDIF is hypothesized to be
a more political piece of legislation as it seeks to establish a more
harmonized approach to digital identification, which is therefore
argued to mark a punctuation in the policy equilibrium. ‘Harmo-
nization’ is thus operationalized as a key concept to embody this
major policy shift. To test Hpi, the identified digital policy priorities
are (1) ‘Digital sovereignty’ (encompassing the independence from
both foreign actors and powerful private sector actors), (2) ‘Data
control’ (referring to the aspects of user-centricity related to data,
including control, privacy and data protection), (3) ‘Digital single
market’ (building a favorable environment for digital growth and
better access to digital services), and (4) ‘Competitiveness’ (referring
to the capacity to sustain a high rate of productivity growth) of the
EU.

As highlighted above, we identified three key points in time for
the testing of our hypotheses (See Figure 1). The first one is the
period starting in 2012 with the legislative proposal for the eIDAS
Regulation until 2019 (P1) which marks the end of the Juncker
Commission. The second period, from July 2019 to June 2021 (P2),
starts with the transition to the von der Leyen Commission, offi-
cially inaugurated in December 2019. The third period starts on
the 3rd of June 2021 (P3), when the EDIF proposal was published.
These 3 periods form our investigation space: P1 plotting our initial
situation, P2 encompassing the stage in which causal processes
took place, and P3 the outcome of the causal process.

4 FINDINGS
4.1 Policy Punctuation
PET focuses on major policy changes after longer periods of stabil-
ity. With the eIDAS Regulation in 2014 (P1) it was “the first time
[...] that different regulations at European level were brought to-
gether to create more consistency and [...] provide a consistent trust
framework for the single market in the electronic area” (I7). This
meant that the objectives of the eIDAS Regulation as a “federated
solution” in 2014 were to provide a long-lasting legal basis for a
European identity ecosystem and enable interoperable cross-border
electronic authentication (I1, I3, I4, I5, I6, I8, D1, D2, D4).

The situation fundamentally changed since 2014, as the facilita-
tion of cross-border access to online public services was no longer
the central issue (I7). We thus hypothesized that the new legislative
EDIF proposal in P3 marked a punctuation in the European digital
identity policy equilibrium (Hpp). The analysis of our data collected
from both interviews and policy documentation supported this.
The proposed European Digital Identity policy option “presents the
highest level of ambition” (I2, D12) and a “quantum leap” that will
“forever change the framework on electronic and digital identities
[...] to be a model for the rest of the world” (I9). In this context,
the proposal was considered a “substantial change” and “complete
paradigm shift [compared to] eIDAS 1.0, which was [...] humble
or shy in its ambition [towards] a clear mandate to step up” (I2)
and “harmonize the provision of eID at the EU level” (I1). Our data
further demonstrated that the legislative proposal evolved beyond
a pure review obligation as outlined in Article 49 of the eIDAS Reg-
ulation (I1). By increasingly gaining “urgency and importance” (I2,
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I3, I7, I9) backed up by “unusual” empowerment from the European
Council (I9), the policy proposal “changed [the Commission’s] en-
tire mission related to the particular deliverable” (I1) in the course
of P2. Drawing from the observed shift away from the legislation’s
functionalist purpose to regulate cross-border interactions and in-
teroperability towards a harmonized digital identity ecosystem, we
can confirm Hpp for the European Digital Identity proposal.

4.2 Policy Image
Digital sovereignty. In its Communication on Shaping Europe’s Dig-
ital Future, published in February 2020, the Commission contextual-
ized digital identity for the first time in the larger frame of “helping
consumers take greater control of and responsibility for their own
data and identity” by ensuring “clearer rules on the transparency,
behavior and accountability of those who act as gatekeepers to
information and data flows” (D6). It argued that “a universally ac-
cepted public electronic identity [...] is necessary for consumers to
have access to their data and securely use the products and services
they want without having to use unrelated platforms to do so and
unnecessarily sharing personal data with them” (D6). In particular
the “huge pressure” from large platforms (I2, I6) offering identifica-
tion and authentication services to EU citizens for data exploitation
purposes was confirmed as a large threat resulting in the impor-
tance and urgency for governments to act quickly and strategically
(I1, I2, I3, I4, I6, I7, I8, D10). The Council Conclusions on Shaping
Europe’s Digital Future, published in June 2020, further acknowl-
edged the power of large online platform companies as gatekeepers
in the digital economy to draw vast amounts of data (D7). A clear
need was stressed to establish limitations that would “prevent these
big entities from scooping out the identity data that would be avail-
able in [digital] wallets” (I1, I7). This would “recover a little bit of
the digital sovereignty that [the EU] had lost to these American
platforms” (I6, I7, I8, D9). The purpose of digital sovereignty, in
this context, was “to reduce [the EU’s] dependency on other parts
of the globe for most crucial technologies” (D6). This includes the
objective “to make citizen and companies [...] regain their freedom
to manage [...] data in the digital [world]” (I3). With “the realization
that the power of the gatekeepers is just incommensurable” (I3), the
eIDAS Regulation’s raison d’être assimilated the legal objectives
of the Digital Services Act and the Digital Market Act (I3, D12).
The Impact Assessment accompanying the European Digital Iden-
tity proposal substantiated this by affirming that “technological
sovereignty would [...] be enhanced through greater harmonization
of the implementation of eIDAS” which “would [...] allow EU digital
industry compete at equal footing with large online platforms in
the provision of digital identity solutions” (D11).

Data control. Like digital sovereignty, data control figured promi-
nently in all policy documents linked to the European digital iden-
tity. In February 2020, the Commission stressed that “people should
also be able to control their online identity, when authentication is
needed to access certain online services” (D6). In its conclusions
on shaping Europe’s digital future four months later, the Council
of the EU not only stressed that EU citizens and businesses should
retain control over their data, but also called “upon the Commission
to [...] create a [...] framework for digital identity, safeguarding the
competitive edge of European businesses and protecting the EU
common values and fundamental rights, such as the protection of

personal data and privacy” (D7). Likewise, in October 2020, the
European Council highlighted the importance of an EU-wide digi-
tal identity framework “to provide people with control over their
online identity and data” and invited “the Commission to come
forward with a proposal for a ‘European Digital Identification’ ini-
tiative by mid-2021” (D8). This was identified as a clear, unanimous
“mandate from theMember States” to “come up with a new proposal
on a European Digital Identity Framework” (I2, I7). In the Berlin
Declaration on Digital Society and Value-Based Digital Government
from December 2020, the Presidency of the Council expressed its
commitment to “continue working towards developing an EU-wide
Digital Identity framework allowing citizens and businesses to [...]
access online public and private services, while minimizing disclo-
sure and retaining full control of data” (D9). The Digital Compass
published in March 2021 (D10), the Impact Assessment report (D11),
the Proposal itself (D12), and interview participants (I2, I3, I4, I6, I7,
I8, I9) further highlighted the shift of the policy problem away from
cross-border access to online public services towards providing a
framework which ensures data control, protection and privacy.

Digital Single Market. In June 2020, the Council of the EU ac-
knowledged that a European digital identity will be an “essential
enabler of the digitalized Single Market” (D7), thereby linking the
policy area of digital identity to the third key concept in the Com-
mission’s digital policy priorities. This was also reflected in some
policy documents (D6, D9), in the Proposal itself (D12), and in an
interview, where it was argued that the functioning of the Digital
Single Market cannot “avoid fixing the aspect of identity” (I1). A
comparison between Juncker’s (D3) and von der Leyen’s political
priorities (D5) reveals that while data control took a rather minor
and digital sovereignty a non-existent role in Juncker’s political
guidelines, the pursuit of a connected Digital Single Market to
“make much better use of the great opportunities offered by digital
technologies” and “break down national silos” loomed large.

Competitiveness. A similar pattern can be found in the fourth key
concept. Competitiveness is a political objective in both the current
and the previous Commission mandate (D3, D5). In comparison
with the previously analyzed political priorities, our data provided
less evidence for the policy image of the European digital identity
to be embedded in this priority. Still, the Impact Assessment accom-
panying the European Digital Identity proposal maintained that the
EDIF proposal would “boost global trade and support competitive
advantage of the EU-based enterprises” and “foster the competitive
advantage of European businesses globally, through greater digital-
ization [...] of their service offering” (D11). The European Digital
Identity proposal reflects the same argumentation (D12).

4.3 Agenda-Setting Factors
Next to the political priorities of the Commission, our analysis
yielded further insights into other agenda-setting factors at play. It
was frequently argued that the “acceleration by the [Coronavirus
Disease (COVID-19)] crisis” (I3, I4) enabled “digital identity and
electronic signatures [to] show their usefulness [...] for the conti-
nuity of [...] fundamental services for society” (I1, I2). Policy doc-
umentation highlighted “the need for fast development of online
public services that allow citizens to deal with public authorities
remotely” (D7, D8, D12). Moreover, there was a certain ambiguity
with regard to the impact of technological progress in the sphere of
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digital identity, specifically the Self-Sovereign Identity (SSI) move-
ment. It was argued that clearly “[technological] developments
since 2014 [such as the] concept of self-sovereign identities, [...]
the wallet [and] verified attributes based on emerging [...] stan-
dards” caused a certain “political moment” (I1) and “inspiration”
for the technical design (I10). Other interviewees maintained that
“the push for [policy] has been [predominantly] the sanitary crisis”
(I4), thereby imparting less importance to the role of “technological
[breakthroughs]” in the agenda-setting process (I10). A third and
final factor identified in our data relates to leadership dynamics
at European level, with the overarching political priorities of the
Commission being “green and digital” and an extensive focus on
geopolitics and the EU’s performance globally (I7). Moreover, it was
mentioned that the innovation-oriented mindset and background
of the European Commissioner for Internal Market helped to push
digital policies, including the European Digital Identity proposal
high on the political agenda (I4).

5 DISCUSSION
The EDIF has been considered an ambitious legislative proposal
in many ways. Article 6a of the draft regulation requires Member
States to issue a European Digital Identity Wallet under a noti-
fied eID scheme which, under Article 12b, private companies us-
ing strong authentication for online identification and ‘very large
platforms’, are expected to accept [12]. The findings of this paper
confirmed that the new proposal introduced at the beginning of P3
marks a major policy shift in the European digital identity policy.
When looking back at the first two years of the von der Leyen
Commission, few policy proposals and achievements in the digital
realm exercise such a directly visible impact on the daily life of
citizens. The European digital identity’s impact will be felt on a
range of topics touching every citizen including data protection,
control and privacy. Despite these prospects, the proposal only
made its appearance in the public sphere in early 2020.

By taking into account temporal processes for Hpi, we are able
to provide an answer to our research question. We found that the
reframing of the eIDAS Regulation with the incumbent Commis-
sion’s digital policy priorities was largely responsible for policy
punctuation. We also identified other contributing factors pushing
the EDIF to the top of the policy agenda. The digital transformation
of society and its acceleration triggered by the COVID-19 pandemic
acted as a momentum for policy-makers to realize the need of pro-
viding citizens with secure, digital and user-centric conditions. The
technological developments in the field, such as the concept of SSI
and verifiable credentials, cannot be neglected. Neither can the
political leadership under which digital policies are either slowed
down or pushed ahead. So far, the role of technology and innova-
tion in the policy agenda-setting process remains an interesting
and under-researched phenomenon in the analysis of digital policy
research. This compels us to make several observations, which we
did not set out to analyze within the scope of this investigation, but
could be worth exploring in further research.

First of all, the European digital identity’s alignment with the
Commission’s digital priorities stands in contrast to its struggle
to find its place on the political agenda until the beginning of the
COVID-19 crisis in Europe. This raises the question of how many
other such proposals with significant impact are waiting at the

edge of the political agenda, due to dynamics that Rhinard [28]
described as ’crisisification’ of European policy-making [28]. A
second observation is linked to the staggering speed - by European
standards - at which the European Digital Identity Proposal was
submitted. This policy punctuation demonstrates that, in contrast
to past records of EU legislative processes, the Commission and the
European Council can, when the right circumstances are present,
act fast, decisively and ambitiously. Third, one of the key lever for
policy punctuation highlighted by PET is venue-shopping. While
Princen [27] found evidence that some venue-shopping can occur at
EU-level, we could not identify any such dynamic leading to policy
punctuation in this particular case. What we found however, is that
the venue has shifted through the change of Commission leadership,
leading to a de facto different venue with different priorities. These
findings reinforce the significance of comparative analysis on venue-
shopping in the USA, China and the EU [35] and feeds into the
need for furthering research on the impact of the EU’s institutional
policy venue structures.

6 CONCLUSIONS
This article adopted a PT approach to trace the policy process dy-
namics that led to the speedy introduction of the EDIF proposal.
The findings of our analysis validated both hypotheses. We found
that political mechanisms during the von der Leyen mandate (P2)
explain the process through which the new Proposal came to be.
In fact, P2 was marked by a sudden urgency for a European digital
identity aligned with the Commission’s digital priorities (digital
sovereignty, data control, Digital Single Market and competitive-
ness). In addition to that, other explanatory variables not captured
by our hypotheses emerged during the analysis. This leads us to
this study’s main limitations.

Mapping our results against Collier’s [8] PT test for causal in-
ference highlights our first limitation: an affirmed but weak causal
inference. Our analysis confirmed the policy image hypothesis,
but it was not possible to completely eliminate rival hypotheses.
This is visible in the three additional factors that were involved
in the agenda-setting process described in section 4.3. Identifying
causal mechanisms using PT is however subject to the typical caveat
that hypothesis testing in social science rarely yields ‘doubly deci-
sive’ causal inferences. This limitation could be weakened with a
comparative follow-up study. Second, PET offers little explanatory
value regarding the interaction between policy and technological
developments in digital policy-making. Our findings on the digital
acceleration through COVID-19, the development of the concept
of SSI, and the influence of a techno-enthusiastic policy venue did
not match any theoretical explanation in our study.

To set off this limitation, future research could be dedicated to
the interplay between politics and technology against the back-
ground of PET. To this end, it can be helpful to borrow concepts
from the Science and Technology Studies discipline. In answering
our research question we found that rather than a single exoge-
nous triggering event such as an innovation, a strategy to attract
attention is the reconfiguration of the policy image through insti-
tutionalized policy priorities of a government’s mandate. Hence, a
constructivist approach [3] lends itself as an adequate theoretical
point of departure to study technology, such as digital identities, in
a broader societal and institutional context [34]. However, in the
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evolution of digital identity management, the use of a digital wallet
and verifiable credentials [29] was likely not initiated by policy
choices alone, a dynamic that can be confirmed with Orlikowski’s
[25] structuration model of technology [34]. There is a clear elec-
tive affinity between policy issues and innovation in which policies
influence and are influenced by technological innovation at both
the problem and the solution stage of the policy process. For the
punctuation of an equilibrium in the field of public policy, the con-
cept of technological momentum, where the interaction between
policy issues and technology are mutually reinforcing, appears to be
appropriate [17]. This hybrid concept between ‘soft’ technological
determinism and social constructivism encompasses the interest
of governments to keep pace with technological innovation and
its geopolitical implications, while recognizing institutional, cyber-
netic legacies [14, 16]. Questions such as, why a specific technology
problem and not others attracts the attention of policy-makers, or
why a specific technology is considered a potential solution to the
policy problem, could be studied.

This would be an opportunity to empirically substantiate the
role of technological innovations in public policy agenda-setting,
by, for instance, looking into national contexts. An example could
be Estonia’s digital governance model and its chapter on digital
identity policy as a hybrid product of government and private ini-
tiatives. Such discussions offer various avenues for future research
in the fields of technology and public policy to reveal practical
implications for the digital transformation of public services and
governments.
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A APPENDICES
A.1 Interviews

Table 1: Interview Partners

# Position Affiliation Interview Date
I1 Policy Officer Government Institution 03.03.2022
I2 Policy Officer Government Institution 16.03.2022
I3 Head of Unit Government Institution 18.03.2022
I4 Head of Unit Government IT Centre 18.03.2022
I5 ICT Consultant Cybersecurity Consultancy 22.03.2022; 29.03.2022
I6 Researcher University 29.03.2022
I7 Head of Unit Government Institution 29.03.2022
I8 Legal Advisor IT Services and Consulting Company 29.03.2022
I9 Director IT Services Company 30.03.2022
I10 Director IT Security Company 04.04.2022

A.2 Policy Documents
Table 2: Policy Documents Information

# Document name Publication
D1 Proposal for a Regulation on electronic identification and trust services for electronic transactions in the

internal market
06.2012 (P1)

D2 Regulation (EU) 910/2014 on electronic identification and trust services for electronic transactions in the
internal market

07.2014 (P1)

D3 (Juncker) Political Guidelines for the next European Commission 2014-2019 - A New Start for Europe: My
Agenda for Jobs, Growth, Fairness and Democratic Change

07.2014 (P1)

D4 Tallinn Declaration on eGovernment at the ministerial meeting during Estonian Presidency of the Council
of the EU

10.2017 (P1)

D5 (Von der Leyen) Political Guidelines for the next European Commission 2019-2024 - A Union that strives
for more - My agenda for Europe

10.2019 (P2)

D6 Shaping Europe’s Digital Future 02.2020 (P2)
D7 Council conclusions on shaping Europe’s digital future 06.2020 (P2)
D8 Special meeting of the European Council (1 and 2 October 2020) - Conclusions 10.2020 (P2)
D9 Berlin Declaration on Digital Society and Value-Based Digital Government at the ministerial meeting

during the German Presidency of the Council
12.2020 (P2)

D10 2030 Digital Compass: the European way for the Digital Decade 03.2021 (P2)
D11 Impact assessment report accompanying the document Proposal for a Regulation amending

Regulation (EU) 910/2014 as regards establishing a framework for a European Digital Identity
06.2021 (P2)

D12 Proposal for a regulation amending Regulation (EU) 910/2014 as regards establishing a framework for a
European Digital Identity

06.2021 (P3)
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Abstract 

In their delivery of services, public administrations seek to develop a ‘citizen-centric’ approach. 

Concomitantly, user-centricity is emerging as a widely accepted construct for Web 3.0 applications 
supporting the digital interaction between service providers and recipients. The digitalization of public 

services can positively impact important public values, such as efficiency and transparency. However, 

the digital divide highlights that information and communication technologies can simultaneously 
neglect public needs. This begs the question of whether user-centricity reflects or conflicts with public 

values. To answer this question, we present a systematic review of existing literature on user-centricity 
and public values. The contribution of this paper is an extended taxonomy of public values for user-

centricity, as well as recommendations for public policy to address conflicts between public values and 

user-centricity. 

 

Keywords: User-centricity, citizen-centricity, public values, eGovernment, literature review. 

1 Introduction 

In eGovernment, initiatives face many problems that arise from what Heeks (2003) defines as the ‘design 

reality gap.’ That is, societal and institutional realities are so far apart that their forced combination in 

eGovernment projects inevitably leads to discrepancies that need to be resolved. At the same time, these 

projects strongly rely on the willingness and readiness of citizens to use proposed technical innovations. 

The dependency on citizens makes eGovernment projects particularly cumbersome as they require an 

assessment of needs beyond institutional levels (van Deursen et al. 2006; Heeks 2003). 

This particularly extends to ‘citizen-centric’ approaches, which public administrations have already 

started to develop in the analog world of services. These approaches are defined by “policy and 

expenditure choices that respond to and anticipate citizen needs” (OECD 2019). More specifically, they 

attempt to enhance civic engagement and provide accessible information and services to citizens 

(Cooper et al. 2006; Thomas 2013). This also includes the consideration of citizens’ needs at the design 

stage of services and products. While citizens’ needs may appear volatile and whimsical, they are 

allocated to more general public value categories (Karunasena and Deng 2011). Bannister et al. (2014) 

define public values as “a mode of behavior [or] a way of doing things […] that is held to be right […] 

by the public, citizens or the so-called ‘reasonable man’” (p.120). Such values, encompassing, for 

instance, social inclusion, equality, fairness, or transparency, are typically integrated into citizen-centric 
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government approaches (Bannister 2000; Karunasena and Deng 2011). Citizen-centricity thus can serve 

the public good and therefore reflects public values. 

With the use of new technologies for public services in the Web 3.0 era (Dwivedi et al. 2011), 

governments increasingly focus on citizens as users (Codagnone et al. 2020). Consequently, ‘user-

centricity’ evolved to describe approaches to design applications supporting digital interactions between 

citizens and public administrations. User-centricity epitomizes a widely accepted principle in the design 

and development of digital services. It is commonly defined as “a design philosophy in which the needs 

and expectations of the end user of an interface are the center of focus“ (Kurdi et al. 2010). Some user-

centric approaches1 imply user control, i.e., the capability of users to manage personal data (Eap et al. 

2007). This approach presumes that citizens possess sufficient digital skills to navigate information and 

make responsible decisions based on available data, which is often far from reality. Instead, it epitomizes 

a ‘reality gap’ that becomes visible in the persistence of the digital divide, a social phenomenon where 

“significant minorities of the population are effectively denied access to a technology […] thought to be 

open to anyone” (Robinson et al. 2003). In other words, the ‘needs and expectations of end users’ of 

different societal groups are not equally considered or addressed (Heeks 2003; Helbig et al. 2009). 

Thus, the representation of public values in citizen-centricity may not hold for user-centricity. In fact, 

the digital-divide literature suggests that user-centric ICT (Information and Communications 

Technology) can even negatively affect values like social inclusion (Ferro et al. 2011; Norris and Norris 

2001). This begs the question of whether user-centricity can coexist with or is related to public values 

and, therefore, fit for use in eGovernment services. 

The urgency to approach this question increases with the parade of new technologies, such as 

blockchain, spreading into many aspects of society, including governments’ way of delivering services 

(Ølnes et al. 2017). User-centricity, in this regard, is an important paradigm in the design of digital 

services to enhance the collaborative relationship between service providers and users. Yet, if user-

centricity and user-centric technologies only center around a subset of citizens’ needs and preferences, 

eGovernment initiatives might fail. This puts pressure on policy-makers to implement and regulate user-

centric technologies in the right way. We thus pose our research questions as follows: 

RQ1: How is user-centricity in the context of eGovernment services aligned with public values? 

RQ2: Which public values conflict with user-centricity in the context of eGovernment services and why? 

We present a systematic literature review on user-centricity and public values to provide a tentative 

answer to the research questions. The contribution of this paper is an extended taxonomy of public 

values for user-centricity based on current publications. Moreover, we introduce potential conflicts 

between public values and user-centricity and formulate policy recommendations to address these 

conflicts. As such, our paper aims to underpin the importance of public value considerations for the 

design and implementation of successful Government-to-Citizen approaches. This enriches existing 

research by not only deconstructing the meaning of user-centricity for public values, but also by 

elaborating on associated conflicts. More specifically, our paper may serve as a foundation for further 

research on public-value-based user-centric approaches in eGovernment 3.0 and new technological 

applications such as decentralized digital identities. In doing so, this study approaches a research gap by 

analyzing the most recent literature on public values and user-centric eGovernment and by identifying 

both synergies and conflicts between the two. For eGovernment practitioners, this paper offers 

explanatory value to the question of how user-centric approaches fit into the value proposition of 

democratic eGovernment initiatives. 

The remainder of the paper is structured as follows. To highlight the relevance of user-centricity for 

eGovernment initiatives, we elaborate on the concept of user-centricity in connection with public values 

and eGovernment in section 2. Section 3 outlines the method of our systematic literature review. We 

then analyze our data in section 4. Finally, we discuss our results and conclude. 

 
1 Please, note that we use ‘user-centric approaches’, ‘user-centric design’ and ‘user-centricity’ as synonyms, even though one 

can distinguish between them. For the purpose of this study, we do not differentiate between ‘user-centered’/‘user-

centeredness’ and ‘user-centric’/‘user-centricity’. 
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2 Conceptual background 

2.1 User-centricity 

User-centric approaches emerged in the 1980s in human-computer interaction (HCI) research and were 

recognized with the rise of software development projects. As commonly understood, user-centricity 

considers users’ needs, expectations, skills, preferences, and perspectives (Kurdi et al. 2010; Jarke 

2021). User-centric approaches were broadly accepted and used by software designers in various 

domains, producing X-centered design: like healthcare with patient-centered design (Rodriguez et al. 

2007), workplace with employee-centered design (Spurlock and O’Neil 2009), or public administration 

with citizen-centric design (van Velsen et al. 2009). User-centricity in the context of systems 

development can be seen as a multidimensional concept composed of four aspects (Iivari and Iivari 

2011): (1) User-centricity as user focus, (2) User-centricity as work-centeredness, (3) User-centricity as 

user involvement, (4) User-centricity as system personalization.  

Each of these four aspects provides a different complementary dimension to the concept of user-

centricity. First, user focus relates to a common understanding of addressing users’ needs determined 

by their activities or tasks, considering their characteristics (such as skills or personal preferences). 

Second, work-centeredness reflects the understanding of users’ work activities, the context of use, work 

practices and helps to model the work domain holistically. Third, user involvement reflects the 

‘importance and relevance users attach to a given system’ (Iivari and Iivari 2011). Here, the authors 

provide differentiation between user involvement and user participation. The latter is a case of user 

involvement, in which users actively participate in the design process. In product development, 

companies that produce IT solutions see user involvement as an indicator of the product’s success on 

the market. Fourth, system personalization reflects adaptability or adaptivity of the system’s content 

structure, presentation, and functionalities to each user’s preferences or behaviors.  

Such a multidimensional view provides a better and more holistic understanding of user-centric 

approaches in designing IT products in the market. However, in the context of eGovernment services, 

which has a strong focus on and the obligation to create public value, they may manifest differently, be 

incomplete or even clash with certain public values. While user-centered design approaches proved 

useful and beneficial in software design, they are criticized for ignoring such aspects as sustainability, 

societal impacts, and consequences (Sevaldson 2018). Therefore, we apply the public value perspective 

to examine how different dimensions of user-centricity incorporate public values, which are at the heart 

of the design of eGovernment services. Our study addresses this critique – at least partly – by including 

the public value perspective and demonstrating how far user-centricity is both aligned and conflicting 

with public values. 

2.2 Public values in eGovernment 

“Rarely has anyone explicitly addressed the question of why the public sector invests in IT, and of what 

it is hoping to achieve if not increased competitive advantage” (Wyatt 1991, p.25). This issue was 

pointed out in 1991 to inquire into the rationale behind governments’ effort to digitize public services. 

An answer to this question could be that eGovernment services, as opposed to commercial service 

providers, pursue objectives that go beyond profitability and growth. In general, democratic 

governments depend on public administration for the daily management and delivery of public services 

and policies. Public administrations, thus, “have an inherently democratic mission and must rely on 

support from citizens and institutions of government for their viability” (Ventriss et al. 2019, p. 276). 

Therefore, a more trusted, efficient, inclusive and transparent governance is typically a core objective 

of eGovernment to make government services more convenient (Bekkers and Homburg 2007; Fountain 

2001). Consequently, the question of how the use of ICT for public services relates to the values that 

support these objectives becomes more critical (Bonina and Cordella 2009; Grimsley and Meehan 2007). 

To define ‘public values’ and capture the relationship between these values and eGovernment, Bannister 

(2000) distinguishes between values, value, and benefits. Values represent a normative consensus that 
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manifests as a specific mode of behavior. Many individuals share the same belief in certain values, such 

as, for instance, fairness and impartiality. On the other hand, value can be described as the worth 

assigned to an outcome or a service that conforms to specific values. Suppose some individuals agrees 

that all citizens should be treated fairly and impartially when using electronic public services. In that 

case, these individuals will place value on IT systems that do not produce bias or discrimination. Finally, 

benefits are an operationalization of the attached value to a service, product, or outcome. For example, 

when governments assess an IT system based on its ability to conform to the specific values of fairness 

and impartiality, both underrepresented groups and governments themselves will benefit from the 

outcome. In other words, “value is what we perceive; benefit is what we receive“ (Bannister 2000, p.34). 

It is important to differentiate between commercial and public service providers’ perceptions of value 

and benefits. While motivation and complexity are two diverging elements in public and private service 

models, the most fundamental contrast is the relationship between the service provider and the recipient 

(Bannister 2000; Jos and Tompkins 2009). In a commercial setting, customers usually have a free choice 

between products and services and the possibility of opting out to cancel a transaction. On the other 

hand, governments are a monopoly supplier and citizens do not have the option to switch the provider 

or refuse a service. Hence, the acceptance and success of eGovernment services relies on governments’ 

relations with citizens. In the New Public Management (NPM) approach, governments thus focus on 

citizens as customers by mimicking private sector management models and adopting market-based 

mechanisms (Ferlie et al. 1996; Pollitt and Bouckaert 2003). NPM, however, exhibits a mainly scientific 

and decision-centric, rather than user-centric accentuation (Bason and Austin 2021). When these efforts 

resulted in increased administrative complexity and various other dysfunctional side effects, the Digital 

Era Governance (DEG) emerged as an attempt to re-aggregate public services around users’ needs 

(Dunleavy 2005). This dialectic of public administration governance approaches requires further 

exploration of user-centricity and its alignment with public values. Bannister et al. (2014) developed a 

taxonomy of public service values for IT (Table 1). Their study identifies twenty-eight administrative 

public values and categorizes them into three types: duty-oriented, service-oriented, and socially 

oriented. Duty-oriented values include values related to the duties of the civil servant to the government. 

Service-oriented values reflect the responsibility of the civil servant to provide high-quality service to 

citizens as customers of public administration. Finally, socially oriented values exhibit a broader set of 

social goods. This taxonomy of public values has become well-established and frequently used in studies 

that examine the impact of ICT in eGovernment. Our study leans on the presented public values to 

examine their relation to user-centricity in the existing literature. 

 

Duty-oriented Service-oriented Socially oriented 

Responsibility to the citizen 

Responsibility to the elected 

politicians 

Proper use of public funds 

Compliance with the law 

Efficient use of public funds 

Integrity and honesty 

Facilitating the democratic will 

Accountability to government 

Economy/parsimony 

Rectitude 

Service to the citizen in his or her 

different roles 

Respect for the individual 

Responsiveness  

Effectiveness 

Efficiency 

Transparency 

Inclusiveness 

Justice 

Fairness 

Equality of treatment and access 

Respect for the citizen 

Due process 

Protecting citizen privacy 

Protecting citizens from 

exploitation 

Protecting citizen security 

Accountability to the public 

Consulting the citizen  

Impartiality 

Table 1. A proposed taxonomy of public values for assessing the impact of ICT (Bannister et al. 2014). 
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3 Method 

The objective of our systematic review is to examine the reflection of public values in the concept of 

user-centricity. Methodologically, we followed Kitchenham’s five-step approach, a well-established 

methodology in information systems (vom Brocke et al. 2015). We chose this concept-centric approach 

over other literature review approaches, such as narrative, critical or realist (Paré et al. 2015), to ensure 

replicability, rigor, and objectivity of the review process for two widely used concepts – public values 

and user-centricity – in government literature (Boell and Cecez-Kecmanovic 2015). This approach 

consists of (1) the identification of relevant publications, (2) the selection of relevant publications, (3) 

the evaluation of the publications’ quality, (4) the extraction and evaluation of data, and (5) the 

aggregation and interpretation of data.  

First, to identify relevant publications, we conducted a keyword search across five databases (IEEE 

Xplore, ScienceDirect, SAGE Journals, SCOPUS, and Taylor & Francis). We combined the keywords 

with the Boolean operators AND OR. To avoid language bias, we used speech and spelling variants of 

our key concepts, such as ‘user-centricity’, ‘user-centric’, ‘user centric’ and ‘user-centered’.  

We applied further criteria regarding publication types, language and publication year (see Table 5 in 

the appendix). As indicated in Table 5, we targeted publications from various disciplines, as long as they 

contained non-technical considerations and implications relevant for the analysis. Literature centering 

around eGovernment 1.0 and early eGovernment 2.0 was not included in the review by considering only 

articles published in 2012 or later. Naturally, papers needed to be screened manually in order to ensure 

that outdated eGovernment applications were not part of the analysis. All identified literature was 

exported into the bibliographic reference manager Zotero. We identified 6937 potentially relevant 

scientific contributions after having removed duplicates and books2.  

The search strings used for the systematic literature review were the following: 

1. “User-centricity” AND (“Government” OR “Public Sector” OR “Public Administration”) 

2. “Citizen-centricity” AND (“Government” OR “Public Sector” OR “Public Administration”) 

3. “Customer-centricity” AND (“eGovernment” OR “Digital Government” OR “Digital 

Transformation” OR “Transformative Government”) 

4. “Values” AND (“eGovernment” OR “Digital Government” OR “Digital Transformation” OR 

“Transformative Government”) 

After this initial and more general pre-selection of literature, we continued with the second step 

(selection) and third step (evaluation) of Kitchenham’s approach, using the Preferred Reporting Items 

for Systematic Reviews and Meta-Analyses (PRISMA) protocol by Moher et al. (2009) (Figure 1). This 

protocol enables transparency, easy replicability, and verifiability of the results (Liberati et al. 2009). 

PRISMA consists of four phases – (1) identification as in Kitchenham’s (2004) model, (2) screening, 

(3) eligibility, and (4) inclusion. In the screening phase, we selected the 206 articles based on the titles 

in two independent groups. The Cohen’s kappa coefficient of the inter-group reliability regarding this 

first selection round of .94 was “almost perfect”, considering that 1 corresponds to a perfect fit (Cohen 
1960). During this exclusion procedure, we re-applied our pre-defined search selection criteria (Table 

5). As the heterogenous search tools of the respective databases also yielded studies which were not 

related to our key concepts, we had to re-assess the selection criteria manually regarding the topic and 

discipline of the articles. In a next step of the screening phase, we discussed the publications based on 

the abstract, again in two independent groups. In a first step, we reduced our selection to 136 articles 

with an inter-group reliability coefficient of .73 between the selectors. In the refinement stage, we 

grouped the 136 articles according to cases, time span of their data collection and central foci of the 

studies (Kitchenham 2004). Doing so allowed us to exclude further 19 publications, leading to 117 

articles. These publications dealt with cases of digital transformation that we considered outdated (such 

as eGovernment 1.0) or did not focus on technologies in the public sector. Examples include studies that 

 
2The search operators were usually applied to full text and metadata. However, in cases where our search yielded more than 

700 publication results, we restricted the search fields to key words, abstract or introduction, depending on the available 

filters of each database. 



User-centricity and public values 

Thirtieth European Conference on Information Systems (ECIS 2022), Timisoara, Romania 6 

analyzed social media, or government websites, as well as studies with survey data from before 2012. 

When retrieving full-text articles, we could not access 8 papers. This further reduced our number of 

studies to 109. Among this set of 109 articles, we selected 30 articles for our qualitative analysis. We 

selected these 30 articles (Table 6) based on their relevance and usefulness to analyze the reflection of 

public values in the construct of user-centricity as well as the publications’ citations per year and the 

impact factor of their publication outlet for additional quality insurance (Coombes and Nicholson 2013). 

Fourth, for data extraction and analysis, we applied a mixed-methods approach using MAXQDA. For 

the qualitative part, we manually coded 30 papers in two separate coding teams employing a two-stage 

coding process of inductive and deductive coding (Saldaña 2013). That is, we first consulted literature 

on public values to derive a set of codes that we used to deductively identify principles of user-centricity 

in our literature as well as potential construct-related conflicts and implications for public values. Then, 

we complemented our initial codes with other codes as emerged during our analysis and assigned them 

to higher-level concepts (inductive coding). This led to overall 2791 codified statements organized in 

72 first-order themes and 16 second-order categories (Miles et al. 2014). To identify potential conflicts, 

we marked respective codes and re-analyzed the coded statements, summarizing and aggregating our 

findings to the most salient conflict areas. To investigate the relationships between user centricity 

characteristics and public values, we performed a code relation analysis followed by a qualitative content 

analysis. The quantitative analysis allowed us to observe overlaps between the individual codes and thus 

the relationship between them. We subsequently carried out a qualitative coding query to investigate 

which of these relations were aligned and conflicting overlaps between public values and user-centricity. 

 

 

Figure 1.  Study selection, assessment, and inclusion (PRISMA flow diagram). 

4 Findings 

This section reports our findings from the analysis of the selected research articles concerning user-

centricity, citizen-centricity and public ICT values. First, we provide a descriptive analysis of our set of 

literature. Section 4.1 captures an overview of the newly identified public values. In 4.2, we outline the 

alignment of user-centricity with public values based on our qualitative analysis. Likewise, in section 

4.3, we report our findings regarding public value conflicts with user-centricity.  

In our selection of 30 articles, 24 were journal articles, 4 conference articles and 2 book chapters. Most 

journal and conference papers can be associated with information systems (25.00%), followed by 

electronic governments (21.43%) and public administration (17.86%) (based on the categorization from 

Pang et al. (2014)). The most common journal was Government Information Quarterly (3 articles). 4 

articles were published between 2013 and 2014, 8 between 2015 and 2017, 11 between 2018 and 2020 

and 5 in 2021. Most papers used surveys (25.00%) or literature reviews (25.00%) as methods, followed 

by case studies (15.63%), interviews (12.50%), analysis of existing data (6.25%) and content analysis 

(6.25%). Some articles used more than one method.  

Table 2 illustrates the code co-occurrences between the three public value types (duty, service and 

socially oriented) and the three dimensions of user-centricity (user focus, user involvement and system 

personalization). Co-occurrences indicate only the overlap of two groups of codes (user-centricity and 
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public values) and their sub-codes for a particular segment. To differentiate between value alignment 

and conflict, we carried out a qualitative analysis. The percentages in the table hence indicate the 

frequency of co-occurrences between a specific public value (e.g., trust) and a user-centric dimension 

(e.g., user focus) in a text segment per overall frequency of co-occurrences between public values and a 

specific user-centric dimension. For example, 4.60% of the code co-occurrences of user focus with 

public values are between user focus and trust. We did not find any reflection of work-centeredness, the 

fourth dimension of user-centricity in our analysis. This is because the reviewed literature considers 

users as citizens and public service recipients, while work-centeredness focuses on users’ occupational 

roles in a professional context, which are not within the scope of this study. Therefore, we excluded it. 

Table 2 includes solely public values that occurred in our documents. We did not include values of 

Bannister’s et al. (2014) taxonomy that were not represented in the selected literature.  

4.1 Public values for user-centricity 

We identified eight additional public values (Table 3) that may enrich the proposed types by Bannister 

et al. (2014). These values are (1) legitimacy and representation for the duty-oriented values, (2) 

flexibility for the service-oriented values, and (3) accessibility, pluralism, trust, autonomy, and 

innovation for the socially oriented values. We split equality of treatment and access into equality and 

accessibility. Moreover, we re-formulated consulting the citizen to citizen involvement / consulting. 

Legitimacy, which has evolved as a determinant of eGovernment adoption besides novelty and 

usefulness, focuses on the question of whether eGovernment truly serves the public interest. Therefore, 

academic literature proposes civic engagement to create legitimate eGovernment (#1; #13; #14; #16; 

#18; #20). Corresponding bottom-up driven citizen involvement would enhance the legitimacy of public 

actors’ decisions and activities in eGovernment. Current eGovernment systems rarely employ a bottom-

up system design approach and often lack not only legitimacy, but also representation of different user 

groups (#13; #15; #19; #22). Different user groups have different preferences and needs. Therefore, a 

personalized system might provide the desired flexibility to account for the varying requirements of 

different user groups (#1; #2; #6; #13; #18; #20; #21). Accessibility appears to be a key component to 

user-centric service design (#3; #7; #9; #10; #17; #21; #24; #29). Accessible services help citizens better 

understand the underlying processes and feel represented by the proposed system (#2). 
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Table 2.  Code co-occurrences between user-centricity and public values in %. UF: User focus, 
UI: User involvement, SP: System personalization. * Marks the public values which are not included 

in the taxonomy of Bannister et al. (2014). 
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Duty-oriented Service-oriented Socially oriented 

Proper use of public funds 

Facilitating the democratic will 

Accountability to government 

Economy / parsimony 

Legitimacy* 

Representation* 

Responsiveness  

Effectiveness 

Efficiency 

Transparency 

Flexibility* 

Inclusiveness 

Fairness 

Equality  

Protecting citizen privacy 

Protecting citizen security 

Accountability to the public 

Citizen involvement / consulting 

Accessibility* 

Pluralism* 

Trust* 

Autonomy* 

Innovation* 

Table 3.  Extended taxonomy of public values for user-centricity. * Marks the public values 

which are not included in the taxonomy of Bannister et al. (2014). 

This also encourages the value of pluralism as even the needs of marginalized groups might be heard 

and included (#1; #4; #12; #17; #19; #29; #30). Despite all aspirations to equality and pluralism, the 

trust in government services may also not be tarnished (#4; #9; #15; #17; #21; #23; #25; #26; #28; #30). 

This particularly refers to the application of innovative systems (#1; #29). Innovation and the therewith 

associated perception of novelty is an important determinant of technology acceptance, yet also the 

greatest weakness when it comes to trust (#3; #23; #29). New systems and new roles require citizens to 

rethink known structures and may lead to insecurities that impair institution-based trust in governments 

(#11; #17). Finally, citizens that depend on government services may be given more autonomy in their 

interaction with public administrations as the digital exchange of personal data is core the eGovernment 

services (#28; #30). Autonomy, in this context, embodies a value related to the ethical use of citizen data 

in the public sector and enables individual data control (#4; #9; #17; #26). 

4.2 Alignment between user-centricity and public values 

This section seeks to answer RQ1, namely, how user-centricity in eGovernment services is aligned with 

public values. In doing so, we evaluated our findings regarding the reflection of public values in the 

concept of user-centricity with qualitative content analysis (complex coding query).  

User focus. Our code relations and qualitative analysis revealed that the user focus dimension is 

particularly aligned with efficiency, citizen involvement and innovation. User-centric approaches enable 

an efficient, cost- and time-saving interaction between users and service providers (#3; #7; #9; #13; #15; 

#22; #23; #28). As user-centric design focuses on users’ needs and preferences, one of the main goals 

is to reduce the administrative burden and make services more intuitive and convenient (#17; #20). 

Further, many scholars indicate that with the increase in efficiency, user-centric approaches may 
stimulate citizen involvement (#3; #15; #21). This is especially possible with collaborative, interactive 

and participatory platforms that “transform political communication of citizens with the public sector in 

a digital manner as a much more cost-efficient and, arguably, even trust generating form of governance” 

(#15, p.2). We found innovation as a public value to be aligned with user-centricity, since it is a strong 

enabler for user satisfaction and, therefore, users’ decision to adopt and accept digital technologies for 

government services (#2; #23). 

User involvement. For user involvement, the strongest alignment occurs with citizen involvement, 

facilitating the democratic will, government transparency for users and accountability to the public. 

User involvement appeared to be directly related to citizen involvement, a term we deduced from the 

original value of consulting the citizen (#1; #2; #4; #8; #18; #19; #22; #28). Our analysis indicated that 

user-centric design is mostly amplified by “participatory and action-oriented” design (#21, p.41). The 
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goal is to consider users’ needs and preferences in the design stage of services, avoid top-down decisions 

and address design-reality gaps (#19; #21). In consequence, citizen involvement inevitably facilitates 

the democratic will, as the digital interaction of citizens with governments extends citizens’ civic and 

political involvement and influence (#19; #23; #28). These democratic, participatory processes, in turn, 

allow for greater government transparency (#2; #3; #4; #9; #25; #26). Transparency, notably, leads “to 

a better-informed citizenry” (#22, p.3) and it is argued that “well-informedness” is a cornerstone for 

democracy and a fundamental component for public values (#28, p.7). This supports our fourth value 

alignment in this dimension, which highlights that citizen-centric approaches in eGovernment “help to 

reduce bureaucracy in governmental offices, stimulate citizens’ participation in decision-making 

processes, and increase the transparency and accountability of governmental offices” (#3, #10, #16). 

System personalization. Finally, system personalization is primarily aligned with citizen involvement 
and flexibility. As with the other two dimensions of user-centricity, system personalization is aligned 

with citizen involvement because the latter is a requirement for the former. In other words, governments 

need to collect information on citizens’ preferences to design user-centric systems accordingly (#6; #22; 

#27; #28). Therefore, personalized and cutsomized services require civic engagement and participatory 

design to accurately and flexibly tailor the design to individual needs and preferences (#12; #13). In this 

context, we found system personalization to be well aligned with flexibility (#4; #6; #18). In order to 

meet the requirements of personalization, governments need to provide flexible services to better cater 

to citizens’ preferences (#16; #18). 

4.3 Conflicts between user-centricity and public values 

To answer RQ2, namely, which public values conflict with the concept of user-centricity in the context 

of eGovernment services and why, we identified a total of seven conflicts between the three user-

centricity dimensions and public values (Table 4). 

 

Value conflict User focus User involvement System personalization 

Duty oriented - Representation 
- Accountability to 

government 
 

Service oriented - Transparency   

Socially oriented 
- Inclusiveness, pluralism 

and accessibility 
- Inclusiveness 

- Equality and pluralism  

- Autonomy 

Table 4. Summary of conflicts between user-centricity and public values. 

User focus. In the user focus dimension, three conflicts emerged. The first one occurred with the public 

value representation. This conflict is based on the premise that citizens and governments have diverging 

interests and needs and that governments cannot represent users’ needs to the extent prescribed by user-
centricity (#4; #11; #17; #19; #30). Central to this claim is that governments focus on their accountability 

as defined by law or on “fulfilling the international requirements rather than trying to understand the 
needs of their users” (#11, p.1). In consequence, they are obligated to offer comprehensive information 

and adhere to specific legally defined standards. This explains the well-known bureaucratic and 

inflexible procedures, which mostly do not align with users’ preferences, such as simplicity, efficiency 

and anonymity (#17; #22). A second conflict concerns a trade-off between the focus on citizens’ 

preferences and transparency (#4; #13; #17). On the one hand, user involvement and system 

personalization are aligned with transparency for the user because they enable user involvement in the 

design of services according to individual preferences. Yet, transparency for the service provider, that 

is the government, appears to be conversely affected. This conflict arises through user empowerment 

and the concomitant transfer of control over their personal data and information (#26; #28). While this 

rightfully enhances user privacy, it also challenges governments’ access to non-privacy-restricted and 

non-confidential, so-called open data, which can support public oversight and help to reduce corruption 
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(#4; #16). We detected an additional critical conflict between user focus and the values of inclusiveness, 

pluralism, and accessibility. Pluralism, in this context, does not reflect classical pluralism as a political 

decision-making theory, but relates to a pluralistic society that tolerates and supports diversity. By 

definition, user-centricity focuses on users' needs in the design and application of technology (#3; #20; 

#21; #24; #29). Thereby, it is important to understand that users do not exclusively make up the 

presumed dominant group of young, educated, affluent, and technology-conscious people (#10). Instead, 

the needs of digitally less literate citizens, or people with restricted access to technological devices or 

connectivity, need to be especially taken into account (#10; #13; #17; #21). 

User involvement. In the user involvement dimension, we detected two main conflicts. In the first 

conflict, which concerns accountability to government, researchers questioned the compatibility of the 

active participation of citizens on the one hand, and the accountability of public officials at the 

government level, on the other (#1; #8; #13; #16; #24). Public servants must comply with official 

standards and rules, which might not always match citizens’ knowledge and input. These standards also 

limit the involvement of citizens as they prevent the provision of individual workarounds by 

governments and the emergence of new and unregulated roles of citizens (#2; #17). Since user-centricity 

foresees the involvement of citizens exclusively through online channels and platforms, inclusiveness 

may be impaired (#15; #16; #24). That is, digitally less literate citizens may face neglect in participatory 

eGovernment initiatives (#1; #20; #21). 

System personalization. In the system personalization dimension, our findings indicated a conflict with 

equality and pluralism (#1; #28). While user-centricity requires the adaptability of a system to specific 

user preferences, the personalization of a system for the public is often limited by the mandate and 

responsibility of governments to treat citizens equally. That is, governments often overrule individual 

needs to serve more general citizen needs. Many individual needs are irreconcilable with the required 

accountability of government services, so governments focus on the cumulative extract of needs, not the 

individual desire (#17). The final conflict refers to the trade-off between personalization and autonomy 

(König 2021). This conflict emerged in our findings mainly in the context of algorithmic systems for 

eGovernment. The issue is that personalized information risks nudging citizens in a certain direction, 

resulting in the (subconscious) loss of control over their decisions. 

5 Discussion 

The development of user-centric approaches in eGovernment implies changes for both the role of 

citizens and governments. On the one hand, public administrations are expected to digitalize their 

services and establish more efficient and transparent interactions with their citizens. On the other hand, 

citizens are expected to have sufficient digital skills to use electronic devices and have internet access. 

Moreover, decentralization and bottom-up driven initiatives require citizens to actively engage in the 

design of public services, and even policy-making. These dynamics imply the emergence of new public 

values that need to be considered for the concept of user-centricity in eGovernment.  

This is particularly emphasized in the value alignments between user-centricity and socially- as well as 

service-oriented values, which we discovered in our analysis of the 30 selected publications. Duty-

oriented values, however, were reported least in connection with user-centricity. Such findings underline 

the current design of user-centric eGovernment approaches. As our findings indicated, user-centric 

approaches try to minimize responsibilities or duties for users, while maximizing efficiency and user 

involvement to increase usability and uptake, and to avoid overwhelming citizens.  

Although we primarily focused on the public value taxonomy provided by Bannister et al. (2014), the 

public administration literature and its branch in Public Value Management (PVM) offer various 

additional public value frames, “in which facts, values, theories, and interests are integrated” (Rein and 

Schön 1993). Nabatchi (2017), for example, suggests four public values frames: Political, legal, 

organizational, and market. The first two center around the “democratic ethos,” similar to Bannister et 

al.’s duty- and socially oriented values, and the latter appear as part of the “bureaucratic ethos”, 

corresponding to Bannister et al.’s service-oriented values. Rose et al. (Rose et al. 2015) cluster public 

values along four different value positions, which they define as the professionalism ideal, the efficiency 
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ideal, the service ideal, and the engagement ideal. Again, parallels to Bannister et al.’s taxonomy can be 

derived. Despite these additional taxonomies and frames, values that emphasize social and service 

dimensions are most salient in current user-centricity literature on eGovernments.  

A common ground for all public value frames is that public values are often ambiguous, hybrid, 

contrasting, and overlapping (Stoker 2006). This means that if user-centricity in eGovernment projects 

is conflicting with certain public values, this might be precisely because it is aligned with and fulfills 

other public values, highlighting clear signs of value pluralism (van der Wal and van Hout 2009). In our 

analysis, value conflicts with user-centric approaches appeared mainly in duty- and socially-oriented 

values and were seen less frequently in service-oriented values. These conflicts indicate that 

responsibilities of citizen in user-centric eGovernment approaches are not yet clear and that also 

contrasting views on the social dimension, for instance regarding digital literacy and digital inclusion, 

may encumber projects in practice for public managers. Therefore, analyses of competing public values 

in eGovernment research are a necessary step for the development and solidification of new frames and 

taxonomies, which help adjust to new technological developments in eGovernment, especially those 

that increasingly focus on users. Such taxonomies can in turn be a useful tool for eGovernment 

practitioners, such as public managers and officials, to assess new digital public services.  

This paper contributes to this effort by extending Bannister's et al. taxonomy (2014), and by providing 

a set of administrative public values that can be used as foundation for research at the intersection of 

user-centricity, eGovernment 3.0, and public values. Our literature analysis further evidenced diverse 

value alignments as well as conflicts for our three dimensions of user-centricity – user focus, user 

involvement and system personalization. It should be mentioned that as with any literature synthesis, 

the findings of our literature review are a conceptual generalization and are not directly grounded in 

empirical reality. We synthesized insights from academic literature analyzing an array of different user-

centric eGovernment applications. The identified value conflicts and alignments need to be empirically 

validated with individual use cases.  

However, some implications for practice can be drawn. The conflicts between user focus and 

inclusiveness, pluralism and accessibility, as well as user involvement and inclusiveness, highlight that 

governments, other than commercial services providers, have the mandate to respect the needs of every 

citizen. Public administrations must design their services in a way that digitally less literate and other 

marginalized groups can use their services. Scholars widely agree that digital literacy and skills must be 

developed alongside general educational objectives (van Deursen and van Dijk 2009; Ferro et al. 2011). 

Based on these findings, our recommendation is to improve citizens' digital literacy and skills to 

“translate digital participation into positive outcomes” (Park and Humphry 2019). This could also 

include ad-hoc measures, such as the provision of IT assistants in libraries to help with public services 

online. The value conflicts between user focus and representation and transparency, user involvement 

and accountability, and system personalization and equality and pluralism all emphasize discrepancies 

between citizen and government needs. Citizens already perform bureaucratic tasks that they perceive 

as inconvenient, such as paying taxes or applying for social security benefits. Governments, on the other 

hand, are obliged to adhere to prescriptive models of organization. Blind reflection of descriptive user 

needs would only impair the organizational model (Park and Humphry 2019). While user-centric design 

focuses on “making users’ tasks simple and easy” (Kotamraju and van der Geest 2012, p.7), 

governments must follow legal requirements regarding the presentation and formulation of information 

(Scott et al. 2016; Sorn-In et al. 2015). That is, the government is supposed to provide full information 

on a topic in a legally binding and acceptable manner. Yet, particularly in a digital environment, 

governments could make available additional and simplified explanations of legal documents to reduce 

the information overload for citizens. Moreover, other mandates of usability and functionality that do 

not touch binding regulation could be addressed at a technical design level (Sorn-In et al. 2015). Our 

literature review, therefore, strengthens the call on governments to proactively engage in understanding 

users’ needs to create smart services (Bokayev et al. 2021; Ghosh Roy and Upadhyay 2017).  

Overall, this paper may serve as a foundation for future studies on public-value-infused user-centric 

eGovernment 3.0. By analyzing literature on public values and user-centricity the study offers synergies 

and conflicts that may emerge through the adoption of user-centric eGovernment applications. As such, 
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this research offers explanatory value to the question of how user-centricity may be positioned into the 

value proposition of democratic eGovernment initiatives. 

6 Conclusion 

This article set forth that successful user-centric eGovernment applications operate at the interface 

between fundamental public values and user-centricity. Thus, many public values are reflected in and 

aligned with user-centricity, adding new criteria to already existing taxonomies of user-centricity. On 

the other hand, user-centricity for eGovernment, as currently conceptualized in literature, also stands in 

contrast to some public values.  

Since our article only synthesizes research evidence to uncover the relation between public values and 

user-centricity in eGovernment, our study suffers from several limitations. First, we determined the 

different public value categories only qualitatively and did not validate our results quantitatively. 

Showing how the different variables correlate with or describe the respective constructs factor-

analytically could provide further indications on how public values are represented in user-centricity. 

Second, as is the case for most literature review studies, our analysis is limited to a certain selection of 

articles. Therefore, we might have missed papers, not fitting our search criteria. 

Yet, we identified 30 influential academic contributions and corresponding results yield interesting 

insights of direct relevance to policy-makers. Our analysis provided an extension of the public value 

taxonomy tailored to user-centricity for eGovernment. In addition, we identified seven public value 

conflicts and provided two policy recommendations. Analogous to the widely studied conflict between 

needs of government and citizens, the conflict between public values and user-centricity results from 

design choices that include but do not unduly favor the desires of users. Yet, previous research focuses 

primarily on the lawfully required inclusion of minority groups or fundamentally different notions of 

the interaction between government and citizen (Carter and Bélanger 2005). Our paper extends this 

perspective by mapping public values against three dimensions of user-centricity. This leads to various 

conflicts between user perspectives and public values. In consequence, we recommend governments to 

be more proactive in asking for citizens’ needs and assembling these needs into actionable and 

meaningful services. To not neglect marginalized and digitally less literate groups, governments could 

provide additional analog services or personal assistants.  

Existing research streams on the digital divide acknowledge this phenomenon as a socially deeply 

engrained problem. Public values are guiding ethical criteria and principles to manage policies and 

services in a way that is acceptable by citizens and, as Bannister et al. (2014) put it, the “reasonable 

man” (p.120). In that sense, our extended public value taxonomy is a way to situate the problem of the 

digital divide, by, for instance, conceptualize it as hindering social inclusion, hampering equality, or 

prohibiting access and participation. It could be an interesting stream of research to further analyze the 

digital divide and its relation to public values for eGovernment. Moreover, we call for further research 

on how public values can be reflected in the technology design to benefit future eGovernment services 

and other public sector applications. It also remains to be determined to what extent citizens could and 

should be included in the design and provision of eGovernment services. In an effort to tackle those 

open questions, further studies could look into the ways public organizations are considering user-

centricity and the potential conflicts with public values within their eGovernment strategies. For 

example, future research could incorporate grey literature emanating from public bodies that are in daily 

contact with end-users and complement it with findings originating from citizen-led initiatives. This 

would support both academics and authorities to better understand the dynamics at play and develop 

user-centric applications that exploit the synergies - and avoid the pitfalls - that exist between public 

values and user-centric approaches identified in this paper. 
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8 Appendix 

 Inclusion criteria Exclusion criteria 

Discipline* 

Information Systems 

Library and Information Science 

Public Administration 

Economics and Sociology 

Public Policy 

Business, Management and Accounting 

Marketing and Sales 

Engineering 

Statistics 

Computer Science and Security 

Mathematics 

Natural and Life Sciences 

Topics* 

User-centricity; citizen-centricity; 

eGovernment; emerging technologies; 

public values 

Architecture; systems, government portals and 

websites; social media; survey studies from 

2012; value creation 

Publication type 

Book chapters 

Peer reviewed articles 

Doctoral theses 

Conference articles 

Books 

Bachelor or Master theses 

Language English Non-English 

Publication year 2012 - 2021 Articles published before 2012 

Table 5.  Literature search selection criteria. * Marks the criteria that had to be re-applied in 

the title and abstract selection procedure. 

 
# Reference # Reference 

1 Aschhoff and Vogel, 2018 16 König, 2021 

2 Bason and Austin, 2021 17 Kotamraju and van der Geest, 2012 

3 Bokayev et al., 2021 18 Kumar, 2019 

4 Degbelo et al., 2016 19 Kyakulumbye et al., 2019 

5 Ebbers et al., 2016 20 Larsson, 2021 

6 Fröhlich, 2017 21 Mariën and Prodnik, 2014 

7 Gable, 2015 22 Mossey et al., 2018 

8 Ghosh Roy and Upadhyay, 2017 23 Mostafa and El-Masry, 2013 

9 Gjermundrød and Dionysiou, 2015 24 Park and Humphry, 2019 

10 Gupta et al., 2018 25 Parra and Libaque-Saenz, 2020 

11 Hashim et al., 2020 26 Pérez-Morote et al., 2020 

12 Hung, 2012 27 Purao and Wu, 2013 

13 Ingrams, 2019 28 Scott et al., 2016 

14 Janssen and Helbig, 2018 29 Sharma et al., 2016 

15 Kassen, 2021  30 Sorn-In et al., 2015 

Table 6. Overview of studies included in our systematic literature review. 
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A B S T R A C T   

User-centricity in e-government is a double-edged sword. While it helps governments design digital services 
tailored to the needs of citizens, it may also increase the burden on users and deepen the digital divide. From an 
institutional perspective, these fundamental conflicts are inevitable. To better understand the role and effect of 
user-centricity in e-government, this paper analyses academic literature on user-centricity and public values. The 
analysis leads to three main insights: First, there is a conflict in citizen representation that may result from the 
normative dominance of decision-makers. Second, we identify an accountability conflict that can prevent user- 
centric innovation from thriving in a highly institutionalized environment. Third, we identify a pluralism conflict 
that emerges from a clash between the reality of a diverse society and the assumed homogeneity of actors. The 
need to address these conflicts increases with rapid technological innovation, such as distributed ledger tech
nologies, artificial intelligence, and trust infrastructures. These technologies put the user at the center stage and 
permeate aspects of social life beyond government. In response to these insights, we outline suggestions for 
further research and practice.   

1. Introduction 

Public administrations worldwide embrace citizen-centricity as a key 
component of their organizational strategy (OECD & Asian Development 
Bank, 2019; Vesnic-Alujevic, Stoermer, Rudkin, Scapolo, & Kimbell, 
2019). This new strategy also reflects governments’ eagerness to explore 
new technologies that may help improve public services (Dwivedi, 
Williams, Mitra, Niranjan, & Weerakkody, 2011) and better incorporate 
the needs of citizens as users (Codagnone, Misuraca, Gineikyte, & Bar
cevicius, 2020; Sevaldson, 2018; Zavolokina, Sprenkamp, & Schenk, 
2023). In e-government, the new focus on citizens as users has evolved 
into ‘user-centricity’. This construct encompasses the involvement and 
participation of users in the design of digital public services applications 
– also referred to as co-design – and the adaption of digital systems to 
users’ preferences at the implementation stage. 

Despite their goal to improve the delivery of public services, some 
user-centric implementations assume an ambitious level of digital skills 

that not all users possess. A lack of these skills and relevant knowledge of 
underlying public procedures could, for instance, exclude citizens from 
the co-creation of digital public services in collaborative design ap
proaches. The resulting intention-reality gap creates tensions that 
materialize in the so-called digital divide, i.e., a state in which signifi
cant portions of the population either lack the necessary digital skills or 
access to otherwise available technology (Robinson, Dimaggio, & Har
gittai, 2003). Governments focused on user-centricity for their delivery 
of public services risk oppressing these already marginalized groups 
further by assuming a common level of digital skills and not accounting 
for socio-economic differences. At the same time, the implementation of 
user-centricity can be a powerful tool to empower citizens and better 
reflect their needs (Weigl, Amard, Marxen, Roth, & Zavolokina, 2022). 

However, putting citizens’ needs and expectations center stage is 
difficult and requires a holistic approach beyond mere revision of gov
ernment processes. User-centric e-government affects the foundation of 
public service delivery and necessitates a careful balance between values 
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introduced by user-centricity and established public values. We define 
public value(s) in line with Moore (1995), who posits that the ’public 
value’ encapsulates the shared expectations of citizens regarding gov
ernment and public services. He argues that public organizations pursue 
public value to effectively address public needs. A common ground for 
all public value frames is that public values are often ambiguous, hybrid, 
contrasting, and overlapping (Stoker, 2006). That is, the support and 
fulfillment of values introduced or championed by user-centricity may 
clash with established public value frames. Resulting value conflicts are 
clear signs of value pluralism and require careful management of user- 
centric implementations (van der Wal & van Hout, 2009). Weigl et al. 
(2022), for instance, find that user-centricity is strongly aligned with 
values such as efficiency, innovation, transparency, or accountability to 
the public. 

While these values reflect government institutions’ general pursuit of 
legitimacy, reputation, and a democratic ethos, they introduce economic 
rationality, which is not typically at the core of public organizing 
(Mignerat & Rivard, 2015; Wiredu, 2012). To anticipate conflicts and 
best leverage the possibilities introduced by user-centricity, govern
ments need to deepen their understanding of how user-centricity may 
align and conflict with established public values, and what causes these 
conflicts. Current studies either focus on general public value conflicts or 
the design of different approaches to user-centric digital services in e- 
government. Only few studies explore value conflicts between user- 
centric and public values in a digital government context (Weigl et al., 
2022). The existing fragmented literature and often contradictory 
research results also do not elaborate on how potentially conflicting 
values can be reconciled in user-centric designs, projects, and initiatives. 
The consequences and sources of such value conflicts for e-government 
services are yet to be systematically analyzed (Ingrams, 2019). 

Given the relevance of user-centric applications in e-government and 
the advancement of relevant technologies to facilitate such applications, 
the needs of service providers and recipients should be better integrated 
into user-centric designs. The resulting reconciliation of user-centricity 
with public values may support more inclusive services and inform the 
development of technologies for social good. Efforts to integrate user- 
centricity into public value frames include the identification of con
flict areas and, most importantly, their sources. These efforts are rele
vant to avoid deviations from core public values post-implementation, 
which can carry an elevated risk of exacerbating societal disparities, 
eroding trust in governance, and compromising privacy. Moreover, 
without identifying the sources of conflicts between user-centricity and 
public values, those conflicts will be difficult to tackle or reduce. 

Thus, our study aims to provide a systematic overview of the status 
quo on interactions between user-centricity and established public 
values. We identify value conflicts and their sources based on an 
abductive analysis of our data. These serve as the foundation for rec
ommendations to support the integration of user-centric digital services 
with public values. We also outline future research directions at the 
intersection of public value theory and user-centricity in IS and digital 
government. Since our study intends to deliver a systematic overview 
and actionable recommendations on how emerging user-centric tech
nologies across many levels of social organizing, such as digital identi
ties and artificial intelligence (Ølnes, Ubacht, & Janssen, 2017), can be 
best integrated, we ask the following research questions: 

RQ1. What value conflicts emerge in user-centric approaches to e- 
government? 

RQ2. Why do these value conflicts between user-centric values and public 
values emerge? 

To address these research questions, we first conduct a systematic 
literature review to synthesize literature in IS, management studies, and 
public administration. The synthesis helps us understand the interplay 
between user-centric and public values as well as emerging value con
flicts. Based on abductive analyses, we explore underlying conflict 
sources, i.e., emerging or contextual factors that influence or exacerbate 
value conflicts. Second, we outline opportunities for further research to 

address the identified conflicts and assist the implementation of future 
user-centric government-to-citizen initiatives. Our study may also serve 
as a roadmap for user-centric approaches with new technological ap
plications in e-government. 

The remainder of the paper is structured as follows. The second 
section discusses the concepts of user-centricity and public policy, public 
values for e-government, and conflict literature. The third section out
lines the research approach including literature identification, selection, 
relevance, quality assessment, data extraction and data analysis. The 
fourth section provides an overview of our findings. It describes the 
conflicts identified in our systematic literature review and integrates an 
analysis of their underlying sources. The fifth section discusses the 
research contributions and proposes areas for future research. The paper 
ends with a summary of our key findings, the paper’s limitations, and an 
outline of future research directions. 

2. Background 

2.1. User-centricity and public policy 

With the advent of digital transformation efforts at different 
governmental levels and the introduction of new technologies to 
improve public services, such as data analytics, AI, or novel identity 
management applications (Bhargav-Spantzel, Camenisch, Gross, & 
Sommer, 2006; Niglia & Tangi, 2024), user-centricity has become a 
primary goal for policy-makers (European Commission, 2023; OECD, 
2009). While user-centric approaches were initially limited to human- 
computer interaction research in the 1980s, they have gained more 
widespread attention with the rise of software development projects. 
User-centric approaches commonly focus on user needs, expectations 
and preferences (Jarke, 2021; Kurdi, Li, & Al-Raweshidy, 2010). They 
also resonate well with software designers’ X-centered designs, such as 
healthcare with patient-centered design (Morales Rodriguez, Casper, & 
Brennan, 2007), workplace with employee-centered design (Spurlock & 
O’Neil, 2009), or public administration with citizen-centric design (van 
Velsen, van der Geest, ter Hedde, & Derks, 2009a). Policy-makers and 
practitioners seized the advancement of user-centricity by developing 
national and international policies. For example, international organi
zations such as the OECD directly link user-centric digital public services 
to citizen well-being (Welby, 2019) and propose tailored guidance for 
the public (OECD, 2009). Extensive funding up to hundreds of millions 
of dollars1 for projects targeting user-centricity further pushes these 
approaches. Many countries successfully embedded user-centricity in 
their service design, such as the U.S.A. (U. S. General Services Admin
istration, 2023) and the U.K. (Government Digital Service, 2023). Some 
governments either directly support service designers aiming for user- 
centric designs or propose dedicated training (Government Digital Ser
vice, 2020). It is particularly relevant that service designers understand 
the importance of development and evaluation phases to achieve user- 
centric outcomes. IT develops rapidly, expecting citizens to catch up 
quickly. This is only possible when service designers can reflect different 
levels of digital skills and heterogenous needs in their applications to, for 
instance, accommodate an aging population (Lee, 2022). 

The new focus on citizens as users may also affect policy-makers who 
need to consider the influences of user-centricity on policy-making and 
vice versa (Othman, Razali, & Nasrudin, 2020). Current considerations 
of this relationship have primarily focused on systems development. In 
this context, user-centricity appears as a multidimensional concept 
composed of four pillars (Iivari & Iivari, 2011): (1) user-centricity as 
user focus, (2) user-centricity as work-centeredness, (3) user-centricity 
as user involvement, and (4) user-centricity as system personalization. 

1 See, for instance, the projects listed on the website of the World Bank: 
https://projects.worldbank.org/en/projects-operations/project-detail/ 
P168425 
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Each of these four pillars provides a different, albeit complementary, 
dimension to the concept. First, user focus addresses users’ needs based 
on their activities or tasks and characteristics (such as skills or personal 
preferences). Second, work-centeredness provides insights into users’ 
work activities, context, and dominant work practices. Third, user 
involvement reflects the importance and relevance users attach to a 
given system. Iivari and Iivari (2011) additionally distinguish between 
user involvement and user participation. The latter is a type of user 
involvement, in which users actively participate in the design process. 
Fourth, system personalization reflects the adaptability or adaptivity of 
the system’s content structure, presentation, and functionalities to in
dividual preferences or behaviors. 

User-centric values steer how governments manage and integrate 
digital technologies into processes and interactions with citizens. 
However, the reconciliation between user-centric values in e-govern
ment and established public values has not been well-researched. Cur
rent work is focused on the benefits of user-centricity and primarily 
explores adoption mechanisms to overcome the challenges of e-gov
ernment (Al-Hujran, Al-Debei, Chatfield, & Migdadu, 2015; Alzahrani, 
Al-Karaghouli, & Weerakkody, 2017; Rana, Williams, Dwivedi, & Wil
liams, 2012; van Velsen et al., 2009a; Van Velsen, Van der Geest, 
Klaassen, & Steehouder, 2008), presenting user-centricity as a panacea. 
In practice, however, the proposed panacea has neither mitigated 
implementation struggles nor improved the acceptance of digital tech
nologies in public administration. 

The origin of user-centric approaches may explain their limited effect 
in practice. User-centricity is rooted in market-oriented principles, such 
as customer-centric relationships, and does not necessarily focus on 
users’ ‘true needs’. Instead, user-centricity considers, for instance, 
profit-maximizing strategies. This casts doubt on its representation of 
citizens’ multifaceted needs and expectations and its contribution to 
social good in e-government contexts. 

2.2. Public values for e-government 

Maintaining or improving services and policies of system designs 
during digital transformation reflects the “inherently democratic 
mission [of public administration that] rely on support from citizens and 
institutions of government for their viability” (Ventriss, Perry, Nabatchi, 
Milward, & Johnston, 2019, p. 276). However, this mission is not 
necessarily reflected in the efficiency- and effectiveness-maximization 
principles of IS implementation (Mignerat & Rivard, 2015). 

IS research typically adopts a rational perspective and considers 
managers as efficiency-seeking decision-makers, whose choices are 
based on cost-benefit analyses (Avgerou, 2000; Teo, Wei, & Benbasat, 
2003; Tingling & Parent, 2002). Going beyond the ideal of a homo 
economicus in public administration (Avgerou, 2000; Orlikowski & 
Barley, 2001; Teo et al., 2003), would require actors to endorse public 
values as they seek legitimacy over efficiency (Jansen & Tranvik, 2011; 
Mignerat & Rivard, 2015). According to institutional theory, legitimacy 
is crucial for government actors to ‘survive’ long-term, that is, retain the 
support of their voters and be re-elected (Meyer & Rowan, 1977; 
Mignerat & Rivard, 2015). 

Despite the clear focus on legitimacy in public administration, public 
management systems have changed over time and not all systems 
intrinsically prioritize ‘public sector ethos’ (Stoker, 2006). Traditional 
public administration, for instance, follows Weberian principles that 
position bureaucratic oversight as a central element to satisfying citi
zens’ demands on the state (ibid.). The New Public Management (NPM) 
approach portrays citizens as ‘customers’ and heavily draws on private 
sector management models and market-based mechanisms (Ferlie, 
Ashburner, & Fitzgerald, 1996; Hood, 1995; Pollitt & Bouckaert, 2017). 
To achieve a more user-centric focus, Digital Era Governance (DEG) 
emerged as an attempt to re-aggregate public services around users’ 
needs (Dunleavy, 2005). At the same time, the public value management 
paradigm (Stoker, 2006) highlights strategic objectives, such as 

enhancing efficiency in public services, ensuring equality, social inclu
sion, transparency, and upholding accountability (Cordella & Bonina, 
2012; Moore, 1995). While these models and paradigms already try to 
anticipate values introduced by information technologies (IT), the 
complex relationship between ICT and citizen-centered governance 
warrants further analyses. 

Bannister and Connolly (2014) have explored this intricate rela
tionship by developing a typology of how technology implementation 
impacts a range of public values (Table 1). They refer to public values as 
“a mode of behavior [or] a way of doing things […] that is held to be 
right […] by the public, citizens or the so-called ‘reasonable man’” 
(Bannister & Connolly, 2014, p. 120). This definition builds on ‘public 
value’ within the public value management paradigm and describes the 
shared expectations of citizens for government and public services 
(Moore, 1995). In their typology, Bannister and Connolly (2014) also 
identify several public values and categorize them into three domains: 
duty-oriented, service-oriented, and socially oriented. Duty-oriented 
values describe values related to the duties of the civil servant vis- 
à-vis the government. Service-oriented values reflect the responsibility 
of the civil servant to provide high-quality service to citizens as cus
tomers of public administration. Socially oriented values exhibit a 
broader set of social goods. The resulting typology can be mapped with 
other syntheses of public values in e-government. For instance, Rose, 
Persson, Heeager, and Irani (2015) highlight the ideals of profession
alism, efficiency, service, and engagement. The ideal of professionalism 
builds on traditional bureaucratic values, also called ‘foundational 
values’ (Dobel, 2007), which are firmly established in democratic 
Western countries. Values of the professionalism ideal combine Ban
nister et al.’s (2014) socially and duty-oriented values. The efficiency 
ideal (Rose et al., 2015) draws on private sector management practice 
and shares similarities with industry-oriented and entrepreneurial 
governance approaches, such as NPM. It aims to encourage responsible 
spending of public resources and aligns with Bannister et al.’s (2014) 
service-oriented values. The service ideal follows a similar goal but takes 
a less market-oriented approach. Instead, it focuses on improving gov
ernment services for citizens. Finally, the engagement ideal, which 
builds on Bannister et al.’s (2014) socially oriented values, highlights 
the involvement of citizens to strengthen a democratic approach to 
policy development. 

Bannister et al.’s (2014) framework was updated as a result of 

Table 1 
Extended taxonomy of public values for user-centricity (based on Bannister & 
Connolly, 2014 and Weigl et al., 2022). * Marks the public values that we 
additionally identified in our systematic review.  

Duty-oriented Service-oriented Socially oriented 

Responsibility to the 
citizen / political 
neutrality* 
Compliance with the law 
Efficient use of public 
funds 
Facilitating the 
democratic will 
Accountability to 
government 
Economy of public funds 
Rectitude 
Legitimacy 
Representation of 
citizens’ will and needs 
Sustainability* 

Service to the citizen in his 
or her different roles 
Respect for the individual 
Responsiveness / 
proactivity* / flexible 
service delivery 
Effectiveness 
Efficiency 
Transparency 
Productivity 
Innovation 

Inclusiveness 
Justice 
Fairness / equity* 
Equality of treatment 
and access 
Respect for the citizen 
Due process 
Protecting citizen 
privacy 
Protecting citizens 
from exploitation 
Protecting citizen 
security 
Accountability to the 
public 
Consultation / 
participation* / 
engagement* 
Impartiality 
Pluralism / diversity* 
Trust / confidence* / 
reliability*  
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changes to the government-citizens relationship through user-centric 
digitization (Weigl et al., 2022). The current study builds on a refined 
version of the extended public values typology by Weigl et al. (ibid.), 
specifically focusing on public values relevant for user-centricity in e- 
government projects. 

2.3. Conflict literature 

Public values, like the ones identified and catalogued by Bannister 
and Connolly (2014), are pervasive in public administration. Although 
largely invisible in daily practice, they shape the core of organizational 
behavior and routines. What is commonly referred to as organizational 
culture, comprises “a pattern or system of beliefs, values, and behavioral 
norms” (Schein, 2016, p. 88) that operate out of conscious awareness. 
They often materialize in the form of cultural artifacts like norms and 
practices (Leidner & Kayworth, 2006; Schein, 2016). As the organiza
tional sociologist Lynne Zucker (1977) put it, “once institutionalized, 
[organizational culture] exists as a fact, as a part of objective reality” (p. 
726). This renders organizational culture largely uncontested if not 
confronted with impulses from outside of the organizational context 
(Canato, Ravasi, & Phillips, 2013). 

Organizational culture is particularly challenged in the context of 
public administration, where a push for more ‘user democracy’ and 
‘user-centricity’ introduces change (de Graaf, Huberts, & Smulders, 
2014) through processes adaptation and the adoption of IT (Sevaldson, 
2018; van Velsen et al., 2009a). Many novel IT emphasize values 
conveyed by the concept of user-centricity, which often clash with 
established organizational values (de Graaf et al., 2014). Such conflicts 
between the adopted technology and organizational culture are 
commonly called cultural dissonance (Canato et al., 2013; Leidner & 
Kayworth, 2006). 

However, value conflicts surrounding user-centricity do not only 
pertain to conflicts between IT-transferred/IT-inherent and organiza
tional values. They can be a natural by-product of the value-laden 
exogenous political landscape (Aschhoff & Vogel, 2018; de Graaf 
et al., 2014). The resulting value pluralism leads to some values being 
championed over others, especially when values appear incompatible 
(Andersen, Jørgensen, Kjeldsen, Pedersen, & Vrangbæk, 2013; Spicer, 
2001). Incompatibilities occur in connection with six central dimensions 
that are “neither […] superior to the other, nor are they equal in value” 
(Lukes, 1989, p. 125): (1) the purpose and role of government, (2) so
cietal trends, (3) changing technologies, (4) information management, 
(5) human elements, and (6) interaction and complexity (Dawes, 2009, 
2010). The first dimension focuses primarily on the definition of 
appropriate legal frameworks and performance evaluation methods to 
better distribute governmental responsibilities. Conflicts often occur 
between accountability, responsibility, transparency, stewardship, effi
ciency, effectiveness, and stakeholder values. The second conflict 
dimension involves demographic variables, such as economic back
ground, ethnicity, and age, that greatly influence participation, the 
digital divide, and distributive social justice. Possibilities and risks tied 
to the implementation of novel IT characterize the third conflict 
dimension. The fourth dimension covers management issues ranging 
from quality assurance and the accuracy of information to accessibility 
and usability. The fifth conflict dimension elaborates on the human 
element, particularly the readiness for change and relevant skills. 
Finally, the sixth conflict dimension focuses on interaction and 
complexity, bringing together a cluster of elements that cross the tech
nical, organizational, institutional and personal boundaries. ‘Cross- 
boundary interactions’, such as interoperability, collaboration, and 
cooperation, are particularly important because they rely on complex 
communication, management and governance dynamics (Dawes, 2009). 

Value conflicts in public governance have already been researched 
extensively (Aschhoff & Vogel, 2018; Costa, Caldas, Coelho, & Gon
çalves, 2016; de Graaf et al., 2014; Jørgensen & Bozeman, 2007; 
Nabatchi, 2017; Thacher & Rein, 2004; Ventriss et al., 2019). Yet, 

research often does not comprehensively address contradictions be
tween established public values and IT-driven, emerging governance 
approaches like user-centricity. With increasing digitization of govern
ments, this gap needs to be closed to avoid stalemates in public policy- 
making and to achieve normative consensus (Aschhoff and Vogel, 
2018). More specifically, it is important to understand interactions be
tween established democratic values and IT-based contemporary 
governance paradigms to establish feasible compromises. The relevance 
of this research becomes particularly apparent as new technologies, such 
as surveillance tools, blockchain, and AI, attract decision-makers’ 
attention, and challenge established public values and democratic 
norms. 

3. Research approach 

To uncover dominant value conflicts between public values and 
values championed or introduced by user-centricity, and their conflict 
sources, we conduct a qualitative systematic literature review (Templier 
& Pare, 2018). This method helps us to systematically synthesize 
existing knowledge on public values in the context of user-centricity 
from different disciplines. At the same time, it enables us to under
stand the interplay between public values and prominent values of user- 
centricity. Since we primarily focus on academic literature, we may not 
capture current value conflicts that may have occurred in grey literature, 
industry reports, or case studies. Yet, many of our analyzed papers draw 
on practical examples so that we catch the most discussed value conflicts 
in e-government. 

We follow a five-step systematic literature review approach focused 
on concepts as defined by Kitchenham (2004). We chose this concept- 
centric perspective over narrative, critical or realist approaches (Paré, 
Trudel, Jaana, & Kitsiou, 2015) to ensure replicability, rigor, and ob
jectivity of the review process (Boell & Cecez-Kecmanovic, 2015). 
Concept-centricity also enabled us to focus specifically on public values 
in the context of user-centricity and not the overall public value 
discourse. Kitchenham (2004) describes five distinct steps: (1) study 
identification, (2) study selection, (3) study relevance and quality 
assessment, (4) data extraction, and (5) data synthesis. For step three, 
we used the Preferred Reporting Items for Systematic Reviews and Meta- 
Analyses (PRISMA) protocol by Moher et al. (2009). Moreover, we 
included a snowball sampling step to saturate our data set to the best of 
our knowledge (Webster & Watson, 2002). The following subsections 
provide a more comprehensive overview of how we applied Kitchen
ham’s (2004) five steps. 

3.1. Study identification 

We conducted a keyword search (see Table 2) across five databases 
(IEEE Xplore, ScienceDirect, SAGE Journals, SCOPUS, and Taylor and 
Francis). We used speech and spelling variants of our key concepts, such 
as “user-centricity”, “user-centric”, “user centric” and “user-centered”, 
or “eGovernment” and “e-government” to avoid language bias. We also 
determined inclusion and exclusion criteria for our literature search 
according to discipline, topics, publication type, language and publica
tion year (see Table 3). 

As indicated in Table 3, we targeted publications from various dis
ciplines. We avoided research on the early stages of e-government, 
which mainly explored the design of government portals and websites, 
by including only articles published in 2012 or later. We collected the 
initial data until February 2022. During the writing process of our paper, 
we conducted another data collection iteration to include recent publi
cations. The last search was conducted in January 2023. See Tables 4-7 
for further details and metadata, including the year of publication, 
publication type, method and geographic scope of the selected 
publications. 
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3.2. Study selection 

For the second step of Kitchenham’s (2004) approach, we used the 
PRISMA protocol by Moher et al. (2009) in combination with the 
citation-chaining approach recommended by Webster and Watson 

(2002) (Fig. 1). PRISMA follows four steps – (1) identification, (2) 
screening, (3) eligibility, and (4) inclusion. During the identification 
stage, we collected 7168 potentially relevant scientific contributions 
after removing duplicates and books.2 All identified literature was 
exported into the bibliographic reference manager Zotero. In the second 
phase, two authors independently screened the various papers based on 
a thorough assessment of their titles and narrowed the selection to 228 
articles. The authors first presented their selection to each other and 
compared their results. After thorough discussion, only studies selected 
by both authors were considered for closer examination. During this 
exclusion procedure, we re-applied our pre-defined search selection 
criteria (Table 3).3 In a sub-step of the screening phase, the two authors 
discussed selected publications based on their abstracts, which reduced 
the selection to 158 articles. In a further refinement exercise, we 
grouped the 158 articles according to the timeliness of their data and 
central foci (Kitchenham, 2004). After the exclusion of an additional 24 
publications, we retained overall 134 articles. The excluded publications 
presented cases of digital transformation that we considered outdated or 
did not focus on technologies in the public sector. Examples include 
studies that analyzed social media, as well as studies with survey data 
from before 2012, or non-English publications. When retrieving full-text 
articles, eight papers were inaccessible, which reduced our number of 

studies to 126. 

3.3. Study relevance and quality assessment 

After reading the full papers, 47 out 126 articles were selected for our 
qualitative analysis. We selected these articles based on their relevance 
and usefulness in analyzing public values in the context of user- 
centricity. The quality of the papers is assessed through the articles’ 
citations per year and the journal’s impact factor. The snowball sam
pling added another 23 papers to our dataset. The update of our liter
ature review in January 2023 yielded 1 paper that was not included in 
our literature search from the first cycle. This led to overall 71 papers 
eligible for qualitative analysis. The complete list of papers can be found 
in the Appendix. 

Our selected papers are evenly distributed between 2012 and 2021. 
The data collection took place first in 2022 and later in 2023, which 
might explain the drop in analyzed articles from these 2 years. 

50 papers were published in peer-reviewed journals, 16 in confer
ence proceedings, and 5 in book chapters. This distribution highlights 

Table 2 
Search strings for the systematic literature review.  

# Search String 

A “User-centricity” AND “Government” OR “Public sector” OR “Public administration” 
B “Citizen-centricity” AND “Government” OR “Public sector” OR “Public administration” 
C “Values” AND “E-government” OR “Digital government” OR “Digital transformation”  

Table 3 
Literature search selection criteria. * Marks the criteria that had to be re-applied 
in the title and abstract selection procedure.   

Inclusion criteria Exclusion criteria 

Discipline* 

Information Systems 
Library and Information Science 
Public Administration 
Economics and Sociology 
Public Policy 
Business, Management and 
Accounting 
Marketing and Sales 

Engineering 
Computer Science and Security 
Mathematics 
Natural and Life Sciences 

Topics* 

User-centricity; citizen- 
centricity; e-government; 
emerging technologies; public 
values 

Architecture; systems, 
government portals and 
websites; social media; survey 
studies from 2012 or before; 
value creation 

Publication 
type 

Book chapters 
Peer reviewed articles 
Doctoral theses 
Conference articles 

Books 
Bachelor or Master theses 

Language English Non-English 
Publication 

year 
2012 – 2023 Articles published before 2012  

Table 4 
Number of papers based on their publication year.  

Year of publication 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 

Number of papers 6 11 7 8 9 3 7 6 4 8 1 1  

Table 5 
Number of papers based on their type.  

Type of article Book 
chapters 

Conference 
articles 

Peer-reviewed journal 
articles 

Number of 
articles 

5 16 50  

Table 6 
Number of papers based on the research method used.  

Research 
method used 

Design 
research 

Formal Mixed Qualitative Quantitative 

Number of 
articles 

3 2 7 44 15  

2 The search operators were usually applied to full text and metadata. 
However, in cases where our search yielded more than 700 publication results, 
we restricted the search fields to key words, abstract or introduction, depending 
on the available filters of each database.  

3 As the heterogenous search tools of the respective databases also yielded 
studies which were not related to our key concepts, we had to re-assess the 
selection criteria manually regarding the topic and discipline of the articles. 
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the overall high-quality of our selected papers. 
Most articles were based on qualitative approaches, but 15 followed 

quantitative methods, and 7 used a mixed-method approach. Only 3 
papers employed a design research method and 2 used formal methods. 

Our selected papers covered a wide geographic range, with a satis
fying mix of local, regional and worldwide foci. All continents were 
represented, which not only highlights the topic’s relevance but also 
confirms our methodological rigor. For more details, the Table 7 

provides a holistic summary. The number of papers, however, is not 
absolute since some studies had several countries as focal points. Where 
studies covered too many countries or were not specific enough, we 
listed them for the bigger geographical delimitation, i.e., Europe or 
worldwide. 

3.4. Data extraction 

We have already extracted the metadata from our literature while 
selecting studies using a spreadsheet. This helped us skim through titles 
and abstracts. Once the final set of literature was determined, the 71 
downloaded articles were imported to MAXQDA, the software program 
used for our analysis (Mayring, 2014; Rädiker & Kuckartz, 2018). 

3.5. Data synthesis 

We performed a qualitative document analysis to synthesize and 
analyze our data. We manually coded 71 papers in two separate coding 
teams following a three-stage coding process (Fig. 2) of inductive and 
deductive coding (Saldaña, 2021). We began with open, inductive 
coding to identify general principles of user-centricity, which we define 
as first-order concepts (Gioia, Corley, & Hamilton, 2012) in our litera
ture. In a second axial coding cycle, we coded deductively by referring 
back to the three user-centricity dimensions and the public value 
framework by Bannister and Connolly (2014). During this second coding 
process, we re-grouped and allocated, where possible, some of the codes 
from the first cycle into given dimensions and emerging frameworks, i. 
e., second-order themes (Gioia et al., 2012). 

This process led to 5369 coded segments. To identify conflicts be
tween public values and user-centricity as well as their context, we 
inductively re-analyzed the coded statements in a third cycle. During 
this third coding round, we summarized and aggregated our findings to 
identify the most salient conflict areas. The aggregation of our findings 
reduced the total number of coded segments to 5070 (Miles, Huberman, 
& Saldaña, 2014). In a repetition of the third cycle, we synthesized our 
set of codes by refining and reducing it to the most critical and useful 
concepts and categories. This cut the number of coded segments to 2504. 

We performed a code relation analysis followed by a qualitative 
content analysis to identify the most dominant conflicts between user- 
centricity characteristics and public values (Mayring, 2014). The code 

Table 7 
Number of papers based on the origin of their data or focus of their 
analysis.  

Data origin / analysis focus Number of articles 

Australia 1 
Canada 2 
Denmark 1 
Egypt 1 
Europe 3 
Finland 3 
France 1 
Germany 3 
Greece 1 
Hong Kong 1 
India 6 
Iran 1 
Jordan 1 
Kazakhstan 1 
Mexico 3 
Namibia 1 
Netherlands 3 
New Zealand 1 
Norway 1 
Peru 1 
Qatar 1 
Rwanda 1 
Singapore 1 
Taiwan 1 
Tanzania 1 
Thailand 1 
Turkey 1 
UAE 1 
Uganda 1 
United Kingdom 1 
United States 5 
Worldwide 29  

Fig. 1. Adapted PRISMA flow diagram (Kitchenham, 2004; Moher et al., 2009; Webster & Watson, 2002).  
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relation analysis helped us observe co-occurrences in close proximity (in 
the same paragraph, for example) between codes that were assigned to 
one of the two main concepts. An additional qualitative coding query 
allowed us to investigate which co-occurrences indicate conflicts be
tween established public values and values introduced or championed 
by user-centricity. Once we identified our main conflicts, two coders 
bilaterally discussed the allocated codes to contextualize dominant 
value conflicts. 

This contextualization required a more abductive approach to 
identify concrete conflict sources as influencing factors. Abductive 
analysis typically “involves a recursive process of double-fitting data and 
theories” (Timmermans & Tavory, 2012, p. 179). That is, the author 
team met and discussed the coded segments that indicated a conflict 
source. We focused on recurring themes in different contexts across 
several of our analyzed papers. Our ‘revisiting of the phenomenon’ 
(Timmermans & Tavory, 2012) helped us discern the most salient con
flict sources in our coded segments. Close observation of potential 
conflict sources also spurred ‘defamiliarization’, i.e., identifying “objects 
that were relegated to the background of our experience, as they were 
too taken for granted to be given a second thought” (Timmermans & 
Tavory, 2012, p. 177). Since many public values are a natural part of our 
status quo, they are difficult to identify even in a conflict situation. By 
deconstructing the status quo, we could alienate ourselves from the 
familiar and observe the causes of emerging conflict patterns. Our 
knowledge of relevant papers and theories in public administration, in 
addition to the occurrence of the same conflict sources across different 
cases, helped us to facilitate ‘alternate casing’ (Timmermans & Tavory, 
2012) and discern our third-order codes. These codes delivered impor
tant insights underlying the emergence of conflicting values and user- 
centricity characteristics in e-government. We also repeatedly met to 
interpret the interplay between existing theories and their surfacing 
third-order codes. This included discussions about the differences and 
overlaps between our second-order themes and the aggregate di
mensions (Gioia et al., 2012) until we reached an overall consensus. 

4. Value conflicts and their causes 

Our abductive coding helped us contextualize the dominant conflicts 
and identify the most plausible conflict sources by revisiting possible 

conflict sources in different contexts and actively deconstructing our 
own taken-for-granted status quo. This “iterative dialogue […] between 
data and an amalgam of existing and new conceptualizations” of value 
conflicts in e-government, allowed us to “cull […] and narrow […] 
possible theoretical leads” (Timmermans & Tavory, 2012, p. 180). More 
specifically, the revisiting of similar value conflicts and the defamiliar
ization of the public value context showed that not all identified con
flicts in literature have their roots in values of user-centricity. It is rather 
the implementation of user-centric systems and services that introduces 
new and highlights specific public values over others. Alternate casing 
with different theories that pinpoint value deficiencies in either the user- 
centric system or the environment showed that the source of conflict is 
not the presence or absence of a certain public value, but value 
pluralism. Value pluralism occurs when several values are relevant but 
not equally prioritized. The simultaneous fulfillment of particular or 
multiple public values automatically (sometimes unintentionally) sac
rifices or diminishes other non-negotiable public values, which leads to 
value conflicts. We specifically identified conflicts between established 
public values and values introduced or championed by user-centricity. 

In this section, we elaborate on the abductive analysis of the value 
conflicts that have been identified between the user-centricity di
mensions and public values in e-government. Since many user-centric 
values appear naturally aligned with values in public administration, 
many conflicts were unexpected. Overall, we found four dominant 
conflicts (see Table 8): (1) a user focus-representation conflict based on 
the assumption that citizens and governments have diverging interests 
and needs; (2) a user focus-pluralism conflict, which posits that users are 
not solely the target group of young, educated, and technology- 
conscious people; (3) a user involvement-accountability conflict that 
contrasts the compatibility of active citizen participation with the 
accountability of public officials; (4) a user involvement-inclusiveness 
conflict that illustrates the selective representation of citizens through 
digital channels. After identifying the four dominant conflicts from the 
literature, we wanted to better understand their context and identify 
potential causal links. Revisiting these conflicts and their sources pro
vided the ground for a deeper, more nuanced discussion among the 
author team. During the subsequent defamiliarization phase, we aimed 
to find plausible explanations and sources from which the identified 
conflicts materialized by deconstructing the moral foundations of the 

Fig. 2. Conflicts between public values in the context of user-centric e-government approaches.  
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conflict environment. Moreover, we iterated our emerging conflict 
sources with existing theories in public administration. This alternate 
casing allowed for a more holistic analysis of the possible conflict 
sources and helped us add nuance while ensuring a relevant degree of 
generalization (Timmermans & Tavory, 2012). In total, five conflict 
sources emerged (see Table 8): (1) the decision-dominance issue that 
encumbers decision-making processes due to power and information 
asymmetries; (2) the degree of participation issue that raises the ques
tion how citizens can and want to participate in collaborative design; (3) 
the resource deficit issue that refers to knowledge, literacy, and financial 
gaps; (4) the establishment-innovation issue that contrasts established 
organizational structures in public administration with organizational 
flexibility needed enable technological innovation; (5) the multi
stakeholder issue emerges from the challenge of uniting various stake
holder interests from governmental, industry and civic sector at regional 
or national level. 

Since our findings reported in relation to the co-occurrence of con
flicts and conflict sources emerged during an abductive analysis, we 
cannot speak of statistical causation or correlation. Whenever we refer 
to some of these contextual factors as conflict sources, we intend to 
provide a theory (Timmermans & Tavory, 2012) for the identified 
conflicts from a qualitative abductive point of view. 

Table 9  displays the level of co-occurrence between conflicts and 
their sources based on our systematic literature review and subsequent 
abductive analysis. A detailed list of articles at the intersection of these 
concepts can be found in the Appendix in Table 11. 

4.1. User focus-representation conflict 

The user focus-representation conflict describes the divergent interests 
and needs of citizens and governments that culminate in the govern
ments’ inability to represent users’ needs compatible with principles of 
user-centricity (Berg, Lindholm, & Högväg, 2021; Clark, 2021; de Graaf 
et al., 2014; Grube, 2013; Ingrams, 2019; Kassen, 2021; Kotamraju & 
van der Geest, 2012; Kyakulumbye, Pather, & Jantjies, 2019; Miniaoui, 
Hashim, Atalla, Hashim, & Ismail, 2020; Mossey, Manoharan, & Ben
nett, 2018; Nabatchi, 2012; Park & Humphry, 2019; Sigwejo & Pather, 
2016; Sorn-in, Tuamsuk, & Chaopanon, 2015). Central to this claim are 
three main issues. 

Firstly, governments typically focus on accountability as defined by 
law or on “fulfilling […] requirements rather than trying to understand 
the needs of their users” (Kotamraju & van der Geest, 2012, p. 1; Kya
kulumbye et al., 2019; Miniaoui et al., 2020; Sorn-in et al., 2015). The 
narrow definition of accountability binds them to specific legally 
defined standards, which can result in a “dilemma between […] indi
vidual concerns and broader structural elements (exemplified by the 
plights and prerogatives which rules imply)” (de Graaf et al., 2014, p. 
17; Grube, 2013). This dilemma is particularly highlighted in imple
mentations of user-centricity where infamously complex and inflexible 
bureaucratic procedures prove difficult to align with users’ preferences, 
such as simplicity, efficiency and anonymity. Such misalignment with 

Table 8 
Summary of value conflicts and conflict sources identified in the literature.  

Value conflict Conflict dynamic 

User focus- 
representation 

Citizens and governments have diverging interests and 
needs. Due to this divergence, governments cannot 
represent users’ needs to the extent prescribed by user- 
centricity. 

User focus-pluralism 

The implementation of a user-centric technology can 
face the possibility that no single approach is optimal in 
every public situation in a pluralistic society that 
tolerates and supports diversity. 

User involvement- 
accountability 

Incompatibility between the active participation of 
citizens on the one hand, and the accountability of public 
officials at the government level on the other. 

User involvement- 
inclusiveness 

Inclusiveness in the collaborative design stage might be 
impaired due to citizens involvement through online 
channels and platforms.   

Conflict source Conflict source dynamic 

Decision-making 
dominance 

Pertains to the power imbalance between experienced 
decision-makers (facilitators, experts, community 
members) and other involved stakeholders, such as IT 
professionals and research consultants. In case of doubt, 
decision-makers can overrule suggestions and prioritize 
their desired values in the system’s design choices. 
Consequentially, decision-makers can countermand 
findings from user research and/or user-centric design 
approaches. 

Degree of participation 

Pertains to the extent to which citizens can arguably be 
involved in collaborative design. Oftentimes, the 
diverging interests of different social groups cannot be 
equally respected in a consolidated system design. Thus, 
due to a lack of resources, individual citizens can only 
participate up to a certain degree. In other words, some 
voices are not heard because the people who would 
express them lack the resources, including knowledge 
and awareness, or their participation is not sufficiently 
effective. 

Resource deficit 

Refers to two main elements: (1) The lack of technical 
information and digital literacy among the providers or 
recipients of digitized public services in an information 
society that relies on continuous learning, and 
technological knowledge. (2) Lacking financial means to 
be able to acquire the necessary devices or access to a 
network in order to make use of a digital service, and 
non-existent infrastructure, which hampers connection 
and thereby access to public services provided through 
digital channels. 

Establishment- 
innovation issue 

Results from novelty-averse, hierarchical and 
bureaucratic structures, as well as budgetary constraints 
in the public sector, and the dynamic, risk tolerant and 
agile nature of innovation. Service providers governance 
structure and cultures are thus too slow and stiff to 
embrace the fast and iterative methods required for user- 
centricity 

Multistakeholder issue 

Stems from problems arising from multistakeholder 
governance in which many, possibly conflicting interests 
are incorporated in the dialogue, decision-making, 
design and implementation. Simply put, within a service 
provider organization, different groups have conflicting 
interests that must be accounted for. User-centric design 
is overlapping with co-design or participatory design. 
This does not only refer to the involvement of users, but 
also to the representation of different stakeholders, such 
as the government itself, consulting experts, and citizens. 
Therefore, governments face complexities when trying 
to integrate users into the design of digital services. The 
multistakeholder issue also involves risks undermining 
the participatory nature of the user-centric ideal due to 
public mind manipulation by lobby groups if such co- 
design processes are not overseen properly.  

Table 9 
Co-occurrence between conflicts and their sources.   

Conflict 

Conflict source User focus- 
representation 

User 
focus- 
pluralism 

User 
involvement- 
accountability 

User 
involvement- 
inclusiveness 

Decision-making 
Dominance 

High None High Low 

Degree of 
Participation Low Low Low High 

Resource Deficit Low High Low High 
Establishment- 

Innovation Low High High Low 

Multistakeholder High Low Low None  
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user needs appears to stand in the way of more user-centric e-govern
ments that desire “serious, long-term committed relationships with their 
citizens and inhabitants. [U]sers, on the other hand, particularly when 
they are in information-seeking mode, want a quick foray into e-gov
ernment” and consider complex processes and long wait times tedious 
(Kotamraju & van der Geest, 2012, p. 11). These conflicting visions of a 
productive citizen-government relationship encumber a further inte
gration of user-centric values into the design of e-governments (ibid.). 

Secondly, even in less bureaucratic structures, service designers are 
“generally unaware of how their values influence the ability to achieve 
desired values of public participation, such as legitimacy, justice, and 
effective administration” (Clark, 2021, p. 5; Ingrams, 2019; Kotamraju 
& van der Geest, 2012; Sorn-in et al., 2015). They typically “choose to 
downplay the normative element of e-government and […] design and 
develop services based on their ideal, rather than the actual relationship 
between governments and citizens. [This naturally] has adverse conse
quences for e-government’s user-centricity and, ultimately, its adoption 
and use” (Kotamraju & van der Geest, 2012, p. 3). Socio-technical dy
namics of technology adoption and integration into social systems and 
processes are particularly affected. They are typically “inscribed with 
the rules, values and interests of typically dominant groups” (Park & 
Humphry, 2019, p. 935). 

Thirdly, it is difficult to ensure that the quality, validity and repre
sentation of such multidimensional public opinion and user-generated 
data is not contested (Berg et al., 2021, p. 232; Kassen, 2021; Kotam
raju & van der Geest, 2012; Mossey et al., 2018; Nabatchi, 2012; Park & 
Humphry, 2019). Dominant decision-making, i.e., “where the individual 
will [is] superseded by the collective will” (Grube, 2013, p. 2) is the 
underlying conflict source in observed user focus-representation conflicts. 
It appears to be rooted in the challenges arising from increasing multi
stakeholder dynamics of user-centricity implementation, and the negli
gence of minority opinions in user-centric e-government designs. 

4.2. User focus-pluralism conflict 

The second critical conflict is the so-called user focus-pluralism conflict 
(Aschhoff & Vogel, 2018; Bason & Austin, 2022; Berg et al., 2021; 
Bokayev et al., 2021; Brown, 2021; Cordella & Bonina, 2012; de Graaf 
et al., 2014; Gupta, Bhaskar, & Singh, 2016; Gupta, Singh, & Bhaskar, 
2016; Gupta, Singh, & Bhaskar, 2018; Kotamraju & van der Geest, 2012; 
Larsson, 2020; Madan & Ashok, 2022; Mariën & Amon Prodnik, 2014; 
Park & Humphry, 2019; Scott, DeLone, & Golden, 2016). Here, 
pluralism does not refer to classical pluralism in political decision- 
making theory but relates to a pluralistic society that tolerates and 
supports diversity. The strong focus on technology in user-centric e- 
government approaches may jeopardize pluralism if primarily young, 
educated, affluent, and technology-conscious people can use the system 
(Aschhoff & Vogel, 2018; Berg et al., 2021; Bokayev et al., 2021; Brown, 
2021; de Graaf et al., 2014; Gupta et al., 2018; Kotamraju & van der 
Geest, 2012). Design practices without the conscious integration of 
pluralism and different policy styles would counter user-centric ideals to 
equally include all members of society (Bason & Austin, 2022, p. 6; 
Cordella & Bonina, 2012; Park & Humphry, 2019). 

At the same time, it is recommended “not to design for a very specific 
nonrepresentative target group or task” (Kotamraju & van der Geest, 
2012, p. 8) since such a narrow focus can be costly and inefficient even 
in user-centric designs. “Good practice demands that design […] sup
ports […] the most commonly performed tasks or requests, for the 
largest or most important target groups” (Aschhoff & Vogel, 2018; 
Kotamraju & van der Geest, 2012, p. 8). Thus, “social challenges such as 
language barriers, low digital literacy, low user-friendliness of govern
ment websites, inability to access internet and lack of awareness in 
citizens” should be tackled before shifting to public service formats that 
are only available to a select few (Gupta, Singh, & Bhaskar, 2016, p. 
162). Digitally less literate citizens, or people with restricted access to 
technological devices and connectivity cannot be passed over. 

Dismissing their needs is morally questionable and would “dispropor
tionally affect citizens with low socio-economic status and demographic 
groups already suffering from other types of discrimination” (Gupta 
et al., 2018; Larsson, 2020, p. 2; Mariën & Amon Prodnik, 2014; Park & 
Humphry, 2019). 

The establishment-innovation issue and resource deficits explain the 
existence and saliency of this conflict in user-centric approaches 
(Aschhoff & Vogel, 2018; Bason & Austin, 2022; de Graaf et al., 2014; 
Grube, 2013). Different from private services, government services need 
to be relevant and available for all (Kotamraju & van der Geest, 2012). 
This is a complex endeavor and “runs counter to user-centricity” (ibid, p. 
11). At the same time, governments cannot let their digital trans
formation be driven by market logic. Such logic would risk enforcing 
socio-economic discrimination and goes against public values of 
impartiality and equality. Kotamraju and van der Geest, (2012, p.8) 
describe the establishment-innovation issue by summarizing some of the 
key challenges in user-centered designs for e-government: (1) users and 
governments hold contradicting visions of a task, (2) governments 
cannot choose the audience to which their services should be tailored, 
(3) users and governments have different commitments to legal rules 
and regulations, while (4) both have different desires about the nature of 
their relationship. Governments typically strive for a long-term and 
proactive relationship with their citizens, while users prefer a trans
actional relationship with their public service providers. 

4.3. User involvement-accountability conflict 

In the user involvement-accountability conflict, literature questioned 
the compatibility between the active participation of citizens in digital 
services design as envisioned by user-centric e-government and the 
required accountability for public officials (Aschhoff & Vogel, 2018; 
Bason & Austin, 2022; Berg et al., 2021; de Graaf et al., 2014; Ghosh Roy 
& Upadhyay, 2017; Grube, 2013; Ingrams, 2019; König, 2021; Kotam
raju & van der Geest, 2012; Mossey et al., 2018). The ideal of user 
involvement, typically highlighted in the context of user-centricity, 
encompasses the “tradition of participatory democracy […], including 
[…] user democracy, listening to public opinion, and dialogue” 
(Aschhoff & Vogel, 2018, p. 10). Professional accountability, or what 
Bannister and Connolly (2014) term ‘accountability to government’, 
entails the “compliance of public managers with professional standards 
and formal rules and regulations” (Aschhoff & Vogel, 2018, p. 10; 
Kotamraju & van der Geest, 2012). Even if forced into user-centric ap
proaches, these values are difficult to reconcile and often result in two 
conflicts. 

First, public servants must comply with a complex set of standards 
and rules that citizens are unaware of (Aschhoff & Vogel, 2018; de Graaf 
et al., 2014; Grube, 2013; Kotamraju & van der Geest, 2012). These 
standards and rules limit citizen involvement to areas that do not require 
tight regulation. Thus, “all […] proactiveness of citizens and end users 
may be of little use or even get nullified” where they would be legally 
accountable for their involvement (Ghosh Roy & Upadhyay, 2017, p. 
76). Bason and Austin (2022) further contrast this classical ‘account
ability’ approach, which values ‘scientific-ness’ and fair outcomes, with 
human-centered (here user-centered) approaches propagating user 
empowerment. They argue that human-centered designs fail to suffi
ciently account for several requirements of public sector design, such as 
capacity constraints, different policy styles, and the reality of policy 
mixes (Bason & Austin, 2022). 

Secondly, representative theory suggests that “decision-making ne
cessitates specific skills and expertise that citizens [might] not possess” 
(Berg et al., 2021; Grube, 2013; Mossey et al., 2018, p. 6). Despite the 
desirability of citizen participation in user-centric e-government de
signs, there are risks that strong user involvement may swing “the 
pendulum […] too far from the rightly criticized technocratic vision of a 
smart city” (König, 2021, p. 6). 

Power dynamics between decision-makers and stakeholders may 

L. Weigl et al.                                                                                                                                                                                                                                    



Government Information Quarterly 41 (2024) 101956

10

further exacerbate the user involvement-accountability conflict. Govern
ment officials can overrule external stakeholder decisions that would not 
comply with regulations to ensure fairness and avoid arbitrary rulings. 
Yet, this power dynamic already foreshadows the establishment- 
innovation conflict, in which governmental structures determine to 
what extent user-centricity can be reconciled with existing hierarchies. 

4.4. User involvement-inclusiveness conflict 

User-centricity foresees the involvement of citizens in the design 
stage primarily online, which compromises inclusivity (Berg et al., 2021; 
Clark, 2021; David, 2018; Kassen, 2021; König, 2021; Kotamraju & van 
der Geest, 2012; Mariën & Amon Prodnik, 2014; Park & Humphry, 
2019), manifesting in a user involvement-inclusiveness conflict. Citizen 
involvement “often leaves behind those whose voices are most needed 
[as it] it takes time, patience, and resources [as well as specifically 
trained] administrators and decision makers […] to deal with citizens” 
(David, 2018, p. 90). For example, digitally less literate citizens may face 
neglect in participatory e-government initiatives (Kassen, 2021; König, 
2021; Mariën & Amon Prodnik, 2014; Park & Humphry, 2019). Yet, this 
conflict does not only unilaterally emerge from the physical, financial, 
educational, or other socio-economic obstacles and barriers citizens 
might encounter. A focus on user involvement can further “[affect] 
inclusiveness, since deliberation can be a demanding form of partici
pation” (Berg et al., 2021, p. 233), and “might reinforce existing in
equalities in political participation” (ibid.; König, 2021; Mariën & Amon 
Prodnik, 2014; Park & Humphry, 2019). 

The degree of participation in user-centric designs, therefore, has a 
strong influence on the user involvement-inclusiveness conflict. User 
involvement and citizen engagement are often “neither realistic nor 
necessary” even if digital channels were available for all (König, 2021, p. 
6). Participating citizens typically have the relevant knowledge and 
skills to interact with government technology (Berg et al., 2021; 
Bokayev et al., 2021; David, 2018; Gupta et al., 2018; Gupta, Singh, & 
Bhaskar, 2016; Park & Humphry, 2019), and can access their network 
and financial resources (David, 2018). The latter also often coincides 
with the readiness to adopt new technologies and ownership of digital 
devices (Gupta et al., 2018; Larsson, 2020; Mariën & Amon Prodnik, 
2014). These characteristics systematically exclude user groups whose 
voices are already underrepresented in current e-government ap
proaches (David, 2018; Mariën & Amon Prodnik, 2014). As such, the 
dimension of the user involvement-inclusiveness conflict shares similarities 
with the user focus-pluralism conflict. Both conflicts exacerbate the 
marginalization of user groups either at the collaborative design or the 
application and implementation stage. 

5. Discussion and opportunities for further research 

Integrating user-centricity into e-government services is not only a 
popular design approach, but also a widely recognized and desired 
requirement (Kujala, 2003; van Velsen, van der Geest, ter Hedde, & 
Derks, 2009b). Our systematic review of the academic literature shows 
that values introduced or championed by user-centricity designs some
times conflict with established public values. According to the reviewed 
and synthesized literature on user-centricity and public values from 
2012 to 2023, value conflicts occur in different contexts. Current 
research shows that they can either be core dynamics of user-centricity, 
causing a clash between user-centric approaches and public values, or 
they can occur as a result of user-centric implementations. To further 
elaborate on why these conflicts arise, we identified conflict sources 
through an iterative process of abduction in the selected literature. 
While our analysis provides plausible theories, further research will be 
required to empirically determine conflict sources or contextual factors 
and provide mitigation strategies. A potential starting point for empir
ical research is Dawes’ (2009, 2010) six central conflict dimensions. We 
present how the dimensions may interact in Fig. 3. 

In the remainder of the section, we focus only on the most relevant 
contributions for research and the path forward to furthering our un
derstanding of the dynamics at play. That is, we elaborate on decision- 
making dominance in the context of user representation (5.1.), and 
the difficulty of bridging the gap between established government 
structures and innovation based on user-centric ideals while upholding 
the principles of government accountability (5.2.). We also touch on the 
problem of resource deficits to highlight the need for inclusive partici
pation in user-centric e-government (5.3.). Our research presents a first 
step in closing the gap of translating values introduced or championed 
by user-centricity into public policies and service designs. 

5.1. Decision-making dominance and the representation conflict 

The representation of citizens as users is challenging when institu
tional structures require decision-makers to prioritize certain prefer
ences over others. This raises questions of how user-centric design can 
ensure that participation is more equally distributed and how govern
ment can integrate user-centric values into the delivery of services 
(Vigoda-Gadot, 2002). Most importantly, research should explore the 
establishment of normative pluralism and prevent adverse effects for 
representation through the implementation of user-centric designs. This 
may also entail investigating if institutional structures would allow for 
an increased user focus, and if such a focus would yield promised ben
efits. Due to the involvement of different actors, which challenges the 
balance between optimal representation and efficient decision-making, 
we see a substantial overlap with Dawes’ (2009) interaction and 
complexity dimension. Moreover, considering the influence of govern
mental decision-making on this balance warrants a deeper analysis of 
Dawes’ (2009) first dimension – the purpose and role of government – 
concerned with governmental responsibility. Other research has started 
shedding light on these dynamics and deserves further exploration in 
this context. For example, the extent to which competent civil society 
representatives can support the design process and counterbalance 
unilateral decision-making (Pozzebon, Cunha, & Coelho, 2016; Yang & 
Pandey, 2011), and their capacity to bring consensus, trustworthiness 
and legitimacy (OECD, 2022; Porumbescu, 2016). 

5.2. Establishment-innovation issue and the accountability conflict 

Embedding accountability conflicts in user-centric approaches with 
the establishment-innovation issue presents a continuation of existing 
public administration paradigms. Where the NPM approach adopted 
market logic and private sector management models, the DEG and 
public value management paradigm emphasize citizen engagement in 
digital government initiatives and advocate for public values beyond 
performance-based indicators (Bryson, Crosby, & Bloomberg, 2014). 
The latter two thus accommodate key values of user-centricity to a 
greater extent than NPM. Yet, the accountability conflict shows that it is 
difficult for such new values to thrive in a highly institutionalized 
environment. Despite efforts to encourage a more innovative and user- 
centric mindset in public administration, additional research will be 
required on how the relationship between citizens and public adminis
trations in e-government can be designed. Drawing on Dawes’ (2009) 
conflict dimensions, we see an overlap with four dimensions: (1) role and 
purpose of government, which encompasses the legal, administrative and 
bureaucratic processes of the public institutions and their account
ability; (2) changing technologies, which centers around the imple
mentation of novel IT in institutions and organizations; (3) information 
management, which concerns information quality, accessibility and us
ability as part of a functioning innovation process; and (4) societal trends, 
which highlights the demographics of society, such as socio-economic 
status, income, age or education. 

Relevant research to better apprehend these complex dynamics in
cludes Fung (2015), who highlights the difficulty for public officials or 
public service providers to take responsibility for user-driven design 
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choices – especially when users’ preferences clash or are not reconcil
able with established institutional rules and incentive systems. They 
suggest that policy-makers need to pay attention to the way they inte
grate user-centric IT into their interaction with citizens, and consider the 
“full menu of design choices” available to them (Fung, 2015; OECD, 
2022). The role of specific agencies or ministerial branches – such as 
GovTech labs – that work at the intersection of public administration 
and industry has also been researched (Bharosa, 2022). In this context, 
their capacity to keep the balance between innovation and institutional 
norms has been highlighted. In fact, multidisciplinary teams encom
passing innovative companies, academia and government, with a shared 
objective for innovating and the relevant budget to reach prototyping 
stages rapidly, have been suggested to support innovation without 
sacrificing governmental accountability (Tõnurist, Kattel, & Lember, 
2017). Moreover, the integration of emerging innovations into value- 
sensitive design principles can ensure ethical alignment and user- 
centered development (Friedman & Hendry, 2019). This research 
angle deserves to be further explored so that adequate solutions can be 
found that strike a balance between fostering experimentation and 
ensuring responsible innovation. 

5.3. Resource deficit and the pluralism and inclusiveness conflict 

The conflict contrasts the reality of a diverse society with society’s 
ideal of the digitally literate individual. The inclusiveness conflict with 
its focus on the pursuit of user engagement and the simultaneous 
discriminatory exclusion of individuals, is closely related (Mariën & 
Amon Prodnik, 2014). Both conflicts can be attributed to resource def
icits, which encompass a lack of digital skills, a lack of financial re
sources, and insufficient access to digital infrastructure in rural areas. A 
lack of awareness among service designers, who are often unaware of 
inclusiveness challenges or do not know how to address them, can 
exacerbate the conflict (Bär, 2017). Yet, the much-needed involvement 
of citizens as stakeholders in the design process is often inhibited by the 

above-mentioned resource deficits. 
Thus, a third path for future research is to analyze the impact of user- 

centricity on resource-based technological discrimination and exclusion, 
and on ways to mitigate these effects in practice. Continuing the work of 
Alomari, Sandhu, and Woods (2014) at a larger scale, the distinction of 
the impact in different geographical areas might be particularly inter
esting to evaluate. This would enable a more nuanced approach to ac
count for different demographics and technological maturity across 
countries. Further research is also needed to better understand how 
government measures can impact individual resource deficits. It has 
been proposed, for instance, that developing digital literacy and digital 
skills alongside general educational objectives could present an effective 
measure (Choudhary & Bansal, 2022; Méndez-Domínguez, Carbonero 
Muñoz, Raya Díez, & Castillo De Mesa, 2023). It would require, for 
instance, the deployment of community officers to provide technology 
advice and support for digital public services (Suchowerska & 
McCosker, 2022), and investments into better affordability and coverage 
of digital public infrastructure (Shenglin, Simonelli, Ruidong, Bosc, & 
Wenwei, 2017). Research on the impact of non-digital alternatives as 
mitigation measures (see e.g., Reddick & Anthopoulos, 2014) also con
tributes to a better understanding of this challenge. This research can be 
grounded in four dimensions of Dawes’ framework: (1) changing tech
nologies; (2) information management; (3) societal trends; and (4) human 
elements. 

6. Conclusion 

User-centric principles in e-government garner support from 
different governments worldwide that seek to improve their public 
services. Aimed at benefitting the user, user-centricity is often assumed 
to naturally complement established public values. Governments typi
cally build on public values to deliver services and interact with citizens. 
Our study challenges this assumption and deconstructs emerging con
flicts between the implementation of values introduced or championed 

Fig. 3. Embedding public value conflicts in user-centric e-government, their sources and Dawes’ central conflict dimensions (2009, 2010).  
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by user-centricity and established public values. We ground our analysis 
in a systematic literature review of user-centricity in e-government and 
gather evidence of value conflicts as well as their underlying sources. 
Our analysis included more than 7000 articles from an eleven-year 
period, out of which we qualitatively coded 71 in two separate coding 
teams. Following this extensive review, we synthesized the knowledge 
from three different disciplines and identified emerging patterns from 
individual observations. 

We show that user-centricity and public values conflict in four 
notable areas: the conflict between user focus and citizen representation 
and pluralism, and the conflict between user involvement and government 
accountability and societal inclusiveness. Abductive reasoning helped us 
discern why these conflicts emerge. We postulate five main influencing 
factors: the decision-making dominance issue, the degree of participation 
issue, the resource deficit issue, the establishment-innovation issue and the 
multistakeholder issue. The prevalence of these issues within service de
livery environments proves that they are not isolated or tangential. 
Instead, they pose a serious threat to user-centric e-government service 
provision success, which warrants further research in the following 
three areas: (1) the detection of other types of conflicts that were not 
found in the existing literature; (2) the evidence-based identification of 
causal relationships between prevalent issues in service delivery envi
ronments and these conflicts; and (3) the elaboration and testing of 
mitigating measures that can alleviate or remove the conflicts them
selves, or their outcome. 

Our proposed future research also hints at the main limitations of this 
study. We currently focus primarily on academic literature within 
particular disciplines and do not consider grey literature, industry re
ports, or case studies. This selection of specific criteria may bias our 
analysis. Moreover, expanding the range of sources for analysis could 
deliver results on emerging conflicts. These results may also support the 
establishment of causation between conflicts and issues beyond abduc
tion. A more systematic approach to causation may also deliver insights 
into the nature of our influencing factors. That is, if they are conflict 
sources, aggravating factors, or have other types of influencing re
lationships. In addition, our research is limited with regard to deriving 
practical implications for the public, as the literature analysis focuses on 
synthesizing existing research rather than prescribing actions or 

policies. Finally, a systematic literature review is always tied to a pre- 
defined scope. While our research approaches the concept of user- 
centricity from a broad angle, thereby increasing the potential for 
generalization of our findings, it inevitably limits the potential to pro
vide specific recommendations or instructions for practitioners to a 
specific problem, context, or technology. 
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Table 10 
List of coded publications during the literature review process and their main characteristics.  

Item Type Publ. 
Year 

Author Title Publication Title Scope of 
analysis 

Research 
type 

Conference 
article 

2013 Abdellatif, Ahmed; Ben Amor, 
Nahla; Mellouli, Sehl 

An intelligent framework for e- 
government personalized services 

Proceedings of the 14th Annual 
International Conference on Digital 
Government Research 

Worldwide Design 
research 

Peer- 
reviewed 
journal 
article 

2012 Alomari, Mohammad; Woods, 
Peter; Sandhu, Kuldeep 

Predictors for e-government 
adoption in Jordan: Deployment of 
an empirical evaluation based on a 
citizen-centric approach 

Information Technology & People Jordan Quantitative 

Peer- 
reviewed 
journal 
article 

2013 Andersen, Lotte Bøgh; 
Jørgensen, Torben Beck; 
Kjeldsen, Anne Mette; Pedersen, 
Lene Holm; Vrangbæk, Karsten 

Public Values and Public Service 
Motivation: Conceptual and 
Empirical Relationships 

The American Review of Public 
Administration 

Denmark Quantitative 

Peer- 
reviewed 
journal 
article 

2018 Aschhoff, Nils; Vogel, Rick Value conflicts in co-production: 
governing public values in multi- 
actor settings 

International Journal of Public Sector 
Management 

Germany Qualitative 

Peer- 
reviewed 
journal 
article 

2022 Bason, Christian; Austin, Robert 
D. 

Design in the public sector: Towards 
a human centred model of public 
governance 

Public Management Review Worldwide Qualitative 
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Table 10 (continued ) 

Item Type Publ. 
Year 

Author Title Publication Title Scope of 
analysis 

Research 
type 

Peer- 
reviewed 
journal 
article 

2021 Berg, Janne; Lindholm, Jenny; 
Högväg, Joachim 

How do we know that it works? 
Designing a digital democratic 
innovation with the help of user- 
centered design 

Information Polity Finland Quantitative 

Conference 
article 

2013 Berntzen, Lasse Citizen-centric eGovernment 
Services 

Proceedings of CENTRIC 2013: The 
Sixth International Conference on 
Advances in Human-oriented and 
Personalized Mechanisms, 
Technologies, and Services 

Europe Quantitative 

Peer- 
reviewed 
journal 
article 

2021 Bokayev, Baurzhan; 
Davletbayeva, Zhuldyz; 
Amirova, Aigerim; Rysbekova, 
Zhanar; Torebekova, Zulfiya; 
Jussupova, Gul 

Transforming E-government in 
Kazakhstan: A Citizen-Centric 
Approach 

The Innovation Journal: The Public 
Sector Innovation Journal 

Kazakhstan Quantitative 

Peer- 
reviewed 
journal 
article 

2013 Borah, Sri Keshabananda Implementation of citizen-centric e- 
Governance projects in Assam 

IOSR Journal of Humanities and 
Social Science 

India Qualitative 

Peer- 
reviewed 
journal 
article 

2021 Brown, Prudence R. Public Value Measurement vs. Public 
Value Creating Imagination – the 
Constraining Influence of Old and 
New Public Management Paradigms 

International Journal of Public 
Administration 

Worldwide Qualitative 

Peer- 
reviewed 
journal 
article 

2014 Bryson, John M.; Crosby, 
Barbara C.; Bloomberg, Laura 

Public Value Governance: Moving 
Beyond Traditional Public 
Administration and the New Public 
Management 

Public Administration Review USA Qualitative 

Peer- 
reviewed 
journal 
article 

2021 Clark, Jill K. Public Values and Public 
Participation: A Case of 
Collaborative Governance of a 
Planning Process 

The American Review of Public 
Administration 

USA Qualitative 

Peer- 
reviewed 
journal 
article 

2014 Clarke, Amanda; Margetts, 
Helen 

Governments and Citizens Getting to 
Know Each Other? Open, Closed, and 
Big Data in Public Management 
Reform: Open, Closed, and Big Data 
in Public Management Reform 

Policy & Internet Canada; United 
Kingdom; USA 

Qualitative 

Peer- 
reviewed 
journal 
article 

2012 Cordella, Antonio; Bonina, Carla 
M. 

A public value perspective for ICT 
enabled public sector reforms: A 
theoretical reflection 

Government Information Quarterly Worldwide Qualitative 

Book chapter 2018 David, Nina Democratizing Government: What 
We Know About E-Government and 
Civic Engagement 

International E-Government 
Development 

Worldwide Qualitative 

Peer- 
reviewed 
journal 
article 

2016 De Graaf, Gjalt; Huberts, Leo; 
Smulders, Remco 

Coping With Public Value Conflicts Administration & Society Worldwide Qualitative 

Peer- 
reviewed 
journal 
article 

2016 Degbelo, Auriol; Granell, Carlos; 
Trilles, Sergio; Bhattacharya, 
Devanjan; Casteleyn, Sven; 
Kray, Christian 

Opening up Smart Cities: Citizen- 
Centric Challenges and 
Opportunities from GIScience 

ISPRS International Journal of Geo- 
Information 

Worldwide Qualitative 

Conference 
article 

2019 E. Luna, Dolores; Picazo-Vela, 
Sergio; Ramon Gil-Garcia, J.; 
Puron-Cid, Gabriel; Sandoval- 
Almazan, Rodrigo; F. Luna- 
Reyes, Luis 

Public Value Creation through 
Digital Service Delivery from a 
Citizens’ Perspective 

Proceedings of the 20th Annual 
International Conference on Digital 
Government Research 

Mexico Qualitative 

Peer- 
reviewed 
journal 
article 

2016 Ebbers, Wolfgang E.; Jansen, 
Marloes G.M.; Van Deursen, 
Alexander J.A.M. 

Impact of the digital divide on e- 
government: Expanding from 
channel choice to channel usage 

Government Information Quarterly Netherlands Quantitative 

Conference 
article 

2017 Frohlich, Karin Evaluating the effects of e- 
government initiatives on citizen- 
centric goals at selected Namibian 
Government Ministry 

2017 IST-Africa Week Conference 
(IST-Africa) 

Namibia Qualitative 

Peer- 
reviewed 
journal 
article 

2015 Gable, Matt Efficiency, Participation, and 
Quality: Three Dimensions of E- 
Government? 

Social Science Computer Review Worldwide Qualitative 

Conference 
article 

2016 Garcia-Garcia, Luz Maria User Centric e-Government: the 
Modernization of the National 
Institute of Migration at Mexico’s 
Southern Border 

Proceedings of the 9th International 
Conference on Theory and Practice of 
Electronic Governance 

Mexico Qualitative 

Conference 
article 

2014 Garcia-Garcia, Luz Maria; Gil- 
Garcia, J. Ramon; Gómez, 
Victor 

Citizen-centered e-government: 
towards a more integral approach 

Proceedings of the 15th Annual 
International Conference on Digital 
Government Research 

Worldwide Qualitative 
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Table 10 (continued ) 

Item Type Publ. 
Year 

Author Title Publication Title Scope of 
analysis 

Research 
type 

Conference 
article 

2015 Garcia-Garcia, Luz Maria; Gil- 
Garcia, J. Ramon; Gómez, 
Victor 

Citizen centered e-government?: the 
case of National Migration Institute 
in the Southern Mexican border 

Proceedings of the 16th Annual 
International Conference on Digital 
Government Research 

Mexico Qualitative 

Peer- 
reviewed 
journal 
article 

2017 Ghosh Roy, Saikat; Upadhyay, 
Parijat 

Does e-readiness of citizens ensure 
better adoption of government’s 
digital initiatives? A case based 
study 

Journal of Enterprise Information 
Management 

India Mixed 

Peer- 
reviewed 
journal 
article 

2015 Gjermundrød, Harald; 
Dionysiou, Ioanna 

A conceptual framework for 
configurable privacy-awareness in a 
citizen-centric eGovernment 

Electronic Government, an 
International Journal 

Worldwide Design 
research 

Peer- 
reviewed 
journal 
article 

2013 Grube, Dennis In Search of Society? The Limitations 
of Citizen-Centred Governance 

The Political Quarterly Worldwide Qualitative 

Peer- 
reviewed 
journal 
article 

2016 Gupta, Kriti Priya; Bhaskar, 
Preeti; Singh, Swati 

Critical Factors Influencing E- 
Government Adoption in India: An 
Investigation of the Citizens’ 
Perspectives 

Journal of Information Technology 
Research 

India Quantitative 

Peer- 
reviewed 
journal 
article 

2016 Gupta, Kriti Priya; Singh, Swati; 
Bhaskar, Preeti 

Citizen adoption of e-government: a 
literature review and conceptual 
framework 

Electronic Government, an 
International Journal 

India Mixed 

Peer- 
reviewed 
journal 
article 

2018 Gupta, Kriti Priya; Singh, Swati; 
Bhaskar, Preeti 

Citizens’ perceptions on benefits of 
e-governance services 

International Journal of Electronic 
Governance 

India Quantitative 

Conference 
article 

2015 Haider, Muhammad; Khan, 
Muhammad Umer; Farooq, 
Sumbal 

e-Government: An empirical analysis 
of current literature 

2015 International Conference on 
Information and Communication 
Technologies (ICICT) 

Worldwide Qualitative 

Conference 
article 

2020 Hashim, Kamarul Faizal; 
Hashim, Nor Laily; Ismail, 
Solahudin; Miniaoui, Sami; 
Atalla, Shadi 

Citizen Readiness to Adopt the New 
Emerging Technologies in Dubai 
Smart Government Services 

2020 6th International Conference on 
Science in Information Technology 
(ICSITech) 

UAE Quantitative 

Peer- 
reviewed 
journal 
article 

2012 Hung, Mei Jen Building Citizen-centred E- 
government in Taiwan: Problems 
and Prospects: Building Citizen- 
centred E-government in Taiwan 

Australian Journal of Public 
Administration 

Taiwan Qualitative 

Peer- 
reviewed 
journal 
article 

2019 Ingrams, Alex Public Values in the Age of Big Data: 
A Public Information Perspective: 
Public Values in the Age of Big Data 

Policy & Internet Germany; 
Netherlands 

Qualitative 

Peer- 
reviewed 
journal 
article 

2018 Janssen, Marijn; Helbig, Natalie Innovating and changing the policy- 
cycle: Policy-makers be prepared! 

Government Information Quarterly Worldwide Qualitative 

Peer- 
reviewed 
journal 
article 

2015 Jho, Whasun; Song, Kyong Jae Institutional and technological 
determinants of civil e-Participation: 
Solo or duet? 

Government Information Quarterly Worldwide Quantitative 

Conference 
article 

2013 Kamaruddin, Kamalia Azma; 
Noor, Nor Laila Md 

Citizen-driven model in citizen- 
centric t-government 

Proceedings of the 7th International 
Conference on Theory and Practice of 
Electronic Governance 

Worldwide Qualitative 

Peer- 
reviewed 
journal 
article 

2021 Kassen, Maxat Understanding decentralized civic 
engagement: Focus on peer-to-peer 
and blockchain-driven perspectives 
on e-participation 

Technology in Society Finland; France; 
Germany 

Qualitative 

Peer- 
reviewed 
journal 
article 

2021 König, Pascal D. Citizen-centered data governance in 
the smart city: From ethics to 
accountability 

Sustainable Cities and Society Worldwide Qualitative 

Peer- 
reviewed 
journal 
article 

2012 Kotamraju, Nalini P.; Van Der 
Geest, Thea M. 

The tension between user-centred 
design and e-government services 

Behavior & Information Technology Netherlands Qualitative 

Peer- 
reviewed 
journal 
article 

2019 Kumar, Avanish Citizen-centric model of 
governmental entrepreneurship: 
Transforming public service 
management for the empowerment 
of marginalized women 

Transforming Government: People, 
Process and Policy 

India Qualitative 

Peer- 
reviewed 
journal 
article 

2021 Kyakulumbye, Stephen; Pather, 
Shaun; Jantjies, Mmaki 

Towards design of citizen centric e- 
government projects in developing 
country context: the design-reality 
gap in Uganda 

International Journal of Information 
Systems and Project Management 

Uganda Qualitative 
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Table 10 (continued ) 

Item Type Publ. 
Year 

Author Title Publication Title Scope of 
analysis 

Research 
type 

Conference 
article 

2015 Lappas, Georgios; 
Triantafillidou, Amalia; 
Kleftodimos, Alexandras; 
Yannas, Prodromos 

Evaluation framework of local e- 
government and e-democracy: A 
citizens’ perspective 

2015 IEEE Conference on e-Learning, 
e-Management and e-Services (IC3e) 

Greece Quantitative 

Peer- 
reviewed 
journal 
article 

2021 Larsson, Karl Kristian Digitization or equality: When 
government automation covers 
some, but not all citizens 

Government Information Quarterly Norway Qualitative 

Conference 
article 

2020 Liva, Giovanni; Codagnone, 
Cristiano; Misuraca, Gianluca; 
Gineikyte, Vaida; Barcevicius, 
Egidijus 

Exploring digital government 
transformation: a literature review 

Proceedings of the 13th International 
Conference on Theory and Practice of 
Electronic Governance 

Worldwide Qualitative 

Peer- 
reviewed 
journal 
article 

2023 Madan, Rohit; Ashok, Mona AI adoption and diffusion in public 
administration: A systematic 
literature review and future research 
agenda 

Government Information Quarterly Worldwide Qualitative 

Peer- 
reviewed 
journal 
article 

2014 Mariën, Ilse; A. Prodnik, Jernej Digital inclusion and user (dis) 
empowerment: a critical perspective 

Digital Policy, Regulation and 
Governance 

Worldwide Qualitative 

Book chapter 2018 Mossey, Sean; Manoharan, A.P.; 
Bennett, Lamar Vernon 

New Approaches, Methods, and 
Tools in Urban E-Planning 

New Approaches, Methods, and Tools 
in Urban E-Planning: 

USA Mixed 

Peer- 
reviewed 
journal 
article 

2013 Mostafa, Mohamed M.; El- 
Masry, Ahmed A. 

Citizens as consumers: Profiling e- 
government services’ users in Egypt 
via data mining techniques 

International Journal of Information 
Management 

Egypt Quantitative 

Peer- 
reviewed 
journal 
article 

2012 Nabatchi, Tina Putting the “Public” Back in Public 
Values Research: Designing 
Participation to Identify and 
Respond to Values 

Public Administration Review Worldwide Qualitative 

Peer- 
reviewed 
journal 
article 

2018 Nabatchi, Tina Public Values Frames in 
Administration and Governance 

Perspectives on Public Management 
and Governance 

Worldwide Qualitative 

Book chapter 2018 Osborne, Stephen P.; Strokosch, 
Kirsty; Radnor, Zoe 

Co-Production and the Co-Creation 
of Value in Public Services 

Co-Production and Co-Creation Worldwide Qualitative 

Peer- 
reviewed 
journal 
article 

2014 Osman, Ibrahim H.; Anouze, 
Abdel Latef; Irani, Zahir; Al- 
Ayoubi, Baydaa; Lee, Habin; 
Balcı, Asım; Medeni, Tunç D.; 
Weerakkody, Vishanth 

COBRA framework to evaluate e- 
government services: A citizen- 
centric perspective 

Government Information Quarterly Turkey Mixed 

Peer- 
reviewed 
journal 
article 

2019 Panagiotopoulos, Panos; 
Klievink, Bram; Cordella, 
Antonio 

Public value creation in digital 
government 

Government Information Quarterly Worldwide Qualitative 

Peer- 
reviewed 
journal 
article 

2014 Pang, Min-Seok; Lee, Gwanhoo; 
DeLone, William H 

IT Resources, Organizational 
Capabilities, and Value Creation in 
Public-Sector Organizations: A 
Public-Value Management 
Perspective 

Journal of Information Technology Worldwide Qualitative 

Peer- 
reviewed 
journal 
article 

2019 Park, Sora; Humphry, Justine Exclusion by design: intersections of 
social, digital and data exclusion 

Information, Communication & 
Society 

Australia Qualitative 

Conference 
article 

2020 Parra, Raul Diaz; Saenz, 
Christian Fernando Libaque 

The Influence of Digital 
Transformation of the Peruvian 
Public Sector on Citizen Trust 

AMCIS 2020 Proceedings Peru Quantitative 

Peer- 
reviewed 
journal 
article 

2020 Pérez-Morote, Rosario; 
Pontones-Rosa, Carolina; 
Núñez-Chicharro, Montserrat 

The effects of e-government 
evaluation, trust and the digital 
divide in the levels of e-government 
use in European countries 

Technological Forecasting and Social 
Change 

Europe Quantitative 

Peer- 
reviewed 
journal 
article 

2013 Persaud, Ajax; Persaud, Priya Rethinking E-Government Adoption: 
A User-Centered Model 

International Journal of Electronic 
Government Research 

Canada Mixed 

Book chapter 2013 Purao, Sandeep; Seng, Teo Chin; 
Wu, Alfred 

Modeling Citizen-Centric Services in 
Smart Cities 

Conceptual Modeling Worldwide Formal 

Conference 
article 

2013 Purao, Sandeep; Wu, Alfred Towards Values-inspired Design: The 
Case of Citizen-Centric Services 

Proceedings of the Thirty Fourth 
International Conference on 
Information Systems, Milan 2013 

Worldwide Formal 

Peer- 
reviewed 
journal 
article 

2015 Rose, Jeremy; Persson, John 
Stouby; Heeager, Lise Tordrup; 
Irani, Zahir 

Managing e-Government: value 
positions and relationships 

Information Systems Journal Worldwide Qualitative 
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Table 10 (continued ) 

Item Type Publ. 
Year 

Author Title Publication Title Scope of 
analysis 

Research 
type 

Peer- 
reviewed 
journal 
article 

2016 Scott, Murray; DeLone, William; 
Golden, William 

Measuring eGovernment success: a 
public value approach 

European Journal of Information 
Systems 

USA Quantitative 

Peer- 
reviewed 
journal 
article 

2019 Sepasgozar, Samad M.E.; 
Hawken, Scott; Sargolzaei, 
Sharifeh; Foroozanfa, Mona 

Implementing citizen centric 
technology in developing smart 
cities: A model for predicting the 
acceptance of urban technologies 

Technological Forecasting and Social 
Change 

Iran Mixed 

Peer- 
reviewed 
journal 
article 

2016 Sharma, Ravi; Fantin, Arul-Raj; 
Prabhu, Navin; Guan, Chong; 
Dattakumar, Ambica 

Digital literacy and knowledge 
societies: A grounded theory 
investigation of sustainable 
development 

Telecommunications Policy Finland; Hong 
Kong; Qatar; 
New Zealand; 
Singapore 

Qualitative 

Peer- 
reviewed 
journal 
article 

2016 Sigwejo, Annastellah; Pather, 
Shaun 

A Citizen-Centric Framework For 
Assessing E-Government 
Effectiveness 

The Electronic Journal of Information 
Systems in Developing Countries 

Tanzania Qualitative 

Peer- 
reviewed 
journal 
article 

2015 Sorn-in, Kanda; Tuamsuk, 
Kulthida; Chaopanon, Wasu 

Factors affecting the development of 
e-government using a citizen-centric 
approach 

Journal of Science & Technology 
Policy Management 

Thailand Mixed 

Book chapter 2014 Synnes, Kåre; Kranz, Matthias; 
Rana, Juwel; Schelén, Olov; 
Nilsson, Michael 

User-Centric Social Interaction for 
Digital Cities 

Creating Personal, Social, and Urban 
Awareness through Pervasive 
Computing: 

Worldwide Qualitative 

Peer- 
reviewed 
journal 
article 

2013 Thomas, John Clayton Citizen, Customer, Partner: 
Rethinking the Place of the Public in 
Public Management 

Public Administration Review Worldwide Qualitative 

Conference 
article 

2012 Tsohou, Aggeliki; Lee, Habin; 
Irani, Zahir; Weerakkody, 
Vishanth; Osman, Ibrahim; 
Latif, Abdel Anuz; Medeni, Tunc 

Evaluating e-government services 
from a citizens’ perspective: a 
reference process 

European, Mediterranean & Middle 
Eastern Conference on Information 
Systems 2012 

Europe Design 
research 

Conference 
article 

2017 Twizeyimana, Jean Damascene User-centeredness and usability in e- 
government: a reflection on a case 
study in Rwanda 

Proceedings of the Internationsl 
Conference on Electronic Governance 
and Open Society: Challenges in 
Eurasia 

Rwanda Qualitative   

Table 11 
Value conflicts and conflict sources found in literature.   

User focus-representation User focus-pluralism User involvement-accountability User involvement-inclusiveness 

Decision-making 
Dominance 

Grube, 2013; Ingrams, 2019; 
Kassen, 2021; Kotamraju & van 
der Geest, 2012; Park & 
Humphry, 2019  

de Graaf et al., 2014; Ingrams, 2019; 
Kotamraju & van der Geest, 2012; 
Mossey et al., 2018  

David, 2018; Kotamraju & van der 
Geest, 2012; Mariën & Amon 
Prodnik, 2014 

Degree of 
Participation 

Berg et al., 2021; Grube, 2013; 
Kassen, 2021; Kotamraju & van 
der Geest, 2012; Nabatchi, 2012 

Aschhoff & Vogel, 2018; Gupta, Singh, & 
Bhaskar, 2016; Kotamraju & van der 
Geest, 2012; Mariën & Amon Prodnik, 
2014 

Aschhoff & Vogel, 2018; Berg et al., 
2021; de Graaf et al., 2014; König, 
2021; Kotamraju & van der Geest, 
2012; Mossey et al., 2018 

David, 2018; König, 2021; 
Kotamraju & van der Geest, 2012; 
Mariën & Amon Prodnik, 2014 

Resource Deficit 
Kotamraju & van der Geest, 
2012; Kyakulumbye et al., 2019; 
Sigwejo & Pather, 2016 

Berg et al., 2021; Bokayev et al., 2021; 
Gupta et al., 2018; Gupta, Singh, & 
Bhaskar, 2016; Kotamraju & van der 
Geest, 2012; Larsson, 2020; Mariën & 
Amon Prodnik, 2014; Park & Humphry, 
2019 

Kotamraju & van der Geest, 2012; 
Mossey et al., 2018 

Berg et al., 2021; David, 2018; 
König, 2021; Kotamraju & van der 
Geest, 2012; Mariën & Amon 
Prodnik, 2014; Park & Humphry, 
2019 

Establishment- 
Innovation 

de Graaf et al., 2014; Grube, 
2013; Ingrams, 2019; Kassen, 
2021; Kotamraju & van der 
Geest, 2012; Miniaoui et al., 
2020 

Aschhoff & Vogel, 2018; Brown, 2021; 
Cordella & Bonina, 2012; de Graaf et al., 
2014; Kotamraju & van der Geest, 2012; 
Mariën & Amon Prodnik, 2014 

Aschhoff & Vogel, 2018; Bason & 
Austin, 2022; de Graaf et al., 2014; 
Grube, 2013; Ingrams, 2019; 
Kotamraju & van der Geest, 2012; 
Mossey et al., 2018 

Clark, 2021; Kotamraju & van der 
Geest, 2012; Mariën & Amon 
Prodnik, 2014 

Multistakeholder 

Ingrams, 2019; Kassen, 2021; 
Kotamraju & van der Geest, 
2012; Nabatchi, 2012; Sorn-in 
et al., 2015 

Aschhoff & Vogel, 2018; Kotamraju & 
van der Geest, 2012; Scott et al., 2016 

Ingrams, 2019    

L. Weigl et al.                                                                                                                                                                                                                                    



Government Information Quarterly 41 (2024) 101956

17

Table 12 
Codebook.  

Main code category Sub-code category Sub-code category 

User-values conflict sources 

Degree of participation 
Multistakeholder issue 
Establishment-innovation tension 
Resource deficit 
Decision-making dominance 

User-values overlap 

Knowledge society 

ICT infrastructure 
Role of new media 
Regulatory policy and governance 
Political vision 
Human capital development 
Education 

Facilitating conditions 

Funding 
Government process change 
Coordination 
Multichannel delivery of e-government 
Access limitation 
Infrastructure 
Availability of data 

Collaborative governance 

Influence 
Citizen disinterest 
Networks 
Deliberation 
Dialogue 
Co-design 

Government 

E-government 

Policy-making 
Challenges, barriers and failures 
E-governance 
Infrastructure 
Success 
Risks 
Benefits 

Multiple Stakeholders 
Coordination 
Interaction 
Dispute resolution 

Institutionalized processes 

Design choices 

User-centered design 
Value-infused design choices 
Proactivity 
Democracy 
Inclusiveness 
Performance 
Productivity 
Durability 
Compliance 
Engagement 
Service quality 
Efficiency 
Political neutrality 
Transparency 
Trust 

Accountability 
Accountability to the public 
Accountability to government 

Cost savings 
Equality 
Responsiveness 
Representation 
Participation 
Effectiveness 
Justice 
Legitimacy 
Innovation 
Equity 
Confidence 
Accessibility 
Reliability 
Fairness 
Diversity 
Flexibility 
Sustainability 
Economy / parsimony 
Privacy 
Security 
Proper use of public funds 

(continued on next page) 
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Table 12 (continued ) 

Main code category Sub-code category Sub-code category 

Responsibility 

Citizens 

Skills 

Informed citizens 
Expected skills 
Awareness of existing system 
Knowledge 
Content availability and literacy 

Needs 

Interoperability 
Needs, abilities and expectations 
Usability, functionality and accessibility 
Citizen satisfactions 

Adoption 

Ease of use 
Perceived usefulness 
Citizen readiness 
Benefits 
Intention to use 

Digital divide 

User-centricity 
System personalization 
User involvement 
User focus  
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Abstract. When arriving in European host countries, refugees need to
go through a multitude of administrative processes before they can par-
ticipate in society. However, these processes are often challenging, as
refugees struggle to understand them, lack instructions for managing pa-
perwork, and do not possess the required language skills. Prior research
emphasizes the role of information and communication technologies to
simplify and enable refugee-friendly administrative processes. However,
recent research and existing applications mainly focus on information re-
trieval and do not offer assistance for understanding official letters, com-
pleting administrative forms, and managing corresponding documents.
Furthermore, refugees are often reluctant to use existing applications as
they do not trust their host country’s governments and public author-
ities. In this research, we aim to address this functional and trust gap.
We follow a design science research approach to develop a design for a
refugee-centric and trustworthy mobile application that assists refugees
along administrative processes. In doing so, we identify three design prin-
ciples that may guide the development of such applications for refugees.

Keywords: Refugees · Trust · Document Management.

1 Introduction

Global conflicts, human rights violations, and social injustice regularly force
enormous numbers of refugees out of their home countries towards Europe [31].
Upon arrival in their European host countries, refugees typically have a hard
time participating in and integrating into society [1,2]. Many lack official iden-
tity documents, which not only limits their access to public and private ser-
vices [17], but also requires a series of administrative processes to regain such
documents and obtain the right to stay [1]. However, these processes are often
hard to complete for refugees due to language barriers, missing instructions, or a
lack of understanding of their required contributions [2]. Furthermore, refugees
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frequently struggle to manage the quantity and diversity of official documents
that they receive throughout these processes.

Prior research has emphasized the potential of information and communica-
tion technology (ICT) to make such processes more refugee-friendly and lower
the barriers to social inclusion [2,17,23]. Research particularly focuses on web
and mobile applications that enable refugees to retrieve important information
related to administrative processes, healthcare, living, and interaction with the
local community in simplified language and with an intuitive design [28,1]. While
these applications may be helpful for understanding the structure of administra-
tive processes, they do not currently provide support with document manage-
ment, ranging from distinguishing and understanding official letters to complet-
ing administrative forms and managing corresponding certificates. Consequently,
most refugees still depend on the help of refugee assistants to complete admin-
istrative processes, which strains refugee assistants and limits agency and per-
ceived self-efficacy of refugees [1]. Research also highlights that refugees often do
not trust their host country’s public authorities because of negative experiences
in their home-, transit- or even host countries [13]. This frequently inhibits the
adoption of ICT, as refugees are afraid to use apps provided by public author-
ities, which might disclose information that had been used for prosecution or
suppression in their past [17,27]. As such, trust is a prerequisite to the refugees’
adoption of ICT provided by their host countries, and to leveraging the benefits
attached to its use.

Adequate ICT solutions for refugees need to consider these concerns in their
design. They need to give refugees more agency and control in handling their
documents and should foster trust in their host countries’ governments [2,8,20].
Acknowledging AbuJarour et al.’s [1] call for further research concerning the de-
sign of trustworthy ICT to facilitate administrative processes, this research thus
investigates the following research question: How to design a user-centric and
trustworthy mobile application that assists refugees in administrative processes?

To answer this research question, we follow a Design Science Research (DSR)
approach [25] and develop a fit-for-purpose design for a mobile application that
assists refugees along administrative processes. In doing so, we build upon work
in the area of ICT for refugees as well as institution-based trust. Our design is
informed by nine ex-ante interviews with government officials and representatives
of public authorities and fourteen ex-post interviews with refugees and refugee
assistants, which helped us ensure relevance and rigor. From our final design, we
infer three design principles.

2 Background

2.1 The Role of ICT for Refugees

Following their arrival in European host countries, refugees have to complete
many administrative processes to obtain a residency permit, access healthcare,
or have educational credentials recognized [1]. As an initial step, refugees typ-
ically complete an asylum procedure, which entitles them to access such basic
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services. While refugees are often well-guided throughout the asylum procedure,
subsequent processes are challenging [24]. Not least as many administrative pro-
cesses in European countries are still paper-based [1]. Moreover, they are often
complex and may appear arbitrary for those who are not familiar with the sys-
tem. In particular, refugees often struggle with understanding paperwork, not
only because of language barriers but also due to intricate bureaucratic com-
plexities [2,24]. Refugees also often lack information and guidance concerning
process steps and those contributions they have to make themselves.

As prior research illustrates, integrating ICT into administrative processes
can help refugees navigate integration procedures [1]. Yet, while various appli-
cations exist that support refugees in accessing important information and iden-
tifying themselves, we could not pinpoint solutions that assist refugees along
administrative processes and help them manage official documents. Moreover,
we found that many existing applications pay too little attention to accessibility
for refugees. This is problematic as refugees may have difficulties using interfaces
that do not match their levels of digital literacy or have reading directions that
only follow European specifications [28]. Thus, further research is required on
refugee-centric design [1].

An approach to such refugee-centric design is the integration of refugee
agency [1,2,28]. For instance, mobile apps for refugees can improve accessibility of
vital information concerning areas such as healthcare, public administration, ed-
ucation, or every-day live [28]. Moreover, they can digitize administrative forms
and lower barriers of understanding for refugees by complementing digital forms
with additional instructions. Mobile apps can also support refugees with identifi-
cation and authentication - an approach currently pursued by the UNHCR [17].
Privacy-preserving applications, so-called digital wallet apps, can even grant in-
dependence of public institutions in managing identity-related certificates and
documents [5]. These apps promise refugees a high degree of self-efficacy, con-
trol, and privacy regarding their identity information [5,26]. Refugee agency and
privacy are also important for re-building trust in governments and public au-
thorities as many refugees have made negative experiences with governments
that did not uphold either [17,13,6].

2.2 Antecedents of Institution-based Trust

As prior research illustrates, trust and distrust beliefs towards an institution
can have a significant impact on the trustee’s adoption of digital services and
technologies [19]. For our particular research, this effectively means that a suc-
cessful application for the support of administrative processes and management
of official documents has to enhance refugees’ institution-based trust and reduce
their institution-based distrust.

Trust is commonly associated with “the willingness of a party to be vulnera-
ble to another party’s actions based on the expectation that the other party will
perform a particular action” [9, p.3]. Most citizens in Europe trust their gov-
ernments and public authorities to lawfully and reliably deliver public service.
However, refugees typically do not have such institution-based trust as they have
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been prosecuted or suppressed by governments and public authorities in their
home countries [9,13].

The formation of such institution-based trust typically depends on three fac-
tors: the institution’s perceived integrity, the institution’s perceived competence
for reliable action, and its intention to act in a benevolent manner [20,22]. If a
trusting party, such as refugees, believes that an institution will not act with
integrity and in a competent and benevolent way, trust will decrease or even
be undermined. Such lack of trust may even stimulate the emergence of dis-
trust [20]. Distrust manifests itself when there is a “lack of confidence in the
other, a concern that the other may act as to harm one, [. . . ] not [caring] about
one’s welfare [. . . ]” [10, p.240]. Like trust, distrust also comprises three dimen-
sions: deceit, incompetence, and malevolence [20,22]. Importantly, a lack of trust
does not automatically lead to distrust [22].

3 Research Method

To develop our artifact – a design for a refugee-centric and trustworthy mo-
bile application which we call the “Asylum Wizard” – we adopted a DSR ap-
proach [12,25]. In doing so, we followed the proposed DSR process model of
Peffers et al. [25]. The process starts with the problem identification. To do
so, we conducted nine qualitative and semi-structured ex-ante interviews [29]
with government officials and representatives of public authorities that are reg-
ularly in touch with refugees. With these interviewees, we discussed problems
that refugees typically encounter while dealing with administrative processes.
We identified a lack of refugee agency in managing their official documents and
completing administrative processes as an important problem. We also estab-
lished the existence of weak trust or even distrust beliefs in governments and
public authorities. Thus, this research intends to develop a refugee-centric de-
sign that enhances agency and mediates trust concerns by supporting refugees
in effectively managing their official documents.

Subsequent to our problem description, we structured and condensed our
insights into design requirements – generic requirements that any artifact aiming
to solve the underlying problem class should meet – for an application that
could assist refugees [7,21,30]. In addition to the interviews, which ensure the
practical relevance of our research, we consulted prior literature on the role of
ICT for refugees and institution-based trust and distrust. This warrants the
rigor, validity, and effectiveness of our research [34,35].

Based on the design requirements, we developed and iteratively refined our
DSR artifact. We first translated the identified requirements into design fea-
tures which represent the technical specifications and components of our solu-
tion [7,21]. Thereafter, we instantiated the design features into a paper-based
prototype of our “Asylum Wizard”, to help demonstrate our design.

For the demonstration, we presented the paper-based prototype to refugees
and refugee assistants and discussed with them the design features of our so-
lution. These interviews also served as a basis for the evaluation of our de-
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sign [32]. Overall, we conducted 14 ex-post interviews with three refugees and
eleven refugee assistants – who support refugees along administrative processes
on a regular basis – to gain feedback from an end-user perspective. In particular,
we discussed the design features and the Asylum Wizard’s usability and trust-
enhancing qualities, as well as potentials for improvement. After each interview,
we evaluated the feedback and adapted our design features and paper-based pro-
totype, if necessary. The interviews enabled us to abstract our design into de-
sign principles that provide explanations for how our design features address the
identified design requirements and provide a solution to our underlying problem
class [7]. More specifically, the design principles offer generalizeable guidelines
on how to design applications that assist refugees along administrative processes
and generic capabilities that may technically support trust [3,11,21].

4 Design and Development

4.1 Design Requirements

Our ex-ante interviews as well as the literature on the role of ICT for refugees
and institution-based trust and distrust provided us with overall six design re-
quirements for our Asylum Wizard. More specifically, they highlighted the po-
tential for increased refugee agency through the use of ICT [18,23]. Most refugees
are currently relying on information provided by government officials or refugee
assistants without the ability to “fully participate [. . . ] and control their own
destinies” [2, p.406]. This does not only create exclusion from the society of
their host countries but also takes a mental toll on refugees who find it “dif-
ficult to accept help – from a cultural perspective – as they do not want to
appear weak” (Gov 7). Thus, granting refugees control of documents and in-
formation flows (DR1) is a cornerstone of a refugee-centric ICT design that
helps prevent the development of distrust beliefs towards host governments and
supporting organizations [6]. An increased availability of relevant documents for
refugees (DR2) helps them navigate unfamiliar government procedures and in-
formation environments [6,15]. To date, refugees often do not know “what they
have to fill in, why they have to fill it in, and where to put the filled in docu-
ment” (Gov 1). Indications of completeness of documents (DR3) and an overview
of documents and information flows (DR4) may enable refugees to better under-
stand these requirements, the current state of their respective procedure, and for
which documents their identity-related information is needed. Understanding the
required documents and processes (DR5) also helps refugees to be “much more
accepting of administrative processes – regardless of how positive or negative
the outcome” (Gov 5). Thus, knowledge and understanding can ensure refugees’
trust in the integrity of government agencies and supporting organizations. An
increased efficiency of data exchange for refugees (DR6) may also improve the
interaction with and perceived competence of government officials and repre-
sentatives of public institutions, and thus the trust they place in them. Indeed,
should documents be lost or incomplete, refugees may more easily find the “re-
ceipt that shows [that] documents have been complete upon submission” (Gov 5).



6 A. Amard et al.

Asylum Wizard

Scan QR code

Residency permit

Document identified:

Asylum Wizard

Select communication

Asylum Application

Education

Housing

Transportation

Residency permit

Asylum Wizard

Select communication

Asylum Application

Education

Housing

Transportation

Residency permit

Dcoument

guide

Where to go?

Institutions

Appointments

Examples

Contact

Asylum Wizard

Select communication

Asylum Application

Education

Housing

Transportation

Residency permit

Explanation

Institutions

Who needs it? 

What is the

document for?

Related

documents

Checklist

See document

translation

Fig. 1. Design of the Asylum Wizard.

4.2 Design Features and Instantiation

Guided by our design requirements, we developed design features that were di-
rectly relevant for the design of our refugee-centric and trustworthy mobile ap-
plication [21]. Overall, we identified eleven design features, which either directly
concerned document management or increased agency as well as inclusive or
culture-specific adaptations of our Asylum Wizard. As a first step towards more
knowledge about governmental procedures in their host country, explanations of
unknown procedures (DF1) is an important design feature. That is, information
in official documents, which is often hidden behind formal bureaucratic language
to conform with formal requirements of government documents [4], is didactically
reduced to the essential points. To access this information, official documents can
be enhanced with QR-codes. Refugees can scan a QR-code provided on a paper-
based document with their Asylum Wizard that automatically allocates (DF2)
a digital version of the document into pre-structured document folders (DF3)
within the asylum application (Figure 1). These folders concern key areas in the
refugees’ journey through the adminsitrative processes of their host country, for
instance housing, transportation, or the asylum procedure [1,28]. Since refugees
“[often] have no idea of folder structures” (RA 5), the pre-structured folders also
help refugees to organise their physical documents in folders. In case of success-
ful submission or presentation, another QR-code provided on the receipt issued
by responsible government agencies can mark the respective digital document as
completed by changing its color to green. This constitutes the integration of a
checklist (DF4) to help refugees assess their progress in a procedure and under-
stand the relevant details. Such checklists could also provide information on the
due date of document submissions and the intended recipient of a document.

While this design may already allow for more agency, refugee applications
also need to consider different levels of literacy (DF5), i.e., not all refugees can
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read and write [15,26]. To limit discrimination, refugees can choose between
written language and sign language combined with audios as basic settings.
In both cases, availability of the refugees’ native languages is important. This
not only includes translations of all information but also culturally appropriate
presentation of information (DF6) – such as where information is being provided
– to make the user journey more intuitive. Likewise, automation and a simple
interface enable the consideration of different levels of digital literacy (DF7).
Many refugees are not familiar with using digital devices [15,33], which is why
we decided for an inclusive design.

Inclusive design also extends to the consideration of the refugees’ fears and
concerns. More specifically, many refugees fear that the use of apps, such as
the Asylum Wizard, would allow for tracking of personal information [6]. To
address those fears, features of secure digital wallet apps and decentralized dig-
ital identities can be included. Comparable to a physical wallet, secure digital
wallets can guarantee the privacy of documents (DF8) thanks to methods such
as encryption and access management, which provides refugees with more con-
trol and may reduce the perceived malevolence of governments [5,6]. Due to the
intuitive and clear folder structure, refugees could also better control document
sharing and disclosure (DF9), while the use of QR-codes on documents could
include features for verifying the integrity of documents (DF10). Finally, pro-
viding an overview of the documents they need and what they are required for,
as well as when they have submitted their documents to the competent person
or authority, enables additional transparency over processing of disclosed docu-
ments (DF11). Thus, at all points in time, refugees are aware of what happens
with their documents and how many documents they still need to complete.

5 Evaluation

In the evaluation interviews, we asked refugee assistants (RA) and refugees (R)
in how far they deem the presented Asylum Wizard as trust-enhancing and what
other functions they believed would further increase the perceived trustworthi-
ness of our application. Both groups highlighted the intuitive organization of the
pre-structured document folders (DF3). They again emphasized that refugees
have difficulties identifying relevant documents – some would appear with the en-
tire contents of their mailbox including newsletters and adverts – and are unable
to put these documents into a coherent order (RA4, 10/11). They particularly
appreciated the possibility to automatically allocate documents to pre-structured
folders (DF2) with the help of a QR-code (DF10). Such an allocation would pre-
vent them from saving irrelevant documents or discarding relevant ones (R 1 - 3;
RA1, 2, 4 - 6, 8, 10/11), making them feel less vulnerable and more confident in
their interaction with public authorities.

Refugee assistants also emphasized that being able to check the completeness
of application documents and keep track of submission deadlines (RA4, 5) during
the asylum application were indeed valuable features. With incoming documents
often referring to more or less the same procedure, refugees felt that a transpar-
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ent overview would increase their understanding and agency. In addition to more
integration-related sub-folders, we therefore also included the checklist function
for asylum application documents (DF4). Moreover, both refugees and refugee
assistants suggested the addition of a status-tracing function in the Asylum Wiz-
ard (RA4 - 6, 10/11). This would increase transparency for refugees throughout
the asylum procedure (DF11), making it more understandable where they are
in the procedure and when they could expect a decision (DF1) (R 2 - 3). Such
transparency would greatly add to clarity and positive beliefs. At the same time,
refugees voiced concern that using an app with a status-tracing function would
reveal information about them that they do not wish to share, and thus ap-
preciated the inclusion of privacy and control features (DF8, DF9). Since many
refugees are not aware of their host countries’ privacy and data protection regula-
tions or the legal obligations of those countries’ governments, privacy assurance
would either require extensive explaining or a technology-mediated guarantee
(RA2, 4, 6, 7, 10/11). Overall, many refugee assistants and most refugees would
prefer technology-mediated guarantees, in which refugees may trust more than
in governments. For explanations of documents and procedures, interviewees
collectively appreciated the simplification of content as an addition to official
documents (DF1) as well as the consideration of different levels of (digital) lit-
eracy (DF5, DF7) to increase understanding and the availability of information.
As documents must still be filled in manually, refugees suggested reference ex-
amples as part of the explanation for each document in their target languages
to make it easier for them to fill in the forms (DF1, DF6) (R 1 - 3).

6 Discussion

We consolidated the iterations and evaluations of our design with refugee as-
sistants and refugees in a nascent design theory, i.e. in generalizable design
principles [3,11]. We have identified three design principles that provide knowl-
edge on how to design technical applications that help restore institution-based
trust [20,22] and mediate institution-based distrust [14,19] of refugees (Fig-
ure 2&3). We add to theory by proposing that aside from inclusive or culture-
sensitive design, document management and increased agency may be trust-
enhancing factors. Furthermore, our design principles may provide potential so-
lutions for practitioners who wish to develop applications for refugees that build
on the same underlying class of problems.

DP1 – Guided document management: When evaluating the refugee assis-
tants’ and refugees’ feedback, we found that distrust beliefs in governmental
agencies [6] based on incomplete documents or repetitive requests can be medi-
ated by having a mobile document management application. This would not only
support refugees in allocating official documents to dedicated folders but would
also help them understand the purpose and content of such documents, poten-
tially breaking the cycle of distrust. Imparting knowledge of the procedures and
requirements in an accessible manner would put refugees in a position of con-
trol. With increased control, refugees may not only reduce their distrust beliefs
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but may be able to better assess bureaucratic requirements and the integrity and
competence of governmental procedures, and thereby also build institution-based
trust [19,20,22]. The additional checklist function of our Asylum Wizard further
emphasizes the refugees’ position of control. Having something that would not
only indicate the completeness of a document but also due dates and receiving
parties, creates a feeling of safety, which in turn also increases the institutions’
perceived benevolence and competence. This, in turn, positively affect the for-
mation of institution-based trust [20,22].

DP2 – Refugee-centric, inclusive & cultural-sensitive design: Although a
more general prerequisite of all applications – physical or digital – refugee-centric
design is pivotal in building trust-relations. Newly arriving refugees lack a sense
of belonging and agency [16]. In many cases, this sense of alienation and depen-
dency is further emphasized by language barriers. To counteract this trend and
bridge the comprehension gap despite the lack of language competencies of many
refugees, the Asylum Wizard offers a didactically reduced and culturally appro-
priate design of information presentation [16]. This way, refugees may feel less
alienated and more capable to act as they find their needs represented regardless
of literacy levels. The same also applies to digital literacy, where automation of
key processes, and easy and intuitive icons should prevent less digitally literate
refugees from feeling overwhelmed [26]. Overall, positive experiences with the
Asylum Wizard and a sense of belonging through culturally appropriate design
and representation may foster the belief of benevolence and reduce distrust and
fears of malevolence [19,22].

DP3 – Self-sovereign data management: Gaining more control through un-
derstanding and being able to handle one’s own data is also closely connected to
self-sovereignty and empowerment principles [8]. By building on best practices
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from digital wallet apps, the Asylum Wizard could ensure that data stored in
the app remains private and in the hands of the refugees [8,26]. Yet, it would
also make it possible to share this data with other refugees or trusted refugee
assistants in a self-controlled manner to, for instance, provide them with addi-
tional samples for filling in documents. Moreover, refugees may share their filled
in documents with competent government officials before submission to make
sure that the documents are complete. This again may improve the refugees’
relative power position and could make them feel more self-sufficient. At the
same time, their increased sovereignty may positively reflect on heightened com-
petence beliefs regarding their host country’s government and may thus foster
institution-based trust [20,22]. Increased transparency through knowledge about
processes and having all relevant information available and verified in their app
further improves such trust through positive perceptions of the government’s
integrity and benevolence [19,22].

7 Conclusion

In this study, we discuss how a mobile application that assists refugees in ad-
ministrative processes can be built in a refugee-centric and trustworthy manner.
In a DSR approach based on literature about ICT for refugees and institution-
based trust and distrust as well as stakeholder interviews, we infer three design
principles from our Asylum Wizard. We find that guided document manage-
ment and refugee-centric, inclusive, and cultural-sensitive design may help re-
duce institution-based distrust; it may even increase institution-based trust when
combined with self-sovereign data management. Yet, this effect may depend on
the refugees’ understanding of the underlying technology to appreciate that (1)
governments intend to improve the trust relationship by (2) providing the app.
Overall, our DSR-based design principles and design features to a refugee-centric
Asylum Wizard may help researchers and practitioners alike to understand the
complex interplay of trust and distrust factors in designing trustworthy and user-
centric applications for refugees.
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Chapter 4
Decentralized Digital Identities

Alexandre Amard, Pol Hölzmer, Alexandra Hoess

Abstract In the financial sector, regulatory requirements impose stringent rules
related to the identification of customers and the management of their identity
data. Financial institutions not only need to comply with strict requirements with
regard to know-your-customer (KYC) processes and customer authentication but also
with legislation pertaining to the management of personal data, e.g., related to data
protection and minimization. Decentralized digital identities in the form of digital
identity wallets represent an alternative to the traditional identity management model,
in which organizations often collect more data than necessary for the provisioning of
services and struggle to verify it efficiently and effectively. Digital identity wallets
enable systemic trust and give control of identity data back to the data subject. In
this chapter, we outline the technical means through which such decentralized digital
identities can enable high degrees of user control, identity assurance, and privacy.
We cover the governance and technical aspects of digital wallet-based decentralized
digital identity management and outline the challenges ahead to realize their full
potential.
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4.1 Introduction

With the increasing digitalization of our societies and economies, digital identity
has become one of the main foci to translate trusted identity management (IdM)
from the physical world to the digital world. In fact, “the Internet was built without a
way to know who and what [people] are connecting to” (Cameron, 2005). Although
organizations and hardware have had innate ways to identify themselves since the
early days of the Internet (by different means such as the address resolution protocol
(ARP), medium access control (MAC) addresses, domain name services (DNS), or
cryptographic certificates), end users mainly relied on ad hoc identity management
(Gaedke et al., 2005).

The relevance of digital identity management is particularly exemplified in the
financial sector, where regulations impose stringent requirements for customer iden-
tification (Schlatt et al., 2022). To open a bank account, KYC processes that involve
the collection of identity data, are considered fundamental to market integrity con-
cerning anti-money laundering (AML) and countering the financing of terrorism
objectives (Arner et al., 2019). Also, specific levels of authentication strengths are
often legally required to digitally access a bank account and validate payment orders
to protect customers and reduce fraud (e.g., the Revised Payment Services Directive
(PSD2)) (Fabcic, 2021). On top of these requirements, financial service providers
need to comply with legislation on managing and protecting personal data. These re-
quirements are increasingly being enforced in various regions of the world (e.g., the
General Data Protection Regulation (GDPR) in the European Union (EU)) (De Hert
et al., 2018), imposing additional safeguards on the management of identity data.

Historically, digital identity management systems have relied on users to provide
different sets of personal data to each online service they joined, and these ser-
vices would store and manage this information (Sedlmeir et al., 2022a). Although
functional, this approach has significant drawbacks. It relies either on non-verified
attributes or on certified attributes originating from physical identity documents.
Transmitting these certified attributes often requires users to make copies of their
identity documents and send them to the service provider. This is problematic for
several reasons. First, service providers do not have a convenient way to verify that
this shared information can be trusted (Lacity et al., 2023). When they do check, this
verification entails a query to the identity document issuer, which leaves a trace in
the trust infrastructure that can be used to track a user’s interaction with a service.
Furthermore, most identity documents do not allow for selective disclosure of at-
tributes, thus leaking more data than required. Finally, identity documents are often
shared via insecure communication channels, such as unencrypted email.

More recently, the federated identity management paradigm became dominant,
where an identity provider collects and stores identity data and acts as an intermediary
between the user and service providers (Maler and Reed, 2008; Sedlmeir et al., 2021).
This approach improves convenience for users, who only need to do it once for all the
federated services instead of providing their identity data for each service provider.
However, this paradigm does not alleviate privacy concerns. On the contrary, it
increases the amount of identity data the user shares for accessing the service,
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remarkably increasing the potential for aggregation of this information by identity
providers. This, in turn, enables them to personal data for additional purposes such
as marketing, profiling, or even surveillance purposes (Preukschat and Reed, 2021).

Decentralized digital identities were designed as a response to these shortcomings.
They allow users to store their own certified identity attributes, share them through
secure communication channels, and prove their integrity and authenticity without
the certification authority knowing about it. Often also coined self-sovereign identity
(SSI) (Allen, 2016), this concept embodies the principle that individuals should have
control of the disclosure of their identity attributes without relying on any centralized
authority. Instead, this user-centric model (Weigl et al., 2022) uses machine-verifiable
attestations stored in users’ digital identity wallets and is supplemented by a trust
infrastructure. Importantly, with the incorporation of data minimization techniques
such as zero-knowledge proofs (ZKPs), users can specify which information to
disclose without hampering verifiability (Babel and Sedlmeir, 2023). In essence,
they significantly improve on the previous paradigms from a security and data
protection standpoint while granting more control to the user.

Recognizing the benefits of a more user-centric identity management system
based on a privacy-respecting paradigm, in June 2021, the EU started its revision of
its electronic Identification, Authentication and Trust Services (eIDAS) regulation
which harmonized national electronic identity (eID) frameworks across member
states in 2014. Its purpose is to massively extend the use of electronic identification
from public to private services by introducing a nationally endorsed and interoperable
European digital identity wallet (EUDIW) for the 450 million EU citizens, based on
the paradigm of decentralized digital identities (Weigl et al., 2023).

In line with these premises, this chapter outlines the technical means through
which decentralized digital identities can support user control and data minimiza-
tion, marking a shift towards more user-centricity, helping to prevent tracking and
identity theft while still providing high levels of assurance for identity verification
(Sedlmeir et al., 2021). It also elaborates on the possibility of decoupling the rela-
tionship between attestation issuers (e.g., governmental entities) and verifiers (e.g.,
financial service providers), thus limiting the risk of collusion and surveillance while
guaranteeing the same level of identity assurance. Finally, it outlines the key build-
ing blocks required for decentralized digital identity management and presents the
challenges ahead on the way to fully transitioning to a decentralized digital identity
management paradigm.

4.2 Decentralized Digital Identity Ecosystems

Decentralized digital identities represent a noteworthy advancement for digital iden-
tity management, as they grant equivalent assurance to today’s physical identity
management while providing data subjects with high degrees of control and privacy
of their identity data. This novel identity management paradigm relies on digital at-
testations, which are the digital equivalent of traditional plastic cards and paper-based
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certificates. It combines technology with convenience (Richter et al., 2023). Decen-
tralized digital identity ecosystems involve a set of processes and components, as well
as actors. The exchange of digital attestations between issuers, holders, and verifiers
happens through secure bilateral (peer-to-peer (P2P)) communication channels that
rely on modern cryptography (Mühle et al., 2018). Issuers certify specific attributes
and issue a digital attestation about a subject to a holder. Holders store and manage
these digital attestations through a so-called digital identity wallet (Sartor et al.,
2022; Guggenberger et al., 2023). Upon request by a verifier, they can present their
digital attestation or prove specific identity attributes through a machine-verifiable
presentation. To validate such a presentation, verifiers commonly check the attesta-
tion’s signature, expiration date, and state of revocation (Schlatt et al., 2022; Lacity
et al., 2023). In doing so, verifiers typically rely on public registries that are em-
bedded in larger “trust infrastructures”, which provide additional information that
allows for verifying a digital attestation’s issuer and state of revocation (Davie et al.,
2019). Figure 4.1 illustrates the processes, components, and actors involved in a
decentralized digital identity management system. This chapter continues by elabo-
rating on the details of the core technical building blocks underlying such a system,
namely public key cryptography, digital attestations, digital identity wallets, and trust
infrastructures.
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Verifier
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Issuer Registry, Schema Registry,

Revocation Registry
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Fig. 4.1 Stakeholder roles and interactions in decentralized digital identity systems.

4.3 Cryptographic Foundations

In the digital age, the trustworthiness of digital identities depends on the strength of
their security mechanisms. At the heart of these trust assurances are cryptographic
primitives, ranging from encryption to digital signatures. The use of cryptography has
profound implications in the domain of decentralized digital identities for proving
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ownership and correctness of attestations using digital signatures. As we move
through the rest of this chapter, understanding how these cryptographic foundations
build and maintain trust in digital identities is essential.

Historically, symmetric key cryptography (SKC) has been used for centuries (Lu-
ciano and Prichett, 1987). Notably, Julius Caesar already utilized a simple shift cipher
to secure his messages during wartime. In general, SKC employs simple permutation
(reordering bits) and substitution (replacing bits) operations in combination with a
single shared secret key (k) for both encryption and decryption. Known for its effi-
ciency, symmetric encryption is often the choice for bulk data protection at rest or
in transit. However, key establishment and management present considerable chal-
lenges, especially when building trust relations with unknown entities, as identity
cannot be verified, actions can be repudiated, and forward secrecy is not guaranteed.

In the realm of cryptography, one of the groundbreaking advancements that
emerged in the 1970s is public key cryptography (PKC), also known as asymmetric
key cryptography (Diffie and Hellman, 1976). Unlike traditional SKC, PKC employs
a pair of distinct keys: a secret key (sk – also called a private key) and a corresponding
public key (pk), hence the term “asymmetric”. The secret key is kept securely by the
individual or entity, while the public key can be openly shared with others and can
function as a public identifier.

PKC has several unique applications due to its asymmetric properties rooted in
discrete mathematics. The most important property is that encrypted data using a pk
can only be decrypted using the corresponding sk. Thus, anybody can initiate a secure
channel with the owner of the pk, who is the only entity able to read the corresponding
messages. In doing so, the confidentiality of information can be ensured. In turn,
digital signatures are created with a sk and can only be verified using the pk. In other
terms, signatures can only be created by the holder of the sk but verified by anyone
with the pk. That way, the integrity and authenticity of information can be ensured.
Those two rather simple concepts provide the baseline security principles described
by the “CIA triad” representing confidentiality, integrity, and authenticity.

Despite covering theoretical security principles, PKC lags behind in applied cryp-
tography (BSI, 2023). Here, its limitations become evident: slow operations, suit-
ability for small amounts of data, and the necessity for a dedicated trust infrastructure
to distribute public keys. Therefore, PKC is almost explicitly limited to symmetric
key establishment and digital signatures. The RSA (Rivest-Shamir-Adleman) cryp-
tosystem (Rivest et al., 1978) is a well-established representative whose security is
based on the difficulty of the integer factorization problem (IFS). Today, RSA is
mostly superseded by the more efficient elliptic curve cryptography (ECC), whose
security relies on the elliptic curve discrete logarithm problem (ECDLP). Notewor-
thy related algorithms include (EC)DH (Diffie-Hellman) derivates for the symmetric
key establishment and (EC)DSA (Digital Signature Algorithm) for digital signatures
(BSI, 2023).

In modern systems, SKC and PKC go hand-in-hand to leverage each other’s
strengths and compensate for weaknesses. It is worth noticing that “security by
obscurity” is not a robust or sustainable security strategy and that Kerckhoff’s prin-
ciples (Kerckhoffs, 1883) should always be applied. The core principle states that the
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security of a cryptographic system should not rely on the secrecy of the algorithm;
instead, it must solely depend on the strength of the employed key.

Unfortunately, the IFS and discrete logarithm problem (DLP), which define the
strength of many modern asymmetric keys, can be broken quickly using quantum
computers, urging the transition to post-quantum cryptography (PQC) even though
this vulnerability cannot be exploited yet because current quantum computers still
lack the required amount of quantum bits to leverage related attacks. This threat
will nevertheless become a reality for PKC in the following years. SKC, in turn, can
easily counterweight this threat by increasing the key size by a reasonable amount. In
most scenarios, the impact is low, even without countermeasures. To explore similar
future-proof solutions for PKC, the National Institute of Standards and Technology
(NIST) launched the PQC Standardization program in 2017 (NIST, 2017), which
is now in the final round. Current promising candidates for post-quantum secure
algorithms include Kyber for symmetric key establishment and Dilithium for digital
signatures.

4.4 Digital Attestations

Whereas PKC serves as the technical basis for encryption and digital signatures, dig-
ital attestations represent the central building block in which identity information is
packaged and exchanged between entities (Lacity et al., 2023). In essence, digital at-
testations function as the digital analogs of conventional physical identity documents
and paper-based certificates, representing a convergence of traditional authentication
mechanisms with contemporary cryptographic technologies (Preukschat and Reed,
2021).

Technically, these attestations are digitally signed sets of information that certify
one or more identity attributes about a subject (Sedlmeir et al., 2021). Digital attes-
tations typically consist of three main elements: metadata, a set of attributes, and
cryptographic proof (W3C, 2023). The metadata contains a set of information that
specifies when and by whom an attestation has been attested. Digital attestations can
be either self-issued, which means the subject creates and signs a digital attestation
about oneself, or attested and signed by a third party. The verifier has to decide if
self-issued attestations are accepted. Furthermore, the metadata provides informa-
tion on how an attestation can be verified, i.e., by referencing the trust infrastructure
that holds information on how to interpret the information stored in an attestation or
whether an attestation has been revoked or not (Glöckler et al., 2023).

Identity attributes form the core of any digital attestation. This is the part that de-
fines the actual identity. It certifies specific characteristics about the identity subject’s
identity, such as the last name or date of birth. In most cases, the subject of these
attributes will also act as a holder who controls the digital attestation. However, in
some cases, the subject and the holder may differ. For instance, for a minor’s digital
ID card, a parent (holder) could act as a guardian and manage a digital attestation
on behalf of their child (subject). In any case, holders store and control the digital
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attestations and present them to a verifier (Weigl et al., 2022). To ensure the integrity
of the presented information, digital attestations contain a cryptographic proof in
the form of a digital signature or an electronic seal. Digital signatures and electronic
seals thereby serve two key features: they make digital attestations tamper-evident
and allow verifiers to authenticate the attestation issuer cryptographically.

Digital attestations can be presented online and offline by a subject to a verifier
(Schlatt et al., 2022). Doing so, a machine-verifiable presentation of an attestation
can be created in three different ways: 1) by presenting the whole set of attributes
contained within an attestation; 2) by selectively disclosing one or a subset of
attributes attested in an attestation, while often still exposing more information than
requested by the verifier; or 3) by applying cryptographic ZKPs that allow one to
prove an identity attribute to another entity without disclosing any more information
than required (Babel and Sedlmeir, 2023; Goldreich and Oren, 1994). For instance,
one could prove to meet a certain legal age requirement without providing any further
information about one’s current age or date of birth. The use of ZKPs is particularly
advisable to minimize or avoid the disclosure of sensitive and correlatable data,
such as unique cryptographic identifiers. Note that a holder’s public keys, as well
as an attestation’s digital signature, are considered to be a (unique) identifier due
to their characteristics and collision resistance. While creating a machine-verifiable
presentation, data subjects are not limited in their information disclosure to attributes
and information stored within a single digital attestation. Instead, a presentation may
also combine information from multiple attestations (Preukschat and Reed, 2021).
Yet, as of now, a prerequisite is that these attestations rely on the same technical
standard.

Current prominent technical standards for digital attestations include the World
Wide Web Consortium’s (W3C) Verifiable Credentials (W3C, 2023) and the
ISO/IEC 18013 (mdoc) standard for electronic attestations (ISO/IEC, 2021). Al-
though the latter has been particularly developed for the use case of a mobile driver’s
license, both standards can be widely applied in different domains and use cases.
Both standards will also form the technical basis for digital attestations in the EUDIW
that the EU is currently developing (European Commission, 2023).

4.5 Digital Identity Wallets

Decentralized digital identity implementations emerged to empower data subjects
to regain control of their digital identities (Allen, 2016; Weigl et al., 2022). Con-
sequently, the pivotal elements of any decentralized digital identity implementation
are the technologies that allow holders to store and manage digital attestations by
themselves. Digital identity wallets play a central role in managing digital identities,
as they integrate these technologies and make them accessible to end users (Rieger
et al., 2022).

Digital identity wallets are mobile or web-based software applications that act
as secure storage for that holder’s digital attestations and cryptographic keys (Sar-
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tor et al., 2022). They provide features for secure communication and managing
digital attestations, such as authenticating other entities based on their public keys,
establishing secure connections through PKC, creating digital signatures, receiv-
ing digital attestations, and, not least, generating presentations thereof that can be
shared and verified in online and offline interactions (Lacity et al., 2023). To en-
sure privacy-preserving digital identity management, digital identity wallets can be
equipped with advanced cryptographic features that, for instance, allow users to
generate a new pseudonymous cryptographic keypair for interaction with each new
counter-party or to create presentations using ZKPs (Sedlmeir et al., 2022a). Fur-
thermore, digital identity wallets connect to trust infrastructures that provide relevant
data for issuer and verifier authentication as well as generating proofs of attestation
non-revocation (Feulner et al., 2022; Preukschat and Reed, 2021).

On par with holders’ digital identity wallets, institutional wallets provide orga-
nizations with technical capabilities for decentralized digital identity management
(Schlatt et al., 2022). Institutional wallets (often also referred to as enterprise wallets
or agents) are software applications that can be integrated into an organization’s
IT infrastructure (Lacity et al., 2023; Preukschat and Reed, 2021). They allow or-
ganizations to manage their cryptographic keys and establish secure connections
with holders’ digital identity wallets. Furthermore, depending on the role an orga-
nization takes in the digital identity ecosystem, these institutional wallets provide
dedicated features for issuing and/or verifying digital attestations. Features for issu-
ing attestations include applications that generate templates for digital attestations,
convert identity information into digital attestations, and tools for digitally signing
these. OpenID provides one emerging standard for related attestation issuing proto-
cols for verifiable credentials (OID4VC) specifications (Chadwick and Vercammen,
2022). Moreover, institutional wallets allow issuers to revoke specific digital attes-
tations when needed and publish related trusted revocation lists (Glöckler et al.,
2023). Verifier tools, in turn, allow organizations to establish secure communication
channels with the holders’ digital identity wallet, generate proof requests, receive
presentations, and connect to trust registries to verify these presentations.

Although digital services are becoming the “new normal,” the use of decentralized
digital identities and digital identity wallets shall not be limited to online interactions.
Instead, emerging digital identity wallet solutions, such as the EUDIW, are designed
to support both sharing digital attestations online and in face-to-face interactions.
Yet, depending on the underlying use case, the holder’s digital identity wallets and
verifier tools may implement different standards that support the sharing of digital
attestations in both online and offline scenarios. Prominent standards for the online
sharing of digital attestations are the Open ID Connect for verifiable presentation
(OIDC4VP) (Chadwick and Vercammen, 2022) and the self-issued OpenID provider
(SIOP) (Yasuda et al., 2023) protocols. However, these protocols cannot be applied
in offline (often also termed as face-to-face or proximity) interactions between holder
and verifier. In such scenarios, digital identity wallets typically use near-field com-
munication (NFC) or quick response (QR) codes to establish an initial connection
and transfer a proof request. Once this initial communication has been established,
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digital attestations can be presented using NFC or QR codes or Bluetooth low energy
(BLE) (ISO/IEC, 2021).

4.6 Trust Infrastructures

While PKC and digital signatures provide technical means for authenticating at-
testation issuers and verifiers, their effectiveness strongly depends on the available
meta-information concerning who controls the respective cryptographic keypair. To
this end, systems for managing decentralized digital identities deploy trust infras-
tructures (often also termed verifiable data registries, trust registries, or trusted lists)
that provide required certified meta-information (Sedlmeir et al., 2021; Preukschat
and Reed, 2021).

In more detail, trust infrastructures are typically employed as public key infras-
tructure (PKI) based on certificate authorities (CAs). That is, trust infrastructures
serve as a registry for legal entities that distribute verifiable information on is-
suers and verifiers, such as their public keys and related metadata. This data can be
used to verify the digital signature and authenticity of a digital attestation (Feulner
et al., 2022). The information provided by trusted registries is not only beneficial
for verifiers but can also prevent holders from sharing their personal information
with malicious actors and being exposed to machine-in-the-middle (MITM) attacks
(Babel and Sedlmeir, 2023). To this end, digital identity wallets can connect to the
registry to identify the verifier based on its public key before establishing a secure
connection and sharing any personal data.

Besides implementing registries for legal entities, trust infrastructures are also
important for implementing attestation revocation mechanisms. They provide a
mechanism to verify the current status of a presented attestation and ensure that
any communication or transaction is based on valid and trustworthy information. A
well-designed revocation registry should provide issuers with the means to publish ef-
ficient, scalable, privacy-preserving, and tamper-evident revocation status (Glöckler
et al., 2023). Different approaches exist for the implementation of such revocation
registries. For instance, downloadable revocation lists (e.g., certificate revocation
list (CRL) enlist all attestations that are no longer valid by providing attestation
identifiers, revocation date and time, revocation reason, and the issuer’s signature.
In contrast, the active ’phone home’ (e.g., online certificate status protocol (OCSP)
approach allows active querying of the revocation registry for the revocation status
of a specific attestation. Both approaches operate via unique identifiers, which can
potentially allow tracking by the operator of the revocation list. As a remedy, pub-
lic revocation registries paired with ZKPs of inclusion or non-inclusion, as seen in
Hyperledger Aries, are suggested. However, even this method encounters scalability
challenges because of the necessity for extensive revocation lists, prompting the
exploration of innovative, more scalable solutions.

In addition to providing cryptographic meta-data for attestation verification and
counter-party authentication, trust infrastructures may also be used to facilitate the
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standardization and interoperability of digital attestations (Preukschat and Reed,
2021). In particular, attestation issuers, governance authorities, or standardization
bodies can deploy a public registry to distribute schemas that provide information
on the domain-specific data model and required attributes for specific attestations.
These schemas may help verifiers to interpret digital attestations and the specific
attested attributes therein. They further may act as a blueprint for other issuers that
aim to issue similar attestations (Schlatt et al., 2022).

Many decentralized digital identity management implementations, such as the
European self-sovereign identity framework (ESSIF) (European Blockain Services
Infrastructure, 2023), or the United Kingdom (UK)’s National Health Service (NHS)
staff passport (Lacity and Carmel, 2022), explore the potential of blockchain tech-
nology for their trust registries. Using blockchain for these registries is deemed
particularly useful as it enables transparent, tamper-resistant, and distributed oper-
ation. Thus, in contrast to trust infrastructures that rely on centralized databases,
blockchain technology enables the development of trusted registries that are not
controlled by a single entity.

Concerning the implementation of trust infrastructures, particularly the role of
blockchain technology within these, it is essential to note potential privacy risks that
may arise when designed improperly (Rieger et al., 2021). In particular, the storage
of holders’ personal data, such as digital attestations and identifiers, and also their
public keys, compromises holders’ privacy, as it may allow for tracing and profiling
(Sedlmeir et al., 2022a). When using blockchain as a trust infrastructure, the tamper-
resistant storage of such information may also contradict privacy regulations, such as
the EU’s GDPR and the therein granted right to erasure (Rieger et al., 2019). Thus,
decentralized identity management systems must ensure that trust infrastructures do
not store any information about natural persons (Hoess et al., 2023; Rieger et al.,
2022).

4.7 Challenges

Governments and service providers are heavily investing in deploying decentralized
digital identities. Yet, several technical challenges will significantly impact the adop-
tion of decentralized digital identity and the ability to meet the related expectations
of more user-controlled and privacy-preserving digital identity management.

Privacy implications are a major concern for decentralized digital identities, which
require protecting personal information. ZKPs are an important privacy-enhancing
technology (PET) that enables individuals to present certain (partial) information
without revealing the (full) information itself. ZKPs thereby minimize vulnerability
to potential breaches and undue access (Babel and Sedlmeir, 2023). Despite the
promise of ZKPs, they introduce complexities in implementation and computational
demands. Thus, achieving a truly robust and efficient ZKP system without sacrificing
privacy or functionality remains an intricate problem.
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Another challenge is the binding of identity-related data to a digital identity
wallet device, which raises concerns about losing access to the digital identity.
This necessitates intricate wallet recovery mechanisms, such as recovery through
encrypted cloud backups (Sellung and Kubach, 2023). In this scenario, users must
retain a designated recovery key created during the backup time in a secure location
such as a hardware device or written note. Loss of this key results in an inability
to access the wallet backup. Implementing and managing recovery mechanisms
presents a multi-layered challenge, balancing security, privacy, and accessibility
while considering all the scenarios in which recovery may be required (Sedlmeir
et al., 2022a; Anderson, 2011).

While decentralized digital identities receive substantial traction, interoperability
presents a significant challenge for digital identity wallets and digital attestation spec-
ifications and implementations (Rieger et al., 2022). As various solutions emerge,
ensuring they can interact smoothly becomes vital. Diverse implementations can
lead to friction and fragmentation, hindering user experience and broad adoption
(Schlatt et al., 2022). To navigate these challenges, regulations, and policies play a
major role in shaping the adoption and standardization, necessitating a careful bal-
ance between decentralized identity principles and public interest. Moreover, there
is a pressing need for maturing complementary technical standards, such as com-
munication protocols and data formats, ensuring consistent communication across
different platforms, vendors, and national borders. (Sedlmeir et al., 2022a)

Furthermore, the hardware components that locally protect secret keys to access
the digital identity wallets pose unique challenges. Due to the immense diversity
in the market, different hardware, such as smartcards (e.g., eSIM), secure elements
(SE), and trusted execution environments (TEEs)), can lead to inconsistencies among
implementations and their relative security level (Bastian et al., 2023). The func-
tional inflexibility of such embedded hardware components limits the compatibility
with more mature ZKPs technology and requires novel solutions for achieving data
minimization (Babel and Sedlmeir, 2023). Moreover, different hardware technolo-
gies can leave the system susceptible to vulnerabilities such as side-channel attacks,
posing additional challenges for hardware and firmware developers to ensure proper
protection of key material storage and usage in a trusted environment. Moreover,
with the growing trend by service providers (issuers and verifiers) of offloading
computations to the cloud, ensuring the secure execution of sensitive operations
in cloud-based TEEs becomes crucial, adding another layer of complexity to the
intricate landscape of hardware security (Geppert et al., 2022).

Lastly, it is important to note that decentralized digital identity systems are not
inherently secure. As they rely on common cryptographic algorithms such as Rivest-
Shamir-Adleman (RSA) and ECC, decentralized digital identities are vulnerable to
quantum attacks. Making such systems quantum secure requires moving to post-
quantum cryptographic algorithms that are expected to resist quantum computing
attacks, such as Kyber and Dilithium, which involve performances that are not fully
standardized yet NIST (2017).
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4.8 Conclusion

This chapter presented an introduction to the technical building blocks of a new iden-
tity management paradigm based on strong cryptographic foundations supporting
trust infrastructures and digital attestations, stored in digital identity wallets con-
trolled by the users themselves. As with any technology impacting existing ecosys-
tems, challenges must be overcome to realize its full potential, with interoperability
and recoverability of identity attestations being the most salient.

Decentralized Digital Identities will profoundly redefine the relationship between
financial sector actors and their customers by transforming onboarding and authen-
tication processes. New opportunities for the most innovative actors to provide new
types of digital services through digital identity wallets will emerge, encompassing
identity and communications capabilities. Standardized identity attribute provision
mechanisms will enable them to more easily generate identity assurance for compli-
ance purposes, while having the certainty that it is government certified, and thus
reduce the administrative overhead associated with data management.

Despite the challenges ahead, powerful technology actors have already started
building their identity wallets and providing services around them. For example,
Apple now provides a wallet for digital driver’s licenses in the United States of
America (USA), and institutional actors are also currently preparing their large-scale
introduction, such as the EUDIW. With these powerful institutional and economic
actors committing to the technology, these challenges will eventually be solved, for
decentralized digital identities to become a reality for service providers and users
alike.
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