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Abstract

In 2021, an estimated 850m people around the world were lacking means of identification,
challenging the United Nations’ Sustainable Development Goal 16.9, legal identity for all,
including birth registration, by 2030. Digital identity infrastructure is increasingly considered
as a means to tackle this challenge and effectively enable society-wide functions and services.
The development of reliable digital identity infrastructure has become a high priority for
governments to enable their citizens to take full advantage of the opportunities that
digitalization represents. At the same time, critical researchers have uncovered that
inadequately designed government-led digital infrastructure often leads to negative societal
outcomes, by failing to uphold public values such as inclusion, citizen protection and
sustainability. This cumulative thesis investigates how digital identity infrastructure design
interrelates with a public values approach, proposing an analytical lens to concisely apprehend
governance and institutional design decisions to deliver human-centric outcomes. It does so
using qualitative methods borrowed from the information systems and political science
domains. It proposes a refined public values framework fit for our new reality of digital public
infrastructure deployment, and a taxonomy of strategic governance and institutional decisions
when designing digital identity infrastructure. These tools can be used by both researchers and
practitioners to guide digital identity infrastructure design and evaluation, and this dissertation
concludes with an instantiation thereof. Collectively, these contributions build a foundation for

the contextualization of digital infrastructure development with a human-centric perspective.
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I | Introduction

1 Why research Digital Identity Governance?

In 2021, approximately 850 million individuals worldwide lacked access to any form of
identification, posing a significant challenge to the United Nations’ Sustainable Development
Goal 16.9, which aims to achieve legal identity for all, including birth registration, by 2030
(World Bank, 2021). Beyond this, a substantial portion of those with identification means face
barriers to utilizing it online, exacerbating digital exclusion (Hundal & Chaudhuri, 2020;
Ranchordas, 2020; Tavares & Masiero, 2023; Watling, 2011). This gap not only creates
inequalities in opportunity but also prevents individuals from accessing essential services such
as direct cash transfers or government subsidies, which increasingly rely on digital platforms

for efficient distribution.

Global efforts to implement remote identification systems are gaining momentum (RP3). These
initiatives aim to build national capacity to enable citizens to securely identify and authenticate
themselves remotely. For instance, India’s Aadhaar system has incorporated features that allow
remote biometric verification for service access, while Estonia’s e-Residency program offers a
digital identity solution enabling secure cross-border authentication. By facilitating distance-
based identification, such systems lay the groundwork for more inclusive service delivery,
particularly in sectors like healthcare, social protection, and financial inclusion (Gelb & Diofasi,

2018).

These systems, however, frequently encounter significant challenges that lead to failure, either
by falling short of delivering the anticipated capabilities or, in more insidious ways, by
generating adverse outcomes that perpetuate the very inequalities and exclusion they were
designed to address (Heeks, 2002; Inuwa et al., 2019; Masiero & Arvidsson, 2021). Such
failures are often attributable to governance or institutional shortcomings in the design and

implementation of the infrastructure.

The critical importance of getting digital identity systems right cannot be overstated. As digital
identity becomes increasingly integrated into daily life, virtually every individual worldwide
will become dependent on such systems for their livelihood. Failure to design and govern them

effectively risks causing irreparable harm, triggering cascades of exclusion, and denying access



to vital, life-changing services. Ensuring that these systems are appropriately designed and

governed is essential for their success and their ability to drive societal progress.

Research on digital identity infrastructure governance remains limited within the academic
literature. While some scholars have explored digital identity beyond purely technical
considerations, contributing valuable and insightful work that highlights its significance, much
of this research has primarily taken a descriptive and critical approach. What remains largely
absent is an information systems engineering perspective that addresses the structural and
functional aspects of digital identity governance in a systematic manner. This gap underscores
the need for further exploration and theoretical development in this area to support more
comprehensive and actionable insights.

2 Research Aim

Accordingly, this thesis aims to contribute to the global body of research by providing
actionable insights that support both theoretical development and the practical implementation
of digital identity infrastructure that achieves its intended outcomes. Through a combination of
scientific publications, this cumulative thesis aims to bridge the divide between theoretical
advancements and practical implementation, providing actionable frameworks and insights to

guide the development of effective, inclusive, and sustainable digital identity systems.

Central to this research is the recognition that digital identity systems must prioritize the needs,
rights, and lived experiences of individuals who rely on them (Anand & Brass, 2021; Beduschi,
2021; Rahaman & Sasse, 2010). By placing human-centricity at the forefront, this thesis seeks
to identify ways in which service designers and policymakers can create digital identity
infrastructure that not only functions effectively but also fosters the upholding of public values

such as trust, inclusion and sustainability.

Equally important is understanding the role of governance and institutional design in ensuring
the long-term success of digital identity systems. Governance frameworks shape how these
systems are developed, operated, and maintained. This in turn influences their sustainability,
and acceptance by stakeholders (Manoharan et al., 2023). Institutional arrangements, including
the roles of public and private actors, regulatory frameworks, and accountability mechanisms,
play a pivotal role in determining the infrastructure’s impact and resilience (Manoharan et al.,

2023; Yang et al., 2024). This thesis aims to analyze these dimensions, offering practical



recommendations to design governance structures and institutional alignment with the intended

objectives of digital identity systems.

To address these aims, this research investigates two key questions: (1) What governance
options are available to service designers and policymakers in the design of digital identity
infrastructure? and (2) How can digital identity governance and institutional design support the
creation of systems that uphold public values? By answering these questions, this thesis aspires
to advance theoretical understanding and offer actionable guidance for stakeholders engaged in
the development and implementation of digital identity systems. This dual focus on supporting
theory-building and practical application ensures that the findings are both academically

valuable and directly applicable to real-world challenges.

3 Structure

This cumulative thesis is structured in five sections. Section II provides a conceptual
background on the primary concepts explored in this thesis: public values and its relation to
human-centeredness, and digital identity infrastructure as one type of digital public
infrastructure. It is based on six research papers (RP1; RP2; RP3; RP4; RP5; RP6) and one book
chapter (BC1) and answers the first research question of this thesis. After these foundational
bases have been established, section III juxtaposes these concepts by proposing an analytical
lens of the digital identity governance framework developed in (RP1; RP2) with considerations

for human-centeredness uncovered in (RP4; RP5), answering research question 2.

Finally, section IV concludes this thesis with a summary of its research contributions, a

discussion of the limitations of each individual study, and outlines directions for future research.
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II | Public Values and Human-Centeredness in Digital
Public Service Delivery

1 Public values in eGovernment

“Public values” refer to the principles and norms that guide public institutions and services in
achieving the common good (RP1; RP2). Rooted in public administration theory, the concept
of public values has been explored extensively by scholars seeking to define and operationalize
the ethical and practical priorities of governance and service delivery (Bozeman, 2007;
Jorgensen & Bozeman, 2007). They can be defined as “a mode of behavior [or] a way of doing
things [...] that is held to be right [...] by the public, citizens or the so-called ‘reasonable man’”
(Bannister & Connolly, 2014). In government, public values are those that provide “normative
consensus about (a) the rights, benefits, and prerogatives to which citizens should (and should
not) be entitled; (b) the obligations of citizens to society, the state, and one another; and (c) the
principles on which governments and policies should be based” (Frederickson, 1990; Jergensen

& Bozeman, 2007; Nabatchi, 2012).

Public values encompass a range of ideals, including equity, accountability, transparency,
efficiency, and sustainability. These values are dynamic, evolving in response to societal
changes, technological advancements, and shifting public expectations (Bryson et al., 2014).
While human-centeredness focuses on the design and delivery of services, public values provide
the ethical and normative framework that guides their development. Together, they ensure that

public systems are not only functional but also aligned with societal priorities and expectations.

Public values evolve with time and with the societies that generate them. This makes them not
exact science but very much human. Still, many researchers have attempted to inventorize them,
using different methods. Recent research examining the state of the literature on public values
compiles upwards of 30 public values, categorized in three types: duty-oriented, service-
oriented and socially-oriented (RP4; RPS5). An important takeaway of these renewed stock-
taking exercises is that values morph with the circumstances of the times, and that similar values
are expressed with different words and nuances, adding to their complexity (RP5; Bannister &

Connolly, 2014; Jergensen & Bozeman, 2007).



DUTY-ORIENTED SERVICE-ORIENTED SOCIALLY ORIENTED
Responsibility to the citizen / Service to the citizen in his or her Inclusiveness
political neutrality different roles Justice

Compliance with the law
Efficient use of public funds

Facilitating the democratic will

Respect for the individual

Responsiveness / proactivity /
flexible service delivery

Fairness / equity
Equality of treatment and access

Respect for the citizen

. Effectiveness
Accountability to government v
. Due process
. Efficiency
Economy of public funds . o .
Protecting citizen privacy
. Transparency
Rectitude . o
. Protecting citizens from
o Productivity o
Legitimacy exploitation
. . . Innovation . .\ .
Representation of citizens’ will v Protecting citizen security
and needs . .
Accountability to the public
Sustainabilit . C
4 Y Consultation / participation /
engagement
Impartiality

Pluralism / diversity

Trust / confidence / reliability

Table 2: Framework of Public Values (RP4; RP5).

Public values should also be apprehended with the understanding of their multiplicity, and the
fact that they are often congruent or contrasting with each other. Recent research has explored
the idea of public values pluralism, and their intrinsic multiplicity and hybridity (van der Wal
& van Hout, 2009). Behind this idea is that public values cannot be reduced to a unitary
conception. Rather, conflict is prevalent, both internally and in relation to each other (RPS5;
Jorgensen & Bozeman, 2007). Researchers have explored many examples over the years, such
as the fact that public values of governing with integrity (e.g., transparency, fairness, rectitude)
and governing effectively/efficiently can conflict (RP4; RPS5; De Graafet al., 2016; de Graaf &
van der Wal, 2010).

Another challenge is that not only do certain public values conflict between each other, but user-
centric principles often conflict with certain public values as well (e.g., user involvement and
accountability, user focus and pluralism) (RP4; RP5). While further investigation is needed to
determine the theoretical implications of these conflicts, research has started to unravel the
sources of conflict and conflict dimensions in an e-government context, establishing the bases
to build a theoretical frame and propose recommendations to policy-makers on ways to avoid

or mitigate these conflicts (RPY).



2 Human-centeredness as a method to embed public values in
public service delivery

Despite the conflicts between public values, approaches to uphold them as part of public service
delivery have blossomed, driven by a desire to develop services that are not only appropriate,
but also beneficial, to humankind. Human-centeredness originates from human-centered
design, which emerged in the mid-20th century as a response to the growing complexity of
technological systems and their interaction with users. Central to human-centered design is the
belief that systems, services, and technologies should be designed with a deep understanding of
human needs, preferences, and behaviors (Norman, 1988). The approach emphasizes empathy
and iterative processes to create solutions that are not only functional but also accessible,

inclusive, and meaningful to users.

The principles of human-centeredness have been applied across various fields, including
organizational management, healthcare, and public services (Carayon et al., 2020; Junginger,
2017). In each context, the core tenets remain consistent: a focus on usability and accessibility,
and a commitment to addressing the emotional and experiential aspects of the user experience
(Krippendorff, 2005). These principles aim to ensure that solutions are not just effective but

also desirable, fostering a sense of ownership and trust among end-users.

In the public sector, human-centeredness has evolved into a broader philosophy that influences
service delivery, policymaking, and organizational design. It has been recognized as a critical
factor in addressing systemic inequities and improving citizen engagement (Holeman & Kane,
2020; Nihei, 2022). Scholars have argued that a human-centered approach in public services
can lead to more inclusive and adapted systems, particularly in addressing the needs of
underserved and marginalized populations (Bason, 2017; Jones, 2016; Walton, 2016). In
essence, human-centered design is useful to transform abstract public values into tangible
outcomes, bridging the gap between citizen expectations and institutional practices (Niemeld &
Melkas, 2019; Rehnebak et al., 2019). This is one of its primary distinctions from another
service design approach, user-centered design. While user-centered design focuses primarily on
the ability of a user to effectively interact with a specific system or interface, human-centered
design considers the broader context of human needs, behaviors, and societal impact (Gasson,
2003; ISO 9241-210, 2019). In fact, while user-centricity and public values can often conflict

(RPS5), human-centricity and public values are by definition symbiotic.



In developing countries, digitalization is increasingly recognized as a potential solution to
pressing challenges such as poverty and limited access to essential services and economic
opportunities (Inoue, 2024; Mothobi & Grzybowski, 2017; Spulbar et al., 2022). However, the
development of digital systems is constrained by limited financial resources and expertise,
which hampers the emergence of a robust, iterative, and competitive ecosystem capable of
addressing these urgent needs. Consequently, siloed, non-synergistic implementation projects—
often delivered by single vendors—have become the norm. Despite the frequent failure of such
projects to uphold public values, the significant imbalance between the implementers of digital
services and the populations they serve leaves little room for redress or recourse (Tavares &
Masiero, 2023). This disparity is further intensified by the affected populations' limited capacity
to comprehend the complex systems and dynamics that drive these failures and injustices

(Chaudhuri, 2021).

In response to these challenges, human-centered approaches are now seen as a vital strategy for

addressing digital infrastructure needs in developing countries.

3 Digital Public Infrastructure

With this growing emphasis on upholding public values, researchers and governments have
steadily pursued innovative approaches to enhance public service delivery. This evolving focus
is reflected in the development of various paradigms within public administration. For instance,
the New Public Management (NPM) approach, prominent in the late 20th century, advocated
adopting private-sector practices to enhance efficiency and outcomes in public service delivery,
framing users as customers (Bryson et al., 2014; Walker et al., 2011). While NPM aimed to
introduce market-oriented reforms, its emphasis on efficiency often overlooked broader public

values such as equity and inclusivity.

In response, the early 2000s saw the emergence of the Public Value Management (PVM)
paradigm, which shifted focus from market-based solutions to collaboration and citizen
engagement (Bryson et al., 2014). This approach emphasized the co-creation of solutions,
positioning citizens as active participants in governance rather than passive recipients of
services (Stoker, 2006). PVM underscored the importance of addressing societal needs
collectively, fostering accountability, and enhancing trust between governments and their

constituents.



With the rise of digitalization, these frameworks have been further refined through the Digital
Era Governance (DEG) approach (Dunleavy, 2005). DEG emphasizes the re-aggregation of
services to reduce fragmentation, promotes citizen-centric design to better align services with

user needs, and leverages digital technologies to streamline processes and improve accessibility

(Dunleavy et al., 2006).

Together, the evolution of these paradigms illustrates the ongoing evolution of public
administration in its pursuit of more effective, inclusive, and value-driven service delivery.
Digital Public Infrastructure emerged within this trajectory as a tangible embodiment of public
values, offering concrete implementation principles that reflect these ideals. Digital Public
Infrastructure is considered as foundational, interoperable shared digital systems that promote
access to digital services for all (G20, 2023; UNDP, 2023). As an implementation method, and
unlike approaches that emphasize methods (e.g., citizen participation), Digital Public
Infrastructure focuses on achieving desired outcomes, such as efficiency, inclusivity, and
accessibility. Fundamentally, it recognizes that the digital delivery of public services demands
a foundational system that integrates the structural rigor of an infrastructural model with a
commitment to the ethos of public values. This dual focus aims to ensure that the infrastructure
not only supports effective service delivery but also reinforces the ethical and societal priorities

central to governance.

However, intent does not guarantee outcomes, and public infrastructure is also subject to
challenges when it comes to delivering its desired societal benefits. For example, more and
more public infrastructure is partially privately owned, making the upholding of public values
challenging (Koppenjan et al., 2008). As a response, practitioners and academics have called
for the safeguarding of public values by contracts, regulation, and oversight structures (Bruijn

& Dicke, 2006).

4 Digital Identity Infrastructure Governance

Digital identity infrastructures can be defined as systems that construct, control, and commodify
(facets of) digital identities and can be formed by both public and private sector actors
(Giannopoulou, 2023). They are an operationalization of digital infrastructure, i.e., digital,
socio-technical systems that underlie or support the public interest, as well as universal or quasi-

universal services (Plantin et al., 2018).



Digital identity infrastructure is increasingly considered as a means to support sustainable
development, and effectively enable society-wide functions and services provided by the
government or private sector (DPGA & GiZ, 2022; Gelb & Diofasi, 2018; Henfridsson &
Bygstad, 2013). The benefits commonly associated with digital identity infrastructure are
multiple, and particularly transformative in low- and middle-income countries (LMICs). Both
academics and practitioners have highlighted its capacity to support socio-economic

development, enable individual agency and improve inclusion.

In light of these asserted benefits, the development of reliable digital identity infrastructure has
become a high priority for governments to enable their citizens to take full advantage of the
opportunities that digitalization represents (Gelb & Diofasi, 2018), and a number of countries
around the world have built their own digital identity capabilities, including India, Nigeria,
Ethiopia, Peru and the Philippines. Many more commit substantial resources to build or improve

their own digital identity infrastructures (World Bank, 2022).

Digital identity infrastructures incorporate the reality of interconnected system collectives,
which evolve at the intersection between socio-technical elements, networks of actors and
relationships between organized practices (Henfridsson & Bygstad, 2013). They are thus
structured by complex socio-technical systems (van Dijck & Jacobs, 2020; Weigl, Barbereau,
Rieger, et al., 2022b). Organizational and institutional arrangements significantly influence the
selection, design and implementation of information technologies in government (Gil-Garcia,
2012; Koppenjan & Groenewegen, 2005; World Bank, 2014), thus playing an important role in
the design of digital identity infrastructure. It follows that considering actors, roles, people and
processes is a necessary condition for the development and implementation of useful and
sustainable infrastructures (Dawes, 2009; Manny et al., 2022). Digital identity infrastructure
design and success are therefore inextricably interlocked with the strategic governance choices
that impact them (Gil-Garcia & Flores-Zufiga, 2020; Medaglia et al., 2022), and their

identification and characterization should be a priority.

A detailed look at instantiations around the world reveals wildly different implementations and
substantial design complexity. For example, in Scandinavian countries, banks play a crucial role
in providing digital identity services to citizens who use their ‘BankID’ on a daily basis for
various identification purposes (Husz, 2018). On the other hand, the Indian Aadhaar system is
led by the public sector, with extensive participation of the private sector, including for the

enrolment of citizens (UIDAI, 2023). On the other side of the spectrum, Bhutan recently

10



adopted a bill establishing a digital wallet enabling its citizens to assert control on the disclosure
of their identity data during identification and authentication transactions (Parliament of
Bhutan, 2023). These are just a few of the existing governance configurations in an area where

disruptive technologies are increasingly deployed.

Faced with this complexity, and in response to the impact of these governance and institutional
arrangements on the design and ultimate success of the costly infrastructure, frameworks have
been developed to list and classify the strategic choices that service designers and policy makers

are faced with when developing digital identity infrastructure (RP1; RP2).

The taxonomy for strategic institutional and governance choices for digital identity
infrastructure (Table 3, RP2) in particular has proven its usefulness in both research and
practical contexts, having been used as analytical framework in adjacent domains (Degen &
Teubner, 2024) and in digital identity infrastructure institutional design in a West African
country. Centered around four dimensions: institutional arrangement, ecosystem management,
funding management and data management, it outlines the many dimensions that compose

institutional and governance decisions for digital identity in governmental contexts.
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financing parties subjects

Data presentation
model

Identity provider to
relying party

Federation through
1 actor

Federation through
multiple actors

Data subject to
relying party

Data

Identity matching
Management

approach

Mediated

Non-mediated

Trusted sources

Government-controlled

databases

Digital wallets

Distributed ledgers

Table 3: Taxonomy of strategic institutional and governance choices for digital identity infrastructures

(RP2).
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III | Public Values in Digital Identity Governance

Against this backdrop and drawing on the theoretical and practical resources presented in the
publications comprising this thesis, this section develops an instantiation of the taxonomy
proposed by (RP2), examined from the perspective of public values as refined in (RP4; RPS5).
Fundamentally, it synthesizes the key concepts developed throughout the thesis and addresses
the second research question originally posed (how can digital identity governance and

institutional design support the creation of systems that uphold public values?).

This instantiation also demonstrates how the individual contributions of this thesis can help
uncover the relationship between institutional and governance choices and the realization of a
digital identity infrastructure’s expected outcomes. To achieve this, a subset of analytical
considerations can be selected, prioritizing those most relevant to the actualization of benefits
as identified in both scientific and grey literature. While incorporating additional considerations
could provide valuable qualitative insights, the necessary limitation in scope means that the

selected examples should be viewed as illustrative rather than exhaustive.

Actualization of the benefits linked to digital identity infrastructure requires its adoption by
citizens and service providers, and its usage over time. The societal value of digital
infrastructure is not intrinsic: it relies on the affordances it enables and the services that leverage
it in a specific organizational context (Kumar, 2004). However, negative impacts on the
actualization of public values can be generated from the very design of digital public
infrastructure. Bannister & Connolly (2014) propose that information and communications
technology has the potential to cause highly negative impact on inclusion (i.e., social inclusion
and equality of treatment and access) and citizen protection (in particular through a privacy
lens). This is corroborated by the focus on these two considerations of both academic research
(see, among others, Addo & Senyo, 2021; Anand & Brass, 2021; Beduschi, 2021; Chudnovsky
& Peeters, 2021; Giannopoulou, 2020; Martin & Taylor, 2021; Masiero, 2018; Masiero &
Arvidsson, 2021; Mir et al., 2019; Park & Humphry, 2019; Tavares & Masiero, 2023; Wang &
Filippi, 2020; Wickins, 2007) and grey literature (see 50-in-5, 2023; ITU, 2018; McKinsey,
2019; OECD, 2023; UNHCR, 2018; USAID, 2017; World Bank, 2023b). Citizen protection in
turn influences citizens’ perceived risk, which when coupled with #rust, act as clear
determinants to adoption of governmental digital identity solutions (Bélanger & Carter, 2008;
Hooda et al., 2022; Kubicek & Noack, 2010b; Li et al., 2008), a position shared by practitioners
(European Commission, 2021a; ITU, 2018; OECD, 2023). Finally, the infrastructures’
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sustainability, and its resilience over time, directly impacts the duration for which these benefits
can be realized (Bocchini et al., 2014) and is thus an important factor in effectiveness
considerations in particular in LMICs (Gurara et al., 2018). In light of their characteristics, these
four considerations can be considered as pre-requisites for the actualization of benefits linked
to digital identity. Anand & Brass (2021) uses the term ‘design imperatives’ to refer to these
considerations, while the World Bank’s ID4D program (2022) uses the term ‘principles’. A

better understanding of how governance decisions can impact them is therefore critical.

The analysis in the following section draws on academic and grey literature, as well as archival
records. It uncovers examples of anticipated impacts that decisions within each dimension of
the taxonomy can have on the determinants of frust, inclusion, citizen protection, and

sustainability.

These choices, while highly relevant, are meant to be illustrative, and similar analyses could be

performed with other considerations.

1 Trust

Seen as a precondition for e-government system adoption (Carter & Weerakkody, 2008; Li et
al., 2008; Warkentin et al., 2002; Welch et al., 2004), trust refers to ‘the willingness of a party
to be vulnerable to the actions of another party based on the expectations that the other will
perform a particular action important to the user, irrespective of the ability to monitor or control
that other party’. It comprises three dimensions: benevolence, competence and integrity (Mayer
et al., 1995, p. 95). This is of particular importance in the context of digital identification
(Okunoye, 2022), as many high-level institutions have realized, appending the word ‘trusted’
to ‘digital identity’ in their communications (Australian Government, 2023; European
Commission, 2021b; World Bank, 2019b). Li et al. (2008) empirically studied the determinants
and impacts of trust in intended usage of national identification systems to get a more nuanced
understanding of which aspects of trust lead to intended usage of national digital identity
systems. Three key factors influencing trust beliefs were identified. The first is system
reputation, which refers to the system’s perceived benevolence, competence, and reliability. The
second is system calculated cost-benefit, which considers whether the system or the responsible
organization stands to gain from engaging in malevolent, incompetent, or dishonest behavior.

The third is organizational institution situation normality, which pertains to the responsible
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organization’s perceived benevolence, competence, and integrity. Linking these determinants
to the choices that governments are facing when developing digital identity infrastructure
correlates with the insights gathered during our data collection. Trust levels have been
associated with governance decisions in comparative studies of HICs digital identity
implementations (Kubicek & Noack, 2010b). Applying this lens to our taxonomy, it could be
derived that trusting beliefs could indeed be impacted by the choices made within the authority
governance model, additional authority prerogatives, roles of private actors, development

funding, data presentation model, identity matching approach and trusted sources dimensions.

Both the choices within the authority governance model and additional authority prerogatives
dimensions impact the organizational situation normality determinant. The authority will
inevitably be associated with the institution in charge, and its societal role. As such, affiliating
the authority to a trusted ministry or directly to a popular head of state will have a positive
impact on the trust beliefs attributed to the infrastructure (Kubicek & Noack, 2010a). On the
contrary, associating the infrastructure with unpopular ministries or prerogatives would
negatively influence them. In LMICs, informal institutions such as religious and traditional
leaders can be more trusted than formal institutional actors (Bratton & Gyimah-Boadi, 2016).
Involving them in the governance of the authority, e.g., through board positions, could then
influence citizens’ trust. In Guinea for example, the board of the authority responsible for digital
identity (ONECI) comprises a representative of religious affairs (Présidence de la République
de Guinée, 2022), strengthening public trust in the system in a context where religion plays a

central role in daily life and governance.

The choices made in the dimension roles of private actors can also be particularly impactful, as
exemplified by the overwhelming rejection of Swiss voters to a digital identity infrastructure
primarily managed by the private sector (Swiss Federal Counsel, 2021). This led to a dramatic
reversal of fate, with a new proposal severely limiting the roles of private sector actors now
adopted by the Swiss Federal Counsel (Swiss Federal Counsel, 2023). However, one should not
equate private sector with untrustworthiness. In Nigeria for example, poor government
performance is a determining factor in the current lack of trust in the national identity system
(Okunoye, 2022). Trust in the public and private sector is geography dependent and highly
volatile; in fact, there is a current worldwide trend towards a higher trust in the private sector
than the public sector (Edelman, 2023). Determinants of success in public-private partnerships

for digital infrastructure include engagement, joint understanding, two-way communication,
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clear division of roles and following a process-oriented approach (Lips et al., 2023). Trust
however does not exclude control, and as the experience of India shows, clear control and
monitoring of arrangements with the private sector can help this trust last, in particular for

citizen-facing activities such as enrolment (CAG of India, 2021).

Development funding is another trust-affecting dimension, in particular in LMICs where
external funding is often necessary to develop the infrastructure. Loans can be associated with
dependency and a loss of sovereignty, whether they come from international financial
institutions (Williams, 2000) or private capital markets (Leiteritz, 2001). However, foreign aid
has also been a positive vector of citizen trust in countries where trust in government is low
(Milner et al., 2016). Public-private agreements, such as build-own-transfer and concession
agreements, can also have a similar association and impact the system calculated cost/benefit
trust determinant (Feng et al., 2018). They can also activate the kinds of dynamics highlighted

within the roles of private actors dimension.

Data presentation model, identity matching approach and trusted sources can all impact the
system reputation determinant by introducing technological trust mediators, i.e., digital
technologies that mediate interactions that require or produce trust, despite the lack of evidence
with respect to the actual trustworthiness of these mediators (Bodd, 2021). While these trust-
mediating technologies are increasingly used in LMICs (e.g., Brazil’s use of distributed ledger
technology, Bhutan’s use of digital credentials and wallets), understanding their implications
require significant digital literacy. As such, while they might be influencing trust in highly

digital literate societies, this effect cannot be presumed in all contexts.

2 Inclusion

Inclusion is a second challenge that was often referred to in the data we collected and analyzed
(uncoincidentally, another word often appended to digital identity (UNHCR, 2018; USAID,
2017; World Bank, 2019b). Digital identity infrastructure was highlighted as a potential vector
of both inclusion and exclusion, an observation that finds confirmation in the academic
literature (Bannister & Connolly, 2014; Beduschi, 2019; Martin & Taylor, 2021; Masiero &
Arvidsson, 2021). In a governmental program context, it relates to data justice, equity, fairness
and service to the citizen (Bannister & Connolly, 2014). For simplicity purposes, both inclusion

and lack of exclusion will be equally considered here, although there is nuance to their meaning
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and impacts (Cicchiello et al., 2021). Inclusion is impacted by choices made within the authority
governance model, additional authority prerogatives, subjects, geographical scope,
interoperability approach, operational financing, data presentation model and trusted sources

dimensions.

Within the authority governance model and additional authority prerogatives dimensions,
governments can manage the risk of exclusion through different institutional arrangements,
such as granting governance prerogatives to stakeholders with social inclusion improvement in
their mandate. These responsibilities can be at the programmatic, project or informal level. Once
again, the board of Guinea’s ONECI comprises a representative of the ministry in charge of the
advancement of women, children and vulnerable persons. In Sierra Leone, the entity already
responsible for the enrolment of the population (NCRA) was given the additional prerogative
of establishing the digital identity infrastructure. But inclusion is not unidirectional, and
institutional arrangements ignoring this risk can also reinforce existing systemic exclusion. For
example, too strong a link between documentation, registration and the provision of social
benefits can lead to cascading exclusionary effects, and not accounting for unregistered people
can lead to trickle-down effects of the implementation of social policies (Chudnovsky &
Peeters, 2021). This is exemplified by the example of the Nubian community, who due to the
history of their arrival in Kenya, struggled to fulfil the requirements for enrolling in the digital
identity infrastructure, subsequently depriving them of access to essential services (Mosero,
2021). In a similar dynamic, the registration of newborns in South Africa was conditioned to

the possession of valid documentation, generating cascading generational exclusion (ibid.).

The subjects, geographical scope and interoperability approach dimensions deal with the
aspects of demographic and geographic inclusion. Choices made with regards to the category
of population eligible to interact with governmental or private services due to their (non-)
integration in the digital identity infrastructure has considerable ethical, if not legal,
implications of data justice (Bhatia et al., 2021; Schoemaker et al., 2021; Tavares & Masiero,
2023), that need to be taken into consideration before deciding on this dimension. It also raises
practical questions regarding the enrolment of target data subjects and reinforces the need to
carefully evaluate how integration with existing systems (e.g., civil registration, vital statistics,
identity document issuance) is apprehended, to avoid ‘cascades of exclusion’ for persons who
are not included in the digital identity program (Chudnovsky & Peeters, 2021). In LMICs where

forced displacement-causing conflicts are likely to occur, cross-border interoperability can
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alleviate the risks of exclusion of displaced populations not having their legal identity
recognized by host countries (Martin & Taylor, 2021; World Bank, 2023a). Risks to inclusion
are compounded by digital identity infrastructures’ increasing reliance on the biometric
information of data subject, as this highly sensitive category of personal data can allow precise
identification (Cooper & Yon, 2019; Mankoff et al., 2022; Wickins, 2007). Indeed, quality of
certain biometrics can be impacted by different factors including age, health conditions or even
position on the urban-rural continuum (Huang et al., 2019; Lanitis, 2010; Tiwari & Gupta,
2014), which increases the risk of certain populations to be excluded from biometrics-based

digital identity schemes.

Within the operational financing, data presentation model and trusted sources lie inclusion
challenges due to varying availability of citizen resources, such as digital literacy and income,
that are particularly prevalent in LMIC (Antonio & Tuffley, 2014; Mathrani et al., 2022; Our
World In Data, 2023; Zdjelar & Zajdela Hrustek, 2021). Charges for data subjects are usually
seen as a potential exclusion vector because of the financial barriers they create (World Bank,
2019a), although they can achieve precisely the opposite when used appropriately (Thomas,
1998). Digital wallets, thanks to their remote delivery capabilities, can be useful in reducing the
often-significant costs (including opportunity costs) of reaching and waiting at enrolment or
credentials distribution centers. They can also be useful in situations where internet connectivity
is limited, a pervasive issue in regions where people are at the highest risk of exclusion.
However, they often presume ownership of a sophisticated, costly piece of hardware — typically
a smartphone (Schoemaker et al., 2023). While techniques have been proposed to bridge the
newer capabilities available through digital identification with legacy phone hardware
(Mavroudis et al., 2021), the secure element and trusted execution environment necessary to
enable highly-secure identity transactions can only be found in specialized hardware or recent
smartphones (ENISA, 2020). Alternatives such as the Indian offline e-KYC model can alleviate
some of the hardware ownership requirements, but their usage also presumes a sufficient level
of digital literacy (International Center for Humanitarian Affairs, 2021), thus generating

additional risks of exclusion if not handled appropriately.

3 Citizen protection

Digital identity infrastructures are built to process personal data with the purpose of accessing

individualized services, and the risks of misuse are not to be underestimated. Aside from
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protection from exclusion (addressed within the inclusion challenge), citizen protection in the
context of digital identification was mainly reported as being concerned with protection from
data misuse such as surveillance. Masiero (2023) comments that surveillance is inevitable and
composes the fabric of digital identity systems, and Thoburn (2012) considers that identification
is de facto a benign form of surveillance which is required for a well-ordered society. Weitzberg
et al. (2021) appeals to a depolarized approach, suggesting that surveillance and recognition are
mutually compatible developments. This position is shared by Taylor et al. (2008) who calls for
a contextual perspective and a holistic understanding of the relationship between public service
provision and surveillance to propose practical routes and reconciliations between naive
optimism about the roles of government and the ‘dark spectres’ attaching to them. Beyond
surveillance at the systemic level, data misuse can include discrimination and identity theft, and
can occur at the organizational or individual level, by leveraging legitimately or illegitimately
collected data (Lowry et al., 2017; Robertson, 2019). All types of data misuse can have a
substantial impact on the targeted data subject (Kroger et al., 2021). Citizen protection is
impacted by choices made within the authority governance model, additional authority
prerogatives, geographical scope, interoperability enablers, roles of private sector actors, data

presentation model, identity matching approach and trusted sources dimensions.

The authority governance model, additional authority prerogatives, geographical scope and
roles of private sector actors dimensions are all concerned with who can have access to
identification data, or at least who can decide on it. De-linking identification from other
prerogatives that could have incentives to misuse identity data (Lai & Patrick Rau, 2021;
Radiya-Dixit & Neff, 2023) could act as a rudimentary protection against this risk. The private
sector often has systemic incentives to leverage this personal data for uses beyond their
originally intended purposes (Kroger et al., 2021; Prichard, 2021). But the public sector is not
always beyond reproach, and misuse has been reported at the individual level (Hutchings &
Jorna, 2015; Inuwa et al., 2019), as well as at the organizational level (Bannister, 2005; Konigs,
2022; Taylor et al., 2008). In the Netherlands, any identification transaction needs to go through
an authorization system, which verifies the legal basis for data processing and limits data access
strictly to the necessary. It also leverages techniques known as polymorphic encryption and
pseudonymization to prevent data reconciliation through an identifier (Verheul & Jacobs, 2017).
Despite its complexity, this combination of authority governance model and identity matching

approach can be an example of a way of data misuse, the principles of which being also found
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in Austria (Kubicek & Noack, 2010b) and India (Ministry of Justice, India, 2019), for example,

with identifier tokenization and virtual IDs.

Interoperability enablers configurations can also be leveraged to impact citizen protection
capabilities. Both the use of standards and open-source / community software presents the
advantage of being open to full scrutiny. Functioning on the premise of security via
transparency, they have the potential to enhance system security (Hoepman & Jacobs, 2007;
Witten et al., 2001). But while some evidence points to this dynamic, direct causation has yet
to be proven, and proprietary developments might provide better security than obscure
standards or little-scrutinized open-source projects (Hansen et al., 2002; Sridhar et al., 2005).
Finally, certification and accreditation mechanisms leverage oversight by a qualified institution
to reduce the risk that external partners or resources present risks to citizens. For example, in
India, Aadhaar enrolment personnel need to go through a certification process before being

authorized to act as a registrar on behalf of the government (UIDAI, 2022).

The data presentation model, identity matching approach and trusted sources dimensions are
concerned with the relationship between data subjects and infrastructure actors. A framework
that establishes the conditions in which data matching is allowed to take place can help avoid
cases of illegitimate data matching and inferences (Wachter & Mittelstadt, 2018). This however
presents little protection in case a unique identifier is openly used and shared, such as the
National Identity Number in Nigeria (NIMC, 2022). A glimpse into HICs implementations may
provide insight into future directions of this topic: during the eIDAS revision process, the
proposed introduction of a unique and persistent identifier was rolled back following intense
pushback from privacy advocates and data protection authorities (European Parliament, 2023).
Consideration to introduce unique identifiers should then be well-informed, considering the
tradeoff required between simplicity of usage and data protection risks. Biometrics, as identity
data that can enable identity matching, can also be used to deduce health conditions (Ross et
al., 2022) and ethnicity (AlBdairi et al., 2022) characteristics prone to be used to discriminate
against individuals, in particular in LMICs (Gavan et al., 2022). Although their efficacy in
achieving user empowerment is debated (Giannopoulou, 2023), digital wallets are currently
being presented as preferable to a more siloed approach from a privacy preservation standpoint
(European Commission, 2025). They can be enhanced with privacy-enhancing technologies and
permit selective disclosure, i.e., a technological implementation of the data minimization

principle (Veseli et al., 2019). Regarding distributed ledgers, while they can be seen as
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opportunities for trust mediation in collaborative contexts, caution is advised against storing
anything but technical data for purposes such as proof verification, schemas management and
rules enforcement (Ghaffari et al., 2022; Lux et al., 2020; Sim et al., 2019), due to their
incapacity to guarantee several data protection rights, such as the rights to erasure or

rectification.

4 Sustainability

In this context, sustainability is considered as the challenge of maintaining the desirable
characteristics of the infrastructure over time, from both a financial and outcome-based
perspective. While sustainability understood as environmentalism is a critical topic in
information technology (Sarkis et al., 2013; Seidel et al., 2017), the choices identified in this
study were not considered as having a direct impact on the ecological footprint of the
infrastructure (including when considering decentralized ledger technologies as long as an
appropriate consensus mechanism is used (Sedlmeir et al., 2020)). In practice, sustainability
(also called long-term future) is one of the key considerations for the project appraisal of
funding towards digital identity (UNCDF, 2020; World Bank, 2019c). The UK offers a
cautionary tale in the dangers of program unsustainability, with their flagship GOV.UK Verify
program being fully discontinued in 2023 due to low usage and unclear prerogatives, despite
substantial investment and commitment to the infrastructure (National Audit Office, 2019).
While the UK had fallback measures in place, this example highlights the real risks citizens in
LMICs face should governmental service provision depend on an unsustainable foundational

identity infrastructure.

The dimensions affecting program sustainability are primarily authority governance model,
interoperability enablers, development funding, operational financing, data presentation

model, identity matching approach and trusted sources.

The choice of the authority governance model can have an impact on the political resilience of
the infrastructure. Regime instability is a reality that many LMICs have to face. As an example,
three out of six countries taking part in the World Bank’s West African Unique Identification
for Regional Integration (WURI) program (a program which development objective is to
increase the number of persons in participating countries who have government-recognized

proof of unique identity that facilitates access to services) have been subject to one or several

21



coups since the approval of the program in 2018 (Burkina Faso, Guinea and Niger). But sudden
political change is not limited to sub-Saharan Africa (Manurung, 2021). Regime instability
hampers infrastructural resilience due to the risk of sweeping changes in ministerial
appointments and reduced infrastructural investments (Magwedere & Marozva, 2023).
Reducing the dependence of the digital identity authority on other parts of government could
alleviate some of these risks: for example, it has been proposed that making it a neutral service
provider at the service of citizens will reduce its likelihood to be a lustration target (Shirlow,

2021). However, while this hypothesis has merit, it is yet to be empirically validated.

Interoperability enablers can primarily influence the financial sustainability of the program.
The use of standards and open-source / community software can both reduce the investment in
developing and maintaining the infrastructure (Fitzgerald & Kenny, 2004). This could in turn
increase the resilience of the infrastructure during regime transition periods. However, the risk
still exists that the maintenance budget for the infrastructure be cut regardless of the nominal
costs. Use of open-source software and standards also make transitioning to new technological
providers easier by alleviating vendor lock-in dynamics (Secure Identity Alliance, 2019; The
Alan Turing Institute, 2021). This can improve resilience in cases when providers cease their
activities, or do not deliver the expected benefits from the contractual arrangement. This in part
directed the choice of countries to use open-source software for their digital identity
infrastructure needs (e.g., Morocco and the Philippines’ using MOSIP modules, and

Madagascar, Ethiopia, Vietnam and Brazil using X-Road).

Choices made within the development funding and operational financing dimensions can
directly impact financial sustainability through generic financial dynamics. Indeed, even with
high expected rates of return (World Bank, 2018), reducing the initial necessary investment at
the national level might create a future burden on public finances and hinder future investments
(Ari & Koc, 2018; Woo & Kumar, 2015). Granting the digital identity authority the
independence to generate their own revenues, including through inter-ministerial chargeback
mechanisms, has been suggested as a means to reduce dependence on public budget (Gelb &
Diofasi, 2018). However, so far, no empirical evidence has been collected to strongly support
this hypothesis. Loan terms can also make a difference; between reports of ‘debt trap diplomacy’
effects (Carmody, 2020) and a sustainable development finance ideal lies an important grey
area. A strategy employed by the World Bank to increase the likelihood of infrastructural

success and resilience is to look beyond the infrastructure and consider prerequisites and
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outcomes. For example, fund disbursements can be conditioned to the establishment of a
supporting legal framework and the issuance of identity credentials, on top of the building of
the infrastructure (World Bank, 2018). When these terms are synergistic with the expected
contextual outcome for the infrastructure provision, a higher chance of success could reasonably

be expected.

Finally, data presentation model, identity matching approach and trusted sources can reduce
dependence on governmental actors for the actualization of expected infrastructural benefits
and thus impact their sustainability. Digital wallets are a typical example of disintermediation
techniques that are often associated with independence from government, in particular since the
coining of the term ‘self-sovereign identity’ (Giannopoulou, 2023). While it is true that in
certain configurations, a digital credentials’ authenticity and integrity can be assessed without
intervention of the issuer (W3C, 2022), in reality, a credential is only as good as an identity
verifier’s trust in its validity, which only a trusted identity provider (i.e., the government in cases
of legal identity) can attest. The use of a mediation service for identity matching can also add a
sustainability risk, as it is in the critical path of an identification and authentication transaction,

and it generates additional costs compared to the usage of a simple unique identifier.

5 Summary of impacts of governance design choices on benefits
actualization

Based on this analysis, an illustrative mapping can be proposed that depicts how the taxonomy
dimensions of (RP2) can impact the upholding of public values (RP5) in an LMIC context.
Borrowing to Bannister et al. (2014), a table of hypotheses revealed by this instantiation of the
taxonomy can be proposed. Despite its simplicity, this mapping allows for reaching two
objectives: highlighting the interrelation between the taxonomy and pre-requisites for the
actualization of benefits of digital identity infrastructure, as well as inviting both researchers
and practitioners to explore the horizontal tensions that might evolve from them. As part of this
discussion, are highlighted some choices that might have a positive impact on one pre-requisite,
but a negative impact on another. For example, the fact that digital wallets could have a positive
impact on citizen protection but a negative one on inclusion. Owing to the non-binary nature of
these tensions (for example that charging citizens for the infrastructure could both have a

negative and a positive impact on inclusion), future research accounting for the complexity of
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these dynamics would be warranted, to continue pursuing the goal of providing actionable

guidance to conscientious designers and policymakers.
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Table 4: Expected impacts of design choices on the pre-requisites for actualization of digital identity
infrastructure benefits.
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IV | Conclusion

This cumulative thesis examined digital public infrastructure from a human-centered
perspective. It addressed the question of how policy makers and service designers can
apprehend governance and institutional decisions when deploying digital identity infrastructure

with a human-centered approach.

It did so by establishing an updated scientific understanding of public values and human-
centeredness in the context of digital public services, by refining and broadening them (RP4;
RP5). It then expanded comprehension of the dynamics behind successful adoption of digital
identity infrastructure policy, by analyzing the case of the EU Digital Identity Framework
(RP3).

With this theoretical basis covered, it then developed a framework for concisely apprehending
strategic governance and institutional choices when designing digital identity infrastructure,
through the elaboration of a consensus-based taxonomy (RP1; RP2), answering to the first

research question of this thesis.

Finally, it applied this framework to assess the impact of design decisions on upholding public
values. It did so through a case study of Aadhaar, India’s digital identity infrastructure (RP2),
and by evaluating four public values deemed particularly significant in the context of digital

identity infrastructure.

All in all, T have (co-)authored 6 research papers and 1 book chapter that have contributed to
answer the research questions of this thesis. The following subsections detail my research
contributions, followed by a discussion of potential limitations and future research directions.
The dissertation concludes by acknowledging prior work and situating it within the broader
efforts of the FINATRAX research group at the Interdisciplinary Center for Security, Reliability,
and Trust (SnT) at the University of Luxembourg.

1 Contributions

In an ever-complexifying context where technology is not simply considered for its affordances,
but for the societal impact it generates, policymakers and service designers need tools to
concisely apprehend how the governance choices they make can impact the outcome of their

digital infrastructure. This thesis fills several important gaps in that respect.
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First, it offers a structured and updated perspective on public values relevant to the digital age
(RP4, RP5). Moving beyond enumeration, it establishes an analytical framework to investigate
conflicts between user-centric approaches and public values in the domain of eGovernment. By
identifying and categorizing conflict sources and dimensions, it provides a nuanced
understanding of prevalent challenges in eGovernment initiatives. This analytical depth aims to
inform both researchers and practitioners, highlighting critical areas requiring attention to
ensure that user-centric approaches remain aligned with public values. Ultimately, this
framework sensitizes stakeholders to the inherent tensions, fostering more effective and value-

oriented eGovernment solutions.

Second, it delivers actionable insights into policy-making strategies for large-scale digital
identity programs (RP3). It demonstrates the applicability of punctuated equilibrium theory
(Baumgartner et al., 2018; Baumgartner & Jones, 2009) while extending and refining its
implications in the European context. This analysis is particularly beneficial for countries
aiming to secure successful adoption of strategies and policies for digital identity systems.
These insights guide policymakers in navigating complex socio-political landscapes, ensuring
context-aware and federating implementation. Moreover, this contribution adds granularity to
the understanding of policy evolution in the digital identity domain, offering an analytical lens

that bridges academic inquiry and practical application.

Third, by introducing and instantiating a taxonomy (RP1, RP2), this work provides a robust
framework for analyzing digital identity governance decisions. This taxonomy can serve as a
tool for researchers to generalize, communicate, and apply findings systematically, enhancing
theory-building in areas such as eGovernment digital infrastructure and broader information
systems research. Practitioners can also leverage this framework to navigate governance
challenges more effectively, distinguishing strategic elements of digital identity infrastructures
in a systematic manner. Additionally, this taxonomy equips policymakers with a concise
analytical tool to evaluate design choices, offering practical guidance during the design and
implementation phases. For citizens, the taxonomy enhances transparency, empowering them
to better understand governance decisions and engage in participatory actions that influence

infrastructure development.

Finally, the instantiation of the taxonomy in section III of this thesis sheds light on critical
governance considerations, such as public-private sector arrangements, while raising questions

for future research—particularly regarding how governance decisions impact benefit realization
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in digital identity infrastructures. This opens avenues for comparative empirical studies that

generate actionable insights for both researchers and practitioners.

2 Limitations and Outlook

Naturally, the individual research items composing this thesis have certain limitations, which

open opportunities for further research to refine and expand the findings of this thesis.

The findings of RP1 and RP2 are influenced by contextual factors, particularly in the
taxonomy's reliance on analyzed cases and expert interviews, which may affect its
generalizability across diverse contexts. Additionally, the empirical validation in real-world
deployments presents opportunities for further exploration. Future extensions that incorporate
emerging technological and governance developments will not only enrich their utility but also
ensure their continued relevance in dynamic contexts. Taxonomies also have inherent
limitations, as they do not have truth value, but are rather tools for utility. While it resonated
with interview participants, its complexity could pose challenges for those unfamiliar with the
field. Additionally, a more systematic evaluation of digital identity infrastructures could
uncover rare characteristics worth including. To address these limitations, further research could
provide case-study evaluations of governance decisions’ impacts and explore the interplay
between governance and technical elements. Deeper investigation into the taxonomy’s
dimensions and adopting a reverse innovation approach could also offer valuable insights from
developing countries applicable to high-income contexts. The taxonomies having been designed
with extensibility in mind, should allow them to adapt and evolve alongside changes in

implementation paradigms.

RP3 uses process tracing, a method recognized for its rigor and effectiveness when applied in
complex research domains (Ricks & Liu, 2018). However, the reliance on elite interviews and
documentation that is necessarily steered by personal and institutional agendas, may provide a
skewed perspective on the policy-making processes at hand. Additionally, its Eurocentric scope
could limit its application to other global or regional initiatives. Expanding the analysis to
include non-EU contexts would provide a more comprehensive understanding of policy
development. Further exploration of the interplay between policy punctuations and
technological evolution, as well as incorporating citizen and private-sector stakeholder roles,

could contribute to deepen the insights offered.
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RP4 and RP5 both draw on existing scientific literature as a research foundation, incorporating
insights from over 70 research projects to provide consolidated theoretical findings. While this
reliance benefits its breadth, it limited how far these research papers could engage with
emerging technologies like Al and blockchain, which are increasingly relevant in this context
and have the potential to alter conceptions of human-centered approaches. Additionally, these
findings would benefit from empirical validation through case studies. Future research could
address these gaps by conducting detailed case studies on recent eGovernment projects that

explore the practical implications of the dynamics identified in these studies.

Finally, RP6 takes a practical approach by designing a mobile application for refugee document
management. By applying the design science research method, it ensures the relevance of
findings to the case at hand (Hevner et al., 2004; Peffers et al., 2007). However, the study’s
reliance on a limited sample of interviews and its focus on European settings limit its
generalizability to other contexts. These aspects could be further extended to capture more
diverse contexts. Future research could explore broader geographical and cultural settings and
undertake longitudinal studies to evaluate the long-term impact of such applications on refugee
trust and integration. Additionally, with the field of privacy-preserving technologies evolving
at arapid pace, updates of the proposed design taking them into account could further strengthen

trust and encourage adoption among refugees.
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Abstract

Governments around the world increasingly deploy
digital identity infrastructure. These initiatives are
considered a fundamental building block for their
citizens to reap the benefits of digitalization and take
part in the digital society and economy. But this
outcome is not guaranteed: it considerably hinges upon
a range of strategic governance decision domains that
institutional actors must act on when designing digital
identity infrastructures. To get a better understanding of
how governments can approach this critical design
aspect, we propose a taxonomy of strategic governance
choices for digital identity infrastructures. This
taxonomy is the outcome of an analysis of 13
government-led digital identity infrastructures and 12
expert interviews. This paper contributes to the digital
government literature by setting a foundation for further
research and theory-building on digital identity
infrastructure. Practitioners can use the taxonomy to
develop governance strategies for their own digital
identity infrastructure.

Keywords: Digital identity, digital infrastructure,
digital government, eGovernment, governance.

1. Introduction

Digital identity infrastructure is deemed essential
for the effective provision of society-wide functions and
services provided by the government or private sector
(Henfridsson & Bygstad, 2013; DPGA & GiZ, 2022). It
is credited with a capacity to support socio-economic
development (Addo & Senyo, 2021; Masiero & Bailur,
2021), enable individual agency (Whitley &
Schoemaker, 2022), improve social inclusion (Wang &
Filippi, 2020) and is commonly viewed as an integral
component to reach sustainable development as
reflected through the United Nations’ Sustainable

URI: https://hdl.handle.net/10125/106646
978-0-9981331-7-1
(CC BY-NC-ND 4.0)
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Development Goal 16.9 “Legal identity for all,
including birth registration, by 2030” (UN Legal
Identity Expert Group, 2019). It is expected that digital
identity systems could “unlock value equivalent to 3 to
13 percent of GDP by 2030” (McKinsey, 2019). In light
of these asserted benefits, the development of reliable
digital identity infrastructure has become a high priority
for governments to enable their citizens to take full
advantage of the opportunities that digitalization
represents (Gelb & Diofasi, 2018), and a number of
countries around the world have built their own digital
identity infrastructures, including India, Nigeria, Peru,
Singapore and most European countries. Many more
commit substantial resources to build or improve their
own digital identity capabilities (World Bank, 2022b).
Yet, not all digital identity infrastructure is
successful in realizing these benefits (Walke et al.,
2023). Many recent initiatives have exhibited varying
signs of failure, ranging from low adoption to outright
discontinuation, or even citizen rejection prior to
implementation. A 2021 PwC survey revealed that
Germany’s electronic identification scheme had a very
low uptake, with only 7% of citizens having used their
electronic identity document in 11 years following its
introduction (PwC, 2021). In the UK, the GOV.UK
Verify infrastructure, that was expected to be taken over
by the private sector by 2020, was publicly qualified as
a failure (National Audit Office, 2019) and fully
discontinued in 2023, a few months after the UK’s
taxation authority withdrew from the scheme. The total
cost for the infrastructure was estimated to be £220m. In
Switzerland, the digital identity infrastructure did not
even get a chance to start: in March 2021, a referendum
saw the adoption of the Electronic Identification
Services Act overwhelmingly rejected. This failure was
largely attributed to the role that the private sector would
have taken in provisioning digital identities. Again in
2021, the Comptroller and Auditor General of India
heavily criticized the Unique Identification Authority of
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India’s (UIDAI) national digital identity infrastructure
Aadhar, not least because of the poorly established
relationship between government and private sector
partners (CAG of India, 2021). To build and manage its
identity infrastructure, the UIDAI spent Rs 15764.48
Crore (~$1.8bn) from its inception in 2009 until
February 2023 (UIDAI, 2023).

In all these cases, failures were widely attributed to
strategic design choices made regarding governance;
conceptualized in this paper as the macro-level choices
happening at the intersection between relational
governance, corporate governance and infrastructure
governance (Saunders et al., 2020). These failures
caused public distrust and waste of public resources to
replace the positive outcomes that had been expected
from the infrastructure. The importance of governance
arrangements has long been established, and their
mechanisms studied extensively. Public-private links,
service diversity, user awareness and acceptance,
regulation and organizational structures are governance-
related factors that can influence the success of digital
identity infrastructure (Walke et al., 2023).
Additionally, both organizational and institutional

arrangements impact the selection, design and
implementation of information technologies in
government (Gil-Garcia, 2012; Koppenjan &

Groenewegen, 2005; World Bank, 2014), reinforcing
their central role in realizing the infrastructure’s value.

This challenge is compounded by the fact that
institutional actors are confronted with a myriad of
governance design options for digital identity
infrastructure. These choices will impact the
infrastructure, the services that rely on it and its users
for years, if not decades.

A detailed look at instantiations around the world
reveals wildly different implementations and substantial
design complexity. For example, in Scandinavian
countries, banks play a crucial role in providing digital
identity services to citizens who use their ‘BankID’ on
a daily basis for various identification purposes. On the
other hand, some countries such as Spain have built their
digital identity capabilities around public sector needs,
and the private sector is primarily acting as a
subcontractor. The Indian Aadhar system is led by the
public sector, with extensive participation of the private
sector, including for the enrolment of citizens. These are
just a few of the existing governance configurations in
an area where disruptive technologies are increasingly
deployed. Then, how can institutional actors have
confidence that they evaluated the most important
governance design options? What are the governance
choices available to them that will have substantial
impact on the design and ultimate success of the costly
infrastructure? Despite their criticality, so far, no
consolidated answer to these questions has been offered.

While some of the topics at hand are individually
addressed in the literature, to our knowledge, there is no
systematic guidance and terminology on the strategic
governance choices for digital identity infrastructure. In
response, we formulate the following research question:

Research Question: What are the strategic
governance choices impacting the design of digital
identity infrastructure?

We answer this research question by developing a
multi-layer taxonomy for the governance of digital
identity infrastructure. Our development process
follows Nickerson et al. (2013) and involved 4
iterations, which included (1) a literature review, (2)
interviews with practitioners and (3) with researchers in
the field of digital identity infrastructures, and (4) an
analysis of governance models of existing digital
identity systems. Our final taxonomy consists of three
layers, 13 dimensions and 46 characteristics. It
establishes a holistic overview of the critical governance
decisions required during the design of digital identity
infrastructure and consolidates terminology to facilitate
collaboration during this process.

This paper is structured as follows. In Section 2, we
present the theoretical background regarding digital
identity and digital identity infrastructure. We then
discuss the implementation of our research method in
Section 3, which we used to develop a multi-layer
taxonomy presented in Section 4. Finally, in Section 5,
we reflect on our findings, acknowledging their
implications and limitations, and propose avenues for
future research.

2. Theoretical Background

2.1. Digital identity

In this article, we conceptualize digital identity as
the set of digitalized identity attributes and credentials
that describe qualities, characteristics, or assertions of a
person (Temoshok et al., 2022). This set of attributes
and credentials can be used for the identification and
authentication of a person via digital channels, for
instance, to provide governmental and private sector
services (Nyst et al., 2016). Digital credentials are the
means through which a subject can assert their digital
identity (Sedlmeir et al., 2021). These credentials can
take several forms, ranging from electronic identity
documents to smartphone-stored digital documents, and
are sometimes enhanced with other authentication
factors such as biometrics or passwords to allow for a
higher level of authentication assurance (World Bank,
2019a). A digital credential can also simply be a
reference to a digital record in a database, or directly
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contain identity attributes. Cryptographic methods are
employed to ensure the integrity and authenticity of
credentials (Sedlmeir et al., 2021), while safeguards and
controls are used to support data protection and prevent
data leakage and identity theft (McCallister et al., 2010).

Digital identity emanates from entities in charge of
collecting and verifying identity data about a subject and
translating it into the digital realm. As digital identity is
not a monolithic construct, identity data and credentials
making up a digital identity can be collected, stored,
certified, and issued by different stakeholders (Grassi et
al., 2017). These authoritative entities hold data that is
accepted as accurate and trustworthy within a particular
sector of application (e.g., taxation, criminal records,
and health). In many countries, linkability of identity
data (e.g., through unique identifiers or mediating
entities), which allows for the re-identification of a data
subject in different circumstances, is strictly regulated
for privacy and data protection purposes (Beduschi,
2019). The capacity to materialize the benefits of digital
identity, including the capacity to collect, store and
verify identity attributes, enroll and authenticate users,
and manage credentials and authorizations, requires the
establishment of a digital identity infrastructure (Nyst et
al., 2016).

2.2. Digital identity infrastructure

Digital infrastructure refers to digital, socio-
technical systems that underlie or support the public
interest, as well as universal or quasi-universal services
(Plantin et al., 2018). The notion of digital infrastructure
conceptualizes the reality of interconnected system
collectives, which evolve at the intersection between
socio-technical elements, networks of actors and
relationships between organized practices (Henfridsson
& Bygstad, 2013). Thus, the study on digital
infrastructure extends beyond the historic information
systems focus, being shared, unbounded, heterogenous
and evolving (Hanseth & Lyytinen, 2010). Digital
infrastructure (also sometimes called digital public
infrastructure by practitioners (DPGA & GiZ, 2022))
applies within a society-wide, public service-oriented
context, including for digital identity management
systems (Boysen, 2019).

Digital identity infrastructures can be defined as
systems that construct, control, and commodify (facets
of) digital identities and can be formed by both public
and private sector actors (Giannopoulou, 2023). Despite
many having a national dimension, some digital identity
infrastructures target transnational interoperability (e.g.,
the West Africa Unique ldentification for Regional
Integration program, or the electronic Identification,
Authentication and Trust Services regulation). Others,
in turn, operate at the sub-national level (e.g., the

Ontario and Alberta provinces). Digital identity
infrastructures are credited with various potential
benefits, ranging from the “facilitat[ion] and
simplif[ication of] access to a wide range of services and
thereby contribute to social and economic value”
(OECD, 2023), better “inclusion, social protection,
healthcare and education, gender equality, child
protection”, “delivery of public services and programs”,
and the “reduction of fraud” (World Bank, 2019b). On
the other hand, implementation of these systems can
also cause adverse impacts, such as “exclusion from
access”, “distortion of monitoring”, “redirection of
policy” (Masiero & Arvidsson, 2021), “privacy and
security violations” among others (Beduschi, 2019;
World Bank, 2019a).

Digital identity infrastructures are to be considered
within the complex socio-technical systems that
structure them (van Dijck & Jacobs, 2020; Weigl,
Barbereau, et al., 2022). It is well-established that
organizational and institutional  arrangements
significantly influence the selection, design and
implementation of information technologies in
government  (Gil-Garcia, 2012; Koppenjan &
Groenewegen, 2005; World Bank, 2014), thus playing
an important role in the design of digital infrastructure.
It follows that considering actors, roles, people and
processes is a necessary condition for the development
and implementation of useful and sustainable
infrastructures (Dawes, 2009; Manny et al., 2022).
Digital identity infrastructure design and success are
therefore inextricably interlocked with the strategic
governance choices that impact them (Gil-Garcia &
Flores-Zufiiga, 2020; Medaglia et al., 2022), and their
identification and characterization should be a priority.

3. Research method

Given the nascent nature and rapid development of
digital identity infrastructures, we opted to develop a
taxonomy (Bailey, 1994) to understand, classify and
systematically structure common characteristics of
strategic governance choices when designing digital
identity infrastructure. Taxonomies are common means
to this end, and they are frequently used across
information systems research (Berger et al., 2020;
Hartwich et al., 2022). Further, taxonomies can serve as
a foundation upon which research and practice can
build: as such, we address information systems scholars,
policymakers and practitioners in the field of e-
government.

In order to develop our taxonomy, we structure our
approach following the method outlined by Nickerson
et al. (2013). This iterative process, as illustrated in
Figure 1, consists of seven steps which are considered
completed once defined ending conditions are met. We
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Figure 1. Taxonomy development method
(Nickerson et al., 2013)
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3.1. Taxonomy development process

Our purpose is to systematically classify the
dimensions and characteristics of governance-related
decision domains that are key for the design of digital
identity infrastructures. We thus selected our meta-
characteristic to be “Strategic Governance Choices for
Digital Identity Infrastructure”. We then determined our
objective and subjective ending conditions. Objective
ending conditions target the formal aspects of taxonomy
building and indicate that the taxonomy building
process and its iterations can be concluded once they are
met (Nickerson et al., 2013). Subjective ending
conditions play an important role as they relate to the
usefulness of the taxonomy’s content. We set out to
validate every objective ending conditions as outlined
by Nickerson et al. (2013). These can be broadly
classified into 3 categories: (1) the last iteration should
not have induced any needed change in the taxonomy,
(2) there should be no repetition or duplication between
dimensions and characteristics, and there should only be
dimensions or characteristics that represent at least one
object under analysis, and (3) all objects, or a
representative sample thereof, have been analyzed.

These conditions were tested at the end of each
iteration, and we devoted the last iteration to specifically
analyze a representative sample of objects. An
exhaustive analysis of all existing digital identity
infrastructures is not feasible, not only because of the
important number of instantiations in existence, but also
because they evolve rapidly, and limited information is
readily available for many of them. We thus selected a
sample of 13 instantiations that are widely referred to as
archetypes for specific dimensions of digital identity
infrastructure governance and thus influenced the

governance models of other instantiations: Argentina,
Australia, Canada, Chile, Estonia, France, Germany,
India, Italy, Morocco, Nigeria, Sweden, United
Kingdom. These present particularly interesting and
salient characteristics, and their geographical coverage
is varied.

As regards subjective ending conditions, we
requested an assessment of our taxonomy’s usefulness,
robustness (i.e., does it enable sufficient differentiation
between objects to be of interest), and explanatory
character from our interview partners, who would later
use this taxonomy in their work and thus are the best
placed to provide feedback.

3.2. Iterations

We needed four iterations to meet the ending
conditions and reach the final version of the taxonomy.
Our first iteration took a conceptual to empirical
approach and built on existing academic and
practitioner-sourced material dealing with classification
of digital identity management systems. We searched
the existing body of academic and grey literature
dealing with governance of digital identity
infrastructure, using the search string “digital identity
governance” OR “digital identity infrastructure” OR
“digital infrastructure governance”. This initial phase
was primarily used to identify works of relevance for a
second stage of backward and forward searching that
allowed us to identify the most relevant work in this
area. After screening for eligibility, this process yielded
65 articles and documents, 32 from academic literature
and 33 from grey literature. The work of the National
Institute of Science and Technology (Grassi et al.,
2017), the International Telecommunication Union
(ITU, 2018) and the World Bank (World Bank, 2014,
2022a, 2019a) were particularly useful during this
iteration. It laid down the foundations of the taxonomy,
with the three layers of ecosystem governance, IT
governance and data governance emerging. We could
additionally  identify  several dimensions and
characteristics that would remain until the final version
of the taxonomy. In total, nine dimensions and 28
characteristics were identified. This iteration confirmed
that while some useful knowledge supporting the
answering of our research question had been
synthesized, content was spread out and the vocabulary
used varied significantly.

The second iteration took an empirical to
conceptual approach and consisted in the interview of
eight practitioners. They were selected for their
expertise and experience (Mergel et al., 2019) in the
design of governance arrangements of digital identity
systems. The interviewees came from both the public
and the private sector, and the semi-structured
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interviews (Schultze & Avital, 2011) lasted between 30
and 90 minutes. Several participants had been involved
in the design of multiple digital identity infrastructures,
which enabled them to adopt a global, synthetic
perspective. This iteration enabled us to both expand the
taxonomy and refine it towards meeting our subjective
ending conditions. In total, we identified 12 dimensions
and 47 characteristics. Towards the end of the iteration,
we noticed that we approached theoretical saturation as
no new dimensions or characteristics were being
identified. All of the interview participants were
explicitly asked about the usefulness subjective ending
condition, and all agreed that the taxonomy was meeting
this criterion. The robustness and explanatory character
were evaluated through their intuitive understanding of
the taxonomy, and their capacity to easily distinguish
between the characteristics identified.

To ensure rigor, we conducted a third iteration with
an empirical to conceptual approach, that consisted in
the interview of four researchers with high expertise in
the field of digital identity infrastructure and e-
government. These semi-structured interviews also
lasted between 30 and 90 minutes. Aside from bringing
back a previously dismissed dimension and clarifying
some of the vocabulary, this iteration did not yield any
substantial changes to the taxonomy, thus confirming
theoretical saturation. This iteration mainly supported
us in improving the comprehensiveness, conciseness
and explanatory character of the taxonomy (Nickerson
et al., 2013). In total, 13 dimensions and 46
characteristics were retained. Subjective ending
conditions were assessed in the same way as in the
previous iteration, with the same outcome.

Finally, to validate our final ending condition, i.e.,
the adequate representation of a representative sample
of objects, we proceeded with an empirical to
conceptual approach, analyzing instantiations of 13
digital identity infrastructures. This iteration did not
yield any further change compared to the previous
iteration. The fact that, on the basis of the information
available to us at the time of writing, all objects fit
within our taxonomy and all characteristics were used,
confirmed that we had met all the ending conditions and
could conclude the taxonomy development process.

4. Taxonomy of
infrastructures

digital identity

The following section presents the taxonomy as an
outcome of the four iterations of our taxonomy building

process. It includes three layers, 13 dimensions, 46
characteristics. Except for the first dimension (ID
authority governance model), none of the characteristics
are mutually exclusive, meaning that a combination
thereof is possible. In the following, we illustratively
refer to instantiations that we analyzed during the last
iteration of the taxonomy development process.

4.1. Ecosystem management layer

The ecosystem management layer is composed of
five dimensions: orchestrating authority, scope,
cross-ecosystem interoperability, subjects, and roles
of private sector actors.

Orchestrating authority (mutually exclusive):
describes how the authority responsible for setting
policies and standards, certifying partners and
supervising implementation (e.g., the UIDAI in India),
is governed. This can take the following forms. Inter-
ministerial entity: an arrangement in which the authority
is shared as part of an inter-ministerial delegation (e.g.,
France). Ministerial entity: the authority is given to an
entity within an existing ministry (e.g., the Ministry of
Interior and Transportation in Argentina). Autonomous
entity with ministerial board representation: the
authority is given autonomy from a ministry, but the
governing board has governmental stakeholder
representation (e.g., Nigeria). Fully autonomous entity:
the authority is autonomous and is only reporting to the
highest levels of government (e.g., India).

Scope: describes how the system relates to the
sovereign state. It can be sub-national (e.g., a region,
state or territory), which is typical in federal states such
as Canada or Australia. These might have an additional
interoperability layer at the national level. National
systems are common in non-federal states, such as Peru
or Morocco. The transnational characteristic highlights
that some systems are meant to be usable across borders,
as is the case for eIDAS in Europe or WURI in Africa.

Interoperability approach: defines if and how
interoperability with other systems is approached. It can
be the case that no interoperability is foreseen. While
some digital identity systems do not foresee
interoperability with other systems, we identified
several digital identity systems that are interoperable
with one another (e.g., elDAS-notified identity
schemes).
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Table 1. Final taxonomy of strategic governance choices for digital identity infrastructures.

One approach to achieve such interoperability is
mutual recognition, meaning that while there might be
discrepancies between the rules and procedures of the
digital identity system, a state could still accept to
recognize digital identities issued by another state
(Davies, 2006), as is the case for eIDAS in its current
state. Harmonization goes one step further and
mandates the implementation of a similar set of rules
and procedures (e.g., digital wallets within the
upcoming European Digital Identity Framework
(Weigl, Amard, et al., 2022)).

Subjects: different categories of subjects can be
included in the digital identity system. Resident
nationals are often the primary target group, but non-
resident nationals and resident non-nationals are also
often considered as they maintain a substantial
relationship with the country or region. Non-resident
non-nationals can sometimes also be catered for, as can
be seen in Estonia (Sallam et al., 2022). Domestic and
foreign juridical persons, as entities having a legal
status similar to that of a natural person, are also covered
in this dimension (OECD, 2023), as well as the special
category of persons without proof of identity (Madon &
Schoemaker, 2021).

Roles of private sector actors: while institutional
actors are necessarily involved in the orchestration and
supervision of the infrastructure and in the certification
of digital identity data, the private sector can be
authorized to take part in the provision and use of digital
identity services in different ways. No role means that
the digital identity system is seen as a purely public
service for government to government, citizen to
government and government to citizen use cases, and is
fully delivered by the public sector with no involvement
from the private sector. Authoritative source provides a
trusted source of data for use within the digital identity
infrastructure (e.g., Banks in Sweden). Registrar is the
role tasked with collecting and verifying identity data
(e.g., Postldent in Germany, some Aadhar enrolment
agencies in India). Data managers (also sometimes
called data controllers) manage the identity lifecycle,
from creation to revocation (e.g., BankID in Sweden).
Credential providers can generate and manage
credentials and attestations of attributes (e.g., Buypass
in Norway). Trust and orchestration services providers
(or intermediaries) provide services, such as
authentication, federation, certificate signing, identity
access management and wallet provision (e.g.,
Aggregators in Italy, Orchestrators in the UK). Relying
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parties consume digital identity-related services in the
course of their service delivery activities. A
combination of the authoritative source, registrar, data
manager and credential provider roles is often referred
to as an “identity provider” role.

4.2. IT management layer

The ecosystem layer is composed of four
dimensions: operation and ownership, software
licensing, use of standards, development funding and
operational funding.

Operation and ownership: the IT infrastructure
can be managed primarily by the public sector (e.g.,
Singpass in Singapore) and/or by the private sector
(e.g., BankID in Sweden). Their combination as part of
public-private partnerships arrangements can take
several forms, such as concessions or service
agreements (GSMA et al., 2016), and are increasingly
used when building new infrastructure (e.g.,
ClaveUnica in Chile, Aadhar in India).

Software licensing: this dimension describes the
choice to be made with regards to the openness of
technical development of the various modules
composing the digital identity system, going from
closed-source solutions (currently most cases) to open-
source (e.g., MOSIP implementation in Morocco).

Standards usage: each building block of the
digital identity infrastructure can either be compliant, or
non-compliant, to standards, a characteristic that can
significantly  influence the ease of enabling
interoperability, and avoiding vendor lock-in (Medaglia
et al., 2022). The European Telecommunications
Standards Institute, the National Institute of Standards
and Technology and the World Wide Web Consortium
are prime examples of standardization bodies which
publish standards for digital identity (ETSI, 2021,
Grassi et al., 2017; Sporny et al., 2019; W3C, 2022).

Development funding: describes the
infrastructure’s funding model for the pre-operational
phase. The characteristics are public funding (including
loans from e.g., international development agencies),
grants (e.g., from donor organizations), and private
funding. In developing countries, a mix of these options
is often used to reduce the upfront investment required
from public bodies (Gelb & Diofasi, 2018).

Operational financing: relates to the financing
mode characteristics of the operational phase. It targets
financial sustainability of operations, including
providing a return on investment to private partners who
invested in the building of the capacity, when
applicable. The characteristics are public budget, charge
for identity providers, charge for relying parties, and
charge for subjects. Very often, a mix of these

characteristics come into play, including for example
charges to subjects for specific cases (e.g., emergency
delivery of a credential). The charge can be measured
according to different metrics, such as volume of
transactions.

4.3. Data management layer

The data layer is composed of three dimensions:
exchange model, linkability and trusted data storage.
Design decisions related to this layer directly impact
data protection and privacy, and as such are often the
subject of much scrutiny both from data protection
authorities and citizens (Beduschi, 2021).

Exchange model: identity data, in the form of
attributes or bundled in credentials, can be transmitted
through different actors. Identity provider to relying
party: the relying party retrieves identity information
directly from the identity provider or the authoritative
source (e.g., healthcare providers requesting data to
social security entities). Data subject to relying party,
also sometimes called “self-sovereign identity” (P6hn et
al., 2021): the data subject holds a credential which is
directly shared with the verifier (relying party), without
the involvement of an identity provider in the data
exchange (e.g.,, the European Digital Identity
Framework). Federation through one actor: a singular
gateway allows for the exchange of data and oftentimes
as an authentication provider (e.g., Aadhar in India).
Since all identity transactions go through this one actor,
this model presents non-benign risks of surveillance that
need to be addressed. Federation through multiple
actors: several actors can act as federation service
providers (e.g., FranceConnect in France). This model
gives more choice to users and limits the consolidation
of data and power within a single entity.

Linkability: linking of identity data, or identity
data matching, can take two main governance
configurations. Identity data matching can either be
mediated by a third-party (e.g., the sourcePin Register
Authority in Austria), or non-mediated (e.g., through a
unique identifier, technological means, or simply
comparing datasets for common attributes). A
framework that establishes the conditions in which data
matching is allowed to take place can help avoid cases
of illegitimate data matching and inferences (Wachter &
Mittelstadt, 2018).

Trusted data storage: data can be stored in
different configurations. Cross-sectoral repositories
merge identity data that do not belong to the same area
(e.g., health, taxation). This configuration is often
decried as damaging for data subjects’ privacy. Sectoral
repositories hold identity data for one specific sector.
Finally, user wallets allow data subjects to hold a trusted
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version of their identity data. In most cases involving
user wallets, a copy of the data also remains in a
repository to mitigate issues linked to credential loss.

5. Discussion and Conclusion

Digital identity infrastructures have seen a rise in
interest from governments wanting to enable
participation of their citizens in a digital society and
economy. However, recent experiences show that
misaligned organizational and institutional
arrangements can cause project failures even in rich,
developed countries, leading to public distrust, and
wasted resources. To overcome this challenge and limit
the risks of project failure, strategic governance choices
of digital identity infrastructure design must be well
identified, understood, planned, and communicated. A
clear terminology and systematic guidance can support
this objective (Janssen & Helbig, 2018).

In response, we developed a taxonomy of strategic
governance choices for digital identity infrastructures
following the development process proposed by
Nickerson et al. (2013). During this process, we
conducted four iterations, leveraging existing
knowledge disseminated in scientific and practitioner
literature, interviewed 12 specialists, and analyzed 13
existing instantiations of digital identity infrastructures.
This resulted in a final taxonomy consisting of three
layers, 13 dimensions and 46 characteristics of
governance decision domains in digital identity
infrastructure, providing an answer to the research
question of this paper. Several implications are drawn
from our results, applicable for both theory and practice.

Our work contributes to theory through a richer
understanding of the under-researched field of
governance of digital identity infrastructure. Our
taxonomy expands the existing body of knowledge
through a consolidation of practitioners and academic
insights and establish a consensus-based terminology to
support a common understanding on this topic (Rana et
al., 2011). This contribution is of value to e-government
research on digital infrastructure (Janowski, 2015) and
can support other research directions within the wider
information systems domain at large (Belanger &
Carter, 2012). In brief, the contributed taxonomy can be
used to distinguish and depict critical governance
aspects of digital identity infrastructures in a systematic
and comprehensive way, and serve as contextualization
basis for theory-building (Bapna et al., 2004).

We contribute to practice on three levels. First, the
list of governance characteristics of digital identity
infrastructure, along with relevant design choices, can
help practitioners during the design and implementation
of such infrastructure. Second, given the concise and
explanatory character of the provided taxonomy, we

provide policymakers with a tool for contextualization
to better assess the design choices that they are faced
with (Janowski, 2015), thus answering the call for better
research and training resources in the area of digital
identity (Wimmer et al., 2020). Third, citizens who are
impacted by the deployment and use of digital identity
infrastructure are provided with a tool to concisely
apprehend the impactful characteristics of governance
thereof, consequently helping them make better
informed decisions and enable them to steer their design
through participative action. It also supports approach
uniformity when it comes to successful digital identity
infrastructure evolution.

Some limitations of this research must be
acknowledged. First, the field of digital identity
infrastructure is still relatively nascent and, coupled
with the accelerating pace of technological innovation
in the realm of identity management, it is likely that this
taxonomy will have to be extended in the medium-term.
Second, the high level of complexity of the topic should
lead us to remain humble about the universal character
of the taxonomy, as its focus might have been steered in
part by the current challenges facing the digital identity
community. Indeed, some of the strategic governance
choices facing institutional actors today might evolve,
and new governance choices might soon need to be
considered in a different light. Finally, while our fourth
iteration consisted in an analysis of a representative
sample of instantiations of digital identity infrastructure,
a systematic evaluation of further existing instantiations
could potentially reveal rare characteristics that would
deserve to be added.

These limitations lead us to call for further research.
To better assist practitioners with actionable knowledge
that can be applied within their specific context, case-
study based evaluation of the impact resulting from
these governance decisions could yield significant
insights. While we focused on the governance aspects of
digital identity infrastructure, there would also be value
in delving into the technical elements that compose the
infrastructure and the interplay between these two
domains. Finally, there is an opportunity to dig deeper
into each of the dimensions of the taxonomy, bringing
in a more focused and granular view beyond the
strategic design choices.

When well designed and implemented, digital
identity infrastructures have the potential to promote
economic development and socioeconomic inclusion in
the digitalized world (Addo & Senyo, 2021; Wang &
Filippi, 2020). Building on the outcome of our research,
future research may contribute to the successful
actualization of these benefits.
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Governments in low- and middle-income countries (LMICs) increasingly deploy
digital identity infrastructure. These initiatives are considered a fundamental
building block for their citizens to reap the benefits of digitalization and take part
in the digital society and economy. But this outcome is not guaranteed: it
considerably hinges upon a range of strategic governance decision domains that
institutional actors must act on when designing digital identity infrastructures.
We analyzed academic and grey literature, archival records of 20 infrastructure
instantiations, and conducted 17 expert interviews of practitioners and
researchers active in both LMICs and high-income countries (HICs) to propose a
consensus-based taxonomy of strategic institutional and governance design
choices for digital identity infrastructures. Additionally, we provide an example
of possible contextual usage of the taxonomy, uncovering implications for
researchers and practitioners active in LMICs and contributing to the digital
development literature by setting a foundation for further research and theory-

building on digital identity infrastructure.
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1. Introduction

In 2021, an estimated 850m people around the world were lacking means of


mailto:alexandre.amard@uni.lu

identification (World Bank, 2021a), challenging the United Nations’ Sustainable
Development Goal 16.9, legal identity for all, including birth registration, by 2030 (UN
LIEG, 2019). The vast majority of these people (98%) were in low- or middle-income
countries (LMICs). Digital identity infrastructure is increasingly considered as a means
to tackle this challenge, support sustainable development, and effectively enable
society-wide functions and services provided by the government or private sector in
developing countries (Henfridsson & Bygstad, 2013; DPGA & GiZ, 2022; Gelb &
Metz, 2018). The benefits commonly associated with digital identity infrastructure are
multiple, and particularly transformative in LMICs. Both academics and practitioners
have highlighted its capacity to support socio-economic development, enable individual
agency and improve inclusion.

In light of these asserted benefits, the development of reliable digital identity
infrastructure has become a high priority for governments in LMICs to enable their
citizens to take full advantage of the opportunities that digitalization represents (Gelb &
Diofasi, 2018), and a number of countries around the world have built their own digital
identity capabilities, including India, Nigeria, Ethiopia, Peru and the Philippines. Many
more commit substantial resources to build or improve their own digital identity
infrastructures (World Bank, 2022b). These foundational, interoperable shared digital
systems that promote access to digital services for all, are often designated digital
public infrastructure (DPI) (G20, 2023; UNDP, 2023). Multilateral organizations are
launching initiatives to support countries develop and implement these constructs, in a
bid to simultaneously accelerate progress towards the Sustainable Development Goals
and support the digital transformation of their government (ITU, 2023). These
ambitions crystallize into initiatives such as 50-in-5, that target to support countries

‘design, launch and scale components of their digital public infrastructure’, with support



by multilateral banks such as the Inter-American Development Bank and social welfare
organizations such as UNICEF (50-in-5, 2023). Due to the fundamental role it plays in
delivering digital services across government and society, digital identity infrastructure
is considered as one of the three ‘core’ digital public infrastructures, together with
payment and data exchange (G20, 2023; UNDP, 2023).

But despite the level of attention and funding it attracts, examples of successful
digital identity infrastructure deployments are relatively few, including in high-income
countries (Walke et al., 2023). Many recent initiatives have exhibited varying signs of
failure, ranging from low adoption to outright discontinuation, or even citizen rejection
prior to implementation. A 2021 PwC survey revealed that Germany’s electronic
identification scheme had a very low uptake, with only 7% of citizens having used their
electronic identity document in 11 years following its introduction (PwC, 2021). In the
UK, the GOV.UK Verify infrastructure, that was expected to be taken over by the
private sector by 2020, was publicly qualified as a failure (National Audit Office, 2019)
and fully discontinued in 2023, a few months after the UK’s taxation authority
withdrew from the scheme. The total cost for the infrastructure was estimated to be
£220m. In Switzerland, the digital identity infrastructure did not even get a chance to
start: in March 2021, a referendum saw the adoption of the Electronic Identification
Services Act overwhelmingly rejected (Swiss Federal Counsel, 2021). This failure was
largely attributed to the role that the private sector would have taken in provisioning
digital identities. Again in 2021, the Comptroller and Auditor General of India heavily
criticized the Unique Identification Authority of India’s (UIDAI) national digital
identity infrastructure Aadhaar, not least because of the poorly established relationship
between government and private sector partners (CAG of India, 2021). To build and

manage its identity infrastructure, the UIDAI spent Rs 15764.48 Crore (~$1.8bn) from



its inception in 2009 until February 2023 (UIDAI, 2023d). If failure in HICs is of course
unfortunate, the cost of failure in LMICs can often affect entire livelihoods, especially
for women, minorities and populations at risk who disproportionately depend on the
actualization of the benefits promised by digital identity infrastructures. Failure costs
can concretize in different ways: financial costs, opportunity costs, political costs, future
costs and, probably even more regrettably, beneficiary costs (Heeks, 2003). In many
cases including the ones just mentioned, failures were widely attributed to what Heeks
identified as design-reality gaps, i.e., mismatches between design and actuality of users.
These mismatches appeared as a result of strategic design choices of governance;
conceptualized in this paper as the macro-level choices happening at the intersection
between relational governance, corporate governance and infrastructure governance
(Saunders et al., 2020).

The importance of governance arrangements has long been established, and their
mechanisms studied extensively. Public-private links, service diversity, user awareness
and acceptance, regulation and organizational structures are governance-related factors
that can influence the success of digital identity infrastructure (Walke et al., 2023).
Additionally, both organizational and institutional arrangements impact the selection,
design and implementation of information technologies in government (Gil-Garcia,
2012; Koppenjan & Groenewegen, 2005; World Bank, 2014), reinforcing their central
role in realizing the infrastructure’s value. This challenge is compounded by the fact
that institutional actors are confronted with a myriad of governance design options for
digital identity infrastructure. These choices will impact the infrastructure, the services
that rely on it and its users for years, if not decades. In other words, borrowed to the

OECD, (2023):



To ensure the long-term sustainability of digital identity, governments need to

establish robust governance foundations and treat digital identity as critical digital

public infrastructure.

A detailed look at instantiations around the world reveals wildly different
implementations and substantial design complexity. For example, in Scandinavian
countries, banks play a crucial role in providing digital identity services to citizens who
use their ‘BankID’ on a daily basis for various identification purposes (Husz, 2018). On
the other hand, some countries such as Spain have built their digital identity capabilities
around public sector needs (Rocha, 2020), and the private sector is primarily acting as a
subcontractor. The Indian Aadhaar system is led by the public sector, with extensive
participation of the private sector, including for the enrolment of citizens (UIDAI,
2023c). Aadhaar is also widely centralized with identity data stored in a governmental
database linked together by the 12-number Aadhaar number and biometric
characteristics (Pali et al., 2020). On the other side of the spectrum, Bhutan recently
adopted a bill establishing a digital wallet enabling its citizens to assert control on the
disclosure of their identity data during identification and authentication transactions
(Parliament of Bhutan, 2023). These are just a few of the existing governance
configurations in an area where disruptive technologies are increasingly deployed.
Then, how can institutional actors have confidence that they evaluated the most
important governance design options? What are the governance choices available to
them that will have substantial impact on the design and ultimate success of the costly
infrastructure? How will these choices support, or hinder, the actualization of the
infrastructure’s benefits? Despite their criticality, so far, no consolidated answer to these
complex questions has been offered. While some of the topics at hand are individually

addressed in literature, to our knowledge, there is no systematic guidance and



terminology on the strategic institutional and governance choices for digital identity

infrastructure. In response, we formulate the following research questions:

RQ1: What are the design choices for governing the development and operations of
digital identity infrastructure?
RQ2: How can they impact the actualization of digital identity benefits in an LMIC

context?
Answering these questions requires first and foremost to understand, classify, and
systematically structure common characteristics of the strategic governance choices
available when designing digital identity infrastructure. We thus selected a classification
method that is highly valued in information systems research when it comes to
structuring and organizing the body of knowledge in complex and novel areas of
research (Glass & Vessey, 1995), taxonomy development. On the one hand, taxonomies
help both researchers and practitioners understand and analyze complex domains
(Nickerson et al., 2013), which is in line with our recognition that the outcome of this
research should serve both these stakeholder communities. On the other hand, they can
also serve as relevant input for the development of theories and for hypothesis
generation and testing (Doty & Glick, 1994; livari, 2007), which helps us on the path to
answer our second research question.

In particular, we selected the taxonomy development process of Nickerson et al.
(2013), whose rigor is acknowledged by the most reputable scientific outlets (Kundisch
et al., 2022). Our development process involved seven iterations, which included a
literature review, analysis of archival records, elite interviews with practitioners and
researchers active in the field of digital identity infrastructure in both LMICs and HICs,
and an analysis of governance models of existing or ongoing infrastructure
deployments. While our focus in this paper is on LMICs, we included both LMICs and

HICs in our analysis, as the experience of developed countries can be useful for



developing countries (Janssen & Helbig, 2018) and because countries in different
categories can still exhibit common contextual elements that would make decisions
appropriate in each case. Further, we instantiated this taxonomy in order to reveal its
capacity to generate insights related to our second research question, and guiding
researchers and practitioners towards its usage in context.

Our findings include that both academic and practitioner communities were
widely in agreement regarding what constitutes strategic governance design choices for
digital identity infrastructure. This challenged our initial concern about their potential
subjectivity. We further found that, when instantiated, our taxonomy can indeed act as
an insight-generating analytical lens for both longitudinal case studies and thematic
analysis. We put these qualities in the spotlight through an instantiation that reveals
some of the key dynamics through which governance decisions impact the actualization
of benefits in a LMIC context. Together, these findings contribute to a better
understanding of governance choices for digital identity infrastructure, and the impact
thereof, in an accessible format.

This paper is structured as follows. In section 2, we present the theoretical
background regarding digital identity, digital identity infrastructure, and their expected
benefits and risks in LMICs. We then discuss the implementation of our research
method in section 3, which we used to develop a multi-layer taxonomy presented as our
research findings in section 4. Section 5 is then dedicated to an ‘in-situ’ instantiation of
the taxonomy and to its accompanying discussion, showcasing its interpretive and
hypothesis-building qualities across two examples in context. In section 6, we present a
reflection of our findings, acknowledging their implications for research and practice as
well as their limitations, and proposing avenues for future research before concluding in

section 7.



2. Theoretical Background

In this section, we provide an overview of the key theoretical themes pertaining to the
topic of digital identity infrastructures and their role in development, as well as the main
research directions through which they have been addressed in the scientific and grey

literature.

2.1. Digital identity

Our research is concerned with the identity of physical persons due to the critical
development challenges it presents, but we should note that digital identity is also
increasingly applied to legal entities (Leung et al., 2022) as well as objects in an loT
context (Bartolomeu et al., 2019). In this article, we conceptualize digital identity as the
set of digitalized identity attributes and credentials that describe qualities,
characteristics, or assertions of a person (Temoshok et al., 2022). This digital identity
can be used for the identification and authentication of a person via digital channels, for
instance, to provide governmental and private sector services (Nyst et al., 2016). In turn,
digital credentials are the means through which a data subject can assert these qualities,
characteristics and assertions (SedImeir et al., 2021). Digital credentials can take several
forms, ranging from electronic identity documents to smartphone-stored digital
documents, and are sometimes enhanced with other authentication factors such as
biometrics or passwords to allow for a higher level of authentication assurance (World
Bank, 2019a). A digital credential can also simply be a reference to a digital record in a
database, or directly contain identity attributes. Cryptographic methods are employed to
ensure the integrity and authenticity of credentials (Sedimeir et al., 2021), while
safeguards and controls are used to support data protection and prevent data leakage and

identity theft (McCallister et al., 2010).



Digital identity emanates from entities in charge of collecting and verifying
identity data about a subject and translating it into the digital realm. As digital identity
Is not a monolithic construct, identity data and credentials making up a digital identity
can be collected, stored, certified, and issued by different stakeholders (Grassi et al.,
2017). These authoritative entities hold data that is accepted as accurate and trustworthy
within a particular sector of application (e.g., taxation, criminal records, and health). In
many countries, linkability of identity data (e.g., through unique identifiers or mediating
entities), which allows for the re-identification of a data subject in different
circumstances, is strictly regulated for privacy and data protection purposes (Beduschi,
2019). The capacity to materialize the benefits of digital identity, including the capacity
to collect, store and verify identity attributes, enroll and authenticate users, and manage
credentials and authorizations, requires the establishment of a digital identity

infrastructure (Nyst et al., 2016).

2.2. Digital identity infrastructure

Digital identity infrastructures can be defined as systems that construct, control, and
commodify (facets of) digital identities and can be formed by both public and private
sector actors (Giannopoulou, 2023). They are an operationalization of digital
infrastructure, i.e., digital, socio-technical systems that underlie or support the public
interest, as well as universal or quasi-universal services (Plantin et al., 2018). Despite
many having a national dimension, some digital identity infrastructures target
transnational interoperability (e.g., the West Africa Unique Identification for Regional
Integration program, or the European Union’s electronic Identification, Authentication
and Trust Services regulation (eIDAS)). Others, in turn, operate at the sub-national level
(e.g., the Ontario and Alberta provinces). Digital identity infrastructures conceptualize

the reality of interconnected system collectives, which evolve at the intersection



between socio-technical elements, networks of actors and relationships between
organized practices (Henfridsson & Bygstad, 2013), and are thus to be considered
within the complex socio-technical systems that structure them (van Dijck & Jacobs,
2020; Weigl, Barbereau, et al., 2022). Organizational and institutional arrangements
significantly influence the selection, design and implementation of information
technologies in government (Gil-Garcia, 2012; Koppenjan & Groenewegen, 2005;
World Bank, 2014), thus playing an important role in the design of digital
infrastructure. It follows that considering actors, roles, people and processes is a
necessary condition for the development and implementation of useful and sustainable
infrastructures (Dawes, 2009; Manny et al., 2022). Digital identity infrastructure design
and success are therefore inextricably interlocked with the strategic governance choices
that impact them (Gil-Garcia & Flores-ZUfiiga, 2020; Medaglia et al., 2022), and their

identification and characterization should be a priority.

2.3. Expected benefits and risks in LMICs

Digital identity infrastructures are credited with enabling various potential benefits,
including ‘facilitat[ion] and simplif[ication of] access to a wide range of services and
thereby contribut[ion] to social and economic value’ (OECD, 2023), better ‘inclusion,
social protection, healthcare and education, gender equality, child protection’, ‘delivery
of public services and programs’, and the ‘reduction of fraud” (World Bank, 2019b).
The primary driver for these benefits is the capacity of digital identity systems to
provide a form of legal identity, a prerequisite to fully participate in society, assert
rights and be considered for entitlements. This can be particularly impactful in LMICs,
where many people depend on social assistance (Hanna & Olken, 2018) and have
difficulties accessing essential services (Cicchiello et al., 2021). There, digital identity

infrastructure can be used to support welfare delivery through e.g., cash transfer



programs, and support citizens social and economic inclusion through access of e.g.,
financial services (Sharma & Diaz Andrade, 2023). Gelb & Diofasi (2018) list the far-
reaching implications of identification on sustainable development goals (SDGs) and
their impact on populations. These include better access to finance (an estimated 30% of
people in developing economies were unbanked in 2021 (World Bank, 2021b), access
to basic services, labor market opportunities, social protection and managing public
payrolls, and address a wide range of SDGs and their related goals. As a consequence,
McKinsey (2019) expects that countries successfully implementing digital identity
infrastructure could ‘unlock value equivalent to 3 to 13 percent of GDP by 2030°, with
most of the value accruing to individuals in emerging economies. But economic
development is not the only development outcome that LMICs can expect from digital
identification. Social inclusion can be improved through better citizen participation in
the economy and society which in turn can generate ‘cross-generational improvements
by increasing access to education and enabling communities to collaborate’ (Blakstad &
Allen, 2018 p.130; Wang & Filippi, 2020). Digital identity can also be used as a
foundation for increased voting participation and to improve trust in the democratic
process. This improved civic and political participation can in turn strengthen
democratic institutions (Bhatt et al., 2021; Dahan & Hanmer, 2015). On a theoretical
level, Addo & Senyo (2021) contend that these dynamics can be explained by digital
identification’s mediation role in fulfilling entitlements and expanding citizens and
residents capabilities and functioning. Digital identity infrastructure can also act as a
vector of efficiency by streamlining identification in countries where identity databases
have been built for functional purposes (e.g., voters’ registries, social services).

On the other hand, a more critical view has also been adopted by scholars and

practitioners alike. Implementation of digital identity infrastructure have been



denounced for generating adverse impacts, such as ‘exclusion from access’, ‘distortion
of monitoring’, ‘redirection of policy’ (Masiero & Arvidsson, 2021) and ‘privacy and
security violations’ among others (Beduschi, 2019; World Bank, 2019a). To contrast
with an optimistic discourse focusing on the potential benefits of the infrastructure,
some scholars have argued that in some forms, they go so far as to ‘undermine the right
to life’ (Khera, 2017). These conflicting views have been well commentated, (see e.g.,
Weitzberg et al., (2021)), and our research fully acknowledges the accompanying
debate, although it neither intends to take a position on it nor settle it. Rather, it accepts
the premise that digital identity infrastructures are widely being considered and
deployed across the world, and that research supporting a better understanding of these

constructs can only help structure, and maybe instruct, some aspects of this debate.

3. Research method

In this section, we present our research method, the rationale for selecting it, and the
way we operationalized it. We detail our data collection approach, which consisted of
reviewing academic and grey literature, conducting elite interviews with researchers and
practitioners, and analyzing existing digital identity infrastructures. Further, we detail
how, through seven iterations and systematic evaluation of ending conditions, we

transformed this qualitative input into a consensus-based taxonomy.

3.1. Methodology selection rationale

Faced with the complexity of the research topic at hand and aiming to support future
studies and real-world implementations of digital identity infrastructures, we adopt a
systematic qualitative approach with the aim of producing verifiable, reproducible
insights. We select the taxonomy development process as methodological approach, due

to its capacity to structure and organize the body of knowledge and thus support us



answering our first research question: RQ1 What are the design choices for governing
the development and operations of digital identity infrastructure? Taxonomies can also
act as a foundation for hypothesis-making (Glass & Vessey, 1995) and theory-building
(Bapna et al., 2004), thus forming a useful foundation to answer our second research
question: RQ2 How can they impact the actualization of digital identity benefits in an
LMIC context? Further, taxonomies can serve as a foundation upon which research and
practice can build (Bapna et al., 2004), supporting our objective of addressing scholars,
policymakers, and practitioners in the field of e-government and international
development. Finally, taxonomies are widely utilized in both information systems
research and development studies (see Berger et al., 2020; Diniz et al., 2019; Drasch et
al., 2018; Hartwich et al., 2022; Perez et al., 2019) and thus are appropriately familiar
for researchers and practitioners to support its wide usage.

This methodology also helps us answer several criticisms faced by information
and communications technology for development (ICT4D) researchers. By
transparently and systematically applying a rigorous and widely accepted methodology,
we address the lack of rigor in methodological approach highlighted by Schelenz &
Pawelec (2021). Additionally, building a taxonomy also allows us to answer the call for
the elaboration of shared conceptual frameworks, ontologies and vocabulary for
researchers and practitioners (ibid.).

In order to develop our taxonomy, we structure our approach following the
method outlined by Nickerson et al. (2013). This iterative process, as illustrated in
Figure 1, consists of seven steps which are considered completed once defined ending
conditions are met. We rigorously followed this process to ensure reproducibility of our

results.
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Figure 1. Taxonomy development method (Nickerson et al., 2013)

3.2. Taxonomy development process

3.2.1. Determination of the meta-characteristic

Determining the right meta-characteristic is a key steppingstone for the subsequent
elaboration of the taxonomy. Indeed, the meta-characteristic influences the scope and
boundaries of the taxonomy, including the selection of layers, dimensions, and
characteristics that are selected for inclusion into the taxonomy (Nickerson et al., 2013).
Its selection needs to allow the research question to be answered. In the case of complex
constructs such as digital identity infrastructure, finding the right level of granularity is
of paramount importance. It needs to be broad enough to tackle an important research
dimension, and precise enough to lead to a substantial and useful contribution. It also
needs to be concise in order to avoid becoming difficult to comprehend and to apply
(Nickerson et al., 2013). With our research question concerning the institutional and

governance aspects that shape digital identity infrastructure for physical persons, our



meta-characteristic was appropriately selected as ‘Strategic Institutional and
Governance Characteristics of Digital Identity Infrastructure’. This meta-characteristic
in turn defines which dimensions will be retained for classification and organization.
This dimensions act as a categorization level for characteristics, i.e., the specific
features that help differentiate objects under scrutiny within a particular dimension. For
clarity and readability purposes, we elected to additionally group dimensions into

layers.

3.2.2. Determination of ending conditions

Ending conditions are a critical element of the taxonomy-building process, in that they
allow to decide when to stop the iterative process. Objective ending conditions target
the formal aspects of taxonomy building and indicate that the taxonomy building
process and its iterations can be concluded once they are met (Nickerson et al., 2013).
Besides objective ending conditions, subjective ending conditions play an important
role as they relate to the usefulness of the taxonomy, which is the primary desired
characteristic of the taxonomy.

We set out to validate every objective ending conditions as outlined by

Nickerson et al. (2013). These can be broadly classified into 3 categories:

Category Objective ending condition according to
Nickerson et al. (2013)
(1) The last iteration should not have induced = No new dimensions or characteristics were added in
any needed change in the taxonomy the last iteration
No dimensions or characteristics were merged or
split in the last iteration
Every dimension is unique and not repeated

Every characteristic is unique within its dimension



(2) There should be no repetition or Each cell (combination of characteristics) is unique
duplication between dimensions and and is not repeated

characteristics

(3) All objects, or a representative sample Every characteristic can be found in at least one
thereof, have been analyzed, and all digital identity infrastructure
characteristics could be identified in at A representative sample of digital identity
least one object infrastructure has been examined

Table 1. Objective ending conditions (based on Nickerson et al. (2013)).

These conditions were tested at the end of each iteration, and we devoted two
iterations to specifically analyze a representative sample of objects, i.e., instantiations of
digital identity infrastructure. An exhaustive analysis of all existing digital identity
infrastructures is not feasible, not only because of the important number of
instantiations in existence, but also because they evolve rapidly, and limited information
is readily available for many of them. We thus selected a sample of 20 instantiations
that are widely referred to as archetypes for specific dimensions of digital identity
infrastructure governance and thus influenced the governance models of other
instantiations. These present particularly interesting and salient characteristics, and their
geographical coverage is varied.

As regards subjective ending conditions, we systematically requested an
assessment of our taxonomy’s usefulness, robustness (i.e., does it enable sufficient
differentiation between objects of interest), and explanatory character from our
interview partners, who would later use this taxonomy in their work and thus are the
best placed to provide feedback. We also used the taxonomy in a digital identity
infrastructure design project in an LMIC, during which propositions on the institutional
and governance characteristics of the infrastructure were produced, enabling us to

evaluate its usefulness in a real-world scenario.



3.3. lterations

We conducted seven iterations to meet the ending conditions and reach the final version
of the taxonomy, where the first four were presented at a conference (Anonymous,
2024). These iterations used various data collection methods, relying on both primary
and secondary sources, and took both Conceptual-to-Empirical (C2E) and Empirical-to-
Conceptual (E2C) approaches to ensure a multifaceted perspective. The C2E approach
is concerned with conceptualization / deduction from theory, while the E2C approach
uses empiricism / induction by analyzing existing objects to derive the elements of the
taxonomy (Nickerson et al., 2013).

The following table summarizes the iterative process, and the resulting

quantitative outcome of each iteration:

ID | Approach | Method Outcome (L = Layers, D =
Dimensions, C = Characteristics)

Strategic Governance Characteristics of Digital Identity Infrastructure

1 | C2E Literature review 4L -9D - 28C

2 | E2C 8 elite interviews (practitioners) 4L - 12D - 47C

3 | E2C 4 elite interviews (researchers) 4L - 13D - 46C

4 | E2C 13 instantiations examination 3L-13D-46C
Strategic Institutional and Governance Characteristics of Digital Identity Infrastructure for
Physical Persons

5 | C2E Literature review and archival records analysis | 4L - 13D - 43C

6 | E2C 5 elite interviews (practitioners) 4L - 12D - 43C

7 | E2C 7 instantiations examination 4L - 12D - 43C

Table 2. Summary of the taxonomy building iterative process

Iteration 1 - C2E: Our first iteration took a conceptual to empirical approach
and built on existing academic and practitioner-sourced material dealing with
classification of digital identity management systems. We searched the existing body of
academic and grey literature dealing with governance of digital identity infrastructure.
The search was performed on both academic databases (IEEE Xplore, SAGE Journals,

ScienceDirect, SCOPUS and Taylor & Francis), and on the Google search engine, using



the search strings ‘digital identity governance’ OR ‘digital identity infrastructure’ OR
‘digital infrastructure governance’. We primarily used this initial phase to identify
works of relevance for a second stage of backward and forward searching, i.e., the
collection of pieces of work that cite, or are cited by, this initial list of articles. This
process allowed us to identify the most relevant work in this area, yielding 65 articles
and documents, 32 from academic literature and 33 from grey literature. The work of
the National Institute of Science and Technology (Grassi et al., 2017), the International
Telecommunication Union (ITU, 2018) and the World Bank (World Bank, 2014, 2022a,
2019a) were particularly useful during this iteration due to their attempt to take a
holistic look at digital identity infrastructure, and helped lay down the foundations of
the taxonomy. We could additionally identify several dimensions and characteristics
that would remain until the final version of the taxonomy. In total, we identified nine
dimensions and 28 characteristics. This iteration confirmed that while some useful
knowledge supporting the answering of our research question had been synthesized,
content was spread out and the vocabulary used varied significantly.

Iteration 2 — E2C: The second iteration took an empirical to conceptual
approach and consisted in the interview of eight practitioners. They were selected for
their expertise and experience (Mergel et al., 2019) in the design of governance
arrangements of digital identity systems: all of them being recognized public figures in
the digital identity infrastructure domain (see Table 5 in the Appendix for a full
overview of interviewees). The interviewees came from both the public and the private
sector, and the semi-structured interviews (Schultze & Avital, 2011) lasted between 30
and 90 minutes. Several participants had been involved in the design of multiple digital
identity infrastructures in LMIC, which enabled them to adopt a global, synthetic

perspective and have empirical experience of causal relationships between institutional



governance decisions and their impact. At the beginning of the interviews, we
succinctly presented our taxonomy development approach and explained its intended
purpose. We then systematically went through the taxonomy, dimension by dimension,
characteristic by characteristic, and requested feedback from the interview partner. Our
primary purpose was to collect any missing dimensions or characteristics. When our
interview partners deviated from the formal taxonomy itself, we did not interrupt and
collected their inputs, which became useful for our instantiations. Before ending the
interview, we requested an assessment of the taxonomy’s usefulness, robustness and
explanatory character. This iteration enabled us to both expand the taxonomy and refine
it towards meeting our subjective ending conditions. In total, we identified 12
dimensions and 47 characteristics. Towards the end of the iteration, we noticed that we
approached theoretical saturation as no new dimensions or characteristics were being
identified. All participants agreed that the taxonomy was meeting our subjective ending
criteria. On top of their assessment of its usefulness, the robustness and explanatory
character were also evaluated through their intuitive understanding of the taxonomy,
their capacity to easily distinguish between the characteristics identified, and their
unprompted capacity to come up with examples associated with the characteristics.

Iteration 3 — E2C: To ensure rigor, we conducted a third iteration with an
empirical to conceptual approach, that consisted in the interview of four researchers
with high expertise in the field of digital identity infrastructure and e-government.
These semi-structured interviews also lasted between 30 and 90 minutes. Aside from
bringing back a previously dismissed dimension and clarifying some of the vocabulary,
this iteration did not yield any substantial changes to the taxonomy, thus confirming
theoretical saturation. This iteration mainly supported us in improving the

comprehensiveness, conciseness and explanatory character of the taxonomy (Nickerson



et al., 2013). In total, 13 dimensions and 46 characteristics were retained. Subjective
ending conditions were assessed in the same way as in the previous iteration, with the
same outcome.

Iteration 4 — E2C: To validate our final ending condition, i.e., the adequate
representation of a representative sample of objects, we proceeded with an empirical to
conceptual approach, analyzing instantiations of 13 digital identity infrastructures. The
instantiations were selected with several criteria in mind: 1. To cover a wide range of
geographies and population sizes, 2. To cover a mixture of low-, middle- and high-
income countries with different levels of digital maturity, and 3. To account for
Instantiations widely referred to as ‘models’ for a particular characteristic. This resulted
in the selection of the following countries: Argentina, Australia, Canada, Chile, Estonia,
France, Germany, India, Italy, Morocco, Nigeria, Sweden, United Kingdom. This
iteration did not yield any further change compared to the previous iteration. The fact
that, on the basis of the information available to us at the time of writing, all objects fit
within our taxonomy and all characteristics were used, confirmed that we had met all
the ending conditions and could conclude the taxonomy development process for this
meta-characteristic.

The outcome of iteration 4 was developed to be presented at a conference
(Reference anonymized). During this process, it received positive feedback and
additional relevant propositions for further improving its usefulness. Following
feedback received since acceptance of the paper, it was decided to extend the meta-
characteristic of the taxonomy to involve institutional aspects as well as governance
aspects, and to focus exclusively on physical persons to increase the taxonomy’s
appropriateness in light of its complexity. It was also used to support the development

of an institutional and governance framework for a digital identity infrastructure for a



national government in a Western African LMIC, a process during which it was
confronted with additional feedback from the field. Following the enthusiasm of both
the research and practitioner communities and the acceleration of the importance that
the topic has taken since the submission of the conference paper, it was decided to
expand the taxonomy taking into account the newest developments in the field.

Iteration 5 — C2E: We thus conducted a fifth iteration with the extended meta-
characteristic. It took a conceptual to empirical approach, leveraging practitioner
literature on the topic of the institutional settings of digital identity infrastructure and in
particular new publications following the crystallization of digital public infrastructure
development initiatives. The recent works of the UNDP (UNDP, 2023), the ITU (ITU,
2023) and the OECD recommendation on governance of digital identity (OECD, 2023)
were among the key literature incorporated in the analysis. During this iteration, we also
seized opportunities to streamline some characteristics and restructure them to simplify
the taxonomy. This resulted in the addition of a layer, one dimension with four
characteristics, the combination of two dimensions and the rewording of some
dimensions. In total, the taxonomy consisted in 4 layers, 13 dimensions and 43
characteristics.

Iteration 6 — E2C: This iteration took an empirical to conceptual approach in
order to evaluate the new additions of iteration 5. It consisted in interviews conducted
with 5 experienced professionals, currently or recently involved in the design of
institutional and governance frameworks of digital identity infrastructure in various
geographies. The interviews followed the same protocol as within iteration 2 and 3. At
the end of this iteration, no new dimension was added, which confirmed that our refined
taxonomy had once again reached theoretical saturation following the expansion of the

meta-characteristic. Additionally, all interviewees commended the taxonomy for its



usefulness, and confirmed that they would likely use it as a framework for their future
work.

Iteration 7 — E2C: In order to fully validate ending conditions, we conducted a
final conceptual to empirical iteration consisting in the re-analysis of the 13
instantiations within the updated taxonomy, and the subsequent analysis of seven
further instantiations, including ones in progress: Belgium, Benin, Luxembourg,
Guinea, the Philippines, Senegal and the EU Digital Identity Framework. During this
iteration, we did not identify any new characteristics. In addition, we found that the
streamlined taxonomy made the process of classification more straightforward, making
us confident that the usefulness of the taxonomy had been improved through iterations 5
to 7. The successful validation of both objective and subjective ending conditions thus

confirmed that we could close the taxonomy development process.

4. Taxonomy of digital identity infrastructures

In this section, we present the outcome of the seven iterations of our taxonomy
development process. The final taxonomy consists of 4 layers, 12 dimensions, and 43
characteristics. Except for the first dimension (authority governance model), none of the
characteristics are mutually exclusive, meaning that a combination thereof is possible.

When building the taxonomy, it rapidly became evident that the complexity of
the constructs under investigation made the number of identifiable variants and
characteristics of interest extremely large. We thus had to strive to avoid the pitfall of
descriptive work and instead focus on identifying explanatory qualities in our retained
dimensions and characteristics (Bailey, 1994). In keeping with this philosophy, we
maintained our focus on the impactful, or strategic, institutional and governance choices
presenting viable alternatives, thus refraining from including dimensions and

characteristics that could only serve to describe objects in our domain of interest but do



not present a significant impact on its value proposition. Similarly, we exclusively
focused on true governance design options, as opposed to best practices, as they were
outside of our meta-characteristic and therefore the scope of this specific research
project. We thus did not attempt to build an exhaustive list of the commonly agreed
preconditions for establishing a digital identity infrastructure, such as a clear regulatory
environment, considerations of user involvement, outreach, and procurement hygiene,
to name just a few.

In the following section, we illustratively refer to examples and instantiations

that were identified during our data collection exercise.
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Table 3. Final taxonomy of strategic governance choices for digital identity infrastructures.

4.1. Institutional arrangement layer

The institutional arrangement layer is composed of two dimensions: authority

governance model and authority affiliation.

Authority governance model (mutually exclusive): describes how the authority
responsible for setting policies and standards, certifying partners and supervising
implementation is governed. This can take the following forms. Inter-ministerial entity:

an arrangement in which the authority is shared as part of an inter-ministerial delegation



(e.g., France). Ministerial entity: the authority is given to an entity within an existing
ministry (e.g., the Ministry of Interior and Transportation in Argentina). Semi-
autonomous entity with stakeholder board representation: the authority is given
autonomy from a ministry, but the governing board has governmental stakeholder
representation (e.g., Nigeria). Fully autonomous entity with Direct Cabinet- or
Executive-level reporting: the authority is autonomous and is only reporting to the
highest levels of government (e.g., Ghana). While an autonomous authority is
sometimes considered as the ‘modern’ arrangement (World Bank, 2019a), there is no
clear evidence that it results in measurably better outcomes than authorities that have
significant ministerial board presence or that are directly affiliated to a ministry.
However, authority independence was considered an effective risk-mitigating measure
in cases where conflicting interests could influence decision-making with regards to the
infrastructure and its usage, and thus the trust that citizens place in them (Okunoye,
2022). Choices made within this dimension do not preclude consultation of other actors
and their participation as counsel (including the private sector).

Additional authority prerogatives: while the authority can be a single purpose
authority that has digital identification and authentication as its sole prerogative (e.g.,
the France Identité Numérique Interministerial Program), its responsibilities can also
include civil registration (e.g., the NCRA in Sierra Leone), identity document and
certificates issuance (e.g., ANIP in Benin), and other prerogatives such as statistics
(e.g., the PSA in the Philippines), general government digitalization and interoperability
(e.g., the Ministry for Digitalization in Luxembourg). With digital identification being
highly dependent on the existence and accessibility of high-quality data enabling the
unique identification of subjects, risks of exclusion from access are non-negligible for

those services that rely on digital identification (Masiero & Arvidsson, 2021). While not



a silver bullet, a strong link between civil registration and digital identification efforts
was seen as an opportunity to reduce the likelihood of this risk materializing at the
individual scale (Gelb & Diofasi, 2018). Capabilities in identity document issuance,
personalization and delivery could also be a key asset in ensuring that eligible citizens
are able to assert their identity. Indeed, digitally verifiable credentials can increase the
level of assurance in the certificate’s integrity, authenticity and validity compared to
purely physical counterparts, and be helpful to fight against identity theft (Sedlmeir et

al., 2021).

4.2. Ecosystem management layer

The ecosystem management layer is composed of four dimensions: subjects,
geographical scope, interoperability approach, interoperability enablers and roles

of private sector actors.

Subjects: different categories of subjects can be included in the digital identity
system. Resident nationals are often the primary target group, but non-resident
nationals and resident non-nationals are also often considered as they maintain a
substantial relationship with the country or region. Non-resident non-nationals can
sometimes also be catered for, as can be seen in Estonia (Sallam et al., 2022). The
special category of persons without proof of identity (Madon & Schoemaker, 2021) is
also covered within this dimension, which can be integrated into the national digital
identity infrastructure or as part of dedicated projects using e.g., UNHCR’s Population
Registration and Identity Management Eco-System platform (Schoemaker et al., 2021).
The choice of which data subjects are part of the digital identification capabilities of the
infrastructure raises important questions of data justice, which we address in the

discussion section.



Geographical scope: describes how the system relates to the sovereign state. It
can be sub-national (e.g., a region, state or territory), which is typical in federal states
such as Canada or Australia. These might have an additional interoperability layer at the
national level. National systems are common in non-federal states, such as Peru or
Morocco. The transnational characteristic highlights that some systems are meant to be
usable across borders, as is the case for eIDAS in Europe or WURI in Africa. In the
absence of clear accountability and responsibilities at each level, coexistence of these
characteristics was identified as a source of undesirable effects. For citizens, confusion
can arise as to which entity is responsible for which process. For administrations, it
might entail interoperability issues. Canada, a country which falls in both the sub-
national and national categories, addresses this issue by focusing on building a
consensus-built framework, including common definitions and open standards, rather
than forcing a technological approach (Abraham, 2020). In the European Union,
identity is a clear mandate of Member States (Weigl, Amard, et al., 2022). However,
legislative and implementing acts mandate precise specifications as to the governance,
process and technology to be implemented to attain transnational interoperability,
including reporting obligations, the necessity to deliver a digital wallet, to notify at least
one electronic identification scheme (Schwalm & Alamillo-Domingo, 2022).

Interoperability approach: defines if and how interoperability with other
systems is provided. It can be the case that no interoperability is foreseen. While some
digital identity systems do not foresee interoperability with other systems, several
digital identity systems strive to be interoperable with one another (e.g., eIDAS-notified
identity schemes). One approach to achieve such interoperability is mutual recognition,
meaning that participants to the interoperability implementation effort accept to

recognize digital identities issued by another state despite discrepancies between the



rules and procedures of the digital identity system (Davies, 2006), as is the case for the
first version of eIDAS. Mutual recognition can be reached through accreditation and
certification processes (ITU, 2014). Harmonization goes one step further and mandates
the implementation of a similar set of rules, procedures, vocabularies or technical
designs (e.g., digital wallets within the upcoming European Digital Identity Framework
(Weigl, Amard, et al., 2022)).

Interoperability enablers: this dimension describes the choice to be made with
regards to the reuse of building blocks produced by the community. Use of technical,
organizational or semantic standards (e.g., OpenlD Connect) can facilitate a
harmonization approach. Certification or accreditation mechanisms are common means
to achieve mutual recognition (e.g., the eIDAS certification). Finally, open-source
software can also enable technical and semantic interoperability by virtue of common
APIs (e.g., MOSIP implementation in Morocco, Ethiopia, Togo, Madagascar). A subset
of these community resources is the digital public good standard, which can apply to
both open-source software and open standards and testifies of some additional qualities
such as their use of licenses approved by the Open Source Initiative (OSI). Both open-
source software and the use of open standards are increasingly required in public
tenders for digital identity infrastructure for their desirable properties, such as enabling
interoperability (Almeida et al., 2011), and avoiding vendor lock-in (Medaglia et al.,
2022). Open-source software used in the context of digital identity infrastructure
includes the Modular Open Source Identity Platform (MOSIP), Open Civil Registration
and Vital Statistics (OpenCRVS) and X-Road. Technical, organizational and semantic
standards comprise, among others, those drafted by the European Telecommunications

Standards Institute, the National Institute of Standards and Technology and the World



Wide Web Consortium (ENISA, 2023; ETSI, 2021; Grassi et al., 2017; Mittal, 2022;
Sporny et al., 2019; W3C, 2022a).

Roles of private sector actors: while institutional actors are always involved in
the supervision or the orchestration of the infrastructure and in the certification of
digital identity data, the private sector can be authorized to take part in the provision
and use of digital identity services in different ways. No role means that the digital
identity system is seen as a purely public service for government to government, citizen
to government and government to citizen use cases, and is fully delivered by the public
sector with no involvement from the private sector. Identity consumption refers to the
authorized usage of digital identity-related services such as identification and
authentication during service delivery activities by private sector actors (e.g., through
SingPass’s MylInfo service in Singapore). ldentity provision is a role that can take
several forms, such as providing trusted data for use within the digital identity
infrastructure (e.g., Banks in Sweden acting as an authoritative source), or issuing
credentials (e.g., Buypass in Norway). Registrar is the role tasked with collecting and
verifying identity data (e.g., Postldent in Germany, some Aadhaar registrar / enrolment
agencies in India). Finally, infrastructural provision relates to the technical roles that
are necessary for the infrastructure to function, such as authentication and federation,
certificate signing, PKI, identity access management, wallet provision (e.g., LuxTrust,
Namirial, ldemia, Thalés). The choices to be made within dimension have been subject
to intense scrutiny by policymakers and the civil society. Several failures and criticism
have originated from the role of private sector actors, including the failure of the 2021
Swiss referendum on the Electronic Identification Services Act (Swiss Federal Counsel,

2021) and the rebuke from the Comptroller and Auditor General of India for the



inappropriate governance of private sector actors within the Aadhaar ecosystem (CAG

of India, 2021).

4.3. Funding management layer

The funding management layer is composed of two dimensions: development funding

and operational financing.

Development funding: describes the infrastructure’s funding model for the pre-
operational phase. The characteristics are public funding (including loans from e.g.,
multilateral development banks such as the European Investment Bank), public-private
funding (e.g., a build-operate-transfer agreement), a means often used in developing
countries to reduce the upfront investment required from public bodies (Gelb & Diofasi,
2018), and grants (e.g., from donor organizations such as the World Bank’s
International Development Association). Development finance institutions have
increasingly recognized the infrastructural aspect of digital identity and its enabling role
for development outcomes (DPGA & GiZ, 2022; UNDP, 2023; World Bank, 2022b).
Financing for digital identity infrastructure projects is now commonly available for
LMIC countries. For example, the World Bank is particularly active in the ECOWAS
region, providing a mix of grants and loans to Benin, Burkina Faso, Niger, Togo,
Guinea and Cote d’Ivoire through their West Africa Unique Identification for Regional
Integration and Inclusion (WURI) Program, but also on other continents such as the
Philippines, totaling more than $2,3bn in financing (World Bank, 2023b). On the other
hand, private sector actors have also tailored their offering to emulate public-private
partnerships found in physical infrastructure development, limiting the initial
investment required by public authorities in the process (GSMA et al., 2016; IDEMIA,

2020).



Operational financing: relates to the financing of the operational phase. It
targets financial sustainability of operations, including providing a return on investment
to private partners who invested in the building of the capacity, when applicable. The
main characteristics are public budget (e.g., in Thailand where transactions are free of
charge for users and relying parties), charge for relying parties (e.g., in Peru where the
private sector is charged for identification transactions (Reuben & Carbonari, 2017) or
in Tanzania where NIDA charges Tshs 500 per identification transaction (Bhandari et
al., 2021)), and charge for data subjects (e.g., issuance of a LuxTrust authentication
token in Luxembourg). When charging back to relying parties, one key consideration is
whether the public and private sector (when applicable) are charged the same amount.
In many cases, such as in India and Argentina, identification and authentication
transactions are free for the public sector, but not for the private sector (ID4D, 2019). In
specific cases, other sources of revenue can come into play, such as revenues from
licenses fees for access to authentication services (e.g., e-KYC User Agencies in India)

or interests (e.g., accrued through the use of the UIDAI fund in India).

4.4. Data management layer

The data layer is composed of three dimensions: data presentation model, identity
matching approach and identity data storage. Design decisions related to this layer
directly impact data protection and privacy, and as such are often the subject of much
scrutiny both from data protection authorities and citizens (Beduschi, 2021).

Data presentation model: identity data, in the form of attributes or bundled in
credentials, can be presented for identification or authentication through different
actors. Identity provider to relying party: the relying party retrieves identity information
directly from the identity provider or the authoritative source (e.g., healthcare providers

requesting data to social security entities). Federation through one actor: federation



refers to the capacity to use the same identity information to access multiple services
(Kallela, 2008). In the case of a single-actor federation model, a singular gateway
allows for the exchange of data and oftentimes acts as an authentication provider (e.g.,
Aadhaar in India). Federation through multiple actors: several actors can act as
federation service providers (e.g., FranceConnect in France). This model gives more
choice to users and limits the consolidation of data and power within a single entity.
Data subject to relying party, also sometimes called ‘self-sovereign identity’ (P6hn et
al., 2021): the data subject holds a digital credential which is directly shared with the
verifier (relying party), without the involvement of an identity provider in the data
exchange (e.g., the NDI in Bhutan). This data delivery method has recently come to the
limelight, with digital health credentials having been used extensively during the
COVID pandemic (Lacity & Carmel, 2022). In addition, the crystallization of technical
standards such as decentralized identifiers (W3C, 2022a) and verifiable credentials
(W3C, 2022b) have fostered their appropriation for more foundational identity
management practices, as exemplified in Bhutan and in Europe by the recent revision of
the eIDAS regulation. But despite this recent advance, in almost all cases today, the
issuer of digital identity attributes or credentials is still taking part in a data presentation
transaction, either by directly sending the data to the relying party or by acting as a
federation provider, such as in India.

Identity matching approach: linking of identity data, or identity matching, can
take two main governance configurations. ldentity data matching can either be mediated
by a third-party (e.g., the sourcePin Register Authority in Austria), or non-mediated
(e.g., through a unique identifier, technological means, or simply comparing datasets for
common attributes). Mediation techniques can be witnessed in several HICs with a high

level of data privacy awareness and concern, such as in Austria, in Estonia, in Belgium



and in the Netherlands, where a translation service matches data only in authorized
cases, without revealing a general identifier for the person. This is often not the case in
LMICs, where a unique identification number is used as a basis for identification (e.g.,
the National Identification Number in Nigeria). It is also sometimes seen as a condition
for funding disbursement by funding agencies, such as in the case of WURI (World
Bank, 2018).

Trusted sources: data pertaining to digital identity transactions can be stored
with different actors. It is important to note that this data does not exclusively consist of
identity attributes. Certificate revocation information (Sedlmeir et al., 2021) and issuer
public keys (Lacity & Carmel, 2022) are prime examples of data required to ensure the
authenticity, integrity and validity of identity attributes and credentials. Data can be
stored in government-controlled databases (e.g., biographic and biometric data within
Aadhaar in India). User wallets can also act as a trusted source, by storing verifiable
credentials and electronic attestations of attributes (e.g., the European Digital Identity
Wallet), allowing data subjects to hold a trusted version of their identity data. These
wallets can take several forms, from smartphone applications to simple file storage on a
computer. Finally, distributed ledgers can also play a role in storing trusted data, with
the primary use cases being registers of issuers, public keys of issuers, registry of
schemas, and certificate revocation lists (e.g., a possible usage of the European
Blockchain Services Infrastructure within the European Digital Identity Framework
(EBSI, 2023)). When the trust placed in the data does not originate from the
government, trust can be achieved through different means. In the case of the digital
wallet, trust is mainly anchored in cryptography and organizational processes, linked to
the verifiability of credentials stored within them (Sedlmeir et al., 2021). In the case of

distributed ledgers, consensus mechanisms combined with immutability and



transparency can act as the root of this trust (Haddouti & Ech-Cherif El Kettani, 2019).
In most cases involving user wallets, a copy of the data also remains in a repository to
mitigate issues linked to credential loss and enable legitimate use by government

without the express consent and action of the citizen.

5. ‘In-situ’ discussion: interpreting our findings through instantiations of

the taxonomy - the case of India

In the previous section, we presented the final taxonomy and guided its reading in an
explanatory manner, focusing on detailing and making sense of the input gathered
during our seven iterations. In this section, we provide some keys for its interpretation
using both theoretical and empirical evidence, helping us answer our second research
question. Doing so, we surface the implications of our findings, both highlighting their

practicality and opening the conversation on their significance.

First, we present a possible instantiation of the taxonomy, giving a high-level overview
of a single case. Given the breadth and complexity of digital identity infrastructures, we
would expect a typical research project to focus on at most one or two layers, in order to
give it the depth of analysis it deserves (see e.g., Klitgaard, (2011)). Alternatively,
focusing on one specific dimension with a comparative approach could similarly yield
interesting analytical frames. In this example, we select the Indian Aadhaar case, for it
Is arguably the most researched and well-known digital identity infrastructure in a
LMIC today, giving an appropriate point of reference for our readership, but any other
digital identity infrastructure could be used with this format. It is also a particularly
interesting, multifaceted case that has embraced a wide diversity of approaches over the
years, showcasing how governance aspects of an infrastructure can evolve over time.
While the name Aadhaar technically refers to the 12-digit identification number issued

by the Unique Identification Authority of India (UIDAI), it is also extensively used for



the infrastructure that supports it, a usage that we will also adopt here for simplicity
purposes. In this example, we do not aim to provide an exhaustive analysis of the
dynamics at play. Instead, our objective is to highlight how the taxonomy can be used
with a specific analytical lens to uncover and apprehend topics of relevance for both

researchers and practitioners.

5.1.1. Institutional arrangement

Authority governance model: The Indian implementation presents an interesting case
with regards to governance model evolutivity. At the behest of an Empowered Group of
Ministers (a group of Indian government ministers empowered to investigate, report on
and make decisions on a particular matter of interest), the Unique Identification
Authority of India (UIDAI) was initially established in January 2009 as an executive
authority. It was anchored in India’s Planning Commission (DolT India, 2011), an
institution tasked with elaborating five-year plans for the country with comparable
powers to a ministry: while the Prime Minister was its Chairman, the Deputy Chairman
had the rank of a full Cabinet Minister (President’s Secretariat, 1979). However, despite
being comparable to a ministry, the Planning Commission was a transversal government
institution, which reinforced the transversal character of the role of the UIDALI. Digital
identity was arguably already seen as a general government service as opposed to the
prerogative of a more functional ministry — after all, Aadhaar means ‘foundation’ in
many languages used in India. At its creation, it was decided that its governance model
could be reviewed at an appropriate time, with the group of ministers already
considering making it more autonomous as a statutory authority (UIDAI, 2010). This
change of status from a ministerial entity to a fully autonomous entity took place in 2016
with the Aadhaar Act (2016) which granted it the supervisory / autonomous body status

despite being under the Ministry of Electronics and Information Technology (IGOD,



2023).

Evolution over time was also seen within the additional authority prerogatives
dimension. Sarkar (2014) hypothesized that the original anchoring of UIDAI to the
Planning Commission was due to the future database that UIDAI would foresee the
development of, would become an important tool for planners, citing the DolT India
report (2011): ‘The existence of such a data base along the length and breadth of the
country will impart a new direction to the overall governance [...] by better planning of
infrastructural requirements as the count of people residing in an area would be known
at any point of time’. But this prerogative collation wasn’t the only one: originally, the
Empowered Group of Ministers considered UIDAI to hold the responsibility of
managing both digital identification capabilities and the national population register
(UIDAL, 2010), thus linking the prerogatives of civil registration to that of digital
identification. In its current form, the UIDAI’s objective is to facilitate the delivery of
subsidies, benefits and services (Aadhaar Act, 2016), however its role in reaching this
objective limited to ‘assigning unique identity numbers [to individuals residing in India]
and for matters connected therewith or incidental thereto’, and thus is solely concerned
with digital identification. This institutional arrangement is well-aligned with its
intended neutrality and transversal role, but less so with its stated objective (delivery of
subsidies, benefits and services) which involves a much more social orientation. This
discrepancy between stated intent and governance decision could simply be fortuitous.
But, borrowing from Masiero's (2018) piece on trust-building in Aadhaar and Khera's
(2017) observation that Aadhaar had a limited role in its stated welfare objective, one
could hypothesize that this framing of Aadhaar as a program with a social objective was
actually designed as a trust-building tool as opposed to a genuine program direction. We

leave these hypotheses to be tested by other researchers: in this piece, we will be



content with simply highlighting the hypothesis-building quality of contextualizing the

taxonomy.

5.1.2. Ecosystem management

The Aadhaar Act (2016) clearly stipulates that the subjects of the infrastructure are
residents, thus including the categories of nationals (residents), non-nationals
(residents) and persons without proof of legal identity, should they be residents in India.
This naturally raised the question of non-resident Indians (NRI), given that an Aadhaar
number was de facto needed for some administrative procedures. This category of
subjects needed to have stayed 182 days or more within the past 12 years before being
eligible, generating obvious issues with service provision. In response, this dimension
was extended to also include nationals (non-residents) in 2019 (UIDAI, 2019a). But
choices made within this dimension could have been quite different: amendments made
in 2004 to the Citizenship Act (1955) opened the door to the issuance of multipurpose
identity cards to Indian citizens, which could have served as a basis for identification
and authentication, on top of being a proof a citizenship.

Despite the actualization of its expected benefits requiring integration with the
practices or local bureaucracies (Madon et al., 2022), Aadhaar is primarily concerned
with the national geographical scope, and thus does not yet have a particular
interoperability approach at the sub-national or international level. It does, however,
serve as an interoperability layer between different services at the national level and
relies on standards, certification mechanisms and open-source software, which might
ease a potential future process of expanding geographical scope. Areas where standards
are used include biometrics (e.g., ISO/IEC 19794, Information Technology - Biometric
data interchange formats) and authentication (Open ID Connect implemented as part of

the e-Pramaan gateway). Aadhaar also makes use of certification mechanisms: as an



example, certification is a prerequisite for obtaining the authorization to act as a
registrar (UIDAI, 2022c). An interesting combination of standards and certification
regulate biometric capabilities in Aadhaar. Indeed, the UIDAI created standards where
they didn’t exist (e.g., for iris scanners) and applied them through a certification
process: only those companies who could meet the standard would be allowed to
perform biometric operations for the system (Gelb & Clark, 2013). Open-source
software is also widely used, with MySQL, Apache Hadoop and RabbitMQ being three
examples credited with helping address the important scalability and data management
challenges of running Aadhaar while avoiding vendor lock-in (Varma, 2010).

Finally, the role of private sector actors within Aadhaar has been an important
point of contention between institutional actors and the civil society. Although the
private sector also plays infrastructural roles (e.g., biometric matching system
provider), we will here highlight two aspects exemplifying the need to assess the
choices made within this dimension: the role that private sector actors have played as
registrars and as identity service consumers (note: while the UIDAI makes a distinction
between registrars and enrolment agencies, the former being tasked with planning and
the latter with execution of enrolment, we consider them here as parts of the same
function and will use the term registrar).

From the early stages, the UIDAI identified enrolment as one of the key risks of
the project, and in particular with regards to reaching the target population. To address
this risk, the UIDAI took the decision to build their enrolment approach through
partnerships with existing infrastructure of government as well as private sector actors
(UIDAL, 2010). Registrars were initially given flexibility regarding pricing, although
strict rules have since been issued on how much a registrar can charge for an Aadhaar-

related transaction (Aadhaar policy on pricing, 2020). But in a context when not being



enrolled means substantial difficulties in accessing welfare, a clear power imbalance
between registrars and residents led to abuse. For example, some residents were charged
for services that were supposed to be free (Press Information Bureau, 2017). The level
of fraud was such that in March 2023, UIDAI announced that 1.2% of all enrolment
operators had been suspended in the last 12 months (Press Information Bureau, 2023).
This short analysis from a single characteristic already yields many important research
questions: would these fraud cases have occurred if the private sector had not been
involved in enrolment? Would objectives in terms of population coverage still have
been attained? What, then, should drive the decision to allow the private sector to take
on a registrar role?

The second role worth highlighting in this case is the one of identity
consumption. Aadhaar’s initially stated objective was to provide for ‘good governance,
efficient, transparent, and targeted delivery of subsidies, benefits and services’
(Aadhaar Act, 2016). The addition of section 57 of the Act, opening the use of Aadhaar
for ‘any purpose’ by ‘any corporate body or person’ seems counter to this initially
stated objective. Despite this, private sector companies started requiring identification
through Aadhaar to grant access to their services. This was eventually struck down as
unconstitutional by the Supreme Court of India in its 26 September 2018 verdict: only
specific private sector users such as banks were then allowed to use Aadhaar for the
purpose of fighting against money laundering and tax evasion, under the provisions of
the Prevention of Money Laundering Act of 2002. But in 2023, history seemed intent on
repeating itself, with a proposal legally opening the use of Aadhaar authentication to the
private sector once more (Ministry of Electronics and IT, 2023). This simple example

serves to highlight the value in researching how the role of the private sector affects the



interplay between governance arrangements, legislation and targeted objective of the

infrastructure, and the impact of a misalignment thereof.

5.1.3. Funding management

Aadhaar was conceived as a public infrastructure primarily targeting inclusion and more
efficient delivery of welfare services (UIDAI, 2010), and as such its original funding
came from the public sector. In 2012, the National Institute of Public Finance and
Policy estimated that an 56% internal return rate could be reached within 10 years, a
significant return on investment to be accrued thanks to the ‘reduction of leakages
occurring due to identification and authentication issues’ (NIPFP, 2012). However,
despite taking on a significant part of the development of the infrastructure, the UIDAI
sought ways to reduce investment costs by leveraging public-private partnerships
models. Enrolment and data update capabilities, and biometric identification and
deduplication capabilities, present two examples in this regard. From very early on, it
was assessed that relying on the private sector was necessary to reach sufficient
coverage of India’s territory and closeness to its population (UIDAI, 2010). A
governance arrangement was thus developed, consisting in granting registrar /
enrolment providers the necessary authorizations to perform enrolment and update of
identity data. These actors would be remunerated per transaction. Regarding biometric
operations, a similar governance model was set in place, whereby only certified
companies could provide biometric services, who would then be paid by transaction.
This shift from investment costs to transaction costs can be credited for limiting the
initial investment required. However, it hasn’t gone uncriticized, especially in its
application. The Comptroller and Auditor General of India identified several areas
where the contractual conditions and their application were too lenient for the private

sector and ended up being more costly to the government than they should have been



(CAG of India, 2021).

As regards operational funding, the Aadhaar infrastructure is still predominantly
funded by governmental grants: in 2022, 72% of its revenues came from grants and
subsidies, while 22% was income from service provision, and the remaining 6% from
other sources such as license fees and interests on bank deposits (UIDAI, 2022a). Out of
the service provision revenues, 73% originated from charges to relying parties
(authentication services and license fees), 23% from charges to data subjects (e.g., data
update, ordering a PVC Aadhaar card) and 4% from other incomes. Authentication fees
were reduced by 85% in 2021 from X20/- to X3/- per transaction (from ~USD 0.24 to
0.036), and even to X1/- (~USD 0.012) for telecommunication operators, in order to
‘expand Aadhaar usage’ (UIDAI, 2022a). A careful balance, well depicted in this
succinct example, must be found within this dimension. Increasing the cost of service
may well help generate revenues for sustainability, but at the risk of reducing the
affordability of infrastructure usage, reducing its capacity to deliver wider societal

benefits.

5.1.4. Data management

Aadhar provides an interesting example of diversification in data presentation models.
Indeed, the infrastructure can both act as a singular federation service between users
and service providers and also as an identity provider sharing data with relying parties.
It also supports the generation and usage of so-called offline e-KYC files (UIDAI,
2023a), effectively allowing data subjects to directly share their identity data with
relying parties in a verifiable manner. The federation service is the historic and primary
capability of the Aadhaar infrastructure. It allows data subjects to authenticate
themselves to service providers (called authentication user agencies). To do so, the data

subject is required to provide their Aadhaar number and some biographic, or/and



biometric information, which are then submitted along with the data subject’s consent to
the Central Identities Data Repository for verification (UIDAI, 2023b). The service
provider subsequently receives a yes/no response, used as a basis to grant access to the
requested services. This data presentation model is helpful when only an authentication
of a data subject is required. An extension of this capability is the e-KYC process,
through which service providers can access verified identity information stored in the
Aadhaar database (UIDAI, 2019b). This model eases the challenge of getting access to
verifiable identity information and reduces the risk of data duplication or data
inaccuracies due to manual entry. Finally, this e-KYC process can be performed offline
as well: a data subject can download an XML file containing their identity information
in an encrypted format, which they can then share with a service provider directly
without the transaction having to be validated by the central infrastructure. This model
iIs particularly helpful in cases when internet network connectivity is not guaranteed. As
suggested by these three examples, broadening the diversity of presentation models can
help accommodate the requirements and the context of both data subjects and data
providers looking to benefit from the infrastructure.

Within the Aadhaar infrastructure, identity matching can take place both in a
mediated and a non-mediated way. The Aadhaar number being a unique 12-digit
number, it can effectively be used as such to match identity data by simple means of
comparison, representing a significant privacy risk. In response, the UIDAI developed a
tokenization mechanism, allowing data subjects to generate “Virtual IDs’ and mandate
the use of a specific, service provider-specific identifier as opposed to the general
Aadhaar number for certain relying parties (local authentication and e-KY C agencies)
(UIDALI, 2018). The Aadhaar infrastructure is then required to translate these tokenized

identifiers when data matching is necessary, acting as a mediating agent. This example



shows how two identity matching approaches can co-exist. While one enables accuracy
and ease of use due to its uniqueness and generality, the other provides higher privacy at
the cost of technical and organizational complexity. In the case of the Virtual ID, a
higher level of digital literacy is also required, which can limit the actualization of its
benefits.

With regards to trusted data sources, Aadhaar primarily relies on its own
databases, where biometric and biographic data is stored. When necessary, it also makes
the link between authoritative sources, acting as a gateway between a source and a
relying party (UIDAI, 2022b). This trusted data can also be decentralized with data
subjects as an XML file for them to store in a digital wallet. Distributed ledgers have
not yet been used in the Aadhaar infrastructure, although it has been mentioned as a
potential use case by the Policy Commission of India, the responsible for providing 15-

and 7-year road maps and strategic plans for India (NITI Aayog, 2020).

5.1.5. Summary of governance choices within the Aadhaar infrastructure

This depiction in broad strokes of the Aadhaar example, viewed from the lens of our
taxonomy, allowed us to exemplify through a concrete case how the key governance
decisions become operationalized in a digital infrastructure, to highlight some of the
dynamics influencing these choices, and to postulate some of their impacts. Below, we
propose a simplified visualization of this case. This mapping represents a quickly
understandable profile of a case that can be used for comparison purposes and for
hypothesis building. This can be used by practitioners to quickly evaluate how their
implementations compare to their peers’, and by researchers for developing additional

analytical layers, such as studies of archetypical implementations.
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enablers organizational, semantic) | accreditation mechanisms software
5 Roles of private Identity Identity . Infrastructural
o None . . Registrar ..
sector actors consumption provision provision
: Development Public fundin Public-private partnershi Grant
funding J P P P
Operational . Charge for relyin Charge for data
'? . Public budget g . ying 8 . Other
financing parties subjects

Federation through
multiple actors

Data subject to
relying party

Federation through
1 actor

Identity provider to
relying party

Data presentation
model

Identity matching

Non-mediated
approach

Mediated

Government-controlled

Digital wallets
databases J

Trusted sources Distributed ledgers

Table 4. Mapping of the Indian case within the taxonomy (the light grey colouring highlights the characteristics of
the case).

6. Discussion

While this list of dimensions and characteristics can give the impression that
infrastructure designers have complete choice over their design, several important
parameters can dictate the decisions that are available to them. A typical example would
involve the legacy arrangements in place. Indeed, making impactful design decisions
that imply reworking existing processes and governance agreements often entail high
financial and time investments. This is particularly the case when new legislation needs

to be enacted. In addition, while digital identity might currently be at the top of the



agenda for many countries worldwide (G20, 2023), it is not necessarily the case
everywhere. The attention of policymakers is limited, and the level of ambition for
digital identity infrastructure might be impacted by micro- and macro-level political
considerations, such as the proximity to elections. Many other factors naturally come
into play in the decision process, such as culture, economic, geographic and
demographic situation among others. Decisions, then, are clearly driven by context, and
their appropriateness subject to interpretation (Madon, 2015).

Agreeing with this perspective, we aimed to guide our reader and provide
nuance as to the interpretation of these choices within a particular context. We did so by
looking at the different dimensions of the taxonomy within the Indian Aadhaar case,
and through the lens of the main challenges facing LMICs that are pervasive in
practitioners’ discourses, the analyzed literature and archival records. Doing so, we
provided answers to the research questions of this paper. Several implications are drawn
from our results, applicable for both theory and practice.

Our work contributes to theory through a richer understanding of the yet under-
researched field of governance of digital identity infrastructure. The taxonomy expands
the existing body of knowledge through a consolidation of practitioners and academic
insights and establishes a consensus-based terminology to support a common
understanding on this topic. By providing a set of unifying constructs supporting
interpretation of aspects of relevance in our area of interest, this taxonomy can serve as
a framework allowing generalization, communication and application of findings (Glass
& Vessey, 1995). This contribution is of value to e-government research on digital
infrastructure (Janowski, 2015) and can support other research directions within the
wider information systems domain at large (Belanger & Carter, 2012). In brief, the

contributed taxonomy can be used to distinguish and depict strategic governance aspects



of digital identity infrastructures in a systematic and comprehensive way, and serve as
contextualization basis for hypothesis-making (Glass & Vessey, 1995) and theory-
building (Bapna et al., 2004).

Our instantiation helped bring to light some of these qualities. While their
depiction is more valuable in their context, and we will thus refrain from making a
summary here, we can highlight that many of our hypotheses revolved around the
appropriateness of certain decisions in a specific context, and the interplay between
them. Among the stand-out topics were considerations linked to arrangements with the
private sector, which pervaded a significant part of the taxonomy. This instantiations
also helped us raise many questions that would deserve attention in future research, in
particular concerning the impact that governance choices can have on actualization of
digital identity infrastructure benefits. Empirical comparative research approaches
would be particularly appropriate here, generating relevant theory and bringing
actionable results to be leveraged by the practitioner community.

We contribute to practice on three levels. First, the list of governance
characteristics of digital identity infrastructure, along with relevant design choices, can
help practitioners during the design and implementation of such infrastructure. Second,
given the concise and explanatory character of the provided taxonomy, we provide
policymakers with a practical tool for contextualization to better assess the design
choices that they are faced with (Janowski, 2015), thus also answering the call for better
research and training resources in the area of digital identity (Wimmer et al., 2020). We
reinforce this contribution by giving two complementary examples of possible
instantiations of the taxonomy, concretely showcasing how the taxonomy’s analytical
frame can be leveraged in practice. Third, citizens who are impacted by the deployment

and use of digital identity infrastructure are provided with a tool to concisely apprehend



their impactful governance characteristics. This can help citizens make better informed
decisions and enable them to steer the design of these features through participative
action. It also supports approach uniformity when it comes to successful digital identity
infrastructure evolution.

Some limitations of this research must also be acknowledged. When dealing
with a taxonomy, one must remember that they do not hold truth value, nor do they
intend to (livari, 2007). Although we contend that it is useful as a tool, and hope that we
were able to demonstrate how, this taxonomy is necessarily imperfect. A few reasons
explain this, aside from those inherent to the nature of taxonomies. First, the field of
digital identity infrastructure is still relatively nascent and, coupled with the accelerating
pace of technological innovation in the realm of identity management, it is likely that
this taxonomy will have to be extended in the medium-term. Second, the high level of
complexity of the topic should lead us to remain humble about the universal character
of the taxonomy, as its focus might have been steered in part by the current challenges
facing the digital identity community. Indeed, some of the strategic governance choices
facing institutional actors today might evolve, and new governance choices might soon
need to be considered in a different light. We must also recognize that while the
taxonomy made sense to our interview partners, the topic at hand is particularly
complex and can be challenging to understand by people less acquainted with the field
of digital identity. Finally, while two of our iterations consisted in an analysis of a
representative sample of instantiations of digital identity infrastructure, a systematic,
transversal evaluation of further existing instantiations could potentially reveal rare
characteristics that would deserve to be added.

These limitations lead us to call for further research. To better assist

practitioners with actionable knowledge that can be applied within their specific



context, case-study based evaluations of the impact resulting from governance decisions
could yield significant insights. While we focused on the governance aspects of digital
identity infrastructure, there would also be value in delving into the technical elements
that compose the infrastructure and the interplay between these two domains. Finally,
there is an opportunity to dig deeper into each of the dimensions of the taxonomy,
bringing in a more focused and granular view beyond the strategic design choices.
Future research could also adopt a reverse innovation frame (Immelt et al., 2009),
looking at how innovation originating from developing countries could make an impact

on challenges in HICs.

7. Concluding remarks

Digital identity infrastructures have seen a rise in interest from governments wanting to
enable participation of their citizens in a digital society and economy. However, on the
one hand recent experiences show that misaligned organizational and institutional
arrangements can cause project failures even in rich, developed countries, leading to
public distrust, and wasted resources. On the other hand, a heightened vulnerability to
adverse effects concerns low- and middle-income countries, for which the relative costs
of a digital identity infrastructure are higher and the expected benefits substantially
more transformative. To overcome this challenge and limit the risks of project failure,
strategic governance choices of digital identity infrastructure design must be well
identified, understood, planned, and communicated. A taxonomy can be a powerful tool
to support this objective, thanks to its ability to structure and organize the body of
knowledge (Glass & Vessey, 1995). We thus developed a taxonomy of strategic
governance choices for digital identity infrastructures following the development
process proposed by Nickerson et al. (2013). This systematic process resulted in a final

taxonomy consisting of 4 layers, 12 dimensions and 43 characteristics of governance



decision domains in digital identity infrastructure. In order to demonstrate its
interpretive qualities, guide future users of the taxonomy, and provide a discussion basis
for its implications, we also instantiated the taxonomy using a case approach.

When well designed and implemented, digital identity infrastructures have the
potential to promote economic development and socioeconomic inclusion in the
digitalized world. Building on the outcome of our research, future research may

contribute to the successful actualization of these benefits.

8. Appendix
ID Interviewee’s position Iteration Category | Years of experience in digital
identification

1 Practitioner 2 LMIC 14

2 Practitioner 2 HIC 10

3 Practitioner 2 LMIC 11

4 Practitioner 2 HIC 21

5 Practitioner 2 HIC 7

6 Practitioner 2 LMIC 13

7 Practitioner 2 HIC 6

8 Practitioner 2 HIC 10

9 Researcher 3 Global 14

10 Researcher 3 Global 2

11 Researcher 3 Global 3

12 Researcher 3 Global 2

13 Practitioner 6 LMIC 9

14 Practitioner 6 Global 4

15 Practitioner 6 Global 4

16 Practitioner 6 LMIC 5

17 Practitioner 6 LMIC 9

Table 5. Overview of interviewees

9. References

50-in-5. (2023). Implementing digital public infrastructure, safely and inclusively. 50-
in-5. https://50in5.net/

Aadhaar Act. (2016). https://uidai.gov.in/images/Aadhaar_Act 2016 _as_amended.pdf



Abraham, S. (2020). Building Trust : Lessons from Canada’s Approach to Digital
Identity. https://www.orfonline.org/research/building-trust-lessons-from-canadas-
approach-to-digital-identity-67360/

Addo, A., & Senyo, P. K. (2021). Advancing E-governance for Development : Digital
Identification and its Link to Socioeconomic Inclusion. Government Information
Quarterly.

AlBdairi, A. J. A., Xiao, Z., Alkhayyat, A., Humaidi, A. J., Fadhel, M. A., Taher, B. H.,
Alzubaidi, L., Santamaria, J., & Al-Shamma, O. (2022). Face Recognition Based on
Deep Learning and FPGA for Ethnicity Identification. Applied Sciences, 12(5), Article
5. https://doi.org/10.3390/app12052605

Almeida, F., José, O., & José, C. (2011). Open Standards And Open Source : Enabling
Interoperability. International Journal of Software Engineering & Applications, 2.
https://doi.org/10.5121/ijsea.2011.2101

Anand, N., & Brass, I. (2021). Responsible innovation for digital identity systems. Data
& Policy, 3, e35. https://doi.org/10.1017/dap.2021.35

Antonio, A., & Tuffley, D. (2014). The Gender Digital Divide in Developing Countries.
Future Internet, 6(4), 673-687. https://doi.org/10.3390/f16040673

Ar, 1., & Koc, M. (2018). Sustainable Financing for Sustainable Development :
Understanding the Interrelations between Public Investment and Sovereign Debt.
Sustainability, 10(11), Article 11. https://doi.org/10.3390/su10113901

Australian Government. (2023). Trusted Digital Identity Framework (TDIF) | Digital
Identity. https://www.digitalidentity.gov.au/tdif

Bailey, K. D. (1994). Typologies and taxonomies : An introduction to classification

techniques. Sage.



Bannister, F. (2005). The panoptic state : Privacy, surveillance and the balance of risk.
Information Polity, 10(1,2), 65-78. https://doi.org/10.3233/IP-2005-0068

Bannister, F., & Connolly, R. (2014). ICT, public values and transformative
government : A framework and programme for research. Government Information
Quarterly, 31(1), 119-128. https://doi.org/10.1016/j.giq.2013.06.002

Bapna, Goes, Gupta, & Jin. (2004). User Heterogeneity and Its Impact on Electronic
Auction Market Design : An Empirical Exploration. MIS Quarterly, 28(1), 21.
https://doi.org/10.2307/25148623

Bartolomeu, P. C., Vieira, E., Hosseini, S. M., & Ferreira, J. (2019). Self-Sovereign
Identity : Use-cases, Technologies, and Challenges for Industrial 10T. 2019 24th IEEE
International Conference on Emerging Technologies and Factory Automation (ETFA),
1173-1180. https://doi.org/10.1109/ETFA.2019.8869262

Beduschi, A. (2019). Digital identity : Contemporary challenges for data protection,
privacy and non-discrimination rights. Big Data & Society, 6(2), 2053951719855009.
https://doi.org/10.1177/2053951719855091

Beduschi, A. (2021). Rethinking digital identity for post-COVID-19 societies : Data
privacy and human rights considerations. Data & Policy, 3.
https://doi.org/10.1017/dap.2021.15

Bélanger, F., & Carter, L. (2008). Trust and risk in e-government adoption. The Journal
of Strategic Information Systems, 17(2), 165-176.
https://doi.org/10.1016/j.jsis.2007.12.002

Belanger, F., & Carter, L. (2012). Digitizing Government Interactions with
Constituents : An Historical Review of E-Government Research in Information
Systems. Journal of the Association for Information Systems, 13(5), 363-394.

https://doi.org/10.17705/1jais.00295



Berger, S., Burger, O., & Roglinger, M. (2020). Attacks on the Industrial Internet of
Things — Development of a multi-layer Taxonomy. Computers & Security, 93, 101790.
https://doi.org/10.1016/j.cose.2020.101790

Bhandari, V., van der Spuy, A., Trikanad, S., & Tshering Paul, Y. (2021). Towards the
Evaluation of Socio-Digital ID Ecosystems in Africa : Comparative Analysis of
Findings from Ten Country Case Studies (Research ICT Africa and the Centre for
Internet & Society) (SSRN Scholarly Paper 3969781).
https://doi.org/10.2139/ssrn.3969781

Bhatia, A., Donger, E., & Bhabha, J. (2021). ‘Without an Aadhaar card nothing could
be done’ : A mixed methods study of biometric identification and birth registration for
children in Varanasi, India. Information Technology for Development, 27(1), 129-149.
https://doi.org/10.1080/02681102.2020.1840325

Bhatt, P., Moulton, S., & Sutterlin, E. (2021). Identified but Unheard—Assessing the
Impacts of Digital ID on Civic and Political Participation of Marginalized
Communities.
https://www.ndi.org/sites/default/files/Identified%20but%20Unheard%20FINAL.pdf
Blakstad, S., & Allen, R. (2018). Leapfrogging Banks in Emerging Markets. In S.
Blakstad & R. Allen, FinTech Revolution (p. 121-132). Springer International
Publishing. https://doi.org/10.1007/978-3-319-76014-8 7

Bocchini, P., Frangopol, D. M., Ummenhofer, T., & Zinke, T. (2014). Resilience and
Sustainability of Civil Infrastructure : Toward a Unified Approach. Journal of
Infrastructure Systems, 20(2), 04014004. https://doi.org/10.1061/(ASCE)IS.1943-

555X.0000177



Bodo, B. (2021). Mediated trust : A theoretical framework to address the
trustworthiness of technological trust mediators. New Media & Society, 23(9),
2668-2690. https://doi.org/10.1177/1461444820939922

Bratton, M., & Gyimah-Boadi, E. (2016). Do trustworthy institutions matter for
development ? Corruption, trust, and government performance in Africa.
https://www.afrobarometer.org/wp-
content/uploads/migrated/files/publications/Dispatches/ab_r6_dispatchnol12_trustwort
hy _institutions_and_development_in_africa.pdf

CAG of India. (2021). Report of the Comptroller and Auditor General of India on the
Functioning of Unique Identification Authority of India.
https://cag.gov.in/webroot/uploads/download_audit_report/2021/24%200f%202021_ Ul
DAI-0624d8136a02d72.65885742.pdf

Carmody, P. (2020). Eprint of Dependence not Debt Trap Diplomacy. In Area
Development and Policy (Vol. 5). https://doi.org/10.1080/23792949.2019.1702471
Carter, L., & Weerakkody, V. (2008). E-government adoption : A cultural comparison.
Information Systems Frontiers, 10(4), 473-482. https://doi.org/10.1007/s10796-008-
9103-6

Chudnovsky, M., & Peeters, R. (2021). A cascade of exclusion : Administrative burdens
and access to citizenship in the case of Argentina’s National Identity Document.
International Review of Administrative Sciences, 88, 002085232098454.
https://doi.org/10.1177/0020852320984541

Cicchiello, A. F., Kazemikhasragh, A., Monferra, S., & Giron, A. (2021). Financial
inclusion and development in the least developed countries in Asia and Africa. Journal
of Innovation and Entrepreneurship, 10(1), 49. https://doi.org/10.1186/s13731-021-

00190-4



Citizenship Act, 1955. (1955).
https://www.indiacode.nic.in/bitstream/123456789/1522/1/a1955-57.pdf

Cooper, 1., & Yon, J. (2019). Ethical Issues in Biometrics. Science Insights, 30(2),
63-69. https://doi.org/10.15354/s1.19.re095

Dahan, M., & Hanmer, L. (2015). THE IDENTIFICATION FOR DEVELOPMENT
(ID4D) AGENDA: Its Potential for Empowering Women and Girls.

Davies, G. (2006). Is Mutual Recognition an Alternative to Harmonization? Lessons on
Trade and Tolerance of Diversity from the EU. In L. Bartels & F. Ortino (Eds.),
Regional Trade Agreements and the WTO Legal System (p. 0). Oxford University Press.
https://doi.org/10.1093/acprof:0s0/9780199206995.003.0012

Dawes, S. S. (2009). Governance in the digital age : A research and action framework
for an uncertain future. Government Information Quarterly, 26(2), 257-264.
https://doi.org/10.1016/j.9iq.2008.12.003

Diniz, E. H., Siqueira, E. S., & van Heck, E. (2019). Taxonomy of digital community
currency platforms. Information Technology for Development, 25(1), 69-91.
https://doi.org/10.1080/02681102.2018.1485005

DolT India. (2011). Compendium_FINAL_Version_220211(1).pdf.
https://www.meity.gov.in/writereaddata/files/Compendium_FINAL_Version_220211(1
).pdf

Doty, D. H., & Glick, W. H. (1994). Typologies as a Unique Form of Theory Building :
Toward Improved Understanding and Modeling. The Academy of Management Review,
19(2), 230. https://doi.org/10.2307/258704

DPGA, & GiZ. (2022, mai). GovStack Definitions : Understanding the Relationship
between Digital Public Infrastructure, Building Blocks & Digital Public Goods.

https://digitalpublicgoods.net/DPI-DPG-BB-Definitions.pdf



Drasch, B. J., Schweizer, A., & Urbach, N. (2018). Integrating the ‘Troublemakers’ : A
taxonomy for cooperation between banks and fintechs. Journal of Economics and
Business, 100(C), 26-42. https://doi.org/10.1016/j.jeconbus.2018.04.002

EBSI. (2023). EBSI’s Credential Status Framework and how to choose a revocation
method when using W3C Verifiable Credentials (and more).

Edelman. (2023). 2023 Edelman Trust Barometer. Edelman.
https://www.edelman.com/trust/2023/trust-barometer

ENISA. (2020). eIDAS compliant elD solutions.

ENISA. (2023). Digital Identity Standards.
https://www.enisa.europa.eu/publications/digital-identity-standards

ETSI. (2021). TS 119 461.
https://www.etsi.org/deliver/etsi_ts/119400_119499/119461/01.01.01_60/ts_119461v01
0101p.pdf

European Commission. (2021, juin 3). Commission proposes a trusted and secure
Digital Identity for all Europeans [Text]. European Commission.
https://ec.europa.eu/commission/presscorner/detail/en/ip_21 2663

European Parliament. (2023). 10 2023 | A Europe Fit for the Digital Age | Revision of
the eIDAS Regulation — European Digital Identity (EUid).

Feng, K., Wang, S., Li, N., Wu, C., & Xiong, W. (2018). Balancing public and private
interests through optimization of concession agreement design for user-pay PPP
projects. Journal of Civil Engineering and Management, 24(2), Article 2.
https://doi.org/10.3846/jcem.2018.455

Fitzgerald, B., & Kenny, T. (2004). Developing an information systems infrastructure
with open source software. IEEE Software, 21(1), 50-55.

https://doi.org/10.1109/MS.2004.1259216



G20. (2023). G20_Digital_Economy_Outcome_Document

_and_Chair’s Summary 19082023.pdf.
https://www.g20.0org/content/dam/gtwenty/gtwenty _new/document/G20_Digital_Econo
my_Outcome_Document%20_and_Chair%27s_Summary_19082023.pdf

Gavan, L., Hartog, K., Koppenol-Gonzalez, G. V., Gronholm, P. C., Feddes, A. R.,
Kohrt, B. A., Jordans, M. J. D., & Peters, R. M. H. (2022). Assessing stigma in low-
and middle-income countries : A systematic review of scales used with children and
adolescents. Social Science & Medicine, 307, 115121.
https://doi.org/10.1016/j.socscimed.2022.115121

Gelb, A., & Clark, J. (2013). Performance Lessons from India’s Universal
Identification Program. https://www.cgdev.org/sites/default/files/biometric-
performance-lessons-India.pdf

Gelb, A., & Diofasi, A. (2018). Identification Revolution : Can Digital ID be Harnessed
for Development?

Gelb, A., & Metz, A. D. (2018). Identification Revolution : Can Digital ID be
Harnessed for Development? Brookings Institution Press.
https://www.jstor.org/stable/10.7864/j.ctt21c4t40

Ghaffari, F., Gilani, K., Bertin, E., & Crespi, N. (2022). Identity and access
management using distributed ledger technology : A survey. International Journal of
Network Management, 32(2), €2180. https://doi.org/10.1002/nem.2180
Giannopoulou, A. (2020). Data Protection Compliance Challenges for Self-sovereign
Identity. In J. Prieto, A. Pinto, A. K. Das, & S. Ferretti (Eds.), Blockchain and

Applications (p. 91-100). Springer International Publishing.



Giannopoulou, A. (2023). Digital Identity Infrastructures : A Critical Approach of Self-
Sovereign ldentity. Digital Society, 2(2), 18. https://doi.org/10.1007/s44206-023-00049-
z

Gil-Garcia, J. R. (2012). Enacting Electronic Government Success : An Integrative
Study of Government-wide Websites, Organizational Capabilities, and Institutions (\Vol.
31). Springer US. https://doi.org/10.1007/978-1-4614-2015-6

Gil-Garcia, J. R., & Flores-Zufiiga, M. A. (2020). Towards a comprehensive
understanding of digital government success : Integrating implementation and adoption
factors. Government Information Quarterly, 37(4), 101518.
https://doi.org/10.1016/j.9iq.2020.101518

Glass, R. L., & Vessey, I. (1995). Contemporary Application-Domain Taxonomies.
IEEE Software, 12(4), 63-76. https://doi.org/10.1109/52.391837

Grassi, P. A., Garcia, M. E., & Fenton, J. L. (2017). Digital identity guidelines :
Revision 3 (NIST SP 800-63-3; p. NIST SP 800-63-3). National Institute of Standards
and Technology. https://doi.org/10.6028/NIST.SP.800-63-3

GSMA, World Bank Group, & Secure Identity Alliance. (2016). Digital Identity :
Towards Shared Principles for Public and Private Sector Cooperation.
https://www.gsma.com/mobilefordevelopment/wp-content/uploads/2016/07/Towards-
Shared-Principles-for-Public-and-Private-Sector-Cooperation.pdf

Gurara, D., Klyuev, V., Mwase, N., & Presbitero, A. F. (2018). Trends and Challenges
in Infrastructure Investment in Developing Countries. International Development Policy
| Revue Internationale de Politique de Développement, 10.1, Article 10.1.
https://doi.org/10.4000/poldev.2802

Haddouti, S. E., & Ech-Cherif El Kettani, M. D. (2019). Analysis of Identity

Management Systems Using Blockchain Technology. 2019 International Conference on



Advanced Communication Technologies and Networking (CommNet), 1-7.
https://doi.org/10.1109/COMMNET.2019.8742375

Hanna, R., & Olken, B. A. (2018). Universal Basic Incomes versus Targeted Transfers :
Anti-Poverty Programs in Developing Countries. Journal of Economic Perspectives,
32(4), 201-226. https://doi.org/10.1257/jep.32.4.201

Hansen, M., Kohntopp, K., & Pfitzmann, A. (2002). The Open Source approach—
Opportunities and limitations with respect to security and privacy**This paper was
presented at ISSE 2001, September 2628, London. This version is slightly revised.
Computers & Security, 21(5), 461-471. https://doi.org/10.1016/S0167-4048(02)00516-3
Hartwich, E., Ollig, P., Fridgen, G., & Rieger, A. (2022). Probably Something : A
Multi-Layer Taxonomy of Non-Fungible Tokens (arXiv:2209.05456). arXiv.
https://doi.org/10.48550/arXiv.2209.05456

Heeks, R. (2002). Information Systems and Developing Countries : Failure, Success,
and Local Improvisations. The Information Society, 18(2), 101-112.
https://doi.org/10.1080/01972240290075039

Heeks, R. (2003). Most eGovernment-for-Development Projects Fail : How Can Risks
be Reduced? iGovernment Working Paper No. 14. https://doi.org/10.2139/ssrn.3540052
Henfridsson, O., & Bygstad, B. (2013). The Generative Mechanisms of Digital
Infrastructure Evolution. MIS Quarterly, 37(3), 907-931.

Hoepman, J.-H., & Jacobs, B. (2007). Increased security through open source.
Communications of the ACM, 50(1), 79-83. https://doi.org/10.1145/1188913.1188921
Hooda, A., Gupta, P., Jeyaraj, A., Giannakis, M., & Dwivedi, Y. K. (2022). The effects
of trust on behavioral intention and use behavior within e-government contexts.
International Journal of Information Management, 67, 102553.

https://doi.org/10.1016/j.ijinfomgt.2022.102553



Huang, P., Guo, L., Li, M., & Fang, Y. (2019). Practical Privacy-Preserving ECG-
Based Authentication for loT-Based Healthcare. IEEE Internet of Things Journal, 6(5),
9200-9210. https://doi.org/10.1109/JI0T.2019.2929087

Husz, O. (2018). Bank Identity : Banks, ID Cards, and the Emergence of a Financial
Identification Society in Sweden. Enterprise & Society, 19(2), 391-429.
https://doi.org/10.1017/es0.2017.43

Hutchings, A., & Jorna, P. (2015). Misuse of information and communications
technology within the public sector.

ID4D. (2019). Identity Authentication and Verification Fees Overview of Current
Practices.
https://documentsl.worldbank.org/curated/en/945201555946417898/pdf/ldentity-
Authentication-and-Verification-Fees-Overview-of-Current-Practices.pdf

ID4D. (2022). Principles on Identification for Sustainable Development : Toward the
Digital Age [Text/HTML]. World Bank.
https://documents.worldbank.org/en/publication/documents-
reports/documentdetail/213581486378184357/Principles-on-ldentification-for-
Sustainable-Development-Toward-the-Digital-Age

IDEMIA. (2020). Public Private Partnerships—Identity Management—Idemia.
https://www.idemia.com/wp-content/uploads/2021/02/public-private-partnerships-
identity-management-idemia-brochure-202005.pdf

IGOD. (2023). Integrated Government Online Directory.
https://igod.gov.in/organization/RM4zv3QBGZkOjujBKgGW

livari, J. (2007). A paradigmatic analysis of information systems as a design science.

Scandinavian Journal of Information Systems, 19(2), 39-64.



Immelt, J. R., Govindarajan, V., & Timble, C. (2009). How GE Is Disrupting Itself.
https://hbr.org/2009/10/how-ge-is-disrupting-itself

International Center for Humanitarian Affairs. (2021). DIGID Lessons Learnt from
Kenya. https://cash-hub.org/wp-content/uploads/sites/3/2022/02/DIGID-Lessons-
Learnt-from-Kenya-Jan-2022.pdf

Inuwa, 1., Ononiwu, C., Kah, M. M. O., & Quaye, A. K. M. (2019). Mechanisms
Fostering the Misuse of Information Systems for Corrupt Practices in the Nigerian
Public Sector. In P. Nielsen & H. C. Kimaro (Eds.), Information and Communication
Technologies for Development. Strengthening Southern-Driven Cooperation as a
Catalyst for ICT4D (Vol. 552, p. 122-134). Springer International Publishing.
https://doi.org/10.1007/978-3-030-19115-3 11

ITU. (2014). Establishing conformity and interoperability regimes : Basic guidelines.
https://www.itu.int/en/ITU-
D/Technology/Documents/Conformancelnteroperability/Cl_BasicGuidelines_February
2014_E.pdf

ITU. (2023). Digital-Public-Infrastructure-Brochure.pdf.
https://www.itu.int/initiatives/sdgdigital/wp-content/uploads/sites/2/2023/09/Digital-
Public-Infrastructure-Brochure.pdf

ITU. (2018). Digital Identity Roadmap Guide. ITU.
https://www.itu.int:443/en/publications/ITU-D/Pages/publications.aspx

Janowski, T. (2015). Digital government evolution : From transformation to
contextualization. Government Information Quarterly, 32(3), 221-236.

https://doi.org/10.1016/j.9iq.2015.07.001



Janssen, M., & Helbig, N. (2018). Innovating and changing the policy-cycle : Policy-
makers be prepared! Government Information Quarterly, 35(4, Supplement), S99-S105.
https://doi.org/10.1016/j.9iq.2015.11.009

Kallela, J. (2008). Federated Identity Management Solutions.

Khera, R. (2017). Impact of Aadhaar on Welfare Programmes. Economic and Political
Weekly, 52(50), 61-70.

Klitgaard, R. (2011). Designing and Implementing a Technology-Driven Public-Private
Partnership (Innovations Case Discussion : India’s Project Aadhaar). Innovations:
Technology, Governance, Globalization, 6(2), 67-72.
https://doi.org/10.1162/INOV_a_00070

Konigs, P. (2022). Government Surveillance, Privacy, and Legitimacy. Philosophy &
Technology, 35(1), 8. https://doi.org/10.1007/s13347-022-00503-9

Koppenjan, J., & Groenewegen, J. (2005). Institutional design for complex
technological systems. International Journal of Technology, Policy and Management, 5.
https://doi.org/10.1504/1JTPM.2005.008406

Kroger, J. L., Miceli, M., & Miiller, F. (2021). How Data Can Be Used Against People :
A Classification of Personal Data Misuses. SSRN Electronic Journal.
https://doi.org/10.2139/ssrn.3887097

Kubicek, H., & Noack, T. (2010a). Different countries-different paths. Extended
comparison of the introduction of elDs in eight European countries. Identity in the
Information Society, 3. https://doi.org/10.1007/s12394-010-0063-x

Kubicek, H., & Noack, T. (2010b). The path dependency of national electronic
identities. Identity in the Information Society, 3. https://doi.org/10.1007/s12394-010-

0050-2



Kumar, R. L. (2004). A Framework for Assessing the Business Value of Information
Technology Infrastructures. Journal of Management Information Systems, 21(2), 11-32.
https://doi.org/10.1080/07421222.2004.11045801

Kundisch, D., Muntermann, J., Oberlander, A. M., Rau, D., Réglinger, M.,
Schoormann, T., & Szopinski, D. (2022). An Update for Taxonomy Designers :
Methodological Guidance from Information Systems Research. Business & Information
Systems Engineering, 64(4), 421-439. https://doi.org/10.1007/s12599-021-00723-x
Lacity, M., & Carmel, E. (2022). Self-Sovereign Identity and Verifiable Credentials in
Your Digital Wallet. MIS Quarterly Executive, 241-251.
https://doi.org/10.17705/2msge.00068

Lai, X., & Patrick Rau, P.-L. (2021). Has facial recognition technology been misused?
A public perception model of facial recognition scenarios. Computers in Human
Behavior, 124, 106894. https://doi.org/10.1016/j.chb.2021.106894

Lanitis, A. (2010). A survey of the effects of aging on biometric identity verification |
International Journal of Biometrics. https://dl.acm.org/doi/10.1504/1JBM.2010.030415
Leiteritz, R. J. (2001). Sovereignty, developing countries and international financial
institutions : A Reply to David Williams. Review of International Studies, 27(03).
https://doi.org/10.1017/S0260210501004351

Leung, D., Nolens, B., Arner, D. W., & Frost, J. (2022). Corporate Digital Identity : No
Silver Bullet, but a Silver Lining (SSRN Scholarly Paper 4505160).
https://doi.org/10.2139/ssrn.4505160

Li, X., Hess, T. J., & Valacich, J. S. (2008). Why do we trust new technology? A study
of initial trust formation with organizational information systems. The Journal of

Strategic Information Systems, 17(1), 39-71. https://doi.org/10.1016/j.jsis.2008.01.001



Lips, S., Tsap, V., Bharosa, N., Krimmer, R., Tammet, T., & Draheim, D. (2023).
Management of National elD Infrastructure as a State-Critical Asset and Public-private
Partnership : Learning from the Case of Estonia. Information Systems Frontiers, 25(6),
2439-2456. https://doi.org/10.1007/s10796-022-10363-5

Lowry, P. B., Dinev, T., & Willison, R. (2017). Why security and privacy research lies
at the centre of the information systems (IS) artefact : Proposing a bold research agenda.
European Journal of Information Systems, 26(6), 546-563.
https://doi.org/10.1057/s41303-017-0066-x

Lux, Z. A., Thatmann, D., Zickau, S., & Beierle, F. (2020). Distributed-Ledger-based
Authentication with Decentralized Identifiers and Verifiable Credentials. 2020 2nd
Conference on Blockchain Research & Applications for Innovative Networks and
Services (BRAINS), 71-78. https://doi.org/10.1109/BRAINS49436.2020.9223292
Madon, S. (2015). ICT4D and e-Governance. In P. H. Ang & R. Mansell (Eds.), The
International Encyclopedia of Digital Communication and Society (1 éd., p. 1-8).
Wiley. https://doi.org/10.1002/9781118767771.wbiedcs114

Madon, S., Ranjini, C. R., & Anantha Krishnan, R. K. (2022). Aadhaar and social
assistance programming : Local bureaucracies as critical intermediary. Information
Technology for Development, 28(4), 705-720.
https://doi.org/10.1080/02681102.2021.2021130

Madon, S., & Schoemaker, E. (2021). Digital identity as a platform for improving
refugee management. Information Systems Journal, 31.
https://doi.org/10.1111/isj.12353

Magwedere, M. R., & Marozva, G. (2023). Does political risk matter for infrastructure
investments? Empirical evidence. Development Studies Research, 10(1), 2146596.

https://doi.org/10.1080/21665095.2022.2146596



Mankoff, J., Kasnitz, D., Studies, D., Camp, L. J., Lazar, J., & Hochheiser, H. (2022).
Areas of Strategic Visibility : Disability Bias in Biometrics.
https://doi.org/10.48550/ARXIV.2208.04712

Manny, L., Angst, M., Rieckermann, J., & Fischer, M. (2022). Socio-technical networks
of infrastructure management : Network concepts and motifs for studying digitalization,
decentralization, and integrated management. Journal of Environmental Management,
318, 115596. https://doi.org/10.1016/j.jenvman.2022.115596

Manurung, H. (2021). Myanmar Political Instability : A Threat to Southeast Asia
Stability. Jurnal Asia Pacific Studies, 5. https://doi.org/10.33541/japs.v5i1.2671
Markard, J. (2009). Characteristics of Infrastructure Sectors and Implications for
Innovation Processes. https://www.semanticscholar.org/paper/Characteristics-of-
Infrastructure-Sectors-and-for-Markard/10e36720017ffafOcOdaa0a76ef0d46202e4bcfa
Martin, A., & Taylor, L. (2021). Exclusion and inclusion in identification : Regulation,
displacement and data justice. Information Technology for Development, 27(1), 50-66.
https://doi.org/10.1080/02681102.2020.1811943

Masiero, S. (2018). Explaining trust in large biometric infrastructures : A critical realist
case study of India’s Aadhaar project. THE ELECTRONIC JOURNAL OF
INFORMATION SYSTEMS IN DEVELOPING COUNTRIES, 84(6), €12053.
https://doi.org/10.1002/isd2.12053

Masiero, S. (2023). Digital identity as platform-mediated surveillance. Big Data &
Society, 10(1), 20539517221135176. https://doi.org/10.1177/20539517221135176
Masiero, S., & Arvidsson, V. (2021). Degenerative outcomes of digital identity
platforms for development. Information Systems Journal, 31(6), 903-928.

https://doi.org/10.1111/isj.12351



Mathrani, A., Sarvesh, T., & Umer, R. (2022). Digital divide framework : Online
learning in developing countries during the COVID-19 lockdown. Globalisation,
Societies and Education, 20(5), 625-640.
https://doi.org/10.1080/14767724.2021.1981253

Mavroudis, V., Hicks, C., & Crowcroft, J. (2021). An Interface Between Legacy

and Modern Mobile Devices for Digital Identity. In A. Saracino & P. Mori (Eds.),
Emerging Technologies for Authorization and Authentication (p. 68-76). Springer
International Publishing. https://doi.org/10.1007/978-3-030-93747-8 5

Mayer, R. C., Davis, J. H., & Schoorman, F. D. (1995). An Integrative Model of
Organizational Trust. The Academy of Management Review, 20(3), 709.
https://doi.org/10.2307/258792

MccCallister, E., Grance, T., & Scarfone, K. A. (2010). Guide to protecting the
confidentiality of Personally Identifiable Information (PII) (NIST SP 800-122; 0 éd., p.
NIST SP 800-122). National Institute of Standards and Technology.
https://doi.org/10.6028/NIST.SP.800-122

McKinsey. (2019). Digital identification : A key to inclusive growth.

Medaglia, R., Eaton, B., Hedman, J., & Whitley, E. A. (2022). Mechanisms of power
inscription into governance : Lessons from two national digital identity systems.
Information Systems Journal, 32(2), 242-277. https://doi.org/10.1111/isj.12325
Mergel, 1., Edelmann, N., & Haug, N. (2019). Defining digital transformation : Results
from expert interviews. Government Information Quarterly, 36(4). Scopus.
https://doi.org/10.1016/j.9iq.2019.06.002

Milner, H. V., Nielson, D. L., & Findley, M. G. (2016). Citizen preferences and public

goods : Comparing preferences for foreign aid and government programs in Uganda.



The Review of International Organizations, 11(2), 219-245.
https://doi.org/10.1007/s11558-016-9243-2

Ministry of Electronics and IT. (2023). MeitY proposes rules to enable Aadhaar
authentication by entities other than Government Ministries and Departments.
https://pib.gov.in/pib.gov.in/Pressreleaseshare.aspx?PRID=1918183

Ministry of Justice, India. (2019). The Aadhaar and other laws (amendment) Act 2019.
https://uidai.gov.in/images/news/Amendment_Act_2019.pdf

Mir, U. B., Kar, A. K., Gupta, M. P., & Sharma, R. S. (2019). Prioritizing Digital
Identity Goals — The Case Study of Aadhaar in India. In 1. O. Pappas, P. Mikalef, Y. K.
Dwivedi, L. Jaccheri, J. Krogstie, & M. Mantyméki (Eds.), Digital Transformation for a
Sustainable Society in the 21st Century (Vol. 11701, p. 489-501). Springer International
Publishing. https://doi.org/10.1007/978-3-030-29374-1_40

Mittal, A. (2022). Catalog of Technical Standards for Digital Identification Systems.
https://documentsl.worldbank.org/curated/en/707151536126464867/pdf/Catalog-of-
Technical-Standards-for-Digital-Identification-Systems.pdf

Mosero, R. (2021). Analysing the impact of Digital ID frameworks on Marginalised
Groups in Sub-Saharan Africa. SSRN Electronic Journal.
https://doi.org/10.2139/ssrn.3797506

National Audit Office. (2019). Investigation into Verify (Summary).

Nickerson, R. C., Varshney, U., & Muntermann, J. (2013). A method for taxonomy
development and its application in information systems. European Journal of
Information Systems, 22, 336-359. https://doi.org/10.1057/ejis.2012.26

NIMC. (2022). Data Privacy via Tokenization. Nigeria Data Privacy Initiative.

https://wiki.nimc.gov.ng/en/privacy/data-protection/tokenization



NIPFP. (2012). A cost-benefit analysis of Aadhaar—National Institute of Public
Finance and Policy. https://macrofinance.nipfp.org.in/FILES/uid_cba_paper.pdf

NITI Aayog. (2020). Blockchain : The India Strategy Part I.
https://www.niti.gov.in/sites/default/files/2020-
01/Blockchain_The_India_Strategy Part_I.pdf

Nyst, C., Pannifer, S., Whitley, E. A., & Makin, P. (2016, juin 8). Digital identity : Issue
analysis [Monograph]. Consult Hyperion. http://www.chyp.com/

OECD. (2023). Recommendation of the Council on the Governance of Digital Identity.
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0491

Okunoye, B. (2022). Mistrust of government within authoritarian states hindering user
acceptance and adoption of digital IDs in Africa : The Nigerian context. Data & Policy,
4. https://doi.org/10.1017/dap.2022.29

Our World In Data. (2023). Income inequality vs. GDP per capita. Our World in Data.
https://ourworldindata.org/grapher/gini-coefficient-vs-gdp-per-capita-
pip?xScale=linear&time=2020

Pali, 1., Krishania, L., Chadha, D., Kandar, A., Varshney, G., & Shukla, S. (2020). A
Comprehensive Survey of Aadhar and Security Issues (arXiv:2007.09409). arXiv.
https://doi.org/10.48550/arXiv.2007.09409

Park, S., & Humphry, J. (2019). Exclusion by design : Intersections of social, digital
and data exclusion. Information, Communication & Society, 22(7), 934-953.
https://doi.org/10.1080/1369118X.2019.1606266

Parliament of Bhutan. (2023). National_Digital_Identity Act_of Bhutan_2023F.pdf.
https://www.nab.gov.bt/assets/uploads/docs/acts/2023/National_Digital _Identity Act o

f_Bhutan_2023F.pdf



Perez, S., Cabrera, J., Rodriguez, J., & Raymundo, C. (2019). E-Government Adoption
Model Extended with Public Value in Peru. 338-342. Scopus.
https://doi.org/10.1109/1CITM.2019.8710646

Plantin, J.-C., Lagoze, C., Edwards, P. N., & Sandvig, C. (2018). Infrastructure studies
meet platform studies in the age of Google and Facebook. New Media & Society, 20(1),
293-310. https://doi.org/10.1177/1461444816661553

Présidence de la République de Guinée. (2022). Decret D-2022-0134 portant création,
attributions et fonctionnement de [’ONECI.

President’s Secretariat. (1979). Rank and Precedence of Indian officials.
https://www.mha.gov.in/sites/default/files/table_of precedence.pdf

Press Information Bureau. (2017). UIDAI demonstrate at Zero Tolerance against
unauthorized Agencies and Websites.
https://pib.gov.in/newsite/PrintRelease.aspx?relid=157985

Press Information Bureau. (2023). UIDAI'’s relentless initiatives lead to strengthening
of Aadhaar eco-system.
https://pib.gov.in/pib.gov.in/Pressreleaseshare.aspx?PRID=1909255

Prichard, E. C. (2021). Is the Use of Personality Based Psychometrics by Cambridge
Analytical Psychological Science’s “Nuclear Bomb” Moment? Frontiers in Psychology,
12, 581448. https://doi.org/10.3389/fpsyg.2021.581448

PwC. (2021). PwC-Studie : Der Online-Ausweis auf dem Smartphone und die digitale
Brieftasche.

Radiya-Dixit, E., & Neff, G. (2023). A Sociotechnical Audit : Assessing Police Use of
Facial Recognition. 2023 ACM Conference on Fairness, Accountability, and

Transparency, 1334-1346. https://doi.org/10.1145/3593013.3594084



Reuben, W., & Carbonari, F. (2017). Identification as a National Priority : The Unique
Case of Peru. SSRN Electronic Journal. https://doi.org/10.2139/ssrn.3013395
Robertson, V. H. S. E. (2019). Excessive Data Collection : Privacy Considerations and
Abuse of Dominance in the Era of Big Data (SSRN Scholarly Paper 3408971).
https://doi.org/10.2139/ssrn.3408971

Rocha, J. (2020). Spanish and portuguese eIDAS node evolution for electronic
identification of European citizens. Proceedings of the 10th Euro-American Conference
on Telematics and Information Systems, 1-5. https://doi.org/10.1145/3401895.3402094
Ross, A., Banerjee, S., & Chowdhury, A. (2022). Deducing health cues from biometric
data. Computer Vision and Image Understanding, 221, 103438.
https://doi.org/10.1016/j.cviu.2022.103438

Sallam, M., Lips, S., & Draheim, D. (2022). Success and Success Factors of the
Estonian E-Residency from the State and Entrepreneur Perspective (p. 291-304).
https://doi.org/10.1007/978-3-031-04238-6_22

Sarkar, S. (2014). The Unique Identity (UID) Project, Biometrics and Re-Imagining
Governance in India. Oxford Development Studies, 42(4), 516-533.
https://doi.org/10.1080/13600818.2014.924493

Sarkis, J., Koo, C., & Watson, R. T. (2013). Green information systems & technologies
— this generation and beyond : Introduction to the special issue. Information Systems
Frontiers, 15(5), 695-704. https://doi.org/10.1007/s10796-013-9454-5

Saunders, C., Benlian, A., Henfridsson, O., & Wiener, M. (2020, novembre 23). IS
Control & Governance. MIS Quarterly.

https://www.misgresearchcurations.org/blog/2020/11/23/is-control-amp-governance



Schelenz, L., & Pawelec, M. (2021). Information and Communication Technologies for
Development (ICT4D) critique. Information Technology for Development, 28(1),
165-188. https://doi.org/10.1080/02681102.2021.1937473

Schoemaker, E., Baslan, D., Pon, B., & Dell, N. (2021). Identity at the margins : Data
justice and refugee experiences with digital identity systems in Lebanon, Jordan, and
Uganda. Information Technology for Development, 27(1), 13-36.
https://doi.org/10.1080/02681102.2020.1785826

Schoemaker, E., Martin, A., & Weitzberg, K. (2023). Digital Identity and Inclusion :
Tracing Technological Transitions. Georgetown Journal of International Affairs, 24(1),
36-45. https://doi.org/10.1353/gia.2023.a897699

Schultze, U., & Avital, M. (2011). Designing interviews to generate rich data for
information systems research. Information and Organization, 21, 1-16.
https://doi.org/10.1016/j.infoandorg.2010.11.001

Schwalm, S., & Alamillo-Domingo, 1. (2022). Self-Sovereign-Identity & eIDAS : A
Contradiction? Challenges and Chances of eIDAS 2.0*. 89-108.
https://doi.org/10.53136/979125994752910

Secure Identity Alliance. (2019). Putting government back in control—Solving vendor
lock-in with open standards. https://www.id4africa.com/2019/almanac/SECURE-
IDENTITY-ALLIANCE-SIA.pdf

Sedlmeir, J., Buhl, H. U., Fridgen, G., & Keller, R. (2020). The Energy Consumption of
Blockchain Technology : Beyond Myth. Business & Information Systems Engineering,
62(6), 599-608.

SedImeir, J., Smethurst, R., Rieger, A., & Fridgen, G. (2021). Digital Identities and
Verifiable Credentials. Business & Information Systems Engineering, 63, 603-613.

https://doi.org/10.1007/s12599-021-00722-y



Seidel, S., Bharati, P., Fridgen, G., Watson, R., Albizri, A., Boudreau, M.-C., Butler, T.,
Chandra Kruse, L., Guzman, I., Karsten, H., Lee, H., Melville, N., Rush, D., Toland, J.,
& Watts, S. (2017). The Sustainability Imperative in Information Systems Research.
Communications of the Association for Information Systems, 40.
https://doi.org/10.17705/1CAIS.04003

Sharma, H., & Diaz Andrade, A. (2023). Digital financial services and human
development : Current landscape and research prospects. Information Technology for
Development, 29(4), 582-606. https://doi.org/10.1080/02681102.2023.2199189
Shirlow, P. (2021). Lustration in Iraq : Regime change as exclusion and control. Capital
& Class, 45(1), 123-144. https://doi.org/10.1177/0309816820924400

Sim, W. L., Chua, H. N., & Tahir, M. (2019). Blockchain for Identity Management :
The Implications to Personal Data Protection. 2019 IEEE Conference on Application,
Information and Network Security (AINS), 30-35.
https://doi.org/10.1109/AINS47559.2019.8968708

Sporny, M., Longely, D., & Chadwick, D. (2019). Verifiable Credentials Data Model
1.0. W3C Recommendation.

Sridhar, S., Altinkemer, K., & Rees, J. (2005). Software Vulnerabilities : Open Source
versus Proprietary Software Security.

Swiss Federal Counsel. (2021). Arrété du Conseil fédéral constatant le résultat de la
votation populaire du 7 mars 2021.
https://www.fedlex.admin.ch/filestore/fedlex.data.admin.ch/eli/fga/2021/1185/de/pdf-
a/fedlex-data-admin-ch-eli-fga-2021-1185-de-pdf-a.pdf

Swiss Federal Counsel. (2023). E-ID : adoption du message par le Conseil fédéral.

https://www.bj.admin.ch/bj/fr/home/aktuell/mm.msg-id-98758.html



Tavares, A. P., & Masiero, S. (2023). Digital Identity and Social Protection Programs :
Leaving No One Behind?

Taylor, J. A., Lips, M., & Organ, J. (2008). Identification practices in government :
Citizen surveillance and the quest for public service improvement. Identity in the
Information Society, 1(1), 135. https://doi.org/10.1007/s12394-009-0007-5

Temoshok, D., Richer, J., Choong, Y.-Y., Fenton, J., Lefkovitz, N., & Regenscheid, A.
(2022). Digital Identity Guidelines : Federation and Assertions (NIST Special
Publication (SP) 800-63C-4 (Draft)). National Institute of Standards and Technology.
https://doi.org/10.6028/NIST.SP.800-63C-4.ipd

The Alan Turing Institute. (2021). Openness in the digital identity context. The Alan
Turing Institute. https://www.turing.ac.uk/programme/openness-digital-identity-context
Thoburn, M. (2012). Identification, Surveillance and Profiling : On the Use and Abuse
of Citizen Data—Seeking Security.
http://www.bloomsburycollections.com/collections/monograph-detail

Thomas, S. (1998). User fees, self-selection and the poor in Bangladesh. Health Policy
and Planning, 13(1), 50-58. https://doi.org/10.1093/heapol/13.1.50

Tiwari, K., & Gupta, P. (2014). Fingerprint Quality of Rural Population and Impact of
Multiple Scanners on Recognition. In Z. Sun, S. Shan, H. Sang, J. Zhou, Y. Wang, &
W. Yuan (Eds.), Biometric Recognition (p. 199-207). Springer International Publishing.
https://doi.org/10.1007/978-3-319-12484-1 22

Aadhaar policy on pricing, (2020).
https://uidai.gov.in/images/akr_policy_on_pricing.pdf

UIDAI. (2022a). UIDAI_Annual_Report_21 22.pdf.

https://uidai.gov.in/images/UIDAI_Annual_Report_21 22.pdf



UIDALI. (2010). UIDAI STRATEGY OVERVIEW.
https://prsindia.org/files/bills_acts/bills_parliament/2010/UIDAI_STRATEGY_OVER
VIEW.pdf

UIDAL. (2018). Enhancing Privacy of Aadhaar holders—Implementation of Virtual ID,
UID Token and Limited KYC.
https://uidai.gov.in/images/resource/UIDAI_Circular_11012018.pdf

UIDAI. (2019a). NRI Aadhaar Enrolment.
https://uidai.gov.in/images/resource/NRI_Aadhaar_Enrolment_23092019.pdf

UIDAI. (2019b). What is Aadhaar KYC? Know e-KYC for Aadhaar card.
https://uidai.gov.in/images/news/What-is-Aadhaar-KY C-Know-e-KY C-for-Aadhaar-
card.pdf

UIDAI. (2022Db). Clarifications on issues relating to sharing of Aadhaar and related
data amongst government departments.
https://uidai.gov.in/images/UIDAI_OM_dated_15.07.2022.pdf

UIDAI. (2022c). Training, Testing & Certification Ecosystem. Unique Identification
Authority of India | Government of India. https://uidai.gov.in/en/ecosystem/training-
testing-certification-ecosystem.htmi

UIDAI. (2023a). Aadhaar Paperless Offline e-kyc. Unique Identification Authority of
India | Government of India. https://uidai.gov.in/en/contact-support/have-any-
question/307-faqs/aadhaar-online-services/aadhaar-paperless-offline-e-kyc.html
UIDAL. (2023b). Authentication. Unique Identification Authority of India | Government
of India. https://uidai.gov.in/en/contact-support/have-any-question/303-english-

uk/fags/authentication.html



UIDAL. (2023c). Enrolment Agencies. Unique Identification Authority of India |
Government of India. https://uidai.gov.in/en/ecosystem/enrolment-
ecosystem/enrolment-agencies.html

UIDAL. (2023d). Finance & Accounts. Unique Identification Authority of India |
Government of India. https://uidai.gov.in/en/about-uidai/unique-identification-
authority-of-india/finance-accounts.html

UN LIEG. (2019). United Nations Strategy for Legal Identity for All.
https://unstats.un.org/legal-identity-agenda/documents/UN-Strategy-for-L1A.pdf
UNCDF. (2020). RFA Feasibility Study for setting up a single identification system for
financial service users in the WAEMU (UEMOA).

UNDP. (2023). Undp-the-dpi-approach-a-playbook.pdf.
https://www.undp.org/sites/g/files/zskgke326/files/2023-08/undp-the-dpi-approach-a-
playbook.pdf

UNHCR. (2018). UNHCR Strategy on Digital Identity and Inclusion.

USAID. (2017). Identity in a Digital Age : Infrastructure for Inclusive Development.
https://www.usaid.gov/sites/default/files/2022-

05/IDENTITY_IN_A DIGITAL_AGE.pdf

van Dijck, J., & Jacobs, B. (2020). Electronic identity services as sociotechnical and
political-economic constructs. New Media & Society, 22(5), 896-914.
https://doi.org/10.1177/1461444819872537

Varma, P. (2010). Aadhaar Scalability & Data Management Challenges.
https://www.cse.iith.ac.in/~comad/2010/pdf/Industry%20Sessions/UID_Pramod_Varma
pdf

Verheul, E., & Jacobs, B. (2017). Polymorphic encryption and pseudonymisation in

identity management and medical research.



Veseli, F., Olvera, J. S., Pulls, T., & Rannenberg, K. (2019). Engineering privacy by
design : Lessons from the design and implementation of an identity wallet platform.
Proceedings of the 34th ACM/SIGAPP Symposium on Applied Computing, 1475-1483.
https://doi.org/10.1145/3297280.3297429

Wa3C. (2022a). Decentralized Identifiers (DIDs) v1.0. https://www.w3.org/TR/did-core/
Wa3C. (2022Db). Verifiable Credentials Data Model v1.1. https://www.w3.org/TR/vc-
data-model/

Wachter, S., & Mittelstadt, B. (2018). 4 Right to Reasonable Inferences : Re-Thinking
Data Protection Law in the Age of Big Data and Al (SSRN Scholarly Paper 3248829).
https://papers.ssrn.com/abstract=3248829

Walke, F., Winkler, T., & Le, M. (2023). Success of Digital Identity Infrastructure : A
Grounded Model of eID Evolution Success.

Wang, F., & Filippi, P. (2020). Self-Sovereign Identity in a Globalized World :
Credentials-Based Identity Systems as a Driver for Economic Inclusion. Frontiers in
Blockchain, 2, 28. https://doi.org/10.3389/fbloc.2019.00028

Warkentin, M., Gefen, D., Pavlou, P. A., & Rose, G. M. (2002). Encouraging Citizen
Adoption of e-Government by Building Trust. Electronic Markets, 12(3), 157-162.
https://doi.org/10.1080/101967802320245929

Weigl, L., Amard, A., Codagnone, C., & Fridgen, G. (2022). The EU’s Digital Identity
Policy : Tracing Policy Punctuations. 15th International Conference on Theory and
Practice of Electronic Governance, 74-81. https://doi.org/10.1145/3560107.3560121
Weigl, L., Barbereau, T., Rieger, A., & Fridgen, G. (2022). The Social Construction of
Self-Sovereign Identity : An Extended Model of Interpretive Flexibility. Proceedings of

the Hawaii International Conference on System Sciences 2022, 2543-2552.



Weitzberg, K., Cheesman, M., Martin, A., & Schoemaker, E. (2021). Between
surveillance and recognition : Rethinking digital identity in aid. Big Data & Society,
8(1), 20539517211006744. https://doi.org/10.1177/20539517211006744

Welch, E. W., Hinnant, C. C., & Jae, M. M. (2004). Linking Citizen Satisfaction with
E-Government and Trust in Government. Journal of Public Administration Research
and Theory, 15(3), 371-391. https://doi.org/10.1093/jopart/mui021

Wickins, J. (2007). The ethics of biometrics : The risk of social exclusion from the
widespread use of electronic identification. Science and Engineering Ethics, 13(1),
45-54. https://doi.org/10.1007/s11948-007-9003-z

Williams, D. (2000). Aid and sovereignty : Quasi-states and the international financial
institutions. Review of International Studies, 26(4), 557-573.
https://doi.org/10.1017/S026021050000557X

Wimmer, M. A., Pereira, G. V., Ronzhyn, A., & Spitzer, V. (2020). Transforming
government by leveraging disruptive technologies : Identification of research and
training needs. eJournal of eDemocracy and Open Government, 12(1), 87-114. Scopus.
https://doi.org/10.29379/jedem.v12i1.594

Witten, B., Landwehr, C., & Caloyannides, M. (2001). Does open source improve
system security? IEEE Software, 18(5), 57-61. https://doi.org/10.1109/52.951496
Woo, J., & Kumar, M. S. (2015). Public Debt and Growth. Economica, 82(328),
705-739. https://doi.org/10.1111/ecca.12138

World Bank. (2014). Digital Identity ToolKkit.
https://openknowledge.worldbank.org/server/api/core/bitstreams/ec566¢87-09¢c4-5171-
ab8d-9f3707c613f0/content

World Bank. (2018). International Development Association project appraisal

document on a proposed credits and grant to the republic of Cote d’Ivoire & the



Republic of Guinea.
https://documentsl.worldbank.org/curated/en/771571528428669934/pdf/REGIONAL-
INTEGRATION-CAS-AFRICArev-05152018.pdf

World Bank. (2021a). IDAD GLOBAL DATASET - Volume 1 2021 : Global ID
Coverage Estimates [Text/HTML].
https://documents.worldbank.org/en/publication/documents-
reports/documentdetail/099705012232226786/P176341032c1ef0b20adf10abad304425¢e
f

World Bank. (2022a). Federated Ecosystems for Digital ID : Current Approaches and
Lessons. World Bank. https://doi.org/10.1596/38443

World Bank. (2023a). The West Africa Unique Identification for Regional Integration
and Inclusion (WURI) Program : Unique Identifiers to Enable Access to Human
Development Services. Washington, DC: World Bank. https://doi.org/10.1596/40121
World Bank. (2019a). ID4D Practitioner’s Guide.pdyf.
https://documentsl.worldbank.org/curated/en/248371559325561562/pdf/ID4D-
Practitioner-s-Guide.pdf

World Bank. (2019b). Inclusive and Trusted Digital ID Can Unlock Opportunities for
the World’s Most Vulnerable. World Bank.
https://www.worldbank.org/en/news/immersive-story/2019/08/14/inclusive-and-trusted-
digital-id-can-unlock-opportunities-for-the-worlds-most-vulnerable

World Bank. (2019c). Procurement-Guide-And-Checklist-For-Digital-Identification-
Systems.pdf.
https://documentsl.worldbank.org/curated/en/104171583178428889/pdf/Procurement-

Guide-And-Checklist-For-Digital-Identification-Systems.pdf



World Bank. (2021b). The Global Findex 2021 : Interactive Executive Summary
Visualization [Text/HTML]. World Bank.
https://www.worldbank.org/en/publication/globalfindex/interactive-executive-
summary-visualization

World Bank. (2022b). Identification for Development (ID4D) and Digitalizing G2P
Payments (G2Px) 2022 Annual Report [Text/HTML]. World Bank.
https://documents.worldbank.org/en/publication/documents-
reports/documentdetail/099437402012317995/IDU00fd54093061a70475b0a3b50dd7e6
cdfel47

World Bank. (2023b). Creating Digital Public Infrastructure for Empowerment,
Inclusion, and Resilience. World Bank.
https://projects.worldbank.org/en/results/2023/10/12/creating-digital-public-
infrastructure-for-empowerment-inclusion-and-resilience

Zdjelar, R., & Zajdela Hrustek, N. (2021). Digital Divide and E-Inclusion as Challenges
of the Information Society — Research Review. Journal of Information and

Organizational Sciences, 45(2), 601-638. https://doi.org/10.31341/ji0s.45.2.14



The EU’s Digital Identity Policy: Tracing Policy Punctuations

Linda Weigl*

University of Luxembourg, Luxembourg

Cristiano Codagnone
University of Milan, Italy

ABSTRACT

This paper analyzes the development of the European Union’s
digital identity policy. The analysis focuses on the dynamics leading
to a sudden shift from identity management as a sensitive topic
under national competence towards a common, harmonized, user-
centric European Digital Identity Framework layering on top of
Member States’ existing systems. We adopted a syncretic approach
to Punctuated Equilibrium Theory and focused specifically on the
concept of policy punctuations and policy image. Process tracing is
used as a method to trace and interpret causal mechanisms of policy
processes. The empirical analysis is grounded in elite interviews and
policy documentation. To open up the black box of policy-making,
we analyze and disaggregate the policy process. We thereby provide
a better understanding of the historical-political and technological
mechanisms that determine particular policy outcomes.
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1 INTRODUCTION

With rising concerns about citizens and businesses losing control
over their data [22, 36], governments, and the European Union (EU)
in particular, are engaging in the production of policies that regulate
the digital sphere. A significant element of this ‘cybernetic’ [16]
strategy is a pan-European digital identity management system
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[12]. The European Commission’s" legislative proposal introducing
such system emerged as the result of a revision in June 2021.

As such, the European Digital Identity Proposal [12]2 builds on
the 2014 electronic Identification, Authentication and trust Services
(eIDAS) Regulation®. The Proposal follows extensive reviewing and
consultation efforts on the eIDAS Regulation. The eIDAS review
was anchored in Article 49 and thus determined to happen by law.
However, prior to the start of the review, there were no officially
announced plans to introduce a European Digital Identity scheme.
Under the eIDAS Regulation, some Member States had already
invested in their own electronic identification (eID) schemes [9].
Moreover, in the realm of identity management where identifica-
tion is based on official electronic documents, the Treaty (TFEU)
does not explicitly foresee regulatory competence for the EU to
intervene in national affairs*. Plans to complement eIDAS with a
European digital identity were first appearing on the legislative
agenda in 2020. A Commission Communication of February 2020
[10] listed the ‘review’ of eIDAS as a ‘revision’. In the Commission’s
Inception Impact Assessment, the European digital identity was
introduced as one out of three ‘policy options’ to “strengthen Eu-
rope’s technological autonomy [...] to compete globally” [15]. The
speedy introduction of a proposal for a European Digital Identity
Framework (EDIF), in a policy area where the EU’s legal compe-
tence has been subject to interpretation, presents an interesting
case of policy punctuation in the digital sphere. This gave rise to the
following research question: Why did a sudden step change occur in
EU digital identity policy in the form of a substantial eIDAS revision?

The importance of studying this phase of the policy process, the
stage of ‘agenda-setting’, lies in its function within the so-called
‘policy cycle’ [21]. As the agenda-setting process defines which
issues come to the fore in the first place, it determines to a large
extent the chronology of events in subsequent phases. In light of
the new EU digital constitutionalism and its increasingly complex
legal construction [5, 7, 13], the necessity to thoroughly understand
the process of a policy issue prior to its appearance on the political
agenda becomes evident.

To answer our research question, we adopt a syncretic approach
to theory. We study the policy development of the EDIF through

!Hereinafter also referred to as ‘Commission’.

2Proposal for amending Regulation (EU) No 910/2014 as regards establishing a frame-
work for a European Digital Identity.

3Regulation (EU) 910/2014 on electronic identification and trust services for electronic
transactions in the internal market.

“Legal identities fall in the scope of Member States’ competences, especially as it
concerns their sovereignty to identify their own citizens. Nevertheless, the EDIF
proposal’s stated objectives are to enable a digital single market, protect consumers
and to create a space of freedom, due to the potential abuses of gatekeeper platforms and
companies, while maintaining security cross-border contexts; areas that are included
within shared competences between the EU and Member States according to Article
4.2 (a), (f) and (j) TFEU.
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the theoretical lens of Punctuated Equilibrium Theory (PET) to
understand the process of sudden policy change in the EU. This
process of change takes into account the shift from identity man-
agement as a sensitive policy area exclusively dealt with on the
national stage, towards harmonization efforts within a European
framework. We explain and disaggregate this policy process using
the Process Tracing (PT) methodology. We thereby open up the
black box of policy-making and provide a better understanding of
mechanisms that determine policy outcomes.

2 BACKGROUND
2.1 The EU Digital Identity Policy

With a variety of services offered online in the last decades, new
pathways for remote identity verification emerged [18, 37]. Given
the impact of digitalization on the international environment, one
characteristic of eID services is typically the transcendence of na-
tional borders. In the EU, the eIDAS Regulation of 2014 provides
the basis for remote cross-border identification and thus plays a
fundamental role in this regard [24, 32]. To enable cross-border
recognition of eID, the eIDAS Regulation relies on voluntary, no-
tified national eID schemes. For identification and authentication
purposes, however, eIDAS is limited to public sector services, de-
spite a majority of use cases lying with the private sector [32]. This
restrains the EU’s range of possibilities to provide an alternative
to citizens for private authentication schemes enabling equally
convenient mechanisms such as Single Sign-On.

The 2021 evaluation of eIDAS highlighted that it had been highly
successful in achieving technical interoperability for trust services,
but it criticized the limitation to public sector services and the lack
of incentive for Member States and private identity providers to
connect to the infrastructure. These shortcomings had led to a low
uptake by citizens and Member States, which paved the way for op-
portunities of private parties to build, offer and control user-friendly
elD solutions. This raises particular concerns about a decline in indi-
viduals’ control over their personal data [36], as well as a decline in
governments’ digital sovereignty and controlling power more gen-
erally [16]. Floridi highlights this ‘poietic power’ of companies that
governments depend on for a variety of issues in the digital sphere.
In the EU’s eID landscape, this innovation asymmetry between
states and companies is evidenced by another shortcoming. Not all
Member States run eID schemes, and even fewer have notified them
to the Commission. On top of that, individual national standards
lead to large discrepancies between countries’ eID schemes’ imple-
mentations [24]. Overall, this means that cross-border transactions
are limited and many services are not accessible under eIDAS.

In a Communication entitled 2030 Digital Compass: the European
way for the Digital Decade [11] published in March 2021, the Com-
mission presented an update of its digital strategy, including an
envisioned uptake of eID systems by 80% of citizens by 2030. In June
2021, the Commission put forth a legislative proposal with binding
legal force throughout the EU. The EDIF proposal introduces digital
wallets which would enable citizens to verify their identity online
to access both public and private services without having to resort
to commercial providers. Moreover, the Commission’s proposal is
“extraterritorial”, as Recital 28 and Article 12b on the cross-border
reliance on European Digital Identity Wallets mandate very large
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online platforms, none of which being European, “to accept the use
of European Digital Identity Wallets” for the provision of services
where user authentication is required. It thereby exercises a de
facto and de jure ‘Brussels effect’ “with the consequence that market
players must deal with EU regulations regardless of where they
operate if such operations affect EU citizens” [7]. At the time of
writing, this legislative proposal is awaiting the European Parlia-
ment’s responsible Committee decision and will be transferred to
the Council of the EU thereupon.

It may appear that - despite its high level of ambition to set out
a harmonized legal framework across the EU - the development of
the Proposal corresponds to a natural evolution of demands. Yet,
in light of the dynamic evolution of this Proposal, this explana-
tion might be oversimplified. The study of agenda-setting holds
that there is a nearly unlimited amount of important policy issues
and corresponding policy solutions that could rise to the top of
the political agenda [4]. In reality, only a few policies will catch
the limited attention spans of policy-makers [27], while the vast
majority remains ignored. We thus look into agenda-setting theory
to understand why the revision of the 2014 eIDAS Regulation was
translated into a new legislative proposal for the EDIF in 2021.

2.2 Agenda-Setting in the European Union

We study the policy process of the EDIF through the theoretical lens
of PET [1, 31]. PET is used to explain long periods of policy stability
‘punctuated’ by outbursts of policy activity resulting in major policy
changes. In their seminal work Agendas and Instability in American
Politics, Baumgartner and Jones elaborate on PET. In applying this
framework to the European institutional set up, Princen [26, 27]
refined some of the key concepts of PET.

The EU’s policy on eID was stable throughout several years. This
stability is reflected in the careful take on eID adopted by the eIDAS
Regulation in 2014. This phase of stability marks a first period (P1,
see Figure 1) in the EU’s digital identity policy, starting with the
legislative proposal for the eIDAS Regulation in 2012, and terminat-
ing with the end of the Juncker Commission in 2019. In contrast,
the 2021 new legislative proposal is a striking and ambitious policy
change. Under the Proposal, Member States are obliged to notify
at least one eID scheme - a previously voluntary requirement. It
further introduces obligations for specific private sector actors to
accept the use of the proposed EU Digital Wallet. Based on legisla-
tive dynamics that oblige both public and private sector to engage
substantial resources in an area where the EU’s legal legitimacy was
perceived to be limited, we argue that the EDIF proposal punctu-
ates the equilibrium in the development of Europe’s digital identity
policy. We refer to this as the policy punctuation hypothesis (Hpp):
The introduction of a speedy and ambitious proposal on a European
Digital Identity Framework is a clear step change in a previously
stable European digital identity policy.

Princen [26, 27] offers a detailed framework for policy change
in the EU. He emphasizes ‘policy venues’ and ‘problem definition’,
the latter consisting of the ‘policy image’, or so-called ‘frames’, as
key concepts that oscillate between policy stability and change.
The venue of a policy plays an important role as policy issues
can be perceived differently by different audiences [4] and due to
the fundamental difference between institutional arenas, such as
the dynamics of participation, institutional authority, credibility,
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Figure 1: Timeline of key events, publications (see Appendix 2, Table 2) and periods in the policy-making process. VDL =
European Commission President von der Leyen. SEDF = Communication on “Shaping Europe’s Digital Future”.

the support base for a certain policy, political priorities, general
interests and networks [26]. Therefore, it is important to specify the
venue in which a policy will be taken up. The intentional selection
of a venue by policy-makers to influence policy outcomes is called
‘venue-shopping’, a key element in the policy punctuation dynamic
[1]. The issue itself remains unchanged, but the environment of
policy actors varies according to the institutional space and scope of
participation of the venue. Political actors can shift the discussion of
a topic horizontally from one policy sector to another, or vertically
e.g., from the national to the supranational level [27].

Next to institutional venues, Princen highlights the bounded
rationality of policy actors who are subject to cognitive limitations
which are predetermined and reinforced by institutional structures
[27]. Decision- and policy-makers can only dedicate their atten-
tion to one issue at a time and each governmental unit is usually
allocated to one specific task. Within this limited attention span,
policy issues compete by being defined in a way that convinces
the audience of its urgency and priority [1]. This can be achieved
through the ‘problem definition’ or the ‘frame’ of a policy issue, “a
mixture of empirical information and emotive appeals” that defines
how it is portrayed and placed in a context to get the most attention
from the audience in the political debate [31]. Attention for an issue
can also be gained by utilizing already existing public attention and
placing the issue in that context. This allows issue proponents to
accentuate the importance and urgency of one policy issue, while
minimizing the attention in the established reference for another.

In the EU’s policy process on digital identity, a decisive event
was the new Commission mandate under President von der Leyen,
appointed in December 2019. This defines a second critical period
(P2, see Figure 1) for our analysis. The Commission put forth the
idea of a European digital identity for the first time publicly in a
Communication entitled Shaping Europe’s Digital Future [10]. The
Communication maps out future plans for one of the six politi-
cal priorities of European Commission President von der Leyen.
Specifically, it calls for “helping consumers take greater control of
- and responsibility for - their own data and identity” through a
“universally accepted public electronic identity [...] without having
to use unrelated platforms [...] and unnecessarily sharing personal
data with them”. The differentiation of “them”, i.e., large, mostly
non-EU technology companies, is becoming an increasingly im-
portant motive in the communication strategy of the EU digital
policy-making process. This also aligns with the novel inception
of digital constitutionalism which Celeste [5] explains as “consti-
tutional counteractions against the challenges produced by digital
technology”. From this emerges the politically-embedded notions

of ‘digital sovereignty’ and ‘strategic autonomy’ [6] as means of ex-
ercising controlling power and advancing the concept of European
leadership in the global digital domain.

Importantly, actors across the entire political system shift policy
attention collectively. As a result, such shifts are not the “province
of one partisan camp alone” and cannot be accounted for and ex-
plained solely within “the confines of the standard model based
in preference shifts caused by electoral change” [19]. Moreover,
contrary to the agenda-setting perspective as a theory of policy dy-
namics, the comparative statics approach has “conflated the choice
of policy issue (agenda setting) with the policy solution chosen
given a policy problem” [19]. According to Jones and Baumgartner,
political parties and partisan interests play a rather minor role at the
problem stage. At the solution stage, on the other hand, ideology
and partisanship are a far more relevant aspect to consider. From
a problem perspective, the last decades witnessed rising power
asymmetries between users and service providers [36] and a well-
established digital corporate sovereignty built on the hegemonic
positions of non-European multinational technology companies
[16].

Considering the rising strategic importance of identity in the
digital world, concerns are raised over the increasing power of these
companies, their economic and social influence, and the threat
they constitute to Europe’s ability to act independently in this
domain [22]. In response to these dynamics, the von der Leyen
Commission identified a number of digital policy priorities that
would sustain economic growth and strengthen the EU’s global
competitiveness. While the eIDAS Regulation aimed at facilitating
digital cross-border administration, the proposed EDIF matured as
alegislation to strengthen Europe’s stance in the geopolitics of data.
We posit that this shift in discourse signals a change in the policy
image of eID: because the new policy image is linked to overarching
political priorities of the Commission, the policy was able to expand
to the macro-political level. This led to the June 2021 EDIF proposal,
which marks the third and final period (P3, see Figure 1) of the
policy process analyzed in this paper. We refer to this as the policy
image hypothesis (Hp;): The linking of the eIDAS Regulation with the
European Commission’s digital priorities punctuated the equilibrium
of the European digital identity policy. It focuses on the concept
of policy image within PET, which allows us to highlight the role
played by the framing of a policy within complex policy processes.
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3 METHODOLOGY

3.1 Process Tracing

Process Tracing (PT) methodology is rooted in the logic of causal
mechanisms for within-case accounts of policy change [2, 8]. Its
objective is to move beyond the description of empirical narratives
and instead identify causal mechanisms that link causes and out-
comes to craft fine-grained explanations of policy change. In the
field of policy studies, there have been increasing calls for analyz-
ing causal mechanisms in policy-process theory [33]. Within many
policy process theories, “causation is often claimed or implied, and
at best supported by shallow explanations” [33]. Capturing causal
mechanisms with PT methodology can strengthen the analysis
of policy processes of single case studies by providing a robust
method to understand causality. In practice, a nuanced understand-
ing of policy-making disaggregates the policy process into cause-
and-effect mechanisms between different factors, such as focusing
events or policy-makers’ attention to policy problems [2]. PT can
be modelled as: X caused Y through a mechanistic process of A, B,
Cin case Z [20].

The typically theory-centric PT approach [2] requires the under-
lying theoretical model to be translated into a causal mechanism. In
our case, each step in a sequence of policy development is explained
by reference to PET. As a ‘theory of policy dynamics’ [19], PET
seems to be a particularly well positioned theoretical foundation
for unravelling causal mechanisms that lead to policy change. The
mechanistic approach is central to PET, as episodic policy changes
are triggered by, for instance, focusing events or changing actor
constellations. In an introduction to a special issue on PET, Jones
and Baumgartner [19] called for empirical in-depth analyses of
policy processes in which “causes of punctuated equilibrium could
fruitfully be studied by interviews and process tracing using gov-
ernment documents”.

3.2 Data Collection and Data Analysis

The study builds on secondary evidence consisting of 10 semi-
structured elite interviews and primary evidence drawn from
policy documentation [30]. The interviews were conducted be-
tween March 2022 and April 2022, and lasted on average about
40 minutes. Only interviewees involved into the decision- and
policy-making process were selected (see Appendix, Table 1).
Their average professional experience is 25 years and 6 months.
To triangulate our interview results, data has been gathered
from 12 publicly accessible policy documents (see Appendix, Ta-
ble 2). Using primary evidence allowed us to cross-check the
causal inferences derived from our interview data. Two authors
coded the interview transcripts and policy documentation us-
ing the qualitative analysis software MAXQDA [23]. Follow-
ing our deductive theory-centric approach [2], we proceeded
with closed coding using a pre-established coding scheme based
on PET.

In order to test the two PET-derived hypotheses empirically, it is
necessary to operationalize the variables in the causal mechanism
of policy change. The eIDAS Regulation, published in 2014, consti-
tutes the start of a period of policy stability and the status quo in
the PET framework. Its policy image is expected to be a reflection
of its functionalist purpose by enabling cross-border authentication
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and interoperability of Member States’ systems in the EU. Conse-
quentially, we operationalize this status quo with the key concepts
‘cross-border’ and ‘interoperability’. The EDIF is hypothesized to be
a more political piece of legislation as it seeks to establish a more
harmonized approach to digital identification, which is therefore
argued to mark a punctuation in the policy equilibrium. ‘Harmo-
nization’ is thus operationalized as a key concept to embody this
major policy shift. To test Hpj, the identified digital policy priorities
are (1) ‘Digital sovereignty’ (encompassing the independence from
both foreign actors and powerful private sector actors), (2) ‘Data
control’ (referring to the aspects of user-centricity related to data,
including control, privacy and data protection), (3) ‘Digital single
market’ (building a favorable environment for digital growth and
better access to digital services), and (4) ‘Competitiveness’ (referring
to the capacity to sustain a high rate of productivity growth) of the
EU.

As highlighted above, we identified three key points in time for
the testing of our hypotheses (See Figure 1). The first one is the
period starting in 2012 with the legislative proposal for the eIDAS
Regulation until 2019 (P1) which marks the end of the Juncker
Commission. The second period, from July 2019 to June 2021 (P2),
starts with the transition to the von der Leyen Commission, offi-
cially inaugurated in December 2019. The third period starts on
the 3rd of June 2021 (P3), when the EDIF proposal was published.
These 3 periods form our investigation space: P1 plotting our initial
situation, P2 encompassing the stage in which causal processes
took place, and P3 the outcome of the causal process.

4 FINDINGS

4.1 Policy Punctuation

PET focuses on major policy changes after longer periods of stabil-
ity. With the eIDAS Regulation in 2014 (P1) it was “the first time
[...] that different regulations at European level were brought to-
gether to create more consistency and [...] provide a consistent trust
framework for the single market in the electronic area” (I7). This
meant that the objectives of the eIDAS Regulation as a “federated
solution” in 2014 were to provide a long-lasting legal basis for a
European identity ecosystem and enable interoperable cross-border
electronic authentication (I1, I3, 14, I5, 16, I8, D1, D2, D4).

The situation fundamentally changed since 2014, as the facilita-
tion of cross-border access to online public services was no longer
the central issue (I7). We thus hypothesized that the new legislative
EDIF proposal in P3 marked a punctuation in the European digital
identity policy equilibrium (Hpp). The analysis of our data collected
from both interviews and policy documentation supported this.
The proposed European Digital Identity policy option “presents the
highest level of ambition” (12, D12) and a “quantum leap” that will
“forever change the framework on electronic and digital identities
[...] to be a model for the rest of the world” (I9). In this context,
the proposal was considered a “substantial change” and “complete
paradigm shift [compared to] eIDAS 1.0, which was [...] humble
or shy in its ambition [towards] a clear mandate to step up” (I12)
and “harmonize the provision of eID at the EU level” (I1). Our data
further demonstrated that the legislative proposal evolved beyond
a pure review obligation as outlined in Article 49 of the eIDAS Reg-
ulation (I1). By increasingly gaining “urgency and importance” (12,
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13,17, 19) backed up by “unusual” empowerment from the European
Council (19), the policy proposal “changed [the Commission’s] en-
tire mission related to the particular deliverable” (I1) in the course
of P2. Drawing from the observed shift away from the legislation’s
functionalist purpose to regulate cross-border interactions and in-
teroperability towards a harmonized digital identity ecosystem, we
can confirm Hpp, for the European Digital Identity proposal.

4.2 Policy Image

Digital sovereignty. In its Communication on Shaping Europe’s Dig-
ital Future, published in February 2020, the Commission contextual-
ized digital identity for the first time in the larger frame of “helping
consumers take greater control of and responsibility for their own
data and identity” by ensuring “clearer rules on the transparency,
behavior and accountability of those who act as gatekeepers to
information and data flows” (D6). It argued that “a universally ac-
cepted public electronic identity [...] is necessary for consumers to
have access to their data and securely use the products and services
they want without having to use unrelated platforms to do so and
unnecessarily sharing personal data with them” (D6). In particular
the “huge pressure” from large platforms (12, 16) offering identifica-
tion and authentication services to EU citizens for data exploitation
purposes was confirmed as a large threat resulting in the impor-
tance and urgency for governments to act quickly and strategically
(I1, 12, 13, 14, I6, 17, 18, D10). The Council Conclusions on Shaping
Europe’s Digital Future, published in June 2020, further acknowl-
edged the power of large online platform companies as gatekeepers
in the digital economy to draw vast amounts of data (D7). A clear
need was stressed to establish limitations that would “prevent these
big entities from scooping out the identity data that would be avail-
able in [digital] wallets” (I1, 17). This would “recover a little bit of
the digital sovereignty that [the EU] had lost to these American
platforms” (I6, 17, I8, D9). The purpose of digital sovereignty, in
this context, was “to reduce [the EU’s] dependency on other parts
of the globe for most crucial technologies” (D6). This includes the
objective “to make citizen and companies [...] regain their freedom
to manage [...] data in the digital [world]” (I3). With “the realization
that the power of the gatekeepers is just incommensurable” (I3), the
eIDAS Regulation’s raison d’étre assimilated the legal objectives
of the Digital Services Act and the Digital Market Act (I3, D12).
The Impact Assessment accompanying the European Digital Iden-
tity proposal substantiated this by affirming that “technological
sovereignty would [...] be enhanced through greater harmonization
of the implementation of eIDAS” which “would [...] allow EU digital
industry compete at equal footing with large online platforms in
the provision of digital identity solutions” (D11).

Data control. Like digital sovereignty, data control figured promi-
nently in all policy documents linked to the European digital iden-
tity. In February 2020, the Commission stressed that “people should
also be able to control their online identity, when authentication is
needed to access certain online services” (D6). In its conclusions
on shaping Europe’s digital future four months later, the Council
of the EU not only stressed that EU citizens and businesses should
retain control over their data, but also called “upon the Commission
to [...] create a [...] framework for digital identity, safeguarding the
competitive edge of European businesses and protecting the EU
common values and fundamental rights, such as the protection of
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personal data and privacy” (D7). Likewise, in October 2020, the
European Council highlighted the importance of an EU-wide digi-
tal identity framework “to provide people with control over their
online identity and data” and invited “the Commission to come
forward with a proposal for a ‘European Digital Identification ini-
tiative by mid-2021” (D8). This was identified as a clear, unanimous
“mandate from the Member States” to “come up with a new proposal
on a European Digital Identity Framework” (12, 17). In the Berlin
Declaration on Digital Society and Value-Based Digital Government
from December 2020, the Presidency of the Council expressed its
commitment to “continue working towards developing an EU-wide
Digital Identity framework allowing citizens and businesses to [...]
access online public and private services, while minimizing disclo-
sure and retaining full control of data” (D9). The Digital Compass
published in March 2021 (D10), the Impact Assessment report (D11),
the Proposal itself (D12), and interview participants (12, I3, 14, I6, 17,
18, 19) further highlighted the shift of the policy problem away from
cross-border access to online public services towards providing a
framework which ensures data control, protection and privacy.

Digital Single Market. In June 2020, the Council of the EU ac-
knowledged that a European digital identity will be an “essential
enabler of the digitalized Single Market” (D7), thereby linking the
policy area of digital identity to the third key concept in the Com-
mission’s digital policy priorities. This was also reflected in some
policy documents (D6, D9), in the Proposal itself (D12), and in an
interview, where it was argued that the functioning of the Digital
Single Market cannot “avoid fixing the aspect of identity” (I1). A
comparison between Juncker’s (D3) and von der Leyen’s political
priorities (D5) reveals that while data control took a rather minor
and digital sovereignty a non-existent role in Juncker’s political
guidelines, the pursuit of a connected Digital Single Market to
“make much better use of the great opportunities offered by digital
technologies” and “break down national silos” loomed large.

Competitiveness. A similar pattern can be found in the fourth key
concept. Competitiveness is a political objective in both the current
and the previous Commission mandate (D3, D5). In comparison
with the previously analyzed political priorities, our data provided
less evidence for the policy image of the European digital identity
to be embedded in this priority. Still, the Impact Assessment accom-
panying the European Digital Identity proposal maintained that the
EDIF proposal would “boost global trade and support competitive
advantage of the EU-based enterprises” and “foster the competitive
advantage of European businesses globally, through greater digital-
ization [...] of their service offering” (D11). The European Digital
Identity proposal reflects the same argumentation (D12).

4.3 Agenda-Setting Factors

Next to the political priorities of the Commission, our analysis
yielded further insights into other agenda-setting factors at play. It
was 