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Abstract

Linear temporal logic (LTL) is a powerful logical formalism that includes de-
scriptive operators for future events that deal with concurrent behaviors. LTL has
a general set of operators that impose high expressiveness and complexity. The for-
malism includes safety, liveness, and fairness properties. LTL is commonly used as a
specification language for distributed, concurrent, and hardware systems. Moreover,
LTL is a common formalism in Goal-Oriented Requirements Engineering (GORE).
The requirement methodology has taken advantage of the analysis techniques
associated with LTL. In this manner, we present ACoRe, an automated approach
to resolve goal-conflicts in requirements specifications expressed in LTL. ACoRe
explores syntactic modifications of the specifications to remove all the previously
identified conflicts while preserving consistency. Moreover, ACoRe also computes
the syntactic and semantic similarity, in which the syntactic similarity refers to
the distance between the text representations of the original specification and the
candidate repair, while the semantic similarity refers to the behavior of the system
shared by the original specification and the candidate repair. We evaluated ACoRe
on formal specifications collected from the literature and benchmarks. In summary,
the empirical results present a reasonable number of repairs in the Pareto-optimal
set. Also, we show that ACoRe obtains better results when genetic algorithms
are used, as opposed to other search algorithms, measured in terms of quality
indicators, while at the same time, it produces more repairs that do not introduce
new conflicts.

On the basis of the high level of expressiveness provided by LTL, tools have
been created to mine LTL properties based on trace artifacts. A trace describes
the relevant events that occur or the behavior changes of concurrent systems. The
LTL mining tools analyze patterns or constraints in these traces and propose
LTL properties that are valid in the provided traces. However, there is a gap
in the evaluation of the capability of mining tools. For instance, if the tools are
able to propose correct properties or reach a soundness set of LTL properties.
Therefore, we propose an evaluation of LTL mining tools. First, we assess them
based on the capability to find a ground truth set of LTL specifications. Second,
we observe the capability to cover the ground truth set of LTL specifications. Our
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evaluation shows that the mining tools do not find LTL properties in a ground truth
composed of formal specifications. Moreover, the experiment also indicates that
the mining tools have low precision in the semantic coverage of the ground truth.
The empirical results suggest that enriching or completing existing specifications
by mining additional LTL traces is still an open research area, and the current
tools are useless for improving existing specifications.

Furthermore, LTL solvers have been proposed to address the LTL satisfiability
problem. In an effort to answer the satisfiability problem, the LTL solvers were
designed around several algorithms. Among the additional efforts made, develop-
ments have also been made in terms of improving performance gains. Among the
applications are complex contexts such as program analysis, software verification,
symbolic execution, program synthesis, model checking, and artificial intelligence
reasoning. These application domains generally require high-quality standards.

Our work also presents a new fuzzing technique for LTL solvers based on a search-
based approach called SpecBCFuzz. Among the fitness functions, the boundary
conditions are extensively evaluated during the search process, which progressively
resolves the boundary conditions in the LTL specifications that were provided as
seeds. Thus, the evolved specifications are valid repairs for the previously identified
diverges. We claim that the search process for resolving boundary conditions
efficiently produces failure-inducing input. Moreover, additional fitness, such as
semantic and syntactic similarities, can constrain the search space and maintain the
seeds given by the specifications as representative of realistic LTL specifications.

Our empirical evaluation relies on differential fuzzing testing and inconsistency
patterns. The result suggests that SpecBCFuzz is significantly more efficient than
a baseline approach (e.g., LTL probabilistic grammar fuzzing). In addition, the
empirical study points out a more significant size effect of the inconsistency patterns
identified during the execution of the empirical study. Furthermore, our empirical
evaluation presents 16 bugs in the evaluated LTL solvers, detecting bugs in 18 out of
the 21 solvers’ configurations we study. In addition, we present performance warning
patterns. The set of warning patterns has the potential to indicate improvements in
a particular solver for releases, heuristics set, or theoretical guidelines for a specific
type of LTL satisfiability algorithm.

Moreover, we modify portfolio decisions to incorporate a confirmation answer.
In other words, the portfolio does not provide the fastest answer. The portfolio
replicates the answer when at least two solvers agree on a given input. It was
formulated based on our previous study that identified bugs in LTL solvers and
demonstrated that a considerable number of these bugs are not inherent to a
single input across different solvers. Our empirical results present bugs in the pure
portfolio, whereas a search-based fuzzing approach does not find a single bug for
the reliable portfolio. Furthermore, we also evaluated the reliable portfolio in terms



of performance. The empirical results present the lowest runtime for the reliable

portfolio compared to a single robust LTL solver (NuSMV). In summary, a reliable

portfolio is capable of increasing soundness in LTL solvers and is also associated

with a gain in performance compared to an individual LTL solver that contains a
s high level of soundness.
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Introduction

This chapter discusses the context, challenges addressed, and overall
contributions of this dissertation. First, we introduce formal methods and
specifications. We then introduce Linear Temporal Logic (LTL), a key logical
formalism in the context of reactive and concurrent systems. After that, we
examine the common challenges in the specification, reasoning, and soundness of
LTL. Finally, we summarize the contributions of the dissertation.

Contents
1.1 Context . . ... ... i i ittt 2
1.2 Challenges . . . . . . . v v i i v i i it e e e e e e e 5
1.3 Overview of the Contributions . ... ... ... .... 7
1.4 Organization of the Dissertation ... ....... ... 9
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1.1 Context

In this section, we introduce relevant and cross-cutting concepts in this disser-
tation. Among them, we introduce relevant notions of formal methods such as
their syntax, semantic, and method. Moreover, we present concepts such as formal
specification and linear temporal logic. Subsequently, we also introduce common
applications and solid results.

1.1.1 Formal Methods

Formal methods aim to ensure that software meets its requirements. For this
objective, formal methods support a precise software description and support
rigorous or mathematical analyses. The application domain contains safety-critical
software and complex software. That is, the software depends on the correctness
or the high level of complexity should be rigorously handled.

Formal methods reside in three components: syntax, semantics, and method.
The syntax is composed of a formal language that can be defined by a very well-
formed grammar. In terms of semantics, it is composed of a formal semantic that
defines the meaning of the objects by mapping them into mathematical definitions
or structures. Finally, the method describes algorithms that allow operators under
the mentioned objects in practice. In summary, the term formal methods describes a
formal specification language (syntax and precise semantic) and a method commonly
used for the design [RCS122].

Several techniques are associated with formal methods, they are used in wide
scenarios for verification and validation. Among them, we can mention model
checking, theorem proving, runtime verification, and formal testing. In essence,
model checking is a tool for verifying models. The model describes the behavior of
the software, while correctness properties express the requirement of the software-
to-be. In this manner, the model checking provides a formal verification that
presents the correctness properties hold for the model. Otherwise, the model
checking presents a counterexample that stops the satisfaction of correctness
properties [CHV™18; Ben08|.

Theorem proving is systems understanding as based on logical principles and
is equipped with user-assistive tools that facilitate the construction of proofs.
Moreover, they possess the ability to determine the veracity of these proofs in a
reliable manner [MBO3]. Runtime verification also relies on classical exhaustive
verification techniques, such as model checking and theorem proving. Runtime
verification aims to analyze finite traces based on events with a view to abstracting
a particular observation about a system under analysis [BFF118].

Regarding formal testing, the model describes the expected behavior in a formal
language that follows the mentioned characteristics of well-defined syntax and
semantics. Subsequently, a test generator algorithm is expected based on a strong
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definition of the system under testing, and proof of correctness that the generated
tests are sound and exhaustive [Tre08]. However, formal testing is a software
testing technique, then it is not able to show the absence of bugs such as all testing
techniques, formal testing is able to show evidence of bug presence.

All the mentioned techniques are standard methods and increase the confidence
in the correctness of the software under construction. Moreover, formal methods
can be applied to improve requirements, detect error, and reduce error introductions.
In general, based on formal specification.

1.1.2 Formal Specifications

Formal specification is a set of property definitions of a software-to-be that
should satisfy them. It should be done in formal language (e.g., very well-formed
statements and supporting reasoning). The formal specification should also consider
the real system that covers, the level of abstraction being considered, and the
engine for reasoning.

In general, some characteristics are expected by a formal specification. The
formal specification must be adequate, internally consistent, unambiguous, complete,
satisfied, and minimal [Lam00; BKLO8|. That is, the formal specification must fit
the given problem and the environment constraints. Besides that, the interpretation
of their properties must have a semantic interpretation significantly that turns true
all the properties at the same time. Moreover, the formal specification may not have
many interpretations and must also be satisfied by a lower-level implementation.
Finally, it should not state properties that are irrelevant to the problem.

Furthermore, a formal specification builds capacity associated with the speci-
fication. For example, a formal specification is subject to a process of reasoning
or proof. Reasoning or proofs are built with a rigorous engine, frequently called
mathematical reasoning, and conducted with a mathematical engine. The main
goal of reasoning is to identify inconsistencies and demonstrate their existence
or, in the last case, the complete absence. For instance, the formal verification
performed by model checking tools. The proofs are the refutation or demonstration
of conjectures on the basis of formal specification and their following logically from
it [Nis99].

Therefore, formal specification brings the ability to a verifiable design process.
The requirement engineer may verify with the addition of new features that the
design still maintains the previously specified properties and expected behavior. If
the process is continued, that is, by individual steps, the requirement engineer may
claim the correctness by the construction method. This is also commonly called
the design aid.
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1.1.3 Linear Temporal Logic

Linear Temporal Logic (LTL) is a logical formalism among the various formal lan-
guages that drive formal specifications. It was initially proposed by Pnueli [Pnu77]
in 1977 to describe concurrent programs. Moreover, LTL was proposed to guarantee
reasoning approaches about concurrent programs. From then on, many applica-
tions incorporate LTL in software engineering and co-related fields such as artificial
intelligence and image processing to describe temporal, concurrent, and parallel
behavior [CTM*17]. In the context of software engineering, LTL is widely used
to specify reactive systems [MP92]. That is, systems that have to react to an
environment that cannot wait [HP85], such as databases, control systems, and
interactive systems.

Furthermore, LTL solvers have been built to address or improve model checking
tools, when they conduct a search to answer whether it satisfies the desired property
or propose a counterexample that turns it not possible. Historically, the initial
work on model checking started in the early 1980s and, at its beginning, combined
state exploration and temporal logic to describe properties [CES2].

In general, model-checking tools frequently use this formalism for the for-
mal verification of safety-critical systems such as communications and financial
systems [Roz11]. Among the model checking tools, we may state TLA+, Spin,
and NuSMV. That contains LTL and additional specification or model languages
for distributed and concurrency systems [Lam02; CCG102; Hol97]. Additional
applications of the intersection of model checking and LTL include hardware
verification [Gup93].

Moreover, Goal-Oriented Requirements Engineering (GORE) methodologies
have also adopted LTL to formally express requirements and have taken advantage of
the powerful manual or automatic analysis techniques associated with LTL [vLam09].
The main goal is to improve the quality of the specifications. The analysis phase
deals with conflicts through three stages: (1) the identification stage, which identifies
conflicts between goals, (2) the assessment stage, regarding the assessing and
prioritizing the identified conflicts, and (3) the resolution stage, which the original
specification is in fact modified to provide appropriate transformation in the goal
model.

Regarding the mentioned formalism, we consider a general set of LTL operators
that impose a high level of expressiveness and complexity. The operators describe
future events, which are convenient to specify concurrent and reactive systems. Thus,
the formalism includes safety, liveness, and fairness properties [OL82]. Additionally,
expressiveness may be bounded by fragments as GR(1) [PPS06] or well-known
specification patterns such as proposed by Dwyer et al [DAC99].

In this manner, LTL solvers are built on the basis of different and complex
algorithms. The state-of-the-art presents performance-oriented benchmarks and

4



10

15

20

25

30

35

methods to evaluate LTL solvers. Indeed, LTL solvers are employed in the develop-
ment of critical systems, and it is of paramount importance that they are reliable.
For instance, solvers are utilized as part of verification tools, and erroneous solver
results can result in a significant portion of the program under analysis remaining
unverified, which in turn increases the risk of failing to identify potential bugs and
vulnerabilities.

1.2 Challenges

We identified four main challenges in assessing and improving formal require-
ments in LTL and their solvers that have not been properly addressed.

1.2.1 Automated Specification Repair

In the context of specification repair, a limited number of automated techniques
have been proposed for consideration. Despite the prevalence of automated program
repair techniques. Among the limited cases of automated specification repair,
Wang et al. [WSK19] introduced ARepair, an automated tool to repair a faulty
model formally specified in Alloy [Jac06]. ARepair takes an Alloy model and a test
suite especially built to alloy specification, where at least one failing test. ARepair
then changes the model by applying mutations such that some failing tests become
passing while passing tests stay passing. ARepair iterates until all tests pass and a
repair is produced.

With regard to goal-oriented specifications, automated specification repair
techniques are lacking. Goal-oriented specification considers goals as prescriptive
statements of how a system should behave, while the goals are commonly written
in LTL. They reflect stakeholders’ understanding of what an envisioned system is
intended to do. However, goals may admit subtle situations that make them diverge,
e.g., when the satisfaction of some goals inhibits the satisfaction of others. The
goal-conflict analysis aims at identifying, assessing, and resolving these divergences
early in the development process since it enables one to improve specifications,
create countermeasures, and deeply understand the roots. Despite the fact that
there exist automated approaches to identify goal-conflicts, there is currently no
automated approach to assist the engineer in resolving the identified divergences.
This is to state that there is no automated method for repairing specifications
written in LTL and in the goal-oriented specification.

1.2.2 LTL Specification Mining

The mining problem has been proposed by different approaches with differ-
ent variable components [LPB15; GNR™21; RGB*23]. The mining problems of
lightweight software representation represent a significant challenge as a research
field of study. Common software representations are finite traces that represent



10

15

20

25

30

35

a program or software by events captured by monitors at runtime. Furthermore,
mining tools also address templates that exemplify potential structural formulas,
and their instances can represent occurrences in a finite trace.

In the context of LTL specification, there are several types of LTL properties,
such as safety, liveness, and fairness [OL82]. Moreover, future LTL operators
generate a high level of expressiveness and complexity [SC85; BSST07]. In this
manner, the LTL mining problem is a common challenge, as it allows a fast mode
to specify the mentioned properties from a target system. The LTL mining problem
has the potential to generate an initial specification for a target system. Moreover, it
also presents the potential to complete existing LTL specifications and consequently
improve them with a reduced effort.

1.2.3 Soundness of LTL Solvers

LTL solvers have been proposed to enhance or refine model checking tools [Bie21],
software and hardware verification [Gup93; DKWO08], and artificial intelligence
reasoning [CTM™17]. LTL solvers are constructed using a variety of sophisticated
search algorithms and data structures.

In this manner, LTL solvers have been proposed to address the satisfiability
problem. In that effort, the LTL solvers were designed around several algorithms
and data structures. Among the ends of additional effort, developments also address
performance improvement [SD11], diversity of temporal operators [GGM*21al, and
expressiveness [Lam02]. We present effective strategies for satisfiability, including
the automata-theoretic approach and tableau.

There are testing approaches for SAT and SMT solvers [BLB10; BMB*18], the
problem of testing LTL solvers remains largely unexplored. To the best of our
knowledge, there is no approach that automatically tests LTL solvers beyond some
set of static benchmark formulas [SD11]. Consequently, there is a gap in methods
for purposely testing LTL solvers as black-box software.

1.2.4 Reliable Portfolio of LTL Solvers

A particular satisfiability algorithm may offer the best performance in a par-
ticular problem while it has a poor performance for another. A potential solution
for the LTL satisfiability problem is the algorithm portfolio. That is, the strategy
involves the execution of algorithms in parallel with the objective of achieving
better distribution performance. In summary, the algorithms portfolio exploits
the lack of correlation in the performance of multiple algorithms to achieve better
performance. Overall, it achieves better performance in the average case. However,
implementations of LTL satisfiability problems have been reported as tools that
contain bugs.

Once each portfolio member exploits the optimal time performance for a specific
subset of a given problem. The portfolio presents a potential risk, as combining

6
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LTL solvers in a single portfolio may also result in the combination of previous
bugs present in each one. Furthermore, the literature has documented cases where
SAT and SMT are utilized as solution tools that are bug-prone [BLB10; BMB™18;
SYW+23]. The main challenge is to build a portfolio of LTL solvers that deal
with potential bugs in the solver. In addition, a reliable portfolio should have a
competitive average runtime performance.

1.3 Overview of the Contributions

This work addresses the four aforementioned challenges and guides the following
contributions:

ACoRe: Automated Goal-Conflict Resolution (Chapter 3). Despite
the fact that there exist automated approaches to identify goal-conflicts, there is
currently no automated approach to assist the engineer in resolving the identified
divergences. We present ACoRe, an automated approach to resolve goal-conflicts in
requirements specifications expressed in LTL. ACoRe explores syntactic modifica-
tions of the specifications to create variants that remove all the previously identified
conflicts while preserving consistency. In that process, ACoRe also maintains syn-
tactic and semantic similarity. Intuitively, syntactic similarity refers to the distance
between the text representations of the original specification and the candidate
repair. Semantic similarity refers to the system behavior shared by the original
specification and the candidate repair, and it is computed by using model counting
approximation. We evaluated ACoRe based on 25 requirements and specifications
collected from the literature and benchmarks. In summary, the empirical results
present a reasonable number of repairs in the Pareto-optimal set (between 1 and
8). Also, we show that ACoRe obtains better results when NSGA-III is used, as
opposed to other search algorithms, measured in terms of quality indicators, while
at the same time, it produces more repairs that do not introduce new conflicts.

Evaluating Specification Mining in Linear Temporal Logic (Chapter
4) Linear temporal logic (LTL) has a general set of operators that impose high
expressiveness and complexity. On the basis of the high level of expressiveness,
tools have been created to mine LTL properties based on trace artifacts. A trace
describes the relevant events that occur or the behavior changes of concurrent
systems. The LTL mining tools analyze patterns or constraints in these traces and
propose LTL properties that are valid in the provided traces. However, there is
a gap in the evaluation of the effectiveness and capability of mining tools. For
instance, if the tools are able to propose correct properties or reach a soundness
set of LTL properties. Therefore, we propose an evaluation of LTL mining tools.
First, we assess them based on the capability to find a ground truth set of LTL
specifications. Second, we observe the capability to cover the ground truth set
of LTL specifications. Our evaluation shows that the mining tools do not find

7



10

15

20

25

30

35

40

LTL properties in a ground truth composed of formal specifications. Moreover,
the experiment also points out that the mining tools have low precision in the
semantic coverage of the ground truth. The contribution suggests the LTL mining
specification as an incipient research field. The main challenge of automatically
generating or completing the existing specification is still an unfilled challenge.

Fuzzing Linear Temporal Logic Solvers (Chapter 5). Our fuzzing tech-
nique, namely SpecBCFuzz, is based on search-based fuzzing that generates and
evolves failure-inducing input by evaluating fitness functions. Among the fitness
functions, the boundary conditions are extensively evaluated during the search
process, which progressively resolves the boundary conditions in the LTL specifica-
tions that were provided as seeds. Essentially, a boundary condition represents a
conflict condition whose occurrence results in the loss of satisfaction of the goal’s
properties. Thus, the evolved specifications are valid repairs for the previously
identified divergences. We claim that the search process for resolving boundary
conditions efficiently produces failure-inducing input. Moreover, additional fit-
ness, such as semantic and syntactic similarities, can constrain the search space
and maintain the seeds given by the specifications as representative of realistic
LTL formulas. Finally, the algorithm computes the satisfiability of the modified
specification. Our empirical evaluation relies on differential fuzzing testing and
inconsistency patterns. The result suggests that our search-based fuzzing based
on boundary condition resolution is significantly more efficient than a baseline
approach (e.g., LTL probabilistic grammar fuzzing). Also, the empirical study
points out a larger size effect of the inconsistency patterns identified during the
empirical study execution. Furthermore, our empirical evaluation presents 16 bugs
in the evaluated LTL solvers. In addition, we present performance warning patterns.
They are useful for performance testing purposes. The set of warning patterns has
the potential to indicate improvements in a particular solver for releases, heuristics
set, or theoretical guidelines for a particular type of LTL satisfiability algorithm.

Fuzzing Linear Temporal Logic Portfolio (Chapter 6). We modify port-
folio decisions to incorporate a confirmation answer. In other words, the portfolio
does not provide the fastest answer. The portfolio replicates the answer when at
least two solvers agree on a given input. That is, the new portfolio implements a
lockstep fault-tolerant mechanism. It was formulated based on a previous study
that identified bugs in LTL solvers and demonstrated that a considerable number of
these bugs are not inherent to a single input across different solvers. Our empirical
results present bugs in the pure portfolio, whereas a search-based fuzzing approach
does not find a single bug for the reliable portfolio. Furthermore, we also evaluated
the reliable portfolio in terms of performance. The empirical results present the
lowest runtime for the reliable portfolio compared to a single robust LTL solver
(NuSMV). In summary, a reliable portfolio is capable of increasing soundness in
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LTL solvers and is also associated with a gain in performance compared to an
individual LTL solver that contains a high level of soundness.

1.4 Organization of the Dissertation

Chapter 2 presents the related work of this dissertation. It covers topics of
LTL and their associated challenges, such as automated repair of specification,
specification mining, soundness of solvers, and a reliable portfolio of solvers.

Chapter 3 introduces ACoRe, an automated approach to resolve goal-conflicts
in requirements specifications expressed in LTL. In summary, an automated specifi-
cation repair approach for LTL specifications. ACoRe is a search-based approach
that applies syntactic modifications of specifications to remove previously identified
conflicts. ACoRe is guided by the syntactic and semantic similarity of the repair
candidates and the original specifications. In addition, the search also considers
the satisfiability and consistency of the repairs produced. Our results show that
ACoRe is capable of producing a reasonable number of repairs.

Chapter 4 presents a new comparison of specification mining tools. In this man-
ner, we inquire about the feasibility of mining LTL specifications based on software
artifacts such as finite traces and templates for LTL properties. Consequently, the
specification mining tool can also support existing specifications and improve them
with new properties. Our empirical results suggest that LTL mining tools are still
incipient.

Chapter 5 proposes a search-based fuzzing, named SpecBCFuzz, based on
previous fitness used in automated specification repair to produce complexity
inputs and evolves failure-inducing inputs. Our results show that the search
process for resolving boundary conditions efficiently produces failure-inducing
input. Moreover, semantic and syntactic similarities also maintain the seeds given
by the specifications as representative of realistic LTL specifications.

Chapter 6 introduces modifications to the decision-making process in LTL
portfolios, incorporating a confirmation answer. Therefore, the portfolio does not
offer the most expedient response. The portfolio replicates the answer in instances
where a minimum of two solvers concur on a given input. The formulation was
based on our previous study that identified bugs in LTL solvers and demonstrated
that a considerable number of these bugs are not inherent to a single input across
different solvers. In summary, a reliable portfolio with a confirmation answer is
capable of increasing soundness in LTL solvers and is also associated with an
improvement in performance compared to an individual LTL solver that contains a
high level of soundness.

Chapter 7 offers a comprehensive summary of this dissertation and suggests
avenues for future research.
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Related Work

This chapter discusses the related work to the challenges and contributions of
this dissertation. Special attention was paid to covering all the published work in
this dissertation. We present an overview of the related work about Linear
Temporal Logic (LTL) and the research challenges associated with specification
repair, specification mining, soundness of solvers, and a reliable portfolio of solvers.
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2.1 Automated LTL Specification Repair

Formal requirements are widely studied [LFD*19; vLDL98a] and used in differ-
ent software domains for specifying critical software systems [AILT07; BBCT00;
MP95] and reactive systems [BHO8; Koy92]. Several methods have been proposed
to deal with these kinds of requirements (e.g. SCR [HABT05], Alloy [Jacl2],
Event-B [Abr10]). Much research over the last decades has demonstrated the
significant advantages that goal-oriented methodologies, such as KAOS [DvLF93;
vLam09] and I* [Yu97], bring to the generation of correct software requirements
specification. Particularly, KAOS uses Linear Temporal Logic (LTL) for formally
expressing high-level goals that are subject to several analysis, e.g., to support the
derivation of software operations [AKR™09; DAAT14]. However, for such tasks to
be successfully achieved, the goals themselves must be correct, which is not often
the case and inconsistencies have to be identified and resolved.

Thus, several manual approaches have been proposed to identify inconsistencies
between goals and resolve them once the requirements were specified. Among
them, Murukannaiah et al. [MKT'15] compares a genuine analysis of competing
hypotheses against modified procedures that include requirements engineer thought
process. The empirical evaluation shows that the modified version presents higher
completeness and coverage. Despite the increase in quality, the approach is limited
to manual applicability performed by requirements engineers as well previous
approaches [vLDL98a).

Various informal and semi-formal approaches [HHT02; Kam09; KHG11], as
well as more formal approaches [ESH14; EBM*12; HKP05; HN98; SF97; NVL*13],
have been proposed for detecting logically inconsistent requirements, a strong kind
of conflicts. In this work we focus on weak form of conflict, called divergences,
that despite the goals are consistent, there exists subtle situations that lead to the
identified inconsistencies.

Peng et al. [Kam09] introduces an automated tool to support analysis of
requirements and traceability between different representations: textual, visual,
informal and formal. However, it does not focus on identifying weak inconsistencies
like goal-conflicts boundary conditions or help in resolving the conflicts are limited
to conflict constraints, separated execution of goals, and different requirements in
the convergence domain. Furthermore, the approach is specific since it deals with
the convergence of goal models. That is, it is not applied in a general-purpose as
our proposed approach.

Recent approaches have been introduced to automatically identify goal-conflicts.
Degiovanni et al. [DRAT16] introduced an automated approach where boundary
conditions are automatically computed using a tableaux-based LTL satisfiability
checking procedure. This approach exploits a complex logical algorithm to generate
the tableau for the specification (an abstract semantic tree that aims to capture
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all the models satisfying the formula) to generate the boundary conditions, but
it exhibits serious scaliability issues, limiting its applicability. To deal with this
issue, Degiovanni et al. [DMRT18] proposes a genetic algorithm that changes the
LTL formula syntax in order to find boundary conditions by a genetic algorithm.
The empirical evaluation showed that it can successfully compute several boundary
conditions, requiring much less computational time, outperforming the tableaux-
based approach.

Other approaches were proposed to prioritize and assess the identified boundary
conditions. For instance, Luo et al. [LWS*21] introduces the notion of contrasty
metric in order to select (a few) non-redundant boundary conditions characterizing,
in some sense, different kind of conflicts. The work of Degiovanni et al. [DCAT18§]
proposes to use LTL model counting to estimate the likelihood and severity of
boundary conditions that help the engineer to prioritize some conflicts among
others.

Regarding specification repair approaches, Wang et al. [WSK19] recently in-
troduced ARepair, an automated tool repair a faulty model formally specified in
Alloy [Jac06]. ARepair takes an Alloy model and a test suite, possibly generated
with AUnit [SWZ7*17], where at least one failing test. ARepair then changes the
model, by applying mutations, such that some failing tests become passing while
passing tests stay passing. ARepair iterates until all tests pass and a repair is
produced. In the case of ACoRe, instead of failing tests, the identified goal conflicts
are the ones that guide the search, and candidate repairs are aimed to be syntactic
and semantically similar to the original buggy specification.

More related to our approach, Alrajeh et al. [ACvL20] recently introduced an
automated approach to refine a goal model when the environmental context changes.
That is, if the domain properties, then this approach will propose changes in the
goals to make them consistent with the new domain. The adapted goal model is
generated using a new counterexample-guided learning procedure that ensures the
correctness of the updated goal model, preferring more local adaptations and more
similar goal models. In our work, the domain properties are not changed and the
adaptions are made in order to remove the identified inconsistencies, and instead
of counter-examples.

Several approaches have been presented for automatically synthesizing a correct-
by-construction implementation for a reactive system from an LTL specifica-
tion [EC82; MW84; PRR9]. Frequently, these specifications present some im-
perfections that make them unrealisable, i.e., no implementation can be synthesized
that satisfies them. Majority of the approaches that aim to deal with this issue,
focused on learning missing assumptions on the environment that make them unre-
alisable [AMT13; CA17; CHJ08; MRS19]. More recently, Brizzio et al [BCPT23]
published a report in which an automated approach for repairing unrealizable
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LTL specifications is proposed. The approach aims to transform unrealizable
specifications into realizable ones by performing syntactic modifications to the LTL
formulations. Similarly to the report of Brizzio et al. [BCP23], ACoRe adopted
the novel model counting approach to compute the semantic similarity between
the specifications, and adapted the evolutionary operators to perform variants in
the LTL specifications. However, the notion of repair for Brizzio et al. [BCP23]
requires to obtain a realizable specification, which is very general and not neces-
sarily leads to quality synthesized controllers [DBP*13; MR16]. In this work, the
definition of repairs is more fine grained and focused on removing the identified
conflicts, which potentially lead to interesting repairs as we showed in our empirical
evaluation. Moreover, while Brizzio et al. [BCP*23] implemented a search similar to
our weighted-based genetic algorithm (WBGA), ACoRe implements three different
novel multi-objective optimizations algorithms, including AMOSA and NSGA-III.
Interestingly, these consider the dominance notion between candidates and guide
the search throughout the Pareto-optimal set, leading to good repairs (particularly,
NSGA-IIT was the best performing in our experiments). The Pareto-optimal set is
a powerful way to reduce the number of repairs to present to the engineer requiring
analysis.

2.2 LTL Specification Mining

Several works present solutions to the LTL mining solver and correlated topics.

Kang et al. [KL21] introduce an approach named DICE (Diversity through
Counter-Examples). Dice explores adversarial specification mining, since it guides
automated test generation for counterexamples test cases for intermediary specifi-
cations. To summarize, DICE is divided into two parts. They are DICE-Tester and
DICE-Mining. Before calling DICE-Tester, the pre-processing generates automated
test for a program under analysis. The expected results are a finite trace that
represents the program under analysis. Based on six pre-established templates of
temporal properties, a temporal specification is automatically produced. Following
the generation of LTL specifications from the execution of a test suite, DICE-Tester
applies an adversarial approach to guide the generation of tests, searching to
identify counterexamples that would invalidate some temporal properties. Ideally,
the counterexamples represent lacks in the diversity of the initial test suite.

In addition to that, DICE-Miner infers finite state automaton using the new
traces produced by the refined tests in DICE-Tester, Moreover, DICE-Miner also
guides the inferring process by the temporal specifications. Therefore, DICE
receives a program under analysis and an initial test suite as input, generating a
finite state automaton as output. Regarding the limits of the LTL mining problem,
DICE is coupled to six pre-established templates of temporal properties. Moreover,
DICE uses the mined temporal properties as an intermediary representation that
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is transformed into a test goal for the search process.

Raha et al. [RRFT22] present the Scarlet tool. It considers the LTL mining
problem in fragments of LTL, while it classify traces. Ideally, a separation formula
must satisfy the positive traces and not the negative traces. Scarlet is divided
into two parts. They are searching for directed formulas and a subsequent part of
combining directed formulas. Searching for directed formulas applies a dynamic
programming algorithm that iteratively generates formulas and evaluates them
according to finite traces provided by users. In the first, the algorithm defines
an order with two parameters: length and width. The length is the number of
conjunctions of atomic propositions in a generated formula, while the width is
the maximum of the atomic propositions of the mentioned conjunctions. The
algorithm interatively increases the parameters length and width in the generated
formulas. As a dynamic programming algorithm, it stores a partial evaluation
of the association mentioned of the LTL formula generated with the trace in a
dynamic table.

The result of searching for directed formulas is smaller formulas with higher
association with finite traces. Besides that, the main LTL mining algorithm executes
the second part named combining directed formulas. It runs an off-the-self decision
tree algorithm, and a greedy algorithm for the boolean subset cover problem. In
summary, given the small formulas generated in the first part, the combining
directed formulas searches for a boolean combination of some of the formulas that
satisfy all positive and non-negative traces. To summarize, Scarlet implements a
pattern match approach for the LTL mining problem. Regarding the additional
features, Scarlet works with positive and negative finite traces, as mentioned.
Moreover, noisy data are also accepted by Scarlet that the main algorithm builds
an approximate classifier. With regard to Scarlet limits, it considers the mining
LTL formulas without the U-operator. Thus, it forms a very constrained LTL
grammar.

Roy et al. [RGB123] present the prototype named samp2symb. It mines deter-
ministic finite automata and LTL properties. We concentrate on the main features
and differences in the case of LTL property mining. The prototype samp2symb
presents a mining algorithm based on semi-symbolic and counterexample-guided
approaches. The semi-symbolic algorithm is of the type constraint solver since
converts part of the search process into logical constraints. Interactively, the semi-
symbolic algorithm instantiates a search algorithm that relies on a set of negative
cases. It uses a current LTL formula and the negative case to build a new LTL
formula.

The new concrete LTL formula is generated and should satisfy the current LTL
formula and does not hold for the sample words of the negative cases. For the
generation of words, the semi-symbolic algorithm builds a finite automata from
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the LTL formula and then conducts a breadth-first search. The construction of the
new concrete LTL formula is a conjunction of logical constraints. The structural
and semantic constraints as mentioned in Section 4.4, the negative and positive
words constraints, and the words that distinguish the new contract LTL formula
and the current LTL formula.

The counterexample-guided algorithm stores a set of negative words and a set
of discarded LTL formulas. Interactively, the algorithm builds a new concrete LTL
formula, and it does not hold the words in the negative set. Moreover, it is not
one of the discarded LTL formulas. Finally, the new concrete LTL formula is built
based on a model of the current LTL formula. Essentially, the algorithm stores
the cases in which the new concrete LTL formula does not hold on a subset of the
set of words generated by current LTL formula. The current LTL formulas are
added to the discarded set. In this scenario, the counterexample-guided algorithm
is associated with a pattern match solution as mentioned in Section 4.3.

Texada and Sample2L.TL were discussed in Section 4.3 and Section 4.4. They
are complete LTL mining tools insofar as they deal with finite traces and LTL
templates without additional constraints. Moreover, they are implemented in
available and reliable tools.

2.3 Soundness of LTL Solvers

Fuzz testing is a traditional technique and is successful for solvers testing.
Among them, are boolean satisfiability (SAT), quantified boolean satisfiability
(QBF), and satisfiability modulo theories (SMT).

Brummayer [BLB10] presented successful fuzzes for SAT and QBF solvers. The
fuzzes are based on black-box grammar-based fuzzing. Among them, CNFuzz
generates CNF formulas based on a traditional CNF grammar, depending on
parameters such as maximum layers, width, and variables. The specific number
per each formula is chosen randomly in a pre-defined range. Moreover, FuzzSAT
represents the formula in a random boolean circuit (RBC), which is a directed
acyclic graph. FuzzSAT builds the RBC by randomly selecting a boolean operator
from a common set of operators. The operands include variables, and the negation
happens with a probability of 1/2. The stop condition depends on the minimum
reference time for each variable. The additional parameter includes the number of
input nodes in the graph. QBFuzz works similarly. Additional parameters include
the ratio of existential variables in the formulas. The empirical evaluation shows
the capability to find bugs in SAT and QBF solvers.

SMT solvers have a large variety of software testing approaches to test them.
StringFuzz randomly generates and transforms string constraints [BMB*18]. To
generate, the fuzzing approach integrates generators such as random string, random
regular expression, combines of random extract, overlap expressions, and equality
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of combines. After the generation step, transformers can be applied for different
reasons. For instance, the transformers can increase the complexity of generated
inputs or preserve satisfiability when a subset of transformers are applied in the
fuzzing testing. The general set of transformers contains replacement literals and
operators, swaps non-leaf nodes with leaf nodes, permutes the alphabet, reverses
all string literals, and combines arguments. Moreover, StringFuzz can also include
a seed-based strategy to improve fuzzing testing. The seed-based strategy relies
on including realistic regular expression sets instead of random ones. The SMT
language is based on SMT-LIB [BST10]. Bugariu and Muller’s approach generates
more complex string operations [BM20]. Moreover, the proposed approach can
generate inputs that are satisfiable or unsatisfiable by construction. The formulas
are used as test oracles. Other fuzzing strategies are also commonly found. For
instance, STORM adopts seed-based and mutation fuzzing techniques [MCW*20].

Moreover, several other fuzzing approaches have been proposed for testing SMT
solvers. For example, HistFuzz explores the usage of the seed-based strategy by
skeletons created from the bug history [SYW™23]. Moreover, the approach also
derives association rules from historical formulas. Thus, skeletons and association
rules are used to guide the fuzzing test. Furthermore, DIVER combines traditional
fuzzing strategies (e.g., mutation), oracle-guided approaches (seed-based and its
abstract values for SAT preservation), and differential testing [KSO23]. In general,
different fuzzing tests can find bugs in popular SMT solvers such as Z3 [dMBO0§|,
CVC5 [BBBT22] and dReal [GKC13].

Regarding LTL solvers, Schuppan and Darmawan [SD11] conducted an empirical
evaluation based on benchmark families. Specifically, the benchmark formulas were
extracted from the four previous empirical studies that evaluated the performance
of new LTL solvers or compared their results. In addition, the authors added
new formulas in the benchmark to improve the challenge and also scaled up some
formulas. For example, the authors included new formats of LTL formulas and
liveness conditions to cover non-trivial behavior. From a different perspective of
our evaluation, they compared the performance of LTL solvers, while our work
evaluated the soundness of each solver by differential fuzzing approaches. Besides
that, the benchmark families have found inconsistencies. The authors reported
a few pairs of them for some LTL solvers. However, the authors do not discuss
the characteristics related to bugs or even features in the benchmark families that
handle error prune inputs.

2.4 Reliable Portfolio of LTL Solvers

Many portfolio approaches have been proposed for satisfiability problem. Among
them, propositional satisfiability and their parallel competition [FHIT21]. LTL
portfolio was a constrained environment. We may mention two previous work that
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consider LTL portfolio based on the diversity principle: (i) Shuppan’s benchmark
and (ii) Polsat.

Schuppan’s benchmark assesses LTL solvers based in a new families of bench-
marks. The conclusion of a performance evaluation based on the families of
benchmarks indicates that there is not a single LTL solver that answers fastest in
a widely point of view [SD11]. The result points out that LTL solvers should be
combined based on performance analysis. The combination based on performance
analysis reaches diversity of algorithms for LTL safisfiability. Despite of the combi-
nation of LTL solvers reach a better performance in terms of score competition,
the assess is absent of corrects evaluation and the possibility to combine previous
bugs per each solver.

The same happens for Polsat [LPZ"13] that implements a pure portfolio with
four solvers: NuSMV (BMC and BDD versions), Aalta, pltl, and TRP-++. The
portfolio was built in terms of the diversity principle that considers LTL satisfiability
strategies such as multi pass tableau algorithm and reduction to SAT-solvers. The
score competition suggest Polsat as more efficient than single LTL solvers. However,
the soundness evaluation of the Polsat is not take into account.

In the case of testing solvers, fuzzing approaches have been proposed. Among
them, Carvalho et al. [CDC*24] presents SpecBCFuzz for fuzzing LTL solvers.
It is a search-based fuzzing that considers formal specifications written in LTL
as seeds. In the search process, SpecBCFuzz conducts an evolution search with
mutation and crossover and optimizes fitness related to semantic and syntax distance
between transformed and original specification. Moreover, the SpecBCFuzz also
optimizes the satisfiability of the transformed specification and boundary conditions
(representing conflicts and divergences between properties) as a metric to maintain
the search in the boundaries of SAT and UNSAT.

For SAT solvers, Brummayer et al. [BLB10] presents successful fuzzes for SAT
and QBF solvers. For example, FuzzSAT represents the formula in a Random
Boolean Circuit (RBC). FuzzSAT builds the RBC by randomly selecting a boolean
operator from a common set of operators. The operands are variables and their
negations. The stop condition depends on the minimum reference time of each
variable. The additional parameter contains the number of input nodes of the
directed acyclic graph representing the RBC. QBFuzz works similarly. The addi-
tional parameter is the ratio of the existential variables in the formulas. As in the
previous case, the fuzzing approach considers correctness, but it does not consider
the performance of SAT solvers.

SMT solvers have a large variety of software testing approaches to test them.
StringFuzz randomly generates and transforms string constraints [BMB*18]. To
generate, the fuzzing approach integrates generators such as random string, random
regular expression, combines of random extract, overlap expressions, and equality
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Automated Goal-Conflict Resolution

Goals are prescriptive statements of how a system should behave. They reflect
the understanding of stakeholders of what an envisioned system is intended to do.
However, goals may admit subtle situations that make them diverge, for example,
when the satisfaction of some goals inhibits the satisfaction of others. The
goal-conflict analysis aims at identifying, assessing, and resolving these divergences
early in the development process, as it enables a greater understanding of the
specifications, creating countermeasures, and understanding the root causes of
problems. Despite the fact that there exist automated approaches to identify
goal-conflicts, there is currently no automated approach to assist the engineer in
resolving the identified divergences. We present ACORE, an automated approach
to resolve goal-conflicts in requirements specifications expressed in Linear Temporal
Logic (LTL). ACORE explores syntactic modifications of the specifications to
remove all the previously identified conflicts, while preserving consistency.
Semantic similarity refers to the system behavior shared by the original
specification and the candidate repair, and it is computed by using model counting
approzimation. We evaluated ACORE on 25 requirements specifications collected
from the literature and benchmarks. In summary, the empirical results present a
reasonable number of repairs in the Pareto-optimal set (between 1 and 8). Also, we
show that ACORE obtains better results when genetic algorithms (e.g., NSGA-III)
are used, as opposed to other search algorithms, measured in terms of quality
indicators, while at the same time, it produces more repairs that do not introduce
new conflicts.
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3.1 Introduction

The requirements analysis phase focuses precisely on the elicitation, under-
standing, and specification of requirements documents [IEE98] that describe in
detail the desired system behavior. Among requirements engineering methods, the
goal-oriented requirements engineering (GORE) methodologies [DvLF93; vLam09],
provide an intuitive way of modeling and analyzing the objectives of the envisioned
system. In these approaches, requirements are organized around the notion of goals,
prescriptive statements that specify what the system to be developed should do.

In GORE methodologies, goals are the subject of several activities, including
goal decomposition and refinement [DvLF93; vLam09; vLDIL98a|, assigning to
agents for their realization [AKR*09; DAAT14; Let02]. They are also assessed
in many ways, which include assessments that evaluate for feasibility [NSG™T18],
and assessments for evaluating potential threats or risks [CvL15; DCAT18]. In
particular, risk analysis deals with this last issue in various ways, including goal-
conflict analysis [vLLO0O].

The conflict represents a condition that, when present, makes the goals inconsis-
tent. The goal conflict analysis consists of three main stages: (1) the identification
stage, which involves the identification of conflicts between goals; (2) the assessment
stage, which aims to assess and prioritize the identified conflicts according to their
likelihood and severity; and (3) the resolution stage, where conflicts are resolved by
providing appropriate countermeasures and, consequently, transforming the goal
model, guided by the criticality level obtained during the evaluation.

Techniques have been proposed to assist engineers in identifying and assessing
goal-conflicts. Among them, Van Lamsweerde et al. [vLDL98a| proposed a set of
predefined syntactic patterns to identify goal-conflicts that only apply to some
specific goal expressions. Recently, Degiovanni et al. [DCAT18; DRAT16] presented
two automated approaches for goal-conflict identification, which combine novel
logical manipulations of specifications and modern search-based engines. In addition,
two recent approaches deal with the problem of assessing goal-conflicts, namely, the
work of Degiovanni et al. [DCAT18| proposed to use model counting for estimating
goal-conflicts likelihood and severity, while the work of Luo et al. [LWST21] proposed
a goal-conflict selection technique by studying their overlapping from a logical point
of view.

Thus, we proposed an automated approach that deals with the goal-conflict
resolution stage [CDB'23], that is, ACORE. In general, ACORE receives as input
Dom = {Domy,...,Dom,}, G = {G4,...,Gp,}, and BC = {BC},..., BCy},
where the domain properties (Dom) are descriptive statements that capture the
domain of the problem world. For example, it can describe physical properties.
In the other sense, goals (G) are prescriptive statements that the system should
achieve or maintain within a given domain. For example, what the stakeholders
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whish. Finally, the boundary conditions (BC) set represents divergences between
the domain and goals properties.

The initial set of domain properties and the elicited goals are formally expressed
in Linear Temporal Logic (LTL) [MP92], and the set of identified goal-conflicts,
also expressed in LTL, respectively. ACORE then generates a set of repairs
R ={Ry,...,R.} such that every specification R; is consistent and removes all
the previously identified conflicts BC'. ACORE employs modern search-based algo-
rithms to efficiently explore syntactic variants of goals (throughout the application
of genetic operators) to generate repairs that are in some sense similar to the
original specification. In summary, ACORE considers both syntactic and semantic
similarity between G and the candidate repairs and implements a multi-objective
fitness function to guide the search. The syntactic similarity is computed as the
Levenshtein edit distance [LY19], while semantic similarity is computed by a novel
LTL model counting approximation approach we recently developed in [BCP23].

Regarding the experimental evaluation, we study the effectiveness of ACORE
in producing repairs that remove all identified goal-conflicts (RQ1) and measure its
similarity concerning the ground truth, i.e., to the manually written repairs (RQ2).
Our results present that ACORE generates more non-dominated repairs when
adopting genetic algorithms (NSGA-IIT or WBGA) than AMOSA or unguided
search. The genetic algorithms outperform the others in 21 out of 25 cases.

Overall, the algorithms of ACORE produce an acceptable number of repairs
in the Pareto-optimal set (between 1 and 8) that can easily be explored by the
engineer to select and validate the most appropriate one. The evaluation to answer
RQ2 points out that the genetic algorithms can resemble more ground truth repairs
than AMOSA or unguided search. Moreover, in the cases in which ACORE fails to
resemble the ground truth, we observe that the repairs generated by the genetic
algorithms are closer to the manually written repairs, measured in terms of the
quality indicators hypervolume and inverted generational distance, outperforming

AMOSA and unguided search.

We also performed an objective comparison. First, we study if the repairs are
likely to introduce new goal-conflicts (RQ3), which would make them unsuitable
repairs. Our results show that ACORE adopting WBGA and NSGA-III obtains
a statistically significant difference compared to the other algorithms when we
consider the number of repairs that do not introduce new boundary conditions.
Second, we compare the repairs produced by each algorithm by using standard
quality indicators (RQ4), such as the hypervolume (HV) and inverted generational
distance (IGD). NSGA-III outperforms the other algorithms since it produces
Pareto-optimal sets with significantly higher quality indicators (HV and IGD).

During our experimental evaluation, we extended the previous experiment in
many different ways. Among them, RQ2 includes the distance from the proposed
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repairs and the set of ground truth. RQ3 is entirely new and presents the analysis
of introduced goal-conflicts, while RQ4 extends the analysis and discussion about
the Pareto front analysis based on quality indicators (HV and IGD).

The work is organized as follows. Section 3.2 presents the background about
LTL and multi-objective optimization. Section 3.3 focuses on GORE and illustrative
examples that show common tasks in the goal-analysis and goal-resolution stages.
Section 3.4 presents ACORE in detail. Section 3.5 presents the research questions,
while Section 3.6 discusses the empirical design decisions. Section 3.7 presents the
empirical results. Section 3.8 discusses threats to the validity of our work. Finally,
we discuss related work in Section 2.1 and conclude in Section 3.9.

3.2 Background

3.2.1 Linear-Time Temporal Logic

Linear Temporal Logic (LTL) is a logical formalism widely used to specify
reactive systems [MP92]. Several GORE methodologies (e.g., KAOS) have also
adopted LTL to formally express requirements [vLam09] and take advantage of the
powerful automatic analysis techniques associated with LTL to improve the quality
of their specifications.

LTL formulas are inductively defined using the standard logical connectives
and the temporal operators to describe future events. For example, the Boolean
connective (V) and the traditional definitions for true and false. For future events,
we commonly define next () and until (U/). For a formula ¢ and position i > 0,
we say that ¢ holds at position i of 0. Thus, we write 0,7 = ¢. Thus, LTL formulas
are defined as follows:

Definition 1 (LTL Syntax). Let AP be a set of propositional variables:
(a) constants true and false are LTL formulas;
(b) every p € AP is a LTL formula;
(c) p€ AP and o,i = p iff p € oy;
(d) o,i =~ iff 0,0 @;
(e) o,i =V iffo,ilEe oroil= @
(f) o,i = Oy iffoi+ 1= ¢;

(9) 0,i = @UQ iff there exists n > i such that o,n |= ¢ and o,m |= ¢ for all m,
1 <m<n;
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(h) if ¢ and vy are LTL formulas, then are also LTL formulas =, ¢ V ¥, O,
and ©UY.

We also consider other typical connectives and operators, such as, A, O (always),
<& (eventually) and W (weak-until), that are defined in terms of the basic ones. That

is, pAY = (= V ), Op = trueld ¢, Op = =g, and oW = (O¢) V (UY).
3.2.2 Model Counting

The model counting problem consists of calculating the number of models that
satisfy a formula. Since the models of LTL formulas are infinite traces, it is often
the case that analysis is restricted to a class of canonical finite representations of
infinite traces, such as lasso traces or tree models. In particular, this is the case for
bounded model checking, for instance [BCCT99b].

Definition 2 (Lasso Trace). A lasso trace o is of the formo = so... 8; (Siv1 ... 5k)%,
where the states sg . .. sy correspond to the base of the trace, and the loop from state
Sk to state s;yq is the part of the trace that is repeated infinitely many times.

For example, an LTL formula O(p V q) is satisfiable, and another satisfying
lasso trace is 01 = {p}; {p, ¢}*, where in first state p holds, and from the second
state both p and p are valid forever. Notice that the base in the lasso trace o is
the sequence containing only state {p}, while the state {p, ¢} is the sequence in
the loop part.

Definition 3 (LTL Model Counting). Given an LTL formula ¢ and a bound k,
the (bounded) model counting problem consists in computing how many lasso traces
of at most k states exist for . We denote this as #(p, k).

Since existing approaches for computing the exact number of lasso traces are
ineffective [FT14], Brizzio et al. [BCP*23] recently developed a novel model counting
approach that approximates the number (of prefixes) of lasso traces satisfying an
LTL formula. Intuitively, instead of counting the number of lasso traces of length
k, the approach of Brizzio et al. [BCP23] aims at approximating the number of
bases of length £ corresponding to some satisfying lasso trace.

Definition 4 (Approximate LTL Model Counting). Given an LTL formula ¢ and
a bound k, the approach of Brizzio et al. [BCP* 23] approzimates the number of
bases w = Sg...Sk, such that for some i, the lasso trace 0 = sg... (S;...s)"
satisfies @ (notice that the prefix w is the base of o). We denote as #APPROX(p, k)
to the number returned by this approximation.

ACORE uses the #APPROX model counting to compute the semantic similarity
between the original specification and the candidate repairs.
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3.2.3 Multi-Objective Optimization Algorithms

Several software engineering problems have been addressed by optimization
algorithms [HJO01], where such techniques could provide solutions to the difficult
problems of balancing competing constraints. Harman and Jones [HJ01] coined
the term Search-Based Software Engineering (SBSE) to describe these approaches.
Among them, many software engineering problems are multi-objective [HMZ12], in
other words, the problems contain more than one fitness function to be optimized.

In contrast to a single-objective optimization problem, where there is a global
optimum solution, in a multi-objective optimization (MOQO) problem, there is a
set of solutions called the Pareto-optimal (PO) set, which are considered equally
important since all of them constitute global optimum solutions. Typically, MOO
algorithms evolve the candidate population with the aim to converge to a set of
non-dominated solutions as close to the true PO front as possible and maintain as
diverse a solution set as possible.

ACORE implements four (4) multi-objective optimization algorithms that we
proceed to describe.

NSGA-III

SPECBCFUZzz integrates the Non-Dominated Sorting Genetic Algorithm ITI
(NSGA-IIT) [DJ14] approach. It is a genetic algorithm, and the offspring is generated
by applying mutation and crossover operators. In each iteration, the fitness values
for each individual are computed and the Pareto dominance relation between them
is approximated. NSGA-III uses this relation to create a kind of partition of the
population in terms of the non-dominated level of the individuals. For instance,
Level-1 contains non-dominated individuals and Level-2 contains the resulting non-
dominated elements when all the individuals from Level-1 are not considered. Thus,
NSGA-III selects individuals per non-dominated level to diversify the exploration
and reduce the number of solutions in the final Pareto-optimal set since when many
objectives are used, the Pareto-optimal set can be huge. In the end, NSGA-III
returns the Pareto-optimal repairs that resolved all the goal conflicts given as input.

AMOSA

Archived Multi-objective Simulated Annealing (AMOSA) [BSMT08] is an adap-
tation of the simulated annealing algorithm [KGV83] for multi-objectives. The
algorithm maintains a population size of 1, i.e., it only analyses one (current)
individual per iteration, and a new individual is created by the application of the
disturbance operator previously defined. In general, AMOSA has two particular
features that make it promising for our purpose. During the search, it maintains an
“archive” with the non-dominated candidates explored so far, which makes them
more likely to be present in the final Pareto-optimal set. Moreover, when a new
individual is created, two situations can happen. Whether the new individual dom-
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inates the current one, it then survives to the next iteration, the current element is
discarded, and the archive is updated in case the new individual is in non-dominated
(dominated elements are removed from the archive). Otherwise, whether the new
individual is worse than the current one, still in can be selected among the current
individual with some probability that depends on the “temperature” (function that
decreases over the time). At the beginning, the temperature is high, then new
individuals with worse fitness than the current element are likely to be selected,
but this probability decreases over the iterations. This strategy helps to avoid local
maximums and explore more diverse potential solutions. Finally, it analyzes all the
individuals in the archive to check which ones are repairs, those individuals with
objective ResolvedBC's equal 1 (i.e., that resolve all the boundary conditions).

WBGA or Traditional Genetic Algorithm

ACORE also implement Weight-based genetic algorithm (WBGA) [Hol92].
Among the reasons, the WBGA allows one to control the fitness proportions as
simple parameters. New individuals are generated by applying both the mutation
and crossover operators introduced before.

Let S be the specification given as input. For each individual ¢cR, WBGA
computes the fitness value for each objective and combines them into a single

fitness f defined as:

f(S,cR) =a * Status(cR) + 5 * Resolved BC's(cR)+
v * Syntaz(S, cR) + § x Semantic(S, cR)

where weights a = 0.1, § =0.7, v = 0.1, and 6 = 0.1 are defined by default, but
they can be configured to other values if the engineer wishes.

Currently, the ACORE implementation of WBGA uses the best-selector. This
means that ACORE sorts all the individuals in the population set according to
their fitness value (descending order) and selects the top 100 individuals to survive
to the next iteration (this is a parameter that can also be configured). All the
solutions explored during the search are saved (a kind of archive) and reported.
Later, further analysis is performed to prioritize only the repairs in the Pareto
optimal set.

Unguided Search

This approach does not use any of the objectives to guide the search. In
Figure 3.3, the unguided search starts by creating the initial population that
consists of different individuals generated by successive application of the mutation
operator described previously. In the end, it evaluates the four objectives to check
which ones are actually a repair for each created candidate repair cR, that is, it
resolves all the conflicts BC' given as input. Repairs can later be prioritized by
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computing the Pareto-optimal set according to their fitness values of syntactic and
semantic similarity.

3.3 Goal-oriented Specifications and Conflicts

A conflict essentially represents a condition whose occurrence results in the loss
of satisfaction of the goals, i.e., that makes the goals diverge [vLL98]. Formally, it
can be defined as follows.

Definition 5 (Goal Conflicts). Let G = {G1,...,G,} be a set of goals and Dom
be a set of domain properties. Goals in G are said to diverge if and only if there
exists at least one Boundary Condition (BC), such that the following conditions
hold:

e logical inconsistency:

{Dom,BC, A G;}E false
1<i<n

o minimality: for each 1 < i <n holds:

{Dom, BC, '/;}‘Gj} b false
j#i

o non-triviality:
BC # —=(GyN...NGy)

In summary, a BC captures a particular combination of circumstances in which
the goals cannot be satisfied as a whole. The first condition establishes that, when
BC holds, the conjunction of goals Gy, ..., G, becomes inconsistent. The second
condition states that if any of the goals are disregarded, then it cannot be false (it
has to be consistent). The third condition prohibits a boundary condition to be
simply the negation of the goals.

The initial specifying process, goal-conflict analysis [vLam09; vLDL98a] deals
with conflicts through three main stages: (1) The goal-conflicts identification phase
consists in generating boundary conditions that characterize divergences in the
specification; (2) The assessment stage consists in assessing and prioritizing the
identified conflicts according to their likelihood and severity; (3) The resolution
stage consists in resolving the identified conflicts by providing appropriate coun-
termeasures. Let us consider the following example to illustrate the goal-conflict
analysis problem.

[Mine Pump Controller - MPC] Consider the Mine Pump Controller (MPC)
widely used in related works that deal with formal requirements and reactive
systems [KMS*83]. The MPC describes a system that is in charge of activating or
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deactivating a pump (p) to remove the water from the mine in the presence of pos-
sible dangerous scenarios. The MP controller monitors environmental magnitudes
related to the presence of methane (m) and the high level of water (h) in the mine.
Maintaining a high level of water for a while can cause flooding in the mine, while
methane can cause an explosion if the pump is turned on. Hence, the specification
for the MPC is as follows:

Dom : O((p v O(p)) = O(O(=h)))
Gy :B(m — O(-p)) Gy 8(h — O(p))

The domain property Dom describes the impact of switching on the pump (p)
on the environment. For example, if the pump is turned on for 2 unit times, then
the water will decrease, and the level will not be high (=h). Goal G expresses that
the pump should be off when methane is detected in the mine. Goal G5 indicates
that the pump should be on when the water level is above the high threshold.

Notice that this specification is consistent, for instance, in cases in which the
level of water never exceeds the high threshold. However, approaches for goal-
conflict identification, such as the one of Degiovanni et al. [DCAT18], can detect a
conflict between goals in this specification. The identified goal-conflict describes a
divergence situation in cases in which the level of water is high, and methane is
present at the same time in the environment. Switching off the pump to satisfy G,
will result in a violation of goal GG5; while switching on the pump to satisfy G5 will
violate G;. This divergence situation evidences a conflict between goals G; and G,
that is captured by a boundary condition such as BC' = &(h A m).

Identified conflicts need to be resolved. Despite the recent surge of several auto-
mated approaches to assist engineers in identifying [DMR*18; DRAT16; vLDL98a]
and assessing [DCAT18; LWS™21] goal-conflicts, currently, no tool supports the
resolution stage. ACORE aims at resolving goal-conflicts by exploring variants of
the original specification. It relies on similarity metrics to produce repairs that are
syntactically or semantically similar to the original specification.

3.3.1 The Goal-Conflict Resolution Problem

We define what is a repair and when a goal-conflict is resolved. The resolution
stage aims at removing the identified goal-conflicts from the specification, for which
it is necessary to modify the current specification formulation. This may require
weakening or strengthening the existing goals or even removing some and adding
new ones.

Definition 6 (Goal-Conflict Resolution). Let G = {Gy,...,G,}, Dom, and BC
be a set of goals, the domain properties, and an identified boundary condition,
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respectively. We say that a repair R = {G", ..., G } resolves goal-conflict BC, if
and only if, the following condition holds:

{Dom,BC, A\ G.} F~ false (logical consistency)
1<i<m

Intuitively, the refined goals in R know exactly how to deal with the divergence
situation BC' in the domain Dom. BC' does not prohibit any more the satisfaction
of the goals in R. This definition can be straightforwardly extended to a set of
identified-goal conflicts (R resolves a set {BCY, ..., BCy} of boundary conditions
if it resolves every BCj, for 1 <1 < k).

To generate a repair R from the initial specification, ACORE will explore the
syntactic modifications of the goals from G, leading to newly refined goals in R,
until it removes the logical inconsistency with conflict BC'. Thus, R A BC' A Dom
becomes consistent.

It is natural to expect that the refined goals in R maintain some form of
similarity to the original ones in G. ACORE will focus on the syntactic and
semantic similarities of candidate repairs w.r.t. the original specification. ACORE
integrates the similarity metrics, previously defined in Section 7?7, in multi-objective
optimization search algorithms that will guide the search to produce repairs that
are syntactically and semantically similar to the original specification.

3.3.2 DMotivating Examples

Recall that in Example 3.3, the boundary condition BC' = &(m A h) was
identified for the MPC, which coincides with the one manually identified in [Let01].
To resolve this conflict, Letier [LetO1] proposes to refine the goal G5, by weakening
it, requiring to switch on the pump when the level of water is high and no methane

is present in the environment.
[Ground-truth 1 - MPC]

Dom :0((p V O(p)) = O(O(—h)))
G :0(m — O(-p))
Gy :O(h A=m — O(p))

With a similar analysis, another repair is obtained by weakening G, which
requires the pump to be turned off when methane is present and the water level is
not high.

[Ground-truth 2 - MPC]

Dom :O((p Vv O(p)) = O(O(=h)))
G :O(m A =h — O(—p))
G :0(h = O(p))
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Figure 3.1 shows in blue the syntactic and semantic similarities between the
repairs manually reported in [Let01] with the original specification (see Example 3.3).
In other colors, we also include the syntactic and semantic similarities between the
manually reported repairs (ground-truth) and the original specification for other
cases than the MPC, in which possible solutions were proposed to remove the
conflicts from the specifications. We can make two observations. On the one hand,
some of the (manually developed) repairs produce small chances in the syntax of
the goals but largely affect their semantics. However, other repairs are designed
to maintain the fundamental semantics of the specification, although they may
necessitate significant alterations to the syntax.

Ground-truth

0.7

0.6

0.5 .
.é 0.4 ®  Minepump
© detector
g ® simple arbiter v2
0 ® simple arbiter v1
0.3 prioritizedArbiter
® arbiter
Itl2dba27
0.2 round-robin
0.1
0.6 0.7 0.8 0.9

Syntax

Figure 3.1: Syntactic and semantic similarities between the original specification
and the manually developed repairs proposed by Letier [Let01] (ground-truth).

ACORE was built on these observations and aims to explore candidate repairs
that maximize syntactic similarity or semantic similarity to the original specification.
Thus, ACORE uses similarity metrics to guide a multi-objective search algorithm
to produce (non-dominated) repairs that are (syntactically or semantically) similar
to the original specification.

It is worth noticing that for this particular case, ACORE is effective in generating
repairs that exactly match the ground-truth cases. But let us discuss other
interesting repairs generated by ACORE that resolve the previously identified
conflict (i.e., BC' = &(mAh)). These repairs were obtained during experimentation
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using the NSGA-III algorithm.

ACORE attempts to produce repairs that do not contain the mentioned bound-
ary condition, while preserving as much as possible behaviors not related to the
boundary condition.

[Repair 1 - MPC] One of the repairs that can be produced by ACORE is the
following;:

Dom :8((p vV O(p)) = O(O(=h)))
G1:O0(m — O(m — —p))
Gy :0(h — O(=m — p))

Repair 1 refines both goals G and Gy, leading to Gf and G3, and thus conflict
BC = <&(m A h) is resolved. In particular, the refined goal G} indicates that the
pump should be off when methane is present in the environment and is still present
in the next unit. On the other hand, G} indicates that if the level of water reaches
a high threshold, then the pump should be on switch only if there is no methane
present in the environment. Notice that in cases where a high level of water and
methane is detected simultaneously, Repair 1 prefers to shut off the pump. In other
words, the repair prioritizes the explosion condition, even though flooding is still
possible.

[Repair 2 - MPC] Other repair produced by ACORE is:

Dom :O0((pV O(p)) = O(O(=h)))
G1:0(m — O(—p))
Gy :0(h — O(p))

Repair 2 preserves the second goal, and thus, the pump will be switched on
mandatory in the presence of a high level of water. However, the first goal was to
weaken and, in the presence of methane in the environment, it requires to switch
off the pump at some point in the future, but not immediately after as it was the
case in the original goal GG;. This will give the engineer some freedom to decide
when the pump switch is the right time and satisfy the goal G%. In contrast to
Repair 1, this repair prioritizes flooding avoidance, while the explosion still can
happen.

The two previous repairs modify the goals to add countermeasures (behaviors)
that deal exactly with the identified conflicting situation. However, ACORE
produces less natural changes in goals to remove the boundary conditions. Hence,
the repairs produced by ACORE are validated by engineers.
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[Repair 3 - MPC]

Dom :0((p vV O(p)) = O(O(—h)))
G1:O0(m — O(-p))
G5 :0(h — O(B(-p)))

This repair only modifies the second goal. The refinement goal G5 states that
once the high level of water is reached, the pump should go off forever. Despite the
fact that this repair removes the boundary condition, it excessively changes the
behavior goal GG5. Then, engineers can discard this repair if they consider that it is
less natural or inappropriate to deal with the identified conflict.

Mine Pump Controller

0.65
0.6
Repair 1 Repair 2

0.55

0.5

Semantic

0.45

0.4

®* Ground-truth

0.35 Repairs

Repair 3

0.3
0.5 0.6 0.7 0.8 0.9 1

Syntax

Figure 3.2: Mine Pump Controller: Syntactic and semantic similarities between
the ground-truth repairs and the ones generated by ACORE w.r.t. the original
specification.

Figure 3.2 shows the syntactic and semantic similarities of the three mentioned
repairs, w.r.t., to the original specification, and compares with the values of the
ground truth repairs. While “Repair 1” obtains a semantic similarity value close
to the value of the ground truth, it is syntactically more dissimilar to the original
specification than the ground truths. In contrast, “Repair 2” obtains a syntactic
similarity value greater than that of the ground truth, although a smaller semantic
similarity is close to the ground truth values. In the case of “Repair 3", it is both
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syntactically and semantically more dissimilar to the original specification than to
the ground truth.

Engineers can rely on additional requirements criteria and stakeholders’ expertise
to validate and select the repairs that are better suited for their purposes. Given
our similarity metrics, we would prioritize Repair 1 and Repair 2, among Repair 3,
since they maximize at least one of the similarity metrics. In general, Repair 1 and
2 are present in the Pareto optimal set computed by ACORE, while Repair 3 is
not.

3.4 ACoRe: Automated Goal-Conflict Resolu-
tion

ACORE works on the specification S = (Dom, G), in which Dom are domain
properties and GG are goal properties. Moreover, ACORE also receives a set of
previously identified boundary conditions BC' for the specification mentioned
S. Overall, ACORE is a search-based software engineering approach. Thus, it
integrates a search to explore variants of S with the aim of producing a set R of
repairs that resolve all identified goal conflicts and maintain some sort of similarity
to the original specification.

Figure 3.3 shows an overview of the different steps of the search process im-
plemented by ACORE. ACORE instantiates multi-objective optimization (MOO)
algorithms to explore the search space. We integrated four MOO algorithms, namely
a Weight-based genetic algorithm (WBGA) [Hol92], an Archived Multi-objective
Simulated Annealing (AMOSA) [BSM108] approach, the Non-Dominated Sorting
Genetic Algorithm III (NSGA-III) [DJ14], and an unguided search approach we use
as a baseline. In what follows, we describe the common components shared by the
algorithms. For instance, the search space representation, finesses, and mutation
operators.

( population )( solutions )

initial| Evolution Operators
specification
S = (Dom,G :
= (Dom, G) [ Mutation ] [Crossover] Repairs resolving
(only in GAs) No the goal-conflicts
Ry = (Dom, GY)
Stop Criterion? Yes_> ttt
identified C R”i(DmMn)
goal-conflicts 3

BC,...,BCy __.L Evaluation

[ f1: status " f2: #BCs resolved ]

[13: syntactic similarity"ﬂ: semantic similarity]

Figure 3.3: Overview of ACORE.
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3.4.1 Search Space

ACORE performs syntactic alterations to the goals (prescriptive statements) to
obtain new refined goals in GG'. Thus, the search space contains candidate repairs
cR = (Dom, G") to resolve the goal-conflicts given as input. Each individual c¢R
(candidate repair) is an LTL specification over a set AP of propositional variables,
structured as a pair (Dom, G’), in which Dom represents the domain properties and
G’ the (refined) system goals. According to Definition 6, domain properties are not
changed during the search process, as they are considered descriptive statements.

3.4.2 Imitial Population

The initial population represents a sample of the search space from which the
search process starts. ACORE creates individuals as the initial population by
applying the mutation operator (explained below) to the specification S given as
input. Depending on the MOO algorithm being executed, ACORE will create one
or more variants of the initial specification.

3.4.3 Search Objectives

ACORE guides the search with a multi-objective fitness function. Let us
describe the different objectives that ACORE takes into account and then present
the details of the fitness function that guides the MOO algorithms.

Given a candidate repair cR = (Dom, G'), ACORE considers four (4) objectives:

o Consistency(cR) computes if the refined goals are satisfiable and consistent

with the domain properties.

» ResolvedBCs(cR) computes the ratio of boundary conditions from BC' that

are resolved by cR.

» Syntactic(S, cR) computes the syntactic similarity (cf. Definition 7) between

the candidate repair cR and the original specification S given as input.

« Semantic(S, cR) computes the semantic similarity (cf. Definition 8) of the

candidate repair cR w.r.t. the original specification S given as input.

We define Consistency(cR) as follows:

if Dom A G’ is satisfiable
0.5 if G’ is satisfiable,

however Dom A G’ is unsatisfiable
0  if G’ is unsatisfiable

Consistency(cR) =

Status(cR) returns 1, whether the goal resolution found is satisfiable. Therefore,
we claim that ¢R solves the conflict characterized by BC' (Definition 6). Status(cR)
returns 0.5, whether the domains and goals properties are unsatisfied. In the case
that G’ is unsatisfiable, then it returns 0.

36



10

15

20

25

30

Similarly, ResolvedBCs computes the ratio of resolved boundary conditions by
the total boundary conditions provided in the input.
Resolved BCs(cR) is defined as follows:

>F isResolved(cR, BCy)
k

The similarity measures are calculated by the syntactic and semantic simi-
larities between the candidate repair and the original specification, denoted by
Syntactic(S, cR) and Semantic(S, cR).

Similarity metrics are typically used by automatic program repair (APR) tech-
niques [AGS19; JXZ*18; NQR™13; WCWT18], for example, to focus the search
for candidate repairs in the vicinity of the program under analysis given as input.
ACORE will rely on two similarity metrics, namely syntactic and semantic simi-
larities, to explore candidate repairs that are in some sense similar to the original
specification given as input.

In particular, syntactic similarity refers to the distance between the text rep-
resentations of the original specification and the candidate repair. To compute
the syntactic similarity between LTL specifications, we use the Levenshtein dis-
tance [LY19]. Intuitively, the Levenshtein distance between two words is the
minimum number of single-character edits (insertions, deletions, or substitutions)
required to change one word into the other.

ResolvedBCs(cR) =

Definition 7 (Syntactic Similarity). Let ¢ and 1) be two LTL formulas. The
syntactic similarity between ¢ and 1, denoted by Syntactic(p,), is calculated as:

maxLength — lv(p, 1)

Syntactic(p, ) = max Length

where max Length = max(length(y), length(v)) and lv(p, ) represent the Leven-
shtein distance between ¢ and 1.

Syntactic(p, 1)) represents the ratio between the number of tokens changed from
¢ to obtain ¥ (lv(g, 1)), among the maximum number of tokens corresponding to
the largest specification.

Semantic similarity refers to the system behavior similarities described by the
original specification and the candidate repair. Precisely, semantic similarity will
be computed as the ratio between the number of behaviors present in both the
original specification and candidate repairs among the number of all the behaviors
described by the specifications.

Definition 8 (Semantic Similarity). Let ¢ and ¢ be two LTL formulas. Given a
bound k for the lasso traces, the semantic similarity between @ and 1, denoted by
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Semantic(p, 1), is computed as:

#(p N, k)
#(p Vi, k)

To efficiently compute our semantic similarity metric, ACORE uses model
counting and, precisely, the approximation previously described in Definition 4.

Notice that small values for Semantic(p,1)) indicate that the behaviors de-
scribed by ¢ are very different from those described by . In particular, when
¢ A 1 is unsatisfiable, Semantic(p, 1) is 0. As this value gets closer to 1, both
specifications characterize an increasingly large number of common behaviors.

Semantic(p, ) =

3.4.4 Evolutionary Operators
Mutation

The offspring is created by the application of the mutation functions mutate as
shown in Definition 16. ACORE randomly selects a goal G; € G that comes from
a candidate individual cR = (Dom, G) to mutate and produce a new candidate
repair cR' = (Dom, G"). Given a set of goals G from individual cR, ACORE invoke
the function mutate(G;) = G to produce a modification of the goal G;, guiding
it to the mutated goal G}. For example, mutate recursively replaces an unary
operator, binary operator, or even an atomic proposition for others. In addition, it
inserts or removes them. Thus, ACORE creates a new individual cR' = (Dom, G').
This new individual will be assessed by the fitness function to analyze how fit it
is to resolve the given goal-conflicts. ACORE will use this mutation operator to
produce variants of goal specifications with the aim of resolving goal-conflicts.

Definition 9 (LTL Mutation). Given an LTL formula ¢, the function mutate()
= ¢' mutates ¢ by performing a syntactic modification driven by its syntax. Thus,
mutate(¢) = ¢’ is inductively defined as follows:

Base Cases:

1. if ¢ = true, then ¢' = false; otherwise, ¢' = true.
2. if ¢ = p, then ¢' = q, where p,q € AP and p # q.
Inductive Cases:
3. if ¢ = 0101, where 01 € {—,, <, 0}, then:
(a) ¢ =01, s.t. o) € {—,O,<,0} and 0y # 0.

(b) ¢' = ¢1.
(c) ¢ = oymutate(py).
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(d) ¢' =p oy ¢, where p € AP and oy € {U, W, A, V}
4. if @ = $10909, where oo € {V,\,U, R, W}, then:
(a) ¢' = ¢1 0y po, where oy € {V, \,U, R, W} and oy # 0.
(b) ¢ =i, s.t. i € {d1, Pa}
(c) ¢ = mutate(pr) og ¢Pa.
(d) ¢' = ¢1 0o mutate(ps).

General Cases:
5. ¢ = 010 where o, € {0,0,0), 1}
6. ¢ = x, where x € {true, false} U AP

Base cases 1 and 2 replace constants and propositions with other constants
or propositions, respectively. Inductive case 3 mutates unary expressions: it can
change the unary operator by other (3.a), remove the operator (3.b), mutate the
sub-expression (3.b), or augment the current formula by including a binary operator
and a proposition (3.d). Inductive case 4 mutates binary expressions: it can change
the binary operator (4.a), remove one of the expressions and the operator (4.b), or
mutate one of the sub-expressions (4.c and 4.d). Cases 5 and 6 are more general in
that the entire formula ¢ is augmented with one unary operator (5) or replaced by
a constant or proposition (6).

Figure 3.4: Examples of the mutations that ACORE implements.

Figure 3.4 shows 5 possible mutations that can be generated for formula
&(p — Or). Mutant M1 replaces © by O, leading to M1 : O(p — Og). Mutant
M2 : F(p A Or) replaced — by A. Mutant M3 : &(p — —r) replaced O by —.
Mutant M4 : O(true — Or), reduced to <Or, replaced p by true. While mutant
M5 : &(p — Oq) replaced r by gq.
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Crossover

The two variants of genetic algorithms that ACORE integrate, i.e. WBGA [Hol92]
and NSGA-III [DJ14], besides the mutation operator, also consider a crossover
operator to combine LTL goals from different candidates. To do so, they employ

5 the combine function described in Definition 17.

Given two individuals cR' = (Dom, G') and c¢R? = (Dom, G?), ACORE first

selects two goals such that G € G' and G? € G?, and then combines them

to produce a new candidate repair cR” = (Dom,G"). Assuming that G!' =
(Gl,...,GL,G,,GL,,, .. GL Y and G2 = {G2,...,G2,,G%,G2,,, ...G2}, then

w G"={Gi,...,G}_,G},G},,,...G,} where G} = combine(G}, G7).

Typically, genetic algorithms that manipulate LTL formulas also implement a
crossover operator [DMRT18]. This operator takes two LTL formulas ¢ and 1, and
produces a new formula combining parts of both ¢ and . This operator will later
be used by the two variants of genetic algorithms that ACORE integrates, namely

15 aWeight-based genetic algorithm (WBGA) [Hol92] and the Non-Dominated Sorting
Genetic Algorithm III (NSGA-III) [DJ14].

Definition 10 (LTL Crossover). Let ¢ and i) be two LTL formulas. Function
combine(¢, ) will produce the new formula ¢’ by performing the following steps:

1. It selects a sub-formula o from formula ¢; to be combined;
2 2. it selects sub-formula 5 from ;

3. it either, (a) ¢' = ¢[a — B] replaces o by B in ¢; or (b) ¢' = dla— a 0y f]
combines o and B with a binary operator oy € {V, \,U, R, W}.

Figure 3.5: Examples of the combinations that ACORE implements.
Figure 3.5 shows an overview of how this operator works in case a (i.e., option
3.a). In this example ¢ : G(p — Or) and ¥ : =p A q. The selected formulas are
» «a:pand B :—p. Thus, combine(¢, ) returns ¢ : O(—p — Or).
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3.5 Research Questions

We start our analysis by investigating the effectiveness of ACORE for resolving
goal-conflicts. Thus, we ask:

RQ1 How effective is ACORE at resolving goal-conflicts?

To answer RQ1, we evaluate the capability of ACORE to produce repairs. In that
way, we evaluate the three algorithms and the unguided search in terms of the
number of repairs in the Pareto-optimal set. First, we evaluate the capability to
find repairs. Second, we identify the causes of algorithms that do not produce
them. Finally, we discuss the general number of repairs.

RQ2 How capable is ACORE to generate resolutions that match with resolutions
provided by engineers (i.e., manually developed)?

Regarding RQ2, we compare the logical equivalence between the repairs produced
by ACORE and the ground-truth. In the case that they are not equivalent, we
compute the mean distance to the Pareto-optimal front in terms of hypervolume
and inverted generational distance (IGD).

RQ3 Do the repairs generated by ACORE introduce new goal-conflicts?

RQ3 extends RQ1 once we evaluate whether ACORE is capable of producing at
least one repair that does not introduce a new boundary condition. Although the
approach is incomplete and cannot guarantee the absence of conflicts, it is up to
date the most effective approach for identifying and repairing goal-conflicts.

RQ4 What are the quality indicators of ACORE when adopting different search
algorithms?

Finally, we compute standard quality indicators (e.g., hyper-volume (HV) and
inverted generational distance (IGD)) to compare the Pareto-optimal sets produced
by ACORE when the different search algorithms are employed.

3.6 Experimental Setup
3.6.1 Subjects

We collected a total of 25 requirements specifications from different benchmarks.

These specifications were previously used by goal-conflicts identification and as-
sessment approaches [AMT13; DCA118; DMR'18; DRAT16; LWS*21; vLDL98a].
Table 5.2 presents the specifications used in our empirical evaluation. For each
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case, the table depicts the number of domain properties and goals and the number
of boundary conditions (i.e., goal-conflicts) computed with the approach of Degio-
vanni et al. [DMRT18]. Since the goal-conflict identification approach in [DMR 18]
implements a genetic algorithm, there are many random decisions that can lead
s to a different set and number of boundary conditions. Thus, the number reported
is the number of weakest boundary conditions of 10 runs, which are later used
to run ACORE. We use the set of “weakest” boundary conditions returned by
[DMR*18], in the sense that by removing all of them we are guaranteed to remove

all the boundary conditions computed.

Table 3.1: LTL Requirements Specifications and Goal-conflicts Identified.

Specification #Dom + #Goals #BC's
minepump 3 14
simple arbiter-v1 4 28
simple arbiter-v2 4 20
prioritized arbiter 7 11
arbiter 3 20
detector 2 15
1t12dba27 1 11
round robin 9 12
tep 2 11
atm 3 24
telephone 5 4
elevator 2 3
ITCs 4 14
achieve-avoid pattern 3 16
retraction pattern-1 2 2
retraction pattern-2 2 10
RG2 2 9
lilyO1 3 5
lily02 3 11
lily11 3 5
lily15 3 19
lily16 6 38
It12dba theta-2 1 3
1t12dba R-2 1 5
simple arbiter icse2018 11 20

v 3.6.2 Experimental Procedure

First, we run the approach of Degiovanni et al. [DMR'18] on each subject to

identify a set of boundary conditions. Then, we run ACORE to generate repairs
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that remove all the identified goal-conflicts. We set as a termination criterion
1000 individuals as the maximum number of individuals explored by the different
algorithms. We repeat this process 10 times to reduce the potential threats [AB11]
raised by the random elections of the search algorithms implemented by ACORE.
Moreover, we also set two days as a time threshold per entire execution that includes
the search process and identification of new boundary conditions. After that, we
run ACORE with the boundary conditions, which means that we do not perform
any prioritization (e.g., [DCA'18; LWS*21]). However, we consider the weakest
set of boundary conditions for the 10 executions referred to.

After that, we run ACORE by using the four implemented search algorithms
and report the Pareto-optimal set of repairs produced by each one. We focus on the
effectiveness of the different search processes to generate repairs that resolve the
given goal-conflicts. That is, we answer RQ1. Regarding RQ2, we analyze whether
ACORE is able or not to reproduce manually developed repairs (ground-truth). We
collected from the literature, 8 cases in which authors reported a “buggy” version
of the specification and a “fixed” version of the same specification. We analyze the
buggy version, and we ask ACORE to make some repairs, then we compare the
repairs made by our tool and the fixed version in two aspects.

In this process, we analyze, by using an SAT solver, if there is any equivalent
solution to the ground-truth. Second, for the cases where the repairs are not
equivalent to ground truth, we study their similarity by using the hypervolume and
the inverted generational distance indicators. When answering R(Q2-4, we consider
the AMOSA, NSGA-III, and WBGA algorithms to be the same repairs in the
Pareto-optimal set computed for RQ1. However, for the unguided search algorithm,
we randomly select four repairs (mean of repairs found in the Pareto-optimal front)
from the set of all reached repairs, since our goal is to use this algorithm as a
baseline for the rest of the algorithms, and it was not guided by any objective (then
we do not want to “guide” the selection with the fitness objectives neither).

To answer RQ3, we check if the repairs reported by ACORE introduce some
(new) conflict. That is, for each repair produced by ACORE, we run the same
approach of Degiovanni et al. [DMR*18] to look for goal-conflicts on the repair.
Notice that if the repair resolves some conflicts but introduces others, then it would
not be very interesting for the engineer, and we may overfit the ability of ACORE
to find appropriate repairs in our evaluation. Precisely, we report the percentage
of repairs (in the Pareto-optimal set) produced by ACORE that do not introduce
new conflicts (notice, however, that still may exist some conflict not identified by
the approach of Degiovanni et al. [DMR™ 18], since it uses search and thus it is
incomplete).

To answer RQ4, we perform a quantitative comparison of the four search
algorithms implemented by ACORE. We compare the Pareto-optimal set pro-
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duced by each algorithm by using two standard quality indicators: hypervolume
(HV) [ZTL*03] and inverted generational distance (IGD) [CR04].

3.6.3 Quantitative Evaluation Metrics

To evaluate the quality of the Pareto-optimal sets computed by ACORE (RQs
2 and 4), we compute two standard quality indicators for assessing Multi-Objective
Optimization Algorithms: the hypervolume (HV) and inverted generational distance
(IGD) as aforementioned in the RQ4.

Hypervolume (HV) [LY19; TI20] is a volume-based indicator, defined by the
Nadir Point [LM19; ZTL*03], that returns a value between 0 and 1, where a
value near to 1 indicates that the Pareto-optimal set converges very well to the
reference point [LY19]. In addition, high values for HV are a good indicator for
the uniformity and spread of the Pareto-optimal set [T120]).

The spread computes how the Pareto-optimal set covers the entire reference
point or set, while the uniformity means how the uniform is the distribution of
elements in the Pareto-optimal set. The union of spread and uniformity is often
called diversity. Moreover, the convergence is a criterion to represent how close the
Pareto-set is to the reference point.

Thus, we also compute the Inverted Generational Distance (IGD). IGD measures
the mean distance from each reference point to the nearest element in the Pareto-
optimal set [CR04; T120]. The indicator is a distance-based indicator that computes
convergence and diversity [LY19; T120]. Low values for IGD indicates a good Pareto-
optimal Front.

We also employ some statistical analysis when answering RQ3 and RQ4. For that
reason, we use the Mann-Whitney U-test [MW47], Kruskal-Wallis H-test [KW52],
Wilcoxon signed-rank test (p — value) [Wild5] and Vargha-Delaney A measure
Ay [VDO0O0] in order to compare the performance of the different algorithms im-
plemented by ACORE. Intuitively, p — value will tell us if the performance of the
algorithms measured in terms of HV and IGD are statistically significant, while
the A measure will tell us how often one algorithm obtains better indicators than
the others.

3.6.4 Implementation

ACORE is implemented in Java in the JMetal framework. [NDV15]. It also
integrates the LTL satisfiability checker Polsat [LPZ"13], a portfolio tool that
runs in parallel four LTL solvers, helping us to improve the performance of the
SAT checks required by the fitness functions. Moreover, ACORE uses the OwL
library [KMS18] to parse and manipulate the LTL requirements specifications.
Quality indicators are also implemented by the JMetal framework, and statistical
tests by Apache Common Math.

The replication package is publicly available at https://sites.google.com/
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view/acore-2022. It contains our current implementation, the dataset with the
25 specifications, the reported results, and a description of how to reproduce the
experiments.

We ran all the experiments on a cluster. Each node of the cluster has two Xeon
E5 2.4GHz, with 5 CPUs-nodes and 8 GB of RAM available per running. The
specifications were resolved in the cluster using one node for each run. We ran
ACORE ten (10) times per specification.

3.7 Experimental Results
3.7.1 RQ1: Effectiveness of ACoRe
Table 3.2: Effectiveness of ACORE in producing repairs. Column “#repairs”

represent the average number of repairs in the Pareto-optimal set produced by the
search algorithms.

Specification NSGA-IIT WBGA AMOSA Unguided

#repairs #repairs — Frepairs F#£repairs
minepump 5.0 6.5 1.8 5.1
simple arbiter-v1 4.8 3.1 2.0 4.1
simple arbiter-v2 3.1 3.4 2.3 0.5
prioritized arbiter 3.1 3.7 2.2 0.0
arbiter 5.8 2.7 3.0 5.5
detector 4.9 4.8 3.2 6.1
1t12dba27 3.0 4.2 3.5 4.0
round robin 7.0 4.2 4.7 4.7
tep 6.4 4.9 2.0 7.4
atm 3.9 6.3 3.3 4.5
telephone 4.7 4.4 2.2 4.5
elevator 5.9 5.9 3.6 4.8
ITes 5.5 5.7 14 3.3
achieve pattern 5.0 5.9 2.5 2.8
retraction pattern-1 4.1 4.0 2.7 4.6
retraction pattern-2 6.1 4.8 2.6 6.0
RG2 3.3 5.2 1.5 4.3
lily01 5.1 5.1 1.5 4.1
lily02 2.4 3.8 1.9 1.9
lily11 7.1 5.0 2.2 5.8
lily15 6.1 4.1 1.2 5.8
lily16 3.5 3.2 0.8 3.8
It12dba theta-2 1.9 2.8 1.9 1.2
It12dba R-2 1.0 2.1 1.9 2.1
simple arbiter icse2018 3.8 3.7 0.9 3.5

Column “#repairs” in Table 3.2 reports the average number of repairs in the
Pareto-optimal set produced by four algorithms. First, it is worth mentioning
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that ACORE when using the genetic algorithms, either NSGA-IIT or WBGA, it
successfully generates at least one repair for all case studies. However, AMOSA
produces 0.8 repairs on average for the lilyl6 case and 0.9 for simple arbiter
icse2018, meaning that it failed in 2 and 1 out of the 10 runs, respectively, in
producing repairs that resolve the identified boundary conditions. Unguided search
succeeded in the majority of the cases, but it failed in the prioritized arbiter (no
repair generated in the 10 runs), and in the simple-arbiter-v2 produces 0.5 repairs
(meaning that it failed at least in half of the 10 runs).

Second, the genetic algorithms (NSGA-IIT and WBGA) typically generate
more (non-dominated) repairs than AMOSA and unguided search. More precisely,
WBGA generates more (non-dominated) repairs than others in 13 out of the 25
cases, and NSGA-III is the one that produces more (non-dominated) repairs in 11
cases. Unguided search generates more repairs in 3 cases, namely, detector, tcp
and retraction-pattern-1. Finally, NSGA-IIT and WBGA outperform AMOSA and
unguided search in 21 cases and coincide in one case (It12dba R-2). Interestingly,
the different algorithms of ACORE produce a reasonable number of repairs in the
Pareto-optimal set (between 1 and 8) that can easily be explored by the engineer
to select and validate the most appropriate one.

ACORE generates more non-dominated repairs when adopting genetic algorithms
than AMOSA or unguided search. In general, the algorithms of ACORE produce
an acceptable number of repairs in the Pareto-optimal set (between 1 and 8) to
present to the engineer for analysis.

3.7.2 RQ2: Comparison with the Ground-truth

For this evaluation, we focus on 8 cases, for which we found in the literature a
buggy version of the specification (that we aim to repair) and a manually developed
fix, which is used as the ground-truth.

Table 3.3: ACORE effectiveness in producing a exact match with the ground-truth

Specification NSGA-IIT WBGA AMOSA Unguided

arbiter

detector v v v
1t12dba27

minepump v v v v

prioritized arbiter

round robin

simple arbiter-v1

simple arbiter-v2 v v
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Table 3.3 presents the effectiveness of ACORE in generating a repair that
matches exactly with the ground-truth. Overall, ACORE was able to reproduce the
same repair as our ground truth in 3 out of 8 cases, namely, for the minepump (our
running example), simple arbiter-v2, and detector. Again, both genetic algorithms
perform better than AMOSA and unguided-search in this respect. In this manner,
the unguided search can replicate the fix for the detector case in which AMOSA
fails.

In the cases in which ACORE failed to replicate the ground-truth, we compute
how close are the generated repairs. In other words, we measured the similarity of
the Pareto-optimal sets when the ground-truth is a reference point. Table 3.4 shows
the closest repairs produced by ACORE to the ground-truth, where “distance” is
measured in terms of the hyper-volume (HV) and inverted generational distance
(IGD) indicators. As we already mentioned, ACORE generated a perfect match for
the detector, minepump, and simple-arbiter-v1 cases.

In the additional five cases, when we consider the hyper-volume (HV) indicator,
NSGA-III algorithm was able to produce the closest set for the simple-arbiter-v1
and arbiter cases; while WBGA algorithm obtained closer repairs in two cases
(prioritized arbiter and 1t12dba27), while the AMOSA algorithm obtained the closest
repairs in the round robin subject. In the case of the unguided search algorithm, it
obtained the best hyper-volume value, the same as WBGA, in the 1t12dba27 case.

When we consider the inverted generational distance (IGD), we observe that
one of the genetic algorithms (NSGA-III and WBGA) obtained better values in 5
out of the 8 cases. Moreover, AMOSA obtains better IGD values in 3 out of the 8
cases in our ground-truth.

Overall, the genetic algorithms NSGA-IIT and WBGA, are more effective than
AMOSA and unguided search to produce repairs that exactly match with the
ground-truth. Moreover, NSGA-IIT and WBGA are more effective than AMOSA
and unguided search in producing repairs that are closer to the ground-truth
w.r.t. hyper-volume and inverted generational distance metrics.

3.7.3 RQ3: New conflicts introduced by repairs

First, we analyze the effectiveness of the algorithms in producing at least one
repair that do not introduce new goal-conflicts for each case study. We observe
that AMOSA was the most effective in this respect in 24 out of the 25 case studies,
while WBGA succeeded in 22 out of the 25 cases, NSGA-III in 21, and unguided
search in 20.

We also analyze the ratio among the 10 executions per case study in which
each algorithm successfully generates at least one repair without new conflicts.
We observe that WBGA succeeded in 83.2% of the executions, NSGA-III in
74.3% of the executions, AMOSA in 73.3%, and Unguided search in 64.6%. We
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Table 3.4: HV and IGD between the closest repairs produced by ACORE to the
ground-truth

Specification NSGA-IIT WBGA AMOSA Unguided

HV IGD | HV IGD| HV IGD| HV IGD
arbiter 0.83 0.03 | 0.51 0.01| 0.62 0.02| 0.52 0.03
detector 0.51 0.68 | 0.49 0.23 | 035 041 | 0.50 0.41
1t12dba27 091 0.13]0.92 0.05| 037 0.06 | 0.92 0.13
minepump 0.67 0.01 | 0.65 0.00 | 0.55 0.00 | 0.63 0.00
prioritized arbiter | 0.81 0.85 | 0.95 1.09 | 0.79 0.85 | 0.00 1.00
round robin 0.81 0.08| 0.72 0.06 | 0.87 0.01 | 0.70 0.08
simple arbiter-vl | 0.99 0.85| 0.51 0.97 | 0.78 0.68 | 0.51 1.02
simple arbiter-v2 | 0.99 0.83 | 0.94 0.76 | 0.78 0.75 | 0.99 1.11

observe a skewed distribution ratio in the NSGA-III, AMOSA, and unguided search
algorithms. Despite of WBGA presents a boxplot comparatively more symmetrical,
less distributed, and has a high-ratio of no new boundary conditions. Thus, we can
not assume, in general, a normal or another known distribution.

Moreover, we conduct a comparison regarding the absolute number of introduced
new boundary conditions in the Pareto-fronts. We compare the results in terms
of non-parametric tests. First, the Kruskal-Wallis test by ranks determines a
difference between the means of the four algorithms. Second, the Mann-Whitney U
test presents the significance of one group distribution being greater or lower than
the other. The difference between algorithms adopts the a value of 0.05, while the
pairs comparison adopts the a value of 0.0084.

The comparison presents a significant overall difference between the four algo-
rithms (p-value < 0.00001) by the Kruskal-Wallis test by ranks. The following
analysis confirms that WBGA algorithms introduce fewer new boundary conditions
since the p-values individually compared to NSGA-III and unguided are lower than
0.002. Moreover, the AMOSA algorithm introduces significantly lower new bound-
ary conditions than unguided search (p-value < 0.00210). The last comparisons
between the pair NSGA-III and AMOSA present no significant difference since
the p-value is greater than 0.29470. In the same way, no significant differences are
found in the NSGA-IIT comparison pair and the unguided search once the p-value
is greater than 0.02323.

In essence, ACORE introduces a few new boundary conditions (the ratio is
from 64.6% to 83.2%). Among the algorithms, WBGA introduces less boundary
conditions than other algorithms.
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3.7.4 RQ4: Comparing the four Multi-objective Optimiza-
tion Algorithms

We compare the Pareto-optimal set computed by the different approaches
by using traditional quality indicators, namely, hyper-volume (HV) and inverted
generational distance (IGD). Precisely, we compute the HV and IGD of the syntactic
and semantic similarity values among the repairs in the Pareto-optimal sets. The
reference point was the ground-truth. The reference point is the best possible value
for each objective, which is 1. These will allow us to determine which algorithm
converges the most to the reference point and produces more diverse and optimal
resolutions.

Hypervolume
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Figure 3.6: Boxplot that summarizes the HV of the Pareto-optimal sets generated
by ACORE when uses different search algorithm (higher value is the better).

Figure 3.6 and Figure 3.7 show the boxplots of the HV and IGD, respectively,
computed under the Pareto-optimal sets when the four algorithms are adopted. The
quality indicators show that NSGA-III algorithm obtains better performance than
the rest. For instance, it obtains, on average 0.66, of HV (while higher the better)
and 0.34 of IGD (while lower the better), outperforming the other algorithms. The
NSGA-III box plots also show a low range between the quartiles and a better
symmetry regarding medians and quartiles.
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Figure 3.7: Boxplot that summarizes the IGD of the Pareto-optimal sets generated
by ACORE when uses different search algorithm (lower values is the better).

To confirm the differences and answer the RQ4, we compare the results in
terms of non-parametric statistical tests: (i) Kruskal-Wallis test by ranks and
(ii) the Mann-Whitney U-test. The « value defined in the Kruskal-Wallis test by
ranks is 0.05, and the Mann-Whitney U-test is 0.0125. Moreover, we also complete
our assessment by using Vargha and Delaney’s Ays, a non-parametric effect size
measurement.

The Kruskal-Wallis test by ranks presents a p-value lower than 0.00001 for the
hyper-volume indicator. The p-value is also lower than 0.00001 for the inverted
generational distance. These results suggest a statistically significant difference
between the four algorithms in terms of quality indicators.

We conduct the second statistical analysis to compare the algorithms and define
the best algorithm in terms of the more optimized Pareto-optimal sets. In both
indicators and pairwise comparisons, the NSGA-III shows a significant difference
compared to the other three algorithms, leading to p-values lower than 0.00001.
Moreover, the WBGA and unguided search algorithms are consistently better than
the AMOSA algorithm (the p values related to both indicators are lower than
0.00001). Finally, WBGA performs better when compared to the unguided search
(the p-value is also lower than 0.00001).

The Vargha and Delaney’s A;, assessment also confirms that NSGA-III has
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greater HV and lower IGD when compared with the other three algorithms. More-
over, the results also point out that WBGA is better than AMOSA and unguided
search. Finally, the unguided search surpasses the AMOSA results. Table 3.5
presents the summarized results of the hypothesis test and effect size.

Table 3.5: HV and IGD assessment by ACoRe

WBGA AMOSA Unguided
HV IGD | HV IGD | Hv IGD
NSGAIII p-value | < 0.00001 < 0.00001 | < 0.00001 < 0.00001 | < 0.00001 < 0.00001
Ao 0.66 0.65 0.84 0.83 0.80 0.76
WBGA  p-value - -] <0.00001 < 0.00001 | < 0.00001 < 0.00001
Ao - - 0.74 0.74 0.64 0.61
AMOSA  p-value - - - - | <0.00001 < 0.00001
Aqs - - - - 0.36 0.36

Overall, both statistical tests evidence that NSGA-III leads to Pareto-optimal
sets with better quality indicators. Moreover, WBGA is significantly better than
unguided search and AMOSA, while AMOSA has poor performance, which is worse
than unguided search in several cases.

The quantitative comparison based on standard quality indicators presents
that NSGA-III outperforms the other algorithms. In other words, it produces
Pareto-optimal sets with statistically significant higher HV and lower 1GD.

3.8 Threat to Validity

Threats to external validity may be related to the case studies and specifications
we used in our evaluation. To mitigate this threat, we searched for independent
specifications collected from the literature and benchmarks, which are typically used
for evaluation requirements analysis tools. Although results may not generalize
to other specifications and domains (for instance, when a different specification
language than LTL is employed).

Threats to internal validity are related to the implementation steps. Regarding
the implementation of our approach, which includes third-party libraries, we
mitigate this risk through several repetitions of various experiments and the
adoption of reliable libraries. The multi-objective algorithms contain an elevated
degree of randomness in their search process. For instance, the application of the
evolutionary operators is completely dependent of random decisions. To mitigate
this threat, we repeat our experiments 10 times, following traditional research
guidelines of how random algorithms should be evaluated [AB11], to reduce potential
threats raised by the random elections of the search algorithms.
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Our assessment metrics, number of repairs in the Pareto-optimal set, number of
repairs resembling the ground-truth and not introducing new conflicts, are intuitive
and reflect the effectiveness of ACORE. Moreover, quality indicators (such as the
hypervolume (HV) and inverted generational distance (IGD)) are a standard way to
compare multi-objective search algorithms. We also employ several non-parametric
statistical tests (namely, Kruskal-Wallis H-test and Vargha and Delaney’s 12112) to
assess if the algorithm performs significantly different each other.

Although the threats mentioned are, we are confident that the results will
remain in other case studies. ACORE can successfully produce several repairs that
require the validation by part of a domain expert. In this work, we did not focus
on the “readability” of the repairs or the comprehension from the point of view of
engineers, but we use the syntactic similarity metric to measure these properties.
All the mentioned limitations present an interesting direction that we hope to
follow in future work.

3.9 Conclusion

Goal-conflict resolution is a key step in Goal-Oriented Requirements Engineering
(GORE). Frequently, GORE methodologies use a logical formalism to specify the
system-to-be behavior. For instance, the KAOS method uses linear temporal
logic (LTL) for specification purposes. Moreover, LTL is used to specify reactive
systems [AILT07; GMR24; HP85]. Once the specification is given, LTL allows us to
identify conflicts easier and find their resolution. The specification in which a known
conflict was removed is often called repair. In this paper, we present ACORE, the
first automated approach to goal-conflict resolution. In general, ACORE takes a
goal specification and a set of conflicts previously identified, expressed in LTL, and
computes a set of repairs that remove such conflicts. ACORE is a search-based
approach that considers many objectives. Among them, ACORE has objectives
that reduce the syntax distance and increase the semantic similarity between the
original specification and the proposed repairs.

To evaluate and implement ACORE, we adopted three multi-objective algo-
rithms (NSGA-III, AMOSA, and WBGA) that simultaneously optimize and deal
with the trade-off among the objectives. We evaluated ACORE in 25 specifications
that were written in LTL and extracted from the related literature. The evaluation
showed that the genetic algorithms (NSGA-III and WBGA) typically generate
more (non-dominated) repairs than AMOSA and an unguided search, which we
implemented as a baseline in our evaluation. Moreover, the algorithms generate
a reasonable number of repairs per specification (between 1 and 8), allowing the
engineer to analyze and select the most appropriate repair. We also observed that,
in general, the genetic algorithms (NSGA-III and WBGA) outperform AMOSA
and Unguided Search in terms of several evaluations: number of repairs, number
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of repairs not introducing new conflicts, number of repairs resembling manually
written fixes, and standard quality indicators (HV and IGD) for multi-objective
algorithms.

The future work follows two fold. First, we explore the capability of boundary
conditions to produce complex inputs and also find bugs even in the LTL solvers.
In this hypothesis, we adapt the search-based process to a fuzzing engine, while
integrating the reduction of boundary conditions, and semantic and syntax dis-
tance. Furthermore, we also test the solvers based on the specifications and repair
candidates produced in the search process that works, such as seeds in the fuzzing
perspective. The soundness of the LTL solvers is evaluated by the differential out-
puts of the solvers set. Second, we intend to extend ACORE in the set of features.
Among them, we intend to allow the extension of different fitness, such as the model
counting heuristic and the syntax metric adopted. Moreover, the multi-objective
algorithms are also extensible, as mentioned and evaluated in the paper. To extend,
we intend to allow additional multi-objective algorithms implemented in the JMetal
framework to turn the parameters and data structures (e.g., archive) into a hotspot.
Among the advantages of extensibility and modifiability, they allow engineers to
tune the parameters and data structures, as well as evaluate additional algorithms
and evolutionary operators to specific cases.
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Evaluating Specification Mining in Linear
Temporal Logic

Linear temporal logic (LTL) is a powerful logical formalism that includes
descriptive operators for future events that deal with concurrent behaviors. LTL
has a general set of operators that impose high expressiveness and complexity. The
formalism includes safety, liveness, and fairness properties. LTL is commonly used
as a specification language for distributed, concurrent, and hardware systems. On
the basis of the high level of expressiveness, tools have been created to mine LTL
properties based on trace artifacts. A trace describes the relevant events that occur
or the behavior changes of concurrent systems. The LTL mining tools analyze
patterns or constraints in these traces and propose LTL properties that are valid in
the provided traces. However, there is a gap in the evaluation of the capability of
mining tools. For instance, if the tools are able to propose correct properties or
reach a soundness set of LTL properties. Therefore, we propose an evaluation of
LTL mining tools. First, we assess them based on the capability to find a ground
truth set of LTL specifications. Second, we observe the capability to cover the
ground truth set of LTL specifications. Our evaluation shows that the mining tools
do not find LTL properties in a ground truth composed of formal specifications.
Moreover, the experiment also points out that the mining tools have low precision
in the semantic coverage of the ground truth
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4.1 Introduction

Linear Temporal Logic (LTL) is a widely used logical formalism to specify
reactive systems [MP92], which the systems have to react to an environment which
cannot wait. For instance, operating system, control systems, interactive systems.
The formalism includes descriptive operators for future events that deal with
concurrent behaviors [Pnu77].

The formalism includes safety, liveness, and fairness properties [OL82]. The
safety properties ensure that the behavior of the system is always within an
acceptable range of finite behaviors in which no adverse events occur. In summary,
nothing bad happens. In the case of liveness properties, it provides guarantees that
the system eventually reaches some good set of states, whereas fairness properties
are insensitive to addition or deletion of prefixes [KV99; Sis94]. The mentioned
properties are able to describe the absence of common bugs in concurrent systems
such as race condition and deadlocks.

Moreover, the operators impose a high level of expressiveness and complex-
ity [SC85; BSST07]. Furthermore, the expressiveness of a system may be constrained
by factors such as GR(1) as outlined by Piterman et al. [PPS06] or well-established
specification patterns as discussed in Dwyer et al. [DAC99].

Furthermore, LTL enables verifiability, as it offers a formalism for defining
correctness properties for state transition systems. That is, model-checking tools
employ LTL as a formalism for the formal verification of the safety-critical sys-
tem [Rozl1]. Among them, we mention TLA+, Spin, and NuSMV. They adopts
LTL and additional specification language or model languages for distributed
and concurrency systems [Lam02; CCG102; Hol97]. Further applications of the
intersection of model checking and LTL include the verification of hardware [Gup93].

Moreover, LTL is also a common formalism in formal requirements. In this
context, goal-oriented requirements engineering (GORE) methodologies [DvLF93;
vLam09], offer an accessible approach to modelling and analysing the objectives
of the proposed system. In these approaches, requirements are organized around
the notion of goals, which are prescriptive statements that specify the functions
and behaviors that the system to be developed should do. Furthermore, they are
assessed in a multitude of ways, including feasibility assessments and evaluations
of potential threats or risks [CvL15; NSGT18; DCAT18]. The initial set of domain
properties and the elicited goals are formally expressed in LTL, as are the sets of
identified goal conflicts [vLam09].

LTL presents a multitude of applications in model checking, formal requirements,

reactive systems, and in general, concurrent systems. Thus, different approaches
and tools have been proposed to deal with LTL [LMS20; MR21; GMR24]. In
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that manner, a recent interest topic about LTL is the mining of specification from
common software artifacts [LPB15; GNR*21].

The mining problem has been instantiated by different approaches with some
level of variable components. Essentially, the mining problems concerns LTL
formulas mining from given artifacts. The common artifacts in this context are
finite traces that represent a program or software by events captured by monitors
at runtime. Moreover, the mining tools also deal with templates that represent
potential structure of formulas and their instances can represent the events in the
finite trace. The aforementioned structure of formulas is composed of LTL and
propositional operators with wildcards in the location of variables.

Among the mining tools, we can mention two types of them. The pattern match
and constraint solver. The pattern match approach receives a template for the
mined LTL formulas. Based on this template, they generate a syntatical tree that
represents the propositional and LTL operators. The wildcards are replaced by
events in the finite trace, also provided by the users. The pattern match of new
variables in the fixed structure provided by the templates of operators refers to a
pattern match when it is iteratively verified about their validity in the finite trace.

The constraint solver transforms the mining problem into a partial weighted
maximum satisfiability problem. In other words, the mining problem is transformed
into a set of constraints in which an off-the-shelf solver is applied to identify a
solution. Moreover, the approaches are also capable of converting a finite trace of
events into constraints that are part of the partial weighted maximum satisfiability
problem. The finite traces are positive or negative traces. It means the mined LTL
properties are valid in the positive traces and the negative trace does not represent
the mined LTL properties.

The Texada approach is a pattern match approach that analyzes LTL templates
and converts them into a syntactic tree comprising atomic propositions at the
leaves and operators at additional nodes. Texada traverses this syntactic tree to
ascertain the validity of an LTL instance for a specific template. Texada considers
a template expressed as an LTL property and provided by users. Additionally,
Texada accepts traces as input [LPB15].

Sample2LTL is a representative constraint solver for the mining of LTL. As
previously stated, it transforms the mining problem into a variant of the maximum
satisfiability problem [Bie09]. Furthermore, the encoding of the maximum satisfi-
ability problem employs the appropriate weights assigned to the various clauses.
Subsequently, the search is conducted by an off-the-shelf solver for assignments
to the formulas that maximize the total weight of the satisfied clauses. In that
manner, a weight function is applied to each clause of a propositional formula
with the objective of identifying a solution that maximizes the weight function.
In the case of Sample2LTL as proposed by Gaglione et al., the Z3 solver was
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integrated [GNR™*21].

Sample2L'TL also accepts finite traces and property templates. Moreover, it also
works with incorrect events in the trace. Based on that possibility, the approach
works with a tolerance level of noise given by the user. Moreover, the constraint
solver also accepts negative traces. They describe trace that the events are not
accepted by the generated LTL specification.

The current empirical experiments about LTL mining problems relies on evalua-
tions of time performance and reduction of properties number. Texada is evaluated
in terms of three differing dimensions: (i) number of traces, (ii) trace length, and
(iii) number of unique events. They vary the three dimensions and compare the
time performance. Also, Texada experiment evaluates internal components and
potential configurations. Moreover, Texada is evaluated in terms of two web pages
and one concurrent program [LPB15]. However, the ground truth are not pro-
vided in advance and it is not directed compared with the LTL mining properties.
For the case of Sample2L'TL, the experiment also limited to comparison of time
performance, timeouts occurrences, and properties size.

Our experiment relies on formal specifications written in LTL. They are used
to generate finite traces and templates. In addition, formal specifications are
also used as a ground-truth set. That is, it is expected that LTL mining tools
are able to find at least part of the formal specifications, when they receive
the associated finite traces and templates. From a practical point of view, our
experiment compares the formal specifications that composes the ground-truth with
the mined specifications. The comparsion occurs in terms of syntactic equivalence
or if the LTL mined properties are able to implicate in the LTL properties of the
ground-truth. Syntactic equivalence expects to find the same LTL property in
the ground-truth, while the implication comparison instantiate a cover notions.
That is, whether the mined LTL property is able to cover a LTL property in the
ground-truth.

The result show that Texada is able to identify a large set of properties. Despite
of it does not matche with a comparible original set of LTL specification extracted
from the literature and used to generate finite traces provided as input. In the
case of Sample2L'TL, the tool is able to generate LTL properties for a few cases.
In general, the mining approaches are unable to reproduce the original set of LTL
properties.

Besides that, we examine the capabilities of Texada and Sample2L'TL in mining
LTL formulas from finite traces, covering an original set of specification properties
written in LTL. Thus, we assess the precision of the mined properties in relation to
the covered original properties. To instantiate this concept in LTL, we compute
the weakest equivalence. This entails computing the implications of each mined
property to to each original property. The results suggest that the mined properties
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are capable of covering the original properties in a few cases. In other words, the
precision for the Texada and Sample2LTL are low. This low precision makes the
active a time-consuming and error-prone process.

Section 6.2 introduces the background about LTL, mining problem, and automa-
ton generation. Section 4.3 presents the pattern match approach, while Section 4.4
discusses the constrain solvers. Section 4.5 shows our experiment and Section 4.6
the research questions. The evaluation is in Section 4.7. Moreover, Section 2.2
shows the related work. Finally, Section 6.9 presents the conclusion.

4.2 Background
4.2.1 Linear Temporal Logic

LTL formulas are inductively defined using the standard logical connectives,
and the temporal operators to describe future events. For instance, the boolean
connective (V) and the traditional definitions for ¢rue and false. For future events,
we commonly define next () and until (U/). For a formula ¢ and position i > 0,
we say that ¢ holds at position i of o. Thus, we write 0,7 = ¢. Thus, LTL formulas
are defined as follows [CHV'18]:

Definition 11 (LTL Syntax). Let AP be a set of propositional variables:

1. constants true and false are LTL formulas;
every p € AP is a LTL formula;

p € AP and o,i =p iff p € oy;

0,1 =~ iff o,i [ e
oiEpeVoiffoilEyoroikE @

ot E=Qeiffoi+1Ee;

0,1 = U iff there exists n > i such that o,n |= ¢ and o,m |= ¢ for all m,
1 <m<n;

NS T

8. if p and ¢ are LTL formulas, then are also LTL formulas —¢, ¢ V ¢, O,
and ©U®.

We also consider other typical connectives and operators, such as, A, O (always),
< (eventually) and W (weak-until), that are defined in terms of the basic ones. That
is, pAY = =(=pV ), Op = trueld ¢, Op = =g, and oW = (O¢) V (dUY).

The models of LTL formulas are infinite traces, it is often the case that analysis
is restricted to a class of canonical finite representation of infinite traces, such as
lasso traces or tree models.
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Definition 12 (Lasso Trace). A lasso trace o is of the formo = sg ... $i(Siy1- .- Sk)",
where the states sg . ..sy conform the base of the trace, and the loop from state s
to state s;y1 is the part of the trace that is repeated infinitely many times.

For example, an LTL formula O(p V q) is satisfiable, and one satisfying lasso
trace is o1 = {p}; {p, ¢}*, where in first state p holds, and from the second state
both p and p are valid forever. Notice that the base in the lasso trace oy is the
sequence containing only state {p}, while the state {p, ¢} is the sequence in the
loop part.

4.2.2 Mining Problem

We introduce the concept of LTL mining problem and additional concepts.
First, we define the trace, that is, a sequence of symbols of the form o = sq s7.. .,
where each s; is a propositional valuation on 24F (i.e., o € 24F”). The finite trace
has the form o = s s1...s,. The length of a finite trace is given by |o| or n + 1.

The mining problem considers a finite trace and commonly a set of LTL
properties with wildcards instead of propositional variables that represents a
formula template, in which the mined LTL formula should follow the structure of
LTL operators and instantiate the propositional variables.

Many different formats are available. For example, Texada considers a set of
finite events split by an end-of-event, while Sample2LL.TT receives as input the
status of variables per each s;, where 0 <1 < n.

4.2.3 Linear Temporal Logic to Automaton

In formal methods, the model checkings need to translate a provided LTL
formula to an automaton [Roz11]. They also need to be equivalent. In other words,
the provided LTL formula and the translated automaton need to recognize the
same w-language. For that purpose, several algorithms have been proposed to
translate an LTL formula to an automaton [RV07].

Traditional translation algorithms are based on tableau to translate from LTL
to automata. Gerth [GDPT95] et al. presents an easy-to-describe tableau-based
approach. The tableau-based construction builds a graph that defines the states
and transitions of the generalized Biichi automaton. The nodes are generated
by decomposing LTL formulas by their boolean structure and by expanding the
temporal operators to split into two parts.

The first represents the immediately true, while the second part has to be true
for the next state. For example, the equivalence uld U = ¥V (u A (O(uA¥))) is
used for these expansions. After that, the tableau-based search is followed by a
depth-first search (DFS). The second part mentioned is especially processed in
DFS. In other words, when the complete expansion of the current node is finished,
then the expansion of the another node is started.

61



10

15

20

25

30

35

In fact, the main challenge of the translation process is that a translate algorithm
ensures that some run of the generated automaton does not violate the semantics
of the temporal operators. For that aiming, they build an automata that when
reading a word, then it needs to monitor the residual part that persists to be
satisfied. Thus, the transition functions explore the expansion laws for LTL to
decompose the formula into parts that can be monitored on the current status and
the residual parts to be monitored in the future [EKS20].

4.3 Pattern Match

Texada considers a template written as an LTL property and given by users.
Moreover, Texada also considers as input traces that represent a program or
software. The output generated by Texada is a set of LTL formulas that are
instantiations of the previous provided templates. In fact, they are in accordance
with the traces provided as inputs. That is, they are valid LTL formulas for the
provided traces [LPB15].

Texada analyzes the LTL templates and converts to a tree structure whose
leaves are atomic propositions, and the additional nodes are LTL operators. After
that, Texada searches this syntactic tree to check the validity of an LTL instance for
a particular template. Among the advantages of the syntactice tree representation,
it allows to re-use evaluation results and also implements memoize algorithms. This
is adopted because instantiations will commonly have identical sub-formulas and
sub-tree. Thus, Texada uses the syntactic tree to implement the memoize and reuse
algorithms. Once the subtree of two distinct template instances may be identical,
the memoization process speed up the verification of similar LTL instantiations.

In regard to the Texada analyses, the traces can be transformed into two distinct
representations. The initial representation is a linear array, whereas the subsequent
representation is a map structure in which the events are mapped to a sorted
list of trace locations. Finally, Texada searches for the validity of each template
instantiation on events in the trace.

A natural approach to evaluating a property instance on a linear trace is to
perform a recursive traversal of the trace, evaluating each operator in accordance
with its semantics. As previously stated, Texada represents the LTL instantiations
as a tree and checks the candidate by traversing the syntactic tree. For example,
to check a potential conjunction operator, Texada traverses its children on the first
event of the trace.

At the conclusion of the trace, attention is paid to the verification of the traces,
ensuring guarantees with finite trace semantics. The majority of operators possess
a straightforward boolean base case for the terminal event. Among them, the
X-operator necessitates a more comprehensive base, creating the appearance of an
infinite trace. This evaluation reaches a conclusion because the formula tree for
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any p is finite, then Texada matches an event at a leaf node.

An additional feature in Texada is the map trace representation that is able to
skip over the trace between selected events. This feature makes the map checker
algorithm more efficient than the linear algorithm. Nevertheless, the map checker
algorithms have the same evaluation as the linear algorithm.

4.4 Constraint Solver

Constraint solver approaches transform the mining LTL formulas into a variant
of maximum satisfiability problem (MAX-SAT) [Bie09], after which an off-the-shelf
solver is employed to identify a solution. Furthermore, constraint solvers are capable
of generating a decision tree on temporal formulas and Signal Temporal Logic
(STL) [GNR*21]. The generating process happens even in the presence of noise
trace. That is, incorrect events in the trace. Based on that possibility, the approach
works with a tolerance level of noise given by the user. Moreover, constraint solver
also accepts negative traces. They describe trace that the events are not accepted
by the generated LTL specification. In this work, we restrict the evaluation to LTL
formulas with positive and negative traces.

In summary, the encoding of the maximum satisfiability problem also employs
the appropriate weights assigned to the various clauses. Subsequently, the search is
conducted by a off-the-shelf solver for assignments to the formulas that maximize
the total weight of the satisfied clauses. Moreover, a loss function is defined which
assigns a real value to a given sample and an candidate LTL formula. The loss
function evaluates the degree to which the LTL formula covers the sample.

MAX-SAT is a variant of the boolean satisfiability problem. It aims to identify
an assignment that maximizes the number of satisfied clauses in a given propositional
formula. For mining LTL formula, Gaglione et al. [GNR'21] adopts a common
variant of MAX-SAT, known as Partial Weighted MAX-SAT. In that manner, a
weight function is applied to each clause in the clauses of a propositional formula,
with the goal of finding a solution that maximizes the weight function. The MAX-
SAT and the partial weighted MAX-SAT may be solved by SMT solvers. In the case
of Sample2L.TL proposed by Gaglione et al., Z3 solver was integrated [GNR*21].

Overall, the constraints formulas encoded by Partial Weighted MAX-SAT should
describe linear temporal logic semantics and the events in the finite trace. The
constraints formulas are split into two large groups, the first, structural constraints,
and second, semantic constraints.

Structural constraints are based on the syntactic representation of LTL formulas,
which are essentially syntax Directed Acyclic Graphs (DAGs). In other words, the
generated syntax tree never forms a closed loop. The syntax tree allows for the
sharing of common subformulas, resulting in the number of unique subformulas of
an LTL formula coinciding with the number of nodes.
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To guarantee the validity of the syntax DAG encoding, it is essential to ensure
that each node in the syntax DAG is uniquely labeled. Furthermore, it is necessary
to guarantee that each node in the syntax DAG has a unique left and right
child. Finally, the structural constraints are obtained by the conjunction of all the
aforementioned structural constraints.

Semantic constraints aims to definition of the formula, in that manner, it is
defined propositional formulas for each trace that tracks the valuation of the LTL
formula encoded. The formulas are built by variables that correspond to the value
of the LTL formula rooted at node i. To guarantee that the mentioned variables
have the expected meaning, the approach constraints based on the semantics of the
LTL operators. For instance, it enforces the semantic constraints of LTL future
operators such as the X-operator. The final semantic constraints formula is the
conjunction of all such semantic constraints. The semantic constraints guarantee
that the expected LTL formula is evaluated in terms of trace and also according to
the LTL semantics.

The complete mining algorithm comprises a loop that increases from 1 to n.
This continues until the solver identifies an assignment that satisfies the specified
constraints and ensures that the sum of weights is greater than those previously
found. The algorithms terminate when a previously given value of n or an LTL
formula with zero loss on the given trace sample is found.

4.5 Experiment

Our experiment starts with a set of LTL specification. Our LTL specification
set contains a total of 24 LTL specifications collected from the literature. These
formulas have previously been used by many approaches for the identification
and resolution of divergences [AMT13; DCAT18; DMR"18; DRA"16; vLDLI8b;
CDB*23]. The aforementioned specifications are represented in terms of domain
and goal properties, as indicated in the GORE methodology. [vLam09]. Figure 6.1
illustrates our experiment, while Table 5.2 summarizes the number of LTL formulas
of each LTL specification.

Besides that, we translate all the LTL specification to a nondeterministic
generalised Biichi automaton. In this step, we instantiate the translation proposed
by Esparza et al. [EKS20]. In summary, the translation is achieved through a
process of guessing and verifying the set of greatest fixed-point operators, such as
always and weak-until, that are satisfied by the majority of suffixes in the word
being read by the automaton. Additionally, the set of least fixed-point operators,
such as eventually, is verified to be satisfied by an infinite number of suffixes in the
word being read by the automaton. The implementation is avaliable in the OwL
framework [KMS18].

In the next step, we perform a random walk in each automata. The random
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Figure 4.1: Comparison of mined specifications and ground truth of specifications

walk consists of randomly transverse each individual automata and save each state
successor. The result of the random walk is a valid trace of an automata. Moreover,
the random walk has a trace size threshold. After that, Figure 6.1 represents the
LTL learning. In summary, the LTL learning step instantiate the LTL mining tools.
In our experiment, we run Texada [LPB15] and Sample2L.TL [GNR*21]. The result
of this step is a LTL mined specification.

Finally, the mined specification is compared with the original LTL specification
in the last step of our experiment. They are compared in terms of property existence
of the LTL specification in the mined LTL specification. Additionally, we also
compare the existence of the weakest equivalence of mined properties and the LTL
specification.

4.6 Research Questions

We begin our analysis by examining the effectiveness of Texada and Sample2LTL
in the LTL properties mining. We then ask:

RQ1 How effective is LTL mining tools at identify LTL properties?

Regarding RQ1, we evaluate the LTL mining tools regarding the matches of mined
properties and the original LTL properties. Therefore, we start our experiment
with a set of 25 LTL specifications in domain and goal properties. After that,
we convert them into automatons and generate traces based on a random walk.
The LTL mining tools received the generated traces. In this manner, they are
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Table 4.1: Seeded LTL formulas and boundary conditions.

Specification #S Specification #S
minepump 3 ITCS 4
simple arbiter-v1 4 achieve-avoid pattern 3
simple arbiter-v2 4 retraction pattern-1 2
prioritized arbiter 7 retraction pattern-2 2
- RG2 2
arbiter 3 0T .
detector 2 111?02 3
1t12dba27 1 Tily11 3
round robin 9 lily15 3
tep 2 lily16 6
atm 3 1t12dba theta-2 1
telephone 5 1t12dba R-2 1
elevator 2 simple arbiter icse2018 11

dissociated from the original LTL specification. The excepted results are for finding
matches of the mined LTL properties that are also in the original LTL properties
that come from the LTL specifications. The result suggests the effectiveness of
LTL mining tools in the correct mining of LTL properties.

RQ2 How capable is LTL mining tools to produces LTL properties that covers a
original LTL specification?

To answer RQ2, we again consider the set of mined LTL properties and the set of
original LTL properties. We also compare both sets of properties. However, we
adopt a cover notion instead of the precise matches of properties. For that reason,
we use the weakest equivalence described by a simple implication. That is, a mined
LTL property should be able to implicate at least an single original LTL property.
In this manner, it is expected that the mined LTL property should semantically
cover at least a single LTL property.

4.6.1 Experimental Instruments

We selected two LTL mining tools. The selected mining tools are state-of-the-art
in different terms such as the theoretical approach adopted and the performance.
In what follows, we describe the mining tools.

Texada Texadas represents a pattern match insofar as the main algorithm
compares potential properties to scraps of the finite trace, iteratively. In our
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experiment, we provide 25 finite traces extracted by random walk into the generated
automaton from the original set of LTL specification presented in Table 5.2. The
templates correspond to the original properties when the variables are replaced by
wild-cards.

Sample2LTL represents a constraint solver approach. The main reason is
convert the LTL mining problem into a MAX-SAT problem. In that manner,
the LTL syntax and semantics is converted into logical constraints. Moreover,
future operators are also expressed as logical constraints. Also, the association
with the traces and the templates provided as the input. Templates are patterns
extracted from LTL specifications shown in Table 5.2 and the variable are replaced
by wild-cards. Moreover, Sample2L.TL is able to represent positive and negative
finite traces. Thus, we provided 13 positive finite traces and 12 negative finite
traces, both extracted by random walk into the generated automaton from the
original set of LTL specification.

4.6.2 Experimental Setting

We ran Texadas and Sample2LTL experiments on a core-i7. Each node has 6
CPUs nodes available and 8GB of memory. The operating system is Linux, version
5.10. Moreover, we also set five hours as the time threshold for each execution.
Our preliminary experiments show that an increase in the time threshold does not
change the reported timeouts. In total, we executed 24 jobs, one job per each LTL
specification in Table 5.2.

4.7 Evaluation

Table 4.2 presents the LTL specifications and their associated results produced
by our experiment presented in Figure 6.1. Specifically, Table 4.2 is concentrated
in the steps of mined specification and comparison.

4.7.1 Effective

To answer RQ1, we investigate the effectiveness of Texada and Sample2LLTL in
mining LTL formulas from finite traces. For the mined specification, we present
the number of mined properties in the column properties of Table 4.2.

Texada generates LTL properties in 22 out of 24 cases. However, Texadas
produces a large number of properties. The exception cases are Retraction pattern
1 and 2 in which Texada mined three properties and failed to find a single property,
while for 1t12dba27, Texada is also unable to find properties.

We can compare the mined properties with the original set of LTL specifications
and their properties shown in Table 5.2. The mean for the generated data is
178,128.375, while for the original LTL properties, the mean is 3.56. The mean
for Texada mined specification is larges and shifted by cases such as the Simple
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Table 4.2: Mined LTL properties and their matches and implications

Specification Texada Sample2LTL

Properties ‘ Matches ‘ Implications | Properties ‘ Matches ‘ Implications
Arbiter 54 0 4 TIMEOUT | TIMEOUT | TIMEOUT
Detector 3168 0 368 TIMEOUT | TIMEOUT | TIMEOUT
Lily02 831 0 0 TIMEOUT | TIMEOUT | TIMEOUT
Ltl2dba27 0 0 0 TIMEOUT | TIMEOUT | TIMEOUT

Minepump 153 0 56 1 0 0
Prioritized arbiter ERROR ERROR ERROR TIMEOUT | TIMEOUT | TIMEOUT
RG2 75 0 14 TIMEOUT | TIMEOUT | TIMEOUT
Round robin TIMEOUT | TIMEOUT | TIMEOUT | TIMEOUT | TIMEOUT | TIMEOUT

Rres 594 0 71 1 0 0
Simple arbiter v1 375789 0 7925 TIMEOUT | TIMEOUT | TIMEOUT
simple arbiter v2 315862 0 3431 TIMEOUT | TIMEOUT | TIMEOUT
Achieve pattern 52 0 2 TIMEOUT | TIMEOUT | TIMEOUT
Elevator 102 0 4 TIMEOUT | TIMEOUT | TIMEOUT
Lily01 297 0 120 TIMEOUT | TIMEOUT | TIMEOUT

Lily11 20 0 0 1 0 0

Lily15 966 0 178 1 0 0

lily16 5307 0 55 1 0 0
Ltl2dba R2 588 0 0 TIMEOUT | TIMEOUT | TIMEOUT

Ltl2dba theta 2 3570336 0 68 1 0 0
Retraction pattern 1 3 0 0 TIMEOUT | TIMEOUT | TIMEOUT
Retraction pattern 2 0 0 TIMEOUT | TIMEOUT | TIMEOUT
Simple Arbiter icse2018 456 0 116 TIMEOUT | TIMEOUT | TIMEOUT
tep 94 0 0 TIMEOUT | TIMEOUT | TIMEOUT
telephone 334 0 26 TIMEOUT | TIMEOUT | TIMEOUT

arbiter v1, v2, and ltl2dba theta2. In that manner, we also compute the median
for both cases. Texadas generates in median 225.0 properties, while the original
set of LTL specfication contains in median 3 properties.

Sample2L'TL is the opposite of Texada. It produces a few properties and com-
monly failure to find a single property. In summary, Sample2L'TL finds properties in
6 out of 25 cases. The mean is 0.24 properties, while the timeout cases are reduced
to zero properties. The median is 0.0 for Sample2LTL. In summary, Sample2LLTL
is less effective in finding LTL properties and often reaches the timeout for our
experiment.

Furthermore, we compare the existence of original LTL properties in the mined
LTL properties. For that analysis, we search for the precise match of the original
LTL properties in the set of mined LTL properties. The collumn Matches of
Table 4.2 presents that Texada and Sample2LLTL are unable to find original LTL
properties.

In summary, the result suggests that Texadas finds a large set of mined LTL
properties that can cause big efforts to be analyzed by engineers, and Sample2LTL
finds an extremely reduced set of properties. Moreover, the result also suggests
that Texada and Sample2LTL are not effective in the mining of LTL properties,
once they have not mined LTL properties that present e matches with the original
LTL properties.
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4.7.2 Capability

We investigate the capability of Texada and Sample2L.TL in mining LTL formulas
from finite traces and cover an original set of specification properties written in
LTL. To answer RQ2, we compute the precision of the the aforementioned mined

s properties in terms of covered original properties.

To instantiate the cover notion in LTL, we adopt the weakest equivalence.
For that, we compute the implications of the mined properties and the original
properties. For example, for a single mined property named M, and for a single
original property N, we inquire if N, then M. In summary, the result shows if the

10 mined properties are able to partially cover the original properties. For the mined
specification, we present the number of valid implication or weakest equivalence in
the column implications of Table 4.2.

0.35
0.3
0.25 e

0.2

0.15

0.1

0.05

Figure 4.2: Box plot of precision for Texada.

Figure 4.2 presents the precision box plot. The median is 0.0106, while the
minimum precision is 0.0 and the maximum is 0.4040. The errors and timeout
15 cases have precision equal to 0.0. The precision box plot of Sample2LTL is absent
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since for all the cases, the precision is 0.0. In general, the precisions computed
for the Texada and Sample2LTL tools have low ratios. From a practical point of
view, developers need to analyze a large set of mined LTL properties to select and
build a formal specification. The low precision makes it a time-consuming and
error-prone active.

In general, the two presented research questions demonstrate that both tools
are useless for obtaining formal specifications. The mining tools do not find the
expected properties and are useless for partially covering the semantics described
by the properties. Moreover, they produce a large number of properties (Texada)
that it can turn the verification and validation process with high coasts into a
manual analysis. In the case of Sample2LTL, a few properties are mined. However,
the mined properties are not inserted in a semantic close context.

4.8 Threat to Validity

This section describes threats to the validity of the study.

Automaton translation to LTL is a potential source of threats of validity. In
this manner, we used a state-of-the-art automaton translation [EKS20]. More-
over, the automaton translation is implemented by a standard LTL framework
(OwL) [KMS18]. The empirical evaluation also compares the Esparza et al. [EKS20]
algorithm against three of different algorithm types in terms of runtime performance
and generated automaton size. Moreover, it consider the capability to generate
automaton for different types of LTL formulas.

Moreover, we implement a random walk algorithm to produce finite traces.
This algorithm contains a high level of randomness features. In this manner, we
mitigate randomness bias by running the random walk algorithm several times and
using the finite traces produced in our experiment. We have 25 finite traces per
each LTL specification.

The automaton is rich in information and produces rich finite traces, whereas
an existing program has a more limited or fewer number of variables in its finite
trace. In this order, the representation of the finite trace can be problematic. For
example, the representation does not consider all or many variables simultaneously.
We do not deal with this threat and include the representation of finite trace as a
capability of the LTL mining tools.

The automaton and its finite traces are rich in information. Compared to the
existing software representation, the finite traces are usually extracted by injected
monitors in the source code that capture a reduced subset of program behavior.
Despite this rich environment created by the automaton, our experiment shows that
the quality of LTL mining properties is low. We consider that for existing software.
That is, we consider the result to be lower than the one present in our experiment in
a constrained environment to produce finite traces. In the experiment, the decision
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supports the external validity mentioned.

The LTL specifications are a threat to validity. In order to mitigate this threat,
we conducted a search for independent specifications that had been collected
from the literature and benchmarks, which are typically used for the purposes of
evaluation, requirements analysis, and tools analysis.

4.9 Conclusion

LTL has several applications in formal methods and concurrent systems. In
order to easily specify a target system, a recent research topic about LTL is the
mining of specification from common software artifacts. The mining problem has
been partially handled by different approaches. Among them, pattern matches and
constraint solver approaches. The LTL mining problems point out LTL formulas
mining from given artifacts. The common artifacts are finite trace and templates
to represent a target system.

The current empirical experiments about LTL mining problems relies on evalu-
ations of time performance, reduction of properties number, timeouts occurrences,
and properties size. Moreover, the experiments do not consider the ground truth
in advance, and the ground truth is not directed compared with the LTL mining
properties.

Thus, we present an experiment that relies on formal specifications written in
LTL. These specifications are used to generate finite traces and templates through a
random walk and automaton generation process. In addition, formal specifications
are utilized as a ground truth set. This means that LTL mining tools are expected
to be able to identify at least some of the formal specifications when they receive
the associated finite traces. In conclusion, our experiment compares the formal
specifications that comprise the ground truth with the mined specifications from
the data set.

The results of the experiment indicate that there is no alignment between the
LTL properties mined and a comparable original set of LTL specifications extracted
from the literature and used to generate finite traces as input. In addition, we
assess the capabilities of LTL mining tools, covering an original set of specification
properties written in LTL. We evaluate the precision of the mined properties in
relation to the covered original properties. The results indicate that the mined
properties are capable of covering the original properties in a few cases. In summary,
the precision of the LTL mining tools is very low. This low precision makes the
active process time-consuming and error-prone.
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Fuzzing Linear Temporal Logic Solvers

Fuzzing is a powerful technique to generate random input strings, while it can
perform different types of tests and bugs may be found depending on the
parameters provided and engines instantiated. Our work presents a new fuzzing
technique to test Linear Temporal Logic (LTL) solvers. Our fuzzing technique is
based on search-based fuzzing that generates and evolves failure-inducing input by
evaluating fitness functions. Essentially, a boundary condition represents a conflict
condition whose occurrence results in the loss of satisfaction of the goal’s
properties. We claim that the search process for resolving boundary conditions
efficiently produces failure-inducing input. Moreover, additional fitness, such as
semantic and syntactic similarities, can constrain the search space and maintain
the seeds given by the specifications as representative of realistic LTL specifications.
Finally, the algorithm computes the satisfiability of the modified specification. The
result suggests that our fuzzing is significantly more efficient than probabilistic
grammar fuzzing. Our empirical evaluation presents 16 bugs in the evaluated LTL
solvers. In addition, we present performance warning patterns. The set of warning
patterns has the potential to indicate performance improvements in a particular
solver for releases, heuristics set, or theoretical guidelines for a specific type of LTL
satisfiability algorithm.
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5.1 Introduction

Linear Temporal Logic (LTL) is a logical formalism widely used to specify
reactive systems [MP92]. Moreover, Goal-Oriented Requirements Engineering
(GORE) methodologies have adopted LTL to formally express requirements and
have taken advantage of the powerful manual or automatic analysis techniques
associated with LTL [vLam09]. The main goal is to improve the quality of the
specifications. Furthermore, LTL solvers have been proposed to address or improve
model checking tools [Bie21], software and hardware verification [Gup93; DKWO08],
and artificial intelligence reasoning [CTM™17]. LTL solvers are built on the basis of
different and complex search algorithms and data structures. The state-of-the-art
presents performance-oriented benchmarks and methods to evaluate LTL solvers.
However, software testing techniques that identify bugs are usually absent.

In fact, LTL solvers are utilized in the development of critical systems, and it is
of utmost importance that they are both correct and reliable. For instance, solvers
are employed as part of verification tools, and erroneous solver results can result
in a significant portion of the program under analysis remaining unverified, which
in turn increases the risk of failing to identify potential bugs and vulnerabilities.
Therefore, we explore black-box testing techniques to identify performance warnings
and bugs in the implementation of solvers.

There are testing approaches for SAT and SMT solvers (see, for example,
[BLB10; BMB™18]), the problem of testing LTL solvers remains largely unexplored.
To the best of our knowledge, there is no approach that automatically tests LTL
solvers beyond some set of benchmark formulas [SD11]. Consequently, there is a
gap in methods for purposely testing LTL solvers.

We address this gap by the proposal of SpecBCFuzz, a fuzzing method for
LTL solvers that is guided by the LTL semantics. The fundamental concept is
to generate formulas that are likely to prompt the solvers to explore potential
corner cases, a general principle that has been successfully applied in other testing
domains, such as boundary value analysis. We claim that boundary conditions are
suitable for finding failure-inducing input in LTL solvers because they include two
important (semantic) properties: i) the conjunction of specification with boundary
condition moves the specification from the satisfiable plane to the unsatisfiable
plane, thereby further challenging the solvers; ii) it forces the solvers to consider
all goals and the boundary condition to prove the unsatisfiability of the formula
(divergence definition property). Overall, boundary conditions force the solvers to
perform an in-depth exploration that has an excellent potential to trigger bugs, as
shown by our results.

Our findings indicate that all fitness functions of SpecBCFuzz are effective
in identifying relevant failure-inducing inputs when we optimize and search by
boundary conditions, syntactic and semantic similarity, and general satisfiability
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of the modified LTL specifications. Furthermore, our analysis demonstrates that
SpecBCFuzz outperforms a conventional grammar-based fuzzer that was specifically
designed and optimized for fuzzing LTL solvers.

In the course of this search process, we assert that our tool is capable of
generating failure-inducing input, given that the verification of boundary conditions
precipitates an increase in the logical inconsistency property, shifting the answer
from unsatisfiable to satisfiable. In other words, we utilize LTL solvers to their full
potential in terms of satisfiability. Furthermore, additional fitness criteria, such as
semantic and syntactic similarities, can constrain the search space and maintain the
seeds provided by the specifications as representative of realistic LTL specifications.

In general, the empirical evaluation identified 16 bugs in the LTL solvers
evaluated, with five distinct categories of bugs identified in the qualitative analysis
of the inconsistency patterns. The identified categories of bugs are as follows: (i)
exceptions, (ii) crashes, (iii) flaky behavior, (iv) hang loops, and (v) wrong answers.
In our approach, the bugs are found by the inconsistency patterns in the differential
fuzzing results. Inconsistency patterns are sets of inconsistencies that result in the
same observed symptoms. For example, a single difference in the outcomes occurs
when a solver answers differently from all the others. In addition, the inconsistency
pattern can be a complex pattern such that all tableau-based solvers respond
differently. Moreover, each inconsistency pattern is commonly associated with a
single bug, taking into account their behavioral observation.

Furthermore, our evaluation analyzes a warning pattern, a method of associating
timeout warnings from one or more solvers. Warning patterns are beneficial for
performance testing, as they demonstrate performance issues in a specific LTL
solver, version, or even an implemented algorithm. Consequently, the set of warning
patterns has the potential to indicate improvements in a particular solver for releases,
heuristic sets, or theoretical guidelines for a particular type of satisfiability algorithm.
Our empirical result presents 315 warning patterns found by SpecBCFuzz.

Moreover, we also compute the similarities of the warning pattern using a binary
indicator. The empirical result suggests associations of different types of algorithms
and their search strategies for LTL satisfiability. From a practical point of view,
developers of LTL solvers can select hard-to-response LTL formulas. For example,
developers of an LTL solver can include in their evaluation LTL formulas that are
hard to response to BMC algorithms, or tableau and BMC at the same time.

The empirical results point to groups of similarity, and the groups correspond
to three large groups of the satisfiability algorithm: (i) BDD, (iii) BMC, and (iii)
tableau. The empirical result shows that a single solver can implement more than a
single strategy to answer LTL satisfiability. For example, the similarity coefficient is
able to cluster formulas hard-to-response for Black in BMC and tableau clustering.
In fact, Black generates a tableau and navigates in the tableau with a BMC-like
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strategy, as confirmed in previous papers [GGM™'21b].

We also performed a comparative analysis of the empirical results generated by
SpecBCFuzz to ascertain whether the fuzzing strategies themselves are capable of
producing similar outcomes when we disable the fitness functions and the seeds. In
this manner, the bias in the final result of the tool was evaluated using different
subsets of fuzzing strategies. To this end, an unguided search was conducted in
the presence of realistic specifications and their associated boundary conditions.
Furthermore, the semantic and syntax fitness functions were disabled to assess the
impact of boundary condition fitness in the presence of previously evaluated seeds.

Moreover, we conducted a comparison between SpecBCFuzz and a probabilistic
grammar fuzzing that represents the potential baseline for fuzzing LTL solvers.
The empirical evidence suggests that SpecBCFuzz with a seed-based strategy
represented by realistic LTL specifications, optimized in a search process for syntax
and semantic similarity, satisfiability of offspring, and a reduced score of boundary
conditions performs better than a reduced set of fuzzing strategies. SpecBCFuzz also
significantly recognizes more inconsistency and warning patterns than probabilistic
grammar fuzzing.

Our work extends the previous work [CDC*24] in at least three components.
First, we consider and compare explicitly inconsistency patterns and their occur-
rence. Statistical inference introduces SpecBCFuzz as better than a reduced set of
fuzzing strategies. Seconds, the search-based fuzzing instantiated by SpecBCFuzz
also over-performs a baseline represented by probabilistic grammar fuzzing. More-
over, we introduce the notion of a warning pattern, in which SpecBCFuzz identifies
more patterns than a baseline. We also compute the similarity of solvers and the
type of solvers. The results show that developers can perform the test with respect
to formulas that are hard to respond to a particular solver or an association of LTL
satisfiability algorithms.

In what follows, Section 5.2 presents the background. Section 5.3 introduces
boundary conditions, while Section 5.4 presents SpecBCFuzz. The empirical study
is reported in Section 5.5 and the empirical results in Section 5.6. In addition,
threats to validity are discussed in Section 5.7, and related work is discussed in
Section 2.3. Finnaly, Section 5.8 presents the conclusion.

5.2 Background

Linear Temporal Logic (LTL) solvers have been proposed to address or improve
model checking tools [Bie21], software and hardware verification [Gup93; DKWO08],
and artificial intelligence reasoning [CTM™17]. As aforementioned, LTL solvers are
built on the basis of different and complex search algorithms and data structures.
The state-of-the-art presents performance-oriented benchmarks and methods to
evaluate LTL solvers. However, software testing techniques that identify bugs are
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usually absent. In this order, we explore black-box testing techniques to identify
warnings and bugs in the implementation of the solvers. Thus, in this section, we
present formal concepts about LTL. Besides that, we also introduce LTL solvers
with different satisfiability algorithms and fuzzing strategies.

5.2.1 Linear Temporal Logic (LTL)

LTL formulas are inductively defined using standard logical connectives and
temporal operators to describe future events [CHV*18]. For instance, the boolean
connective (V) and the traditional definitions for true and false. For future events,
we commonly define next () and until (/). Once the mentioned operators are
defined, we may also define future operators, such as always (O) and eventually
(¢). LTL formulas are interpreted over infinite traces, for a formula ¢ and position
i > 0, we say that ¢ holds at position i of 0. Thus, we write 0,7 = . In other
words, LTL formulas are interpreted over infinite traces of the form o = sg s1. . .,
where each s; is a propositional valuation on 247, LTL formulas are defined as
follows:

Definition 13 (LTL Syntax). Let AP be a set of propositional variables:
(a) constants true and false are LTL formulas;
(b) every p € AP is a LTL formula;
(c) p€ AP and o,i = p iff p € o;;
(d) o,i =g iff 0,10 ¢;
(e) o,il= Vo iffoilE e oroilE= o
(f) oi= Qg iff o,i+ 1

(9) o0,i = @UQP iff there exists n > i such that o,n |= ¢ and o,m |= ¢ for all m,
1 <m<n;

(h) if ¢ and ¢ are LTL formulas, then are also LTL formulas —¢, ¢ V ¢, O,
and QUQ.

Intuitively, formulas without a temporal operator are evaluated in the first
state of the trace. Formula ()¢ is true at position i, iff ¢ is true at position ¢ + 1.
Formula U v is true in o iff formula ¢ holds at every position until ¢/ holds. We
also consider other typical connectives and operators, such as conjunction (A),
always (0), eventually (<) and weak-until (W), that are defined in terms of the
basic ones. That is, ¢ A = =(=¢ V ), Cp = true U ¢, Op = =S¢, and
OW = (D) V (U).

7



10

15

20

25

30

35

Definition 14 (Satisfiability). An LTL formula ¢ is said satisfiable (SAT) iff
there exists at least one trace satisfying ¢.

The notion behind a LTL model checking is that satisfiability requires finding
a trace or model that satisfies a logical formula [CHV*18], while the LTL solver
answer if a formula contains at least one model that satisfies the formula, that is,
the satisfiable or SAT answer. Otherwise, the LTL solver should be unsatisfiable
or answer UNSAT.

5.2.2 Solvers

LTL solvers have been proposed to address the satisfiability problem stated in
Definition 19. In an effort to answer the satisfiability problem, the LTL solvers
were designed around several algorithms and data structures. Among the ends
of additional effort, developments also address performance improvement [SD11],
diversity of temporal operators [GGM™*21a], and expressiveness [Lam02]. We
may highlight successful strategies to address satisfiability: (i) Bounded Model
Checking (BMC), (ii) Binary Decision Diagram (BDD), (iii) Tableau, and (iv)
Automata-Theoretic Approach.

Bounded Model Checking (BMC) explores the state space based on exam-
ining a potential path segment that was constrained at a given length (k). The
key idea is to identify a counterexample. Consequently, the solvers translate a
path segment to a propositional formula, and the counterexample exists iff the
propositional formula is satisfiable. If the segment is not found, the procedure
continues for k+1 [CBR*01; BCCT99b]. NuSMV [CCG'02] implements a BMC
algorithm based on propositional satisfiability. In other words, NuSMV builds
a propositional formula that is satisfiable if and only if there exists a path that
reaches a state of interest.

Binary Decision Diagram (BDD) associates elementary formulas or sub-
formulas obtained by an input LTL formula [CGH97; CGP*02a]. Each boolean
formula is then converted to a binary decision diagram (BDD) structure. The BDD
maintains a compressed form that deals with a potential state-space explosion.
Also, the structure instantiates common operators over the compressed form as
conjunction, disjunction, and negation in polynomial time. The BDD structure
generated by the obtained boolean formulas often represents an implicit tableau
that allows the solving procedure.

Tableau methods build a graph or tree shaped when the definition of a node is
a set of formulas and the relations are defined by this set. Based on Tableau, the
LTL solving technique traverses to find suitable models for an input LTL formula.
One-pass and multi-pass tableaux methods have been proposed. Among them, we
observe the Schwendimann’s method that is implemented by PLTL [Sch98a], and
the Reynolds’ method [Rey16b] implemented by BLACK [GGM21; GGM™*21b].
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Automata-Theoretic Approach translates LTL formulas to automata. Thus,
an LTL formula describes a language or trees over some alphabet [Var96]. For this
purpose, many automata were proposed. Among them, the alternating automata
are commonly used for LTL satisfiability since the automata generalize the notion
of non-deterministic by generating several successor states and are exponentially
more succinct [Var96; KVWO00]. In summary, the satisfiability of an LTL for-
mula is reduced to inquire to the generated automata for a nonemptiness, where
the nonemptiness problem for alternating automata is decidable in exponential
time [KVWO00]. Additional heuristics are used. For example, Aalta (version 1)
implements an on-the-fly search and obligation sets [LYP*14].

5.2.3 Fuzzing

Fuzzing, or Fuzz testing, is a powerful technique to generate random input
strings [MFS90]. Moreover, fuzzing can perform different types of tests [ZWCT22]
such as system and integration tests, open-box tests, or even semantic-oriented
tests [PLST19; SZ22]. Bugs may be found depending on the parameters provided
and instantiated engines. Furthermore, fuzzing addresses target software that may
concern non-functional requirements such as security [FME*20; BMA*22].

Traditional fuzzing is able to find bugs in syntax parse modules. However, they
hardly ever find bugs in the deeper functionality [PLST19]. For instance, the bugs
in semantic modules are non-conformance to specifications. In this order, different
engines and strategies have been proposed.

Among the successful fuzzing engines, American Fuzzy Lop (AFL) has become
one of them for automated security bugs. Moreover, the AFL influenced many
variants of engines and also strategies. For instance, AFLFast extends in grey-
box fuzzing and represents coverage of the system under testing as a Markov
chain [BPR19], AFLGo defines an inter-procedural measure of distance and search
by an annealing simulation [BPN*17], and Zest implements a property-based
notion [PLST19; PLS19]. In what follows, we present different strategies to build a
fuzzing approach.

Grammar Fuzzing strategies are adopted to test programs built in two big
modules: parsing and semantic analysis. For instance, compilers and network
protocols. Grammar fuzzes produce and constrain inputs to a language, commonly
defined by a context-free-grammar. The main goal is to produce diverse sets of
valid inputs. Thus, grammar fuzzes overcome the limitation of high rates of inputs
that just show syntactic errors. In other words, the grammar fuzzes aim to increase
the chance of producing inputs that reach the syntax logic of the target system.

Probabilistic Grammar Fuzzing increases the power of mentioned grammar
fuzzes insofar as probabilities are assigned to individual grammar expansion. The
probabilistic is attributed to controlling how many of each element should be
produced. For instance, if terminals are not common, considering a specific domain,
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then they may receive a lower probability than common terminals. Additionally,
probabilistic grammar fuzzing also allows for the control of the largeness of inputs
since the probabilistic ratio of non-terminal expansion and terminals are assigned.

Seeds are bootstrap of bug finding process [HGM™*21]. Good seeds are collected
from a large number of cases or representative domain-specific scenarios when the
semantics of seeds are close to a semantic module of the target system. For example,
seed sets are built by crawling the internet or getting representative inputs provided
by users of the target system [SZ22; NP21; MDL*22]. Seed strategies are associated
with strategies such as mutation-based or search-based.

Mutation Fuzzing introduces small changes to execute additional behaviors
in the target system. Preferentially, the mutation keeps the input statically valid
or domain adherent [CWB15]. Thus, mutation fuzzing is commonly joined to
strategies such as grammar or seed-based fuzzing, when the grammar or seed set
provides a valid input, the mutation fuzzing then subsequently changes its based
on mutation operators. Typically, mutation operators remove, insert and flip a
single bit, character, or terminal symbol from a grammar [WCG'13; LS18].

Search-based Fuzzing generates inputs during a search process, while the
inputs generated are progressively improved and evaluated by fitness functions.
The search process is instantiated by a wide range of optimization algorithms that
includes evolutionary and stochastic meta-heuristics [RJK*17]. The optimized
fitness functions are defined in the domain of the target system. Among them,
coverage and input structure validity are adopted [AZG24].

5.3 Boundary Conditions

Goal-Oriented Requirements Engineering (GORE) [vLam09] methodologies
provide an intuitive way to model and analyze the objectives of the envisioned
system. In these approaches, requirements are organized around the notion of
goals and domain properties. Goals are prescriptive statements that specify what
the software to be developed should do, while domains properties are descriptive
statements that commonly describe a physical or normative law that the software
to be should take into consideration.

In this manner, GORE methodologies employ a logical formalism to specify
the expected system behavior. Several GORE methodologies have also adopted
LTL to formally express requirements [vLam09] and take advantage of the powerful
automatic analysis techniques associated with LTL to improve the quality of their
specifications (e.g., to identify inconsistencies [DMR*18]). In other words, goals are
the subject of several activities, including goal decomposition, refinement [DvLF93;
vLam09; vLDL98a|, and feasibility [NSG*18]. In this context, a conflict essentially
represents a condition whose occurrence results in the loss of satisfaction of the
goals, that is, the goals diverge [vL.DLI8b; vLL98]. Formally, it can be defined as
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follows.

Definition 15 (Goal Conflicts). Let G = {G4,...,Gy} be a set of goals and Dom
be a set of domain properties, all written in LTL. Goals in G are said to diverge
if and only if there exists at least one Boundary Condition (BC), such that the
following conditions hold:

o logical inconsistency: {Dom, BC, 1<[\< Gi} E false

o minimality: for each 1 <i <n, {D_o;n, BC, A\ G,} [~ false
J#i
o non-triviality: BC # =(G1 A ... \NGy)

Intuitively, a BC captures a particular combination of circumstances with which
the goals cannot be satisfied. The first condition establishes that, when BC' holds,
the conjunction of goals {G1, ..., G,} becomes inconsistent. The second condition
states that if any of the goals are disregarded, then consistency is recovered. The
third condition prohibits a boundary condition from being simply a negation of
the goals. In addition, the minimality condition prohibits BC' to be equal to false
(it must be consistent with the domain Dom).

From a GORE analysis perspective, the boundary conditions removal, once
instantiated by a search process, captures a pragmatic perspective of continuous
modification. The search process introduces changes in the goals specifications
to take them from unfeasible specifications and boundary conditions to feasible
repairs of the original buggy specification.

At the same time, from a software testing perspective, the LTL solvers receive
formulas provided continually by the search process when the formulas are in the
border of answering UNSAT and SAT insofar as the search process has as an
objective breaks the logical inconsistency property. The additional properties just
refer to the fact that the repairs are not trivial and useless “repairs” that completely
have removed some objective (minimality) or negated all goals (non-triviality).

Overall, it considers a satisfiable formula (seed) S and produces a set of
unsatisfiable formulas {S A §;} based on the set of boundary conditions ¢; for
S, automatically generated from S, then generates a new candidate repair §" of
formula S based on which a set of potentially unsatisfiable formulas {S" A ¢;} are
produced. Thus, our aim, given an original seed formula, is to explore its vicinity,
i.e., formulas that are close to the original, together with the vicinity of the possible
divergences of the formula, as illustrated in Figure 5.1.

Furthermore, goal specifications are also realistic LTL formulas produced by
developers or researchers. They try to specify concurrent resources or systems. For
example, LTL is a logical formalism widely used to specify arbitrators, schedulers,
and even reactive systems [MP92]. Therefore, the properties contain safety, liveness,
and fairness properties that also increase the complexity of the formulas. Thus,
goal specifications rely on realists and complexes seeds for fuzzing LTL solvers.
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Figure 5.1: Exploring the vicinity of the divergences.

5.4 SpecBCFuzz

SPECBCFUzz extends and adapts ACoRe [CDB"23]. ACoRe generates a set
of repairs. They are consistent and free of any previously identified conflicts. For
that aim, the tool employs search-based software engineering to efficiently explore
syntactic variants of goals (throughout the application of evolutionary operators) to
generate repairs that are similar to the original specification. In summary, the tool
considers both syntactic and semantic similarity between the original specification
and the candidate repairs, just as it implements a many-objective fitness function
to direct the search.

Moreover, ACoRe also computes during the search process the number of bound-
ary conditions fixed during the syntactic variants introduced and the satisfiability
of the repair candidate. In other words, the repairs generated by the tool are those
that are closest to a repair solution, which contains a reduced set of conflicts or
even no conflicts.

In the current work, we extend and adapt ACoRe by SPECBCFUZz to interpret
fitness objectives as fuzzing strategies and adapt them to generate failure-inducing
inputs for LTL solvers. The section introduces components of the SPECBCFuzz
as the many-objective algorithm. Moreover, this section also looks at the partic-
ular details of fuzzing strategies such that seeds and the evolutionary search are
instantiated on top of fitness and operators that generate failure-inducing inputs.

Figure 5.2 presents SPECBCFUZZ and their entire execution. Step 1 shows the
evolutionary search, while step 2 calls the LTL solvers based on the complex LTL
formulas produced during the search process. For example, the evolutionary search
checks whether the initial boundary conditions are removed or not. Step 3 stores
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Figure 5.2: Evolutionary search implemented by SPECBCFUZz.

the different outcomes from LTL solvers. The last step occurs after the end of the
evolutionary search, and the differential outcomes are analyzed by the presence
of inconsistencies or warning patterns. For instance, the presence of errors and
timeouts in the differential outcomes.

s 5.4.1 Evoluationary Search

Many software engineering problems contain more than one fitness function
to be optimized [HJ01], and multi-objective algorithms optimize these problems.
Essentially, those evolve the population to converge a set of solutions as close to
the true Pareto front as possible. There are many multi-objective algorithms that

10 have been successfully applied in practice [HMZ12].

The multi-objective evolutionary algorithms start by creating the initial popu-
lation, composed of one or more individuals to be used to start the search. The
algorithm evaluates and creates new individuals through fitness functions and the
application of evolutionary operators to evolve and diversify the population. The

15 mutation operator changes (mutates) a portion of the selected individual, while
the crossover operator creates new individuals by combining parts of the other two
individuals taken from the population.

Interactively, the algorithm then computes the fitness value for each objective
taken into account for every new individual. It updates the solution set and selects

o the individuals that survive to the next iteration by discarding nonpromising
individuals from the population set. This evolution process is performed until some
termination criterion is reached, e.g., a defined number of generations, iterations,
or a maximum number of individuals are created.

N
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SPECBCFUzz integrates the Non-Dominated Sorting Genetic Algorithm 111
(NSGA-IIT) [DJ14] approach. It is a variant of a genetic algorithm. In each iteration,
NSGA-III computes the fitness values for each individual and calculates the Pareto
dominance relation between them. It uses this relation to create a kind of partition
of the population in terms of the non-dominated level of the individuals (i.e., Level-1
contains non-dominated individuals, Level-2 contains the resulting non-dominated
elements when all the individuals from Level-1 are not considered, and so on).

Thus, NSGA-III selects only one individual per non-dominated level with the
aim of diversifying the exploration and reducing the number of solutions in the
final Pareto-optimal set since the PO set can be huge, especially when multi-targets
are used. This evolution process is performed until some termination criterion is
reached, e.g., a defined number of generations, iterations, or a maximum number
of individuals are created. SPECBCFUZzZ uses the NSGA-III algorithm until the
individuals are explored and return the Pareto-optimal repairs that resolve all the
boundary conditions given as input.

During this search process, we claim that SPECBCFUZz is capable of producing
failure-inducing inputs since boundary condition verification jumps in the property
of logical inconsistency from the UNSAT to the SAT answer and the opposite
direction. That is, we call LTL solvers in the limits of satisfiability. Moreover,
additional fitness, such as semantic and syntactic similarities, can constrain the
search space and maintain the seeds given by the specifications as representative
of realistic LTL formulas. Finally, the algorithm computes the satisfiability of the
modified specification. The other sections present SPECBCFUZz in detail.

5.4.2 Search Based Fuzzing

SPECBCFUZZ takes as seeds a set S = (Dom, G) and their boundary conditions
BC's, composed of the set of domain properties Dom, goals GG, and boundary
conditions BC's for the specification S. The input as fuzzing seeds represents
realistic and complex LTL formulas since the specifications are commonly built by
developers or researchers in complex scenarios.

The domain properties do not change through the evolutionary search process
since they are considered descriptive statements. On the other hand, SPECBCFuzz
uses search to iteratively explore variants of G to produce a set Rq,..., R, of
repairs that resolve all identified boundary conditions. Interactively, the algorithm
computes the fitness value for each objective and takes it consideration for every
new individual (¢R). It then updates the solutions set and selects the individuals
that survive to the next iteration by discarding non-promising individuals from the
population set.

Therefore, the boundary conditions also as seeds strengthen the evolutionary
search to produce new individuals that are repairs candidates on the border of
feasible and infeasible specifications. In this manner, the LTL formulas are built
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based on the implication of domain properties to goals properties, satisfiability,
and boundary conditions verification of the repairs. Thus, SPECBCFUZzz produces
complex formulas in the boundary of answering UNSAT and SAT for the LTL
solvers.

Furthermore, the repair candidates maintain some sort of similarity with the
original specification. Thus, SPECBCFUZZ integrates two similarity metrics, and we
claim that SPECBCFUZzZ considers one syntactic and one semantic similarity metric
that will help the algorithms focus the search in the vicinity of the specification
given as seeds.

5.4.3 Fitness

SPECBCFUzz guides the search with four objectives, which check the validity
of consistency, resolution, and two similarity metrics.

Given a new individual cR = (Dom,G"), the first objective Consistency(cR)
evaluates if the refined goals G’ are consistent with the domain properties by using
LTL solvers.

1 if Dom A G’ is satisfiable
Consistency(cR) = ¢ 0.5 if Dom A G’ is unsatisfiable, but G’ is satisfiable
0  if G’ is unsatisfiable

The second objective Resolved BCs(cR) computes the ratio of boundary condi-
tions resolved by the candidate resolution cR, among the total number of boundary
conditions given as input. Hence, Resolved BCs(cR) returns values between 0 and
1, and is defined as follows:

SF | isResolved(BC;,G")
k

isResolved(cR, BC;) returns 1, if and only if G’ breaks the property of logical
inconsistency of BC; as presented in Definition 15. Otherwise, returns 0. When
BC; N G is satisfiable, it means that the refined goals G’ satisfy the resolution
condition. Thus, BC; is no longer a conflict for the candidate resolution cR.
In the case where cR resolves all the (k) boundary conditions, the objective
Resolved BCs(cR) returns 1.

Specifically, objective Syntactic(S, cR) refers to the distance between the text
representations of the original specification S and the candidate resolution cR. We
run the Levenshtein distance [Lev66] to compute the syntactic similarity between
the LTL specifications and the candidate repair. In summary, the Levenshtein
distance between two words is the minimum number of single-character edits
(insertions, deletions, or substitutions) required to change one word into the other.

ResolvedBCs(cR) =
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Hence, Syntactic(S, cR), is computed as the ratio of the maximum length of
an original or repair LTL specification:

syntactic(S. cR) = max Length — Levenshtein(S, cR)

maxLength

where max Length = max(length(S), length(cR)).

Syntactic(S, cR) represents the ratio between the number of tokens changed
from S to obtain cR among the maximum number of tokens corresponding to the
largest specification.

On the other hand, our semantic similarity objective Semantic(S, cR) refers
to the system behavior similarities described by the original specification and the
candidate resolution. Semantic(S,cR) computes the ratio between the number
of behaviors present in both the original specification and candidate resolution
among the total number of behaviors described in the specifications. To efficiently
compute the objective Semantic(S, cR), SPECBCFUZz uses the model counting
heuristic.

Despite existing approaches for computing the exact number of models being
ineffective [FT14], Brizzio et al. [BCP*23] recently developed a novel and effective
model counting heuristic that approximates the number (of prefixes) of lasso traces
satisfying an LTL formula. Hence, given a bound k for the lasso traces, the semantic
similarity between S and cR is computed as:

_ #APPROX(S A cR, k)
~ #APPROX(S V cR, k)

Small values for Semantic(S,cR) indicate that the behaviors described by S
are divergent from those described by cR. In particular, in cases where S and cR
are contradictory (that is, S A ¢R is unsatisfiable), Semantic(S, cR) is 0. As this
value approaches 1, both specifications characterize an increasingly large number
of common behaviors.

Semantic(S, cR)

5.4.4 Evolutionary Operators and Selection

Mutation is described in the functions mutate in Definition 16. Given an
individual ¢cR’" = (Dom,G"), the mutation operator selects a goal ¢ € G’ to
mutate, leading to a new goal ¢”, and produces a new individual specification
cR" = (Dom,G"), where G" = G'[¢' — ¢"] (i.e., G" looks exactly like G’ but the
goal ¢ is replaced by the mutated goal g”).

Definition 16 (LTL Mutation). Given an LTL formula ¢, the function mutate(o)
= ¢' mutates ¢ by performing a syntactic modification driven by its syntax. Thus,
mutate(¢) = ¢’ is inductively defined as follows:

Base Cases:
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1. if ¢ = true, then ¢' = false; otherwise, ¢' = true.

2. if o = p, then ¢' = q, where p,q € AP ANp # q.
Inductive Cases:

3. if o = 0101, where 01 € {—,, <, O}, then:

(a) ¢ =0\, s.t. o) € {=,O,<,0} and o, # o).
(b) ¢' = ¢1.

(¢) ¢ = oymutate(pr).

(d) ¢ =q oy ¢, where g € AP and o5 € {U,W,A,V}

4. if ¢ = $10909, where o € {V,\,U, R, W}, then:

(a) ¢' = ¢1 0y po, where oy € {V, \,U, R, W} and oy # 0.
(b) &' = i, s.t. ¢i € {d1, b2}

(c) ¢ = mutate(pr) oz Ps.

(d) ¢' = ¢1 0o mutate(ps).

General Cases:
5. ¢ = 019 where 01 € {0,0,0), —}.
6. ¢ = x, where x € {true, false} U AP

Base cases 1 and 2 replace constants and propositions with other constants
or propositions, respectively. Inductive case 3 mutates unary expressions: it can
change the unary operator by other (3.a), remove the operator (3.b), mutate the
subexpression (3.b), or augment the current formula by including a binary operator
and a proposition (3.d). Inductive case 4 mutates binary expressions: it can change
the binary operator (4.a), remove one of the expressions and the operator (4.b), or
mutate one of the subexpressions (4.c and 4.d). Cases 5 and 6 are more general
insofar as the entire formula ¢ is augmented with one unary operator (5) or replaced
by a constant or proposition (6).

Crossover is regularly combined with a mutation operator during the evo-
lutionary search process, while the main concern is to combine LTL goals from
different candidates to generate offspring. The combination function combine is
described in Definition 17.

Definition 17 (LTL Combination). Let ¢ and ¢ be two LTL formulas. Function
combine(¢, 1) produces a new formula ¢ by performing the following steps:
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1. It selects a sub-formula o from ¢; to be combined;
2. it selects sub-formula B from 1;

3. it either, (a) ¢’ = ¢la > [] replaces o by B in ¢; or (b) ¢ = dpla — « 09 ]
combines o and B with a binary operator oy € {V, \,U, R, W}.

To perform the operation, the genetic algorithms employ the combine function
described in Definition 17.

For example, given F; : O(p — ¢) and F; : &(r A —p) as in Figure 5.3, the
crossover operator might select sub-formula « : p — ¢ from F; and sub-formula
B : —p from Fy. Then, it proceeds to swap the sub-formulas by replacing «
by  in Fi, and vice versa in JF3, leading to two new formulas C; : O(—p) and
Cy : O(r A (p — q)). This operator guarantees by construction to produce
syntactically valid LTL formulas.

Mutation Operator Crossover Operator
(F:0p0—O-qAr)) | (F:0(p—q )
|

Mi:0(p—O-ghr) 1+ (F:00A—p) )
— O—qAT) ' Oy O(—p)

|

|

|

M2 o D(
M;: OV O —gAT) C2: O(rA(p—q))
My : O(p = O—q &)

Figure 5.3: Mutation and Crossover operators.

5.4.5 Differential Fuzzing

SPECBCFUZz, inspired by differential testing, defines simple oracles to detect
five bugs. Given the input formula ¢ = &' A §; and solvers’ outputs o,...,0n,
SPECBCFUZZ first computes the number of #sat (#{o € 01,...,0n | 0 = SAT})
and #unsat (#{o € o01,...,oxy | 0 = UNSAT}) responses. Then, the expected
outcome is defined as follows:

sat #sat > #unsat
Expected(S' A 6;) = < unsat Hunsat > #sat

unknown otherwise

For example, let us assume that 0, # Expected(S'A9d;), i.e., Solver; produces an
output different from the expected one. SPECBCFuzz will first re-run Solver; (S’ A
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;) N times to confirm that the solver is consistently producing the same output for
the given input. If the solver always produces the same unexpected output, then
the bug is confirmed. The information regarding the solver and the inconsistency
pattern is added to the corresponding set. Precisely, if o; is sat or unsat, i.e., the
solver produces an incorrect output, this is a wrong answer bug and the bug-info
is added to the mentioned set. Otherwise, if 0 is unknown or the inconsistency
pattern contains an error answer because the solver always crashes with the same
input, the bug-info is added to the crash or exception thrown set. The crash is a
bug in which the solver stops and exits while the exception thrown explicitly shows
an error message.

In the case that, after re-running multiple times, the same solver with the same
input produces a different output compared to the first observed oy, e.g., 01 was
sat, but when re-run it often produced unsat, then we consider this behavior as
flaky.

For each input formula, we compute the average execution time 7" of the solvers
to produce valid outcomes (sat or unsat), then perform the re-runs if a solver takes
more than 300 times the average execution time in producing the output (i.e., the
execution time is greater than 300 x T'), or it reaches a predefined timeout of 24
hours (just for the re-runs), then we will consider this as a potential bug and warn
the tester by adding the corresponding bug-info to the set hang loop.

The hang loop bug is commonly found in complex inconsistency patterns. For
example, tableau solvers answer sat or unsat, while a single LTL solver that is also
tableau-based reaches a timeout. An additional association between different types
of solvers is also considered. For example, automata-theoretic approach (ATA)
and bounded model checking (BMC). Different versions of the solvers are also
considered. For example, PLTL and their three different algorithms.

5.5 Empirical Evaluation

We analyze and empirically evaluate SPECBCFUZz as stated in the research
questions:
« RQ1: What are the bugs and inconsistency patterns that SPECBCFUZZ is
able to find?
« RQ2: What are the performance issues and warning patterns that SPECBC-
Fuzz is able to find?
« RQ3: How effective are seed selection and boundary condition strategies at
finding inconsistencies?
« RQ4: Does SPECBCFUZzz find more inconsistencies patterns associated with
bugs than state-of-the-art fuzzing approaches?
To answer RQ1, we manually evaluated the results of differential fuzzing. First,
we identify inconsistency patterns. For instance, a single difference in the outcomes,

89



10

15

20

25

30

35

40

when a solver answers differently from all the others, or even all the solvers based
on BMC answering differently. Second, inconsistency patterns and their failure-
inducing input were used to identify bugs and take into account their behavioral
observation. Interactively, all the inconsistency patterns and their association
with bugs were re-evaluated and revalidated. Finally, RQ1 presents qualitative
results that include bugs in LTL solvers, their types, behavioral observation, and
inconsistency patterns.

Moreover, we answer RQ2 by analyzing warning patterns, in which each pattern
associates a timeout warning in differential fuzzing outcomes. We observe a subset
of inputs (performance-issue-inducing input) that cause problems per each type
of algorithm used to implement the LTL satisfiability. The subset is potentially
useful from a practical point of view to test a solver in the limits of the adopted
satisfiability algorithm and to produce a dynamic approach to rebuild the input
set.

Regarding RQ3, we disabled fitness functions and well-formed inputs (seed-based
strategy). Thus, we compare the empirical results produced by SPECBCFUzZ to
check whether the fuzzing strategies themselves are able to produce close results.
We evaluated the bias in the final result of SPECBCFUzz by different subsets of
fuzzing strategies. Among them, we evaluated the effect of seed selection. For this
purpose, we performed an unguided search in the presence of realistic specifications
and their sets of boundary conditions. Moreover, we also disabled the semantic and
syntax fitness functions to evaluate the effects of the boundary condition fitness
under the presence of seeds previously evaluated.

RQ4 remains about a general comparison between LTLGrammarFuzz and
our approach SPECBCFuzz. LTLGrammarFuzz represents a state-of-the-art
approach, considering that it adopts a common fuzzing strategy that produces
inputs constrained by the LTL language. Overall, LTLGrammarFuzz implements
probabilistic grammar fuzzing. On the other hand, SPECBCFUZz also integrates
fuzzing testing strategies as traditional seed-based inputs and also integrates
boundary conditions over seeds as a new fuzzing strategy in logic domains.

In what follows, we introduce the LTL solvers with their variants, fuzzing
approaches, and experimental settings.

5.5.1 LTL Solvers

The objective of this study is to evaluate the efficacy of SPECBCFUZzZ in
identifying defects in LTL solvers that employ a variety of algorithms and heuristics
with diverse representations of state and search methodologies, including automata-
based or tableau. Because of that, in addition to the latest version of each solver,
we also consider some past versions that can potentially reveal different kinds of
buggy behavior. In total, we use 21 solvers’ versions in the evaluation, summarized
in Table 5.1.
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Table 5.1: Solvers and versions used.

Solver Releases Algorithms Configs.
NuSMV  2.6.0, 2.5.4, 2.4.3 BMC, BDD 6
Black 0.9.2,0.7.4,0.5.2 Tableau 10
Aalta v2, vl Automata, Tableau 2
PLTL - BDD, Tableau (2 variants) 3

Aalta works on the fly and builds a satisfying LTL formula without constructing
a full-state representation. Aalta version 2 [LZP*15] implements a Depth-First
Search (DFS) responsible for building a temporal transition system and searching
for a satisfiable trace. Specifically, the DF'S creates an initial state and its successors
using SAT techniques. The original formula is converted to an equivalent next
normal form, and the conversion puts subformulas in terms of the operators
Until and Release in the scope of the operator Next. In this way, the recursive
functions are created and form the current state (propositional formula) and their
successors (subformulas composed by the operator next), as mentioned. Aalta
version 1 [LZP*13] also works by parsing the formula directly. The algorithm has
three parts. First, the algorithm tries to identify a consistent obligation (literals
that characterize a possible way of satisfying the formula) in the current state. In
the case where it is identified, the formula is satisfiable. Otherwise, the algorithm
tries to identify a strongly connected component in the transition system built
upon the normal form extension and the recursive functions are generated by the
unit and release operators. In the case it identifies, the formula is satisfiable as well.
Finally, the stop condition presents the fact that the formula is the unsatisfiable
case in which the algorithm explores the whole transition system.

BLACK [GGM21; GGM™*21b] implements a one-pass tree-shaped tableau
developed by Reynolds [Reyl16a] for satisfying LTL formulas. Essentially, BLACK
generates a tableau based on an LTL formula provided in the input. After that,
BLACK converts the tableau for a depth k in a propositional formula based on
the pruning rule. Interactively, the value of k increases until the search finds an
accepted branch in the tableau or a witness of unsatisfiability is detected. The
authors claim the completeness of the algorithm [GGM™21b] since it follows the
pruning rule of Reynolds’tableau [GGM*21b; Rey16a]. The propositional formulas
are evaluated commonly by MathSAT [CGS*13], Z3 [dMBO08], CVC5 [BBB*22], or
CryptoMiniSAT [SNC09].

PLTL widely integrates three algorithms in different versions. First, it imple-
ments the one-pass tableau method proposed by Schwendimann [Sch98b]. The
solver builds a rooted tree or graph. After that, it checks whether the tree or
graph fulfills the eventuality formulas on a branch-by-branch basis. Thus, the
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LTL satisfying reduces the identification of isolated subtrees instead of strongly
connected components (e.g., Aalta). The branch-based loop ensures termination.
Moreover, PLTL released an implementation of Wolper’s method [Wol85], and the
tableau method. The algorithm starts by building a cyclic graph. After that, the
algorithm conducts multiple passes while pruning inconsistent nodes and nodes that
contain unfulfilled eventualities. The last released PLTL version is BDD-based. The
algorithm builds subsets of the Fischer-Ladner closure [FL79] of an input formula.
The algorithm then uses the greatest fixpoint approach [Mar05] to progressively
delete the mentioned sets by the SAT semantic.

NuSMYV implements BDD-based model checking and also explores the SAT-
based model checking [CGPT02b]. NUSMV version 1 was implemented on the
BDD structure. The BDD compresses formulas and subformulas obtained by the
input LTL formula to deal with the state-space explosion. The BDD structure
generates an implicit tableau and turns available traditional logic operators (e.g.,
conjunction and disjunction), where the implicit tableau enables support for the
solving. NuSMV version 2 constructs an internal representation of the model
based on a simplified version of the Reduced Boolean Circuit (RBC) [CCGT02].
The main notion of the bounded model checking and the RBC representation
is to consider counterexamples of a particular length k and a finite prefix of a
path. After that, the algorithm converts to a propositional formula, which is
satisfiable iff such a counterexample exists. This constraint allows the algorithm
to identify a counterexample without passing the entire search space. To improve
performance, the algorithm often includes split heuristics to quickly identify the
counterexample [BCCT99a].

5.5.2 Seeds

Our evaluation considers a total of 25 LTL formulas collected from the liter-
ature and different benchmarks. These formulas were previously used by several
approaches for the identification and resolution of divergences [AMT13; DCAT18;
DMR*18; DRAT16; vLDLI8b; CDB*23]. They are represented in terms of domain
and goal properties as indicated in the GORE methodology.

Moreover, the boundary conditions of each specification are also a seed. The
boundary conditions were automatically identified during preprocessing. For
this matter, we used the goal conflict identification approach in Degiovanni et
al. [DMR*18], and once it implements a genetic algorithm, we ran the approach 10
times since random decisions can lead to a different set of boundary conditions.
The final set of boundary conditions is the “weakest” boundary conditions. By
definition, formula A is weaker than B, if BA—A is unsatisfiable, i.e., if B implies A.
Therefore, we have guided the search process by removing all previously identified
boundary conditions.

Table 5.2 summarizes the number of LTL formulas of each seeded specification
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(#S) and the number of boundary conditions (#A) computed with the approach
by Degiovanni et al. [DMR*18].

Table 5.2: Seeded LTL formulas and boundary conditions.

Specification #S #A Specification #S  #A
minepump 3 14 ITCS 4 14
simple arbiter-v1 4 28 achieve-avoid pattern 3 16
simple arbiter-v2 4 20 retraction pattern-1 2 2
prioritized arbiter 7 11 retraction pattern-2 2 10
. RG2 2 9
arbiter 3 20 iy 01 3 3
detector 2 15 Tily02 3 11
1t12dba27 1 11 Tlyil 3 5
round robin 9 12 1ify15 3 19
tep 2 11 lily16 6 38
atm 3 4 1t12dba theta-2 1 3
telephone 5 4 1t12dba R-2 1 5
elevator 2 3 simple arbiter icse2018 11 20

5.5.3 Fuzzing and Experimental Settings

SPECBCFUZz is implemented in Java with the JMetal framework [NDV15]
that allows instantiate different optimization algorithms. NSGA-III runs the
search process as presented in Section 7?7 and the mutation and crossover operators
presented. For selection, a four-solution tournament was integrated. The population
size of 100 individuals was defined, and the fitness evaluation was limited to a
number of 1000 individuals. The probability of crossover application was 0.1, while
mutation operators were always applied. Moreover, the timeout of the model
counting as 30 seconds. The model counting also received a bound of 40. Regarding
the consistency of the LTL grammar, SPECBCFUZz uses the OwL library [KMS18]
to parse and manipulate the LTL specifications, restricted for future LTL operators.
We make our tool, seeded formulas, and boundary conditions publicly available at:
https://github.com/lzmths/SpecBCFuzz.

The baseline approach is a probabilistic grammar fuzzing that also uses the
OwL library and its LTL grammar constrained for future LTL operators. The
parameters are the maximum of literals per each formula (ranging from 1 to 9),
the maximum number of non-terminal reached (ranging from 2 to 10), terminal
choice probability (from 0.20 to 0.44), boolean constant probability (ranging from
0.05 to 0.29).

We ran SPECBCFUZz and probabilistic grammar fuzzing experiments on an
HPC cluster. Each node has a Xeon E5 2.4GHz, with 16 CPUs nodes available
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and 4GB of memory per CPU. The operating system is Redhat Linux, version 7.
Moreover, we also set two days as the time threshold for each execution of each job.
Each job has a time limit of 48 hours. In total, we launched 25 jobs in the mentioned
HPC cluster. In the case of SPECBCFUZzz, we provide a different specification
and its associated boundary conditions set per each job, while the probabilistic
grammar fuzzing varied its parameters between maximum and minimum values
with a continuous increment of 0.01 for probability and 1 for absolute numbers.
Furthermore, we conducted the experiment process 10 times to reduce random
elections of the search algorithm and probabilistic grammar fuzzing. In addition,
the LTL solvers were configured with a timeout of 300 seconds.

We also conduct statistical analysis, namely, the Wilcoxon signed rank test
(p — value) [Wild5] and the Vargha-Delaney measure Ay, [VDOO], to compare the
different fuzzing approaches. They evaluate SPECBCFUZz in relation of variants
and the baseline. Moreover, we also compute the binary vector dissimilarity [ZS03].
In this way, we compute the Sgrensen—Dice coefficient [SOR48; Dic45] to compare
the similarity measure of warning patterns and satisfiability search algorithms.

5.6 Evaluation

5.6.1 Bugs and Inconsistency Patterns

Table 5.3 introduces bugs found in our differential fuzzing evaluation. Each row
in Table 5.3 is a bug with additional information such as its type (e.g., flaky and
hang loop), inconsistency pattern associated with the bug case, and the affected
LTL solver. Furthermore, Table 5.4 shows the inconsistency patterns associated
with bugs and identified in the experimental results (solvers, input formulas, and
answers of solvers). Moreover, Table 5.4 also presents the ratio of whether each
inconsistency pattern case occurs at least once per approach execution.

For example, the first row presents a parser failure in the Black solver, version
0.5.2. The type of bug is cataloged as an exception thrown since the solver shows
the outcome: “syntax error: <stdin>: Expected ‘)’ ”. Table 5.4 shows the details
of inconsistency patterns. In this case, the pattern is the inconsistency of black
solvers in version 0.5.2 associated with the operator weak-until and parenthesis in
the beginning and in the end. A reduced input is (aWWb).

In general, the empirical evaluation identified 16 bugs in the evaluated LTL
solvers, where five types of bugs are coded in the qualitative analyses of the
inconsistency patterns. The types of bugs are (i) exception thrown, (ii) crash, (iii)
flaky, (iv) hang loop, and (v) wrong answer.

The exception thrown is an abnormal error message display. For instance, a
syntax error occurs when the input formula follows the grammar defined by the
solvers as aforementioned in the example. The crash is a bug once the LTL solver
stops and exits. The crash and exception throw are commonly associated, as in
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Table 5.3: Bugs found in the LTL solvers

Bug ID | Bug Type ‘ Bug Description ‘ IP ID ‘ Solvers Solver Versions
1 Exception thrown Syntax parser failure 1 Black 0.5.2
2 Wrong answer Operator G and the negation of its operand 2 PLTL BDD
always produces wrong answers.
3 Crash and Crash and throw the message: 3 NuSMV (BMC) | 2.5.4 and 2.4.3
Exception thrown Segmentation fault (core dumped)
4 Crash and Crash and throw the message: 4 NuSMV (BMC) | 2.6.0, 2.5.4,
Exception thrown Segmentation fault (core dumped) and 2.4.3
5 Crash and Flaky Crash without error message 5 NuSMV (BMC) | 2.4.3
6 Crash and Crash and throw the message 6 Aalta 2 and 1
Exception thrown only in version 1: Assertion failed.
7 Flaky and Wrong answer | Altaa presents a wrong answer time to time 7a,7b Aalta 2 and 1
8 Exception thrown Black runs and throws the message: Killed 8 Black All
9 Hang loop and Version 2 does not answer in 24 hours and 9 Aalta 2 and 1
Exception thrown version 1 throws and assertion failed (gi check)
10 Hang loop The solver does answer in 24 hours 10 PLTL Tableau
11 Exception thrown The solver throws the message: 11 PLTL BDD
Segmentation fault (core dumped)
12 Flaky and Crash The solver throws the message time to time: 12 NuSMV (BMC) | 2.6.0 and 2.5.4
Segmentation fault (core dumped)
13 Flaky, Crash, and Version 2 crashes without answer and 13 Aalta 2 and 1
Hang loop Version 1 throws Assertion failed
14 Crash and Hang loop Version 2 does not answer in 24 hours and 14 Aalta 2 and 1
Version 1 throws assertion failed (clsnum check)
15 Hang loop Black does not answer in 24 hours 15 Black All
16 Wrong answer Aalta’s answers differ from all others 16 Aalta 2 and 1
bug 3.

A flaky bug occurs when the solvers do not produce the same result every time.
The analysis of inconsistency patterns in the empirical evaluation points to this bug
in a single inconsistency of an LTL solver. For example, Bug 7 is associated with
inconsistency patterns 7a and 7b insofar as Aalta produced a single inconsistency
in version 2 for a set of failure-inducing inputs, while version 1 is associated with
another set that contains a single inconsistency.

The validation of the pattern confirmed that both patterns are associated with
the same bug 7 since the reexecution produces the wrong answer of the Aalta
solvers. The flaky bug is confirmed by the wide reexecution. Among the failure-
inducing input identified by the inconsistency patterns 7a and 7b, Aalta produces,
for instance, the wrong answer in 1 out of 1000 executions. In this case, the wrong
answer is confirmed by the consensus of the other solvers.

A hang loop bug is observed when running without stops until an extended
time threshold. Thus, the timeout warnings were manually analyzed to identify
potential hang loops. In general, the results in some cases indicate a potential
performance warning. For instance, the solver answered an LTL formula after one
hour, and the other solvers answered in less than 1 second. However, inconsistency
patterns associated with bugs produce timeout warnings after a long extension.
That is, the buggy solver does not produce an answer after 24 hours, and other
solvers have still answered in a few seconds. Additionally, the formula contains less
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than one hundred clauses. In these terms, the inconsistency pattern 10 associated
with bug 10 indicates a bug because the PLTL (version tableau) presents timeout
and black solver failures (version 0.5.2) in the presence of parentheses and the
weak-until operator. Inconsistency pattern 10 also associates the pattern match
rule of inconsistency pattern 1 since parenthesis and the operator weak until are
related to the hang loop source.

All four mentioned types of bugs are identified by the inconsistency pattern
and manually validated by behavioral observation, such as memory usage and
behavioral presentation with an extended and wide time threshold (24 hours), while
the fifth type of bug wrong answer happens insofar as there is no consensus in
the LTL solvers. Moreover, the confirmation is based on satisfiability preserving
transformation when applied to the formula. Transformations are based on the
generalization inference rule [GRT18].

Table 5.4: Inconsistency patterns associated with bugs

IP ID | Description | Occurrences
‘ ACoRe ‘ LTLGrammarFuzz

1 Black solver (version 0.5.2) output presents inconsistency when the LTL formula contains the operator weak until 100% 100%
and double parenthesis at the beginning and also in the end.

2 PLTL (version bdd) output presents inconsistency when compared to the other solvers. 70% 100%

3 NUSMV (bmc and version 2.5.4) runs and throws an error. 100% 100%

4 NUSMV (bmc, versions 2.5.4 and 2.4.3) runs and throw an error. 100% 100%

5 NUSMYV (bme, version 2.4.3) runs and throws an error. 100% 50%

6 Aalta runs and throws an error. 100% 70%

Ta Aalta (version 1) output presents inconsistency when compared to the other solvers. 100% 100%

b Aalta (version 2) output presents inconsistency when compared to the other solvers. 100% 100%

8 NuSMV (bme and version 2.6.0) has a timeout and previous versions throw errors. 100% 0%
Also, Aalta (version 1) is inconsistency and all versions of Black solver reach a timeout.

9 Aalta (version 2) output presents inconsistency when compared to the other solvers. 100% 0%
and Aalta (version 1) throws an error.

10 Pattern 1 and PLTL solvers (versions tableau and multi-pass) reach timeouts. 30% 100%

11 PLTL (version bdd) throws an error. 0% 100%

12 Aalta (version 1) output presents inconsistency when compared to the other solvers 100% 40%
and NUSMV (bmc, version 2.5.4) runs and throws an error

13 Aalta (version 2) throws an error. 80% 0%

14 Aalta (version 2 and version 1) reach timeouts. 100% 100%

15 NUSMYV (bmc and version 2.6.0 and 2.4.3) reach two timeouts, NUSMV (bmc and version 2.5.4) throws an error, | 100% 100%
and all versions of Black solvers reach timeouts.

16 Pattern 1 and Aalta (version 1 and 2) presents inconsistency when compared to the other solvers. 100% 30%

In general, exception thrown tracks 44% of bugs and crashes also presents 44%.
Moreover, the hang loop presents 31% of the bug, while flaky is responsible for
25%. Finally, the single inconsistency instantiated by the wrong answer catalog
is attributed to 12% of the bugs. SPECBCFUZz is able to find 15 out of 16 bugs,
while LTLGrammarFuzz is able to identify 12 out of 16 bugs in 10 executions.
In what follows, we compare the effect of seed approaches in these results, the
advantages of the boundary conditions, and we compare the occurrence distribution
of inconsistency patterns.

Moreover, we confirm the bugs found by SPECBCFuzz. First, we conduct
a double check for all bugs. This means that we are able to reproduce the bugs
in a similar environment. Moreover, we also confirmed the bugs with the solver
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Table 5.5: Bugs fixed, confirmed by theoretical properties, or confirmed by devel-
opers.

Bug ID | Solvers | Solver Versions Fixed | Theoretical | Bug report
1 Black 0.5.2 v

2 PLTL BDD v

3 NuSMV (BMC) | 2.5.4 and 2.4.3 v

1 NuSMV (BMC) | 2.6.0, 2.5.4, and 2.4.3

5 NuSMV (BMC) | 2.4.3 7

6 Aalta 2 and 1

7 Aalta 2 and 1 v
8 Black All v
9 Aalta 2 and 1 v
10 PLTL Tableau v

11 PLTL BDD v

12 NuSMV (BMC) | 2.6.0 and 2.5.4

13 Aalta 2 and 1 v
14 Aalta 2 and 1 v
15 Black All v
16 Aalta 2 and 1 v

developers, thereby bug reports, theoretical properties such as generalization of
LTL and tableau build, or even fixed bugs in the previous version.

We submitted the bug for active projects of LTL solvers, and we have received
an answer for the Black and Aalta projects. The other bugs were checked by
comparison based on the existence of the bug in the new releases. After that, we
checked the bugs by theoretical properties that should be maintained by the solver.
For example, including theoretical generalization properties such as adding a global
operator at the beginning of the formula should preserve equisatifiability [GRT18].
That is, if the original formula is satisfiable, then the generalized formula should
confirm the satisfiable status. In the case of a bug such as the wrong answer, the
buggy solver is not able to preserve equisatisfiability.

Moreover, we adopted theoretical metamorphic properties based on tableau.
For example, if PLTL builds a tableau and answers for a given LTL formula, then
Black should also answer for the same formula since it also builds a tableau and
completes the evaluation with a BMC heuristic for LTL satisfiability. Table 5.5
presents the results of the bug confirmation by type of confirmation. In total, we
are able to double check (i.e., reproduce the bugs in a similar environment) for all
bugs. External confirmations were conducted positively to 13 out of 16 bugs, while
internal confirmation by re-executing bugs can confirm all the cases.

Quantitative comparisons of their distributions are presented in the following
evaluations.

5.6.2 Performance Issues and Warning Patterns

Warning pattern associates timeout warnings in a set of one or more solvers.
They are identified by a single timeout warning, a combination of them, or even
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all the solvers, resulting in a timeout warning. Performance warning patterns
are particularly useful for testing purposes since they show performance issues in
a particular LTL solver, version, or even implemented algorithm. Thus, the set
of warning patterns has the potential to indicate improvements in a particular
solver for releases, heuristics set, or theoretical guidelines for a particular type of
satisfiability algorithm.

In total, the empirical evaluation reveals that 315 warning patterns were pro-
duced by SPECBCFuzz, while LTLGrammarFuzz identifies 207 patterns. Thus, we
analyzed the associations that came from SPECBCFUZZ experiments. Among them,
we seek potential associations, such as LTL solvers with the same algorithm or the
presence of performance issues in the different versions. In the case of algorithms,
we separated the algorithms into three types: (i) BDD, (ii) BMC, (iii) tableau.
BDD is present in NuSMV (integrated component in version 1) and PLTL (version
BDD). Tableau algorithms are the basis of the Black and PLTL (graph-based
and multipass-based), while the automata-theoretic approach is implemented by
Aalta (version 1). Moreover, BMC notions are found in NuSMV (an integrated
component in version 2) and Aalta (version 2).

We evaluate the binary association of timeout warnings with regard to the
latest releases of the LTL solvers. Specifically, we compare when solvers reach the
timeout warning together in the same inputs, and each one reaches the timeout
warning in different inputs. For this purpose, we compute the Sgrensen—Dice
coefficient [SOR48; Dic45] that is a similarity measure for binary association.

Serensen—Dice coefficient observes in a pair the following conditions: (i) true
positive, (ii) false positive, and (iii) false negative [SOR48; Dic45]. In our analysis,
the true positive represents the cases where two solvers reached the timeout warning
in the same input, while false positives represent the case where a single solver
reached the timeout. The false negatives are the cases where both solvers properly
solve the satisfiability problem.

Table 5.6: Sgrensen—Dice coefficient of warning patterns

LTL Solvers | NUSMVbme | NUSMVbdd | Aalta (version 2) | PLTL graph-based | PLTL multipass-based | PLTL bdd | Black
NUSMVbme 0.5 0.0 0.035 0.00786 0.00199 0.0 0.18
NUSMVbdd 0.0 05 0.0 0.0 0.0 0.0 0.0
Aalta (version 2) 0.035 0.0 05 0.101 0.0190 0.0 0.115
PLTL graph-based 0.00786 0.0 0.101 05 0.176 0.0 0.034

PLTL multipass-based 0.00199 0.0 0.0190 0.176 0.5 0.0 0.0087
PLTL bdd 0.0 0.0 0.0 0.0 0.0 05 0.0
Black 0.18 0.0 0.115 0.034 0.0087 0.0 05

First, the strongest association is between the BDD solvers. The BDD solvers
do not provide a single timeout during execution. Second, the Sgrensen—Dice’s co-
efficient from 0.18 to 0.10 suggests the similarity: (Aalta;PLTL graph-based), (PLTL
graph-based;PLTL multipass-based), (NuSMVbmc;Black), and (Black;Aalta). Third,
the Sgrensen—Dice’s coefficient also points out the similarity from 0.02 to 0.04:
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(PLTL graph-based;Black), (Aalta;PLTL multipass-based), and (NuSMVbmc;Aalta).
Table 5.6 presents additional relations. Concerning the three association levels
mentioned, we observe three groups of solvers. BDD-based is composed of NuSMV
and PLTL (BDDs-based). The tableau group is made up of Aalta (version 2),
PLTL (graph-based), and PLTL (multipass-based). Finally, the third group is the
BMC, composed of NuSMV (bmc), Black, and Aalta (version 2).

As expected, the three main groups of algorithms were identified to implement
a solver. Furthermore, the results suggest two solvers at the intersection of BMC
and tableau: Black and Aalta. In fact, Aalta (version 1) implements an automata-
theoretic algorithm [LZP*13], which the similarities of a tableau is known. Among
them, a tableau may define finite automata on infinite trees, and an opposite
relation is also possible [Eme85]. The relation of Aalta (version 2) with the BMC
algorithm is observed in the successor notion of the depth-first search as claimed
by their authors [LZP*15]. In the case of Black, the tableau algorithm is also
implemented. However, many pruning rules are adopted as heuristics and are based
on BMC notions. For example, Black encodes in a boolean formula up to depth
k, increasing k in a loop. For this reason, Black was empirically associated as a
BMC-like solver.

From a practical point of view, the potential developers and testers of the
solvers may produce two kinds of performance-issues-inducing input. First, the
input produces a performance issue in a particular solver. The second kind of
inputs are inputs relevant to satisfiability algorithms, and they were detected by
the Sgrensen—Dice’s coefficient.

5.6.3 Seeds and Boundary Conditions Matters

For the evaluation of the influence of fuzzing strategies in SPECBCFUZz, we
disabled fitness functions and well-formed inputs. First, we intend to compare the
effect of seed selection, and then we conduct an unguided search on top of the LTL
specifications and their boundary conditions (seed-based strategy). Second, we
also disabled the semantic and syntax fitness functions and evaluated the ability
of the boundary condition reduction fitness to guide the search process to find
inconsistency patterns.

The empirical experiment points out inconsistency pattern 4 (IP4), while the
seed strategy is instantiated. The search guided by boundary conditions also finds
[P4, and it additionally identifies IP1. The statistical evaluation of the occurrence
of IP1 and IP4 shows that the guided search by the boundary condition notion is
significantly larger than the unguided search with seeds in the inputs. The p-value
is lower than 0.00001, and the size effect is equal to 1.0.

Furthermore, we compute the occurrence of warning patterns identified by
SPECBCFUZz and the impact caused when fuzzing strategies are disabled. Analysis
of warning patterns also indicates the advantage of SPECBCFUZzz. Observation
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statistical evaluation also computes lower p-values than 0.00001.

We conclude the importance of adopting traditional fuzzing strategies such as
seeds and the fitness of reduction of boundary conditions (guided search with fitness
is able to produce complex inputs). However, the empirical evaluation presents
the view that the strategies should be combined. In our study, maintaining the
constrained semantics and syntax of representative inputs is also important, as
shown in the RQ1 results. Especially, the combination of the constrained semantics
and syntax with the traditional fuzzing strategies as seeds and the evolutionary
process.

5.6.4 Statistical Analysis of SpecBCFuzz

Table 5.7: Patterns of inconsistency and their occurrence described by minimum,
maximum, average, and effect size (A;s)

IP ID ACoRe \ LTLGrammarFuzz

min ‘ max ‘ avg ‘ Aqs ‘ min ‘ max ‘ avg Aqs
1 8023 | 9385 | 8552 0.0 | 30226 | 30673 | 30383.8 | 1.0
2 0 27 7.5 0.0 7433 | 7689 | 7570.7 1.0
3 455 | 586 | 529.5 1.0 14 32 19 0.0
4 4288 | 4556 | 4404.3 1.0 58 80 74 0.0
5 31 66 49 1.0 0 0.9 0.0
6 49 88 67.8 1.0 0 ) 1.3 0.0
Ta 454 | 494 | 468.8 1.0 3 13 8.5 0.0
b 411 | 517 | 459.6 1.0 5 12 8.7 0.0
8 5 17 8.6 1.0 0 0 0.0 0.0
9 4 15 9.4 1.0 0 0 0.0 0.0
10 0 1 0.3 0.0 5 24 14.5 1.0
11 0 0 0.0 0.0 44 70 55.5 1.0
12 26 43 35.1 1.0 0 3 0.6 0.0
13 0 2 1.0 0.9 0 0 0.0 0.1
14 238 | 307 | 278.8 1.0 2 9 4.3 0.0
15 1 12 7.2 0.795 2 ) 3.4 0.205
16 4 16 7.8 1.0 0 1 0.3 0.0

For each inconsistency pattern, we compute the effect size between the oc-
currences found by SPECBCFuzz and LTLGrammarFuzz. The effect size allows
us to evaluate the strength of each approach per inconsistency pattern. More-
over, the general capability to find patterns and failure-inducing inputs. For this
measurement, we compute the non-parametric effect size Vargha and Delaney’s
Ay, [VDOO).

From Table 5.7 we can observe that SPECBCFUZz outperforms LTLGram-
marFuzz. In 17 inconsistency patterns, SPECBCFUzz finds the strong effect size
measurement in 13 out of these patterns. Moreover, Table 5.7 also presents the
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minimal, maximal, and average occurrence of each inconsistency pattern (quanti-
tative cases of failure-inducing inputs). In general, we also can observe that the
size effect of all inconsistency patterns is 0.70, which means that SPECBCFUZzz
is stronger in the general task of finding the occurrence of inconsistencies than
LTLGrammarFuzz.

Regarding significance testing, we compare the occurrence of inconsistency pat-
terns in terms of the non-parametric statistical test Mann-Whitney U test [MWA47].
We set the alpha-value as 0.05, and the statistical test realizes a p-value lower than
0.00001. Thus, the test evidence that SPECBCFUZz leads to significant occurrences
of an inconsistency pattern compared to LTLGrammarFuzz.

As mentioned, SPECBCFUuZz identifies more warning patterns than LTLGram-
marFuzz. To quantitatively compare both approaches in terms of the occurrence of
warning patterns, we computed the significance testing of the occurrence in terms
of the same statistical test conducted in the evaluation of inconsistency patterns.
In this way, the comparison presents a p-value lower than 0.00001. Thus, the
one-sided alternative hypothesis suggests that the occurrence distribution identified
by SPECBCFUZZ is the largest.

5.7 Threats to Validity

A threat related to our study is the adopted third-party tools. To mitigate
potential problems related to that, SPECBCFuUZzz relies upon reliable frameworks
and libraries. Regarding the optimization steps, SPECBCFUZzZ integrates the
JMetal framework [NDV15] and calls NSGA-III [DJ14]. The inputs are parsed and
handled by the OWL library [KMS18]. All the libraries and frameworks mentioned
have been adopted in different studies, and the results are also consistent.

Moreover, the implementation steps concern components such as fitness evalua-
tion and differential comparison. Bugs contained in these components might affect
the empirical results. For instance, they can cause false-positive evidence for a
potential inconsistency pattern or even a bug. To mitigate these threats to validity,
we manually double-checked the differential warnings and the derived results, such
as inconsistency patterns and bugs. A double check was performed for each level
of empirical refinement.

The bugs were double-checked depending on their types. The wrong answers
were confirmed by the transformation that preserves equisatisfiability. Specifically,
we applied the mentioned transformation until we confirmed that the original
answer changed, despite the equisatisfiability preserving. The crash and exceptions
were checked by simple reproduction, while the flaky response was confirmed by
extensive reproduction and the wrong answer was observed in a subset of execution.
We confirmed the hang loop type by the reproduction and the timeout extension
of 24 hours.
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External validity is reduced because we experimented with different solvers,
versions, data structures, and LTL satisfiability core algorithms. In addition, the
inputs or seeds of SPECBCFUZzz were widely extracted by different specifications
and sources, while the boundary condition was extracted from different executions.
In general, we mitigate the reproducible execution of the experiment by running
tools or components several times with random features.

5.8 Conclusion

LTL solvers are built using a variety of sophisticated satisfiability algorithms.
The current evaluation of algorithms presents a performance-oriented evaluation.
However, software testing techniques that identify bugs are typically absent, whereas
there are testing approaches for SAT and SMT solvers. For this reason, we propose
SpecBCFuzz as a search-based fuzzing approach that is effective in identifying
relevant failure-inducing inputs. This is achieved when SpecBCFuzz is optimized
and searched using boundary conditions, syntactic and semantic similarity, and
general satisfiability of the modified LTL specifications. Furthermore, our analysis
demonstrates that SpecBCFuzz outperforms a probabilistic grammar fuzzer that
was specifically designed for fuzzing LTL solvers.

In addition, a comparative analysis was conducted to evaluate the empirical
results generated by SpecBCFuzz. This analysis aimed to determine whether the
fuzzing approach itself is capable of producing similar outcomes when the fitness
functions and seeds are disabled. In this manner, the bias in the final result
of the tool was evaluated using different subsets of fuzzing strategies. To this
end, an unguided search was conducted in the presence of realistic specifications.
Furthermore, the semantic and syntax fitness functions were disabled to assess the
impact of boundary condition fitness in the presence of previously evaluated seeds.
The empirical results suggest that reducing the fitness function also reduces the
capability of SpecBCFuzz.

In the course of this search process, we claim that SpecBCFuzz is capable
of generating failure-inducing inputs, given that boundary condition verification
transitions from logical inconsistency in the unsatisfiable problem to a satisfiable
answer. In other words, we utilize LTL solvers to their limits of satisfiability.
Furthermore, additional fitness criteria, such as semantic and syntactic similarities,
can constrain the search space and maintain the seeds provided by the specifications
as representative of realistic LTL formulas. In addition, the algorithm determines
the satisfiability of the modified specification. In general, the empirical evaluation
identified 16 bugs in the LTL solvers evaluated, where five types of bugs are coded
in qualitative analyses of inconsistency patterns.

Moreover, our evaluation encompasses the examination of warning patterns,
which represent a guide for associating timeout warnings. Warning patterns are
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particularly useful for performance testing purposes, as they demonstrate perfor-

mance issues in a specific LTL solver, version, or even an implemented algorithm.

Consequently, the set of warning patterns has the potential to indicate improve-

ments in all the mentioned levels. Our empirical result shows that SpecBCFuzz is
s able to identify relevant warning patterns for performance testing.
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Fuzzing Linear Temporal Logic Portfolio

Linear Temporal Logic (LTL) solvers have been proposed to address the LTL
satisfiability problem. In an effort to answer the satisfiability problem, the LTL
solvers were designed around several algorithms. Among the additional efforts
made, developments have also been made in terms of improving performance gains.
Among the applications are complex contexts such as program analysis, software
verification, symbolic execution, program synthesis, model checking, and artificial
intelligence reasoning. In such contexts, it is uncommon to identify the best
solution in terms of performance. A particular satisfiability algorithm may offer
the best performance in a particular problem, while it has a poor performance for
another. A potential solution for the LTL satisfiability problem is the algorithm
portfolio. That is, the strategy involves the execution of algorithms in parallel with
the objective of achieving better distribution performance. In summary, the
algorithms portfolio exploits the lack of correlation in the performance of multiple
algorithms to achieve better performance. QOuverall, it achieves better performance
in the average case. However, implementations of satisfiability problems have been
reported as tools that contain bugs. To address this problem, we modify portfolio
decisions to incorporate a confirmation answer. In other words, the portfolio does
not provide the fastest answer. The portfolio replicates the answer when at least
two solvers agree on a given input. It was formulated based on a previous study
that identified bugs in LTL solvers and demonstrated that a considerable number of
these bugs are not inherent to a single input across different solvers. Our empirical
results present bugs in the pure portfolio, whereas a search-based fuzzing approach
does not find a single bug for the reliable portfolio. Furthermore, we also evaluated
the reliable portfolio in terms of performance. The empirical results present the
lowest runtime for the reliable portfolio compared to a single robust LTL solver
(NuSMYV). In summary, a reliable portfolio is capable of increasing soundness in
LTL solvers and is also associated with a gain in performance compared to an
individual LTL solver that contains a high level of soundness.
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6.1 Introduction

Linear temporal logic (LTL) is a powerful logical formalism that includes de-
scriptive operators for future events that deal with concurrent behaviors. Moreover,
LTL also enables support for verifiability, since LTL provides a formalism for the
description of correctness properties for state transition systems [CHVT18; Pnu77].
LTL has a general set of operators that impose a high level of expressiveness and
complexity. The formalism includes safety, liveness, and fairness properties [OL82].
Additionally, expressiveness may be bounded by fragments such as GR(1) [PPS06]
or well-known specification patterns [DAC99.

LTL is commonly used as a specification language for reactive systems. That is,
systems that have to react to an environment that cannot wait [HP85], such as
databases, control systems, and interactive systems. Moreover, model-checking tools
frequently use this formalism for the formal verification of safety-critical systems
such as hardware design, communications systems, and financial systems [Roz11].
Among them, we may state TLA+, Spin, and NuSMV. That contains LTL and ad-
ditional specification or model languages for distributed, concurrency, and hardware
systems [Lam02; CCG™02; Hol97].

Furthermore, LTL is also a formalism to describe a requirement by properties
that the system-to-be should maintain or reach [vLam09]. A common way to
describe formal requirements is based on Goal-Oriented Requirements Engineering
(GORE). In this abstraction, requirements have domain properties, goals, and
stakeholders. The domain properties usually contain natural laws that the systems-
to-be should respect. At the same time, stakeholders propose goals as targets
that the systems-to-be should reach, in some sense, from a selfish perspective.
That is, without observing the whole system or conflicts between them. In this
manner, the requirement conflict analysis also employs the use of LTL. Thus, LTL
is a formalism for identify and repair conflicts among the mentioned requirement
properties [DvLF93].

For the mentioned reasons and applications, LTL solvers have been built over
time. In general, LTL solvers compete for time performance and application
specificity. Thus, it is uncommon to find the best algorithm or heuristic for the LTL
satisfiability problem. In that way, the portfolio may present a general solution
since the portfolio intends to associate different LTL solvers and run them in
parallel. For the portfolio notion, the solvers can be combined and consequently
build a resulting portfolio with a low average runtime.

Portfolio design decisions are widely debated in the community [XHH*12].
Among them, the diversity principle states algorithm diversification that employs
different algorithms, data structures, searches, or implementations. It aims to
reach different behaviors. Thus, each portfolio member exploits the best time
performance for a particular subset of a given problem. However, the portfolio
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imposes a potential risk, since combining LTL solvers in a single portfolio can
also combine previous bugs contained in each one. Previous studies report the
presence of bugs in LTL solvers by static and dynamic approaches [SD11; CDC™24].
Moreover, SAT and SMT have also been reported in the literature as solution tools
that contain bugs [BLB10; BMB™18; SYW*23].

Therefore, we modify portfolio decisions to introduce a confirmation answer.
That is, the portfolio does not answer for the fastest answer. However, it answers
in the first confirmation answer. That is, the portfolio replicates the answer when
at least two solvers provide an agreement for a given input. Moreover, the new
portfolio decision allows us to increase the level of confirmation answers. The new
set of portfolio decisions is called reliable portfolio. It was based on a previous
study [CDC*24] that presents bugs in LTL solvers and shows that many bugs are
not common for a single input in different solvers. Initially, the confirmation of
two answers should be enough to considerably reduce the presence of bugs in LTL
solvers and the resulting portfolio.

The reliable portfolio is evaluated according to SpecBCFuzz, which repre-
sents the state of the art fuzzing approach for the identification of bugs in LTL
solvers [CDC™24]. In general, SpecBCFuzz is a search-based fuzzing technique.
Consequently, SpecBCFuzz generates LTL formulas through a search process, with
the resulting offspring evaluated according to a fitness function. SpecBCFuzz
accepts as input a set of seeds constructed according to formal requirements ex-
pressed in LTL and a set of divergence cases for the mentioned formal requirements,
designated as boundary conditions. The objective of the search process is to evolve
the LTL specification into repairs that remove boundary conditions.

During the search process, SpecBCFuzz evaluates four fitness values, which
produce complex inputs for LTL solvers and also constrain the search space. These
values are as follows: the satisfiability of the LTL repair, the logical inconsistency
of boundary conditions, semantic similarity, and syntax similarity. Subsequently,
SpecBCFuzz generates complex inputs for LTL solvers and builds differential fuzzing
outcomes. This is due to the fact that different LTL solvers are called sequentially
by SpecBCFuzz. The differential fuzzing result is then manually analyzed to
investigate the presence of bugs by outliers cases.

Furthermore, we also evaluate the reliable portfolio in terms of runtime per-
formance. We claim that introducing an answer confirmation reduces runtime
performance. However, the average runtime for a reliable portfolio is lower than
for a single and robust LTL solver. For that purpose, we empirically validate the
performance of a reliable portfolio and a single robust LTL solver. Thus, we select
the Schuppan and Darmawan families of LTL benchmarks [SD11|. The bench-
marks evaluate LTL satisfiability in terms of runtime performance. It also includes
previous benchmarks for a wide range of origins, communities, and specifications.
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In general, the families of benchmarks guide the performance evaluation for many
different cases and the space complexity of the LTL formulas.

Our empirical evaluation reports that SpecBCFuzz find bugs in the LTL portfolio.
Moreover, the empirical evaluation presents that portfolio combines soundness
and flaky bugs. That is, wrong answers given by a solver and different responses
across re-runs of the solver on the same formula. In addition, previously reported
bugs, such as exception throws, crashes, or performance bugs, are mitigated by
the portfolio. Moreover, SpecBCFuzz is unable to find a single bug in the reliable
portfolio. This is motivated by the fact that the bugs occur for different inputs
and solvers.

Regarding runtime performance, our empirical evaluation presents a reliable
portfolio with runtime performance lower than NuSMV (bdd version) that repre-
sents a single robust LTL solver, since previous evaluations are unable to show
bugs [CDCT24]. Additionally, the occurrence of timeouts is significantly reduced
for a reliable portfolio.

In what follows, Section 6.2 presents the background. Section 6.3 introduces the
portfolio and algorithm selection problem, while Section 6.4 presents SpecBCFuzz
and Section 6.5 introduces Schuppan and Darmawan families of LTL benchmarks.
The empirical study is reported in Section 6.6 and the empirical results in Section 6.6.
Moreover, the related work is discussed in Section 2.4, and threats to validity are
discussed in Section 6.8. Finnaly, Section 6.9 presents the conclusion.

6.2 Background
6.2.1 Linear Temporal Logic

LTL formulas are inductively defined using the standard logical connectives,
and the temporal operators to describe future events. For instance, the boolean
connective (V) and the traditional definitions for true and false. For future events,
we commonly define next (O) and until (i). For a formula ¢ and position ¢ > 0,
we say that ¢ holds at position i of o. Thus, we write 0,7 = ¢. Thus, LTL formulas
are defined as follows [CHV'18]:

Definition 18 (LTL Syntax). Let AP be a set of propositional variables:
1. constants true and false are LTL formulas;

every p € AP is a LTL formula;,

p€ AP and o,i = p iff p € oy,

0,1 | iff 0,0 b ¢

oilEpVoiffoilEporoilEé;

S

109



10

15

20

25

30

35

6. 0,il Op iff o,i+1E

7. 0,1 = @U® iff there exists n > i such that o,n = ¢ and o,m = ¢ for all m,
1 <m<n;

8. if ¢ and ¢ are LTL formulas, then are also LTL formulas —p, ¢ V ¢, O,
and pU®.

We also consider other typical connectives and operators, such as, A, O (always),
<& (eventually) and W (weak-until), that are defined in terms of the basic ones. That

is, A = (=0 V), Cp = trueld ¢, Op = ~O—¢, and PWi = (0¢) V (pUD).
6.2.2 Satisfiability

The notion behind an LTL model checking is satisfiability calls for finding a
model that satisfies a logical formula [CHV 18], while the LTL solver answers if
a formula contains at least one trace or model that satisfies the formula, namely
SAT answer. Otherwise, the LTL solver should answer UNSAT. Thus, we define
LTL satisfiability:

Definition 19 (Satisfiability). An LTL formula ¢ is said satisfiable (SAT) iff
there exists at least one trace satisfying ¢.

Regarding the computational complexity of satisfiability, it is established that
in the case of LTL with the operators, eventually, always, next, until, and since,
satisfiability is a PSPACE-complete [SC85]. The complexity of satisfiability is NP-
complete when the set of temporal operators is restricted [SC85]. Previous studies
show that all relevant cases are either PSPACE-complete or NP-complete [BSS*07].
For instance, non-trivial tractability, as well as the smallest possible sets of propo-
sitional and temporal operators that have been shown to result in NP-complete or
PSPACE-complete [BSST07].

LTL solvers have been proposed to address the satisfiability problem stated in
Definition 19. In an effort to answer the satisfiability problem, the LTL solvers were
designed around several algorithms and data structures. Among the additional effort
ends, the developments also address performance improvement [SD11], diversity of
temporal operators [GGM™21a], and expressiveness [Lam02)].

6.2.3 Fuzzing

Fuzzing, or Fuzz testing, is a powerful technique to generate random input
strings [MFS90]. Moreover, fuzzing can perform different types of tests [ZWCT22]
such as system and integration tests, open-box tests, or even semantic-oriented
tests [PLST19; SZ22]. Bugs may be found depending on the parameters provided
and engines instantiated. Furthermore, fuzzing addresses target software that may
concern non-functional requirements such as security [FME*20; BMA*22].
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Traditional Fuzzing is able to find bugs in syntax parse modules. However, they
hardly ever find bugs in deeper functionality [PLST19]. For instance, the bugs
found in semantic modules as non-conformance to specifications. In this order,
different engines and strategies have been proposed.

Among the successful fuzzing engines, American Fuzzy Lop (AFL) has become
one of them for automated security bugs. Moreover, the AFL influenced many
variants of engines and also strategies. For instance, AFLFast extends in grey-
box fuzzing and represents coverage of the system under testing as a Markov
chain [BPR19], AFLGo defines an inter-procedural measure of distance and search
by an annealing simulation [BPNT17], and Zest implements a property-based
notion [PLST19; PLS19]. Among the different strategies to build a fuzzing approach,
search-based fuzzing has been shown good empirical results for complex software
such as LTL and SMT solvers [CDC*24; YHT*21].

Search-based fuzzing has been shown as a prominent strategy to find bugs.
Search-based fuzzing generates inputs during a search process, while the inputs
generated are progressively improved and evaluated by fitness functions. The search
process is instantiated by a wide range of optimization algorithms that includes
evolutionary and stochastic meta-heuristics [CDC"24; RJK"17]. The optimized
fitness functions are defined in the domain of the target system. Among them,
coverage and input structure validity are adopted [AZG24; CDC'24].

Another prevalent manner to describe fuzzing approaches is by the term black-
box fuzzing. The term describes techniques that do not require insight into the
internal elements of the system under testing, such as coverage or control flow
graph. Instead, black-box fuzzing is guided by the behavior of the input, output,
and data. The applications include network protocols, file systems, compilers, and
the operating system [MHHT"21].

Associated with black-box fuzzing are techniques such as differential or model-
based fuzzers. Differential testing or fuzzing compares similar program. For example,
different programs, versions, or configurations follow the same specification. It
aims to facilitated the identification of discrepancies between the similar programs,
which are likely to indicate the presence of a bug [MHH"21].

In the case of model-based fuzzers, they contrain the random inputs for a
specific language, or even a grammar. In such case, the model of the language
in question is incorporated into the fuzzer itself. Thus, the model-based fuzzer
always produce syntactically correct inputsf]MHH"21; SZ22]. Ideally, the generated
inputs are also semantically correct or approximate, when guided by search-based
approach that are optimized by semantic-based fitness .
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6.3 Portfolio

It is uncommon to find the best algorithm or heuristic for a particular problem.
For NP-Hard problems, heuristics perform well or poorly on different classes of
inputs. In other words, the algorithm may offer the best performance on particular
problem instances [LNAT03; LNS02]. Especially, when the inputs are correlated,
thus, algorithms that introduce a poor performance on average can be combined
and consequently build a resulting algorithm with a low average runtime.

The mentioned combination of algorithms is called algorithm portfolio. The
term was introduced by Huberman et al. [HLH97| that describes a strategy of
running algorithms in parallel with the goal of obtaining a better distribution
performance. For instance, Huberman et al. [HLH97| also verify experimentally
algorithm portfolio on graph-coloring problem (NP-complete problem). In summary,
the algorithms portfolio exploits the lack of correlation in the best performance of
multiple algorithms to achieve better performance. Overall, it obtains an improved
performance in the average case.

Associated with the algorithm portfolio is defining which algorithms to use. In
this order, the algorithm selection problem consists of a method to select the best
algorithm configuration for a particular problem. Rice et al. [Ric76] defines such as
which algorithms should be run to minimize some performance objective [XHHT08].
The algorithm selection problem is described itself as an NP-Hard problem [Ric76].
For this reason, many heuristics and strategies have been proposed to find the
best algorithm configuration. Applications include propositional satisfiability
problem [BIB22].

6.3.1 Algorithm Portfolio

There are many methods for portfolio algorithms and algorithm selection
problems. In the case of algorithm portfolio, we mention:

1) Pure Portfolios: algorithms run in parallel and compete to solve the same
problem. Xu et al. [ XHH'12] states that pure portfolio simulates the virtual best
solver. It is a theoretical device that has access to a set of algorithms for a particular
problem and the device selects the single algorithm that solves the problem fastest.

2) Parallel Portfolio: explicit divide the search space in partitions. After that,
each algorithm explores a subset of partitioning. It is naturally convenient for a
wide range of algorithms. Among them, algorithms for propositional satisfiability
problem such as DPLL and CDCL are based on the notion of searching the space
of partial variable assignments [SS24|. In this order, the parallel portfolio may
instantiate each algorithm for a subset of partial variable assignments. Regarding
the drawback, Hamadi et al. [HJS09] states the main problem as guarantees
of fairness conditions. That is, the difficulty to balance between the different
algorithms.
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3) Parallel portfolios with information sharing: algorithms run in a complemen-
tary sequential algorithm. The sequence allows them to cooperate and improve their
performance. In this sequence, each algorithm shares information. For instance,
ManySAT [HJS09] shares clauses, lemmas, or even variables to different heuristics
and algorithms such as standard DPLL algorithm, restart policies, activity-based
variable selection heuristics, and clause learning. All the information is shared in a
conventional shared-memory model.

6.3.2 Algorithm Selection Problem

For the algorithm selection problem, we mention:

1) Winner-take-all: measure algorithms runtime on a set of problem instances,
then it adopts the algorithm that shows the best performance on average. The
common strategy for algorithm selection is to select different performance algorithms
on a set of distribution problems, then we adopt only the algorithm with the lowest
average runtime [LNA103].

2) Predictor: it seems a perfect oracle or a heuristic approximation to the
real runtime. The idea is based on building an approximate runtime predictor,
in which machine learning is adopted such as empirical hardness models, which
predict the computational cost of a particular combination of algorithms over a set
of instances. Often, empirical hardness of individual instances or distributions of
NP-Hard problems is used to algorithm selection problem [LNS02]. For example,
Samulowitz and Memisevic [SM07] applied the classification to select heuristics for
QBF solving during a search process.

3) Diversity principle: the strongest principle is the algorithm diversification. It
employs different algorithms, data structures, searches, or implementations[SD11].
The main goal is to reach different behaviors across the portfolio members. For
instance, an algorithm may answer faster for a particular instance, while other
algorithms answer faster for other instances. The main limitation is the portfolio
size [BIB22], since the number of algorithms with different design decisions may
limit the portfolio benefit.

6.3.3 Linear Temporal Logic Portfolio

Many algorithms may compose an LTL portfolio from a theoretical point of view.
We may present successful strategies to address satisfiability and their composite
limitation: (i) Bounded Model Checking (BMC), (ii) Binary Decision Diagram
(BDD), and (iii) Tableau. In what follows, we present them.

Bounded Model Checking (BMC) explores a state space based on a path
segment given a length k. The initial idea is to find a counterexample of a length
k. Thus, the solvers commonly translate a path segment k to a propositional
formula, and the counterexample exists iff the propositional formula is satisfiable.
The translation is computed in polynomial time. The main notion is to consider a
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bound k, in which the path is a maximal length of a counterexample. After that,
the algorithm progressively increases the bound & [CBR*01; BCCT99b]. NuSMV
implements a BMC algorithm [CCG102].

BDD-based Model Checking associates elementary formulas or subformulas
obtained by an input LTL formula [CGH97; CGP*02a]. Each boolean formula then
is converted to a binary decision diagram (BDD) structure. The BDD maintains
a compressed form that deals with a potential state-space explosion. Also, the
structure instantiates common operators over the compressed form as conjunction,
disjunction, and negation in polynomial time. The BDD structure generated by
the boolean formulas often represents an implicit tableau that allows the solving
procedure.

Tableau methods build a graph or tree shaped when the definition of a node is
a set of formulas and the relations are defined by this set. Based on tableau, the
LTL solving technique traverses to find suitable models for an input LTL formula.
One-pass and multi-pass tableau methods have been proposed. Among them, we
observe the Schwendimann method that is implemented by PLTL [Sch98a], and
the Reynolds method [Reyl6a] implemented by Black [GGM™21b].

Practical limitations exist in the composition of the mentioned strategies.
Among the limitations, a parallel portfolio with information sharing is absent for
LTL, since many different design decisions have been taken. For instance, NuSMV
(BMC version) commonly translates LTL formulas to propositional formulas, while
NuSMV (BDD version) integrates the mentioned binary decision diagram. The
different data structures or data representations do not share compatible information
during the search exploration. Even for the tableau strategy, different structures
and representations are adopted. For example, black implements Reynolds’ tableau
that constrains the construction of repetitive loops and also integrates prune
rules [Reyl6a], while PLTL implements tree-shaped or graph-shaped tableau
with repetitive loops. The mentioned different modifies the search and also data
representation [Reyl6a].

Thus, the information sharing of data during the execution is typically unreach-
able. Moreover, the portfolio strategy for exploring a subset partitioning is also
hard since the mentioned algorithms do not share a common strategy to explore
the search space. Thus, the conventional portfolio in the case of LTL is a pure
portfolio, in which the different implementation strategies run in parallel.

Regarding the algorithm selection problem, predictor algorithms are unavailable
for LTL solvers. Moreover, the individual performance analysis of LTL solvers
suggests the best performance, when different strategies are combined rather than
selecting the best average runtime [SD11]. In that sort, we adopt the diversity
principle for our portfolio. In our work, we explore BMC, BDD, and different
tableau strategies that are contained in the latest versions of LTL solvers.
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Besides, there are other satisfiability algorithms. However, some algorithms
were overperformed as presented by previous performance evaluation [LZP*15].
In particular, the automata-theoretic approach translates LTL formulas to au-
tomata. The alternating automata are commonly used to LTL satisfiability since
the automata generalize the notion of non-deterministic by generating several
successor states and are exponentially more succinct. However, solvers that adopt
automata-theoretic approach were overperformed or new versions chosen different
satisfiability algorithms [LZP*15].

6.3.4 Reliable portfolio

In this work, we propose the addition of confirmation answer. Previous studies
present bugs across many versions and strategies of LTL solvers [CDC*24]. In that
order, LTL portfolio may also combine and increase the presence of bugs.

For that reason, we claim the addition of confirmation answer. In other words,
the reliable portfolio does not answer for the first LTL solver that concludes the
execution. The reliable portfolio only answers for the first agreement between
solvers. Thus, two solvers should answer and mutually confirm the answer.

In this portfolio, we extend from the pure portfolio, solvers running in parallel
and competing for the fastest answer, to the reliable portfolio, when solvers run in
parallel and compete for the first confirmation answer. The confirmation answer
also implements a parameter for degrees of confidence. Thus, the users may decide
the number of confirmation solvers. We empirically evaluate at least two solvers
confirming the LTL answers.

From a practical point of view, if a first solver answers sat and the second unsat
then a third solver will decide the final answer. Thus, if the third solver answers
SAT, then the final answers is SAT insofar as there is a double confirmation of
SAT answer. In the case of crash or error message, the reliable portfolio ignores
the case.

We guide the algorithm selection problem for the diversity principle as previously
recommended by performance analysis of LTL solvers [SD11]. We integrate the
three mentioned strategies for the LTL satisfiability problem (BMC, BDD, and
tableau). Moreover, we consider different implementations for each strategies.
For instance, tableau is implemented twice for Black and also PLTL. In the first
implementation, Black implements Reynold’s tableau, while PLTL implements a
multi-pass search algorithm for a conventional LTL tableau [Reyl6a].

For the empirical evaluation, we explore a fuzzing approach to check the presence
of bugs in a traditional pure portfolio, and also the reliable portfolio with double
confirmation answer. After that, we consider the performance of the reliable
portfolio compared to a single LTL solver.
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6.4 Fuzzing

We select SpecBCFuzz to generate random LTL formulas for testing solvers.
The decision was driven based on the previous capability to find bugs in LTL
solvers. SpecBCFuzz found bugs in 4 solvers and 18 out of 21 configurations
and versions. In total, SpecBCFuzz found 16 bugs in LTL solvers. Among them,
we can mention soundness, flaky, performance, and crash bugs. Moreover, the
empirical results also report that SpecBCFuzz outperforms a probabilistic grammar
fuzz [CDC*24]. Therefore, we can test the different portfolios (pure and reliable)
based on SpecBCFuzz. Overall, SpecBCFuzz is a search-based fuzzing. That
is, SpecBCFuzz generates and evolves LTL formulas in a search process, while
off-springs are evaluated by the fitness functions.

Firstly, an LTL specification and a set of boundary conditions (divergent cases)
are provided as input. The LTL specification and their boundary conditions work
as seeds. The LTL specification represents a common domain insofar as the speci-
fications are written in the format of goals and domain properties, and they are
representative cases of LTL constraints that LTL solvers should compute satisfia-
bility. Moreover, boundary conditions represent a conflict that results in the loss of
satisfaction of the mentioned goals and domain properties. Boundary conditions
are seeds extensively explored in the search process, while LTL specifications are
bootstraps and guides for the search.

The search process focuses on evolving LTL specification into LTL repairs
that the boundary conditions (divergent cases) do not apply loss of satisfaction.
Moreover, SpecBCFuzz also applies constraints in the search space in terms of the
semantic and syntax distance of the original LTL specification. Finally, SpecBCFuzz
also evaluates continually the satisfiability of the LTL repair produced in the off-
springs. In total, SpecBCFuzz evaluates four fitness functions in the search.

Therefore, SpecBCFuzz implements a multi-objective search algorithm based on
a genetic algorithm. In that sort, SpecBCFuzz implements mutation and crossover
operators to continually introduce syntax variations in the specifications. After
that, the repair candidates are evaluated by the mentioned four fitness functions: (i)
satisfiability of the repair, (ii) score of removed boundary conditions, (iii) semantic
similarity, and (iv) syntax similarity. For the satisfiability of the repair and the score
of removed boundary conditions, LTL solvers are requested, while semantic distance
relies on a model counting heuristic and syntax distance in the Levenshtein distance.
In summary, the LTL solvers should answer for complex and realistic inputs about
the satisfiability of the LTL repair, while the set of boundary conditions are checked
in terms of the permanence of the conflict or not. The boundary condition as a
search objective forces the search to explore a wide spectrum characterized by the
divergences from the UNSAT to SAT answers. In other words, the continuous
verification forces the evaluation of LTL formulas within the boundaries of UNSAT
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Finally, SpecBCFuzz conducts a differential fuzzing, since different LTL solvers
are sequentially called by SpecBCFuzz for all the LTL repair produced in the
off-spring and the boundary conditions verification. The differential fuzzing result
is manually analyzed for divergent outcomes. For instance, a majority of the solvers
answered SAT and a single solver answered UNSAT. The mentioned pattern may
indicate a soundness bug. Additional patterns are also analyzed. Among them,
error messages and timeout patterns are based on the type of algorithm adopted
by a subset of solvers.

6.5 Families of LTL Benchmarks

We choose the Schuppan and Darmawan families of LTL benchmarks [SD11].
The benchmarks extensively evaluate LTL satisfiability in terms of performance.
It also includes previous benchmarks and adds new sets of benchmarks. In what
follows, we describe them and show the range of origins, communities, and specifi-
cations.

The families of LTL benchmarks contain Rozier benchmark [RV10] that was
build to evaluate the LTL satisfiability via a reduction to model checking by large
LTL formulas. The experiment evaluates the performance of LTL translation tools
to automata as well as symbolic and explicit model checking. The main goal is the
challenge with large formulas and state spaces. For that reason, the benchmark
was built on top of the randomly generated, counter and scalable patterns formula.
Random formulas varying the length and number of variables. It also contains a
random probability to select a temporal operator. Counter formulas represent an
n-bit counter when n will vary and stable LTL properties need to hold. Scalable
patterns are defined by conjunction or disjunction of pre-defined LTL properties
such as safety properties.

Anzu benchmark [BGJT07] contains a generalized buffer and an arbiter for
amba. They are representative industrial examples from realistic specifications,
while Acacia benchmark [FJR09] presents cases based on window screens, arbiters,
and traffic light controllers. Forobots benchmark [BDF09] includes specifications
of robotic behaviors and his extension to many robots, food for collection, and
additional constraints.

Moreover, Alaska benchmark [DDMT08] introduces parametric specification of
a lift system with n floors. First, a specification with a linear number of variables
per floor. Second, a specification with several variables that is logarithmic in terms
of number of floors. Moreover, a mutual exclusion protocol that describes liveness
properties is also part of the benchmark. TRP benchmark [HS02] benchmark
includes random formulas from fixed conjunctive normal form.

Furthermore, Schuppan and Darmawan also scaled up the mentioned bench-
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marks [SD11]. They extend sets of assumptions and guarantees with new patterns
of conjunction and variants with liveness properties. In addition, they also create
new benchmarks that contain patterns that explore exponential behavior and
temporal formulation of the pigeonhole principle.

In general, the aforementioned families of benchmarks guide the performance
evaluation for many cases, properties, and space complexity of LTL formulas.
Moreover, the benchmarks are also representative of different communities [SD11],
while the Rozier benchmark was created to evaluate model checking and automata
transformation, for formulas in the Anzu benchmark, it presents industrial and
realistic specifications. The final result is a large data set of LTL formulas that
effectively guides a performance comparison or solver competition.

6.6 Empirical Study

Differential Testing

Bugs Lowest runtime
LTL Portfolios LTL Solvers and bugs

¥ @
y é’% ) \
Performance

Figure 6.1: Exploring correctness and performance for LTL solvers and portfolio

SpecBCFuzz —

Benchmarks —

Our experiment fill the lacks about performance and testing of portfolios
and solvers of LTL. Previous works assessed LTL solvers in terms of time or
score performance [RV10; SD11], while other studies assess them in terms of
correctness [CDCT24]. The same status occurs when we consider LTL portfolios.
That is, the work evaluates isolated performance [LPZ'13|, while correctness is
a common gap. Moreover, the association of performance and correctness is a
common gap for both cases.

Therefore, we propose new empirical studies when single LTL solver and LTL
portfolios are evaluated and compared in terms of correctness and performance at
the same time. Figure 6.1 represents it. Moreover, the empirical results point to a
new reliable portfolio, since it reduces the presence of bugs, and it also presents
the lowest runtime when compared to a single LTL solver.

Thus, we analyze and empirically evaluate pure and reliable portfolio in terms
of soundness and performance:

« RQ1: What is the occurrence of bugs in a pure portfolio of LTL solvers?

« RQ2: What is the occurrence of bugs in a reliable portfolio of LTL solvers?

« RQ3: How effective is the performance of the reliable portfolio?
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Regarding RQ1, we run SpecBCFuzz against a pure portfolio of LTL solvers.
After that, we manually evaluate the outcomes of differential fuzzing against a
single solver NuSMV (BDD version). Based on the inconsistency patterns. For
instance, conflict answers (SAT and UNSAT), error message, and even particular
timeouts. The result is a set of reproducible bugs and their types. We also compare
them to a previous works.

To answer RQ2, we run SpecBCFuzz against a reliable portfolio. That means
a set of LTL solvers running in parallel and only answers when at least two LTL
solvers confirm the same answer. Based on the patterns of the differential fuzzing
against a single LTL solver, we try to identify and categorize the presence of bugs.
The research questions aims to evaluate in what level of confirmation the differential
fuzzing is not more able to identify bugs.

RQ3 evaluates the performance of reliable portfolio. For that reason, we run
reliable portfolio with two confirmation answers against a single LTL solver, and
based on a quantitative comparison we evaluate the performance is terms of SAT
and UNSAT answers and also the presence of timeouts in the benchmark execution.

In what follows, we introduce the LTL solvers, fuzzing, benchmark, and experi-
mental settings.

6.6.1 Experimental Instruments

We selected four LTL solvers and six configurations for the least releases. The
selected solvers are state-of-the-art for LTL satisfiability in different terms such
as performance, model checking tools, expressiveness, and extensibility [CDC*24;
SD11]. The criteria also maintains diversity principle such as three different
algorithms are presents in the solvers. Moreover, different implementations and
design decision are also present per each configuration. In what follows, we describe
the solvers, algorithms, data representation, and configurations.

Aalta works on the fly and builds a satisfying LTL formula without constructing
a full state representation. Aalta version 2 [LZP*15] implements a depth-first
search (DFS) responsible to build a temporal transition system and search for a
satisfiable trace. Specifically, the DFS creates an initial state and its successors
using SAT techniques. The original formula is converted to an equivalent next
normal form, and the conversion puts subformulas in terms of the operators Until
and Release in the scope of the operator Next. In this way, the recursive functions
are created and form the current state (propositional formula) and their successors
(subformulas composed by the operator next) as mentioned.

BLACK [GGM21; GGM™*21b| implements a one-pass tree-shaped tableau
developed by Reynolds [Reyl16a] for satisfying LTL formulas. Essentially, BLACK
generates a tableau based on an LTL formula provided in the input. After that,
BLACK converts the tableau for a depth k in a propositional formula based on
the pruning rule. Interactively, the value of k increases until the search finds an
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accepted branch in the tableau or a witness of unsatisfiability is detected. The
authors claim the completeness of the algorithm [GGM*21b] since it follows the
pruning rule of Reynolds’tableau [GGM™21b; Reyl6al. In our experiment, the
propositional formulas are evaluated by Z3 [dMBO0S].

PLTL widely integrates different algorithms. PLTL released an implementation
of Wolper’s method [Wol85], the tableau method as well. The algorithm starts
by building a cyclic graph. After that, the algorithm conducts multiple passes,
while pruning inconsistent nodes and nodes that contain unfulfilled eventualities.
Furthermore, PLTL also contains a BDD-based version. The algorithm builds
subsets of the Fischer-Ladner closure [FL79] of an input formula. The algorithm then
uses the greatest fixpoint approach [Mar05] to progressively delete the mentioned
sets by the SAT semantic. In the empirical evaluation, we consider the multi passes
and BDD version.

NuSMYV implements BDD-based model checking and also explores SAT-based
model checking [CGP*02b]. NUSMV version 1 was implemented upon the BDD
structure. The BDD compresses formulas and subformulas obtained by the input
LTL formula to deal with the state-space explosion. The BDD structure generates
an implicit tableau and turns available traditional logic operators (e.g., conjunction
and disjunction), where the implicit tableau enables support for the solving. NuSMV
version 2 constructs an internal representation of the model based on a simplified
version of the Reduced Boolean Circuit (RBC) [CCGT02]. The main notion of the
bounded model checking and the RBC representation is to consider counterexamples
of a particular length k and a finite prefix of a path. After that, the algorithm
converts to a propositional formula, which is satisfiable iff such a counterexample
exists. This constraint allows the algorithm to identify a counterexample without
passing the entire search space. To improve the performance, the algorithm often
includes splitting heuristics to quickly identify the counterexample [BCCT99a].
In the experiment, we run both version. Previous empirical investigations have
been unable to identify any bugs in the NuSMV (bdd version) [CDC*24; SD11].
Consequently, we have elected to adopt NuSMV (bdd version) as the single robust
LTL solver in the empirical evaluation.

6.6.2 Experimental Settings

Fuzzing depends on many parameters. In that way, we follow Carvalho et
al. [CDC*24] parameters. Regarding the seeds, we maintain 25 formal requirements
specifications extracted from the literature and different benchmarks [CDC*24;
DCA*18; DMR"18; DRAT16; LWS*™21; vLDLI8b|. Moreover, the boundary
conditions of each specification is also a seed. The boundary conditions were
identified automatically in pre-processing. For the search step, the population size
of 100 individuals was defined and the fitness evaluation was limited to a number of
1000 individuals. The probability of crossover application was 0.1, while mutation

120



10

15

20

25

30

35

operators were always applied. Moreover, the timeout of the model counting as 30
seconds.

Benchmarks build by Schuppan and Darmawan [SD11] contain statics LTL
formulas in SMV format. We convert them to a generic LTL format supported by
OwL library [KMS18] to parse and manipulate the LTL specifications insofar as
each LTL solver presents its input constraints.

Experimental execution run SpecBCFuzz and Schuppan’s benchmark on a
Xeon E5 2.4GHz and 64GB of memory. The operating system is Redhat Linux,
version 8.10. Moreover, we also set two days as a time threshold per the entire
execution of each job. In total, we launched 25 execution. In the case of SpecBCFuzz,
we provide a different specification and its associated boundary conditions set per
each job. Furthermore, we conducted the experiment process 10 times to reduce
random elections of the search algorithm. Moreover, LTL solvers were configured
with a timeout of 300 seconds. In the case of Schuppan’s benchmark, we launched a
execution per each sub-families. In total 333 executions. Regarding the execution,
we run once the mentioned benchmarks since randomness behavior is not a potential
bias. The timeout for each formula and each LTL solver or portfolio is 60 seconds.

Statistics For evaluation, our experiments are based on non-parametric tests
and ratio comparison. We perform a performance evaluation in two parts. First,
we compare the runtime performance. In that manner, we performed statistical
analysis, that is, the Wilcoxon signed rank test [Wild5] to compare the single robust
LTL solver and the reliable portfolio strategy. Moreover, we also compute the odds
ratio to evaluate the proportion of timeouts [RLS04].

6.7 Results

6.7.1 Pure Portfolio

We build a pure portfolio with six LTL solvers. They are Aalta (version 2), Black
(Z3 SAT solver), NuSMV BMC and BDD, PLTL tableau (multi-pass algorithm)
and BDD. They run in parallel at the same time and compete for the fastest
answer. Thus, as soon as the first answer is found, the pure portfolio answer SAT
or UNSAT.

In order to test the pure portfolio, we run the fuzzing SpecBCFuzz. As men-
tioned, SpecBCFuzz is a differential fuzzing. Thus, we also execute NuSMV (BDD
version) as a baseline since previous studies report it as potentially absent of
bugs [CDC*24]. Table 6.2 presents the bugs found. All the bugs for the pure
portfolio found by SpecBCFuzz are soundness bug. That is, the solver answer SAT
when the correct answer would be UNSAT and the opposite. In total, there are
three bugs.

Overall, pure portfolio combines soundness bugs from each solver. The bugs
come from Aalta, and PLTL, while Black and NuSMV does not contain bugs for
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Table 6.1: Bugs found in the Pure Portfolio

Bug Type Bug Description

Wrong answer Operator G and the negation of its operand
always answer SAT

Wrong answer and Flaky | Presents a wrong answers time to time

Wrong answer Answer differ from the baseline for long
associations of G, X, F, and U operators

the mentioned portfolio. The reason for Black and NuSMV does not present bugs
in the pure portfolios is associated to a potential absence of wrong answers bugs.

Hang loop, crashes, and exception throws are not common for pure portfolio.
The reason is the fast answer of the first solver avoid longs execution. Consequently,
the performance bugs mentioned are unlikely to happen.

6.7.2 Reliable Portfolio

We build a reliable portfolio with the same six LTL solvers. The LTL solvers
run in parallel as a pure portfolio. However, the answer is not defined by the fastest
solver. In fact, the answer is defined by the agreement of the first pair of LTL
solvers once the agreements is SAT or UNSAT.

We conduct a differential fuzzing with SpecBCFuzz, then we run reliable
portfolio and NuSMV (bdd version) as a baseline comparison since previous studies
were not able to present bugs in this particular solver version. We run SpecBCFuzz
and the empirical result does not present bugs. The simple addition of double
confirmation of answers was enough to mitigate the previously mentioned bugs in
the pure portfolio as well keep the performance and crash bugs absents, even that
they are present in part of the solvers that form the reliable portfolio.

Furthermore, we also compute the presence of performance warnings, in which
associates timeout warning in a set of one or more solvers. In total, the empirical
evaluation does not reveals performance warning. That is, the addition of double
answer confirmation does not introduce any timeout for the reliable portfolio and
the default timeout parameter of 300 seconds.

6.7.3 Runtime Performance

To answer RQ3, we conduct two hypothesis tests. The first test compares the
satisfiable and unsatisfiable answers for the reliable portfolio and NuSMV (bdd
version), while the second test compares the timeouts per each mentioned side.

In the first test, the null hypothesis states that the reliable portfolio answers are
equal to NuSMV. The alternative hypothesis states that reliable portfolios runtime
average is lower than the NuSMV. We assess both sides in terms of the families of
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benchmarks [SD11] and their runtime performance.

Figure 6.2 presents the result. Both median are flattened in less than 1 second.
The plot suggests that both solvers are able to efficiently answer many LTL formulas
in less than a few seconds. Moreover, the plot shows a large spread in NuSMV
from 1 to 60 seconds. In the case of reliable portfolio, it is concentrated from 1 to
10 seconds, while a few formulas are answered from 10 to 35 seconds.

60
50
40
30
20

10

Correct Portfolio NusMv

Figure 6.2: Box plot of runtime (seconds) for satisfiable and unsatisfiable answers
for Reliable portfolio and NuSMV (bdd version).

In order to assess the null hypothesis, we run Wilconxon non-parametric test.
p—value is lower than 0.01. Thus, we reject the null hypothesis and conclude
that reliable portfolio presents lowest runtime average than an NuSMV. In fact,
the result points out that include a answer confirmation can reduces the runtime
performance. However, the average runtime continues lowest than run a single
robust LTL solvers, while robustness and correctness non-functional requirements
are preserved as shown in RQ2.

Furthermore, we also assess the timeout. Table 6.2 presents the timeout cases
for reliable portfolio and NuSMV. In the second statistic test, the null hypothesis
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Table 6.2: Timeout for reliable portfolio and NuSMV (bdd version)

Answers | Timeout
Reliable portfolio 6819 361
NuSMYV (bdd version) | 5920 1260

states that there is no change in reliable portfolio and NuSMV timeouts. For the
alternative hypothesis, the reliable portfolios timeout are lowers than the NuSMV.

We compute odds ratio to compare the different ratio of timeouts. The statistical
test presents a odds ratio of 0.25. The confidence intervals is from 0.21 to 0.29 for
a = 0.01. Thus, we reject the null hypothesis since the confidence interval is lower
than one.

Therefore, we conclude that introduce confirmation answer in a pure portfolio
does not reduce it to the runtime performance of a single robust LTL solver.
Contrary to that, the reliable portfolio answers fast than a single robust LTL solver
and produce less timeouts.

6.8 Threats to Validity

The following section addresses threats to the validity of the empirical study.
One potential threat to the veracity of our study is the use of third-party tools.
However, SpecBCFuzz is designed to rely on reliable frameworks and libraries.
With regard to optimization procedures, SpecBCFuzz incorporates the standard
JMetal framework [NDV15] and runs NSGA-III [DJ14]. Schuppan’s benchmark is
a static families of benchmarks and does not depend on third-party tools. For our
study, the LTL formulas are handled by the OwL library [KMS18].

The presence of bugs in these components may affect the empirical results.
For example, they could lead to the generation of false positive evidence for a
potential bug. To address these potential threats to validity, we conducted a manual
double-check of the differential results. In addition, all libraries and frameworks
have been extensively used in various research studies, and the results remain
consistent.

We remove the generalized buffer and the scaled-up formulas from the anzu
benchmark since the LTL formulas are not well-structured in a format that the
OwL library could read. In general, the families of benchmarks is a large dataset
of LTL formulas and the exclusion should not cause any niggles.

The external validity of the experiment is diminished due to the utilization
of multiple solvers, data structures, and LTL satisfiability algorithms. In addi-
tion, inputs or seeds were extracted from a diverse range of specifications and
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sources [CDC*24], while the boundary condition was extracted from multiple
executions. To mitigate the reproducibility of the experiment, the tools were run
multiple times, since they contain random components.

6.9 Conclusion

LTL solvers compete for runtime performance and applications. Thus, it is
uncommon to find the best solver for LTL satisfiability. Portfolio proposes to
combine LTL and run them in parallel. The resulting portfolio has runtime
performance that is lower than that of a single LTL solver. However, previous
work presents bugs in LTL solver for many different types of algorithms and
heuristics [SD11; CDC™*24]. Therefore, the combination of LTL solvers can also
combine and preserve bugs in the first answer strategy. In fact, our experiment
shows the presence of previously known bugs in single LTL solvers and also in the
pure portfolio. Thus, we propose a new design decision for the LTL portfolio, called
the reliable portfolio.

The reliable portfolio is based on common strategies and new strategies to
reduce the presence of bugs in the resulting portfolio. Among them, the diversity
principle states algorithm diversification that employs different algorithms, data
structures, searches, or implementations. It aims to reach different behaviors. Thus,
each portfolio member takes advantage of the best time performance for a particular
subset of a given problem. Moreover, we modify portfolio decisions to introduce a
confirmation answer. That is, the portfolio does not answer for the fastest answer.
However, it answers for the first confirmation answer under a given confirmation
level. That is, the portfolio replicates the answer when at least two solvers accept
an agreement for a given input.

Therefore, we conduct a two folds study to empirically evaluate reliable portfolio.
First, we evaluate the correctness in terms of a differential fuzzing approach called
SpecBCFuzz. Second, we evaluate the performance degradation caused by the
confirmation answer in terms of families of benchmarks.

SpecBCFuzz is a search-based fuzzing. Thus, SpecBCFuzz evolves LTL formulas
in a search, while their offspring are evaluated by fitness functions. SpecBCFuzz
receives as input a set of seeds built by formal requirement written in LTL and
a set of divergence cases for the mentioned formal requirement, named boundary
conditions. In summary, SpecBCFuzz produces complex inputs for the LTL solvers.
The differential fuzzing result does not present new bugs for a reliable portfolio
that answer for two confirmation answer. Moreover, the reliable portfolio is absent
from the timeout answer during the SpecBCFuzz evaluation.

We evaluated the reliable portfolio and a single robust LTL solver in terms of
the benchmark families [SD11], their runtime performance, and the occurrence of
the timeout. Our empirical evaluation presents that the reliable portfolio runtime
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average is lower than the a single robust LTL solver represented by NuSMV
(bdd version). In addition, we also evaluate the timeout. The reliable portfolios
timeout are lower than the single robust LTL solver. Therefore, we conclude that
the confirmation answer in a pure portfolio does not reduce it to the runtime
performance of a single robust LTL solver. In contrast, the reliable portfolio
responds faster than a single robust LTL solver and produces fewer timeouts.
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Conclusion

This chapter presents the overall conclusion of the dissertation and proposes
potential research directions.
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The main objective of this dissertation was to enhance the formal specifications
written in linear temporal logic (LTL). In addition, we also enhance their satisfi-
ability tools (LTL solvers). Conflicts or divergences in formal specification may
be caused by different sources. Among them, stakeholders or even engineers may
propose conflict goals for the same software-to-be. It usually happens to a myopic
vision or a selfish perspective that does not allow one to compare the current
goal with the entire software-to-be specification. In that manner, we proposed an
automated tool to repair the specification and significantly reduce the presence of
conflicts characterized by boundary conditions. Moreover, we extend our empirical
experiment to evaluate LTL solvers. We interpret and adjust our search-based
software engineering to the fuzzing context. From then on, we are able to effectively
identify bugs in LTL solvers and outperform the state-of-the-art. In what follows,
we discuss the summary of contributions about the aforementioned contributions
and consider future direction.

7.1 Summary of Contributions

Goal-conflict resolution is a key step in goal-oriented requirements
engineering (GORE). GORE methodologies use a logical formalism to specify
the software-to-be behavior. In Chapter 3, we introduce ACoRe, the inaugural
automated methodology for goal-conflict resolution. In general, ACoRe implements
a search-based approach to software engineering, whereby it considers a set of
previously identified conflicts expressed in LTL and computes a set of repairs that
effectively remove such conflicts. Among the aforementioned objectives, ACoRe has
been designed with the objective of reducing the syntactic distance and increasing
the semantic similarity between the original specification and the proposed repairs.
ACoRe was evaluated in accordance with realistic specifications. The results
demonstrated that the genetic algorithms tend to generate a greater number of non-
dominated repairs. The evaluation demonstrated that genetic algorithms typically
yield a greater number of non-dominated repairs. Furthermore, ACoRe produces a
sufficient quantity of repairs per specification, thereby facilitating the engineer’s
ability to analyze and select the optimal repair. Furthermore, it is evident that
the genetic algorithms demonstrate superior performance, as evidenced by several
evaluation metrics, including the number of repairs, the number of repairs that do
not introduce new conflicts, the number of repairs that resemble manually written
fixes, and standard quality indicators for multi-objective algorithms.

LTL Specification Mining. There are numerous applications of LTL in
formal methods. In order to facilitate the specification of a target system, a recent
research field concerning L'TL is the mining of specifications from common software
representation. The mining problem has been partially addressed by various
approaches, including pattern matching and constraint solver techniques. The LTL
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mining problems are related to the mining of LTL formulas from provided artifacts.
Common software representations are finite traces and templates that represent a
target system. The results of the experiment indicate a lack of alignment between
the LTL properties mined and a comparable original set of LTL specifications
extracted from the literature. Furthermore, we evaluate the effectiveness and
capabilities of LTL mining tools, which cover an original set of specification
properties written in LTL. We evaluate the precision of the mined properties in
relation to the covered original properties. The results indicate that the mined
properties are capable of covering the original properties in a few cases. In summary,
the precision of the LTL mining tools is very low, making the active process time
consuming and error prone.

Finding bugs in LTL solvers. LTL solvers are constructed using a multitude
of sophisticated satisfiability algorithms. For this reason, we develop SpecBCFuzz
as a search-based fuzzing approach that has demonstrated efficacy in identifying
pertinent failure-inducing inputs. This is accomplished through the optimization
and search of SpecBCFuzz using boundary conditions, syntactic and semantic
similarity, and general satisfiability of the modified LTL specifications, as presented
in Chapter 4. Furthermore, a comparative analysis was conducted to evaluate the
empirical results generated by SpecBCFuzz. The objective of this analysis was
to determine whether the fuzzing approach itself is capable of producing similar
outcomes when the fitness functions and seeds are disabled. Subsets of fuzzing
strategies were used to assess the bias present in the final result of the tool. This
was achieved through the implementation of an unguided search conducted in the
presence of realistic specifications. Furthermore, the semantic and syntax fitness
functions were deactivated to evaluate the influence of boundary condition fitness
in the context of previously evaluated seeds. Empirical findings indicate that
reducing the fitness function also decreases the capacity of SpecBCFuzz. Overall,
the empirical evaluation identified 16 bugs in the LTL solvers under analysis.
In addition, warning patterns were identified, which are particularly useful for
performance testing purposes, as they demonstrate performance issues in a specific
LTL solver, version, or even an implemented algorithm.

Reliable LTL portfolio. The combination of LTL solvers can result in the
coexistence and perpetuation of bugs inherent to the first answer strategy. Our
experimental findings suggest the presence of previously identified bugs in individual
LTL solvers and within the pure portfolio, as detailed in Chapter 5. In light of these
considerations, we propose a novel design decision for the LTL portfolio, which we
coin the term reliable portfolio. The reliable portfolio is based on a combination of
established and novel strategies designed to minimize the prevalence of bugs in the
resulting portfolio. Among these strategies is the diversity principle, which involves
the diversification of algorithms through the employment of different algorithms,
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data structures, searches, or implementations. It achieves a variety of results.
Consequently, each portfolio member capitalizes on the optimal time performance
for a specific subset of a given problem. In addition, modifications are made to
the portfolio decisions to incorporate a confirmation answer. In other words, the
portfolio does not respond to the fastest answer. Nevertheless, it responds to the
initial confirmation query at a specified confirmation level. In other words, the
portfolio replicates the answer when at least two solvers agree on a given input. Our
empirical evaluation demonstrates that the reliable portfolio runtime average is less
than that of a single robust LTL solver. It can be concluded that the confirmation
answer in a pure portfolio does not reduce it to the runtime performance of a
single robust LTL solver. In contrast, the reliable portfolio responds more rapidly
than a single robust LTL solver and produces a smaller number of timeouts. The
differential fuzzing result does not present new bugs for a reliable portfolio that
answers with two confirmation answers. Furthermore, the reliable portfolio is
absent from the timeout answer during the SpecBCFuzz evaluation.

7.2 Perspectives

Propositional satisfiability (SAT) and quantified boolean formulas
(QBF) solvers. SpecBCFuzz is coupled to the LTL grammar and the definition
of boundary conditions that are also under the LTL abstraction since the goals are
written in LTL for the GORE methodology. Our intention in the future is to build
an extensive tool. In other words, a differential search-based fuzzing that adopts
reliable criteria such as syntax and semantic similarity to constrain the search space
and maintains the original seeds realistic and complex to indicate failure-inducing
inputs. Thus, future differential search-based fuzzing includes additional grammar,
such as propositional logic and quantified boolean formulas. Moreover, the relevant
concept of boundary condition should also be extended to the aforementioned logic.
The final result is a new fuzzing with the capability to test additional solvers, such
as the SAT and QBF solvers. Furthermore, the reliable portfolio experiment may
be extended to SAT and QBF portfolios.

Binary Decision Diagram (BDD). Many data structures and search algo-
rithms can be useful in the implementation of LTL, SAT, or QBF solvers. Among
them, BDD represents one of the most solid data structures for this task. In our
previous experiment (Chapters 4 and 5), the most robust LTL solver was imple-
mented by converting the LTL formulas into the SAT formula and representing
them in BDD. However, many implementation details exist, such as the fact that
many tools to deal with BDD are available in the literature. They may include
different interfaces and operators for BDD. Therefore, we intend to develop a new
fuzzing approach to systematically test BDDs. In that manner, we intend to build
a new fuzzing approach that deals with the SAT grammar complexity and the
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