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Abstract

Sharing genomic data can be useful for personalized medicine, advancing re-
search, or uncovering genetic ancestry. However, there are also unintended and
unexplored risks because genomic data can implicate identifiable collectives from
genetic relatives (in the past and future) to genetic minorities (those sharing a rare
disease or trait). Individual rights to consent are insufficient, and a collective consent
process to inform groups and individuals and safeguard their rights should be put
into place. While collective consent has been mandated for Indigenous groups, the
same process is not offered for other collectives. To study how to build a collective
consent process, I used methods from computer science (requirements engineering),
privacy (contextual integrity), HCI (user studies), and governance (European Union
(EU) regulations and bioethics) to center both end-users and business users in a com-
pliant, ethical collective consent framework. I analyzed the EU legal and ethical reg-
ulations and guidelines to characterize gray areas and conflicts regarding consent.
Then, I assessed public privacy and consent policies of leading direct-to-consumer
genetic testing companies – combining well-established contextual integrity anal-
yses with analysis of user-relevant governance terms and risk and benefit informa-
tion. This analysis revealed that a majority of information about genetic data sharing
was vague, confusing, and not framed in a useful way to the user, with no collective
risks and benefits explained, which does not align with the EU General Data Pro-
tection Regulation (GDPR). Subsequently, I tested the adaptability of contextual in-
tegrity methodologies in eliciting and validating policies for businesses to improve
their documentation through mixed-method interviews. Employees revealed that
the method would be useful for more specific, structured, and complete informa-
tion flows for future audits and documentation, as well as helping employees write
documentation and analyze the quality, which overall can increase communication
between teams. In parallel, I also tested using Business Process Model and No-
tation (BPMN) modeling for consent processes, developing requirements, creating
artefacts, and piloting a validation study with employee interviews. Participants
reported that it offered a useful visual overview and helped to identify conflicts
and analyze compliance processes. I then surveyed and asked potential end-users
to rank the most useful and engaging features of different mediums (video, info-
graphic, comic, plain text, newsletter) to better understand their needs, goals, and
desires for consent management and their ranking of attention-grabbing elements.
Users revealed that they wanted quick, relevant, and understandable information to
make a consent decision, which they preferred to be stored digitally on a centralized
app or platform. Supporting the prioritization of information, elements like struc-
ture, step-by-step design, and readability were the most highly ranked individually,
and present in the winning infographic medium. My work offers a framework to
build collective consent through increased transparency, user-centered consent man-
agement, and methods with real-world business applicability. Given the many un-
explored challenges regarding collective consent for a general population, the spe-
cific gaps, methods, and user perceptions I have characterized could significantly
advance our understanding of how to build collective consent to address existing
needs.
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1.1 Background

Does consent work in the modern world? How can we imagine a useful consent for
data sharing?

Especially in the case of sensitive health data used for biomedical research, clin-
ical research, or to provide services, how can we ensure people are informed and in
control over their own information? Consent is one of the key methods for people
to be informed of where their data is going, how it is being used, how they may
be affected, and what their rights are. This is especially complex for the case of ge-
netic data, which connects an individual to genetic relatives or genetic minorities
(e.g, people with specific mutations in their genes). Collective data may have far
reaching benefits (e.g., better health for family members) and consequences (e.g.,
unintended consequences for future generations), but the current system of consent
ignores collectives – mainly targeting individuals at the time of data collection.

Collective consent is an already existing model of consent (which will be dis-
cussed in more detail in Section 1.1.1.3) that incorporates decision making for up-
holding collective wellbeing and interests by consulting group governance struc-
tures, such as tribal leaders [103]. However, while collective consent has been es-
tablished in relation to indigenous rights, others are not afforded the same commu-
nity considerations, although the benefits and harms may affect the whole collective.
How can similar principles of formalized informed collective consent apply to other
groups, such as families or genetic minorities when sharing DNA data?

This thesis aims to combine and create a framework for collective consent using
methods from computer science (requirements engineering), privacy (contextual in-
tegrity), Human-Computer Interaction (HCI) (user studies), and governance (Euro-
pean Union (EU) regulations, bioethics) to characterize the gaps in digital collective
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consent and develop and test tools to enhance the transparency of consent processes
and informational transparency.

The reality is also that large and small organizations that implement consent hold
most of the power over end-users, defining the scope of what end-users can do.
Thus, this work targets two audiences: end-users and users in Small Medium Enter-
prises (SMEs). End-users are the typical target of user studies as the final recipients
of the product, whose needs and desires are often neglected in the design process.
Also important are the employees at a Small Medium Enterprise (SME) who also
need the ability to understand their responsibilities and translate user research into
business processes to improve their product. Especially for a complex case such as
consent for health data in the EU with different privacy, regulatory, and ethical con-
cerns, it can be difficult to align goals within employees. As one SME can provide
consent services to many customers, even the use-case explored in this thesis can
begin to illustrate the mutually supportive and synergistic cycle of this framework.

I explore genetic data sharing as a use-case because it offers a concrete example of
sensitive collective data. It is one of the examples of sensitive data in the EU under
the General Data Protection Regulation (GDPR), and can offer concrete examples
of unique collective data that can also be applied to other types of health data or
collective information, such as social media data. In the course of this research, I also
investigated health data in general (e.g., for legal consent gaps) and similar types
of health data due to use-case constraints (e.g., video data for a collective industry
partner use case). As a subset of health data, the overall findings can still apply
to genetic data, and hopefully could be applied to more types of shared data. As
such, I introduce consent from both a bioethical and privacy perspective to better
understand the field, which will be further elaborated in subsequent chapters.

1.1.1 Consent

1.1.1.1 Ethical Consent

While many may think of digital cookie consents due to their ubiquity on websites,
the concept of consent was formally mandated as a bioethical tool as a reaction to
medical human rights violations reported in World War II [348] and later from the
US Tuskeegee Syphilis trials [63]. These led to ethical guidelines for human sub-
ject research established in the Declaration of Helsinki [15] in 1964 and the Belmont
Report in 1979 [254], respectively. The Declaration of Helsinki offers descriptive
guidelines for what constitutes informed consent to ensure that it respects individ-
uals in cases of medical research involving human subjects. Overall, the document
follows principles such as doing no harm, respect for autonomy, and centering the
patient’s best interests. The Helsinki Report is followed by the Declaration of Taipei
in 2002 [16], which offers additional guidelines for research on health databases,
big data, and biobanks. These declarations focus on the biomedical context, not on
specific types of health data. In the case of genetic data, it is a type of data often
stored in biobanks, used for big data analyses and, thus, stored in databases, and the
Declaration of Taipei may also apply if used for medical research purposes. The Bel-
mont Report [254] builds on principles of autonomy of the individual, beneficence
to oblige institutions to maximize benefits and do no harm, and justice for relative
benefits and risk to individuals and institutions. It also stipulates conditions for in-
formed consent but is more general as it applies to all research involving human
subjects.
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This bioethical justification for consent does not include non-Western cultural
beliefs or critiques about the concept of individual autonomy. First, principles of
Western bioethics have often been exported to different cultural contexts without
accounting for the differences, leading to complications in the ethical reasoning and
misalignment between ethical issues in practice and in theory [75, 86]. For example,
principalism and autonomy may value individual autonomy in Western bioethics,
while more collectivist cultures may have a more “familial and communal idea of auton-
omy” [75] that takes into consideration the greater good or relational impacts. This
can make it unsuitable to apply Western bioethics in such cultures. In addition, in
many countries, doctors have a greater power over patients and individual auton-
omy is minimized. These cultures may also have long histories of medicine that
do not follow the Hippocratic oath. In non-Western cultures, it is often accepted
to, “prioritize the consent of community leaders or the head of family – usually men – over
the voluntary and free consent of the individual.” [86]. Ekmekci et al. explain, “Self-
construal in Asian and Ubuntu cultures is the key to understanding their decision making
perspective. Asian and Ubuntu ethics encourage interdependent self-construal, while liberal
ethics are built upon independent self-construal.” To navigate these cultural differences,
guidelines for community engagement and cultural sensitivity have been drafted,
for example, the Human Heredity and Health in Africa (H3Africa) policy frame-
work [351] or documents for indigenous rights that will be discussed later in Section
1.1.1.1. This way, ethical imperialism, in which one set of ethical norms are forcefully
imposed despite being ill-fitting, can be avoided [188].

Many other concepts of autonomy exist, such as relational autonomy, which con-
siders that individual autonomy is impacted or entwined by relational surround-
ings [313, 84] while still centering the most impacted individual. Stoljar write that,
“Taking relational autonomy seriously suggests that in addition to securing informed con-
sent, health care providers have an important role to play in promoting patient autonomy.
Providers must be alert to the social conditions that affect patients’ capacities for autonomous
reasoning” [313]. In that example, the doctor would be aware of the cultural or famil-
ial norms that impact their decision making and help counsel them. These notions
do not suggest removing individual informed consent, but augmenting best prac-
tices to include relational considerations from healthcare, institutions, and more.
Health data and genetic data specifically are clear examples of relational data, as
they may pose shared risks and benefits for related individuals or those with rare
genetic diseases.

Collective Rights While the Belmont Report and Declaration of Taipei are grounded
in individual autonomy, some mention of groups or collectives can be found. For ex-
ample, in the Declaration of Helsinki familial or relational considerations are given,
“Although it may be appropriate to consult family members or community leaders, no in-
dividual capable of giving informed consent may be enrolled in a research study unless he
or she freely agrees” [15]1. However, this is still framed in the context of individual
rights superseding all others. This raises questions about the usefulness and appro-
priateness of such strict individualism, especially in the case of genetic data where
risks and benefits may impact genetic relatives.

Multiple documents that have come after the Declaration of Helsinki specify col-
lective rights for indigenous groups, such as the United Nations (UN) Declaration
on the Rights of Indigenous Peoples (DRIP) in 2007 which states in Article 1 that,

1Section B22 DECLARATION OF HELSINKI Ethical Principles for Medical Research Involving Hu-
man Subjects (2002)
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“Indigenous peoples have the right to the full enjoyment, as a collective or as individuals,
of all human rights and fundamental freedoms as recognized in the Charter of the United
Nations, the Universal Declaration of Human Rights and International human rights law.”
In Australia, they followed the UNDRIP to create national standards with the Aus-
tralian Institute of Aboriginal and Torres Strait Islander Studies Code of Ethics for
Aboriginal and Torres Strait Islander Research [4] which specifies collective rights
and collective and individual consent. The Taiwanese Indigenous Peoples Basic Law
mandates that researchers must obtain the consent of the individual and collective
consent of the indigenous community for any work involving them [141]. This con-
trasts with the EU, which endorsed the United Nations Declaration on the Rights of
Indigenous Peoples in that year (2007), but has no EU wide guidance. Previously,
the European Commission released a working document in 1998 [333], but it only
discusses supporting indigenous peoples for sustainable development and reducing
poverty. In the Americas, 35 member countries, including the United States, have
signed the American Declaration on the Rights of Indigenous Peoples [11]. In it, Ar-
ticle 6 describes collective rights. However, they do not specifically state that there is
a right to collective consent as in other countries. Article 13 states that redress must
be given if action is taken, “without their free, prior, and informed consent or in violation
of their laws, traditions, and customs,” which may fall under collective governance and
decision making. Relying on redress can fail to properly protect consent and can
be seen in practice, as indigenous rights regarding consent were violated in Canada
and Guatemala [355] and the US [68]. This brings to mind an infamous lawsuit in
the US wherein researchers failed to obtain informed consent from the Havasupai for
sensitive research including mental health and population studies (given the small
size of the population, not only can it be highly revealing, but it is also taboo in the
Havasupai Indigenous culture) [68]. While there was no legal precedent set since
the Havasupai tribe won in a settlement, the judgment changed how “informed”
the people involved needed to be, and the types of research purposes that should be
pursued. The researchers obtained broad consent for a diabetes study in 1989 and
then used it to study schizophrenia, migration, and inbreeding. A member of the
tribe discovered this in 2003 and subsequently filed a lawsuit with her tribe. Broad
consent requires that a participant give consent to certain stated uses and any fu-
ture uses that are unknown at the time. In this case, the secondary purposes were
unjust and harmful according to the vulnerable indigenous tribe. Subsequently, this
has led to more awareness about indigenous collaboration and inadequate consent
[105]. While some international or national collective rights may be outlined, how
they are respected is still contested.

1.1.1.2 Legal Consent for Data Sharing and Processing

Shifting from bioethical consent for biomedical or health purposes, consent is also a
requirement for lawful data sharing and processing in many jurisdictions, including
the EU. Similar to the free, prior, and informed consent in international declarations,
one of the currently active, core EU regulations regarding Informed Consent (IC)
is the GDPR. The GDPR applies to any situations when processing or sharing per-
sonal data, which is defined as any information that related to an individual who
can be identified (directly or indirectly). Consent is one of the legal grounds for
processing personal data. This regulation governs any personal data, which can be
used to identify a natural person (a “data subject”) directly or indirectly. The data
controller (the party in charge of the data that determines the purposes and pro-
cessing) must collect consent that is: “a clear, affirmative action” and “freely given,
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specific, informed and unambiguous” (Art. 4(11)); easily withdrawn (Art. 7(3)); pre-
sented in an intelligible and easily accessible form using clear and plain language
(Art. 7(2)); explicitly given for biomedical and genome data categorized as sensitive
data (Art. 9); transparent in terms of completeness, comprehensibility, and accessi-
bility of the information disclosures (Art. 12, 13 and 14 GDPR); and compliant with
the principles of data protection by design and by default (Art. 25 GDPR) [336]. The
processing of sensitive data has stricter requirements (Art. 9), one of which is con-
sent. On the other hand, there are other legal bases for sensitive and non-sensitive
data, such as if the processing is part of a contract with the data subject or legitimate
interest (which may include marketing, Information Technology (IT) security, etc.).
The data processor is the legal term for the entity that is analyzing or processing
data, but is not responsible for collecting legal consent. There may be multiple data
controllers, depending on how the responsibility for overseeing data processing and
overall goals are set out.

IC is also closely tied to GDPR transparency requirements. In addition to the
main body of the GDPR, GDPR recitals offer more clarity on how different articles
should be interpreted. Recital 39 of the GDPR clarifies the principles of data pro-
cessing and the goals of transparency: “It should be transparent to natural persons that
personal data concerning them are collected, used, consulted or otherwise processed and to
what extent the personal data are or will be processed ... any information and communica-
tion relating to the processing of those personal data be easily accessible and easy to under-
stand, and that clear and plain language be used” [336]. This aligns with the concept of
information transparency, which is defined by how complete the information pro-
vided by firms is regarding their business activities [342]. In addition to the text
of the GDPR, the European Data Protection Board (EDPB) also endorses the Article
29 Working Party Guidelines on Transparency [243] and Consent [245], which aims
to guide the interpretation of the GDPR in more detail. They offer specific guide-
lines for implementation, such as that consent cannot be hidden in long policies,
and that the data controller must ensure that consent should data subjects to easily
identify who the controller is and to understand what they are agreeing to. To do
that, the controller “must clearly describe the purpose for data processing for which consent
is requested.2” To accomplish this, they also suggest using layered information tech-
niques to display high level and granular information [245]. The consent guidelines
then point to the guidelines for transparency which goes into detail about each of
the GDPR requirements. For example, they state, “For complex, technical or unexpected
data processing, Article 29 Working Party (WP29)’s position is that as well as providing the
prescribed information under Articles 13 and 14 [...], controllers should also separately spell
out in unambiguous language what the most important consequences of the processing will
be.3” They also have clear examples of how to avoid vague qualifying terms and
suggestions for transparency-enhancing methods like cartoons, infographics, pop-
up notices, or appropriate methods given the circumstances (digital, in-person, age
of audience, etc.). There are many possible tools to enhance transparency and many
concepts to explain, which is acknowledged by the WP, “There is an inherent tension
in the GDPR between the requirements on the one hand to provide the comprehensive in-
formation to data subjects which is required under the GDPR, and on the other hand do so
in a form that is concise, transparent, intelligible and easily accessible.4” Following the
principles of accountability and fairness, the WP unequivocally states that the re-
sponsibility falls on the data controller to, “undertake their own analysis of the nature,

2Page 14 Article 29 Working Party (WP) Guidelines on Consent under Regulation 2016/679
3Page 7 Article 29 WP Guidelines on transparency under Regulation 2016/679
4Page 18 Article 29 WP Guidelines on transparency under Regulation 2016/679
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circumstances, scope and context of the processing of personal data which they carry out and
decide, within the legal requirements of the GDPR and taking account of the recommenda-
tions in these Guidelines particularly at paragraph 36 below, how to prioritise information
which must be provided to data subjects and what are the appropriate levels of detail and
methods for conveying the information.5” [243].

Requirements by Data Type Legal consent also varies by data type and purpose.
In this work, we focus on consent for primary uses, which must undergo a complex
web of considerations in the EU based on the context. Recital 33 of the GDPR re-
garding scientific research acknowledges that not all purposes for processing may
be known at the time of collection, so if “recognised ethical standards” are followed
and if participants can choose to consent “only to certain areas of research or parts of
research projects” then it would be an exemption from specific consent [336]. Recital
51 delves into sensitive personal data and sets an exemption from consent for us-
ing sensitive data for medical research for “the public interest” or for “compliance
with legal obligations.” This consent exemption for research purposes must be ac-
companied by appropriate safeguards (Article 6(1)(f); Recitals 47, 157 GDPR). How-
ever, the safeguards are not defined and there are many legal instruments (e.g., the
Declaration of Helsinki, the Declaration of Taipei) that may apply in different cases
[311]. These different instruments give people different rights (but not as many as
consent), which Staunton et al. have explored more in their paper. The EDPB also
clarified that processing health data for reliability and safety purposes may not re-
quire consent, but processing solely for research purposes may fall under consent,
legitimate interest, or public interest [33]. If data is used for a clinical trial, the Clin-
ical Trials Regulation also applies [338]. In this, consent is an ethical safeguard for
participating in a clinical trial that may be complemented by the legal consent for
data processing per the GDPR, but they are not necessarily the same [74]. If the data
is digital, it may make sense to give consent electronically. The possibility of signing
electronically must be satisfied by the electronic identification trust services (eIDAS)
in the EU [339] for how to collect a proper signature. However, national regulations
may have more specific restrictions for electronic consent if it is allowed, such as
checking the ID of the person signing in Belgium to confirm the identity. However,
Swiss clinical trials are the only ones that require a handwritten signature, though
electronic tools can be used elsewhere in the consent process [74]. This is just an
overview of some of the many considerations involved when using different types
of data for different primary purposes, which one must investigate for a specific
use-case each time.

Tensions between legal and ethical consent EU regulations and ethical guidelines
can differ or conflict, which leads to complicated scenarios when the data is used
for research. The GDPR sets very high requirements for specific IC while broad
consent may be accepted under certain conditions [213, 125, 20], as in Recital 33
of the GDPR where future purposes are yet unknown. While contested [51, 127],
broad consent is often used in biobanks [127, 213] and for genomic data [125, 20],
and some of the specific requirements of Recital 33 might be hard to offer (e.g., the
right to opt out of certain categories). In addition, while the GDPR refers to ethical
safeguards, they keep it open to interpretation. In international ethical guidelines
(e.g., The Declaration of Helsinki, Council for International Organizations of Medical
Sciences (CIOMS) guidelines), research ethics committees play an important role and

5Page 18 Article 29 WP Guidelines on transparency under Regulation 2016/679
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are often used to help justify exceptions to consent [108]. Even more problematic, the
European Health Data Space (EHDS) proposal was accepted in April 2024 and will
go through the adoption process until the fall of 2024, after which it will be published
and go into effect. The EHDS will cover all material from humans [335]. While the
current draft says it builds upon the GDPR, it reduces transparency requirements
in favor of oversight from national health data access bodies and mentioned opt-
out consent for primary and secondary purposes (Art. 8(e)(h), 48a EHDS draft 6).
This contrasts the GDPR’s requirement for affirmative, opt-in consent. While many
things will be open to states to interpret and implement, the EHDS at the current
stage does not center data subject’s rights [196]. The EDHS will be an area for much
future research.

1.1.1.3 Models of consent

Here I will examine the different models and implementations of IC. Models of con-
sent stem from biomedical research and are considered to be, “study specific consent
that is given by research participants after being adequately informed about the aims, bene-
fits, and burdens of a particular study.” [361]. Wiertz also posits that different models of
consent have been established to address different consent challenges and address
different ethical assumptions, such as self-determination, public good, and auton-
omy [361]. I have included collective consent, though Wiertz does not. The main
benefits of different models of consent are displayed in Figure 1.1, and will be dis-
cussed in this section.

FIGURE 1.1: Consent models theoretically categorized by ethical assumptions from
[361], including an extension for collective consent. The dotted squares indicate the
consent challenges the model of consent seeks to address. Consent models may also be

used together or separately and are shown in the AND/OR relationships.

6European Parliament legislative resolution of 24 April 2024 on the proposal for a regulation of
the European Parliament and of the Council on the European Health Data Space (COM(2022)0197 –
C9-0167/2022 – 2022/0140(COD))
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Broad consent Broad consent has been widely used in many studies and biobanks.
One large project is the 100,000 Genomes Project, a large clinical research initiative
created to sequence whole genomes from UK National Health Service (NHS) pa-
tients. Consent was a large concern in this study, and due to challenges with specific
consent, participants were asked for broad consent. For example, “participants were
at some points asked to make broad rather than specific decisions; for example, they could de-
cide whether to receive [additional findings] or not, but they could not pick and choose what
these [additional findings] might be.” 1337 participants were surveyed, with 24 follow-
up interviews. From this, it was revealed that most individuals were satisfied with
their experience [20].

Broad consent is also used by the Lausanne Institutional Biobank, a hospital-
based biobank. In this model, “individuals consent to the broad, open-ended use of their
samples and medical data in research, including genome analyses, as long as these projects
have been approved by the local Institutional Review Board. In addition, BIL participants
could accept or not to be re-contacted if clinically actionable findings are found in research”
[21]. From interviews with biobank recruiters and participants, it was found that
most participants relied “substantially on the perception of the recruiter and/or the in-
stitution. Therefore, the decision to participate or not in a biobank may depend as much on
participants’ past experiences and beliefs [...] as on information and participants’ assessment
of risks and benefits” [21].

There have been several proponents that say that it is logistically feasible for
governance to enact and sufficient to satisfy GDPR requirements, given that broad
consent is in-depth [125] [127] [213] and opponents that say relative costs, benefits
of public research, and the concept of minimal risk for participants warrants tradi-
tional (study specific) consent [51]. For health research, Recital 33 of the GDPR offers
some exemptions since “[i]t is often not possible to fully identify the purpose of personal
data processing for scientific research purposes at the time of data collection. Therefore, data
subjects should be allowed to give their consent to certain areas of scientific research in accor-
dance with recognized ethical standards for scientific research. Data subjects should have the
opportunity to give their consent only to certain areas of research or parts of research projects
to the extent allowed by the intended purpose.” However, the EDPB suggests that if ap-
plicable, participants should be asked to re-consent to further data processing – a
requirement which may be more suitable for other models of consent [59] [108].

Dynamic Consent Dynamic Consent (DC) is a broad category of consent that in-
volves an electronic platform to facilitate the process between participants and re-
searchers, data processors, and governance. DC may cover many types of specific
implementations, all tackling the issue from different angles and offering different
innovations.

The EnCoRe project’s DC was a pilot to propose a solution for privacy-preserving
data sharing and withdrawing consent with the concept of “wrapping” the partic-
ipant’s consent preferences in “sticky policies” with a trusted authority managing
access to the data [157]. These policies are attached to data as they are shared for
data processing and uses new homomorphic encryption and a trust authority that
can revoke decryption rights, effectively locking the information in the file so it may
not be used if participants withdraw access to the data [151].

DC platforms can be used for other purposes, for example, CTRL in Australia
[123] created an interdisciplinary team that included, “two consumer representatives
and a patient advocate [...] a clinical geneticist; genetic counselors; bioethicists; a patient
and community education and engagement professional; health technology and data man-
agement experts and [researchers].” They helped guide the design of CTRL to integrate
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genomics with healthcare services by building a DC tool offering participants greater
control over their data and data sharing, data processing, and access to researchers.
They offer more fine grained controls (including easy changes to consent), access
to results, and ways to message or contact researchers via the platform. Instead of
building a legal compliance architecture, they focused on user requirements, user
interviews, and data sharing using the Global Alliance for Genomics’s Health Data
Use Ontology [175].

Another DC platform for a well tested longitudinal health study, CHRIS in South
Tyrol, Italy [28], has also built a custom platform to better engage users. Although
opponents criticize DC as “too complicated, too resource heavy, and to lend itself to consent
fatigue” compared to broad consent [328], broad consent was used in this study after
consultation with participants who felt it was burdensome to continue to consent for
specific purposes. They used a DC platform to respond to the needs of researchers,
participants, and the study itself, which has been running for more than ten years
and improved the relationship between researchers and patients in the community,
as well as specific governance mechanisms and communication tools [28, 199]. More
in-depth, participants agreed to broad consent for the collection and use of data and
samples within the scientific areas of interest of the CHRIS study and the limits of the
informed consent. As time went on, participants would receive information about
new studies through an app, webpage, or newsletter and may be asked to re-consent.

One possibility is also building a usable DC management platform with under-
lying standardized consent vocabularies and receipt specification systems that help
to record and automate the record-keeping of decision-making [143]. The EU project
TRAPEZE [35] has integrated and helped to develop a GDPR compliant ontology.
This helps to record consent for accountability purposes and transparently show
how individuals’ data is processed along with a consent management platform that
allows participants to control their data sharing and view the data processing [163].
The OWL2 (Web Ontology Language, https://www.w3.org/TR/owl2-overview/)
is a World Wide Web Consortium (W3C) standard [35] that may be integrated with
the W3C’s Data Privacy Vocabulary (DPV) [240] community group that has GDPR
vocabularies and covers data uses and purposes as well [277]. This was happening
along with more user-testing of graphical dashboard DC with pilot scenarios from
the government, telecom, and financial sectors [35]. This vocabulary can also be
extended with the Global Alliance for Genomics’s Health Data Use Ontology [238].
Consent receipts also comply with International Organization for Standardization
(ISO) standard 27560 on Privacy technologies — Consent record information struc-
ture [3], and standardized consent structure with ISO standard 29184 on Privacy
Notices and Consent [1, 239]

While individual implementations may be successful as certain aspects true “dy-
namic” consent may still be difficult to implement. A review paper broke DC into
defined several sub-requirements: dynamic permissions, dynamic education, and
dynamic preferences, and compared different implementations of DC based on those
criteria. They identified different parts of the IC process and set specific criteria, such
as in the dynamic permissions there must be an online portal to share information
and allow for changes, or in the dynamic education inclusion of timely notices about
research opportunities, or in dynamic preferences participants must be allowed to
indicate their preference for how to receive information. They noted that most stud-
ies fulfilled most of the criteria, but some were still lacking, especially in the ed-
ucation section. In addition, most relied on broad consent which may decrease a
participant’s autonomy by not allowing for more granular participation in specific
studies. Since each DC is tailored for specific projects or purposes that may not fully
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fulfill all the criteria laid out and/or be applicable to other uses, some criteria such
as dynamic preferences were not met [69]. These would be useful requirements to
keep in mind for future iterations to be truly “dynamic”.

Tiered Consent Tiered consent encompasses three different sub-concepts that all
form a personalized approach to consent [43]. Tiers refer to categories that would
be meaningful for participants, such as purposes of testing or the impact of the test
results. Then the tiered consent is also layered so that the information is extend-
able upon request, so essential information is given to all participants while more
detailed information is shared for those who actively seek it. Layering for notices is
a concept that is also discussed by the Article 29 Working Party in their Guidelines
on Transparency [243]. Last is the concept of stages, or step-wise informed consent
that may include an initial sharing of information before consent, then a follow-up
that may require separate discussions before consent can be given. This model was
developed in reaction to personalized genetic testing services that involve complex
genetic and health information given to a participant who may not fully understand
the risks, benefits, and concepts – and the study itself may not know the full scope
of the research to be carried out [43]. Tiered consent is a user-centered perspective
breaking up a large amount of information into tiers, layers, and stages for when
participants may make decisions about consenting to data sharing or genetic test-
ing with specific information likely needed to make more informed decisions about
whether or not to consent.

Tiered consent has been used in Africa with the H3Africa Consortium, a large
collection of projects applying genomics to African populations for disease pur-
poses. Of 13 projects, 5 used a tiered consent model, 1 used specific consent, and
7 used broad consent [221]. Another project used tiered consent for electronic health
record data in research, called iCONCUR. It was piloted in 4 outpatient clinics of an
academic medical center with 394 patients who agreed to participate. It was found
that “[p]articipants indicated that having granular choices for data sharing was ap-
propriate and that they liked being informed about who was using their data for
what purposes, as well as about outcomes of the research.” [160]

Tiered consent seems to be less resource-heavy for studies that may want a middle-
ground between study-specific consent and broad consent. It may also offer partici-
pants options that are desired, as a study that compared tiered consent to traditional
or binary consent found that “most participants are willing to publicly release their ge-
nomic data; however, a significant portion prefers restricted release” [206]. After all partic-
ipants were shown the options, 53% chose public data release compared to the 83%
before being shown traditional, binary, and tiered consent. More participants chose
restricted release or opted out entirely[206].

Collective Consent Group or collective consent is a broad description that gener-
ally includes a group or collective of individuals all involved in the consent process.
This is elaborated by “1) One could mean by group consent, the unanimous consent of
individuals who all share a common culture. Presumably, individuals could make their indi-
vidual decisions based not only on the basis of their self-interest but also on what impact they
perceive it might have on their cultural group (for example, the case of African Americans
and sickle cell testing). 2) Alternatively, group consent could mean the consent of a collec-
tion of individuals who share not only a common culture but also a common decision-making
process” [288]. Group consent is not a replacement for individual consent, but may
increase understanding of risks and benefits to the community, help researchers be
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more accountable to more relevant parties, and allow researchers to create rapport
with other stakeholders [138]. Theoretically, collective consent can be delineated
into two actions with different dimensions, collective decision-making and collec-
tive consent [132]. For this thesis, we focus more on collective consent, and discuss
decision-making only insofar as the information given along with consent to make
the decision.

This is especially relevant for genetic health data since it can “uniquely identify
individuals [...] thus providing excellent biometric information (that is, a genomic ‘finger-
print’).” [36]. Only 75 statistically independent single nucleotide polymorphisms,
a marker of genetic variation, are needed to identify a unique individual across the
global population [183]. Thus, even sharing ‘aggregate’ data and not individual-
level data can be a risk to individual privacy. It may also pose a risk of identification
for relatives of the individual without their consent. For example, in the Golden State
Killer case, DNA from the crime scene was analyzed with an open-source genealogi-
cal website that uses aggregated data for people to search for relatives. A family tree
was constructed and the crime scene DNA was attributed to be a 4th cousin [359] to
a member in the database. A fourth cousin only shares one set of great-great-great
grandparents with another individual and may be implicated without their consent.
This begs the question of what group rights exist or should exist, and if group con-
sent might address some of these issues.

There are several use cases where group consent has been heavily championed.
One is population genetics and another is research with indigenous populations. In
population genetics, it is argued that the population itself is the subject and may
face negative consequences such as discrimination or negative stigmas. Also, the
population of interest may have a governance or leadership structure of its own and
should be consulted [114]. Similarly, this is also relevant to indigenous populations
or groups with non-Western cultural governance and leadership. For example, “[i]n
the case of informed consent, recognising mechanisms of collective consent that provide a
more robust process for evaluating the outcomes of research for the community (issues of
external ethicality) would be welcomed by many indigenous communities” [138].

However, collective consent is difficult to put into practice and is still debated
because defining the group to request consent to and using or building a collec-
tive decision-making system is complex. One researcher suggests using group con-
sent where governance structures already exist for collective consent [150]. How-
ever, it still can be difficult to understand how formalized such structures must be –
would an elected tribal leader or a de facto family head count? Another scholar sug-
gests making the requirement for group involvement less stringent, such as through
procedures of consultation [80] to ethically advance research while keeping logis-
tical constraints in mind. However, the consultation process addresses the group
decision-making, but not the consent process itself. After more than 20 years, the
debate continues on how to establish groups [103]. The Model Law on Health Data
Governance is a draft that aims to set a global standard for health data legislation,
including guidelines for collective rights given that there is a governing structure,
but sets the burden on individual states to define what collectives are and what gov-
erning structures would be acceptable [39]. In this thesis, groups are not delineated
using either definition, but based on context if given a specific use-case.

1.1.1.4 Consent Challenges in Practice

Health data is a sensitive type of data and thus has some unique complications and
solutions for transparency since there is a tension between sharing health data to
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advance science and securing and maintaining the privacy of sensitive data. There
has been increased digitalization of many types of health data due to advances in
genome sequencing, personalized medicine, electronic health records, and more.
The transition from biomedical consent to digital consent for legal data processing
has exacerbated existing challenges and created new ones.

To align with individual preferences and increase public trust and engagement,
individuals should be able to see and manage the access and use permissions they
have given regarding their personal data over time [44]. Not only should data sub-
jects be able to audit their own and a data controller and processor’s actions, but
data controllers need to be auditable as organizations. Data controllers should have
a clear record of actions to be lawful, for example, data flows, privacy and security
measures, or consent management. For example, they could use a consent receipt
specification that is machine-readable, such as KANTARA [143], which has been
cited in the ISO/IEC 29184:20208 standard for Online Privacy Notices and Consent
[1] or the DPV (https://w3c.github.io/dpv/dpv/) [240] and Open Digital Rights
Language (ORDL) (https://www.w3.org/TR/odrl-vocab/), are machine readable
policy languages that can be used for consent processes (as discussed in Section
1.1.1.3).

For data controllers, it can be useful and legally required to be able to track and
share how privacy by design was used in the governance model. However, more
transparency may not necessarily help the end-users, as increased demand for user
cognition can lead to overload and it should be appropriately framed to communi-
cate accurately to users [173]. The transparency and understandability of consent
notices and information about data governance is often seen as a trade-off through a
transparency paradox, in which increased transparency may decrease understand-
ability, and increased understandability may require decreased transparency [225].
Moreover, design choices can impact data sharing, as the way health data sharing
information was presented to users can help individuals better understand their op-
tions and indicate their preferences (e.g., privacy-protective defaults or user-relevant
terms) [146]. Johansson et al. conducted interviews and discrete choice experiments
to define the key types and levels of information for health data sharing for re-
search purposes, which can be used for future projects (e.g., the granularity of the
data controller should encompass the type of company, but more detail is not re-
quired). Some design choices can also manipulate them into mindless data sharing
(e.g., privacy-invasive defaults) [5]. For example, dark patterns, one method of ma-
nipulating design choices, in cookie consent are incredibly pervasive. In a study
that tested how design choices affect user decisions, it was found that offering more
granular control of consent on the first page decreased consent by 8-20 percentage
points [229]. This higher transparency allowed the user to make more mindful de-
cisions. However, the understandability of consent is another issue. There are often
barriers to understanding the text which led to many efforts to make the reading
level easier and more accessible to a larger portion of the population [368]. One
review also found that, in addition to text, verbal communication helped improve
understanding [321].

While navigating the tension between transparency and understandability seems
impossible, research involving users in the design process has shown to be fruitful.
For example, in the study by Johansson et al.[146], they involved many patients and
experts over time to develop governance terms and definitions that would be the
most useful to explain health data sharing for research. The aforementioned CTRL
DC platform was evaluated in a follow-up study where the platform was offered as
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a secondary consent method and patients could sign up voluntarily and were mon-
itored for 22 months. Patients of varying ages, educational levels, and sex showed a
positive reaction, without evidence of ’consent fatigue’ with high completion rates
and showing that they took advantage of more granular choices for data sharing,
receiving information, and contact frequency [122]. The CHRIS DC platform also
had a high involvement with the community of South Tyrol, using multiple patient
engagement techniques including surveys, field observations, and interviews [199].
Data has been collected over the 10 years and continuous improvements have been
made; for example, study assistants reported that using a video decreased the time
needed to explain the study from 20 minutes to 5 minutes [248]. User involvement
is on the rise, with a review showing increased user satisfaction across many studies
[170]. Another review showed that increased satisfaction, ease of use, and a positive
impact on sales were felt, however, the methods greatly varied and should be cho-
sen with care to maximize the benefits relative to the costs [350]. In the health field,
patient design is on the rise as well [67, 204] with many studies regarding consent
[126, 264, 97], including DC examples mentioned before [199, 123].

1.1.2 Datafication

As we move from the world where consent was originally conceived for medical
procedures to the age of big data, algorithms, and AI, the context for data sharing
also changes. Now, one gives consent (sometimes) to be datafied. In 2013, Mayer-
Schönberger and Cukier wrote that data is a “significant corporate asset, a vital economic
input, and the foundation of new business models. It is the oil of the information economy.”
Any and all parts of life are transformed into data to create value in a process called
“datafication” [202]. While one might consider health data a common type of data,
the things this includes greatly expands from information with known outcomes
(e.g., smoking status) to any information that may be useful for health reasons (e.g.,
a yet unstudied region in DNA, the time of day one visits the doctor, etc.). Not only is
datafication an economy, but Zuboff’s work places it within surveillance capitalism
– a complex economic model of surveillance based on new methods of extracting
data and knowledge production [374]. An important point is that the end goal of
surveillance capitalism is to gain power, and the means is technology, which itself
is neutral. Zuboff points to the history of surveillance capitalism through Google’s
use of behavioral data to match advertisements to users to become profitable, in that
behavioral data are, “more than what is required for product and service improvements.”
This becomes part of a new revenue stream to sell and shape predictive behaviors,
where users are “a means to profits in a new behavioral futures market in which users are
neither buyers nor sellers nor products.” [373] The sociopolitical situation from which
surveillance capitalism arose was largely unregulated in the 2001s and the USA also
had a great interest in surveillance (post 9/11) [304], so “they ignored privacy norms
and laws, [...] and meaningless mechanisms of notice and consent to accumulate de-
cision rights” [374, 19]. They also understood that they were not a search engine, but
Larry Page is credited with answering the question, “What is Google?” by saying,
“if we did have a category, it would be personal information.” [85]

What are data, information, personal information, and datafication? From a
scholarly point of view, data is often defined as the “raw material for information,
and information is the raw material for knowledge” [372]. Following Zin’s survey of 57
researchers for their definitions of data, information, and knowledge for the Infor-
mation Sciences field, data surrounding objects were considered as, “sets of signs that
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represent empirical stimuli or perceptions.” Information is a, “set of signs, which repre-
sent empirical knowledge,” while knowledge is, “a set of signs that represent the meaning
of thoughts that the individual justifiably believes that they are true.” [372] Within this
framework, the GDPR defines personal information as a subset of information which
are, “relating to an identified or identifiable natural person” [336]. According to a
ruling by the General Court of the European Union (a constituent court of the Court
of Justice of the European Union (CJEU)), the boundaries between pseudonymized
personal and anonymized non-personal information should be determined on a con-
textual basis [92]. If a third party is given information by the data controller that is
“effectively anonymized” in that the third party cannot reasonably de-identify the
pseudonymized data, it can be considered anonymous for that context. This con-
trasts with opinions from a technical perspective because any information is im-
possible to anonymize and future-proof (e.g., inferences made with increased data
or more sophisticated algorithms) and de-personalization techniques may always
have a risk of failure [98]. However, the court decided that if the information is suf-
ficiently pseudonymized so the recipient cannot reasonably infer identity, then it is
sufficient to be non-personal information. This tension between the court ruling and
the inadequacy of technical data protection measures can cause legal uncertainties
which undermine data protection laws [187]. In a later section, we discuss genetic
privacy and challenges to sufficiently anonymize genomic data (see Section 1.1.3),
which may complicate applying this case in genomics.

1.1.3 Privacy, Consent, and Datafication

In the face of datafication and surveillance capitalism, where does the aforemen-
tioned steamrolled privacy and consent stand? First, we explore informational pri-
vacy as it relates to consent and sharing information, then raise challenges related to
collective genetic data and non-individualistic theories of privacy.

Informational Privacy While many types and definitions of privacy exist (for ex-
ample, Floridi distinguishes between physical, decisional, mental, and informational
privacy for computer ethics [99]), for the purposes of this thesis, the key type we ex-
plore is informational privacy. Informational privacy was proposed by Westin in the
1960s as, “the claim of an individual to determine what information about himself or herself
should be known to others.” [357]. In the digital age, it can cover all aspects of “per-
sonal data that is both stored in and communicated between electronic databases [...] and
personal information communicated between parties” [322]. As informational theory has
evolved, some scholars have taken a restricted access approach (where protected,
private zones restrict information) [8, 107] and the control approach (where some-
one has control over their personal information) [101, 260, 357]. Both approaches
have benefits and drawbacks, and the Restricted Access/Limited Control Theory
attempts to bridge the two approaches while adding a distinction between privacy
management (via some individual control) and privacy as a concept (defined by
restricted access) [219, 323]. In this, privacy norms help to define zones of protec-
tion in addition to limited individual controls, since once someone shares medical
data, a multitude of qualified healthcare personnel could access it if given the rights
[323]. Norms are also part of Nissenbaum’s theory of contextual integrity [226]. This
theory defines privacy as aligning with contextual norms in different spheres or con-
texts, and information must follow norms for appropriateness (e.g., sharing health
data with a doctor and not a salesperson) and norms of distribution (i.e., how the in-
formation is shared or restricted) [226]. Nissenbaum’s theory emphasizes the need
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to extend privacy norms, which can be explicit privacy laws or informal privacy
policies, to any context where information is flowing [226].

Consent can be seen in different lenses based on the theory of privacy involved:
a normative method to control distribution under the theory of contextual integrity,
or an act of self-determination via expressing control or restricting access. In addi-
tion, it can also signal privacy preferences and offer a formal notice of the potential
consequences to users [65].

Consent is a pillar in data protection law and privacy theories though it is cri-
tiqued for lacking “informedness” and not being “freely given” due to the informa-
tion asymmetries between the technological providers and data subjects [286]. This
is often referred to as the consent paradox, and one scholar suggests that such cri-
tiques, and subsequent efforts to mitigate information asymmetries, keep consent
relevant and useful [25]. Bergemann suggests that the GDPR acknowledges the pit-
falls of consent and tries to reform it by stating that it must be freely given and in-
formed, along with recitals and guidelines to clarify best practices. Many challenges
to consent were explored in 1.1.1.4. Even as Solove critiques consent and proposes
to give it less legitimacy, he also writes that one of the duties is to “obtain consent
appropriately” [308].

The EU is also interested in improving consent and protecting privacy, as can be
seen in the court case between Interactive Advertising Bureau (IAB) Europe and the
Belgian Data Protection Authority (DPA), which went to the CJEU. Historically, the
frameworks for implementing GDPR compliant digital consent were written by the
IAB Europe in 2018, which was founded mainly by advertising technology compa-
nies. Research has shown that the Transparency and Consent Framework (TCF) to
collect cookie consent on websites was nudging users, storing cookies without con-
sent, or storing cookies before any decision is made [200]. In 2022, a decision was
made that a central part of their framework enabling publishers to sell ad space on
their websites, the TCF, is unlawful under EU data privacy laws on two bases - per-
sonal data stored within the cookie and the lack of joint controller responsibilities
from the IAB [53]. Both consent pop-ups and the data collected to be auctioned off
to advertisers were found illegal. IAB Europe then responded by saying that the
framework itself was not banned and that they are seeking to reform the process,
and they had since released a new version of the TCF. In 2022, IAB Europe appealed
the decision, arguing against the claims they were processing personal data as joint
controllers. Since then, the TCF seems to have moved to another legal basis for pro-
cessing data, legitimate interest, which is often conflated with consent [220]. In 2024,
the CJEU decided that the cookie data could be considered personal data under cer-
tain circumstances, for example if associated with other data (e.g., IP addresss) [334].
Second, they decided that IAB Europe has “reasonable means” to identify a data
subject from the given data since others participating in TCF are required to provide
it. Third, the court found that IAB had a vested interest in digital marketing, and
determines the means of processing through the TCF framework, thus could be con-
sidered a joint controller. However, this does not extend to further processing of the
data by third parties (e.g., website owners). Through the example of complex cookie
consents, the EU clarified the concept of “personal data” and “joint controllership”
under the GDPR to help safeguard personal rights.

Genetic Privacy Challenges As a specific category of health data, genomic privacy
is especially fraught due to the uniqueness of collective data, “that is the intrusion on
group or collectivity privacy interests.” [9] Though one database may be anonymized,
it has been shown that individuals can be re-identified using other public databases,
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or data that has been partially redacted could be uncovered. Using only publicly
available demographic data with anonymous profiles from a genome project, indi-
viduals’ names could be found [318]. With more information like genome sequences,
not only individuals could be identified but also relatives who had not shared any
genetic information [89]. In addition to the issue of reidentification, there is the pri-
vacy issue of phenotypic inference, where genomic data could be used to infer a phe-
notype (or outward sign of genome expression) such as disease information. Even
though a genome may mask an area of risk, it could be inferred by public genomic
data [230].

Group privacy is often used to discuss collective information, where a group is
“a collective of individuals who are culturally or ethnically related, where shared
genetic characteristics are either likely or possible” [9]. In this, families are gener-
ally included but not the focus; rather defined groups with demographic labels like
Native American, Ashkenazi Jew, etc. are the focus of the group.

However, in the age of big data, defined groups are not the only ones at risk
of genetic privacy violations. While many theories of privacy exist to address the
datafication and arbitrary aggregation of groups by algorithms, we look at two in
the following section.

Networked Privacy Boyd writes is a concept where the entities involved and bound-
aries between private and public are unclear [40], as with genetic data. This contrasts
with the individual or defined group or list privacy controls. Boyd writes, “Through
this [genetic] test, I learned information about myself, but I also learned information about
members of my family. Furthermore, by choosing to subject my DNA to this testing process,
I didn’t just reveal data about myself; I gave away data that provides insights into my mother,
brother, grandparents, and even children that I don’t yet have.” Not only is the data net-
worked in and of itself, genetic data is also an example of networked data where
the aggregation of information leads to new insights [18]. Similar to other types of
big data, genetic databases could be combined with other databases to reveal more
information about individuals or groups. This is further developed in a study about
social media data, wherein “Networked privacy invokes the constellation of audi-
ence dynamics, social norms, and technical functionality that affect the processes
of information disclosure, concealment, obscurity, and interpretation within a net-
worked public. [...] Achieving privacy requires that people have an understanding
of and influence in shaping the context in which information is being interpreted.”
[198] This has been used as one of the explanations for the privacy paradox [129],
which showed that young adults were concerned about privacy yet apathetic about
privacy violations because they felt it was out of their control.

Similar to the other theories of privacy discussed, there are spheres with different
contexts, but now they are blurred, and restricting access or controlling information
may be insufficient for the complexity of the blurring spheres. Instead, “it requires
meaningful control over the networked contexts in which the information flows. In other
words, achieving privacy requires that people have an understanding of and influence in
shaping the context in which information is being interpreted. This can be done by co-
constructing the architecture of the systems, or it can be done by embedding meaning and
context into the content itself.” [198]

Collective Privacy Instead of the premise of unclear boundaries between public
and private, collective privacy focuses on the types of groups created by big data. As
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more and more genetic data is collected and used in big data analytics, it may trans-
form from known groups (genetic relatives, genetic minorities) to much more ab-
stracted aggregations of minor signals for the creation of a group. In this case, group
privacy is also insufficient [193, 194]. Mantelro writes that, traditionally, “group pri-
vacy considers groups that are based on stable and socially recognized relationships between
individuals, although they can be informal in nature (e.g., love affairs, priest-penitent re-
lationships) or last only for a certain time (e.g., marital relationships, association)” [193]
(p.144). With big data, “clusters of individuals” are more accurate to describe the
type of group. Mantelro then offers the definition that, “collective privacy can be de-
scribed as the right to limit the potential harms to the group itself that can derive from inva-
sive and discriminatory data processing [...] The source of concern is not the lack of secrecy
and intimacy, which represents the object of group privacy [30], but the unfair and harmful
use of data that is processed by using modern analytics,” which are relevant even when
there are conflicting opinions between members [193] (p.148). This offers an interest-
ing point of view for collectives with varying opinions (non-aggregative). Mantelro
writes that for these cases that the core societal values influence the nature of the
interest such as environmental protection, equality, or freedom [193].

While networked privacy focuses on information and control, collective privacy
focuses more on reducing harm from discrimination or surveillance. For the pur-
poses of this thesis, both perspectives will be considered.

1.2 Thesis Overview

1.3 Summary

Sharing health data can offer many benefits, from more personalized care to a bet-
ter understanding of human health. For example, genetic testing can help people to
determine which medication may be most effective or those with a family history
of a disease to understand their predictive risk. However, it is also sensitive and
sharing it could have many risks, which is especially true for genetic data. For ex-
ample, the data might reveal family member’s conditions, or a genome might lead
to personalized insurance premiums as well as personalized medicine. These po-
tential harms should be addressed on an individual, group, and governance layer to
protect privacy and security while also maximizing the benefits.

One of the ways to address the individual and group level is through collective
consent, to offer relevant individuals a framework to consent to health data shar-
ing. Collective consent comes from indigenous bioethics, in which indigenous tribes
fought for their right to consent to biomedical research as a community, not just as
individuals. It has been used in research partnerships with indigenous groups to
improve stakeholder involvement instead of treating indigenous populations as test
subjects.

Though it has been proposed, no digital collective consent (wherein multiple in-
dividuals consent in different via different governance structures such as families or
tribal leader) exists yet as there are complex issues such as the conflicting right not
to know and the duty to report, the mechanism of decision making, and governance
structure of the collective are undefined. Generally, different legal-ethical consid-
erations, technical properties such as interoperability, transparency, scalability, and
core concepts such as trust, that all must work together to support digital collective
consent.
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As more and more genetic data are collected, stored, and shared in addition
to different metadata, the genomic privacy risks also increase. The more datasets
that are available, the more re-identifiable someone can be. For example, combin-
ing different datasets (e.g., public, controlled access, population level patterns) can
re-identify participants from anonymized databases, and nonparticipants may also
have their genomes and traits exposed. With the rise in electronic health records,
genomic data, and digital recordings, individual consent is insufficient to address
the highly interconnected world. Both the benefits and risks should be shared be-
tween affected individuals, and everyone should have a say in data sharing that
could equally help or harm them.

Consent is not easy for an individual to understand and may be even more chal-
lenging for a collective. There may be different levels of digital literacy, reading level,
or data management styles (e.g., someone who wants granular controls vs. someone
who wants to consent once) from the user. From the system, there may be different
levels of informational transparency, integrations with storage and access controls,
and design. Overall, the institution that asks for consent is also a consideration for
participants and can lead to trust evaluations that may influence their decision to
collective consent or not. For example, if MyHeritage has historically had a data
breach, it might decrease trust in participants regardless of how transparent and
usable the consent management is.

Dynamic consent is a flexible existing model of consent that offers a patient-
centered platform for electronic consent (eConsent) management and interactions
with the research project and has been suggested to be compatible with collective
consent. However, I have not found any that has studied group or collective deci-
sion making for genetic data in a digital context. For example, what level of trans-
parency would be appropriate while also preserving the anonymity of individuals
in a collective who share a genetic disease? What attributes are most relevant for an
end-user?

In my thesis work, I address the issue of collective consent processes for primary
uses of health data sharing by focusing on genetic data and more general health
information, such as video data when it will be used for welfare purposes. This
type of data is highly sensitive and has unique privacy risks as well as benefits. I
will tackle the problem from a computer science, privacy, EU data protection, and
biomedical lens and will be analyzing both the notice and consent, as there must
be sufficient notice for “informed consent” under the GDPR, which takes a data
protection approach to consent. I target end-users and SMEs as my audience, first
to better understand end-user needs and second to understand employee needs and
possible tools to improve their business processes for end-users.

1.4 Research Objective and Questions

Given the challenges in consent and informational privacy, two of the main focuses
of this work will be informational transparency and user-centered design of infor-
mation to address the “informed” consent issue. This also ties to the unique chal-
lenge of collective genetic data, such as communication of risks and potential harms
or navigating the balancing of different opinions in a collective. Information also
must be relevant and useful, or else it will fall into the transparency paradox. Thus,
user-centered design is another key factor that allows for iterative research, enabling
a system that addresses user needs. Given the limited amount of prior research
on digital collective consent for undefined groups, where empirical research is not
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available, the process should be taken from the ground up. Instead of focusing on
innovative technology that may not be useful or usable, we will focus on consent
needs and goals of potential end-users as well as from SMEs that may be motivated
to implement a framework for more transparent, user-centered collective consent
that abides by EU regulations. To be useful in the EU necessitates being legally-
ethically aligned with EU regulations such as the GDPR. The scope of this work
does not cover the EHDS for primary consent, which may change the landscape of
health data sharing after it goes into force (at the time of writing it is not yet officially
published).

Research Objective: To explore the challenges in collective consent and develop
a framework of tools and methods to enhance user-centered, transparent collective
consent to help end users and SMEs.

To fulfill the objective, we ask:

Research Question 1 How is notice and consent for genomic data sharing imple-
mented in companies and research settings, and what are open challenges for collec-
tive consent?

Research Question 2 What methods, tools, and frameworks can help address the
challenges in digital collective consent in SMEs?

Research Question 3 What components can enhance informational transparency
in informed consent for users?

1.5 Thesis Overview

This thesis has both empirical and theoretical contributions. The introduction pro-
vides a novel overview of the challenges in collective consent integrating views from
data privacy and bioethics. Then we dive into EU-specific legal and ethical con-
sent issues surrounding the interplay between hard and soft law, ethics, and how
technical solutions such as dynamic consent or standardized vocabularies can ac-
commodate such complexity. Then we investigate the current status of company
practices dealing with genetic data, analyzing the informational transparency and
user-relevancy of popular Direct to Consumer Genetic Testing Company (DTCGTC)
privacy and consent policies from a GDPR and privacy lens. From the analytical
methods used, we wanted to see if they could be used ex ante in a business, so
we applied those methods with a medium-sized welfare-tech company in Norway
and collected employee perceptions about usefulness and usability. Following the
work about application for businesses, we developed a collective consent BPMN
and tested it with the same company to better understand how BPMNs may actu-
ally help companies, as it has not been applied and studied with consent before. We
then end with a general user study to better characterize user needs for consent, per-
ceptions of different mediums for communication, and consent management desires.
This can offer a framework from which to develop more informational transparency,
user-centered consent management, and methods with real-world applicability.
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Chapter 2 Chapter 3 Chapter 4 Chapter 5 Chapter 6

RQ1 × ×
RQ2 × × ×
RQ3 × ×

TABLE 1.1: This table displays the RQ and associated chapters that address them in this
thesis

1.6 Thesis Organization

Chapter 2: Legal-ethical challenges to consent and technical solutions In this
chapter, I examine the legal-ethical uncertainties regarding consent in the EU, such
as the individual and collective data subject in the case of genetic data, consent as
an ethical safeguard vs. legal obligation, and specificity of informed consent from a
legal and ethical point of view. Then privacy assistants, standards and vocabularies,
and dynamic consent that might address the legal uncertainty within guidelines and
regulations are discussed. This chapter contributes to answering Research Question
1.

Chapter 3: Transparency and relevancy of public privacy and consent policies
from Direct to Consumer (DTC) Genetic Testing Companies I then investigated
the status quo of individual consent for genomic data sharing with DTC genetic
testing companies, which have millions of customers worldwide. This chapter con-
tributes to Research Question 1. I analyzed the transparency of information, the user
relevance, and the risks and benefits stated using methods from privacy (the contex-
tual integrity framework), as well as from governance with user-relevant terms from
prior research, and surveyed risks and benefits (especially noting gaps in collective
risks).

Chapter 4: Information flow and policy elicitation and validation with contextual
integrity for collective data sharing I take one of the methods used in the previous
chapter, contextual integrity, to test if can be applied to analyze and improve poli-
cies from the business side with a SME. We engaged with a medium-sized health
tech company in Norway to see how useful and easy to use contextual integrity for
privacy policy writing and analysis would be for employees. This chapter helps
address Research Questions 2 and 3.

Chapter 5: Visualizing and analyzing collective consent processes with BPMNs
In addition to more transparent information flows, this chapter explores if consent
processes developed using BPMN notation can be more understandable, communi-
cable, useful, and easy to use for a medium-sized health tech company in Norway.
Employees were shown a collective consent BPMN solution and their perception of
usefulness and ease of use were investigated to predict potential use of the technol-
ogy. This helps address Research Questions 2 and 3.

Chapter 6: User goals for consent and engaging design elements from 5 different
mediums This chapter surveys a general adult German user to better understand
their needs, desires, and attitudes towards different mediums for consent (video,
infographic, text, newsletter, and comic) and consent management. Users wanted
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quickly understandable, structured consent notices and preferred the infographic to
other mediums. They also preferred to manage their consent and revocation cen-
trally. This uses individual consent as an example because users are more familiar
with it, but could be applied to collective consent to help address Research Question
2.

Chapter 7: Discussion I discuss the findings across the thesis organized by the
initial research question, with a summary of the different contributions. Then I offer
a graphical summary and discuss limitations. Lastly, I dive into the future work
and extrapolate on the possible outlook of the work in the context of collective data
issues and the EHDS.

Chapter 8: Conclusion I reflect on this research project and how different research
questions have contributed to different layers within consent processes, from regu-
latory, governance, business, and user spheres to contribute towards a framework
for dynamic collective consent.

1.7 Contributions
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Abstract: e-Health data is sensitive and consenting to the collection, processing,
and sharing involves compliance with legal requirements, ethical standards, and
appropriate digital tools. We explore two legal-ethical challenges: 1) What are the
scope and requirements of digital health data consent? 2) What are the legal-ethical
reasons for obtaining consent beyond the GDPR’s legal basis, and how might such
consent be obtained? We then propose human-centered solutions to help navigate
standards of ethical and legal consent across the EU, purposefully addressing those
use cases to compensate for human difficulties in managing consent without clear
guidelines. These solutions–including ISO standards, ontologies, consent mecha-
nisms, value-centered privacy assistants, and layered dynamic consent platforms–
complement and aid humans to help upholding ethical and rigorous consent.

2.1 Introduction

As mentioned in the main Introduction section 1.1.1, consent stems from medical
consent as an ethical concept (hereafter called “ethical consent”) from the 1940s af-
ter World War II in the Nuremberg Code [348]. Informed consent was based on the
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principle of respect for autonomy and the dignity of persons. Respect for auton-
omy is enshrined in ethical guidelines such as the Belmont Report [276, 254] and the
Declaration of Helsinki [15]. This understanding of respect for autonomy has been
operationalized as informed consent [23], which requires that participants in medical
research are informed in a sufficiently comprehensive and understandable manner
(such as with a notice or information sheet) and that they are not manipulated [54].
Ethics also interacts with the legal dimensions of consent. With a transition to health
data sharing using digital technologies (hereafter referred to as “e-health”), a rise in
the accessibility of genetic testing, and the advent of AI technologies moving health
data away from an exclusively medical context, ethics’ interplay with laws has gen-
erated more complexities.

In the EU, the GDPR sets rather strict conditions for obtaining consent (hereafter
referred to as “legal consent”) [336]. In addition, health data are considered special
under the GDPR because of their sensitivity, requiring more stringent protections
and conditions for processing, including explicit consent (Art. 9 GDPR). The GDPR
aims to protect the identified or identifiable natural persons whose data is processed
(“data subject”) by regulating the processing of personal data and reconciling indi-
vidual control over one’s data with other rights and interests at stake. However,
the rules are complex and full of gray areas, making it difficult to comply with for
researchers and companies and exercising rights requires much effort on the part of
the data subject who must read, understand, and decide on the processing of their
personal data.

Additionally, the newly enacted Data Governance Act (DGA) aims to improve
data sharing in the EU by creating a harmonized framework for data exchanges and
data governance [337]. The DGA introduces new concepts such as data interme-
diaries and data cooperatives and regulates the voluntary sharing of data for “al-
truistic purposes” and the provision of services assisting individuals in giving and
withdrawing consent. Thus, the new regulation increases the uncertainty regarding
how altruism interferes with the GDPR’s legal grounds for processing personal data
or how data intermediaries or cooperatives will enable individuals to express their
privacy choices [307].

As such legal-ethical complexities build in e-health data consent, consent man-
agement solutions need to adapt to address the interests of data subjects and data
controllers. In particular, such tools should address these interests in a human-
centered and responsible manner to maximize human autonomy, promote lawful-
ness, and increase the transparency of data sharing and associated rights.

In this chapter, I repeat some of the key arguments regarding consent from the
Introduction and extend into specific legal-ethical uncertainties with input from my
co-authors. We discuss two legal-ethical issues: 1) What are the legal-ethical chal-
lenges regarding the scope and requirements for e-health data consent? 2) What are
the legal-ethical reasons for obtaining consent beyond its role as a legal basis? Then,
we describe available technological solutions and our work in the sphere. Our posi-
tion is that the implementation of more interoperable, value-centered, and dynamic
tools can assist humans in obtaining appropriately ethical and rigorous e-health data
consent by helping them navigate legal-ethical uncertainties and challenges.
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2.2 (Un)defined Requirements for Consent

2.2.1 Upholding Autonomy as an Ethical Principle for Digital Health Data

The rise of e-health data sharing has further muddied ethical debates regarding how
to, when to, and from whom to obtain consent in order to uphold autonomy. While
paper-based consent was debated in terms of understandability and transparency,
data-collecting digital medicine devices add unique challenges. They contain of-
ten long and jargon-filled user agreements and introduce a layer of consent be-
tween company and patient [164]. For example, some smartphone mobile health
(“mHealth”) apps allow health data traditionally reserved for the doctor and pa-
tient to be accessible for other commercial purposes, such as third-party marketing
[191]. Apps may also lack privacy policies and terms of agreements altogether, and if
present, are difficult to read and comprehend [271]. Unlike more rigid consent prac-
tices in medicine, this data is given with a click of a privacy permission request on
a smartphone, often with little understanding of what is being given [159]. From an
ethical perspective, this raises concerns about how informed an individual’s consent
is and the skepticism that it upholds the principle of autonomy.

2.2.2 Who is the Genetic Data Subject?

Health data is sensitive due to the familial and interconnected nature of the data.
Here, we focus on a highly connected, identifiable, and digitalized subset of health
data, genomic data. With millions sequencing their DNA due to increased accessi-
bility [195], distributed privacy risks have become even greater [36, 89]. Although
there are varying guidelines across countries for notifying family members that their
shared genetic data is being processed [320], from an ethical perspective, Minari et
al. [214] argue for a form of family-group consent for genetic data processing due to
shared risks.

Legally, a genetic group as a data subject is considered in guidelines but any cur-
rent or future enforcement is unclear. The EDPB guidelines on genetic data state that
data subjects can be families [244], however this has not been used in any way the
author could find. Legal debates over individual and collective enforcement under
the GDPR have developed [171] due to the possibility of conflicting rights, such as
the right to object to processing from one individual [172], the right not to know [90,
109], or the right to process their data. There is little existing guidance on how to
resolve such conflicts and is an area of active debate [166, 172]. It has been argued
that managing conflicts is feasible [26] with the GDPR as a starting point. In addi-
tion, different countries have various approaches to weighing the rights of all parties
based on the context and existing rulings (e.g., the right to privacy of the deceased
is overruled by the right to health of the living [255]) and laws. This may also help
data minimization by limiting data sharing and access to only well-justified cases
[26]. While ethical and legal guidelines may allow for a collective interpretation, this
challenges the status quo of individual consent and further complicates any possible
GDPR enforcement.

2.2.3 Specificity in Consent: Purposes and Controllers

While consent must be “specific, informed, and freely given” (Art. (4)(11) GDPR), guide-
lines around purpose specificity from a legal-ethical perspective are unclear or con-
tradictory. First, specificity is arguably at odds with broad consent models used in
biomedical research. Broad consent refers to consent for specific and general future
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purposes, while specific consent refers to consent for an explicit purpose. From an
ethical perspective, broad consent could be acceptable if the individual is provided
sufficient knowledge to be informed [54] –although whether current e-health con-
sent meets these criteria and upholds autonomy is debatable. Second, though data
protection law mandates specific consent, issues regarding interpretation remain.
For example, too narrow an interpretation of specificity may lead to frequent re-
consent from data subjects and induce consent fatigue [56]. Also, Recital 33 GDPR
acknowledges that it is often impossible to identify all purposes of personal data
processing for scientific research at the time of data collection and offers a solution
of consent for “certain areas of scientific research when in keeping with recognized ethical
standards”. However, this is not reflected in the text of the GDPR itself, which advo-
cates for specificity, and is open to different interpretations of scope and application
[110, 125, 316].

For consent to be valid, the data subject should also be given the identity of
the entity that decides the means and purpose of the processing (“data controller”)
(Recital 42 GDPR). However, this can be difficult to identify at the time of initial
collection and while transparency regarding the type of controller (e.g., academic,
pharmaceutical, etc.) impacts the data subject’s decision to share their data [212], the
exact identity of the controller is not always required (Art. 13(1)(a)(e) GDPR). The
text of the GDPR is not clear on the elements that must be provided across differ-
ent sections. While Article 13(1)(a) GDPR and Recital 42 GDPR require the identity
of the data controller to be disclosed, Article 13(1)(e) suggests that the entities that
process personal data can be clustered based on relevant criteria by referring to infor-
mation about recipients or “categories of recipients”. The notion of “recipient” (Art.
4(9) GDPR) can include third parties, but also controllers and processors, rendering
the contents for the obligation to inform uncertainly. The GDPR states that the data
subject should be informed of the recipients or categories of recipients of their data
(Art. 13), but does not clarify how this affects the obligation to disclose the identity
of data controllers. The new DGA [337] further complicates the recipient’s identity.
In complex data-sharing environments, it is unclear whether re-consent should be
asked when additional persons become involved in the data processing. Under the
GDPR, if the legal basis was legitimate interest, a contract, or vital interests the data
can be used for another purpose if it is deemed compatible with the original pur-
pose. If the legal basis was consent and the purpose changes, they should request
new consent. In this case, some may fall under Art. 11 GDPR, where personal data is
not required (e.g., if they receive pseudonymized data) and cannot re-establish iden-
tity to request re-consent. Such persons include those who process personal data on
behalf of the data controller (“data processors”), additional data controllers, or new
third parties that become involved after initial consent. These parties may fall un-
der Art 14(4) GDPR, where appropriate measures to protect the data subjects should
be in place, such as a public portal to check the status of research efforts and offer
means to exercise rights, such as the right to opt-out.

In summary, the debates about how to uphold autonomy as an ethical principle,
if a genetic data subject under the GDPR can be collective, and how specific con-
sent is regarding purposes and the data controllers lack clear guidelines for e-health
consent.
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2.3 Consent is Relevant, Even When Not the Legal Basis

Even when consent is not the legal basis for processing data (Art. 6(1)(c)-(f) GDPR),
such as legitimate interest, or the data falls under an exception for processing health
data (Art. 9(2)(i)(j) GDPR), such as public health, ethical consent is relevant due to
the possible legal consequences as an ethical standard or safeguard. Such data pro-
cessing is subject to a balancing exercise based on the proportionality of interests and
rights of the data subject and processor, which often requires the implementation of
safeguards to help protect rights. Recital 33 of the GDPR refers to “recognized ethical
standards” but lacks details or references. Perhaps this is due to how, depending on
the project, varying subsets of EU legislation, such as the Clinical Trials Regulation
[338] or EU Charter of Fundamental Rights [332], or international standards like the
Declaration of Helsinki [15], may apply. Art. 9(2)(j) GDPR provides that health data
can be processed for scientific research purposes based on Union or Member State
law provided that appropriate safeguards are in place. Next, Article 89 of the GDPR
also requires safeguards when data is processed for research purposes, but again the
text lacks any definitions. In another instrument in the EU [338] or outside the EU
[16, 90, 15], consent is a condition for participation in biomedical research. Com-
menting on the safeguards in the GDPR, Staunton et. al. [311] argues that ethical
requirements such as consent and transparency could serve as safeguards to help
inform the data subject of their rights.

The distinction between consent for research and consent for processing personal
data must also be clearly communicated, and possibly combined through consent
management platforms (CMPs). The EDPB [33] differentiates between the functions
wherein consent for participation in research protects human dignity and the right to
integrity of individuals while consent for processing of personal data is a requirement
connected to the right to protection of personal data. The European Data Protec-
tion Supervisor (EDPS) also notes this separation and argues that informed consent
can function as a safeguard for data subject rights’ in medical research [316], and
which comes from a long history of protection of a patient’s bodily and psycholog-
ical integrity and dignity in a doctor-patient relationship founded in ethics [90, 15]
and the contractual relationship between the parties. The Commission DG Research
& Innovation Guidance suggests that consent for lawfully processing personal data
and informed consent for research could be integrated with CMPs to increase trans-
parency to the data subject when it is difficult to identify the purpose of the research
[91]. While CMPs can more transparently communicate processes and rights to data
subjects, they can also confuse data subjects. If individuals provide their informed
consent to participation in biomedical research, it might come as a surprise that the
ground for processing personal data is not consent. If the distinction is not made
clear, it might give the false impression that the data subject is in control. For ex-
ample, data subjects do not have the right to withdraw consent (Art. 7(3) GDPR) or
the right to data portability (Art. 20 GDPR) when consent is not the legal basis for
processing data. Therefore, consent as a safeguard should be clearly explained to
data subjects and differentiated from consent as a legal basis. Overall, it remains un-
clear whether the proposed CMPs would comply with the current requirements of
legal consent or act as a legal safeguard, and if this could extend to cases for general
health data sharing and not only for biomedical research.

From an ethical standpoint, one can argue that ethical consent in e-health should
always be part of health data collection to uphold autonomy. The Belmont Report ar-
gues for respect for autonomy as a critical component of upholding human dignity
through Principlism [24, 254]. However, autonomy and ethical consent have been
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critiqued by bioethicist Onora O’Neill [232] who argued that this interpretation di-
minishes trust, wherein doctors value legal compliance more than true empathetic
communication. It has also been critiqued for undervaluing collective concerns in
favor of individual considerations. For example, one individual’s consent to shar-
ing genetic data may implicate genetic relatives without their knowledge through
data breaches [228], yet despite these shared risks, only one individual consented.
Despite these concerns about the Belmont Report’s operationalization of autonomy
into individual informed consent, few would argue that respect for autonomy is not
worth upholding — but it may require a different ethical justification. Respect for
autonomy can also be rooted in Flourishing Ethics (FE) [45, 46], which proposes that
the pursuit and promotion of human flourishing is the ultimate ethical “good.” This
stems from Aristotle, who believed that all creatures have a “nature” that, through
the pursuit of perfection, leads to flourishing. FE brings together a group of related
understandings in computer and information ethics that have this idea of human
flourishing as their primary ethical concern [99, 154, 218, 360]. In FE, “autonomy”
is viewed as a requirement for human beings to flourish; we must be able to craft
our lives one choice at a time in order to reach our full potential [45]. In psychology,
theories exploring psychological well-being such as self-determination theory (SDT)
translate philosophical understandings of human flourishing and autonomy [278].
SDT postulates that designing autonomous digital interactions requires interfaces
or assistive technologies to promote both a user’s sense of agency and consistency
with a user’s values, goals, and sense of purpose [249, 278]. In the case of health
data, notice and consent (though flawed) allow an exercise of autonomy on the flow
of their data to shape an increasingly important aspect of modern life: one’s digital
footprint. Forgoing this control, or coercing it, could undermine human flourishing
[218].

2.4 Technological Solutions to Ethical-Legal Challenges

In this section, we identify and discuss technological solutions that we believe can
help tackle the above ethical-legal challenges in e-health consent. We provide a
critical analysis of existing solutions and our work towards more dynamic, trans-
parent, and value-centered consent. These solutions center collaborations between
technology and humans (data controllers, processors, subjects) to promote agency
and value-centered choices.

2.4.1 Technical Standards, Ontologies, and Mechanisms for Consent

To address the lack of guidelines for specific consent and purpose specification in
Sec. 2.2.3, we look towards technical standards from the ISO and ontologies built
by expert communities. To address the role of consent even when it is not the legal
basis from Sec. 2.3, consent mechanisms with options to object to data processing by
legitimate interest will be analyzed. Overall, the development and adoption of these
technologies can create a more interoperable ecosystem of consent.

First, ISO/IEC 29184 describes the structure and content of online consent and
privacy notices to collect and process personally identifiable individual data. It out-
lines how to communicate transparent and understandable information about the
data collection and processing, as well as how to obtain consent to be “fair, demon-
strable, transparent, unambiguous and revocable” [1]. It has also been shown to enable
compliance with the GDPR [239] and could be compatible with the DGA, which
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requires the development of an altruistic consent form at the EU level available in
an electronic, machine-readable form using a modular, customizable approach for
specific sectors and purposes (Art. 25 DGA). However, as a closed standard with
licensing fees, adoption by individuals or institutions with fewer resources may be
difficult.

Second, the ISO standard suggests using consent policies based on standard-
ized semantic vocabularies, such as the W3C’s DPV [240], which can also aid in the
specificity of consent. The semantic web is an effort from W3C to make the internet
machine-readable and enable a web of linked data with vocabularies, query lan-
guages, and more. The DPV is an ontology about the use and processing of personal
data with terms including processing purposes. Ontologies can be extended for dif-
ferent use cases (e.g., a GDPR compliant extension of the DPV [277]) or mapped
to other compliant ontologies [78, 237]. They could also create “parts of research
projects” to offer categories instead of single choices (Recital 33 GDPR). As an open-
source technology, organizations can contribute and help address their use cases or
map the logic of DPV to other ontologies. For example, terms in the DPV can be
mapped with concepts in the Data Use Ontology [238]. Created by the Global Al-
liance for Genomics and Health, the Data Use Ontology addresses data sharing after
consent and increases the FAIRness (ability to be findable, accessible, interoperable,
and reusable) [175]. Other health ontologies [83, 152, 343] could be mapped and
connected to standardize consent, data sharing, e-health records, and other health
processes. While more work is required to make ontologies such as DPV applica-
ble to more health data-sharing situations, we can envision an interoperable future
for privacy, consent, data sharing, and legal compliance based on extensive open
vocabularies. This can also help automate the activity of data intermediaries or co-
operatives regulated under the DGA.

Third, these standards and ontologies can be communicated through the web us-
ing Data Protection and Consenting Communication Mechanisms (DPCCMs), con-
taining the “communication of data, metadata, information, preferences, or/and decisions
related to data protection or/and consenting between different actors” that can be used on
the web or apps [139]. Examples include Do Not Track or Advanced Data Protection
Control (ADPC). ADPC is more complex than a binary track or do not track, and can
express the specific purpose along with the consent decision and object to processing
based on legitimate interest. These technologies could also have a role in compliance
with data protection law as it offers a way to object to processing when consent is
not the legal ground for processing. Furthermore, ADPC could incorporate more
complex values such as consent preferences, thereby enabling personalization across
platforms using ADPC. However, some challenges still remain. There is no stan-
dardized process for developing the vocabularies regarding the values in ADPC,
and adoption of such DPCCMs remains challenging, as with the obsolescence of
Platform for Privacy Preferences Project [293]. DPCCMs could contribute to a more
central ecosystem of consent to facilitate purpose specification, processing entities,
and privacy profiles. While ADPC could enable increased autonomy through the
ability to object to processing when the legal basis is a legitimate interest, the rights
could still be obscured if the consent mechanism is not widely adopted. Similarly,
while guidelines for specific consent are part of ISO standards and ontologies can in-
crease specificity, a more unified and interoperable consent ecosystem requires social
factors to gain traction outside the scope of this PhD thesis.
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2.4.2 Ethical and User-Friendly Privacy Assistants

We can also consider technological assistants to better promote autonomy, value-
centered choices, and human flourishing in smartphone mHealth settings (Secs.
2.2.1 and 2.3). When apps are collecting health data, Personalized Privacy Assistants
(PPAs) could help empower humans to navigate consent permissions and promote
more autonomous action. Smartphone PPAs use a decision tree to ask the user a
series of privacy preference questions and determine their privacy preference pro-
file. From this profile, PPAs provide the user with privacy setting notifications and
privacy setting recommendations for the apps on their phone [185]. For users who
use mHealth apps, such recommendations could remind them of their privacy pref-
erences when they may have “clicked-through” permission settings when down-
loading the app. Infrastructure for PPAs for the Internet of Things has also been
proposed, and such a system could help users manage data collected by complex,
multi-system health sensors or medical devices by giving them similar notifications
and recommendations [70].

A related system under development is the Value-centered Privacy Assistant
[48], which aims to promote value-centered choices at the root of human wellbe-
ing and flourishing [249, 278]. Profiles are based on how a user’s personal values
are involved in their app selection and privacy decision-making by mapping values
onto acceptable data collection practices [49]. Notifications occur before download-
ing an app from the app store. These notifications serve as “selective friction” to
warn users when they may be downloading an app that conflicts with their value
set as determined by their profile. It also recommends alternative applications with
similar functions that are more consistent with a user’s values.

Both systems encourage users to exercise their autonomy when engaging with
mHealth apps by assisting them with data privacy decisions that they may other-
wise quickly click through or struggle to comprehend the privacy policies and terms
of agreement [159, 271]. This more judicious use of collaborative technologies, by
promoting autonomy, furthers human well-being, and flourishing in the e-health
data space [278].

2.4.3 Layered User-centered Dynamic Consent

Last, DC can incorporate the above technologies, enable autonomy, and increase
the specificity of consent regarding the genetic data subject (individual and collec-
tive), data processing purposes, and processing entities in Sec. 2.2. DC is a model
of consent and digital platform centering data subjects in facilitating consent over
time [123, 158, 199]. DC can request specific consent over time as data processing
or the controller changes and be layered in terms of the type of consent (specific
or broad) or information, allowing users to choose the depth of information and
type of consent they prefer. On such systems, perhaps specific consent could be the
default, with a layered approach that first shows key information and then offers
more detailed information with broad consent as a secondary option. It could be
personalized based on the data controller and data subject’s legal jurisdiction, pri-
vacy preferences, and values––with value-centered privacy assistants to help make
decisions. Similarly, collective-specific consent could be a default for genetic data
sharing unless the individual chooses broad consent, and in the case of conflicting
rights specific and granular rights can be carried out and relayed to the data collector
to resolve issues more transparently.
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As a platform, DC can also incorporate ISO standards, consent ontologies, and
shared consent mechanisms. If multiple DC platforms use interoperable ontologies
and/or consent mechanisms, a more unified consent management system could be
envisioned. However, work from the technological side is needed to suit more use
cases and larger societal challenges stand in the way of adopting shared technolo-
gies. Collective DC has been proposed [214, 253] but more research must be done
in order to implement it well. This ties into future chapters in this thesis regarding
tools and methods to increase transparency and user-centered design in consent and
user studies regarding key elements of consent [82].

2.5 Conclusion

Technological solutions provide frameworks for managing the challenges of ethical-
legal consent for e-health data, especially when human needs are centered and not
legal-ethical compliance. However, the legal uncertainties must be decided by legal
experts, courts, and cases. This process often takes years, especially for newer con-
cepts of technologies (e.g., collective consent wherein legal experts are beginning to
debate). The goal of suggesting tools and frameworks such as consent standards,
ontologies, privacy assistants, and layered (collective and/or individual) dynamic
consent is to enhance autonomy in the meantime. We focus more on ethics and the
principle of autonomy, which is more flexible and general than legal challenges, es-
pecially as these could apply within the EU as well as outside. While these may also
address legal challenges, we as scholars cannot determine compliance or mandate
requirements. Some technologies still require further development to truly address
current challenges, and the Author is researching legal, ethical, and technical as-
pects in their future work. From this, the wider adoption of these solutions could
not only tackle ongoing legal-ethical ambiguity within the EU but also lay the foun-
dation for cross-border health data transfers between different countries. Despite
differing guidelines and requirements, a united technological front and deployment
of human-centered tools for e-health management could help provide the basis for
greater communication, understanding, and harmonization between jurisdictions.
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Abstract: Privacy policies often fail to uphold the goals of transparency – for in-
dividuals to understand the processing of their data and exercise their rights in a
user-centered manner – which may lead to misalignment between privacy expecta-
tions and practices. Direct-to-consumer (DTC) genetic companies, expected to grow
to more than 2.7 billion USD by 2032 in Europe, process sensitive data with many
risks. We selected six leading DTC genetic companies and examined their EU pri-
vacy and research consent policies to answer: 1) How vague, confusing, or complete
are information flows?; 2) Are they aligned with GDPR transparency requirements?;
3) How relevant is the information to users?; 4) What risk/benefit information is
available? This study identified 62 flows for sharing genetic data and found that
81% were vague and 37% were contextually distinct and confusing. Consequently,
GDPR transparency requirements may not be met. Qualitatively, information was
not user-relevant and lacked collective risks of sharing data. We then offer specific
suggestions to enhance user-centered transparency in policies and to use contextual
integrity as a tool to assess, audit, and share data practices.

3.1 Introduction

Privacy policies have a long reputation of being time-consuming [205], unreadable
[93], difficult to comprehend for non-legal experts [268, 140], and unusable as a
decision-making tool [144]. While this may be a deliberate strategy to be legally com-
prehensive and accurate, especially in unclear situations for future-proofing [27], as
one of the most public and comprehensive views into data processing practices, how
can privacy policies be improved?

We take a multi-pronged approach to assess privacy and consent policies and
suggest improvements. To assess information flows, we used Nissenbaum’s privacy
theory of CI which states that privacy can be defined by contextual norms dictating
their transmission and how appropriate the information flows are [226]. As the con-
text changes, so do the privacy risks. This theory also offers a framework to analyze
specific parameters of an information flow (sender, recipient, transmission principle,
attribute, and subject) and published methodologies to analyze transparency [300].
Second, we look to user-centered terms developed by Johansson et al. [146] in an ex-
tensive governance study to understand what users want to know in order to make
informed decisions for research data sharing. We adapt the results to the context
of companies. Last, we survey the risks and benefits of data sharing. This is espe-
cially important because the types of DTC companies we will investigate are genetic
testing companies handling sensitive data.

Sequencing Deoxyribonucleic acid (DNA) has become more and more accessible
with DTC genetic testing companies offering ancestry, wellness, and community ser-
vices. By 2021, approximately 26 million people have taken an at-home ancestry test
worldwide, and the European market is expected to grow to more than 2.7 billion
United States dollar (USD) by 2032 [270]. Although genetic data are a special cate-
gory of personal data under the EU’s GDPR and should be subject to a high standard
of legal and technical protection [336], in practice companies may not be transparent
about their data processing activities as required in Art. 12-13 GDPR, or the risks
involved. Once this information is in the hands of companies, risky events such as
data breaches [228], re-identification based on combining public datasets [89], data
sharing with law enforcement [279], or discrimination by insurance companies [147]
may increase while consumers assume companies are ethical [17].
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We selected and examined 6 market-leading DTC genetic companies’ privacy
and research consent (hereafter also referred to as “consent”) policies for information
transparency and user-relevancy. We were interested in the most publicly available
and complete descriptions of data flows and practices, which are often the privacy
policies and research consent policies for sharing data beyond the scope of the con-
tract for additional research (internally and/or with third parties such as academics,
companies, and/or individuals) secondary research. We identified genetic informa-
tion flows from privacy and consent policies to answer: 1) How vague, confusing, or
complete are information flows?; 2) How aligned with GDPR transparency require-
ments are existing information flows?; 3) How relevant is the information to users?;
4) What risk and benefit information is given and where is it located?

Our results show that 1) more than half of the identified 59 information flows
used vague terms, 17% were missing information such as recipient, and 37% were
bloated with up to 14 different reasons for sharing the data in one flow 2) from
the previous analysis, information flows were not always aligned with GDPR trans-
parency requirements; 3) most companies lacked user-relevant contextual informa-
tion as described in [146]; 4) the communication about risks and benefits varies
greatly across companies (1 to 6 types of risks shared) and lacks any collective risks.
This confirms a pattern of non-transparent and non-compliant public information in
policies in the context of sensitive genetic data. Then we suggest possible strategies
for more transparent, user-relevant policies and using a CI analysis as part of audits
by data controllers and regulators.

3.2 Related Work

3.2.1 Analyzing privacy policies using contextual integrity

While other tools and frameworks exist to assess the information in privacy policies,
we chose to use CI [299]. In it, privacy is defined by Nissenbaum as the contextual
norms dictating appropriate data transmission [226]. Sharing genetic data with your
doctor and with your insurance agent has different appropriateness and privacy
contexts, even if they are both third parties. Thus, CI can offer nuanced insights into
the sociotechnical nature of privacy and data sharing.

The theory includes a framework for analyzing information flows to audit the
data processing activities. It can determine, in a structured way, how personal data
is shared and for what purposes to help audit the risks (thereby implementing a
necessary step for data protection by design [32]). It can also be used to verify the
correct implementation of transparency obligations: as these are meant to enable
individuals to shape reliable expectations about the use of their data, the informa-
tion must be presented in a useful and understandable manner. This is why Article
12 of the GDPR sets user-centered transparency requirements that encompass the
“quality, accessibility and comprehensibility of the information” [243] of the data
processing practices and the data subjects’ rights. This means that communications,
be it privacy policies, consent forms, or other instruments for exercising data rights,
should be tailored to the specific informational needs and abilities of the intended
audience, as well as subject to empirical tests to demonstrate their effectiveness [243,
274]. There is a movement within legal communication away from lengthy docu-
ments full of legal jargon and instead towards using information design elements
[247] to address the needs and abilities of the intended audiences (who are not only
legal experts) [252] and enhance the readability and comprehensibility of informa-
tion [273].
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In the case of DTC genetic testing companies, the contextual norms are obscured
and often conflated, leading to privacy issues. Much of previous work analyzing the
privacy policies of DTC genetic testing companies has a United States (US) focus,
and researchers have found that their policies lack transparency and adequate pro-
tections against harms [104, 131, 60], especially in relation to data sharing with law
enforcement [263, 305]. This was shown in a 2015 study [137], where the declared
data practices of DTC genetic testing companies were assessed via the CI approach.
Huang et al. analyzed the privacy policies to assess the different contexts and pri-
vacy issues. They identified three different contexts for data sharing (i.e., users in-
volved in the online genetic company community, consumers utilizing genetic tests
for reasons of ancestry, and consumers who have taken genetic tests who addition-
ally participate in research activities) and related privacy issues. However, the pre-
vious study did not investigate specific elements of transparency or user-relevancy
to improve the policies for users (e.g., to clarify contexts in information flows) that
we are interested in.

3.2.2 Privacy risks and harms of sharing genetic data

Protecting genetic data requires increased caution because the potential harms to
the data subject, and even relatives is great. For example, data breaches could affect
living and future relatives [192]. Moreover, discrimination and stigmatization [124,
106] may occur. from the availability of genetic data. For example, the inference of
Alzheimer’s could be used by insurance companies in order to charge higher premi-
ums [358, 148]. Other risks include possible re-identification from anonymous data,
which was proved possible through the cross-referencing of two free databases in
2013 [120]. With the rise of more genetic databases and digital health information
(both research and commercial), it can be easier to cross-reference and use the aggre-
gate information to infer individual or family details, such as disease risks [89]. In
the age of big data, privacy is networked – especially genetic data which may reveal
information about similar genetic relatives [165, 40, 102]. Companies may not ade-
quately inform customers of how their individual decisions may affect their families
and descendants in the status quo.

3.2.3 GDPR transparency requirements and implementations

The disclosure of information in privacy notices should be leveraged to not only ful-
fill legal obligations but also to communicate useful, actionable information to the
individuals and groups impacted by the data practices. Recital 39 of the GDPR clar-
ifies this point, “It should be transparent to natural persons that personal data concerning
them are collected, used, consulted or otherwise processed and to what extent the personal
data are or will be processed ... any information and communication relating to the processing
of those personal data be easily accessible and easy to understand, and that clear and plain
language be used” [243]. This aligns with the concept of information transparency,
which is defined by how complete the information provided by firms is regarding
their business activities [342]. While privacy policies have many issues [93, 268, 140,
144], they are a window into internal data practices of a company publicly available
to regulators, researchers, and consumers alike.
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3.2.4 User-centered decision making and privacy expectations

Johansson et al. [146] carried out discrete choice experiments with laypeople and ex-
perts to identify types of information relevant for research data sharing. Their results
showed that high level categories of data user (e.g., pharmaceutical company/entity,
academic research, technical company, or national authority), were most useful to
people. Some elements go beyond legal requirements for transparency under the
GDPR, or offer guidance for how to frame the information in such guidelines (e.g.,
by category of data processor and not the exact identity). By centering user research
to determine elements of transparency, organizations can follow the legal principles
underlying transparency with the guidance of empirical work.

3.3 Research Questions

Stemming from gaps in understanding the DTC genetic website’s informational
transparency, compliance with GDPR transparency requirements, and the quality
of user-relevant information to enhance decision making, we collected privacy and
consent policies on company websites regarding genetic data sharing to answer:
RQ1: How transparent are information flows described in the available policies in
terms of: including all parameters, using vague language, and parameter bloating
(i.e., more than 2 concepts in one parameter)? RQ2: How aligned are the informa-
tion flows with GDPR transparency requirements? RQ3: How aligned with existing
user-relevant information categories for research [146] (i.e., data user, data collector,
reason for data user, information and consent, and ethical review)? RQ4: How many
and what types of risks and benefits are stated across privacy and consent policies?

3.4 Methods

FIGURE 3.1: A process map of the steps to identifying genetic data flows and analyses
used from 6 company websites and their corpus.

3.4.1 Company criteria and the corpus of text

We chose six of the most widely used DTC genetic testing companies with simi-
lar services of ancestry, trait, and/or wellness reports (excluding medical genetic
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disease, paternity, microbiome, and full genome tests) with EU/UK websites (ex-
cluding business-to-business services or services requiring a medical professional).
These companies include global market leaders and EU specific providers to try to
gain a representative sample of companies. AncestryDNA reported over 25 million
global customers [12], while 23andMe reported over 14 million [2] on their websites.
MyHeritage and Family Tree DNA followed with more than 2 million customers
each in 2018 [267]. The number of of TellMeGen customers were unavailable, but
they have been in business since 2014 and were created in Spain and may have an
EU specific strategy. Other company headquarters are across the USA (23andMe,
AncestryDNA, and Family Tree DNA), UK (LivingDNA), and Israel (MyHeritage).

We accessed the EU or UK English websites’ privacy policies and research con-
sent policies from each company from December 2022 to January 2023. One excep-
tion was TellMeGen, whose policies were named differently. Thus, we analyzed
their pages titled: “legal terms,” which contains conditions for usage of the web-
site and services offered, and “legal consent,” which is given before entering the
contract. Information on external pages was not included as they were linked out-
side the policies and would expand the scope of this research too greatly, and most
pages would refer to the privacy policy for more information. In the end, our corpus
included 10 privacy policies, 9 research consent, 1 group project (research carried
out by non-academics) consent, 1 legal terms, 1 legal consent document (Step 2 in
Fig.3.1).

Parameter Description

Sender Entity who shares or transfers data

Recipient Entity who receives information

Transmission Principle Terms and conditions wherein transfers should occur, including
descriptions of how information is collected/used

Attribute Information type

Subject Subject of information flow (usually implied)

TABLE 3.1: CI framework from Shvartzshnaider et al. [300]

3.4.2 Contextual integrity

CI is a theory that posits that privacy is the appropriateness of information as de-
fined by how they align with existing, legitimized norms for a given social contexts
[226]. For example, sharing genealogy information with a doctor may be appropri-
ate, while sharing the same information with law enforcement could be a violation
of privacy. This is an example of how different recipients affect privacy. Using the CI
framework, information flows are broken down into sender, recipient, transmission
principle, attribute, and subject [300] (Table 3.1. Without specifying all five parame-
ters, the context is too ambiguous to assess the implications. We followed methods
from Shvartzshnaider et al. [300] to perform deductive qualitative coding (Step 3
Fig. 3.1) and assess the quality of CI flows with missing information, parameter
bloating, and vague terms analyses (Step 4 in Fig. 3.1).

To code the corpus, we began by identifying information flows regarding genetic
data and co-code the respective parameters (see Fig. 3.2).
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FIGURE 3.2: Example of annotated CI flow from AncestryDNA.

3.4.2.1 CI flow and parameter analysis

To answer RQ1 about the transparency of CI flows, Author 1 used the following
methods from Shvartzshnaider et al. [300]. While the validity of information and
parameter bloating may be subjective, in confusing cases Author 1 consulted Author
2 for higher reliability. This was analyzed using materials available in the appendix
(App. 3.9), R, and MaxQDA project https://www.maxqda.com/.

Missing information identifies if parameters are missing in a CI flow to gauge
informativeness. Even one missing parameter can be confusing to an individual
because one premise of CI is that the flow must be complete to understand the full
context (e.g., the recipient of the data may greatly affect the appropriateness of the
context but it is missing).

Parameter bloating identifies any flows with two or more discrete entries per
parameter which can cause confusion from the lack of directness (Fig. 3.3). For ex-
ample, if one information flow contains multiple transmission principles that span
marketing, research, and providing ancestry services to the customer, then the cus-
tomer has to consider multiple contexts without clear understanding of what is ac-
tually taking place.

FIGURE 3.3: Example of a CI flow with parameter bloating from AncestryDNA text
from Fig.3.2 with parameter bloating

Vague terms analysis identifies CI flows using vague terms that imply ambigu-
ous and unspecific information. This is performed by matching the text of CI flows
to a vague terms list from work by Bhatia et al., which identified common vague

https://www.maxqda.com/


Chapter 3. Transparency and User-relevancy of Consent Policies 38

terms and categorized them based on lexical categories: numeric quantifiers such as
most or some, modal terms such as may, likely, and possibly, generalization terms
such as mostly, normally, or primarily, and conditional terms such as sometimes, as
necessary, and depending. [27]

3.4.3 GDPR transparency requirements mapping

CI Flow Ele-
ment

GDPR Transparency Requirement User Relevant At-
tribute

Sender Data controller (Art. 13(1)a) and con-
cise, transparent, clear language (Art.
12(1))

Health Information
Collector

Recipient Recipients of personal data (Art.
13(1)e) and concise, transparent, clear
language (Art. 12(1))

Health Information
Collector, Data User

Transmission
Principle

Purpose of processing (Art. 13(1)c,
secondary purposes (Art. 13(3)) and
concise, transparent, clear language
(Art. 12(1))

Reason for Data Use

Attribute concise, transparent, clear language
(Art. 12(1))

TABLE 3.2: Mapping or relevant attributes from the CI flow, GDPR transparency re-
quirements, and user-relevant information.

To address RQ2, Author 1 analyzed the GDPR transparency requirements to
identify 6 legal requirements that could be extracted from CI flow parameters or
analyses (See Table 3.2). Art. 12(1) states that information should be “concise, trans-
parent, intelligible and easily accessible form, using clear and plain language,” of
which can be assessed by parameter bloating (conciseness), missing information
(completeness), and vague terms analysis (clarity). Art. 13(1)a requires “the identity
and the contact details of the controller,” which is usually the sender of the informa-
tion or the recipient if the data subject is sending their information to the company.
Art. 13(1)e requires information on “the recipients or categories of recipients of the
personal data,” which could include third parties or other individuals in the context
of online genetic communities. The purpose of processing (Art. 13(1)c), whether the
personal data is a requirement to enter a contract (Art. 13(2)e), and if the controller
intends to process the data for secondary purposes (Art. 13(3)) can be identified in
the transmission principle of CI flows. While the presence or absence of relevant
GDPR requirements could be systematically evaluated, we are not assessing com-
pliance.

3.4.4 User relevant information

To answer RQ3 about user-relevant information, Author 1 looked to empirically de-
rived results from a study by Johansson et al. [146] (Table 3.3) to analyze the quality
of the information within policies and information flows. Mappings to CI elements
are included in Table 3.2. CI flows and relevant portions of the policies based on
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keywords (e.g., review, ethical, opt-out, opt-in, purpose, goal, etc.) were used. Cod-
ing began with existing attributes from research [146] with a bottom-up approach to
address missing attributes related to the novel commercial context. Author 1 tried
to be objective in adherence to Johansson et al.’s work and uncertainties were dis-
cussed with Author 2, though not co-coded. Some new codes in the “reason for data
use” category include subcategories like: “performing a contracted service,” “unspecified
research,” “secondary DNA service” to expand the codebook to address DTC genetic
testing use-cases. Coding was performed by Author 1 in MaxQDA and the code-
book is available in App. 3.9.

Attributes Levels
Health Information Collec-
tor

Who collects the information? (technological company, aca-
demic research provider, etc.)

Data User Who is the recipient of the data? (technological or pharmaceuti-
cal company, academic research project, etc.)

Reason for Data Use Why the data user wants access? (develop a new product or
service, advertise, etc.)

Information and Consent Will the participant be informed? (Not informed, informed and
opt-out, etc. )

Review of Data Sharing Is there a review of data access and how is the decision made?
(No review, review of transfer, etc.)

TABLE 3.3: Data sharing attributes from Johansson et al. [146]

3.4.5 Stated risks and benefits

To answer RQ3, Author 1 identified sections in the corpus referring to risks and ben-
efits throughout the privacy and consent policies, which often were separate from
CI flows, by using keywords such as “risk,” “harm,” “benefit,”, and “compensa-
tion”. Using MaxQDA, each section was coded for the type of risk or benefit using
a bottom-up approach to map types of specific risks (e.g., exposing your family, lost
sample) and benefits (e.g., financial compensation, altruistic benefit) to broader cate-
gories (e.g., re-identification, data breach, etc.) based on the types of harms they fell
into. Then the number and variation of risks and benefits were analyzed through
MaxQDA (codebook available in App. 3.9). To minimize subjectivity, categories
of risks and benefits were coded with terms found in the corpus; for example, the
term for third parties stems from TellMeGen’s text “undesired third parties (for exam-
ple, health care provider service companies or insurance companies),” and using common
categories of risks from literature such as “data breach” to describe a sample being
lost or stolen.

3.5 Results

3.5.1 Contextual integrity information flows

To answer RQ1, we identified 62 information flows across the companies’ publicly
available privacy or consent policies directly or indirectly referencing the transfer of
genetic data (see Table 3.4. While about 30% of information flows are specific and
uniquely about the sharing of genetic data, the others are unclear. About 35% men-
tion genetic data in addition to other (less or equally sensitive) personal information,
about 30% only write personal information in general, and 5% specify anonymized
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DNA data or are missing the information. Due to the difficult nature of anonymizing
genetic information, it was included in our analysis [365, 120]).

Company Policy Type # Flows # Vague # Missing information # Bloated

23andMe
Privacy Policy 8 7 1 (transmission principle) 4
Research Consent 2 2

AncestryDNA
Privacy Policy 7 6 5
Research Consent 1 1

FamilyTreeDNA
Privacy Policy 11 10 2 (attribute, recipient) 5
Group Project 3 3 1 (sender)

LivingDNA
Privacy Policy 7 5 2 (transmission principle) 2
Research Consent 1 1

MyHeritage
Privacy Policy 12 10 4 (recipient x3, recipi-

ent/attribute/subject)
3

Research Consent 1

TellMeGen
Legal Terms 2 1
Legal Consent 7 4 1

Total 62 50 (81%) 10 (16%) 20 (32%)

TABLE 3.4: The number of information flows with genetic data are reported for each
company based on which policy it was found in with the total across all companies.
The number of flows, the number containing vague terms, missing information, and
parameter bloating are also shown per company policy with totals across companies at

the bottom, along with the percentage of overall flows.

Missing information Using the CI analysis of missing information, 10 (16%) of
flows had missing information, ranging from the transmission principle (n=3), re-
cipient (n=4), attribute (n=1), and for one – recipient, attribute, and subject were all
missing. Missing recipients were usually regarding data sharing for research or pro-
cessing sensitive data for multiple purposes (including but not limited to research
purposes). Second most common were CI flows with no transmission principles re-
garding third parties such as law enforcement or unspecified service providers. For
example, “We may share information with our professional advisers including lawyers, ac-
countants and insurance advisers. We do not routinely share genetic information with our
professional advisers, but it would be possible that this could happen, for example if court
proceedings relating to genetic data were to be brought against us“ (LivingDNA). This one
non-exhaustive example does not explain the conditions wherein sharing occurs,
thus we annotated it as missing.

Missing information and GDPR requirements To address RQ2, we mapped the
respective CI analyses to relevant GDPR requirements and identified misalignments.
From the missing information analysis, 17% of information flows lack the informa-
tion items mandated by the transparency obligation because they are incomplete
(Art. 12(1)). In addition, 5 information flows did not identify the recipient of data
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(Art. 13(1)e), 5 did not clearly state the transmission principle which relates to pur-
pose of processing from Art. 13(1)c and the eventuality of further processing from
Art. 13(3).

Parameter bloating Parameter bloating was found in 37% of information flows.
Fig. 3.3 shows an example of parameter bloating from AncestryDNA. This statement
has one sender, one subject, 8 attributes, 10 recipients, and one broad transmission
principle. Overall, we found that statements across companies had one sender, up
to 9 attributes, up to 8 recipients, up to 14 transmission principles, and one subject.

Parameter bloating and GDPR requirements More than two discrete parameters
(e.g., more than two types of recipients, more than two transmission principles) can
be indicative of a lack of conciseness (Art. 12(1)), showing that 37% of information
flows should be reformulated to be more direct.

Vague terms 81% of flows across companies contained one or more vague terms.
Of the vague terms used in Fig. 3.4 we can see that across all companies modal
words (e.g., may, can, possibly) were used in 69% of all surveyed companies’ informa-
tion flows. This is followed by numeric quantifiers (e.g., certain, some, and various) at
33%, condition terms (e.g., depending, as needed, appropriate) at 16%. Lastly, only My-
Heritage used any generalization terms such as normally, usually, or primarily (8%).

FIGURE 3.4: The percent of CI flows with vague terms by lexical category and company

Vague terms and GDPR requirements From this mapping of predetermined vague
terms deriving from [27], 81% of information flows may not be using clear language
(Art. 12(1)) due to the prevalence of vague terms.

3.5.2 User relevant information

To answer RQ3 regarding a qualitative analysis of the attributes reported in Table 3.3
within the corpus, we found that information flows and relevant parts of the corpus
(e.g., “Purpose” sections) were generally confusing or lacking important information
that would be relevant to a user to make decisions about their health data sharing in
this commercial context.
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Data collector The DTC genetic testing company most closely corresponds to a
technological company data collector, as the customer enters a contract to use a ser-
vice and sends their data for analysis. However, this was inferred, and they may
also fall under an academic research project if research consent is given.

Data user Instead of identifying the recipient in flows by name or business cat-
egory, the data user is a higher-level category that reveals the types of recipients
relevant to the consumers (e.g., technological or pharmaceutical company). For in-
stance, in Fig. 3.3, the information flow from AncestryDNA’s privacy policy shows
many technological companies of various natures. Some new categories derived
from the privacy and consent policies were healthcare professionals, law enforcement,
and other users via genealogy services. When looking at the informed consent for the
further use of genetic data for research, data users such as a technological company,
pharmaceutical company, national authority, or academic research project arise. In
the informed consent document for research, some companies do not distinguish
the various types of research being conducted, for example, “On some research, we
will collaborate with leading academics and scientists.“ (LivingDNA).

Reason for data use 34% of information flows had more than one reason for data
use per flow. Overall, “providing a contracted service“ was the most common reason
for data use at 35.8%, followed by “developing a new product or service“ (15.6%),
and “unspecified research“ (12.6%). This new category had to be created because
documents failed to specify the purpose of research (e.g., investigating a government
initiative, developing a new product or service, etc.). An example of such an instance
is “Perform statistical, scientific, and historical research“ (FamilyTreeDNA).

FIGURE 3.5: Percentage of coded segments with reasons for data use across companies

Information and consent Information (if individuals will be informed when in-
formation is shared and used in a new context) and consent (opt-in or opt-out)
areuser-relevant attribute that are not very clear within flows. While privacy poli-
cies describe the purposes of data use and can be taken as information, they are often
embedded in bloated transmission principles. For example, MyHeritage has an in-
formation flow about service providers that describes 8 different service providers,
each with their own information and consent for each (some wherein information is
given and some wherein both information and consent are given).

Information and consent also varied across companies for sample storage, with
23andMe, AncestryDNA and FamilyTreeDNA including information and opt-in con-
sent within the privacy policy. AncestryDNA for instance writes, “after our laboratory
partner has processed your Biological Sample, you can consent to its storage in our bio bank
for future testing at your option [...] If you do not consent to the storage of your Biological
Sample, we will destroy your sample.“ While the biological sample can be used for other
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purposes if the individual provides consents to it, the information also includes an
opt-out consent for storage but it is unclear if storage itself entails any additional
sharing and using the data in a new context (e.g., by the storage facility). Other
companies do not allow an opt-out: TellMeGen destroys samples after two months,
LivingDNA destroys samples after 10 years, and Family Tree DNA stores samples
for future testing.

Review of data sharing Only 23andMe and AncestryDNA mention any review
when the data is shared in a new context with regards to a type of ethical review in
their informed consent policies. Of the two, 23andMe writes it is overseen “by an
independent ethics review board (also called an Institutional Review Board or “IRB”).” On
the other hand, AncestryDNA will “review all research requests for Biological and DNA
Samples (as described below)” but it never describes the type of review (e.g., using
national laws, using corporate guidelines).

Some companies use technical or legal jargon that is too broad to determine if
their protocols for review of data sharing are in place. For example, Living DNA
mentions both“The data [...] will only be used for ethically and scientifically approved re-
search. Careful safeguards, in line with ISO:27001, are designed to ensure the confidentiality
of your data and samples..“ They refer to an international technical standard for infor-
mation security management, but they do not share relevant data about oversight.

3.5.3 Stated risks and benefits

Regarding RQ4, first we report the number and type of risk (App. Table 3.5). Across
all companies, a total of 37 risks were identified, spanning 7 categories (identifica-
tion, undesired third parties, inaccurate results, secondary findings, data breaches,
discomfort, and general catch-all risks). Identification encompasses several subcate-
gories that have to do with third parties revealing hidden information: re-identification
of the customer (e.g., finding a full name), exposing the family (e.g., finding relatives’
names), and reveal of phenotype (e.g., finding traits from the DNA such as disease
status). Undesired third parties includes data sharing without consent to law en-
forcement and insurance agencies (which may lead to discrimination). Inaccurate
results refers to the accuracy of methods of analysis used to determine ancestry,
wellness, or other reports given to customers. Secondary findings refers to addi-
tional research that may be done on the data that leads to new findings (e.g., disease
information from ancestry services). Data breaches covers both physical samples
and any data stored on servers (e.g., genetic data, passwords, etc.). Discomfort
refers to the feelings that being asked personal questions may bring up, and gen-
eral covers any catch-all “unforeseen future risks”. The most commonly stated risk
is identification, followed by general risks, secondary findings, and data breaches all
tied for second as shown in Fig. 3.6. Different companies would mention different
subsets of risks, with some companies trying to be more exhaustive (e.g., TellMeGen
notes 6 out of 7 types of risks, while LivingDNA only mentions the risk of secondary
findings).

The number benefits is lower than risks: 5 benefits over two categories (indirect
data altruism or general benefits). The benefits section in consent policies usually
states that it is free to participate, that there will be no financial compensation (ex-
cept 23andMe mentioning the possibility of financial compensation via cash or char-
itable donations), that results of the research studies will help research but are not
provided to the participants (except 23andMe mentioning that they may inform in-
dividuals of research findings). Indirect data altruism is the most common benefit
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FIGURE 3.6: Risks across companies in descending order, based on percentage of coded
segments

and very broadly defined, for example, “Your participation may help advance scientific
or medical knowledge,“ (AncestryDNA), “[...] this will assist academics and researchers
to better understand the human species, learn or confirm certain facts and make predictions
about future trends. Thus, the more Personal Information for Research is contributed to the
Project, the better any potential results“ (MyHeritage), and “Sometime in the future, you
or others, including people who share your ancestry or health characteristics, may benefit
indirectly from 23andMe Research discoveries, such as those that improve 23andMe product
or services offerings or contribute to ways to prevent and treat disease“ (23andMe).

Interestingly, AncestryDNA includes a section that does not concern customer
benefits, but financial benefits to companies or employees from secondary research
activities: “In some instances, AncestryDNA receives compensation from Collaborators
who work on the Project. Some of the researchers who are employees of AncestryDNA also
have a significant amount of stock or other ownership in AncestryDNA or Ancestry.com.“
The impact on consumer decision making is unclear as there are no monetary values
listed and it is posed as a possibility.

3.5.3.1 Location of information

Dedicated sections for risks and benefits were clearly stated in the informed con-
sent policies for secondary research, while risks in privacy policies were found in
data security or methodological sections (See Tab. 3.5). For example, MyHeritage
states risks of data security issues and that “[...] while our reasonable security program
is designed to manage data security risks and thus help prevent data security incidents and
breaches, it cannot be assumed that the occurrence of any given incident or breach results
from our failure to implement and maintain reasonable security,“ and TellMeGen and Liv-
ingDNA mentioned a risk of error in results.

In the privacy policies, the framing is about minimizing liability for the com-
pany. They are often passive, as with MyHeritage’s statement about security risks
place the onus on the individual, as TellMeGen writes: “ [...] in the event that you
decide to share your genetic information with health care professionals, you run the risk that
said information can become part of your medical history and, because of this, could be in the
future accessible to undesired third parties (for example, health care provider service compa-
nies or insurance companies). [...] you acknowledge that you will: [...] assume responsibility
for the possible consequences.” This contrasts with the framing in informed consent
for research policies; for example, AncestryDNA writes, “When Biological Samples are
physically transferred from us to Collaborators, there is a potential risk that the samples could
be lost or stolen while in transit or storage. We take precautions to reduce the likelihood that
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this will happen and your Biological Samples are not transferred with your name or con-
tact information” which includes information about mitigation strategies to decrease
risks to the customer.

3.6 Discussion

3.6.1 Informational opaqueness

Regarding RQ1, our findings of vague, incomplete, bloated, and generally confusing
statements support previous research about the difficulty reading and understand-
ing privacy policies [137, 93, 144, 300] and lack of transparency into a company’s
practices. This can lead to customer misinterpretation [17] and incorrect privacy ex-
pectations [161]. This is compounded by the findings from RQ4, wherein the risk
information was insufficient. This can enhance privacy expectation misalignment.
Customers may be concerned about privacy but decide to use the service while not
fully grasping the consequences (e.g., challenges to anonymizing data or family im-
plications) [280]. This is then reflected when data breaches and subsequent lawsuits
occur. For example, MyHeritage’s privacy policies states, “while our reasonable se-
curity program is designed to manage data security risks and thus help prevent data secu-
rity incidents and breaches, it cannot be assumed that the occurrence of any given incident
or breach results from our failure to implement and maintain reasonable security.” While
legally sound, it may not meet customer expectations. A member of a class action
lawsuit against MyHeritage due to a data breach in 2018 [228] stated that she would
not have used the services if she had known that the necessary precautions were not
in place [310]. In October 2023, 23andMe reported a data leak as well. Consequently,
multiple class action lawsuits have sprung up in response to the lack of adequate pri-
vacy, security, and data breach notification procedures [149]. If companies want to
address customer expectations and reassure them, they should prioritize addressing
relevant consumer concerns about risks.

Regarding the results for RQ2, transparency requirements were presumably not
met in all publicly available information flows, especially with missing data con-
trollers in Art. 13(1)a (missing sender), recipients of personal data in Art. 13(1)c
(missing recipient), or the purpose of processing in Art. 13(1)e and if the data would
be used for secondary purposes in Art 13(3) (missing transmission principle). Ar-
guably, parameter bloating of 14 different transmission principles in one data flow
may not correspond to concise and clear language due to the presence of vague
terms. 81% of flows used one or more vague terms from the list provided in [27].
However, companies may have more complete information but present it using
vague language to cover multiple cases or any changes that might occur to help
decrease the number of updates that would have to be made if it were more specific.

Article 29 WP guidelines on transparency offer examples of how to move away
from vague language, recommending changing “may,” to “will” when possible [243]
and being more specific about the purpose of processing. For example, instead of
“We may use your personal data for research purposes” wherein the research is unclear,
they suggest “We will retain and evaluate information on your recent visits to our website
and how you move around different sections of our website for analytic purposes to under-
stand how people use our website so that we can make it more intuitive” to clarify the type
of data, analysis, and purpose. This could be combined with CI analyses such as
the vague terms analysis to ensure adherence, missing information analysis to en-
sure that all the needed components are present, and parameter bloating analysis to
ensure that the statements are direct and regarding one context. Overall, this could
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contribute to users’ understanding of their data processing and subsequent rights.
On the other hand, it may be too cumbersome to audit or replace all data flows with
more direct language because it would need frequent updates; otherwise, policies
would often risk becoming out of date.

Auditing and editing policies can be streamlined with algorithmic tools to scan
policies and assess the presence or absence of transparency requirements [118] and
of GDPR requirements [10, 330]. This can decrease the time needed to identify rele-
vant information within policies. However, this would still require expert analysis
to assess compliance, usability, and transparency. Such a transparency-enhancing
process would also fulfill one of the necessary steps to ensure data protection by
design (Article 25 GDPR) [336].

3.6.2 Lack of relevant transparency

The quality of information for user-relevant attributes (RQ3) that can contribute to
providing understandable accountability, safeguards, and information about what
rights individuals can exercise under the GDPR is important for building useful
policies in the future and was lacking in existing policies.

A common issue was a vague or missing type of data collector and reasons for
data use, which can also lead to confusion and misalignment between customer ex-
pectations and reality. This is especially non-transparent in consent policies. 23andMe
states a possible overlap in their research consent wherein ”Some 23andMe Research
may be sponsored by or conducted in collaboration with third parties, such as non-profit or-
ganizations, pharmaceutical companies, or academic institutions whose additional expertise
and/or resources can help 23andMe make important discoveries.“ However, individuals
are generally more positive towards academic and non-profit institutions [17] com-
pared to pharmaceutical companies and should have the information and ability to
only consent to certain types of purposes by certain types of data collectors. In addi-
tion, while genetic data for research is often shared in the hopes of benefiting society
[17, 161], some employees may be benefiting financially (as shown in the results).
While the statements in consent policies may be vague about who they partner with,
in 2018, 23andMe partnered with pharmaceutical company GlaxoSmithKline for a
4-year partnership to develop for-profit drugs [100]. Participants may not know
that if they consented for research purposes, they were also giving a pharmaceuti-
cal company their data for for-profit purposes. Academic and non-profit research
may also convey an image of altruism and lead individuals to believe that [161],
while academic partnerships can lead to for-profit interests in the very same research
outcomes [177, 76]. To address this, some additional user-relevant attributes might
include whether the data will be publicly available (as opposed to only available
within the company), or what the financial motivations are. This could add to the
previously discussed ethical review. Thus, customers can more easily match their
expectations with reality to make informed decisions.

The ethical review of data sharing is especially interesting as a method for shar-
ing the governance structures in place to support individual choices about their data
processing. Presumably by experts, it would alleviate some of the individual bur-
den of protecting one’s data. Such third-party oversight, especially if independent,
can be a useful safeguard the transfer and use of sensitive data by other parties for
research purposes (either internal research or with third parties). However, this may
not completely safeguard the information if the company’s data practices are still
opaque.
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3.6.3 Collective risks and harms

Overall the risk and benefit analysis (RQ4) found a lack of communication around
collective risks and benefits in the public policies. This is especially concerning as
such potential harms may not only impact the individual customer, but also their
current, past, and future genetic relatives. The risk of re-identification and iden-
tification via genetic relatives has an increasing likelihood of occurrence as larger
datasets are collected [120]. In the US, the Golden State Killer suspect was identified
from a third cousin who was a distant relative from the 19th century [292], whose
data were uploaded on the public genealogy database GEDMatch, whose purpose is
for people to find relatives for personal reasons. Some DTC genetic testing compa-
nies offer genealogy communities as well, and the possible entanglement with law
enforcement is questionable. For instance, FamilyTreeDNA works directly with law
enforcement in the USA [279]. Though similar collaborations are not yet reported
in the EU, they may nevertheless impact European citizens or EU residents. An
open question concerns whether law enforcement should be allowed to use data that
was originally contracted to help consumers understand their ancestry and health
to search for possible criminals. No privacy or consent policies mention the risks
to genetic family members [102] or suggest individuals to discuss the genetic test
with their families to make a group decision. This lack of common deliberation and
the silence around this issue can be especially harmful since privacy is contextual
and networked [40], so even if one individual tries to protect their privacy, another
person’s privacy choices may directly impact them. Conversely, individuals may
not share the benefits of taking a DTC genetic test or understand how indirect re-
search done with their data may enrich their lives. Such relational risks should be
clearly stated to give the impacted individuals and their family members a chance
to understand the shared consequences and decisions together.

While collective notice and consent are important, there are no clear guidelines
for implementation yet. A study was conducted that found no global consensus on
how to give notice [320]. While safeguards were suggested, it is not required to men-
tion collective risks or safeguards. Thus, it is very uncommon and not surprising that
the DTC genetic testing companies sampled did not mention any. Historically, col-
lective consent has been used in biomedical research to respect indigenous cultures
and their collectivist governance structures, wherein communities are consulted and
asked for consent [227, 250, 130] due to indigenous legal requirements. While this
research has mostly been performed in person, a dynamic digital platform for collec-
tive dynamic consent in Australian Aboriginal and Torres Strait Islander communi-
ties has been positively discussed as a solution [253], moving collective consent into
a more digital age. The need for collective family consent is especially discussed by
legal and ethical scholars as well [214, 166]. However, translating such proposals
into actual safeguards and digital tools is still an ongoing subject of research.

3.7 Limitations

This study had limitations based on the corpus chosen and methodologies. We only
assess 6 companies, which might not be very representative. However, We chose to
examine public privacy and consent policies, and did not include other pages. We
were solely interested in the text and the quality of the information in the privacy
and informed consent policy. We analyzed the policies from an expert perspective,
and internally companies may have more information. Some results were coded by
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a single author and should be extended and replicated to increase reliability, and
should include user studies to validate our findings.

This was preliminary work to survey general practices and test the suitability of
the methodology, not intended to be an indictment of any companies. We did not
reach out to companies to clarify their policies and justify their choices. Future work
is being carried out to validate the method of CI analysis and research collective
notice and consent.

3.8 Conclusion

We were motivated by the lack of user-centered transparency about companies data
practices and how to methodologically improve them. It can be especially risky
when sensitive genetic data is processed, as with our use-case. We contributed em-
pirical data about the informational transparency and user-relevancy of privacy and
research consent policies from 6 leading DTC genetic testing companies. We iden-
tified 62 information flows across companies about genetic data sharing, wherein
81% used vague terms, 16% were missing information such as the recipient, and
32% were bloated with up to 8 different recipients, 9 data types, and 14 reasons for
data sharing. This demonstrates a lack of informational transparency and a possi-
ble misalignment with GDPR transparency requirements. The quality of informa-
tion within flows was not very relevant to users – for example with ”unspecified
research“ as the purpose of processing present in 12% of flows. The reported risks
were framed as individual, even when collective, and varied widely by company.
We suggest using CI to audit and develop policies with user-relevant terms and bet-
ter risks communication to increase usable transparency and decrease misalignment
between customer expectations and actual practices. We hope this work encourages
more nuanced, human-centered policies.

3.9 Appendix

Link to codebook: http://tinyurl.com/2j85rzaa. Other data is available from the
corresponding author on reasonable request.

http://tinyurl.com/2j85rzaa
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Company Policy Type # and type of risks # and type of benefits

23andMe
Privacy Policy 0 0
Research Consent 6 (discomfort, identifica-

tion/expose family, data
breach, identification/re-
identification, identifica-
tion/phenotype, unknown

2 (indirect)

AncestryDNA
Privacy Policy 0 0
Research Consent 9 (data breach,

identification/re-
identification, data
breach/sample lost,
secondary findings, un-
desired third parties/law
enforcement, undesired
third parties/insurance,
identification/expose fam-
ily, undesired third par-
ties/insurance/discrimination,
unknown)

1 (indirect)

FamilyTreeDNA
Privacy Policy 0 0
Group Project 1 (general) 1 (general)

LivingDNA
Privacy Policy 1 (inaccurate results) 0
Research Consent 2 (secondary findings, data

breach/sample lost)
1 (indirect)

MyHeritage
Privacy Policy 4 (data breach; DNA

match: secondary find-
ings, identification/re-
identification, unknown)

0

Research Consent 2 (identification/re-
identification, secondary
findings

1 (indirect)

TellMeGen
Legal Terms 1 (inaccurate results) 0
Legal Consent 5 (secondary findings,

inaccurate results, gen-
eral, undesired third
parties/insurance, identi-
fication/phenotype)

0

Total 31 5

TABLE 3.5: The number and type of risks per company separated by policy type.
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Abstract: Understandable and verifiable privacy policies can be difficult for end-
users to understand and for businesses to write, especially when information flows
include complex data sharing. Typically, data-sharing information flows reside in
lengthy privacy policies full of legal jargon and vague terms, which hinders both
communication among different stakeholders and compliance verification of pri-
vacy, security, and legal requirements. What can help is following a rigorous method-
ology to analyze information flows to ensure understandable and usable privacy
policies for stakeholders. Thus, the problem shifts to what is an effective, and us-
able methodological framework for the task. The contextual integrity (CI) theory
of privacy offers a framework to analyze privacy policies, but its effectiveness and
usability for developing better policies for organizations needs evidence. This work
studies the CI framework to elicit and validate better information flows for privacy
policies in a real-world use case. 13 employees across a welfare tech company in
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Norway have been interviewed to assess the usefulness of CI for communication,
GDPR validation, and perceived usability. Participants felt the method was useful
for representing and analyzing information flows due to the categorization with dis-
crete parameters and structure, which enhanced their understanding, scoping, and
quality of information. They confirmed its usefulness for writing better documen-
tation, auditing, and better communication with experts or customers. It was also
thought to be usable as a tool for businesses. This pilot offers promising empirical
evidence for CI methods in general to develop and validate complex information
flows for organizations.

4.1 Introduction

As data sharing information flows become more complex in a highly interconnected
world, accurate, complete, valid, understandable, and transparent privacy policies
can be more difficult to produce and maintain. This can negatively impact busi-
nesses, increasing the burden of communication between different departments and
with customers and partners, increasing the effort involved in information requests
and audits, or making it difficult to elicit security requirements. It can also be a detri-
ment to end-users, who do not receive a clear privacy policy for how their data is
being used, when, and why. Privacy policies are part of the external perception of a
company, and may impact their market position.

Privacy policies have been critiqued for being unreadable [93], time-consuming
[205], incomprehensible to non-legal experts [140, 268], and useless as a decision-
making tool [144]. Although vague legal terminology may be a deliberate strategy
to be legally comprehensive and accurate, especially in unclear situations for future-
proofing [27], these may not be fully in the spirit of the GDPR. The GDPR sets trans-
parency requirements in Art. 12-13. It states that information must be presented
in an “intelligible and easily accessible manner, through the use of clear and plain
language“ (Art. 7(2)) and Recital 39 of the GDPR clarifies this point: “It should
be transparent to natural persons that personal data concerning them are collected,
used, consulted, or otherwise processed and to what extent the personal data are or
will be processed ... any information and communication relating to the processing
of those personal data be easily accessible and easy to understand” [243].

To address this challenge, research methods could be adapted to help organiza-
tions break down the different elements of a complex data-sharing workflow and
also analyze those elements for quality, such as completeness, directness, and align-
ment with legal requirements. One method of analyzing privacy policies comes from
the theory of CI from Nissenbaum [226], considers privacy from a sociotechnical lens
and has been used to analyze publicly available privacy policies [137, 300]. In those
cases, it was used ex post to evaluate privacy policies for quality (e.g., vagueness,
conciseness, directly) and alignment with privacy norms with general suggestions
for improvements. However, would it be useful and feasible to apply CI directly
with organizations ex ante to create more understandable and verifiable data shar-
ing information flows and privacy policies?

This led to our research questions: (RQ1) Would the CI method be useful for
creating more understandable and verifiable data sharing flow elicitation and vali-
dation for businesses? (RQ2) Would the CI method be usable in a complex business
scenario?
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We offer empirical data to help answer the question – we performed a mixed
methods study with both a questionnaire and semistructured questions. We inter-
viewed 13 employees of a medium-sized Norwegian welfare-technology company
to better understand the perceived usefulness for better analysis, communication,
and validation along with usability in their work. This organization was chosen
because they have high standards for privacy and security with in interest in im-
proving privacy with support from Author 2, the Chief Governance, Risk and Com-
pliance Officer (CGRCO). They also have an applicable use case with complex and
sensitive data flows with many data subjects (See Use case 4.3).

4.2 Related Work

4.2.1 Privacy Policies

While the GDPR addresses both organizations and individuals, privacy policies can
fail to be helpful to end-users. They may be forced to use a service, and thus must
agree regardless of a privacy policy [140] or agree without sufficient understanding
[268]. However, research is also being done to transform privacy policies and test
what is most useful [369] and to better understand from a business side the chal-
lenges [297]. While privacy policies can be enhanced for greater user understanding
(or use privacy assistants), it may be more valuable to do it in the policy design
phase so both business and user can take advantage of it. The task of establish-
ing and maintaining privacy policies is time-consuming in complex environments
and is often executed for the sake of compliance. The value of the policies for the
business is limited in this case, and the business misses the opportunity of using
the policies as tools for governance, management, communication, marketing, and
audit, placing the burden of understanding heavy and poorly structured policy doc-
uments on an end-user. Since the businesses themselves manage personal data of
many users, the privacy, transparency, and security of the data processing by design
are key. When business starts to perceive privacy policies as public reports on the
privacy measures and as a decision-making tool for the users, the quality and value
of the policies will improve, reducing the efforts on the user side.

4.2.2 Contextual Integrity

Multiple methods exist to analyze privacy policy information, such as privacy re-
quirements engineering [14], machine learning [363, 371], and the CI framework
[299]. Although interesting, requirements engineering follows a broader goal-based
method, which resulted in 12 goals and many more sub-classifications; whereas the
CI analysis focuses on data sharing information flows and uses 5 parameters. Ma-
chine learning is useful for general analysis or policies but still requires expert anal-
ysis, so it would be more helpful ex post. CI also offers a theoretical grounding in
addition to analytical methods. Nissenbaum uses the CI theory of privacy to define
that “privacy” must align with existing, legitimized norms of privacy. For example,
sharing video streams with a doctor may be appropriate, while sharing the same
information with the company for internal research and development could be a vi-
olation of privacy. The methods break down data sharing information flows into
sender, recipient, transmission principle, attribute, and subject. This offers a clear
method for evaluating data flows in privacy policies or other documents, and per-
forming quality analyses. One can analyze if a parameter is missing within a flow,
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if terms are vague, complete with all five parameters, and direct (e.g., the transmis-
sion principle should not include a long list of all purposes of processing if they are
distinct activities) [300].

While CI has been used for multiple purposes, such as to increase granularity
and better detect and enforce data leakage protection systems for businesses [301]
or as a privacy assistant [296], its use for businesses to help write and audit in-
formation flows for privacy policies has yet to be studied. The inspection of data
flows, evaluation of completeness (if all five parameters are present) and quality (if
vague terms are used, if there are too many discrete statements in one parameter,
etc.) have not been researched in collaboration with organizations to develop bet-
ter data flows. This may aid in data protection by design [32] to clarify information
flows and implement necessary technical privacy or security measures. Addition-
ally, Article 12 (GDPR) sets user-centered transparency requirements that encom-
pass the “quality, accessibility and comprehensibility of the information“ wherein
the CI method could be used to analyze and improve information flows of the data
processing practices[243].

4.2.3 Technology Acceptance Model

Using the Theory of Reasonable Action (TRA) and Theory of Planned Behavior
(TPB) from psychology, the Technology Acceptance Model (TAM) has been used
to explain behaviors towards adopting technology in the information systems in the
information and communication technologies (ICT) field. Acceptance of the technol-
ogy (commonly interpreted as use) is a three-stage process, where external factors
such as the system design trigger a user’s motivations which include Perceived Ease
of Use (PEOU) and Perceived Usefulness (PU). These can then inform the response, or
acceptance of the technology. PU is posited to have a greater influence on accep-
tance, while PEOU interacts with PU, and they both influence the Attitude Towards
Using the technology, which then informs their Intention to Use, which cumulates in
usage behavior [71].

Since its inception in 1989, it has been extended, critiqued, and used. TAM is the
model most used to explain and predict the use of the system [176] in research in
many domains. Some studies have found it to be predictive of use, while others do
not[179]. In a review of 20 healthcare TAM studies, it was found to be a strong pre-
dictor of uptake, but it is not without drawbacks [136]. In the case of the healthcare
TAM reviews, they believed that a missing variable was related to the healthcare
context, which would enrich the studies to be more predictive [136]. TAM has been
critiqued for its choice in variables (or lack thereof), leading to many extensions. For
example, TAM2 added 5 variables preceding PEOU and PU [347]. Other researchers
have added beliefs that would affect the Attitude Towards Using [155] or the Intention
to Use [326].

TAM is still widely used and accepted, with 170 publications in 2020 [87, 217].
Due to its long history, the methods have been validated. Instead of looking at new
methods Moody used the original TAM to develop a theoretical model for validating
design methods and offered questions that would address PEOU, PU, and Intention
to Use. The Method Evaluation Model (MEM) is meant to evaluate of system design
methods and modelling languages [217]. These have been used in other studies due
to their reliability and validity [234, 346].
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4.3 Methods

Use case We base our pilot study on a use case with a Norwegian welfare-technology
company on one of their services with a complex information flow. The company
is contracted by the local government (e.g., municipalities) to help provide services
for home-care patients who do not require hospitalization but still require care for
various reasons (Figure 4.1). The services include active safety for elderly patients
and patients with dementia through alarm response and location tracking, planned
supervision for remote care visits, continuous supervision through events from cam-
eras and various sensors such as medicine dispensers, door locks, and bed sensors,
chronic disease monitoring through remote communication with medical devices
and questionnaires. The company offers web and mobile applications with vetted
third parties (medication dispensing machines, video surveillance, etc.), and more.
They can also involve the patient’s next of Next of Kin (NoK) to help the patient
and decrease the burden on healthcare professionals. NoK can be family members
or community members who agree to help with responsibilities, living with or near
the patient. Thus, video data may involve streaming video and audio of a patient,
NoK, and/or healthcare professional for different purposes.

FIGURE 4.1: Overview of stakeholders in the use case with the Norwegian company

Not only is the flow of information incredibly complex with multiple third-parties,
but consent can enter a gray area. Patient consent is implicit in order to access the
services, while NoK consent is usually blanket consent given to the municipality. In
cases where the data may be sensitive (e.g., video data), this consent may be uncer-
tain because sensitive data is subject to higher protections, including explicit consent
or another legal basis (Art. 9 GDPR). If the data flows are vague and it is unclear ex-
actly who, why, and when individuals have access to data, it would be even harder
to examine compliance.

4.3.1 Participant Demographics

We interviewed 13 employees across different teams at a mid-size Norwegian welfare-
technology company (approximately 23% of the total employees) (Table 4.1). We
used convenience sampling within the criteria of roughly even participation across
DevOps, Product and Design, and Direct and Partner Sales, and Governance, Risk
and Compliance (GRC) who were available within the time frame of work hours
from November 22 - December 1, 2023. The interviews were approximately 30 min-
utes long and recorded with Microsoft Teams, either in person or online. For online
participants, the notice, consent, and questionnaire were shared and collected using
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Microsoft Forms, while the paper forms were used in person. Audio recording was
only stored locally. The questions asked are shown in Table 4.2.

TABLE 4.1: Demographic distribution of participants (n=13)

Category Count (n) Percent

Sex Male 10 76,9%
Female 3 23,1%

Years of Experience (total) 0-5 1 7,7%
6-10 1 7,7%
11-15 6 46,2%
16-20 1 7,7%
21-25 1 7,7%
25+ 3 23,1%

Department DevOps 3 23,1%
Product 4 30,8%
Direct Sales 4 30,8%
Partner Sales 1 7,7%
GRC 1 7,7%

Participant roles in relation to the consent processes included:

• Product and Design Product employees work on customer and market in-
sights and user stories, specify consent functionality requirements and solu-
tion design, and prepare product documentation.

• DevOps Developers work on technical implementation of requirements from
the Product team.

• Direct Sales Direct Sales employees work closely with agreements and cus-
tomers and ensure customer success in onboarding and application of prod-
ucts.

• Partner Sales Partner Sales team works on agreements and relationships with
product resellers.

• GRC The Governance, Risk, and Compliance (GRC) team is part of Manage-
ment and responsible for the quality management system, including under-
standing external security and privacy requirements and embedding them into
internal policies and guidelines for products and departments.

Participants included three heads of the department and ranged from 0-26 years
of experience at the Company, with an average of 7 years. When possible, senior
and junior members of the same team were interviewed.

TABLE 4.2: Demographic questions asked to participants surrounding job title, years of
experience, and familiarity with consent on a 5-point Likert scale.

Question

Q1 What is your current job title?
Q2 How many years of experience do you have in your field (overall)?
Q3 On a scale of 1-5 from Rarely to Always, how often do you interact with consent in your

work (any part of the consent process like informed notice and consent, legal compliance,
giving consent, etc.)?
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4.3.2 Interview Protocol

Participants were presented with information about the study and asked to consent
to data collection. Then the author presented the method in a PowerPoint to ex-
plain the theory of contextual integrity and the method used to improve privacy
policies. An example of creating a contextual integrity data flow from existing in-
formation from a data processing agreement was shared. The presentation included
the use case described in Use case 4.3 and information about CI theory and meth-
ods described in Related Work 4.2. CI was introduced by Nissenbaum in 2009 [226],
theorizing that privacy is provided by appropriate information flows that conform
with contextual norms, and privacy is not just about control over information but
is a socio-technical phenomenon that evolves. To help assess the appropriateness,
CI breaks down information flows into 5 parameters: the actors (senders, recipi-
ents, and subjects), data type (attribute), and condition (transmission principle). All
five must be present to understand the context, and changing a parameter can affect
appropriateness (e.g., sharing health data with a doctor vs. a salesperson). Once an-
notated, they can be compared with other versions for incompleteness, vagueness,
conciseness, and more. [300]. To demonstrate the process, an excerpt from a data
processing description used for data processing agreements, privacy policies, and
data processing protocols was used. It showed information broken down by GDPR
category (e.g., Purpose of Processing, Processing Activities, Data Subjects, etc.). This
was analyzed using the CI framework. It was shown that there was missing infor-
mation (e.g., the purpose of processing fits into the transmission principle but does
not indicate the subject, recipient, attribute, or sender), vague terms (e.g., authorized
personnel), and possible misalignment with GDPR transparency requirements due
to vague and unclear information flows. Lastly, participants were shown a com-
plete CI information flow with a sender, recipient, attribute (with information that
it is a special category under the GDPR), transmission principle (including security
measures and one purpose of processing), and subject (choosing only the NoK from
multiple data subjects) (Figure 4.2). They were told to imagine multiple data flows
for different subjects, data types, etc. Due to resource constraints, participants did
not test the method themselves, but could ask questions and envisioned themselves
using it for their roles.

FIGURE 4.2: Next of Kin CI information flow (shown to participants as a table)

Participants were then asked to complete a questionnaire with demographic ques-
tions about their job titles, years of experience, and familiarity with privacy policies.
These were Q1-Q3, while Q4 is part of a parallel study we will discuss in the next
chapter. Q5-7 assess Perceived Ease of Use (Table 4.4) and Q8-15 assess Perceived
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Usefulness (Table 4.3.2) using a 5-point Likert scale (Strongly Agree, Agree, Unde-
cided, Disagree, Strongly Disagree) based on methods by Daniel Moody [217]. This
is based on the TAM to evaluate perceived efficacy as a precursor to actual adop-
tion. Questions were framed both positively and negatively to reduce unconscious
responses. To increase the depth of answers, Q16-18 were open-ended questions to
explain their reasoning for previous questions about usability (regarding analyzing
and representing information, GDPR validation, and communication), while Q19
allowed for any additional comments or concerns (Table 4.4).

TABLE 4.3: Perceived usefulness Likert scale and open-ended questions from [217] with
optional open-ended questions

Question

Q8 I believe that this method would reduce the effort required to document privacy policies.
Q9 Privacy policies represented using this method would be more difficult for stakeholders to

understand.
Q10 This method would make it easier to verify whether GDPR requirements are met.
Q11 Overall, I found the method to be useful.
Q12 Using this method would make it more difficult to maintain privacy policies.
Q13 Overall, I think this method does not provide an effective solution to the problem of analyz-

ing and representing information in privacy policies.
Q14 Overall, I think this method is an improvement to the standard privacy policy.
Q15 Using this method would make it easier to communicate privacy issues to end users.
Q16 Please explain why or why you do not think this method provides an effective solution to

the problem of analyzing and representing information in privacy policies.
Q17 Please explain why or why not you think this method would make it easier to verify whether

GDPR requirements are met.
Q18 Please explain why or why not you think this method would make it easier to communicate

privacy issues to end users.
Q19 Please describe any suggestions, concerns, or feedback from this method.

TABLE 4.4: Perceived ease of use questions derived from [217]

Question

Q5 I found the procedure for applying the method complex and difficult to follow.
Q6 I found the method easy to learn.
Q7 I found the rules of the method clear and easy to understand.

4.3.3 Analysis

The data was analyzed in R (questionnaire answers) and MaxQDA (open-ended an-
swers). The negatively framed Likert scale questions were adjusted in R, then the
median was calculated since the data is ordinal. After all the interviews were fin-
ished, the Author 1 used the General Inductive Approach for evaluation data [329].
This method was chosen because of its ability to establish transparent and defen-
sible ties between the research objectives and the summary of qualitative findings
derived from the interviews. It also helps to develop a model to explain the under-
lying phenomena. Unlike the grounded theory approach [314] which also uses an
inductive strategy, the steps differ in that coding is combined in the general induc-
tive approach. In addition, it’s goal is a theory, while the general inductive approach
may result in a model or framework that the categories and themes fall into. The
general inductive approach presumes research objectives, such as the research ques-
tions we posed earlier.
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To perform the qualitative analysis, Author 1 and a master’s student cleaned the
interview transcripts. Microsoft’s transcription software generated text automati-
cally, then it was edited for grammar, filler words, and repeating clauses. Then close
reading of the text took place, after which interesting text was identified by Author
1. After some collaborative coding with the master’s student, we independently
labeled codes. Discrepancies in coding were discussed and resolved. We collabo-
ratively refined the categories to define the hierarchy. The codebook is available on
request.

4.4 Results

4.4.1 Perceived Usefulness for Better Data Flows

The median perceived usefulness of all participants over 8 questions in the useful-
ness category was 2, or ”agree“ on the Likert scale as displayed on Figure 4.3. The
Sales department varied the most, with some ranking questions as strongly disagree
(a participant in Partner Sales) and strongly agree (a participant in Direct Sales),
while DevOps and GRC department ranked questions as ”strongly agree“ more fre-
quently than others (GRC for 6 out of 8 questions, and multiple members of DevOps
for 7 out of 8 questions).

FIGURE 4.3: Perceived usefulness scores by question on a Likert scale where 1 is for
strongly agree and 5 for strongly disagree, arranged by most positive to least positive re-

sponses (total n=13)
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4.4.1.1 Auditing and Documentation

The method was useful for analyzing information, with coded segments across par-
ticipants revealing that it helped with scoping (n=3, 25%), quality of information
(n=2, 17%), and auditing (n=5, 58%). One participant stated how it would help with
scoping and auditing, ”I have been in a lot of risk analysis with the customers, and on
the customer side of it. It’s like you get lost in analysis, suddenly you’re analyzing a whole
other scope. So, it will be a better method to stay at the problem or the focus“ (Participant
(P)6). Other aspects of auditing could also be applicable, as P7 said, ”I think in terms
of representing information, it gives us more of an overview of GDPR compliance and gap
assessment. It is easy to perform to see missing elements“.

The method also helped with representing information. Specifically, coded seg-
ments identified across participants stated that the method offered useful catego-
rization of information (n=16, 38%), structure (n=12, 29%), enhanced understanding
(n=9, 21%), and a writing format for information flows (n=5, 11%). The contextual
integrity framework was often mentioned as helpful for the categorization of infor-
mation (e.g., sender, receiver, subject, etc.), structure (due to the tabular format), and
overall understanding, with P4 saying, ”It was a smart way of categorizing the different
elements and clearly distinguishing who is the subject, which role or person you are consid-
ering in the privacy impact for. So I thought it seemed a smart and effective way of splitting
information into different categories to reduce the complexity of grasping the privacy consid-
erations.“ In addition to grasping the privacy considerations, the framework would
help participants write information flows if required, ”I like having a structure and a
method. For me, it would be very difficult to write something if I’m just writing text“ (P9).

4.4.1.2 GDPR Verification

10 participants (77%) thought that it would aid in GDPR compliance, though most
were unfamiliar with the GDPR and unsure of how helpful it would be. The CGRCO,
with GDPR experience, did think that the method would be useful because, ”it will
be easier because then I will know how detailed to be, and it will force me to explain it for all
subjects. I see that in the example, the sentences are either too generic or too vague to be used
by auditors to validate GDPR compliance. We had [an audit] recently, and they struggled
to find and understand the processing activities despite [the pre-existing] documents.“ 3
participants declined to answer.

4.4.1.3 Communication with End Users

74% of participants (n=11) agreed that presenting information with this method
would be helpful for communication, while one participant said no (instead say-
ing it would be more useful for experts), and the last one was undecided. This
revealed a nuanced idea of ”end-user“ that different participants defined as experts,
non-experts, customers (e.g., the municipality), and end-users (which included them
as a reader). Participants in both Direct Sales have particularly interesting opinions
about how this method could serve as an important intermediate step, which could
be shared with experts if needed. P12 said ”It’s not necessary for the end users to know
our method, but if we use the method, I think it would be much more clear, specific, and
easy to understand for end users. If the end user is a person responsible for security and pri-
vacy issues within the municipality, then it could be good for them.“ Another participant
from direct Sales could see its use with customers to share when they request de-
tailed information. ”It’s the thing we struggle most with the customers and the customers’
customer. They always ask, how do you process data in your solution, what do we need to
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document, and how do we agree to the terms? It’s a large part of our day-to-day work. I
always call [our CGRCO]. But when you do the fragmentation, it’s easier to communicate
because it’s written in a way that makes sense for most people, regardless of your competence
in the area.“ (P8). A member of Partner Sales thought it was best used for domain
experts because ”[Privacy policies] do have relevance for companies like us because it reg-
ulates how we are supposed to work“. The CGRCO explained that it could be helpful
for end-users, ”As an end user, I would like to assess the risk of this data processing. I can
see more granularity when the flow is divided. In the example, I see that there are high risk
special categories, but it’s not clear the actual risk. If we were a company trying to misuse
this, we could do some unauthorized things within this policy because it’s so vague.“

4.4.2 Perceived Ease of Use

The median perceived usefulness of all participants over 8 questions in the useful-
ness category was 2, or ”agree“ on the Likert scale. The different Sales branches
varied the most, with the same member in Partner Sales ranking some questions as
”strongly disagree“ and the same member of Direct Sales ranking the method with
”strongly agree“ as for the PU questions. Similarly, the GRC department ranked
questions as ”strongly agree“ more frequently than others, for 2 out of 3 PEOU ques-
tions.

FIGURE 4.4: Perceived ease of use scores by question on a Likert scale where 1 is for
strongly agree and 5 for strongly disagree, arranged by most positive to least positive re-

sponses (total n=13)

No open-ended questions specifically asked about perceived ease of use, but an-
swers revealed coded segments about practical issues and improvements. Across all
participants, 11 coded segments about practical issues arose. 27% were confused by
the terms presented (n=3) and 73% needed more exposure to the method to make
more conclusive remarks (n=8). Given that the demonstration of the method took
about 15-20 minutes, participants shared concern about the gap between perceived
ease of use and actual ease of use. Coded segments about anticipated implementa-
tion challenges were also shared, such as defining terms across diverse stakeholders
(n=4, 40%), proper audience fit given many internal and external audiences (n=2,
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20%), appropriate detail of content (n=2, 20%), and training needed (n=2, 20%) to
implement the process across teams. P7 stated the terms and definitions would be
challenging, ”For example, authorized personnel for me is something with approval [...] but
I see that they use it more like health personnel that are allowed to provide this service to pa-
tients. So, this is really about quality assurance of what product managers are writing and
thinking with different lenses. Now I’m the CGRCO and read it and it looks like a GDPR
definition. If I read it as a patient, is something missing?.“

4.4.3 Suggestions and Sociotechnical Concerns

Suggestions for improvement covered both ease of use and usefulness, such as ex-
plicitly using GDPR terminology in data flows (n=2), offering high-level summaries
for the reader (n=1), and showing the relationship of data flows to the application
or product (n=1). GDPR requirements themselves can sometimes be vague, so P11
suggested that ”The GDPR requirements have to be translated by the municipality (data
controller) using this same method, and then the [...] CGRCO sits and compares, and only in
that way would you be able to validate.“ Instead of focusing on improved information
flows for end-user communication, P13 preferred a summary, ”There’s a lot of infor-
mation in the policies. When you click the box, you’re hardly spending any time on it. But
when you go back, you need the details. So when you accept, you need to have a very high
level structured executive summary.“

The sociotechnical category arose from participants’ contextual considerations
of how this method would be useful. These include trust in the government (n=1,
33%), limits to understanding privacy policies (n=2, 67%), and the debated useful-
ness of privacy policies to end-users (n=2, 67%). While a clear privacy policy may
be present, P10 argues, ”I may not even have the brain power to understand. I would trust
that the municipality works for me and my benefit and that they have people who have gone
through this rigorously, and that way it works.“ P13 also thought that privacy policies
were more of a legal obligation than a tool for end-users, ”In many cases, these policies
aren’t really read. They’re just something you need to comply with. If we were to read them,
we would be dead until we could do what we wanted to do, so basically what people need is
to check the box.“

4.5 Discussion

Participants agreed that the method was useful for analyzing and representing in-
formation (median Likert scale of 2). Auditing was the most commonly stated use,
with participants seeing immediate uses in risk assessment, appropriate scoping
when discussing with customers, and gap assessments. This was supported by the
way the information was represented. Most participants noted the structure with
discrete parameters made it easy to see empty cells, break down information into
CI parameters, and evaluate privacy considerations for specific information flows
(e.g., certain subjects, certain attributes, or data types). Additionally, some partici-
pants thought the method would make it easier for documentation since it offered a
framework for how to translate their work into an information flow or privacy policy
since they had descriptions for what information to include in each parameter. The
CGRCO also thought this would be useful for validating applicable GDPR require-
ments and sharing with external auditors. It could also use GDPR terms and tie into
the security practices used for categories of data sharing (e.g., sensitive video data).
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However, information flows only cover a portion of the information on privacy poli-
cies (e.g., right to deletion, etc.), so other GDPR requirements must be considered for
a complete privacy policy. The company would also have to develop best practices
to harmonize terms and definitions across teams, level of detail needed, and invest
in time to train and improve the process.

Participants also agreed the method would be easy to use (mean Likert scale of
2.4), with variance across departments. Some members of the Product team ”dis-
agreed“ or ”strongly disagreed,“ which may indicate that some departments would
have more difficulty or resistance to implementation. However, such resistance is
natural. Product-specific privacy policies are usually based on product specifica-
tions, which are detailed and structured to allow testing and validation of product
requirements, including privacy. Privacy policy is a subset of product specification,
and structuring it in the same manner is efficient. From this perspective, the method
will require additional efforts from Product while reducing efforts of end users, cus-
tomers, and GRC and audit functions.

In addition, participants offered unique insights into potential issues. The CGRCO
and others thought that clearly defining terms across diverse stakeholders (e.g.,
product, security and compliance, patients, municipalities, etc.) would require strat-
egy and effort. The method itself does not offer guidelines for unified definitions.
Thus, training and best practices should complement the CI method.

If CI flows were shared on a privacy policy, participants thought it would be
helpful for communication with end-users, but it might not impact them as greatly
as internal stakeholders, experts, or customers. This is interesting because some par-
ticipants brought up how the main responsibility (e.g., consent, reviewing privacy
policies) should fall on the government (e.g., municipality) and not on the user. This
may reflect trust in the government, as Norway has a good reputation with residents
and ensures a high level of trust [57], which may not be true in other countries. This
may be interesting to explore, as it would offer additional safeguards in addition to
individual autonomy to help ensure lawful and ethical data practices.

One suggestion was to layer information when asked for consent; end-users
could be given high-level summaries if they do not wish to evaluate every aspect
of the privacy policy and to have the privacy policy available for any future use.
Though it is an additional effort, layered information is recommended by the Article
29 WP guidelines on transparency [243] and designers who have surveyed the field
[285]. Layered consent coupled with a digital platform, such as dynamic consent,
has already been effectively implemented and researched [123, 43, 37]. However, it
requires a significant effort, as municipalities in Norway currently use paper consent
forms, and one example reviewed by Author 1 used broad consent for unspecified
purposes. Despite a concerted effort by the government to modify their consent
processes, the company could improve its communication, documentation, and val-
idation of data sharing practices.

4.6 Limitations and Conclusion

Limitations include the small sample size and scope of the study, which only asked
for self-reported perceptions. Our sample may be biased due to the convenience
sample, which is skewed towards men and those with many years of experience.
Future work should iterate on this, testing implementation, increasing the sample
size, and sampling more equitably across demographics to be more generalizable
to other types of companies outside Norway. The Author had the opportunity to
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visit and interview most employees in person, and extending the study to other
organizations was beyond the resources for this research.

Overall, writing complete, transparent, and understandable data flows for pri-
vacy policies is not an easy task, especially with complex networks of data sharing
(See Use case 4.3). This can be compounded by legal uncertainty, where some prac-
tices may or may not be compliant. These issues compound when information flows
cannot be traced, verified, and explained to ensure compliance or that proper secu-
rity measures are implemented. From our research, application of a CI framework
– with clear sender, recipient, attribute (data type), transmission principle (purpose
of processing and other details), and subject (who the data refers to) was well re-
ceived by the company and could be useful for enhancing communication and au-
diting, as well as reasonably easy to use for the employees. If adopted, this would
offer a promising direction for businesses to have more clear internal practices that
they can share with relevant parties, or adapt as needed. However, the pressure to
accept any terms due to necessity still exists. A patient could not opt-out if they
felt the data sharing flows were not secure if only one provider exists. While busi-
nesses themselves are concerned with audits from third parties or the government,
especially for sensitive data sharing, data controllers (such as municipalities) should
have the competency and care to evaluate data sharing agreements and those they
employ. Norwegian welfare technology companies bid for a contract from the gov-
ernment, so to differentiate themselves they seem to have high competency and care,
as the sensitive video and audio are only streamed for short periods in this example,
and not used internally for improving services or quality assurance. However, data
breaches still occur. While enhancing understanding, validation, and writing of data
flows may help to decrease risks and harms, it also exists in a network of trust and
safety nets, which all need to be strong to protect privacy.
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Abstract: Informed consent processes for complex cases with multiple stakehold-
ers and can be difficult to understand, analyze, and document, especially with vari-
ous legal and technical requirements in the EU. Businesses may struggle to integrate
their system and user requirements with those from the GDPR. Textual requirements
documentation can make it difficult to identify conflicts or inconsistencies, commu-
nicate across teams, and map to requirements. Instead, a process model may be more
suitable to enhance understanding, problem-solving, and communication. One such
standardized tool to visualize business processes is the Business Process Model and
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Notation (BPMN), developed to be understandable to both domain experts and end-
users, yet expressive enough to capture complex workflows. While commonly used
in businesses, they have not been researched for consent specifically. We were in-
terested in applying BPMNs in a collective consent requirements engineering pro-
cess for a mid-sized Norwegian welfare technology company. A patient consents to
home monitoring with video surveillance along with a next of kin (NoK), any per-
son(s) who agrees to help care for the patient. As video data is a sensitive category
under the GDPR, implicit consent, and explicit consent coincide with multiple re-
sponsible parties in a complex processes. We presented a collective consent BPMN
to 13 employees to assess the usefulness of consent BPMNs for tracing consent, iden-
tifying gaps and GDPR validation, and giving high-level overviews. Participants felt
the method was useful for those purposes, with some seeing concrete uses for their
work, like identifying key steps. It was also perceived to be usable as a tool for
businesses. This pilot offers promising empirical evidence for consent BPMNs for
businesses.

5.1 Introduction

Giving IC to share, store, and process data is an important part of data protection and
privacy. The purpose of IC is to provide an overview of data processing risks and
benefits, leading to an autonomous decision that also expresses one’s privacy pref-
erences [65] which abides by EU regulations. The GDPR oversees the processing of
personal data (any data which can identify a natural person or persons), which may
include performing a contracted service, compliance, IC, or more (Art. 6). Within
the GDPRs, high standards for IC are set, it must be “freely given, specific, informed
and unambiguous” (Art. 4(11)); easily withdrawn (Art. 7(3)); presented in an intelli-
gible and easily accessible form using clear and plain language (Art. 7(2)); explicitly
given for sensitive data (Art. 9); transparent in terms of completeness, comprehen-
sibility, and accessibility of the information disclosures (Art. 12, 13 and 14 GDPR);
and compliant with the principles of data protection by design and by default (Art.
25 GDPR) [336].

Organizations can find ICs challenging to trace and implement to those stan-
dards, especially in complex data sharing scenarios with multiple parties and data
types. For example, defining a consent process across diverse teams may lead to
different definitions of ”transparent“ or ”complete,“ or integrating privacy and data
protection by design may be difficult without interdisciplinary teams. This can be
compounded by legal gray areas without clear guidelines, which leave it up to com-
panies to define and defend their practices. Take video data where a NoK is helping
to care for a patient. The legal basis for processing the information can vary be-
cause one party is receiving a service and the other party should explicitly consent
(Article 7 GDPR) or satisfy other legal bases (Article 6 GDPR). Sensitive data also
has different conditions (Article 9 GDPR) [336], and is not always clear upon initial
consent (e.g., which patients should enroll in remote home monitoring or require
NoK assistance). When consent intertwines in a collective process, as with the pa-
tient and NoK, the complexity of complete, transparent, understandable, and legal
IC increases.

To address this, we incorporate RE, an iterative process that gathers, analyzes,
documents, and validates requirements to better match user and system goals [309]
with BPMN to represent, assess, and communicate the consent process [233]. The RE
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process can help clearly define high-level non-functional requirements such as pri-
vacy, usability, transparency, and compliance using the Easy Approach to Require-
ments Syntax (EARs) to give structure and constrain the scope [201]. Requirements
can be derived from legal regulations, organizational goals, user studies, and more.
Then, BPMNs can be used to develop, test, and improve consent processes to satisfy
the defined requirements. BPMN is a popular modeling language for businesses
[349] and has been applied to privacy-enhancing technologies [258] and developing
clinical pathways [287], but research has not yet studied its application to consent.

We report how we defined requirements, developed BPMN consent processes,
and tested the method with 13 employees through a questionnaire and semi-structured
interview questions adapted from the TAM [217] in a medium-sized Norwegian wel-
fare technology company (”Company“) to better understand perceptions of 1) How
useful are BPMNs for increasing understanding, problem-solving (i.e., GDPRs vali-
dation), and communication of consent, and 2) How easy to use is the process is for
employees in a SME? This organization was chosen for its high standards in privacy
and security and its interest in improving privacy and managing collective health
data flows. This reflects the needs for effective methods for complex collective data
flows, and we received support from Author 2, the CGRCO, to carry out research.
We discuss our lessons learned about the use of consent BPMNs for SMEs, which in-
clude its usefulness for understandable documentation, identifying key issues, and
providing necessary professional resources to integrate RE and BPMNs into daily
work. These lessons offer insights into the pros and cons of consent BPMNs for re-
searchers or similar SMEs looking to improve the business practices regarding com-
plex data sharing and consent processes.

5.2 Related Work

5.2.1 BPMNs and RE

Modeling is a powerful tool that can enhance the understanding of processes, iden-
tify inconsistencies, test for conflicts, and help stakeholders communicate [119]. When
they are based on a machine readable standard language, as with BPMNs, then they
can be shared and combined with other languages into executable processes to clar-
ify and expedite the development process [55]. While other process modeling lan-
guages exist, BPMNs are a widely recognized ISO standard and used in businesses
such as IBM, Microsoft, and more [349]. It was developed over 6 years by indus-
try professionals [266] and is now maintained by the Object Management Group,
with specifications, certifications, and many other resources (https://www.omg.org/
bpmn/).

BPMNs were developed to be a modeling language for business processes that
is formalized, expressive, and understandable to experts and end-users using stan-
dardized visual representations of actors, events, logic, etc. [64]. It is similar to
activity diagrams in Unified Modeling Language (UML), describing complex work-
flows, creating simulations, and testing the execution; however, it offers a higher-
level overview. While UML captures object oriented software processes for devel-
opment, BPMNs capture processes oriented business workflows for a wider audi-
ence of business analysts, developers, and other stakeholders. BPMNs can also be
mapped to XML and be executed in Business Process Execution Language [235].
A business process diagram contains flow objects (events, gateways), connected by
connecting objects (sequence flows, message flows, associations) within swimlanes

https://www.omg.org/bpmn/
https://www.omg.org/bpmn/
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(pools and lanes), and can contain artifacts (data objects, annotations, groups) (See
Appendix 5.8.1).

Although BPMNs are widely used, there are still challenges. In Recker’s work,
they describe several challenges from 3 years of interviews, surveys, and analysis
across businesses. One is the lack of training, with few process modeling staff even
in large organizations, and little formal training. Another is the lack of formal sup-
port for business rules, which may necessitate supporting documentation. Then
scoping and decomposition is a large issue because there are no default solutions.
Lastly, the flexible interpretation of many elements can create confusion [266]. Qual-
ity issues often arose from the misuse of BPMN elements or concepts such as the
splits and joins, message flow, consistent labeling, and scoping. [178] Each domain
will have their own challenges to manage and try to incorporate into BPMNs, as in
healthcare it seems the many entities (patients, medical devices, healthcare provider,
etc.) pose challenges to useful proper decomposition [257].

While BPMNs have their challenges, they have been useful for enhancing the
quality of the RE process [73, 331, 233, 34]. Odeh mapped the RE steps to differ-
ent BPMN utilities: It can be useful for understanding the scope, identifying chal-
lenges, and communicating during the elicitation phase. In the specification phase,
it can be useful for visually describing textual requirements and increasing richness.
Then in the validation phase, it can aid in inspection, verifying the 4Cs (correctness,
completeness, consistency, and clarity), evaluating necessity, and ensuring feasibil-
ity [233].

While they might be suitable to address the business issues, how are they re-
ceived in practice? They must compete with other modeling languages, like UML,
or existing systems. A review found that usability tests were few [298]. One study
found that UML activity diagrams were similarly effective, efficient, and satisfying
to business administration students as BPMNs [29]. This contradicts studies that
show that BPMNs are more usable than UML [231], however they are not directly
comparable. The former study used graduate students with little prior experience
to compare UMLs and BPMNs with different tests, while the latter worked with
an existing company who was modernizing its architecture and wanted a model-
ing language to give context to existing systems. In the latter study, they note that
BPMNs do not satisfy all requirements needed by the organization, but overall were
ranked higher. In another study [73], BPMNs were found to be most useful for junior
analysts, while senior analysts had experience in other systems and did not find it
useful.

While BPMNs have not been studied with consent, other models have been ex-
plored for consent. First, it is important to distinguish between modeling consent
in the computer science term and consent models as bioethical conceptualizations
of how to address the needs of informed consent. In 1988, the first paper to use the
words ”model“ and ”consent“ categorized informed consent into a one-time event,
or a process and dialogue. [181] Current models include specific consent[72], broad
consent [125], dynamic consent [158], tiered consent[43], and more. These pose the-
oretical frameworks for collecting informed consent, whereas the implementation of
these models has no standards and can vary widely. So, previous work has used dif-
ferent modeling languages with different goals. One study modeled consent using
UMLs and focused on access control policies in the health domain, from which pa-
tient consent can be derived from these rules [275]. Another work developed a new,
goal based modeling language with clear mappings to GDPR requirements. While
their thesis work does incorporate BPMNs, they use it to check GDPR compliance
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and assume existing BPMNs or existing, large businesses with complete privacy
policies to build them from [272].

Thus we were interested in exploring the RE process using BPMNs for consent
using the TAM and MEM in the context of a SME to gather evidence of their thought
processes.

5.2.2 Research Questions

This led to our research questions (RQs):

• RQ1: Would consent BPMNs developed be useful for understandable and ver-
ifiable consent processes?

• RQ2: Would consent BPMNs be usable in a business scenario?

5.3 Methods

5.3.1 Research setting

Our use case is based on a real-world example from the Company that helps to pro-
vide services to a patient by involving their NoK. NoK can be family or community
members who agree to help with various responsibilities (e.g., medication, symptom
monitoring, visits) for the patient. The service existed in the past, with ample docu-
mentation and user feedback. However, it is not currently active. The Company was
contracted by municipalities to help provide services for home care patients who do
not require hospitalization but are monitored for various reasons (e.g., dementia).
The Company offers mobile applications for the patient, NoK, and healthcare pro-
fessionals in an ecosystem with vetted third parties (e.g., medication dispensing ma-
chines, video surveillance). The municipality contacts the patient and NoK to both
consent in-person and give responsibilities related to the patient’s care to the NoK
as directed by a healthcare professional. This enters a collective dimension because
the patient and NoK should both give specific consent to sensitive data processing,
such as video surveillance, that involves both parties. In Norway, patient consent is
implicit to access health services, while NoK consent is broad consent given to the
municipality.

Through interviews with product managers, video data was identified as an in-
teresting data type to study due to its complex legal gray areas. It is used by health-
care professionals to visually check the patient without having to make a home visit.
Due to the general nature of video surveillance, these data may involve recordings
of a patient, NoK, and/or healthcare professional and be sent to third parties or the
Company. The NoK consent may be uncertain because sensitive data are subject to
higher protections, including explicit specific consent or another legal basis (Art. 9
GDPR). If consent processes are vague or undetermined, it would be even harder to
track and examine compliance.

Building on this real-world scenario, we proposed a fictional NoK web or mo-
bile application to develop BPMNs. The consent process would be part of dynamic
consent, which offers a digital platform for users to manage consent and permis-
sions over time, as well as to access information surrounding their care such as pri-
vacy policies, healthcare professional notes, or the terms of consent [158]. The con-
sent process within the application would be integrated with a centralized national
health platform (Helsenorge 1, which already exists and is well known in Norway),

1https://www.helsenorge.no/

https://www.helsenorge.no/
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which healthcare personnel and municipalities would also use. For example, digital
consent would be collected by the municipality. Then metadata about the consent
would be available on Helsenorge for authorized parties to access for confirming
validity, expiration, access control restrictions, and more. These would then be used
and displayed to users through the application to increase transparency, with op-
tions to update any settings (e.g., withdrawing consent). In this application, the
patient and NoK would have access to manage their consent (view, give, or revoke
consent) for the sharing of data, as with video data.

5.3.2 Derivation of consent process requirements

Author 1 discussed with Author 2, the CGRCO, about the company and use cases.
Then, Author 1 informally interviewed the Head of DevOps, software developers,
Product managers, and Sales employees to better understand their specific work and
challenges. Author 1 was also given access to the relevant internal documentation,
which included past user interviews, presentations, and specifications. From this,
Author 1 derived high-level goals: users should be more informed and in control; and
the consent process should be more traceable and efficient and confirmed it with Author
2, the CGRCO. The requirements were developed using EARs [201] and included:
the consent management shall provide traceable and understandable records to users; the
consent process shall use privacy by design; the consenting parties shall be informed and
under no duress to consent or refuse. The prototyping of BPMNs was an iterative pro-
cess aimed to satisfy the requirements, taking place over several weeks. The EARs
and BPMN tools were actively applied to structure and visualize the prototype and
facilitate improvement discussions. We created artefacts to address the initial collec-
tion of consent, re-consent, and collective consent. Of these, we only tested the most
complex BPMN, modeling collective consent.

FIGURE 5.1: Explanation of the RE process shown to participants. The goals and re-
quirements reflect those found throughout this process.

5.3.3 Research participants

We interviewed 13 employees across the DevOps, Product, and Sales (Direct and
Partner) departments and Management in a midsize Norwegian welfare-tech com-
pany (approximately 23% of the total employees) (see Figure 5.2). Author 2 rec-
ommended equal representation of the relevant teams and departments for better
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diversity of the background and privacy competence. Interviews were subject to
availability as they were conducted during work hours, either in person or online,
from November 22 - December 1, 2023. The duration was approximately 30 min-
utes. Participants included juniors and seniors from 0-26 years of experience with
the Company, with an average of 7 years. Demographic questions are displayed in
Table 5.2 and years of experience with the Company was provided by the CGRCO.

Participant roles in relation to the consent processes included:

• Product Product employees work on customer and market insights and user
stories, specify consent functionality requirements and solution design, and
prepare product documentation.

• DevOps Developers work on technical implementation of requirements from
the Product team.

• Direct Sales Direct Sales employees work closely with agreements and cus-
tomers and ensure customer success in onboarding and application of prod-
ucts.

• Partner Sales Partner Sales team works on agreements and relationships with
product resellers.

• GRC The Governance, Risk, and Compliance (GRC) team is part of Manage-
ment, responsible for the quality management system, including understand-
ing external security and privacy requirements and embedding them in inter-
nal policies and guidelines for products and departments.

TABLE 5.1: Demographic distribution of participants (n=13)

Category Count (n) Percent

Sex Male 10 76,9%
Female 3 23,1%

Years of Experience (total) 0-5 1 7,7%
6-10 1 7,7%
11-15 6 46,2%
16-20 1 7,7%
21-25 1 7,7%
25+ 3 23,1%

Department DevOps 3 23,1%
Product 4 30,8%
Direct Sales 4 30,8%
Partner Sales 1 7,7%
GRC 1 7,7%

TABLE 5.2: Demographic questions asked to participants surrounding job title, years of
experience, and familiarity with consent on a 5-point Likert scale.

Question

Q1 What is your current job title?
Q2 How many years of experience do you have in your field (overall)?
Q3 On a scale of 1-5 from Rarely to Always, how often do you interact with consent in your

work (any part of the consent process like informed notice and consent, legal compliance,
giving consent, etc.)?
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FIGURE 5.2: A diagram showing how participants were chosen based on the team in the
company (n=13). Step-wise methods for the interview and questionnaire are outlined:
the demographic questions (See Table 5.2), interactive presentation, questionnaire, and
interviews(See Tables 5.3, 5.4, 5.5,). The analysis methods for questionnaire and inter-

view data [119] and [329] follows.

5.3.4 Interview Procedure

Participants were presented with information about the study and asked to consent.
They were asked for information on job titles, years of experience, and familiarity
with consent. Then, Author 1 began an interactive, 1:1 presentation explaining the
BPMN method, how the method fits into an iterative RE workflow, and the collective
consent use case with the proposed BPMN solution (Step 2 in Figure 5.2).

Proposed consent solution The BPMN shows how the NoK app would gather
consent decisions for video data from the patient and NoK in a network of respon-
sibilities from different stakeholders across swimlanes shown in Figure 5.3. The
green color code corresponds to transparency requirements, the blue consent re-
quirements, and the purple privacy requirements. The flow begins from the NoK
app, where consent is verified by accessing the centralized Norwegian national health
data sharing platform (Helsenorge) 2. Then it would check the necessity and purpose
of video data based on the recommendation of healthcare personnel on Helsenorge.
If the data are necessary for care, the patient does not need to give consent because
it’s required for the service. The NoK must give their IC given the sensitive data
type with proper notice. Alternatively, if video data is not necessary for the pa-
tient’s care but could ease or enhance the healthcare personnel’s work, both should
explicitly opt-in to video data. In this case, consent must be given within 30 days,
or validity expires without active opt-in. If the NoK does not consent, the rejection
is forwarded to Company personnel, while if the patient does not consent, it ends
the service. The app would help users manage their IC, privacy policy, healthcare
personnel recommendations, and other transparency elements.

After checking for understanding, participants filled out a questionnaire and
elaborated on specific questionnaire questions about usefulness with a semi-structured
interview ( Table 5.4 with time for open feedback. Overall, 12 PU questions (9 Likert
scale questions and 3 semi-structured questions), 3 PEOU Likert scale questions, and
1 open-ended question were asked. Participants were given a questionnaire using a
Likert scale [81] with questions adapted from Moody [217] to measure responses to

2(https://www.helsenorge.no/)

https://www.helsenorge.no/
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FIGURE 5.3: Collective consent BPMN with requirements mapping shown to partici-
pants. Green elements are for transparency, purple for privacy, and blue for consent.

RQ1-2. The 5-point Likert scale went from 1 to 5, corresponding to Strongly Agree,
Agree, Undecided, Disagree, and Strongly Disagree. PU and PEOU questions were
shuffled and framed positively and negatively. Questions are detailed in Table 5.5
and Table 5.3.

• Perceived Usefulness (PU): What utility does the subject think such a model
can provide [81], measured using [217] guidelines.

• Perceived Ease of Use (PEOU): How usable does the subject think of the model
[81], measured using [217].

The 3 PEOU (Table 5.5) and 9 PU (Table 5.3) questions were shuffled and framed
both positively and negatively to reduce unconscious answers. The answers varied
along a 5-point Likert scale from 1 to 5, corresponding to Strongly Agree, Agree,
Undecided, Disagree, and Strongly Disagree. To increase the depth of answers, we
added open-ended questions for the key PU questions with time for any additional
comments (Table 5.5). Quotes in the paper have been paraphrased from participant
answers to help protect their identity and account for any grammatical issues.

The Likert scale questionnaire answers were analyzed in R, while open ended
answers were coded MaxQDA (https://www.maxqda.com/). The negatively framed
Likert scale questions were adjusted in R and used for averages and plotting. Open-
ended answers were coded a bottom up, general inductive approach to find core
issues in the text related to the research objectives [329] and top down approach
from the descriptive model goals (understanding, problem-solving, and communi-
cation) from Guizzardi and Proper’s Taxonomy of Modeling Goals [119]. Themes
or keywords were often created in vivo using text from participants. Author 1 and a
master’s student reviewed a subset of the semi-structured interviews and co-coded
the text in person. Ambiguous text was clarified upon mutual consensus. Themes
or keywords were created in vivo using text from participants.

https://www.maxqda.com/
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TABLE 5.3: Perceived usefulness (PU) Likert scale questions adapted from Moody
[2003] [217]

Question

Q4 I believe that this method would reduce the effort required to document privacy policies.
Q7 Overall, I think this method is an improvement to current consent documentation.
Q9 Consent processes represented using this method would be more difficult for stakeholders

to understand.
Q10 This method would make it easier to verify whether consent processes are compliant with

GDPR requirements or goals for the app.
Q11 Overall, I think this method provides an effective solution to the problem of verifying con-

sent processes’ GDPR compliance.
Q12 Overall, I found the method to be useful.
Q13 Overall, I think this method does not provide an effective solution to the problem of repre-

senting consent processes.
Q14 Overall, I think this method does not provide an effective solution to the problem of com-

municating the consent processes to different stakeholders.
Q15 Using this method would make it more difficult to maintain consent processes.

TABLE 5.4: Perceived usefulness (PU) semi-structured and open-ended questions
adapted from Moody [2003] [217]

Question

Q16 Please explain why or why you do not think this method provides an effective solution to
the problem of analyzing and representing consent processes.

Q17 Please explain why or why not you think this method would make it easier to verify whether
GDPR requirements are met.

Q18 Please explain why or why not you think this method would make it easier to communicate
consent processes to end users.

Q19 Please describe any suggestions, concerns, or feedback from this method.

5.4 Results

5.4.1 Perceived Usefulness

Overall, participants thought the PUrated an ”agree“ (median of 2) ( Figure 5.4). No
participants strongly disagreed about the usefulness of the method. Interestingly,
there were some differences in scores across some teams. Two participants regularly
disagreed with the PUand were the only participants throughout the interview to
feel this way. Conversely, for the ”strongly agree,“ more individuals across the Sales,
Product, DevOps, and the singular CGRCO in GRC chose ”strongly agree“. BPMNs
were generally well received, with 12 out of 13 participants (92%) reporting that
the collective consent BPMNs were useful for documenting and assessing complex
consent processes. Participant 5 (P5) said, ”I support the process visualizations like this. I
think that’s very good to explain and document these kind of processes. I’m familiar with most
of it, but not with the exact symbols and notifications in the method.“ Two participants also
specifically pointed out the usefulness of the integrated, dynamic consent process
shown, such as, ”In this case, patient and the next of kin involving the settings in a central
portal like Helsenorge seems to be a huge step forward from many consent processes within
healthcare today, which I think you know a lot is happening on paper.“ (P4) From the
top down and approach to coding from [119], the Understanding, problem-solving,
and Communication category came about; while the bottom up approach led to the
Professional Resources and Relationship with Consent categories. In the following
sections, they will be discussed in more detail.
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TABLE 5.5: Perceived ease of use (PEOU) questions adapted from Moody [2003][217]

Question

Q5 I found the procedure for applying the method complex and difficult to follow.
Q6 I found the method easy to learn.
Q8 I found the rules of the method clear and easy to understand.

FIGURE 5.4: Perceived usefulness scores by question and participant’s business area on
a Likert scale where 1 is for strongly agree and 5 for strongly disagree (n=13)

5.4.1.1 Understanding

Understanding may help to clarify, or negotiate meaning [119]. In this case, clarity
was the most important aspect. An overview of the consent process with clear steps
was a key factor in helping participants better understand (n=16). (P2) stated, ”It
gives a very dense overview of the flow. And you see how it flows on one page, you see
the whole picture, you get the very quick overview of what is going on.“ It also helped to
negotiate meaning because the value of a Tellu contact in case consent was denied
was raised by a member of the Sales team who said, ”I would say don’t contact us, we
are already too busy with our customers“ (P8).

5.4.1.2 Problem-solving

Another modeling goal is problem-solving and decision making [119], and 4 partic-
ipants (30%) thought that it was useful for identifying issues. Especially compared
to a textual description, participants in different teams felt that it would help in their
day to day work in different ways. The CGRCO stated, ”The problem of maintenance or
understanding is even more clear here, because now you see the conflicts and the flows, and
on the other side what compliance it is triggered by. Because if you only have consent from
my patient, not next of kin, there may be consent but it’s not formalized. So you may have
conflicts that were not documented before. It helps show the problems. Now the maturity in
the Norwegian market is low so they try to hide the problem.“ (P7) From DevOps, P1 felt
a consent BPMN would be clearer to identify issues and their role in building the
process as a developer, ”With requirements written in a paragraph sometimes it is hard
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to follow, implement, and to know what is missing. I would be able to see the process and
know what to look for. Like if there is more than one NoK, or that the period is 30 days.“ In
the Product team, as user experience (UX) designer felt that it was useful to see the
overview of the process and possible conflicts, ”When you’re signing up users to the
service, you can track where they stopped, where the conflicts are, how they are bridged,
when to provide that information, when to ask for you, agree, do you not agree. I would take
this and convert it into a text in a linear story, and then use it. So this is a good resource
for me as an interaction designer.“ (P11). Interestingly, Sales participants did not share
any specific examples of usefulness for their day to day work.

GDPR Validation One of the important aspects of problem-solving for business
models in the EU is helping to decide if the process is legally compliant or not. 5
participants (38%) agreed that consent BPMNs would help with validating GDPR
requirements, which aligns with one of the modeling goals, problem-solving [119].
However, 8 (62%) declined to answer with a definitive ”yes“ or ”no“ due to a lack
of familiarity with the GDPR or with BPMN process design to feel comfortable com-
menting on the usefulness, but offered feedback nevertheless. The most useful fea-
ture was giving a process overview with key steps, requirements, and visual trace-
ability (n=12). For example, ”It seems like it’s a very efficient and proven way to collect
the consent and ensure that the they are given before we can start using a service. All the
steps are there and available to be documented. So I guess it will ease the process of verifying
and getting the requirements“ (P4). The CGRCO pointed out how this consent process
showed GDPR compliant specific consent for different parties, ”Dividing the current
[broad] consent into singular consent items, it’s very clear in this picture that the patient and
next of kin have to think about specific consent as well. And having this interactive process
that ends up in documentation, now we’re talking about an overview for whom: for next
of kin what consent I have given; or for us, if we have a valid consent to process the data.
So in terms of [our company], this will definitely improve our digital compliance for next of
kin“ (P7), in addition to the improved traceability and gap analysis mentioned in the
previous section.

5.4.1.3 Communication

Participants explained that consent BPMNs would be useful for communication
(n=15), explaining in coded segments that the visual aid (n=6) and more structured
documentation (n=2) helped. P13 said, ”I think the idea of visualization is good because
you know it, it kind of condenses the data into boxes. We tend to remember and process the
information in pictures.“ Additionally, a Product manager stated that it would help to
justify and explain design choices, ”Because it’s quite difficult to explain why it should
be that step and why you need it“ (P10).

However, it may need to be tailored to different audiences and be accompanied
by supporting materials. Since the BPMN shown was part of an internal, iterative
process for developing better systems, to be shown to external stakeholders the di-
agram should be a finalized and simplified version to be shown. P8 stated, ”Using
this chart would actually be good, but I think if we can cut some of that out so it’s just the
necessary one, it’d be good. Because when you bring up more possibilities, we may have this
situation where it creates uncertainty and more questions, and that we’re not able to answer
those questions makes it more complicated. So you need to lock it down, and whatever you’re
presenting, do it in a way that reassures.“ This includes more narrative text to accom-
pany the visualization, like, ”It might need a wording description also in combination
with this graphic presentation“ (P12).
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The full BPMN was perceived to be the most useful for those who require a high-
level overview (designers, decision makers, analysts, customers) and those working
with the consent processes (DevOps, CGRCO) (n=3). P1 in DevOps has experience
with similar diagrams and thought it might have a learning curve for others: ”Yes,
it’s helpful for communication if you know what flow diagrams are. If you don’t, it might be
harder since they are unfamiliar with the format and it takes getting used to.“ P12 in Sales
sees more use for the contracting municipalities than the end-users, saying, ”Maybe
not to patients or people like that, but for people working in the municipalities it could be
easier when you have a drawing there.“

5.4.1.4 Professional Resources Needed

While the the process was well received, some interesting caveats remained. First is
investment in training (n=2), ”textitIt requires skill, and it might be more than doc-
umentation because it requires more when you are diagramming to be clear on the
process. You need someone who can design these well“ (P1). This corresponds to the
issue of proper model decomposition (n=13). The CGRCO, who must works on gov-
ernance for the whole company would prefer an even higher level overview of all
not to the consents, ”This one you take only video data, so it’s a single one on one consent.
But when we have one service and several consents in one, then we have a better overview of
GDPR compliance. It needs mapping between the service and this single consent“ (P7). On
the other hand, a director of business development and someone who often liaises
with the municipalities (the customers) said, ”I support the the model and I think it’s
an effective solution. But I think maybe we’re missing missing the the municipalities for ex-
ample, but that’s more into the the actual process and who’s having the dialogue“ (P5). On
the other hand, for individual usage, many would prefer a scoped down version for
their roles and responsibilities. For example, ”I would ask my Data Protection Officer
(DPO) too scope this down to what I’m building, and then of course the DPO needs to see
if all the parts are sitting well together or is there conflict“ (P11). Then it would need to
be updated and maintained as with any documentation, for example, ”One concern
is you you need to make sure that you maintain it as well. Like when the app is changing.
But that’s that’s always the thing with documentation. So at least visualizing it sort of helps
because you see quite quickly what’s there and not, so it should make it easier to to verify if
it’s still correct or not.“ (P9). Lastly, a participant suggested using legal terminology to
decrease the miscommunication of terms, ”Instead of using your own wordings, because
then it’s difficult because maintenance could be totally different between me and Jim and so
on. But if you have a legislation and you can go back and look to what was the meaning of
this word, then it’s easier if you now use the wording and the meaning of the word“ (P12)
which may point to efforts to standardization of definitions across diverse teams.

5.4.1.5 Relationship with Consent

P13 raised interesting issues of the current status of consent in the health space,
which is tied to necessary care and can be burdensome on the individual. They
share a real world example of a nursing home that is using blanket consent, ”When
you accept to be part of this nursing home, you accept everything. End of story.“ But
they are trying to move towards individual and specific consent based on the needs
of the patient, but not yet implemented. P7 also shared that, ”Now the maturity in
the Norwegian market is low so they try to hide the problem [of consent].“ Instead of
advocating for more specific consent, P13 argues is, ”It’s not consent it’s just ticking
the legal requirement box,“ they suggest, ”Some kind of a governing structure needs to
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make the consent systems or verify that they are OK. Like we are ISO 2701 certified, so it
tells everyone the quality, and I don’t need any detail. I that’s why I’m saying that this is
trying to make something very complex, simpler for someone that should never be involved
in it.“ (P13)

5.4.2 Perceived Ease of Use

FIGURE 5.5: Perceived ease of use scores by question and participant’s business area on
a Likert scale where 1 is for strongly agree and 5 for strongly disagree (n=13)

The PEOU questions had a median of 2 as well, the agreeing with the usabil-
ity of the method. Again, no one strongly disagreed with the method and rated it
5 ( Figure 5.5). The PEOU showed slightly more homogenous variation between
teams, with the Devops, Sales, GRC present in rating the method 1 (strongly agree),
and Product and Sales rating the method 4 (disagree). While we did not specifically
ask about the PEOU, participant answers revealed coded segments the usability.
One participant in DevOps had experience using BPMNs in a previous company
and shared that, ”Before I was spending quite some time using UML and then BPMNs.
My experience is that teaching this activity diagram compared to the other types of diagrams
like the UML, it was the easiest to use and to communicate, maybe together with use case
diagrams, to communicate with different stakeholders.“

5.5 Discussion

From both the questionnaire and semistructured interviews, participants perceived
consent BPMNs to be a useful, easy to use, and promising tool for mapping and
overview, analyzing, GDPR validation, understanding, explaining, and communi-
cating complex consent processes. The authors note that the method appeared to be
efficient, as the study participants did not need much time before they started to re-
flect on consent BPMNs or ask clarifying questions. This bodes well for technology
acceptance, as both PU and PEOU were high according to the Likert scale averages
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(2, or Agree) and the coded segments from the interviews where the participants
qualified their reasoning. The questionnaire showed a variation in agreement be-
tween the teams, which may have some relationship with years of experience and
familiarity with the legal requirements and challenges. The participants who ”dis-
agreed“ with the method generally had fewer years of experience in the Company,
while those with more years of experience or who often worked on consent issues
in Management ”strongly agreed“. This variation would be interesting to explore in
more detail. In general, the participants agreed that BPMNs increased traceability
and problem-solving in complex consent processes and could improve communica-
tion with high-level stakeholders. PU is a strong indicator of uptake [182, 136], and
this can be used to improve future iterations. Processes should use legal terms or
have clear definitions to reduce miscommunication across diverse teams. As identi-
fied previously, supporting documentation can address the lack of business rules or
requirements and enhance BPMNs [266]. Lastly, training for proper decomposition
into subprocesses was key to addressing employee needs. Some additional techni-
cal measures may help [284, 168, 197], or smaller fragments or sub-diagrams [261,
262, 364] could be useful next steps. Overall, the research is promising for consent
BPMNs from the employee perspective, but it should be tested to understand how
it scales for more consent processes and stakeholders in SMEs.

Recommendations for practitioners Participants mentioned their need for an ex-
pert to lead and translate consent processes into concrete checklists or approved ac-
tions from the CGRCO. This can be complex, as laws are purposefully vague and the
interpretation of GDPR requirements can vary by jurisdiction, by trends in DPAs,
and by the organization’s capacity to reasonably comply. This can create a heavy
burden on Management, who must evaluate, translate, and contextualize legal reg-
ulations or guidelines into practice. In the case of this SME, they have two qualified
employees in privacy and security (Head of DevOps and CGRCO). More employ-
ees could be given the responsibility, especially in more junior roles; or privacy and
security champions could be appointed to different teams to promote privacy and
security issues. [319, 208] If there is a lack of expertise, then training time would have
to be considered. This is also true for BPMNs and modeling; if it were to be imple-
mented more widely, there would be a significant investment in training, adapting
existing systems, or building new systems.

Reflections on the Case Study Before the case study, the Company acknowledged
the importance of consent management and its value to the customers, however, the
work was not prioritized due to the topic complexity, stakeholder dependencies, and
market maturity. Clear responsibilities are a prerequisite for value creation in such
situations. The majority of the company employees were aware of what consent is
and its relevance for personal privacy and the Company, but may have misconcep-
tions or confusion; relying heavily on the CGRCO. During the study, while some
of the participants had limited consent experience in the Company, their personal
experience and reflections were valuable for the study.

The larger context of consent’s role was also brought up, both in relation to the
current market and the role of governance. P13 shared an example of a nursing
home that currently uses broad consent, but are trying to move towards individual
and specific consent. However, the actual implementation can be slow. Author 2,
the CGRCO, agrees that more granular consents and national consent governance
are the way toward better privacy and control.
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The study reveals that consent is complex and difficult to deal with, while it is
often presented as a simple ”checkbox“. This leads to a gap between the regulations,
expectations, and implementation, which results in confusion and low motivation:
”Some kind of governing structure needs to make consent systems or verify that they are
OK. I don’t need any detail, I that should never be involved in consent.“ (P13) This is
important to consider for more human-centered processes, which may mean moving
away from improving business processes and instead trying to enact change from a
higher level, such as collaborating with regulatory bodies.

5.6 Limitations and Future Work

Limitations include the small convenience sample and scope of the study, which
only asked for self-reported perceptions and can only indicate actual acceptance and
usage. While the TAM questions were validated by [217], the method itself may not
accurately predict acceptance, and using a TAM extension might be more predictive
of uptake. TAM relies on individual perceptions and ideas about their usefulness for
their performance, which does not include the leaderships’ strategy to decide strate-
gies, goals, and methods. We also may not have reached theoretical saturation due
to resource constraints, and the sample may be biased due to the convenience sam-
ple, which is skewed towards men and those with many years of experience which
may indicate selection bias. Additionally, there is a selection bias due to those who
accepted the interviews, they may have specific opinions or knowledge they want to
share. The BPMN use-case was based on a best case scenario with working digital
integrations, and considering the current widespread use of paper consents in Nor-
way, the participant perceptions may be different than a realistic implementation of
consent BPMNs. Future work can address such issues by extending this pilot study
and continuing to test different iterations of consent BPMNs through implementa-
tion, sampling more employees in different companies, and moving from a small
convenience sample to large random sampling or targeting specific demographics.
This can make future work more generalizable to other types of companies outside
Norway. For the scope of this paper, it was not possible to extend the study or sam-
ple sizes as the Author visited the company and interviewed most employees in
person. It would also be interesting to test one of the decomposition methods from
research compared to manual decomposition efforts for a SME, since its an ongoing
challenge.

5.7 Conclusion

BPMNs are a powerful, flexible, user-friendly language to model complex business
processes such as consent for sensitive data for SMEs. Participants felt it aided un-
derstanding, problem-solving and GDPR validation, and communication, and was
usable. However, the flexibility of the BPMNs may make it difficult to implement
consistently, reflecting previous research. Although it may be tempting to design
the model to appeal to as many stakeholders as possible, it may be more prudent
to focus on specific goals and stakeholders, e.g. the CGRCO for consent. In theory,
a BPMN could cover a business process completely, but some may think it is too
complex, while others think it is too simple. It is also important to weigh the pros
and cons of investing resources into a new modeling system, especially for SMEs
who may not have the bandwidth to assign modeling tasks or many automated
processes that integrate easily with BPMNs. In addition, the organizational drive
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to implement new technologies should not be ignored. An employee or team may
independently use BPMNs, but it may create silos, replicated work, or incompati-
bilities with other documentation. It would be the most beneficial to have a BPMN
Governance type system with executive sponsorship [349] to make sure people have
the resources to make decisions, set goals, and set aside time.

5.8 Appendix

Data are available on reasonable request.

5.8.1 BPMN Symbols

BPMN notation guide available here: https://camunda.com/bpmn/reference/
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Abstract: As consent for data sharing evolves with the digital age, plain-text con-
sent is not the only format in which information can be presented. However, de-
signing a good consent form is highly challenging. The addition of graphics, video,
and other mediums to use can vary widely in effectiveness; and improper use can
be detrimental to users. This study aims to explore the expectations and experi-
ences of adults toward consent given in infographic, video, text, newsletter, and
comic forms in a health data sharing scenario to better understand the appropriate-
ness of different mediums and identify elements of each medium that most affect
engagement with the content. We set a data sharing scenario with a data trustee,
and qualitatively investigated participants’ expectations and opinions toward con-
sent. We designed mock consent forms in infographic, video, text, newsletter, and
comic versions. Semistructured interviews were conducted with adults who were
interviewed about their expectations for consent and were then shown each con-
sent medium and asked about engaging elements across mediums, preferences for
consent mediums, and the value of document quality criteria. We transcribed and
qualitatively co-coded to identify themes and perform analyses. We interviewed 24
users and identified different thematic archetypes based on participant goals, such
as the Trust Seeker, who considered their own understanding and trust in organiza-
tions when making decisions. The infographic was ranked first for enhancing un-
derstanding, prioritizing information, and maintaining the proper audience fit for
serious consent in health data sharing scenarios. In addition, specific elements such
as structure, step-by-step organization, and readability were preferred engaging el-
ements. We identified archetypes to better understand user needs and document
elements that can be targeted to enhance user engagement with consent forms; this
can help inform the design of more effective consent in the future.

6.1 Introduction

Consent takes on a pivotal role throughout EU regulations such as the General Data
Protection Regulation (GDPR), but there are still challenges in digital consent and
management. Digital decision-making about one’s own data can be influenced or
misled through online design choices (i.e., through so-called dark patterns [113,
22, 283, 153]), while the consent experience of most European users corresponds
to nagging cookie consent requests to profiling and advertisement that induce con-
sent fatigue while trying to access a needed service [229]. Decades of research in
the biomedical domain show that study participants’ consent can rarely be deemed
actually informed [216], often due to the complexity of language [224] and lack of
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health literacy [203], as well as to the lack of data literacy of the individuals [66].
Among other uses, health data can point to suitable candidates for clinical trials and
contribute to scientific advancements, bringing benefits to public health (e.g., identi-
fying hot spots of disease outbreaks to implement counter-measures) and to individ-
uals (e.g., taking control of disease management and symptoms). However, health
data is a special category of personal data that is protected by strict data processing
rules, because information about an individual’s health status and symptoms may
be misused, resulting in discrimination and other harms.

Health data can be used to identify suitable candidates for clinical trials. The
processing of such data holds great advantages for society (e.g., curing diseases) and
individuals (directly or indirectly) (e.g., being able to participate in a clinical trial
and possibly be cured of a disease). However, health data is considered a special
category of personal data because the unauthorized disclosure of information about
the health status or disease symptoms of an individual may result in discrimination
and damage to the reputation of that person, hence the strict rules that are applicable
for the processing of such data.

The free flow of high-quality data is but one element of the European single mar-
ket that can only be realized by establishing formal mechanisms of trustworthy data
governance, today proposed in the DGA proposal [337]. In this respect, data trustee
models have increasingly been discussed, designed, or implemented [128, 169, 42,
295, 294] to act as an independent party between those who provide data and those
who process that data. Data trustees offer independent data stewardship and are
subject to the legal responsibility of guaranteeing that data sharing and use occur
to the benefit of a specific group of people and organizations [128], as opposed to
companies that unilaterally control the use and disclosure of people’s personal in-
formation for their own exclusive benefit.

In a health research scenario, data trustees can assist in finding suitable partici-
pants for clinical trials in a privacy-friendly manner: individuals can transfer their
data to a data trustee in exchange for various benefits (e.g., financial compensation,
services), that passes them on to organizations that intend to carry out clinical trials
(hereinafter “service providers“). In this and other cases, engaging individuals in
a user-friendly consent experience is fundamental to enable them to meaningfully
and freely signify their agreement or disagreement with a sense of satisfaction [95].
Readability and comprehensibility of consent notice are necessary but insufficient
measures to determine whether consent is asked in a transparent manner that com-
plies with legal obligations and ethical safeguards. Considering that the everyday
Europeans’ experience with consenting is the web cookie consent, often accused of
being opaque and manipulative [22, 283, 153, 341, 200, 112, 207, 229], it becomes clear
how consenting to data sharing, especially when it comes to sensitive data, must be
designed in a different manner to enable a trustworthy data-informed economy.

Engaging individuals in a user-friendly consent experience is thus fundamental
to enable them to meaningfully and freely make decisions with a sense of satisfac-
tion [95] and agency. Improving the readability and comprehensibility of consent
notices is one aspect of this, but research is also being done to explore visual commu-
nication techniques. Current research often focuses on the effect of multimedia on
understanding [167, 236], which can have a varied effect based on different studies.
Multimedia also spans many formats, and most studies reviewed for their effect on
understanding compared 2-3 different formats [236]. The Article 29 WP also refers
to visual design means, such as “cartoons, infographics, flowcharts“, to enhance the
comprehensibility of information, and specifically to “comics/cartoons, pictograms,
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animations“ [243]. However, they do not offer further guidance about what medi-
ums to use and for what purpose (e.g., how one might prioritize skimming while
another might be better for complex information). Therefore, we experiment with
five different mediums of consent in one study, building on studies researching the
use of a comic [312, 38], video [13], infographic and illustrated text [354], and plain
text as a control [303].

The objective of this study was to better profile user expectations and their at-
titudes towards different consent mediums, which included an infographic, video,
text, newsletter, and comic. We specifically analyzed how different elements of con-
sent mediums (e.g., narrative, color, audio) affected participant engagement to sur-
vey the different affordances of each medium. Each medium has their own strengths
and weaknesses in representing various kinds of information and can achieve var-
ious informational goals (e.g., the video is low effort but not skimmable, while the
text is skimmable but boring) [273]. Since which mediums to use and how par-
ticipants would prefer different mediums, we compare multiple mediums in one
study based on semi-structured interviews and deep-dive into participant motiva-
tions, expectations, and experiences. We also focused on the highest and lowest
ranked mediums – comic and infographic and examined how various document de-
sign elements, such as graphical elements and the relationship between the writer
and the reader, affected the engagement and experience of study participants.

The results hint at diverse goals across the participants; the elements of docu-
ment design to make the information concise, structured, and appropriate for the
audience; and the large influence of context on participant perception and expec-
tations. Overall, the findings have implications for how to better design consent
documents to address different general participant profiles using layering and to
more effectively engage the audience with a suitable medium, especially in the digi-
tal health data sharing space to give more effective transparency to participants who
are deciding whether to share sensitive data. The findings also show that individuals
have formed expectations about how consent should look like and that the consent
medium and its tone of voice should fit the target audience and the context, thus
comics should be used cautiously. Infographics seem to be a better fit for biomed-
ical contexts and it additionally allows strategic reading and enables understand-
ing. Both mediums raise interest and attention because of their unconventionality,
with a possible influence on user engagement. Considering all these elements may
contribute to extending the conceptualization of user-centered transparency beyond
text readability, graphical aids, and user interface elements. These insights can in-
form the design of consent requests to adequately engage different user groups in
thoughtful decision-making.

6.2 Research Scenario

6.2.1 Use Case: Consent to Data Transfer

A clinical trial usually has very specific requirements for its participants, e.g., age,
disease type, etc. Therefore, finding suitable candidates can be difficult and usually
includes processing great quantities of possible participants’ personal data before
finding the few that meet the criteria. A data trustee can minimize the amount of
personal data service providers can see, with a service provider applying to get only
the personal data of individuals that fit the criteria of a proposed clinical trial. The
data trustee contacts the relevant individuals, explains the reason, and asks them
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if they consent to transfer their information to the service provider.1 In case the
individual gives its consent, the data trustee transfers its personal data to the service
provider. Our use case focuses on the consent asked of individuals to transfer their
personal data to a specific service provider. The consent a service provider would
need from individuals to allow their participation in a clinical trial is not part of our
use case.

6.3 Related Work

6.3.1 Informed consent and transparency requirements under the GDPR

The GDPR defines consent as any freely given, specific, informed, and unambigu-
ous indication of the individual’s wishes by which they signify agreement to the
processing of their personal data (Art. 4(11)). Consent to the processing of sensitive
information such as health data needs to also be explicit (Art. 9) [336].

Consent must also be intelligible for the average person (i.e., free from jargon and
concise), expressed in clear and plain language (i.e., straightforward and concrete
statements), and accessible (Art. 4(11) and 7(2)) [336, 245]. Audience fit figures
among the user-centered requirements for consent to be informed: the logic of what
information should be presented and how must derive from the identification of
the audience needs (e.g., minors vs adults), also based on empirical studies [245].
Organizations have latitude as to how to present information to data subjects in the
form of “written or oral statements, or audio or video messages“, which can also
be layered to respect the two-fold obligation of being concise and complete at once
[245]. The organizations that are responsible for GDPR compliance shall also make
the withdrawal of consent as easy as its provision (Art. 7(3)), otherwise, consent
may be considered invalid [245].

However most existing informed decision-making solutions fail to reconcile the-
oretical demands with actual transparency. Conventional data privacy communica-
tion is characterized by lengthy, off-putting walls of complex jargon that impacts the
readability, comprehensibility, navigability, and memorability of information [273].
In addition, it is often standard, vague, or boilerplate instead of customized to the
different needs and abilities of the intended audiences [252] and the type of data
and processing activity. Reaching beyond plain language, in the last years, there
is a renewed attention (and quite some experimentation) towards document design
criteria [352] that more holistically relate to language, writer-reader relationship, in-
formation design, and content.

6.3.2 Consent comprehensibility

Informed consent has traditionally been implemented to protect ethical-legal rights
of participants, consisting or written forms collected for administrative purposes in
medicine, where consent has been shown to focus on the needs of the researchers
and institutions [367], so user-centered research is less common [162]. Similarly to
the case of cookie consents: numerous studies have demonstrated that cookie banner
UIs are often designed to extort users’ agreement in a manipulative manner, thereby
circumventing the tenets of the law described earlier [22, 283, 153, 341, 200, 112, 207,
229]. Whether informing online users or patients, it is difficult and time-consuming
to establish an adequate level of being informed with respect to informed consent

1For further details on the data trustee model we based our interviews on, please refer to [295].



Chapter 6. User consent goals, management, and preferences for mediums 86

obligations. In clinical trials settings, a systematic review of 30 studies about in-
formed consent found that when participants were informed about the clinical trial
aims, risks, benefits, and more, only about half the content was understood [94].

This hints to the difficulty of finding an effective way to describe a research study
in general and the relevant risks and benefits to achieve truly informed consent [186].
In addition, informed consent for health purposes often demands specialized data
literacy to truly understand the statistics about health risks and benefits. Not only
patients, but even doctors are susceptible to misinterpreting risk figures [111]. Thus
health data should transparently and clearly state the relevance to an individual
instead of using common statistics or terms.

Language How easy it is for people to understand the words Design The visual impact of the document and the way its design influences usability
Directness Using direct language to make clear who’s doing what. Legibility Use of legible fonts and text layout.

Plain words Extent to which the vocabulary is easily understood. Graphic el. Use of tables, bullet lists, graphs, charts, diagrams, etc.
Grammar Conformity with the practice of good standard English. Structure Quality of the document’s organization in relation to its. function.

Readability Ease with which the reader can follow the argument of the text. Impression Attractiveness and approachability of the document’s overall. appearance.
Relationship How far the document establishes a relationship with its users. Content How the content and the way it is organised deliver the document’s purpose.

Who from Is it clear who is communicating? Relevance How relevant the content is to the recipient.
Contact Whether there are clear contact points and means of contact. Subject Whether it is clear what the communication is about.

Audience fit Appropriateness to the knowledge and skills of the users. Action Clarity about what action is required of the user.
Tone Matching the style and language to the context. Alignment Compliance with the organization’s intended aims and values.

TABLE 6.1: Document quality criteria elaborated by R. Waller [352]

Legal communication increasingly deviates from conventional lengthy, off-putting
walls of legalese and makes use of information design elements [247] meant to en-
hance the readability, comprehensibility, navigability, and memorability of informa-
tion [273], based on the different needs and abilities of the intended audiences [252].
The affordances offered by a document go beyond mere plain language criteria to
embrace a whole set of best practices against which documents’ benchmarking can
be carried out [352] concerning language, writer-reader relationship, information
design, and content (Table 6.1). When it comes to sensitive data sharing, the statu-
tory requirement of transparency about data processing practices similarly applies to
the information notices and consent requests that describe and ask user permission
about such practices (“transparency by design”) [274]. Asynchronous communica-
tion, in addition, entails risks of misunderstandings, as a professional is not present
to clarify doubts, and risks of mindless consenting to data sharing which has been
shown in other digital consent experiences (e.g., cookies)[156]. However, digital
communication also offers new opportunities, i.e., experimenting with various me-
dia (i.e., e-mail, messages, webpages, videos, chatbots, etc.), interaction modes, scal-
ability, [327] and timing [274].

6.3.3 Profiling with archetypes

Human-computer interaction research has used the persona technique (wherein po-
tential users are given different profiles or personas with different goals and person-
alities based on demographic data) to better understand different users and needs
and design fitting systems [256], but it is a lengthy process that is often used for
IT systems, not the consent process. Personas or needs assessments have been con-
ducted in relation to different demographics in health studies, but rather than fo-
cus on the informed consent aspect they focus on the health symptoms and how to
address specific health-related needs [281]. One study used personas for patients
with dementia for participatory design of a project to improve quality of life [134],
which offers insights into how to design for different participant dementia related
needs. Another study that began with focus groups to design multimedia consent
focused on health-related needs, such as the mental state and capacity of patients
with schizophrenia, breast cancer, or depression [145]. Another study looked at the
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decisional needs for patients learning disabilities, such as more time to make deci-
sions and non-verbal communication techniques [47]. Beyond health-related needs,
we are interested more broadly in how the general adult population would inter-
act with health consent and what elements would stand out and be engaging when
making informed decisions. This aspect has not been studied, to the best of our
knowledge, but would be important for understanding how to strategically create
information disclosures for different goals. Thus we wanted to explore archetypes,
which capture general profiles, instead of personas, which are a representation of
imaginary individuals with specific population characteristics.

6.3.4 Multimedia tools for IC

The digitalization of data collection and use authorization allows for multimedia
tools to be employed during the consent process and it can have a positive outcome
on participants. Overall, a systematic review of multimedia consent for surgical pro-
cedures found increased patient satisfaction for usability and informational avail-
ability with multimedia consent, which included videos, interactive programs, and
more [223]. However, for clinical trial consent, videos did not improve understand-
ing [135]. Diving into the reasons that multimedia consent may be preferred to con-
ventional text, one study found that comparing animated videos, slideshows with
voice-over, comics, and text consent for medical practices found that a dual-channel
approach combing audio with visuals helped participant understanding [167]. This
study supported older research that repetition of information using different mul-
timedia means increases retention [209], however, the specific elements of videos,
comics, and text that contributed to effective communication in more general health
consent were not studied - a gap that we intend to bridge with our work.

The use of comics was especially interesting as it combines textual and graphical
means, uses a conversational style, and develops a narrative in a specific context al-
lowing readers to identify with the depicted characters. Comics can also attract and
retain attention by fighting notice fatigue [274], i.e. the habituation and alienation
derived by the longstanding habit of experiencing inscrutable prose, and they have
been used in contracts [121] and privacy policies [273]. To successfully bridge lan-
guage barriers between scientists and indigenous populations in South Africa, in our
previous work we created, tested, and refined a comic to ask consent for participa-
tion in a genomic research project [312, 38]. The study revealed that the population
had specific expectations on how they wanted to be depicted in the comic to counter
the exclusion and discrimination that happened in the past. The comic also increased
general understanding of the research process and strengthened the ability to make
fully informed consent decisions.

Other mediums to enhance consent engagement have also been studied in differ-
ent contexts. Wang et al. [354] conducted a study comparing the use of infographics,
comics, and illustrated text to communicate data-heavy information, such as graph-
ics about renewable energy in Europe, finding that young academic students from
different countries (aged 18-35) preferred comics, with the greatest understanding,
engagement, and enjoyment of all mediums, while infographics performed best in
aesthetics and exploration and were second to comics in the other dimensions.
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6.3.5 Engagement with IC

Even in other domains, studies strive to understand how to achieve effective com-
munication of complex information by analyzing participant engagement, under-
standing, and recall of the information. In this study engagement refers to time
spent and fun reading a form and infographics, illustrated text, and data comics of
complex economic data were tested [354]. They found that students from different
countries (aged 18-35) preferred data comics due to enabling the greatest under-
standing, engagement, and enjoyment of all mediums, while the infographic per-
formed best in aesthetics and exploration, and the illustrated text performed the
worst. Since similar studies have not been performed on consent forms in a health
scenario, we seek to study engagement as a factor of effective communication, as
it may help understand what gains and retains attention within a complex digital
attention economy.

Traditionally, engagement studies in biomedical consent refer to patient engage-
ment with the research or biomedical process. Such engagement refers to partic-
ipants interacting with the results of a study, updating information, or changing
consent [62] [142] [123]. However, we are interested in participant motivations to
consume the information in a consent form and give their initial and continued at-
tention to a conventionally tedious process, taking inspiration from research about
the attention economy [302, 58]. Can consent forms be interesting and attention
grabbing? Other studies that mention patient engagement for health consent also
take the latter approach where patient engagement refers to engagement with the
research process in terms of results, updated information, or changing consent [62]
[142].

6.3.6 Emotions in the consent process

Enjoyment and emotions are an integral part of human-computer interactions [41]
and can offer rich insights in conjunction with usability studies [6]. In addition,
other fields such as marketing also incorporate emotions to influence users [61][325].
Concerning consent, a study used emotions derived from Plutchik’s emotion wheel
[251] and reported that over 50% of users felt annoyed and indifferent from cookie
consents [115], which may influence individual attitudes about consent in general.
Another study investigated the influence of emotions on information processing and
decision making in a clinical trial informed consent and found that fear significantly
increases the average time spent reading the procedures and the benefits of partici-
pation [95]. Thus, emotions seem to impact engagement with consent processes and
should be investigated.

6.4 Research Questions

The previous section has gathered evidence about the interplay between EU regu-
lations for consent, transparent privacy and consent information, and and the use
of archetypes and multimedia tools to enhance the experience. However, we lack
understanding of user engagement regarding how different multimedia mediums
affect participant consent experiences. Therefore, this study sought to answer the
following research questions:

This study sought to answer the following research questions:

1. What are participants’ general experiences with informed consent processes?
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2. What are participants’ expectations prior to exposure to different consent medi-
ums?

3. What kind of goal-oriented archetypes can be created to better understand par-
ticipant needs for consent?

4. What are participant preferences after exposure to the various consent medi-
ums with respect to:

(a) What were participants’ rankings of consent mediums?

(b) What elements reportedly influence their preference for mediums?

(c) Based on document quality criteria [352], what elements did participants
identify for each medium?

(d) What were participant rankings of different engaging elements?

5. What kind of emotions do the top vs bottom ranked mediums trigger?

6. What kind of consent management (for giving of revoking consent) would par-
ticipants want?

6.5 Methods

We carried out 24 semi-structured interviews in the autumn of 2021 in Germany. We
created an interview guideline (See Appendix 6.11) which was validated prior to the
interviews with three potential participants to ensure the clarity, comprehensibility,
and precision of the questions.

6.5.1 Participants

We used word-of-mouth to find the participants in Germany, who were all German
native speakers (as the interviewer’s mother tongue is German). The demographic
included adults from a cross-section of the German adult population by age, sex,
and education level. The sample size and participant characteristics were based on
a systemic review of unbiased citizen juries for health policies [315]. The 24 par-
ticipants included 8 participants from the age ranges “18-30“, “31-55“, and “56-90“.
Within each age range, 4 men and 4 women were interviewed. Within each of the
ages and sexes, there were 2 male and 2 female interviewees whose highest degree is
a school-leaving certificate or a finished apprenticeship, and each 2 male and female
interviewees whose highest degree is from a college or university. All participants
were German native speakers and live in Germany. The interviews took an aver-
age of 60-75 minutes and the interviewees were offered 30 Euros compensation for
their time. In Fig. 6.1 we show the key information of the structured interviews
performed.

6.5.2 Study materials

We created an exemplary plain text form that asked consent for the transfer of per-
sonal data from a data trustee to a service provider (see Sec. 6.2.1 and Appendix
6.11), which included short sections on ”Who are we?“, ”Which of your data do
we process and where did we get it from?“, ”What happens if you agree?“, ”What
exactly do we ask consent for today?“, a section to accept or reject by signature,
and a section about withdrawal of data. Author 1 designed 4 additional variations
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FIGURE 6.1: A timeline of key activities

in different mediums: newsletter, infographic, comic, and video including only the
subsection ”What happens if you agree?“ of the consent form. Each medium had
different engaging elements (e.g., numbered lists for a step-by-step format, bullet
points for an open format) and were minimally adapted for the mediums (i.e., addi-
tional ellipses between comic text) for the purposes of the study. The video was suit-
able to test engaging elements such as audio and animations, the newsletter an open
format, the infographic a step-by-step format, the text readability, and the comic a
story element.

6.5.3 Study design

The interviews took place in German via an online video conference system and
were documented by a summary transcription written right after each question and
finalized right after each interview.

6.5.3.1 Use Case for Interviews

The participants were verbally presented with the fictional use case explained in
Sec. 6.2.1 and were invited to imagine that they were a person who is contacted by a
data trustee to obtain consent for the transfer of their data to a service provider who
wants to carry out a clinical trial. We stressed that the data trustee only asks consent
for the data transfer itself, not for participation in the clinical trial. The participants
were also asked to read through the full, plain text version of the consent form we
created and were invited to clarify any doubt with the researcher. We did so to
ensure full understanding of the use case and to provide an example of a consent
form that would be expected when giving consent within the use case, as we later
on only presented the interviewees with a subsection of the consent form in different
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FIGURE 6.2: A translated section of the infographic study material designed with a step-
by-step format, color, and structured sections.

mediums since reading through all of the text multiple times would have taken too
long.

6.5.3.2 Previous experiences and personal expectations about consent

We then asked participants about their previous experience with consent forms, then
we showed them Plutchik’s emotion wheel (Appendix Fig. 6.11) to choose one or
more emotions at their leisure to describe how they felt during their past consent
experiences (Q3, Q4) [251]. We then enquired about their expectations in regard to a
consent form that would encourage them to engage with it (Q5, Q6-Q10).

6.5.3.3 Rankings of various consent forms, emotions, and meeting of expecta-
tions

After that, we showed them the subsection ”What happens if I agree?“ in different
mediums (i.e., comic, infographic, plain text, newsletter, and video) in a random or-
der. We asked them to rank the different forms according to their preference and
clarify why, and whether they met their expectations (Q12). We stressed that we
showed only a subsection of a complete consent form. We used Plutchik’s emotion
wheel (Appendix Fig. 6.11) to explore the interviewees’ emotion(s) when shown the
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FIGURE 6.3: A translated section of the video study material designed with animation,
color, and audio.

various designs. Furthermore, we asked if their expectations about consent engage-
ment were met by the various consent forms (Q13-16).

6.5.4 Data Analysis

As the interviews were documented in German, to collaboratively analyze them
with the non-German authors, anonymized answers were translated into English
via DeepL https://www.deepl.com/translator and proof-read by Author 2 to en-
sure the translations’ adherence to the original meaning. Such verification contin-
ued throughout the qualitative coding process in various sessions in November-
December 2021 with the multidisciplinary team with Authors 1, 2, 3, and 4 (with
expertise spanning data protection law, usable privacy, bioethics, bioinformatics, le-
gal design), using the software MAXQDA https://www.maxqda.com/. We induc-
tively and iteratively established a codebook over three 2-hour sessions of data la-
beling. The codebook combines a top-down approach with categories derived from
the design, language, content, and relationship criteria for good documents [352]
(see Table 6.1) and the Plutchik’s emotions along with codes created from a bottom-
up approach through analysis of the data (e.g., the concept of trust) (Appendix 6.11).
To address the fact that we translated German interviews into English, we ensured
that during the coding of the interviews both an English native speaker (Author
1) and a German native speaker (Author 2) were present. Furthermore, we made
sure to look at both the English and the German version of the emotion wheel while
coding the emotions and discussed any uncertainty.

Archetypes Participant consent expectations have been organized into archetypes
depending on the exhibited salience of reported goals and relevant features. A
table was created with the participant number, expected features, expected goals,
expected behaviors to help group similar profiles.

https://www.deepl.com/translator
https://www.maxqda.com/
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FIGURE 6.4: A translated section of the comic study material designed with a story,
color, and readability.

6.5.5 Ethical and Legal Considerations

The study design was authorized by the Research Ethics Committee at the Univer-
sity of Luxembourg (No. ERP 21-038 LeADS). We chose a summary transcription
over a word-by-word-protocol to enable an easier anonymization of the interview
documentation later on. Once manually anonymized, the transcripts were securely
shared with the authors from the other organization.

6.6 Results

6.6.1 RQ1: Prior Experiences with Consent

Regarding RQ 1, we found that all participants had previous experience with con-
sent before the study, with the majority citing consent in the context of healthcare
and/or cookie banners (Q3-4). When asked how long they would engage with con-
sent, 20 participants reported time estimates: more than half the participants (n=11)
claimed they spent 1-5 minutes, two spent 30 seconds to one minute, five from 0
to 30 seconds, and two did not spend any time before consenting or rejecting (Q5).
However, the time spent on consent also depends on contextual elements. For exam-
ple, P19 said, ”With cookies, I immediately refuse as much as possible. At the doctor’s office,
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FIGURE 6.5: A translated section of the newsletter study material designed with an
open format, color, and structured sections.

for example, I would read through a consent form twice [...] 5 minutes,“ while P9 said, ”[I]t
depends on who asks it, accordingly I read more attentively or not. If it is something more
important e.g. about my finances I read with more attention.“ Most participants indicated
they would spend ”as much time as necessary to understand“ (n=10), followed by
”as little as possible to sign“ (n=8), dependent on perceived trust (n=6) with P16
saying, ”At the doctor’s office, I take little time because I have a lot of trust there. I skim
over these consents briefly, taking maybe 30 seconds. On the Internet, I usually take a closer
look“, ”as much time needed just to skim“ (n=5), and four based on other reasoning.

6.6.2 RQ2: Expectations for Consent

Concerning RQ 2a about users’ expectations of the consent process, results yielded
148 segments coded according to the document criteria shown in Table 6.1 (Q6-Q10).
Coded segments refer to the extracts of interview text where codes were applied,
including overlaps in the text referring to multiple unique and relevant codes.

6.6.2.1 Design criteria

In terms of design criteria (n=36), graphic elements like bullet points, highlighting,
and headings were most cited (n=19) as with, ”I would say that words or passages in bold
type stick in my memory, so I would find it desirable, especially with long texts, [...] so that
the most important information could be filtered out directly at a glance“ (P1). They were
followed by structural elements like sections and organization (n=9), and impression
(n=7).
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6.6.2.2 Language criteria

Regarding language criteria (n=35), interviewees most valued textual directness and
conciseness (n=21), for example, P10 said, ”When consent forms are particularly long
and complicated, I feel like I’m being misled. In the example scenario, I find consent easy to
understand. If I am to give consent in a stress-free way, I expect clear and pictorial language
that clarifies what actually happens to the data“. Following that category was plain
language (n=8), readability (n=5), and grammar (n=1), although interestingly two
participants specifically expected technical terms, such as ”[...] The advantage of a few
technical terms is that everything is easier to understand. At the same time, it takes longer
to describe these terms in simple language. And that would take too long to read“ (P5).

6.6.2.3 Relationship criteria

As for the relationship criteria (n=18), or how the document establishes a relation-
ship with the reader, the most cited one was audience fit (n=12), which refers to the
appropriateness to the knowledge and skills of the users, such as ”From consents I
expect that an average citizen can understand them“ (P17). Another relevant category
was tone (n=5), which concerns how style and language match the context.

6.6.2.4 Content criteria

Regarding the expectations about the content of the consent form (n=12), partici-
pants predominantly mentioned how it is relevant to them (relevance, n=10), for
example: ”[A]s an affected person, I would like to see a few examples to get a better under-
standing of what may be done with my data“ (P1), and what actions they can take e.g.,
withdrawal (n=2).

6.6.3 RQ3: Archetypes

Based on the previous results about participant expectations, desires, and needs,
we organized existing patterns into three goal-oriented archetypes. Not all partici-
pants reported specific goals, while some participants reported multiple. Thus, the
archetypes are based on grouping similar features (Fig. 6.6).

6.6.3.1 Goal-oriented archetypes

Fully Informed The most common goal explicitly reported by participants was
understanding (n=14). This falls into the Fully Informed archetype that wanted
relevant and fitting information to understand what they were consenting to. For
example, ”As an affected person, I would like to see a few examples to get a better under-
standing of what may be done with my data“ Participant 1 (P1). The information must
also be appropriate for them as an audience, saying, ”A simple explanation that every-
one understands would be my preference“ (P12).

Record Keepers In addition to most participants wanting to understand, some
specifically wanted to remember what they had agreed to (n=3) or to have a copy
for their records (n=4). This is the Record Keepers archetype. For example, P13 had
a clear idea of the elements they wanted to understand and retain a clear memory
of, ”It needs to be clear to me what the consent is for, who it is from, and exactly what data
is being processed for what purpose.“ Additionally, P4 stated, ”It doesn’t matter to me
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FIGURE 6.6: Venn diagram describing core goals and needs of archetypes

if it is paper or digital. The main thing is that I receive a copy of the text to which I have
consented.“

Trust seekers Trust seekers also seek understanding, but are cautious towards the
system or desire a trustworthy system, with P3 saying, ”I must have the impression
that the data trustee is a reliable company or that there is an expertise that proves that I can
trust this data trustee,“ and P7 stating that they would rather avoid ”to invest time and
read through stuff and they’d rather be able to trust - since I’ve already given my data [...]
- and that my data will just be handled well.“

When considered together, the archetypes lie on a spectrum (Fig. 6.7) where the
Fully Informed archetype relies more on individual responsibility and capacity to
make informed decisions, while Trust Seekers also consider the context of organi-
zational reputation and trust in making their decisions. Additionally, the Record
Keepers could be seen as individuals who want to manage their consent decision
over time, while those who do not want records accept a one-time decision without
copies of the consent.

Outliers In addition to finding patterns based on common goals, some individuals
stood out for their unique consent desires, including more jargon (n=2) and wanting
an oral explanation (by video or in-person) (n=6). The use of jargon seems to enable
more time efficiency in some participants, such as P15 stated, ”If I had to choose be-
tween short technical language and simple but longer language that is easy for everyone to
understand, I would choose the short technical language.“

6.6.4 Top engaging elements per medium

The most frequent element ranked first was structure, followed by readability, col-
ors, and step-by-step elements (tied), audio, and story with other (also tied) (see Fig.
6.8). The top element at rank 2 was also structure, and the top element at rank 3 was
readability. Not all participants chose to elaborate on what ”other“ element they re-
ferred to, but when they did, a personal engagement (n=4) was most common. In
rank 2 and three, structure, readability, and step-by-step were also the top engaging
elements.
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FIGURE 6.7: Goal-oriented archetypes placed on a axis to demonstrate different ap-
proaches to consent.

FIGURE 6.8: The frequency of each engaging element ranked first by participants.

6.6.5 RQ5: Medium ranking and document criteria

6.6.5.1 RQ5(a): Ranking of Mediums

First, we report results about participants’ ranking for their preferred consent form
after being shown each medium in Table 6.9.

Then in following sections, each medium is discussed based on 1) the top 3 fac-
tors that influenced the ranking to address RQ5(b) and 2) the top 3 positive or nega-
tive document criteria adapted from Waller’s document criteria to address RQ5(c).

Because a participant could share multiple influencing factors or document crite-
ria we instead looked at the number of unique coded segments within their answer.
Participants could share as few (though they were prompted to try to give at least
one) or as many as they desired. The coded segments for influencing factors, such
as the element of time, could be positive (time-saving) or negative (time-wasting).
This was to help us identify the categories that were most important to participants.
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FIGURE 6.9: Participant ranking of mediums by percentage, where 1 corresponds to the
first choice and 5 to the last choice

Then, we contextualize the data and report if important factors were positive or neg-
ative and respective coded segment counts in the detailed section.

6.6.5.2 Infographic Medium

Influencing Factors The infographic was strongly preferred, with one-third of par-
ticipants citing understanding as positive driving factors with time and interest in
close second. Elements such as the numbered bullet points, bold headings, and icons
were referenced. For example, ”With the bullets, you know right away what each is about
in the text written underneath. In general, this is easy to grasp“ (P3). The top three influ-
encing factors were overall positive in contrast to further mediums below.

Document criteria The majority of positive document criteria concerns design cri-
teria; in particular step-by-step elements, icons, bold headings, bullet points, and
color. There were much fewer negatively received elements, also related to the de-
sign criteria: the overuse of color and icons and how large the infographic was.
Participants had specific reactions to different icons, such as the hospital or medical
professionals at the top and bottom that did not support any text, or specific icons
that might seem manipulative: ”with the consent form, the ’thumbs up’ graphic makes it
look like I’m being preempted from making a decision“ (P14).

6.6.5.3 Video Medium

Influencing Factors The video ranked second, with almost one-third of partici-
pants reporting that it influenced their understanding, followed by time and effort.
Understanding was largely positive, partially due to the format that, ”[...]]forced to
watch it from beginning to end, so that you perceive the whole content“ (P15). On the
other hand, time was slightly more positive than negative because while the major-
ity of participants felt that the video saved time compared to reading, some felt it
was inefficient compared to their reading speed, or wanted to review material but
felt rewinding would be time-wasting. Saving effort was wholly positive with par-
ticipants saying that it was more accessible, entertaining, or less attention draining
while still being understanding. One minor interesting influencing factors unique
to the video was a feeling of trust from the audio, with two participants mentioning
that a human voice engendered confidence in the process.
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Document Criteria More than half of the positive feedback about the video men-
tioned the audio element, followed by the sequential nature and use of animation
and images. Less than one-fourth of participants liked the content which included
the interplay between text and graphics and the story element. For example, ”What
I like about the video is that [...] you see movements that show what you hear at the same
time via audio“ (P3).

There were about half the number of negative elements than positive, and most
were due to the video pacing. Some wanted it faster, while some wanted it slower.
Interestingly, one participant noted: ”I have the feeling that with a video like this, people
are rather uncritical of the content of the consent form. One is rather tempted to agree to
something. If, for example, a button appeared after the video that allowed me to consent, I
would probably consent.“ (P17)

6.6.5.4 Text Medium

Influencing Factors The text ranked third. About one-third of participants indi-
cated that interest and understanding were most influenced by the text. Interest was
a complex influencing factor that was slightly more negative. Those stating it neg-
atively influenced attention felt it was boring or lacked interest compared to other
mediums. Participants who viewed it positively said that the text had a simple,
clean layout allowing for quick skimming, and those who felt it was neutral felt like
P21, who said,”This is the format that I know and have simply accepted by now‘. Un-
derstanding was generally positive influencing factor, with many saying that it was
clear, concise, and short, however some felt it was difficult to skim or the text was
confusing or dry. Some participants also felt that it saved time by being short and
concise.

Document Criteria The most cited positive elements of the text were use of clear
sections, headlines, and bullet points. Positive elements were double that of neg-
ative elements, the majority also stemmed from design. Participants wanted more
highlighting of key facts via color, bold, italicized, or underlined words. Less than
one-third of participants also cited the negative impression the document gave them,
for example, “[...] it is still a bit boring and trivial, so you might not read it properly if you
get it as a letter home, for example” (P5).

6.6.5.5 Newsletter Medium

Influencing Factors The newsletter ranked fourth with more than a one quarter
regarding prioritization, less than a quarter understanding, and 18% in interest. Pri-
oritization and understanding were positive influencing factors, with participants
saying that the bold words and ability to skip sections allowed them to roughly
understand the contents because of the bold text to highlight the important informa-
tion in sentences. However, interest was equally mixed, with the positive influence
surrounding the bolded text and headers, while the negative influence was mainly
attributed to the (unintentional) association with advertising spam. More than one-
third of participants agreed with P3 who stated, “It looks like a billboard or an election
advertisement.” Though it had positive influencing factors, the negative interest likely
had a large impact on the lower ranking of this form.

Document Criteria The newsletter’s positive elements were largely regarding the
design and use of structure, headings, bold text, sectioning, and the open format
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for skimming. The negative elements also similarly mentioned the design criteria
because it looked like advertising based on prior experiences. The use of color was
also disliked because the black header was too strong and off-putting.

6.6.5.6 Comic Medium

Influencing Factors The comic ranked fifth and participants. The main influencing
factor was understanding, with one third of participants mentioning it both posi-
tively and negatively. A slight majority cited a positive influence on understandabil-
ity. Interest was generally a positive influencing factor because it was novel. Less
than one fourth of coded segments showed that the comic had an overall negative
influence on skimming, as the narrative driven step-by-step format made it hard to
prioritize, re-read for specific elements, or gain a quick overview.

In addition, many participants explained their rankings with personal prefer-
ences indicating the audience fit was for or not suiting them, such as “The information
is all there but I would present this explanation to a child [...] at most” (P4). This greatly
influenced the ranking considering the positive affordances of the comic. For exam-
ple “I found the comic a bit inappropriate for the topic. Basically, the content or the message
is better visualized by the little pictures, which may be better remembered but I don’t like it.”
(P20)

Document criteria Almost half of the positive feedback for the comic stemmed
from the support of text by graphics, narrative elements, and illustrations. A third
felt the tone and audience fit suited them. However, negative impressions were
almost double of the positive ones, due mainly to the fact that audience fit and tone
were unsatisfactory for more than half the participants. Participants said, “I’m out of
the age where I still like comics. [...] I don’t feel like I’m being taken seriously as a customer
with a consent form like this” (P16). Other negative feedback arose from the impression
and graphic elements concerning the execution of illustrations, legibility, and lack of
structure.

6.6.6 Overview of all mediums

After reporting results for each individual medium of consent, we now present them
together to give an overview of respective rank, influencing factors, and document
criteria (Table 6.2).

Medium Influencing Factors Document Criteria Rank

Infographic (+) understanding, time, and interest
(+) numbered lists, icons, bold headings, and graphic elements
(-) extraneous or leading icons 1

Video
(+)understanding and effort
(+/-) time (+) audio, step-by-step element, and interplay of text and graphics 2

Text
(+) understandable and time-saving
uninteresting(-)

(+) structured layout
(-) lacked highlighting elements 3

Newsletter
(+) prioritization and understanding
(-) association with advertisements

(+) bolded key text, sections, and open format for skimming
(-) advertisement impression 4

Comic
(+) understanding and interest
(-) inappropriate fit for the context

(+) text and graphics
(-) tone and audience fit 5

TABLE 6.2: Overview of top 3 influencing factors and document criteria per medium
with overall participant ranking. (+) is an overall positive element, (-) is a negative

element, and (-/+) is a mixed element.
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6.6.7 RQ6: Emotions triggered by infographic and comic

In Figure 6.10 we compared the number of coded segments from overlapping emo-
tions from comic (n=64) and infographic (n=52) that participants indicated on the
emotion wheel (Appendix Figure 6.11, Q13-Q16). Anticipation, interest, acceptance,
and surprise are the top 4 emotions present in the infographic, while in the comic the
top 3 emotions are surprise, disapproval, interest, and distraction. For example, P8’s
emotions around the infographic: “It is unusual, yet I like it because it is creative and
surprising. When reading the infographic, I feel the emotions are attentive and trusting”
while P11 said, “I feel surprised, confused, and dismissive because it would seem unse-
rious to me.” Anticipation and acceptance in the infographic (n=7) denote positive
emotions and disapproval and distraction in the comic (n=9 and n=8 respectively)
denote negative emotions. In fact, interest and distraction are opposites on the emo-
tion wheel. Not all emotions were stark contrasts though, as the overlap in surprise
for infographic (n=6) and comic (n=10) mainly concern the unconventional medium
of consent, such as, “My emotions are accepting, attentive, but also surprised because it is
a new way of processing,” (P15) about the infographic and, “Looking at the comic I feel
surprised and amazed in a positive sense” (P18). Only 3 out of 10 participants meant
surprise in a negative sense for the comic and 1 out of 6 for the infographic. Interest
also denoted curiosity in our codebook, and this word was most often mentioned in
this category in both the infographic and comic.

FIGURE 6.10: Emotions elicited by top and bottom ranked medium
Comic is shown in orange and infographic in blue.

6.6.8 RQ7: Consent Management and Revocation

Most particpants preferred a digital consent (n=12), while some preferred a physical
document (n=3) and others did not have a preference. Following the question about
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the medium, when offered the idea of a digital platform 20 participants preferred a
type of online management platform, especially if it was a “one-stop-shop” where
they could see an overview of all their consent and revoke them if needed (n=9). P7
stated, “The best thing would be if I would have a matrix for each institution with mul-
tiple fields for each type of data and I could revoke and allow data processing for each of
the data types separately.” To carry this out, participants had varying suggestions: a
mobile app or platform (n=18), browser plugin, platform connected to an official on-
line ID system (n=1), and a privacy manager that saved consent privacy preferences
(n=1). 4 participants preferred using email, though most also shared sophisticated
management systems such as a sortable code in the subject line, an email summary
following browser tracking of consent decisions, or encrypted emails.

The management platform was also the most preferred way to revoke consent
(n=22), while 2 participants preferred emails. When questioned about possible rea-
sons for revoking consent, the abuse of the data via data breaches, improper storage,
or misuse in the purpose or third party processors was the most common reason.
21 of the 24 interviewees reported it as a reason, followed by disinterest in the ser-
vice (n=2) and privacy pessimism (n=1), where the participant would change their
behavior instead of revoking consent because they felt it would be futile. Many par-
ticipants had a sophisticated reasoning for their expected behavior, though it could
not predict actual behavior. P18 shared, “When I was 20, I consented to different things
than I would consent to today. I would want to revoke such things. I would also insist on the
final deletion of the data,” and P22 shared, “In the event of data leaks or similar offenses, I
would consider revoking my consents. However, it has never happened. In the case of spam,
however, I have often revoked newsletters, for example. ”

6.7 Discussion

Concerning RQ1 about consent experiences, an element that emerged from the re-
sults is the importance of time: the majority of the participants clearly indicated that
they spent only as long as necessary to understand, however almost half of them
also mentioned that it should not take longer than one minute. That said, time spent
on consent seems to be contextual and depends on the type of data and the entity
asking to share such data.

It emerged that individuals are aware that they do not engage in attentive, word-
by-word reading of consent forms, as they also expect consent (RQ2) to be short,
concise, direct, and with elements that allow the visual prioritization of some in-
formation over others. Rather they engage in strategic reading [352] depending on
their objective: as readers need to find “surface-level cues” to skim effectively, the
consent document should include headings, bullet points, and highlights to help
people navigate it efficiently and quickly grasp which information is more impor-
tant than other. Our results confirm the findings of Schriver [289] that an informative
document should enhance skimming and provide information in a time and context
relevant to the needs and preferences of the reader. Moreover, as individuals read
through the documents quickly, the information should be concise and essential,
otherwise, the working memory becomes easily overloaded. However, conciseness
is in contrast to the copious information that is required by transparency require-
ments. The relevance of content to the reader seems also crucial, as opposed to the
provision of abstract and general information.

To answer RQ3, three archetypes, the Fully Informed, Record Keeper, and Trust
Seeker were revealed following data from RQ2. All participants wanted a high level
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of understanding to consent, with some valuing additional elements like copies for
records or trust in the institutions.

To answer RQ4 (a-d), the best to worst ranked mediums were the infographic,
video, text, newsletter, and comic. Within those, elements that allow the visual pri-
oritization of certain content over others, like headings, bullet points, and highlights
(i.e., “surface-level cues” [352]) that allow individuals to skim the document effec-
tively and discern at first sight the most important information. Based on the rank-
ing of engaging elements, participants preferred step-by-step documents (e.g., linear
numbered lists with clear headings), instead of open or story-based formats. Struc-
ture, readability, and step-by-step elements are the top three engaging elements and
could be easily integrated in most mediums. While our study only designed the in-
fographic using four of the top engaging elements (i.e., structure, readability, color,
and step-by-step element), other mediums like the text could also employ color and
step-by-step elements instead of the open-format element. However, the tone and
audience fit of mediums greatly influenced participant rankings even if affordances
enhanced understanding or visual interest (e.g., comic and newsletter). Instead of
prioritizing one medium over the other, there could be a greater focus on including
the engaging elements wherever possible first and choosing the medium that suits
the desired engaging elements and context.

For RQ5-6, we found that most participants wanted centralized consent manage-
ment via digital platforms, and would revoke consent in the case of a data breach,
improper storage, or misuse of the data.

6.7.1 Implications for Practice

First, the creation of data-informed archetypes can be used for better understand-
ing the diverse needs of a population. Using data-related information as a self-
determination instrument, individuals can receive contextualized information and
concrete examples relevant to their specific needs (e.g., Fully Informed, Trust Seek-
ing), rather than one-size-fits all terms. Archetypes (identified here and in future
research) can support general audience tailoring for different goals. Different ap-
proaches to consent notices, for example, which some have preferred to take more
individual responsibility while others consider contextual information such as their
perceived trust in institutions, may reflect strategies to cope with how responsibility
of consent decisions is individual while privacy is networks across the individual,
responsible institutions, and more [129]. The information provided to such users
might focus on building trust in organizations instead of specific data processing
activities. Using archetypes to base user profiles could also be a way to customize
their experience while not needing to customize every possibility, however more re-
search is needed [246] to determine the actual benefit of tailoring information to the
styles against the increased costs of its creation and implementation. Message cus-
tomization for commercial and political marketing has already reached a high level
of sophistication, and biomedical research institutions could use such techniques to
enhance the user experience.

Second, different mediums can be targeted based on needed affordances (See
Table 6.2) and layered to combine and reinforce complex information, e.g., through
a combination of text, video, and infographics. Official guidance about data protec-
tion’s transparency requirement implementation [243] portrays layering techniques
as an appropriate means to achieve the requirement of full disclosure while allow-
ing for prioritization and brevity. For example, summaries containing an overview
of the main clauses can accompany the more comprehensive version and can be



Chapter 6. User consent goals, management, and preferences for mediums 104

browsed more easily at the time of consent and afterward; short videos and privacy
icons can also constitute the first layer of a written notice [273]. Distributing infor-
mation on separate mediums can additionally contribute to presenting the relevant
information at an appropriate time: for example, the first layer with essential infor-
mation can be displayed at the time of making a consent decision, while detailed
information can always remain accessible on request, even later [285]. However, as
more guidelines for image-heavy consents arise, [243, 273], testing and co-designing
consent is key, otherwise a negative audience fit and context may be more harmful
than plain text consent. This can be important to test for the intended audience,
especially as comics have been a case study for cultural stigmas [189]. While have
been suitable for or indigenous populations [38], some researchers are pushing for
more serious comics (similar to serious games for education) [184] and the comic
co-design process itself as a research practice [324].

Tailoring and Layering Approaches Moreover, in order to use data-related in-
formation as an actual self-determination instrument, individuals need to receive
contextualized information and concrete examples that are relevant to their specific
needs (e.g., Fully Informed archetype), rather than abstract, general terms. For such
reasons, identified archetypes can support audience tailoring for different goals. The
hereby defined archetypes highlight how different individuals approach consent no-
tices, for example that some have prefer to take more individual responsibility while
others consider contextual information such as their perceived trust in institutions.
These may be strategies built to cope with the difficulty in decision making, wherein
the responsibility of consent decisions is individual privacy is networks across the
individual, responsible institutions, and more [129].

Layers could also be based on profiles, personas, or archetypes. The hereby de-
fined archetypes highlight how different individuals approach consent notices, for
example that some have prefer to take more individual responsibility while others
consider contextual information such as their perceived trust in institutions. These
may be strategies built to cope with the difficulty in decision making, wherein the
responsibility of consent decisions is individual privacy is networks across the indi-
vidual, responsible institutions, and more [129]. Layering based on these archetypes
and third party ethical oversight may help users feel more secure in their decision.
The designs of the consent form could therefore be informed by the goals in the
identified archetypes, especially when it comes to the blueprint of the standardized
consent document envisaged by the DGA [337]. Although usually consent notices
are created to be as widely generalizable as possible, also due to the efforts for their
creation, this approach risks alienating some user groups, such as the Jargon-Lover
who may feel more precisely informed with technical terms in the notices (for in-
stance, data protection and medical experts) or the Personal-Contact who wanted to
be in conversation with a person. In addition, the Fully Informed archetype emerg-
ing from this study has shown that participants want relevant and appropriate con-
sent documents based on their contextual needs and desires.

Layering could also be a way for users themselves to express their preferences
and customize their experience by choosing their desired layers with their favorite
modality to engage with consent content. Such an approach could leverage vari-
ous preferences and accessibility needs(e.g., a blind user could hear the video), even
though more research is needed [246] to determine the actual benefit of tailoring in-
formation to the styles against the increased costs of its creation and implementation.
Customization may be time-consuming and profiling individual preferences may be
inaccurate, so solutions to these possible issues should be formulated. Even though
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personalized disclosures may seem burdensome, message customization commer-
cial and political marketing have already reached a high level of sophistication.
Moreover, with the rise of personal data spaces, proactively indicating personal pref-
erences about consent modalities and data use permissions (e.g., the types of entities
and specific purposes to and for which individuals wish to disclose their personal
data) will become a reality (see e.g., [77].

Layering has been integrated with DC platforms. DC was built to leverage the
benefits of digital communication for health research by using digital platforms to
connect people and researchers and allow participants to see and change their con-
sent and data sharing permissions dynamically. This consent arose from the Ensur-
ing Consent and Revocation project (EnCoRe) [50, 215] as a technological response
to challenges to the IC from the uncertainty of research re-use in biobanking [328].
Australia’s CTRL [123], a dynamic consent platform with open-source code, incor-
porates multimedia (video, illustrated text, infographics), personalization options,
and informational layering techniques. Building upon this, the layering could in-
corporate archetypes of general profiles to be tailored for different goals. Users of
different ages may prefer different mediums, such as comics for younger audiences
and videos for older audiences, or users with technical expertise could choose to see
jargon.

Possible Manipulation Although we did not explicitly ask about undue influence
on consent decisions and trust implications, participants clearly connected the two
and more research is needed to better understand the deep connection. The info-
graphic had a few complaints about specific graphics, with P14 saying that showing
a “thumbs-up“ icon was perceived as a manipulative way to preempt one into giving
consent. Similarly for the video, P17 brought up that they might believe anything
shown in the video and be inclined to give consent. Guidance on ethical nudging
design [88, 269, 210], as well as research on dark patterns to avoid [229, 112] can
help shed light on such thorny issues. This would also suggest that overall organi-
zational governance and systemic changes should be carefully implemented to en-
gender and maintain trust. Moving away from the rational person myth [290, 133],
consent maximization using engaging elements is a delicate balance and increasing
elements may only complicate matters.

6.7.2 Audience Fit and Context

Comparing the first and last ranked infographic and comic, audience fit had as much
if not more of an impact as the more objective affordances each medium offered. Par-
ticipants had specific expectations about consent forms, though they did not neces-
sarily need to resemble a conventional plain text document and it may be dependent
on personal preferences. Both mediums raised participants’ interest and attention,
which could be reflected in user engagement. Comics were considered appropriate
by some, but mostly inappropriate (e.g., childish, unserious) due to the seriousness of
medical settings and mainly caused negative emotions such as distraction and dis-
approval. Again, context is key. Contrary to our findings, Wermuth [356] found that
comics proved useful in a medical setting with medical experts and patients (both
adults and children). However, Wermuth paid attention to maintaining appropriate
intent, style, tone, and emotional salience. Our prior work on consent to genomic
research [38, 312] how comics can be deemed appropriate by certain communities
and enhance their involvement in the process. Thus ensuring the correct depiction
of the audience’s culture, style and tone are critical aspects for the acceptance and
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success of comics as a consent communication medium. In contrast, the infographic
was more well received with positive emotions like anticipation, interest, and accep-
tance. The implications of emotions must not be ignored: positive first impressions
may enhance attention and interest in the consent form and increase engagement,
while negative ones may alienate potential readers right after their first impression
and even before they engage with consent.

Hence, tone of voice and audience fit are important aspects that are rarely consid-
ered in the transparency of privacy information, whereas plain language accompa-
nied by graphical elements and illustrations to support understanding and informa-
tion navigation are nowadays recommended as best practices and their appreciation
is reflected in our results [243, 273]. Privacy communication, as well as legal com-
munication in general, has traditionally ignored the audience it intends to reach, by
flattening the style to a communication made “by lawyers for lawyers” that focuses
on the precision of the rules, rather than on the possibility of the intended audience
to grasp their meaning and act upon such rules [247]. But as a user-centered design
approach enters the realm of law, legal communication increasingly becomes per-
meable to considerations about the audience fit; see, e.g., the importance of tone of
voice and the use of comics in contracts [121]. Comics or other mediums may still
be unacceptable for some; however, layered approaches that present the information
in complementary multimedia are increasingly being experimented with and could
be meaningful to better tune legal-technical communication to different needs and
preferences.

Trust has also been mentioned to explain certain reasoning, although it was not
a specific focus of the study. For example, P19 said that they have different behav-
iors for cookies compared to doctor’s office, P9 said they evaluate the person asking,
or P16 distrusted the internet more than the doctor’s office. The approach to con-
sent may be influenced by the (perceived) trustworthiness of the institution asking
it (e.g., doctors). A few participants also stressed that consent should not contain
any misleading statement or any deceptive information. This reference to potential
manipulation of one’s own choices is also reflected in the ongoing lively discussion
about digital consent, recalled in Sec. 4.2. Further research may elucidate what con-
sent elements may increase trust in data disclosure.

From these observations, consent is a complex process that does not happen at a
single point in time when the form is presented to individuals. Rather, it carries ex-
pectations derived by previous experiences and can trigger a whole set of emotions.
Finding the right medium for certain audiences is not trivial, opening the question
of whether standardization of consent is really possible.

6.8 Limitations

Though we strove to obtain a balanced age, education, and sex representation in our
participants, they cannot be fully representative of the population. Our sample size
was small for in-depth interviews, so the results cannot be generalized and should
be combined with other studies. Our methods only concerned self-reported opin-
ions so there may be a discrepancy between reported and observed preferences and
behaviors. The study materials may have influenced them as well, as study ma-
terials were generated by Author 1 who is not a professional designer. Therefore,
certain choices (e.g., the comic style) could have influenced participants’ attitudes.
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To suit each medium the base consent text had minor edits or added text (i.e., head-
ers, ellipses). Before implementing consent mediums in line with applicable con-
straints, the relevant expertise should be included in the design and evaluation of
each medium. Additionally, the research scenario with a data trustee has a simpler
consent process compared to informed consent in clinical trials, which generally has
greater ethical-legal safeguards. As a consequence, it would be important to test if
our recommendations are reliable in various contexts and sufficiently fine-grained
before applying them at scale.

6.9 Future Work

This raises interesting questions about how cultural contexts and prior experiences
with mediums might affect the audience fit of different mediums, and it would be
interesting to test across diverse populations. Perhaps other countries may rank
infographics lower due to negative prior experiences

The influence of trust across different types of health consent and with different
entities would also be interesting to study. For example, P19 said that they have
different behaviors for cookies compared to doctor’s office, or P9 said they evaluate
the person asking, or P16 distrusting the internet more than the doctors office where
there is lots of trust. Perhaps a doctor’s office would be preferable to an unknown
hospital clinic, or less trusted than a well known university research effort.

Other future work may include investigating emotions in terms of their inten-
sity using another emotion wheel such as the Geneva emotion wheel https://www.
unige.ch/cisa/gew to continue to develop a more “fun” or less “negative” consent
experience.

6.10 Conclusion

In order to better understand the diversity of participant preferences, opinions, and
emotions for informed health consent and the relevance of specific document criteria
for engagement with various mediums (i.e., infographic, video, text, newsletter, and
comic), this study interviewed 24 individuals. The results have informed the gener-
ation of archetypes and analyzed reported experiences with the different mediums
to show how various document design elements reportedly affected their engage-
ment and their overall experience with different mediums of consent. The different
archetypes based on desired document features and goals and can help to create
standardized consent documents that use layering to help address varying needs
identified via archetypes. We also proposed recommendations for designing con-
sent (multimedia) forms with the structure to promote prioritization such as head-
ers, bullet points, and bold type within a contextually appropriate medium, such as
an infographic or video that are seen by our participants as more attention-grabbing
and appropriate than comics or a newsletter. The emotions the infographic triggered
in participants were almost entirely positive and included interest and acceptance,
whereas comics triggered feelings of interest in surprise, but also of disapproval and
even disgust. Our results would be interesting to repeat in other countries and could
lead to contextually designed consent that aligns with the GDPR and other EU reg-
ulations. Beyond this scenario, many others exist: the sharing, reuse, and analysis
of data can encourage the use of data across smart city actors to improve the health
of smart cities citizens during a pandemic or other health emergency, or to improve
the educational system – to make a smart city even more liveable [295] and [294]. In

https://www.unige.ch/cisa/gew
https://www.unige.ch/cisa/gew
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these cases, the complexity of personal data processing and disclosure, and the con-
sent process itself can increase dramatically in comparison to the use case presented
in this article. The findings reported here are meant to encourage further research
to determine how to better involve individuals into designing useful, engaging con-
sent to facilitate better data sharing in the data economy composed of increasingly
complex data-informed services.

6.11 Appendix

Data (interview guidelines, full consent mediums, codebook) are available here:
https://osf.io/4bvkx/?view_only=ec9b2396f7634248b2c4b66af2d1e34d

Emotion Wheel During the interviews, participants were shown the German
version of the emotion wheel 2, and the English version is shown in Figure 6.11.
Participants were asked to describe their emotional response to the mediums shown.

FIGURE 6.11: Plutchik’s emotion wheel
Image sourced from Wikipedia, at https:

//en.wikipedia.org/wiki/Robert_Plutchik#/media/File:Plutchik-wheel.svg.

2https://de.wikipedia.org/wiki/Robert_Plutchik#/media/Datei:Plutchik-wheel_de.svg

https://osf.io/4bvkx/?view_only=ec9b2396f7634248b2c4b66af2d1e34d
https://en.wikipedia.org/wiki/Robert_Plutchik#/media/File:Plutchik-wheel.svg
https://en.wikipedia.org/wiki/Robert_Plutchik#/media/File:Plutchik-wheel.svg
 https://de.wikipedia.org/wiki/Robert_Plutchik#/media/Datei:Plutchik-wheel_de.svg


109

Chapter 7

Summary and Discussion

7.1 Key Findings

Health data has emerged as a significant source of medical and research knowledge,
benefiting individuals and related groups. Although there may be many shared ben-
efits and risks, in the status quo, health data sharing remains largely individualistic
(e.g., individual consent) and poorly communicated. This is because 1) much of the
history of legal-ethical consent is built on individual autonomy and, in practice, col-
lective notice and consent is ignored unless legally required, 2) consent processes are
complex in the digital age with multiple parties and difficult to transparently record
and understandably communicate, and 3) user-centered consent design is highly
contextual and there are few studies in the field for shared health data.

My thesis work focused on the identification of collective consent gaps and the
characterization of methods to enhance transparency and usability in collective digi-
tal consent. Such gaps in collective consent included the tensions between collective
autonomy and individual autonomy, the legal gray-area surrounding EU guidelines
for genomic data (wherein it is technically and legally collective data, but in practice
it is not considered collective data), which often fail to uphold the stated informa-
tional transparency requirements. These findings, combined with the small amount
of existing literature on collective consent led me to combine interdisciplinary meth-
ods in an innovative context to study how privacy, usability, and collective consent
interact. I used these to empirically identify the current challenges regarding infor-
mational transparency and user-relevancy for consent in Direct to Consumer Genetic
Testing Companies (DTCGTCs), characterize employee perceptions of IC methods
to improve the design of consent processes and policy documentation, assess user
needs and attitudes toward consent, and characterize user perceptions of engaging
elements different consent mediums offered.

This work extends previous work on collective digital consent by adapting and
testing methods from privacy [300, 226], requirements engineering [217, 119], HCI
[352], and governance [146] in new contexts regarding genetic data and SME con-
sent processes. This results in a new framework for implementing future prototypes
to address consent challenges. I developed new datasets throughout the different
studies - beginning with DTC genetic testing company’s privacy and consent poli-
cies, understanding user needs for consent, consent management, and consent de-
sign using different mediums. The different spheres of the consent process studied
in this thesis are shown in Figure 7.1 with their respective studies and RQs.

In this chapter, I briefly summarize the main findings from my work organized
by the initial research question and discuss some key findings and contributions as
defined by [366]. Then I discuss the limitations of my work and offer an illustrated
summary of the framework based on all the findings. Finally, I speculate about
the broad relevance and implications of my work in usable privacy and consent for
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FIGURE 7.1: The different spheres present targeted by the thesis regarding the consent
process and the specific studies.

collective data in the EU. Some sections of this chapter are excerpts or adapted from
previous papers.

7.1.1 Collective consent is overlooked in the status quo

In this section, we discuss work addressing: RQ1:How is notice and consent imple-
mented for genomic data sharing in companies and research, and what are open challenges
for collective consent?

Looking at the practices set by leading DTCGTCs in Chapter 3, there are no re-
quirements to disclose collective risks and benefits despite legal-ethical guidelines
in the EU, such as transparency requirements – so DTCGTCs fail to mention any
possible collective issues. In addition, they also fail informational transparency met-
rics (e.g., completeness, direct language) and are not framed towards customers. In
the EU, consent can be divided into legal consent for processing personal data (as
one of the legal bases) and ethical consent to align with bioethical guidelines [33] as
discussed in Chapter 2. Consent has been proposed as an ethical safeguard for au-
tonomy regardless of legal bases for processing data, especially regarding research
with sensitive health data [316, 91] and should be expanded to more situations, such
as commercially. In the case of DTCGTCs, they bypass any primary IC for sensitive
data processing by using the legal basis that they are providing a contracted ser-
vice and only ask for consent for secondary purposes (for research and sharing with
external third parties). When looking at both the privacy policy and consent poli-
cies for secondary purposes, the text was often incomplete, vague, and too complex.
The type and descriptions of risks and benefits varied greatly across the six different
companies analyzed, from sharing only one general risk to sharing over 6 specific
categories of risks. This is a key gap as privacy and consent policies offer a window
into the internal data processing practices, which can both affect expert opinions on
privacy and safety, as well as individual opinions on whether they will contract with
a particular company or share data for secondary research purposes. The GDPR also
sets high transparency requirements, which the companies may not meet through
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failing these assessments. From analyzing these industry leaders’ non-transparent
policies, their success in the face of disregarding informational transparency and
shared risks and benefits may indicate a general trend towards lack of care regard-
ing these issues for other DTCGTCs, even with high GDPR requirements. There
companies hold a large market share and seem to be able to weather data breaches,
while SMEs may not. One example from Chapter 3 of shared risk and benefit infor-
mation showed how it was framed to shield companies from any future lawsuits,
not to reassure the reader that they would be protected. Internally, the companies
likely have their own risk assessments and protocols to address different risks, but it
is not shared. This contrasts with the goals of the GDPR’s transparency requirements
“A central consideration of the principle of transparency outlined in these provisions is that
the data subject should be able to determine in advance what the scope and consequences of
the processing entails and that they should not be taken by surprise at a later point about the
ways in which their personal data has been used. [...] data controllers should assess whether
there are particular risks for natural persons involved in this type of processing which should
be brought to the attention of data subjects. This can help to provide an overview of the types
of processing that could have the highest impact on the fundamental rights and freedoms of
data subjects concerning the protection of their personal data.” Sharing more information
about existing protocols in a user-centered manner and including collective issues
would be a step forward for informational transparency.

However, without clear guidelines, frameworks, and specific legal requirements,
companies are unlikely to share such information. While EU regulations like the
GDPR apply to all Member States, it also allows each Member State to enact it as
they see fit. This is compounded by conflicting rights, for example, the right to know
and the right not to know genomic information [52], which may be used for positive
health decisions or have negative effects on one’s mental state [174, 222]. Each coun-
try has specific laws surrounding confidentiality and privacy of patient information
and exceptions, such as special genetic cases [345], which can lead to confusion in
patients about the scope of medical confidentiality [282]. Although a guideline to
suggest discussing information with family members or any type of informal collec-
tive notice and decision-making can be helpful, it would have to be tailored to each
country and medical context, or else it might be more confusing than helpful. The
EDPB acknowledges that there may be a collective data subject through genetic data
[33], which may identify genetic families all at once. However, due to the history
of individual consent and autonomy, the implementation of collective consent and
collective rights is still highly debated. The conflict of different individual’s rights is
the most debated aspect, as how to balance different people’s rights can be difficult
and without much precedent [171, 172]. Regardless, DTCGTCs have been part of
contentious cases in which information was unexpectedly used by law enforcement
to find serial killers [359] or in which public family trees reveal surprise relatives
[291], and it is surprising that there is little useful information about these difficult
situations. In the latter case, one study shared how participants suggested, “increased
warnings pre-discovery and improved support post-discovery” [291] upon learning about
their true genetic parents. In contrast, it can be important to discuss information
with relatives that could be useful, such as disease risk scores. There is literature
that reveals that familial risk scores can be much more predictive than general pop-
ulation scores, even if the disease is not linked to a genetic cause [344]. However, the
researchers also cautioned against using family risk too liberally, as it may increase
undue worry. In these cases, it would be helpful to refer to more testing and genetic
counseling. It has been suggested before that DTCGTCs “have a responsibility to
provide support” to their customers, and one of the ways is through information
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about genetic counseling [211]. This can make it difficult to offer specific guidelines
on how to frame possible results and risks beyond directing customers to experts
in genetic counseling. Though guidelines can be useful, there needs to be more re-
search into this area to ensure usable steps for organizations.

While guidelines for shared data are not well studied, how to communicate risks
to highlight understanding has been a longstanding research goal. DTCGTCs have
been criticized for its portrayal of possible harms, especially after data breaches have
been revealed. For example, MyHeritage’s privacy policies say, “while our reason-
able security program is designed to manage data security risks and thus help prevent data
security incidents and breaches, it cannot be assumed that the occurrence of any given in-
cident or breach results from our failure to implement and maintain reasonable security.”
While legally the statement may be sound, it may not meet customer expectations.
A woman who was part of a class action lawsuit against MyHeritage due to a data
breach [228] stated that she would have not used the genetic services if she had
known that the necessary precautions were not in place [310]. Risks could be im-
proved by addressing general fears, using graphics, and sharing more information
about risk management. Although consent policies may be framed to address par-
ticipants using active language and with a clear subject (e.g., “you“), the risks are
still varied in number and category across companies and do not address concerns
usefully. For example, the company whose one stated risk of unexpected secondary
findings would not address any of the top harms from a survey across 22 countries
of attitudes towards genomic sharing [212]. The three most commonly feared poten-
tial harms from the study were: if friends or the government obtained information
without consent, and the use of the information for marketing purposes. Also, while
it is difficult to convey probabilities for genetic risks, the use of simple pie charts or
‘100 person diagrams’ was preferred by participants in a study, although the most
desired option was access to a health professional for questions [306]. Directly ad-
dressing common concerns using simple graphs and pictograms with professional
support may be useful for DTC genetic testing websites to share risks more con-
cretely and alleviate concerns. A solution from the EU is a Data Protection Impact
Assessment [242] for the purpose of delineating those risks and devising appropri-
ate mitigation measures for those processing special categories of data (e.g., genetic
data) at scale (Art. 35(3) GDPR). Not only is it good internal practice that enables
organizations to manage the substantial data protection risks that arise from genetic
data processing, but some of the information could be communicated to customers
to increase transparency.

Empirical Contributions

• Characterization of the gap between transparency practices of DTCGTCs and
legal requirements from the GDPR

Theoretical

• Novel descriptive qualitative interdisciplinary synthesis from privacy, EU reg-
ulations, and biomedical perspectives surrounding collective digital consent.

Methodological

• Adapted, combined, and applied methods on user centered governance [146]
with CI analysis [300] and risk/benefit information on DTCGTCs privacy and
consent policies.
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Dataset

• Developed an annotated dataset of policies related to the above methodology,
available on open access repositories.

7.1.2 Interdisciplinary methods can enhance transparency and design for
a better IC process

In this section we discuss findings from: RQ2: What methods, tools, and frameworks
can help address the challenges in digital collective consent?

I identified a lack of informational transparency and user-centered framing as
two of the challenges regarding collective digital consent and consent for genomic
data sharing in general. Previous studies have analyzed how privacy policies for the
sharing of health data are opaque and critiqued consent processes for being confus-
ing and not protecting participants’ rights. Although I used CI to analyze existing
policies and it has been suggested for use in auditing, it had not yet been tested. I
adapted the CI method to develop better notice (via privacy policies) in a welfare
tech SME and studied employee perceptions of usefulness and ease of use (Chapter
4. In addition, I also use the RE design process to develop consent process BPMNs
to address the transparency, privacy, and consent requirements for specific collec-
tive consent use cases with the same SME (Chapter 5. To address the issue of con-
sent design I also surveyed potential users about their consent needs and tested user
perception towards different mediums of consent (comic, video, text, infographic,
newsletter). The study with the general public reveals several archetypes that could
be used to characterize the different needs of the population, as well as the impor-
tance of specific elements across different mediums, such as graphic elements or
stepwise design. The user studies within the SME revealed that both methods were
useful for understanding, communicating and validating requirements, and were
promising tools that employees would potentially adopt for future implementation
and study.

Although many factors are likely to have an impact on employee perceptions of
the CI and BPMN methods, I identified how it was useful for understanding, analy-
sis and communication and was easy to use. Both the CI and BPMN were perceived
to be well accepted through a questionnaire and semistructured interviews. These
studies used the TAM, assessing employee perceptions of usefulness and ease of use
to predict usage and acceptance of the technology. Therefore, it can be inferred that
CI and consent BPMNs would be acceptable to use under the TAM. While no previ-
ous studies have been done in the same context, I look at similar studies to compare
results. TAM and its extensions have been used in consent for health data sharing
and related fields [370, 180, 79]. A study investigated patient perceptions of differ-
ent consent methods and found no functional (PEOU, PU) or practical (perceived
workload) differences between the three methods [362]. Another study regarding
user acceptance of mobile medical platforms used the TAM and TPB with three ad-
ditional three patient-centered factors: perceived convenience, perceived credibility,
and perceived privacy risk, and found that perceived privacy risk, perceived credi-
bility, and PEOU predicted the PU of such platforms [353]. Another study focused
on IC providers and tested the usefulness of an IC document tool for project man-
agers [317]. They used PU and PEOU from TAM in addition to the System Usability
Scale for usability and perceived utility. They found that project managers generally
thought the tool was useful, with room for improvement in compliance or usabil-
ity. While not in consent, another study looked at nurses’ acceptance of electronic
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medical records using TAM and showed increased PU with the electronic medical
records [7] but that PEOU was greatly affected by the self-efficacy of the user, the
support of top management, and the quality of information. These results show that
largely the core TAM theory can reveal useful information, while extensions can add
more context. Similar to our studies, we also identified key PU elements and elicited
improvements and sociotechnical concerns from the interview data. This suggests a
promising start to using CI and BPMNs in SMEs.

Our work included core TAM elements, it may be interesting to evaluate exten-
sions, such as the ones described above using perceived convenience, or to adapt
findings of previous studies into new TAM extensions (e.g., support from top man-
agement). This is complex because many TAM extensions exist, and none fit the
exact context but may have to be adapted. These changes to methodology may have
to be validated and then used to evaluate users. It may offer insights into how the
leadership’s attitudes affect the implementation of a technology. While the intervie-
wees in the studies included some members of leadership like the CGRCO and the
head of DevOps, it would seek them out as a demographic. Individual-level accep-
tance is important, but more important may be how higher levels of leadership and
governance can set best practices and the company culture. For example, BPMNs
can be implemented in many ways, and a BPMN The governance system with ex-
ecutive sponsorship [349] may ensure enough resources to successfully implement
a new system throughout the company.

Then the consent prototype phase, archetypes, and engaging consent medium
design elements could be incorporated to meet the user’s goals. To help define the
goals from user interviews, we took inspiration from personas to better understand
different users and needs and design fitting systems [256]. Research into personas
for health focused on specific health-related needs like dementia [281, 134] or dis-
abilities [145] but not on the overall IC process to strategically create information
disclosures for different sub-demographics. The general profiles of archetypes re-
vealed from user data showed how different demographics could receive contextu-
alized information and concrete examples relevant to their specific needs (e.g., Fully
Informed, Trust Seeking), rather than one-size-fits-all terms (Chapter 6). More per-
sonalized systems have been the subject of much debate, and CI could also follow
suit. More research is needed [246] to determine the actual benefit of tailoring infor-
mation to the styles against the increased costs of its creation and implementation.
Using resources wisely was also the goal of investigating the most influential design
elements of the mediums (comic, infographic, text, newsletter, and video) as well as
the engaging elements that attracted their attention. That way, different mediums
and elements could be used to target different IC goals. Structure, readability, and a
step-by-step design were the top most engaging elements, while Table 6.2 in Chapter
6 offers an overview of positive and negative elements from each medium. The top-
ranking medium, the infographic, ranked highly because it helped understanding,
time-saving, and interest through the use of numbered lists, icons, bold headings,
and graphic elements.

Empirical Contributions

• Tested CI methods for developing better policies and BPMNs for better consent
processes and revealed insights into employee perceptions about PU, PEOU,
and contextual elements.
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• Characterized user goals via archetypes and affordances offered by different
mediums by constituent parts (engaging elements, influencing factors, and
document criteria [352]).

Methodological

• Tested and adapted design methods from RE and BPMNs, privacy and CI with
evaluation methods from TAM and HCI for a novel collective consent business
use case and showed promise for improving SME processes.

Dataset

• Built new datasets of interview data and artefacts, available on open access
repositories or upon reasonable request.

7.1.3 Condensed, graphical, and contextually appropriate IC and consent
management

Here we address how the thesis helped answer: RQ3: What components can enhance
informational transparency within the informed consent user experience?

First, German adults were asked about their experiences with consent and their
goals. The majority of the participants clearly indicated that they spent only as long
as necessary to understand, however, almost half of them also mentioned that it
should not take longer than one minute. That said, time spent on consent seems to
be contextual and depends on the type of data and the entity asking to share such
data (Chapter 6).

The main goal was also impacted by different emotions, document criteria, and
engaging elements (Chapter 6). The mediums ranked from best to worst were the
infographic, video, text, newsletter, and comic. Among those, surface level cue el-
ements that allow visual prioritization like headings, bullet points, and highlights
[352]) enabled individuals to skim the document effectively and discern at first sight
the most important information. Based on the ranking of engaging elements, par-
ticipants preferred step-by-step documents (e.g., linear numbered lists with clear
headings), instead of open or story-based formats. Structure, readability, and step-
by-step elements are the top three engaging elements and could be easily integrated
in most mediums. While our study only designed the infographic using four of
the main engaging elements (i.e., structure, readability, color, and step-by-step el-
ement), other mediums like the text could also employ color and step-by-step ele-
ments instead of the open-format element. Importantly, context is key. Although the
comic had positives regarding understanding and interest, it elicited feelings of dis-
approval and was deemed too “unserious” for health consent for adults, and would
be better suited for children, the elderly, or non-native German speakers. On the
other hand, the infographic performed the best because it improved understanding,
saved time, and was interesting while eliciting feelings of anticipation, interest, ac-
ceptance, and surprise. Contrary to [354], which surveyed adult students, comics
were not appropriate for the majority of German adults surveyed, who thought it
would suit children, the elderly, or non-native German speakers better. Comics have
been useful for communicating medical information with children [117], while an-
other found that comics for medical IC especially increased understanding for chil-
dren with lower comprehension scores [96]. Understanding was one of the positive
affordances given by comics and can help give insight into how strong negative emo-
tions and bad audience fit can override any benefits within a medium. Comics have
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been a case study for cultural stigmas [189], and while they may have been suitable
for an indigenous population [38], some researchers are pushing for more serious
comics (similar to serious games for education) [184] and the comic co-design pro-
cess itself as a research practice [324]. It is important to test and co-design consent
with the intended audience, otherwise a negative audience fit and context may be
more harmful than plain text consent.

Another key finding was how many participants wanted a centralized consent
management platform to be able to see, manage, and track the consent they have
been given. A digital management platform through a mobile app or website was
the most desired way to manage their decisions, and participants also said they
would like to revoke consent in this way. This indicates that individual informa-
tional transparency has limits. While informational transparency can address better
engagement and understanding of specific ICs, over a lifetime they become unman-
ageable. Due to the many different consent management platforms and lack of cen-
tralization, other researchers have focused on interoperability and standardization.
Existing browser-based consent mechanisms range from Do Not Track, Global Pri-
vacy Control, ADPC, and more [139] while consent apps and platforms may use
custom or proprietary tools. Dynamic consent management platforms, even if not
centralized, can be beneficial to building trust, carrying out IC over time, and pro-
viding feedback to participants [265, 123, 122, 199]. Building upon this, the previous
archetype layering methods could incorporate archetypes of general profiles to be
tailored for different goals. Users of different ages may prefer different mediums,
such as comics for younger audiences and videos for older audiences, or users with
technical expertise could choose to see jargon.

Empirical Contributions

• Insights into how user perceptions of IC mediums are influenced by emotions,
and audience fit compared to medium affordances.

• Characterization of user desires for centralized consent management.

Dataset

• Developed new interview corpus datasets, available on open access reposito-
ries or upon reasonable request.

7.2 Limitations

Generalizability of User Studies The user studies were qualitative in-depth stud-
ies investigating specific contexts and participants, so the findings may not neces-
sarily be extrapolated to other populations. Although the findings were useful for
detailed insight into user perspectives, it would be important to expand the sample
size and context for future work for external validation. It may also be interesting
to replicate in other specific use cases, as the context was found to be highly impor-
tant for the user studies, with employees’ perceptions tied to their day-to-day re-
sponsibilities and the German adults’ perceptions of comics heavily influencing the
ranking contrary to more objective uses the medium provided. While exact repli-
cations are unlikely in the field, any extensions using this work should be repeated
across different populations and more diverse demographics to increase reliability
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and generalizability. For example, the German population had a very strong reac-
tion to comics, and research on comics in other populations has shown more positive
feedback (e.g., the San people in South Africa [38]). There may also be some biases
in the design of the study materials for Chapter 6, as they were created by the author
and not by professional artists or designers, which may have affected user percep-
tion. This also shows how expanding the types of mediums can require substantial
resource investment, and it would be prudent to test co-designed mediums for the
specific IC context to be efficient.

Evaluation of the Framework The thesis contribution cumulated in a framework
for more transparent, user-centered collective digital consent based on various stud-
ies, so the natural next step would be to test the framework with a prototype combin-
ing the individual study contributions such as the CI for the consent notice, BPMNs
for consent process design, and collective digital consent following design guide-
lines for management with an infographic. A longitudinal study of applying the
method before and after would be able to test the effects of implementation, and in
this case, it may be useful to continue testing the framework with the same com-
pany. Once that is done, it would be useful to iterate on key points of the framework
and test the validity of the results at similar companies to understand how it applies
to other contexts. This should be tested and improved for sufficient usefulness and
ease of use as part of an iterative RE and UX design approach.

The evaluation may also benefit from more nuanced investigation into different
sub-demographics or incorporating other spheres. Although our interviewees with
the SME included the CGRCO and the head of DevOps, we did not specifically target
leadership as a demographic while a similar study has shown that it might have an
impact on the adoption of a technology [7]. If using the TAM, extensions should be
evaluated, even if none were developed for exact context. In addition, investigating
an economic sphere can enrich the current framework by examining the possible
economic impacts of implementing such systems, and the legal sphere will need to
be re-evaluated considering the anticipated regulation in the following section.

7.3 Graphical Summary of Key Contributions

Figure 7.2 shows a diagram of an iterative consent process from legal-ethical require-
ments to consent requirements and modeling to the consent prototype and evalua-
tion, then repeating. The methods and main findings from the thesis that address
different steps are shown below with the different consent process steps as they ap-
ply.

7.4 Future Work and Open Questions

In this section, I dive into areas of future work that have many open questions and
opportunities for research. First, I discuss one of the most pressing issues – open
challenges for collective consent, data sharing, and data management. While there
may not be much research in the field to track how collective issues are evolving,
evermore collective data will be processed or created. Then I discuss how the new
EU regulation, the EHDS may affect consent for health data sharing. The current
draft does explicitly rely upon consent, and it may conflict with the GDPR or the
role of IC in EU data protection.
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FIGURE 7.2: A diagram of an iterative consent process and the methods and main find-
ings from the thesis that address different steps.

Collective Issues Many open questions for collective data management remain,
from continuing to prototype collective consent, collective consent management,
and applications for non-health data. Remaining challenges for a collective, dynamic
consent include how this might apply to diffuse groups (such as genetic relatives),
how to vote, and how to manage conflicts [171, 172]. The EDPB guidelines on ge-
netic data state that data subjects can be families [244], but years after this guide-
line, collective data is still full of controversy. There are varying guidelines across
countries for giving notice to family members that their shared genetic data is being
processed [320], from an ethical perspective, Minari et al. [214] argue for a form of
family-group consent for genetic data processing due to shared risks. However, it
may also conflict with international bioethical guidelines with the right not to know
[90, 109], where someone should not be informed of health information against their
will. It has also been argued that managing conflicts between individual and collec-
tive rights would be feasible [26] with the GDPR as a starting point. In addition, dif-
ferent countries have various approaches to weighing the rights of all parties based
on the context and existing rulings (e.g., the right to privacy of the deceased is over-
ruled by the right to health of the living [255]) and laws. This may also help data
minimization principles by limiting data sharing and access to only well-justified
cases [26].

While many issues remain, it would be prudent to begin with specific use cases
instead of focusing on the huge scope of the issue. Previously, scholars have con-
sidered DC for Aboriginal Australian and Torres Strait Islander’s collective consent,
saying, “DC may have specific relevance for Indigenous people if it can support group deci-
sion making“ [253]. DC aims to use a digital consent platform to center data subjects
in facilitating consent over time and communication with research projects [158],
can incorporate the above technologies and enable autonomy and address issues
in the unspecified data subject (both individual and collective) and the unspecific
data processing purposes and processing entities. DC can ask for specific consent
over time as data processing changes, since DC is a long term tool that can allow
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for updates and re-consent in case the purpose changes in specification or the data
controllers and processors, as well as based on individual preferences. Consent can
also be layered, so not only could specific consent be used but also broad consent
on the same platform. For example, specific consent could be the default but based
on a layered approach showing key information to detailed information, broad con-
sent could be chosen by the individual. Or, a personalized approach based on the
individual’s legal jurisdiction and privacy preferences could also be used. If ap-
plied in the biomedical research context, this can help to comply with Recital 33 and
42 GDPR, in cases when the purpose of processing or the identity of the entities
involved becomes more clear during the processing life cycle. When the research
projects for which the data is used are better delineated or new entities are involved
in the processing of data, this information can be communicated to the data subject
who can then exercise their rights accordingly. This can be facilitated by DC but
technology cannot solve whether re-consent should be asked or if notice is enough,
as that is still up to the discretion of the data controller. The scholars also acknowl-
edge the remaining challenges of DC for the Aboriginal Australians and Torres Strait
Islanders – poor electronic infrastructure for remote populations, lack of digital lit-
eracy and needed sovereignty, and unsolved governance issues, such as, “Allowing
a DC interface to support shared decision making in the Indigenous context would require
careful consideration, amongst the community, of who should have access, and who is able
to make changes and edit preferences [253]. Outside of work with indigenous popula-
tions with established collective dynamics, other types of use-cases to continue work
on could be with organizations that have a rough collective or group data sharing
model, such as with the company interviewed in Chapter 4 and 5 which deals with
a complex patient and NoK situation. It may also be interesting to expand out of
genetic or health data, as social media data is an area where networked privacy was
first conceived [40, 198] and has been studied in other aspects, such as how to me-
diate group decision making for privacy choices across social media networks [190].
There seem to be infinite open questions and it would be interesting to study as the
field is still growing.

European Health Data Space The EHDS is a new regulation, proposed in 2022.
The draft underwent some significant changes and in April 2024 the European Par-
liament and Council agreed upon the provisional text. At the time of writing in Jan-
uary 2025, the final version has not yet been officially published. Following official
publication, it will undergo secondary legislation regarding implementation, dele-
gation, and technical specifications by 2027. Then from 2027 to 2029, each Member
State will prepare to implement the regulation.

It may completely change the landscape of consent for health data in the EU
[241]. While the EHDS is said to be built upon the GDPR and previous regula-
tions, the EHDS does not explicitly follow the strict, affirmative specific consent re-
quirements for primary or secondary uses of health data in the current draft (Art.
8(e)(h) EHDS draft1). Instead, it relies on public interest as the legal basis processing
primary health data for MyHealth@EU to enable cross-border data sharing, better
connectivity, and efficient healthcare services in the EU (Recital 34 EHDS). The le-
gal bases for processing secondary data may include but not be limited to consent,
“For the purpose of processing electronic health data for secondary use, one of the legal bases
referred to in Article 6(1), points (a), (c), (e) or (f), of Regulation (EU) 2016/679 in conjunc-
tion with Article 9(2) thereof is required” (Recital 52 EHDS draft) [340]. In the current

1see footnote 1
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draft, Art. 10(1) states,“Member States’ laws may provide that natural persons have the
right to opt out from the access to their personal electronic health data.” [340] However,
this is not required. Recital 52 also states that, “An easily understandable and accessible
user-friendly mechanism to exercise that right to opt out should be provided for,” however,
it may be overridden based on public interest. Art. 71 then covers the opt-out for
processing of personal electronic health data for secondary use. This article writes
that “Member states shall provide” this mechanism in an understandable and accessi-
ble format where data subjects can exercise their right at any time, indicating that
this is required. However, this is also subject to exceptions, such as scientific public
interest.

In addition, Member States may add additional rules for genetic data or other
categories if they are stricter and more protective (Recital 52 EHDS draft) [340]. The
draft states, “This Regulation does not affect Member States’ competences concerning the
initial registration of personal electronic health data, such as making the registration of ge-
netic data subject to the natural person’s consent or other safeguards” [340]. This may
conflict with other countries’ rules, creating more complex mazes of regulation in-
stead of harmonizing rules across the EU as intended. Recital 18 acknowledges the
different attitudes towards privacy across Member States and allows stricter opt-out
of primary processing of data in such terms, saying, “due to the different sensitivities
in the Member States on the degree of patients’ control over their health data, Member States
should be able to provide for an absolute right to opt out from access to their personal elec-
tronic health data by anyone other than the original controller, without any possibility to
override that opt-out in emergency situations. In such a case, Member States should estab-
lish the rules and specific safeguards regarding such opt-out mechanisms. Those rules and
specific safeguards could also relate to specific categories of personal electronic health data,
for example genetic data.” [340]

The EHDS would cover a wide range of data, “Every hospital, every health profes-
sional, and every organization possessing health data is caught by this obligation. In Article
33 a great number of health data are listed, such as [electronic health records] and human ge-
netic, genomic, and proteomic data“ [116, 335]. Since there may be different legal bases
for processing primary health data, any existing affirmative consent infrastructure
may also change. This is and subject to critique: “Member States having an opt-in sys-
tem for sharing digital health data based on the prior consent given by natural persons, are
obliged to abandon this system. The reason for this is that in the EHDS Regulation the fun-
damental decision is taken that the opting-out principle applies to the sharing of these data“
[116].

Each Member State would have a Health Data Access Body (HDAB) that would
act as an intermediary for data access, granting permits to third parties who wish
the access the data for secondary use (beyond primary medical care). This process is
predicted to be challenging, as legal health data experts are scarce and would vary
greatly by Member State [259]. Although it is written that the EHDS is built on the
GDPR and data access permits themselves must comply with GDPR in terms of data
minimization and storage, the exact role of consent is unclear in the first draft: “As
Article 46 EHDS Regulation does not mention the consent of the patient concerned as a
condition for granting a data permit, national laws requiring such permission are not in
line with EU law and have to be disapplied, once Article 46 of the EHDS Regulation enters
into force without being amended substantially” [116]. In the second draft [241], opt-out
is mentioned but the mechanism and transparency requirements are still unclear
(Art. 8, Art. 48 EHDS draft 2). Consent is one of the legal bases for processing

2see footnote 1
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secondary data, as mentioned before, but there are also others that may apply. This
is a stronger protection of data subject’s rights and transparency into data processing
than in the previous version [335] and was highly suggested by researchers and the
EDPB and EDPS [31, 311]. It may still be lacking adequate protections as it depends
on each Member State to impose stricter safeguards, or to to allow for opt-out of
sharing primary health data outside of their direct provider. The actualization of the
regulation is ongoing, and the second state of legislation is yet to begin. It will be
important to track how different EU Member States approach the regulation [116]
and attempt to harmonize at the EU level.

It seems that it will greatly change the roles of data subjects and instead place
more emphasis on the data intermediaries in charge of health data. Although collec-
tive consent is still ethically justified, especially for genomic data, the overall role of
health data consent may change greatly due to the shift from opt-in consent to possi-
bly opt-out for primary uses and opt-out for secondary uses. This would change the
timing of consent decisions to ex post instead of ex ante, and more research on how
this may affect users is needed. For example, transparency measures implemented
for opt-in consent before data collection may not impact users the same when used
for opt-out consent after data collection. The future work of a user-centered, trans-
parent health data digital consent fits with the GDPR, and may fit with the EHDS,
but would have to be seriously (re)considered once more information is available.
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Chapter 8

Conclusion

Using interdisciplinary methods, I combined user studies, literature reviews, and
analysis of privacy policies for quantitative and qualitative data to demonstrate the
usefulness of BPMNs and contextual integrity methods to investigate current chal-
lenges in legal-ethical consent in the EU and DTC genetic testing company prac-
tices, improve business privacy practices, and categorize consent needs and prefer-
ences in the general population. Together, this builds the foundation for more user-
centered collective consent that addresses end-user needs as well as business needs,
aligned with EU regulations and ethical standards for health data. These results
offer a framework for collective consent across multiple angles – ethical, legal, gov-
ernance/business, and end-users for better collective consent systems. Considering
that there are only speculations [253] and no existing research on how to build a dig-
ital collective consent, this is an important step towards a more formalized system
for collective decision making and consent for all people involved. In this way, the
shared risks and benefits of health data can be holistically considered by all relevant
parties, and informed decisions can be recorded. These results provide compelling
evidence to support the idea that more informationally transparent, user-centered
consent is possible for collective data in the EU. Therefore, studying collective con-
sent can be critical to the EU data sharing economy, individual autonomy, and col-
lective privacy, and helping to protect sensitive data while also making it as open as
possible for people to benefit from the findings.
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