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Abstract

We attempt to propose the first orthogonal-state-based protocols of measurement-device-independent quan-
tum secure direct communication and quantum dialogue employing single basis, i.e., Bell basis as decoy qubits for
eavesdropping detection. Orthogonal-state-based protocols are inherently distinct from conventional conjugate-
coding protocols, offering unconditional security derived from the duality and monogamy of entanglement. No-
tably, these orthogonal-state-based protocols demonstrate improved performance over conjugate-coding based
protocols under certain noisy environments, highlighting the significance of selecting the best basis choice of decoy
qubits for secure quantum communication under collective noise. Furthermore, we rigorously analyze the secu-
rity of the proposed protocols against various eavesdropping strategies, including intercept-and-resend attack,
entangle-and-measure attack, information leakage attack, flip attack, and disturbance or modification attack.
Our findings also show that, with appropriate modifications, the proposed orthogonal-state-based measurement-
device-independent quantum secure direct communication protocol can be transformed into orthogonal-state-
based measurement-device-independent versions of quantum key distribution protocols, expanding their appli-
cability. Our protocols leverage fundamentally distinct resources to close the security loopholes linked to mea-
surement devices, while also effectively doubling the distance for secure direct message transmission compared
to traditional quantum communication methods.

Keywords: Bell measurement, measurement-device-independent, quantum secure direct communication, quantum
dialogue, OSB MDI-QSDC, OSB MDI-QD.

1 Introduction

Fully Device-Independence (DI) is a well-known approach which does not require the learning of devices working
principles [I} 2]. However, it is unfortunate that DI is vulnerable in practice due to imperfect detectors (require unit
efficiency) thereby inviting the side channel attacks. Moreover, DI requires the Bell (CHSH) inequality violation
to guarantee the security of the protocols. To overcome these limitations, Lo et al. [3] introduced the idea of
Measurement-Device-Independence (MDI) which turned out to be a significant solution to the serious flaws in
fully DI, i.e., all the detector side channel attacks can be avoided along with the advantage of it doubles the
secure communication distance with conventional lasers as well as it can be implemented with standard optical
components with low detection efficiency (unit efficiency is not required) and highly lossy channel. Since then
the several MDI-QKD have been proposed in theory and experiment [4]. Further, secure quantum communication
comprises of several important branches, each addressing specific aspects of cryptography and secure communication
using quantum principles. The most important branches include quantum key distribution (QKD) [B [6], quantum
secret sharing (QSS) [7] and quantum secure direct communication (QSDC) [8, [0, 10 11, and quantum dialogue
[12, 13], QSDC being the most promising and advance [I4], [15] [16]. QSDC introduced by Long et al. [8, Q] is one
of that novel communication technique to send secret messages directly and securely without the prior generation
of quantum keys. Since it alleviates the requirement of generation and encryption processes, it is the best solution
to share the secret information directly with low latency. The bottleneck for the implementation of QSDC is
unavailability of quantum memory, which is essential for QSDC protocols. While there are also memory-free QSDC
options available [I7], recent advancements in quantum memories realizations have optimistically triggered the
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research community focus towards QSDC [19, [20], that has further inspired the design and development of DI and
MDI versions of QSDC following the success of DI-QKD [I8] and MDI-QKD [3]. To the best of our knowledge,
in this direction, Long et al. have put forward the first MDI-QSDC protocols [22] 23] using teleportation and
entanglement swapping. After that several MDI-QSDC protocols have been designed and proposed in the recent
years [20] 24, 25 26]. The security of all these protocols relies on the BB84 subroutine [5 27], which implements
conjugate coding using two or more mutually unbiased bases (MUBs), such as {|0),|1)} and {|+),|—)}, where
the security arrises from Heisenberg-Uncertainty-Principle (HUP). In this approach, decoy qubits are prepared
randomly in non-orthogonal states from either of these bases to detect potential eavesdropping, while the message
qubits are encoded and decoded using orthogonal states. In contrast to these traditional protocols, in this work,
we aim to explore fundamentally different resources to design orthogonal-state-based (OSB) MDI-QSDC and MDI-
QD protocols. Specifically, the OSB quantum communication protocols utilizes single basis (orthogonal states) for
encoding-decoding and eavesdropping checking following GV subroutine [27, [28]. The security framework of OSB
protocols stems from the principles of wave-particle-duality [6] (in the single-particle scenario) and the monogamy of
entanglement [29] (in the multi-particle scenario), independent of the need for conjugate coding. This demonstrates
that conjugate coding is not a prerequisite for achieving secure quantum communication. As a result, OSB protocols
offer significant appeal, particularly from a foundational perspective, by challenging conventional assumptions about
the necessity of conjugate coding in quantum communication. Interestingly, a significant body of literature on
OSB protocols for secure quantum communication has emerged in recent years, initiated by some of the authors
[27]. This includes protocols for quantum key agreement (QKA) [30], QSDC and deterministic secure quantum
communication (DSQC) [27), BT], as well as quantum dialogue (QD) [13, [B2]. Further developments have extended
these OSB protocols to semi-quantum settings, including OSB QKA, QSDC/DSQC, and QD [33], which have even
led to novel applications such as quantum online shopping [33]. However, to date, no attempts have been made to
explore OSB protocols within DI or MDI frameworks. The proposed protocols represent the first efforts to develop
OSB MDI-QSDC and OSB MDI-QD protocols.

Apart from the security aspect, a key motivation for proposing the OSB MDI-QSDC and OSB MDI-QD protocols
is that the decoy Bell qubits employed form a decoherence-free subspace under collective noise. Given that collective
noise is a major source of decoherence in quantum communication experiments, identifying decoherence-free states
that can safeguard quantum information from such noise is crucial for reliable implementation. Interestingly, it has
been shown that |¢T) are decoherence free as decoy qubits [28] [34] under collective dephasing noise. The study in
[28] further demonstrates that when using |¢)*) as decoy qubits, the fidelity reaches unity for phase angles ¢ = n7/2,
while it drops to zero for ¢ = (2n + 1)7/2. In contrast, the average fidelity in the BB84 subroutine (uses conjugate
coding) does not exhibit this phase-dependent behavior. Similarly, |28] also investigated and revels that |¢)*) and
|¢~) states are decoherence-free subspace under collective rotation noise. As a result, these states serve as optimal
decoy qubits for channels experiencing collective rotation, making them the best choice for ensuring security in such
environments. In our proposed protocols, Alice and Bob use |¢)")4,4, and |¢p1) 4,4, states, respectively, as decoy
Bell qubits which is decoherence-free [28]. Since the security of our protocols relies heavily on these decoherence-
free decoy Bell qubits, it is critical to protect them from noisy environment. If collective noise is detected in the
communication channel, we can proactively prepare appropriate decoy qubits (that are decoherence-free) for creating
the verification string necessary for implementing QSB MDI-QSDC and QSB MDI-QD protocols. In some cases,
specific types of noise might even be intentionally introduced to enhance security, leveraging the known behavior of
these states in noisy environments.

MDI-QSDC protocols are designed to address security vulnerabilities stemming from imperfections in mea-
surement devices used in quantum communication, such as side-channel attacks that exploit detector flaws. By
employing Bell state measurements and entanglement swapping, the protocol shifts the security focus away from the
measurement devices, ensuring that an eavesdropper cannot exploit them. Additionally, MDI-QSDC enhances com-
munication range by leveraging entanglement swapping, effectively doubling the distance for secure direct message
transmission compared to traditional methods, without compromising security.

The paper is organized as follows. In Sect. [I] we have introduced MDI QSDC with contemporary state-of-
research and stated the motivation for OSB MDI-QSDC and MDI-QD protocols. Further in Sect. 2] we described
our OSB MDI-QSDC protocol step by step, which is followed by our OSB MDI-QD protocol in Sect. [3] Subsequently,
we analyzed the security of our protocols in Sect. [4 against most relevant attacks.



2 OSB MDI-QSDC protocol

There are three parties in the OSB MDI-QSDC protocol, say Alice, Bob and Charlie, where Alice (sender) who
wants to send her secret messages to Bob (receiver), and Charlie is an untrusted quantum measurement device
performs Bell measurements and could be fully controlled by an adversary, Eve. Alice and Bob use one of the
following Bell states:

) = L5 (00} + 1))
) = L (joo) — [11)) "
6t) = L (jo1)+ [10))
67) = L (jo1) — [10))

The following are the steps involved in the protocol.

Stepl: Preparation: Alice prepares n number of a Bell state, i.e., [¢p7)$)". She prepares the two ordered
sequences of all the first qubits as sequence Ajy; (on which she is supposed to encode her secret message later) and
of all the second qubits as sequence Ag (which is to be used for entanglement swapping with Bob’s Bg). Further,
she prepares n number of decoy Bell states [1))%" did,» Where d stands for the verification qubits as decoy Bell pairs.

She takes |w+>i d/2 2 decoy pairs, keeps all d; decoys with herself and inserts ds partner decoys randomly in Ag
sequence to obtain an extended A’ sequence. Similarly, Bob also prepares n number of the Bell states randomly
in [¢pT)s4 or |17 )34. He prepares the two ordered sequences of all the first qubits as sequence By, and of all the

second qubits as sequence Bg. Subsequently, he prepares n number of decoy Bell states [¢+)5", dsd,» 1€ takes |w+>;®;;{1 2

decoy pairs, keeps all d3 decoys with himself and inserts d, partner decoys randomly in B sequence to obtain an

extended B sequence. Alice and Bob keep their rest of the decoy Bell pairs \1{1*}?&{2 2 , \wﬂi% 2 separately for the
security of the communication of Ap; and Bj; sequences to Charlie. It is to be noted that all decoys do and d4 have
been randomly inserted in the communication channel, i.e., each partner particle of a decoy Bell pair has random
position in extended sequences A and B} and the actual sequence is known to Alice and Bob, respectively.

Here, Alice and Bob can prepare the decoy Bell pairs randomly in any one (or a random series of all) of the Bell
states {|¢T)aar, |[¢0F)aar} to keep the decoy state secret, which does not allow Charlie to announce any particular
fake decoy Bell measurement outcome.
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Figure 1: (Color online) A schematic illustrating the establishment of secure entanglement channel between Alice
and Bob via Charlie’s Bell measurement assistance in our OSB MDI-QSDC protocol.

Step2: Transmission of A% and BJ sequences: Alice and Bob keep the sequence Aj; and By, and
their respective decoys d; and d3 with themselves and send the extended A%, and B/ sequences to Charlie to
allow him to perform the Bell measurement as shown in Fig [l Without having any knowledge to distinguish



between entangled (E) or decoy (dz, d4) partner particles in the received sequences A% and BY, from Alice and Bob
respectively, Charlie performs the joint Bell measurement on both the sequences A%, and Bf and announces the
Bell measurement outcome (BMO) which leads to 4 cases as shown below in Table

4 Cases | A | By Actions

Case I do dy | Correlation security check from Eve/Charlie’s fake BMO announcement
Case 11 FE dy | Correlation security check from Eve/Charlie’s fake BMO announcement
Case IIT | d2 | E | Correlation security check from Eve/Charlie’s fake BMO announcement
Case IV | E E Entanglement swapping (ES) for message transmission

Table 1: 4 cases of Bell measurement performed by Charlie and their corresponding actions in the protocol. E
indicates the entangled partner qubit from an entangled pair in A% and B’ sequences. dy and d4 are partners of
Bell decoys in A% and B, respectively.

As can be followed in Fig. Charlie’s Bell measurement on the sequences Az and B leads to entanglement
swapping, and Alice’s and Bob’s corresponding home sequences Ay, By, along with their decoys dy, ds; E, ds; dy,
FE become pairwise entangled between Alice and Bob.

Step3: Eavesdropping Check: After Charlie’s BMO announcement, Alice and Bob announce the positions
of decoys dy and dy in their A% and B, sequences, respectively. They also announce their initially prepared decoy
Bell pair state. For Case I, both Alice and Bob measure their home decoy qubits d; and ds in computational basis
{]0),|1)} and check the correlation according to the Bell measurement outcome of Charlie’s announcement. This
is because Alice’s and Bob’s home decoy qubits d; and d3 are Bell entangled (due to entanglement swapping) after
Charlie performs Bell measurement on decoys ds and dj4 received from Alice and Bob, let us consider if Charlie’s
announces [ )g,4, as his BMO then Alice and Bob home decoys will be [T ) 4,4, so if Alice’s measurement (in
computational basis) outcome on d; is |0)(|1)) then Bob’s outcome on ds will be correlated and should be |0)(]1)).
Further for Case II, Alice measures her corresponding entangled qubit and Bob measures his home decoy qubits
ds in {]0),|1)} and check for correlation according to the BMO of Charlie’s announcement. Similarly, for Case III,
Alice measures her home decoy qubits d; and Bob measures his corresponding entangled qubit in {|0),]1)} and
check for correlation according to the BMO of Charlie’s announcement (here Bob also has to announce his initial
Bell state |07 )34 or |¢p7 )34 to help Alice for correlation check). These three cases ensure the security against an
eavesdropper 'Eve’ and any fake announcements (without actually making) Bell measurement by Charlie, because
any eavesdropping/mischievous will disturb the correlation check that Alice and Bob can easily identify. For
example, if Eve When Alice and Bob calculate the error rate and if they find the error rate for correlation check
below the threshold value then they continue to the next step, otherwise they discard the protocol and starts afresh.

It is reasonable to think that case I is enough to ensure the security against Eve/Charlie, then case II, III can
also be used for message encoding just as case IV and that would make the OSB MDI-QSDC more efficient. In
such a case, Alice just need to announce the initial Bell decoy state in case III she prepared initially, although in
case II, initial Bell state |17 )12 is already known.

Step4: Entanglement Swapping: Now for Case VI, due to Charlie’s Bell measurement on each pair of Ag
and Bg sequences (i.e., the qubits 2,4) leads to quantum entanglement swapping, resulting the corresponding A s
and Bjs sequences become pair-wise entangled as Bell states (i.e., the qubits 1, 3) as shown below in Eq.

V)12 @ |YT)gs = % (|13l 2a + [T 13]dT 2 + [0 V130 Voa + [ V13| Vaa), 2)
W12 @[ )ss = 5 ([0 1307 )aa — [0 )13 )oa — |07 )13|0T )2a + [ )13[00T)24) -

It is to be noted, while Bell state discrimination is limited to only two states in linear optics, non-destructive
discrimination of all four Bell states has been successfully demonstrated with the aid of ancillary qubits, which can
be reused in subsequent measurement iterations [35} [36].

Step5: Message Encoding by Alice: After the eavesdropping check is confirmed that there is no eavesdrop-
ping or no fake announcements from Charlie, Alice (Bob) discarded all the corresponding partner entangled (E)
qubits from Apr(Bps) which contributed to cases IT (IIT) and will start message coding process as shown in Fig.
Alice holds Ajs sequence initially prepared in |1)T )15 state whereas Bob holds By sequence randomly prepared in
|1 )34 and 1) )34 states initially. Both the ordered sequences Ay and By, are now Bell entangled (i.e., (Ans, Bar)
pairwise entangled) due to the entanglement swapping in the last step. Therefore, (As, Bar) states are only known
to Bob based on his initial preparation of |1)T)34 or |¢)™)34. Now, Alice applies the unitary (Pauli) operations
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Figure 2: (Color Online) Basic set-up of Alice and Bob illustrating their cryptographic process (encoding decoding
and eavesdropping checking by GV Subroutine) along with experimental design of Charlie’s Bell measurement
device crucial required in our OSB MDI-QSDC protocol. BS: beam splitter; PBS;, PBS,: polarizing beam splitter;
Dy, Dy, D3, and D4 detectors.

Up=1,U; =X, U; =1iY, and Us = Z on the qubits of Ap; sequence to encode her two-bits of classical informa-
tion 00, 01, 10 and 11, respectively. After encoding her secret messages on Ajp; sequence, Alice finds an encoded
sequence A}, in which she inserts rest of the decoy Bell pairs |1/)+)£l®172/2 ? randomly (to follow the GV subroutine
[27] for security check in next step) and sends an extended message encoded sequence A7, to Charlie. At the same
time, Bob also inserts rest of the decoy Bell pairs Wﬂgﬁl{; 2 randomly (to follow the GV subroutine [27] for security
check in next step) in By sequence and sends an extended sequence B}, to Charlie.

Alice can choose to leave (does not encode) some random qubits of Aj; sequence as it is for correlation check
in the next step. This will ensure the security of the message against Charlie. Or Alice can divide the decoy Bell
qubits into two parts to check the security by GV subroutine using one part and by correlation check using another
part. This strategy would be helpful to trace any bit flip attack as discussed in subsection [£.5]

Step6: Eavesdropping check: After receiving the authenticated acknowledgement of the receipt of all the
qubits of A%, and B, sequences by Charlie, Alice and Bob announce the positions of their decoy Bell pairs in their
sequences A7, and B}, respectively. Charlie then measures the decoy Bell pairs in each sequence A%, and B,
separately and announces the corresponding BMO. In the absence of an eavesdropping, Charlie should get each
decoy Bell pair in the same state (|t)")4q/) as his Bell measurement outcome as was initially prepared by Alice
and Bob, respectively. In between if Eve tries to eavesdrop and measures the qubits in any of the sequences A’
and B/, being unknown of decoys and message qubits, the decoys Bell pairs will get entanglement swapped with
wrong partner particles and any other Bell measurement outcome (|90~ )gar,|¢™ )aar or |¢™ Vaar) is the signature of
eavesdropping. Alice and Bob compare the decoy Bell measurement outcomes with that of their initial decoy Bell
pair preparation and calculate the error rate, they also check the correlation security check on unencoded qubits by
Alice, if the error rate is below the threshold value then they continue to the next step, otherwise they discard the
protocol and starts afresh.

Step7: Decoding of message by Bob: After being confirmed there is no eavesdropping, Charlie obtains
A% and By sequences and performs the Bell measurement on A’, and Bjs sequences and announces his Bell
measurement, outcomes, using which Bob can decode the secret message encoded by Alice. This is so because, only
Bob knows which initial Bell state (qubits 1,3 of column IV of Table [2) has been shared between Alice and Bob
after entanglement swapping being performed by Charlie in Step 4, which is in accordance to Bob’s initial Bell state
preparation of [1)T)34 or [¢) )34 (column II of Table 2).

This is how Alice sends her secret message to Bob via the help of an untrusted measurement device Charlie,
without any information leakage.

Our OSB MDI-QSDC protocol can be adapted into an OSB MDI-QKD scheme if Alice encodes a random
sequence of secret bits, rather than the meaningful information using operations (I/X/iY/Z) to convey specific



S.No. Alice & Bob Charlie’s Alice & Bob Charlie’s Bell measurement Bob’s decoding
initial product Bell mea- initially shared result on message encoded of Alice’s
Bell states surement Bell state after qubits 1,3 (A}, By ) encoded unitary
(1,2) & (3,4) result on entanglement operation
qubits 2,4 swapping (only U;e{l, X,iY, Z},
(Ag, Bg) known to Bob) where
(AM,BI\/[) j6{0,1,2,3}
Lo [ [0 2@ ) [¥F )24 ¥ )13 Y13/ )13/|6 s /v s 1/X/)iY/|Z
|07 )24 ¢ )13 o )13/1v )13/[Y 7 )13/197 )13 1/X/)iY/Z
|¢~ )24 ¢ )13 o )13/1Y " )13/l )13/197 )13 1/X/)iY/Z
[V )24 [~ s Y7 )13/197)13/167)13/19 )13 I/X/iY/Z
2. [ [T )12®@Y)aa %™ )24 ¥ )13 v )13/|¢0" )is /|9 )1s/ [ )13 1/X/)iY/|Z
|¢™ )24 ¢ )13 o )13/1 )13/[Y )13/19 7 )13 1/X/)iY/Z
[0F )24 ¢ )13 o )13/1Y )13/l )13/197 )13 1/X/)iY/Z
[Y)24 Y3 Y )13/19” )13/16 )1s/[¥7 )1s 1/X/iY]Z

Table 2: Alice prepares her initial Bell state [)T)12 and Bob randomly prepares [/ )34 or [¢p™)34. Accordingly,
Column /7 shows the two possible product states of Alice and Bob, Column /17 corresponds to the possible BMO on
qubits (2, 4) by Charlie, and as a result Column IV shows the Bell state qubits (1, 3) after entanglement swapping
(only known to Bob). Column V and VI show the relationship between Charlie’s BMO on Alice’s message encoded
qubits and Bob’s decoding of unitary operation applied by Alice.

messages (00,01,10,11). However, converting the reverse—OSB MDI-QKD back into OSB MDI-QSDC—is not
possible. Further, our OSB MDI-QSDC protocol is a unidirectional communication in which the information flows
in one direction of communication (i.e., from Alice to Bob). It may be interesting to visualize it in bidirectional
communication such that the information flows in both the direction of communication (i.e., from Alice to Bob and
Bob to Alice) simultaneously using the same quantum channel as happens in the original QD [12].

Before we introduce an OSB MDI-QD protocol, it is to be noticed that the authors introduced an MDI quantum
direct dialogue in section 2.3 of [22], where Alice encodes her secret message on her own travel qubits sequence M}
(for Alice to Bob communication) but Bob does not encode his secret on the corresponding M}. Similarly, Bob
encodes his secret message on his own travel qubits sequence M3 (for Bob to Alice communication) but Alice does
not encode her secret on the corresponding M%. Non-availability of simultaneous encodings of both Alice and Bob
on the corresponding Bell pairs (i.e., on M}, ML and M?Z, M%) while Charlie performs Bell measurement, seems
to be different than the original framework of QD protocols [12]. Thus, their MDI quantum direct dialogue rather
can be more appropriately described equivalent to the two QSDCs, first QSDC from Alice to Bob using M}, M4
and second QSDC form Bob to Alice using M3, M3. Because, when Charlie measures M}, M} (M3%, M%), it only
contains the encoding of Alice (Bob) but not of Bob (Alice). So when Charlie measures M}, M3 (M3, M%), both
the encodings from Alice and Bob are not available simultaneously on the same quantum channel, which may not
fully align with the requirements of the original QD framework [12].

In principle, in a original QD protocols [12], which refers to the situation, where Alice and Bob send their
secret messages to each other simultaneously on the same quantum channel in which they both encode their secret
messages on the same travel qubit entangled with another kept as home qubit with Bob. However, we consider a
protocol as QD, when the two different travel qubits which became entangled (due to entanglement swapping) being
encoded by Alice and Bob, respectively. We emphasize that we can consider such protocols as QD (within original
framework of QD [12]) even if the two different travel qubits entangled with each other and each travel qubit carries
the encoding information. The logic behind is that when the two qubits are entangled then they behave in the

same manner regardless of UgU, being encoded only on the second qubit of [¢p+)1s = W respectively, or
U and Up are separately encoded on first and second qubit respectively of |¢)T)15 = w. Following the

latter trick, we introduce an OSB MDI-QD protocol in the next section[3] The only criteria to be within QD is that
the combined Bell state should be measured by Charlie only after Alice and Bob apply the operations U4 and Up
respectively on their travel qubits. Hence, both the encodings U4 and Up are available simultaneously on the same
quantum channel. It is to be noted that in a two-party QD protocol [12], it is preferred to apply UgUa only on
the second travel qubit because there are only two parties and one party Bob starts the protocol and receives the
travel qubit back himself encoded by Alice. But here in OSB MDI-QD there are three parties where two authorized



parties Alice and Bob separately sending their encoded travel qubits (which become entangled after entanglement
swapping in Step 4) in Step 5 to an unauthorized party Charlie for Bell measurement. Here, the encoded sequences
have been measured by Charlie only after Alice and Bob send their sequences Aj; and Bj; to Charlie after encoding
their secret messages. With this motivation, now we introduce our OSB MDI-QD protocol in the next section.

3 OSB MDI-QD protocol

QD protocol is a two-way communication scheme that allows both parties, Alice and Bob, to simultaneously
exchange the secret messages on the same quantum channel utilizing a Bell pair [I2], [I3]. The key advantage of
QD is its ability to achieve secure bidirectional communication in a single session. The proposed OSB MDI-QD
protocol steps could be outlined as follows:

Stepl: Preparation: Alice prepares n number of the Bell states, i.e., \wﬂ%”. She prepares the two ordered
sequences of all the first qubits as sequence Ay; (on which she is supposed to encode her secret message later) and
of all the second qubits as sequence Ag (which is to be used for entanglement swapping with Bob’s Bg). Further,

she prepares n number of decoy Bell states |¢+>?17§27 where d stands for the verification qubits as decoy Bell pairs.

She takes |1/)+>;817;£ 2 decoy pairs, keeps all d; decoys with herself and inserts de partner decoys randomly in Ag
sequence to obtain an extended A%, sequence. Similarly, Bob also prepares n number of the Bell states randomly
in [1)T)34 or |17 )34. Further, he performs the OSB MDI-QSDC protocol as shown in Sect. [2|to securely share the
exact information of the prepared Bell state. However, Alice doesn’t have to do so because her initial Bell state is
fixed as |¢)*)12 and is a public knowledge. Now, he prepares the two ordered sequences of all the first qubits as
sequence B); and of all the second qubits as sequence Bg. Subsequently, he prepares n number of decoy Bell states
|w+>?ﬁ4, he takes |1/1+>i7;i 2 decoy pairs, keeps all d3 decoys with himself and inserts d4 partner decoys randomly

in Bg sequence to obtain an extended Bf, sequence. Alice and Bob keep their rest of the decoy Bell pairs Wﬂ?ﬁé 2

, |1/)+)g;£ 2 separately for the security of the communication of Ay; and Bjs sequences to Charlie. It is to be noted
that all decoys ds and d4 have been randomly inserted in the communication channel, i.e., each partner particle of
a decoy Bell pair has random position in extended sequences A, and B}, and the actual sequence is known to Alice
and Bob, respectively.

Similar to Stepl of OSB MDI-QSDC, Alice and Bob can randomly prepare the decoy Bell pairs in any of the
Bell states {|[t)F)qar,|¢T)aa }, keeping the decoy state secret and preventing Charlie from announcing a fake Bell
measurement outcome.

Step2: Transmission of A%, and B}, sequences: Alice and Bob keep the sequence Ajp; and Bjs with
themselves and send the extended A%, and BY, sequences to Charlie to allow him to perform the Bell measurement
that leads to 4 cases as shown in Table [11

Step3: Eavesdropping Check: Same as Step 3 of OSB MDI-QSDC described in Sect.

Step4: Entanglement Swapping: Same as Step 4 of OSB MDI-QSDC described in Sect. [2]

Step5: Message Encoding by Alice and Bob: Once it is confirmed that there is no eavesdropping or no
fake announcements from Charlie, Alice (Bob) discards all the corresponding partner entangled (E) qubits from
Api(Bayr) which contributed to cases II (III) (they don’t discard if they decide to use these cases for message
coding). After that Alice and Bob start message coding process where Alice holds Aj; sequence initially prepared
in [1)T)12 state whereas Bob holds By sequence randomly prepared in |07 )34 or [¢h™ )34 state initially. Both the
ordered sequences Aps and By are now Bell entangled (i.e., (Aar, Bas) pairwise entangled) due to the entanglement
swapping in the last step. Hence, after the Bell measurement announcement of (Ag, Bg) from Charlie as shown in
column 17 of Table[2] Alice and Bob both know the initial Bell state Ays, By they share as shown in IV column
of Table [2] according to Eq. Unlike OSB MDI-QSDC, here Alice also know initial Bell state A,;, Bys because
Bob has already executed OSB MDI-QSDC in Step 1 to securely share the exact information of the prepared Bell
state (|tp" )34 or |07 )34). Now, Alice applies one of the unitary operations Uy = I, U; = X, Uy = iY, and Us = Z
on the qubits of Aj; sequence to encode her 2-bits of classical information 00, 01, 10 and 11, respectively. After
encoding her secret messages on Ay sequence, Alice finds an encoded sequence A’,, in which she inserts rest of the

decoy Bell pairs W*}i’;ﬁ 2 randomly and sends an extended message encoded sequence A’{, to Charlie. At the same
time, Bob also randomly applies one of the unitary operations Uy = I, U; = X, Uy = iY, and U3 = Z on the qubits
of Bjs sequence according to his secret message to encode his 2-bits of classical information and gets his encoded
sequence B, then he also inserts rest of the decoy Bell pairs |¢+>;l8;f;{1 2
extended sequence BY; to Charlie.

randomly in BY, sequence and sends an



Step6: Eavesdropping check: This step is same as Step 6 of OSB MDI-QSDC described in Sect. [2, with
the only difference being that in this case, the sequences A%, and B, obtained from the previous step, will now
be checked.

Step7: Decoding of message by Alice and Bob: After being confirmed there is no eavesdropping, Charlie
performs the Bell measurement on A’;,B}, message encoded sequences and announces his final Bell measurement
outcomes, using which Alice and Bob can decode the secret messages encoded by Bob and Alice, respectively. This
is so because, Alice (Bob) knows Bob’s (Alice’s) initial Bell state prepared in Step 1 for which Bob executed OSB
MDI-QSDC as shown in Sect. [2]to securely share the information about which Bell state (|y*)34 or [¢)~)34) that he
has prepared initially. However, Alice’s initial Bell state (]1)™ )12 ) is the public knowledge so Bob knows it. Hence,
after Bell measurement is performed on qubits 2,4 resulting in entanglement swapping on qubits 1,3 and 2,4 in
Eq. Alice and Bob also know the initial Bell state (qubits 1,3) shared between them in Step 4 on which they
have encoded their secret messages. Further, they know Charlie’s final Bell measurement result announcement and
their own encoding unitary operation. Therefore, they can successfully decode each others secret information and
complete the quantum dialogue protocol between them via the help of an untrusted measurement device, Charlie.

Now, we would like to note that there is a special reason why we have selected that Alice prepares [1)7 )12 and
Bob prepares randomly in [¢)" )34 or 1) )34 as initial Bell state in Step 1. Specifically, in the security subsection
77, we will show how the number of initial Bell state selection will allow Alice and Bob to reduce the information
leakage by 1-bit of classical information in comparison to the standard quantum dialogue protocol [12], where the
information leaks by 2-bits on the Bell measurement announcement. Further, we will also show that if Alice also
chooses to prepare any two Bell states randomly in [¢)*)15 or [1)7 )12 like Bob chooses to prepare randomly in |17 )34
or [)7 )34 as initial Bell state in Step 1, then the leakage problem can be completely solved, but in such a case,
Alice also have to securely share with Bob the exact information of the initial Bell state |t)* )12 or |[¢p~ )12 prepared
in Step 1 as was done by Bob executing the OSB MDI-QSDC protocol as shown in Sect. [2]

Interestingly, in this way Alice and Bob can ensure that the ignorance of Eve should be equal to the total classical
information (4-bits secret messages i.e., 2-bits by Alice and 2-bits by Bob) transmitted between them simultaneously
on the same quantum channel. Basically, as Eve’s ignorance increases, the c-bits information leakage decreases.
Therefore, the random preparation of initial Bell states by Alice and Bob in Step 1 provides a tradeoff to avoid
the conventional information leakage problem in QD protocols. We have shown the details in the security section.
However, it’s useless for Alice and or Bob to prepare more than any two Bell states randomly for example, suppose
they prepare [0 )12 or [1)™ )12 and [thF )34, [1h7 )34 or [¢T)34 Tespectively because in this case Eve’s ignorance would
exceed the maximum requirements of 4-bits in our OSB MDI-QD protocol, so we restrict ourselves to the above
two cases, however, such a case might be useful where the Eve’s ignorance requirements are higher than 4-bits.

In the original two-party QD protocols [I2], initial and final Bell states are the public knowledge, and Alice
and Bob know their own encoding so they can deduce each others’ encoding information. However, there exists
a partial information leakage problem of two-bits due to the final Bell measurement announcement, i.e., Eve can
extract two-bits information about the product of unitary operations UgU4 applied by Alice (U4) and Bob (Ug)
respectively. Hence, information leakage is the inherent problem of QD protocols. To avoid such a leakage, we used
the tricks mentioned and utilized in [32], such that in the first step of our OSB MDI-QD protocol, Bob can use OSB
MDI-QSDC protocol proposed in Sect. [2] for sharing information about his initial Bell state (which he randomly
prepared in |07 )34 or |¢)7)34). This strategy of random preparation of Bell states by Bob would help to increase
the ignorance of Eve thereby reducing the information leakage.

4 Security Analysis

In this section, we have analyzed the security of the two proposed protocols under the following possible eavesdrop-
ping attacks.

4.1 Security of OSB MDI-QSDC protocol

Since Charlie is an untrusted third party (measurement device) who is equivalent to Eve. To decode the secret
message of Alice, Charlie or Eve must have to know the initial Bell state shared between Alice and Bob (on which
Alice is supposed to encode her secret messages) which is obtained by them after the entanglement swapping.
Basically, if the initial Bell states prepared by both Alice and Bob are known to Charlie/Eve then after the
entanglement swapping performed by Charlie, he/she can get the knowledge of new born Bell states (qubits 1,3)
and can decode the secret message at the end. However, Eve’s attempt to try knowing that new born initial Bell



state (1, 3) fails because Bob has prepared his initial Bell state randomly in one of the two [/ )34 or |07 )34 Bell
states (unknown to Charlie/Eve). As soon as Charlie has performed the Bell measurement on qubits (2,4) which
results into entanglement swapping on qubits (1, 3) as shown in Eq. After that Charlie/Eve can never verify the
exact initial Bell state shared between Alice and Bob and they end up with the two possible product state equally
probable due to the random preparation of initial Bell state by Bob as shown in Eq. 2] Further, any attempts
of eavesdropping by Charlie/Eve will disturb the maximal entanglement correlation between Alice and Bob and
will be traced out by Alice and Bob, where the security would arise from monogamy of entanglement [29]. All
kinds of fake particle attack or entangle-and-measure attack will be detected during the correlation security and
eavesdropping checks performed in steps 3 and 6 in Sect.

4.2 Intercept-and-resend attack

If Eve applies an intercept-and-resend attack to our OSB MDI-QSDC, she prepares her own Bell state, intercepts
Bob’s qubit from the extended B’ sequence during its transmission to Charlie (in Step 2), and sends one qubit of
her fake Bell state to Charlie. Eve aims for her fake Bell state to undergo entanglement swapping (in Step 4) with
Alice’s qubit sequence Ay, on which Alice will later apply her secret encoding operation (in Step 5). Since Alice’s
initial Bell state |1 )15 is publicly known, Eve plans to deduce Alice’s secret information once Charlie announces
his Bell measurement results in Step 7. However, this attack can be detected as early as Step 3 under Case I,
when Alice and Bob perform correlation checks based on Charlie’s Bell measurement outcomes. Any attempted
intercept-resend attack by Eve will break the correlation, which ensures security of against both Eve and Charlie.

4.3 Entangle-and-measure attack

In the entangle-and-measure attack, Eve prepares one or more ancilla qubits, either in a pure state like |0) or
a superposition state |p) = a|0). + B|1).. She then entangles these ancilla qubits with the travel qubit being
transmitted from the sender (Alice) to the receiver (Charlie) via a unitary operation, typically a controlled-NOT
(CNOT) gate. The goal of this attack is to allow Eve to extract information about Alice’s qubits by measuring
her entangled ancilla qubits at a later stage, without directly interfering with the main communication process. In
this scenario, as Alice prepares a decoy Bell state |9 ) 4,4, = % (l00) + [11)),,,, keeping the home qubit (h) and
sending the travel qubit (¢) to the Charlie. Eve, with her ancilla qubit, say |p) = «|0). + B|1)e., applies a CNOT
gate, with target on the t qubit and control on her ancilla qubit |p). However, after this operation, the resulting
composite state becomes separable:

CNOTey = (100) + [11)) ., (|0)e + Bl1)e) ,
[|0>ha|00>t6 + ‘1>ha|10>te + ‘0>hﬁ|11>te + |1>hﬁ|01>t6} )

73 [(10) + 1)), (10) + 1)), (a]0)e + B[1)e)],

sl

which means that Eve’s qubit is now independent from the system. Although her eavesdropping attempt goes
undetected, she gains no useful information, as her ancilla qubit |p) remains unchanged.

4.4 Security of OSB MDI-QD protocol against information leakage

Information leakage is an inherent aspect of QD protocols [13], quantifiable as the discrepancy between the total
information transmitted by legitimate users and the minimum amount of information Eve requires to infer that
data (i.e., Eve’s ignorance). This limitation similarly applies to the proposed OSB MDI-QD protocol, where Eve
may gain some information about Alice’s and Bob’s encoding once Charlie announces the Bell measurement results.
We calculate the average information Eve may gain [32] which can be expressed as,

I(AB : E) = Hapriori*Haposterioria (3>

where, Hgpriori Tepresents the total classical information exchanged between Alice and Bob, which is 4 bits
in our OSB MDI-QD. Now, we calculate the Eve’s ignorance i.e., Hyposterior: after Charlie announces his Bell
measurement outcome on qubits 1,3 in Step 7. Let’s say Charlie’s Bell measurement outcome in Step 4 is [t )4
and in Step 7 also is [¢)7)13. This arrises two cases for Charlie/Eve considering the two random choices of initial
Bell states |1 )34 or |tp7 )34 prepared by Bob given Alice always prepares |17 )1a:



Case (i) When Alice and Bob have chosen to prepare [¢p7)12 @ [¢h1)34 as initial Bell states as shown in I row
and IT column of Table 2 After the entanglement swapping on qubits 2,4 in Step 4 and encodings by Alice and
Bob on qubits 1,3 in Step 5 the state can be expressed as

[V )12 @ [T )50 = % ([0 ) 1slv )20 + [0 )13]0H )20 + (07 )13l )oa + [ )13lY0 ™ )2d)

P(IT, [ )15l )13) = P(X X, [ )sl|T)1s) = PEYIY, [ )isl|[v)1s) = P(ZZ, [ ) sl )1s) (4)

Case (ii) When Alice and Bob have chosen to prepare [¢)*)12 @ |[1h7 )34 as initial Bell states as shown in 17 row
and I column of Table 2] After the entanglement swapping on qubits 2,4 in Step 4 and encodings by Alice and
Bob on qubits 1,3 in Step 5 the state can be expressed as

[P 12 @ [ )ae = % ([0 )13t )oa — [0 )13]0 7 )oa — [0 )13ld ™ )2a + [ )13l )24) |

PIZ, |7 )13l )13) = P(Z1, |9 )1sl|pT)13) = P(XiY, [ )asl|pT)1s) = P(Y X, [ )1sl[¢F)13) (5)

In both the cases above, Charlie/Eve never know that which case was chosen by Alice and Bob. Consequently,
Charlie as never been sure about his Bell measurement outcome on qubits 2,4 in Step 4 is coming from Case I or
Case II. So, he is also not certain which initial Bell states of qubits 1,3 were being shared between Alice and Bob
before encoding. Hence, all the above 8 possibilities (encoding by Alice and Bob) as shown together in Eq. |4| and
Eq. 5| are equally probable for Charlie/Eve with an unknown initial Bell state of qubits 1,3 of Case I and Case
II. Now, we can calculate Hyposteriori = —8(%)logg(§) = 3 bits. Further, I(AB : F) = 4 —3 = 1 bit. This is an
advantage that we have reduced Eve’s ignorance by 1 bit in comparison with the leakage (2 bits) in the standard
QD protocol [12].

We can also consider Case (iii) [¢7)12 @ [¢pT)34 and Case (iv) [ T)12 ® [¢7 )34 to maximize Eve’s ignorance by
4 bits and can obtain Eve’s gain I(AB : E) = 0, which means that Eve can not obtain any information through
the public announcements of BMO by Charlie because the total classical information exchanged between Alice and
Bob is equal to the Eve’s ignorance.

4.5 Flip Attack

Flip attack is a kind of disturbance attack where Eve applies X operation on all the travel qubits in order to
misguide authorized parties while she can not learn any meaningful information. As we know that GV subroutine
[27] fails (e.g., X @ X |9pT)gar = |tbT )aa) when Eve tries to apply the flip attack on all the traveling qubits. To avoid
such attack in general, Alice can prepare the n number of decoy Bell pairs say in [1)™ )44, but she concatenates
n — m Bell pairs [¢)") 44/, and only partner particles of the m (m < n) Bell pair |t)")44 in the message sequence.
Specifically, n —m Bell pairs will take care of the GV subroutine to check eavesdropping and partner particles of m
Bell pairs will be used for correlation check between Alice and Bob to check flip attack. Specifically, Alice keeps the
first qubits of the m Bell pairs as home qubit and sends the corresponding second qubits to Charlie along with the
message sequence in Step 5 of OSB MDI-QSDC and OSB MDI-QD in Sect. [2 and in Sect. [3] respectively. After
Charlie announces the receipt of all the qubits, Alice will announce the positions of the partner particles of the m
Bell pairs, then Charlie measures in {0, 1} basis and announces the results for correlation check for Alice where Alice
also measure the corresponding home qubits in {0, 1} basis and check for the perfect correlations (if Charlie gets 0
(1) then Alice should also get 0 (1)). If Eve really attacks all the qubits by flip attack in the extended sequence,
then the correlation must be mismatched (i.e., if Charlie gets 0 (1) then Alice should get 1 (0). Similarly, Bob
will also check for the perfect correlation with Charlie. Therefore, if Eve is applying flip attack on all of the travel
qubits of (both) the sequence(s) coming from Alice (and Bob) to Charlie then she would be traced by Alice (and
Bob) in correlation check of Bell states as mentioned above. If the errors are below the certain threshold value then
Alice and Bob are safe enough to correctly decode each-others encoding in Step 7 of OSB MDI-QD, because Eve
can not differentiate between message and decoy qubits so she will flip all the travel qubits (messages and decoys),
and applies flip operation X ® X on A',, B}, which will never change the actual encodings of Alice and Bob as
X ® X = I, hence no disturbance in the secret information. Similarly, Bob correctly decodes Alice’s encoding in
Step 7 of OSB MDI-QSDC, as if Eve applies flip operation X ® X on A);, By does not change the actual encoding
of Alice. Now, if Eve is applying flip attack on few of the qubits in any of the sequences coming from Alice or Bob
to Charlie then she would be traced by them with the usual GV subroutine. So, Eve has no way to escape without
being detected.
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4.6 Disturbance attack [38] or modification attack [39]

This attack is a specific type of denial-of-service (DoS) attack, where Eve aims to mislead Alice and Bob by altering
the message content—such as changing the qubit order or applying unitary transformations to some qubits—during
the transmission of the sequence A, from Alice to Charlie in Step 5 of the OSB MDI-QSDC protocol, and the
transmission of sequences A, and B}, from Alice and Bob, respectively, to Charlie in Step 5 of the OSB MDI-QD
protocol. Importantly, Eve’s goal in this attack is not to extract any meaningful information [38|, but merely to
disrupt communication. However, any such manipulation will be detectable. Since Eve cannot selectively alter only
the message qubits without affecting the decoy Bell pairs [¢)1) 44/, her interference will introduce detectable errors.
These errors can be identified in Step 6 of both protocols, ensuring the integrity of the communication.

5 Conclusion

MDI-QSDC protocols are designed to eliminate security vulnerabilities tied to imperfections in the measurement
devices used in quantum communication protocols. These vulnerabilities, such as side-channel attacks, are common
in traditional setups, where the eavesdropper can exploit weaknesses in detectors or measurement systems. Tech-
nically, MDI-QSDC achieves this by utilizing Bell state measurements and entanglement swapping. Our innovative
protocols utilize unique resources to effectively eliminate security vulnerabilities associated with Charlie’s measure-
ment devices. Additionally, they significantly enhance the range of secure direct message transmission, achieving
double the distance for secure direct message transmission compared to conventional quantum communication meth-
ods. We proposed two OSB protocols of MDI-QSDC and MDI-QD protocols that are fundamentally distinct from
conventional conjugate-coding methods, offer unconditional security derived from the monogamy of entanglement
[27, 29]. Further, we conducted security analysis of our protocols, evaluating their robustness against key quantum
attacks like intercept-and-resend, entangle-and-measure, flip, and disturbance or denial-of-service attacks. We also
demonstrated the resilience of the proposed OSB MDI-QD protocol, particularly in mitigating information leakage
and ensuring the integrity of quantum communication channels. This intrinsic security feature arises because the
correlations shared by legitimate parties exclude any potential eavesdropper, making OSB protocols highly robust
against various quantum attacks [29]. Specifically, the proposed OSB MDI-QSDC and OSB MDI-QD protocols
contribute to the growing body of work in MDI-QSDC by exploring alternative quantum mechanical resources be-
yond HUP for ensuring unconditional security. These protocols demonstrate that HUP is not the only mechanism
capable of providing unconditional security in quantum communication, opening the door for further research into
different foundational principles. Another significant motivation is that the OSB secure quantum communication
protocols outperform under certain noisy environment in comparison to the conjugate-coding based secure quantum
communication protocols [28]. It remains the future prospects of our research direction that is to investigate the
scope of decoherence free subspace for the variety of noises including non-markovian noise aligning with the recent
work [37] . Moreover, it would be of wider interest to investigate and compare the effect of various noisy channels
on our OSB MDI-QSDC and OSB MDI-QD protocol and MDI-QSDC and MDI-QD protocols given [22] 23], which
is under the scope of upcoming work.
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