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Abstract
Background: Logging is an important part of modern software projects; logs are used in several tasks

such as debugging and testing. Due to the complex nature of logging, it remains a difficult task with several
pitfalls that could have serious consequences. Several other domains of software engineering have mitigated
such threats by identifying the early signs of more serious issues, i.e., “smells”. However, this concept is
not yet properly defined for logging.
Objective: The goal of this study is to create a taxonomy of log smells that can help developers write better
logging code. To further help the developers and to identify issues that needmore attention from the research
community, we also map the identified smells to existing tools addressing them.
Methods: We identified logging issues and tools by conducting a survey of the scientific literature. After
extracting relevant data from 45 articles, we used them to define logging issues using open coding technique
and classified the defined issues using card sorting. We classify the tools based on their reported output.
Results: The paper presents a taxonomy of ten log smells, describing several facets for each of them. We
also review existing tools addressing some of these facets, highlighting the lack of tools addressing some
log smells and identifying future research opportunities to close this gap.

1 Introduction
Logging is a critical part of modern software development; it is used in tasks such as anomaly detection,
quality assurance, and root cause analysis (Cândido et al., 2021). However, producing good logs is non-
trivial; it requires making technical and design decisions as well as coordinating the collaboration among
developers. Good quality logging is important since bad logging can cause serious issues and delays in a
software project (He et al., 2022).

Due to the importance of logging, a wide variety of issues and practices related to software logging have
been studied in the literature. The research commonly divides the different aspects of logging into what,
where, when, and how to log. For example, Gu et al. (2023) investigated logging practices along with issues
related to logging, classified them into the why, where, what and how to log categories, and identified eight
high-level logging issues in their systematic mapping study.

This categorization is mainly focused on producing logs, e.g., which aspects of a program should be logged
and where in the source code the logging code lines should be placed. Even though such a categorization is
needed for the production of logs, it is not ideal for identifying issues and bad practices developers may
face when writing or maintaining logging code. In other areas of software engineering (e.g., requirements
engineering, coding, and testing), the indicators of deeper design problems, recurring problems, or issues
impacting quality are often called smells (Sharma and Spinellis, 2018).

Despite software smells being a commonly accepted concept in software engineering, only a few works
have studied them in the context of logging. Chen and Jiang (2017) defined logging code smells as “poor
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design and implementation choices when developing the logging code” while Li et al. (2019) defined duplicate
logging code smell as “surface indication that usually corresponds to a deeper problem in the system”. While
both definitions are similar to the ones presented in other areas of software engineering, neither of the studies
focused on the concept itself or the general definition of log smells. The former study investigated only long
logging snippets, while the latter focused on the duplicate logging code smell. Therefore, there is a lack of
work investigating log smells comprehensively.

The goal of this study is to create a taxonomy of log smells and understandwhether the research community
has already proposed solutions for either detecting or solving them. The taxonomy will help developers be
more aware of logging issues and their consequences. Identifying potential logging issues in an early stage
helps avoid more serious issues. Furthermore, mapping available tools to the log smells identified in taxonomy
will enable developers to use such tools and avoid the smells in their software. Such a mapping will also
pinpoint smells not (fully) addressed by current detection/mitigation tools, providing directions for future
research work.

We conducted the study as a literature survey from Google Scholar. We extracted problems related to
logging highlighted in the literature and grouped similar problems together using open coding to form logging
issues. The issues were categorized into groups by conducting several rounds of card sorts and discussions
among the authors. We categorized the tools based on their output. We established a taxonomy comprising
ten log smells, which can be further divided into several facets. The process for defining the log smells in
the catalogue also revealed five direct causes and four consequences for them. We identified eight tools that
detect different facets from seven log smells and 13 tools that address (and repair) facets from six log smells.

To summarize, the main contributions of this article are:
• The definition of a log smell taxonomy containing ten log smells and their facets.
• Mapping log smells and their facets to tools detecting and solving them.
The rest of the paper is structured as follows. Section 2 provides background information on logging.

Section 3 introduces the concept of log smell. Section 4 illustrates the study design. Section 5 presents the
results, while Section 6 discusses them. Section 7 discusses the threats to validity. Section 8 provides an
overview of the related work. Finally, Section 9 concludes the paper.

2 Preliminaries
A log is a sequence of logging entries usually saved in a text file called log file. A log entry is either a single
line or multiple contiguous lines of text consisting of a (single) header and a message. The header provides
the developer meta-knowledge about the entry, such as the time the logging code was executed (timestamp),
the identifier for the process or component that generated the log entry (process id), and the severity of the
logged event (logging level). The header format is typically defined by the underlying logging framework.
The log message is the part of a log entry presenting information about the state of the software system at
runtime. It consists of a static part (often called log (message) template) corresponding to the predefined text
written by the developer as part of a logging statement, and a dynamic part, which represents the values of
the variables captured in the log message at a certain moment of the software execution. An example of a log
entry highlighting its different elements is shown below:

2024-08-05 11:54:12
⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟

Timestamp
ERROR
⏟⏟⏟

Logging level
[database]
⏟⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏟

Process id
Failed to connect to database:
⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟

Static part
↪ Connection timeout

⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟
Dynamic part (variable)

. Abort proc.
⏟⏞⏞⏞⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏞⏞⏞⏟

Static part
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Figure 1: The position of log smells in the context of software logging and examples of topics relevant for
different levels.
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Log entries (and the log file) are produced by logging code. An example of logging code generating
the example log entry shown above is given in Listing 1. Often, the code is tangled with the feature code
and, hence, scattered across the whole project (Kiczales et al., 1997). The logs and logging code have a
tight relationship as the logging code produces the logs. Therefore, some characteristics between the two
are shared while others are individual, and the logging and feature code are liable to similar issues. For
example, if the logging code has an incorrect log message, this is reflected also in the log entries produced
by the corresponding statement. However, if the logging code statement is unreasonably long or difficult to
understand, that is a problem only in the code.

Listing 1: An example of logging code.
t r y :

l o g g e r . i n f o ( f ' Connect ing to database ' )
conn = s q l i t e 3 . connect ( db_ f i l e )

except s q l i t e 3 . E r r o r as e :
l o g g e r . e r r o r ( f ' F a i l e d to connect to database : {e } . Abort p roc . ' )

Logs can be inspected differently depending on whether the source code producing the logs can be ac-
cessed. A black-box setting occurs when only the log files are accessible. Consequently, it is impossible to
exactly know how and where the log entries were produced. In such a case, having “good quality” log files is
crucial. On the other hand, in a white-box setting, the source code is available in addition to the log files. In
this case, it is possible to understand which part of the source code produced which log entry.

3 Log Smells
Software logging aims to create logs that can be used by developers to debug and monitor the system. It is a
process containing several layers; Figure 1 depicts the ones relevant to this paper.

Logging requires actions and decisions from the developers, including the where, when, what, and how
aspects, not only when planning to integrate logging into a system but also during the logging process. The
quality of logging depends on how these aspects are implemented in practice.

Like any part of software, logging can have different types of issues. Some of them are related to the
nature of logging and, therefore, cannot be avoided, while some are related to implementation of logging. For
example, logging inherently comes with a financial cost as developing and maintaining it requires resources,
while logging too much could be avoided. This paper focuses only on a subset of logging issues called log
smells.
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To the best of our knowledge, log smells have been defined in two previous works. Li et al. (2019) studied
duplicate logging code smells and defined them as “surface indication that usually corresponds to a deeper
problem in the system”. Despite the general nature of the definition, the study does not define log smells in
general; instead it focuses on a specific log smell, i.e., log lines having the same text message. The other
work adopting the term log smell is by Chen and Jiang (2017). They defined log smells as “poor design
and implementation choices when developing logging code”. However, this definition limits log smells in
the logging code and does not consider the dual nature of logging. In addition to using the term log smell,
Chen and Jiang (2017) used the term anti-patterns in logging code to describe “recurrent mistakes which may
hinder the understanding and maintainability of the logs”. Even though the terms smell and anti-pattern are
sometimes used interchangeably, they have distinctive meanings. Anti-patterns are considered to be common
but poor solutions to a design or implementation problem that result in issues, such as smells (Brown et al.,
1998).

In this paper, we define a log smell as follows:
Log smell is a poor design choice or an issue impacting quality that could result in a more
serious problem, affecting the logging code, the log file, or both.

The definition has two main aspects. First, a smell is an indication of a deeper problem but is not a serious
problem itself. For example, a missing logging statement in a catch-block does not prevent the system from
running; however, when looking at the code, it is usually clear that a logging statement is missing. Second,
log smells do not affect only the logging code but also the log files. This is a natural consequence of the fact
that the logs are generated by the logging code. However, the two are not the same and not all issues affecting
the code affect the log files and vice versa. The distinction between the two is especially important, to deal
with cases in which the engineer reading the logs does not have access to the code that created the log or
documentation of the used logging practices.

Each log smell can be manifested in several different ways. In this paper, we refer to them using the term
facet. For example, having wrong static messages and messages in which the grammar is incorrect both affect
the quality of static messages, but they create an issue in different ways. Therefore, they would be considered
as facets, while in general having issues with static messages would be a log smell.

4 Study Design
4.1 Goal and Research Questions
The goal of this study is to define and identify software log smells as well as determine the tools that detect,
remove, or repair them. Based on this goal, we define the following research questions:
RQ1. What logging issues are log smells or directly related to them?

RQ2. Which log smells have tools or other automated techniques able to detect them?

RQ3. Which log smells have tools or other automated techniques able to remove or repair them?

Although the literature has investigated the wide variety of issues related to logging, to the best of our
knowledge no previous work has provided a general definition for log smells or a comprehensive taxonomy
of logging issues that could be classified as log smells. We aim to fill this gap by answering RQ1, providing
a taxonomy of log smells.

The answers to RQ2 and RQ3 aim to understand which log smells have a tool or other automated solution
able to detect a certain smell (RQ2) and remove/repair it (R3). By mapping the tools identified in the literature
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(Google Scholar)
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exclusion criteria Data extraction Analysis Results

Search:
- 14 search queries
- 278 examined search
results

Excluded (235 papers):
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(62 papers)

From 43 included papers:
- Reported logging issues
- Logging related tools

Techniques:
- Open coding
- Open and closed card
sort

Main results:
- Log smell taxonomy
- Mapping of existing
tools with log smells

Figure 2: Overview of the study method.

survey with different aspects of logging issues, we can, on one hand, provide practitioners with a catalogue
of tools for detecting/removing/repairing log smells; on the other hand, we can identify gaps to be addressed
in future research work.

4.2 Methodology
We answered the RQs by conducting a survey on papers published about software logging. We conducted a
survey instead of a systematic literature review (SLR) as a proper SLR would have required more resources
than the authors had available. The first author conducted the whole survey, and all authors discussed it during
the process to make it as unbiased as possible. Despite having limited resources, we aimed to construct and
report the survey following best practices and guidelines of SLRswhenever possible (Kitchenham et al., 2023).
Figure 2 presents an overview of the survey method.

4.2.1 Paper Selection

Information sources. We conducted the survey using Google Scholar.
Eligibility criteria. Table 1 presents the eligibility criteria applied in this work. We included peer-

reviewed papers written in English related to software logging. Additionally, we required the papers to be
published in 2000 or after, as we considered papers published before that too old and outdated. We also ex-
cluded papers which had an extension paper among the other included papers and kept only the most recently
published version of a paper. Finally, papers that did not describe any kind of issues related to software logging
were excluded.

Table 1: Inclusion (I) and exclusion (E) criteria of the survey.
ID Criteria
I1 Written in English
I2 Published after 2000
I3 Related to software logging
I4 Peer reviewed
E1 Variations and versions of the same paper
E2 Not presenting an issue in software logging

Search strategy. Table 2 presents the search strings and the number of search results Google Scholar
(GS) reported for them. As some of the search strings resulted in hundreds of results, it was not possible to
systematically list and assess all of them. In such cases, the first author (who conducted the review) listed the
results from the first five pages of GS’s results, i.e., 50 results, and browsed through the remaining pages. This
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Table 2: Search strings and number of results. Note that some papers were included in the results of several
queries.

Search String # Results # Included

software AND (“log issues” OR“log issue” ) 684* 3
“log quality” software 2,840* 7
“logging quality” software 249* 14
“software log quality” 0 0
“software engineering” AND ( “logging issues” OR “logging
issue”)

132 11
“log smell” 9 0
“log smell” software 1 0
“logging smell” OR “logging smells” 3
“logging code smell” 5 3
“log anti-pattern” OR “log anti-patterns” 1 1
“logging anti-pattern” OR “logging anti-patterns” 26 12
“bad logging practices” software 16 4
“bad logging practice” software 10 5
“logging bad practices” software 0 0
* results after the first five pages (≈50 results) were only browsed

explains the large difference between the number of results (# Results) and the number of papers included (#
Included) for some queries. In case a paper title and abstract looked relevant, the paper was properly assessed
(full paper reading). We did not snowball the results as the goal of the study was not to conduct an SLR but
to investigate log smells.

Extremely general search terms resulting in millions of search results, such as “quality of log” and “soft-
ware log issue” were excluded. In such cases, the term “log” often did not mean a software log but could refer
to, for example, forestry or a log generated through some other process than software (e.g., oil drilling).

4.2.2 Data Extraction

Selection and data collection process. The data collection and extraction were done between February 2024
andMarch 2024. We made the searches using the queries and recorded all the results from the Google Scholar
searches on a spreadsheet. Listing all results from the searches was needed for the validity of the study, as the
search results from Google Scholar could vary over time. During this process, an author labeled each paper
relevant or irrelevant based on the title and abstract of the paper. Only papers that were considered relevant
after this step were read. The similarity of data extraction was ensured by reassessing all included papers
again once the first round of data extraction was completed. Additionally, all authors discussed any issues that
arose during the data extraction. Section 7 further discusses potential threats to this process.

The process resulted in 43 papers fromwhichwe extractedmetadata, reported issues, and software logging-
related tools as described in Table 3. The columns “Criteria” and “Description” explain the extracted data,
while column “RQ” indicates which research question the extracted data is related to. The metadata was
collected from the source of the paper, while the other data was obtained by reading the paper. The issues
highlighted in the papers were extracted mostly as direct quotes. Additionally, to separate the different tools in
the data and the paper, each tool was given an identifier. If the creators of the tools provided a name, we used
that. Otherwise, we identified the tool by using the last name of the first author and the year of publication.

We did not exclude secondary studies, such as SLRs, as the objective was to collect a comprehensive set
of issues and tools. We included the issues reported in these papers and cited only the literature review, as
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Table 3: Data extraction criteria
Criteria Description RQ
Authors The authors of the paper Meta
Title Title of the paper
Year Publication year of the paper
Venue Publication venue of the paper
Logging issues Issues related to logging highlighted by the paper RQ1
Logging tools Presented tools related to logging issues RQ2, RQ3

commonly the authors of the secondary studies had synthesized issues from several papers to form an issue
category of their own. This is also consistent with the decision of not snowballing. For the tools reported in
secondary studies, we included all the presented tools if relevant and cited the original publications.

4.3 Data Analysis
To answer RQ1, we combined the data extracted from the papers to form general logging issues and qualita-
tively analyzed them to identify categories suitable for the goals this study. We performed the data analysis in
two steps, as illustrated in Figure 3. In step 1, we defined the categories of logging issues while in step 2 we
classified the logging issues according to the categories defined in the previous step. The two-step approach
allowed us to explore different ways to categorize all potential logging issues initially identified in the data.

We conducted step 1 using several techniques. The first activity in this step was extracting the initial list of
issues from the raw data, which was done by one author. We (loosely) aggregated the issues presented in the
papers using the open coding technique. This is a technique used, for example, in grounded theory studies (Stol
et al., 2016) to extract data points from raw data and categorize them. To explore suitable categories for the
issues while refining them, we conducted an open card sort (Spencer and Garrett, 2009), involving all the
authors. In an open card sort, participants receive cards with words on them and are asked to group the cards
based on their own criteria; there are no pre-defined groups (i.e., open), and the participants need to define
their own categories. Open card sorting can reveal different ways of categorizing the data, as the participants
might sort the cards in very different ways. In the card sort conducted for this step, each issue was a single
card, and each author did the sort independently using an online platform1. Before doing the sort, the authors
agreed that our categorization should be relevant to logging issues. For example, an existing categorization of
“why, where, what, and how to log” (Gu et al., 2023) would not be suitable for our study, as it is more focused
on the process of logging rather than the issues of logging. After conducting the open card sort, the results
were discussed among all authors, and the main categories were decided based on the discussion.

First, we slightly refined the issues using open coding and the experience gained from the open card sort
conducted in step 1. In step 2, we used similar methods as in step 1. We updated the descriptions of the issues
when needed and categorized the issues in the categories defined in step 1 using a closed card sort. Unlike
an open card sort, a closed card sort begins with a pre-defined set of categories. All authors did the sort and
it was conducted similarly as in step 1. The closed card sort resulted in three different classifications of the
issues. Therefore, the authors discussed the differences to obtain a consensus. This process was iterative,
including further refining the issues and their definitions; and this loop was repeated until the authors reached
full agreement. The refinement of issues consisted of combining, renaming, and reorganizing the issues,
as well as adding proper descriptions and reasoning why an issue is problematic. During this process we
recorded also the facets (i.e. ways an issue can present itself) for the formed logging issues. For example,
“access control” and “finding log files” were merged into “log file management”. The output of step 2 was

1https://provenbyusers.com/
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Figure 3: The process for identifying the logging issues and categorizing them.
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the final definitions of the logging issues and their categorization.
The data analysis for RQ2 and RQ3 was similar. In RQ2, we identified the tools detecting logging issues,

while in RQ3 we focused on tools providing a solution for them. The distinction between the two was made
by investigating the output of the tools. If the tool only highlighted an issue, for example, by providing a
location in the code, it was considered a detection tool. Solution tools were required to suggest changes or
automatically fix issues, such as changing the logging level of a certain log line from error to warning. We
analyzed the tools with respect to the log smells defined in the answer to RQ1 to see which smells would be
detected or solved. Further, to better understand the aspects covered by the log smells, we mapped the tools
to the specific facets of the smells they detected or solved.

4.4 Replicability
To allow replication, verification, and extension of this study, the raw data and complete results of the study
will be provided in a replication package. We plan to make it publicly available upon acceptance of the paper.

5 Results
5.1 RQ1: Taxonomy of Log Smells
By answering RQ1, we aim to define a taxonomy of log smells. As discussed in Section 4.3, we went through
step 1 and step 2 to analyze the data extracted from the existing papers.

In step 1, we identified 51 logging-related issues. We then categorized the issues by doing an open card
sort, which resulted in several different ways of categorization. The proposed categories included, for example,
“logging process”, “logmanagement”, and “dual nature”; the list of issues and the card sort results are provided
in the replication package. After discussions among all authors, we decided to use three categories: “Causes
of log smells”, “Log smells”, and “Consequences of log smells”. These three categories were determined
to be the most appropriate to answer RQ1 as they allow us to identify log smells as well as their causes and
consequences, which help better understand their evolution. Specifically, we defined the categories as follows:

• Causes of log smells: Issues that can lead to log smells. The issues in the group are not necessarily
directly visible in the logging code or log files, but they are aspects of the project that, if not managed
properly, will lead to concrete issues or log smells.

• Log smells: Issues in the logging code or the actual logs that might cause problems but do not affect
the functionality of the project. A more detailed description of log smells is given in Section 3.

• Consequence of log smells: Issues created by logging code, log file, or the logging system being
affected by log smells over time. We consider only direct issues caused by the log smells and exclude
issues that are affected but not directly caused by log smells, such as logs being useless for failure
analysis.

In step 2, we categorized the issues into the aforementioned three categories. We refined the description
of the issues, but did not change the issues. To make the process complete, we additionally used a fourth
category called “Something else” that caught all issues not related to log smells.

The results of the closed card sort indicated a lack of agreement on several issues; therefore, the authors
thoroughly discussed the results. This resulted in an iterative process in which the issues were refined and
combined, and their classification was reconsidered. The outcome was 19 high-level logging issues which
were categorized as log smells, their causes, or consequences. Additionally, we identified seven issues related
to other aspects of logging, which are shortly described in A.
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Table 4: Overview of categorized logging issues.
Causes of log smells Log smells Consequences of log smells

CA1 Lack of general logging guide-
lines

CA2 Developers’ domain knowl-
edge and experience

CA3 Logging libraries
CA4 Separately developed compo-

nents
CA5 Insufficient logging code

maintenance

LS1 Format turmoil
LS2 Undercover identifier
LS3 Mercurial logging level
LS4 Deceptive variable
LS5 Variable on the edge
LS6 Message madness
LS7 Logging lost in the wind
LS8 Landfill logs
LS9 Sleeping guards
LS10 Skeleton in the closet

CO1 Information leak
CO2 Temporal inconsistency
CO3 Effect on system performance
CO4 Accidental side-effects of log-

ging code

An overview of the issues classified in the three categories is presented in Table 4. We describe each
of the categories and their associated issues in more detail in the following subsections. To document the
issues, we use the template below. However, we have omitted or added elements for some issues based on
their relevance.

Issue ID: Name of the issue

• Description: General description of the issue and its facets, i.e., the different ways it can be
manifested.

• Implications: Description of why the issue is problematic and its potential consequences.
• References: References to papers mentioning the issue.
• Example: Provides an imaginary example of log entries or logging code affected by the issue

when such an example is applicable. The problematic parts in the example are highlighted in
gray. Additionally, we provide references to real-life examples of the issue presented in other
papers.

5.1.1 Causes of log smells

The section presents in detail the five logging issues classified as causes of log smells.
CA1: Lack of general logging guidelines

• Description: A common cause of log smells is the lack of shared understanding of logging practices
among the developers. Each company or developer might have different practices for logging, which
creates the need for having rigorous specifications of the logging process and guidelines for logging
within a project. Issues related to such guidelines include them being missing, incomplete, or outdated.

• Implications: Issues with guidelines can lead developers to adopt different work practices that creates
unnecessary inconsistency, confusion, and delays.
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• References: Anu et al. (2019); Bogatinovski et al. (2022); Gholamian andWard (2020); He et al. (2018);
Li et al. (2020a); Yuan et al. (2012b); Zhu et al. (2015)

CA2: Developer’s domain knowledge and experience

• Description: Developers writing the logging code make the final decision of what, how, and where
to log. However, developers have varying amount of working experience as well as knowledge of
different technologies, development methods, and the product being developed. All these factors affect
their logging decisions, even if the project has a clear specification of logging. Especially developers
not having the domain knowledge or not being familiar with the whole project might have difficulties
making good logging decisions. Knowing the whole system is particularly important when the project
consists of several systems, as retrieving meaningful information from the log files can be complicated
in such cases.

• Implications: Creates unnecessary differences in logging practices and logs.
• References: Anu et al. (2019); He et al. (2022); Liu et al. (2020); Rong et al. (2023); Yang et al. (2021);

Zhu et al. (2015); Zhao et al. (2017a); Zhaoxue et al. (2021)
CA3: Logging libraries

• Description: Adopting a logging library can result in more systematic logs, with developers having sev-
eral options to choose from. As the libraries and other logging solutions have different functionalities, a
project might use several logging libraries. However, the libraries might not be able to produce uniform
logging because they might not be compatible with each other or have limited configurability. Even if
the libraries could be configured similarly, the configurations could be inconsistent. Additionally, when
new versions of libraries are released, the projects need to update them, which requires resources and
might also require changes in the logging code.

• Implications: Using multiple logging libraries increases the effort needed for producing systematic and
uniform logs throughout a project. The changes required by the updates require extra resources from
the development team and might cause unexpected errors.

• References: Hassani et al. (2018); Chen and Jiang (2019, 2022)
CA4: Separately developed components

• Description: Nowadays, a software project can consist of several components, which all might have
been created by different development teams. While this has its advantages, it can introduce complexity
in logging. The components might be developed with different technologies which increases the like-
lihood that they have adopted different libraries for logging. The different components might also use
different logging styles, locations, and formats.

• Implications: Having several components or concurrency makes using the log files more complex, as
the logs from different components might be significantly different. Another consequence is the need
for more thorough planning of the project’s logging practices.

• References: Bijvank et al. (2013); He et al. (2018, 2022); Marron (2018); Yang et al. (2021); Zeng et al.
(2019)

CA5: Insufficient logging code maintenance
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1 2024-07-26 12:39:19Z INFO [database] Connecting to database
2 2024-07-26 12:41:46Z WARN [database] Connection slow, retrying
3 2024-07-26 12:42:16Z ERROR [database] Failed to establish connection: Connection

timeout. Abort proc.↪

...
n 2024-07-26 16:34:12Z INFO [database2] Connecting to database

Figure 4: The example log template that, when applicable, is used to illustrate the presented logging issues.

• Description: Developers frequently update feature code, but it can be challenging for them to also
keep the logging code updated. Moreover, changing the logging code does not always improve it,
as the changes might address only a specific use case while ignoring the needs of other parts of the
project. Further, the changes might introduce mistakes in the logging code, such as typos, adding
wrong variables, or making the code less understandable. Several studies show that logging statements
are written and refined in an ad-hoc manner and possibly not until when failures have already happened,
and logs would have been needed (Gu et al., 2023).

• Implications: Eventually, the lack of maintenance might result in logging code that is obsolete, in-
sufficient, or misleading. Different domains also do maintenance differently; for example, compared to
server and desktop apps, mobile apps have less maintenance but their developers more frequently delete
logging code (Zeng et al., 2019).

• References: He et al. (2018); Chen and Jiang (2019, 2022); Fu et al. (2014); Gu et al. (2023); Li et al.
(2020a, 2021a); Shen et al. (2023); Yang et al. (2021); Yuan et al. (2012b); Zeng et al. (2019)

5.1.2 Log smells

Log smells are issues that are poor design choices or impact the quality of logs in a way that could result in
a more serious problem (see Section 3 for a more thorough definition of log smells). This section presents
10 logging issues categorized as log smells. We illustrate the log smells in practice by showcasing a smelly
log for each type. When possible, we modified the log shown in Figure 4 to be affected by a smell. For some
smells, the log was not applicable, so a different example is used in those cases. In the modified examples,
␣ denotes a missing value or log entry, while ↪ denotes a line break.
LS1: Format turmoil

• Description: Issues in logging format. Logging format defines a structured way of presenting the
information in log files. A well defined format allows developers to effectively search the logs and
makes them more machine-friendly. However, a format can have several issues. The facets of the smell
can be related to the specification and usage of logging format, such as inconsistency and incompleteness
of the format, or a project not following a format or having several formats.

• Implications: This smell increases the complexity and effort of utilizing the information recorded in
the log files, especially when inspecting several log files.

• References: Bijvank et al. (2013); Chen and Jiang (2022); He et al. (2022); Marron (2018); Patel et al.
(2022); Yang et al. (2021)

• Example: The following two log entries come from different systems within the same software project.
The entries indicate that the systems use different formats for logging the same event. Additionally,
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neither of the entries presents all the necessary information shown in Figure 4: line 1 is missing the
verbosity level, while line 8 has an incomplete timestamp. These issues would create difficulties in
filtering and matching the information.
1 [16:00:34.276Z 08/06] [database] ␣ Connecting to database DB1
...
8 INFO Jun 08 24 sys2: DB2 connecting to database

A real-life example of a formatting issue is presented in Patel et al. (2022).
LS2: Undercover identifier

• Description: Issues in the identifier of a log entry. Identifiers are used in logs to mark the component
(or, in case of concurrency, the thread) which created the log entry. In order to use the logs effectively,
log entries must be linked to the specific components or threads that created the log entry. The facets
of the smell are missing, vague, and wrong identifiers.

• Implications: Without the link, using the information in the log becomes unnecessarily laborious or
even impossible. Having proper identifiers is especially important within a project consisting of several
components or using concurrency.

• References: Xu et al. (2009); Zhao et al. (2023)
• Example: Similarly to the log presented in Figure 4, line 1 correctly indicates that a connection is

being established, with the database component producing the log entry. However, the second entry is
linked the to server component (highlighted in grey) even though it should be indicating, by replacing
[server] with [database], that the connection to the database is slow. This could be misleading as
a connection to the server could also be slow. Finally, the identifier is missing from line 3, which makes
it unclear where the error (i.e., connection timeout) occurred.
1 2024-07-26 12:39:19Z INFO [database] Connecting to database
2 2024-07-26 12:41:46Z WARN [server] Connection slow, retrying
3 2024-07-26 12:42:16Z ERROR ␣ Failed to establish connection: Connection timeout. Abort proc.

A real-life example of a missing identifier is presented in Zhao et al. 2023, Listing 1.
LS3: Mercurial logging level

• Description: Issues in logging level. The level is used to indicate the importance of a log entry as well
as to categorize and filter the logs. Choosing the correct level is challenging, and as a consequence,
changes in them are common. The facets of the smell include missing, incorrect, and inconsistent log
level.
A log level is missing when the severity is not indicated. Incorrect levels occur when the log level is
indicated but it does not describe the recorded event correctly; for example, a log entry describing an
expected event is categorized as a error. Inconsistencies in the assigned levels mean that the same kind
of events have different logging levels in different parts of the code, even though they should have the
same level.

• Implications: Having to filter log entries by their log level when the latter has issues can complicate
the analysis and create confusion. In such cases the retrieved data might be missing relevant events for
debugging or add noise to the results.
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• References: Anu et al. (2019); Bogatinovski et al. (2022); Chen and Jiang (2017); Gholamian andWard
(2020); Hassani et al. (2018); Li et al. (2021c,a, 2017b); Patel et al. (2022); Xu et al. (2009); Yuan et al.
(2012b); Zhao et al. (2017a); Zhaoxue et al. (2021)

• Example: The example affected by the smell deviates from Figure 4 in several ways. Line 2 reports a
slow connection to the database and records it as an ERROR, even though the entry should be classified
as a WARNING because the system still tries to establish a connection. The next line reports that the
connection eventually timed out; this entry does not have a log level, even though it should be labeled
as an ERROR. Finally, line 81 reports the system connecting to the database and labels it as an ERROR;
however, this is inconsistent since the same message was labeled as an INFO level message on line 1.
1 2024-07-26 12:39:19Z INFO [database] Connecting to database
2 2024-07-26 12:41:46Z ERROR [database] Connection slow, retrying
3 2024-07-26 12:42:16Z ␣ [database] Failed to establish connection: Connection timeout. Abort

proc.↪

...
81 2024-07-26 16:34:12Z DEBUG [database2] Connecting to database

Real-life examples are provided, among others, in Chen and Jiang 2017, Fig 4; Patel et al. 2022, Tab
15; Hassani et al. 2018, p. 3262; Bogatinovski et al. 2022, Fig 1b; and Li et al. 2017b, p. 1842.

LS4: Deceptive variable

• Description: Variables are used in logging to record the initial state of the program at the time of
executing the logging code. The facets of this smell are missing, wrong, malformed output, and varying
granularity.
Missing and wrong variables occur when a developer does not include the appropriate variable in a log
entry or uses the wrong one, respectively. Even when the correct variable is logged, it might not have a
defined string form, so logging it produces a malformed output that can produce unexpected, long, and
confusing logs. Finally, log entries documenting similar events might vary the granularity by arbitrarily
providing different levels of detail or including different variables.

• Implications: Missing and wrong variables, as well as malformed output, create confusion and render
the logs less useful. Varying granularity could cause information loss or lead the developer to think
similar codes work differently.

• References: Bijvank et al. (2013); Chen and Jiang (2017, 2019); Patel et al. (2022); Yuan et al. (2012b)
• Example: The example modifies the code presented in Listing 1. Line 5 uses variable conn as part of

an error log entry, when it should log variable e instead. The issue is that conn is an object, not the
name of the database or a description of the occurred error, which can lead to a malformed output if
the object does not have a defined string presentation or logs irrelevant information. Another issue may
occur if the logging statement on line 5 indicating a failed connection cannot be associated with the
database, as it might crucial for debugging to be identify which database was involved.
1 try:
2 logger.info(f'Connecting to database')
3 conn = sqlite3.connect(db_file)
4 except sqlite3.Error as e:
5 logger.error(f'Failed to establish connection: {conn} . Abort proc.')

An example of the varying granularity facet could be related to the accuracy with which a variable is
logged. For demonstrating the smell, we present a piece of code related to currency exchange rate. The
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code logs the exchange rate if it is higher or equal than a predefined threshold. Here, the threshold for
a high rate has six decimals, while the rate is logged using only three. This can cause confusion as the
log suggests the comparison was done with three decimals instead of six, which could potentially lead
to small exchange rates, such as 1.555111, to be logged.
1 if exchange_rate >= 1.555555 :
2 logging.warning(f"High exchange rate for currency_pair: {exchange_rate:. 3 f}")

Real-life examples are presented for instance in Yuan et al. 2012b, Fig 5; Chen and Jiang 2017, Fig 4;
Patel et al. 2022, Tab 14, example 7.

LS5: Variable on the edge

• Description: As in any other code, the variables in the logging code need to be used safely, as unsafe
usage can create issues during the program execution. The facets of this smell include uninitialized
variables, null objects or references, and explicit casts.
Uninitialized variables are variables which are used before they have been given a value. Therefore,
printing them or performing operations can result in an unpredictable outcome. Null objects and refer-
ences are objects which do not have a value or references whose value is implicitly indicating that they
do not point to a valid object; using these references/objects has similar consequences as uninitialized
variables. Explicit cast might force a conversion to an unsuitable type.

• Implications: Using “variables on the edge” could lead to output some incorrect information or in the
worst case to crash the program.

• References: Chen and Jiang (2017, 2019); Patel et al. (2022)
• Example: The example modifies the logging code presented in Listing 1. On line 2, the variable is used

before it is defined; this can lead to printing something unknown or outdated value if a variable with the
same name was previously used in the code. In both cases the log would contain wrong information.
Alternatively, the logging statement could crash the program.
1 try:
2 logger.info(f'Connecting to database {conn} ')
3 conn = sqlite3.connect(db_file)
4 except sqlite3.Error as e:
5 logger.error(f'Failed to connect to database: {e}. Abort proc.')

Real-life examples are presented in Chen and Jiang 2017, Fig 4 and Patel et al. 2022, Tab 14, example
6.

LS6: Message madness

• Description: Logging messages are the static text of a log entry; this smell includes the issues related
to them. The facets in the case of a single log entry are missing, wrong, and imprecise messages, as well
as unnecessary stack traces and language issues. For multiple log entries, the facets are inconsistent
and duplicated messages.
Inconsistent messages occur when messages that should be similar are actually different, for example,
due to differences in granularity. However, a duplicated message can be also an issue in some cases.
Language issues can affect any message; they include, for instance, typos, grammar issues (including
wrong verbe tense), unclear language, and incorrect translations.
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• Implications: The logs are misleading, difficult to comprehend; locating the source of the log from the
code becomes more laborious.

• References: Bijvank et al. (2013); Bogatinovski et al. (2022); Chen and Jiang (2019, 2022); Ding et al.
(2023); Gu et al. (2023); Hassani et al. (2018); He et al. (2022); Li et al. (2021a,b, 2022, 2017b); Lu
et al. (2015); Liu et al. (2020); Patel et al. (2022); Shen et al. (2023); Yuan et al. (2012b); Zhao et al.
(2023).

• Example: The example below has several differences compared to the log shown in Figure 4. Already
line 1 demonstrates multiple issues. First, it uses the wrong verbe tense, as it indicates the connection
was already established, when in reality the program is still connecting to the database. Second, it is
inconsistent with line 8, even though both entries record the same event. Line 2 uses unclear language,
as using the word “slow” would be more clear. Finally, line 3 is missing the message about failing to
establish the connection.
1 2024-07-29 15:09:51Z INFO [database] Connect ed to database
2 2024-07-29 15:11:36Z WARN [database] Connection stagnant , retrying
3 2024-07-29 15:12:03Z [database] ERROR ␣
...
8 2024-07-26 16:34:12Z INFO [database2] Connecting to database

Real-life examples are provided for instance in Chen and Jiang 2019, Fig 8; Yuan et al. 2012b, Fig 9;
and Patel et al. 2022, Tab 13.

LS7: Logging lost in the wind

• Description: Missing logging indicates that the logging code or the log file lacks relevant logging
entries. The facets are not having a logging entry in the code and setting the logging verbosity to a too
scarce level at runtime.

• Implications: Missing entriesmake the logs less useful as important runtime information is not recorded.
This might result in some issues in the software going unnoticed. If the system logs only issues from a
certain logging level and ignores others, debugging an issue might become difficult as the granularity
of the recorded information is not sufficient; moreover, mistakes in assigning logging levels become
more severe.

• References: Chen and Jiang (2022); Fu et al. (2014); Hassani et al. (2018); He et al. (2022); Li et al.
(2021a, 2017b); Lu et al. (2015); Patel et al. (2022); Shen et al. (2023); Yang et al. (2021); Yuan et al.
(2012a); Zhaoxue et al. (2021)

• Example: Compared to the example log shown in Figure 4, the below example is missing a log entry.
It does not indicate whether a connection was established to the database. This is considered a missing
log entry and could cause difficult debugging as there is no record of the connection failing due to a
timeout.
1 2024-07-29 15:09:51Z INFO [database] Connecting to database
2 2024-07-29 15:11:36Z WARN [database] Connection slow, retrying
␣
...
8 2024-07-26 16:34:12Z INFO [database2] Connecting to database

A real-life example is provided in Patel et al. 2022, Sec 4.3.1.
LS8: Landfill logs
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• Description: Issues related to having too much logging. The facets are useless, redundant, and too
detailed log entries. Note, that this smell is context dependent as ’too much’ and ’useless’ depend on
the task the log is used for. For example, the issue could be caused by placing logging in a tight loop
or not properly aggregating information.

• Implications: This smell hides important information in the logs and affects the efficiency of the system
where the logging occurs. Excessive logging can also make the log files impossible to analyze manually
and thus introduce the need for tools and automation as part of the logging system. A large amount of
logs can also affect the logging file management as large files might become too big to open or join with
another file and require more storage space.

• References: Ding et al. (2015); Fu et al. (2014); Gu et al. (2023); Hassani et al. (2018); He et al. (2022);
Li et al. (2021a); Lu et al. (2015); Marron (2018); Patel et al. (2022); Zeng et al. (2019)

• Example: The example extends the log presented in Figure 4. At line 1, the program attempts to
connect to a database. However, due to the high volume of logging, the slow connection (line 3471)
and eventual failure to connect (line 7392) are reported thousands of lines apart. In addition to that,
line 3470 presents a completely unnecessary log entry, while line 3472 is relevant but most likely too
detailed for the majority of the use cases of the log.
1 2024-07-26 12:39:19Z INFO [database] Connecting to database
...
3470 2024-07-26 12:40:46Z DEBUG: The quick brown fox jumps over the lazy dog.

3471 2024-07-26 12:41:46Z WARN [database] Connection slow, retrying

3472 2024-07-26 12:41:46Z INFO Server started on port 8080 at 2024-07-26 12:41:43 | Environment: Prod

| Server Details: Java Version: 11.0.11, Memory Allocation: 8GB RAM, CPU Cores: 4, Operating

System: Linux (Ubuntu 20.04.3 LTS) | Additional Notes: Admin Contact: admin@example.com,

Backup Schedule: Daily, 02:00 UTC, Log Rotation: Weekly, Sundays at 00:00 UTC

↪

↪

↪

↪

...
7392 2024-07-26 12:42:16Z ERROR [database] Failed to establish connection: Connection timeout.

Abort proc.↪

Marron 2018, Fig 1 provides a real-life example in JavaScript; Hassani et al. 2018, p. 3265 describes a
real-life scenario when a project produced too much logging; and Patel et al. 2022, Tab 16 example 9
present a case of removing redundant information from a log entry.

LS9: Sleeping guards

• Description: Logging guards encapsulate a piece of logging code and control whether it is executed or
not. The facets for this smell are missing guards and incorrect guards.
Missing guards result in the code associated with a logging statement being executed regardless of
whether an actual log entry is recorded. Incorrect guards have conditions that do not match their in-
tended execution such as requiring a different logging level than the one used in the logging entry.

• Implications: Incorrect or missing sleeping guards negatively affect the performance of a program
when code related to logging is executed but no log entries are created based on the execution code.
This uses resources without producing anything. Additionally, having only part of the logging code
inside logging guards could lead to undefined or outdated variables which might crash the program or
produce an erroneous log entry.
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• References: Chen and Jiang (2019); Zhi et al. (2022)
• Example: The smell is demonstrated with a piece of code retrieving the contents of an HTML page.

The code is meant to create and log a specifically formulated report of the content when the logging
verbosity of the program is set to DEBUG. However, without the logging guards the report is formulated
every time the code is executed, regardless of the currently used logging verbosity. This could cause
performance issues as the report formulation could require a lot of resources depending on the amount
of data on the web page.
1 logging.debug("Starting webpage processing")
2 html = fetch_webpage(url)
3 titles = parse_webpage(html)
4 <missing logging guard>
5 report = generate_debug_report(titles)
6 report_str = "Report Summary: {report['summary']}, Titles: ..."
7 logging.debug("Generated report: {report_str}")

Real-life example of added logging guards is provided in Chen and Jiang 2019, Fig 9 (ALG).
LS10: Skeleton in the closet (logging code smells)

• Description: Issues related to the code used to create the log. This covers the code required in prepa-
ration for creating the actual logging entry, such as condition checks, data aggregation, variable con-
versions as well as the code doing the actual logging. This smell can be considered a meta log smell
as it includes any kind of quality issues affecting the logging code, such as code smells like long and
duplicated code, as well as issues in comprehensibility.

• Implications: Code issues (smells) weaken the clarity and comprehensibility of the code and thus have
an effect on the maintainability. However, it is worth noting that just having logging among feature code
can sometimes decrease the clarity of the feature code. These issues might also affect the performance
and resource usage of the code.

• References: Chen and Jiang (2017, 2019, 2022); Gholamian and Ward (2020); Li et al. (2021a); Zhi
et al. (2022)

• Example: The two functions below are affected by smells of the logging code. More specifically,
they are affected by the “duplicated code” code smell as it is unnecessary that both functions connect
to a cursor. Additionally, they are subject to the “inappropriate intimacy” code smell as the logging
statements are coupled with the database operations, which makes it more difficult to change the logging
without affecting the database code.
1 def insert_user(conn, name, age):
2 logging.debug(f"Inserting user: {name}, Age: {age}")
3 cursor = conn.cursor()
4 cursor.execute('''INSERT INTO users (name, age) VALUES ...)
5 conn.commit()
6
7 def fetch_user(conn, user_id):
8 logging.debug(f"Fetching user with ID: {user_id}")
9 cursor = conn.cursor()

10 cursor.execute('''SELECT * FROM users WHERE ...)
11 user = cursor.fetchone()
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12 logging.debug(f"Fetched user: {user}")
13 return user

A real-life example of code duplication in logging is shown by Chen and Jiang 2017, Fig 4.

5.1.3 Consequences of log smells

The third category is the consequences of log smells. As mentioned earlier, we focused only on the direct
consequences of log smells. The issues, their descriptions, the log smells causing them, and their implications
are presented below.
CO1: Information leak

• Description: Log files might be publicly accessible to anyone using a software. In such cases print-
ing sensitive information in the log file could cause an information leak. The data includes network,
database, location, and user account-sensitive data, as well as kernel pointers and cryptographic keys.

• Implications: The leaked information might make the software more vulnerable to attacks as the in-
formation can be used against the software. Alternatively, the leaked data might be the personal data of
the people or companies using the software and could be used directly against them or simply lead to a
privacy breach.

• Causes: “Mercurial logging level” (LS3) could cause it when certain logging levels are used for internal
debugging, but then a log entry containing sensitive information is labeled with an incorrect logging
level. A similar situation may happen with smell “Sleeping guards” (LS9), as the leak could be caused
by poorly defined logging guards. As a sign of “Landfill logs” (LS8), developers might produce too
detailed logging and, while do so, they might log —by accident— sensitive information. Finally, the
negative impact on code comprehensibility of ‘Skeleton in the closet” (LS10) could make the code more
prone to leaks.

• References: Gu et al. (2023); Li et al. (2021a, 2017b); Patel et al. (2022); Zhou et al. (2020)
• Example: The example code connects to a database and logs all the data in it. If the access to the

resulting log file is not restricted,it could potentially leak sensitive user information.
1 conn = sqlite3.connect(db_file)
2 cursor = conn.cursor()
3 cursor.execute("SELECT * FROM users WHERE id= ...)
4 user_data = cursor.fetchone()
5 logging.info("Fetched data: user_data")
6 conn.close()

A real example of an information leak is provided in example 13 of Table 17 in Patel et al. (2022).
CO2: Temporal inconsistency

• Description: Temporal inconsistency is created when the temporal relation of events in the code and
the relation inferable from the log file differ from each other. For example, a log entry might mistakenly
indicate that a process was completed when it is was only started; also, due to concurrency, the order in
which log entries are written in the log file could not reflect the real order of the corresponding (logged)
actions. This issue is particularly problematic in a black-box situation, where the reader of a log file
cannot access the source code and therefore cannot verify the order of logged events.

19



• Causes: “Message madness” (LS6) as language mistakes, particularly in verb tenses, within the mes-
sage of a logging entry can create amisleading impression of the code’s execution. Additionally, missing
log entries, i.e., symptoms of “Logging lost in the wind” (LS7), might make linking related log entries
difficult and hence cause confusion interpreting the order of events in the log. The same logic applies
to smell “Undercover identifier” (LS2). The “Skeleton in the closet” (LS10) smell an affects the overall
quality of the logging code and hence makes creating such inconsistencies more likely.

• Implications: Interpreting the log files is misleading, confusing, and more laborious.
• References: Ding et al. (2023)
• Example: The example is based on the logging code shown in Listing 1 and related to the log file shown

in Figure 4. The logging code at line 2 has the wrong tense as it is executed before trying to connect
to the database. Consequently, based only on the line 1 of the log file, the connection is already made.
This confuses the reader as the following log entries report a slow connection and failure to connect to
the database, while in reality, the connection was never established, and the system had stopped trying
to connect.
Logging code:
1 try:
2 logger.info('Connect ed to database')
3 conn = sqlite3.connect(db_file)
4 except sqlite3.Error as e:
5 logger.error('Fail ing to connect to database: {e}. Abort proc.')

Log file:
1 2024-07-29 15:09:51Z INFO [database] Connect ed to database
2 2024-07-29 15:11:36Z WARN [database] Connection slow, retrying
3 2024-07-29 15:12:03Z [database] ERROR Fail ing to connect to database: Connection timeout.

Abort proc.↪

Additional examples of temporal inconsistencies are presented in Ding et al. (2023).
CO3: Effect on system performance

• Description: Running the logging code and writing the logs causes (non-constant) performance over-
head. The execution of the code can be either expected or parasitic in the case that logging is disabled,
but logging code is still executed without it outputting anything.

• Causes: The performance overhead caused by logging can become an issue when the volume of logging
is high (“Landfill logs” (LS8)). In this case the cost is visible from the logs, but the parasitic cost caused
for example by poorly set logging guards is more difficult to identify (“Sleeping guards” (LS9)). Smell
“Skeleton in the closet” (LS10) might affect the efficiency of the code.

• Implications: The effects on the performance can be seen in several aspects of the system, such as
running speed of CPU, memory usage, overhead in disk/IO bandwidth and storage, battery consump-
tion, response time, and the impact these conditions have on the end-user experience. Developers may
not be fully aware of the performance cost associated with logging; moreover, determining the optimal
amount of logging is challenging because the workload of the system is not constant.

• References: Chen and Jiang (2017, 2022); Ding et al. (2015); Fu et al. (2014); Gu et al. (2023); Li et al.
(2021a); Marron (2018); Zeng et al. (2019); Zhao et al. (2017a)
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CO4: Accidental side-effects of logging code

• Description: Executing logging code can change the status of the software.
• Causes: This could be caused, for example by the “Variable on the edge” (LS5) smell when a variable

is used carelessly and result in crashing the program or another unexpected behavior. Alternatively, the
issue could be caused by the “Landfill logs” (LS8) as the unnecessary logging code makes the code
less comprehensible. Also, smell “Skeleton in the closet” (LS10) has a negative effect on the code
comprehensibility and thus makes it more prone to accidental side-effects.

• Implications: Logging code can alter the status of the program in many ways. The developers might
face, for example, bugs or crashes that are difficult to locate, and this can affect both the developers as
well as the users of the software.

• References: Marron (2018); Yuan et al. (2012b)
• Example: Unexpected behavior could occur in a program using several threads, as the program could

be affected by deadlocks if the logging mechanism is not thread-safe. A real-life example of a misplaced
logging statement corrupting the software state is presented in Yuan et al. 2012b, Fig 3.

5.2 RQ2: Tools detecting logging issues
As shown by answering RQ1, we identified several log smells. While not all of the smells can be fully
addressed automatically, many of them could be detected or solved to some extent using automated tools. In
this RQ, we focus on identifying the tools that detect log smells, i.e., tools that highlight log smells but do not
propose a solution for them.

From the survey, we identified 8 tools detecting log smells and 10 tools detecting other kinds of logging
issues. Since we focus on log smells, we only provide a short description of the tools detecting other log-
ging issues in B. Below, we present the description of the tools detecting log smells, followed by Table 5
summarizing the mapping between the tools and the facets of log smells that can be detected by them:
• CLIF (Lal et al., 2019) is a tool detecting whether logging should be added in if-blocks. It uses a

three-level machine learning based model and utilizes cross-project data.
• DLFinder (Li et al., 2022) detects problematic duplicated logging statements. The tool uses an abstract

syntax tree, data flow, and text analysis to detect five different types of issues.
• ECLogger (Lal et al., 2016b) detects missing logging in catch-blocks. It is an ensemble-based tool

utilizing cross-project data.
• LCAnalyzer (Chen and Jiang, 2017) detects from logging code nullable objects, explicit cast, wrong

verbosity level, long logging code (duplication of method or local variable), and malformed output. It
is a static code analyzer created with Java Development Tools.

• LogBugFinder (Hassani et al., 2018) detects typos, missed exception messages, missing log level
guards, and incorrect log levels. All issues have their own checkers, which are combined into a sin-
gle tool.

• QuLog (Bogatinovski et al., 2022) evaluates the correct log level and detects if the messages have
sufficient linguistic structure. It utilizes deep learning and explainable AI methods.
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Table 5: Mapping between facets of log smells and tools detecting them.
ID Log smell Facet Tools

LS1 Format turmoil Inconsistent, incomplete, several, no format -
LS2 Undercover identifier Missing, vague, wrong -
LS3 Mercurial logging level Incorrect LCAnalyzer, LogBugFinder

Inconsistent levels Yuan2012
Missing -

LS4 Deceptive variable Malformed output LCAnalyzer
Missing, wrong, varying granularity -

LS5 Variable on the edge Nullable objects, explicit cast LCAnalyzer
Uninitialized variables -

LS6 Message madness Language issues
* Typos LogBugFinder
Duplicated message DLFinder
Missing, wrong, imprecise, inconsistent,
unnecessary stack traces

-
LS7 Logging lost in the wind Missing logging:

* If-blocks CLIF
* Catch-blocks ECLogger
* Exception message LogBugFinder
Too scarce logging verbosity -

LS8 Landfill logs Useless, redundant, too detailed -
LS9 Sleeping guards Missing LogBugFinder, Zhi2022

Incorrect -
LS10 Skeleton in the closet Long logging code, duplicated code LCAnalyzer

Clarity, comprehensibility -

• Yuan2012 (Yuan et al., 2012b) identifies inconsistent logging levels between code clones. The tool
compares code clones and checks that, if the clones have logging code, the assigned verbosity levels
are consistent.

• Zhi2022 (Zhi et al., 2022) identifies missing and partial logging guards in pre-logging statements. The
pre-logging statements are detected using intra-procedual data dependence analysis, intra-procedual
control dependence analysis, and inter-procedural side-effect analysis.

To understand which log smells the aforementioned tools address, we compared them with the facets
described in Section 5.1.2. Table 5 lists all of them; if a tool detects a facet, it is listed in the Tool column.
Facets not having a detection tool are marked with the value “-”. Some tools address only specific parts of a
facet, and these sub-facets are indicated using an asterisk (*). The table reveals that most smells have detection
tool(s), and these tools cover a wide range of facets. Only the smells “Format turmoil” (LS1), “Undercover
identifier” (LS2), and “Landfill logs” (LS8) do not have any tools focusing on them. In contrast “Mercurial
logging level” (LS3), “Message madness” (LS6), “Logging lost in the wind” (LS7), and “Sleeping guards”
(LS9) smells have multiple tools addressing them.

The tools mostly focus on different facets of the smells, covering several facets for most smells. However,
none of the smells have all of its facets covered. Themost commonly undetected facets are related to “missing”
or “wrong” elements in logging and half of the smells (LS1, LS2, LS3, LS4, and LS6) lack a tool to identify
at least one of the aspects. These undetected issues include checking for log format usage, missing variables
in log entries, and incorrect static messages.
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It is worth noting that each tool might only partially cover a facet. In LS7, CLIF covers only missing
logging in if-blocks, ECLogger detects them in catch blocks, and LogBugFinder focuses on exception mes-
sages. For smell LS6, the facet “Language issues” consists of several sub-facets such as grammar issues and
incorrect translations. However, LogBugFinder covers only typos, which leaves most of the issues related to
the facet undetected.

5.3 RQ3: Tools repairing logging issues
While the answer to RQ2 identified tools detecting log smells, by answering RQ3 we focus on tools for
repairing them. Tools that detect an issue and propose a solution for it are referred to as repair tools. From
the survey, we identified 13 repair tools focusing on log smells and 5 tools for repairing logging issues related
to something other than log smells. Since we focus on log smells, we only provide a short description of the
tools repairing other logging issues in B. Below, we describe the 13 repair tools focusing on log smells:

• DeepLV (Li et al., 2021c) makes suggestions for logging levels; it is a deep-learning-based method
using the syntactic context and message features.

• Errlog (Yuan et al., 2012a) proactively inserts logging statements into source code, particularly for un-
logged exceptions. It uses the Saturn framework (Aiken et al., 2007) to implement a novel algorithm that
identifies potential expectation locations and checks if they are already handeled, all while minimizing
performance overhead.

• He2018 (He et al., 2018) adds logging descriptions based on existing ones; it is based on information
retrieval.

• Kim2020 (Kim et al., 2020) assesses the appropriateness of log levels and recommends alternative
levels if needed. It uses machine learning methods that learn the semantic and syntactic features of log
messages.

• LACC (Gholamian and Ward, 2020) predicts the location and severity of missing log statements in
code clones. It detects methods with logging code, calculates log-aware source code features for them,
and finally makes predictions using machine learning.

• Li2017 (Li et al., 2017a) suggests a log level for new logging statements. It uses ordinal regression
models to learn the levels from project history.

• Li2021 (Li et al., 2021b) suggests logging for exception stack traces. Predictions are made using ma-
chine learning models that are trained with several code metrics.

• Liu2020 (Liu et al., 2020) automatically generates descriptive texts for logging statements. It reduced
the problem to a retrieval-based Q&A task.

• Liu2021 (Liu et al., 2021) recommends which variables to log and is able to consider also out-of-
vocabulary words. The tool addresses this as a representation problem and trains a neural network for
presenting program tokens and based on that predicts whether an identifier should be logged.

• LTID (Zhao et al., 2023) propagates missing IDs to logs. The method uses log graphs and ID variables
in log templates.

• PADLA (Mizouchi et al., 2019) dynamically adjusts the logging verbosity level of a running system for
better recording of irregular events. It is an extension of Log4j logging framework employing an online
phase detection algorithm.
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Table 6: Mapping between facets of log smells and tools repairing them.
ID Log smell Facets Tool

LS1 Format turmoil Inconsistent, incomplete, several, no format -
LS2 Undercover identifier Missing LTID

Vague, wrong -
LS3 Mercurial logging level Incorrect DeepLV, Kim2020, Li2017,

LACC, QuLog
Inconsistent VerbosityLevelDirector
Missing -

LS4 Deceptive variable Missing Liu2021
Malformed output, wrong, varying granularity -

LS5 On the edge variable Nullable objects, explicit cast, uninitialized
variables

-
LS6 Message madness Missing / inconsistent (adds descriptions) He2018, Liu2020

Stack trace usage Li2021
Wrong, imprecise, duplicated language issues,
sufficient linguistic structure

-
LS7 Logging lost in the wind Missing

* Exceptions Errlog
Too scarce logging verbosity PADLA

LS8 Landfill logs Too detailed PADLA
Useless, redundant -

LS9 Sleeping guards Missing, incorrect -
LS10 Skeleton in the closet Clarity, comprehensibility, long and duplicated

code
-

• QuLog (Bogatinovski et al., 2022) evaluates the correct log level and detects if the messages have
sufficient linguistic structure. It utilizes deep learning and explainable AI methods.

• VerbosityLevelDirector (Anu et al., 2019) provides guidance on certain type of problematic verbosity
levels. The tool does detects exception handling and condition check code blocks, produces features
for them and creates a prediction based on them. The features are related to triggered methods, logging
content, exception type, post process, and code comment.

Similar to the results presented for detection tools, Table 6 links the repair tools to the different facets of
the log smells. The table indicates that repair tools also target most of the log smells. Only smells Format
turmoil (LS1), Sleeping guards (LS9), and Skeleton in the closet (LS10) do not have tools focused on them.
The most addressed smell is the Mercurial logging level (LS3), as 6 out of 13 repair tools focus on that smell.

In two cases, there is an overlap in terms of the target facets of repair tools, for example, incorrect log-
ging level (LS3) and missing or inconsistent logging message (LS6) both have several tools addressing them.
Despite targeting the same facets, these tools use different approaches and, therefore, they might detect dif-
ferent parts as problematic and further provide different solutions to them. The repair tools do not focus on
code-related issues, but are targeted more for mistakes in the generated log entry. Also with repair tools, a
tool might cover only a part of a facet; for example, Errlog addresses missing logging only in exceptions.
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6 Discussion
The concept of “smell” is widely adopted in software engineering to describe practices that may be potentially
harmful. Understanding them can help developers produce higher quality products, and therefore, researchers
have created taxonomies for different types of smells. Although several studies discuss logging issues, we
identified only two previous studies that have used the term “log smell”. Both of these studies focused on
specific smells rather than providing a general definition or a comprehensive taxonomy.

In this paper, we have created a taxonomy of 10 log smells and identified five causes and four consequences
associated with them. Each smell corresponds to a different aspect of logging and has multiple facets that
can manifest the smells. The need for addressing logging issues has long been recognized in the research
community, and the topic has been extensively researched. Therefore, we have examined whether the logging
tools introduced by the research community address the identified smells. We have identified eight tools
designed to detect log smell and 13 tools for repairing them.

The log smells, their facets, and the tools addressing them are summarized in Table 7. The survey compre-
hensively investigated logging-related issues, revealing that logging can be affected by a large variety of smells
at all stages of the logging process. Regardless of the smell, if the emerging issues are not taken seriously,
they might create or evolve into other problems. Therefore, developers should be aware of the smells and their
effects on the quality of logging. However, some of the smells can have a more widespread negative impact
than others. For example, “Landfill logs” (LS8) can affect performance, storage costs, and comprehensibility
of the logs; this smell was considered a potential cause for all four identified consequences of log smells.
On the other hand, “Message madness” (LS6) mainly affects the usefulness and comprehensibility of the log
entries and was identified as potential cause only once. Three smells (LS1, LS4, LS7) were not determined to
be a cause for any of the consequences. However, this does not imply that these are not potentially harmful.
The paper focused on direct consequences, and while none of these smells might directly cause a significant
problem, they all hinder the comprehensiveness, completeness, and thus usefulness of the log, making the
downstream tasks more difficult.

The results show that nine out of the smells are covered by tools, but closer inspection reveals that both
detection and repair tools only cover 10 out of 32 facets. This suggests that log smells are moderately covered
by tools, but further research is needed. The low ratio of covered facets might partly be explained by some
of the log smells having solutions that are not highlighted by the survey, either because it did not identify
all tools or because a relevant tool was developed for some other area of software engineering rather than
logging. A project could have adopted such tools for other reasons besides logging, but as a side effect, they
also improve the quality of logging. This might be true, especially for the facets that were found to have only
detection tools. For example, several tools have been developed for detecting and fixing code smells (Lacerda
et al., 2020), and therefore, the “Skeleton in the closet” (LS10) log smell, i.e., issues related to the code used
to create the log, has solutions which are not reflected in this study.

Tables 5 and 6 highlight that the focus of the identified tools varies. For detection tools, only incorrect
logging levels, missing logging guards, and missing logging are addressed by several tools, while for repair
tools, incorrect logging levels and missing messages are covered multiple times. Additionally, while some
of the tools cover several smells, most focus on a single one. Notably, almost all repair tools focus only on
one smell, the exception being LACC, which predicts the location and severity level of logging statements.
Comparing the detection and repair tools (Table 7) shows that only three facets have a detection and a repair
tool, and thus, they mostly focus on different facets.

Only smell “Format turmoil” (LS1) had neither detection nor repair tools addressing it. This was unex-
pected, as one of the main tasks for such a tool would be parsing the log files, and several such parsers already
exist (Zhang et al., 2023). However, a complete lack of solutions for LS1 might not be true, as logging li-
braries are commonly used, and they automatically format the logs according to specification. Additionally,
we excluded from the study solutions that proposed a new approach to logging instead of focusing on solving
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Table 7: Tool support for detecting (DT) or repairing (RT) the facets of the different log smells
ID Log smell Facets DT RT

LS1 Format turmoil Inconsistent, incomplete, missing, several - -
LS2 Undercover identifier Missing - ✓

Vague, wrong - -
LS3 Mercurial logging level Incorrect ✓ ✓

Inconsistent ✓ ✓

Missing - -
LS4 Deceptive variable Missing - ✓

Malformed output ✓ -
Wrong, varying granularity - -

LS5 Variable on the edge Nullable objects, explicit cast ✓ -
Uninitialized variables - -

LS6 Message madness Missing, inconsistent - ✓

Stack trace usage - ✓

Duplicated message ✓ -
Language issues ✓ -
Wrong, imprecise - -

LS7 Logging in the wind Missing ✓ ✓

Too scarce logging verbosity - ✓

LS8 Landfill logs Too detailed - ✓

Useless, redundant - -
LS9 Sleeping guards Missing ✓ -

Incorrect - -
LS10 Skeleton in the closet Long logging code, duplicated code ✓ -

a particular issue. These systems, such as Log++ (Marron, 2018), often included the element of uniform
logging (see B).

The main facets lacking automation are logging wrong or vague data, as identifiers, variables, and mes-
sages all lack such tools. However, identifying wrong or vague information is not a trivial task and sometimes
would require domain knowledge of the project. Another area that needs more focus is the quantity of log-
ging. The tools addressing “Logging in the wind” (LS7) focus on specific cases of missing logging. Therefore,
there is a need for creating more general tools or combining the existing tools into one detecting more than just
one specific case. As stated previously, “Landfill logs” (LS6) could have a significant impact on the project.
However, we did not identify tools for identifying useless or redundant logging. The usefulness of a log is
dependent on the downstream task, and therefore, several tools would be needed to address the facet properly.

Our findings are in line with recent studies on logging. In their systematic mapping study, Gu et al. (2023)
concluded that one of the aspects requiring more research focus is how “good” is the logging, i.e., the degree
of how well the intentions and concerns of logging can be implemented. They also noticed that most tools
are focused on the “where and what to log” categories. Our results are similar as we identified several tools
addressing the where-to-log issues; the identified log smells indicate that many aspects of “how good logging
is” still require more attention. In an interview conducted at Microsoft by He et al. (2022), the developers
voiced a need for off-the-shelf logging tools that help the developers. This is also visible in our results, as
even though several tools exist, many address only one logging issue. This makes adopting themmore difficult
as the developers would need to use several tools to address all relevant logging issues.

We acknowledge that we have defined smells at a higher level than in some other areas of software engi-
neering. For instance, in our taxonomy duplicated logging code is categorized under the log smell “Skeleton
in the closet”, which contains general logging code-related issues. This smell includes code smells, with “Du-
plicated code” being a a code smell on its own. However, we found that using a higher-level groupings and
then providing the facets for each smell is more practical and easier to comprehend than listing 32 separate
smells.
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7 Threats to Validity
This section discusses the validity threats of the study. We have divided the section according to Yin (2014)
into construct validity, internal validity, external validity, and reliability.

Internal validity is related to the factors affecting the data and the inferences made on it. The conducted
survey used Google Scholar as its only data source. We did not snowball the results, and we did not follow
the systematic literature review methodology. Therefore, it is likely that not all relevant papers were identified
during the process. The threat was mitigated by using several queries with different words describing logging
issues. We also followed the SLR reporting guidelines when applicable and provided all data in the replication
package.

The threat is even higher for the tool data. First, the search queries did not include any words related to
tools. This is not necessarily a threat, but we might have missed some relevant tool papers for not having
a query specifically for identifying tools. However, we mitigated this threat by including all tools reported
in literature review papers included in the survey. Those reviews included several tools our survey had not
identified. Second, several facets of the log smells could be detected or repaired with tools created for other
aspects of software engineering. For example, several tools exist for identifying and fixing variable-related
issues and code smells. The survey focused only on logging, and we did not explore tools not indicated in our
survey.

Due to resource limitations, the data extraction was conducted by a single author without verification by
another author. Therefore, the data might contain mistakes like misinterpreting text or missing relevant in-
formation. To mitigate the threat, the author responsible for conducting the survey reviewed all extractions
after the first extraction round. Additionally, all authors discussed and solved issues related to the survey
methodology, included papers, and any other problematic aspects arising during the extraction phase. Al-
though it does not entirely remove the threat, as the goal of data extraction was to identify issues without
making interpretations, we do not consider this a major threat.

In addition to the data extraction, the results could be to some extent subjective. Different persons could
have classified the identified issues differently which would created differences to the taxonomy and the iden-
tified tools. For example, tools addressing the “where to log” problemwere excluded from the results, but they
could have been labeled to address smell “Logging in the wind” (LS6). Similarly, we excluded tools report-
ing a whole logging system though they could have also been considered as tools simultaneously addressing
several issues. We mitigated this threat by conducting a card sort with all the authors, comparing the results
and iteratively correcting the classification and discussing it until we reached a consensus.

A common threat affecting literature surveys is publication bias, i.e., positive results are more likely to be
published. The selection criteria used in the survey did not require the included papers to provide a solution to
the reported logging issue, and therefore, publication bias is not considered a major threat in this survey. The
selection criteria were also selected for obtaining a representative view of the current issues, so the criteria
did not pose strict exclusion criteria based on paper type or publication venue.

Construct validity is related to how well the adopted measures represent the theoretical constructs inves-
tigated in the study. The concept of smell is already well-established in other areas of software engineering.
To keep the term consistent, we formulated the definition of a log smell based on the existing definitions of
smells in other areas and also the definitions provided in the context of logging.

External validity is concerned with the generalizability of the results outside the scope of the study. In
a survey the generalizability depends on the included primary studies. In this study, the goal was to collect
as comprehensive a list of logging issues as possible; therefore, the varying quality and scope of the included
studies were not considered a threat. However, the survey excluded gray literature, which could be a relevant
source for identifying issues the developers are facing while logging. Some issues might be known only in the
industry, and no research has yet been published on those issues. However, given the large variety of issues
identified in the conducted survey, it is reasonable to believe that the created taxonomy covers the main issues
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affecting logging and, therefore, to some extent, generalizes also to the industrial context.
Reliability is related to the trustworthiness and repeatability of the obtained results. To mitigate this

threat, we documented the methodological steps and provided a replication package containing full query
results, assigned labels, as well as results from conducted categorization and card sorts.

8 Related Work
8.1 Secondary studies on logging and logging issues
Logging issues have been investigated by several recent works, with the most similar to our work being the
systematic mapping study by Gu et al. (2023). They investigated 56 papers to identify major issues in logging,
their solutions, as well as gaps in research. The findings were categorized intowhere to log, what to log, why to
log, and how well is the logging. The study identified eight main logging issues: “lacking crucial messages”,
“redundant or useless messages”, “incorrect or ambiguous messages”, “heterogeneity of messages”, “leakage
of sensitive data” related to the what to log category, “performance overhead” in the where and what to log,
“maintenance barriers”, and “difficulties in validation and verification of log statements” in the how well is
the logging. However, the study found no issues related to the why-to-log category; similarly, most of the
solutions in their study are related to where- or what-to-log issues, which indicated gaps in the why and how
well the logging areas are. However, the authors noted that the research area is active, suggesting that logging
issues are not yet completely solved. The main difference to our work is the perspective from which logging
issues are inspected. Our work focuses on logging issues and specifically log smells, while this work focuses
on the where, what, why and how to log aspects, which is more focused on the process.

A systematic literature review by Batoun et al. (2024) inspected the state-of-the-art practices with a focus
on instrumentation, storing, and preprocessing of the log data. The study investigated both scientific literature
as well as practitioner Q&A forum (StackOverflow). The authors identified a gap between the issues practi-
tioners face and the scientific literature as five out of seven high-level topics identified from StackOverflow
were not covered by the scientific literature, such as infrastructure-related configuration and context-dependent
usage of logs. Based on the results, the authors make several suggestions for researchers and practitioners,
such as ideas for future studies and practitioners adopting the solutions proposed in the scientific literature.

A survey including 112 papers from Gholamian and Ward (2022) investigates the current state-of-the-art
related to the logging field. The paper investigates which areas have been studied and provides a taxonomy
of the logging research. Similar to our work, the authors assess the costs, i.e., issues, of logging. While the
work includes several issues such as performance cost, verbosity level issues, and noisy log files, this was not
the main aspect of the study. Finally, the work presents several aspects of logging that require more research,
such as cost-aware logging, log maintenance, and improved logging practices.

Zhaoxue et al. (2021) conducted a literature survey where they investigated log enhancement, log parsing,
and log analysis in the context of AIOps and big data. The similarity between our work and theirs lies in
the log enhancement aspect, which their work focuses on determining what and where to log. They highlight
similar problems as we do and, additionally, summarize the trends and open issues in log enhancement. They
summarized the log enhancing methods to use more and more fine-grained features, coupling of subsequent
processes, and automation to avoid inconsistent logging.

Chen and Jiang (2022) conducted a survey of 69 papers about the log instrumentation, i.e., inserting
logging code. The work focuses on logging approaches, logging utility integration, and logging code com-
position. The work identified nine challenges, which were classified into usability, diagnosability, logging
code quality, and security compliance-related issues. In addition to the issues, the work also discusses the
solutions.

He et al. (2021) provide a comprehensive overview of the current status of automated log analysis in terms
of logging, log compression, log parsing, log mining, open-source toolkits and datasets, and best current
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practices. Their goal was to help practitioners understand the usage of these techniques and the benefits and
challenges associated with them. The paper has a section specifically discussing challenges related to logging;
the issues are categorized using the where, what and how to log aspects. Additionally, this article mentions
works detecting and evaluating anti-patterns. However, the main focus of the paper is on log analysis instead
of the issues related to logging.

Cândido et al. (2021) performed a systematic mapping study to investigate the researched challenges in
the life-cycle of log data. The results were categorized and reported using three main areas: logging, log
infrastructure, and log analysis. The authors identified 24 papers related to logging, concluding that developers
need better tools for logging, but the ambiguity of requirements for logs poses a challenge for tool creation.

8.2 Software Smells
The term “smell” in the domain of software engineering was popularized by Beck and Fowler when they
characterized code smells (Fowler et al., 1999); since then, it has been widely adopted within the software
engineering field. In their survey, Sharma and Spinellis (2018) identified the following 14 groups of smells:

• Architecture (Medvidovic et al., 2009; Brown et al., 1998): architectural decision which has a negative
impact on system quality. These include, for example, “Connector envy” in which components that
should be connected by a connector are not.

• Aspect-oriented systems (Macia Bertran et al., 2011; Alves et al., 2014): Recurring mistakes and
pitfalls in aspect-oriented programming, such as “incorrect implementation logic” and “non-dedicated
implementation elements”.

• Configuration systems (Sharma et al., 2016): 13 implementation and 11 design configuration charac-
teristics violating best practices and negatively affecting quality. These include “incomplete tasks” and
“insufficient modularization”.

• Database (Karwin, 2022) Antipatterns in SQL code. These can be divided into logical database design,
physical database design, query, and application development antipatterns.

• Design (Binkley et al., 2008; Suryanarayana et al., 2014): A violation of a design principle or a depen-
dence structure indicating potential problems for on-going software evolution and maintenance. These
include missing abstraction and large depedence cluster.

• Energy (Vetro et al., 2013): Five code patterns that make running software less energy efficient. These
include repeated conditionals and parameter by value.

• Implementation (Fowler et al., 1999; Guerrouj et al., 2017; Arnaoudova et al., 2013): The group con-
tains several different types of smells such as code, lexical, and linguistic. Code smells are described in
more detail later; linguistic smells refer to bad practices related to names and documentation of different
parts of a program.

• Models (El-Attar and Miller, 2010; Das and Dingel, 2018): Includes issues creating quality problems
in use case models, for example “multiple actors associated with one use case”, as well issues in model-
based development of real-time embedded software systems such as “Misuse of local transitions”.

• Performance (Smith and Williams, 2000; Sharma and Anwer, 2014): Design antipatterns which have
a negative impact on the system performance. These include “Falling dominoes” in which one failure
causes further performance failures and “Traffic jam” where a problem causes a backlog of jobs and
increases their response time.
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• Reuse (Long, 2001): Antipatterns related to systematic reusing of software. They list 11 antipatterns
such as the “Used car fiasco” in which software from another group is considered reusable, but the
quality of the code is not high enough and its creators do not provide sufficient support.

• Services (Kral and Zemlicka, 2007; Palma and Mohay, 2015): An implementation hindering the main-
tenance and evolution of a service in a service-based system. These include “Chatty web service” and
“Redundant port-types”.

• Test (Van Deursen et al., 2001; Garousi and Küçük, 2018): Symptoms indicating potential design prob-
lems in the test code. For example: “Lazy Test”, “Resource Optimism”, and “Test Code Duplication”.

• Usability (de Oliveira T. Souza et al., 2021): Issues that negatively affect the users performing any task
with a system. These include misleading links, laborious tasks, and unresponsive elements.

• Web (Nguyen et al., 2012): Embedded code smells in server-side code such as mixing code and pre-
sentation logic or style, duplicating JS code to the server-side code, and HTML syntactic errors.

When Sharma and Spinellis (2018) investigated the definitions of different smells, they concluded that
the term is usually defined as an indicator of deeper design problems, a poor solution, a recurring problem,
an issue impacting quality, or something violating best practices. Hence, smells by definition do not prevent
software from working as intended, but they have a negative impact on the quality of a project, and they
could result in more serious problems in the long run. Even though the terms smell and anti-pattern are often
used as synonyms, they have different definitions. Anti-patterns are defined as “just like a pattern, except that
instead of a solution it gives something that looks superficially like a solution, but isn’t one” (Koenig, 1998).
Therefore, anti-patterns are conscious choices leading to negative consequences, while code smells indicate
problems and are not necessarily created on purpose (Sharma and Spinellis, 2018).

8.2.1 Code Smells

The most relevant type of smell for this paper is the code smell. It is a code structure usually related to
production code that indicates a potentially deeper problem and often needs refactoring. Jerzyk and Madeyski
(2023) have listed 56 smells such as Duplicate Code, Feature Envy, and Dead Code. The descriptions of
the smells are generally accepted within research, but as the definitions are general in nature, their detailed
definitions vary between studies.

Since their definition, code smells have been subject to a significant amount of research. Sobrinho et al.
(2021) reviewed 351 papers about code smells and investigated the current research using the what, where,
when, which, who aspects. They found evidence that smells are linked to some negative aspects, but further
research is still necessary as, for example, the co-occurrence of smells is not widely studied.

Santos et al. (2018) conducted a systematic review to investigate the impact of code smells on the software
development. They categorized the research on the topic into three types of papers: correlational, role of
human, and tool assessment. They investigated 64 papers and concluded that code smells do not seem to have
a strong correlation with important development attributes and that smell detection done by humans should
not be trusted.

Several tools have been created for detecting and refactoring code smells from code. In their literature
review Lacerda et al. (2020) identified 162 distinct tools for detecting code smells and another 24 tools for
refactoring them. With such high number of tools, the tools also depict very different characteristics. They
differ in, for example, whether they are open-source, the degree of automation, and supported languages.
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9 Conclusion
In this work, we have reported on a literature survey that has led to the definition of a taxonomy of log smells,
containing ten log smells and their facets, as well as to the identification of five direct causes of log smells and
four consequences for them. We have also defined a mapping of log smells (and their facets) to tools detecting
and solving them, identifying eight tools that detect different facets from seven log smells and 13 tools that
address (and repair) facets from six log smells.

The results of our study indicate that logging is prone to issues and smells at all phases, affecting both the
logging code and the log files. As log smells represent logging issues that hinder the quality of logging, poten-
tially leading to more serious consequences, it is crucial for both developers and researchers to understand, be
aware of, and have methods for mitigating them. Therefore, we believe the presented overview of log smells,
their causes, consequences, manifestations, and automated mitigation strategies is relevant for both industry
and academia.

As part of future work, we plan to investigate selected log smells, by characterizing themwith more details
and empirically assess their impact in the field. We also plan to develop detection and repair tools for the log
smells that lack automated solutions to handle them.
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A Other logging issues
The survey identified eight logging related issues that did not fall under the three main categories. For com-
pleteness, these issues are presented in Table 8.

Table 8: Issues classified as “Something else”.
Issue name Description Implications References
Human or
machine readable
logs

Logs that are meant for humans can be
difficult for machines to understand and vice
versa. The target audience of the logs
should be decided beforehand

The logs can become both
machine- and human-unfriendly

Yuan et al. (2012a); Bogatinovski
and Kao (2023); Jia et al. (2018)

Where to log Determining where logging statements
should be inserted in the source code

Can crash the program, create too
much or too little logging, and
hinder the comprehensibility of the
source code

He et al. (2018); Li et al. (2020b);
Yuan et al. (2012a); Zhu et al.
(2015); Jia et al. (2018); Chen and
Jiang (2022)

What to log Determining what is relevant and should be
logged in a logging statement

Can create too much or too little
logging

Liu et al. (2021)
Cost of logging
(money)

Logging costs money as the code and log
files need to be developed, maintained, and
stored

Insufficient logging takes resources
from other aspects of a project

Li et al. (2021a); Lu et al. (2015);
Fu et al. (2014); Zhaoxue et al.
(2021)

Logging tools Developers need tools to manage the large
amount of logs.

The lack of tools makes developers
to use more time to produce a
high-quality log.

He et al. (2022); Yuan et al.
(2012b); Fu et al. (2014); Lu et al.
(2015)

Log file
management

Issues related to managing the log files. For
example, access control issues and
managing the locations the log files are
saved

Difficulty in finding files or a
developer might not have access to
the log files

He et al. (2022); Bijvank et al.
(2013)

Security
compliance

Ensuring the logging meets security
measurements. This includes auditing,
adding logging needed for potential
forensics investigations, and ensuring the
logs are not prone to vulnerabilities.

It takes a lot of resources from
other tasks

Chen and Jiang (2022); Rong et al.
(2023); Karumanchi and
Squicciarini (2014)

Validating and
verifying logs

Validating and verifying logs is difficult The logs are not as reliable as they
could be

Gu et al. (2023); Zhaoxue et al.
(2021)
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B Other logging tools
Our survey identified several logging related tools, which either did not fall under the category of detection
(RQ2) or repair (RQ3) tool or did not focus on a log smell. Table 9 describes the excluded tools. The tools are
divided based on their type. Tools marked with “LS” are logging systems, i.e., they propose a way of logging
rather focusing on a single issue. “D” indicates a detection tool and “R” a repair tool.

Table 9: Tools presented in the papers which present a whole logging system (LS) or either
detect (D) or repair (R) logging issues related to other aspects of logging.

Type Tool name Description Source
LS AUDIT A blame-proportional logging system for troubleshooting transiently-recurrent

problems in cloud-based production systems. The developer writes declarative
triggers, specifying what to log and on what misbehavior, without specifying where
to collect the logs

Luo et al. (2018)

LS Cinque2009 A set of rules, to be followed at design time, specifically conceived to improve the
quality of logged failure data and to ease the coalescence of redundant or equivalent
data.

Cinque et al. (2009)

LS Cinque2012 A rule-based approach to make logs effective for analyzing software failures.
Leverages artifacts produced at system design time to create a set of rules to
formalize the placement of logging code.

Cinque et al. (2013)

LS JEL Experimental logging mechanism. Produces monitoring data (free of natural
language messages) that can be processed in an automated and interoperable way
without extra effort from the developer.

Tovarnak et al. (2013)

LS Log++ A logging system, that supports near zero-cost for disabled log statements, low cost
lazy-copying for enabled log statements, selective persistence of logging output,
unified control of logging output across different libraries, and DevOps integration
for use with modern cloud-based deployments.

Marron (2018)

LS Log2 A cost-aware "whether to log" logging mechanism. Ding et al. (2015)
D Fu2014 A classifier using type information and contextual information predicting whether to

log for a code snippet (proof of concept tool)
Fu et al. (2014)

D LACC Predict location and severity level of logging statements at the method level Gholamian and Ward
(2020)

D Li2020 A deep learning framework to automatically suggest logging locations at the block
level.

Li et al. (2020b)
D Log4Perf An automated approach that provides suggestions of where to insert logging

statement with the goal of monitoring web-based systems’ software performance.
Yao et al. (2018)

D LogAdvisor A logging suggestion tool which automatically learns the common logging practices
on where to log from existing logging instances and further leverages them for
actionable suggestions to developers.

Zhu et al. (2015)

D Logger4u A machine learning based framework for predicting logging of a new if-block. Saini et al. (2016)
D LogIm An ensemble and threshold-based machine-learning model predicting need for

logging in if- and catch-blocks.
Lal et al. (2016a)

D LogOptPlus A machine learning based tool to help optimizing the number of log statements in the
source code for if-blocks and catch-blocks.

Lal et al. (2016c)
D MobiLog-

Leak
An approach that identifies log statements in deployed apps that leak sensitive data. Zhou et al. (2020)

D SECLOG Tool using static analysis to automatically help developers find missing access-deny
log locations and identify relevant information at the log location.

Shen et al. (2023)
D TempoLo Automatically detect the issues of temporal inconsistencies between logging and

code.
Ding et al. (2023)

R K9 A logging tool that automatically inserts logging code to trace inter-thread data
dependencies.

Kubota et al. (2020)
R Log20 A tool that determines a near optimal placement of log printing statements under the

constraint of adding less than a specified amount of performance overhead.
Zhao et al. (2017b)

R LogEnhancer Tool for reducing the burden of failure diagnosis by enhancing the information that
programmers should have captured when writing log messages.

Yuan et al. (2012c)
R Zhao2017 A simple approach that automates INFO-logging stament placement Zhao et al. (2017a)
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Table 9 continued
Type Tool name Description Source
R Zhou2020 A log enhancement approach which automatically identifies logging points that

reflect anomalous behavior during system fault creating machine-designed logs for
machines to automatic fault diagnosis

Jia et al. (2018)
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