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ABSTRACT Orthogonal frequency-division multiplexing (OFDM) is widely used to mitigate inter-symbol
interference (ISI) from multipath fading. However, the open nature of wireless OFDM systems makes them
vulnerable to jamming attacks. In this context, pilot jamming is critical as it focuses on corrupting the
symbols used for channel estimation and equalization, degrading the system performance. Although neural
networks (NNs) can improve channel estimation and mitigate pilot jamming penalty, they are also themselves
susceptible to malicious perturbations known as adversarial examples. If the jamming attack is crafted in
order to fool the NN, it represents an adversarial example that impairs the proper behavior of OFDM systems.
In this work, we explore two machine learning (ML)-based jamming strategies that are especially intended
to degrade the performance of ML-based channel estimators, in addition to a traditional Additive White
Gaussian Noise (AWGN) jamming attack. These ML-based attacks create noise patterns designed to reduce
the precision of the channel estimation process, thereby compromising the reliability and robustness of the
communication system. We highlight the vulnerabilities of wireless communication systems to ML-based
pilot jamming attacks that corrupts symbols used for channel estimation, leading to system performance
degradation. To mitigate these threats, this paper proposes an adversarial training defense mechanism
desined to counter jamming attacks. The effectiveness of this defense is validated through simulation results,
demonstrating improved channel estimation performance in the presence of jamming attacks. The proposed
defense methods aim to enhance the resilience of OFDM systems against pilot jamming attacks, ensuring
more robust communication in wireless environments.

INDEX TERMS Pilot jamming attacks, machine-learning, channel-estimation, OFDM, adversarial training.

I. INTRODUCTION
Within the context of broadband wireless communications,
the management of multipath fading has long been a crucial
concern [1]. A popular and effective technique employed to
address this challenge is Orthogonal Frequency Division Mul-
tiplexing (OFDM). Pilot symbols are used in OFDM to obtain
channel state information (CSI), which is often estimated us-
ing techniques like least squares (LS) and minimum mean
square error (MMSE). Accurate CSI is vital to ensure that the
receiver can perform channel equalization and properly detect
the data symbols.

Deep learning (DL) has recently been proposed to build
effective methods that increase the accuracy of channel esti-
mation [2]. For example, two neural networks were designed
to refine the CSI accuracy and improve data detection in [3].
In [4], a simple NN is sufficient to improve the LS-based
channel estimates when insufficient redundancy is employed
and nonlinear clipping distortion is present. Convolutional
neural networks (CNNs) are also commonly used to obtain
CSI [5].

Yet, the OFDM systems find application in many over-the-
air systems [6], [7] where in all cases there are vulnerable to
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FIGURE 1. Illustration of a jamming attack during the channel estimation
of a wireless OFDM system.

adversarial attacks. As the wireless communication channel is
open and exposed, the OFDM systems are however prone to
jamming attacks [8]. In wireless communications, jamming
is defined as an intentional interfering signal hindering the
transmission or distorting the legitimate signal. These harmful
attacks have the potential to seriously impair communication.
This risk possibly increases when utilizing machine learning-
based methods in wireless communications systems, as neural
networks are known to be particularly vulnerable to adver-
sarial examples. Adversarial examples are small and intended
perturbations designed to fool neural networks, and it is cru-
cial to derive methods that can be robust to such attacks.

In this work, we explore several pilot jamming attacks in
wireless OFDM systems, as illustrated in Fig. 1. Although
we focus on pilot jamming attacks, similar concepts can be
extended to various other physical layer functions. In fact,
whenever ML is used to improve the physical layer of wire-
less communication systems, it also poses new possibilities
of threats. These threats could manifest in the form of ad-
versarial attacks aimed at disrupting synchronization, channel
estimation, signal demodulation, and other critical functional-
ities. Thus, our exploration of pilot jamming attacks acts as a
stepping stone towards understanding and mitigating broader
security challenges in ML-enhanced wireless communication
systems. In pilot jamming attacks, the pilot tones are cor-
rupted by an intentional interfering signal that aims to impair
the channel estimation task. We consider that when a neural
network is used to estimate the channel, the jamming attacks
can be divided into two categories: the conventional jamming
attack that disregards the NN vulnerability to adversarial ex-
amples, and the NN-based jamming attack that rather exploits
this vulnerability. In addition, our research explores physical
layer security strategies specifically designed to counter ML-
based jamming attacks. As such, our focus remains primarily
on the physical layer, and we do not consider the security
aspects of higher layers in the communication protocol stack.
As such, investigating cybersecurity strategies is outside the
scope of this work. In this context, we propose the following
contributions:

� We extend the concept of adversarial attacks, commonly
used in other applications, into the context of wireless
communication, with a specific focus on their implica-
tions for the critical task of modern channel estimation
based on machine learning techniques. By identifying
the potential vulnerabilities, we raise awareness about
the security implications of incorporating machine learn-
ing in wireless communications.

� We particularly investigate pilot jamming attacks within
wireless OFDM systems, showcasing how adversarial
attacks are related to jamming attacks and can delib-
erately target pilot tones to disrupt channel estimation.
Our exploration of these attacks sheds light on the
underexplored area of the physical layer of wireless
communications, providing crucial insights into poten-
tial threats to wireless communication systems.

� We propose a novel defense mechanism based on ad-
versarial training, specifically customized for protecting
CSI acquisition in OFDM systems. Our approach offers
a robust shield against pilot jamming attacks, effectively
preserving the accuracy of channel estimation.

We start by describing the OFDM system in Section II. We
then formalize three different attacks, including conventional
and NN-based jamming attacks in Section III. In Section IV,
we propose an adversarial training framework adapted to CSI
acquisition in OFDM systems as a defense to pilot jamming
attacks. Section V shows some simulation results to evaluate
the proposed robust OFDM receiver that is shown to enhance
CSI estimation when the system is being attacked. Section VI
includes concluding remarks.

II. ML-BASED OFDM CHANNEL ESTIMATION
A. GENERAL FRAMEWORK
Consider the OFDM transmitter illustrated in Fig. 2.

The incoming data streams are modulated by using the
M-ary quadrature amplitude modulation (M-QAM), resulting
in the symbols xT

P ∈ C
1×N , in which N is the number of sub-

carriers. We consider a block-type pilot arrangement where
all subcarriers either contain pilots or data, as in [3], [9]. A
comb-type pilot arrangement can also be considered as shown
in [10]. The symbols are then converted to a parallel data
stream xP ∈ C

N×1. An N-point inverse fast Fourier transform
(IFFT) converts the signal to the time domain, xP = WHNxP,
where WN is the N × N discrete Fourier transform (DFT)
matrix.

The OFDM signal is transmitted after adding redundancy
and performing a clipping operation to control nonlinear dis-
tortion, defined by

uc =
{

AxP, if |AxP| < (CRσu).
AxP
|AxP | (CRσu), otherwise,

(1)

where A ∈ C
S×N adds redundancy as in [11] and σu is the root

mean square (RMS) value of the OFDM signal.
The channel model is described by the impulse response

h = [h(0) h(1) · · · h(L)]T, with the pseudo-circulant channel
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FIGURE 2. The system employs OFDM with a neural network to estimate the wireless channel. Pilot xP and data xD signals are utilized, organized into a
resource grid block x. The time-domain representation of the block is x, and u includes the cyclic prefix (CP). Then, the clipping is applied generating uc

that, in turn, traverses the channel generating y. The received signals, including both intentional y signal and a jamming signal, are processed at the
receiver. The pilot phase involves obtaining a channel estimate using LS and refining it with the ICE neural network. This estimate is then used to equalize
the data symbols.

matrix given by H(z) = HISI + z−1HIBI as shown in [11].
We assume the channel remains constant over an OFDM
frame [3], [9].

The received signal in the time domain, without noise, is

y(k) = RHISIAx(k) + RHIBIAx(k − 1), (2)

with redundancy removed by R [11].
Using the estimated CSI, the receiver achieves effective

channel equalization, ensuring precise reconstruction of the
original data symbols. Accurate CSI estimation is crucial,
impacting system performance, interference mitigation, and
signal recovery.

B. NN-BASED CHANNEL ESTIMATION
The amount of redundancy plays a significant role in the
spectrum efficiency of OFDM systems. Therefore, operating
with reduced or no redundancy is highly desired [9]. When
redundancy is insufficient, the channel matrix is no longer
circulant, affecting the LS-based channel estimate [12]:

ĥLS(n) = yP(n)

xP(n)
for n = 1, · · · N, (3)

where xP ∈ C
N×1 and yP ∈ C

N×1 are the transmitted and
received pilot signals in the frequency domain.

NNs can enhance channel estimates under these conditions.
They excel at pattern recognition, making them suitable for
mitigating issues like insufficient redundancy and nonlinear
clipping distortion. NNs, after training, are also less compu-
tationally intensive compared to methods like LMMSE [13].
The linear minimum mean-squared error (LMMSE) estimate
is given by

ĥLMMSE = WLMMSEĥLS, (4)

where WLMMSE is the LMMSE weight matrix defines as fol-
lows

WLMMSE = RhN ĥLS

(
RhN hN + σ 2

v

E [||x||2]
IN

)−1

, (5)

in which RhN ĥLS
is the cross-correlation matrix between the

true channel vector and channel estimate vector in the fre-
quency domain. The auto-correlation matrix of hN is RhN hN .
The energy of the transmitted symbol is E [||x||2], and hN is
hN in the frequency domain. This solution has some practical
forms of implementation, see [13].

In this paper, we use the improved channel estimator (ICE)
NN model proposed in [14]. ICE is designed to enhance LS
channel estimation by minimizing the MSE between the LS
estimate and the true channel response. This neural network
model not only improves CSI but also offers computational
efficiency, making it a valuable asset in the context of channel
estimation. The ICE subnet is an improved version of the CE
NN proposed in [3] including one hidden layer with hyper-
bolic tangent as activation function.

III. PILOT JAMMING ATTACKS IN OFDM SYSTEMS
A. JAMMING ATTACKS
There are many types of jamming threats in wireless com-
munications, many of those occurring in the physical layer
implemented with OFDM-type transceivers. A jamming at-
tack is defined as the intentional use of radio noise or
waveform signals to obstruct communication [15]. The sim-
plest type of jamming attack is called barrage jamming, in
which the attacker, with no prior knowledge of the target, at-
tempts to jam a full band of OFDM waveform with noise-like
signal [16]. On the other hand, correlated jamming attacks
exploit the knowledge about the OFDM waveform to craft
the attacks [17]. Among correlated jamming attacks, pilot
jamming attacks target the pilot symbols used for channel

VOLUME 5, 2024 1033



MENDONÇA ET AL.: ADVERSARIAL TRAINING FOR JAMMING-ROBUST CHANNEL ESTIMATION IN OFDM SYSTEMS

estimation leading to noisy CSI and hence performance degra-
dation [18].

The risk posed by pilot jamming is exacerbated when neu-
ral networks (NNs) are used for channel estimation. NNs,
while powerful, are vulnerable to adversarial examples—
deliberately crafted inputs designed to deceive the net-
work [19]. This vulnerability is not limited to channel es-
timation alone. Any physical layer task enhanced by ML
techniques is potentially at risk of being targeted by jamming
attacks.

In this work, we focus on the channel estimation task en-
hanced by ML, exploring how jamming attacks can increase
the MSE between the estimated and actual channels. How-
ever, the concepts and vulnerabilities discussed here can be
extended to other physical layer tasks that leverage ML. This
broader implication underscores the importance of developing
robust ML models that can withstand adversarial conditions
across various applications in the physical layer of wireless
communication systems.

This section introduces three jamming attack scenarios. The
first is a conventional attack that disregards the NN vulnera-
bility to adversarial examples. The remaining attacks explore
the vulnerability of NNs to adversarial examples, and for this
reason we call them NN-based attacks.

In the inner-receiver invasion scenario described in Sec-
tion III-C, we assume the attacker has the capability to
compromise the receiver chain, allowing for direct manipu-
lation of the network input. While this may seem improbable
in conventional scenarios, it’s worth considering the potential
ramifications of such an attack, especially in the context of
increasingly sophisticated cyber threats. On the other hand,
the eavesdropping-assisted jamming attack in Section III-D
represents a more practical variant of the inner-receiver in-
vasion scenario discussed earlier. In this attack, the jamming
entity strategically situates itself in close proximity to the
transmitter. By eavesdropping on the communication signals,
the attacker gains information about the transmission parame-
ters, which can then be used to craft the jamming signals.

Our threat model assumes that adversaries have the capabil-
ity to inject jamming signals and possess sufficient knowledge
to interfere with the OFDM system effectively. This involves
the adversaries acquiring a LS channel estimate that exhibits
a significant correlation with the LS channel estimate ob-
tained by the victim. This capability allows attackers to tailor
their jamming signals in a manner that specifically targets
and interferes with the channel estimation process used by
the legitimate system. We also assume that while channel
conditions can vary, they remain relatively stable over the
duration of an OFDM frame. This stability allows the attacker
to predict and exploit the channel characteristics effectively
during the attack period.

B. CONVENTIONAL RANDOM JAMMING ATTACK
Similar to barrage jamming described earlier, no prior infor-
mation of the target is necessary for the so-called conventional
random jamming attack against NN-based channel estimation

algorithms. In this case, the overall received signal is

yov(k) = yP(k) + a(k), (6)

in which yP(k) corresponds to the original signal and a(k)
is the spurious signal modeled as an AWGN with variance
σ 2

n [16]. The jammer can be located anywhere between the
transmitter and the receiver. The random jamming attack does
not intend to fool the NN specifically. Instead, it just adds
random noise that results in increasing the MSE between the
channel estimate and the true channel response for both LS
and ML-based channel estimators.

C. NN-BASED INNER-RECEIVER INVASION JAMMING
ATTACK
Many types of adversarial attacks happen on the receiver
side after information leaves the physical layer. For instance,
gradient-based attacks might occur by disturbing the gradient
of the cost function internally at the receiver. The work [20]
describes several classes of possible adversarial attacks in
open radio access networks that could fall in the class of
inner-receiver attacks discussed here, as well as in many IoT
deployments.

We can characterize a NN-based inner-receiver invasion1

jamming attack by assuming that the signal processing chain
has been compromised [21]. In this case, the attacker has
the capability to compromise the receiver chain, and it can
directly perturb the NN input which is the LS-based channel
estimate defined in (3)

ĥwcj(n) = yP(n)

xP(n)
+ η(n) for n = 1, · · · N, (7)

by adding a perturbation η(n). The inner-receiver invasion
scenario jamming attack is assumed to know the NN archi-
tecture, allowing for the training and acquisition of the NN
weights θ to craft a minimum perturbation η ∈ C

N×1 so that
the MSE between the channel estimate obtained by the NN
and the actual channel, is maximally increased. The perturba-
tion η can be computed using for instance the Fast Gradient
Sign Method (FGSM) attack [22] as

η = εsign(∇hL(θ, h, hN)), (8)

with sign(·) the sign function, ∇hL(θ, h, hN) the loss gradient
with respect to h, hN is the training label, and ε a scalar. In
this way, when adding the perturbation to the NN input, the at-
tacker modifies the input towards the direction where the loss
L (MSE) increases. As the added perturbation is computed
using an adversarial attack, the output of the inner-receiver
invasion jamming attack in (7) can be interpreted as an adver-
sarial example. The FGSM is among the simplest and most
effective adversarial attacks possible, being the most widely
used.

1In this work, the concept of inner-receiver invasion represents that the
attacker possesses the capability to compromise the receiver chain, thereby
enabling direct manipulation of the network input.
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FIGURE 3. Illustration of jamming attack based on adversarial samples.

D. NN-BASED ATTACK: EAVESDROPPING-ASSISTED
JAMMING
We introduce an attack strategy termed the eavesdropping-
assisted jamming attack, which represents a more practical
variant of the inner-receiver invasion scenario discussed ear-
lier. In this attack, the jamming entity strategically positions
itself in close proximity to the transmitter, allowing for a more
effective interference strategy. The jamming signal is crafted
based on the inner-receiver invasion jamming attack defined in
(7). This approach reflects a threat scenario where adversaries
leverage proximity to exploit vulnerabilities in communica-
tion systems.

In this type of attack, the attacker does not need to have
precise knowledge of the legitimate communication channel.
Instead, it is sufficient to create a channel model that exhibits a
significant correlation with the actual channel. In many cases,
success can be achieved by deploying the eavesdropping de-
vices close enough to the infrastructure installations [23]. In
the GHz deployment range, this type of attack is more chal-
lenging despite its very short connection range. An alternative
approach in this attack scenario involves the eavesdropper
initiating an attack by transmitting a fake pilot symbol in
environments with massive MIMO deployments. By doing so,
the attacker can disrupt the channel estimation process and
degrade the quality of the CSI.

Regardless of the wireless system, predictable synchroniza-
tion signaling usually does not include encryption. This is a
window of opportunity for low-cost attacks.

In future works, we plan to address the issue of the effect of
partial knowledge, or the correlation, of the legitimate channel
model with respect to the attacker model. Also, a subject of
future work is the use of ML solutions at the receiver to deal
with the situations where the assumption made about channel
estimate is not so realistic.

In this type of attack, the jammer needs a LS-based chan-
nel estimate denoted as ĥLS correlated with the LS channel
estimate obtained by the victim. This channel estimate serves
as the foundation upon which the perturbation for the jam-
ming signal is generated. To fulfill this requirement, a pair
of eavesdropping sensors are utilized to estimate the chan-
nel, with the obtained information transmitted to the jammer.
Fig. 3 illustrates this process. Initially, eavesdropper 1 initiates
communication by transmitting a predetermined message to
eavesdropper 2. Upon receiving this message, eavesdropper 2

leverages the information to estimate channel characteristics.
Subsequently, eavesdropper 2 relays this estimated channel
information to the jammer, facilitating the crafting of jamming
signals. While this elucidates the coordination between the
eavesdroppers and the jammer, issues related to synchroniza-
tion and delays are not within the current scope of this work.
Additionally, the potential mismatch between the channel es-
timates obtained by the victim and the pair of eavesdroppers
warrants further analysisis an aspect that needs further anal-
ysis to understand the implications of such discrepancies in
practical scenarios.

From the perspective of the attack, the fundamental ap-
proach remains similar to Section III-C, but with the pertur-
bation applied indirectly via the jamming signal. Importantly,
this setup mirrors scenarios within the context of Internet
of Things (IoT) environments, where distributed sensors and
devices collaborate to optimize wireless communication func-
tions.

The goal of this attack is to transmit a jamming signal sJ

that leads to a channel estimate corrupted by η(n)

ĥ′
LS(n) = yov(n)

xP(n)
= yP(n)

xP(n)
+ hN (n)sJ (n)

xP(n)

= yP(n)

xP(n)
+ η(n), (9)

which is similar to the inner-receiver invasion scenario in (7).
In this case, ĥ

′
LS is the estimated channel by the eavesdropper

sensors.
The jammer transmits a signal sJ so that the overall received

signal, in time domain, is

yov(k) = yP(k) + yJ (k), (10)

which is composed of the received original message yP and
the received jamming signal yJ during the pilot phase. The
received original signal can be described as

yP(k) = HISIu(k) + HIBIu(k − 1) + v(k), (11)

whereas the received jamming signal is

yJ (k) = HISIuJ (k) + HIBIuJ (k − 1) + v′(k), (12)

where uJ = AsJ . Here, v(k) and v′(k) represent additive
Gaussian noise vectors with zero mean. The matrices HISI

and HIBI represent intersymbol interference and interblock
interference, respectively. In the absence of noise and after
removing the redundancy, we obtain

yov(k) = RHISIAx(k) + RHIBIAx(k − 1)

+ RHISIAsJ (k) + RHIBIAsJ (k − 1), (13)

where A is the matrix that includes the redundancy [11].
If the redundancy length is adequate, the IBI is elimi-

nated, RHIBIA = 0 and RHISIA = Hc is a circulant matrix.
Therefore, the matrix multiplication is equivalent to a circular
convolution,

yov(k) = Hcx(k) + HcsJ (k) = hN � [x(k) + sJ (k)]. (14)
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In the frequency domain, we can then use the LS method
to estimate the channel at each subcarrier n = 1, · · · N , as
described in (9). From (9), the jamming signal can then be
expressed as

sJ (n) = η(n)
xP(n)

hN (n)
for n = 1, · · · N. (15)

We proceed to derive an approximate expression for the
jamming signal

s′
J (n) = η(n)

||η(n)||E

[(
η(n)

xP(n)

hN (n)

)2
]

= η′(n)σ 2 (16)

for n = 1, · · · N . The objective is to craft a signal that in-
corporates the adversarial perturbation denoted as η′(n) into
its waveform, while ensuring that the power of this signal
surpasses a predefined threshold of σ 2.

The perturbation η = [η(1), · · · η(N )]T is then computed
using the FGSM attack in (8). The FGSM attack is employed
to strategically perturb the signal at each subcarrier, ensuring
that the resultant jamming signal possesses the desired adver-
sarial characteristics. By computing the perturbation vector η

through the application of the FGSM attack, we ensure that
the jamming signal is not only adversarial in nature but also
strong enough to fool the NN in the receiver.

IV. ADVERSARIAL TRAINING-BASED DEFENSE AGAINST
PILOT JAMMING ATTACKS
A. ADVERSARIAL TRAINING
In the previous Section, we presented several possible jam-
ming attacks to impair the channel estimation at the OFDM
receiver. We now propose a defense to be used against these
attacks.

A pivotal connection emerges between the crafted pilot
jamming attacks and the broader domain of adversarial at-
tacks. These attacks share a common thread - the capability to
degrade the quality of the task at hand. Pilot jamming attacks
aim at distorting the essential channel state information within
OFDM systems by contaminating the received pilot signals. In
stark contrast, adversarial attacks focus on leading neural net-
works into making highly confident yet erroneous predictions
through the use of adversarial examples. Adversarial exam-
ples are meticulously crafted perturbations of the network’s
input data. While these perturbations are very small in scale,
their impact is far from trivial. When introduced into the input
of the network, adversarial examples induce a significant shift
in the its behavior, causing the production of predictions that
confidently deviate from the actual or expected outcomes.

Therefore, both pilot jamming attacks and adversarial
attacks share the capacity to perform precision-driven subver-
sion. Whether it be the contamination of pilot signals or the
manipulation of neural networks, both categories of attacks
impair the task. Such a connection serves as a foundation
upon which we develop our defense mechanisms, as discussed
in subsequent sections, to bolster the resilience of OFDM
systems in the face of such formidable threats.

So far, adversarial training is the most effective approach to
mitigate the effect of adversarial attacks by training the NN
with perturbed versions of the original samples to improve the
accuracy on unseen adversarial examples. Adversarial train-
ing has emerged as the state-of-the-art defense mechanism in
various domains, including computer vision and natural lan-
guage processing [22]. This technique has proven its efficacy
in bolstering the robustness of NNs against adversarial attacks
by exposing them to diverse perturbations during the training
phase.

B. GENERATION OF ADVERSARIAL EXAMPLES
In a common classification setting, adversarial training con-
tinually creates and incorporates adversarial examples into the
training process of a deep neural network classifier

fθ (h) : RD → {1 · · ·C}, (17)

with θ weights, which maps an input h to a label r from a
dataset with C possible classes. Adversarial training attempts
to solve the min-max optimization problem

minθ

1

|D|
∑

h,r∈D
maxη L( fθ (h + η), hN)

s.t ||η||p ≤ ε, (18)

where L( fθ (h + η), hN) is the loss function on the adversarial
sample and η is a small perturbation constrained by ε.

Creating adversarial samples involves solving the inner
maximization problem in (18), in which the loss function L
is maximized in an effort to change the prediction, that is,
fθ (h + η) �= fθ (h). The optimization constraints ensure that
the distance between the adversarial and original example
should be less than ε under a particular norm, ||η||p ≤ ε.

The outer minimization problem in (20) is then solved to
find the model parameters that minimize the loss on the gen-
erated adversarial examples. The original dataset D is split
into small batches B and stochastic gradient descent (SGD) is
employed to update the model parameters

θt = θt−1 + μ
1

|B|
∑

h,r∈B
∇θL( fθ (h + η∗), hN), (19)

where the gradient is evaluated at the maximum point η∗
found in the inner maximization problem, thanks to the Dan-
skin’s theorem [24].

C. PROPOSED DEFENSE
Inspired by adversarial training approach, we propose a de-
fense based on adversarial training to cope with jamming
attacks. The OFDM receiver is under attack by a jamming sig-
nal that aims at perturbing the channel estimation performed
by a NN at the receiver. Since a NN is used to estimate
the channel, the jamming attack exploits its vulnerability to
adversarial examples when crafting the attack. However, as
channel estimation is a regression task in this context, we need
to adjust the objective function in (18) accordingly.
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The mean square error (MSE) is a suitable metric to ac-
cess the quality of the channel estimation and it is used as
loss function. We then aim at finding the perturbation η that
increases the MSE between the channel estimate obtained by
the ICE model [14] and the target channel, as expressed by
L( fθ (̂hLS + η), hN), but which also keeps the MSE between
the channel estimate obtained with the LS method and the
target channel, denoted as L(̂hLS + η, hN), barely affected. To
meet these requirements, we propose the following modified
optimization problem

minθ

1

|D|
∑

ĥLS,hN∈D
maxη (L( fθ (̂hLS + η), hN)

−λL(̂hLS + η, hN))

s.t. ||η||p ≤ ε0(1 − r)
SNR

5 −1, (20)

in which λ is a scaling factor that balances the importance of
the two requirements. The initial perturbation constraint is ε0,
and r is the decay factor that controls how the perturbation
decreases. Since less perturbation is required to increase the
overall loss function for high SNR values, the constraint in the
perturbation vector η is now dependent on the SNR, decaying
with a rate r. We remark that by setting λ = 0 and r = 0 in
(20), we end up with the original optimization problem for
adversarial training in classification problems in (18).

The adversarial perturbation should also guarantee the
similarity between the adversarial sample and the original,
unaltered sample. It emphasizes the need for adversarial per-
turbations to deceive the neural network while preserving the
original sample’s likeness. In this regard, the optimization
constraints ensure that the distance between the adversarial
and original examples is less than ε under a particular norm,
||η||p ≤ ε. The norms aim to quantify how imperceptible an
adversarial example is to humans, particularly in the context
of computer vision tasks. Some examples of norms are the l0
norm, l2 norm, and l∞.

In our specific scenario, we draw an analogy between the
imperceptibility of adversarial examples to humans in a com-
puter vision problem and the impact on the LS estimator in the
jamming problem, treating the LS estimator as a surrogate for
human perception. Consequently, our primary objective is to
craft adversarial examples that deceive or fool solely the NN,
while exerting a relatively lesser impact on the LS estimate.
This ensures that the perturbations introduced for adversarial
purposes do not unduly distort the estimated channel in a way
that diverges significantly from the actual, unaltered channel.
In this context, deceiving or fooling the neural network trans-
lates to increasing the MSE between the channel estimate and
the target channel (label). This approach allows us to effec-
tively measure the similarity between adversarial and clean
samples.

The imperceptibility constraint in adversarial attacks en-
sures that perturbations to input data are subtle yet effective
in causing misclassification or model degradation. This prin-
ciple extends to LS estimation, where perturbations should

minimally affect the estimation process while significantly
distorting the estimated channel. Future work could explore
leveraging conventional anti-jamming techniques to counter-
act or minimize the impact of adversarial attacks.

The inner maximization problem in (20) is then solved by
considering the Fast Gradient Sign Method (FGSM) attack.
FGSM generates adversarial examples by modifying the input
towards the direction where the overall loss

Lo(θ, ĥLS, hN) = L( fθ (̂hLS), hN)−λL(̂hLS, hN)) (21)

increases. For the original optimization problem, λ = 0 in
(21). The adversarial example is then computed

hadv = ĥLS + εsign(∇ĥLS
Lo(θ, ĥLS, hN)), (22)

where

ε = ε0(1 − r)
SNR

5 −1 (23)

for the modified optimization problem, sign(·) is the sign
function, and ∇ĥLS

Lo(θ, ĥLS, hN) is the loss gradient with

respect to the input ĥLS.
Then, using SGD, we can solve the outer minimization

problem in (20) and obtain the model parameters that reduce
the loss on the created adversarial examples.

V. SIMULATION RESULTS
In this section, we evaluate the proposed defense based on
adversarial training via some simulation results, following the
setup described in Section V-A. We first consider the origi-
nal optimization problem when performing the defense and
adversarial attacks in Section V-B. Then, we show how the
results are improved when using the proposed optimization
problem in Section V-C. Table 1 summarizes the type of
attacks and defenses utilized.

A. SIMULATION SETUP
1) OFDM SYSTEM
We consider a CP-OFDM system with N = 64 subcarriers.
The input symbols are 16-QAM samples, and the block-
type pilot arrangement is considered. The ITU Pedestrian A
channel [25] is generated with Matlab’s stdchan using the
channel model itur3GPAx with a carrier frequency fc = 2
GHz, 4 km/h as velocity, Ts = 200 ns and order L = 10.
The redundancy length is K = L/2 = 5. As the consider NN
model was originally conceived to cope with reduced redun-
dancy, we consider K = L/2 in the simulations. Nevertheless,
the results also apply for the case we have sufficient redundant
elements K = L.

2) NN STANDARD TRAINING (NN STA)
In the context of standard training, the ICE model [14] is
trained with clean samples for each Signal-to-Noise Ratio
(SNR). This means that the NN is trained without any prior
knowledge or exposure to adversarial attacks.
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TABLE 1. The Table Describes the Attack Classifications Along With Their Respective Defenses Utilized in the Simulations

FIGURE 4. ICE model used for ML-based channel estimation [14].

The loss function is minimized by using the adaptive mo-
ment estimator (Adam) optimizer with learning rate μ =
0.001.

Since obtaining the true channel response is difficult in
practice, the noisy channel training labels are more suitable
than the true channel response labels used in [3], [9]. The
NN target or label is then defined as the real-valued block
version of the noisy version of the ground truth channel gains,
hN = hN + v, where v is an additive Gaussian noise vector
with zero mean and covariance matrix σ 2

v IN . The NN input
is the real-valued block version of the complex LS-based
channel estimate ĥLS ∈ C

N×1, as illustrated in Fig. 4. The
real-valued block conversion is required since the channel
gains are complex values, and the NN expects real values.

The ML-based channel estimation using the ICE model is
described as⎡⎣Re

{̂
hICE

}
Im

{̂
hICE

}⎤⎦ = F
⎧⎨⎩

⎡⎣Re
{̂

hLS

}
Im

{̂
hLS

}⎤⎦⎫⎬⎭ = F {
g(0)} (24)

where F{·} represents the ICE mapping.
The ICE feedforward process entails the repetition of two

steps in each hidden layer. The first step consists of the sum
of the weighted outputs of the previous layer,

a(l ) = W(l )T
g(l−1), (25)

where a(l ) is the input of layer l . The second step consists of
applying an activation function at layer l to obtain the output
vector,

g(l ) =
[

1

f (a(l ) )

]
, for l = 1, 2, (26)

where the entries of f (a(l ) ) are f (a(l )
j ) with a(l )

j =∑d (l−1)

i=0 w
(l )
i j g(l−1)

i , for j = 1, . . . , d (l ).
The LS-based channel estimate is used as input instead of

the received signal because it represents better features for
learning the problem. The training set contains 3000 samples.
The mini-batch size comprises 50 samples, and 200 epochs
are required to train the ICE model. At each epoch, 60 itera-
tions are then required to explore the dataset.

3) NN ROBUST TRAINING (NN ROB)
Conversely, in the context of robust training, the ICE model
is trained with the inclusion of adversarial examples for each
SNR. In this scenario, the NN is aware of the existence of
adversarial attacks and utilizes this knowledge to fortify its
defenses and improve its resilience against such attacks. The
NN is trained by solving the optimization problem in (20). The
loss function L is minimized by using the adaptive moment
estimator (Adam) optimizer with learning rate μ = 0.001.

B. SCENARIO 1: ORIGINAL OPTIMIZATION PROBLEM
We first consider the optimization problem in (20) with
λ = 0, r = 0, and ε0 = 10−2 to perform the defense. To gen-
erate the conventional random jamming attack, we use (6)
in which a(k) is obtained with variance σ 2

n = ε0 = 10−2.
Then, for both inner-receiver invasion jamming attack and
eavesdropping-assisted jamming attack, the attack is created
via FGSM attack in (8) with ε = ε0 = 10−2.

The MSE between the channel estimate and the actual
channel is presented as a function of the SNR for random,
inner-receiver invasion and eavesdropping-assisted jamming
attacks in Fig. 5(a)–(c), respectively. The dashed lines repre-
sent a system free of attacks, and they remain consistent across
all plots in Fig. 5. Conversely, the solid lines depict the sys-
tem’s performance under attack. Three distinct configurations
are presented for comparison:

1) NN Sta (Standard): The ICE model trained exclusively
with clean samples.

2) NN Rob (Robust): The ICE model trained using adver-
sarial examples to enhance robustness against attacks.

3) LS (Least Squares): The basic method for estimating the
channel without the use of a neural network.

When the original optimization problem is considered, the
impairment caused by the inner-receiver invasion jamming at-
tack in the standard trained network is the most severe among
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FIGURE 5. MSE results when the OFDM receiver is under jamming attacks.
The defense is based on the optimization problem in (20) with λ = 0 and
r = 0.

the considered attacks. This can be noticed by the gap between
the solid and dashed blue curves in Fig. 5(b). Although the
inner-receiver invasion jamming attack impairs the LS method
less than the other attacks, there is still a significant gap
between the solid and dashed red curves in Fig. 5(b). This
big gap is expected as the loss function in the original opti-
mization problem does not include any similarity constraints
between the adversarial example and the original sample. It is
like adding noise to an image without worrying about it being

visible to humans. Therefore, the LS performance is clearly
impaired in this case. As shown in Fig. 5(a) and (c), both the
random and the eavesdropping-assisted jamming attacks yield
similar results. This unveils that we are possibly adding an
overpowered adversarial perturbation; that is, the adversarial
perturbation is so high that it does not only damage the NN
results but also the LS results significantly as in the random
case.

C. SCENARIO 2: PROPOSED OPTIMIZATION PROBLEM
We now consider the optimization problem proposed in (20)
with λ = 0.2 and r = 0.2 to perform the defense. To generate
the conventional random jamming attack, we use (6) in which
a(k) is obtained with variance σ 2

n = ε. For both inner-receiver
invasion jamming attack and eavesdropping-assisted jamming
attack, the attack is created via FGSM attack in (8) with ε in
(23) and ε0 = 10−2.

The MSE between the channel estimate and the actual
channel is presented as a function of the SNR for random,
inner-receiver invasion and eavesdropping-assisted jamming
attacks in Fig. 6(a)–(c), respectively. The dashed lines rep-
resent a system free of attacks, and they remain consistent
across all plots in Fig. 5. The solid lines depict the system’s
performance under attack.

With the proposed optimization problem, we are not only
interested in increasing the MSE when the NN is used for
channel estimation, but also in minimally affecting the MSE
when using the LS channel estimation method. To perform a
fair comparison, we varied the power of the jamming signal as
in (20) when performing the conventional random jamming
attack in Fig. 6(a).

In this case, the NN robust outperforms or performs quite
similarly to the NN standard for clean samples (dashed
lines). This shows that we can benefit from adversarial train-
ing even when the system is free of jamming attacks. As
shown in Fig. 6(b), the impairment caused by the inner-
receiver invasion jamming attack in the standard trained
network is no longer the most severe among the attacks.
This shift in behavior is attributed to the fact that the inner-
receiver invasion attack is now subject to constraints that
limit its perceptibly. The constraints imposed on the inner-
receiver invasion attack compel it to be less discernible,
resulting in a notable alteration of its impact on the system’s
performance.

Even though the impact on the MSE is more severe for
the conventional random jamming attack, the gap between
the solid and dashed red curves is larger if we compare
it with the inner-receiver invasion and the eavesdropping-
assisted jamming attacks. Unlike the previous scenario, the
eavesdropping-assisted jamming attack in Fig. 6(c) is more
similar to the inner-receiver invasion jamming attack. This
encourages using the eavesdropping-assisted scheme to craft
jamming attacks that try to fool the NN without impacting
the LS method too much in practice, contrasting to what the
random attack does.
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FIGURE 6. MSE results when the OFDM receiver is under jamming attacks.
The defense is based on the optimization problem in (20) with λ = 0.2
and r = 0.2.

VI. CONCLUSION
In this work, we have introduced and analyzed two NN-based
pilot jamming attacks and presented a defense mechanism
based on adversarial training to address jamming attacks dur-
ing the channel estimation process in a wireless CP-OFDM
system. Our findings confirm that NNs in the context of
wireless communications are indeed susceptible to adversarial
attacks, underscoring the emergence of new threats posed by

ML at the physical layer of wireless communication systems.
Moreover, the simulations results demonstrate the efficacy
of adversarial training in significantly enhancing the perfor-
mance of ML-based channel estimators when the CP-OFDM
system is subjected to ML-based jamming attacks. This high-
lights the importance of proactive defense strategies, such
as adversarial training, in safeguarding wireless communica-
tion systems against adversarial interference. Furthermore, we
have shown that implementing the proposed defense does not
compromise system performance in the absence of jamming
attacks. Through these findings, we emphasize the importance
of proactive defense strategies, such as adversarial training,
in safeguarding wireless communication systems against ad-
versarial attacks. This highlights the potential of adversarial
training as a viable approach to bolstering the resilience and
robustness of ML-based channel estimation techniques in the
presence of sophisticated jamming attacks.
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