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Abstract—This paper focuses on the serious threat posed by
an eavesdropper using a well-designed impersonation attack,
which aims to pass the physical-layer authentication (PLA)
illegally. To prevent Eve from decreasing the authentication
performance, we propose a robust channel-phase based PLA
scheme for multi-carriers transmission, which contains a novel
two-level decision. Specifically, the first level decision is used to
prevent Eve from high transmit power and the second one is
used to further authenticate the user. The optimal threshold for
accurately detecting the response signal with high transmit power
is derived. Moreover, we provide the theoretical performance
analysis for the proposed scheme, and derive the closed-form
expressions of the probability of detection and false alarm via
the numerical statistic and the proper approximation. Simulation
results show the robustness of our proposed scheme and verify
the effectiveness of the theoretical analysis.

Index Terms—Physical-Layer Authentication (PLA), channel-
phase, authentication performance, probability of false alarm.

I. INTRODUCTION
A. Background

The pervasiveness of commercial Internet of Things (IoT)
around the globe is expected to reach significant levels with the
upcoming sixth generation of mobile networks (6G). Nonethe-
less, the openness of wireless transmissions and the forecasted
overwhelm in connected devices will provoke unprecedented
security leakages and vulnerabilities [1].

Physical-layer authentication (PLA) has attracted lots of
attentions due to its unique advantages, e.g., security and low-
complexity. The information theoretic security can be obtained
by the PLA since the physical layer introduces uncertainty
into the adversary, whilst the low-complexity of PLA is
because the intrinsic physical-layer features can be utilized to
authentication instead of the complex encryption algorithm [2].
Hence, upper-layer authentication mechanisms ensuring the
security by using conventional cryptography-based algorithms,
PLA is more applicable for emerging wireless communication
systems, e.g., internet of vehicles (IoV), smart grids (SG)
networks, cognitive radio (CR) networks, and unmanned aerial
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vehicles (UAV) [3]. To this end, a secure and lightweight con-
tinuous authentication scheme for IoT device authentication
was proposed in [4], which utilized the inherent properties
of the IoT devices’ transmission model as its source for seed
generation and device authentication. In [5], an adaptive PLA
scheme for IoT was proposed to exploit the antenna diversity
inherent in multiple-input multiple-output (MIMO) systems
by using a one-class classification support vector machine. In
[6], a mobile UAV aided PLA framework was proposed based
on the physical layer channel characteristics and geographical
locations of different transmitters. [7] exploited two intrinsic
hardware-specific fingerprints in terms of carrier frequency
offset (CFO) and phase noise to propose a PLA scheme in
the UAV aided communication systems. In [8], the polarization
fingerprint (PF) was deeply studied and a PF-based LoRaWAN
PLA solution was designed.

Inspired by the rapid development in Artificial intelligence
(AI), [9] proposed a federated learning based cooperative PLA
scheme that utilizes a group of edge devices to jointly build an
authenticator, which ensures privacy preservation and higher
robustness. In [10], a transfer learning-based PLA scheme
was proposed to achieve fast online user authentication for
latency sensitive applications such as edge computing. In [11],
ResNet was employed to extract channel features of channel
state information (CSI) from different transmitters and classify
them at the network output layer, enabling authentication
decisions based on classification results. [12] proposed a
lightweight cross-domain authentication scheme for securing
wireless IoT devices using backscatter communication where
a federated learning model was designed to aggregate device
identity information across domains. Based on deep learning
methods, [13] presented a fingerprint exploitation modality to
leverage RF fingerprints originating from symbol transition
trajectories for transmitter authentication. Though the potential
performance improvement can be achieved by using Al, the
extra high burdens of complexity introduced by the training
process should be noticed.

Different from the general scenario of PLA, various sce-
narios or functions of PLA were considered in [13]-[18].
Specifically, [14] concerned the problem of authenticating dif-
ferent transmitters at the physical layer in a multi-user scenario
and proposed two tag-based PLA schemes in a multi-user
scenario. [15] concerned the problem of ensuring the security
of the tag-based PLA schemes under multiple cooperative
attackers. To defending against the jamming attack for the
PLA, [16] proposed two jamming detection schemes called
jamming-attack detection (JAD) and composite jamming-
attack detection (CJAD), which exploited the difference of



noise variances to well detect jamming attacks. To improve
authentication reliability, [17] proposed a knowledge-enhanced
PLA algorithm, which used prior knowledge of mobile devices
and wireless channels to verify mobility patterns and extract
stable features. Evaluation results show that the proposed
algorithm can achieve higher reliability than two state-of-the-
art algorithms in three mobile scenarios. [18] developed an
enhancement framework consisting of analysis, enhancement,
and assessment to improve the transferability and immunity
of PLA, where superior reliability of the proposed algorithm
transferring across various scenarios and immunizing against
attacks forging CSI was shown.

B. Related Works and Our Motivation

As a main category of PLA, the identity authentication
mechanism based on the physical layer wireless channel can
be divided into key-based PLA and key-less PLA [19]. Noting
that key-less PLA is more or less based on upper layers
security mechanisms to ensure the security of the previous
timeslot [20], key-based PLA can use secret keys shared by
legitimate users to employ the complete authentication process
without upper layers security mechanisms, which has unique
advantages on security in the context of rapidly increasing
computing power. However, more requirements of robustness
should be considered in key-less PLA schemes.

The researches on key-based PLA technology originated
from [21], which utilized the randomness, reciprocal, and
location decorrelation features of the wireless fading channel
to defend various passive and active attacks. In [21], the
randomness of the channel amplitude was used to protect the
inquiry and response signals. Wu. et al proposed channel-
phase response based PLA scheme, which enhanced the au-
thentication performance [22]. In general, the channel-phase
based PLA scheme has two main advantages compared with
amplitude-based scheme. First, channel amplitude responses
usually undergo great changes in high speed mobile wireless
systems due to Doppler spread, but the changes of phase values
are predictable [23]. Second, the recent channel-phase based
PLA researches have shown better authentication performance
by well-designed testing statistics [24]-[27], which are suitable
for multi-carriers transmission.

Against the background and related works, our motivation is
to solve the two main challenges in this paper. First, the prior
channel-phase based PLA schemes considered that the mali-
cious eavesdropper employed the impersonation attack without
secret keys using the same steps and the same transmit power
as legitimate users. However, it is possible for the eavesdropper
to employ the well-designed impersonation attack to decrease
the authentication performance. It is challenging to find this
attack and enhance the robustness of the channel-phase based
PLA scheme. Second, it is challenging to theoretically analyze
the performance of our proposed scheme. Noticing the perfor-
mance analysis for the prior channel-phase based PLA scheme
has been very complex, the extra design on the channel-phase
based PLA scheme will inevitably increases the difficulty of
quantitative analysis.

C. Threat Model

In this paper, we consider that Bob is a center of the authen-
tication and Alice is a legitimate user. Here, the eavesdropper
(Eve) has known the all details of the authentication protocols
shared by Alice and Bob, except the shared secret keys. Then,
Eve aims to conduct the same steps of authentication protocols
as Alice to pass the authentication illegally. Since Eve has
owned the details of the authentication protocols, it is possible
for Eve to impersonate Alice and well design the signals
(response or inquiry signals) in the authentication process to
successfully pass the authentication process illegally. Though
the prior schemes have investigated this issue in [25], [27],
which has improved the authentication performance, the po-
tential threats from extremely high transmit power used by
Eve are still ignored.

D. Key Contributions and Results

The main contributions and results of this paper are sum-
marized as below:

o We investigate a well-designed impersonation attack,
which poses a serious threat posed for the key-based
PLA schemes. Specifically, Eve employs the first step
of authentication process as the general impersonation
attack, i.e., the authentication request, and then sends
the authentication response by using an extremely high
transmit power, which will decrease the authentication
performance.

o« We propose a novel two-level decision channel-phase
based PLA. To be specific, the first level decision is used
to prevent Eve from high transmit power and the second
one is used to authenticate the user. Moreover, the optimal
threshold of the decision for detecting response signal
with high transmit power is derived. Through the two-
level decision, the robustness of the channel-phase based
PLA scheme is ensured.

o Theoretical performance analysis is provided for accu-
rately estimating the authentication performance. Here,
the theoretical results of the proposed scheme, i.e., the
closed-form expressions of the probability of detection
and false alarm are derived via the numerical statistic
and the proper approximation.

o Comprehensive simulation results in terms of the receiver
operator characteristic (ROC), probabilities of detection
and false alarm under various parameters are provided to
validate the robustness of the proposed scheme compared
with the benchmark scheme. Moreover, the effectiveness
of the theoretical performance analysis is verified by
the comparison between the simulated results and the
theoretical ones.

The rest of the paper is organized as follows. In Section
II, we provide the system model and the problem statement.
In Section III, the proposed scheme containing the two-level
decision process is provided. Theoretical performance analysis
of the proposed scheme is given in Section IV. Section V
provides the comprehensive simulation results. Section VI
concludes this paper.



Notation: Transpose and its Hermitian transpose are denoted
as (-)T and (-)¥, respectively. |-| denotes the absolute value of
a variable. Z(-) and R(-) denotes the imaginary part and the
real part of a vector, respectively. E(-) and Var(-) denotes the
expectation and variance of a vector or variable, respectively.

II. SYSTEM MODEL AND PROBLEM STATEMENT
A. System Model

The details of the channel-phase based authentication pro-
cess are given in Fig. 1, which contains three main steps: au-
thentication request, authentication inquiry and authentication
response.

1) Authentication Request: First of all, we consider a
legitimate user Alice aims to start the authentication, and then
sends an authentication request by an NV-subcarrier signal. The
request signal sy usually contains some public information of
a user, such as the user’s request, type, number, and state.

2) Authentication Inquiry: After receiving the request sig-
nal, Bob realizes there exists a user requesting for authen-
tication. Then, Bob sends an inquiry signal s;, where s, =
[$6.158b,2,- -, so.n]T and sp; = exp(j0p ;). Here, 0, is a
random phase generated by Bob, where 6,, € U[0, 2] for
1 = 1,2,...,N. Then, the received inquiry signal from the
i-th subcarrier can be represented by

Ta,i = NBA,iSbi + Wab.i, (D

where hpa,; and w, ; denote the channel coefficient and the
additional white Gaussian noise (AWGN). Note that

hpai=|hai|exp(jOnpa.), 2

where 0}, , , is the phase response of the channel coefficient.
Then, the phase extracted from 7, ; can be denoted as

Oai = Onpa, +0bi+cabi, 3)

where 60y ; and €4 ; denote the phase of sp; and the phase
noise introduced by wqy ;, respectively.

3) Authentication Response: Then, Alice generates the re-
sponse signal s,, where s, = [sa,1,3a72,...,sa7N]T. Here,
Alice uses the secret key Ka = [kq,1,kq,2,.. ko, N] tO
produce the response signal s,. The i-th element of s, can
be given by

Sa,i = €XP (jM(ka,i) - ]Haz) 5 (4)

where k, ; is the i-th pair-wise 0-1 secret key owned by Alice.
M(k;) denotes the mapping function, given by

0, k=[00]
7/2, ki =[01]

Miki) = o ki=[11] )
37/2, ki =[10]

The response signal received by Bob can be represented by
Tbi = haB,iSa,i + Wha,is (6)

where hap,; and wy, ; denote the channel coefficient and the
AWGN from Alice to Bob. Due to the reciprocity of wireless

channels, i.e., hap; = hpa,; = hi, Eq. (6) can be rewritten
as

rb,i = |hilexp (j (M(kas) = Obi — €abyi)) + Woai- ()

Next, Bob will multiply the inquiry signal by s, to get y,
which aims to remove the preset random phase, and i-th
element of y obtained from Alice can be represented by

Yi,a = |hilexp (j (M(kai) — €abi)) + Woa,iSp,i-  (8)

Note that Eve will learn and impersonate the behavior of Alice
with randomly generated Kg = [ke 1, ke,2,. .. ke, v], Where
Kpg # Kp. In this case, Eq. (8) can be rewritten as

Yie = |hil exp (j (M (kes) — €ebi)) + Woe,iSpi,  (9)

where the variables are similar to that of (8), except that the
sender is Eve. Finally, Bob calculates the hypothesis testing
statistics for making decision. According to [27], a well-
designed hypothesis testing statistics can be represented by

Cp =R {e MKy,

where Kp is the secret key of Bob, and Ky = Ky =
[kb.1, kb2, ... kp,n]. Here, the authentication decision can be
summarized as a binary hypothesis testing problem, given by

(10)

Ho : The user is illegal (Eve),
{ 0 gal (Eve) an

‘H; : The user is legitimate (Alice).

Under H,, it indicates that the authenticated user is illegal.
Under H1, it indicates that the authenticated user is legitimate.
Substituting (8) and (9) into (10), we obtain the hypothesis
testing statistics under Ho and #;, expressed as

N

i=1
N

CR,Hl _ ’R{ E (‘hBA,i| ej(AM(kab.i)—Eab,i) + ‘:}b,i)} s
=1
(12)

where AM denotes the phase offset introduced by the secret
key, i.e., AM (kap) = M (kai) — M (kpi). @p,; denotes
the AWGN rotated by s;; and e 9MFvi)  where @,; =
exp (—jM(kp;)) wpe,iSp,; and x € {a,b}. Here, we assume
that @y ; under Hy and #H; has the same probability density
function (PDF) , ie., @p; ~ CN (O,J,QL) for the sake of
convenience.
Finally, Bob uses a preset threshold to determine the ac-
cepted hypothesis, given by
Hi
Crz2T.
Ho

(13)

If Cp is larger than 7', Bob will accept H;; otherwise Bob
will accept Hy.

B. Problem Statement

Taking a closer look on Eq. (12), we observe that Cg 3,
is easily larger than Cg 3, due to AM (ke ;) = 0 for i =
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Fig. 1. Diagram of the channel-phase based authentication process.

1,2,...,N. As shown in Fig. 2 (a) and Fig. 2 (b), Alice can
remove the phase offset AM (k,p,;) introduced by secret keys,
whilst Eve cannot remove AM (ke ;). Therefore, the better
authentication performance can be obtained.

Note that the prior schemes consider that Eve uses the same
transmit power as Alice, as shown in Eq. (9). However, if
Eve increases its transmit power of its authentication response,
Eve has higher probability to illegally pass the authentication.
From Fig. 2 (b) and Fig. 2 (c), it can be observed that C'r 7,
becomes closer to Cr 3, after using higher transmit power,
which will makes it difficult for Bob to distinguish. Hence,
the authentication performance will be seriously threatened.
To well represent the effect of transmit power, (12) can be
renewed as

N

CR,HU =R Z (4 /Ee|hBE,i| ej(AM(keh,i)*Seb,i)+a)bﬂ,) ,

=1
N
CR,Hl =R Z (, /Ea|hBA,i| e](AM(kab,i)_Eab,i)+d}b)i) ,
i=1
14
where E, and E. denote the transmit power used by Alice
and Eve, respectively. To measure the degree of Eve’s high
transmit power, we define the energy ratio (ER) between Eve
and Alice, expressed as

ER (dB) = 10log;, (g) : (15)

a

Without loss of generality, we set F/;, = 1 in the following
discussions.

III. PROPOSED SCHEME

According to the discussion above, it is urgent for Bob
to prevent Eve from using the higher transmit power. To
this end, we propose a two-level decision process for the
authentication process, as shown in Fig. 3. The basic idea of
the decision process is to detect the high transmit power of
Eve by estimating the average energy of a response signal at
the first level decision. Then, the second level decision can be

Im Im Im

- >R
Bw fy
RS RRe Re [ I\& Re
iR,
Y~~..
CqlH,
CqIH,
(a) (b) (c)

Fig. 2. The statistic comparisons with N = 4: (a) under H1 with unit
transmit power (b) under Ho with unit transmit power (c) under o with
higher transmit power.
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Flow chart of the proposed channel-phase based authentication
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Fig. 3.
process.

used to distinguish the legitimate user with the shared secret
keys from the illegal one without the shared secret keys.

A. First Level Decision

Specifically, after receiving the response signal, Bob first
calculates the testing statistic
1
Ny
where A can be seen as the average energy of the response
signal. If A is larger than the preset threshold 7, Bob will

A=—yly, (16)



accept H that there exists an illegal user using a large transmit
power; otherwise, Bob will continue to the next decision.

It is worth noting that Bob will determine 7 based on
the type, user’s number, and state given in authentication
request. For example, Bob will record the average energy
used by the authenticated legitimate user. Once a user sends
the authentication request claiming the same user’s number as
the authenticated one, Bob will calculate 7 according to the
recorded average energy. Thereafter, we provide the optimal
n for accurately employ the first level decision.

Proposition 1. The optimal value of the first level decision

for the proposed scheme is expressed as

op +on
2N

where Q;Ql (p, v) denotes the inverse tail probability function

of a Chi-Square distribution with Degree of Freedom (DoF)

v at the probability values in p. Pr 1 hre denotes the preset

threshold of the probability that Alice is falsely regarded as
Eve in the first level decision.

a7)

Tlop = Q;Ql (PF,l,thre7 2N)

Proof. Based on the Neyman Pearson (NP) theorem, the
optimal threshold can be calculated by ensuring the maximum
probability of false alarm. Here, we ensure

Pr (A’Hl > nop) = PF,l,threa (18)

where Ay, denotes the testing statistic A under H;. Based
on (8) and (9), we have y; . ~ CN (0,07 + 02), and

2N Ay, 9
—_~ 2N).
7 or X EN) (19)
Substituting (19) into (18), it can be obtained that
2Nnop
Qx> <M,2N = Pp 1 thre; (20)

where @), 2 (z,v) denotes tail probability function of a Chi-
Square distribution with DoF v at z. Based on [28], we have
£—1 k
1\« 1/1
Q2 (2,v) = exp (—22) Z il (22«) =2, (21
k=0
Through some mathematical calculations of (20), we finally
obtain (17).
The proposition is proved. O

B. Second Level Decision
After the first level decision, Bob will calculate C'r by (10)

for the case that A < 7. Then, Bob uses a threshold T' to
determine the accepted hypothesis, expressed as

Hi
CR|A < Nop 2 T.
Ho

(22)

where Cr| A < 1, denotes the testing statistic C'r meeting
A < nop in the first level decision. If Cgr|A < 7y is
larger than 7', Bob will accept H;; otherwise Bob will accept
Ho. Noting that 7" is used to distinguish the user with the
acceptable transmit power, Bob can determine the proper value
of T as [27].

IV. PERFORMANCE ANALYSIS

After the thresholds n and 7' of the two-level decision are
given, the authentication performance of the proposed scheme
is determined. In this section, we analyze the authentication
performance of the proposed scheme, where the closed-form
expressions of the probability of detection and the probability
of false alarm are involved. Here, the major difficulty of
performance analysis lies in the derivations of the PDF and
numerical characteristic of the testing statistic C'g, which have
been changed after the selection of the first level decision.

Specifically, Alice should pass the two-level decision to
successfully complete the authentication. Here, the probability
of detection for Alice in the proposed scheme can be given by

Pp =Pr(Hi|H1) = (1 — Pp1,thre) Pp 2, (23)

where 1 — Pp 1 4nre denotes the probability that Alice can
successfully pass the first level decision. Pp o denotes the
probability of detection in the second level decision for Alice
after successfully passing the first level decision. Noting that
the first level decision will affect the PDF of the original
CRr, the probability of detection in the second level decision
becomes a conditional probability, given by

PD72 = Pr (CR,’HO > nop‘A’w‘-h < T) . (24)

Since Bob will set a very small value of Pr 1 ;.. to decrease
the impact on probability of detection, we have the approxi-
mation

Pp o = Pr(Cr, > nop|without first threshold).  (25)
According to [26], we have
T —-E(Crun,
Ppam~Q () . Q6)

Iy (e-nd+a)

where (Q)(-) denotes the Q-function. E(Cr %,) denotes the

4
expectation of Cg 3, where E(Cr ) = 51/ 2.
n- h

Moreover, the probability of false alarm of the proposed
scheme can be expressed as

pea = Pr(Hi[Ho) = (1 — Pp 1eve) - pra 2

where Pp 1. denotes the probability that Eve is correctly
detected in the first level decision. pga 2 denotes the probability
that Eve passes the second level decision after successfully
passing the first level decision.

27)

Corollary 1. Pp 1 .. can be represented by

Q.2 (Prthre; 2N) (07 + 02)

P eve — 2 2N
D1, @x < EeU% +o2
(28)
Proof. According to definition of Pp 1 ¢ve, We have
PD,I,eve =Pr (AHU > nop) . (29)

Recall that y; . ~ CN (O, Eea}% + afL). Similar to (19), we



easily have

2NA’H0 2
—_—~ 2N).
Too? gz~ eN) (30)
Substituting (30) into (29), we have
2N1ep
PD,l,eve:QX2 (W72N> . (€1))
Substituting (17) into (31), we finally obtain (28).
The corollary is proved. O

Note that the probability of false alarm pga 2 can be obtained
from the PDF of Cpg,|Ax, < nop. However, the effect
of the constraint Ay, < 7o on Cry, seems complex,
which makes it difficult to obtain the simple expression of
the PDF of Cg 7,| Ay, < Nop- Fortunately, Cr 7, |A%, < 7op
is the sum of 2N independent random variables. When
N is sufficiently large, we have the approximation that
CRr3o | Apy < Mop follows the Gaussian distribution based
on the well-known central-limit theorem (CLT). Here, the
PDF of Cg,|A%, < 10p can be obtained by calculating its
expectation and variance.

Proposition 2. The expectation of Cr 1| Ay, < Nop is given
by

E (CR,H0|AH0 < nop) =0. (32)

Proof. Based on (10) and the symmetry of the Gaussian
distribution, we obtain

N
1
E(CRa,HO‘AHO < 770[)) = iE (Z yi,E|A'H0 < 770[)) ) (33)

=1

N
where y;. ~ CN(0,02 + E.0%) and thus Y yi. ~
i=1
CN (0,N (02 4 E.0%)). According to (16), Ay, < nop
N

can be seen as an energy-constraint of »_ y; ., the PDF of
i=1

N
> Yiel Apy < Top is still symmetrical about zero. Then, it
i=1

can be achieved that

N
E (Z Yiel Mgy < nop) =0. (34)
i=1
Substituting (34) into (33), we finally obtain (32).
The proposition is proved. O

Thereafter, we begin to calculate the expression of the
variance of Cr 3, |A%x, < 7op. To simplify the calculation of
the variance, we have the following proposition.

Proposition 3. The variance of Cryy|Ap, < Nop can be
rewritten as

Var (CRﬂ'lo ‘A”Ho < 770[7) =-E (A’Ho | AHO < 770[7) . (39

Proof. Due to the result in Proposition 2, we easily have

Var (CR,H0|A'H0 < 770]3) =E (012%,3‘-[0 |A’Ho < nop) . (36)

Substituting (12) into (36), we further have
Var (CRfHo'A'Ho < nOP)
N
5 (RS (VB pamersos-eno,
i=1
B0 )7 Aot < i )

N
1 ] -
- §E ((Z (\/E>‘€|hBE,i| BJ(AM(keb,i)_Eeb.i)_;'_

i=1

(37

&, [ty < o)

where R(:) can be replaced with 1 in (37) due to the
symmetry of e 7M(Xs5)y under H, in terms of the real and
the imaginary parts. In other words, R {e’jM(KB)y} has the
same PDF as that of Z {e=/MX=)y} under Hy, which leads
to the same value of expectation.
Since the AWGN and channel response on different subcar-
riers are independent of each other, it can be obtained that
]E(~ , <770p):0 (38)

and
E (| hpp,| el (M) =ee0) 5
|hpp | A Eebr)meenr) | Ay < Uop) =0,
when i # k. Substituting (38) and (39) into (37), we have
Var (Crp, | Any < 1op) =

N
1 2 - 2
= §E ( E (Ee|hBE,i\ + |@p,i )

i=1
N
= ?E (Agge| Ay < Nop) -

(39)

Ay, < 7]op> (40)

The proposition is proved. O

Taking a closer look at (40), it is necessary to provide
the expression of [ (Ay, | Ay, < 1nop). To begin with, we
consider a simple example that E (X | X < Ty ), where X is a
random variable following a Chi-Square distribution with DoF
v, and T'x is the constant threshold. We have the following
proposition.

Proposition 4. The closed-form expression of E(X| X < Tx)
can be represented by

ED. 4
E(X|X < Ty)= sep () 2) 7
1_QX X
P T 41)
—22(2 (J+1)]+1 ) Tx +2) | +v
Proof. See Appendix A.
O

Now, we need to convert E (Ay | Ay, < 70p) in (40) to
the closed-form expression of E ( X| X < Tx) as provided in
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Fig. 4. ROC performance comparisons of the traditional channel-phase based
PLA scheme under various values of ERs.

Proposition 4. According to the relationship between X and
Ay, we rewrite (40) as

N
Var (Crpo [Ano < 1op) = 5 B (Ao Arg < 7op)

= g]E (AH0| By noP)

0 0 (42)

N Top
~2or(x|x —)
2 ( X<q)

where () denotes the coefficient between X and Ay, ie.,
Ay, = QX. Based on the definition of Ay, we have

E.0? 4+ 02
Q=—"C¢h “n 43
oN (43)
Ensuring Tx = % and v = 2N in (41) and then

substituting (41) into (42), we finally obtain the closed-form
expression of Var (Cr 2, A2 < Nop)-

Since Cr 2, |A%n, < Nop approximately follows the Gaus-
sian distribution according to CLT, i.e., Cr 3y |A%y < op ~
N (0, Var (Cr 310 | Asy < Nop)), We obtain

T
PFA2 & Q) . (44)
( \/Var (CR,HO |A’Ho < 770]3))
Substituting (44) and (28) into (27), we finally achieve the
probability of false alarm of the proposed scheme.

V. SIMULATION RESULTS

In simulations, we utilize the state-of-the-art channel-phase
based PLA scheme in [27] as the benchmark scheme, which is
termed as the traditional scheme in the following discussions
for short. In the proposed scheme, we first calculate the
first threshold n by fixing Pr i nre and then use different
values of T to calculate the probabilities of detection and
false alarm for the proposed scheme. Moreover, the receiver
operator characteristic (ROC) is further used as the metric for
performance comparisons.

In Fig. 4, we provide the ROC performance of the traditional
channel-phase based PLA scheme under various ERs, where
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Fig. 5. ROC performance comparisons between the traditional channel-phase
based PLA scheme and the proposed scheme under ER = 4dB.

SNR is set as 0dB and N = 32. It can be seen that the
ROC performance decreases as the increase of ER, which
represents the serious threats as mentioned in Section II. For
example, let us focus on ppa = 0.1. Compared with the case
that Eve uses the normal transmit power, i.e., ER = 0dB, the
probability of detection drops substantially from about 99%
to 40% at the case of ER = 12dB. Therefore, it is urgent for
legitimate users to resist Eve with high transmit power during
the authentication process.

In Fig. 5, the ROC performance comparison between the
proposed scheme and the traditional channel-phase based PLA
scheme are provided under ER = 4dB. Here, the simulation
parameters are set as Pp 1 inre = 102 and 1073, SNR =
0dB and N = 32. We have the following conclusions. First,
the ROC performances of the proposed scheme under both
Ppithre = 1072 and 1073 are better than the traditional
channel-phase based PLA scheme at the regular value of
probability of false alarm, such as ppa = 1072, which
demonstrates the superiority of the proposed scheme under
high transmit power aided impersonation attack from Eve.
Second, the ROC performances of the proposed scheme under
Pp1thre = 1072 and 1073 are different, which requires to
well select according to the requirement of Bob. Specifically,
the proposed scheme under P 1 ¢hre = 1072 has the better
authentication performance under the constraint of ppy < 0.05
whilst the proposed scheme under Pr 1 e = 1073 is better
at the rest range of ppa.

In Fig. 6, we illustrate the ROC performance comparisons
between the traditional channel-phase based PLA scheme and
the proposed scheme under ER = 0dB. Here, the parameter
settings are the same as Fig. 5 except for ER. We have the
following conclusions. First, the ROC performance of the pro-
posed scheme is close to that of the traditional channel-phase
based PLA scheme as the decrease of Pp 1 ¢nre. Especially
when Pr 1 ihre = 103, the ROC performance of the proposed
scheme is very close to that of the traditional scheme, which
indicates that the first level decision has few impact on the
authentication performance when Eve uses the same transmit
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Fig. 6. ROC performance comparisons between the traditional channel-phase
based PLA scheme and the proposed scheme under ER = 0dB.
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Fig. 7. Comparison between simulated results and the approximated theoret-
ical results of C'r after passing the first level decision.

power as Alice. Finally, considering Fig. 5 and Fig. 6, the
robustness of the proposed scheme are verified.

To verify the theoretical results in performance analysis,
we illustrate the comparison between simulated results and
the approximated theoretical results of C'r after passing the
first level decision in Fig. 7. Here, we use 2 x 105 samples to
obtain the simulated results, and set N = 32, Pp 1 ¢pre = 0.01,
SNR = 0dB and ER = 6dB. It can be observed that the
approximated theoretical results of C'r 3, |Ay, < 1op i very
close to the simulated ones, which shows that the approxi-
mated theoretical results in [26] can be used to well estimate
the authentication performance though the PDF of Cg 3, is
affected by the first level decision. The small deviation here
is due to the approximated error in variance as stated in [26].
Moreover, we observe that the approximated theoretical results
of Cr2 A, < Mop fit very well with the simulated ones,
which verifies the effectiveness of (32) and (42).

Fig. 8 investigates the comparison between the simulated
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Fig. 8. Simulated and theoretical probabilities of false alarm of the proposed
scheme under various values of 7.
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Fig. 9. Simulated and theoretical probabilities of detection of the proposed
scheme under various values of 7.

and theoretical probabilities of false alarm under various
values of 7. Here, we set SNR = 0dB, N = 32 and
Pr1,thre = 0.01. ER is set as 2dB, 4dB and 6dB, respec-
tively. We have the following observations. To begin with,
the probability of false alarm decreases as the increase of
ER, which indicates that the higher transmit power used by
Eve will not decrease the authentication performance of the
proposed scheme. On the contrary, the authentication perfor-
mance of the proposed scheme is improved since the higher
transmit power of response signals can not pass the first level
decision, which demonstrates the significance of our proposed
scheme. Moreover, the theoretical probabilities of false alarm
match very well with the simulated ones, which indicates the
effectiveness of our theoretical performance analysis.

Fig. 9 investigates the comparison between the simulated
and theoretical probabilities of detection under various values
of T'. Here, we set ER = 2dB, N = 32 and Pr 1 ¢pre = 0.01.
Meanwhile, SNR is set as 0dB, 4dB and 8dB, respectively. We



0.9
0.8¢y
50
8
© 0.6 |
[a]
— 0.9
2 4
> 0.5 N3
804 0.85 |
Q
<
a 0.3 0 0.01 0.02 0.03 1
P .2 S . e ER=4dB, Simu. | -
V ER=4dB, Theo.
o ER=8dB, Simu.| |
O ER=8dB, Theo.
1 1 L . : ! ‘

oV .
0 0.02 0.04 006 008 0.1 0.12 0.14 0.16 0.18
Probability of False Alarm

Fig. 10. Comparisons between simulated and theoretical ROC performance
of the proposed scheme.

observe that the theoretical probability of detection improves
as the increase of SNR, which can be explained by the fact
that the impact of AWGN on authentication performance
decreases. Moreover, the theoretical probability of detection
is also close to the simulated one, where the small deviation
is due to the approximation error of the variance. Hence,
the effectiveness of the theoretical performance analysis is
demonstrated.

Fig. 10 provides the comparisons between simulated and
theoretical ROC performance of the proposed scheme. Here,
we set SNR = 0dB, N = 32 and Pp 1 ¢nre = 0.01, whilst ER
is set as 4dB and 8dB, respectively. We have the following
conclusions. First, the ROC performance of the proposed
scheme improves as the increase of ER, which contributes
to the proposed first level decision. Second, the theoretical
ROC curves are close to the simulated curves under both ER
= 4dB and ER = 8dB, which demonstrates effectiveness of
the performance analysis. Finally, the small deviation between
theoretical ROC and simulated ROC curves exists due to
the small approximation error of the approximated theoretical
probability of detection.

VI. CONCLUSION

In this paper, we considered the serious threat that Eve
used an extremely high transmit power in the authentication
process, which attempts to pass the authentication illegally. To
solve this issue, we proposed a robust channel-phase based
PLA scheme by using the novel two-level decision in the
PLA process. Specifically, Bob first calculated the average
energy of a user’s response and derived an optimal threshold
to prevent Eve from using high transmit power. Then, the
second level decision was used to distinguish the legitimate
users. Moreover, the theoretical performance analysis was
provided for the proposed scheme to accurately estimate the
authentication performance. Simulation results indicated the
significant improvement on the authentication performance of
our proposed scheme, and demonstrated the effectiveness of
the theoretical results.

One of our future plans is to consider the multiple users
scenario, which aims to enhance the efficiency of authentica-
tion for more legitimate users cases and avoid the unnecessary
information leakage in the authentication request. Moreover,
another future plan is to evaluate our proposed scheme in a
real system.

APPENDIX A
PROOF OF PROPOSITION 4

Through the definition of E (X | X < Tx) , we obtain

Tx
J af(z)dx
_ 0
E(X|X <Tx)= T )
f(x)de
0
where f(x) denotes the PDF of X, which can be expressed

as [28]

(45)

v 1
L —= x>0
2§F(%>x exp( 2:c> T ) 46)
0,2 < 0.

Substituting (46) into the numerator of (45), we further have

TX TX
1 v 1
zf(x)dr = ———— [ 22 ¢ ——x | d
IEC 22r(;)/ Xp< 2 ) ’
0 0
L 2T 2 ( T )+
=7y | 2Tx?exp| —5Tx
221 (%) @
Ao
Tx
u/ac%_lexp (—x) dx |,
0
By
where By can be further derived as
v 1
Bo=-2-2 YTy Vexp(—=Tx | +
2 2
Ay
Tx 48)
92V (Z—l)/x%72exp ——zx | dx
2 \2
0
B,
Similarly, By can be further derived as
vV [V v 1
B:—2-22-7(7—1>T 52 o7
1 5 \3 X exp 51X +
As
Tx (49)

23% (% — 1) (g — 2) /x%_g exp (—;x> dx .

0

B2



From (47) to (49), we can observe that each item of B can
be divided into a new A and B. Based on the rule of A and

B, we have the £ — 2-th item

_ v_ 9 [V 1.5 1
Aéfg =—2-22 . (5') . iTX exp <_2TX> s
Tx (50)
By_5=2%"1 (K'> /xexp flx dx
L2 2 B .
0
Then, we easily have
1 " 1
v
ey Bu_ng/xexp <—x)dx
(TX+2)eXp< TX)—l—I/
Based on (47)-(51), we have
Tx 1 ¥
/xf(x)dx = 25T (1) Z% A;i+ By
0 =
Tx
=—(Tx +2) s exp -5 )tV (52)
Y _o
2%1—‘ (%) i=0

For the sake of simplicity, let A%,g be the first item of AT,
ie., A%_g = AJ{, and then we obtain

%72 %71
> A=Y 4]
i=0 j=1 L (53)
Tx \ « v 1 .
= 2exp (X ( )711 i+,
o (-5) X Gt
Substituting (53) into (52), we finally have
Tx 7 ¥-1 T
12
dor = -2 _IXxX\Z —(j+1) X
/mfw o (53 S (T
0 =

Tx

v )y Ix
= | (G+1) Tx +2 :
() (2 )2
(54)
Here, the denominator of (45) can be calculated by
Tx
[ f@riz=1-Qu (zx.0). (55)
0

Substituting (54) and (55) into (45), we finally obtain (41).
The proposition is proved.
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