Ferreira et al. Journal of Cloud Computing
https://doi.org/10.1186/513677-024-00716-7

(2024) 13:158

Journal of Cloud Computing:
Advances, Systems and Applications

Impacts of data consistency levels

®

Check for
updates

in cloud-based NoSQL for data-intensive

applications

Saulo Ferreira' ", Julio Mendonca?", Bruno Nogueira®, Willy Tiengo® and Ermeson Andrade’

Abstract

When using database management systems (DBMSs), it is common to distribute instance replicas across multiple
locations for disaster recovery and scaling purposes. To efficiently geo-replicate data, it is crucial to ensure the data
and its replicas remain consistent with the same and the most up-to-date data. However, DBMSs'inner character-
istics and external factors, such as the replication strategy and network latency, can affect system performance

when dealing with data replication, especially when the replicas are deployed far apart from the others. Thus, it

is essential to comprehend how achieving high data consistency levels in geo-replicated systems can impact sys-
tems performance. This work analyzes various data consistency settings for the widely used NoSQL DBMSs, namely
MongoDB, Redis, and Cassandra. The analysis is based on real-world experiments in which DBMS nodes are deployed
on cloud platforms in different locations, considering single and multiple region deployments. Based on the results
of the experiments, we provide a comprehensive analysis regarding the system throughput and response time

when executing reading and writing operations, pointing out scenarios where each DBMS could be better employed.
Some of our findings include, for instance, that opting for strong data consistency significantly impacts Cassan-

dra’s reading operations in the single-region deployment, while MongoDB writing operations are most affected

in a multi-region scenario. Additionally, all of these DBMSs exhibit statistically significant variations across all scenarios
in the multi-region setup when the data consistency is switched from weak to stronger level.
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Introduction

The idea of designing distributed systems predates the
advent of cloud-based services. Even before the rise
of platforms like Amazon Web Services (AWS) and
Google Cloud Platform (GCP), the model of horizontal
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scalability existed, aiming to parallelize processes across
multiple processing cores [1]. Horizontal scalability con-
trasts with vertical scalability, which involves increas-
ing resources within the same computational system [2].
Nowadays, cloud computing has facilitated both hori-
zontal and vertical scalability of applications. Beyond
that, cloud computing made distributed systems more
accessible and widespread. It boosted strategies such as
geo-replication, where computational instances (a.k.a.
nodes) can be deployed in different physical locations.
Geo-replicated systems have been widely adopted for dis-
aster prevention and recovery [3], fault-tolerance [4], and
latency reduction in communication between clients and
cloud servers [5].
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Modern Database management systems (DBMSs)
adopt the concept of replication for distributing data
among different nodes that can be physically located in
the same region or geo-replicated [6]. The distributed
architecture prevents the entire system from becoming
unavailable and inaccessible in the event of a failure in a
subset of nodes. Additionally, it enables end-users (or cli-
ent applications) to access data more quickly from a node
closer to them [7]. However, (geo-)replicating data can
lead to data inconsistency. When a specific piece of data
is updated on an arbitrary node A, the same piece of data
might be requested on another arbitrary node B, which
may not have been updated yet. Some DBMSs address
this issue by employing a strong consistency scheme,
where a node can only confirm the update of a particular
piece of data to the client application when all nodes in
the cluster confirm they received and updated this same
piece of data [8]. This approach may compromise perfor-
mance (e.g., the response time in the mentioned exam-
ple) for the sake of data consistency [9, 10], especially
when the replica nodes are located in a different place
when the distance delay affects the communication more
significantly.

Systems prioritizing performance often implement
eventual data consistency (or weak data consistency),
where data updated on one node A may not immediately
reflect on a second node B but will eventually synchro-
nize. An asynchronous data update method is employed
to achieve this, returning success for a request while
updating other replicas in the background [11]. The aim
is to maintain data and its replicas up-to-date at some
point, though not necessarily simultaneously. Conse-
quently, these systems have a distinct trade-off between
data consistency and performance, highlighting the
importance of evaluating the compromise between the
two aspects.

Previous works have explored various techniques to
evaluate data consistency levels for databases (DBs) in
terms of performance. For instance, Gorbenko et al. [9]
used a benchmark evaluation to compare different con-
sistency levels of the Cassandra database, aiming to
understand the performance costs associated with each
assessed level. On the other hand, Diogo et al. [12] ana-
lyze how different non-relational DBMSs - namely
Cassandra, MongoDB, OrientDB, and Redis - are imple-
mented to address data consistency issues. It offers an
overview of replication and synchronicity configurations
in a distributed architecture with multiple nodes. How-
ever, these studies often have limitations, such as the
need for comparison between DB systems, challenges in
applying workloads, and limited metrics analysis.

In this manner, this study conducts a perfor-
mance analysis of multiple NoSQL DBs deployed in a
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cloud-based environment in terms of response time
and throughput. Our analysis focuses on scenarios
where nodes are deployed within single- or multiple-
cloud regions. The main objective is to identify how
the response time and throughput of each NoSQL
DBMS are affected by different data consistency levels,
workload conditions, and deployment locations. This
allows an evaluation of how the geographical distance
between nodes can affect the synchronization of data
persisted in NoSQL DBMSs. We evaluated three widely
adopted NoSQL DBMSs, namely Cassandra, Mon-
goDB, and Redis, deployed in a cloud environment with
the same hardware resources to handle diverse loads of
concurrent requests from an external system. By sub-
jecting these DBMSs to identical load scenarios across
different consistency levels, we assess the performance
implications of each data consistency level on the sys-
tem’s operation. Our findings show that Cassandra
and Redis persist in writing operations faster and are
less impacted by data consistency level changes, while
MongoDB has better response time for reading opera-
tions and is more affected by data consistency level
changes in writing operations.
Thus, the main contributions of this work are:

+ We set geo-distributed NoSQL DBMSs in a real-
world cloud environment to perform experiments
considering different scenarios with concurrent
users, data consistency levels, and DB operation;

+ We analyze how performance metrics (i.e., response
time and throughput) of different DBMSs are affected
by different configurations for ensuring data consist-
ency;

+ We identify the best and worst operations in terms
of response time and throughput for each DB under
various data consistency levels and workload condi-
tions;

+ We analyze the statistically significant differences
regarding the throughput and response time of writ-
ing and reading operations of different DBMSs;

+ We compare how the deployment of distributed
DBMSs in single- and multi-region on clouds can
impact the throughput and response time.

The remainder of the paper is organized into six main
sections. “Background” section presents the key con-
cepts essential for understanding the work. “Related
works” section presents the related work. “A cloud-based
NoSQL environment” section describes the experimen-
tal setup used to conduct the experiments. “Experiments
results and discussion” section discusses the obtained
results. Finally, “Conclusions and future work” section
concludes the paper and briefly introduces future work.
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Background
This section introduces the most relevant concepts
addressed in this work.

NoSQL databases

Non-relational (NoSQL) DBs diverge from traditional
relational DBs in their data storage models. Unlike rela-
tional DBs, which organize data into tables with prede-
fined schemas, NoSQL DBs utilize flexible schemas,
allowing for dynamic and unstructured data storage [13].
They are particularly relevant for the analysis adopted in
this work because they are built to handle large volumes
of data with reduced impact on latency and processing
time, prioritizing performance in distributed deployment
scenarios [14]. These types of DBMS are often deployed
in clusters with multiple computational nodes to distrib-
ute the data and ensure that replicas can operate inde-
pendently in the event of failure occurring in any of them.
Although there are several NoSQL DBs available, we have
selected three of the most popular ones, according to
the DBEngine Ranking [15]: Cassandra, MongoDB, and
Redis. These DBMSs offer different features and capa-
bilities, making them suitable candidates for investigating
various aspects of performance and data consistency in
distributed environments.

When a NoSQL DB is configured to replicate data
across different nodes, it must address the issue of update
synchronization. A NoSQL DB focused on availability,
for example, typically prioritizes asynchronous updat-
ing of replica data to avoid impacting system perfor-
mance, opting instead for eventual consistency. On the
other hand, a NoSQL DB focused on consistency aims to
keep the data as up-to-date as possible, updating it dur-
ing requests and confirming an operation only when all
replicas are updated. This duality is described in Dr. Eric
Brewer’s CAP theorem [16], which explains that fault-
tolerant distributed systems must choose between the
two principles of availability and consistency in the face
of partition failures [17].

Cassandra

Cassandra [18] is a performance-focused NoSQL DBMS
based on tables, like traditional relational DBs. Designed
for distributed operations across hundreds of nodes,
Cassandra adopts a masterless architecture, eliminat-
ing the need for a centralizing main node. Instead, each
node can function as a request coordinator. To ensure
fault tolerance, Cassandra natively supports deployment
across multiple data centers, enabling data replication
over a customizable number of nodes. Users have the
flexibility to define the number of replicas in a cluster or
data center, as well as whether replicas will be updated
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synchronously at the time of request or asynchronously
in parallel subprocesses. This adaptability allows for
configuring Cassandra, which prioritizes availability, to
achieve a higher level of consistency in the system, even
at the expense of performance.

To configure the system’s consistency level, Cassan-
dra offers various configurable options, including ‘ONE,
‘QUORUM, ‘ALL, and ‘ANY. However, to standardize
across all the DBMSs we chose, we summarize the main
levels in terms of weak and strong consistency as follows:

+ Weak: Utilizing the ONE consistency level for reads,
Cassandra allows the possibility of retrieving the
data replica stored on the node closest to the request
coordinator, without guaranteeing it to be the most
current in the system. Regarding writes, the ONE
level permits the system to update data and complete
the operation awaiting updates from only another
replica.

+ Strong: Employing the ALL consistency level
for reads, Cassandra mandates validation of the
requested data across all replicas to ensure retrieval
of the most current version available at the time of
the request. For writes, Cassandra requires all rep-
licas to be updated before returning success in the
operation.

MongoDB

MongoDB [19] is a document-based NoSQL DBMS that
utilizes the BSON format (similar to JSON) for stor-
ing data identified by an object ID. Operations on this
DB can be performed using a command-line interface,
facilitating quick insertion and retrieval of documents
organized into collections. While collections in Mon-
goDB serve a purpose similar to tables in a relational SQL
DB, they do not adhere to a predefined schema. Conse-
quently, there is no assurance that two documents stored
in the same collection have identical formats. As a result,
collections serve more as aggregators of documents with
similar structures or data models rather than as a set of
uniform objects.

In its architecture, MongoDB adopts the primary-sec-
ondary model by default, where one node is responsible
for handling requests and managing data, while the oth-
ers act as replicas. This model is structured so that, in
the event of a failure in the primary node, the system can
promptly elect a new primary from the available second-
aries. Despite operating with this scheme of centralized
responsibilities, MongoDB also offers a load balanc-
ing mechanism. This facilitates the distribution of large
volumes of data across different nodes to manage high-
demand operations using horizontal scalability.
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To maintain consistency among distributed and repli-
cated data, MongoDB allows users to configure weak and
strong consistencies using settings for reading and writ-
ing concerns. These concerns refer to the level of guar-
antee MongoDB provides regarding the consistency of
data reads and writes across distributed nodes. Below, we
present the concerns adopted in this work, referred to as
weak and strong consistency.

+ Weak: By using the “local” reading concern for reads,
the user directs MongoDB to confirm the version of
the data present in the closest replica, without con-
sidering whether more updated versions exist in
other replicas. Regarding writes, the writing concern
parameter enables the user to specify how many rep-
licas should persist the change, with 1 typically indi-
cating the closest validation only.

« Strong: Opting for the “linearizable” reading concern
for reads instructs MongoDB to return data reflect-
ing all successful writes in the system. For writes,
using the aforementioned writing concern parameter,
the user can specify the total number of replicas in
the system to indicate that the operation should be
persisted only after all replica set members confirm
success.

Redis

Redis [20] is a multi-purpose, open-source DBMS used
in a variety of applications, including real-time social
media analytics, ad targeting, and caching. Due to its
straightforward, non-structured architecture, Redis is
often characterized more as a data storage structure than
a traditional DB. It supports several data types organized
in a key-value mapping, facilitating quick retrieval via a
command-line interface, SDK, or API. One of Redis’s
notable features is its ability to operate entirely in mem-
ory, making it a preferred choice for real-time responsive
applications. This characteristic enhances its capacity to
provide instantaneous access storage [21].

While Redis primarily emphasizes availability, it also
offers configuration options for consistency levels. It sup-
ports the WAIT command, which enables setting syn-
chronous replication for write operations. This feature
enhances system consistency by specifying the number
of replicas that must confirm the operation before the
request is considered complete. As Redis does not sup-
port consistency levels for reads, in this work, we focus
solely on the consistency level adopted for write opera-
tions, as presented below:

+ Weak: Utilizing the “WAIT 1” command in write
operations prompts the system to validate success
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by ensuring the successful persistence of the written
data on only one replica.

+ Strong: Employing “WAIT N” — where “N” repre-
sents the number of replica nodes — prompts the sys-
tem to await confirmation of success from all replica
nodes before completing the request.

Related works

NoSQL DBs have seen widespread adoption in the past
decade due to the exponential growth of data usage for
data-intensive applications, such as Big data and train-
ing of artificial intelligence models. Previous research has
explored different aspects of these systems. While exist-
ent surveys provide a summary of the background and
main characteristics of NoSQL DBMSs [22-24], various
works have been conducted to evaluate NoSQL DBMSs
performance. However, there remains a limited focus
on analyzing DBMSs’ data consistency levels in terms of
performance. Next, we explore studies that specifically
target performance or data consistency levels evaluation
in NoSQL DBMSs. Then, we highlight how our work fills
current research gaps in the existing literature.

Some studies have analyzed and compared the perfor-
mance of NoSQL DBs. Abu Kausar et al. [25] utilized the
YCSB (Yahoo! Cloud Serving Benchmark) to evaluate the
performance of MongoDB, Cassandra, and Redis. In this
study, Cassandra exhibited the lowest throughput among
these DBs, while MongoDB demonstrated superior per-
formance across nearly all executed workloads. Gandini
et al. [26] conducted a benchmarking analysis for Mon-
goDB, Cassandra, and HBase on the cloud was presented,
with HBase outperforming the others in almost all cases.
Abramova et al. [27] presented an evaluation of five DBs
on a local virtual machine experimental setup, where
OrientDB displayed the poorest overall performance
compared to MongoDB, HBase, Cassandra, and Redis,
which performed the best.

It is also possible to find works that have explored the
evaluation of data consistency levels. Wang et al. [28]
compared the DBMSs Cassandra and HBase, consider-
ing a different number of replicas and consistency levels.
They also conducted comprehensive stress benchmarks
to evaluate the performance of each DBMS when han-
dling read and write operation requests under heavy
loads. Gomes et al. [29] developed an approach based
on Petri nets to evaluate the consistency and availability
of a three-node Cassandra cluster. That work revealed
that the number of replicas and the response time of the
coordinator node are the main reasons for decreasing
the DB performance. Haughian et al. [30] analyzed the
throughput of Cassandra and MongoDB across various
consistency levels, observing changes in the number of
operations per second as the number of nodes required
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for coordinator operation varied. The study’s findings
revealed that MongoDB’s master-slave configuration is
effective in reducing replication impacts, with writing
operations being more significantly impacted at higher
workloads. However, in a non-replication scenario, the
authors showed that Cassandra can scale better than
MongoDB.

Gorbenko et al. [9] proposed a benchmark evaluation
of different Cassandra’s consistency levels deployed on
AWS EC2. The main objective of that work was to study
how different consistency levels affect Cassandra’s per-
formance through high workloads. It revealed that strong
consistency can decrease performance by 25% and the
biggest impact is on read operations. Additionally, they
proposed a set of optimized consistency settings for Cas-
sandra that can maintain strong consistency while maxi-
mizing performance. Ferreira et al. [31] investigated the
consistency of Cassandra and analyzed the associated
latency across different consistency levels. The results
revealed a growth superior to 100% in the latency (from
the weakest to the strongest consistency level) under dif-
ferent workloads.

Unlike previous studies, this work aims to evaluate a
multi-node cluster deployed on a geo-distributed and
cloud environment, considering three different DBMSs:
Cassandra, MongoDB, and Redis. Table 1 presents a com-
parison of the main characteristics of related works and
this paper, demonstrating the significance of our findings
in the context of previous research. Existing studies in
this domain often present certain limitations, such as a
lack of comparison between different DBMSs, challenges
in applying realistic workloads, and a narrow analysis of
metrics. Therefore, this work has the potential to assist in
deploying NoSQL DBMSs across various industries and
applications that need to consider the trade-offs among
data consistency levels and performance. By generat-
ing detailed data on the performance and scalability of
Cassandra, MongoDB, and Redis under different config-
urations, this study provides valuable insights for organi-
zations seeking to optimize their DB environments.

A cloud-based NoSQL environment

This section details the cloud-based NoSQL environment
adopted in this work for experimental analysis, including
the platforms utilized, virtual machine configurations,
workloads, and DB input parameters.

The testbed

We deployed our testbed on the Google Cloud Plat-
form (GCP) to leverage different data center locations.
We configured four Virtual Machines (VMs) across
the data centers and assigned specific roles for each
of them, categorized into two groups: the DB nodes
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Table 1 Comparison of related works main characteristics

Work Consistency Database Workload Performance
evaluation comparison variation analysis

Hanetal.[22] No Yes, 7 No No

Mohamed No No No No

etal. [23]

Abu Kausar No Yes, 3 Yes Yes

etal. [25]

Gandinietal.  No Yes, 3 Yes Yes

[26]

Abramova No Yes, 5 Yes Yes

etal. [27]

Wang et al. Yes No No No

[28]

Gomesetal.  Yes No No Yes

[29]

Haughian Yes Yes, 2 Yes No

etal. [30]

Gorbenko Yes No Yes Yes

etal.[9]

Ferreiraetal.  Yes No Yes Yes

[31]

This work Yes Yes, 3 Yes Yes

(primary-db-node-a/b and secondary-db-node-a#, sec-
ondary-db-node-b#) and the workload generator (client-
node), as shown in Fig. 1.

All the VMs configured as DB nodes had only one of
the three selected DBMSs (i.e., Cassandra, MongoDB,
and Redis) activated and running during each respective
experiment. The DB nodes were categorized into primary
and secondary nodes, with the primary-db-node serving
as the target for client requests and the others (second-
ary-db-node-a#, and secondary-db-node-b#) function-
ing as replication nodes. It is worthwhile to mention that
Cassandra adopts a masterless structure, allowing any
node to handle requests, but for a fair comparison with
all DBMSs, we configured only the primary-db-node to
handle requests in our experimental setup.

We had two different deployment settings: (a) single-
region and (b) multi-region. In single-region deploy-
ment (see Fig. 1la), the VMs are located in the same
region but in multiple zones of GCP. This configuration
reduces communication delays and also isolates VMs
against zone-based failures. On the other hand, despite
the GCP documentation guaranteeing cluster inde-
pendence, the proximity to operational centers does not
eliminate the risk of failures caused by physical acci-
dents and disasters. This deployment utilized the Iowa
region zones (i.e., us-centrall) to deploy all four nodes.
For the multi-region deployment (see Fig. 1b), physical
distance for the node deployments is also considered
to mitigate accidents and natural disasters. However,
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(a)
client-énode locust
virtual users
us-centrall1-a
(b)

clientinode

locust

us-central1-a

Page 6 of 16

secondary-db-node-a1
us-central1-c

]

secondary-db-node-a2
us-central1-f

primary-db-node

us-central1-b

secondary-db-node-b1
us-east1-b

]

secondary-db-node-b2
us-west1-a

primary-db-node

us-central1-b

Fig. 1 Adopted testbed deployed on a a single-region (us-central1-a/b/c/f) and a multi-region (us-central1-a/b, us-east1-b, us-west1-a)

Table 2 VMs default configurations and roles

VM ID Resource Config. Zone/Region

E2-4vCPU/8GB RAM us-central1-a
E2-2vCPU/4GB RAM
E2-2vCPU/4GB RAM
E2-2vCPU/4GB RAM
E2-2vCPU/4GB RAM
E2-2vCPU/4GB RAM

E2-2vCPU/4GB RAM

client-node

primary-db-node-a us-central1-b
secondary-db-node-al us-central1-c
secondary-db-node-a2 us-central 1-f
primary-db-node-b us-central1-b
secondary-db-node-b1 us-east1-b

secondary-db-node-b2 us-west1-a

this setup may introduce communication delays and
affect performance. This deployment also used the
Iowa region zones to deploy the client and primary DB
node but placed replica nodes in the Oregon (i.e., us-
eastl) and South Carolina (i.e., us-westl) regions. For
an easy compression of the experiments configuration,
we named the VMs with the suffix “a” when used in the
single-region deployment (e.g., primary-db-node-a)
and with the suffix “b” when used on the multi-region
deployment (primary-db-node-b). Table 2 summarizes
the configurations of each VM adopted on the GCP.

The client-node served as the primary source of the
workload generation for the experiments in both deploy-
ments. It was responsible for executing a multi-threaded
script that generates concurrent requests to the DB
nodes. To ensure optimal workload generation and accu-
rate test results, the VM assigned as client-node was con-
figured with additional resources (4 vCPUs and 8 GB
RAM) to mitigate potential limitations that could inter-
fere with the workload generation (see Table 2).

For conducting the experiments, the client-node uti-
lized Locust [32] version 2.12.1, an open-source load
testing tool for Python. We used Locust due to its capa-
bility of simulating swarm-based traffic patterns, repro-
ducing real-world web application loads where multiple
users can make concurrent requests [33]. Additionally,
it enables the execution of tests with various settings,
including the number of concurrent users, time inter-
vals between requests, user spawn rate, and total dura-
tion. Table 3 specifies Locust used settings. Given our
approach of executing Locust based on a fixed dura-
tion, the number of requests per second generated by
each user is determined by the system’s capacity to han-
dle requests under varying conditions. Each Locust user
sends requests sequentially and continuously throughout
the specified time frame, so the throughput reflects the
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Table 3 Adopted settings in Locust for each experiment
conducted

Argument  Value Description

headless true No interface execution.

spawn-rate 10 Users spawn rate.
Concurrent users variable  Number of concurrent users.

300 (seconds)

users

run-time Duration of test execution.

system’s ability to process requests rather than a fixed
number of requests per user. For example, if 10 Locust
users are active and the system can handle 3,000 requests
per second, each user effectively generates an average of
300 requests per second. This adaptive behavior allows us
to measure performance trends as the system becomes a
bottleneck under higher loads.

Database configurations

We have selected the weakest and strongest data consist-
ency levels available to evaluate each DBMS. Data con-
sistency level configurations are different for each DBMS
(as described in “Background” section). Therefore, we
perform experiments using the weakest and strongest for
a fair comparison among all DBMSs analyzed. Next, we
detail the configuration of each DBMS utilized.

For Cassandra, we deployed the official Docker image
version 5.0' and configured it across the three DB nodes,
employing the default “SimpleStrategy” replication con-
figuration with a replication factor of 3 to ensure data
replication across all nodes. We utilized the consistency
levels of ONE and ALL for weak and strong consist-
ency, respectively. We created a table with a single inte-
ger unique identifier and ten string columns to read and
write data on the Cassandra nodes.

We configured a three-node cluster for MongoDB
using the official Docker image version 8.0%. Each node
serves as both a primary and secondary node, replicating
data bidirectionally with the other two nodes. We set the
weakest consistency level for reading operations (read
concern) as local and the strongest as linearizable. In
writing operations, the weakest data consistency configu-
ration (write concern) was set to 1, indicating that
only one node is necessary to commit the operation. For
the strongest data consistency level, it was set to 3, indi-
cating that confirmation from all three nodes is required
to commit the operation. Data for reading and writing
operations was formatted as a JSON-like document with
an integer identifier and ten key-value string pairs.

! Cassandra Docker image link

2 MongoDB Docker image link
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Table 4 Parameter values to generate evaluation scenarios

# Consistency level Operation Database Deployment
concurrent
users

1-10 weak read Cassandra  Single-region

strong write MongoDB  Multi-region

Redis

We utilized the official Docker image for Redis, version
7.2%. Although this DBMS does not offer full support for
data consistency level configurations, it provides syn-
chronous replication as a means to achieve consistency.
To enable synchronous replication, the WAIT command
is used to specify the number of nodes that should con-
firm an operation. However, this feature is only available
for writing operations. Consequently, we evaluated Redis
solely based on writing operations compared to the other
DBMSs. We set the WAIT command to 1 for the weakest
consistency level, and for the strongest, we set it to 3. The
data for writing operations consisted of a unique string
key and a hash data type to store ten field-value pairs,
each containing string values.

For all DBs, the data used for writing operations was
the same, following their respective input formats: a ran-
domly generated unique identifier and a set of 10 pre-
defined key-value or column-value data pairs as strings
of size. Then, we used the generated data in a INSERT
statement following the format of each DBMS. Each
INSERT statement comprised 8,192 bytes. The reading
operations consisted of a SELECT statement with no fil-
ters and a limit of 1000 rows or documents.

Input parameters and evaluated metrics
Our experiments analyzed different scenarios arranged
according to five relevant parameters: number of concur-
rent users, data consistency level, operation, database,
and deployment. The number of concurrent users reflects
the number of concurrent threads generating continuous
requests to the DB with no time interval between them.
The data consistency level indicates whether a weak or
strong level is employed. The operation indicates if the
scenario considers reading or writing operations. The
database indicates the database used in the scenario and
the deployment if the scenario was in a single- or multi-
region deployment setting. Table 4 summarizes the val-
ues adopted for each of these parameters to generate
evaluation scenarios.

All parameters were utilized to generate a full-facto-
rial collection of scenarios, encompassing all possible

3 Redis Docker image link.


https://hub.docker.com/layers/library/cassandra/5.0/images/sha256-cea314683c5269ac527432e6f3eb2b5f86f53735d224163028952f32ec0f3943?context=explore
https://hub.docker.com/layers/library/mongo/8.0-rc/images/sha256-30a52bdd6159aeda848697da89076f4b1f545819c3cc49de2cd0805925caed8c?context=explore
https://hub.docker.com/layers/library/redis/7.2/images/sha256-2e791e49d89aa881c7c8c6fa80dd14ea503c6d05b7aec285e7899682a1a7a7f3?context=explore
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combinations among them [34]. Each combination of
these parameters resulted in an individual scenario, eval-
uated separately. The total number of combinations was
200, comprising 80 evaluation scenarios for MongoDB,
80 for Cassandra (with variations across 10 concurrency
levels, 2 consistency levels, 2 operations, and 2 deploy-
ment settings), and 40 for Redis (with variations across
10 concurrency levels, 2 consistency levels, 1 operation,
and 2 deployment types). Next, we generated a file con-
taining the scenarios to be evaluated and inputted into
the Locust tool. The tool sequentially executed scenarios
over a period of 300 seconds, with a one-minute interval
between each scenario execution. An example of the gen-
erated input file is depicted in Listing 1.

Listing 1 Example of a input file for executing
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Single-region deployment

This subsection discusses the results of the experiment
conducted in the single-region deployment. We first ana-
lyze the results for throughput and then, response time.
Figure 2 illustrates the throughput of all DBMSs by oper-
ation and number of concurrent users. The x-axis of each
plot represents the number of concurrent users adopted,
while the y-axis illustrates the throughput achieved by
the DBMS. The plots also display two distinct lines:
the gray line represents the weak data consistency level
results, while the black line indicates the strong data con-
sistency level results.

Throughput in writing operations. In general,

id , users ,duration , consistency ,operation ,database ,deployment
1,1,300,weak,reading ,cassandra ,single
2,2,300,weak,reading ,cassandra ,single

5 .

199,9,300,st

e e e
rong ,write ,redis , multi

200,10,300,strong , write ,redis , multi

the experiments with the Locust toolAt the end of the
experiments, the Locust tool generated an output file
containing metrics for each scenario executed. We col-
lected and analyzed important metrics such as response
time, throughput (requests per second), and error rate to
understand how performance was affected by data con-
sistency level and workload changes. Additionally, we uti-
lized the GCP Cloud Monitoring agent to collect VM
resource usage, including CPU and RAM memory, pro-
viding supplementary insights into system performance.

Experiments results and discussion

This section aims to present the results obtained from
the experiments. Initially, we present the results related
to throughput and response time under different con-
sistency levels and workloads. After that, we examine
resource utilization (CPU, memory) on the nodes to
identify potential bottlenecks. Next, statistical analysis is
conducted to confirm any differences in the results of the
adopted metrics. Finally, we present a comparative analy-
sis of our findings.

Throughput and response time analysis

Our analysis examines the system’s throughput and
response time when implementing the weakest and
strongest data consistency levels. We evaluate multi-sce-
narios for each DBMS and operation to identify how the
system is impacted, especially when different data con-
sistency levels are used.

Redis presents the best writing performance in terms
of throughput. In the best-case scenario, it manages to
write nearly 4000 requests per second using both weak
and strong data consistency levels. On the other hand,
MongoDB presented the worst performance, processing
nearly 1600 requests per second when adopting the weak
data consistency level and around 900 when using the
strong data consistency level. Besides, MongoDB exhibits
the largest difference between scenarios with weak and
strong consistency in writing operations. Specifically, we
observe a 64% decrease in the throughput value (from
around 694 to 245 requests per second) in scenario with
2 concurrent users. Comparatively, in its worst scenarios,
Cassandra shows a 36% decrease (from around 1500 to
around 970) with 2 concurrent users, and Redis demon-
strates a 25% decrease (from 1389 to 1083) with 2 con-
current users.

Throughput in reading operations. Cassandra’s
performance is significantly lower compared to writ-
ing operations. It experiences around 65% of decrease
(from 109 to 37) in the number of requests per second
processed by the system in its worst-case scenario with 6
concurrent users. Meanwhile, MongoDB exhibits a 43%
decrease (from 160 to 90) in its worst-case scenario with
2 users. The divergence of Cassandra’s performance can
be attributed to its in-memory storage, which requires
runtime write validation across replicas, causing slow-
downs in reads under strong consistency. In addition,
MongoDB’s throughput decreases during the shift from
weak to strong consistency, but this decline has minimal
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Fig. 2 Throughput results (in requests/s) for writing and reading operations of each NoSQL DBMS analyzed in single-region deployment. A higher
value in the y-axis means better result. The plot scales differ on the y-axis for readability

impact on increasing loads. This behavior suggests that
MongoDB may utilize better parallelism compared to the
other DBs when operating under high loads.

In the subsequent analysis, we present the results
regarding the response time. Figure 3 illustrates the
results, with the x-axis representing the number of
concurrent users and the y-axis indicating the average
response time in milliseconds.

Response time in writing operations. Redis pre-
sents the best result, taking a maximum of around 2

milliseconds to write a request. On the other hand,
MongoDB can execute writing operations as quickly as
the other DBMSs, taking a maximum of 5 milliseconds
when adopting the weak data consistency level. How-
ever, its performance drops significantly when adopt-
ing the strong data consistency level, causing MongoDB
to reach an average of 11 milliseconds in the worst-case
scenario (with 10 concurrent users). Cassandra and Redis
present equivalent increases in the average response time
(comparing the weak and strong data consistency levels)
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across the workload scenarios, with Cassandra increasing
around 50% and Redis around 25%. MongoDB exhibits
the most significant difference between weak and strong
consistency results, 218%. Different from the others,
Redis presents a behavior where the average response
time converges to nearly 2 milliseconds when using both
weak or strong data consistency levels. It means that it
can have the same performance for writing operations
independently of the data consistency level chosen when
the number of concurrent requests is high. This may indi-
cate that the number of concurrent users executed is not
sufficient to evaluate Redis’ limits in this aspect. As an in-
memory database, its memory usage was not significantly
affected (see Table 5).

Response time in reading operations. MongoDB
outperforms Cassandra in all scenarios. While Mon-
goDB presents a maximum average response of nearly
60 ms, Cassandra presents more than 4 times this value,
with a maximum average response time of around 250
ms. When comparing the adoption of weak or strong
data consistency levels, MongoDB has a similar growth

for both levels as the number of concurrent users (and
consequently, requests) grows. On the other hand, Cas-
sandra has more problems in providing a faster response
time when the strong data consistency level is adopted,
as the response time grows linearly with the number of
concurrent users. Besides, Cassandra shows a significant
183% increase (from 91 to 258) in the scenario with 10
concurrent users, while MongoDB has the lowest impact
in the same scenario, with an increase of around 9%.
These results show that adopting a strong data consist-
ency level in Cassandra strongly impacts reading opera-
tions in a negative way.

Performance summary. The operational mechanisms
of each DBMS help explain the experimental results.
For read operations, Cassandra’s in-memory structure
enhances request performance under weak consistency.
However, the need to communicate with other nodes
introduces network latency under strong consistency,
leading to significant performance degradation. On the
other hand, MongoDB experiences inherent latency
from disk access, resulting in poorer performance under
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weak consistency, but it does not show as much variation
when verifying read data across replica nodes in stronger
consistency modes. In write operations, Cassandra’s
requirement to persist changes to disk means that the
performance gain from memory in weak consistency is
limited, resulting in a less significant impact when tran-
sitioning to strong consistency. In contrast, MongoDB’s
primary node must validate that writes are acknowledged
by all replica set members, leading to a more pronounced
performance decline when changing consistency levels.

Multi-regions deployment
We also executed the experiments in multiple cloud
regions. In these experiments, the primary database node
must communicate with replica nodes geographically
separated by large distances. As in the previous subsec-
tion, we first analyze the results for throughput (Fig. 4)
and then, response time (Fig. 5) illustrates how the differ-
ent scenarios affect the different DBMSs.

Throughput in writing operations. The results
indicate all DBMSs are highly affected by consistency
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switching (from weak to strong). For writes, all DBMSs
handles over 90% less operations per second in all con-
current user scenarios. Cassandra presents a 98%
decrease (from around 1300 to around 25) with 2 con-
current users, as it is capable to handle 1300 requests per
second with weak consistency level and 25 with strong
consistency level. In their worst-case scenarios, Mon-
goDB shows 94% decrease (from around 475 requests per
second to around 26) with 2 users and Redis shows 95%
decrease (from around 1580 to around 70) with 3 users.

Throughput in reading operations. For readings,
although MongoDB is the most affected, both Cassan-
dra and MongoDB present similar performance degra-
dation when strong consistency levels is set. In its worst
case, MongoDB handles over 89% less operations (from
around 42 to around 4) in the 1-user scenario, while the
worst-case Cassandra results show a 66% decrease (from
around 23 to around 7) in requests per second, consider-
ing the same 1-user scenario.

Response time in writing operations. Consider-
ing response time results, it is noticeable that writes
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present the most significant increase in response time. All
DBMSs take over 1,000% more time to process requests
due to the need to validate data across the multi-region
nodes. Cassandra exhibits the highest increase, taking
around 9,000% (from around 1 to around 100 ms) more
time to respond with 3 concurrent users. MongoDB, in
its worst case, presents a 1,936% increase (from around
4 to around 74 ms) with 2 users. Redis shows a 3,122%
increase (from around 1.2 to around 39 ms) with 3 users.
Besides the single-region performance analysis, where
Redis was not significantly affected, the metrics in this
case are highly impacted by consistency switching. This
may indicate that the main reason for performance varia-
tion is not necessarily the load but the latency among the
nodes.

Response time in reading operations. For read-
ings, both Cassandra and MongoDB exhibit the most
significant impact with 1 user. In this case, Cassandra
takes 205% more time to process reads: with weak con-
sistency, it takes an average of 42 ms, while with strong
consistency, it takes 130 ms. MongoDB, under the same

conditions, shows an over 900% increase in read time
(from around 22 ms to around 232 ms). On average,
MongoDB’s response time is the most affected when a
strong consistency level is set. Since reads are low-cost
operations for NoSQL databases and are usually pro-
cessed quickly, the latency involved in communication
among the nodes has a significant impact on the system’s
overall performance.

Performance summary. In a multi-region deploy-
ment, Cassandra is more affected by write opera-
tions than by read operations due to its data sharding
mechanism, which divides the dataset into chunks and
distributes them across multiple nodes. During reads,
this mechanism allows for parallel validation of repli-
cated data, as each node validates its own data chunks.
However, in write operations, the system experiences
greater performance loss because it must allocate
incoming data to the appropriate chunks and gener-
ate replicas for other nodes. Conversely, MongoDB
shows a more pronounced decline in read performance
because it requires coordination among all replicas at
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the primary node, resulting in larger data packets and
increased latency. Redis, while consistent in perfor-
mance within a single region, is significantly impacted
in multi-region deployments, where its straightforward
mechanism of waiting for replica communication is
hindered by the increased latency between nodes.

Resources usage analysis

To analyze the resource usage of the VMs in each sce-
nario executed in the experiment, we used a monitoring
agent from GCP. Table 5 presents the average CPU and

Table 5 Resource usage for all scenarios evaluated. The CPU
and Memory usage values are the average of the scenarios with
different numbers of concurrent users
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memory consumption for each scenario analyzed. The
data was collected every minute during all scenarios for
the primary DB node. For each group of parameters in
the table, the resource usage was summarized across
workload variations from 1 to 10 concurrent users, and
their average values were extracted.

We can observe that memory usage remains rela-
tively stable across all scenarios, regardless of the data-
base or configuration used, whereas CPU usage shows
significant variation depending on the consistency
level and deployment type. The VMs running Cassan-
dra, MongoDB, and Redis consistently stayed below
70% CPU and memory usage, ensuring there were no
resource bottlenecks. In addition, multi-region deploy-
ments with stronger data consistency levels exhibited
lower CPU usage compared to single-region deploy-
ments. This suggests that, while requests take longer in
a stronger consistency setting due to additional valida-
tions, these validations do not place a significant bur-
den on CPU resources while waiting for responses from
replicas.

Additionally, we analyzed the resource usage of the
client VM (client-node), which is responsible for run-
ning the workload script and generating requests for
the various scenarios. This analysis was conducted
to ensure that the workload generation was not con-
strained by resource limitations (see Fig. 6). Despite
using a VM with more available resources, the CPU and
memory consumption did not exceed 30%, confirming
that the workload generation ran efficiently without
being impacted by hardware limitations in any of the
scenarios tested.

Statistical analysis

Finally, we examined whether the throughput and
response time results differed significantly when using
weak versus strong data consistency levels for each

cpu
—e— memory

Deployment DBMS Consistency  Operation CPU Memory
Single-region Cassandra ~ Weak Read 5743%  43,46%
Weak Write 60,10% 39,17%
Strong Read 66,64%  43,75%
Strong Write 56,74%  43,29%
MongoDB  Weak Read 1563% 4147%
Weak Write 59,80%  20,15%
Strong Read 32,52%  40,99%
Strong Write 50,68% 42,87%
Redis Weak Write 27,06% 13,12%
Strong Write 2621% 13,17%
Multi-region Cassandra  Weak Read 765%  41,40%
Weak Write 4731%  22,55%
Strong Read 994%  41,45%
Strong Write 9,12%  4323%
MongoDB  Weak Read 765%  41,34%
Weak Write 4843%  20,07%
Strong Read 971%  41,43%
Strong Write 9,12%  4343%
Redis Weak Write 2961% 14,88%
Strong Write 4,43% 15,27%
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Fig. 6 client-node VM resource usage
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DBMS and operation. We conducted statistical tests
to determine whether adopting a weak or strong data
consistency level resulted in statistically significant dif-
ferences. To determine whether a parametric or non-par-
ametric test should be used on the collected data, we first
assessed whether the data followed a normal distribution
using D’Agostino and Pearson’s test [35]. For all cases, we
considered a confidence interval of 95%. We utilized the
Student’s T-Test [36] for data that followed a normal dis-
tribution and employed the Mann-Whitney U Test [37]
for data that did not follow a normal distribution.

The results obtained are presented in Tables 6 and 7 for
the single- and multi-region, respectively. The p-value,
highlighted in bold when below 0.05, indicates a statisti-
cal difference between adopting the weak and strong data
consistency levels. For the single-region deployment, it
indicates a significant difference in 3 out of 5 scenarios
when considering each throughput (TP) and average
response time (RT) value. However, it indicates no sta-
tistically significant variation for writing operations in
Cassandra and reading operations in MongoDB. In the
multi-region deployment, all five scenarios considered
present significant variation when both weak and strong
data consistency levels are compared.

Findings and discussion

This section synthesizes our findings across all evaluated
metrics. We analyze how the DBMSs behaved under the
evaluated environment, particularly their response to
different consistency levels and workloads. Table 8 illus-
trates the performance difference between these con-
sistency levels, showing the percentage of increasing or
dropping for each performance metric analyzed consid-
ering the deployment types proposed.

Performance in writing operations. The results indi-
cate that as the number of concurrent users increases,
all DBMSs can handle more requests simultaneously,
as expected. However, despite the growth in the num-
ber of concurrent users, there is a consistent decrease in
throughput and, consequently, an increase in response
time for all DBMSs when transitioning from the weak
to the strong data consistency level. This trend becomes
more pronounced in multi-region deployments, where

Table 6 Statistical test results for single-region deployment

Database Operation TP data TP p-value RT data RT p-value
normality normality

Cassandra  Read False 0.001706  True 0.000316

Cassandra ~ Write True 0.163083 True 0.052704

MongoDB  Read False 0.001315  True 0.264324

MongoDB  Write True 0.000374  True 4.906e-09

Redis Write True 0.398822 False 0.025748
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Table 7 Statistical test results for multi-region deployment

Database Operation TP data TP p-value RT data RT p-value
normality normality

Cassandra  Read False 0.001008  True 4.741e-03

Cassandra  Write True 0.000000 False 1.827e-04

MongoDB  Read False 0.000183  True 4.113e-06

MongoDB  Write True 0.000002  True 1.799e-19

Redis Write True 0.000007  False 1.827e-04

the difference in all writing operation metrics increases
almost tenfold compared to single-region deploy-
ments. Specifically, MongoDB exhibits the most sig-
nificant increase in single-region deployment (+175%
response time and -58% throughput), while Cassandra
is the most impacted DBMS in multi-region deployment
(+6,028.34% response time and -97.54% throughput).
Redis outperforms the other DBMSs in writing perfor-
mance in single-region deployment, while MongoDB
excels in multi-region deployment.

Performance in reading operations. Since Redis lacks
support for data consistency levels in reading operations,
our evaluation primarily centered around Cassandra and
MongoDB. In the single-region deployment, Cassandra is
more impacted by the data consistency level switch, pre-
senting an increase of 175% in the response time and a
decrease of 62% in the throughput. In the multi-region
scenario, MongoDB presents the worst performance,
losing around 57% of throughput and increasing around
237% of its average response time. While Cassandra dem-
onstrated a superior average response time in reading

Table 8 Comparison of metric variances in weak-to-strong

data consistency level transition. The DBMSs with the largest
difference in each deployment, metric, and operation are marked
in bold. The metrics analyzed are throughput (TP) and response
time (RT)

Read Write
TP RT TP RT
Single Cassan-  -62.30% +175.15% -2220% +38.79%
region dra
Mon- -2592%  +46.56% -58.89% +175.64%
goDB
Redis -17.72%  +20.55%
Multi- Cassan-  -5024% +10693%  -97.54% +6,028.34%
region dra
Mon- -57.88% +237.86% -9299% +1,560.34%
goDB
Redis -94.83%  +2,774.35%
Average  Single -4411%  +11086%  -3294% +7833%
region
Multi- -5406%  +17240%  -9512%  +3,454.34%

region
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operations in the multi-region deployment compared to
the single-region, the disparity between weak and strong
data consistency metrics in the multi-region deployment
was less pronounced than in the single-region.

Resource usage. The monitoring results revealed that
different data consistency levels on DBMSs are not neces-
sarily resource-intensive. Instead, it depends on how each
system manages additional validations for replication
synchronization, especially in stronger data consistency
settings. Furthermore, the results indicated that memory
usage remains almost constant across varying concur-
rent user workloads, suggesting that the initial memory
allocation upon DBMS startup generally contains suffi-
cient resources for system operation. However, it is nota-
ble that CPU usage exhibits the most significant variation
in consumption. It is particularly noticeable in reading
operations with Cassandra, where it experiences the most
pronounced increase across concurrent user workloads. A
similar trend was observed in Redis’ writing operations.

Total data size. The amount of data involved in the
test execution depends on the number of requests han-
dled by DBMSs during each run. Since the test is time-
limited, a system’s ability to handle more requests per
second (throughput) results in more data being stored or
retrieved. As defined in “Database configurations” section,
writing operations in the experiments insert a single row
of data with 8,192 bytes, while read operations request a
slice of 1,000 rows. Under these conditions, we calculate
the average data size stored and retrieved per execution.
For reading operations, a total of 230.41 GB was recovered
considering the experiments in single-region deployment,
while in multi-region deployments, this number was 76.03
GB. When executing writing operations, 4.31 GB was
stored during the experiments in the single-region deploy-
ment and 2.35 GB during the experiments in the multi-
region deployment. Since the DBMSs require more time
to handle an operation in the multi-region deployment,
this configuration had fewer operations being completed
within the pre-defined experiment duration time and, con-
sequently, fewer data being processed.

Limited cloud services. Although our extensive experi-
ments allowed us to get valuable insights and contribute
to understanding the performance and behavior of the
evaluated DBMSs, the experiments were conducted on a
restricted free-tier Google Cloud Platform, which imposed
limitations on our experiments. For example, the allocated
number of vCPUs was limited, restricting us from estab-
lishing a testbed with better resources on each VM and
employing a higher workload. Additionally, it constrained
us from instantiating more nodes for each evaluated DBMS
and testing other configurations of consistency or replica
management, such as Redis Cluster [38].
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Unique target host. In our experiments, we designated
one node (i.e., the primary-db-node-a/b) to manage the
requests, effectively serving as the coordinator consist-
ently. This allowed us to have a fair comparison, given
that MongoDB and Redis adopt a primary-secondary
architecture where the primary node inherently serves as
the request coordinator. As mentioned previously, Cas-
sandra has a masterless architecture, allowing any node
in the cluster to handle incoming requests and perform
identical tasks to other nodes. In future work, we aim to
investigate the performance of Cassandra using this mas-
terless configuration.

Conclusions and future work

This work explored the impact of data consistency levels
on the performance of three popular NoSQL DBs, namely
Cassandra, MongoDB, and Redis, in different cloud-based
environments. Our findings indicate that enhancing con-
sistency among nodes leads to a considerable decline
in performance, particularly under heavier workloads,
resulting in a reduced number of requests handled per
second (throughput). Besides, the response time variation
is not notable in scenarios with few concurrent requests,
but it can quickly escalate when the number of concurrent
requests grows. Our experiments in single- and multi-
cloud regions reveal that the geographical disposition of
nodes significantly impacts the time required for the sys-
tem to ensure data consistency between replicas. It shows
that ensuring strong data consistency in multi-cloud
regions could decrease the response time of a DBMS up
to 4,360%. Furthermore, our experiments revealed statis-
tically significant differences in throughput and response
time for writing and reading operations when adopting
different data consistency levels. These results offer valu-
able insights into the impact of data consistency levels on
the performance of these NoSQL DBMSs and can assist
in selecting the best DB system for specific use cases.
In future research, we plan to analyze the performance
impacts in Cassandra when using the masterless structure
and incorporating a higher number of VMs. Additionally,
we will utilize the YCSB benchmark [39] alongside Locust
to enhance our performance analysis.

Abbreviations

AWS Amazon Web Services
DB Database

DBMS Database management system
GCP Google Cloud Platform

NoSQL  Not-only SQL

RT Response time

SQL Structured query language

TP Throughput

VM Virtual machine

YCSB Yahoo! Cloud Serving Benchmark
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