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ARTICLE INFO ABSTRACT

Keywords: The rapid development of next-generation wireless networks has intensified the need for robust security
Simultaneous transmitting and reflecting RIS measures, particularly in environments susceptible to eavesdropping. Simultaneous transmitting and reflecting
(STAR-RIS)

reconfigurable intelligent surfaces (STAR-RIS) have emerged as a transformative technology, offering full-
space coverage by manipulating electromagnetic wave propagation. However, the inherent flexibility of
STAR-RIS introduces new vulnerabilities, making secure communication a significant challenge. To overcome
these challenges, we propose a deep reinforcement learning (DRL) based secure and efficient beamforming
optimization strategy, leveraging the deep deterministic policy gradient (DDPG) algorithm. By framing the
problem as a Markov decision process (MDP), our approach enables the DDPG algorithm to learn optimal
strategies for beamforming and transmission and reflection coefficients (TARCs) configurations. This method
is specifically designed to optimize phase-shift coefficients within the STAR-RIS environment, effectively man-
aging the coupled phase shifts and complex interactions that are critical for enhancing physical layer security
(PLS). Through extensive simulations, we demonstrate that our DRL-based strategy not only outperforms
traditional optimization techniques but also achieves real-time adaptive optimization, significantly improving
both confidentiality and network efficiency. This research addresses key gaps in secure wireless communication
and sets a new standard for future advancements in intelligent, adaptable network technologies.

Physical layer security (PLS)
Deep reinforcement learning (DRL)

1. Introduction performance of wireless networks catering to the burgeoning needs for

higher data rates and ubiquitous connectivity (Mu et al., 2020; Ahmed

To address the increasing demands of multiple novel applications et al.,, 2023a). Despite the promise of RIS in enhancing network ca-

and an increasing demand for wireless communications, reconfigurable pabilities conventional RIS systems limited to reflective functionalities

intelligent surfaces (RIS) (Elmossallamy et al., 2020) came to be recog- offer only half-space coverage. This limitation narrows their application

nized as a pivotal technological advancement poised to revolutionize potential and restricts the full exploitation of electromagnetic wave
next-generation wireless networks (Basar et al., 2019; Ahmed et al., manipulation.

2022). RIS technology, characterized by its ability to dynamically
alter electromagnetic wave propagation, offers a tailored and efficient
communication environment thereby optimizing signal transmission
and reception. This adaptability ensures that RIS can increase the

Innovatively the emergence of simultaneous transmitting and re-
flecting reconfigurable intelligent surfaces (STAR-RIS) has provided
an advanced solution to the limitations of traditional RIS technology.
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Ahmed et al. (2023c), STAR-RIS extends the capabilities of RIS by not
only reflecting but also transmitting signals thereby providing full space
coverage and creating a more versatile and smart radio environment
(SRE) (Zhang et al., 2022c). STAR-RIS can change incoming signals by
modifying the transmission and reflection coefficients (TARCs) of its
elements. This means that the STAR-RIS can either reflect or refract
signals based on these adjustments. This dual functionality enables
unprecedented flexibility in signal propagation management allowing
for comprehensive coverage and enhanced network performance (Xu
et al., 2022). However, the introduction of STAR-RIS brings to light
significant security challenges notably the risk of eavesdropping across
its full space operational domain Mozaffari-Kermani et al. (2014).
The inherent flexibility of STAR-RIS although advantageous for op-
timizing network operations unintentionally gives rise to potential
vulnerabilities that permit unauthorized user to intercept sensitive
communications (Kermani et al., 2013).

As security attacks increase, robust cryptographic algorithms are es-
sential but often lead to larger packet sizes, higher bandwidth demands,
and reduced transmission reliability (Nia et al., 2015; Koziel et al.,
2016; Bisheh-Niasar et al., 2021). Cryptography-based confidentiality
may not be ideal for next-generation networks due to vulnerabilities
from advanced adversaries and challenges in key management for
distributed systems like IoT, UAVs, and vehicular networks (Dhanda
et al., 2020; Ahmed et al., 2018). PLS offers a complementary solution,
using wireless medium randomness to prevent eavesdropping while
maintaining transmission reliability (Niu et al., 2021). PLS leverages
the inherent properties of wireless channels such as fading, noise
and interference to secure data transmission against eavesdropping
attempts (Wang et al., 2022c). Nonetheless, the complexity of ensuring
confidentiality in STAR-RIS networks is accentuated by the intricate
nature of these systems especially in configurations where transmission
and reflection capabilities are inherently linked. This coupling effect
necessitates a reevaluation of traditional secrecy measures and the
development of novel strategies tailored to the unique operational dy-
namics of STAR-RIS ensuring robust confidentiality while maintaining
network performance (Han et al., 2022).

As the technological landscape evolves, the integration of machine
learning (ML) algorithms with STAR-RIS and RIS systems opens new
avenues for optimizing and securing wireless communications (Wang
et al, 2020; Mirza et al.,, 2023), ML algorithms can analyze vast
datasets to predict network behaviors identify potential secrecy threats
and dynamically adjust RIS configurations to maximize efficiency and
security (Mao et al., 2022; Xu et al., 2023; Ahmed et al., 2023b). This
integration promises to enhance the adaptability of RIS technologies
enabling them to autonomously respond to changing network condi-
tions and emerging security challenges. In addition to the integration
of deep reinforcement learning (DRL) for optimizing STAR-RIS systems,
dimensionality reduction techniques can also play a crucial role in
enhancing computational efficiency. For instance, Rashid et al. (2022)
discuss various dimensionality reduction methods applied to IoT data,
highlighting their potential to streamline data processing without sig-
nificant information loss. These techniques could be valuable in further
optimizing the performance of STAR-RIS systems. A new era of intelli-
gent and secure wireless communication networks capable of satisfying
the needs of future generations while protecting the confidentiality and
integrity of data is ushered in by the combination of ML and PLS for
STAR-RIS.

1.1. Related works

RIS have emerged as a focal point in current research heralded
for their affordability, energy efficiency and versatile configurabil-
ity (Wu and Zhang, 2019; Basar et al., 2019). Strategic manipulation
of wireless environments is made possible by RIS creating opportu-
nities for improved anti-jamming and anti-eavesdropping capabilities.
Through precise control over signal reflection RIS can diminish the
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strength of eavesdropping channels while bolstering legitimate commu-
nication channels thereby elevating the secrecy rate (Yu et al., 2019;
Cui et al.,, 2019; Hong et al.,, 2021; Guan et al., 2020; Niu et al.,
2023). Concurrently, RISs possess the ability to amplify signals for
authorized transmissions while mitigating interference from jamming
sources thereby bolstering anti-jamming efficacy (Tang et al., 2021;
Yang et al., 2021a; Sun et al., 2022a). Studies (Sun et al., 2022b,c)
have explored scenarios where RIS-assisted networks empower legit-
imate users with enhanced capabilities to counteract eavesdropping
and jamming attempts. Traditional RIS technology, however, is con-
strained to either signal reflection or transmission, necessitating that
both transmitter and receiver align on the same side of the RIS for
reflection-based communication or on opposite sides for transmission.
This limitation confines RIS-enabled communication enhancement to a
mere half-space.

Addressing this limitation, an innovative RIS architecture, known
as a STAR-RIS (Liu et al., 2021; Xu et al., 2021a; Mu et al., 2022)
or an intelligent omni surface (I0S) (Xu et al., 2022, 2021b), has
been proposed. Unlike its conventional counterparts, STAR-RIS can
manipulate both the transmission and reflection properties of incoming
electromagnetic waves in unison (Liu et al., 2021). By meticulously
tailoring the reflection and transmission parameters of each element
within a STAR-RIS, it is possible to direct electromagnetic waves pre-
cisely along desired paths (Xu et al., 2021a; Mu et al., 2022; Xu et al.,
2022), achieving passive beamforming across the entire space. This ad-
vancement from traditional RIS technologies allows for comprehensive
spatial reconfigurability in communication, a leap from semi-spatial to
full-spatial communication. A conventional reflection-only RIS, when
receiving a signal from a base station (BS), is limited to reflecting signal
to users positioned on same side as the BS, leaving those on the opposite
side unreachable while STAR-RIS can provide full space coverage.

The field of STAR-RIS is still emerging, with foundational research
laying the groundwork for this advanced technology. The introduc-
tion of metasurface designs capable of modulating both the amplitude
and phase shifts for electromagnetic wave transmission and reflection,
setting the stage for the development of STAR-RIS (Zhu et al., 2014;
Zhu and Feng, 2015). To developed a conceptual physical model for
STAR-RIS, showing the potential to evolve from solely reflective RIS
to more versatile STAR-RIS is presented in Xu et al. (2021a). Notably,
three operational protocols for (Xu et al., 2021a) were proposed, energy
splitting (ES), time switching (TS) and mode switching (MS), as detailed
in Mu et al. (2022). The challenge of optimizing phase shifts within
STAR-RIS to enhance spectral efficiency was tackled in Zhang et al.
(2020). The authors further explored the coverage capabilities of STAR-
RIS (Wu et al., 2021), devising a one-dimensional search algorithm
aimed at maximizing coverage area, with their simulations confirming
the superior coverage benefits of STAR-RIS over traditional RIS models.
In an effort to reduce transmission power within STAR-RIS-supported
non-orthogonal multiple access (NOMA), networks, In Liu et al. (2022),
the authors proposed a unique element-wise alternating optimization
(AO) strategy, taking into account the intricacies of coupled trans-
mission and reflection processes. Despite these advancements, it is
important to recognize the limitations highlighted in Abeywickrama
et al. (2020) regarding the assumed capabilities of STAR elements
to provide arbitrary TARC, a scenario unlikely for passive devices,
pointing to the necessity for ongoing research and development in this
area.

STAR-RIS or IOS presents enhanced opportunities for bolstering
PLS across the overall communication space compared to traditional
RIS. This expanded coverage however introduces greater exposure to
potential eavesdropper (Eve) and jamming threats from additional third
party entities elevating the risk of confidentiality breaches within the
network. Unlike conventional RIS systems that manage either reflection
or transmission STAR-RIS requires intricate design considerations for
both functions complicating the system’s design process. Consequently
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designing PLS solutions for STAR-RIS-assisted networks is becoming in-
creasingly crucial. The industry growing recognition of this importance
has spurred various studies aimed at enhancing confidentiality through
STAR-RIS.

In the context of secure STAR-RIS networks, various strategies have
been proposed to address challenges such as PLS, beamforming, and
phase shift optimization. Table 1 provides a comparative overview of
these approaches, highlighting their unique contributions and limita-
tions. The comparison particularly emphasizes the role of Al-based
techniques, the handling of coupled phase shifts, and the primary
objectives of each study.

For instance, one study (Niu et al., 2021) employed an AO technique
to enhance both the beamforming at the BS and the passive beamform-
ing vectors at the STAR-RIS, resulting in an improved secure sum rate
in a multiple input single output (MISO) system. Another work (Fang
et al., 2022) explored secure transmission in an I0S-supported multiple
input multiple output (MIMO) system, utilizing Lagrangian-dual and
quadratic-constrained quadratic-programming techniques to jointly op-
timize AP beamforming and IOS phase shifts for maximum secure rates.
Additionally, research by Wang et al. (2022a) focused on improving
secrecy energy efficiency (SEE) in aerial secure offloading through an
AO method, while (Wang et al., 2022b) emphasized the role of STAR-
RIS in enhancing network secrecy within an internet-of-medical-things
network by optimizing SEE.

Further studies have tackled the design of secure coupled phase-shift
transmission in STAR-RIS, such as the approach presented by Zhang
et al. (2023). In addition, investigations into STAR-RIS based NOMA
systems have explored the use of artificial noise to enhance security,
as demonstrated in works like (Wang et al.,, 2022c; Zhang et al.,
2022a; Han et al., 2022). Interference mitigation has also been a focus,
with (Hou et al., 2022) addressing signal enhancement and interference
cancellation in a NOMA coordinated multi-point network. Research
into 10S-assisted systems includes (Zhang et al., 2022b), which pro-
posed a distributed hybrid beamforming algorithm for MIMO systems
to boost sum rates, and Fang et al. (2023), which examined full-duplex
MIMO systems with an emphasis on reducing self-interference and
maximizing data transmission through enhanced I0S beamforming.

The integration of deep learning (DL) and DRL offers a forward-
thinking approach to managing RISs, leading to significant advance-
ments in channel estimation, beamforming, and security enhancements
for RIS-enabled networks. DL techniques, particularly, have shown
effectiveness in estimating channel state information (CSI), a critical
factor in passive beamforming with RIS. For example, Gao et al. (2021)
utilized a deep neural network (DNN) to precisely estimate BS-RIS
and RIS-user channels, reducing pilot overhead while maintaining high
accuracy. Additionally, DL has been applied to phase-shift optimiza-
tion, with models like the unsupervised DL approach in Song et al.
(2021) targeting the simultaneous optimization of active and passive
beamforming.

DRL has further expanded the possibilities in RIS-assisted networks
by enabling the joint optimization of key network components. For
example, Huang et al. (2020) applied a deep deterministic policy
gradient (DDPG) method to simultaneously optimize RIS phase-shifts
and BS beamforming, enhancing overall network efficiency. In a re-
lated study, Zhong et al. (2022) introduced a hybrid DRL framework
combining DDPG and deep Q network (DQN) algorithms to optimize
both active and passive beamforming in STAR-RIS-assisted MISO sys-
tems, achieving improved energy efficiency and performance. More-
over, Yang et al. (2021b) explored the use of DQN for developing secure
beamforming strategies in dynamic environments, demonstrating the
approach’s effectiveness in increasing secrecy rates and enhancing user
satisfaction.

In addition, a new DRL framework was presented in Non-orthogonal
(2020) to manage RIS in NOMA networks. This system combines a
long-short-term-memory (LSTM) based echo-state-network (ESN) with
a decaying double-deep Q-network (D3QN) to effectively manage the
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changing information needs of users. The introduction of a federated
learning method for STAR-RIS in Ni et al. (2021) aimed at maximiz-
ing data rates within a heterogeneous NOMA network supported by
STAR-RIS, underscores the significant potential of integrating advanced
machine learning methods with RIS technologies to optimize network
outcomes.

Table 1 provides an overview of the methodologies explored in
recent studies on STAR-RIS networks. The proposed DRL-based ap-
proach distinguishes itself by integrating Al-based strategies with the
management of coupled phase shifts, which are essential for optimizing
STAR-RIS performance. While techniques like AO and other traditional
methods have been used to improve secrecy rates or reduce power
consumption, they often fall short in offering the real-time adapt-
ability and continuous control needed in dynamic environments. The
DRL approach, leveraging the DDPG algorithm, not only improves
the minimum secrecy capacity for legitimate users but also facilitates
efficient, real-time optimization of beamforming and TARCs, making it
well-suited for the complex demands of STAR-RIS networks.

1.2. Motivation and contribution

The complexity of next-generation wireless networks has height-
ened the need for robust security, particularly in eavesdropping-prone
environments. STAR-RIS technology, with its ability to control electro-
magnetic waves for full-space coverage, offers great potential. How-
ever, the dual role of RIS elements in both reflecting and transmitting
signals results in coupled phase shifts, where changes in one process
directly influence the other. This interdependence makes it challenging
to optimize STAR-RIS systems effectively, and traditional methods often
struggle with this complexity.

Our analysis (Table 1) shows that existing approaches frequently
overlook these critical phase-shift complexities, even when leverag-
ing Al-based methods. This oversight can lead to vulnerabilities and
suboptimal network performance. To bridge this gap, we propose a
DRL framework designed specifically for STAR-RIS. This approach not
only optimizes phase-shift coefficients but also effectively manages the
challenges posed by coupled phase shifts, enabling real-time adaptive
optimization. As a result, our method significantly enhances both se-
curity and overall network performance, addressing the limitations of
existing techniques. Following are the salient contributions:

» We propose a DRL framework that optimizes phase-shift coeffi-
cients in STAR-RIS networks, which is crucial for enhancing PLS
against eavesdroppers.

Our approach, utilizing the DDPG algorithm, effectively manages
the complexities of coupled phase shifts and the intricate inter-
actions within the STAR-RIS environment, resulting in more effi-
cient management of STAR-RIS elements and enhanced security
performance.

Extensive simulations validate that our DRL-based strategy sig-
nificantly outperforms traditional AO and other machine learn-
ing approaches, demonstrating substantial improvements in both
secrecy and network efficiency in practical scenarios.

1.3. Organization of the article

This remaining paper is organized as follows: Section 2 (System
Model) outlines the communication framework, covering the scenario,
channel model, STAR-RIS design, and signal model, establishing a foun-
dation for secure STAR-RIS-supported wireless communications. Sec-
tion 3 (Problem Formulation and Proposed DRL Solution) addresses the
key challenge of enhancing minimum secrecy capacity for legitimate
users through transmit beamforming and TARCs interaction at STAR-
RIS, introducing a novel DRL approach using the DDPG algorithm.
Section 4 (Simulation) presents the simulation setup and evaluates
the proposed DRL technique across various conditions, such as the
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Table 1
Comparison with existing work.
Reference Methodology PLS Al-based Coupled Objective
phase
shifts
Niu et al. (2021) AO v X X Maximize WSSR in a
STAR-RIS-assisted MISO network
by optimizing BF and TARCs
Yang et al. (2021b) DRL with v v X Maximize system secrecy rate in
PDS and PER an IRS-aided wireless
communication system with
multiple Eves
Liu et al. (2022) AO X X v Minimize total power
consumption while satisfying user
rate requirements
Zhong et al. (2022) Hybrid DRL X v v Minimize power consumption
(DDPG-DQN) while ensuring QoS in a
STAR-RIS network
Han et al. (2022) AO v X X Maximize sum secrecy rate in a
STAR-RIS assisted NOMA system
Wang et al. (2022b) AO v X X Maximize SEE in a
STAR-RIS-assisted internet of
medical things network
Zhang et al. (2022a) Alternating v X X Maximize minimum secrecy
hybrid-BF capacity and minimize maximum
(AHB) SOP in a STAR-RIS-assisted uplink
NOMA network
Fang et al. (2022) Block v X X Maximize secrecy rate in an
coordinate 10S-assisted MIMO
descent communication network by
optimizing BF and phase shifts
Zhang et al. (2023) Penalty based v X v Maximize minimum secrecy
secrecy BF capacity by jointly optimizing
transmit BF and phase shifts
Our study Proposed v v v Enhance minimum secrecy
DRL capacity for legitimate users by

jointly optimizing transmit BF
and TARCs in STAR-RIS

BF—Beamforming, PDS—Prioritized experience replay, PER—post-decision state

number of STAR-RIS elements and transmit power levels, demonstrat-
ing the method’s effectiveness with visual evidence. Finally, Section 5
(Conclusions) summarizes the findings, underscoring the DRL method’s
role in improving confidentiality and efficiency in STAR-RIS-aided
communications and suggesting avenues for future research.

2. System model
2.1. Scenario

We consider a downlink wireless communication system, as illus-
trated in Fig. 1, where an access point (AP) with multiple antennas
transmits confidential information to users via a strategically positioned
STAR-RIS. This setup divides the service area into two zones: a reflec-
tive (R) zone and a transmissive (T) zone. For simplicity, we assume
that each zone contains a single user with a single antenna. Addition-
ally, an eavesdropper (Eve) with a single antenna is present in each
zone, attempting to intercept the transmitted signals. The STAR-RIS
overcomes physical barriers by redirecting and penetrating signals, en-
suring secure and efficient communication. By simultaneously reflect-
ing and transmitting signals, the STAR-RIS employs advanced spatial
strategies to enhance both connectivity and confidentiality, underscor-
ing the significance of innovative techniques in modern communication
systems.

2.2. Channel model

For clarity, we assume that the T user (U,) is positioned on the
transmission side of the STAR-RIS, while the R user (U,) is located on

(«@)

AP

region

Blockage . Eve Reflection™.

[
&0 region

User
———— Legitimate links

———— Eavesdropping links

Fig. 1. STAR-RIS-assisted secure downlink scenario.

the reflection side. The eavesdroppers, T-Eve (E,,) and R-Eve (E,,), are
assumed to be near U, and U,, respectively, to facilitate the interception
of wiretapped signals. There is no direct connection between the AP
and U,, U,, E,, and E,. due to the barriers. From STAR-RIS to AP
the baseband equivalent channels, U,, U,, E,,, and E,,, are represented
by the complex matrix G € CN*M, hy ¢ € CV, hy ¢ € CNX,
hg, s € CN¥!, and hy g € CN*I. These matrices and vectors rep-
resent the equivalent baseband channels from the STAR-RIS to the AP,
transmission user, reflection user, and Eves, respectively. The channel
matrix G follows a Rician fading model, while the other channels
follow a Rayleigh fading model. Our primary objective is to improve
secrecy by protecting against internal Eves. In this context, E,, and
E,. represent other active users who have confidentiality clearance
only for their own information. Nevertheless, users U, and U, do not



A. Wahid et al.

have confidence in them based on a data perspective (Niu et al., 2021;
Wang et al., 2022c; Han et al., 2022; Zhang et al., 2022a). Thus, by
employing the estimation techniques of parallel factor decomposition
the CSI of legitimate/eavesdropping can be precisely obtained (Wei
et al., 2022). Nevertheless, the Eves are the wiretapping network’s
exterior nodes, the AP can still utilize the unintentional leakage of local
oscillator power from the Eves’ radio frequency front-end to estimate
CSI (Mukherjee and Swindlehurst, 2012).

2.3. Design framework for STAR-RIS

The STAR-RIS consists of N elements, each half a wavelength in
size, capable of operating in various modes such as MS mode and
TS mode (Liu et al., 2021). However, our focus is on the ES mode,
where each element simultaneously transmits and reflects, dividing the
incoming signal into two distinct components based on the amplitude
coefficients g/ and .. The corresponding phase shifts for transmission
and reflection, denoted as 6! and 6, respectively, are constrained
within (0,2z] Mu et al., 2022. Our discussion centers on the non-
powered, lossless design of STAR-RIS systems, where the elements are
activated solely by external signals. These signals induce magnetization
and electric polarization currents, which generate the respective trans-
mission and reflection waves. Crucially, the generation of these currents
must adhere to energy conservation principles and established bound-
ary conditions, resulting in a direct and interdependent relationship
between the transmission and reflection coefficients.

Accordingly, the relationship between the TARCs for any element,
labeled as n, within an array of N elements, can be mathematically
represented as:

Bi=1-pfor1<n<N, (@))
|9;—9;|=§or %”,foﬂgngN. @)

These equations define the relationship between the transmission and
reflection coefficients for each element n of the STAR-RIS. The energy
conservation principle dictates that the sum of the transmission and
reflection amplitudes must equal one. The phase shifts are constrained
to specific values to ensure proper wave propagation.

For a system composed of N elements, the matrix representing the
coefficients of transmission and reflection is structured as follows:

@I/r = diag ([ /ﬂ;/reje‘l/r7 . /ﬂ;érejellér]> ’ @)

where ©,,, is diagonal matrix, which represents the TARCs for the
STAR-RIS elements. Each element of the matrix is characterized by
its amplitude coefficient f,/,, and phase shift 6,,,. Due to the energy
conservation and coupled phase-shift constraints, the transmission and
reflection coefficients are interdependent. Specifically, for each element
n, the relationship between §, and j, is given by §, =1-§, , and the

phase shifts 6, and 6, are related by |6, -9, | = % or %”

2.4. Signal model

The AP uses several beamforming vectors wg, w; € CM*! to trans-
mit the secret signals sy and sp (E{|sU,|2} = E{|sU,|2} = 1) to
the reflection zone and transmissive zone, respectively. However, the
unique ES functionality of the STAR-RIS ensures that each incoming
signal is evenly split between a reflected and a transmitted signal.
This distribution mechanism suggests that Eves have the capability to
capture signals intended to users. Consequently, the signals received at
the U, and E,, are described by.

yézhgsetHG( Z WCS{)-"n&’ 5€{U,,Ee[}, (4)
¢elunU,)
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where ny,,ng, ~ CN(0,06%) denote additive white Gaussian noise
(AWGN) at the U, and E,,, respectively. The received signal at the U,
and E,, are given by:

et>

y5=h§{S®f’G< 2 W§s§>+n5, s€{U, E,}. (5)

(el U}

Every legitimate user decodes their own signal exclusively while
regarding signal of the other user as interference when they receive
superimposed signals. For legitimate users and Eves the achievable
rates are given by:

2
Ih O G|
R, =log |1+ (6)

— |
|h£{5®xHGW5| + o2
H H 2
lhEk,S@t GWC'
R =log, |1+ N 7
Ep ¢ 2 2
I (O Gws|" + 02

where k € {et,er}, { € {U,,U,}, and € € {U,,U,} with { # (.
The secrecy capacity of the U, or U, is given by:

+
R, = [Rg - max{REe,,CsREw,g}] , ®

where R, ., the secrecy capacity for each user, is defined as the differ-
ence between the achievable rate for the legitimate user R, and the
maximum achievable rate for the Eves. Additionally, [x]* = max{x, 0}.

3. Problem formulation and proposed DRL solution
3.1. Problem formulation

In our research, our primary objective is to maximize the minimum
secrecy capacity for legitimate users. This is accomplished through
optimizing the coupled of TARCs at the STAR-RIS and the trans-
mit beamforming method at the AP simultaneously. This optimization
takes into consideration constraints related to the budget for transmit
power as well as the coupling between amplitude and phase shifts. We
structure the problem as outlined below.

max min R, (9a)
wUtA,wUr.QT,QR ¢e{U; U, }
s.t. D AW £ P (9b)
ce(U,U,)
R+pr=1, vn, (9¢)
T 3
o7 — 6% = 5 0or =, or, 0% €0,27), V. 9d)

Where P, shows the maximum allowable transmit power at the
AP, acting as a boundary for the power resources. The constraint
labeled as (9b) is indicative of the overarching limitation on power
usage at the AP. Concurrently, constraints (9¢) and (9d) are dedicated
to specifying the relationships between amplitude and phase shifts for
the STAR-RIS which is characterized by its passive and loss-free design
within our study.

3.2. Proposed DRL solution

Our research aims to enhance the secrecy capacity for authorized
users in wireless communications by optimizing transmit beamforming
at the AP and the coupled TARCs at STAR-RIS. This involves addressing
the challenges posed by transmit power constraints and the intricate
interplay between amplitude and phase shifts. To tackle these issues,
we introduce a novel DRL-based secure and efficient beamforming
optimization strategy, leveraging the DDPG algorithm. By framing the
problem as a Markov decision process (MDP), this approach allows the
DDPG algorithm to learn optimal strategies for beamforming and TARC
configurations within these constraints. Our goal is to significantly
boost secrecy capacity while ensuring power efficiency and adhering
to operational constraints, thereby setting a new benchmark in secure
wireless communication.
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Fig. 2. Proposed DRL flow diagram illustrating the comprehensive approach of
algorithm applied in STAR-RIS aided secure wireless communications.

3.3. MDP formulation

The DDPG algorithm (Lillicrap et al., 2015) has proven effective in
addressing continuous control problems. To optimize STAR-RIS using
DRL, we employ a MDP to model the transmission dynamics over time.
The agent examines the current state s, € S at each timestep t € T
by analyzing the CSI of the current channels. Afterwards, it determines
the appropriate action to take, denoted as a, € A, where S represent the
state and A represent the action spaces, respectively. The action vector
includes the AP and STAR-RIS beamforming coefficients, both active
and passive, respectively.

+ State Space: The MDP state at each timestep ¢ is defined by the
CSI of all channels involved in passive and active beamforming.
The state s, is given by:

s, = {G, hU“S,hUnS,hEehS,has}. 10)

After taking action a,, the agent calculates the reward r, based
on the data rate and power consumption of the transceiver. The
next state s,,; € S is then determined, and the tuple (s;,a,,r,,s,)
is recorded in the replay buffer, serving as crucial data for the
agent’s training.
Action Space: The action space for the DRL agent, a, =
wy,, Wy, 0,,0, ¢, includes the optimized variables wy, and wy, ,
managed through continuous control. Assuming 8, # 0, the phase
relationship ¢,, = 6,, = 7 is maintained, allowing continuous
control for wy, , wy, , and ©,, while keeping 6, discrete. This setup
creates a hybrid action space, combining discrete and continuous
elements.
To address the optimization problem in this hybrid action space,
the DDPG algorithm is applied, with a subset of continuous out-
puts discretized, as shown in Algorithm 1 and Fig. 2. The DDPG
algorithm provides an action policy influenced by action noise,
described by:

a, = u(s,| o) + Noy(0,8), an

where u(s,la);‘ ) represents the deterministic policy and N (0, &)
is the Ornstein—-Uhlenbeck noise with volatility &.
The continuous action space is defined as:

at={a U a vt ,at@’ }. 12)

T t (g

The actor network’s outputs are normalized and converted into
actionable commands:
— "
wy, <a ',
WU!
Wy —a, ', 13)

0,
0, <a .
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Algorithm 1: DRL based secure STAR-RIS beamforming
Input: Initial actor network weights, critic network weights,
target actor network weights, target critic network
weights, 67, 62, 67, and 92, respectively and replay
buffer D
Output: Optimized policy z*, value function Q*

1 Initialize actor network z(s|6”) with weights 67;
2 Initialize critic network Q(s, a|#?) with weights 69;
3 Initialize target actor network z’ (s|9”/) with weights 0% — o7 ;
4 Initialize target critic network Q’(s, a|eQ’) with weights
09" < 92;
s Initialize replay buffer D with size N;
6 Set learning rate a for actor and critic networks;
7 Initialize e for exploration rate;
8 while not converged do
9 Initialize a random process N for action exploration;
10 Receive initial observation state s;;
11 for each step of the episode do
12 Select action a, = z(s,|6%) + N};
13 Execute a, and observe r, and s,,;
14 Record the transition (s, a,,r,, s,;1) into D;
15 Sample a random minibatch of N transitions
(s;,a;, 1, 8;41) from D;
16 Set y; = r; + Q' (5111, 7' (5141167)162);
17 Update Critic via minimizing the loss:
L=~ ¥, - 06,4109
18 Update Actor utilizing the sampled policy gradient;
19 Update target networks:;
20 0" — 0" + (1 - 1)67;
21 09 « 762 + (1 - 1)62';
22 end
23 Update ¢;

24 end

For each STAR element n, the transmission phase 6, , is derived
from the binary discretized action a?, by:

0., +Z, ifa? >0,
9’ 0 — r.n 121 ] an,t (14)
' 00— 5, ifal, <0

Reward: The reward function is designed to maximize secrecy
capacity while minimizing power consumption, aligning with the
operational constraints of the system. The reward function R, is
expressed as:

R, = R, (1) - 4P, (15)

where R, (1) is the secrecy rate at time 7, P, is the power con-
sumed at time ¢, and A is a weighting factor that balances the
importance of power consumption relative to the secrecy rate.

3.4. Training the DDPG agent

The aim of training a DRL agent is to discover for each state s,
the optimal path of action a, that maximizes E Z,T=t yri41| in terms of
cumulative expected reward. y, where y € [0, 1] is the discount factor.
The Bellman equation is used to determine the action value a, for the
DDPG agent, also known as Q:

0¥ (s;.a,) =E [r (s.a,) + 70" (si11.8,41)] - 16)

This process excludes full reflection mode, which is less desirable.
The action policy function x maps states S to actions A. The objective
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DRL agent training is identify the optimal action that maximizes the Q
value:

0* (s,a,)=E [r (s.a,) + max YO (Sip1- 204 )] . a7

An actor function u (s | ®*) is parameterized, and a function approx-
imator is associated with a set of parameters »?. The agent learns by
minimizing the loss function through sampling transition experiences
from the replay buffer:

L(mQ):éZ[Y,—QGpaz|(D,Q)]2- as)

Here, e represents the number of sampled transitions. To prevent
training instability, the target network, mirroring the training network’s
structure but updating parameters more slowly, provides y,:

! /
yi=r (s,a,)+rQ [s,,;/ (s, | ) ) | th ] ) (19)

The actor network in the DDPG algorithm is trained using a policy
gradient from the critic network’s:

1
Voud =2 zg“ V.0 (5.2, | 09) Vauh (e | @) _, - (20

Se=8;.3,=4(S;)

3.5. Structure of neural network

To guarantee precise model fitting, it is essential to make an accept-
able selection regarding the architecture and size of both target actor
networks and target critic networks. Actor networks should consist of
one or more activation layers that use the ‘relu’ activation function
in a sequential manner, an input layer, and a batch normalization
(BN) layer. As an additional measure, the output layer makes use
of a ‘tanh’ activation function in order to ensure that the outputs
are within a range that is considered to be acceptable. In order to
ensure that the output layer continues to receive valid input values, an
additional BN layer is positioned immediately before it. The structure
of critic networks consists of an input layer, a BN layer, a concatenate
layer that merges state and action inputs, and many activation layers.
In order to accommodate the dimensions of state and action spaces,
which are determined by number of antennae and number of STAR
components N, the hidden layer dimensions must be changed to ensure
compatibility with the required dimensions.

3.5.1. Complexity analysis

The hybrid control is achieved through a combination of discrete
and continuous control mechanisms. The discrete control aspect of the
DRL framework involves discretizing the phase shifts of the STAR-RIS
elements to maintain a balance between transmission and reflection.
Specifically, the discrete control ensures that each element’s phase shift
difference satisfies |9; -0 = % or 37”, as shown in Eq. (2). On the
other hand, the continuous control mechanism continuously adjusts
the amplitude coefficients ! and g/, ensuring the energy conservation
constraint g + g/ = 1.

The proposed DRL approach achieves hybrid control by utilizing
a specially designed mapping function, eliminating the need for addi-
tional DNNs, thus keeping complexity low and simplifying the training
process with a DNN having fewer trainable parameters. The complexity
of the DDPG algorithm is determined by the specifications of the
employed DNN. The complexity of propagation for an actor network
with I layers, each containing cof.‘ nodes (Qiu et al., 2019), is expressed
as Zi[:o cof‘(oﬁ‘ﬂ, and the number of floating-point operations required
is 50 + o) + 60,

Applying this theory to critic networks, the complexity for a single

prediction and training step is given by O (Z[I:O ool + Z[I:() co?cogrl +

50f + op + 60 + Swl? +02 + 6le), which, given that typically o; >

i+1
proposed DRL algorithm has a smaller output and DNN scale, where
co;"h < @, it is consequently less complex than the conventional DDPG
algorithm.

5, can be approximated by © (ZLO oo’ + ¥, wiga)gl). Since the
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Table 2
Simulations Parameters.
Parameters Description Value
L, Ref. path loss —-30 dB
Aup Path loss exp. AP 2.2
%u,s>%,s> Path loss exp. 2.5
%, s %E, s
a2 Noise power density -105 dBm
M Antenna no. 4
N Element no. 12
B Bandwidth 1 MHz
U, R-zone User 1
U, T-zone User 1
E, R-zone Eve 1
E, T-zone Eve 1
P Max power/antenna 29 dBm
K Rician factors 5
K Rayleigh factors 0
r Replay buffer size 10000
y Discount factor 1
DDPG Batch size 32 samples
DDPG Target update rate 0.002
4
ST,
Y ARRIS (50,0, o
DD ( : ) User (50,5,0)
( Eve (50,10,0)
X
AP (05.0) B

@ User (50,-5,0)

Fig. 3. The considered network simulations setup.

Eve (50,-10,0) \/"\
A 4

4. Simulation results

The study examines simulation results that confirm the algorithm’s
efficacy. As seen in Fig. 3, our investigation unfolds within a three-
dimensional coordinate framework. At its core, the AP anchors the
network from the (0,0,0) meter (m) mark, establishing the foundational
node of our communication model. The deployment of the STAR-RIS at
(50,0,0) m and the strategic positioning of the U, and U, at (50,5,0)
m and (50,-5,0) m, accordingly. This configuration is purposefully
designed to simulate a diverse range of user environments, reflecting
the algorithm’s adaptability and robustness in real-world applications.
To assess the networks secrecy against potential eavesdropping hypo-
thetical adversaries namely Eves E,, and E,, are posited at (50,10,0) m
and (50,—10,0) m. This aspect of the simulation is crucial for evaluating
the algorithms ability to maintain secrecy in the presence of Eves. The
proposed DRL simulation parameters are listed in Table 2.

The channel model is meticulously formulated to encompass both
large-scale path loss and small-scale fading offering a comprehensive
view of the signal propagation dynamics. The channel is mathemati-
cally characterized as follows:

— 1 =
h=+/Lyd | /——h+1/ h. 21
0 ( 1+« + 1+r<> @D

In this equation, h and h symbolize the LoS and NLoS components,
respectively, critical for a holistic understanding of signal transmission.
The variable L, denotes the reference path loss, while « is the path
loss d is the transmission distance, respectively, essential for quan-
tifying signal attenuation. The Rician factor « distinguishes between
Rician channels, indicative of a predominant direct path, and Rayleigh
channels, characterized by multipath scattering and x = 0 for Rayleigh
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Fig. 4. Average reward per episode for different learning rates.

channels and x = 5 for Rician channels. Simulation parameters are
carefully selected to mirror real-world conditions: L, = —30 dB sets
the stage for initial path loss exponents, a,p = 2.2 and ay, g = ay, g =
ag,s = ag, s = 2.5 adjust for various propagation environments. The
DDPG replay buffer size, batch size and target update rate is 10000, 32
samples, and 0.002 respectively, are standard settings for stable and
effective DRL training. The noise power is established at 62 = —105
dBm, providing a realistic noise scenario.

Fig. 4 shows the average reward per episode for different learning
rates (¢ = {0.01,0.001,0.0001}) in the context of our DRL approach
applied to STAR-RIS networks. The choice of learning rate significantly
impacts the performance of the DRL algorithm: A high learning rate
(a = 0.01) leads to erratic and oscillatory behavior, resulting in sig-
nificantly lower reward performance. This is likely due to the learning
rate being too high, causing the model to overshoot the optimal policy
frequently and fail to converge to a stable solution. An optimal learning
rate (¢ = 0.001) strikes a balance, allowing the model to effectively
learn and converge to an optimal policy within a reasonable timeframe.
This rate facilitates a steady increase in the average reward, indicating
stable and efficient learning. Conversely, a low learning rate (a =
0.0001) ensures stable learning but necessitates a much longer duration
for the model to converge to an optimal policy. The convergence is
slow, which can be impractical for real-time applications where quick
adaptation is required. In summary, the average reward changes with
varying learning rates, with ¢ = 0.001 identified as the optimal rate
for achieving efficient learning and high performance in the proposed
DRL approach. This balance ensures that the model neither overshoots
the optimal policy nor takes too long to converge, making it suitable
for dynamic and complex environments like STAR-RIS-aided wireless
communications.

Fig. 5 compares the minimum secrecy capacities of different STAR-
RIS configurations across varying levels of transmit power at the AP.
The configurations examined include coupled phase-shift, which uses
simultaneous transmission and reflection with coupled phases; inde-
pendent phase-shift, allowing separate control over transmission and
reflection phases; and random phase-shift, where phase settings are
randomized. The results show that both the coupled and independent
phase-shift configurations surpass the random phase-shift in terms of
secrecy capacity. The independent phase-shift configuration, due to its
flexible phase control, achieves the highest secrecy capacity, especially
at higher transmit powers, reflecting its superior time resource utiliza-
tion. These findings highlight the importance of strategic phase control
in enhancing the secrecy performance of STAR-RIS systems in wireless
communications.

While Fig. 6 shows the minimum secrecy capacity vs the number of
STAR-RIS elements. For all phase configurations, a clear correlation has
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been identified between the minimum secrecy capacity and the number
of elements. The coupled phase configuration exhibits enhanced per-
formance relative to the other two configurations, as the number of
elements increases with a more notable rise in secrecy capacity. The
capacity of the independent phase configuration increases gradually
as the number of elements increases, whereas the random phase con-
figuration demonstrates the least improvement and, generally, lower
secrecy capacity. As a result, Figs. 5 and 6 highlight an important
realization of coupled phase configuration, which leverages both the
increased transmit power and the number of STAR-RIS elements more
effectively than the independent or random configurations, empha-
sizing its importance role in enhancing the secrecy performance of
wireless networks enabled by STAR-RIS.

Fig. 7 compares three different algorithms to compare the minimum
secrecy capacity vs transmit power that includes AO, DQN, and a
specially developed DRL approach. As the transmit power increases,
all algorithms achieve higher secrecy capacity, benefiting from the
higher signal strength which can be exploited to make the signal more
distinguishable from noise and potential eavesdropping. However, the
proposed DRL algorithm demonstrates the most efficient use of addi-
tional power to improve secrecy capacity, indicating its potential for
energy efficient secure wireless communication approach. While Fig. 8
presents a comparison of various algorithms against the number of
STAR-RIS elements, illustrating how all algorithms improve secrecy
capacity with an increasing the number of STAR-RIS elements, but the
proposed DRL approach consistently outperforms the others, suggesting
that can better exploit the capabilities of STAR-RIS. DQN also improves
secrecy capacity with more elements but reach the performance of the
Proposed DRL, while AO shows the least improvement, indicating its
limitations in dynamic environments.

4.1. Discussion and analysis

The simulation results offer a comprehensive evaluation of the
proposed scheme in the context of STAR-RIS-aided wireless communi-
cation networks, particularly focusing on improving secrecy capacity—
a vital metric for secure communication systems. The interconnected
insights provided by various figures collectively enhance the under-
standing of how to optimize network security.

Beginning with the analysis of learning rates on the DRL approach,
Fig. 4 reveals the average reward per episode for different learning
rates. The results show that the optimal learning rate (¢ = 0.001)
effectively balances learning efficiency and stability. A higher learning
rate (a = 0.01) leads to unstable learning, characterized by erratic
behavior and reduced rewards due to overshooting the optimal policy.
Conversely, a lower learning rate (¢ = 0.0001) ensures stability but
slows down convergence, which is not ideal for applications requiring
real-time performance. This balance is crucial in environments like
STAR-RIS-aided wireless networks, where rapid and stable learning is
necessary.

Following this, Fig. 5 compares the minimum secrecy capacities of
different STAR-RIS configurations as a function of transmit power. The
independent phase-shift configuration is shown to be the most effective,
particularly at higher transmit powers, due to its ability to indepen-
dently manage transmission and reflection phases. This control allows
for better resource utilization and enhanced security. The coupled
phase configuration also performs well, while the random phase-shift
configuration consistently shows lower performance, highlighting the
need for precise phase control in these systems.

The impact of the number of STAR-RIS elements on secrecy capacity
is further explored in Fig. 6. As the number of elements increases, all
phase configurations show improved performance. The coupled phase
configuration, in particular, benefits the most, leveraging the additional
elements to significantly boost security. The independent phase con-
figuration also shows gradual improvements, while the random phase
configuration demonstrates the least enhancement, emphasizing the
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Fig. 8. Minimum secrecy capacity vs increasing number of STAR-RIS elements.

importance of coherent phase management as the complexity of the
network increases.

Lastly, Figs. 7 and 8 compare the effectiveness of different
algorithms — AO, DQN, and the proposed DRL approach — under
varying conditions of transmit power and the number of STAR-RIS
elements. The DRL approach consistently outperforms the others, par-
ticularly as transmit power increases and more STAR-RIS elements are
incorporated, demonstrating its superior adaptability and efficiency.
This makes the DRL method a promising solution for improving secrecy
capacity in complex and dynamic wireless environments.

The discussion also considers the impact of uncertainties, such as
imperfect CSI and environmental variability. These uncertainties can
challenge the accuracy of phase shift configurations and reduce the
effectiveness of learning algorithms. However, the DRL approach, with
its ability to adapt continuously to changing conditions, proves to be
robust even under uncertain conditions—a flexibility that more static
methods like AO and DQN struggle to achieve.

These findings highlight the critical role of advanced algorithmic
strategies and optimized configurations in enhancing the security of
STAR-RIS-aided networks, especially in uncertain environments. The
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ability to precisely control phase shifts and utilize advanced DRL tech-
niques significantly improves secrecy capacity, ensuring robust security
even in challenging scenarios. This study confirms the effectiveness
of the proposed methodologies and paves the way for future research
aimed at further optimizing secure communication in next-generation
wireless networks.

5. Conclusions

This study represents a significant advancement in secure wireless
communication by employing STAR-RIS technology and leveraging the
DDPG algorithm to address the complexities of coupled phase shifts
and enhance secrecy in full-space communications. By demonstrat-
ing a method that dynamically adapts to varying network conditions
and significantly outperforms traditional optimization techniques, this
research underscores the potential of STAR-RIS to elevate both confi-
dentiality and network efficiency. The results from our extensive simu-
lations showcase the superior capability of our DDPG-based framework
in real-time, adaptive optimization, setting a new benchmark for in-
tegrating machine learning with STAR-RIS in next-generation wireless
networks. Looking forward, future research should aim to overcome
the challenges posed by imperfect or delayed CSI by developing robust
frameworks that can adapt to CSI uncertainties. This could involve
integrating Bayesian reinforcement learning or implementing real-time
feedback mechanisms to dynamically adjust to changing channel con-
ditions. Additionally, exploring the deployment of multiple STAR-RIS
units in dense networks could provide valuable insights into scalabil-
ity and interference management. Expanding the current approach to
multi-agent scenarios, where multiple STAR-RIS elements and users
collaborate, could further enhance system robustness and efficiency.
These advancements would not only address the limitations related to
CSI assumptions in this study but also pave the way for more resilient
and adaptable wireless communication systems.
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