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Abstract—Quantum key distribution (QKD) is a cryptographic
technique that leverages principles of quantum mechanics to offer
extremely high levels of data security during transmission. It
is well acknowledged for its capacity to accomplish provable
security. However, the existence of a gap between theoretical
concepts and practical implementation has raised concerns about
the trustworthiness of QKD networks. In order to mitigate
this disparity, we propose the implementation of risk-aware
machine learning techniques that present risk analysis for Trojan-
horse attacks over the time-variant quantum channel. The trust
condition presented in this study aims to evaluate the offline
assessment of safety assurance by comparing the risk levels
between the recommended safety borderline. This assessment is
based on the risk analysis conducted. Furthermore, the proposed
trustworthy QKD scenario demonstrates its numerical findings
with the assistance of a state-of-the-art point-to-point QKD
device, which operates over optical quantum channels spanning
distances of 1m, 1km, and 30km. Based on the results from the
experimental evaluation of a 30km optical connection, it can be
concluded that the QKD device provided prior information to
the proposed learner during the non-existence of Eve’s attack.
According to the optimal classifier, the defensive gate offered
by our learner possesses the capability to identify any latent
Eve attacks, hence effectively mitigating the risk of potential
vulnerabilities. The Eve detection probability is provably bound
for our trustworthy QKD scenario.

Index Terms—Quantum key distribution, Risk-aware machine
learning, QKD networks, Gaussian mixture models, Risk mea-
surement, Risk analysis, Safety assurance, Trust computing,
Goodness of fit

I. INTRODUCTION

Safety is a fundamental requirement in Cyber-Physical
Systems (CPSs), wherein safety can be defined as the absence
of circumstances that may lead to fatality, harm, professional
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ailments, or destruction of equipment or property. It can also
be understood as the absence of undesirable hazards that could
result in injuries to people or harm to human health, whether
that is either directly or indirectly through harm to assets or to
the natural world. Numerous research studies have addressed
the safety problems and available methodologies pertaining to
CPSs. Zio [1]] undertook a comprehensive analysis of the at-
tributes associated with complexity and the various methodolo-
gies used in risk assessment pertaining to critical infrastructure
needs, without explicitly establishing a direct correlation to
CPSs. The actions outlined in [2] serve as a fundamental foun-
dation for categorizing the current advancements and emerging
discoveries in the field of safety for CPSs. This research does
not include the execution of risk control methods, since this
aspect is contingent upon the unique characteristics of each ap-
plication area. Safety assurance, discussed in [3] is commonly
described as a comprehensive and methodical process that
encompasses all the deliberate and organized steps required
to instill sufficient trust that an item, offering, organization,
or functional system attains a level of safety that is deemed
desirable or bearable. The primary objective of the safety
assurance is to provide evidence that the systems are secure
for their intended purpose. Additionally, it could potentially be
employed to show that sufficient measures have been taken to
mitigate risks to a permitted degree. Various safety assurance
standards, such as IEC 61508 [4] and ARP 4761 [5], use
distinct methodologies in the realm of risk management. ARP
4761 places significant emphasis on the discipline of system
engineering and adopts a top-down evaluation methodology.
In contrast, IEC 61508 focuses primarily on the creation and
verification of safety requirements. In contrast, the focus of
IEC 62508 revolves around the interface between humans
and machines. Furthermore, the Technology Readiness Level
(TRL) framework has been developed in accordance with a
waterfall system engineering life cycle, providing assistance
in the design of novel systems. Any observed disparities may
be attributed to divergent preferences and approaches within
safety and risk management protocols.

From the discussion in [[6f], the social construct of trust
primarily focuses on the attributes associated with being
trustworthy, specifically in a social context. Trustworthiness is
determined by individuals collectively agreeing that the entity
being trusted is both morally upright, and will consistently



make ethical decisions. Trust among people with regard to a
Trusted Platform can be seen as a manifestation of confidence
in behavioral trust, as it pertains to the guarantee related to
the execution and functioning of such a Trusted Platform.
Platforms use social trust to instil confidence in the processes
responsible for collecting and presenting behavioral informa-
tion. This information, therefore, facilitates the determination
of the trustworthiness of a platform. The goal and definition
of trusted computing presented in [|6] is discussed based on
the ISO/IEC 15408 standard: a trusted component, operation,
or process is characterized by its ability to exhibit consistent
behavior across various operating conditions and its strong
resilience against corruption by software, malware, and a
specified degree of physical interference. The Trusted Platform
employs specialized mechanisms that actively gather evidence
of its activity and then provide this proof. This knowledge
facilitates the assessment of a platform’s trustworthiness.
The deployment of quantum key distribution (QKD) net-
works in the future and forthcoming scenarios has garnered
significant interest due to their potential to provide ultra-secure
communication services. The no-cloning theorem in quantum
mechanics guarantees the security of transmitting credential
keys via a quantum channel. The analysis of the current
state of critical components in quantum networks enables the
capacity to link quantum devices across long distances, result-
ing in significant improvements in communication, network
efficiency, and security [7]. The authors in [§] demonstrate
the potential for constructing global quantum networks by
transmitting quantum states with essential information using
free-space optical (FSO) channels. In order to attain a state of
absolute security, QKD is used as a protocol that, in principle,
ensures the confidentiality of information sent between two
distant nodes by establishing secure keys. This approach has
been extensively studied and documented in the literature, as
seen in [9] and [10]. QKD has emerged as an extensively
investigated quantum communication system [11]. It has been
successfully implemented in several communication channels,
including both fiber-optic and FSO channels. Long-distance
FSO quantum communications have been successfully im-
plemented across very long distances, as shown in [12].
Additionally, various experiments have been conducted, such
as those presented in [[13]] and [14]). In the following discourse,
we present our methodology, supported by ID Quantique
(IDQ), a business based in Switzerland that offers cutting-edge
industrial solutions for QKD networks [15]. This technique
entails the establishment of a QKD infrastructure using the
BB84 communication protocol [[16] or a similar invention. The
QKD device is usually implemented using the BB84 protocol,
Eve is unable to access the sent key in QKD communica-
tion. However, ensuring the precise alignment of practical
implementations of QKD systems with their corresponding
theoretical requirements is a challenging task. The existence of
discrepancies between theory and practice has the potential to
create vulnerabilities and undermine the integrity of security
measures [[17]]. Trojan-horse attacks have been recognized as
a specific risk, primarily targeting the Bob subsystem. The
nature of the attack [|18] is that Eve employs a method of attack
against Bob by transmitting luminous Trojan-horse pulses in

order to ascertain the specific bases chosen by Alice during
the execution of the QKD protocol. The transmission of this
information is facilitated by the back-reflected pulses emitted
from Alice. In adherence to a general principle, it is imperative
for Eve to minimize any interference with the authentic
quantum signals transmitted from Alice to Bob, as her primary
objective is just to ascertain the foundation settings. In this
hypothetical scenario [[18]], when Eve successfully achieves
correlations over 48% using the key obtained through identical
forward error code, Alice and Bob are unable to detect the
parameters being attacked. Additionally, the QBER of 5% is
significantly lower than the QBER abortion rate of 11%. It
may be concluded from this extreme case that the security of
the QKD system has been compromised and does not elicit
any significant concern, as the percentage to be deducted
throughout the process of privacy amplification is 47.8%, a
value lower than the extent of Eve’s understanding. While Eve
continues to interfere, the escalating QBER to the abortion rate
leads to the complete loss of the key sequence, while Alice and
Bob are compelled to engage in re-transmission. In addition
to the interference caused by Eve, the presence of a time-
invariant quantum channel can also be observed, resulting in a
decrease in the key rate reported in the experimental outcomes
of the IDQ QKD device when used in long-distance 30km
QKD networks. The risks arising from Eve’s interference
residing in the characteristics of the time-variant quantum
channel in QKD networks are taken into consideration. This
situation poses a certain level of risk that is contingent upon
the QKD key consumption while eavesdropping occurs. As
shown in Fig. the risk can be shown by figuring out a
loss function that takes into account what is known about the
software-defined network (SDN) controller’s assigned traffic,
eavesdropping, changes in quantum channel parameters that
cause time-varying effects, and what is known about the
past from the empirical QBER data. The empirical data are
obtained by IDQ DV-QKD Cerberis XGR devices via the
optical quantum channel in our single and multiple campus
dark fiber experiments.

The primary objective of Trojan detection [19] is to en-
hance the overall reliability of the system and ensure the
integrity of circuits. By emulating the approach taken by
Trojan detection networks [20], the deep learning networks
encapsulate the unidentified trigger shape and deviations in
decision boundaries introduced by backdoors through the ac-
quisition of features derived from adversarial patterns and their
characteristics. The application of adversarial perturbations in
order to get its imprint is an approach. The introduction of
a backdoor alters the decision limits of a network, which
are effectively communicated via adversarial perturbations.
Inspired by the aforementioned approach, our contributions
are summarised as follows:

1) In order to establish trustworthy assurance, we initiate
risk analysis to provide a trust paradigm that mitigates
the gap between theory and practice by taking into
account the potential eavesdropping interference on top
of the loopholes of practical concern.

2) The trust condition not only functions as a borderline for
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Figure 1: An illustration of the trusted QKD scenario

monitoring secure key transmission but also quantifies
their perception of trustworthiness, allowing them to be
aware of any risks at specific levels, including scenarios
involving Trojan-horse attacks where the implementa-
tion of the BB84 protocol may include the aforemen-
tioned security exceptions.

3) The proposed approach involves utilizing the category-
based Gaussian Mixture Model (GMM) in conjunction
with the Kolmogorov-Smirnov (KS) test for assessing
goodness-of-fit. This method aims to estimate the pos-
terior probability distribution of the empirical QBER
dataset in order to evaluate the potential risks associated
with practical QKD systems.

4) The defensive mechanism under consideration is based
on the principles of the Bayes classifier, with the objec-
tive of detecting and mitigating possible attacks by Eve’s
threat. The Bayes classifier is employed as the optimal
classifier in our proposed learner to offer empirical
posterior information regarding the probability of eaves-
dropping occurrences, including Trojan-horse attacks.
The Eve detection of the proposed QKD scenario is
provably bound by applying Markov inequality. The
numerical result is accomplished in an effort to be aware
of this risk and deal with the exceptional loophole as
discussed in the study presented in [18].

5) The deployment of trustworthy QKD networks enables
awareness of risk and validation of the trust condition.
This paradigm offers a catalyst for future research in
domains such as trusted risk-aware routing and raw key
queuing mechanisms inside QKD networks, with the aim
of achieving risk prediction through the utilization of
online reinforcement learning.

The subsequent sections of this paper are structured in the
following manner: Section II summarises the related works and
provides a comparison of defense mechanisms against Trojan
horse attacks. Section III provides a study of the potential risks
associated with the implementation of a viable QKD network.

Section IV introduces the proposed learner that can learn the
QBER distribution of the QKD device. Section V provides
a comprehensive analysis and synthesis of the findings. In
Section VI, the numerical results for the trustworthy QKD
scenario are presented in order to apply the aforementioned
risk analysis and learning procedure. Section VII concludes
with a summary of the key insights gained from the study.

II. REVIEW OF RELATED WORKS

The Discrete-Variable (DV)-QKD protocols, such as BB84,
are proven to be resistant to eavesdropping by intercepting
the flying qubits and conducting any quantum manipulation
on them. The Trojan horse attacks are classified as side-
channel attacks (SCA) [21f], in which Eve injects her own
state into Alice’s device and measures the resulting state to
infer the key. As a result of the incorporation of hardware
trojan horses [22] and [23], SCA in QKD systems must be
given substantial consideration and cannot be regarded as an
inconsequential factor. An SCA, even if it is rudimentary,
can significantly compromise the security of a protocol if it
is not well-defended. Based on research conducted by [24]]
and [25]], it has been discovered that the Trojan-horse assault,
although experiencing enhanced attenuation and inadequate
phase modulation at about 1924nm, has a significant likelihood
of eluding detection. The extremely low afterpulsing encoun-
tered by Bob’s detectors is the cause of this. The majority
of the components required to execute this assault are readily
available off-the-shelf items. Therefore, in order to avert such
assaults, it is critical that operational QKD systems incorporate
effective countermeasures. The authors in [26] demonstrate
that the separable coherent state is the most effective for
Eve among a group of multi-mode Gaussian attack states,
even when there is thermal noise present. Additionally, the
authors establish a limit on the pace at which secret keys may
be generated when Eve is allowed to employ any separable
state. The analysis evaluates the efficiency of SCA protection
by analyzing the established requirements and measurement



Table I: Summary of Trojan Horse Attacks

and Defense Mechanisms in QKD Systems
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results of the researched passive insulating components. The
study in [27] showcases the recorded spectrum transmission
spectra of several fiber-optic components. The graphs pro-
vided are applicable for selecting components for quantum
key distribution systems, specifically for selecting safeguards
against attacks on technical implementation. Additionally, it
demonstrates the calculation of the necessary isolation for the
QKD system, offering efficient defense against Trojan-horse
attacks by leveraging the eavesdropper’s utmost technological
skills. In order to provide secure QKD, it is necessary for the
legitimate parties to have a high level of isolation in the most
challenging conditions, while also providing the eavesdropper
with the most favorable conditions. This isolation should sur-
pass 150 dB over the whole spectral range that is permitted for
transmission by optical fiber. In the study of [28], the author
proposed a practical method to estimate and correct excess
noise in continuous-variable quantum key distribution (CV-
QKD) systems. This is achieved by inserting pulses of different
wavelengths, taking advantage of the wavelength-dependent
property of beam splitters, and considering the existence of
non-zero reflection coefficients in the real component. The
deviation of shot noise can be accurately estimated using this
approach. In conclusion, the authors determined the security
bounds of the system by measuring the additional noise
generated by Trojan horse attacks. This provides a theoretical
basis for the secure transmission of secret keys in the system.
For the purpose of quantifying the threshold of extra noise,
the authors chose a transmission distance of 50 kilometers
as an example. Analysis and simulation experiments indicate
that if Trojan horse attacks employ the identical wavelength
as the original, the level of crosstalk must be below 0.3. When
employing Trojan horse attacks with a distinct frequency from
the original, the magnitude of the attack pulse’s power input
ought to stay below 0.7 mW. Furthermore, the authors in
[29] calculate the limits of security for QKD systems that use
decoy states and are vulnerable to Trojan-horse attacks. These
new boundaries are far better than earlier estimates. A generic

finite-key security proof has been developed for decoy-state-
based QKD in the context of probable information leakage
from Alice’s transmitter. In order to accomplish this, they have
used a Cauchy-Schwarz restriction to include the information
leakage from the bit/basis and intensity encoding configura-
tions in the security analysis. This restriction necessitates users
to limit a singular parameter that encompasses all the flaws,
and we have employed innovative concentration constraints
to address the consequences of finite-key. Practically, this
single parameter may be directly correlated with the level
of isolation of Alice’s transmitter. Finally, we compare the
defense mechanism employed against the Trojan horse attacks
with the QKD system in Table [l Our proposed approach
gathers QBER data from a QKD device to implement a
data-driven technique and precisely assess the vulnerability
to Trojan horse attacks. The risk analysis can analytically
enhance the assurance of the trusted condition in our trust-
based QKD scenario.

ITII. EMPIRICAL RISK ANALYSIS FOR QKD NETWORKS

The assessment of risk control weighting is primarily deter-
mined by the volume of network traffic and the key consump-
tion of QKD networks. It is worth noting that the key con-
sumption rate on demand can be expressed as x;; = Tp/Kc,
where T'p denotes the number of key demands from the traffic
and K¢ denotes the keys consumed by the QKD node. In [30],
the QKD keys are generated by QKD devices and stored in
key managers or key pools. Despite a failed point-to-point
QKD transmission when the abortion rate is 11% for our
QKD devices, as well as the QBER parameter estimation
in [31], the risk of QKD transmission can be influenced by
the ambiguity between prospective Trojan-horse attacks and
the presence of time-variant quantum channels, as illustrated
in Fig. 2] In general, the empirical risk of a QKD network
can be calculated by the quantum channel attribute, which is
the unknown distribution Q of the QBER probability density
function (pdf) and key consumption of the QKD network.
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Figure 2: QKD device and Alice subsystem affected by the time-variant quantum channel and Eve’s attacks

We employ the risk loss function v(-) proposed in [32] to
investigate the risk of QKD networks.

o Let H(k;;) denote the pdf of risk control weighting,
where r;; represents the key consumption rate on demand
during time interval 7 residing in the codeword of measure
QBER ¢;.

e The risk R 1, of the QKD network can be defined as Ry, =
Sy H(ki)7(6, €)dL(e) for any quantum channel length L
and the space W with distribution Q.

o The estimated Q is specifically constructed to closely
align with Q in order to achieve the objective of min-
imizing the difference between ¢; and estimated ¢;.

Due to the complexity of performing this integration, we pro-
pose the assessment of the risk using data-driven methodolo-
gies, that is empirical computation. The problem formulation
to analyze the empirical risk of the QKD network is defined
as follows:

M
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and the posterior probability of Eavesdropping event and time
variance is denoted as gy (Q) and 0,4, (Q) respectively. The
eavesdropping occurrence is denoted as V. Furthermore, ¢;
denotes the QBER value in the space VW with distribution Q,
ie.,, € € Q, and VO € () denotes the parameter of the learner
in the parameter space 2. IV is the number of experiment
samples, and M;; is the number of the key consumption rate
changing for the time frame of QBER ¢;. The average of
H(kij), © = 1...M;; is denoted as Hyy, .

With regard to d gy (a), p is the maximum tolerant bit error
rate of success decoded before any privacy amplification. The
event of Eavesdropping is denoted as A. We have

5mve(Q) = P{A | Q,V}
= P(e; = ¢j,€j >p|Q /\(é\),V) 4)
P(6J>p|ej_6J’Q )‘< )7V)P(6J:€;|Q:)‘( )7V)
(5)
=P(E>ple;=6,Q=X0).V)P(e; =& | Q= \0),V),
(6)

where )\(é\) denotes the learner to estimate the unknown
distribution Q of QBER using parameter ¢ and €; is generated
from distribution 6, such that € € 6

In addition, quantum communications encompass the pro-
cess of transmitting quantum states across a quantum channel
[11]. The transmission of pre-determined quantum states via a
quantum channel, such as an optical fiber or an FSO channel,
from a transmitting party represented by Alice to a receiving
party represented by Bob involves the propagation of an
optical wave in FSO communication. This communication
method occurs in an unobstructed environment, which is sus-
ceptible to various disturbances leading to time-varying errors.
Disturbances such as turbulence, absorption, and scattering
contribute to the attenuation of the wave. The aforementioned
disruptions exert an influence on the electromagnetic proper-
ties, morphology, and orientation of the beam, hence affecting
the overall efficacy of the optical connection. The distance
of the FSO link is subject to the impact of unpredictable
weather phenomena such as haze, rain, and fog. The au-
thors of [33] examine several methodologies for constructing
mathematical models of satellite (classical) channels. Indeed,
quantum channels are subject to temporal variations with
the inclusion of 73 and 75 fluctuations. Recent experimental
investigations [34] have demonstrated that the relaxation time
Ty and the dephasing time 75 for superconducting qubits
exhibit considerable temporal variations in superconducting
quantum computers. This research examines the temporal
variation of a quantum channel by utilizing an experimental



setup with an optical fiber setup spanning a distance of 30km.
The experiment is conducted using cutting-edge IDQ QKD
devices [35]]. The possible risk of decreasing the raw key rate
due to the time-variant impact may include susceptibility to
Trojan horse attacks. The event of the quantum time variations
is denoted as A. We derive the posterior probability .4, (Q)
and R denote the occurrence of time variation as follows:

3var(Q) = P{A| Q. R} = P{A | Q = \(§), R}
(7
:P(Ej:é\j,ej>p‘6:/\(§)aR)
)]
=P >ple=6,Q=N0))P(c; = | Q= A(0),R).
9

Therefore, the risk loss function can be determined by con-
sidering the posterior probability of an Eavesdropping event
over the time-variant channel and is defined as follows:

Y0, ¢5) = 6ue(Q)P(Q = A(B), V) + 6uar(Q)P(Q = A(6),R)
*5E1)e(6)5var (Q)P(Q = A(é\)?V)

(10)
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><P(Q >\( 0)),
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where )\(5) can be chosen as GM Mj from our proposed
approach, and the calculation of P(R) will be presented
later in Section V. As shown in [36], the Empirical Risk
Minimization (ERM) has an optimal parameter 0,,; using
the best learner A,,; such that RE(A(g)) > Re(Aopt(Oopt))-
However, the presence of Ayp;(0,pe) is not always guaranteed,
and the performance of R.(A(f)) can be bound, as presented
in [37].

In general, we further consider the case that the eavesdrop-
ping occurrence is unknown to the QKD networks. Following
the example given in [36], the Bayes classifier T'g,yes can be
utilized by the empirical learner to detect instances of latent
eavesdropping in QKD networks as follows:

T [ Lnle) >a
paves = 0,n(e) < a

where « denotes the defense gate employed by Alice in order
to quantify Eve’s detection sensitivity and 7(e) denotes the
posterior probability based on the proposed empirical learner,
such as

(12)

n(e) = P{A,e=¢| Q) (13)
=P(A|le=€Q)P(e=€|Q) (14)

— P(c=7]0Q) /fEEIQ AB), e =2e)
m X fe.(€c)dede., (15)

where f- can be obtained by our proposed approach as
GMM. The term €. is a random variable representing the
minimum QBER incurred by Eve’s interference, and the €,,;,,

denotes the minimum QBER that can occur in the event of
eavesdropping. The term f, (e.) can be assumed to have a
uniform distribution of [€in, €maz]. In an extreme case of
Trojan-horse attacks, the value of €,,;, is 0.05 [18].

n(e) = = €)de.

6—6|Q/ SE1Q=20).c (16)

Therefore, the optimal classification rule, as the Bayes classi-
fier Tpqyes 1 able to identify the difference between eaves-
dropping and time variation,

P(V) = P(TBayes = 1) (17)
= P(n(e) > a) (18)

1 N
=¥ > Tpages{n(e;) > a}. (19)

j=1

The value o will be discussed in Section V. Substitute into
the risk loss function as follows:

1(0.6)) = |350e Q)P (Tuyes = 1) + 1ar(Q P(R)

_5Eve(6)5var(6)P(TBayes = ]-)j| P(Q = )‘(é\))
(20)

= [5Eve(6)P(n(6) > CV) + 5var(6)P(R)
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In general, this theoretical analysis of risk evaluation is based
on the accurate estimation of Q such that P(e = €| Q) ~ 1.
In order to investigate the merit of the proposed empirical risk
minimization for QBER estimation, we propose an empirical
learner using the generative model, not only using KS test
results to fit the model but also adapting to the variant of the
unsupervised dataset to guarantee a perfect model fitting by
empirical data in the identical spirit of [36]. The idea behind
[36] is to amend the difference in the empirical model between
the training data and the test data by weighting risk. Our
proposed learning algorithm adapts the training data to the
test data by extending the categories of the generative model
GMMs. Therefore, the proposed risk measurement R.(6) is
defined as follows:

—~ o~

R(0) = (22)

1 & -

N Z Hag;v(0, €5).
j=1

Since the proposed QBER estimation is able to provide an

accurate estimation, apart from the approach presented in [36],

the risk control weighting of H}"wj can be given to suppress

the function «y in order to adapt the risk loss function.

Hy =1—(0,¢), i=1..Mj;. (23)

Consequently, the proposed empirical risk reference for the
QKD network is provided based on our proposed learner Q
as follows:

9 V€5)) (5, €;).

Recr () (24)

HMZ



Therefore, the risk reduction rate 3. on each measured QBER
can be derived and compared with the equal risk weighting
H(ki;) =1 as follows:

B. = 7(0,¢;) x 100%. 25)

The maximum risk reference can be a value of 0.25, while
7(@\, €;) = 0.5 and the minimum risk reduction rate is equal
to 50%, where 0 < (8, €;) < 1.

Finally, the aforementioned empirical risk measurement of
R. can be referred to as a risk reference Ere\f (6) for all of
the QKD vendors that provide customers with hourly-updated
risk-aware monitoring based on the following conditions. It is
worth noting that the difference between R (6) and Ee\f@) is
that H (-) of }’?;(5) applies the risk control weighting and H (-)

of R,.r(6) adapts to the risk of the QKD device environment.
The trust condition of QKD networks is defined as follows:

Re(B) < Rer (6). (26)

For the trusted QKD networks, this condition provides safety
assurance to monitor and measure the borderline of key
transmissions_that are at high risk of potential Trojan-horse
attacks, i.e., Rc(6) > Ryes(0).

IV. CATEGORY-BASED GOODNESS-OF-FIT GMM
LEARNING OF QBER ESTIMATION FOR RISK
MEASUREMENT

In this section, we provide a novel approach for unsuper-
vised machine learning, specifically designed for the learner
denoted as Q = (), as described in Equation |3| The
category-based GMM [38] is the utilization of statistical
tools as an integral component of a data-driven approach.
This evaluation procedure entails the implementation of a
method known as soft clustering, where data samples are
assigned to distinct groups based on certain criteria, resulting
in the generation of a numerical categorization output. As
an alternative to the methodology presented in [38]], we
propose using unsupervised learning techniques to facilitate
the model-fitting process. The selection of the Kolmogorov-
Smirnov (KS) criteria is based on its status as the sole
extensively established goodness-of-fit criterion that exhibits
competitiveness when compared to other methods examined in
the literature, particularly in relation to shift and comparable
alternatives. Furthermore, the utilization of this method allows
for the development of straightforward confidence processes
and tests. The approach we propose combines the utilization
of the two-sample KS test [39] to assess the similarity of
the two samples in terms of their distribution. This tech-
nique is employed as a means of presenting an innovative
methodology. This is achieved by evaluating the P-value [40]]
between empirical QBER data and data generated by the
tentative GMM. In [40], the resolution to a well-recognized
constraint of conventional P-value lies in its limited ability
to identify deviations occurring at the extreme ends of the
distribution. This test is employed to evaluate the goodness
of fit and determine the appropriate categorization for new
data points when the dataset does not conform well to the
present category of GMM cluster distribution. With the core

of the Expectation Maximization (EM) algorithm, we present
the proposed category-based GMM KS learning to provide
the estimated QBER pdf for the aforementioned empirical risk
analysis.

Algorithm 1 GMM model fitting using EM KS-test

1: Input: Target dataset 'y, GMM parameter G5, Number of
GMM clusters 2, ..., Cmaz, GMM maximum trial number
Trnaz, EM maximum iteration 1,4z

2: Output: Distribution set of GMMs with parameter {G }.
and {ps}. as P-value of KS test;

3: Initialize: GMM with random parameter G

4: for c=2,...,Cnqe do

5: Run EM algorithm to fit the target dataset F:

6: Store  gmm(Gs,¢)  +  gmm(Ggs,c,m’) and
{ps}tc « KS test(gmms(Gs,c,m’), Fs), where m' =
argmax,, {ps <« KS test(gmms(Gs,c,m), Fs)},m =
17 oy Tmax;

7: end for

8: Store the GMM parameter {Gs}. of gmm(Gs,c), ¢ €
2, Cmaz);

9: return {Gs}e, {Ps}e

As presented in Algorithm 1, we apply this learning method-
ology as the core of the proposed GMM KS learner A(6). In
line 2, the parameter 6 can be obtained as {Gs}.. In line
6, an exhaustive search of T,,qz X Imnar 1S performed to
fit the empirical data by comparing the similarity between
gmms(Gs,c,m) and Fs. The GMM parameter {G,}. is
recorded in line 7 along with its corresponding maximum P-
value {ps}.. Next, the training phase of the proposed leaner
is presented in Algorithm 2 using the core of Algorithm 1.

Algorithm 2 Category-based GMM-KS-test learning in train-
ing phase

1: Input: Divide the training dataset into folds Fi, ..
threshold ¢ to check the P-value for the KS test

2: Output: Category dataset of C1,...,Cy, {{Gs}.}n and
{{pS}C}h7 h= ]-a ceey H

3: Initialize: C; < F7,h = 1 used as the input of Algorithm
1

4: for s=2,..., K do
Run Algorithm 1 to fit the target dataset Fs and set

Tras = TTraining:

6: output {Gs}e = {{Gs}chn and {ps}e = {{ps}etn

7: if {ps}c > ¢ then Fs — Cy

8

9

'7FK7

()

else
: Fy — Cp41 augment a new category Ch11
10: h=h+1
11: end if
12: end for
13: return Cy, {{Gs}e}n and {{ps}c}n

In line 1, the empirical training dataset can be partitioned
into many folds. In order to establish a suitable correspondence
between the two samples, a threshold ¢ is provided. As
indicated in line 7, the purpose of this threshold is to maximize



the probability P(e = € | Q) while minimizing the number
of categories. Upon the failure of Algorithm 1 to adequately
maintain the desired level of fit, a new category is established
in line 9. Finally, the testing phase of Algorithm 3 involves
conducting identical learning as Algorithm 2 and is stated as
follows.

In lines 6 to 10, the sole distinction lies in the absence
of enhanced categories during the test phase, and instead, the
focus is on identifying the most suitable match within the pre-
existing categories. Following the completion of the learning
process, the learner performs a thorough and comprehensive
search of the T4 for each category, as indicated in lines 12
to 14.

Algorithm 3 Category-based GMM-KS-test learning during
the testing phase

1: Input: Divide the testing dataset into folds Fi,..., Fz,
threshold ¢ to check the P-value for the KS test, and
category dataset of C1,...,C'y from the training phase

2: Output: {{G;}:}n and {{ps}c}n.h=1,.... H

3. Initialize: {{Gs}.}; using as the initial parameter of
Algorithm 1

4. for s=1,...,7Z do

5: for h=1,...,H do

: Run Algorithm 1 using the parameter {{G}:}n
to fit the target dataset Fs with Ti02 = Training:

output {{Gs}c}n and {{ps}etn
if {{ps}c}n > ¢ or h=H then F; — C}, break

: end if
10: end for
11: end for

12: for h=1... H do

13: Run Algorithm 1 using the parameter {{G;}.}» and
the target dataset Cj, with T},40 = Trest:

14: output {{Gs}.}rn and {{ps}tc}n

15: end for

16: return {{Gs}c}rn and {{ps}ectn

V. PERFORMANCE ANALYSIS OF THE PROPOSED
RISK-AWARE MACHINE LEARNING

The category-based goodness-of-fit GMM learning provides
a learner with al model Aﬁtting the QBER model. Therefore, the
probability P{Q = A(6)} can be empirically calculated in the
following form using the learner \;(6).

-~

PR =0} =3 PRINOPN@), @7

~

where P(\;(0)) = N;/N and N; is the number of category
sample.
Therefore, the risk loss function can be derived as follows:

H
10.¢5) =Y [I50e(@ | @) P(V) + 0,0, (Q | A(0) P(R)

~050e(Q | i (0))80ar(Q | X:(0) P(V)]

x P(Q | Xi(0))P(X:(0)), (28)

where

H N;
PV) = o303 Touealnles | N(B) > 0}, 29)

i=1 j=1

and

H N;
PR) = 033" Toupealnles | M(B) > anni), (30)

i=1 j=1
where the value of ay,, is based on the posterior probability
of 0uar(Q | Ai(0)) over a quantum channel that is 1 meter
long. In our simulation, the parameter «y,, is assigned a
constant value of 0.001% for the quantum channels with
lengths of 1km and 30km. In accordance with the principle
of the Bayes classifier, the value of « is established by the
maximal loss value of the GMM category. This value is
dependent on the proposed method of effectively learning the
time-variant quantum channel in the absence of Eve’s attacks.

For a constant gate level, we have

o = arg max 6par(Q | Ai(6), V),

i=1...H

3D

where V denotes the case of the absence of Eve’s attacks.
According to [32], the optimal gate af,pt should depend on
the GMM category as follows:

af)pt = 0par(Q | )‘i(9)7‘7)~
The proof of the Bayes optimal decision presented in [32] can
be straightforwardly comprehended by substituting P[Y" = 1 |
X =] =nle | () and P[Y =0 | X = 2] = al,
for trusted QKD networks. Therefore, the Bayes classifier for
identifying potential Eve attacks can be derived as follows:

Ty — 4 (e T X0) > gy 33)
w0t | 24(8) < b

Finally, the proposed risk-aware technique of Sections III and
IV is summarised and illustrated in Fig. 3] The upper blocks of
the design computation can be viewed as the initialization of
the proposed approach, which is necessary for the calculation
of the defense gate of the Eve-free event. A trustworthy
monitor is able to identify the attacks that occurred during
Trojan Horse Eve’s attack in the lower blocks. It is worth
noting that ai,, can be obtained by calculating (9) over a
quantum channel length of 1 meter and A;(6) of Algorithm
2 and 3 is different for risk analysis to detect any latent Eve
attacks both in the train and test phases.

In Section IV, the choice of ¢ = 0.95 guarantees that
the P-value of the proposed learner possesses a (o margin of
estimated error with a corresponding occurrence probability of
5%. Furthermore, the erroneous detection probability is based
on the calculation of the probability of the estimated error
of the proposed learner. Therefore, the posterior probability 7
that the Bayes classifier has an erroneous classification while
considering the difference between n(e; | A;(#)) and of ;.
The difference could have an estimated error of less than ¢
as illustrated in Fig. ] and apply the analogous of Markov
Inequality as follows:

(32)

T = P{|n(ej | \i(8)) — by |< ¢} (34)
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Figure 3: The overview of proposed risk-aware machine learning for latent Eve detection
1 event {(n(e; | Ai(f)) — ag,) < ¢} and {(af, — n(e; |
Xi(0)) < ¢} respectively. Let A and B denote the random
variable of (11(e; | \i(0)) — ak,) and (b, — n(e; | \i(0)))
respectively.
+p
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Figure 4: The Bayes decision for trusted QKD scenario Since A and B are positive value,
o E(¢") > Y plgtA(9) > ¢ Y plg) = oP{A < ¢},
= P{(n(e; | M(0)) — aly) < )+ ot ot
P{(agp —mle; | Ai(0))) < ¢} (35) (39
and
Therefore,
T < Tuppers E(¢7)> Y plg}B(9) > ¢ > plg) = oP{B < ¢},
~ : i ~ geP~ S
_ E((n(ej [ Xi(0)) — agpn)) | Elag, —nle; [ Ai(6))) (40)
Tupper = > Therefore,

2
(36)
where the above 2 events occur with an equal probability of
(1 —¢)/2 under the assumption of a uniform distribution and
bound by the expectation value of E. We provide Lemma 1
and the proof as follows:

Lemma 1. Given the QKD protocol with provable security,
Alice and Bob explicitly detect the presence of Eve with high
probability. As analogous to this trustworthy attribute, the Eve
detection probability V is at least 1 — §)/2 for our
proposed trusted QKD scenario.

Tupper (1 —

Proof. We apply the theorem of Markov inequality to calculate
the upper bound of 7 as follows: Let ¢ and ¢~ denote the

Tupper = (E(@7) +E(¢7))/0 2 P(A< @)+ P(B<¢) =7
(41)

Consequently,

U >1

-9)/2. (42)

— Tupper (1

O

Given Lemma 1 and the high probability of Eve detection
as the value of 1 — 7(1 — ¢)/2, it can be extrapolated that
the proposed trusted QKD scenario attains trustworthy QKD
networks.



VI. NUMERICAL RESULT
A. Trusted QKD Scenario Configuration

The statistical data for the QBER was acquired via the
LUQCIA projec This data was gathered using the QNET
WEBAPI interface version 1.168 at constant intervals over a
span of many months. These data points were used to establish
the sample space for our observations.

o The experimental setup for measuring quantum channel
distance consists of three different distances: 1m, lkm,
and 30km. The number of QBER experiment N =
{N1m, N1kms N3okm } = {57471,52104,47768}.

o In the context of IDQ QKD devices, if the visibility is
below 0.9 or the QBER exceeds the abortion rate of 11%,
it can be shown that Bob is unlikely to receive any raw
keys reduced by privacy amplification, leading to a key
rate of 0. Eve holds the belief that eavesdropping does
not have the capability of impacting the visibility of data
transmission, which is only influenced by the presence
of an optical fiber link. The various distance quantum
channel experiments are able to obtain the statistical
QBER data via IDQ QKD device pairs.

o In the proposed learning scenario, the values of Tr,qining
and T are determined as 100 and 10000, respectively.
The value of ¢, is selected as 15 and 45. The maximum
number of iterations I,,,, for the EM algorithm is set to
100.

B. OBER Estimation and Risk Analysis for a Trustworthy
Monitor

The P-value in Algorithm 2 is shown in Fig. 5] where
the value of K is set to 5, 6, 7, and 8, and NN is set to
N1i,,. This presentation illustrates the application of GMM
fitting to the empirical QBER data. In the test phase, cross-
validation [41]] is a highly effective method for evaluating the
performance of the suggested learner. The QBER empirical
sample N = {N1igm, N3okm } is partitioned into four folds. In
each cross-validation iteration, one fold is designated as the
test set, while the remaining folds serve as the training set as
illustrated by the P-value in Fig. [6]over 1 kilometer and in Fig.
over the 30km optical quantum channel. As shown in Fig.
using Algorithm 3, the Akaike Information Criterion (AIC)
is utilized in order to assess the performance of statistical
models and ascertain their level of efficiency when applied
to a certain dataset. Furthermore, we can observe the results
of high-dimensional GMM fitting to the test dataset in Fig. [9}
and an identical trend was observed for the AIC result. The
goodness-of-fit of the high-dimensional GMM with a cluster
range from 20 to 45 is better than the range from 2 to 15.

The risk analysis is based on the assumption that the risk
control weighting Hy;, follows a normal distribution. In order
to demonstrate the effectiveness of the proposed approach,
risk control weighting has a mean value that is uniformly
distributed between 0.5 and 1, with a standard deviation that is
equal to the mean value. Over a time-variant quantum channel,

Uhttps://www.uni.lu/en/news/a-first-testbed-for-quantum-communication-
infrastructure-in-luxembourg/

this configuration guarantees the simulation’s inclusion, as
illustrated in Fig. Fig. and in Fig. [T1] in accordance
with the Trojan-horse challenge raised in [[18]. It is important
to highlight that a high-dimensional GMM can provide better
goodness-of-fit for the QBER when the risk occurrence e;
exceeds the threshold p and when there is an opportunity for
identifying larger potential risks.

Finally, we implement Trojan-horse attacks on our trusted
QKD scenario, wherein the QKD system is subjected to Eve’s
attacks following a Poisson distribution using parameter v,. It
is assumed that each instance of a Trojan horse attack results
in an increase in the QBER to a uniform distribution ranging
from 0.05 to 0.055. The observation of Alice’s examination
of the defense gate associated with Eve’s arrival is intriguing.
In Fig. [13] and Fig. [14] the proposed trustworthy monitor
can recognize the occurrence of Eve’s Trojan horse attacks
due to the violation of the trust condition. The value of «
has been established as the value of 0.2% according to the
maximum value of the risk loss function as shown in Fig.
Additionally, Fig. [E] sets v, to 4000, where the total number
of Eve attacks is 10 times in order to compare with 100 times
as shown in Fig. [T3] It is noteworthy to observe that the risk
analysis of Fig. |13|is comparatively greater than Fig. and
the proposed QKD scenario can detect Trojan-horse attacks
with only the proposition of 0.02%.

This discrepancy signifies a distinct sensitivity level in
Eve’s detection, demonstrating our proposed trustworthy QKD
scenario by means of the trust condition. It is interesting to
note that the defense gate 0.25% is too high and less sensitive
to detect potential Eve’s attacks, comparing the risk analysis of
Fig. [13] and Fig. [[4] Consequently, the potential Trojan horse
Eve’s attack can be successfully detected by our proposed
trusted QKD scenario, as shown in the risk difference and
loss difference of value between 0.02% and 0.05% in Fig.
[I2] and Fig. [[3] The design of the trustworthy monitor being
proposed is predominately determined by the level of defense
gate that is portrayed as obstructing Eve’s attacks. In order
to preserve generality, we presume that Eve is not acquainted
with the time-variant channel effect.

VII. CONCLUSION AND FUTURE DIRECTIONS

The novelty of this study is to examine the incorporation of
risk-aware machine learning methods into trustworthy QKD
networks, with a particular emphasis on the vulnerability of
credentials over a time-variant quantum channel. To accom-
plish this task, we employ IDQ QKD devices as a means of
support. The empirical QBER dataset is effectively estimated
by the proposed GMM KS learner, as indicated by the nu-
merical results. The QKD device developed by IDQ is at the
forefront of technology and meets the trust condition, making
it trustworthy for ultra-secure communication. The simulation
has been particularly designed to cater to the network traffic
of the SDN controller, and inspired by an optimal classifier
to effectively identify any conceivable Trojan horse attacks.
The probability of detecting Eve in our suggested trustworthy
QKD scenario is computed to demonstrate a significant level
of confidence.
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In terms of future directions, this work encourages the adop-
tion of a risk-aware reinforcement learning methodology. This
methodology incorporates risk measurement and risk reference
to formulate the reward function while considering the trust
condition. The agents have the capability of utilizing the risk
function recommended by the reward function, as well as on-
line detection of Eve’s arrivals and time-varying interference.
The aforementioned future avenues can be pursued by drawing
inspiration from the fields of Bayesian online change-point
detection and risk-aware reinforcement learning. This enables
the trusted QKD networks to gain valuable knowledge on the
optimal trust policy. This is conducted within the framework
of the trusted node and the variant network architecture for
the cost-effective deployment of QKD networks.
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