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Abstract—This article introduces novel and deep learning ap-
proaches for the security analysis of a hybrid satellite-terrestrial
cooperative network. More specifically, a satellite transmits infor-
mation to a ground user through multiple relays in the presence
of an eavesdropper. To prevent potential eavesdropping, multiple
friendly jammers are employed to disrupt the reception process of
the eavesdropper by artificial noise. Within this setting, we then de-
rive the closed-form expressions of the outage probability (OP) and
secrecy outage probability (SOP) of the considered system in the
presence of imperfect channel state information. Important to men-
tion is the fact that in complex systems (e.g., with multiple jammers,
multiple relays, and considering the independent but nonidentically
distributed Rician nature of satellite links), analytical approaches
may not be effective due to their complex mathematical derivations.
As such, we develop a highly effective yet low-complexity deep
learning approach to estimate the OP and SOP of the system.
Through extensive Monte Carlo simulations, we evaluate the OP
and SOP of the system in various settings and demonstrate the
effectiveness of the proposed solutions. Interestingly, the proposed
deep learning method can achieve comparable performance to that
of the analytical approach.

Index Terms—Deep learning, cooperative relay, friendly jam-
ming, physical layer security, satellite communications.
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1. INTRODUCTION

HE last decade has witnessed a remarkable development of
T satellite communication (SatCom) due to its vast coverage
and high transmission data [1], [2], [3]. In particular, operating
at high altitudes allows satellites to cover a large portion of
the Earth’s surface and provide communications to a massive
number of ground users. As such, SatCom can empower ultra-
reliable communications when terrestrial infrastructure is not
available due to natural disasters or in unreachable and remote
regions [4], [5]. Several major companies, such as SpaceX,
Amazon, and OneWeb, have already started to commercialize
SatCom to deliver broadband services to ground users anywhere
and anytime. With its significant potential, SatCom is expected
to play a critical role in future communication systems.
Unfortunately, operating at high altitudes makes SatCom vul-
nerable to shadow effects and obstacles that can block the line-
of-sight links between satellites and terrestrial users, especially
in urban environments [6]. To overcome this essential challenge,
a new architecture, termed the hybrid satellite-terrestrial relay
network (HSTRN) is utilized to harness the advantages of both
the nonterrestrial and terrestrial communications [7], [8], [9].
In particular, a typical HSTRN consists of terrestrial relays
cooperatively working with satellites to enable satellite coverage
available in high-density and nonline-of-sight environments. In
recent years, various approaches have been proposed to improve
the performance of HSTRN [10], [11], [12], [13], [14], [15].
For example, An et al. [10] considered an HSTRN system with
multiple ground users and a relay to facilitate communications
from a satellite to the users. To optimize the system performance
in terms of outage probability (OP) and ergodic capacity, the
authors developed an opportunistic scheduling method to select
a desired user to communicate with the relay based on the
system’s current conditions. Differently, Yanetal. [11] proposed
a cooperative nonorthogonal multiple access scheme to further
improve the performance of a downlink HSTRN system. In
particular, the proposed solution will select a user with better
channel conditions to act as a relay node to forward information
transmitted from the satellite to other users in the system. To
improve the spectral efficiency and efficiently deal with the
limited spectrum problem in HSTRN systems, An et al. [12]
proposed two content caching approaches, including the most
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popular content-based scheme and the uniform content-based
scheme. Simulation results demonstrated the effectiveness of
the proposed solutions.

Although achieving superior performance, the above works
and many others in the literature have not taken into account the
issue of security in HSTRN systems. In practice, the broadcast
nature of wireless links makes SatCom extremely vulnerable
to radio security threats, especially eavesdropping attacks. In
particular, an eavesdropper can easily intercept the transmitted
signals on the target channel. Due to their passive nature, it
is very challenging to detect and prevent eavesdropping from
“wiretapping” legitimate wireless channels [16]. Consequently,
eavesdropping is one of the most dangerous security threats
for wireless communication systems, including HSTRN [6],
[17]. A common approach to deal with eavesdroppers is using
cryptographic techniques to encode information at the trans-
portation and network layers before transmitting over wireless
channels [18]. However, encrypting and decrypting information
will add computing and resource burdens to wireless devices,
which is problematic for power-constrained devices [19]. More
importantly, with recent advances in quantum computing, ex-
isting cryptography techniques could soon become unreliable
while quantum-safe or postquantum cryptography is still under
development [20].

A potential solution to effectively mitigate eavesdropping
attacks in satellite communication networks is to use artificial
noise [21], [22], [23] or friendly jammers that generate inter-
ference signals to disrupt the reception processes at eavesdrop-
pers. For instance, Bouabdellah and Bouanani [24] considered a
cognitive satellite-terrestrial network in which a secondary user
(SU) can transmit information to optical ground stations through
the aid of a relay satellite. To defeat eavesdropping attacks, other
SUs can act as friendly jammers and broadcast artificial noise
that interferes with eavesdroppers, thus improving the system’s
privacy. Differently, Yin et al. [25] pointed out that co-channel
interference caused by the spectrum sharing between terrestrial
and satellite networks and the interbeam interference from the
frequency reuse among satellites can be leveraged to secure the
communications of both the satellite and terrestrial links. To
enable that capability, the authors formulated an optimization
problem to jointly optimize the beamforming policies of satel-
lites and base stations in the system. To deal with eavesdropping
attacks in HSTRN, Li et al. [26] proposed a Stackelberg game
to strike a balance between the secure spectrum efficiency and
the secure energy efficiency in the presence of an eavesdropper
with the support of a friendly jammer.

Nevertheless, there is still a lack of formal analyses of the OP
and secrecy outage probability (SOP) for the HSTRN system
under eavesdropping attacks in existing studies. As such, in our
previous works [6], [27], we formally analyzed the OP and SOP
of an HSTRN system with the support of a friendly jammer to
deal with eavesdropping attacks. Unfortunately, using only one
friendly jammer may not guarantee a high privacy level for the
system, particularly if there are multiple eavesdroppers trying
to wiretap the transmitted signals and the jammer can be broken
or compromised. As such, in this article, we focus on a more
important case with multiple friendly jammers that generate
artificial noise to defeat eavesdropping in an HSTRN system.
Using multiple friendly jammers yields several advantages. In
particular, multiple jammers can cover a larger area than a single
jammer, resulting in better security coverage for the system. In
addition, various jammers can combine their jamming signals,
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making it more difficult for eavesdroppers to extract useful
information from transmitted signals. Finally, with multiple jam-
mers, the security reliability can be significantly enhanced as the
failure of a jammer does not make the whole system vulnerable
to eavesdropping attacks. Another contribution of this article is
to focus on the fact that existing studies fail to handle complex
systems (e.g., multiple friendly jammers and multiple relays as
considered in this article) due to their mathematical intractability
derivations. As such, this article will introduce an effective yet
lightweight deep learning-based solution to evaluate the OP and
SOP of the system without using complex mathematical opera-
tions. The major contributions of this article are highlighted as
follows.!

1) We consider multiple friendly jammers to defeat eaves-
dropping attacks in an HSTRN system. Then, closed-form
expressions for the OP and SOP given imperfect channel
state information (CSI) are derived. To the best of our
knowledge, this is the first work that introduces a formal
analysis of the OP and SOP for the HSTRN system with
multiple jammers in the presence of independent but non-
identically distributed (i.n.i.d.) shadow Rician for satellite
links.

2) A deep neural network (DNN) model is specifically
crafted to forecast the operational OP and SOP per-
formance of the innovative HSTRN system. The study
showcases the effectiveness of DNN models in predicting
performance within intricate network scenarios, using a
low-latency inference process.

3) We perform extensive simulations to evaluate the proposed
approaches in various scenarios. Moreover, discussions
about the impact of different key parameters on the perfor-
mance of the HSTRN system, such as the number of relays,
the satellite’s transmit power, and the transmit power of
relays, will be presented.

The rest of this article is organized as follows: Section II
introduces the system mode including the channel model and
the information transmission process. Sections III and IV show
the OP and SOP analyses, respectively. Section V presents the
proposed deep learning approach to predict the OP and SOP of
the system. Numerical results are discussed in Section VI-B.
Finally, Section VII concludes this article.

II. SYSTEM AND SIGNAL MODELS

This section presents the considered system model together
with the data transmission protocol.

A. Channel Model

For practical applications, channel estimation is required
to obtain CSI estimates at the destination, by employing the
broadcast pilot signals. However, due to limited hardware and
finite radio resources for sending pilot signals, channel estima-
tion cannot be carried out perfectly in practice, which leads to
non-negligible channel estimation errors (CEEs). In this article,
we utilize the minimum mean square error (MMSE) estimation
method as in [28], which means that the channel estimate is
formulated as follows:

hi = h1 + €; (1)

The contributions of our work compared with the previous works are shown
in Table I.
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where S, R,, with ne€ {1,...,N}, D, E, and J,, with
m € {l,...,M} denote source, relay node, destina-
tion, eavesdropper, and jammer, respectively; e; with
i € (SR,,R,D,R,E,JE,JR,,,JD) is the CEE, distributed
as e; ~ CN(0, i2), h; is the estimated channel of h;.2

1) Channel Model Between Terrestrial Nodes: Inthis article,
we provide a statistical analysis of fading channels in each hop.
We assume that the channels between any two nodes in terrestrial
links can be modeled as block Rayleigh fading. This means that
the channel coefficients remain constant within a transmission
block but vary independently across different blocks. Since
the channels exhibit Rayleigh fading, we focus on the squared
amplitudes of the channel gains, such as

ok = |hr,El”, YR,0 = |hr, D (2)
The squared amplitudes of the channel gains can be modeled
as exponential random variables (RVs), with corresponding
probability density function (PDF) and cumulative distribution
function (CDF) given by the following equations, respectively:

Fx(z) =1~ exp(—Ax) 3)
fx(x) = GF%I@C) = Aexp(—Ax). 4)

where X is the mean of the exponential RV X. Next, for the satel-
lite links, we consider the Shadowed-Rician fading model [10].
Thereby, the PDF of the squared amplitude of the channel
coefficient ysg, = |hsr, |* between the satellite and the nth
relay is given by [7], [8] as follows:

Jrs,, () = ap exp (=Bnx) 1F1 (mp; 156,2) ;2 20 (5)
where the following definitions hold:

2b, My, Mn
=Gt ©
1
P = 0, (7
by = gt ®)

2b,my + Qp

with 2,, and 2b,, being the average power of LOS and multipath
components at the nth relay, respectively. Herein, m,, is the
fading severity parameter at the nth relay and 1 F (.; .;.) is the
first-kind confluent hypergeometric function [29, eq.9.210.1].
With any integer-valued fading severity parameters, one can
simplify 1 Fy (my,; 1; 0,2) in (4) to express the PDF of vsg, by
utilizing the similar methodology in [30] as follows:

my,—1

Frsw, (@) = n Y Calk)a" exp (= (B —b0) ) (9)
k=0

where (, (k) is defined as

(_l)k(l — mn)kéﬁ

Cn(k) = (k!)2

(10)

2In this article, we assume that there is no communication link between S and
E. The considered phenomenon corresponds to the large obstacles between S
and E. Furthermore, in order to receive the signals from a satellite, it requires
a specific hardware configuration to eavesdrop information from S due to the
typical architecture of the space communication. Multiple friendly jammers
considered in this paper are easy to deploy in practice since the noncoherent
joint transmission protocol is exploited.

with (-), being the Pochhammer symbol [29, p. xliii]. After that,
the corresponding CDF is given by

Fig, () = Pr(ysr, <) = / Frse, (x)dz (1)
0

which can be obtained after using of [29, Eq. 3.351.1] as follows:

ma—1 k
Fip, (@) =1—0y, Z Z Ql(j)k'(ﬂn _ 5n)7(k+17p)

k=0 p=0

x ¥ exp (= (Bn — 6n) 7)
mp—1 k

~1)*(1 = my,), 0k
:1_%22( )(k!p! )i

k=0 p=0

X (Bn — 8,) FTP)gP exp (— (B — 6,) ) -

In the considered model, following the previous works [7],
[31], the relays are the fixed-location stations, which are located
to have the free-space distance to the satellite such as on the
roof of high buildings. In contrast, the eavesdropper E is just
mobile device operating similar to the destination. Therefore,
it can not receive the signal directly from the satellite due to
obstacles. The hardware configuration for the relays is assumed
to be the typical configuration of the earth station in the satellite
communication systems [32].

B. Information Transmission

This section focuses on the DF relaying protocol in which the
relay first decodes the received signal and then forwards it to the
destination. Because the relay nodes work in a full-duplex mode,
the signal transmission from the satellite to the destination with
the help of the relay requires a one-time phase. First, satellite
S transmits its signal x, to the relay R,,. Hence, the received
signal at R,, can be thus given by

—~

YR, = hsr,2s +nr, = (hsr, +esr,) s +nr,  (12)

where x5 and zg , are the energy symbol with E{|zs|*} = Ps
and E{|zg,|°} = Pk, . Here, E{.} is the expectation opera-
tion and ng, is the zero-mean additive white Gaussian noise
(AWGN) with variance NNy at the nth relay. After relaying the
nth received the signal from satellite, it will decode this signal
and then forward it to D. Meanwhile, the eavesdroppers track
the signal transmitted from the relay and try to eavesdrop the
information. The cooperative jamming technique is employed to
diminish the quality of the eavesdropping link, where multiple
friendly jammers (J,,) are employed to continuously generate
artificial noises for eavesdroppers. Furthermore, the relays and
destination have to cooperate with the jammers to cancel the
interference in the received signals. Considering the masking
effect, it becomes extremely challenging for eavesdroppers to
directly intercept the signal from the source. Therefore, we
assume that the eavesdroppers only monitor the transmitted
signal from the relay for potential attacks, which aligns with
the common approach adopted in the literature [7], [33], [34].
Hence, the received signal at the destination and eavesdropper
can be expressed, respectively, as follows:

yp = (hr,p + €r,D) TR, + 7D (13)
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M
yg = (hr,E + €r,E) TR, + Z (hye +e5e) Ty, +ne (14)
k=1
where np and ng are the zero mean AWGN with variance
Ny at the destination and the eavesdropper, respectively; xj,
is the transmit signal at J; and satisfied E{|z;, |*} = P;,. To
facilitate the performance analysis, we assume that all CEEs at
each at each S-R,, or R,,-D or R,,-E, etc., links are the same
suchas pidy = pdp, = ... = pdp, = pég,Vn € (1,2,...,N),
etc. Moreover, we also assume that all jammers have the same
transmit power Py and all CEEs in JKE, k € (1,..., M), links
are equal.’ From (12)-(14), the signal-to-noise ratio (SNR) at
the nth relay, destination and eavesdropper can be expressed,
respectively, as follows:

- Ysr,, Ps _ YsR,, ¥ (15)
" ﬂgRPS + NQ lngR\I/ + 1
DR, D
d
e = e (7

te® +© (e + Mpje) + 1
where ¥ = Ps/No, P = PR/No, 0= PJ/N(), and YIE =
M 2
> k=1 [Pl
Remark 1: This article applies the partial relay selection
(PRS) method. Specifically, we introduce a sub-optimal relay

selection protocol that involves selecting the best relay as fol-
lows:

a= argmax {vsr, } < Jsg, = max {vsg,} (18)
n=1,2,....N

n=1,2,....,N

where a denotes the index of the best relay.

We assume that the links from S to the N relays nodes are
n.i.i.d Rician. Bankey and Upadhyay [7] and Bhatnagar and
Arti [8] considered the i.i.d channel with the same parameter
between S and N relays. In contrast, this work investigates a
more generalized i.i.d scenario where § will transmit its in-
formation to each relay with different parameters such as a,
B, o, m, etc. Hence, the CDF of ~sg, can be computed as
follows:

N
YSRq, (J?) =Pr max {’YSRV,L} <r| = H F’YSR,L (ZC)
n=1,2,...,.N n=1

(19)
By substituting (12) into (19), we obtain the following result:

mn—-1 k k
F’YSRQ( 2) = H <1 o, Z Z 1 — M)y, (0n)

Ip!
n=1 k=0 p=0 ktp!

(B — 60) TP 2P exp (= (Bn — 0n) ) ) . (20)

3 Another way to attack E is by utilizing artificial noise. Different from our
framework, Rs can generate such artificial noise. Besides, the power consump-
tion of the jammers can be reduced by optimizing the difference between the
distance from the jammers to the eavesdropper and to the legitimate receiver.
This extension has the potential for future work.
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In order to obtain a compact expression, let us set

mn)k(én)k
k’!p!

(Bn - 5n) x) .

Then (20) is reformulated as follows:
N

FVSRQ (z) = H (1—zn)

n=1

mnp—1 k

= 3236

k=0 p=0

(Bn - 5n)7(k+17p)

x 2P exp (— 21

n

N N
Z 2 1o
1=1 l,=1t=1

A,_/
Li#El. FEly
We note that in (22), x,,, can be expanded as

n
Lo =
t=1

(_1) f(]' - mnt)kt(ant) !
kt!Pt!

xz:;ﬂ)t exp ( Z ﬁm - ’ﬂf ) .
t=1
Based on (22) and (23), F.
Fig., ()

N (_
=1+
n=1

(Bnt - 6nt)7(kt+17pt)$2?=1 Pt exp (_

TL

(22)

Mn,—1 [y My —

2. > Z 5 Mo

k1=0 p1=0 n=0 pp=0t=1

(B, — 0 )7(kt+1*pt)

(23)

Ssx, () can be expressed by

n *

Za (_1)]%(1 - mnt)kt (5%)/%
e kt'pt'

Z(Bnt_ nt) >

t=1
Moy My, —1
where )" = E E Zkl_o p1—0 D ko
=1 l,=1
—_————
li#lz.. . #Ely

kn n
ZPnZO tlzl .

Remark 2: Since ~jg is a summation of M i.i.d. exponential
RVs, its PDF can be given by [35] as follows:

M
) = (L (g

where Ajg is the mean of RV vjg.

(24)

III. OP ANALYSIS
With the DF scheme, the OP of system can be defined as
OP = Pr (’}/Dp < ’Yth) = Pr (min (’)/Ra, ’YD) < 'Yth) (25)

where vy, = 22¢% — 1 is the predefined threshold of system and
Cip is the target rate. Based on (15), (16), and (18), the OP can
be rewritten as follows:
OP =Pr (min (01,03) < Yn)
=1—-Pr (@1 > ’Yth) Pr (@2 P ’Yth) .

P, P,

(26)

Authorized licensed use limited to: University of Luxembourg. Downloaded on November 04,2024 at 14:10:54 UTC from IEEE Xplore. Restrictions apply.



This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

NGUYEN et al.: COOPERATIVE SATELLITE-TERRESTRIAL NETWORKS WITH IMPERFECT CSI AND MULTIPLE JAMMERS 5
where with 42 = min(+r,,7&). To ensure the confidentiality of the
0, 2 U9sr, 7 message, it is crucial to maintain the secrecy rate above a certain
pir ¥+ 1 threshold. A secrecy outage occurs when the achievable secrecy
rate falls below this threshold. Mathematically, a secrecy outage
0, 2 ;I)VRuD ) (28) can be defined as follows:
pep® +1

In order to investigate the OP, we now compute P; as follows:

S}
Py =Pr(0; >ym) =1— F, (7‘*111 1> . (29
By applying (24), (29) can be recalculated as follows:
kg
N () s (DM (mmay), (8ny)
Pl - Zn:l n! Z Qn, kt!pt!(ﬁntiént)(kt+lfm) (30)
X (Byn) =117 exp (=)
where
22U +1
A— (HsrY +1) 31
v
A= (Bn, —dn,) A (32)
t=1
We now compute P2 in (26) as follows:
PVR,D
Py=Pr|( ——-2>—>
’ r(ﬂ%{D@+1 _%h>
20 +1
=1—Pr ('YRQD < Pyth[ﬂRD])
i)
= exp (—YnArD)
where
- Arp (1ap® + 1
Arp 2 M. (33)

d
By substituting (23) and (24) into (20), the following theorem
can be obtained.
Theorem 1: The OP of the considered communication sce-
nario can be expressed as follows:

N _qyntt (—1)kt (1—"%,) (6”)’%
1- Zn:l : 7)1! E* Qn, . k(t’ct+lipt)
kt!pt!(ﬁnt *5%)

(Ayn) ==17" exp (—yenA)

OP=1-

X exp (_'Yth):RD> .

IV. SOP ANALYSIS

Within the field of physical layer security, as discussed in
prior research, such as [36], the focus lies on exploring the
feasibility of transmitting confidential messages at a positive
rate, known as the secrecy rate. The objective is to maintain
the eavesdropper’s ignorance when the channel between the
source and legitimate destination is superior to the channel
between the source and eavesdropper. Furthermore, a greater
disparity in channel strengths between these two channels leads
to higher achieved secrecy rates. The secrecy rate can be defined
as follows:

Csec = Imax (CDF — CE, 0) (34)
where the achievable data rates of the DF system and at the
eavesdropper E are, respectively, defined as follows:

1 1
Cor = 5log, (1 +ypr) and Cg = log, (1+7) (35

1
SOP = Pr (Cyee < Cy) = Pr ( o 220m>

1+ g"
~ Pr <’YEIF; < 220“‘) .
TE

Plugging (16) and (17) into (36), the SOP can be further ex-
pressed as follows:

SOP
= Pr (min (01, ©2) < s min (01, O3))

(36)

Pr (min (y, ©2) < Jn min (y, 03)) frs, (¥)dy

S— S—
I 3

Pr (Al < ’S/thA2) ><f@1 (y)dy
N ——

T
where
Fin £ 2%, (37)
Ay = min (y, ©y) (38)
Ao £ min (y, ©3) (39)
P
0 2 TR (40)

pEe® + 0O (vie + Mp3g) +1°

First, T in (37) can be expressed as follows:
T =Pr(A < Anlo) = / Fa, (Amz) X fa,(2)dz. (41)
0

From (41), the CDF F), (Jny) can be calculated as follows:

Fa, (ny) = Pr (min (y, ®2) < Jnz)
=1—Pr (P > 4nz) Pr(y > Anz)

ARD 4 2 D41
l_exp<_mh2(gm))y ey
1

) z> 2.

By substituting (42) into (41), it yields

7 ARD?Y 2 P+ 1
YT = / I{l—exp (— RDIME [gRD * ]>}><f/\2(2)dz
0

Jr/, fAQ(Z)dZ.

Next, the CDF F, (z) can be given by the following:
Fy, (Z)

(43)

=Pr (min (y7 3 PR, 5 ) < z)
pre® +© (vaE + MMJE) +1

PR, E )
=1—-Pr z >z |Pr(y>=z
(uaEcb+@<m+Mu§E>+1 2z) Py =2
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PR, E ) .
Pr < <z], ifz<y
_ (MiEq) +0O (e + Mpgg) +1

1 - if 2z > y.
(44)
Then, = in (44) can be formulated as follows:
— P ( PR, E >
,URE(I) +© (yE + M,UJE) +1

[ {z[uaEme(wMuaE)HJ}
- o TRaE )

X fop(@)d.
By substituting (24) into (45), we have

()\JE)]W
(M — 1)

*~ S
X exp (—zkK) X / M Texp (—:c {Z (I)RE
0

[1]

(45)

E=1-

+ )MIE:| ) dx

(46)
where
s hmp (13p® +OMpdy +1) “
3 .
By adopting [37, Eq. 3.381.4], = is reformulated as follows:
S=1-(zh+1)"" x exp(—2k) (48)
where
~  O\rp
A= : 49
. (49)
Then, by substituting (48) into (44), we have
~ -M .
Fa,(2) = 17(zk+1) X exp (—zkK) , }fz <y (50)
1 ifz>y

In order to obtain (50), we calculate PDF f,, (z) as follows:

fas(2)

_ efzn():z_’_l)fol (/s:):Z-Q-M):"‘/‘J) , ifz<y 51)
0 ifz>y
Based on (51), (43) can be rewritten as follows:
T = i 1 —exp _Arine ip® + 1]
0 ¢
SO R NETE
X;ifh
T ARDY 25041
1/”m>““4WD+} % fan(2)dz.
0 P
(52)

By applying (51) and (52), T is recalculated as follows:

y -
S A 2P +1
T:l—/ heXp (_ RD'Yth[/(;)RD + ])
0

! (ISJXZ+M5\+I<L) dz

zk) (Az + 1)7M7

Y

— 1 (M +x) / (et 1) M

0

X exp (—

exp (—zk)dz
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A

__/"Hdz@z+1yw“ﬂmp@¢mdz (53)
0

where

. ARDYen [1Ep® + 1] e

P
Z’ZJ) = Zqz() (7,{(])! = )

(54)

By applying Maclaurin series, i.e., exp(—
(54) can be reformulated as follows:

Yy

Tzlf(M)ern)/% (hz+1) Mﬁlexp(fz;%)dz

0
—-jgj u/1 ki Gz +1) M e (55)

q>0
With the help of [37, Eq. 3.197.8], T can be expressed as follows:
MX + AY q+1
=1y B ER ()
= q! Fih

i
GW+1q+1q+2y>
Yth

Q)\l q+2
“( ) B(L,q+2)
Q- “Vth

-xk

=0

A
J}GW+Lq+Zq+&—g> (56)
th
where 2 F7 (o, 8;7; z) is the first kind of Gauss hypergeometric

function and B(z, y) is the Beta function. Next, based on (24),

we obtain
Zt 1Pt N
f’YR@ = Z (Zpt> <> Zf,:lptfl
N~ Bu = 0n)
X exp ( ; ; y)
i (i ) 1\ Dtz petl
Bnt m () Yyt 1Pt
P (0
« exp (-Z (Bn - my) .
t=1
where
*% N % k X
— (_1)” (_1) t(l - mnt)kt (5nf) !
2" Z:Il w20 b (B — bt O
v
(TR (59)

By replacing (57) and (62) into (37), the following theorem can
be obtained:
Theorem 2: The SOP of the considered communication sce-
nario can be expressed as follows:
SOP=1—-"34+7Y4—"5+ Yg (60)

where

T3 =
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—> Information flow = =3 Wiretap links

Fig. 1. Integrated satellite-terrestrial system model.

N S~ (Ma+k) (=R) (¢+1)B(1,q+1)

> pam Yy e
M1 )P (o) ()

X E(M+1g+1: poum + 150+ 2 Asum) »

Ty

N (MA 4 k) (R) ¢+ 1)B (g +1

B S gl e R LI LD
=0 Mq! () " (Asum) (%)

(62)

(61)

XE(M+1;q+1:ﬁsum+1§q+2:)~\sum)
Ts

o]

_ Zpsumz (—=R)Ak(q+2)B (1, +2)

S MGG P ()™ ()

XE(M+1,(]+2psum+]-,q+3j\sum) (63)

T6:Z(R*”)

o0

(=R)"A (g +2)B(1,q+2)
~ — b Psum+3 17\ Psum +1
= M!q!(’y[h)l Psum ()\sum)p ()L)p

X E (M 41542 Psum + 1;¢+ 3 1 Agum) - (64)

Remark 3: The analytical results obtained for the OP in
Theorem 1 and for the SOP in Theorem 2 are independent of the
small-scale fading coefficients, which can operate over multiple
time slots whenever the channel statistics remain unchanged.
Regarding the system design, it is of interest to consider multiple
colluding eavesdropper nodes Es. Nonetheless, it is not possible
to compute the analytical performance in closed form due to the
complicated expressions. This potential extension should be left
for future work.

V. PERFORMANCE PREDICTION WITH DNN

This section designs a DNN to train and predict performance
of our considered communication system.

Jamming links

A. DNN Descripttion

In this section, we propose a DNN model to evaluate OP
and SOP, particularly given the fact that the system model is
complex and employing mathematical derivation methods is
challenging. The DNN model offers a viable alternative as it
is data-driven. This section presents the design of the DNN
model, which comprises an input layer, several hidden layers,
and an output layer, as depicted in Fig. 1. In addition, the input
layer comprises 10 neurons corresponding to the 10 parameters
listed in Table I. The relationship between the input and output
data is primarily determined by the multiple hidden layers. To
accurately calculate this relationship, each link in every hidden
neuron possesses unique weights and biases. For enhanced
computational efficiency, each hidden neuron also incorporates
a nonlinear activation function. Specifically, the rectified linear
unit (ReLU) serves as the nonlinear activation function em-
ployed at each hidden layer, and it is formally defined as follows:

ReLU(z) = max {x,0} . (65)

Given that the regression problem involves predicting numerical
values without any additional transformation, the output layer
does not require an activation function. To establish connectivity
between the activation of the jth neuron in the ¢th layer and the
activation in the (¢ — 1)th layer within a fully connected layer,
the following expression is considered:

Ne
n; = ReLU (Z mzzni_l + u})

z=1

(66)

where N, is the number of neuron for the (¢ — 1)th layer, u; and
méz are the scalar bias for ¢th layer and the weight connecting of
the zth neuron at the (i — 1)th layer, respectively. Furthermore,
considering that the objective of the regression problem is to
estimate an output value without any additional conversions, the
output layer, consisting of a single neuron, employs the linear
activation function to provide the predicted value of OP/SOP.

B. Generating the Traning Data

In Fig. 2, we examine the accuracy of the DNN model in
evaluating OP/SOP. The sample data are generated over a certain
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TABLE I
OUR CONTRIBUTIONS COMPARED TO THE PREVIOUS WORKS
Physical layer security (PLS) | Amplify-and-forward (AF) | Decode-and- forward (DF) | Imperfect CSI | DNN
Our work X X X X

[8] X X

[13] X

[14] X

[15] X

[25] X

In[1]

ReLU < “'> ReLU

n[2] ReLU< ...> ReLU Out
L] L] L]
L] L] L]
L] L] L]
I{10] ReLU < ...> ReLU
Input layer Multiple hidden layer Output layer

Fig. 2. Proposed DNN model for OP and SOP prediction.

period, with 80% allocated for training, 10% of the data are
allocated for validation, and another 10% is reserved for testing
purposes. Subsequently, the estimation accuracy of the DNN
model is measured by using the mean square error (MSE), i.e.,

1 Détrain

Dtrain
a=1
Furthermore, the root MSE (RMSE) is employed to determine
the disparity between the actual and predicted OP/SOP values
across the entire test set, defined as RMSE = /MSE. In ad-

dition, the optimal weights and biases for each connection are
determined using the Adam optimizer.

MSE = (In[n] — Out [n])?. (67)

VI. PERFORMANCE ANALYSIS

In this section, we first discuss the parameter setting in our
Monte Carlo simulations. Then, the OP and SOP of the system
are verified and evaluated under different scenarios. Finally, the
OP and SOP evaluation of the proposed deep learning approach
is highlighted.

A. Parameter Setting

To obtain reliable results of the OP and SOP, all simulations
are performed with 10° independent trials. The channels be-
tween the satellite and relays follow the shadows-Rician fading
channel model [38]. The channel between two arbitrary nodes
in the terrestrial network follows Rayleigh fading. Unless oth-
erwise stated, the number of relays N is 2 and the number of
friendly jammers M is 5. The target rate Cy, is set as 0.5bps/Hz.
© and p? are set at 10 dB and 0.005, respectively. The distance
from each relay to the ground user dgrp and to the eavesdropper

Solid line: FHS case Ana.
Dash line: AS case Ana.

Outage Probability
S
N

103¢ :
o N =1 Sim.
> N =2 Sim.
* N =3 Sim.
10 : ‘ ‘ :
0 10 20 30 40 50

U = P[dB]

Fig. 3. OPversus ® = ¥ when N € {1, 2, 3} under FHS and AS scenarios.

dre are 0.5 and 2 m, respectively. The distances between each
jammer and the eavesdropper d;g is 1 m. The pathloss exponent
is set at 2.5. In DNN model, the numbers of neurons in the
hidden layers are one hundred and 28. In addition, the activation
function of the hidden layers is relu. To train the proposed DNN,
Adam optimizer is used. The learning rate is set at 10~3.

B. Numerical Results

1) OP and SOP Analysis: In Fig. 3, we show the OP of the
considered system under the FHS and AS scenarios with the
number of relays varied from 1 to 3. It can be observed from
the figure that when ® and W increase from O to 50 dB, the
OP of the system decreases. This is stemmed from the fact that
when ® and ¥ increase, the transmit powers of the relays and the
satellite are also increased as ® = % and U = %, respectively.
With stronger signals from the satellite and relays, it is easier
for the ground user to decode the transmitted information. It is
worth noting that with more relays, the OP of the system can be
decreased as the probability of choosing a good channel from
a relay to the ground user becomes higher. Finally, under the
AS scenario, the OP of the system is lower than that of the FHS
scenario. For instance, at ® = & = 25 dB and N = 2, the OP
under the AS scenario is around 0.0017 while the OP under the
FHS scenario is around 0.0054. This stems from the fact that the
FHS effect affects the satellite link more seriously than the AS
effect.

In Fig. 4, we evaluate the SOP of the system obtained by
simulation and our analytical expressions under the FHS and
AS cases with & = 20 dB. Clearly, when W is increased from
0 to 50 dB, the SOP is decreased. This is because the increased
transmit power of the source (represented as W) facilitates easier
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Fig. 4. SOP versus ¥ under FHS and AS scenarios.

10°

_;
S

;2 =0.005 Sim.
= ;220,01 Sim.
o ;2 -0.02Sim.
— Analytical

10 ‘ ‘ | |
5 0 5 10 15 20

0[dB]

Secrecy Outage Probability
=
n

Fig. 5. SOP versus © with ® = ¥ = 10 dB and p? € {0.005,0.01,0.02}.

signal decoding at the receiver. More importantly, the simulation
results are similar to our analytical results, demonstrating the
accuracy of our SOP derivations. Again, the SOP under the AS
effect is lower than that under the FHS effect.

In Fig. 5, we vary © from —5 to 20 dB and show the SOP
performance under different values of 2. As shown in the figure,
the SOP decreases when we increase ©. This is because, with a
higher value of O, the jammers can generate stronger jamming
signals to better prevent the eavesdropper from wiretapping the
channel. It is worth noting that when ,u2 is increased, the SOP
of the system is also increased. For example, at © = 10 dB, the
SOP values are 0.0037, 0.0055, and 0.0076 with ,u2 = 0.005,
1? = 0.01, and ;® = 0.02, respectively. It is anticipated that the
SNR experienced by eavesdroppers will noticeably deteriorate
when jammers increase their transmit power. However, the relay
and destination can still effectively decipher the received signal
by collaborating with the jammers to eliminate interference.

In Fig. 6, we evaluate the SOP performance of the system
with different numbers of relays. It can be observed from the
figure that with more relays in the system, the SOP is decreased.
For instance, at ¥ = 25 dB, the SOP values are 0.0272 with
1 relay, 0.0027 with 2 relays, and 0.0013 with 3 relays. The
reason is that with more relays, it is easier to find a good channel
to communicate with the ground user. Again, our analytical

Secrecy Outage Probability
=
n

-3 0 N=1Sim.
10 > N=2Sim.
% N=3Sim.
— Analytical
10-4 | | | |
0 10 20 30 40 50
U[dB]
Fig. 6.  SOP versus W with ® =20 dB and N € {1,2,3}.
0
10
§
z
E o
<10
2
g
ol
o
0102
=5
o
>
€ 403+ © M=3Sm.
g 4 M=58im.
2 % M=7Sim.
— Analytical
10-4 | | | |
0 10 20 30 40 50
U[dB]
Fig. 7. SOP versus W with ® = 20 dB and M € {3,5,7}.

results are comparable with the simulation results, and thus
demonstrating the accuracy of the SOP analysis presented in
Section I'V.

In Fig. 7, we vary ¥ from O to 50 dB and evaluate the SOP
performance with different numbers of friendly jammers. As
can be seen in the figure, the SOP decreases when we employ
more jammers in the systems. For example, at ¥ = 30 dB, the
SOP values are 0.0053,0.0020, and 0.0011 with M = 3, M =5,
and M = 7, respectively. This stems from the fact that with more
jammers, significant disruption at the eavesdropper is introduced
to improve the privacy level of the system. Besides, Fig. 8 shows
the SOP as a function of 113 with the different parameter settings.
The results suggest that the imperfection of the channel estimates
obtained for the jammers increase, the network has better the
SOP.

2) Deep Learning Analysis: In this section, we perform our
proposed deep-learning approach and obtain the estimated OP
and SOP for the system. Specifically, we first evaluate the OP
performance with p? = 0.005 and p? = 0.01 when varying ®
and ¥ from O to 50 dB, as shown in Fig. 9. Clearly , when ® and
U increase, the OP of the system is decreased as the transmit
powers of the satellite and relays are increased, resulting in
stronger received signals at the ground user. As can be observed
from the figure, our proposed deep learning approach can obtain
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similar performance to that of the simulation and analytical
methods, validating the feasibility to use DDNs to learn from
raw data.

We then vary ¥ and observe the SOP performance of the
proposed deep learning method with © = 5dB and © = 10 dB,
as illustrated in Fig. 10. As can be observed from the figure,
the SOP is reduced when we increase ©. This is because O is
defined as the ratio of the jamming power and the variance of
Gaussian noise. As such, a higher value of © leads to a higher
transmit power of the jammers, resulting in a better security
level for the system. Again, our proposed deep learning method
can achieve a performance similar to that of the simulation
and analytical methods while avoiding complex mathematical
derivations. As the theme of the data-driven approach, we have
demonstrated that deep learning can predict the solution with
high accuracy toward real-time resource allocation as neural
networks are implemented in hardware.

VII. CONCLUSION

This article presented a comprehensive investigation into the
security analysis of a satellite relay network. The network con-
sists of a single satellite, multiple relays, and a single destination,
while also considering the presence of an eavesdropper. To
counter the eavesdropper’s impact, the network incorporates
multiple jammers that generate artificial noise. The analysis
focuses on deriving closed-form expressions for the OP and
SOP of the system, where nonidentical Shadowed Rician and
Rayleigh fading models were applied to the first and second
hop, respectively. These analytical results were further vali-
dated through simulations and an innovative machine-learning
prediction approach. By leveraging the obtained OP and SOP
outcomes, the article investigated the security aspects of the
proposed system and recommended appropriate system parame-
ters for real-world scenarios. Specifically, the authors suggested
adjusting the satellite transmit power, relay transmit power, and
jammers transmit power to mitigate the eavesdropper’s influence
effectively.

APPENDIX A:
PROOF OF THEOREM 2

From (2), T3,T4, T5, T4 can be given as, respectively:
Ta=> (D m
t=1

3> (MA+r) (=R)"B(1,q +1)
q=0 q!(&lh)q—i_lwz:?:l Pt

n

) /oo RETp i o Bre =00,
0 = v

oF) (M+1 q+1; q+2—)dy, (A.1)
th
Ti= (D (Bu =)
t=1
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2 ¢! (Fn) "y R pitL
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MacRobert function. Finally, we can obtain T3, Y4, T5, Tg as
shown in the theorem.
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